
1 / 5

USERS
110

PERSONAL 
LEVEL 112

USER DEVICES
120

DEVICE LEVEL 
122

SERVER / 
INFRASTRUCTURE 

140

SERVER LEVEL 
CYBERSECURITY 

142

BLOCKCHAIN 
MIDDLEWARE

230

ENHANCED 
SECURITY FOR 
DATA STORAGE 

200

130

100

CLIENT 
APP 

SERVER
210

BLOCKCHAIN 
MIDDLEWARE 

230

PLURALITY OF 
STORAGE 

NODES
240

FIG. 1A

FIG. 1B



2 / 5

DATA LEVEL
242

NETWORK LEVEL
244

WORKFLOW ENGINE
246

BLOCKCHAIN MIDDLEWARE 230

ACTIVE 
MONITORING

234

AUTOMATED 
RECOVERY

236

STORAGE 
MANAGEMENT

232

BLOCKCHAIN MIDDLEWARE 230

RESPONSE WORKFLOW
238

ALERT
239

FIG. 2B

FIG. 2A



3 / 5

ESTABLISH CONNECTIONS

REPLICATION

SEGMENT ENCRYPTED FILE

310

320

330

300

FIG. 3

IDENTIFIER TAGGING

340

NEW BLOCK

ITERATIVE HASHING
350

300’

360

FIG. 4



4 / 5

400

420420420

410

420420 420

420

420

420 ● ● ●

h011 h012

h01

h021 h022

h02

h0

[ h0 h1 ]

420

440440 440 440 440

430

● ● ●

FIG. 5

430 430 430 430

405

404

403

406

407

409

408



5 / 5

ACTIVE MONITORING

510

AUTOMATED RECOVERY
520

BLOCKCHAIN STORAGE
300

500

FIG. 6


