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SYSTEM AND METHOD FOR SECURE ONLINE PAYMENT, AND
ROUTING SERVER Field of the Invention [0001] The present invention
relates to the technical field of network data processing, and in 5
particular, to a secure online payment system for online payment.

SY S Badkgraundiof tieimeRtond0sa2 DWitiNhepdavaiopmeniof REWoOTK G SERVER
technologies, especially with the popularization of Internet, network has
become an indispensable part for many people in life and work. People
10 can use Internet not only.far,n owsing, message releasing, music
downloading and Iistening,)gllje daltg\)ly%ﬁrgﬁﬁﬁlgl% opping. Based on the
[00011NTeaYRdGevalepmentpitkaclactianifi RUIIBRSST HgwRGUIA frtR8ssing, and in
online payment is not only an issue to which both parties of a transaction
particugMolfl¢ pespet@ntivnpbitens syatrisdoeaowhiptythenfinancial system
attaches much importance. 15 [0003] Please refer to Figure 1, which is a
schematic diagram showing the structure of a normal secure online

payment system in the gfii@r i sysiamvagliges a card holder
terminal 11, a merchant website 12 and an acquiring subsystem 13. The

[0002Fardahgldes terpinabht isreennegiect B dhe-mereharianebsite #2 Webularization of
Internet, and the merchant website 12 is connected to the acquiring

Internedy patyspeimha s Regame setisi esaliamelifer masyapeeidindnstfssyaderypia People
can it EJeRSt NEludes A communication seruer, an agplicaton selver A0 g and
ga abase server. éfhe communicatiof’server %S a ap?t‘eagfo es?a%lls% a &

listeniOMRGHN it ihadme Wehsited 210 andBesielantvapaReH B Mhe electronic
security test for the data packet received. The application server is

businesgidpeesttonirooésbyanibias daranehivarioos enérciamsnesitelid? both parties of a
received, modify the. information in the database server according to the,
s ST PESEHE TR R BSOS i 05 e AP ASAUR A hes much
importaffyer 12. The database server stores the corresponding information of

each account number in the present acquiring subsystem 13. [0004] This

[0003Fecusgsenting RaIMantsystenids suitakie-fentiedsacdre PRWNERtIMNSRucture of a
the card issuing institution and the acquiring institution are the same

normafisapitial drEtUDORITPRE Proeesdiothpayimerttis ddifolfowsnTirogladeard card holder
. holder logs on a m rc%ag wepsite 1.2,.chooses a co cial 3(’10p duct, .
e S A KL 12 A PR AT e A bR g rminl 11
is contBedpia Sichciaaardebifomationansiranseelion dnfRrmalioni@ acardonnected
issuing subsystem 13 of the card issuing institution. The card issuing
to the susystersbyreosivésvheldatasguohiatedmaiatubmiserlndicquiring subsystem 13 at
least includes a communication server, an application server and a database server. The
communication server is adapted to establish a connection with the merchant website 12 of a
merchant, and perform security test for the data packet received. The application server is
adapted to process various data of various merchant websites 12 received, modify the
information in the database server according to the processing result, and return the processing

result 1o the merchant server 12, The database server stores the corresponding information of

each account number in the present acquiring subsystem 13.

{00047 This secure online payment system is suitable for the secure payment when the card
issuing institution and the acquiring institution are the same financial institution. The process of
payment is as follows: first, a card holder logs on a merchant website 12, chooses a commercial

product, and confirms and submiis an order; then the merchant website 12 sends the data such

1



10

15

20

25

30

password that is input by the user, and only when the security
authentication such as card holder identity authentication and merchant
identity authentication is passed, a withholding is 5 performed. When the
withholding is accomplished, the merchant delivers the commercial
as ordpfagfieinGOA\ hendhei cars fssunpinslitutiondandding acawERe: 13 of the card
institution are not the same institution, the payment may be performed
issuingpittitinbemer fayirdntssyse ritpisie ISfepesiFiguhs datouhieh igsscard number and

passwc?rcci1 ‘P a}y%{%gi%ry? e?&s%\évmgdtgﬁ?szt&%gg Eﬁeoge%ggth%ru a 1rtri]cea {osrysstgg as 8ard holder
according heTinvention. This payment system includes a card holder

identitﬁﬁfﬁﬂiﬂﬁ@htléat%xm%E@%waﬁé}ﬁited%gtigﬂfi&%%&!a%&ﬂ i8S 'Meﬁ;bw&ﬁmoiding i
14. The card holder terminal 11 is connected to the merchant website 12

perforpiedini¥hsat, thedrtiiehaidiohaist evsbrimidreds dbanoetebhuiitd Sossathsapmmercial
issuing subsystems 14 via Internet. The routing information of each card
(fgsuing subsystem 14 connected with the merchant website 12 is stored
' merchant website 12. and.a 15 corresponding relation between the
10005 B B AR B R il e same
institu§URSHE @AY s RslabYisRed nlQR0R] th he Rreeessabpeyyaent. ip18ssiolawso Figure
first, a card holder logs on a merchant website 12, chooses a commercial
2, whiphod dcickaeptierfirgrerariietingitecatiroetiee, ehenaienpereheritsysesitecording to
.12 establishes an interaction with the card.halder terminal 11 and request , .
the iR T RO T VS LT A RSO SRR o PR Website 12
and sWeRSItEA? fiREmENeUINARG, INtprationAf INGDesteRTesPeNdNGIadhged to the
card issuing institution of the card number according to the BIN code of
merchgng wabdittuldber, htetseindsdhbecara dholder ibfotenBlion endastdérwith several card
._information to the card issuing sub 14, so as_to perform

: ' syste L L
ssuing AR 10007 T Sbcl Ryt AT By B g cubeystem 14
connelte¥eRitRt BldaieciSatiirsletife 2P secWityLf the RlinEPAURENISIW. 12, and a

Because the number of the merchant websites in Internet is very large,
correspitiiang advantdygeusmiee BaNi sol toofdbtrictitheumbrrhendt isutiogav&ilalleon of the
at present, the merchant webgite may directly obtain the card number

card IS ABSH TN CaFIAISEF so that a great hidden danger to the

raperty security of the card h r may be caused. Second, because an .
10008 S A SO AR 8 o gt webite
12, cHoGdSsUBEBErinstitiiansamynwilingioestakibzhia canpreliomMitiiBancrchant

merchant website directly, i.e., to 2 inform the merchant of the
websitgotib spohtithgselatioishistwoewithetbardhnumbéeBitineode BhdnHereqaedt the card
issuiﬂgjins jtution as we|l as the royting i format'&(l)n of th hostlé)me call'd

holderis’gyui ut the card number;, after that,” the merchant website nds the routing

produ

information of the host corresponding to the card issuing institution of the card number
according to the BIN code of the card number, and sends the card holder information and order

information to the card issuing subsystem 14, so as to perform withholding.

f0007] The above payment systems and payment processes have a lot of defects. First, the
security of the online payment is low. Because the number of the merchant websites in Internet
is very large, and an advantageous mechanism to restrict the merchant is not available at present,
the merchant website may directly obtain the card number information of the card holder, so
that a great hidden danger to the property security of the card holder may be caused. Second,
because an advantageous mechanism to restrict the merchant is not available, many card issuing

institutions are unwilling to establish a connection with the merchant website directly, i.e., to
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institution. Thereby, the category of the bank card with which the card

holder can perform payment and consumption is greatly limited. 5 [0008]

Therefore, the VISA Company has proposed still another online payment

system and an online payment process. Please refer to Figure 3, which is
informtBehematiaiagia b sRepING M eSHHiEL BkeEANBO bas RAMAIRATEEYSI@INe and the

proposed by the VISA Company. This system includes a card holder
card issyininapstituéomerciventt weltstarauting ndouirigsuisiistelast i thsutag issuing
... server,15 proyided by the VISA Company and a card issuin bsystem
sty R SGIERCTE 2 b 18 Rorab L i G B perform
paymehBat@tdisaHIpSsURSYsterridiaad merchant website 12 via Internet. An

MPI software provided by the acquiring subsystem 13 is configured on the

[eoosmershantwebeite 152, [0QaRM R BhspearckE@Isial IasiRn ner¢hsitent system and

website 12, chooses a commercial product, and confirms and submits an
an onlgelpryHisehpthecrelerarweb e isars. thdishrts oldumtsrdiagamehowing the

structuig lg%/?%x{&%#ng 5%%9 %% '%ré\{gglthr% '\gg)cldsg ft%%r%@&%({%eﬁ%he%%%% em includes a

e ponding Cafd1Ssuing | cor o'the

card hGRIG RAHRREY BN Felttinmineuine  information.ofuths qard 19SWiRuting server 15
subsystem 14 to the merchant website 12. Then, the card issuing

providedibsytite IS4 Serfarans authentishisonion sesictmit)lofthe roatthhoktuer 15 is able
and returns the authentication result to the ¢ard holder terminal 11 and . .
0 con ARG T2 e Tt WG 010 SRS i el Rl 12 vie
Interndfe AYRARICEHAR IS B?éﬁ%@d%wiqmomﬂﬁ(g%@%&ﬂi%hﬁ BOMRAlred on the
al pro

card issuing system, and the commerci uct is delivered to the card
merchhidehJ001D] The above description discloses three different system
architectures for accomplishing the secure online payment in three

[60094ifBrehtacanddolider nates aduprbabyvehsibanR. rymsesfalsprBeegigsgroduct, and
each system can only satisfy a transaction mode, if the transaction mode .
confiTgSARSLHRR B 25 Lol B AL A 88 9 fgpmation to

the rol@ifferentfrom that definedh bydine, AboversystemsHbe-sisekds pable 10 finds the
use this bank card to accomplish the secure online payment on the

correspysteng, sodhiaswinanyngitatiorocessidgprocissesrdf thmbecuredomines the routing

- ayment cannot.be, accomplished, [00111 Only a few commo _—

oA PSS SR EAS Ol Rt FGPAE By bl faeghe crd isuine

subsyﬂ&ﬁ'qﬁﬁ%éf%%b%ﬁeﬁ’ﬂi@&ﬁ&ﬁ'|Mn”ﬁ§e”ﬂ;3ﬁﬁ@§'°<5ﬂﬁ@%§rfﬂh@%éi‘!‘%ﬁ returns the
payment adopted by the 3 bank are not limited in the modes described

authergivetien Deseltdahbedavé lopderitohthe bankihgdndastryctivee 1dreitehgoofiet. When
d tic banks. The t ti d dopted b k

the auth%?lqtiec%tlicon ?ensu tis tgatr%gsgi%ﬁggti?a%ogsisapaosge%, aywr?t%lqglglan% 1% performed via the

normal card issuing system, and the commerecial product is delivered to the card holder.

[0016] The above description discloses three different system architectures for accomplishing
the secure online payment in three different transaction modes adopted by the bank respectfully.
Because each system can only satisfy a transaction mode, if the transaction mode configured by
the card issuing bank of the bank card used by the user 1s different from that defined by the
above systems, the user is unable to use this bank card to accomplish the secure online payment
on the system, so that many data processing processes of the secure online payment cannot be

accomplished.

[0011] Only a few common transaction modes of the online payment adopted by the bank is

disclosed from above. Practically, the transaction modes for the online payment adopted by the
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which have established the online payment service are different.
Therefore, the online banking transactions are in chaos, and the online
security is low. Because the online banking service is a 5 trend for the
service in the future, many banks have configured different transaction

bank 4ROFES1@hifPiaNRbetRleoaligHiBAIlRRR IARSACHRE ROERSMAICHS the banking
causes the waste of resources. Summary of the Invention [0012] A

industige dhtscorithéepayh epmsyste ik prdviddaebyatizoprasules indeptignbgonany banks

which %tttaaes%g;Hs Ife%{rt%ig L%q%%mgé(}){i%rﬁll.%%re%n%fg td%yff'rtl)te '?ﬁttaaft:)tlcl)%ge%eaorh ing banking
the technica proplems su as disordered oniine transaction p’rocess and

transadGSRUEGE WRBHAEY MaKReFesRIetuniPD I3l asdef i ieeNEHD 8 AR service is a
technical problem, the present invention discloses a system for secure

trend fon linesgasinvantihsofuprisinguay dzackh bidar cenfivatdadifierehiamansedsitemodes or is
.an_acqujirin sé%system and a card [ssuing subsystem. The system
plannif i OB AR GG £20 LG IR ere B esourees.
subsystem and the card issuing subsystem; wherein: [0014] the routing
unit comprises: a storing module, which is adapted to store a transaction

mode adopted by each c8ichissaiggpftidsystemtimd routing information
and processing. procedure corresponding to a Bank Identification Number

[0012)5,4) SruscRiing RERIL SYSFatassHGRisauRY, Wsidieseatidptsatian. so that a
uniforSEIRAMIAG e tansastion mode adentedinsthe, 20.CoHeERIAAIAGHRms such as

issuing subsystem according to the card number received from the

disordgped, prilHC SIBSYLIBRPTRRESD AP Brisce¥aii a it amiy 1ol tse:
[0013f0rf1‘?5t9891qit'&gr%msﬁlgga%%%%%jc[ﬁ’%l)fé‘ﬁﬁf%%eg@ﬁt%&ﬂlggr_discloses a

Secure online payment further comprises ‘a security plug-in unit, which is
systene dih eetel Withnh saaeeeitirey subsisgeincard halfan dathinahe aeefghing website, an
acquirwm?%ﬂqusg %HfHXsBﬂfﬂgi @dﬁ@&k&%ﬁ%ﬁ@y&?eﬁ?&ﬁﬁﬁ%? &)gff)tﬁ‘ses a routing unit

exchange between the merchant website, 25 card holder terminal and the
connegingdrivefutie acard BT YiFfoPraBd dheotaadcspding B IS e BraledIela an
o014 hackon it fhe. card holder iermingl, And e Fouing,RfOMMANON. O, ransaction
orrespondifig processing procedure is obtained Via an interaction wit
mode théopgedingyuritcf0@i6] Preferabiybtiystsystem foosecyrerfmimeipayandniprocessing
procedHINELGOMPHIESS 3 S5Culith, epGHian andaUaRatoR Wk W humer, o
IS connected Wittt the card issuing subsystem or is 30 arranged in the

. processing issuinig, sulisystemadaptedcurigetathientcatidnasg Guthorizitiedamid by the

s e
subsystem) hioddsatfcie potifisatigeisendfapgdd the corrstinotal g prdm tranpastidnre.

(601 Sgesg}!% eirtatl)%/r,] til'cllf(:a g%/ist%ér%u Ql‘e Qé(i;%{li"g%%lri%guplg}?rfn@net ﬁ?x{ge?%%jﬁ%ﬁdées a security plug-in
unit, which is connected with the acquiring subsystem or is arranged in the acquiring subsystem;
the security plug-in unit is adapted to establish a data exchange between the merchant website,
card holder terminal and the routing unit: card number information of a card holder is obtained

via an interaction with the card holder terminal, and the routing information or corresponding

processing procedure is obtained via an interaction with the routing unit.

[0016] Preferably, the system for secure online payment further comprises a security
authentication and authorization unit, which is connected with the card issuing subsystem or 1s
arranged in the card issuing subsystem; the security authentication and authorization unit at
least comprises an authentication subunit and a notification subunit, the authentication subunit
is adapted to perform identity authentication on the card holder; the notification is adapted to

constitute an online transaction result with an identity authentication result of the card holder
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and a withholding result from the card issuing subsystem, and transmit the
online transaction result to the card holder terminal via Internet.
Preferably, the routing unit stores routing information of the security
authentication and authorization unit corresponding to each card issuing

and a gitdydbng tearladepesthedvasdtiasiensicaRioican ded iiorifohenopéige gransaction
result [QO%Hd RiSierRiL, thesysiemforReqiue PRIRS.BRY MENGIHENE! COMRIRES routing

_ a card holder security control unit, which is adapted to establish an
lllfomm@rh@ﬁdhwmqﬁaoar@%m@mrn@u%aiut%@rdzlﬂéwv@ﬁewwnmdmﬂa%r@ach card

issuin ARG ARISHIN o dhe-carbpleiariakia MRHbRY.ING, GRigLholder.
he routing unit stores routing information of the card holder security
(001 ?@orli’u'eﬂemhty,cdmesmﬂdlrfgﬂseemh oalthéspangesit ystemeantppting @ card holder
sccuntca nti;]rool Sﬂ}%ecglc 1 r&troleﬂqlt 39 %lt S egﬁlci% Ie(%arllcmg)ndx%itﬁ i e%}? hop(?er terminal,
ystem for Secure online aymen ur er Comprises a card ho
and resenmrﬂqumyamﬁmnmnnnthmmtmgcﬂdedfsemyrmyi thteracfidwidait fBat is input by the
ed to.the card holder securi control u so a3
card B e I ST o o R A5 B iy gt wnit
corresponifirgd varee) reseivesauthenthcatitemi rddeptatipr inpult byltee sardrity control unit
hol(%er and fo m authentic nthe auth ntlcatlonl farmation.
st B L P B e g » ond
holdeimmoidmel sawmtynnténacmmmmytb&amaﬂgembo nititel semmecsérdee. the card
[Q019].Pref ly. the se r|t it S: a.merchan
holder s R S R R O A g g via a
channg riiefclyangnttb mtmt@d‘mmmdm’cﬂm@sa@fﬂmtmq:esmmmm by the card
holderc%‘&rﬁé}{%n Gk %cﬁgékﬁ’ﬁfgdtﬁ% GO fé‘aﬂ%%%%‘%%@%% with the 20
merchant w S|te card holder terminal., routing unit, security
[00183uthestcaligniendautholizatigrutinit anteardhgldentsesrity aantibbuditd holder
.data stort?g unit, whi h IS adapted g#store data comprising merchant

securify JIgrag BWBIEHV RERRESHOR S HRRSHSSon unit, which is
[00193danted-iaipenorm.aacpritvathantication an datapasketseesiied andnit, which

transmitted. [0020] Furthermore, the present invention discloses a routing

is adapis, &, REFRBASIHEIES OBFITSSOR MG aritciful RhoEptsiEtoserdy transaction
requesiapsasiigamadeadantesiby errh Gardaisssing subsystemaand souiBGe with the

information and mcessmg procedure corresponding to a Bank

merchigé titRAifo A M EFocEaER bARI HigBE: (5921 atpberidsighandgnthorization

unit aflfRGF@UHERticatian prdatdharzatioR M eRein¥han theIEaktisiaauiied to store data
subsystem corresponding to the card number adopts a direct

COmPTiFiRge MESHER OB AORA Tsh i ARGy FRfbriTEgBIssieg unit, which is
adaptcPeUbt NS AN RN b taatien st ceoesan iRt M e eard

number is returned,
[0020] Furthermore, the present invention discloses a routing server, comprising:

[0021] a storing unit, which is adapted to store a transaction mode adopted by each card
1ssuing subsystem and routing imformation and processing procedure corresponding to a Bank

Identification Number of each card number;

[0022] a processing unit for direct authentication and authorization mode: when the card
issuing subsystem corresponding to the card number adopts a direct authentication and
authorization mode, routing information of a security authentication and authorization unit

corresponding to the card number is returned;

[0023] a processing unit for card holder security control unit authentication mode: when the

card issuing subsystem corresponding to the card number adopts a card holder security controi
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[0023] a processing unit for card holder security control unit authentication

mode: when the card issuing subsystem corresponding to the card

number adopts a card holder security control 5 unit authentication mode,

routing information of a card holder security control unit is returned; and
unit abeRttatiprovedsingwimg fodesepiidng Salssydtboldse fasrotEssingahweléis returned;

when the card issuing subsystem corresponding to the card number

adopts an acquiring subsystem self-processing 5 mode, the
[0024touespansing adatiringysihay sideyiscinfesMedootihia proegssingmibdeard issuing

b 530025 Furthermore, the present ir%)ventié)n rovides a methad for secure i

SUoSySiine By PRBAY Scbin ﬁs?ﬁba. SBtaing; %%‘gaﬁ%@&ﬂ}ﬂﬂégs&@%%%%, g processing
mode, lansactigneguesiqanthgandsyuebers informafiof bk pearddalidande.

determining, by a routing unit, a transaction mode adopted by a '
[0025F o Feaheriemse dhrd ey BUBERe RINEE6T ding? oty gSsUmRbRR iBR Payment,
compriREALESHREhALINIRIMALQR AR ANg: {8t 8nCOH eSRRRUING PIQRRSSIAAD card number
) procedure; and performing, by the acquiring subsystem or the card
informalomef st haCt S Rtioinge tie et 1BR A Fétuprifiag Tsdion mode adopted by a
correspoiRimationd 0036w haneins 09243 dbthe cakd ISsHINGRUDSYSIEM and processing

corresponding to the card number adopts an acquirir&glpS subsystem

informatipn B8 diig rifode, SHECFBORTG &IrfF oRSEAE RIS HRESp ARfInG aktiiiey by the
acquirSHDSVSISHEn be Metaring Subs et el fermshe i apsrelian selllesaning result
and returns the result information. [0028] If the card issuing subsystem
ImCr’fB‘r‘?‘ésponding to the card number adopts a card holder security control
[Oozﬁgnmﬁgticaﬁon m.ode, the rout_ing unit returns routing information of.the
0 card holder security control unit. The card holder security control unit
[0027¢stHhlishesdsinieppotioywith eccargvialder terthinedrdmdrdeeivdspts an acquiring
subsy R nformaten indisating.a card holdey identty ALIS NBULBYING 4cquiin
SYSEErd RoldBr The c%rélnissumg Su sys?gm performs authenticatio ange 4 g
subsydransdbticrgatiey e yarhretufosith ¢hresattsafoom ativlen]028]dfrttrerns the result
card issuing subsystem corresponding to the card number adopts a direct

info ‘Alithentication and authorization mode, the routing unit returns routing

[0028nformaien @iagaguibsaulineniicaiionand autherdaadiondbé adopts a card holder
_correspanding to the card number. The card issuing subsystem performs

security, (RBRHL AR A AL IOR B et Hh A L AT HETIR & Yaldpg Information of the

card hiflREB&HANy control unit. The card holder security control unit establishes an interaction

info

with a card holder terminal, and receives security information indicating a card holder identity
that is input by the card holder. The card issuing subsystem performs authentication and

transaction settlement, and returns the result information.

[0028] If the card issuing subsystem corresponding to the card number adopts a direct
authentication and authorization mode, the routing unit returns routing information of a security
authentication and authorization unit corresponding to the card number. The card issuing
subsystem performs authentication and transaction settlement, and returns the result

information.

[0038] Furthermore, the present invention provides another method for secure online
payment, comprising:

[0031] (1) establishing an interaction between a card holder and a security plug-in unit when
a merchant website receives an order information of the card holder, and receiving, by the

security plug-in unit, a card number for paying a transaction amount input by the card holder;
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[0030] Furthermore, the present invention provides another method for

secure online 30 payment, comprising: [0031] (1) establishing an

interaction between a card holder and a security plug-in unit when a

merchant website receives an order information of the card holder, and
[0032]edgivingyhyithe tsetherityaphity-idugnit, ancandiaumbenfobpayidg@er information to
a routlI ) n%%%;tlggtea rqgnli'rrzlt quuhrl?ey rt(l)ll icargnht? Igv ré;t?xéro 03<:221r§12 %g?ég\fasrgéggt}p Yontrol unit

the security Bilug-lrghn?f, the carcP%um er and order information t0” a
authentouating unitedistedomtid gcbyrtesr outing aandt nuhdthremawdrg thelderd holder; if yes,

ransm3ETY RAGRNI R AL AYINERUCAtoN made, I8 ad%ph%‘i'd%?c%rc%&t%’o% & fag

nuniber mpét]by the card %oflder; ifyes, ]t?ﬁn%?ﬁlttmg rouflng information c?tit fo the
security pbrgespomding ¢ arshholdersdoutity sontnoy yitgorthm, sbewntyd plugbier and card
i transmitting, by the security plugrin unit, the card number and
holderggir%ﬁ'%} é??’n@érr%%%gﬁ}i t(c})elfrlsgcgélljrtg Ecgfg%egrl 1sMech:pljrity control unit; [0033] (3)
[0033pstabhlishibysiayghecard holtpsisecystyreenial tiitan ienaienonithith the card

the card holder, receiving.securjty information indicatjng an identity of the.
holder, i NG RS TRt AR oL SR SRR IRLSGE g vt by

the caithiondatiendte-iherseeuitiddugiit it ADi0084] (9 packagipi@ghay ther;
security plug-in unit, the security information and the order information

[0034)n14%) pasieasiontredhe semesy ayegandaendhify eremanidensatierydad: the order
infornfRESISAAS 10AERRIPRYHING ARG IS UNG SYRSYS IR ﬁ’éﬁs%&f&%%ﬁeﬁﬁ@% message to

switching center or according to the routing?igform‘atiqn provided by the
a COTTGIRRTNINEFE DSBS FRRIYBIFRING 2 1By WsascRraksutiltdisgraysea vt reeatlipg to the
routh@;ﬁh@ﬁﬁ@ﬁﬂp{g}@ﬂge(;%}aﬂ@gﬂgg{mlgp the transaction request message

as well as the withholding, and returning a processing result. [0036]
10035préforaptylctmaiinteragtidhsetarderistvengardubsidernsecigiitytitpntngheniication  and

author gégeoﬁ hot% h%%t@i%l‘?%&cﬁgali%%%ga%%r%ggpeﬁ%éoﬁl%w\{p g}ﬁé?@é%gao%%?}etuming a

I the car er security control unittransmits the card num
procesgmgithgidier 20 security interaction unit, the card holder security

interaction. unit returns a User Interfgce Requifement ta the card holder
10038 A A G008 K7 A Hdbh QB NG e e card
holderdendsoaiihdniicaitonginthenfisilionite thepscard holder via a channel that is

agreed on in advance; [0039] b3: the card holder security control unit

[0037 ] dxky &b it IR SEERTIBNECRERALIE HHESDBtN G FATEFERRAT #6 theard holder
securiGarh QRIS B I NMEIRLIRNENISecurity interaction unit returns a User Interface

Requirement to the card holder security control unit;

[0038] b2: the card holder security interaction unit sends authentication information to the

card holder via a channel that is agreed on in advance;

[0039] b3: the card holder security control unit receives input information, and transmits the

input information to the card holder security interaction unit;

[0040] b4: the card holder security interaction unit performs authentication on the input

information, and transmits authenticated information to the card holder security control unit,

[0041] Preferably, the security plug-in unit guides the card holder to establish a Security
Socket Layer (SSL)} security channel for the card holder security control unit to perform
authentication; performs authentication on a validity of a card holder certificate and establishes
a channel for providing a secure data transmission. When the validity of the certificate is
approved, the card holder security control unit shows on a browser on a card holder terminal

that the card holder needs to input information, obtains a Distinguish Name (DN) of the
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[0040] b4: the card holder security interaction unit performs authentication
on the input information, and transmits authenticated information to the
card holder security control unit. [0041] Preferably, the security plug-in
unit guides the card holder to establish a Security Socket Layer (SSL)
certifigeeunity thacmél fonthe dapdthisydéresecdriiy dentvod unfida:perf@omkd0Layer server
~authentication; performs authentication on a validity .of a cayd holder
nmdulgé?ﬂ‘ |c\é€f'1é%er?dwi ébeﬁsr%'gsceg 1??: Anng ?otglcﬁr%?}i%i %bseééﬁrﬁe%%é@e y bound. If they
are effremerhissiond\Wheridtfenvatichtyrgfuthieycertificatelis]dypprowrekritigedard the security
. holder security control unjt shows qn.a browser on a.card hglder terminal . :
phus i G L B S S B S RS Pt i e
[c042Namenbinhef thee heariiicateanthticadNumbahiP W DY heLaline payment,
holder via a Security Socket Layer server module, and verifies whether
COmpIp8ertificate and the card number is effectively bound. If they are
[oo43feppualichanch hednlermALPRARLDY e 210 RAidRhiIRRRTNLed to
he security plug-in unit. Otherwise, an authentication failed result is
[0044lra®mitteditio ghebgechigityreldbain unttbGtE)04 2} danstiadrmoregihea presant acquiring
invention discloses a method for secure online payment, compri sing:
}43] (1) submitting, by a card holder terminal, an order to a merchant
[0045]vepsite;ldAH2) Bytiing.hyine MASRehWeRsiRe@WRASAGHP e card holder
_ request to an acquiring subsystem; 10 [0045] (3) establishing, by the
termingh Gl AB{EHS StethPERRRERRmAIENG Bl eebholdminal, and
[0046 bf@'}"ﬂ‘&r{éﬁ{ﬂtmﬁ]‘%?’r m@rﬁgﬂﬁ%‘@%%@&c@@ Q‘iﬁ&e'ﬁ %ép]i%%rmat'on and
ransmitting, by the acquiring subsystem, the card number information an
transagtmisaétionatiforinationtioguroliting unit; [0047] (5) if a card issuing

nstitution corresponding.to.the card number adopts a card jssuing 15 .
10047 L R R PSSR SRR o St R ARG, Byerd isuine
instituthen rdintictcputhitntheticardmusbeninicrmatiodeanciiba rdnsaetioe routing unit, the
card JJfoFmAIRNI0.8 securiy authentioaionand, authorzation unll . penication and

c"érreépondrllng 6 the Car IssuIng msl%itul%lon; 6’4]8] (ZGfpeeﬁ%?minag‘”f %ynfhcé 1on an
authorsatumity e tithentipatidm @hdtbelthotizationg imitjtatitmentication on the card

older; 20 [0049] (7) when the authentication is passed, performing o
[0048] it NGBy thed ¥4P8 FSEHIHY %M%mﬁ[e@%}l@mF&H@anﬂﬁgélﬁb%aﬁon on
the capligltRgting subsystem, a withholding result and an

subsy:

[0049] (7) when the authentication is passed, performing withholding by the card issuing

subsystem;

[0050] (8) transmitting, by the card issuing subsystem, a withholding result and an

authentication result to the acquiring subsystem;
{0051] (9) the acquiring subsystem informing the merchant.

[0052] Preferably, between step (5) and step (6), the method further comprises: determining,
by the security authentication and authorization unit, whether the card holder is registered, and
returning a registration result to the routing unit; allocating, by the routing unit, 2 unique
transaction identification code to present payment, and allocating the registration result and the
identification code to the acquiring subsystem; if the registration result is that the card holder is
registered, sending, by the acquiring subsystem, the card number information, order
information and a service identification code to the security authentication and authorization
unit, and requesting to perform authentication on the card holder.

[0053] DPreferably, transaction result information is transmitted to the acquiring subsystem
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authentication result to the acquiring subsystem; [0051] (9) the acquiring
subsystem informing the merchant. 25 [0052] Preferably, between step (5)
and step (6), the method further comprises: determining, by the security
authentication and authorization unit, whether the card holder is
throughe@ibteved; aagh: returning a registration result to the routing unit;
allocating, by the routing unit, a unique transaction identification code to
[0054}, L migHP i aS RN HHe PlgRdYAToM FedlPaHRe HERnsaction result to a
cross-hagltification code ta thenacauiring sulsksiem ifthe raistiation §est iSransaction
that the card_holder is 30 registered, sending, by the acquiring subsystem

identifigalion QoG BEfoFRIRABIE BrdBF SHSRLABI SR saiiggnot received within a

predetig@midication codedn sherseshidty Ruihe nficationANGRUIOIZANAN N the online
and requesting to perform authentication on the card holder. EOOSS

. ) - ]
transagsioi RSB feram Saetieh rEGhes Ab S or iR atsSRitiay ReRalicUifsaction result,

the créddbsyatemiBrinouahdpiioning stapsot0SAEkhe-card issniagistBaNSthnsaction
sends an advice of an online transaction result to a cross-bank switchin

result P RATIHB A RHERE T PEStH TN tE R R TGiR s Ka fopniine transaction

result idafificatipRCodeilVhgn-adespansejaihe onting:trapsactioniapUtvilcnate center
received within a 5 predetermined period of time, the ¢ard issuing

resendg, {6, Ao A THEEANABS 1 e Gitfih e Ot sHcBHTE TP T & nffted 1mited

numbdiwNeeof times. When receiving the online transaction result, the
cross-bank switching center returns a response message, and sends the

[0055pnieterahbadiomataed fap oS onang B Ay UM gSupsystem. When

e response to the online transaction result is not,received within a :
e e e e T S
of timtheaundiog af thesosdicteotradsaificaiirasultito thevhoduiningresbbysteswiohmg center

coliect:cis)rg)i}etge %lﬁ?:rtl%etrrgsteix@%% 1@&9{%%{1@!% r??th’iht P&?%rﬁ%s?&%]é%r ﬁ% g)z & trilllzilré? and sends

ayment er comprises: performing, € Cros
them tewlite bimrp gemidin ssettiemeptuhithisieanpredefined period of time according
0 a trapsaction identification code, iné\‘{{hicf}.the cross-bank switchin

1005742 5681198 05 SRS SR ALt RS ESAVHRER Vil gace that was not

receivpledefineckReposiaidimechng semdiethem to the corresponding acquiring
subsystem; [0057] sending, by the acquiring subsystem, the online

10058 o Rsaicnaht e st Havrastinat ladnsiounaiian b frelcHirdBpordirging subsystem

througMeIERGIE WEBSHS0058] Preferably, the transaction result information is
sent to the acquiring subsystem
[00G59] the card issuing subsystem constitutes the online fransaction result with the

authentication result and the withholding result, and transmits the online transaction result to
the card holder terminal via Internet, wherein the online transaction result further comprises the
transaction identification code; the card holder terminal transmits the online transaction result to

the acquiring subsystem via Internet.

[0060] Furthermore, the present invention provides a method for secure online payment,
COmprising:
[0661] (1) submitting, by a card holder terminal, an order to a merchant website;

[0062] (2) initiating, by the merchant website, a transaction request to an acquiring

‘subsystem;

[6063] (3) establishing, by the acquiring subsystem, an interaction with the card holder
terminal, and obtaining card number information input by the card holder;
[0064] (4) transmitting, by the acquiring subsystem, the card number information and
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20 through the following steps: [0059] the card issuing subsystem
constitutes the online transaction result with the authentication result and
the withholding result, and transmits the online transaction result to the
card holder terminal via Internet, wherein the online transaction result
transadipthericonapirisds teutiagsadtion identification code; the card holder

erminal transmits the online transaction result to 25 the acquiri o
10065, SO S FHDG0] FUTTSEPRIRE thahs RS AMIURRASpS @ card issuing
institupsavidestaamiethockfonsecdratnlitagpay medt, campriging; 0061 (Ahting unit, the

d suhgmittin , by a card o&d}ger terminal, a%(nrder.toamerchant.wepsiﬁe; et d
card Nigges) C‘z‘f‘? iy 289 tHE rHERSAEY WEB SR E PariR b FegL A TEME Ao an
authorBegottiogit 30rshsydiegto 263Gk aesigblishingiohy the acquiring

subsystem, an interaction with the card holder terminal, and obtaining =
[0066} 5@ ririBEningohn Mo remply By iHaisHirRaae RyBosaR i s SithALication on
the cardYhti@c&cquiring subsystem, the card number information and 9

transaction information to a routing unit; [0065] (5) if a card issuing
[0067nstitutireeohre spdnuliicptothe qaeskelimbdp g sratbheddisgumg the card issuing

sub sys't%%[tg%Qeﬂlﬁﬁ{%%%%g%&i&%%% authorization mode, transmitting, by

the routing unit,the card number information and the transaction
[0068Infogmitias lequistgu ki Bythandcatian: anckibeatlihofikatiarutkiittion result within a

corresponding to the gard issujng institution, 006%(%) erformin é) the .
predefiie il B B o2 BHRE T S GG S A on advice
to the boltleruiRe6b{¥twhemtheramtienitcatiothis passed ppedouriiggmit;

withholding by the card issuing subsystem, and returning@a transaction

[0069joft: WhqnoBs]iYaysr the AbHhiTy SUMEpRERN B SottRSceNe iHeBIRisRbsYystem
searchBRARSIGHRBARMHAVIERD, B RrodRiNad iperiad Oftimea SeREifthHNHRvithholding s

" acquiring subsystem, a purchase confirmation advice to the card issuing
per orgﬁ:g

sﬁ@mmé%wwggﬂa%ﬁa%w&eﬁi%*éﬁﬁ?ap&%r%@ﬁﬁgfm}\it; [0069] (9)
[0070y'Nen Ieceng P %?E&%rgif%‘é?ﬁb@ﬂ&tﬁ?bé@%h%%&b%%ﬂi@%dvamages:

Subsystem searches a corrésponding database; when it is found that a
[007 1¢ormésperading \witlkhalgingris/idbsperiduied: refortfing decépidncedopting different
transaé%?r{%%%%g 1@&?%%%%%%? gelfl ?(}{%S%?rmhiso OY%}O%%%&% o\évéml}g %e%fxlﬁ)ircal problem
art, the present mvention has the following advantages:
of disordered online transaction process and resource wasting may be resolved. Meanwhile,
according fo the present invention, a security plug-in unit is arranged in the acquiring institution,
s0 as to nmplement interaction with the card holder and obtain card number information.

Therefore, security is provided.

[0072] The present invention provides a realizable system and method for secure online
payment, in which the authentication process and the withholding process is combined mto one
payment process. Thus, the processing speed of the payment is increased, and the utilization
rate of the online resources 1s improved. Most important 1s that the card issuing institution
forwards the transaction result to the acquiring institution via the switching center actively, and
existing dedicated network is used. Therefore, less time is consumed, and abnormal condition is
reduced, so that the case of single side account may be effectively reduced, and the transaction
success rate is improved. Furthermore, according to the invention, the information provided to
the card holder and the merchant is whether the transaction is successful, but not whether the
authentication is passed. The transaction success information obtained by the merchant from the

acquiring institution may be used as the basis for product delivery. Furthermore, with the
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[0071] The present invention provides a platform, so that the banks

adopting different transaction modes may perform transaction on this

platform. Therefore, the technical problem of disordered online

transaction process and resource wasting may be resolved. Meanwhile,
methogd@esedintitg thethe présentinventionyaseiiityiplug-ibleri isaitdmgetpimation of

he,acquiring.institutj to4mpl interaction. wi :
et e AL T e SRS of the onine
transagironidethf00F2] The present invention provides a realizable system and

ethod for secure online payment, in which.the authentication prqcess
10073 Rt TG BRI LJUINE S5 58 WG A (e may be
arrangdiUs; thet aracessiigispeedoaidbe payfoentisinecdasadicafiddtor the user. For the
. utilization. rate of the online resqurces is improved. Most iiﬂr%%rﬁant IS that

card 1gune R TUElfl ROSRAHT N A S Rt s DT e K ghe banks
particiifgiiigtioniviactbss ik hingrddniesucively, andasikising«dadicatetiod to implement

. _network is used. Therefore, less time is consumed, and aqb}.n rmal ) ..
online RIVREN 19T YT HARES PRk i RS PREMGIRP R AR SUntih AfBent invention is
enlargeffe Ctivelyreshecedcariinth adrahsaeientdn, Suacasseratéois wifroMedcard holder is

Furthermore, ac ing to the invention,. information provided to. the ..
establighly PRI S ey i B e e e R e s etion. o
it is anatiaddiinesdbe aadthehiicatbmis passeslaithehtranshotiohauetdss card holder, and

information. obtained ?g/?tggt gwerchant fg)m the acquiring institution may

pro

the se%uélﬁ?’s Ogél?ﬁé) Hagdid %%?%Peaﬁﬁ\?eery. Furthermore, with the 10

method according to the invention, the card issuing institution is able to
send the information of whether the transaction is successful to the
merchant, so that the Fedéif Blsilityipfidweodthiad travivgstion is improved.

03] Accarding,to the invention,.a uniform online security control .
mw‘gﬁmgs@’{&ﬁ &y B e ’r?&&ad’,“ég‘%‘ﬁ%’t‘%t%p%%%‘ib%et?) &g\(}f%?%en‘é%aﬁi?&% system In
the prisansiaction interface for the user. For the card issuing institution, no

matter what the structure of the card issuing subsystem is, the banks
[007 3] a hitshstting in ACRGOSE D AHCEWH NP BE L REHCHHES 9 ISk fifdne payment
systenigthedigsigrliement online payment for each transaction, so the scope

of application of the present invention is enlarged. Furthermore,
[0076d ccoiglingasthetho@atiorisgramerutiog Withsthecoardoh ldepiwthgr online payment

systen?iﬁ%@'ﬂ&&?ﬁﬂ&@%ﬂm&%&ﬁ{aéﬂﬁecu”ty plug-in unit) to obtain the card

number information. So itls avoided that good and bad merchants may
[007 7qbtaimthedcara sshenheicof itheacart holdgthandcthecseeuritthofsenlirernline payment

syster Q%X(r%%%tn g t1;ugltlhc%rl ‘(;eqlt'tl%%;ced. Brief Description of the Drawings

[0078] Figure 5 is a flow chart of a method of secure online payment according to the

invention;

[00791 Figure 6 is a flow chart of another method of secure online payment according to the
invention;

[0080] Figure 7 is a schematic diagram showing the architecture of an online payment system
improved based on the present online payment system provided by the VISA Company;

[0081] Figure 8 is a schematic diagram showing the architecture of the improved secure

online payment system based on the banking system provided by the UnionPay;

[0082] Figure 9 is a schematic diagram showing the process of the method for secure online

payment according to the invention;

[0083] Figure 10 is a schematic diagram showing an example of the process of the method
11
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15 [0074] Figure 1 is a schematic diagram showing the structure of an
online payment system in the prior art; [0075] Figure 2 is a schematic
diagram showing the structure of another online payment system in the
prior art; [0076] Figure 3 is a schematic diagram showing the structure of
for seatilt anbtlegragniime payndent t@thsystemtiprgvided by the VISA Company;
[0077] Figure. 4 is a schemafgc diagram showing the architecture of the

[0084f, [ Sniine hayHarm i (HAFERRGTANGTS ATL R PERIe [BB'/8] BRysT process

accordfng floiNechaen@ba. method of secure online payment according to the
invention; 25 [0079] Figure 6 is a flow chart of another method of secure
online payment according to the invention; [0080] Figure 7 is a schematic

diagram showing the architecture of an online payment system improved
based on the pres@§tHhLFayiREPSSRamEIrnaEa®the VISA

ompany; [0081] Figure 8 is.a schematic diagram showing th .
QRS e b AR R e ot R

e panking system provided by the UnionPay; [0082] Figure 9isa .
008 o NP hrodEetTh e e R SR opiges present

transaP@YMBRIdasCerding toIthe inyentian: [QESILHIg keI Bt SHIEMAHG: on the secure
diagram showing an example of the process of the method 11 for secure

paymesilipkatfaymertadebelindicoltveniivendonp{o084] figerert Insialsciepsatignsaction

modeiy LS B o A SUCEHRERR B G v SO ARGr e DR ! cuentcaion

mode g@&%i@%ﬁﬁz"ﬁ §B%Y%%Mﬁib%ﬁﬁé%&%@lﬂﬁ@&@@ﬁﬂ%ﬂﬂ’%ﬂﬁ% institution direct
de

rawings. [0086] According to the invention, a platform is provi based
autherreyiavio umpresdntirdivsactiotemodygindp thathalllof thevphageatt of the electronic
transaction modes are able to run on the secur% yment platform

trans BT & TRV R AT FRSEFR T B idiny Ui GrEs agpment system

providdd BREES i RnRGHUHINGIRRIIHHON SRIRIRELRRING BRASINE WA K ction modes that
banking center authentication mode (card holder security control unit

may cauthdmticatomeriode) aaditabi:issuingmBtisutiotiairect authentication and

authorization mode. Certainly, with the development of the electronic
[0087] Please refer to Figure 4, which is a schematic diagram showing the architecture of the

secure online payment system according to the invention. The secure online payment system
according to the invention is able to provide three transaction modes, i.e., the acquiring
institution s'elf—processing mode, network banking center authentication mode (card holder
security control unit authentication mode) and card issuing institution direct authentication and
authorization mode. This secure online payment system includes a card holder terminal 21, a
merchant website 22, an acquiring subsystem 23, a cross-bank switching system 24, a card
issuing subsystem 26, a routing unit 25, an online security control subsystem and a security

authentication and authorization unit 30.

[0088] The card holder terminal 21 is connected with the merchant website 22, and is adapted
to establish a connection between the card holder and the merchant. They are usually connected
with each other via Internet. For example, the card holder terminal opens an Internet browser

and logs on the merchant website, chooses a commercial product and submits the order.
[0089] The merchant website 22 is connected to the acquiring institution.

{00901 The cross-bank switching system 24 is connected with each card issuing subsystem 26
12
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transaction, more and more transaction modes may come forth. With the
secure payment system provided by the invention, the above three
transaction modes and other transaction modes that 15 may come forth
in the future are all able to run on this platfonn. [0087] Please refer to
and adgi@engAundiighds & sehematisdiagiamishewingdhe s itactura Qe between the
secure online payment system according to the invention. The secure
card iswing wasitnéon sydtéhe BgooidindntsithidoinvEhtiondss dilektevitobide tiyseam 24 can
transaction modes, j.e., the acquiring institution self-processing, made,
pe"forﬁbt%S?R“H&?ﬂ(iWéﬁ% ?eP%ﬂﬁa}&iéﬁﬂgﬁt%oﬂélfié‘ea et 2t e ity tion for cach

transaQQSHOJfHQikﬁwﬁﬁﬁigq}gﬂga}mﬂﬂﬁ)ﬁﬂgﬁq{ﬁﬂ?ﬁf&%@%ﬂ&%gg gt!f@;?ttecti as cross-bank

authentication and authorization mode. This secure online paymen
switcisystemtinddides a card holder terminal 21, a merchant website 22, an

acquiring subsystem 23, a cross-bank switching system 24, a card
[0691ksUihg sebsysterthas]atonting enihoszamonline ¥ecusitypegntnsl cach card issuing
o s.ubsy%%em and a sec%[ity _authen%il?@tion nd. authorization unit 30. 25 .
institoffg] Tfie L1 HolAE RN £1¢' cSHTSEEH With tB mércHadiest includes an

authetMERSHE 2300 i§ 3eantRd;de-eRiARligACARBRCHANREWEE hIMGLAH an advice

holder and the merchant. They are usually connected with each other via
subunint@hretdF arcestdumplefcthes cardhbiaeir tesatinah opsuls nrintbenesbitowSire identity
and logs on_the merchant website, chooses a commercial product and

authenfiaton peEoRaEr. [BbEs) THE Rlfchdrt Mensrune iEndhisetap Boghguthorization
unit AAECAENGIAPL R0 AN The HOSSRARK YIS RUSCML dias the ontine
connected with each card issuing subsystem 26 12 and acquiring
transastibsystent2 3heiaatd Hiddte delimesaliniarbeertezestablish a connection
between the card issuing institution and the acquiring institution. The
{009 rodbbanikisgitohiingSsystem B4 tanspeidormadooatirigdnith diierent card issuing
.. acquiring in titu&iﬂ(le)n and the card issuing, institution for each transactiog,
msmu?ﬁﬂsc%s%‘?ﬁsaﬁé a’%?éﬁ’&%ﬂ@f%ﬂ?% IBASSY ag BEHHEptafr sponding to cach

BIN, SEO$S-haniea-aichinocarieriéd- AAARLLINsseeyriauhanicalian-afdd issuing

authorization unit 30 is arranged in each card issuing institution. The
mnstitwgeourtgadihgriticékoreah dautivorizationd)mndOpat ieastineledesganccording to the

authentication subunit to perform identity authentication for the card holder
ProcessMEHOAURE: subunit. The advice subunit fonns an online transaction

tf th It of the identity 1 thenticati f for the .
cosdf LTSS SV ey L SUISlEE PIOMERLOL M o

order. result of the withholding in the card issuing subsystem, and sends the
online transaction result to the card holder terminal via Internet.

[0094] The online security control subsystem is adapted to establish an interaction with the
card holder and receive the security information which is input by the card holder and indicates

the identity of the card holder.

[0095] The routing unit 25 stores the corresponding relation between the BIN code of the
card number and the card issuing institution, the transaction mode adopted by each card issuing
institution as well as the routing information or processing procedure corresponding to the card
1ssuing institution. When the card issuing institution corresponding to the card number adopts
the direct authentication and authorization mode, the corresponding relation between the BIN
and the routing information of the security authentication and authorization unit 30 is saved.
When the card issuing insfitution adopts the acquiring institution self-processing mode, an

indication of acquiring institution self-processing is returned. When the card issuing institution
13
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[0092] The routing unit 25 stores the transaction modes adopted by
different card issuing institutions as well as the routing information and
processing procedure corresponding to each 15 BIN, so as to determine
the transaction mode adopted by the corresponding card issuing

corresHOSIMUOR ARG e sdrpivRehadeesived sandiRe b PIRFESEMBntication
according to the processing procedure. [0093] The card issuing

mode, dhpgystirn Rgaseimpted tecpartbholdatiHisoldity esdortingtto tistuorderT he routing

. 0[0094] Th li it | subsystem is ad dt tablish
o Z5JRER The s S sonicl by s adamedic aoblsh o, v

that isISUpRMERY the cardiolder and indieales-dheridenity Qbie.caWiRqldalon, and may

[0095] The routing unit 25 stores the corresponding relation between the
be a sd@BNcadspittheocssd euwiber bmdlihemrdgiSsumtpmnstitution, the
transaction mode adopted by each card issuing 25 institution as well as
[0096fhe Moutinbtinfmeneiiopootrplcebssimgpradedese corfekpldntivgudtthecstnel unit 27,

. ing institution. W th dj ing instituti ing.to th
e AP Wer 1 o DI e p R B0
The s&OHBSREBHING s8!aliBReMRE Nithe B I (ARG IReHAUENchINQENBLRMEHRE and the

security authentication and authorization unit 30 is saved. When the card
corresjgauiing ipstitoniod .atiopss et aod sirtigsestityionfsetfaprocesding thigdeganted with

30 ,i_ndigahign ﬁf cqﬁj}iring institution self-progessing is rerttrlt_‘\JBrned. When |t|l e ,
the seQupityi QL i RSt W%@X‘&%‘F‘é&%ﬁtﬁﬁg‘%& PE I RuMBEF SRS hdne secunty

infornﬁﬂ%hﬁigﬁ:rﬁﬁ%]umé’ FARER WHLALTRERICRIeN: Madss e foWiNhe card holder is

information of the card holder security control unit is returned. The routing
perforomed 25 rhaympedfornt pradgremBingien theordlglitatiohtbe coedingptovtiabsite cannot be
specific transaction mode that is sug&qrted. The routing unit 25 is usually

deterny RSt B = EoT e RRFETh SR SHILHEPI &S 56 s BhRG EhpiSystRF payment
servie ISRVRIVUAYGDAR Hhe LoUing inGian;dA09Rl LR ORI iSRG LY (REYR holder

subsystem includes a card holder security control unit 27, whic
that isddpypteg thereael e lifive, sachritytirfosndationhiedicatihg theridpatidynaf gthasword, is put
card holder. The security information indicating the identity of the card

in theafiets HERIHRD BEERUARORI AN (e FEOReIIBII Paddsftrafng unit, which is
adapt RERHIRRISHEN AR bn DfRIMANAR B (A F%?ﬁﬂ%iﬁ%?gsWA[ELdlgetgﬁg%%%d in each

security of the whole online payment service. In the prior art, the rece

card igbihg sdeysttyminiarinatidffiodicatingslemidentity b thexdrdholdgh that.ig.ccording
input by the card holder is performed by the merchant website. Because

to thetl*fév@l&maﬁy%? HRINS e eFEHY \WEPERE $esmbiepe may be arranged, which 1s adapted to

resolve an issue that is concerned by all the card issuing institutions, i.e., establishing an
interactive interface and safely receiving the security information input by the card holder. For
example, the applicant, China UnionPay, establishes an online security authentication
subsystem, and all the card issuing institutions may utilize this online security authentication
subsystem to obtain the security information input by the card holder, so that the security of the
whole online payment process 1s greatly enhanced. Furthermore, on the card issuing institution
end, it is not required to establish a card holder security authentication unit respectfully.

Thereby, large amount of repeated mvestment may be avoided.

[0097] In order to improve the security of the online payment, a card holder security
interaction unit 28 may be arranged in the existing online security control subsystem according
to the invention. The card holder security interaction unit 28 is connected to the card holder
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determined, and the security thereof is not sufficient, the security of the
whole online payment service is relatively low. If the security information
indicating the identity of the card holder 15 that is input by the card holder,
such as the card number and the corresponding password, is put in the
securiGREGHSSH G SHP SIS M 28 DECASER:6AH NRIIRH SEGH I AU SRUCAHP o 1der via
anit, which 1s adapted to receive the security information input’by the card
the cahbligdesheuldibe@nanpediinéactil parbissuingsithayisiefo2thdtiigformation, after
difficult to implement and may result in a high cost. According to the
transm{GBRHGS, BFF T SEUTRY UMb Mt dhsupRlate AR CafsneEd, Herdeh idrough a
chann éqﬁ&t%da e%g 5%§olve an issue that is concerned by all the card issuing
Institutiorts, 1.e., establishing an interactive interface and safely receiving
100 QSYIelﬁqﬁH&tWBitﬁgn\ﬁﬂ&? 1P %Rly HQﬁ&a{ﬂé}QﬁgrwﬁHrth%@a{HP R%IH%? security control
applicant, China UnionPay, establishes an online security authentication
unit 23y sy stemnh, lahdealbthertardossoimginstitutons nay atitizevthissondinge card holder
security authentication subsystem to obtain the security information input

securityy iereehaThoteiér?8oftiiht e SBELFRTONRCDSHHBI dRIia-Bagmiei 28 sends a
dynm{g%?%%%%@ St ec'adtﬂcg‘%?ode Fﬁﬁaﬂgmo Eﬁg%%eﬁh%&% d @%@ SIS ce. When

{
, It IS not required to estaf)lls acard er security uthentication unit

receiviggpietiithamihersbyolaighamnpdrioicepepied invesmaent payderd to the input
avoided. [0097] In order to improve the security of the online payment, a

interfacg gravided Sacthtysartdialdss Hemmins pplyBeiaiahigeith thie @xistindler security
nlinesecurity gontrol subsystem accordin to,the invention. The card.
coneo ] R I S R Tl R 28 v
autherBREUEY, GOl APIZ7 itSG; ageteriigaell eviRgHASeW gl SRR -dAP ULbYhe input
_ the card holder via the card holder security control unit 27 and perform
informgtipre Hidwtivimp pibe RsAwatbRlab ferertdadhmtany thadsadkioeeh other channel. If

information of the gnline payment to the card ol%ier thrau faa channel
ves O TS BOTe e e ohUR e i RSP el number
of timedtiothehBar gl dRr SaELHN-EARtRNINE AT iNer GBEdAI0RESREYIIEr may input a
control unit 27 sends the card number to the card holder security _
wrongjpessacigrburiecigdiisineprd ehte casdisolteraability miheetiheniivietsh, a period of

validitsﬁggsageg ngicﬁg?sl_s or tgr}ligg cgggvhip der through a channel that is
ggre on N advance. receiving th "dynamic password, the card

[00S 0'%@ §%§}§&ﬂ%rd%%%mlaﬁ AR Vé/gx{lqstr?et@ ?oiﬁﬁeu gn]égcé}g]érgﬁrégggsﬂ‘g%id\%g Pr}{emet, and

e car er security control unit 27, and the car er security

many GaBEBLHNIK2E serdsthadnpetdsiednalion tadheicapd bkl eceBityia Internet or
interaction unit 28 for authentication. For example, it is determined
dedicajgdelinef the GishinicpaseWsrasiritHy Hpbe acquiring subsystem 23, a corresponding

security plug-in unit 29 is configured for each acquiring institution according to the invention.
The security plug-in unit 29 may connect with the corresponding acquiring subsystem 23
directly, or may be arranged in the acquiring subsystem 23 directly. Furthermore, a direct
interaction with the card holder terminal 21 may be established via the security plug-in unit 29.
The acquiring subsystem 23 is connected to the cross-bank switching center 24 via a dedicated
line, and the security plug-in unit 29 may be connected to the routing unit 25 via a dedicated
line or Internet. Each card issuing subsystem 26 is connected to the cross-bank switching center
24 via a dedicated line. When the card issuing mstitution adopts the card issuing instifution
direct authentication and authorization mode, a security authentication and authorization unit 30
is arranged in each card issuing institution correspondingly. The security authentication and
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information is the same as the password that is sent to the card holder

through other channel. If yes, the authentication is passed; otherwise, the

authentication is failed. Certainly, the number 15 of times for input may be

configured in consideration of the case that the user may input a wrong
authorPABSWAIGi DY Recident IR Quderdosnawreihe (liaRlinnidi®n directly, or may be

authentication, a period of validity may be configured for the dynamic
developadsiorahfp088hitheesamidunldbe teominakRinio€ahnectat tothez institution. The

merchant website 22 via Internet, and many merchant websites 22 are

seouriigo AHRERIFIG Gh AYUHRG RS ER 23N | AERBEb O P HediCalty card Tssuing

subsyslf&'ﬁs '2%‘ %ﬂe%‘ﬁm&f e&% _Sﬁ*l(éu EL&PG&E‘& ayiy t%ﬂpsﬁ'ét%@eg&y.a’fhe security
corresponding security plug-in unit 29 is configured for each acquiring

authennsitiotiomdeodidingtiothenin¥éntierespbheisgawritychl wgrini sruin2Simaytion may be
connect with the corresponding acquiring subsystem 23 dire.%t%,l or may

conneggd g Shg Eptingeniciuiving Seosyitd s P leeiFdRp &fivieIah Wraefy plug-in

unit 2@?5%@%@0 QHWI%tQSdC%&§§J1%$[ﬁgJHEﬁ%£ %’E%%@Sr?%?gk%ﬁ?%\ﬁl% be a knot on

security plug-in unit e acquiring subsystem 23is connected to

Internéfh@sdess-hankqudtehiagicentehaldovieantiedicateth linemnanditbgisecurity
plug-in unit 29 may be connected to the routing unit 25 via a dedicated

10010 eloe kntenigt pEach carid 19smingeub pystermG dsseormeatetatothémplemented by
cross-bank switching center 24 via a dedicated line. When the card

progra@uning ARARIN St theclr PR SUMGAhRERMHTINE ERDE kiR R SaRRYY plug-in
anit mggqn@wg@ﬁgeaf&%mgg%@ssecurity authentication and authorization unit
it mg ;

30 Is arranged in each card issuing institution correspondingly. The

[oo1 0%?%@%@%1{*1&%&%5%&0 @nﬁ?@ﬂi‘xﬁp'{&zQ&'&}g&é&f‘{ﬁ%{f@%%&%@'%ﬁ@d@éaﬁon on
the card issuing institution directly, or may be developed by other

the meshypanits umdefdhercondatissiomofthecardsisS¥imgrinstithdchnaihenerchant of an
. security authenticatjon and authorization unit 30 is arranged outside of the

‘"‘qub%&d’}éémﬁa“ éﬁd@%’sﬁf&ﬁ‘?dzé%g%% G A afeﬂearal%&m@ 5 Sored o data

storingﬂgﬁ}@m RO GG Th8 S8R AREAICAURRENG: GHIROHZRHOR: Whlhe or the

0 corresponding to each card issuing institution may be connected to the
IP nunchdingauritiRbdiag dedicatedrihenorirteinet. Wherindividuel secumityates an order
plug-in unit 29, routing unit 25 and security authentication and

transaglifRofFsRfiEin Uit 86" ThaY ! bE B RHETHR" I BE KRR dHEREMnaURgation on the
l'ﬂel'ChgﬂtC&gélrfﬂ !Q‘%ﬁé%ée*}ﬁiﬁh%mé%@{ﬁém{ giée&&bé's[tggﬁg%ﬁhe security

plug-in uni{kgg may be a programmed server, or may be implemented by
[0010%9 RIRHERBNIBGHARIthE APRHERHIOR SRIMREIN the.ORgINAhRCAMENG change with the
subsystem. The security plug-in unit may include the following units:
merchi@0 ¥0dishie reirdrite deh deticabrromtin gvinich isaidbpidd toperformitehtityt and the
_auth%ntication on " X ) , : _
security authentication and authorization unit 30. The interaction control unit saves the routing
information of these interaction objects (merchant website, card holder terminal, routing umt,
and security authentication and authorization unit) as well as the interaction triggering process.
For example, when the identity authentication on the merchant is passed, the routing
information of the card holder terminal is obtained from the transaction request sent by the
merchant, and an interaction with the card holder is established, so as to obtain the card number
information of the card holder. The card number information of the card holder and the present
transaction information are sent to the routing unif, so as to obtain the authentication type of the

transaction and the routing information of the corresponding security authentication and

authorization unit as well as the transaction identity code. When the result of the transaction 1s
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the merchant who initiates an order transaction request. When a
subordinate merchant of an acquiring institution is registered, merchant
information of this merchant is stored in a data 15 storing unit. Each
merchant possesses a unique merchant identity, such as merchant name

receiv@l, 1Gs IR MMASARURSPARAINGLQ he Mmechant website. When a

merchant initiates an order transaction request, the merchant
[001 G@‘}tb%fg'%?ﬁ%ﬂﬁﬂ,p«%ﬁ%ﬂﬁs' dentaaythenticalion en hg. MRERAM information and
according to the merchant information in the data storing unit. [00102]
necesdmteduttidiorchetrelunity whighh siadaitethtogahtrdrtheadata, exchamgthevitinsaction
. .the 20 merchant website, card holder terminal, routing unit, card holder
identityode 0T R SANAERG the security authentication and authorization unit

. The interaction control unit saves the royting information of thes .
10010 NGB er NP OB ar e e TR o G U™ Secerity
autherBRGRECUHIMBURRNHEALAY Abdiahprzalinaunits a8 WEkAStRen performing the
interaction triggering process. For example, when the identity
data eadbhegticativntbartdevmeschaitiid pavsey ot uthegl25bin fonrivatizd.of ethexample,
card holder terminal is obtained from the transactjon request sent by the
beforq, R S R SHBRL Om DA e Pt IE AGBTANRE, BB Rgriomms an
identiQRIBIRSNE SRS BHBRE L ifRIMALoN ofihe carddldsiyd e caldRUMRChtication is
information of the card ﬁolder and the present transaction information are
passedentyimiti@rrotingounitcsgprasg chobtamattienutitensicationatype Widhensmitting party
transaction and the routinﬁ information of the corresponding security

uses (R EHIEtoR A1 SOCRRhGI AfIBH thit 4% Wends the tharlgrdiddentigption data
e e B o e A B M SRR Ry, cncrypre
resporagafiadwdistore data dtes Roreuderahant thtormaypredndspreceskaty The security
data for the security plug-in unit 29 during the transaction, such as the
plug-ify 4dh 2HoMAIHBRRYOBGHE B BaRSRHELRERADY o104 AstHEntrSsigRe party. The

authexﬁ%ﬁ%%ﬁ&ﬁﬂ'ﬁ%ﬂé}ﬂ@}oxvﬁlﬁt"Esrﬁc%k%!;);qﬂ I:‘B:Rg,@% %%&%UQW%%SFt'SQHR the data
on the data packets recelved1 and transmitted. Each time when performin
exchatipe. data exchange with other devices, a strict security control should be
performed. For example, before submitting a transaction to the receiving

(00195 by hihverbairamittingphytisetiormscarss fdentitysagehéweticati dnldarbethrity control
arties with a digital certificate first. When the authentication is 10 passe

| d
it 23 R 5 R S VTR SR A i R RS ORATBE i (he security
plug AT BRI LSS TR TUEHIE S 3 ARE YLD I ARSAGHANRIRY security

and send the encrypted transaction data to the receiving party. The
contraeoaiviag party deadryhts ththdaicatiith fhidedymmetpe keyheneoptsy plug-in unit 29

directly, and then the security plug-in unit 29 may perform the subsequent process, such as

returning a message to the merchant that the identity of the user needs to be further confirmed.

[G0106] The internal structure of a preferred security plug-in unit 29 is described above. it may
be readily occurred to those skilled in the art that other feasible ways may be adopted for
implementation, as long as the corresponding function can be accomplished. The merchant
authentication unit and the authentication and transmission unit contained in the above
preferred security plug-in unit 29 may be used to enhance and ensure the security in the data

transmission.

[00107] Generally, the security plug-in unit 29 may be arranged in the acquiring subsystem

developed by the acquiring institution, and the card holder security control unit 27, routing unit
17
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response data with the symmetric key and returns the encrypted response
data. The security plug-in unit 29 may be adopted as the transmitting
party, or may as the receiving party. The 15 authentication and
transmission unit is mainly in charge of the security control during the data

25 mEMSeJQQ&%}YM@?&{%%m&m Heication RUceesRiLl message,

the card holder security control unit 27 ransmlts he security information

[00108PURYHIfUBGRSHEBAR RAS AR 18- SEHIN. AlGaE HIhe %o WEBAnsaction

receiving thé authentication failed message, the card holder security 20
modectntrateurin Rgumd\b gdénd ek ad ihenticatidncladedutiessage to the security

plug-in unit 29 directly, and then the security plug-in unit 29 may perform
[Oﬂﬂi%awbgéquerdt, prbidsss sdepted teestomsinbeatraessiige wede adersedihty each card

o e i G o

BIN ot @y hQ [eadily-occurred to those skilled in the art that other feasible
ways may be adopted for 25 implementation, as long as the

{601 mrﬁeﬁmﬁéﬁgf%ﬁ“ﬁﬁ GRR:heaocamplishedninaumMerchanh mode: when the card
authentication unit and the authentication and transmission unit contained

issuing) $HbsapEvE coreferradisactaitpplggh Uitz rigpie thseditectritvdimpéication and

and.ensur t secy rity.in.the ata NSMIssi Gener. the
oG e S0t L 0 B R eIl SUDCJGICR 4 ation uni
correspieNeinped by the acehHEng tagtitution, and the card holder security control

unit 27, routing unit 17 25 and card holder security interaction unit 28 may

[00110g arpangednuaisatrelatDAdQR) Ascatding igrthainy entientidaitingde: when the
server is constructed according to the transaction modes that are

card iéaﬁﬁ@uﬁéhswmﬁb wareRABIESeH, WRiCATIhAIUEEST (002D &lgtéamigfm%ﬁer security

contro‘?’um aut %%{%Bﬁ%ltloﬂ?(g %e E’rl-]e tran§C¢ Inﬂlmggg af(égg car: (PMO?&G SCCUI‘C}[')J’ COlltl’Ol unit
suing subsystem an he routi nrormation and processing proce

is ;etuqzﬁé{gspondmg to the BIN of each card number; [00110] a processing unit
for direct authentication and authorization mode: when the card issuing
[00112]bsysieaasaar iedpondioguioitaewerkrumbit gdopisiherdidtectvhen the card issuing
authentication and authorization mode, the routing information of the

subsyggy Wﬁﬁ&ﬁ@%&Fbsﬁ&réum%t@@pnﬁ.ﬁhfod@a%@@oﬂ&ﬁ@wh@if processing
mode CHEIHIRGLS elneds (ORI & ProsRsRBHI T eaId baldsr gpourty

contro untaut e car SSUI gsu

{001 @QVWB%%(%%@M&Q é%WEP%%%@lBQ&%@%&@EHMQ&%%%%mm and the card

issuing subsystem, the requirements of the transaction processing of different banks may be
fulfilled, and the convenience of performing a secure online payment with the bank card may be

mecreased for the user,

[00114] Hereinafter, the process of the secure payment will be illustrated based on the secure

payment system according to the invention.
[00115] (1) A card holder terminal submits an order to a merchant website;
[00116] (2) The merchant website initiates a transaction request to a security plug-in unit;

[00117] (3) The security plug-in unit establishes an interaction with the card holder terminal,

and obtains card number information input by the card holder;

[00118] (4) The security plug-in unit transmits the card number information and the

transaction information to a routing unit, the routing unit determines the transaction mode
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control unit authentication mode, the routing information of the card holder
security control unit is returned; 15 [00112] a processing unit for acquiring
subsystem self-processing mode: when the card issuing subsystem
corresponding to the card number adopts the acquiring subsystem

adoptSEPIACESHNL MO NG RUESNANGING ACOUIEING, SADSY SRR IR INFRIMISHtitution
of the processing mode. [00113] When the above routing server Is

self-pransectedvdithdthécpcgyipng subsysienfantihef chsd aisShivnges wbsy$te odntrol unit
the requirements of the transaction processing of different banks may be

autherty4{ifti B dnds théorli dtiRsicER Br iSarroivmmnga Yethreeiing gy ingifution direct
autheﬁ'ﬁégt@g Q@%ﬁ%@zﬁ%@ﬁ %?odg (fsr,ea%%%?ﬁf br]éltﬁ?el'sjss 'ig(%b%%d' lél(? reinafter,

the process of the secure payment ustrated'based on the secure
wmmyp;@gggsg,)@tem according to the invention. [00115] (1) A card holder
terminal submits an order to a merchant website; 25 [00116] (2) The

[001 20pIchantwebsitedniiatesiadiansagliondagestit adacurly PIMY-ILHBL: that the
[00117] (3) The security plug-in unit establishes an interaction with the

transactird heldetitermipafingndstiptéims edfepmasisergnfordeatibe nptinpyuthe notifies the
.card holder; [00118] (4) The security plug-in unit transmits the card

seeurtty Rip&? iitBimation and the transaction information to a routing unit, the

t] it det ' the t ti d 8 adopted th d ,
T AL RR T R T —

: A1t~ 19
uing ins ing e carc? um uiring Inst

the ac§BlHREOGARSHEMNOde is adopted, process A is performed; if the card
holder security control unit authentication mode is adopted, process B is
[00138riopmetiel§ Hhgueand issbingtnstipiian ek cautiepiicationaness by itself, i.e.,
authorization mode is adopted, process C is performed. 5 [00119] Process
perforpringoagthpmiciiipe indsadwiritien By walrostvaeidines tne daferming the card
nu [ that the, transaction is in the acquiring institution self-processing
h(’lde’}ﬁ‘élrglﬁ?h%g%}&%%g unit notifies the security plug-in unit; [00121] A2: The
[Gmmcpllrggepsl'l@-in unit transmits the card number and the order information
to” 10 the acquiring subsystem; [00122] A3: The acquiring subsystem

[001 REriormetRe suRsgausnt @é&?ﬁxﬁﬁé&y;i&ﬁ@!fye'ke;h&%@ﬁ”ﬂ&ﬂ&“ﬁ%@&q%ﬂ%ml unit
and authorization as well as withholding, and informing the card holder

authetnatiios medchamdopted according to the card number input by the card holder. If yes,

the routing information of the corresponding card holder security control unit is transmitted to

the security plug-in unit;

[00125] B2: The security plug-in unit transmits the card number information to the card holder

security control unit first;

{00126] B3: The security plug-in unit transmits the card number information and the card
holder information to the card holder security control unit; the card holder security control unit
transmits the card number to a card holder security interaction unit, the card holder security
mteraction unit returns a User Interface Requirement to the card holder security control unit; the
card holder secunty interaction unit sends authentication information to the card holder via a
channel that is agreed on in advance; the card holder security control unit receives the input
mformation, and transmits the input information to the card holder security interaction unit; the
card holder security interaction unit performs authentication on the input information, and

transmits the authentication information to the card holder security control unit;
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[001231 Process B: 15 [001241 B I: The routing unit determines whether
the card holder security control unit authentication mode is adopted
according to the card number input by the card holder. If yes, the routing
information of the corresponding card holder security control unit is
[oo12/nemigediio.he ﬁﬁ?ﬁ%ﬁ%d@ Wt {00201 BT R S S BYePMENi nformation
unit transmits the card number information to the card holder 20 security
into acomsotumit firgtef00i&61 B3 dflcsatutlty plassaganit thansmitspihelcardard issuing
number informatjon and the card holder information to the card holder

subsyS{eRy Vg {6 o iRk HANSAFH WotRF ¥ ity control unit transmits the

rd number to a card holder security interaction ynit, the, card holder . .
10011 TR e opeue TP UL e bto D agfepion and

authofPAEI6R SRCWY EQQH@_'va%ﬂﬁr@f%@%@‘ﬂ%&a’i%%&&”{&fﬂé@ﬁﬁg%%ﬁ]itand returns a

sends authentication information to the card holder via a channel that is
processgreaesuin. in advance; the card holder security control unit receives the

input information, and transmits the input information to the card holder
[001 28 Xriseisteraction unit; the card holder security interaction unit performs

authentication on the input information, and transmits the authentication

[0013fidrhatfohecrtnd CavinaoRsEd S6csPomslnaito1D90B1P PP ethidopts the card
issuin%ei%ls"{f&{tf%lrlf %_ill%cl%n&{!:l&%% i‘(:llg. iosne %HHthﬁIorrirznﬁéb%nﬁqggetqgeoxtggtqulnf%ﬂlq E”L:%%mits the
to a transaction request message, and senas the méssage 1o the

card BQHESPHTOAG GRS Y nSUBAMSIaMnfia iR 61065 BRNebaNgaglitRntication and
subsystem; [00128] B5: the cross bank transaction subsystem performs
authofyaHEE HitiserieptishEne betrrbrisaiai2inEMEs the withholding for

the transaction request message, and returns a processing result. o
[00133h {2y Throtesssi s T entation pe SaheTEatiAR 1RstinsbATes thespyhemigation on
the calQ }Eﬁ}d%@rd number adopts the card issuing institution direct

authenti¢ation and authorization mode, the routing unit transmits the 10

(00128 puheLInfREMAAB.AREINe tensaction informationdasie SRRYEM performs

authentication and authorization unit corresponding to the card issuing
withhidtitgtion; [00131] C2: The security authentication and authorization unit
performs the authentication on the card holder; [00132] C3: When the
{001 3ltkentic shiondgupasg eubshistwardass oy suhsy shermpaddramsaction result within a

predefined period of time, it sends a purchase confirmation advice to the cross-bank switching
center. Wherein the online transaction result is transmitted by the security authentication and
authorization unit to the card holder terminal via Internet, and then transmitted by the card

holder terminal to the acquiring subsystem;

[06134] C5: When receiving the purchase confirmation advice from the cross-bank switching
center, the card issuing subsystem searches the corresponding database. When it is found that
the corresponding withholding is performed, the acceptance information is returmed to the

acquiring subsystem, so as to inform the merchant.

[00135] Following step may be adopted as a substitute for steps C4-CS5: the card issuing
subsystem transmits the withholding result and the authentication result to the acquiring

subsystem via the cross-bank switching center.
100136] (5) The acquiring subsystem informs the merchant.

[00137] Based on the above online security authentication system, there is provided an
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15 withholding; [00133] C4: If the acquiring subsystem does not receive
the online transaction result within a predefined period of time, it sends a
purchase confirmation advice to the cross-bank switching center.
Wherein the online transaction result is transmitted by the security
authendcdtienticediod anghraiutharigationaunit to Riecarcihiald Siderminalhvih is a flow chart
Internet, and then transmitted by the card 20 holder terminal to the
of an agthenbiprien pasibshacrondisarChomsntieee g rker Farikdes:
nfirmation_advice from the cross-bank switching{(é:senter, the card

[00138sai s R R EB S B8R rEHER tHE BRESS ity S A S 80V A SRR Yoriwg-in. unit
when a_t*ﬁ?éréﬂﬁl?%%?@r&@%‘é’ﬁﬂ %9&&”91@%@8%%&%@%&8@% receiving, by the

information is returned to the acquiring subsystem, so as to inform the

securitineiehantini2 {004:38 reellewiig siem nay e adoptecamaisplstiiufie:faird holder;
steps C4-C5: the card issuing subsystem transmits the withholding result
[00138hd theadtheldticatignore Sulttettiesscoaitiig SuksyktematiBtbeser installed on the

cross-hank switching center. [00136] (5) The acquiting subsystem informs
P@fsona{et%mﬂaﬁﬁ%@&%ﬂC@ﬁgaafﬂﬁlltﬁée Boc BT BBt R arprdcr: he

merchSYSIEBsiREHRS ROMARE, 87 o R A AHNE PLCATO D EIRAG AGFREAINAAR thES transmits

invention. Please refer to Figure 5, which'is a flow chart” of an
the ordwthefiticatiom nettiedsacaoordiptptoith ety ehtio sedilrisymetipoth inelitdasiblishes an

. %%91381 5110: establishing an interaction between a card holder and a
interacSam Fii il STt e ok dreaiiar HavediloleeveR BRgsrgaf receives the card

11mbem{8f5%]%gﬂgrpfnm B?@é@lﬁ?ﬁn%&q receiving, by the 5 security plug-in

unit, the card number for paying a transaction amount input by the card

[00146])@?Ié}[Q%éﬁlﬁﬁ%,oﬁq}ﬁoég&m%gfﬂl‘aﬁ—m%ﬁl‘érﬁl&%&r&’ﬁﬁﬁﬂ%x"%ﬁl@%e card holder

Internet Browser installed on the personal terminal, chooses a
informegmmiecial ploddet sandicondinmsl and:submits the order; the merchant

website forwards the card holder web page to the security plug-in unit,
[00142h8 trdhsrsiablighénarder thfoeadtiorider thecsaicudynpiaiguinumit, Mbeaction with the

ity plug-i it.estaplish n 10 int ti ith th hald . .
B -
of the FAQrMANAN NP ULRY e catA-halder 004 A0Lad2Q; HRNSEUHINGIRY-Henit;

security plug-in unit, the card number and the card holder information to a

[0014Q3ugliholdercresdlysoms akumith[QR14 1) Sa301esteblishinasbiiesalst the order
_ holder security control unit, an interaction with the 15 card holder,

miormgEENING SEURREIHTOATRIISh IMSeRLsy the sairdihg dherirwhiatiiindicatesttmessage to
the coglde%gg%ing card issuing subsystem via the cross bank transaction subsystem;

[60143] S150: performing, by the card issuing subsystem, identity authentication and

authorization on the transaction request message as well as the withholding, and returning a

processing result.

[00144] The above is a security payment method provided by the invention, in which the
security mnformation indicating the identity of the card holder himself, which is input by the
user, 15 received by the card holder security control unit, and then the security information and
the order is transmitted to the card issuing institution (generally it is a bank) via the cross banik
transaction subsystem for authentication and authorization as well as withholding. All the card
issuing institutions adopting the online security control subsystem for authentication may

securely obtain the secure information of the card holder with the above method, and no card
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of the card holder, and transmitting the security information to the security

plug-in unit; [00142] S 140: packaging, by the security plug-in unit, the

security information and the order information into a transaction request

message, and sending the transaction request message to the
holderCRIEGSRPANAG G4 JRSUINGSHBSYS T MiaL g &108S (R Rk HABRARE bsystem. The

subsystem; 20 [00143] 5150: performing, by the card issuing subsystem,
onlineidentityyauthentiodtiystends abthdripatodon thettransaciomicequesia corresponding

message as well as the withholding, and returning a processic%%@result.

user idRra THY dio et AKBLATEPEH Rt etHS pTBISaBy dieerent card issuing

instituﬁ%%}%ﬂ’tﬁb‘ﬁ%&#%ﬁdﬁ%chﬁrf%ﬁfﬁémm Bligatng e ety Y nsmitted to

card holder himself, which is input by the 25 user, is received by the card

the cohelgendagyotydcostiakuinitti amdth&athersecerithdrdalimatiecusnd dhetrol subsystem
order is transmitted to the card issuing institution (generally it is a bank)

may aljo R K8 L BE AR PARSREESRA S UTSS S fef TSR M ERR Epftibis Siddppdder to input.
thorization as well as withholding, All the card jssuing institutjons )
EW‘@@&W@V&{@ AlHBeERRSIABR S QU %yg?gﬁ%ﬁmbsﬁﬁeéwﬁﬁﬁwﬂw control
_ | : A . _ .
unit rEEEHEY PR SR RO AL A R)RE MR BC @ ard holder
securigstankisiiachin tHeecdrddshuingesutisy stegm . STRé onliné Xedbrity epmtrelso following

subsystem is able to provide a customized service, i.e., a corresponding
user interface may be constituted according to the requirements of

ifferent card issuing institutions, and the corresponding infQrmatijon.input .
100145 1E THieFrey Mg Db P KRR S SRy AR At gaton t
the rolfSiWHAN FYHRGERAIR ANRiRnine SeR4sHty control subsystem may also

provide a uniform user interface, so it is convenient for the card holder to

[00147pHD: [PRIARIHAWaNET, Hadkthiadsansretiansiarecied e progessediBy Behtrol unit
card holder security control unit regardless of the consequences, large

authergierdisasimgdedsl maptpe menudiedotieccenid etader saputiby dbateerd hilder. If yes,

steps:

Therefaqre, between the steps SI10 and % there exist also.following 10 ..
the rou R AR i T SELO B e RS 0% A et TRgmied t

the séBerRidgyiRigiMation tandheiteuting i anduekies b@sputitthn mode or other
information; [00147] a2: The routing unit determines whether the card

authetlilderrsevulitp edpaiot shipeied dntidstiondradediy adopteteddochdingowity plug-in

" the card number input by the card holder. If yes, 15 the routing
UL information of the corresponding card holder security control unit is

[0014%3 %%mﬁ%dsé%{pi%/s%g(%fﬁt{lﬁl#gr_é%slfrﬂltts 8}@ AT, S’r?ﬂr{lrgeog e J)xt}htlg the card holder
authentication moade other
security control unit first, and queries whether the card holder needs to participate n the

interaction with the card holder security control unit;
[00149] ad: The card holder security control unit returns a query result;

[00150] a5: When the query result received by the security plug-in unit is “yes”, step S120 is

performed.

[00151] Step S130 may further include: bl: the card holder security control unit transmits the
card number to a card holder security interaction unit, and the card holder security interaction
unit returns a User Interface Requirement to the card holder security control unit; b2: the card
holder security interaction unit transmits the authentication information to the card holder via a

channel that is agreed on in advance; b3: the card holder security control unit receives the input
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authentication mode not being supported by the card number is returned

to the security plug-in unit; [00148] a3: The security plug-in unit transmits

the card number information to the card holder 20 security control unit

first, and queries whether the card holder needs to participate in the
infonﬂg{%rr"f}% %@(HQ&RE tﬁ%r&ﬁﬁ'ﬂ%ﬁ%&&% QR éﬂg&@egés]égﬁ}q& a%ﬁ(r)% unit; b4:

holder security control unit returns a query result; [00150] ab: ]hen the
the cagbianidessdtugopivecduyitheusecoiity phdgrinheniidstiyesn $hedrpl2thi®rmation, and

performed. 25 [00151] Step S130 may further include: bl: the card holder
transmgbe ey HBRREGIGAR trHPERTES I thacrrUbebderteraleirorpolid vadeYYh the above

_interaction unit, and the card hojder security interaction unit returns. a :

seps. R TN e e SR ppgment i
advancardhhelsletigecuityintenastiom sitdranamisihe ButRBRtication

information to the card holder via a channel that is agreed on in advance,

[00 1523 Ttherdar dohaltersetidrtycaany thelBicte el yhsothe inplih A 24lRfoperation merchant
and transmits the input information to the card holder security interaction
authengigtign: ithetbarrispisates sinimiBeadiien WsntdemahiRednereinmsatris, with the

merchﬁ]gttgﬁa?%%tdp{grmation and trapsmits the authentication information to

ng sub . . :
e card holder seeaéc z|1t1§/1 cBntroP unit. With the above steps, the identity

[001533%%&%&%}%19@@%?@9 onthe Qﬁ{ﬂngﬁlﬂ% %éh&__{’&“i{b?d%g%ﬁ‘%%m% an SSL

vance. Thereby, the security of the online transaction may be
securighhbnoed. {001 52] kualderidoresdranice thatserCurity, thefsaouriytidugettion on the
unit may also perform merchant authentication, i.e., the authentication on

validign ohibrcrai Rpddyantinde AfcrAb e awibiang fereisiging & secure data

transnfldlapase of the acquiring subsystem. [00153] Furthermore, the security
plug-in unit guides the card holder to establish an SSL 10 security

[001 ﬂ]%@h%@%ﬁﬁﬁf dihgldersegurity conttal vt Redoims ALENeBUGAN QB trol unit

on the validity of the card holder certificate and establishes a channel for
showspravithagtasesuredaise transrhigdioni{0oibad] Wihetheheavdlidifof theeds to input
certificate is approved, the card holder security control unit shows on the

. h
nformiois SPHIAHE A RS IS SEHGFRIF (it the CIFIEIISE HaRiSYdhRsardplder via
an SSEfQﬁkﬁtﬂBdﬁﬁaﬁﬂa %ﬁé\i Wht&ﬁe(fe(ﬂg igé‘ltﬁf%getgﬁdcﬂ{g &9@9&&1@% l%)ffective}y

the card holder'via an SSL server module, and verifies whether the
boundcéftificaterantidhievelr bowmbtriméffectivalyidpotbe. tHdhaydarel @ffdstivelymitted to
bound, the information input by the card holder is transmitted to ]
the security plug-in unit; otherwise, an’authentication failed result is transmitted to the security
plug-in unit.
[00155] Please refer to Figure 6, a method for online secure payment is provided by the

invention, which includes:

[00156] S210: establishing, by a card holder security control unit constituted by a cooperation
institution, an interaction with the card holder, and receiving security information indicating the

identity of the card holder, which is input by the card holder;

[00157] S220: transmitting the security information and transaction information to a card

issuing subsystem;

[00158] S230: implementing, by the card issuing subsystem, authentication on the identity of
the card holder according to the security information, performing withholding according to the

authentication result, and returning the authentication result and withholding result.
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the security plug-in unit; otherwise, an authentication failed result is
transmitted to the security plug-in unit. 20 [00155] Please refer to Figure
6, a method for online secure payment is provided by the invention, which
includes: [00156] S210: establishing, by a card holder security control unit

[001599n%tiuiad BYRCORRREAIAR: INFHIMIRAiAN INSractionvith thenediding process are
holder, and receiving security information indicating the identity of the

combigeddihivlders vhighdstinputess thhewigiolter; PHeS1ETsgarD for the payment is
. transmijtting the security information and transaction informatjon to a card )

ncreasd R S RO ENCAR DTG TS A B R ] G potder sccurity
controPYRFHSIRGR @uthantcation.an.the idenityioh BecardRAderaecerding frent card

the security information, performing withholding according to the
issuinguthignticaticmdebait, candiretpeningrthethethenticationre sigitahcertificate.

withholding result. 23 [00159] With the above method, the authentication
[00168lddessratigritibovabholoiidchrocdsicationcsmiside drirthe bagspalyirenline payment

ss.. Theref h [ d for th tis i d, .
SyStenL B A s 0Noh it SPTRE VE RO BCBAIRE L RAIBUEHTB BaRCE on the bass
of the MR SQGHIN SRRIRIMDIS RiBMIERABY the-RORPSIAIPRINSHILHRR &PRG rate the

information from different card 5 issuing institutions, and tﬁey can also
onlinegerforent gutkerticatiodiog ththeligitahcertificate. [00160] Hereinafter, the
case in which modification is made on the basis of the online payment
[0016d)stdensprslie el Pyzuhe VIS d omrp s anticlbacasa ihowhies odiflblitegrre of an
T 5 madetont e basis of&%e bgnkir{ﬁ S stemtprolvided b Unionlfaﬁ/ are . 1o by th
enline BRER AL SARMBIEL R SIUBHTS st SR T MR JAymERt procesgrovided by the
VISA T&ApiRG thibejaventiaauies[Q0kbd iBleasedeistdo Figuradckiichibate 32, an

_schematic diagram showing the architecture of an online payment system
acquiringprabersisased on thetinesentco ihe paginentsystabspstendd bydiwecard holder

securfy SN b Ged o LT L oSS VB o ubsystom
33, roﬁ@ﬁg (S5WNG £ URsY SIeMH3 2 MY R RIS SREIEID: CaRQ| Atk ACuntSs may be

card holder terminal 31, merchant website 32, acquiring subsystem 15 33,
nodes routingetyerdd) partissuihasabsysterm8bmnth datdrngldErseeautifplder security

ontral unit 36 maybe nodes on Internet, which performs data .
contre] R B VR R G6 P R HOA AR SLLE Seohiol tnft-gghich 1s used for

establiBRYBCAevRIaReshRY g coaperativadnRItUHoRSUED AWM iMBiGkin, and for
used for establishing an interaction with the card holder to obtain security
establisforghatiomtemadifor with the merchant website 32 or acquiring subsystem 33, and

performing certificate authentication.

[00162] First, the card holder terminal 31 initiates a transaction request to the merchant
website 32. The transaction request at least contains information of the commercial product that
is to be purchased and the corresponding rate as well as the card holder terminal information

etc.

[06163] Then, the merchant website 32 transmits information, such as the IP address of the

card holder terminal 31, to the card holder security control unit 36.

[00164] Then, the card holder security control unit 36 establish an interaction with the card

holder, obtains the security information, and performs the certificate authentication.

[G0165] Then, the card holder security control unit 36 may return the certificate authentication
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establishing an interaction with the merchant website 32 or acquiring
subsystem 33, and 20 performing certificate authentication. [00162] First,
the card holder terminal 31 initiates a transaction request to the merchant
website 32. The transaction request at least contains information of the
result asdnmereirlprodugbthalids twbthpurchased anshiie, COrrasRoREing rate certificate
as well as the card holder terminal information etc. 25 [00163] Then, the
authenfsatkhanteiebsird3 2hearisae Nnfarerasiosuih dBahacpuistdressbortisen 33 in
ard holder termiial 31, to the card holder security control unit 36. [00164]

consid& ﬁmon %P e s%cHrnf

en, the card ho der security control unit 36 establish an interaction with

[0016§jert ard (ho! @cﬁ%??%eLFﬁeseé% f

Gu %ﬂrn}%gog %ngyper rms.the d transact;
ificate authentication. [00165] T%en, tﬁe carcf fol erlgegll}]r?tﬁoé}o%{lrol ransaction

informatiin3Gomay retutigthecertiidateramhentication: 24 nésulicandihedsecwity issuing
information to the merchant website, or may return the certificate

subsysigiheénticaiBRaEstit AR SBELiNg ifhhaterr i tHbeatipimg! website 32 may
transm%‘tut%%%%%%c%ﬁ ;'1”1 n?§

nsideration of the security. [00166], Then, the . o an
R S o o8 sl ogysem 3

transmifQpNaEQRitp e Rty seMVek InSacas 1atBRSMILIOEHBCANRERORGIRE 34, and
card issuing subsystem 35. Alternatively, in consideration of the security,

the routiegerfrsishiart Wabsites S 4y earsrmiptis igresadtisnintoraharisento the
acquiring subsystem 33, the acquirin% subsystem 33 transmits the )
[D0168L Einalintbrrsatbiv uhacsetsareacdo PrfBFmanyherisatiouang sarkelding, and

4, he rauting s itsvte o.the corr. ndin d .
s A I O T R R SRR v
the authertransatghentication aichwidhhotding, and returns the result, so that

the merchant website 32 and the card holder terminal 31 may obtain the
[00168)thentigationdrasuliranththe withheldingstesulbafe0168kkn érigiayachnking system
secure online payment system based on the existing banking system

providgedidae ByieRe DniGHPSY o WowrBis flidtrattrimsadicnsted 1& futeagschematic

diagraﬁ%@%@?sﬁgﬁ%ﬁ%m&e %f"%@%@@%'&%@% ag%@f%%gﬁgﬂg%&%l%g@gsgm based on the

online payment system based on t ysiem

bankingreyvigen pythéet) hionRayinlki® sy st elvdemalcasd heldarismsingthinal 41, a
a merchant website 42, an acquiring subsystem 43, a cross-bank

merchagiteRiigcdntetuAcaHAS RISSIHSUNSy stefroas i & virlinglgepter 44, a card

issuin%es(ﬁ%% Y EQNYS Iéjnrgt ?f' %a.chP %&%@q ts]gclsgarel{ 'S%%u%:[gl C%lqtr%.u%ﬁé % i }gcﬁger security
eveloped by the cooperative institution’such as UnionPay, which'is

confrol unit 46 may be developed by the cooperative institution such as UnionPay, which is
used for establishing an interaction with the card holder to obtain security information, and for

establishing an interaction with the merchant website 42 or acquiring subsystem 43, and

performing certificate authentication.

[60169] First, the card holder terminal 41 initiates a transaction request to the merchant
website 42. The transaction request at least contains information of the commercial product that
is to be purchased and the corresponding rate as well as the card holder terminal information

etc.

[00170] Then, the merchant website 42 transmits information, such as the IP address of the

card holder terminal 41, to the card holder security control unit 46 via the acquiring subsystem

43.
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20 used for establishing an interaction with the card holder to obtain
security information, and for establishing an interaction with the merchant
website 42 or acquiring subsystem 43, and performing certificate
authentication. [00169] First, the card holder terminal 41 initiates a

[0017 thisactioh relduestdarthecmerchamt 46edssitdidisTHna ttanstotionttethsestrd holder,
at least contains information of the commercial product that 25 is to be

obtaing, §PEHHBE ERIHE L AHESTSORh I FatecHE W s HE Uh il HIlRSHIEHMnabsystem.
information. [ . | : N L _

T e S 7 B en L he LA i Dy nfprmation 0

the crogsdhhdider getlnjtycenrdrollinit 4ossdihe aceuiting subsystermsdiL5he security
[00171] The card holder security control unit 46 establishes an interaction

informgfipnedB HiR) IR B sEcnrS RtRmBtioRnding i weesabgysem. The
card isQTA 'st%é’légp%r%%%r{ﬁg Sbs %&é’ﬂﬂ% gﬁ%‘*&ﬁ%@&ﬁ%&%&i&%@ withholding, and
ransmits the securi Yy information‘an ransaction information to the

retumEIBSShidal: syvitehingi EeRtethd WelsieRrErRaRk Switching center transmits
the security 5 information and the transaction information to the

[0017ed e sposdingotacdd ssungisulndyatentiobheffeardissabingesdlssysiaimonline security
performs the corresponding identity authentication and withholding, and

authenisiing SBRARA e S i B e MR RaTdiRg fes e OB 7o) TR! unit. All the
card 15%{1(9%583%?&}?}\/18 0 {1]L Eﬁ%”é%ﬁ'é’rs‘e Hﬁ%’ %k?iﬁﬁ%ﬁ%&sﬁ%%es%%&p%btain the

security authentication subsystem may be use stitute the card
securifjolaiRmsaauntinpeniptiniarkihthéer] Occard issuipguinstitiftihasymay utiline payment
this online security authentication subsystem to obtain the security _
Procesh s rRMbhTHBCRS the GRFnAtIder B6 f3ed dssuiRe iRRYTBRtResithdlds not required
nline payment .process is greatly. enhanced. Furthermore,,on the card
o e TR TRLIB AR SR LIRS, SSERRTIS, il IR o of

repeatédiiiepigaiiomunibsespeactfully. Thereby, large amount of repeated
investment maybe saved. 15 [00173] Based on the above disclosed

[00178) Beredonsaturetontingipaymeénty thenefis fusthee pnoviceghwmaethdederis further
secure online payment. Please refer to Figure 9, which is a flow chart of

providetbameiiiod fOF Sectrco8HRsS pURnt 1ote TRBIHO s sthichdficwiny chart of
the me%%%slflo[:ogejca% <§1ﬁ Eﬂ*’ﬁ!@% r&}l{ﬁ% ﬁ&%@i%ﬂc%ﬁiﬁ% égesﬁ’g:

merchant website; [001 /5] S 120: The merchant website

[001 743Gt ANEAUERISO AL ALAWIING RURSYRIEM, £HhPALAPLRASR: The

acquiring subsystem establishes an. interaction with the card holder
[0G1 78791N@k The merchant website initiates a transaction request to an acquiring subsystem;

[00176] S130: The acquiring subsystem establishes an interaction with the card holder terminal,

and obtains card number information input by the card holder;

[00177] S140: The acquiring subsystem transmits the card number information and the

transaction information to a routing unit;

f00178] S150: If the card issuing institution corresponding to the card number adopts the card
issuing institution direct authentication and authorization mode, the routing unit transmits the
card number information and the transaction information to the security authentication and

authorization unit corresponding to the card issuing institution;

[00179] S160: The security authentication and authorization unit performs authentication on

the card holder;
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and obtains card number information input by the card holder; [00177]
5140: The acquiring subsystem transmits the card number information
and the transaction information to a routing unit; [00178] S 150: If the
card issuing institution corresponding to the card number adopts the card
iIssping.JRstitution direct authenticati d.authorization mode, t g
Lo vl e S R A
withhéd@gmation to the security authentication and authorization unit
corresponding to the card issuing institution; [00179] S160: The security
{001 84]theadicalinn ancauthdrizatiobsywitperfamsacthkaticdtidnidngheesaid and the
holder; 26 [00180] 5170: When the authentication is passed, the card
authenHeptig Sedl Kbl HpFing SYRTRRHSIING: To0981]8aBos THe i ¢5akiiing
aybs stem transmits the Withh,oldén result and the authe_nﬁigéation result
[00182] (R Qe iRy Wil Sy/REm Vi GRS e s ifig dBIYeRs B EEgyant

: The secyrity plug-in unit,of the acquiring subsystem. informs t )
100153 gk (35 142 ThAigh (0 A1 e T AR dhARE S T emore
for tHAOogedsiiavidechtFykibermoraHalbaieardelderi APt MY tRehether the identity

authentication information about whether the identity authentication is

authergurtagsislsusatsitd, the rdsuthofrahdtivérthetherrtbadtiomsistauccessfaessiul may be

. m e obtained. Most important is.that in the invention, by utilizing the )
obtaing )5 SO T A B0 B0 R A A AP S g boRcut function
in theoQﬂ%@ﬂ%ﬁéﬁ%%mvﬁg%m@%%ﬁ%ﬁpﬂl@&opW§&§ the invention also

security and shortcut function. [0018 lease refer to Figure 10, which is
possesasypbeifiectloty ehdhshionimgiitteprocess of the method for secure online
payment according to the invention, which includes the following steps:

{0015/ PeassicferAaciduroldier wiivingl issospitcidertchbarmshshangebsitecess of the

SIS THE L8 holde oo ISR Ot SIS o

e card
steps; holder web page to a security plug-in unit, and transmits the order
information and transaction information to the security plug-in unit;

[00146D187 3arihe BReUEHNRIMOHNCURicshaWs WemRagrto Wd sardholtembieThe card
card holder inputs 20 the card number and clicks to submit the card
holdemglpegs PORTRBETE A MECSEEhHYHIG S ANdrivbraHs #ite g information
such as the card number and the ) _ ,
[00186] 2- The merchant website forwards the card holder web page to a security plug-in unit,

and transmits the order information and transaction information to the security plug-in unit;

[00187] 3- The security plug-in unit shows the page to the card holder, the card holder inputs

the card number and clicks to submit the card number;

[00188] 4- The security plug-in unit transmits the information such as the card number and the

transaction type to a routing unit to query routing information;

[00189] 5- The routing unit determines that the present transaction uses the card issuing
institution direct authentication and authorization mode according to the card number input by
the card holder, generates a unique fransaction idenfifier ID (transaction identification code),
and transmits the information including the card number, transaction type, unique transaction
identifier 1D to the corresponding security authentication and authorization unit. The security
authentication and authorization unit queries whether the card holder is registered, and returns

the query result;
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transaction type to a routing unit to query routing information; [00189] 5-
The routing unit determines that the present transaction uses the card
issuing institution direct authentication and authorization mode according
to the card number input by 25 the card holder, generates a unique
[001 %Saﬁ]ié) Pb{ﬁi?%t n@{ﬁ‘ﬁ SR 310“8% e%gcgtlontr%%on)fes% ”&Lr?yt e security
nformation incltding the card n er, transaction type, unlque

autheﬁtﬁdaﬁaﬁtlQlﬂdld@ﬂﬂﬁﬁ&d@o'&@ theicomgsphading GecusidyviienticatianandDd to the
authorization unit. The security authentication and authorization unit

corresgoRdias WHatheT BieedargHbldeths rsgiteiduraaddrethnsemaiyuappentication and

It 27.100190] 6- The.ro un|t tran mlt ecard holder registration
autho SO st SO RIS AERGRatRh ot e

(601 qut I Q%e%ﬁﬁﬁé[{%" %?Agl I@%e Lgutg H?@ m%ﬁ%ﬁﬁgﬁlglll@ﬁlg%% %/é?ill%%mnber of the

eresu security authentication and~authorization
card hulitds thaletheheardrhetdenisintinegisiereaide pracass @Nds:bifRQ1AY bc. to the
7- The security plug-in unit transmits the information including the card

securih HBBFSICHITCARE RBIBRT Z8Hasr ‘é’ﬁééﬂ%%?c‘PMﬁ‘?ﬁd’rﬁhﬁdW@ﬁia@éf so that the

rans[%ctlp dentlfléarl etc othe ecurlt uthen atlon
securi g ca 1001 au 10n um ’%aey é) g enu %hon the card holder;
uthorization unit via't rowsero er sot e security

[oo134thenicati gﬁ%méemgnﬂmﬁm&yzgﬁgmm §g utﬁl%%l@@am%fomaﬂon

card holder; [00192] 8- The security authentication an orization unit

[00198roivesdbe teigvanhinormRNon 093231 S Jhe SeMilies a connection with the

authentication and authorization unit establishes a connection with the
card lwéqidrh@tden&mmwab osidhts itselfdoitheldard-dwpides, theqeredtBdlvecardhput relevant
holder to jnput relevant infornlation, and performs authentication on the
informatiqr, émﬂ%mﬁﬁ@ @&?ﬁ.@%ﬁiﬂﬁ’e’aﬂ@&ﬁon and authorization unit

he tran actio formation (incl d|n eum e transacti
[001 éﬁintlfle the caraI ?sffg%f:nag ub%lyl/stem ﬁgsﬁa dfﬁ%‘?gl%s%e fransaction

111f0m$&%&['t&i@l|ﬁlaﬁ[§|(€ﬁ§ QihRRM aHiRQrERtomMRiEandrihacar isgHinGsuing subsystem
subsystem performs withholding; [00195] 11- The security authentication

corresgatdanghsrizhtionegniitinferthsntheatiard 4ol dentbbtivatiaothvesiticatibriresuitd issuing

b a}nd tra actlon dLEVIa Internet; [00196] 12- The card issuing
Su Sygegg%’f W?é’ﬁ Hg transaction result, such as whether the 20

[601 é’ﬁjﬁi “ﬂ?&gsec 11 for d to he C bﬁnlkvsgt\gléchln i terslr'{ﬁl%g ece];rc{rﬂo%er of the

ase cont n:ra‘flon al V|ce e car |ssumg supsystie
authe@itiaid suéliciemdnianaaation fé@ﬂpt SecHiRmet;

[00196] 12- The card issuing subsystem transmits the transaction result, such as whether the
withholding is performed, to the cross-bank switching center in the form of purchase

confirmation advice;

{00197] The card issuing subsysterﬂ may obtain suffictent information from Secure
Authentication & Authorization institution (SAA) to constitute the advice message. Meanwhile,
a store-forward-and-resend mechanism is adopted for the advice. If a response to the advice is
not received within a limited number of times, the card issuing subsystem should resend the
advice. The numerical order of the resent advice and the unique transaction identifier ID are the

same as that in the previous advice, which will be introduced in detail hereinafter.
100198] 13- The cross-bank switching center gives a response;

[00199] 14- The cross-bank switching center forwards the advice to the acquiring subsystem,

28



10

15

20

25

Authentication & Authorization institution (SAA) to constitute the advice
message. Meanwhile, a store-forward-and-resend mechanism is adopted
for the advice. If a response to the advice is 25 not received within a
limited number of times, the card issuing subsystem should resend the

100208945 TROG AUMBH bR Ofihg resepsadvice and the unique

transaction identifier ID are theé same as that in the previous advice,
[oozorhich will bedniraducesipsdstai hereinalte m D018 1 8en R& 6588 IR Kransaction
switching center gives a response; [00199] 14- The cross-bank switching
result.center forwards the advice to the acquiring subsystem; 28 [00200] 15-
The acquiring subsystem gives a response; [00201] 16- The acquiring
[00202] Haydesrinaotifie s irératierchBe\DesesReENin if theatiénTsemtiore. result.
00202] Following is an illustration of the process of the transaction
[00203) fihg. BT UE] S ReDesHI R S stibagsiemadeh@soahinglipesafting result to the
crossmgg nes'\[{u %ﬁfancnofnerg?e%ulhtlg tgr?li%o?rsai?s%g IOSWI;[‘%Q 'E]tg g(f?nqgl%g tge é)r%hne transaction
fransaction result contains a unique transaction  identification code. When
identifhadespoasEUt theliantingdrpsaationiBisuliisRateseet WH Rceived within a
predetermined period of time, the card issuing subsystem resends the _
predetggvigsbigiedriindmrarbactisn isSuRgorRRits mimmdertbe thfeise1ol the online
90204l \M%en rf:ce;v@gutlhg onlme transaction result, the cross-bank
transa 10{1 F]E: Uit 10T a {111e MOEr g imes. .
Switching center returns a résponse message, and sends the online
[aezd&@ﬁ%ﬂ‘%@cﬁi’jﬁ% Rﬁé%%ﬁ% eSRRRANg: %‘i%“%ﬁ‘@cr%‘ég%éé% MMNGE BSeer retums a
response to the online transaction result is Aot received within a
resporkedetesigi) eshpesiodofiinentie arassabank sewithing wenterxependmhihacquiring
advice of the online transaction result to the acquiring subsystem for a o
subsysfgiite dRFRDBEOFRRRISC 1B (A2 0BG ERBRBIOOGIBY] WHest threeieg within a
predet'gé}ﬂlq Sﬁff?%’(? .%ef'%l%eep%setgr%sas— VAGR g\&;fpc%i%nl'@een{éa?g a%tclics) rBtree %H!&ig% (g? %he online
cross-bank switching tenter, a unique fransaction identimer | generated
transaBdReckOUIGHINILIS GAN IRAIN:tBe MesSageciqthabdheragaesring
institution may determine this transaction via the card number, merchant
[0020& devanrtlumnitpue transaction identifier ID, and further inform the 20
merchant of the transaction result. [00207] When the response to the
[00206]videctr dins aetibisiingt ydeoitech within thpratidternitied opbniodraftiien result to
[ transaction result

the card issuing subsystem may initiate the onli : .
the cro Atk NS ST A B R & TP SRR T e routing unit

is carf@PRAGIORIEIfies 1D reRaituiring institution may determine this transaction via the

card number, merchant code and unique transaction identifier ID, and further inform the

n
f

merchant of the transaction result.

[00207] When the response to the advice transaction is not received within a predetermined
period of time, the card issuing subsystem may initiate the online transaction result advice
transaction repeatedly, but the numerical order and the unique transaction identifier ID remain

unchanged.

[00208] When the cross-bank switching center receives the online transaction result advice
transaction, if the transaction is recognized to be a repeated advice transaction, it is indicated in
the response sent to the card issuing institution that the advice is repeated. The switching
system forwards the online transaction result advice transaction to the acquiring institution. If

no response is received, the online transaction result advice transaction 1is resent repeatedly
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unchanged. 25 [00208] When the cross-bank switching center receives

the online transaction result advice transaction, if the transaction is

recognized to be a repeated advice transaction, it is indicated in the

response sent to the card issuing institution that the advice is repeated.
within hhReawitaBindaysieTRIWaidgIthe aling dansactioadesult advice

transaction to the acquiring institution. If no response is received, the
[00208hinswensattonvaduinadvisstraissadtipreds resént fepeatedpag9 Withithe online
transa&i&ﬁel%gaﬂ%ﬁldg"H?[ﬁs%%ﬁg}le,%’oygs“gghgn% g C%IE@ tﬁe.rSﬁﬁ%egaL%%g@%l '?ésult advice

store-and-forward mechanism is adopted on the Initiating party for the =~
transacgigiineanrbp sergivpdresvhavive inamssotiorrsotlys Thendvics thansimion is initiated
vid a d@@ﬂ&'ﬂ%‘eg apsAGHoRres W RLGH g_@ﬂéﬂﬁ%}&ﬁ?&, Qg{ﬁéietﬁle?gapﬁépt?on result may be

. receiving party correctly. The advice transaction is initiated 5 via a . ‘
receivefo Bic4Ed AaENHIR dRthBIEPDssoFERk sWiehinglicentandsdhthatitiagion of single side
accourlf MSAGHQRSRSKImAY _ip&tyr agRivech Ry ihe Mﬂﬂqﬂzfgﬁtw%%%%%g{%t during an
[

. and intime, and the situation of single side account may be reduce
online epgegBly PIMESindhe stéhhetbnat refersimmasasersthaixuinghen bank, but a

transaHN RN MERLRERCES SR NUIRIING iS, ReTREMER SHECLSIINAPY IR any does

bank, but a transaction failure is caused because the selling party or the

not reciyg %)%lffﬁ?éﬁﬁ%@ﬁ?%mpany does 10 not receive a success response.

[0821@Oﬁﬂﬁo]ogﬂﬁeqqpﬁi%atmgﬁa% QA r%ﬁwg({?‘d{ﬂﬁgﬂﬁgga&t 108 1?{%“%?%@/ Eré%d issuing
card issuing institution, and received by the acquiring institutior.

institufpwene resvitdrityh Bparehiate temkactiontonereristidubseyparshase transaction,

there et{?s@%ﬂgg%ﬂﬁ‘ﬂ"ffgn@?cﬁ@ﬂg §_H€i§i%‘ c&%%l'ﬁw&tfng}%qgﬁﬂgﬁgﬁﬁ 3 ?&f&lving party

of the subsequent transactions are the same as that In tiona
of the ginsaERHIASIOOMISIYT Hee sapseibat tahsdtaibrsnal ctazssdiomellation
Id match the online transaction result advice transaction. [00212 y
002 R R b5 57 O AR SRRR B AR e ensecion
result gbrformsnsettiement within a predefined period of time, in which the
0ss-bank switching center collects all the online transaction result

[0021 H%‘%Wﬁ%ﬁ&lﬁ‘ﬁédeﬁned period of time, and sends them to the

[00213PTRIPABAING, AL ARG AURRKRIPRr AL UG BHIATFIPT SRAURILE period of
online transaction result advice that was not received to the

time, igoyeispohditkgshdrtanylisdbaitec (00X jertsr Bkaimpletife0216Rdhe result advices

withinGIRSSFOAHGSWEChINOSERIRT RRITRAS SRISMeN AGc0ising iR %ﬁ?fﬁéesubsystem.

The acquiring subsystem sends the online transaction result advice that was not received to the

corresponding merchant website.

[06214] For example:

[00215] The cross-bank switching center performs settlement according to the online

transaction result advice transaction,

100216] If the cross-bank switching center has received an online transaction result advice, but
is unable to forward the advice to the acquiring institution, this online transaction result advice

transaction is also involved in the settlement.

[00217] Because the store-and-forward mechanism is adopted, the online transaction result

advice transaction may be initiated repeatedly, but can be involved in the settlement only once.

[00218] If the acquiring institution has not received the online transaction result advice

transaction, when the day is passed, the cross-bank switching center performs settlement
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25 transaction result advice transaction. [00216] If the cross-bank

switching center has received an online transaction result advice, but is

unable to forward the advice to the acquiring institution, this online

transaction result advice transaction is also involved in the settlement.
accordPQ2h HhBagRIEE IR RIO5Rand-fonuard ECNANED i3.RCORIREN RS RN e advice

transaction result 30 advice transaction may be initiated repeatedly, but
transacaenbe inkolvied intthe Skttlementdnthicofibeto[0024@ ik tine iacqiting The acquiring

institution has not received the online transaction result advice

institufigR SSRFRNSS it eHERRRRF e AN 8t therBd¥ B MIe SRRERIRY Mg to the file,
and sdRELAMS . Selgment3uaceqrding to the advice transaction. The

cross-bank switching center Summarizes all the advice transactions of

[002 18108 RGalgr@ndhsgRes the file to the acquiring institution. The
acquiring institution searches for the transaction for which no advice was

[0022FCeiveshBscardiRgADINR R a@dndeseRnds AN AW s 8 yMeraBRtuing institution,
again. 5 [00219] lllustration of error handling: [00220] The online

and regeinsddtoaresuit adyitstitaneaction iwritatsdshytencafidguuimgs of error handling

institution, and received by an acquiring institution via a swit¢hing system.
of the e e TSP RABTISE 'R TGN (AASER 6 S A GRTnE purchase
result YAPRACHAR I8 AR SAMeRE NGt L DRISES NG RYCHASE B SHI AIMISEH request, the
Due to the specificity of the online transaction, during the retrieval request,

note nthg 40 votsigrayché msorsighmerhactecofithe beerchantiog may dfalse card holder.

receiving note of the card holder. The acquiring institution is responsible
The g aRa A T\ TR R DO B REEE R0 & R notes o

the catdSHUHRR i3AiARiIR NeIRNG GRIH IRSWRQ RSN JA ARIG I RE MR hether the

the merchant has delivered the product. Whena charge-back is initiated
merchbytthecadiissaighéngtitdtion féhthe onlinegednsacionnigatdt aolyicke card issuing
. transaction, the reason for the char(ge,-back is 15 allowed to be that the

sttt RE HH R L EREIVEHSY tREHBENICE BERISHPatbisasy T charge-back is
allowRI RPN BUERAS I AR!IGE AUNEAIEANANHOBeatIT NEPISSERT IMYSRUCR, be the

provides a method for secure online payment, which includes:
problgpesierimingatal Hibld @andlisstivag subsystem, identity authentication on the

card holder; performing withholding according to the authentication result;
100224 dl Fretymeitegttiey eesiolt pfakie @0aiderititd duthenticatioh onthersaitd Wbideincludes:

and the withholding to the merchant website via th%ﬁac_qui,ring subsystem

Perforgi o o SR iR HEE) &R HP USRS BTRE Bt e card holder:
perfortiIABHRY N8 2/ kébrding to the authentication result; and returning the result of the

identity authentication on the card holder and the withholding to the merchant website via the
acquiring subsystem.

[00222] For example, when the system for secure online payment provided by the VISA
Company 1s adopted to perform secure online payment, the payment process is as follows: First,
a card holder logs on a merchant website, chooses a commercial product, and confirms and
submits an order. Then, the merchant website sends the card holder information. to a routing
server. After that, the routing server finds the corresponding card issuing institution according
to the card number, and returns the routing information of the card issuing subsystem to the
merchant website. Then, the merchant website sends the card holder information and the
withholding information to the card issuing subsystem. The card issuing subsystem performs

authentication on the identity of the card holder, performs withholding according to the
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Company is adopted to perform secure online payment, the payment

process is as follows: First, a card holder logs on a merchant website,

chooses a commercial product, and confirms and 25 submits an order.

Then, the merchant website sends the card holder information to a routing
autherRRARI AlLelhak DR iRUiRgSeNSLTNAR A GRIARPARAING SAIGHSSUIRGo the card

Institution according to the card number, and returns the routing
holderrttonmatiomaf theard issbiig subsystemttoNhenmiilehaintd waldsitaukigesybsystem

the merchant website sends the card holder information and the

obtaing, e iHERGESR ©f the estuiegifRpsuteysEmiDrHowRg fstshgand returns

.sub f henticati he.i ity of th hol -
oo URER AT ST R G S A IR o

the meetfHEns the wihialdingg estlanetha atihertiontiopdesuitdeheogdighred for cach
holder terminal and merchant website via Internet. Meanwhile, the card

transaggsu Ry stiss yate nis oI e thestant 1§ dnteenisayisetsebaysiginngnd the merchant
.subsystem via the routing server, and returns the withholding.result and .
e b PR P e S A R S AP B fmed fo

this trARGIehaNisviecieeacaubing subaystemstdsansaktion code may be
configured for each transaction by the card issuing subsystem, and the

[002 233 gWiisigasubsystermancHeynenc antidivebsiteomayadetannintwbatheris adopted,
the withholding result and the authentication result returned for this

the paRgEhELRLESS tecsifRdoRte ditifhgRt6 MM ARSI BGHBIGED2DRTWPRER chooses a
comm@h %i‘jag(r)‘%ug?ya‘i‘ﬁ”tcék{%% pcluding a.cro Sb?@é‘rl!: 5{‘&’&9“'%% Cﬁgltegr}gfigslétswebsite is

adopt the payment process Is as follows: First, a ¢ard h

conneSRENEEehRMIWERBEGtEM0BBRS T thorynaigial foradiich and egafisdism@ngdibsystem
submits an order. Then, the merchant website is connected to a acquiring

via a 1gysgsiath 20BtEeRastHee it Ay lgb et ionaed larrsadiiep subsysteay to the card
- «unvia a routing Lnit, and sends the card holder.information and transaction
S RO 15 e Sard SIRG SUBSySIENt T CAld LS BBy helder

perforBsiaplishesaninieractionvite thesoasthbolder pkbrperfownaidentif/according to the
authentication on the card holder, and performs withholding according to

authentieatiunrispidatidiereibal. tctaatshiaeanbissiang sodsybervsdhas the identity
result of the, identi thentjcation e card holder and the. withholdin .

st A R A B L D AEAT ARy S vi he

cross-88ntoRAtifithe-Bresehants A tisnsagiion easnmayhecenfigws fofaaclnfigured
transaction by the routing unit, and the acquiring subsystem and the

for eaphelrehsavte bsitdi omiaye dwibrmid éhw/lseghantbevbishitotdingdrésuthearstiant website

he authentication result returned for this fransactjon is received .
may Rt NG i HEBR L T THS BHLCBRETBAToH f phped. for this
transa@ﬁ%i%&m@&%@&%@w{&qmmo@@%@@& Please

[00224] The present invention further provides a method for secure online payment. Please
refer to Figure 9 again, which may also be a flow chart of the method for secure online payment

according to this embodiment. The method includes the following steps:
[00225] S110: A card holder terminal submits an order to a merchant website;
[00226] S120: The merchant website initiates a transaction request to an acquiring subsystem;

[00227] S130: The acquiring subsystem establishes an interaction with the card holder terminal,

and obtains card number information input by the card holder;

[00228] S140: The acquiring subsystem transmits the card number information and the
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refer to Figure 9 again, which may also be a flow chart of the method for
secure online payment according to this embodiment. The method
includes the following steps: 25 [00225] S110: A card holder terminal
submits an order to a merchant website; [00226] S 120: The merchant

transaYRPSHEINIRIGS @ fransagdigRfequest to an acquiring subsystem; [00227]

S130: The acquiring subsystem establishes an interaction with the card

[0022089/desderminabaandsahiginseakthh etk bHarmaliondnpkg BYHRCalbpts the card
holder; [00228] S140: The acquiring subsystem transmits the card number

issuingnfostitation dinerthatiB2ticatisactoh infbemegiomtmadautinguning00208nsmits the
S150: If the card issuing institution corresponding to the card number =
card S FHG O Toathg REREB O bt SRR P sgetion and

authofDOGSH e (ARG A Ean A tS: e &ATd AMBREnformation and the

transaction information to the security authentication and 5 authorization

[00230]5Co0resROREINE AP A0t eaid desH i RSINSHEEYORLINNZ3R] ;e 1B8nT DR thentication on
security authentication and authorization unit performs authentication on

the cardd@ded; holder; [00231] S170: When the authentication is passed, the

card issuing subsystem performs withholding; 10 [00232] S 180: If the
[00234d iy Wiy dhemasBus vt civertsecdnlithe traraisieingesubsiienn performs

Withh{ga}(glrledefined period of time, it sends a purchase confirmation advice to the
cross:bank switching center. Wherein the online transaction result is

[OGZS%T@S%%@FEEA( g{@%ﬁ%ﬁ b, ﬁ‘pggggiBQ’Eqggei%’%%;g@é%"t%%#i}gﬁeéesuit within

card holder terminal via Intefnet, and then transmitte e card holder
a predtdimethattodhd dogyiingsisksysteims o [IBA3R] B kIO W hemsecasvingnthewitching
purchase confirmation advice from the cross-bank switching center, the

centerc AR TEai NP SUBSYR R SetpEhiss e COAREPBIdiTY dbtatsade Xviirntigation and
authm_f&gdﬁ'&”ﬁ%ﬁt”%s GRIrERRCHANG wathhelding: '%R Harmed: Eﬁ&a&&?%%%‘ﬁag by the card

information is returned to the acquiring subsysterm, so as to inform t
holdempgrahainto[#R234]:rhrewgbstheabove steps, a realizable online payment
mode is provided. Furthermore, 20 for the card holder, not only the
[00233] tR &ptic dldirinfexmiation dboupwitietherdheidesntity adthentifationtie cross-bank
successful, but also the result of whether the transaction is successful

SWitClfigy BRI BtATE I CHIP e SR BT tHEPda i e xoRRgRAroR cblotifg. When it is
foundqﬂgm@@o%gﬂgnﬁﬁ@%{%hﬂ%%s e%%ﬂ&iﬁ%%@ééiﬁﬁﬁéa%&%ﬁon is returned

accomplished by accessing the tard issuing subsystem
to the acquiring subsystem, so as to inform the merchant.

[00234] Through the above steps, a realizable online payment mode is provided. Furthermore,
for the card holder, not only the authentication information about whether the identity
authentication is successful, but also the result of whether the transaction is successful may be
obtamed. Tt can be seen from the data exchange process that during an online transaction
process, the payment process may be accomplished by accessing the card issuing subsystem
once, so that the utilization rate of the resources is improved. Furthermore, in the invention, a
purchase confirmation request is transmitted to the card issuing subsystem via the cross-bank
switching center by the acquiring subsystem, so that the security of the payment process is

enhanced.

[00235] Please refer to Figure 10 again, which may be a specific flow chart showing the

method for secure online payment according to the present embodiment. This method includes
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once, so that the utilization rate of the resources is improved.

Furthermore, in the invention, a 25 purchase confirmation request is

transmitted to the card issuing subsystem via the cross-bank switching

center by the acquiring subsystem, so that the security of the payment
the follpropesseiss:enhanced. [00235] Please refer to Figure 10 again, which may

be a specific flow chart showing the method for secure online payment
[00236]ctorvingrto trkdprdeant €mbdanisaAR THIO sHEtNEY McluggeBdrpwser, chooses a

follawing steps: [00236 d1 rd hol%eg_logs on a merchant website via

AcC
commercw[n]t)ro 3 connrms # subml S an oraer: . .
an Internet browser, chooses a commertial product, confirms and

s, an.order. [1c2- r site;foryards the. i

ovzs . A LB O 1 P R A i

and traiffarmationénddfansactinadofermatoodiniResaousity Mugentpitblug-in unit;
[00238] 3- The security plug-in unit shows the page to the card holder, the

[00238hkd Tbiderinputglithercard: nhmbethansgticksiio satonhit ke, ched: mdnhoéder inpuis
00239] 4- The security plug-in unit transmits the information such as the

the Cm?&%ﬁ%’@r%ﬁ&%ﬁ%S?}ﬁﬁgébﬁ(?ﬁré/ﬁ@?@eé;routing unit to query routing

information; 10 [00240] 5- The routing unit determines that the present
100234 R S RS Bt PSr SR Y- SBIBFUIR AP de i HoBger ad the
transacBERASHRE R tha carehUMBEL N RNt thescatdipalder, generates a

unique transaction identifier ID, and transmits the information including the

[00240p5d THMERIL Y ANFRESCMIURE, (HRGHE fransacHarddentifited[ b @older security

corresponding security authentication and authorization unit. The security
controlaythiertidagiviv et atitbdrizationdlingitiquike sanh winebheriopaichid helderd holder,

is registered, and returns the.query result, [00241] 6- The routing unit .. .
eencraif Nt 4 FBSHA RnPRBINE) s 28R STt CBfRPaREY (ncluding the card
numbeRUIRAIIZALHGN wikanchihe-unishie dransagtianqdentifian IPho eSeCHiie security

plug-in unit. If the result returned is that the card holder is not reglstere(%
authenthetproeedsieihdsiZf0024@)i7- THvessaeuntyyhagination wanhsnilterihaiion unit queries

information jncluding the card number of the 20 card holder, order sheet,
whethe, }%ﬁ%ﬁ%ﬁ@%ﬁﬁ%ﬂ?ﬁﬁ?ﬁ%@#&ﬁ&&eﬁ&ei@&ﬁ%ﬁi@eﬁ etc. to the security

rooza eplication and quiharization, unit v the browiser gl ihe card holder,so. . o
at the SeCUI'rIlW authentication and authorization uni may periorm

author2tRENticAtION qRthe eard halde%iol0 Q48] B Et»ezéet%r@acambe]mgaﬁkoam If the

and authorization unit receives the relevant information; [00244] 9- The
result rosoudtyiatihichtcatio haddr astndriegionednihoentssitswidip the card
holder,
100242] 7- The security plug-in unit transmits the information including the card number of the

card holder, order sheet, merchant information, unique transaction identifier ID etc. to the
security authentication and authorization unit via the browser of the card holder, so that the

security authentication and authorization unit may perform authentication on the card holder;
[00243] 8- The security authentication and authorization unit receives the relevant information;

[00244] 9- The security authentication and authorization unit orients itself to the card holder,

requests the card holder to input relevant information, and performs authentication on the card

holder;

[00245] 10- The security authentication and authorization unit transmits the transaction
information (including the unique transaction identifier ID) to a card issuing sub system, and
the card issuing sub system performs relevant accounting process;
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25 requests the card holder to input relevant information, and performs
authentication on the card holder; [00245] 10- The security authentication
and authorization unit transmits the transaction information (including the
unique transaction identifier ID) to a card issuing sub system, and the

[002467] ISPHENG SR SYSIRM REHBHRdCIRUANL AT AU RROFER N3 HRRA N on such

The security authentication and authorization unit transmits the
as the pfdknbesvsaes hanhesathemicetich Feshit sasdrdocpusting rasuie thgHwowser of
the card8rHALy. plug-in unit via the browser of the card holder; [00247] 12- The
security plug-in unit receives the relevant information, and transmits the 5
[0024F]fotnatien seeedigdidyghie acfuikog subtsystelrvtmthefaoguitong snub transmits the
: system; 48] If the time out period i ired,.but the security plug-in
o e P S RS R B SR RS

[00248)theRticatienandaidnasizaiardnitherelevaint HHermation imstlbt received the
transmitted tq the acquiring sub system, so that the acquiring sub system

nfomygiofh| & itlate tHTeRSTARECTIRTIGH ParfSic BRI dbfle it il relevant
informRIREERSsisi orenshifitethat 40 thesuecessiuhisansastigmean eeaniimed system is

via.the channel of the switching system in case that due to factors
able 1o i S RTP G OFS, I LGEHE CaBOBRECoS B 1o emsure that
the sudtansinitiadstetithecsacwityphtgrdd uhittie thenaltboughsthRsee fitytem in the case
authentjcation and authorization unit has. performed relevant process. .
that Ay BT SR HLIRG L S0 B R BB SV e s digpomiced to
the seasireqlirethacdorditige] blthotineh transantian typeeraidtioitiates dindrdleviant unit has
erfo c%afirre %tiop tra}:réggction; [00250] 14- The cross-bank switching system
POV ardE e trangiiction request message to the card issuing sub system;

[0024B1025 1T HbachgigarshissiingSHRRYSIE MSRACABS 1B AGERUN SHRIEMd according
determines whether the relevant accounting process has been

10 the KRR i B HARES UHElREi Mo CABEE BT BOPFHiEtion. The
[00255?@59%@0%%8WW§§H&5§S {&W?&&%}H§ tﬁ@%gg%ﬁwg%%éggmessage to the

_system; [00252] 16- The cross-bank switching system returns t
card 1spainsaatiory Pestessing result to the acquiring sub system; [00253] 17-

e iring sub system informs the merchant when receiving the.
10028 S < LA AP Er AR CAL RO s whether he
relevant accounting process has been performed, and determines whether to accept the
transaction. The transaction processing result is returned to the cross-bank switching system;

[00252] 16- The cross-bank switching system returns the transaction processing result to the

acquiring sub system;

[00253] 17- The acquiring sub system informs the merchant when receiving the transaction

result.
[002584] Nlustration of the transaction routing:

[06255] When the acquiring subsystem transmits the confirmation transaction request, the
unique transaction identifier ID generated by the routing unit is carried in the message. The card
issuing subsystem may determine a transaction via the card number, acquiring party code,
merchant code and the unique transaction identifier 1D, so as to find the transaction when

receiving the confirmation transaction and confirm whether the relevant accounting process is
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[00255] When the acquiring subsystem transmits the confirmation
transaction request, the unique transaction identifier ID generated by the
routing unit is carried in the message. The card issuing subsystem may
determine a transaction via the card number, acquiring party code,
perforfigfchant code and the unique transaction identifier ID, so as to find the
transaction when 30 receiving the confirmation transaction and confirm

[60250)oMen the: relguaii AGEEUAIAY RIQGECESHS <381 RE MM MEHolA0286hWBSHFirmation

the acquiring subsystem does not receive the response to the o
transaggrfinmptshwithrshotitnd yessoivitna limithengdoofttianegaiien may be initiated

confirmation transaction may be initiated repeatedly, but it sré)ul be .
repeat e it (R L QTR A S CHOH TR RB (AP GRLB gt ramsaction is a
1~epeatE§R§_1%t.ed one. [00257] When the grqsg-pank ;yvitching center rece_ives the

confirmation transaction request, if it is identified that the transaction is a

[00258Paated eenfimiation YensaclionHhe Suiiching sSysiemnagaiabas{efidigequest, if
original transaction first. If the original transaction is accepted, it is not

it is ideifissdthotfErovtind insipa e estepetied el isvair Sthysystinm, @e switching system

ful re is sent to 10 t iring subsystem directly. If the . .
searehg i arfCCHn TETEIEL 30 s Nbt PEcUITER o TORVAHTherrehErsdrdp 1 1 met

requirtd&SEISUING SURARYSIR MG SRIE GLIGRRONIR I8 SN hiQUNR AGAUWHERGDnse is sent to
subsystem directly. If no response was sent for the original transaction,

the actherapealeysconfimsatiyn lfrdhsaviionds fomwwacted to thiedadd issaingt required to

subsystem. [00258] When receiving the repeated confirmation transaction, . .
f‘“’"‘”a’ifijeﬂ"&‘am%éigiﬁ%gl?o e ééh?é’ﬁté of BRCOHEIRITAAS RO XISE pcaviring

subsyEnONGIBal JransagiiqRdsJnet found.Jhe repeaied (GaliMalANL NS¢t epeated

is treated aS a new transaction. If the original transaction is found, and
confirthatieleuantgroses ohasrbed topbeforndaskunogr epeatéchprocess is

performed, and a response is given directly. [00259] The card issuing
[002585 W(iton nevayy ingy dhperdpemied deefiistioiiobefiresaeteivinbetivar@@ssuing subsystem

purchase canfirmation transacti d the confirmation is.only performed
searcHgs (GG R LA (HEROEBR A thelpUReRBBE S HRNEISA d Skt the repeated
confirf BB s e AVIChRRIREANT MRl RN IATRACO M RNRLINdUES VA 8ound, and
[00260] The purchase confirmation transaction is similar to a purchase

the reteaastptiorsnthsiaerhavdoansth sey paratransaston isushiasahaithtionsponse 1s
. The subsequent transaction such as 25 cancellation should match the
given Jifs4i¥se confirmation transaction.

{00259] The card issuing institution may have performed deduction before receiving the
purchase confirmation transaction, and the confirmation is only performed by the acquiring
institution via the purchase confirmation transaction. Therefore, the purchase confirmation
transaction cannot induce reversal.

[00260] The purchase confirmation transaction is similar fo a purchase transaction and may
have a subsequent transaction such as cancellation. The subsequent transaction such as
cancellation should match the purchase confirmation transaction.

[00261] lustration of settlement:

[00262] The cross-bank switching center performs settlement according to the purchase

confirmation transaction.
[00263] If the switching system has received the response to the purchase confirmation
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[00261] llustration of settlement: [00262] The cross-bank switching center

performs settlement according to the purchase confirmation transaction.

[00263] If the switching system has received the response to the purchase

confirmation 36 transaction from the card issuing institution successfully,
ransaBHbISARNIE 10, fnarc N6 53R00% J0e Aeduing InSHIUKOR, 108 e response

purchase con fmation transaction is SHil mvolved I the se?tlemerrYf', ané1

to thdhgrgeRipNGdAaiitbHoMHaapsesatiiscenseny QY areadatd0d64] TR involved in the
acquiring institution may initiate a purchase confirmation transaction

settlemspbatedi e SoHRENEiabpiaermBandberititfetivne ramsattidns is received,
the switching system only performs settlement for one transaction.

[00266b 35 Anmieing & aaY o haRBe dniFSHREFAG Sy StB fTsarem Apeactiptgpeatedly.
If sevgg%fgg%ﬁlel%é é&%%%%%?%gstgntsql i%% 1Qtpe€%%c{}%dqu§|ug\lxggcﬁhe aC%%)I%e %rﬂy performs

transactions as well as the not accép ed transactio S, an
settletfansiitsihedilentpidhe acquiring institution and card issuing 10 institution.

The card issuing institution searches the account system according to the

{00268 Withe tleddwtidn hassbderhpesfoinnigny buisitia nohasespiedalieldvaniniirmation
treatment is performed, so that the r{)robability of incorrect accounting may

transagloRtBcEHS $6 By ity RrbinerlSeorRisd swarssithel AresasRntrmEell as the

o LSRRI D ST UDADR RIS 558 Sh g

institcnfirmeddd whethemalitdtieosinelizansastionmargsteposteddntieac the file, If the
purchase confirmation transaction according to the file. If a transaction is

deducghihabiesn inarermed thetab deirpgaeranisto nclpiauidirseimpm dsopgipermed, so that
tr tionfile additionally, and forwayd the file to.the card.issuing .., ..
e D Rl Sty i S he ot R gpion performs

searcHit@y REURINLI eNRNHRCCOUNEHBIOERSS nARthiR Sitvalicsppt Sibgiensidesponse is
account may be further reduced. 20 [00266] Illustration of error handling:

receivigh 247] TRECkare ran Bing rotes 9 bitiserpribhis dimenfiviermivhile, it is confirmed

whet trla naiﬁctﬂgf-.noisl{g & %r%nmse 10 tks]a;[lrg frté] emQu C%{fl St?h rolcl: %ﬁgs 0026?%110'[1’)(gt?0t0 transaction
e SpE‘CI ICItY oFthe or?ﬁne ransactlgn, uring the e{rleva , %Rg e m%y

accorfig@tcansiementngta afdhesmerchantiar mayta @ ecelinminete 8fitRn should
card holder. The acquiring 25 institution is responsible for obtaining
send tievdinteriotasaationpideisidiitmaiintesddorveacd itidselging thetardoss sogmstitution
via tht@osk\klell C}H;le card issuin in%itutiog to deter.min? hether the merchant has )
g system, SO at the car issuing nstituiion may periorm re evant accountmg

process, and the situation of single side account may be further reduced.

[00266] Illustration of error handling:

{00267] The error handling process of the purchase confirmation transaction is the same as that

of the purchase process

[00268] Due to the specificity of the online transaction, during the retrieval, the note may be a
consignment note of the merchant, or may be a receiving note of the card holder. The acquiring
institution is responsible for obtaining relevant notes and providing the notes to the card issuing
mstitution, so as to help the card issuing institution to detefmine whether the merchant has

delivered the product.

[00269] When a charge-back is initiated by the card issuing institution for the online

transaction result advice transaction, the reason for the charge-back is allowed to be that the
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delivered the product. [00269] When a charge-back is initiated by the card
issuing institution for the online transaction result advice transaction, the
reason for the charge-back is allowed to be that the 37 merchant has not
delivered the product, but is not allowed to be the problem such as card
merchQ{?tlﬂ?LE r@?%w&géﬁ'% 1599&%9}&[%%%5?51’?&%3@8 Qé 1he SUBREAYERN as card holder
transaction such as cancellation is the same as that of the subsequent
autherttiangagtion of the purchase. 5 [00271] After research, the applicant
improves the existing online payment process provided by the VISA
[0027¢bTipanypahdrplitszfofitbedebrew se dmasentine paymsntapredessnAs the same as
shown in Figure 11, this method includes the following steps: [00272]
that ofhs $ebseqUEs FPRIEGHRT QORGSR forms identity authentication on

the card holder, performs withholding according to the authentication :
10027 e Rt h & A MBI 36 SRR ST RRH RS PEges provided
by theﬂiﬁﬂwm&%{ esdltiadhercard holder ierminahand paereRant-MelSi®s shown in
via Internet; [00273] S1220: When the card holder identity authentication
Figureré$uthmndethe dvithhidlehinlgs fesloiwiagestaptsreceived within a predefined
eriod of time, the merchant website submits the purchase confirmation

p
[0027bbst G0 The eardisewingubabdystarer (demhedsagiiringsobeyiseann e card holder,

00274] 51230: The card issuing subsystem searches the database,of the . .
peror SR e e T AOMRAL S S B0 6r S ORI denic

autheRERGENREHOMMIEthacaaniaNee: iIaEmatiomis ketyraeite BadRANKIDY merchant
subsystem, so as to inform the merchant website. Specifically, when

websiteggidiigractonfirmation transaction, the card issuing subsystem searches
to determine whether the corresponding withholding has been performed

[0027} tHa orWbsp b rohatdaudent Yea Bandicespiarrsslicidohserihholding result
are noj I\é%gfv%t %ﬁ‘fﬁ?ne arree gf#té 3 e%% gé IVet Trr‘r?erc?l?ﬁ&'%%gs%t%bss%%? S tlBe purchase
Informs the merchant of the tesul T ] When a‘routing server may be

confird@apiettip astablishacornpgtianbrivaandhie-acquiring ssubgtsiem and
the card issuing subsystem, the purchase confirmation may be performed

[00274] thie Joulihg setléssristybcandrholedethegsion duterchantivvehsient subsystem.
choases a commercial product, 25 and confirms and submits an_order.
WhenTHels theiterBiantivebRitessanda ehevdahp itterhasfdirRatioRtfataed, acceptance

inforn] Q40N SR Eﬁégé%ﬁﬁ%gi@@oz?g&é%,ﬁrs‘gsaéhg;C&rf’é?%? RAIRNECA website.
ISsuing Institution according to the car number, and returns the routing

Speciffdrmationm oédbeieard confirmation transaction, the card issuing subsystem searches to

determine whether the corresponding withholding has been performed for the corresponding

account, If yes, an acceptance response is given, otherwise, a reject response is given. The

acquiring subsystem informs the merchant of the result.

[00275] When a routing server may be adopted to establish a connection between the acquiring
subsystem and the card issuing subsystem, the purchase confirmation may be performed by the
routing server. First, a card holder logs on a merchant website, chooses a commercial product,
and confirms and submits an order. Then, the merchant website sends the card holder
information to a routing server. After that, the routing server finds the corresponding card
iséuing institution according to the card number, and returns the routing information of the card
issuing subsystem to the merchant website. Then, the merchant website sends the card holder

information and the withholding information to the card issuing subsystem. The card issuing
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iIssuing subsystem to the merchant website. Then, the merchant website
sends the card holder information and the withholding information to the
card issuing subsystem. The card issuing 38 subsystem performs identity
authentication on the card holder, performs withholding according to the
subsysBHNERESAHOR AREFELIS he withheldipg ke sl @RI NG thholding according
authentication result to the card holder terminal and merchant website via
to the intéreetcifitmerodtht) alding teess ltaneithboldisiyenticktion rbsuitiBrenticition result to
received within a predefined period of time, the merchant website 5 ma

] . . . y
the cagh Hgldcy (e Hiah 08 IR ER SRS Y S ORISRt Pectfybfiplding result and the
authen?ﬁgﬁ&ief@ﬁﬁp a%txl?@t ?@&3‘1"\5‘&& \91%'%? aPﬁ%’éH&%é‘d‘ e&qucéisﬁﬂé?ttl‘?efﬂf&‘{:ﬁant website
may occur In the data link between the merchant website and the card

may ségduingavhsystemoettie meddeanhwelisietihnbietd sanddhsdisetyn of the security
request to the acquiring subsystem, the query request includes at least
of the tRaYRInfatorI S der b Eat f 2HUFRTBR NG R NB Ao iaditifyRTg E5aghe merchant

websit-ggsd’i ﬁ%ué%f‘ 1§§Jub1§ 3 ns]é/ggtr?il qﬁé@ﬁe&%ﬂy&g\%&éﬂ%{@ a%tig @oosfeWc? tﬁg.rguery request
Issuing subsystem Via the routing server, and establishes an interaction

to the Withuifie €aihissting SuPgUste FediRst SEBRINESthE lRtChiasentomnfisfationch as card
request to the card issuing subsystem, and the card issuing subsystem

numbgietapdingaaseeinbnédemibaratiend J0 I e PraviaBguFMgYStiBsy shipmdle routing
info al’ggneg%%ggscgr% gs%{iq eXSCu asngt%ntl)et%’g% g I%Iu i%argeg%girgﬁdse%%ﬂf’s e e%ngnteraction
e acquiring subsysfl rEsen ing the purcﬁase confirmation request
with iR thadliaeaid nmingesubsystemdapdiRe et ss WnaistasyateBiuest to the card
returning acceptance information, via the existing cross-bank switching
issuing spey peovided thy tmosPalL THE HHEssIhnRIsEReRNtrcentéepralited
by UnionPay is a relative mature technology at present. Therefore, itmay
[oozmi Themrenitasahpsisnsny eisseshHRshAaH I Sunes betpebiie card issuing
X nline ment and the quen in firmation. The cross-ban
sy e g SO WA SO RIATSs Ml 0 the

card idkangaciiviwihinadeeeliredpetiodoklisnani Ruifggrassanke information, via
switching center summarizes and transmits all the confirmation

the exgiigacionsbibt ARibinaceepRdrntriRed Pretainidtrperibel sfmbagk switching

center IS SRUCISSUNG SUPSYSIEI, AN RCSSUING SUBRYSIC, COMBBISS. it may be
&Dh INspects a ?he onfirmation transactions %alggre oFaccep ed.

justifi¢d@0R7v3Omly af imbedineninef tReEraseobivenigRiHHiscased pharent and the
However, the main 25 object of the present invention is to provide an _
subseqyeii@payhsentipratonn 186 enersdiffekentibanke cattspiietfeimereatement according

transaction modes may b rform trgnfsac ions o0 tp{'s latform. There Ores witchi
to the chon I&Tnatl 1 iransaction within %-81‘6 CLNG GO ]L- %1.-6. he cross-bar sw1tchmg
the “disordered online transaction procéss and the technicalissue o

center QRAHTSEMPSHNG- M3 Rea e Re etk iR irae EansaelignMRILS: accepted within a
disclosed above are only used as an example, and should
predefined period of time to the card issuing subsystem, and the card issuing subsystem

compares and inspects all the confirmation transactions that are not accepted.

f00277] Only an embodiment of the present invention is disclosed above. However, the main
object of the present invention is to provide an online payment platform, so that different banks
adopting different transaction modes may perform transactions on this platform. Therefore, the
disordered online transaction process and the technical issue of resource wasting may be
resolved. The three transaction modes disclosed above are only used as an example, and should

not be regarded as a limitation of the présent invention.
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not be regarded as a limitation of the present invention. 39 CLAIMS What
is claimed is: 1. A system for secure online payment, comprising a card
holder terminal, a merchant 5 website, an acquiring subsystem and at
lease one card issuing subsystem, wherein, the system further comprises
a routing unit connected with the agguifipg subsystem and the card
issuing subsystem; wherein: the routing unit comprises: a storing module,
which is adapted to store a transaction mode adopted by each card 10
issuing subsystem and routing information and processing procedure

ing to a Bank Identification Number of each card number; a
Processing medilarwhighiis adaniad todpiesming thedtiansaciammeds merchant
adopted by the corresponding card issuing subsystem according to the

websie @ HGATBRR SRRIvETOATIE et PiRfgCEubystams Wi aporherein, the system
furthePRFEHSHRY ACEOMRIPGAR R EOEERANAING REQGRSSINGREOAANIRd B card issuing

The system for secure online payment according to claim 1, further
Subsy BB R security plug-in unit, which is connected with the acquiring

tﬁHS’&Mﬁ s &%ﬁgﬁg&gd in the acquiring subsystem; the security plug-in

unit is adapted to establish a data exchange between the merchant

avebsiite, caxthhwoldérderivindhpnd thestotdtingianitaabrd mudbadopted by each card
ssui information Of‘? caréd 20 Idert.is obtgined via an inter%ction with the carq[ Bank

I SRSy BT, S R SRy TRr SR B S SoRF S EAIEi Ny 15 BBy @ Ban

Identifirated iWeridabtdicretl viadsminteraction with the routing unit. 3. The

system for secure online payment according to claim 1 or 2, further

LBpTSRE neddsrityHens fteRtshtangtatHer Jat srnsaftivhandg adopted by the

corresORMAGIes Athuhe Sabchigshingc@aiadRe YRt AISHBERNSREETtHE1RAMY acquiring
iIssuing subsystem; the security authentjcation and authorization unit at

Subsy HieRRt TUHRSHIOSE OSGRRSRESHBH L BURT SHTSSIOHRaRE?F St thRsure-
authentication subunit is adapted to perform identity authentication on the
card holder; the notification subunit is adapted to constitute an online

Ardisaptiomrésuitwith entesuiapiitie ddenttyptahéntichfibmthartompetdya security

What

i -i%lhe% C\kf’ﬂ%t a’UthE}xié:c%tic?r\]N?tﬂ h%uggori%%}iogu%git ?erlll{[%% ?soa%rard Qc? ll%e{ acquirin
PUETENG & Wi olﬁing FesUlt from the Car |ss§ing sﬁ%system, angl%i%ansmiht%e 4 £

subsygiatimethransactipnpiegtilt tortit el candhpretliao tesaialvia Hterreathange between the
merchant website, card holder terminal and the routing unit; card number information of a card
holder is obtained via an interaction with the card holder terminal, and the routing information

or corresponding processing procedure is obtained via an interaction with the routing unit.

3. The system for secure online payment according to claim 1 or 2, further comprises a
security authentication and authorization unit, which is connected with the card issuing
subsystem or is arranged in the card issuing subsystem; the security authentication and
authorization unit at least comprises an authentication subunit and a notification subunit, the
authentication subunit is adapted to perform identity authentication on the card holder; the
notification subunit is adapted to constitute an online transaction result with a result of the
identity authentication performed by the security authentication and authorization unit on the
card holder and a withholding result from the card issuing subsystem, and transmit the online

transaction result to the card holder terminal via Internet.

4. The system for secure online payment according to claim 3, wherein the routing unit
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4. The system for secure online payment according to claim 3, wherein
and authorization unit corresponding to each card issuing subsystem
adopting a direct authentication and autharization mode. 5. The system for
each chaRhadenseaEty Loprabuntwhichlisrdantadto esiablishrm mode.
interaction with the card holder terminal, and receive security information
The system for secure online payment accatding to.claim 5, wherejn the .
Stk T 10 SPLE SN RETFRBH 57 RE B HEIGeh o Somprises
card holktratoumitcarsespdnding whieach edrbtidstingssitbsiistaninadapting aith the card
holder SEiMAICSL Secuity contral unit authentication mode, 7, The system !
input byaldesasé twtitgrinteraction unit, the card holder security interaction unit is
connected to the card 15 holder security control unit, so as to send
60 aEianCRyrecalve aifenicatian INGHERIION IBRMLDY RRGBI e routing unit
holder, and perform authentication on the authentication information. 8.
issuingcﬂfgsgﬁgﬁ ratd%%tﬁ?g Hr.&%c‘f apiERk ‘é@éhﬁ%}%}%éﬁ‘ i And e adibeldete.
secufity interaction unit are arranged on the same server. 9. The system
plug-in unit comprises: 25 a merchant authentication unit, which is )
Tad BBt 1D ERforR HER ANE A MERERRATHITBHRE calark-WHEhRthaeeEses a card
contrgl a data exchange with the merchant website, card holder terminal, _
holder sgsiiyrRnislctipty stitreltieshio A EhEPHERHOR BRI T kolgdder Via a
comprising merchant information; and an authentication and transmission
holder, gl pomieRm AU BaptE 0 RMEIR P LRENHEF A HEIRTRAHOR  on data packets

the routing unit 40 stores routing information of the security authentication

Stores KRR BRIE Hag iee SEEBFIB EIATRI 2 or AuHHBIEBRTpIRIES Qrasponding to
indicating an identity of the card holder that is input by the card holder. 6.

aCure ofilind Fayméent accor |.ng o el 67 e ér Cohprises & car%%lder that is

authentication information to the card holder via a channel that is agreed

stores THeisg StEATTetioaceiéhsntitid baldvepreactprdimired sraimaTreyperdingtie each card
for secure online payment according to claim 5, wherein the security

holder QEABFitlaREAGHORT Qe aRrintRIacti o caripkualivhighis adanteddao the card

chann@eGiafity; contel waitiBA@ data strune URith e isnadaRiRAIe SIRISEMA the card
received and transmitted. 41 10. A routing server, comprising:

8. The system for secure online payment according to claim 7, wherein the card holder

security control unit, routing unit and the card holder security interaction unit are arranged on

the same server.

9. The system for secure online payment according to claim 5, wherein the security

iug-in unit comprises:
o

a merchant authentication unit, which is adapted to perform identity authentication on a

merchant who initiates an order transaction request;

an interaction control unit, which is adapted to control a data exchange with the merchant
website, card holder terminal, routing unit, security authentication and authorization unit and

card holder security control unit;
a data storing unit, which is adapted to store data comprising merchant information; and

an authentication and transmission unit, which is adapted to perform security

authentication on data packets received and transmitted.
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a storing unit, which is adapted to store a transaction mode adopted by
each card issuing subsystem as well as routing information and
processing procedure corresponding to a Bank Identification Number of

each card number; 5 a processing unit for direct authentication and
uth s ERBFFRIB SO WRIEHNE adapted to return routing information of a

SEOHTY AHheRtigationa %@%'&9&%‘%&%&8{%%%%5#%8 H{’%a?[gard issuing
number, when the card i1Ssuing subsystem corresponding to the car
subsysigmberedopisreuitie st e nticatd msdsainhgrigasdirenoydessgonding to a Bank
IdentiRLQEESSING LAt Ior card heldersgcurity control unit authentication mode,
which is 10 adapted to return routing information of the card holder
sSentwigiagnirot dnitdwhenithiecodrdtiiasuin sulbsystencattesperidongitoadapted to

the card nfumb r adoipts a card hotlggr{u.%%ﬁ%ﬂ% rﬁ?n{[{tﬁl unit .authentication

return routing in ay orization umt corresponding to
mocﬁe,ga ?F' P g

0()1‘1'1’13 1011 Ol.d SCCUJ{I%S
nd a processing unit foracquiring subsystem seff” processing

the candadenbehicthisatapted iesunfprmbihateor respapding mcquitingadbsysiem adopts a

. of&rlle processin mode V\{hen thﬁ card issuing 15 subsystem
direct authen 1catg)n al% 1 01‘12& O TROGE, ..
correspondingto the card number adopts an acquiring subsystem

Seiopeagagsing: medadl hoRiénahodfercsaere antingdaymanbn mode, which is
comprising: obtain:i%%, by an acquiring subsystem, a transaction request
adaptedn§ CARFMARBSRIRSIRTAIER %Ff@gr&#&ﬂewaaaﬁﬁﬂ%@% Bjia When the card

issuinfOsbAgsH B apsaationtinadecadppigsh by A6pI espeadiDRIGaeIsSYIBghtrol unit
subsystem according to the card number, and processing information

authenticating i a2 rresponding processing procedure: and performing, by

ANBASAD G, ORI, RADS CACLISHING SHBRUSIE FANSRGA0n 25 adapted 1o

. settlement; and returning result information. 12. The method for secure =
infornp Hiih 6 BESFRISHEE GentinG Eoselvatan, AfHbeemoeitgangdssiihgn the card issuing

subsyStURSYSIRL6REGSPRNHB L IpdhR SR @H%%rﬂd&ﬂﬁwg?&n self-processing

subsystem self-processing mode, the routing unit notifies the

mOdeaeorresponding acquiring 30 subsystem; and the acquiring subsystem
performs the transaction settlement and returns the result information. 42
13. The method for secure online payment according to claim 11, wherein:
11. A method for secure online payment, comprising:

obtaining, by an acquiring subsystem, a transaction request and card number information
of a card holder;

determining, by a routing unit, a transaction mode adopted by a corresponding card
issuing subsystem according to the card number, and processing information according to a

corresponding processing procedure; and

performing, by the acquiring subsystem or the card issuing subsystem, transaction

settlement, and returning result information,

12. The method for secure online payment according to claim 11, wherein:

if the card issuing subsystem corresponding fo the card number adopts an acquiring
subsystem self-processing mode, the routing unit notifies the corresponding acquiring

subsystem; and

the acquiring subsystem performs the transaction settlement and returns the result

information.
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if the card issuing subsystem corresponding to the card number adopts a

card holder security control unit authentication mode, the routing unit

returns routing information of the card holder security control unit; 5 the

card holder security control unit establishes an interaction with a card

IR Hee teethadaior sprerre cales aEue dporag 6n ¢Hifading Beeail holder

Identity that is.input by the card _holder.: the card issuing subsystem

T R AR e LS LR IS gt potder

securtipfonmtatiomii tiefatmethodfortise conggnlimé peyymentoaceer difigrboation of the

card hgk%i(arpsjé%ﬁ 1y\{he[)%i@(:éff utrﬁ? card issuing subsystem corresponding to the card
number a gp%s a direct” authentication and authorization mode, the

tFRULING BT dietbEns tosdingoinfarmation 9fes sechidly cavthenticatian afier terminal,
authorization unit corresponding to the card number; 15 the card issuin

and oGRS RS AR e FRIGSHOREaR A HRaldRD Hdsotinibak is daput By the card

holderreturns the result information. 15. A method for secure online payment,
comprising: (1) establishing an interaction between a card holder and a
the carly SiiggsuimisioRe Rl P ReibrBRtaNepsite fsowietiopresrifiement, and returns
the reddformpation;fem the card holder, and receiving, by the security plug-in
unit, a card number for paying a transaction amount input by the card
holder; (2) forwarding, by the security plug-in unit, the card number and
order information to a routing unit; determinjng, by the routing unit,

\indhrangiogd d R srfdr s erlRt LRSS AP AR GEiEbA! G
irdgpted,aecRrding Qe gar RUmMREE I by heLard PAdanE Ye3egR a dircet

transmitting routing information of a corresponding card holder security

autherdingiion i eyibrrizsicuymogiudhinoBinanefransmranginy ifersetinmpf a security
autherRIgHITh YR A8 ST AHBHIRR aRdsFardiAldehiiMmatian.to the card

holder security control unit; (3) establishing, by the card holder security

thervtral issitingrsilarsactiopeviithith ewthedti buslderané eeinkagtsecsritiement, and returns
the resiﬂfpr gtioer{hglndicating an identity of the card holder that is input by 30 the

car ollgler, and transmitting the security information to the security

plug-in unit; (4) packaging, by the security plug-in unit, the security

information and the order information into a transaction request message,

bhd sapidndyitioerarsartion peyuest $R8BESELS a corresponding card

(55 L AR SIE YR B0 R RRAK SIS §Sh U 8E NGO M0S ni¢ when a
merchant website receives order information from the card holder, and receiving, by the

security plug-in unit, a card number for paying a transaction amount input by the card holder;

(2) forwarding, by the securtty plug-in unit, the card number and order information to a
routing unit; determining, by the routing unit, whether a card holder security control unit
authentication mode is adopted according to the card number input by the card holder; if yes,
transmitting routing information of a corresponding card holder security control unit to the
security plug-in unit; and transmitting, by the security plug-in unit, the card number and card

holder information to the card holder security control unit;

(3) establishing, by the card holder security control unit, an interaction with the card
holder, receiving security information indicating an identity of the card holder that is input by

the card holder, and transmitting the security information to the security plug-in unit;

(4) packaging, by the security plug-in unit, the security information and the order
information o a transaction request message, and sending the transaction request message to

a corresponding card issuing subsystem via a cross-bank switching center or according to the
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43 routing information provided by the routing unit; and (5) performing, by
the card issuing subsystem, identity authentication and authorization on
the transaction request message as well as performing the withholding,
and returning a processing result. 5 16. The method for secure online
routing AyipisntcpreNidedooy imrostinghesiirede interaction between the card

lder. security cantrol ynit and the card holder is accomplished thyough . .
iy BT B e i S TR g ztion on
the treagattiombertca cardapoldar vidisasupityfintaiagtionr unithtoddoard haldesturning a
securit 'Wteraction unit returns a User Interface Requirment to the card
PrOCeR Iy §leCurity control unit; b2: the card holder security interaction unit
transmits authentication information to the card holder via a channel that
is agreed on in advance; b3: the card holder security control unit receives

lifiplhinfeethedider savdm andimitoaiimepaccesdingremelion 6 teieema the interaction

betweg?!ﬁk%f&?&%ﬁﬁé%&%?%ﬂbm%&hﬁé@%ﬁ?&%%@%ﬁ@%@%ﬁ%ﬁtmugh the

unit performs authentication on the input information, and transmi
followangéenicated information to the card holder security control unit. 17. The

ethod for,secure online payment according to claim 15.or 16, further
raiiceld R by (R SELAED ATOETR D 6 L AR e card holder
securigstalptisiotio B entitjtyhS ockdt halyler senutity charmebwitmiheatankholdBer Interface

RequiSEEY %/ %onctg% H&I éo #er@trmcgutltg?ﬂgﬁation; performing authentication
YERA VAl ffy SFa'dard hotdercerthcate and establishing a channel for

Hrovidingra seridesdata transenssian nandwhenitbenvalidite ofdhenformation to the
certificate is approved, showing, by the card holder security 25 control

card hyjger ypa-a shoiae et 15 éﬁ?ﬁeﬂﬁaé’f f’éw_ﬁﬂ‘fﬁi that the card holder needs to
HAPHIe WIRIMAHAN LRIANING B PIFHPEUSH L ame LTS CRIHACAE AREH8s the input

. card number input by the card holder via a Security Socket Layer server
informpaBeiy e, hagaye ridey tsetHeithradieficals amd the card number is

effectively hound: if they are effectively bound, transmitting the :

e om o LBy Tl AR 8 e ) g LAl e inpu
inforntramsmittihtyeanmd0 autiventieation faied esidttte theddaddeityalugtincunitol unit.

18. A method for secure online payment, comprising:

17. The method for secure online payment according to claim 15 or 16, further comprises:

guiding, by the security plug-in unit, the card holder to establish a Security Socket Layer
security channel with the card holder security control unit to perform authentication;
performing authentication on a validity of a card holder certificate and establishing a channel

for providing a secure data transmission; and

when the validity of the certificate is approved, showing, by the card holder security
control unit, on a browser on a card holder terminal that the card holder needs to input
information, obtaining a Distinguish Name of the certificate and the card number input by the
card holder via a Security Socket Layer server module, and verifying whether the certificate
and the card number is effectively bound; if they are effectively bound, transmitting the
information inp‘lit by the card holder to the security plug-in unit; otherwise, transmitting an

authentication failed result to the security plug-in unit.

18. A method for secure online payment, comprising:

(1) submitting, by a card holder terminal, an order to a merchant website,
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(1) submitting, by a card holder terminal, an order to a merchant website;

44 (2) initiating, by the merchant website, a transaction request to an

acquiring subsystem; (3) establishing, by the acquiring subsystem, an

interaction with the card holder terminal, and obtaining card number

(ronfiatios mpteby s radhsiter EPtROTSRAKHHEshipthe Hayifsgubsystem;

system, iha,card number nformation a0 7ansaction S IOMMAHINLD crmina

a rouﬂng um%’i@g it'a tard |s§u|ng sHtution corresponging Eo the car ’
and omaiming rcadbpisnhecardoisseiing imstitbiidhediredtrmlidbentication and

authorization mode, transmitting, by the routing unit, the card number )

(Chr ARSI b & YHB 2HORLERE RS PHH SRe SACSBRIRTST SRHHEHHoutign transaction
inforn@fdnagthesizationnunit corresponding to the card issuing institution; 10 (6)

performing, by the security authentication and authorization unit,

(@hthenterdiowwnghestdaid hlieespRy Az AaHE K oMé micalisnakoptisgedird issuing
instituRSHAIRGWHRAGIIIG & SR ISSHIDE YRS BBt AIEABS MGy unit, the

the card issuing subsystem, a withholding result and an authéntication 1
card pegieroRferaetOiingGabsysarichng (Ofammengehe AestERanthepBeation and
authoREAHIHNG BRSSO MiAd T e BARiNeLIRE SegiHRGRIine payment

according to claim 18, wherein between step (5) and step (6), the method

(tirtheefocorpyibesh2 Bedetarminingytoytthe seturitycaitbiienticatiomtradtication on the
card h%ﬂltgrqrization unit, whether the card holder is registered, and returning a

registration result to the routing unit; allocating, by the routing unit, a

gnigueet angactign-dentiieationpeeda foghepresentvRANOIERAE a0 a card issuing

allocating the registration result and the identification code to the acquiring
subsygeBystem: and 25 if the registration result is that the card holder is

(BASIES eI Gre A S AGHY BNk SHASY S IR BRI R FEAHMPR an. authentication

information, ordér information and a Service identification code to the

result o g ipgEitHENTItRssBheduthorization unit, and requesting to perform

zt}% ntication on aﬁf‘{)df Qfe!decr. 30 20, The method for secure online
% yme?ﬁla cording to claim 9a Wher ransaction result information is
transmitted to the acquiring subsystem through the following steps:

19. The method for secure online payment according to claim 18, wherein between step (5)

and step (6), the method further comprises:

determining, by the security authentication and authorization unit, whether the card holder

is registered, and refurning a registration result to the routing unit;

allocating, by the routing unit, a unique transaction identification code to the present
payment, and allocating the registration result and the identification code to the acquiring

subsysteny; and

if the registration result is that the card holder is registered, sending, by the acquiring
subsystem, the card number information, order information and a service identification code to

the security authentication and authorization unit, and requesting to perform authentication on
the card holder.

20. The method for secure online payment according to claim 19, wherein transaction

result information is transmitted to the acquiring subsystem through the following steps:

the card issuing subsystem sends an advice of an oniine transaction resuit to a cross-bank

switching center, wherein the online ftransaction result contains a unique transaction
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the card issuing subsystem sends an advice of an online transaction result
to a cross-bank switching center, wherein the online transaction result
contains a unique transaction 45 identification code; when a response to
. . the online transaction result is not received within a predetermined period
identifiGpHARCAAR card issuing subsystem resends the advice of the online
\Jﬁ@ﬂsﬁ?y%?)ﬁgg lfg {HE Sﬁ'xll'{?ﬁt%&%@ iy ﬁ%sz{P?ﬁ’n%tV\égggf\freecF SN2 t!aj %redetermined
online transaction result, the cross-bank switching center returns a
period edsponsthenasdageyizneberrgnhessniinghr anlsactiohthesuitite thensaction result for
a iimit&?ﬂ&%@@?gﬂ%gﬂuiri”g sut_)syster_n; _When the response to the onIir_1e
transaction result’is not received within a predetermined period of time,

wihe crassshankiswitdhiegreaniet sasairds. thkeachdce wifithewintigg center returns a
res Ontransactiqn 10({esul(5;o }tlhe a uirir:q% subsgstem [QI’ a Iiﬂ‘uited numbey;, of ..
PO BICSSAECT FRGH SEHET 10F <BEUFe SRR HEPn&t A oting Yo R acquiring
subsysfemther comprises: performing, by the cross-bank switching center,
settlement within a predefined period of time according to a transaction

“aehifcatRivesdl, WhordiRareerEiopdrrdWidthgeesives Wil ersdgfermined

period (08 @mkNerEansactianiresHiaRcenwihindhesnrdelivrd BerRd SfiReransaction
and sends them to the corresponding acquiring subsystem; and sending,

result igy (i acquiieny eIn s Bcdh 2 e i linambs B Tesult advice that was
not received to the corresponding merchant website. 20 22. The method
for secure online payment according to claim 18, wherein transaction

2tediit infahmatiansissentiionthpagasuiring cubsy stermihroughihe follawings:
steps: the card issuing subsystem constitutes an online transaction result

PRI BB S K ARSI DFBE I MR B RRtRR oTeRhg MU Bt araissisfimethecriod of
time aGFYIAENEARSAGHANIESHH [Acthgicandneldler termingl e MigEneh WHRIRINne center

the online transaction result further comprises a transaction 25

collectitiplh e QbR CEAR AT BAFIWotdi s wiHEP AR SiHs HRedopATied of time, and sends

them & @nsastigpeagulbtacther Acaubina gHbsystem via Internet. 23. A method
for secure online payment, comprising: (1) submitting, by a card holder

segrtinal athordequiagrionshaimnwebsiten 80 (2rinaidiing rbythedvierctamtwas not
receivoGBSHE B HRANSAGHAIERIGS! {0.1)@Cquiring subsystem; (3)

establishing, by the acquiring subsystem, an. interaction with the card
holder terminal,

22. The method for secure online payment according to claim 18, wherein transaction

result information is sent to the acquiring subsystem through the following steps:

the card issuing subsystem constitutes an online transaction result with the authentication
result and the withholding result, and transmits the online transaction result to the card holder
terminal via Interpet, wherein the online transaction result further comprises a transaction
identification code; the card holder terminal transmits the online transaction result to the

acquiring subsystem via Internet.

23. A method for secure online payment, comprising:
(1) submitting, by a card holder terminal, an order to a merchant website;
(2) initiating, by the merchant website, a transaction request to an acquiring subsystem;

(3) establishing, by the acquiring subsystem, an interaction with the card holder terminal,

and obtaining card number information input by the card holder;
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and obtaining card number information input by the card holder; 46 (4)
transmitting, by the acquiring subsystem, the card number information and
transaction information to a routing unit; (5) if a card issuing institution
corresponding to the card number adopts a card issuing institution direct

(Authrentiotiicn bnthaugmriiagonbsistanttaasridingnberinfounanonumid transaction

infomm%étg%rgoﬂgHggﬂ{ﬂnformaﬁon and the transaction information to a
security authenficatibn and authorization unit corresponding to the card

(Bstingdngtifstiong (G peforningedpoiidegecuriy authentigedoniapd a card issuing

... authqrization unit, authenticatign an the card holder; (7) when the . .
st DA LGB NI W e 5 LAPE L, routing unit, the
card SihisyiStemrmlfiandarel utningaa drensadicoresidt (8) i theadguigingentication and
Subbsoystem does not rec%iv%the nline trans%%[ion result within a

authorfZalOIE R SOLFRSAUASEC AR GG B THE BTN subsystem, a

(RYERhRRS RN IHMAHQBAAWCR IR TN B ERIH RS WRG SYRRHRIMViduthentication on the
cross-bank switching center or a routing unit; and (9) when receiving the
card hﬁl‘i‘t‘ﬁﬁase confirmation advice, searching, by the card issuing 15
t [ i . it ad t .
; t
B B St s e,
and retorthegactiaidagisnsygtem. 24. The method for secure online payment
ccarding to claim 23, further comprises: summarizing and transmittin s
) PR THE SHhHITE o0 e S5 En O 2678 CHBSAg within o
predefihall aeeiodbdceeptechdithin a iredefinedgaricgsoftimepta dhascaoa fsauitign advice
sukgﬁ%éstem, argq C mparir&q}and ins {%%\;%?cqﬁb the card issugggsubsyst m,

to the ¢ suing subsysiem via 08S-D center o u 1t an
aﬁr e COormgirma onn%ransac jons that are no ccep e&aig X‘? ?

BBITBAGLel R PIeseRkR¥eNtioRMrovidas alvling@RAKMENLSYMEMard issuing
which provides a platform based on various transaction modes, so that all

subsygiieistiigerratsiradinitites WhRdh 1 Oriretcareqpy Rt ptatfolding is
perforf@Vidadriinthe-teventions ohe axdstiagieansaetion wmedesmainly include:

acquiring institution self-processing mode, card issuing institution direct

24. The method for secure online payment according to claim 23, further comprises:

summarizing and transmitting, by the cross-bank switching center, all the confirmation
transactions that are not accepted within a predefined period of time to the card issuing
subsystem, and comparing and inspecting, by the card issuing subsystem, all the confirmation

transactions that are not accepted.
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authentication mode, UnionPay secure input mode and other patent mode
applied by banks. With the secure payment system provided by the
invention, the technical issue of disordered online transaction process
and resource wasting may be resolved. The method provided by the 10
invention is realizable and has a\ighsa&drity. Furthermore, because the
existing dedicated network is utilized, less time is consumed and thus
results in a high transaction success rate. In the invention, if the

transqgtigretegu it is aRidecaiver within anpredefinedereriQdiahlimeithe provides a
acquiring subsystem may put forward a query request, and informs the
platforméeshdntof thewguerysagsultnssithasaibadiffit thty eofi thegsubsegtientmodes can run

settlement may bef duced. 15
on the secure payment p

ag;?orm prowde(cli: igjf4)th%8inventi0n. The existing transaction modes
mainly include: acquiring institution self-processing mode, card issuing institution direct
authentication mode, UnionPay secure input mode and other patent mode applied by banks.
With the secure payment system provided by the invention, the technical issue of disordered
online transaction process and resource wasting may be resolved. The method provided by the
invention is realizable and has a high security. Furthermore, because the existing dedicated
network is utilized, less time is consumed and thus results in a high transaction success rate. In
the invention, if the transaction result is not received within a predefined period of time, the

acquiring subsystem may put forward a query request, and informs the merchant of the query

result, so that the difficulty of the subsequent settlement may be reduced.

(Fig.4)
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