MEMORY ACCESS CONTROL APPARATUS AND METHOD, AND
COVMUNI CATI ON APPARATUS CROSS REFERENCES TO RELATED
APPLI CATI ONS The present invention contains subject
matter related to Japanese Patent Application JP
2006- 174807 filed in the Japanese Patent O fice on
June 26, 2006, the entire contents of which are

i ncorporated herein by reference. BACKGROUND OF THE
INVENTION 1. Field of the Invention The present

| nvenfriMIRY elRies (CONTRIRS Y rFeGRSY L AR METHOD, AND
appar at uses and net hods, and conmuni cati on

appar at uses, andcoMMmM$®N$I@w|@@PAP%T@S”E”UFY access
control apparatus and nethod, and a comruni cation

apparatus in which security of data in a nmenory can
easily be inproved. 2. Description of the Related Art
CROHTe rRE FREES Nz T Eisad [a ArearuaTagny see, for
exanpl e, Japanese Unexam ned Patent Application
PuBhiec gtriesent( tinaesitabhonoot aPEE ksnbdenat nahakr related
application) No. 2003- 500786) that makes it difficult
to tleraie s Eadmh tt dppdil apittilon Jgdt £ 0deorled 807 & itedbriy: yne
scranbling a | ogical address whose access is
Janagffss thed- it # ffrisce $5o1Tusigc 7 Gas 24 0GPU thecemttrigle contents
processing unit), and aSS|gn|n to the | ogica
of Ihdids ST IRFALRONA tedd %é’e r&dfer8iNog -accessed in
the - 1 nenory. SUNNARY OF THE | NVENTI ON

BACKGROUND OF THE INVENTION
1. Field of the Invention
The present invention relates to memory access control
apparatuses and methods, and communication apparatuses, and,
in particular, to a memory access control apparatus and
~method, and a communication apparatus in which security of
data in a memory can easily be improved.
2.. Description of the Related Art
There has been proposed a technology (see, for example,
Japanese Unexamined Patent Application Publication
(translation of PCT international application) No. 2003-
.500786) that makes it difficult to analyze and tamper with
data stored in a memory by scrambling a logical address
whose access is requested by a processor such as a CPU
(central processing unit), and assigning, to the logical

- address, a physical address to be actually accessed in the




In recent years, techniques of intercepting and
tanpering with data have becone nore advanced.
Accordingly, in addition to the technol ogy di scl osed
“in Japanese Unexam ned Patent Application Publication
(translation of PCT international application) No.
2003-500786, it is necessary to inprove security of
data stored in the nmenory. The present invention has
been nmade in view of the above-described
menfficunstances. It is desirable to easily inprove
security of data stored in a nenory. A nenory access
control apparatus according to a first enbodi nent of
the present invention includes scranble key storing
SUMMRRYS offoITHSt aRivRETZONI Nput scranbl e key, and
scranbl i ng neans for assigning a physical address to
beInaetuahtyyaseesSedchnNi queEndrf yihoe dhephPiy 40gi cal
address by using.the stored scranble key to scranble
tamplee ingputi thogetal haaddbessmeThe reeadrgnaedessAcabrtahgly,
apparatus may further include random nunber
in gedrabinngonthrstéohngéngyatiinglasednidomiapanbee or
pseudo-random nunber as the scranble key. The random
Unepambeedg@ateati Agblhcatiay HehéigpobianGotdanségbenveot
pseudo-random nunber as the above pseudo-random
PCThambernagioppénappéiganépat elor anBBATAOADBE, oit 1is
pseudo-random nunber is equal to a gredeternined
necggrgey tRelMRREBM AGABELtYgefefatPngtAtaAsiAmyhe memory.

generate a new random nunber or pseudo-
-~ The present invention has been made in view of the

above~described circumstances. It is desirable to easily
improve security of data stored in a memory.

A memory access control apparatus according to a first
-embodiment of the present invention includes scramble key
storing means for storing an input scramble key, and
scrambling means for assigning a physical address to be
actually accessed in a memory to an input logical address by
using the stored scramble key to scramble the input logical
address.

The memory access control apparatus may further include
random number generating means for generating a random
number or pseudo-random number as the scramble key.

The random number generéting unit may generate a Gold-
sequence pseudeo-random number as the above pseudo-random

number.




random nunber. A nenory access control nethod
according to a second enbodi nent of the present
i nvention includes the steps of storing an input
scranbl e key, and assigning a physical address to be
actual ly accessed in a nenory to an input |ogica
address by using the stored scranble key to scranble
the input | ogical address. A commrunication apparatus
according to a third enbodi nent of the present
| NYRBH OReCOUNURLEBLESNLOR. Alp@RPEEabYSLABYEH8n
noncontact integrated-circuit-car uncti on. e
nunfIPTUR GRfAQN tAPRARANR e Hdes vB e LaTh e K e¥ndekOhliRBe
means for storing an input scranble key, and
gerSa-Thlg ARG MRS yf Yen@ISitdNiaNgewb¥ aUSbRd nli® st @@ seudo-
scranble key toscranble an input |ogical address, to
rardeen inmpiter .l ogi cal address, a physical address to be
actually accessed ,in a nenory for storing data read
frammehergppacataschaviral mébrodoncontachy to a second
integrated-circuit-card function. In the first
enberbodinrett - ¢het perepeesennviemzéoni ancladesi npeat steps of
scranbl e key is stored, and, by using the stored
- stogdingnbine ikpytt scgembibl dean engueskoghdal adghessdcaa
physi cal address to be actually accessed in a nenory
addressa§ei fredctyatlRy pegeesedaddr asyemory tpnaphénput
second and third enbodi ments of the present
-logilgpdnergh esan Pvn gl ngc FhfbsE Oke§ Ferambredkeyngo pgramble
the stored scranble key to scranble an input

usi n
the &&ipga 1ggdFadsaddress.

A communication apparatus according to a third
embodiment of the present invention communicates with an
apparatus having a noncontact integrated-circuit-card
function. The communication apparatus includes scramble key
storing means for storing an input scramble key, and
scrambling means for assigning, by using the stored scramble
- key to . scramble an input logical address, to the input
Jogical address, a physical address to be actually accessed
.in a memory for storing data read from the apparatus having
the noncontact integrated-circuit-card function.

In the first embodiment of the present invention, an
input scramble key is stored, and, by using the stored
scramble key to scramble an input logical address, a
physical-address to be actually accessed in a memory is

assigned to the logical address.




a physical address to be actually accessed in a nenory
is assigned to the |ogical address. According to the
first to third enbodi nents of the present invention,
‘anal yzing and tanpering with data stored in a nenory
can be made difficult. In addition, according to the
first and second enbodi nents of the present invention,
security of the data stored in the nmenory can easily
be inproved. BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1

I s18 bheck.di,agr agpsgﬁmgeabaaﬁﬂsaw b%%heﬁ%@égﬁ?g

to an enbodi nent e present 1 nvention;

invarldiQfK HrAQhRMSROW:Re 12 fk\ég_c iis0RRlo YT gl alk, 00 s9hg
the control nodule shown in Fig. 1; Fig. 3 1is a block

thediA@ran g & fdinatd onalameenfAQuI o &fida1i £8dtress,
exanpl e of the random nunmber output unit shown in
a phy@icdl Bddireds Toabéetkairh:ad1f eckedisagr am shewnbgyais
functional configuration of the random nunber out put
asstninteds t@mt hien leigd.cal?2adhirgssS 1s a flowchart
illustrating a scranble key generating process that
i shexerdtied by the feadertwr therd dmbetioments &Egthd;
Fig. 6 is a flowhart illustrating a nenory access
presemir dnvgnsdess ehatl vizd ngxeodt édmppriing méabedanri seépred
shown in Fig. 1;
+in a memory can be made difficult. In addition, according
to the first and second embodiments of the present invention,
security of the data stored in the memory can easily be

improved.

BRIEEF DESCRIPTICN QF THE DRAWINGS

Fig. 1 is a block diagram showing a reader-writer
according to an embodiment of the present invention:

Fig. 2 is a block diagram showing a functional
-configuration of the control module shown in Fig. 1;

Fig. 3 is a block diagram showing a functional
-configuration of a first example of the random number output
unit shown in Fig. 2;

Fig. 4 is a detailed block diagram showing a functional
configuration of the random number output unit shown in Fig.
2;

Fig. 5 is a flowchart illustrating a scramble key

- generating process that is executed by the reader-writer




Fig. 7 is a block diagramshow ng a functiona
configuration of a second exanple of the random nunber
out put unit shown in Fig. 2; and Fig. 8 is a flowhart
illustrating a scranble key generating process that
Is executed by the reader-witer shown in Fig. 1 when
t he random nunber output unit shown in Fig. 7 is
i ncl uded. DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
Bef ore descri bing an enbodi nent of the present

.shd Vgﬁ{léyb the correspondence between the features of

cl ai'ns and the specific elenents disclosed in an

en@qgln%n&s foigﬁcﬁéﬁﬁeﬂithYEHEHHQ bSn@h§EYSsedess
bel ow. This description is intended to assure that an

corRAdigRite s 55 WPRQ tiisN@ »he telaiRRd HenveRle@wirS ter shown
described in this specification. Thus, even if an
in eligyent; in the follow ng enbodinent is not described
as relating to a certain feature of the present
I Nn¥enti Gnist habldoksdpayraRCcersat hfyameanctibailt he
el ement does not relate to that feature of the
cordligiursit iConwer selpcoaderxiainpde elfetirt rosddesanmbed
herein as relating to a certain feature of the
outgiudi meitt Isdowdods Fi§. HBot anelcessarily nean that the
el enent does not relate to other features of the
‘cl Bitfs. 8The aefbeychieresilivntrotiagparacnsnpiorkey
exanpl e, the bus scranble unit 43 shown in Fig. 2)
gen&é@&ﬂ@@n@rp§e§ﬁetPﬁFs#S enBeditReEnbYot hehsephegenriter

|nvent|on fi.rst includes scranble
shown in Fig. 1 when the random number ocutput unit shown in

Fig. 7 is included.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describing an embodiment of the present
invention, the correspondence between the features of the
claims and the specific elements disclosed in an embodiment
of the present invention is discussed below. This
-description is intended to assure that an embodiment

supporting the claimed invention is described in this

specification. Thus, even if an element in the following
embodiment is not described as relating to a certain feature
of the present invention, that does not necessarily mean
that the element does not relate to that feature of the

claims. Conversely, even if an element is described herein

- as relating to a certain feature of the claims, that does




key storing neans (for exanple, the scranble key

storing section 51 shown in Fig. 2) for storing an

i nput scranble Kkey, and scranbling nmeans (for

exanpl e, the address bus scranble circuit 52 shown in

Fig. 2) for assigning a physical address to be

actually accessed in a nenory (for exanple, the

menory 33 shown in Fig. 2) to an input | ogical

address by using the stored scranble key to scranble
not! B celaBul 1L0gkeal Addr eas. ThRMEMALL aGEEs3.8aRL! ol

apparatus according to the I'rst enbodi nent ~of the

otHRe$ent Ji-auenti eR.segangsi ncl udes random nunber
generating neans (for exanple, the random nunber

genBE ah&ho AP 1a886¥0 EonFre1 Fplric@enerdt i &gadple, the
random nunber or pseudo-random nunber as the scranbl e

buskey:rahbeemaABEY 43C6854nCoAt el . et hadcaeaondi Bg tRet Rerst
second enbodi nent of the present invention includes

embblhiémesteps ehespeesBgtannivBputoacraprbteikeyufker scramble
exanple, step S2 shown in Fig. 5 or step S105 shown

keyi stBirgng8heaand (dssi grenglea . physscabhmhddr ksg tbobéng
actual ly accessed in a nenory to an input | ogical

- secaddne§d bhowsi ng Fhe.stor édrsetanbhe keyitputseramhbée
the input |ogical address (for exanple, step S38 or -

keyp agdisshemblingringans) (IPhecsanplfi cabtonddpparabus
(for exanple, the reader- witer 1 shown in Fig. 1)

scrapbdedragChott Aé ERPFE éRbBdPreAtl fof eheignéseng
i nventiQn conmuni cates with an apparatus (for

- Phyglgapl 8A9FRBS| EOcHRIAOTEROIW RACEPEED 1) havirAgoRY (for

noncont act . . .
example, %ﬁe memory 33 shown in Fig. 2) to an input logical

address by using the stored scramble key to scramble the
input logical address.

The memory access control apparatus according to the
first embodiment of the present invention second includes
random number generating means (for example, the random
number generator 101 shown in Fig. 3) for generating a
random number or pseudo-random number as the scramble key.

The memory access control method according to the
second embodiment of the present invention includes the
steps of storing an input. scramble key (for example, step S2
shown in Fig. 5 or step S105 shown in Fig. 8), and assigning
a physical address to be actually accessed in a memory to an
input logical address by using the stored scramble key to

scramble the input logical address (for example, step S38 or




integrated-circuit-card function. The conmuni cation
apparatus according to the third enbodi nent of the
present invention includes scranble. key storing
nmeans (for exanple, the scranble key storing section
51 shown in Fig. 2) for storing an input scranble
key, and scranbling neans (for exanple, the address
bus scranble circuit 52 shown in Fig. 2) for
assigning, by using the stored scranble key to

54 BCcdiail el@r?i@pu@ | ogi cal address, to the input
| ogi cal address, a physi cal address to be actually

aCQEﬁﬁQ@mmmdicdﬁﬂ&H¥qkﬁ@%t%éagﬁb% e&%%pﬁ%”oﬁﬁe3§eader—
shown in Fig. 2) for storing data read fromthe

wrapparatasoavimgFide nontaidliing to the third embodiment
integrated-circuit-card function. An enbodi nent of the

of pirtes gnte darvie nitrivean i iSord esaimieicha teed aw tM tdh rfenes (for
to the acconpanying drawings. Fig. 1 is a block
exaliralgy ,amtshod nopal readeranwit Figl Igcdoandimg £ martontact
enbodi nent of the present invention. The
intrepohdredmd itzaru it -axpont diung ttient.he Treb adimmenti daiclades
an antenna 11, an RF (radio frequency) drive
ap%%ﬂ?é%qsata@%d% ta tdenttiglrdrsmics i@ ntTed Redpingsent
substrate erforns electronagnet|c- 7 induction

SR GRECRR tlyl ISHRAH NikEY HYOHETG Meegicat €@r example,

2 of tact type b
.theggqg%@{ﬁ G B BRSO A d difendd £7

Sto&d&tgpg&freq nSr;y& of th e&a}r%}ergl'é&ed hy t he g’;sdr('f\é?:
”E&%ﬁé% CMRdu S s
exé%ﬂ %ntl ézgg%¥é§§:%usa%%f%mble circuit 52 -shown in Fig.
2) for assigning, by using the stored scramble key to
scramble an input logical address, to the input logical
address, a physical address to be actually accessed in a
memery (for example, the memory 33 shown in Fig. 2) for
~storing data read from the apparatus having the noncontact
.integrated-circuit-card function.

An embodiment of the présent invention is described
below with reference to the accompanying drawings.

Fig. 1 is a block diagram showing a reader-writer 1
according to an embodiment of the present invention. The
reader-writer 1 according to the embodiment includes an
antenna 11, an RF (radio frequency) drive substrate 12, and
a control module 13.

The RF drive substrate 12 performs electromagnetic-




13.56 MHz (negahertz), or the |like, may be used. The
proxi mty conmuni cati on represents conmmrunication in
whi ch two apparatuses can comunicate with each ot her
when the distance between both apparatuses is within
several tens of centinmeters. The proximty
comruni cation includes a type of comunication
performed such that (housings of) two apparatuses
touch each other. The control nodul e 13 executes a
indU QRSP d:x 8l ZidighurA SRHL G, U NG ¢ (Iigft%?grr%t?e'd
The control nodule 13 wites an&'rea s data for use
cidduitie SHViLeOn the ddaeaid 2 dhnaugh the antenna 11
and the RF drive substrate 12, if necessdry. In
hawiddj td Gindihe GefiiRlcyRdW enl Jmrexaqut e ppreeesses
for types of services in parallel. Specifically, the
frapedery Wi tidfe kaalrdre caRPIGVitHRe RIpldfidld et rate 12,
services using the IC card 2 of the noncontact type,
forsectangst e eleectIrONi (@ nosey is4r \Acdes)t ifriepaedicarnd band of
services, and ticket card services for various types
13.4f6 tMHnsprorgediamirz.) Fiog. t2ed dikehl oely deagrsam.shdhieng a
functional configuration of the control nodule 13
Prosigwt v woRimpnitatiiea repmesesn trodwinaund cendlondés arhCRy
31, a nenory access 8 controller 32, a nenory 33, and
WOy arRsata tISeEuUiCR 3 £OMPHA L CRgfp M thic easd esherohen Zhe
. includes a scranbl e-key-change _commanding unit 41, a
distaRFSmARsen SPtpuPPRRIretasesadd #1thds Sevarbile tamt of
43. The bus scranble uynit 43 includes a6 scranble key
CenddBIiYTS Ssectli'6n PEP*aMd tin CRAAMILS At dP&FEs @ type of

-communication performed such that (housings of) two
apparatuses touch each other.

The control module 13 executes a process for realizing
a service using the IC card 2. The control module 13 writes
and reads data for use in the service on the IC card 2
through the antenna 11 and the RF drive substrate 12, if
necessary. In addition, the control module 13 can execute
processes for types of services in parallel. Specifically,
the reader-writer 1 alone can provide a plurality of
services using the IC card 2 of the noncontact type, such as
electronic money services, prepaid card services, and ticket
card services for various types of transportation.

Fig. 2 is a block diagram showing a functional
configuration of the control module 13 shown in Fig. 1. The

control module 13 includes a CPU 31, a memory access




circuit 52. The scranble key storing section 51

i ncludes a scranble key buffer 61 and an interna
menory 62. The CPU 31 and the address bus scranbl e
circuit 52 are interconnected by an address bus 35
having a bus wdth of n bits. The address bus
scranble circuit 52 and the nenory 33 are

i nterconnected by an address bus 36 having an n-bit
bus w dth equal to that of the address bus 35. The

co féfﬂef”ﬁt,té“%éHHFleﬁgﬁﬁgfE#F%Eﬁﬁpqgﬁ%kﬁi by, a gafa

bus 37 having a bus w dt Its. By executing a

mend8fel@diNedRanam Ihe fRURL L£Xe0We3 dN&yv-change

process for realizing the service using the IC “card
cordnardi rafldiditon1,t he 1GR3l GRAbAXRUERIPRRAAN®, and a
corresponding to the services in parallel. In other

busMy dissmb therirGRU 431 cameexagit pheaesses tf as dncludes a
plurality of services in parallel. The CPU 31 wites

scramb reedasy cetcar i@y swse didn &dc lands ey iaciel red st e smeraynble
33. Wien the CPU 31 wites the data in the nenory 383,

cincel tCRZ .31 Tses criagbdddrkess Siug i35 tsectswpplsyl timeludes a
address bus scranble circuit 52 with a | ogica

scragirles doyi pvdiferndtl sawh eening egnadgimealoraddiZess 9
.representing a |ogical data-witing |ocation, and
us@getﬁgU dat angushsradgrsappbyst Rerashbeycd8cuithba are

. wite signal  which includes wite data and which

lntleéiﬁoé’é’&?%?dabdata@ RdEe ssc bfard. PARERSt e Pepuwigth of n

. reads . the data fromthe nenory 33, . the CPU 31 uses
bititre Sde 6cSigas SO SCSEPPIY i <Hddr ess apds the memory 33

are interconnected by an address bus 36 having an n-bit bus
- width equal to that of the address bus 35. The CPU 31 and
the memory 33 are interconnected by a data bus 37 having a
bus width of m bits.

By executing a predetermined program, the CPU 31
.executes the process for realizing the service using the IC
card 2. - In addition, the CPU 31 can execute programs

corresponding to the services in parallel. In other words,

the CPU 31 can execute processes for a plurality of services
in parallel.

The CPU 31 writes and reads data for use in each
service in the memory 33. When the CPU 31 writes the data
in the memory 33, the CPU 31 uses the address bus 35 to
supply the address bus scramble circuit 52 with a logical

address signal that represents a logical address




scranble circuit 52 with a | ogical address signal that
represents a | ogical address representing a | ogica
data- reading |ocation, and uses the data bus 37 to
supply the nenory 33 with a read signal representing
a data read command. The nenory access controller 32
controls accessing of the nenory 33 by the CPU 31.
Anmong conponents included in the nenory access
control l er 32, the scranbl e-key-change commandi ng unit

- repdijesérﬂ:cilrféd%s’ngqrcaqXQﬂH:gae—’wﬂr‘%g]lﬁtg[ Q.%C%'?:qo% S\gintcp?'seelsn the

the case ~ of changing a scra key storéd in

datSE AP kY s iy NS ety BB Wi examhe sagtﬁ%qr

uses the scranbl'e- key-changé commanding unit 41 to

whildHWUln AL R AR &K tehange wHeHTBRe MR & RE data write
scranbl e- key- change commandi ng unit 41 supplies the

corm@iEnM PR e HRUIGRE UNideAQ W datsl ¢ the memory 33,
representing the scranbl e- key-change command, the

the @ROM1 usdze rthautbpldtrass bud? 3gener atige 1y the address bus
pseudo-random nunber forned by an n-bit string, and

screptpy $itdueiigerier atiedh ps dwdd-carlarddmessrizenad ahat
scranbl e key to the scranble key buffer - 10 61. The

repngs esdsadbllegimiatl 481dersfsorep rpsenéssiong flogical data-
converting a | ogical address represented by the

readdgidc diocaid@ies §nsupisicised her emteh&®usPd73t o pppdy the

physi cal address to be actually accessed in the
.menwgﬁbﬁg with a read signal representing a data read

command .

The memory access controller 32 controls accessing of
the memory 33 by the CPU 31.

Among components included in the memory access
controller 32, the scramble-key-change commanding unit 41
includes, for example, a button and a switch. In the case
of changing a scramble key stored in the scramble key
storing section 51, for example, a user uses the scramble-
key-change commanding unit 41 to input a scramble-key-change
command.

When the scramble-key-change commanding unit 41
supplies the random number output unit 42 with a signal
representing the scramble—key—change command, the random
number output unit 42 generates a pseudo-random number
formed by an n-bit string, and outputs the generated pseudo-

random number as a scramble key to the scramble key buffer

- 10 -




Anong conponents included in the bus scranmble unit 43,
"t he pseudo-random nunber supplied fromthe random
nunber output unit 42 is stored as a scranble key in
the scranble key storing section 51. Specifically,
the scranble key buffer 61 in the scranble key
storing section 51 stores, as the scranble key, the
pseudo-random nunber supplied fromthe random nunber
output unit 42. In addition, the scranble key buffer
1 61 al so supplies and stores the scranble key in the
Internal nenory 62. The internal nenory 62 is forned
by 1éhe MRV Al TRIBLY 43UeR 135 rahisl LasheTRIBLY £tk a
RAM (random access nenory) backed up by a baftery or
corertike. a Thegiddt efdttle S MIPL G2 QY IHWQUS VL oHiQl8S
the scranble key, even if a power supply of the
added s duppid® fidon ScHeN @V GAF irdate pHysiaddi ddditess to
when the power supply of the control nodule 13 is
be tartnedl Ion daarmddit IGFEIst ateortyhedscranbl e key buffer
61 reads and stores the scranble key stored in the
i nfeongl coppongnga. ibpiudedeadi ngeobutshecsembibl enkey 43,
from the internal nenory 62 is conpleted after the
thep v dnupindonp fnuriie rc emprdli et diam 1 srangiame chuptre r
the scranble key buffer 61 supplies a reset command
outfiygnainitto 4hd 5 ederred BP aciscab 134 keBy lnsithg tsisgamble
. scranble key stored in the scranble key buffer 61 to
ke s ST 137G odi- addrsdd icspriesertied sgpambde key

il L AT SR ML L T R, o
‘thémgggg% fé“ﬁ%f% the pseudo-random number supplied‘from the
random number output unit 42. In addition, the scramble key
- buffer 61 also supplies and stores the scramble key in the
internal memory 62. The internal memory 62 is formed by a
nonvolatile memory such as a flash memory or a RAM (random
access memory) backed up by a battery or the 1like. The
internal memory 62 continuously stores the scramble key,

even 1f a power supply of the control module 13 is in an OFF"
state. 1In addition, when the power supply of the control
module 13 is turned on from the OFF state, the scramble key

. buffer 61 reads and stores the scramble key stored in the
internal memory 62. Until reading of the scramble key from
~the internal memory 62 is completed after the power supply

of the control module 13 is turned on, the scramble key

buffer 61 supplies a reset command signal to the reset

- 11 -




physi cal address to be actually accessed in the nenory
33. In other words, by scranbling an input |ogica
address, the address bus scranble circuit 52 assigns
a physical address to the |ogical address. The
address bus scranble circuit 52 supplies the nenory
33 wth a physical address signal .representing the
physi cal address obtained by the conversion. The
menory 33 is forned by, for exanple, one of
cifQnmolatile menories such as a flash nmenory, an EEPROM
(electrically erasable and progranmabl e read only

MeER Yiking@RhEDR-EhAbd dikel dibyel 1aNtNEBAMEramble key
(magnet or ési stive random access nenDry), an FeRAM

buf{feat raeltectddamtarRdaMAARESa IMTRINss 3B EIMY by the
(ovonic unified nenory). en being supplied with a

logirddle ssidyrals foiematineuegpld izl firken MDY 331 , WidHeeSiddress
data included in the wite signal at a physica
-busaddress lien diteutemsry 3R wshiteh the repriesantedirdeys s Heito a
physi cal address signal supplied fromthe address bus
physdrcaniblagldgieseuitic B2, alatuaddivt iaame swieeh ibeithg swpplriveds.
with a read signal fromthe CPU 31, the nmenory 33
- In cdddy datralsat by SghﬁsbdaMQa@@ré@@uwnlDUQCHénaﬂwr@gs, the
which is represented by the physical address signa
add§@§§|p@@ BreRmble sddcedd Bds arziogser anbheséiceduieddBess
supplles the read data to the CPU 31 through the
to. &Q@a lpgd cat. adfires st he Thes éddgemvakdSsisghambile sdirgyit 52
ﬂ plied from the _scranble key buffer 61 to the reset
SUPPIAETi P84 MSFREY Pds ¥t Lo Ao BN S48 S AP AFFEes 10RE |

f th
.rep%%%%%tgngtt%e SﬂySLCQi address obtained by the conversion.

The memory 33 is formed by, for example, one of

-nonvolatile memories such as a flash memory, an EEPROM
(electrically erasable and programmable read only memory),
an HDD {(hard disk drive), an MRAM {(magnetoresistive random
access memory), an FeRAM (ferroelectric random access
memory), and an OUM (ovonic unified memory). When being
supplied with a write signal from the CPU 31, the memory 33
.writes data included in the write signal at a physical
address in the memory 33 which is represented by the

physical address signal supplied from the address bus

© . scramble circuit 52. In addition, when being supplied with

.a read signal from the CPU 31, the memory 33 reads data at a
physical address in the memory 33 which is represented by

the physical address signal supplied from the address bus
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supplying a reset signal to the CPU 31. Fig. 3 is a

bl ock di agram showi ng a functional configuration of a

first exanple of the random nunber output wunit 42.

The random nunber output unit 42 includes a random

“nunber generator 101 and a switch 102. The random

nunber generator 101 includes an LFSR (Ili near

f eedback shift register) random nunber output unit

111 including a shift register having L1 bits, an LFSR

254 Fpsalcte ' .2 4 nel.udi i ft
scrAHHAYNIN t, G4t pyl &@u%pé#%sanﬁgx%s%?ie%a%@ o t&%) CPU

regi ster having L2 bits, usi ve

31 AHreHidh (3 g SR a7andom nunber output units il
and 1I2 are .based on the known LFSR principle in

whwamlantﬁéck@gevecohﬁshgagigﬂanhﬁg!Bgiﬁgvghgﬁlied from
represented by predetermned bits in a Shift register
thd Sdrapit] caked frgdacklvaluehko reket shidduireqisst ehe
The random nunber generator 101 generates a
res@d d-iseguencd rarddmlinueizerhby stisiteg otthe heXORUCI3NC Wiyt
113 to obtain, for each bit, an exclusive |ogical sum
supgfl iiwg adirkfertesti gledequente gPEudd-~r andom nunber s
generated by the LFSR random generating units 111 and
11P1gThé hanbebloftk GESRramndbowimgbar foncpiudnahits
i ncluded in the random 13 nunber generator 101 is not
- confiigiredierd oloa Bifsiapxbarikr e toe gragdoar nuphen aptput
gdnput signal representing a scranbl e-key-change
unl&oﬁ%andT%@ FaBerTedUPeM PHEPEES aﬁﬁlteﬂréeyn@ﬁa%@é a random

H&%nnandin% uni.t 41, the switch 102 is turned on,
nu grgsyeg Eoﬁiﬁoétﬁpﬁga switch 10Z2.

The random number generator 101 includes an LFSR
(linear feedback shift register) random number output unit
.111 including a shift register having L1 bits, an LFSR
random number output unit 112 including a shift register
having L2 bits, and an EXOR {exclusive OR) circuit 113.

The LFSR random number output units 111 and 112 are
‘based on the known LFSR principle in which an exclﬁsive
logical sum having a value represented by predetermined bits
in a shift register is input as a feedback value to the
- shift register. The random number generator 101 generates a
. .Gold-sequence random number by using the EXOR circuit 113 to
obtain, for each bit, an exclusive.logical sum of two
different M—sequence pseudo-random numbers generated by the
LFSR random generating units 111 and 112. The number of

LFSR random number output units included in the random
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representing the Gol d-sequence random nunber gener at ed

by the random nunber generator 101 is output to the

scranble key buffer 61 through the switch 102. Fig. 4

is a detail ed bl ock di agram show ng a functi onal

configuration of the bus scranble unit 43. The

scranbl e key buffer 61 includes a serial-input and

paral | el -out put shift register having n bits. In the

scranbl e key buffer 61, the pseudo-random nunber

l - ri, ' . f t an r

nuB A EE R oS T R R e Y R e chree
or afdrass- bus scranble circuit 52 converts a | ogica

address into an n-bit physical address having bits SAl

t OWhSAN abY 1wy sEXER] Crbprbbantdhylat @ctahbilel Rey-change

obtain an exclusive |ogical sum bétween each bit" of
contnfigrdn-i trdgivel fraddress seHzalbkasRith MNgd @ohadd ng

which is represented by the |ogical address signal
-unisupgl,i ethd raamidie 10RU i3] tilthedglon,t héeaddesheb s t35tring-

and each bit of an n-bit scranble key which has bits
repkE steo tdm cartcheMticdil-iss ostemroed riamddre nsotenblgendeey ed by

buffer 61. The address bus scranmble circuit 52
thes ygpldoss nuripe maeorey a3® rwWiltll & splopgicedl tad dhes s csiagbdle

representing 14 the physical address obtained by the
kevebmfdiesi 6. thmoveds $iheg sy tiche Li0@ader -writer 1 is

described below with reference to Figs. 5 and 6. .

Fi F38: 4 d&ranBrbakégdgeherkt fhgiprBcebsvwingcat Ednpgyional

the reader-witer 1 is described below with reference
coqﬁiqqﬁgtlon of the bus scramble unit 43.

The scramble key buffer 61 includes a serial-input and
parallel-output shift register having n bits. In the
. scramble key buffer 61, the pseudo-random number supplied as
a serial signal from the random number output unit 42 is
stored as a scramble key.

.The address bus scramble circuit 52 converts é logical
-address into an n-bit physical address having bits SAl to
SAn by using EXOR circuits 151-1 to 151-n to obtain an
exclusive logical sum between each bit of the n-bit logical
address which has bits Al to An and which is represented by
~the logical address signal supplied from the CPU 31 through
the address bus 35, and each bit of an n-bit scramble key
which has bits K1 to Kn and which is stored in the scramble
key buffer 61. The address bus scramble circuit 52 supplies

the memory 33 with a physical address signal representing .
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flowchart shown in Fig. 5. The scranble key generating
process is started, for exanple, in a case in which,
when a power supply of the reader-witer 1 is on, the
user uses the scranbl e-key-change commandi ng unit 41
to input a scranble- key-change command to change the
scranble key. In step Si, the random nunber out put
unit 42 outputs a pseudo-random nunber. Specifically,
t he scranbl e-key-change commanding unit 41 turns on

thd M yaWidoh 102 Ly surplkviRg 1 l%él_ei\e@;tn% 192w th a

signal representing the scra - change command.

The tardammpuBhetngePeRaLOLy e rCONE ENYONSE Yhed below
gener ates pSeudo-random nunbers while the power

witSupRiner@ihdde g eader.- wigher 61 i s being on. Turning on

of the switch 102 initiates output of the

pseudet; andearaupber kefr gehthetiagdprvoysbesxgeneeat oy

101 to the scranble key buffer 61 through the switch
thel G2addrenrtite rpdeddodearaddive dnvellew ws tbutrptlitreacento the

bits fromthe random nunber generator 101, the switch
 flo@dars tstnomed iof £igl.nSst efh82 scirhebes kegr gerbkeatnng

43 sets the scranble key. After that, the scranble
Proe@ys sgasesarintgdpr dogs sxafippieshés. aSpeesef Lvalkhychi nwhea a

scranbl e key buffer 61, the - 15 pseudo-random
PowRFmseRP 1o Phe d By rgadarbivr iseri Agign@nsuppki Bgerf pefs the

t he random nunber output unit 42, is stored as a
'SCr§@@éﬁ5ﬁ@YRéPaPﬁeaﬁomﬂﬁéﬂﬁﬁﬂ H8gitstér FOTRBPYEEr AnBr&ameye-

buffer 61 supplies and stores the scranble key in the
ke erdal Cﬁ’EWﬁ‘F‘f} 62. CPANGENEPSWSFESMPLRe KE¥r anbl e key

ISIn step S1, the random number output unit 42 outputs a
pseudo-random number. Specifically, the scramble-key-change
commanding unit 41 turns on the switch 102 by supplying the
switch 102 with a signal representing the scramble-key-
change command. The random number generator 101
continuously generates pseudo-random numbers while the power
supply of the reader-writer 1 is being on. Turning on of
the switch 102 initiates output of the pseudo-random number
- from the random number generator 101 to the scramble key
buffer 61 through the switch 102. When the pseudo-random
‘number 1is output for n bits from the random number generator:
101, the switch 102 is turned off.

In step S2, the bus scramble unit 43 sets the scramble
key. After that, the scramble key generating process

finishes. Specifically, in.the scramble key buffer 61, the
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backed up by the internal nmenory 62. This nakes it
possible to set, for each control nodule 13 when the
nunber of reader-witers 1 is plural, a scranble key

whi ch has a different val ue and whose prediction is
difficult. The scranbl e key generating process is
perfornmed, for exanple, before the reader-witer 1 is
shipped froma factory. Next, a menory access contro
process that is executed by the reader-witer 1 is

psARRELINROD AWM ! TEEE] HFQ O ifte o Nl i1 eq

In Fig. 6. e merory acce control ~ process 1s

fréit AHehardm eXAIRL oSt thE PAwer 1SURRIN-Qf o e

reader-writer 1 is turned on. In step S31, the power

scrily Qfy tihe JreadfieWdll 8legh dter t UmRRd 00 Ald & hey
power supply of the control nodule 13 is turned on,

bufther ey suppSearhle deyrufdher Gkampill &8s in the

supplying a reset command signal to the reset circuit
int¥ndIn neierySE2,. t e resetr Gidreld,t t3é seseh® ltth&asoPUs
31 by initiating supplying the reset signal to the
- badBRld 3p bihithe iimitteiralalzesntchey $ate of the CPU 31. In
step S33, the scramble key buffer 61 reads the 16
-scFanbl makey stopedsihlehéoi aeey ndbrmeavhycé@trFhemodule
scrambl e key buffer 61 stores the read scranble key
13 jwilephdhien alr ofegiesider.-wird terep 1534, pilhgader antslogamble
key buffer 61 stops supplying the reset command
keysiwé]ﬁé’lh & st Re diéderegitr ¢giliie3gnd whose prediction is
difficult. The scramble key generating process is performed,
for example, before the reader-writer 1 is shipped from a
factory.

Next, a memory access control process that is executed
by the reader-writer 1 is described below with reference to
-the flowchart shown in Fig. 6. The memory access control
'process is started, for example, when the power supply of
- the reader-writer 1 is turned on.

In step S31, the power supply of the reader-writer 1 is
turned on and the power supply of the control module 13 is
turned on, whereby the scramble key buffer 61 initiates
supplying a reset command signal to the reset circuit 34.

In step S32, the reset circuit 34 resets the CPU 31 by
- initiating supplying the reset signal to the CPU 31. This
initializes the state of the CPU 31.

In step 533, the scramble key buffer 61 reads the
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Accordingly, the reset circuit 34 stops supplying the
reset signal to the CPU 31, and the CPU 31 initiates
program execution. In step 535, the CPU 31 determ nes
whether to wite data. If, in the program being
executed, data witing is not performed in the next
step, the CPU 31 determnes not to wite the data,
and the process proceeds to step S36. In step 536, the
CPU 31 determ nes whether to read dat a. in the

scfHﬁHﬂé“ﬁé&”éEbf@ﬁetﬁf%heckﬂféf ding,d 'E% ‘%Hg(gqygﬁble

In the next step, e CPU 31 determnes not to rea

key MAutada, gk dhes RRcess d s 10 183 EP P 3de éfﬁt%'rnal

that, until the CPU 31 determines to wite the data
regjbﬁﬁﬁip S35 or determnes to read the data in step

536, steps S35 and S36 are repeatedly executed. If,

i nIhhetppogram heengcexapitedeyt be réat-a owr istopg ls&pplylng

performed in the next step, in step 535, the CPU 31
 thadeteayatl mesatzondvrd tgndlhe datka, ravecki kel fanQcess: .proceeds

to step 537. In step S37, the CPU 31 commands writing
-Acadmslidatly,, tSpeciddctaldiy,cutite 3@PW b usepptlhd naddihes seset

bus 35 to supply 17 the address bus scranble circuit
siggmlnitich thd égiltall addreddie SIEFnAL titmdtt iradsrse pemios-as

| ogi cal address representing a |ogical data-witing
exq Ton. In addition, the CPU 31 uses the data bus

37_to supplg the menory 33 with a wite signal which
i néPudésPwPre BQ?aCBHd39\hfi@heF@ﬁarl@§ewt1§taeaa\.ta WEite

data. 1If, in the program being executed, data writing is
not performed in the next step, the CPU 31 determines not to -
write the data, and the process proceeds to step S36.

In step 536, the CPU 31 determines whether to read data.
If, in the program being executed, data reading is not
performed in the next step, the CPU 31 determines not to
.read the data, and the process returns to step S35.

After that, until the CPU 31 determines to write the
data in step.SBS or determines to read the data in step S36,
steps 535 and 536 are repeatedly executed.

If, in the program being executed, the data writing is
performed in the next step, in step S35, the CPU 31 |
determines to write the data, and the process proceeds to
step S37.

In step S37, the CPU 31 commands writing the data.

Specifically, the CPU 31-uses the address bus 35 to supply

- 17 -




command. In step S38, the address bus scranble circuit
52 converts the logical address into the physica
address. Specifically, the address bus scranble
circuit 52 converts the logical address into a

physi cal address by obtai ning an exclusive |ogica
sum between each bit of the | ogical address
represented by the |ogical address signal and each

bit of the scranble key stored in the scranble key

: thé’ﬁ%&@fe@% bu@néjc rg)ld %J hcgz%é)g,h aciq) r ess-gb ress

ress pus scra e clrcult uses

81éﬁ%f‘%H%H”%ébfégénﬂgﬂgiybéﬁ?éwt%ﬁ&%giﬁ{gg?fﬁ?enﬂqq{ §§

signal representing the TPphysic tai ne

1od 116 CoES S0 i 19@R 1230,  the Latia ilch WiHd @by '31 uses
the nmenory 33. pecifically, the memory 33 writes the

thdladacd neddided dd dupp1 yWHHee nedn@d) 3URRIHIE G fr@Pd RE gnal
CPU 31 at a physical address in the nmenory 33 which J

which riapriasi edine tdae Pphysl eali Addrgsessirdwala dHYaS write
actually wites the data in the nenory 33 so as to be
comdrotat ed at random even if the nenory 33 is
commanded by the CPU 31 to wite the data at
codsecteipv&38|, ogheabhddddsesbes. sthamplet ciscdiff b2ul t
to analyze and 18 tanper with the content of the data
comstegited tie tlvw imedpepd@®ss Afitter thisatohvsieadr ecegsss.
returns to step S35, and step S35 and the subsequent
Spestidisadrly e dtdeuredress, bus tsife apid Gy rhriseiing Séx somvedt s

the data reading i s perfornmed in the next step, .in
h%ﬂ%ﬂ?%?ﬁ% adregpyigfo a physical address by obtaining an

exclusive logical sum between each bit of the logical

address represented by the logical address signal and each
bit of the scramble key stored in the scramble key buffer 61,
and scrambling the logical address. The address bus

scramble circuit 52 uses the address bus 36 to supply the
-memory 33 with the physical address signal representing the
physical -address obtained by the conversion.

In step S39, the data is written in the memory 33.
.Specifically, the memory 33 writes the data included in the
write signal supplied from the CPU 31 at a physical.address
in the memory 33 which is represented by the physical
address signal. This actually writes the data in the memory
33 so as to be allcocated at random, even if the memory 33 is
commanded by the CPU 31 to write the data at consecutive

logical addresses. Thus, it is difficult to analyze and
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determines to read the data, and the process proceeds
to step S40. .In step $S40, the CPU 31 commands
readi ng data. Specifically, the CPU 31 uses the
address bus 35 to supply the address bus scranble.
circuit 52 with a | ogical address signal representing
a logical address representing a |logical data-reading
| ocation. In addition, the CPU 31 uses the data bus
37 to supply the nmenory 33 with the read signa
ti r [ DM a
tar Bl GARn! che %2?_1?:%?1"’]&6%?‘:1 e ARG, BaMEALRE eS¢l 3.

In step ogl cal a IS converte

i nherarphyatcat haddressssapde@rRRYSLC dggess
signalrrepresenting thesghy§F05I addréggﬁo%?glngﬁdbitep

s34 Reid GORYeBseRiuleh tS WRRIHsed e @Relhe caddr ess bus
scranble circuit 52 to the nenory 33 through the

addEessnbyBe3frolPaft BRiD42exbbELABIOENe 38at8AHSa Ry is
data. Specifically, the nenory 33 reads the data

- perdiconed dh the nepkysistalp,addr esepr epresentedpy 3tthe
physi cal address signal, and uses the data bus 37 to
- detsupplngst e read dakadbaat henGPthe3proAkter prhakgdshéo
process returns to step S35, and step - 19 S35 and
steph&4dubsequent steps are executed. As described above,
a different scranble key for each control nodule 13
whéh sherndfbertlbe FBAdER- wpimands 1readipy udatacan
easily _be set. Even_ if a scranble key set for one
Spegdhirol lirodGhe £BUi Slanaryzéhe pedrssdi PrEcdPt teosupply
the address bus scramble circuit 52 with a logical address
signal representing a logical address representing a logical
data-reading location. In addition, the CPU 31 uses the
data bus 37 to supply the memory 33 with the read signal
representing a data reading command.

Similarly tec step S$38, in step S41, the logical address
is converted into a physical address, and a physical address
'signal representing the physical address obtained by the
conversion 1s supplied from the address bus scramble circuit
52 to the memory 33 through the address bus 36.

In step S42, the memory 33 reads the data.

Specifically, the memory 33 reads the data stored at the
rhysical address represented by the physical address signal,
and uses the data bus 37 to supply the read data toc the CPU
31.

After that, the process returns to step 535, and step
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the scranble key to analyze and tanper with the data
stored in the nenory 33 of a different control nodul e
13. Therefore, danage based on distribution of and
tanpering wth data can be minimzed. In addition,
regardi ng a nethod for generating the pseudo-random
nunmber and a nethod for scranbling the address, the
related art may be used w thout being nodified, and it
IS necessary to provide a new conplex circuit.

5390501 409l b B Wlef LN USET s necessary

except for inpuiting a “scranbl e-key-change conmand.
Thag, deeewile ebodal aastaredreh? LheamBIR %e33 r6@Neach
easily be inproved. Next, a second exanple of "the
coftandoMawimers pulius Y thuntbed ©desdddred; balow w tih
reference to Figs. 7 and 8. Fig. 7 is a block diagram
- plishdWiden addinct inalet .corfvaguriat ioncfarthe segongdt for
exanpl e of the random nunber output unit 42. The
ong andomaiumsetu leutliuti sunirta 42 eghovnt i dRiIffichlthadcudes
t he random nunber generator 101, a bit string checker
theEcranehd tkely 202 ara Iivarsd @mah isvere i1 egitdt ehe 283 a stored
. formed by a shift register having n bits, and a switch
in Jdwe memcEiygy.337 ofper didifersovtr eppdrdilngade lithdse shown
in 20 Fig. 3 are denoted by identical reference
Therafors s dagirge peradomd Hatt rdbatiiganoifcand fampering
. processing are not described since their descriptions
w“ﬁ"r &G &AMt PEn LIRS 2614 string checker 201 acquires a

si gnal tha represents the scranbl e-key-change
Cogﬂaﬁad%F%ﬂpth egarggng a method for ggneratgng the

pseudo-random number and a method for scrambling the address,

the related art may be used without being modified, and it
is necessary to provide a new complex circuit. Accordingly,
no effort of the user is necessary except for inputting a
scramble-key-change command. Thus, security of data stored
~in the memory 33 can easily be improved.

| Next, a second example of the random number output unit
42 1is described below with reference to Figs. 7 and 8.

Fig. 7 is a block diagram showing a functional

- configuration of the second example of the random number

output unit 42. The random number output unit 42 shown in

‘Fig. 7 includes the random number generator 101, a bit
string checker 201, a switch 202, a random number register
203 formed by a shift register having n bits, and a switch

204. 1In Fig. 7, portions corresponding to those shown in
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scranbl e- key-change commandi ng unit 41. Wen the
scranbl e- key-change conmandi ng unit 41 supplies the
bit string checker 201 with the scranbl e key command,
the bit string checker 201 turns on the switch 202.
Accordingly, the bit string that represents the

ol d- sequence pseudo-random nunber generated by the
random nunber generator 101 is supplied fromthe
random nunber generator 101 and is stored in the

; |, St; t;h ] 02. .|
T o, TRe b LG e heekar T Chatre “anetnar
poittioRs audn: randomduiniern stEred,ddy e randomnuden i peq

register 203 is equal to a predeterm ned val ue whose

siniEe Bfeid REAMNE JRY dre HRRibidRMhs I the
pseudo-random nunber stored in the random nunber

regihst ®nt2@3 risigeguakkke bhe apredeter ai Bedn¥al UBat
whose use as the scranble key is prohibited, the bit
repstad ey £ dok erc b taHkasy -ath drite Swnrieihd 2020t @ heut put
t he pseudo-random nunber, which has a predeterm ned
scramiber- kafy wiltagdf raemmanel imgndomindritber Whgenehat errbk@ble-
to the random nunber register 203, whereby the value
ke yofchang p smupdenddmdgo mnddniddr ssipgrldes hehditasdoing
nunber register 203 is changed. |If the pseudo-random
cheqilieger2 21 widthortde iserahd Leakgamasmmserd  r égiesbdit 203 ing
not equal to the predeterm ned val ue whose use as the
Ch%ceﬁeérr%%l K\ 1iss opthigi Fvidgh 20 -bi PeSOridigIdeckbe bit
201 turns on the switch 204. This all ows the
ST3E, A TaFERRSTEbEr thfoPRed B RIFECR- PSicHer FRRGP™

tored in the random nunber register 203 to b
number generated by %%e random n&%ber generator %01 is

.supplied from the random number generator 101 and is stored
in the random number register 203 through the switch 202.
In addition, the bit string checker 201 checks whether
the pseudo-random number stored in the random number
register 203 is equal to a predetermined value whose use as
a scramble key is prohibited. If the pseudo-random number
stored in the random number register 203 is equal to the
predetermined value whose use as the scramble key is
-prohibited, the bit string checker 201 turns on the switch
202 to output the pseudo-random number, which has a
predetermined number of bits, from the random number
generator 101 to the random number register 203, whereby the
value of the pseudo-random number stored in the random

number register 203 is changed. If the pseudo-random number -

- 27 -




output to the scranble key buffer 61 through the
swtch 204. 1In other words, if the pseudo-random
nunber generated by the random nunber generator 101
is equal to a predeterm ned value whose use as the
scranble key is prohibited, the bit string checker
201 controls the random nunber generator 101 so that
t he random nunber generator 101 generates a new
pseudo-random nunber and outputs the generated

st&?@d‘dl% r@f@%nm%mbéw xfél;&;ldétfé‘rerﬁ3f o& \{%J tLj]i to the

whose use as the scranb ey Is proh

predfd il ke DS ehfl Jextss %kl%crs@itélnﬁ)lléekey is

generating process that is executed by the

prdteadesedy ides bk REtraag hede soramherken the switch
generating process shown in Fig. 5 when the

204 ead@ri-ama e sl t HeN @lsede® -trhae: doa Mo Eh raiddP Wy the n-
unit 42 shown in Fig. 7 is described below wth

bitr eftarienge st richle il aweharan giowurbe rFixggisGerTR®3 te be
scranbl e key generating process shown in Fig. 8 is

outgtudr tted ,tHeors caaanipdlee keiyn kan fd@se 61n tivrioclyh When stiiech 204.
power supply of the reader-witer 1 is on, the user

In w$den herdser dfbltéck ppesidange ncdomuandiony generéteroby the
i nput the scranbl e-key-change command. In step S101,

rande® PaieH FemsEr tedt pOE Ui ezl o2z pgeﬁiertstre@n@d
pseudo-random nunber. Specifically, th

valyer HRSE- KeP- eRakGe @&m%&#&.enéceumle @Ioél&ﬁﬂ[tleé*s fhe bit

hi t trin ecker 201 Wi th a signal that represents
stringe Fimle% %B}} Eﬁ’éilﬁﬁg Sorénd: an‘ﬁﬁé‘ BRfbsEr PRGeCRECKer 01

1 ns on the tch 202. The_random nunber
S0 égﬁ r rrfﬁfogoﬁypﬁégugﬁyerator 10% generates a new
pseudo-random number and ocutputs the generated pseudo-random
number, which differs from the value whose use as the
scramble key is prohibited, to the scramble key buffer 61.
Next, a scramble key generating process that is
- executed by the reader-writer 1 instead of the scramble key
generating process shown in Fig. 5 when the reader-writer 1
includes the random number output unii 42 showﬁ in Fig. 7 is
described below with reference to the flowchart shown in Fig.
8. The scramble key generating process shown in Fig. 8 is
started, for example, in a case in which, when the power
supply of the reader-writer 1 is on, the user uses the
scramble-key-change commanding unit 41 to input the
. scramble-key-change command.

In step S101, the random number output unit 42
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gener at es pseudo-random nunbers while the power supply
of the reader-witer 1 is being on. Turning of the
switch 202 initiates output of the pseudo-random
nunber fromthe random nunber generator 101 to the
random nunber register 203 through the switch 202.
When t he pseudo-random nunber is output for n bits by
t he random nunber generator 101, the bit string
checker 201 turns off the switch 202. In step S102,
gerldiGelist SHERgCheckeh 2Rkpdet or Bhaes ¢1uaghher chae

pseudo-randaom nunber 1s a val ue 0ose use a

scrafhARhhe KenangPLohinBhbedy sRee hihcalby ikRechit pit
string Checker 201 conpareés the pseudo-random nunber

. strShef efeletrheol1r andanunyaBek1r edbst eep2@3eWkthat Beramble-
val ue whose use as the scranble key I's prohibited.

keyFehagyanpbemahbie ugsee setssthbeher ehanderasorakuess on the -
whose use as scranble keys is prohibited, val ues that

swicah €agi.|yThe eshidoat edmberpatcadravwbikhiotthebntahuessiy
such as bit strings having consecutive identica

- gendirgites peehdasr@d@om 000bamnd thiie. thé, pardrbstpply of
strings in which different groups of digits

thealreerpat-wiryterepeas, betoh as.010trning0201the switch 202

~0101...010, 1010 ... 1010, and 1010...101. If the bit

inigfipitrg enepKér cf0thgereenipesandan p8mbehefrom the random

seudo-random nunber stored in the random nunber

numpggi §EBETr2H3%i $0dnéCotheheapdPlieBUthBserGgéshsr 203
scranmbl e keys _is Brohibited t he process proceeds to

threpgh §163SWihcEt 4B2s108Nephehsi PsepfPrgapfeRKBHMbAY 1S

ourfReEALes Ay ne Pepudgrandom nurber,  Speelll gl vy,
bit string checker 201 turns off the switch 202.

In step. . S102, the bit string checker 201 determines
whether the pseudo-random number is a value whose use és a
scramble key is prohibited. Specifically, the bit string
.checker 201 compares the pseudo-random number stored in the
random number register 203 with the value whose use as the
scramble key i1s prohibited. For example, the user sets
. beforehand, as values whose use as scramble keys is
prohibited, values that can easily be estimated compared
- with other wvalues, such as bit strings having consecutive
identical digits such as 000...000 and 111...111, and bit
strings in which different groups of digits alternately
repeat, such as 0101...0101, 0101...010, 1010...1010, and

1010...101. 1If the bit string checker 201 determines that

- 23 -




switch 202, the bit string checker 201 controls the
random nunber generator 101 to output, to the random
nunber regi ster 203, a pseudo-random nunber which has
a predeterm ned nunber of bits. The random nunber
register 203 shifts the stored bit string upward by
the nunber of bits of the new pseudo-random nunber
input to the random nunber register 203, and adds the
new pseudo-random nunber to the end of the stored bit
thStddiio LRI IS o iRy NeWBReydedandamayrber
géenerated by the random nunber generator 1 I'S
recfitd¥e8d 403 tihe JrRNdaMpETRAN Je0h3H 8 203 Af Lehahhak, keys
the process returns to step S102, and, wuntil it 1Is
is getripined,i Rrsl @R ook thalcddde pseudey andem nunber
is not the value whose use as the scranble key is
pr ahi bickeds198epshS102tapdrSag3cREekeepeat egeferates a
executed. If, in step S102, it is determ ned that the
new gedoio Trandiom mumberr .i S Spelcitfieaddlyye bwh@senise as the
the scranble key is prohibited, the process proceeds
swittghstZé)@ , ST, birp sttepnglheckiee Padidoontuober tbat pahdom
unit 42 outputs the pseudo-random nunber.
numggecigeinealatyr tied ot osttpiulg tohéblkeera2@bnt pundeon t he
switch 204. This allows the - 24 pseudo-random nunber
regdededd 208t e PegRdOmMrAnApEr NtBgESt @hick0Basoabe out put
to the scranble key buffer 61 through the sw tch 204.
predeferginec fuEPes 8F PAtei-g. The rangespnsmysr grgister
scranbl e key is set, and the scranble key generating
ZOBpP%&gg ¥he

S the stored bit string upward by number Of
bits of the new pseudo-random number input to the random
number register 203, and adds the new pseudo-random number
to the end of the stored bit string. In other words, the
new_pseudo-random number generated by the random number
generator 101 is stored in the random number register 203.

- After that, the process returns to step $S102, and,
until it is determined in step $S102 that the pseudo-random

number is not the value whose use as the scramble key is

prohibited, steps 5102 and S103 are repeatedly executed.

If, in step 8102, it is determined that the pseudo-

random number is not the value whose use as the scramble key
_is prohibited, the process proceeds to step S104.

In step 5104, the random number output unit 42 outputs
the pseudo-random number. Specifically, the bit string

checker 2017turns on the switch 204. This allows the
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shown in Fig. 8 finishes. As described above, a val ue
that can easily be estimated is prevented from bei ng
set as the scranble key. Thus, analyzing and
tanpering with the data stored in the nenory 33 are
made difficult, thus inproving security of the data
stored in the nenory 33. In addition, for exanple, by
changi ng the scranble key with timng of exchangi ng or
initializing the menory 33, analysis of the scranble

pséﬁabegﬁdéﬁaﬂg?%%rngE%rgﬁfEEC%%%‘rEB%oR959%§%39§S ister

description scribes a case in which a uence

20PIRHER: RGP RUTREE 58 -U8ed A%cq $0F2ER! 81K@hrough the
However, a random nunber or pseudo-random nunber for

swidts® @%4a scranble key is not limted to the
above-descri bed enbodi nent, but, for exanple, an

M segtieneeypseudoepapplomm nugber, obhasbed $10% hergase
of using only one LFSR may be wused and a physica
scrpséldokegndemsetinbandusheg sthenbak helysgenaBytbAgupedBeess
In addition, the nmethod for scranbling the address is
shomat ilnj #iged 8t dinhehabove- descri bed exanpl e. However,
anot her nethod that uses a scranble key set on the
badfsdefcpbbed zhodom auvdbre othpsecan- eantbym beinber
may be used. The foregoing description exenplifies the
estipaggfd iz gyevanpadt fremabedvangatcareshei shranble key.
reader-witer 1. Cbviously, the reader-witer 1 can
Thugonripilyai 89wPPRR tABREBARECHIFE: EhPddptincEFeARed in the

, apgar%tuses'such as cel L ul ar ) , )
memory 33 are made difficult, thus improving security of the

data stored in the memory 33. In additicn, for example, by
changing the scramble key with timing of exchanging or
initializing the memory 33, analysis of the scramble key can
be made more difficult, |

The foregoing description describes a case in which a
Gold-sequence pseudo-random number is used as a scramble key.
However, a random.number or pseudo-random number for use as
a scramble key is not limited to the above-described
embodiment, but, for example, an M-sequence pseudo-random
number obtained in the case of using only one LEF3R may be
used and a physical pseudo-random number using thefmal noise
may'be used.

In addition, the method for scrambling the address is
not limited to the above-described example. However, |

another method that uses a scramble key set on the basis of
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- .7 from outputting the wvalue that can easily beé estimated as

phones, PDAs (personal digital assistants),

ti mepi eces, and conputers having noncontact |C card
functions. In addition, the nenory access controller
32 shown in Fig. 2 can be applied to a nenory-data
readi ng/witing apparatus different fromthe
reader-writer 1. Furthernore, in addition to the
above-descri bed prohibition of the random nunber
out put unit 42 shown in Fig. 7 fromoutputting the

a fﬁﬂdﬁ%tﬁ%ﬂxﬁ@%&?%%édﬁ&x%§ﬁ§ﬁm?ﬁﬁ%eﬁsma&22f§%%% l'e

key, arbitrary val ues whose output i's p bited can

beTg@tf@%egaghggd8999§599§ssexémpﬂﬂﬂiégoeheah&hegga 2 as
the foregoing description describes a case I n which
a gadve yRIRNYY cBnehQWated RiGh 2hieS rdadeenyelidtd e .
menory, it is obviously possible that the random
Obwiltdry , o wthRUtr sdlictr 42 iit® ruged aho kb cauvieli atitle wiREDr Y .
It should be understood by those skilled in the art
norduatt ararHIous amadiffuncatiicon appeeatiusati @neh as cellular
sub-conbi nations .and alterations nmay occur dependi ng
phayesdediDgis ripguiscementdd gidad ethésthackors tiinepfiaceas and
they are within the scope of the appended clains or
compoyg egguinedliegt sonkendetct 26 CAMATTLSCCLANNED 1S: 1. A
menory access control apparatus conprising: scranble
keylse8eihgoreahBef BENSE Br pAgean Foperol serafPl ehkey: in
. and scranbling_neans for assigning a physical address
Figo 2p&aicGaPPyldccessed Fﬂﬁmﬁrﬁéﬁf@g? reaganppgeting
apga%%%%%ld%%%ggggtb%rkm the reader-writer 1.
Furthermore, in addition to the above-described

prohibition of the random number output unit 42 shown in Fig.

the scramble key, arbitrary values whose output is
prohibited can be set depending on purposes.

In addition, although the foregoing description
describes a case in which the memory 33 shown in Fig. 2 is a

nonvolatile memory, it is obviously possible that the random

number output unit 42 is used for a volatile memory.
It should be understood by those skilled in the art

that various modifications, combinations, sub-combinations

-and alterations may occur depending on design requirements

and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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using the stored scranble key to scranble the input

| ogi cal address. 2. The nenobry access contro

apparatus according to Cdaim1, further conprising

random nunber generating neans for generating a

random nunber or pseudo-random nunber as the scranble

key. 3. The nenory access control apparatus accordi ng

to Caim2, wherein the random nunber generating

nmeans generates a ol d- sequence pseudo-random nunber
whzes tderpsausiord andom nunber. 4. The menory access

control apparatus according to Caim2, wherein, when

t he generat ed random nunber or pseudo-random nunber

is equal to a predeterm ned value, the random nunber

gener api RGmRINS CILREr abas ra 1INeWpHFAHAR BURPeL s18k:

pseudo-random nunber. 27 5. A nenory access contro

metbedmbarpkesi Bgotrhagstepss @br stokring an iAput

scranbl e key; and assigning a physical address to be
scragthiad |keaccasked in a nenory to an input | ogical

address by using the stored scranble key to scranble

t hecirapbi ihggineahsaddresssigniAgcenpiyis¢atilonddress to be

apparatus for conmunicating with an apparatus having
actaladdiyc aRGREs gchtigyrarethogivr ¢@ ercdmputf ueatiiced, addeess by

communi cati on apparatus conprising: scranble key
us%ﬂquQﬁ;qﬁgﬁﬁgfqﬂrth%q Kgvarkd meyamble the input logical

address.

2. The memory access control apparatus according to
Claim 1, further comprising random number generating means
for generating a random number or pseudo-random number as

the scramble key.

3. The memory access control apparatus according to
Claim 2, wherein the random number generating means
generates a Gold-sequence pseudo-random number as the

pseudo~random number.

- 4., The memory access control apparatus according to
Claim 2, wherein, when the generated random number or
pseudo-random number is equal to a predetermined value, the
random number generating means generates a new random number

or pseudo-random number.
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scranbl e key; and scranbling nmeans for assigning, by
using the stored scranble key to scranble an input

| ogi cal address, to the input |ogical address, a
physi cal address to be actually accessed in a nenory
for storing data.read fromthe apparatus having the
noncontact integrated-circuit-card function. 7. A
menory access control apparatus conprising: a scranble
key storing unit storing an input scranble Kkey; and a
scranbling unit assigning a physical address to be
actually accessed in a nenory to an i nput |ogical

addresg mémo%§ abekBy EBarsher ﬁ@tﬁ%aaeehgrkgzngothe steps
scranbl e the input |ogical address

ofcomuni cation apparatus for communicating wth an
appar at us having a noncontact integrated-circuit-card
fusebirahg theiapuoRupteaib@s &pparahds conprising:. a
scranbl e key storing unit storing an input scranble
kepssandiagser phibkingluatdtirassi goi bg, abyudsingatbessed in
stored scranble key to scranble an input |ogica

a mEdtTes o ta tinputi gt dadgiacElreaddbes sisiagphpel salored
address to be actually accessed in a nenory for

scramdrliengedatt® segdmblemtiige inpusaldagisalaviddgetise
noncontact integrated-circuit-card function.

6. A communication apparatus for communicating with an
apparatus having a noncontact integrated-circuit-card
function, the communication apparatus comprising:

scramble key storing means for storing an input
scramble key; and

scrambling means for assigning, by using the stored
scramble key to scramble an input logical address, to the
input logical address, a physical address to be actually
accessed in a memory for storing data read from the
apparatus having the noncontact integrated-circuit-card

function.

7. A memory access control apparatus comprising:

a scramble key storing unit storing an input scramble
key; and

a scrambling unit assigning a physical address to be

actually accessed in a memory to an input logical address by
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using the stored scramble key to scramble the input logical

address.

8. A communication apparatus for communicating with an
apparatus having a noncontact integrated-circuit-card
function, the communication apparatus comprising:

a scramble key storing unit storing an input scramble
key; and

a scrambling unit assigning, by using the stored
scramble key to scramble an input logical address, to the
input logical address, a physical address to be actually
accessed in a memory for storing data read from the
,apparatus having the noncontact integrated-circuit-card

function.
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