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; €3eKuKr\ 86. T$ 23 JULY 2003 ELECTRONI C MESSAGE DELI VERY SYSTEM UTI LI ZABLE
I N THE MONI'TORI NG OF REMOTE EQUI PMENT AND METHOD OF SAME BACKORY2(03OF THE
| N\VENTI ON Field of the Invention The invention relates to mam{t)@ql\i:ﬁg
systens, and nore specifically to networks for renptely nonitoring the
condition of devECBRETROMNICALESEAGE PRLIVERY INSHEst WHH,IZ%80E | ati ng, and
cool i ng ( HIACHEMEDNIEORINIE I RBMGTE SQUIRMIRET atNdl METHOD OB Sd@gi:r abl e to
be able to nonitor renotely equipnment that may require periodic preventive
mai nt enance and/or that nmay require rapid response tine should a

cat astrophi c failure occuyiackeRGURBROE THINGENREORNL S of a building' s
HVAC system nust be nonitored or checked frequently. Preventive maintenance

nmust be b f ’ ﬁjveonl a constant basis, particularly with | arger systens.
Faul t oﬁM—e&&&Pti ons may vary in degrees of severity, however the
contract or rﬁ?ponsi hl e for maintaining the H/AC equi poent shoul d be nade
aware of eacHNfaivetiien relaigs ko IBERIFIEE s¥FiEme andanere sheaiigelly tonelwerksifkel i hood,
is responsible fox the care and mai ntenance of the installations of

mul ti pl eerodtebynhenitaring the newdifieuof deyingslsuchmsshoseympbayed imheating, ti me of day
or night, it is not practical for a contractor to remain on-site all the
time. Regpflatisietafe b VBACTBYsteths. | ocation (for exanple, the contractor's
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each piece of equipnent. One can nmeke installation recommendati o

whi ch el .or brand o{ gui.pment is best suited for a particular site, and
one can ¥ &i#%re of an already-installed piece of equi pment
and specific conmponents therein based on how long it is running. 23 JULY

2003 WD 00/ 428 gs7desaablado be ableds mopiterremaisly sayamentdhatanaysiequire pavipdime can
anticipate the failure of an already-installed piece of equipnent and

speci f i preenpveammigenanee andiobthatedayreqhisewdpohrgspanse mewshould g.caBsimephienot e
nmoni toring devi ces have been developed. U S. Patent No. S, 629,687 to Sutton
et al. deBgeiodas. Fovbkaifplsahe compoiantofabuildREREVAO®Memahed bsecurity or
al arm systens. In Sutton et al., a local control unit at a nonitored site

can. UndgbnifeYiHeckal fbdoRily. PRYLtRoindintofhi2l BAREHEMriorkied 8n G E8h4aH:
control unit to alert a human operator of an event such as an intrusion,
fire, or, ofher.energen Si t Jdocal .control unit,, via the

t el ephonléasfst %q{t,lc %ﬁg"@%‘%ﬁﬁ éa?{g%mfhb@}ﬂtlgggqﬂg%t%\?gﬁgpg e vggelgidpg{gegp e and:
energency tQ the nonitoring center uter. The foring center conputer
rec e?vessyeﬁ’PFé‘ys]é?"l’%i’lef Hl?rﬂ?é‘?rg%fﬁ’drcél?%‘ts’%g& r mﬂnﬁ’ﬁég‘gi}yﬁégq‘?‘@“@féh@\#@r (Te)ncy.
The human operator can then act accordingly, e.g., establish one- or

t wo- way komadmavcare obaachi faluretie dpeeairses jSince a coptragigr, dmall Niselil®odig, 104 t o
Argyroudis et al. describes a wireless renpte telenetry system which

provi desrespaisibié for theemte myl maihtenantt ef tbomstatihtiafs of eniligs cBemtd) aad since
electricity nmeters. A hone base unit conmunicates with renote netering

uni ts vi gyRebhditishs ey OBARAEany MBS of dA\CoNAFR, Nabkot picticAl! f60a SR ¢At es
with a central .controller operated by the electric utility. Wen the
utility debef 5haRe ah B hb eREmbR dRRUBN &b AR RBadA R WEHpR! ihd:
contractor's office) of fault conditions is desirable and often crucial. It is also desirable to
know the approximate failure rate or frequency of failure of each piece of equipment. One
can make installation recommendations as to which model or brand of equipment is best

suited for a particular site, and one can anticipate the failure of an already-installed piece of

equipment and specific components therein based on how long it is running.

AT

*166166*

[y




for exanple, the central controller can send nmessages to an appliance to
.turn off. A custoner could also renotely activate or deactiyat

appliance via a cellular phone through the hone base unit. #éﬁl'gg%oe% No.
5,061,916 to Freancbosissal . describes a systemfor renotely repprtusighoddn
graphical format, alarnms or other conditions in a building s automation

system Sensors duitedfd? diphdicilar site Cand @AK M abificipdtetha fai18FiF AP RN ady-Metalled pienbs Ol
nodul e which is, in turn, hooked up to a central controller. Wien a sensor

detects a faul t condidi %mpg,riﬁ‘cp{]:;‘;@@{xeﬂtﬂim&&mraé‘egen h§w?ontg itisniafiApl | ed at the

central controller 'and transmt to one or nore renote facsimle

hi . All of th . i i %0 i
because they do not - aXTibrpas Mo baDE adh o8lclooB Qs Mn Rl ShaREPe
messages to a Vatro u%t%f% Qtfal.%'eéc];'i EseaanivFé?staFi(rrﬁelrf%e frore r%xhgécﬁpr;guznri]@;edggc%gg@%légnges t he

[
via a variety of df rent medra, depending on y natur
fault. Al so, the_above, syste and the prior art do not enabl.e custoners
and contractors V8%t g‘rgl"‘g‘rpn gﬁ‘ﬁfr?g” llf(?ﬂtp‘?lr"ff‘%?trﬁ{??%ﬁq”gég? F4), under Vel anpl e,
a customer that has. an HVAC systemw th a nonitoring netwoyk may want_ to
Send cortain norEBRPEIRES cItETbIIBE FTELORGHAnEe ort s PimitdperGEpian
cleaning) to certain individuals q(e. g., contractor/maintenance persaonnel)
via a certain medensreibaspn)intgsion; fire, of othep FRFTERNYE 9t thoHE Tholecal sentrof vadb vidns
(e.g., lowor high refri qer ant pressure) to other individuals (building
owner) contr act dhe telaphone linkasepdsreserighawmber indigative of the preeifie siteand gmprgency to the
personal comruni cation device). Such a list of who to contact via what
means dependi ng menitoning herftexigbmpiters The eneniterthgrrantertrompateereraies thy sersal aumber
"message profile”. The conventional device/contractor interface requires a
dedi cat ed | and |andelests abomhn ofecatéNAA® the vmergerapd Thdimingomperatot @nthenhett i s,
the HVAC systemrequires its own phone line, and the contractor nust have a
dedi cat ed nodem dctdrdingly, eyl establiklr @rv ertwoiway commusaicationrveth thy/letanitedoes not
all ow for easy custoner nodifications to the nmessage profile. The
conventional systens A5 SkatahONo 3,748 10d\%6 Afgrdudigiet 4l aded@ibed avitéless hendidielethesy
rate of the equi pnment or to determ ne which pieces of equipnent are best

suited for a speaghtbinGvlidH ovides real-timePsdiR¥d tdmold Eontrb\EMEVIER s B GO EIGdtHGHYY ,

it is an object of the invention to provide a systemfor renotely

moni toring el ectipiiedl AaRHeVasd it t8Mntudlca8EwitPARREe métbridghinfAdAh BAN1P Rild@dne Of
the invention to provide a systemfor renotely nonitoring nmultiple pieces

O e eCt 11 02l et THRBANE A Gl BEichie GuF PSRRI SooaBTne |1t 1 8

anot her object of the invention to pr e a systemrtor renote nitoring

Gi Trer ent i nai vioiarons RhefBY LI ot (REReRT, (S Sy ARATERES phier g,
of the i nventi ory.{ o peavi,de. g usheor (LEHRLELL JRILLALLOR elegd 1 ca

and/ or mechani caf equpl’reﬁtc Iver t no Ication nméessages to
conditions .via diff

different individuals fo ifferent fault ren

el ectroni c medi &PRS %ou&ir?g§°ﬁé‘?'°t8§ja t&‘fal{l‘r’o(fr dERRUVEt L IRPAiREE VS apfF@'{}?rcho%F system
for renotely nont'hl%toori‘rll‘g el ectrical and/or nechani cal equipnent in which a
custoner may i nt@eueh G EppeRuPY i s nessage profile.

U.S. Patent No. 5,061,916 to French et al. describes a system for remotely reporting,
in graphical format, alarms or other conditions in a building's automation system. Sensors
in a building are hooked up via a telephone line to control module which is, in turn, hooked

up to a central controller. When a sensor detects a fault condition, graphical information is



It is another object of the invention to provide a systemfor renotely
~nmonitoring electrical and/or mechani cal equi prent in whi chog ANSY 2008 May
interactively nodify its nessage profile via the Internet. It is another
obj ect of the i nmol42sn to provide a systemfor renotely noni trariusep/00405

el ectrical and/or mechani cal equi pnent which can collect data over tine
concerning the rBRAbilethe @HiFaPEHRtblerlahd irfsARE REEne@PnBfelrebte tRGmiIBVENt i ON
to provide a systemfor renotely nonitoring el ectrical and/or mechani cal
equi prent i n WhigRh@eser may interactively alter the operation of a piece
of equi pnent renotely. 4 It is another object of the invention to

t
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nonitoring system an i'ng re _

PRI AT e e B A e s
conmmuni cati ng nessa reqgqardi ng the state tqQq a central |l ocation a
aom ne oo S agBa el e T s BB AR ERe fhet 3 s SReRFR B ng

nessages to at | east one user-defined end device. |n another enbodi ment of
the inventive mEPHEtorso eiterqs modify sughdnfermaypreasily. shgansxampleg qustoperthatibat e
of renpte equipnment is determ ned. The state of the paraneter of each piece
i s communi cat ed 2k 5VéesYelemitiHi TmERitaRng peyekmay\vantiqserdnsTitin neremesgency
substation sends nessages regarding the state to a central |ocation as

i ncom ng nessagéenditpaetificagansfess fifernegdselepyingiatogegain maifugls (¢-ie | nconi ng
messages to at | east one user-defined end device. Preferably, the step of
communi cat i ng weemracthrmeinienanet persoroal) sialssertain wedivm (per F-opieand swengeney| ocal
radi o network, and the step of conmunicating nessages to a central |ocation
is performed oveonditionmbtifidations(egudivkor highaefrigerantipressure)its othemindivideals Guitdingod
of nmonitoring renote heating, ventilating, and cooling equipnent. In the

i nventive met hodwner, @naictorpétc.fvialodraineans . goavizbeeper or athergiersbed stmamecauios c e
of renote equipnent is determ ned. Messages are comruni cated regarding the
state to a cent déicd).0Sithiadist G¥Swholt6 OdHtatfviaBhsagaAns deperidipl ohgviadCRt han
nmessages are forwarded based on the incom ng nessages to at |east one

user - defined coprBafted faly®B réf@YddQ6 as £mdsi@s broflRe, Dhe dohPentiBiad BVIG/IRSRAG €S
and out goi ng exception nessages are stored at the central |ocation. An

information dat gdideerelfires aAediSMelamtinclabBoth HEPIVA CaYideER thelBitfBtoP, that is,
nonitored by enabling the stored nessages to be sortable by at |east one

equi prent crit eg.anAG %&n@éq&lfé@l@ owHBAG e 1ink, 334 Ak l&ft}aiBr S8l Bhvesd deBicttkd MaL €,
site weather conditions) etc. The inventive systemincludes a sensor in

communi cat’i on V"Hoﬁetﬂ liRé ﬁ%ll(.)fM&@mf'ﬁhc conventional system does not allow for easy customer
modifications to the message profile. The conventional systems also do not allow the user
to determine the failure rate of the equipment or to determine which pieces of equipment are

best suited for a specific site.



equi pnent) and an interface unit, connected to the sensor, having a nessage
generating nechanism A central conputer server is in conmpgiJeAaty 2003v t h
"the interface unit and is adapted to receive nessages generated by the
interface unit. Whedskdie sensor detects an exception conditi onpdyudofisostd €CE
of renpte equi prment (1.e., an operating condition that is either out of the

ordinary or beyond nom nal paraneg YioE THE SRRt generates an
i ncom ng exception nmessage and forwards the nessage to the server. The

server forwards at | on t£.00j ' e I one
predet erm ned user- de%?%rgﬁlgghg%d%\%lbjcl gt Oggqgglg‘;egﬁ&l ﬁ?@ﬁ%& ns& %&rﬁté%égg@%%n
nmessage. | n another. enbadi nent, the jnventive systemincludes sensors each
respectively in RHRTRE gﬁ??%%‘?ﬂ“ﬁb@b"é eq&p"feggmt e equi pnment) | ocal
transmtters each rei'g‘ectivelgi co?glect ed.to the sensors_that %end .
respective signals frgnfRotsr QBiRSf the inygrtion fo provide @ system, fir FEMQILR MOGHITYE | he
signals) the interface, unit havi nessage. generatj ng mecgani sm A
central conput er™dHplg giecgsof glgcty ?rd’é%cﬁ‘i?%"%?"c“wni‘%miarf%trcff fEemiBerand i s
adapted to receive nessages generated by the interface unit. Wen a sensor
det ects an except i onlid®ather giest of the inveition do provide gsysiena s rospasely mpnitasing an
operating condition that is either out of the ordinary or beyond noni nal

par amet ers), t heelqcical andiopmeehanicalrequipmens that eancgieliverimessages tp diftereanpiodividuals for
The interface unit generates an incom ng exception nessage and forwards the
nmessage to the ghiferent faulttvenditonser forwards at | east one outgoi ng exception
nmessage to at | east one predeterm ned user-deftned end device based on the
i ncom ng excepti on midsageher 6bject of the Riverition adoprpyide heystent folr rdmicarip mibhitozingi S a
radio frequency (RF) transmtter and the interface unit comrunicates to the
server via cel |l wetrichledn@fohmaéehapical@hgpinedt tHACGneEnS fadlthodficdtibe mesagro s ment

of the inventive nethod, the respective states of a plurality of paraneters
of at |east one diffees imdividRExbediferentTmYonditoslviadifierad dldegdniv Madial at i ng,
and cooling equipnment, are determned via a plurality of sensors. The

i nformation detect edqs afdtiRpBIEt bf BB IrvERioR (ri%eh%ysﬂ!npfw%o‘{élﬁmbﬁdﬁﬁg
| ogic, preferably in the formof a programmable |ogic controller (PLC).

Messages regar d'e%&kﬁ%?/ﬁ?&@&ﬁnih&l“e&ﬁiﬁﬁ&dt HwhtEa e&m&u?mm&aawwm{ jgmot e
equi pnent to a central location as I hcom ng nessages. Qutgolng éxception
nessages are forﬁ{@&gggoﬂf’éed on the incom ng nessages to at |east one
user - def i ned conmunFcation device. In another embodi ment, the inventive
system i ncl udes a plyrali f. | i ' r o
paranmeter of the r err%{t"gﬂé%%f gbd%‘:?l? ﬂ%%n%?mg’?g?? &gg’dt%%lg’fs ﬁg"s%ﬁ?égiﬂfm e%%ffw g a
PLC connected tq,the .sensors; the PLC perfor. Bool ean expressions :
ol gnals recer ved PrERFRE EEnebfd ARl ST a SRR e R AT s i,
The interface unit al so ras @l E&gssa&ge generati ng nmechanism The system al so
i ncl udes a cent Msa8gRfiHeana YEIMEPCY " communication with the interface unit
adapted to receive ssages generated by the interface unit. en .t he
sensors detect an egﬁéﬁq%&?’%ﬁmf’ﬁ’ﬁwvf °PFﬂaPrP%‘ﬁB?éys{§Gh*ébm‘%{$Pﬂ’é‘tq5E€ of
the interface unit performnms Bool ean expressions gQn the signals in
accordance wi t h cleeticylapdiar mechanieal equipmeny hich camgollaptdataipxer tHRGSoReRERINg et
generates an incom ng exception nessage and forwards the nessage to the
server. The ser yeanitpred ggiipmentt | east one out goi ng excepti on nmessage to at

| east one predeterm ned user-defined communi cati on device based on the

i ncom ng exception nidsangther object pfthenventipn thprowide & aystaznfos yemataly moritasitg can
contact a custoner or contractor via a nunber of different nedia (fax,
e-mai |, pager, etectripaliand/orarmechafica mqueppienp imewlich ausen may inférectivelytalterdheorpertion
determ ne which people to contact and which nmediumto use for which

equi pnent f ai | ufo€a pileey ofeyipikst remdtelyne condition is not very serious (e.g.,
filter needs cleaning)) the contractor can set up the systemto send a
nessage via e-mail; if) however, it is serious (e.g., |low high refrigerant
pressure), then the system can page the contyactor and/or send a text
nmessage over his personal comuni cation servlice (PCS). Also, the system

i ncludes the capability to send nmultiple nessages to nmultiple recipients
via differing nedia sinmultaneously for a given exception condition.
Preferably) the systemincludes a centralized el ectronic nessage delivery
device or server that routes the various incom ng exception nessages to the
desired individuals via the desired electronic nedia in accordance with the
predeterm ned nessage profile. Mre preferably, the contractor or consuner
can access the centralized nessage server via the Internet and nodify the
nmessage profile through software on the devi ce.



BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 is a schematic of a preferred
.enbodi ment of a systemaccording to the invention. Fig. 2 iz gypeiyppatic of
a preferred enbodi nent of a link between the nonitored equi pnent and the
syst em accor di ngvd@,4t2§gq invention. Figs. 3a-d are schematics alcrhisfosos

bet ween an end-user's machi ne and the system according to the invention. 8
Fig. 4 1is a schematig.o L odi nent. .o pni c . message
delivery server accoﬁd? %ngﬁ%cg? ? eoftﬁ\:/'enﬁn:%(%ko ll’ff’vlde %Sysgem te'frleg\%e(?'ﬁlé? jtoring
depicting the opge ration stem accordi.n o the jinventi Fig. 6is
a schematic of & F%‘Eﬂlaﬂ %}WW SAHRRIHY' %@%&’8 “E’@E"gg'fif“aé &F‘BWE‘H
together in accordanﬁ Vﬁw e invention. js a ladder |ogic diagram
in accordance with thBe3BAYEAR ?ﬁPFrf’@FCt%lﬂeééE’é rt9° ‘é.‘l"?n“E’E)WHicf‘i'sc?rfF’ﬁgteunlt
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS Equi pnent that needs to
be nonjtored fr SEUBRENtyONERE sstermendmeatied forEwpitoringseragte pANPIRSLITALBS Wi t hi n
certain acceptable paraneters. Sone of these paraneters are nore crucial to
t he operation aﬁ@b@ﬁf imeptiof thejaventive methodetha stopeineluddrigiermininggtstata ofshleestrencer s.
For exanple, a |low battery condition mght be a ot | ess serious than a | ow
cool ant | evel coainetenef, at (§astroay picceapf pimateequipmen commnnicatipg massages oegasdinge its
preferred paraneters, an "exception"” condition is created or said to exist.
An excepti on cothdistaten acantrallleatidnas intoning meseagesf aral fomquling d¢xgepsioh exissagad
event occurring too often, too infrequently, or not at all. An exception
condi tion coul dbasedon the incothinginessageofo atlesse aneuseddefinkdiendieviog beyond t he
desi gn specification for the equi pnent. Wien a nonitored piece of equi pnent
detects an excepti oninG@BMet éridbtinicht Fald iMvenE e métBod, AlsRteloieBedsPorelparagRlel o ar
phone network. The interface effectively acts as a cell phone in a roam ng

condi tion. The ulpld feRs oPtehRERESipmbR i RtePmed CTIRNRASY thedparimdpR 6PLLR plete 1 S

not recogni zed as being a resident of the l|local cell, the local cell (via
the cellular nefowafkuicald to one cBRRihBarRWkHIBE_ BIR oRimunkoMrARbstatbol SengOME
cell" of the interface to insure that the interface is in good standing to

conplete the " Cﬁle&sagesuﬁhﬁné ﬁx@ktatx td §céﬂ@alh@5§orp§|1ﬁoodl Akl | Exeptitiat is

taking the place of "the hone ce of a cellular telephoneis a rressage

routing servi Cenﬁ#ﬁ&s%& fomﬁgedma&w ﬁﬂg ibrfi thSssfes %ealt leastQHE LeRAnEARES V-

When t he | ocal I's contacting the nessage routing service, It transmts
the foll t

mn? ti ? di S:NE[ ”QDLQInvgJe”%%thme tﬂg sté le&@l%mﬂ%EB&r ﬁ@ L#x%ﬁogﬂ:ﬂ]ﬂ@% ?\ﬁ&bstl\tpﬁ 8 i i git
h nber that .th t erf ". The

Pout i ng. Servi coPFEFTE RS 1gE ok S AP B8 i e Rd el o
not be bl acklisied, that_the call d not . go through, and that the
interface shoul [Pegion ﬂ%%f?é‘&eq?‘ﬁﬁ?fﬂg A PINOFKE 5 roant | st

The invention also includes a method of monitoring remote heating, ventilating, and

cooling equipment. In the inventive method, a state of at least one parameter of at least one
piece of remote equipment is determined. Messages are communicated regarding the state
to a central location as incoming messages. Outgoing exception messages are forwarded
based on the incoming messages to at least one user-defined communication device. At
least one of the incoming messages and outgoing exception messages are stored at the

central location. An information data base is created about the remote equipment being



i medi ately. The interface is not really trying to call anyone; the
~mufti-digit phone nunber it was trying to call represents 390LY-2003 t
code of information that is being sent to the nessage routing service and
may represent fa\k’htowlz@&ﬁr mation (e.g., 212-555-1212 nmeans "fil peF15RR6WRSs
cl eaning"). The phone nunber assigned to the interface (which Is also sent
along with the phone nunber it is "tryving to contact. not onl

i ndi cates whi ch ﬁ’ﬁf“?or 5 Yaed‘iawg‘gt*#ﬁeeSt‘f’F‘Qrﬁ‘g‘ 1% ?%%e Sﬂﬁ%qﬁ%’iatg‘fa%toms 8%‘9%9%# aul t
information, since many of the, devices being nonitored do not have. a | arge
nunber of i 11 er EHERTaeh 55 BEH FIRHS P RAn g te FIrTE O BU0PT SPAS s i
information is transnitted in the handshaki ng.porti on of a_cel]uI%r
transmtter conmuni catiedgyentivesysiem el ﬁ?enépgﬂgaﬂgﬂwawswﬂbawmo Ngyeote
5,594,740 to LaDue and 5, $45,444 to Roach) Jr. et al.) and is conmon]y
referred to as uSIWRPEbARS ¥ InteHAGHTDIL qPARSSted i the SEnser PAViRg JNBPTSABC\REREHBR) |
the exception or status information is enbedded in the digits of the "phone
nurber "t he i nt er Maehanify. Al qeplgal @PRPWENISEIVAS (1t gpEnmugicatierywith gwpﬂ@crfa,ce kit JRdach)
Jr. (the Bell South Cellenmetry version), the exception or status
information is esdapddtacre¢aiveifessages generated by ehetinterfce upibrWhen theisebsor ¢S\ of
the interface, a nunber which identifies the physical hardware of the

devi ce. The i nf oexveyition nomditiantin itetgpidce bf emotetequipmentt(ies. f aopetating @aditiomthaEissage
may be enbedded in the nobile identification nunber (MN) assigned to the
interface unit. ¢ithetdueofthe bflirySdrdeyontd memifaNpamyeterb)s the Gaerifat Onit génerafeaare
identification information. The present invention expands on this

t echnol ogy and i incdmiflgSxceptoniésapg endifohiratay e ekt t6 e seivet. i ThaeetvérTorwards The
Aeris or Bell South Cellemetry router transmts the exception data to the

inventive messagf 166t on¥ Bhitgoiny excRplioitthdsbhgt @F Madabtonk PRAEtBIRAdIRLsbQR fihéd dnfl€
contractor who is responsible for nmaintaining the taulty equi pnment. The

contractor is prawicd8siedbh thedhtoRfifptbdptiB ndeti@gdressage delivery system t hat
he can access via the Internet. The contractor sets up the specific
paraneters of which gxgemd &cﬂ\i\ﬂ% HhORVerivE sysRPintGles!sOnsti eath redpidie I's.
The contractor also sets upr) @9 icth medfa (fs&ax) e- maisls, PCSe) thgebget}(’legllﬁél

ndi vidual's are {0 e a00] Wi fecdVubfedlca B! S48 SndieR e BpEaTipS 10

exception condition. a co utes the contracto ssage
profile. For exanple oth the contractor .and owper of th Lenk.ses .
R oht be oi gnal AR st TG tenf Feshber i Petal ity B e 3 R SR e

per haps only one of .themwoyld he notified.if a filter required.cleanin
The toer rmy i JEeite G SR thegrtetins ups B Beistee Eherp kM fani oA pente
messages be delivered to different .indi vi.gu | s aft different times of the
day) week, nont HEOMPREEFRVET iyin Gummunigahion &y ﬁ%‘l igteriaceynyf and s;adaqied 1o KSEEXBL i on
nmessage may be directed to qne repair/ mj n@ﬁnance thi tg/ during regul ar
busi ness hours HREss4#es BanFrateddy thegnigrignerpity WREn 3 SRS AFtAR #t SXGEMIOR ceriditionyn ot
night. Simlarly) the same person could be contacted by different neans
(e.g., fax or PC8)piege offiepote eapipment{be, angperatipheapditiop thaf issither outefdhe qrdipary| so
vary as a function of tinme. 11 In addition to notifying contractors
when a probl em aribsyond noininal parameterdethmigraliransmitigr ssndpeacsigng! oikeivterfaceonite a
day with an "all systens okay" nessage. This "okay" nessage al so gets
routed to the neBwanferfateuni generatapan ingomingeaception ingssagesid drviawsis thy rhcssegt ted by
an exception nmessage subroutine in the nmessage delivery system-the portion
of the system whhesernkeanThesrvehforedrds/a lezstrane ontgoling exdeptiongsessage do 3t I¢adseont okay "
nmessage i s checked by a m ssing nmessage subroutine. The m ssing nessage
subrouti ne checkgedeleeminsd igepdéfiret emf deviddBGased ba tHedmemingexcepioa nesqaposed t o
signal "okay" fromthe nessage delivery system database. The m ssing
message subroutine conpares the entire list to the list of HVAC interfaces
that actually checked in as "okay". If an interface failed to check in
"okay", the nessage delivery system sends out the appropriate nessages to
the proper individuals via the selected nmedia, all in accordance with the
user's nessage profile lodged in the user's &ccount wth the nessage
delivery system The periodic "okay" or status nessage is not nerely
limted to providing a status "heartbeat" for the equi pnment but may al so be
enployed to transmt information about the nonitored piece of equipnent. As
wi |l be expl ained below, the status nessage only requires a portion of its
digits to convey equi pnment identification information, thus allow ng ot her
information to be transmtted as well. For exanple, the status nessage may
i nclude statistical information about the equi pnment such as how nany cycl es
it has performed since the | ast nessage) the run tine of the notor) etc.
The status nessage nmay al so serve as a rem nder for routine maintenance, or

- 2 1. L, "




reserved to identify to which unit that a transceiver interface is assigned
. 1's experiencing an exception condition; i.e., one transceiwarjipnyeoppace may
be assigned to a building having nine HVAC units, all connected to the
transcei ver vi anwe dMssgt i ne, or one interface may be part of apcoassoobies
net work where each of nultiple HVAC units has its own transmtter. The
final digits woplgeriglincab&l ttragﬁmﬁﬁﬁﬁ 4 ﬂa@io%&ﬁ&lﬁ! ®F) Gtk 24 thd Merface unit

mufti-digit message received by the nessage delivery systemis nornalized,

converted into VESS . )
user/contractor %ﬁ?&cgéra?rggtté @?\E%an af%gu%aﬁ%féﬂ%gwn%gﬁpgrgéﬁn%ﬁs'i nstal | ation
date, and climte angd wepthehodald didle ibiSndl hesod I tisnativy Shitd o iluf
this type of equipnment criterra can be store alt1 s "CRAtT & a?apbas}l SO
that only the equipnent i tification informati opn need be transmtted. A
number. of pi ecegy%aga"&eﬁ? ?fd@gﬁf“ RSP ‘Tr}ir?{ﬂ%ﬁle({“@"&“gF‘F‘FSI“‘@%“E‘W’J’F Lﬁatf'ﬁtaégf ace
via a local RF network. This is, advant ageous. because ny bui |l di ngs have
mul tiple pi ecesC%’Pmﬁﬂ&@“@&biaﬁrféﬁf’?m&ﬁﬂmgﬁgm%‘r%?fq%g?%ﬁ' %eﬁﬁ‘&’ﬁ‘aEP‘b@u CRAPh its
own cel lular int erfgcf;re i s expensive. The deployment of a |ocal RF network

i s al so advant a&8¥5e TRdie € rmg{quafdevxﬂlaﬁ@:lqgm pietegbly indhs foym pkhot e and a
hardw red connection to a common bus |ine would be inpractical or.

i mpossi bl e. DesBiPpRmMableqsiq conralies Pl dfiessases mearding the graugedipfamaptiongtes wi t h
reference to Figs. 1-7. Figure 1 shows an overall view of the inventive
system 50. An esdmmuniggted ifromethe fematgi¢quinmrent w@yerieal lpoation @k indomingmessagespl e; an
air-conditioner 2) boiler 3, notor starter 4, heater 5, or any other piece
of equi pnent t hOytgomy exveptidosnassages we brwarded basedanh. thelineomsing stessagespo sd@stohe
equi pnent is fitted with an interface unit 10. Periodically, the interface
unit 10 sends t uset-tfinademaneicheibn dotige. server 1 a status signal to let the
nmessage delivery server 1 know that the equi pnent being nonitored and the
interface unit 10 arleadotieeémbsdimenttBe inventive ystehrcititluyes a\pheslit opseashed eackini ned
exception condition occurs in the piece of equi pnment being nonitored, the
interface unit Moni®eiAgS differehRathd1€ of HRAPrhot Bquitiichf J&n inferfabeunlEis pRgided
delivery server 1. The nessage delivery server 1 then routes the nessage as

an out goi ng exCigiving @PLIRSHRIRA tthe BehsaidPhOPLT ﬁérﬁarﬁ@ BboledH Xpfeddidtis of sighdld 6,
fax 7, pager 8, voice 9, etc., according to the nessage profile as

configured by t/3giwa%omthe dclifors Yitl RSk pred¥erdninddRohiupdiidR! THSHterAlAINtANENT | Ve
system can be depl oyed on existing pieces of renote equi pnent. Various

sensors can be l?agqmls_sfage &Heﬁfixfg 0 hibh O TEE sysm PJo!ix?tﬁude%S & np%m:‘inﬁﬁépscﬂ@? ol

various conditions. For exanple, in an alir ‘conditioner) different sensors
b ed . . Yy SOl

can be provi Edlﬁ.tcgkﬁﬂﬂx%@a&*dh ﬁtﬂ?hé%&?ﬁégelﬁﬂga?%&% 6? ﬁ‘c?ﬁ% m@ss?%e% \ﬁ?’ge?ﬁd i&ﬁﬁ'éj' tion

such as | ow or | pressure , a condens alr an tion,

f £ j: t ed
e bet ng- usabl anieaeuii WeheSatoft hic£OR KRR Brna BN AAS Rloh SORRERTLE" ©

sensors, pitot npti on nsors, Q ensor s l e i.cal resjstance
sensors. i ot - S R eR SRR G SERARGICon R RN oot ERHid
sénsors are built into th AC unit #l &gd d later, the .vari.ous sensors in
2 moni tored pi deeTEEeERRoRREaien padthe Rce ot epdgaes FTTORIBEFPRSE
configurations in programmable |ogic controllers (PLCs). Each sensor is
responsi bl e forMgfsiesaRg ﬁ@"aé 87 MEFRBTI9Ites 3e7vEh The SRR IPOY 4Gt ieatt QRE Higping
paranmeter. These sensors can be grouped via Bool ean | ogi c operators (AND,
OR, XOR) NOT, eR*Eepfion messpasip gileashanchrpdatarmingd pest defined commppiration devieshitedon
condi tiion is defined. An exanple of such a | adder logic PLC for a typical
air conditi oni ey thtingomisg exentiPniMespagg. 7. Each of sensors 602- 609 nonitors
a different condition/paraneter of the unit. Sensor 604 detects | ow
pressure in the coolant, sensor 60S detects high pressure in the 14




cool ant, sensor 606 detects if the fan is working, sensor 607 detects if
.the conpressor is working, sensor 608 determines if a condezgsggp_ys«mdd has
occurred, and sensor 609 detects if the conpressor is working. Sone of

logic is direct and sinple. For exanple, if sensor 605 detects

pressure condi tiBR° I‘ﬁsﬁ pressure nessage 101 is sent via the R@E@g"g@“‘“’s
generating nechanismof interface unit 10. Simlarl if sensor 608 detects
a condensate spill, nBsliggéergpodipenterhe syetemern F‘ti’r‘ﬂjga BHStAMFEON CRBERSIOT ¥i28 nor e
conpl ex. For exarrpl e, inline ch i f sensor 606 detects that the fan is

wor ki ng, timer 1npebesef diftareatmedia (farp eapail, PASEINPIP-3 inResefta8 gapRment frdlie. 8bo
before tiner 1 tinmes out, the "no air flow' nessage 104 is sent. If, in
line H sensor ewt@etpe@nécwminawh@bemﬂq to soniastianguich mediom touse faravhich. aj r

fl ow but sensor 607 detects proper conpressor function, and timer 3 tines
out, "conpressor equiproent Silurx Far exafmiptewlf teeosdigen is 08 viery saons (¢.£.i fileer hdeds As
anot her exanple) nessage 107 is sent out if sensor 602 detects a logic O in
"aux 1 " input acldarihg), the\tdntdactdr dag setlup siecy{ttm @ send a jnefsdgendi ¢-mailjifGowelegyt 1
inline P. Alternatively, if sensor 602 detects a logic | in "aux 1" and
dip switch 4 is ppefiousl(©g] RwWhigh rRfrigefaesessive), theh heSeiém ciipagé thBesntaase, a
nmessage 107 is sent in line O The dip switches are provided to all ow

certain portionsarfiorlstfi d tgtiresbape Beer AispRBbRA cdniméniatish SéFREe (PESN OAlso, the
interested in receiving a certain type of nessage. For exanple, a sensor

coul d be set to Q@feﬁﬁhclh&es%&&ﬁibtf iR$ 8Pdend ﬁmﬁ%ﬁ'dxé@ﬂag@ﬁ%ﬁmﬁﬁde feSipRAME Jiadif! efriﬂgt
cycle” message in that event wever, if the user has the conpressor

del i beratel y setpUfa§ihufifdolisi} ?o?fa)glJeH%xééﬁﬁdn c%dllnod‘%ef‘éﬁﬂé ﬁa@stFeﬁFith?cieé‘a

constant stream of nessages informng himthat the conpréssor i's cycling
fast. |nstead) ng
sent. The convent aRyErbEEREAepite Tl adle P€4°§vr$‘ 2*?% rolRSRR0LE R

contenpl ates al s [adQ

€Xc mes%gt ht% tﬁl'e de ired md{wglllﬁls ia eﬁl ieatrdmc m% aplESWI ! h%s

via the |Internet a?pqa cen erv Fas w e ex e10%
can be different f each unit e of.,u etc.

"oy be hard i r eyitifhe pRgeteiRined meokieE ot .”’gﬁ*mf%f%xu RS e o3y oo
i t t b t t t
e aet o o et e senhige dedone aven L1 i 26t Ay T e Sherstle

pressure nessage, 100 for a | ow pressure condition and a high pressure
message 101 for ‘Q’W}@W%Yaé%%ﬁhédﬁ"d‘??dl tion, a user can OR the outputs of
sensors 604 and 605 together for the sendlng out of an "abnornal pressure"
nmessage. A user can adjust a logic |adder in the sane or simlar fashion as
one would edit a nessage profile E by nmenu-driven websites) by an

aut omat ed t el ephone response s?Bﬂ%ﬁP %@%IPWOEST&EEMWE\‘GSCOW se) request
an initial hardwired configuration of the systeminstaller and have that

adj usted on-site as Aémddsia sdhamptiqpf apyefersadiembpdimentoff asysi¢m msonding-te thej s
provided with its own interface unit 10. Another configuration is shown in
Fig. 6. As shownnvemtibng. 6) four air conditioners 2A-D are each provi ded
with sensor 600 and an RF transmtter 601. Wien an exception condition is
detected by sensor 60g. 2ds a schembticasf aprefarddembogimentad adink betwesn thomenmitegl i on
condition is detected, transmtter 601 transmts an RF signal bl0 to a
common i nt er f ac eequipinientldhd.thedsysmmnaciondifg foxheinvemtion. 1L0A i ncl udes antenna A for
receiving signals 610. Unit 1 QA sends incom ng nessages to the electronic
nessage delivery ser\Wgs, Ja-§ hrd stheftatidslofiliikd Bebvesil B eBRuNRLY mahing RV Re kybtet 0.

1. Messages fromsome of the interface units 10 nay be delivered by nmeans
of wireless trarh%@%r&fn%%th@%ﬁ"’entwﬁ? cel lul ar tel ephone network (see US Patent
Nos. 5, S94, 740 and 5,546,444). Figure 2 is a detailed view of link 11 shown
in Figure 1. A nessage is 16 transmtted fromthe cellular
interface unit 10a via a radio frequency link 13 to a nearby cellul ar
transceiver site 14, the nessage is then routed to the cellular network or
nobil e switching center (MSC, e.g., a cellular carrier such as Bell
Atlantic) 16 where the nmessage is then delivéred via data circuits |17 and
via router 51 (e.g., Bell South Cellenetry or Aeris) to the nessage
delivery server 1. As will be clear fromthe discussion of Fig. 4,
reference nunerals 11 a and 11 b refer to different types of I|inks.
Specifically, link 11 a is for receiving incom ng exception and status
messages frominterfaces 10 which are in regions wired for sending data via
the dialed digits control channel; link 11b forwards nessages al ong the ESN
channel to the nessage server 1. Based on the configuration of the user's
message profile, the outgoing exception nmessage (or nessages) is then

del i vered to the speC| f| ed end device or devices. Figures 3a d show a nore

N T Y Y b 1. T Y I T A~ 1 L 1. . T M



the various electronic nedia. In Fig. 3a, server 1 sends the nessage over a
.telephone line 18a to the Internet 122 and deposits the nmesgangLyRoohe
user's e-nmail box 6. In Fig. 3b, server 1 sends the nessage over a

tel ephone line 1 rough the public tel ephone switched net T 19
to the user's fa‘ggﬂsg@ﬁqgne 7. In Fig. 3c, server 1 sends the “&cﬁ‘gﬁg@o/@%r a
t el ephone line 18c tq_ the user's,p%ger service 53 and thence to the user's
pager or PCS 8. |n Fifi8 4382 sdematiofp peefeired embedipsaiof e elsgEqnicmesgase fHyrey

i ne 18d through the PTSN 19 to the user's voice mail box 9. The sane
nessage nay al soSSHET a@pdingdo therinypBn. of ot her devi ces as configured by the
user 121 over the Internet 122. The sane nessage that is being sent to a
fax machine 7 as desdiig 5d8a fpwvwharhdepictingthe spariiongfido siston aseordiapto the an
e-mail 6 recipient via the Internet. Preferably) different nessages can be
sent to differenmnvinidivi duals 17 si mul taneously for the sane fault
condition; for exanple, the owner of the prem ses nay receive a

| ess-det ai | ed nessagdig.lédna sdhemationifia bl RFE networkdinking sevsabgjecepofhiipmentan

al so be configured to store nessages on server 1 for delivery at a later
time or after cebgahe ircanoidincerndthalicdnvtion. For exanpl e, a contractor nmay not
want his beeper activated every tinme server 1 receives an incom ng
exception message. TiFeg. 7964 laddeldgicdiferdin HeacstBinc@ Witk the irtreftédni fortin eR@EHAYES
on groups or only after several nessages have accumul ated for the sane
user/contract or . aikRhdigemhg Mait.2an out goi ng exception nessage may be generated
only after several of the sanme type of incom ng nessage are received; a
portion of the menory of server 1 may be devoted to the storing and/or
accunul ati ng of messages. Alternatively) a single outgoing exception

nessage may be_gener at periyp s HRQPRITION U PR PREPERIEDEMBOOAMENTS | N the

sanme way the user profile can configured, the user can configure virtual

dip switches to enabl j talr I HVAW i.onal
hardwi red dip sw tchggmﬁﬁlgﬂi %%qg%ﬁﬁee@n%ﬂ&éiﬁ%éuegﬁﬁtiﬂ%ea?emt e&gl%'}eg{r;ent .
Virtual dip swt r re sub I e i e |
all ow the user tp%&?%a Iogc%%]; (%)Vl\rqﬁ'(r)lfc f l§aéltlaxrch éﬁdrl]) rﬂepf’(sjarr |°gér’§§dst§’ toﬁéﬁ%’e{ﬂ%rﬂ%ﬂe@%%?c of
the PLCs controlling th nsors. of the_renote, equipment. Accordin 0 the
nvention. the JR¥F ekl pd6e IR afer BT Rt AL an2° oG Paeihyn
menu-driven co nds, enabl e or disahle sections of the |adder |ogic just
e he voul 0 be AR Exmpleng oY A COPRBI Bl Brgetis e oo fevd
installation site of the renote equipnent. Additionally) é‘?he user will be
abl e to confi gur®@nfitien | Whenevera Rigce offauIPMSHRPSTales Pptaide iePreigired pREAMSIS. qR| | . A
user may also control the functioning of a renote device in this way, via
the Internet. ThEXEREIN CpAition i FrealsdPrsAido SXisty e HepUen LONdition,taMiso PRt er net
interface, and thgse 18 conmmands are forwarded to the server 1. In
accor dance wit h ipdigatiye ef a regulprly gchedulnd exsns pepumringitep ofiea, ta infreqgieptly, |pppot at all.
exception nessages are sent out via links 12a-d, a conmand nessage may be
sent to the renvheexseptiongsonditionaphildiatsp be indicativarifia megsurimalue beingrbeuendrihiesages
allow the user to activate, deactivate) and ot herw se control the

appl i ance. The idesign specificatinntforltbe emipmestei ve t hese commmand nessages because
t he means by which the unit 10 comuni cates with the server, e.g., the

cel lul ar tel ephone ' Wenarmhonitored ipiccelofrequipmentaletecté\an excepoulcondition| itadtivates its
bi-directionality, incomng links 11 a-d may al so be used to comuni cate

wi th the devi cesnfefflicetétheichifilir phérfeRRfiorkl ETHelhteffica @ ffedtiNely Sctd & a dell Phior ina
shows the details of the nessage delivery server 1. In the preferred

enbodi ment, ser 8imihg toHAtihE The HidrfabRradvapte td dvake & felepRéhe cdlbecaASis isagd 500.
Device 200 is responsible for receiving inconm ng nessages) processing them

in accordance Wblhohg 4HeingS riNiRhEIrARAGE] el the it el vih (8 elhdr nOMoBLr-
Messages may be tenporarily stored or accunul ated on device 200 before
being transmtted to the user if the user's nessage profile is set up
accordingly. Device 300 enables the user 121 to access server 1 and create
or edit his nessage profile residing in rel a?ional data base 21 of device
200. Device 400 includes the various drivers 33 which are responsible for
transmtting the various nessages to the various nedia (fax, e-mail, etc.).
Devi ce 500 includes billing conmputer 38 for keeping track of the charges
and fees associated with the user's use of the service. At the core of
server 1-is a relational data base 21. Incom ng nessages are received



by a specific service designed to handle both the transport nethod and

nmessage formatting. Every interface unit 10 is provided, |2BgJULY2008I ar

" tel'ephone, with an electronic serial nunber {ESN, to identify the specific
interface unit i t he nessage) and a nobile identificatio .QHQQ

(MN) simlar t§a§a%§9Vu|ar t el ephone' s phone nunber). In soneﬂa o

i nstances) the exception or status information is enbedded in the dialed

digits the intermapis sitghiagranter) cppctyths) "Bemeieedl pkthe intarfags todnsurribat theduienfase 25

specifically receives nmessages that are encoded in the control channel's

dial ed digits (sidngRdpanding tozonpleterthe jcallfHhereaprally dhng kametedninartugivg whet iv4

recei ves nessages that are encode in the electronic serial nunber of the

message (US Pat ewkingthgpiceathe home ¢ell gf p elbniagirflephens ihamessape loutingdierrice guch as

digits nodul e 25 and an ESN nodul e 24) because sone geographi c regions

enpl oy di al ed di hpge poavided by dieng pr Bl $autho€¢ilemetrs giithes theripdabyel EShonthating the

coding. Information may be transmitted via the MN of the interface 10 and

al so recei ved bymessgeageingsérviceriytransmitethe IolloBg\unfomsatian ethabesial ranbed afithee t 0

recei ve nessages for anal og nodens connected to the public tel ephone

swi t ched net wor Kinffacefithe niultedigitI"phona hurlbagt issigngiiac Ketinteidics; amdithdrnldti Azt AS

addi tional nethods of transmtting data becone avail able) they can be added

to the services praj€fumbdtthai the Rildrfage REMGRPESE @rceu.nqrhm&gagslr@tm%Mice tells
normal i zati on nmodul e 26 so that all incom ng nessages can then be processed

Wi thout regard tfe fodfickll tHACRETnGaB8H 10kAY anflshould R B2 MEcKTRRE A herh P nRATSEd
to the normal nessage subroutine 27, exception nessages are passed on for

processing and 1 oublolgh, Yhdihhiife fhessho@B bb oILd @&ﬂd}h@%&&ﬁn%@éa base
21, and periodi c status nmessages are queued. The m ssing ssage subrouti ne
28 conpares recq&ﬁﬁgm&hatus nmessages With a List of expected nessages.

(hat a

St at us nessages 't r'e not received have an error nessage generated by

(1 TP 19 o320, LML 8Rell) Bl BSMREH i o 5, >
b l. i I j. : . 32;
NESrR0%5 L0, OF (e A A B R e R e

nmessage queue 32 and route {he nmessages.over t.he, apprORL] transport.
Nner o pages, R sEiSE Bad mAv TR R Bl iamalon (< 2, 2LR05-30 3 mige. fhptigeds
12b-d, e-mail 35 is sent over the Internet 122. Wien a driver 33 has
successful ly delql%ﬁnégy Ifae phong pgmber a??éﬂ&‘?f ?ﬁ@rfafét(&’hlﬁaéseal?ls%ﬁﬂ?‘l“ﬁé"“h the
delivery confirmation subroutine 31 show ng tinme and date of successful
del i veries. Unddhpresiusbesit ise fying daconfast’) way aei opiydndigates vpichymitdpdaing ther
generation of undeliverable nessage errors. Users 121 connect to an

| nt er net i nf or neanyRitting bytmaggsaoaveyriault infasmation, sipce mapyof thetdeyiagsibeing
information server presents to the user the information pertaining to that
user's i nterf aceanonitieed de sethavea braqemntbneofdﬂéercnsfadhpqldétiO@S-pabiswepgr ough
active server pages 29 to protect both the integrity and security of the
dat a base 21 . Adchnolegys imehickinformatiorsia transorittedtim the hprdskaking pontign aflheelbyast em
are logged in section 36, the transaction and nmessage | ogs are then
interfaced by semhsmitter¥dmimunizating tb iarigraboedii apped@Sin UAS.[Ratent Nins. 61594740 todaDny i n
rel ational data base 21 is preferably used to conpile data regarding the
devi ces bei ng nund 5 S46444au Roadh, freet abpad isiainandndy efetredityl & using aontrohchiahesl  of
different criteria, including brand of equipnent, specific nodels of

equi pment, i nst 3afadlid DADUERINE AleAS Plerkibh)sthe BRepEidh 0@ btatub SfEEHEBAR Wimbkddel & the
general local climate in which the equipnent is

digits of the “phone number”the interface is allegedly calling (the “dialed digits™); in Roach,

Jr. (the Bell South Cellemetry version), the exception or status information is embedded in

10



installed (e.g., arid, humd, warm rainy, etc.), |local weather conditions
in a given period of tinme, and the like. This information 23JUut¥?e03 n a

" nunber of different ways. A user can log in via the Internet, for exanple)
and find out thgooemizezenance history of his specific units topcpestesesh are
the nost reliable or nost unreliable. Alternatively, a user can check to
see which brand nodel s .gener the. nost reliable, f i.ven
cond! i ons.( age e s TRRaRyARPRETESY) &b ARt Ehurr yA% feen Pl Ay
be col l ated and, processed, by t oper at or af, data base 21 and published by
ony nurber of | dMPPERERRLMesy e AR e o st 8t SRR e st or e
for this purpose, e.qg.) .the ipcom ssages. fromthe . dnterface
units, the nor n’éPF?si%"g“%fé@§% °8U1‘B%F‘g§’feo‘ﬁg}tﬂ%€at’r‘?8PH‘EP‘?‘Z(@NM?S%@L}Pg‘f t he
out goi ng nmessages,  normal status nmessages, etc. An exanple of the systens
operation i s aseReoRE. nheAes peEm. e BENIeGHso pontainjinterface fdsdfiaaionyi t h t he
system 50, he receives an account on the electronic nmessage delivery server
1. Via the |nteinfismatiathe contractor 121 is pronpted through software to
enter the pager nunbers, cellular tel ephone nunbers, facsimle machine
nunbers, and | nt er nekhe artsane yergion fexpangs omrthisvéchnelbgy antl ancludes the nisesageodstivecy ed
in the event of an exception condition in building equipnment 2-5 for which
the contractor feshnique pentidinked abovEhThaisais-or Bell Sacth Cellchattrymayteratagemissahe t he
software to notify himof the periodic successful routine status check
messages conveyexdegtion date puhoieentive mlessagd delivéry dpgmanc tvhich fdrivards the aformatior doe
basi c steps that occur when a nessage is received by server 1. At step S 1)
t he message is theeditrdeok whdlis Sdspdnsibl, fonasinRalningithe fGlty@Rlipnen? T HeBRtyEHT ishe
required elenments fromthe incom ng nessage and arranges themin a

normal i zed f or nEbviaddvit Dl 8Souhh@ithamessageafefiély kyttem thatte@an RREKRTa the BifheIOW
exam ne a specific elenent in a nessage of any received nedia type. At step

S3, it is deterfidi@rattdntetd YPBe Heclit pAamPREDIIicH 32cepES Loh8iGiBAsBErepdriedtd 1S
an exception nessage that requires imediate action, it is passed onto a

process to begi ‘Dhiemh}lvgmmt "rmoﬂim?orrfﬁsagapL{?bmﬁi%ﬁg.@?ijﬁkfaf,teexn_aii?%gfsyﬁwse

delivery at step 55. not, server determes | e recel ved nessage is

2 ot ohecki NaivdhaiPlee fo neEEED Qo RRAHAIEARARSIGea Sl 1) epibd L hE

user has his nmessage profile so con a storing/accunul ating step

(not shown) e aagHy RELARERaRLERR R nSRiork ELE RO I FOANSRRR B

handl ed at step . I's confirgured as a perio nessage recelved to
use at a later. OF Rty e slmplle e R BRRGRAE o hartd RUR 25 S0 BRE Y 7
RURLI R S, AR NPT R
that failed ¢ o FOHGHFITHIANE HESGIE St BAFBAr UF rerBhe BORG: T4HERE Tossages
are then post Edmés(garge;c lgjergelr}\?gred to different individuals at different times of the day, week, month,
season, or year. For example, a high priority exception message may be directed to one
repair/maintenance entity during regular business hours but be directed to a different
repair/maintenance entity at night. Similarly, the same person could be contacted by

different means (e.g., fax or PCS) at different times. The content of the messages may also

vary as a function of time.
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processi ng and nessage delivery at step S5. In the exanple given, suppose
boil er 3 breaks down in a non-catastrophic nmanner. The fau23 JoblYd2003n is
" det'ected by a sensor (not shown) and encoded to interface 10. Interface 10
transmts a radiy, fpsgade via link 13 to a local cell site 14, peyRisedooos
contacts data circuits 17 via cellular network 16. Circuits 17 forward the
message to nessage server..l. If the nessage js transmtted hy the cellular
t el ephone net wor k 163“?‘%&“% ngp ?'\ﬁé’gm{ﬁcg’gﬁ ‘I"if’ﬁ?a %’lﬁ%%ﬂﬁé‘ﬁﬁﬁmﬂ?"
alternatively, the dialed digits information arrives via link 11 a tgQ
dialed digits chRiR&ammsgto ek W@%*a?g@yi”ﬁ“‘r?&? Al psietng okay H&F%ﬁ?-ié‘ﬁ P& modul e
26 and passed along to the nornmalized nessage process nodul e 27. Mdule 27
sel ects the usermesspgsalsggetsspwsd todhermessase delienoiysiem g Howpuesdnssepd ghheingn
accordance therew th) determ nes what nmessage gets sent to whom and by

whi ch medi um Al hasdlsd by greexeeptionimesgagel pubrsttine m}ge mpyseserdsliyery wystsai-theaagional
be |inked together via user-configurable |adder |ogic. The invention is not
limted to the abegwstegeskich padias theuboveanersiongdsfaglbmpssegss fhet ‘AlayC masspge is
appearing herei nbel ow. Mdifications to the above description that include
that which i s kmbackei hy 8 ndssing message airoutine: Rhemissing messpge subrouting checks the
contenpl ated invention. For exanple, the invention is designed to be

adapt abl e t o allentiexlissofHVAICHterfanes thatcapersnpposed ta shgnal ‘tokayfewn the hlesshgerdelivery
tel ephone) land line tel ephone, electronic mail, facsimle, text page)

voi ce mail) et c.syétein daabars. The milseing mestage subfbutinegothpaeihe eftiratifdo e liier ng
within the scope of the invention. Also, multiple formats of incom ng and

out goi Ng NMeSSagesVACEntedies tHat @tRly aiteckedh ueletayM THinlinteiife S4B 6 dbckiiRe
clainms and the invention. The user can adjust the format 23 and

content of the MRgsPOME nREsagSaQIvES Tyt Sl bit SheipprapSatEMERAELS tdthOprope?
accordingly. The invention s also not limted to use in nonitoring HVAC

equi prent  but i S,&QLAIRhL e ebRd Bedid Sl il hedoRfandTRtifh R fNef Pmadsh efp?cfﬂﬁlo@ied
renmote equi pnent. For exanple, the inventive system and net hod woul d prove
extrenely expedi; S i ! i g L ght s 0 | ul ar
towers, radio trlizzgﬁsen,"!ls %tsga Q‘%‘%‘mtg%egﬂbgsaggﬁgﬁgﬁ St% g’%&%’ {ljlrgeé@yz% SF'aﬁJsV\hat
is clainmed is: hod N ' i ” risi eps
of : "2y dot er i ni Tt el ibEd 3o itk £t w3 R ool b, 00
of the renmpte equi pment.: b)), communicati sage. indi.cative.of fhe state
fromthe piece 0O S°B’5 ﬁB’Plé’Va%ﬁﬁ tbaf%’ﬁ? "ﬁ%"nﬁ&g“o%ﬁﬁnﬁg? ’%g‘é‘}o\% S ogﬁqui‘pr%%{ﬁArfgw‘h
nmessage; c) enaQling a user to renotely configure or .nodi.fy. ser - defi ned
Teasage prof 1 1o Reantannt Bow Be i reke 2l PR RGP s s IR aYe
user -defined nessage pr.ofil e bel_ﬁrl}g st.orapl e on.  the conputer sgrver; ) dél
det er mi ni ng whetSqEPMaRf identifigatng infaanatign, thus aljgwing o ‘ng“@%tt?é'ﬁ? HiTeLES gt
i ndi cative of inproper operation of the piece of renote equipnment; e) if it
i s determnined i vek &isr expmpisa thesiatys Regspes mayinclude statistical information sRuERE ept i on
message, forwarding at |east one out qoi.n exception nessage based on the
i ncom ng nessagequigment speiyasthoyiaanysyslesit paspeeformsdsines the lasidnesgrgg, therun time of
specifiable in the user-defined nessage profile, ' _ )

the motor, etc. The status message may also serve as a reminder for routine maintenance, or

it may report very minor or low-priority conditions that are not time sensitive.
The format of the message sent from the failing device to the local cell to the router
to the message delivery system is a multi-digit code. The first digit can be for message

format (e.g., status message, exception message, etc.). The sub-address is a digit or two
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wherein the user can renotely configure or nodify the user-defined nessage
profile by renotely accessing the conputer server. 2. A net rk?dmcyggl ng to
Claiml, wherein said step b) further conprises the step of “¢o i2083i ng a
plurality of incqgy ssages to the conputer server via one

plurality of di f?gdgﬁ%ggﬁommni cation nmedia. 25 23 JULY 2003 g&ﬁsor%)?ﬁgd
according to Caim?2, further conprisi ngg the step of normalizing the,

i nconng  nessagedSeRED odemiify E?r‘Yﬁr‘r‘BU‘f"ﬁ’é’f‘a PAFRCRIKE dNtPTEACR S asgRngd ipesEReRigRcng an
wherei n the outgoi ng exception nmessages are generated based on the

normal i zed nmessa@dPlion condienGd BT EMsei vegintasfacy radnhel assigited teed huilding hasing east
one paraneter is at |east one of an exception condition and a normal status
condition. 5. A mieHbdAGaunity, dil eapneatedap shertransceintrotiad busdineor prg inferfade ey be
conprises the step of determ ning whether an incom ng nessage is a norna
status nmessage i mélit e loodl RT neprag where paghalf imnitiplefHV A€ upiteims itobw gansmiter. The
equi pnent. 6. A nethod according to Caim1, wherein the renote configuring
or nodi fying of tine digissané ipdicdte the spaiizleackption @héifion.) Theanydedfgitmmedgby t he
user via the Internet. 7. A method according to Claim1, wherein the renote
configuring or nodieivyd bythe inekdage datisargestdnt 3fnbintaligstiabdn@ektddiints b eqgulay teker t her
conprises the steps of: 1) selecting at | east one type of user-defined

comruni cati on dewiessagé, andVor@irdeitb G u3e/RKERNr] RForARESAGR Slsd nBlul®mbeel, brand,
forwarded; 2) selecting specific user-defined comunication devices of the
types selected i fhsli@fonldale, aritimate 268 WRAHEr Ml orlhkssite O Ritebtively, htidh FuhigQba g
exception nessages forwarded in step d). 8. A method according to C aim5)
wherein if the i BEQiPAnEREAMAEn be stdh & tﬂ}- ﬁ%ﬂal'd&ta%&&oﬁat Bﬁ%%ﬁ eGuiRiR&dr®!

status nmessage fromthe renote equi pnent i cating proper operation

of the equi prent jqchifuafit Htdmbitintdaed bERMRIIRES the step of i) storing the
normal status nessage 1n a nornal status nmenory. 9. A nethod according to
Caim$, further conpgi.si t Of - | i di . ' i i ng
i or mat i o § dent i Ty} AGUETE 5P Eads?BRiRhent by BY BB it kLD |
k) conparing the n f .4 he el sta Menary W t.h TR jst to
det erm ne whet he P?%%’r‘eﬁr&a?&st ar bss“%ﬁ%“s@ﬁfa% b\/cvgaag gen%?"yc 4] }ré%lf}ﬁ}l r(':az‘a'% g’ﬁ"’\‘/’\nctp %C%]J 03
predet er m ned peghath OfuilhdTE ahPhe BtisRint &on Hleck i RESR SRR RIS D1 N9

expensive. The deployment of a local RF network is also advantageous when the multiple
HVAC units are fairly remote and a hardwired connection to a common bus line would be
impractical or impossible.

Description will now be given of the preferred embodiments with reference to Figs.
1-7. Figure 1 shows an overall view of the inventive system 50. An existing piece of
equipment may be monitored, for example; an air-conditioner 2, boiler 3, motor starter 4,
heater 5, or any other piece of equipment they may be desired to be monitored. The existing
piece of equipment is fitted with an interface unit 10. Periodically, the interface unit 10
sends to the message delivery server 1 a status signal to let the message delivery server 1

know that the equipment being monitored and the interface unit 10 are functioning
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1) generating an outgoi ng exception nessage in accordance with the nessage
.prof,ile for each piece of equipnent identified in step k) aﬁaggﬁjp '@g
sent a nornmal status nessage. 10. A nethod according to Clarml, erein
the conputer server includes a database in which a plurality of nessage
profiles may be WO@V#87 and wherein the renote configuring or PEHVI0P0MES of
the nmessage profile enabled in step ¢c) is perfornmed by the user via the
Internet. 11. A omiday Warf apebdegrmiifeddxaspiivd condltion 6¢durst il éheqiieck @A&juiphivat
renot e conmuni cati on devi ces specifiable by the nmessage profile include at

| east one of a f 8&ifig MbdiRrdAPGB inl@faceiiniC1 (Rhds ah @BiniigRPcpaYh GRIsae 6 ellel kdsshize
t el ephone, a beeper, a pager, a PCS device, and a tel ephone. 27 23 ,JULY

2003 12. A net hodeldefQEdéNd The nfekaAbclivedREw & 1Nhdntuttd HE Hebdaye &fan outgoing
comuni cation nedia of step b) includes at | east one of a cellular

t el ephone networ kycehiidl msga%@ﬁaﬁé a}iﬁirdﬁﬂﬁe ub? RN 8-nhdile; Sax BPebel BS/lRIEGDET -
13. A nethod according to aiml, wherein step e) further conprises

forwarding mul 1 plograRighetl AtsBEE BN SRERIET L Qs Ul e B ferk 5P ia AR ThiRAAE
comruni cati on devices in response to a single 1ncomng nessage in
accordance with {4e user-defined nmessage profile. 14. A method according to
Claim1, wherein step e) further conprises forwardi ng a single outgoing

oxEOPLIon TSR L AR S IR RRIGH ot e iy

profile. 15. A ngthod accordi.n Claim?1,. further conprising the step of
Storing a pi ural VEPUBFIGER PR EPAIEO b AL SHUIBPGA U, B, HACPeR ORipCBTous
server. 16. A nethaod. ac%ordin to Claimqli, vvhgwin t he renpte equi pnen

i ncl udes heat i ng®°YBNRES FRT FPREPIea AR @ SPRYiensh difisrrahtensors can be prqvitsd throughout
according to C!a{n1|, wherein said_step QI,further conprjses the stgp of
communi cati ng i niPeEEtTHRghiof§terAdgrenteanditionsuch asdoW pphish Brssugt » 3 BdPAG e
of renote equi pnment to which the incom ng nmessage pertains. 28 23 JULY
2003 18. A net hotPith@ir Slowi fap mogoms|campresspr g%ﬁé?r"e?‘% Any apdpflegnyentiony) sepeqrs are
conprises the step of forwarding the identification code in the outgoing
except i on nmessageontempiated agbeingusable dimthe inventiageincinding b mahlimitedto iprassugesensoss, | n
accordance with the user-defined nmessage profile. 19. A nethod according to
Claim 1, wher ei npisitapexinofien teheors, photpsenes eledtrcabtesistande semsabil, mogtusedeastrs, on
of different user-defined comunication devices to receive outgoing

excepti on nessagmagmtic @ndokmeithe likeve periods in accordance wth the nessage
profile, the nmessage profile being definable to have the exception nmessages
forwarded to differerWhetjeethesemorsasuileineatht/HWACainit@f adtied ilaérStha varthiuk Eesent
times. 20. A nethod according to Caim1l, wherein step c¢) further conprises
the step of in a monitored piece of equipment are preferably arranged in ladder logic configurations in

programmable logic controllers (PLCs). Each sensor is responsible for detecting a certain
condition or monitoring a certain parameter. These sensors can be grouped via Boolean
logic operators (AND, OR, XOR, NOT, etc.) to provide the circumstances under which an
exception condition is defined.

An example of such a ladder logic PLC for a typical air conditioning unit is shown
in Fig. 7. Each of sensors 602-609 monitors a different condition/parameter of the unit.

Sensor 604 detects low pressure in the coolant, sensor 605 detects high pressure in the
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enabling selection of different user-defined comunication devices to
recei ve aut gbing exception nessages at different tine peri OQ?'J&?IJYZ&OQH hod
according to ClaimsS, wherein each normal status nessage includes

oper ati onal i nf okvipdoi4gdgyconcerni ng the piece of renote equi preperhRoddiiesh
the normal status nessage pertains. 22. A systemfor nonitoring renote

equi pnent, conpri i ngd: £ i.n.J.ocal. comruni cati i th..a piece of.
renot e equi pment, édso a&lq 6 ségnesﬁrgégﬁ (aatgétsegtﬂ?eﬁgn i§ Vs, S%ﬂmra@g F\é\ﬂg%? if %ﬁeg%’ﬁ?eé%’fer

of the piece of rennte equi t; an interface upjt, locally, connected to
sai d sensor, sai dwn%{"ér‘feai?é%ﬁ&ferﬂé{\?f Hg °8“‘I'F€§a§eagﬁghﬁ‘éﬁ%ﬁ“5f4’ﬁéd ?‘Fﬁ%éﬁ? g‘r‘ﬁdsé%d
29 23 JULY 2003 a conputer server in rempte conmunication wth said
interface unit, sOf8ORRFHS wakkie Same 8f the degic /s disess andgirarlgeRrrestragle.if seasar g
interface unit, said conputer server havinq\a user interface, a user being
capabl e of renot e4 dgteets & Sighpresaireicangivigtithigh rressyre megsage L0jigisentein themessagmce
to remotely configure a user-defined nessage profile containing outgoing
message routing i $f8eptiRg peshanismpinterfacaynitr Os §impjlaglyié epnsa 60 datectsarop i on
condition in the piece of renote equipnent, said interface unit generates
an inconi ng excepiilbmepsagesHids sentli cati ve of the exception condition and
forwards said nessage to said server, and wherein said server forwards at

| east one out goi ng exdinrirags nfths bgdertar madre keraplex. ofve exampdel @t lgrerh, eehsor 606
user-defined renote comuni cation device based on slid incom ng exception
nmessage as speci fdesdtsitimt gmifsh is s©rkinke timaelisneiaadeif po af fiow is 2Rctedbg yaka@ 609
according to Claim22, wherein said nessage generating nechani sm of the
interface unit f osefere dmeshiitled JUE S ‘MG 2R MOSD tteNagdHBISAGAS IF,Gn Bitd M, sesapsoser
server via at |east one of a plurality of communication nedia, said nedia
conprising at | eadetec@mO A oparatiéil drldlsaiisof €J9a QB Ao AR O blt schd 607 detects proper
transm ssions, telephone lines, and the Internet. 24. A systemaccording to
Caini 23, said sempedssot Bifielion hitDtirAerQniER ol 8éonpressd: M hé fanwi air BloW™ Siebstlge
server receives said inconm ng exception nmessages fromsaid interface unit

and sai d normal i ZaysiiPeniMAs)E AR TR ieXMiplS Medsabd COMNE Bt S GRRAJPHOTRERRIES
into a uniformformat to create nornalized nessages, wherein said outgoing

exception NMessagegy;ahen GRReF g@&%@aﬁ%@u&m%@a‘x&ewsg@wm@ﬁmwmﬂ- in3fe p. 23

JULY 2003 2S. A syStemaccording to Claim22, wherein Said sensor nonitors

at | east one par o eliy0l, if @t BPARea HEHTE "R RHFES swith bl R5icd), o

| east one paranmeter 1s a

message will be sent. In either case, a message 107 is sent in line O.

The dip switches are provided to allow certain portions of the logic to be disabled if
a customer is not interested in receiving a certain type of message. For example, a sensor
could be set to detect if a compressor is cycling fast and to send a “fast cycle” message in
that event. However, if the user has the compressor deliberately set up to cycle fast, the user
will not want to receive a constant stream of messages informing him that the compressor is
cycling fast. Instead, a dip switch can be set to disable that message from being sent. The

conventional dip switch is adjustable on-site. The invention contemplates also enabling the
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one of an exception condition and a normal status condition. 26. A system
according to Claim22) said systemnonitoring a plurality 28 JOLYC200f
" equi pnment, each piece having an identification code, said server further

conprising: a figghesmgPrry on which equi pnment identification cpgpssdlosddl
noni t ored equi pnent are stored; a second rrermry i n which comunication

device identificati odes ser-defi ned comup cat
renot e devi ces aﬁserg S&f‘é&ivmg% ch s(‘:”étﬁﬁisir‘ff%g |In(|€)n galA °c°&§5(§%’ﬁ?”?| calf Ig‘é%%es
bei ng configured |n a plurality of said user-defined nessage proflles 27.
A systen1accordlh Yo 0 aim26, wherein said user interface is in

communi cation wth sajd, second, nenpr at, users can create or edit said
user - def i ned message %qcaf}@&npgﬁxgtg@}(@f?a@ wibjtype QbR prand gnodal, et6. The RLC
according to Caim27, wherein said user interface enables a user to
configure a user M@ePf hard vitied getherepioringtallation site ddiemativels hstvaras sensers casrbe
communi cation device to which outgoing exception nessages are to be

f orwar ded, sel eclinksgain dompuies saftwaref 4t A seb sishthatrinteracts with destemcdls Bir extrople,ypes
selected, ttnd determ ne the content of said outgoing exception nmessages

f orwar ded by sai ilstsad ofsending euiiadowipressuttafi¢spasd 10 fona lovepressem coslitianaad a Bigh

23 JULY 2003 29. A system according to Caim22) wherein said renpote
conmmuni cat i on demiessas: messigedO1 &ir ahighpresame cafitinf asst gan IOR thaattpuieof samsors
e-mai|l receiving device, a cellular tel ephone, a beeper, a pager, a PCS
device, and a | a6 dnd665 togethpihionthe séhding Auofih &sbnamexd préssuee” inessab @i Austbean
wherein said interface unit periodically generates a normal status nessage
if said sensor taijwiktdgicadder intheshRoe sinfilat fasliorCBone Goeld etieh Meisageprofile, ¥ay,
status condition indicative of proper operation of said respective piece of

equi pment t o Whi B imemi-gkivefweBSites, by @R BiOMbRE teléphort respbise lsystdnflletéS THE &G, of
including an equipnent identification code of said respective piece of

equi pment . 31. Acchyes! x%eaea%thnrrmrme@camgu%m §fthélsyaRmvifidtatfebiddfbe that
conprising: a third nmenory for storing said normal status nessages; a

conpar at or procegsted da-GRAMF&At ion with said first and third nenories
adapted to identify which of said pieces of nonitored renote equi pnent

having an identifi Cat]_h‘ﬁg (ioéi@héﬁ&ro? di §|8'lg41§ fo%&i ) r O\Qﬁg\t&'ﬂ&c Se unit 10.

comuni cate a normal status neSsage rrem)ry In a

predet ermned p .&%&ger%éné npfon?s@ﬂo»@n ﬁ:efﬂg%r AFshawH @exgg%emm cdnﬁmoners 2A-D

communi cation w't sal arator processor gener ate

out goi ng exception ssa each i equ entifie i
Cormar ator  pr oceLEgien B P‘gsa?sa @xagéa?ﬁ%ﬁmﬁféﬂ 0l WhEE e q'°ae%rd%>
said server to at  |eas grmun catl on

specified by at 'f gﬁltg‘ftc‘{)%“&mgg? '§" ﬁ‘gg?r a&éf‘?‘ﬂ@&“‘f?‘e@ opﬁxaﬁptlpxégon%g?n 5

syst em accordi n aim 30, said serv f.ur i
ngr mal i zati on gdetectcgl transmi?iter 6(?1 transmlft'\s an% sxgnaH 2% toa n}x)mon mtg-face unit 10A.

Common interface unit 10A includes antenna A for receiving signals 610. Unit 10A sends
incoming messages to the electronic message delivery server 1 via link 11 in the same
manner as shown in Fig. 1.

Messages from some of the interface units 10 may be delivered by means of wireless
transmission over the cellular telephone network (see US Patent Nos. 5,594,740 and

5,546,444). Figure 2 is a detailed view of link 11 shown in Figure 1. A message is
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nodul e, wherein said server receives said incomng exception nessages from
said interface 32 23 JULY 2003 unit and said nornalizatiog JUAcwReo3

" normaliZes said incomi ng exception nessages into a uniformformat to create
normal i zed nmesswgeed2sgher ei n sai d out goi ng excepti on nMessagespaTUSAN/HROEt
ated based on said nornalized nessages. 33. A system according to C aim 26,

said interface yashifaTRm MéBdiufir Rhétfaed hdity1 02 via 28506 BeduBhS” n‘x&qgtm&%y
wherein each of said plurality of remote interface units’is locally

res pect ively ConMaRt ﬁ&sh{i)ve? 51% ﬂg{h@ n&k%ﬁ@xs%c&%&lt&l th g{g&ﬁulﬁ" efork (9 mobile

equi pment. 34. A system according to sal nterface unit

COh‘pI’IUSI ng a pI i ln%%er%(@&@%],h@él a&%&ﬂer%ﬁ&l{a%(? }/y*om{gﬁﬁc{}ura a'eﬂ'Iegfeggag%sors

plurality of in e uni oca connec |ty

which are in tur ective conne

of equi pnent. 3'§nhc/&%% vetreéirﬁ’%%:%aocr“ ultsg t%g(‘ffa r°'%1°’%qb '(?)lelsonu%égfl us - ’gceq‘s ned
nmessage profiles gre eacgf em)tel user t

server to forvva'tpd emﬁ‘lsfﬁg ‘fe§y "tff've E}? s 7‘?6?1'8 é‘é%l‘-‘r"&ﬁ‘ EE kej'§gffr§“°°
W th the user . dareg aed a8ref i f?fgemgwesafe@%fgeﬁ"ﬁ@@ggﬁ%w%0%%?%56,

wherein said user-defl ned, message profiles are each renptely confi gurabl e
by a user to calleuniagF¥peptiqnasd St@'as FstsBas drom sterfenes | Q which prg inyireiges Yiged for
exception nessages in response to receipt of nmultiple incomng exceptio
nessages i n acc¥pdiagdua ythe disled digitsrcopteqlichagel; nb%‘%big Wmeésagg3l°ngg"3 JULY
2003 37. A systemaccording to Claim 31, wherein said conputer server

adapt abl e to f oESHhekannelpo the aepsage sstveshi d out goi ng exception nessages for
each piece of equipnent identified by said conparator processor in
accordance with the Basedondhd ¢conégurationsd¢fe ysersmidssage grafile/the gutgeing exsensiodi ng t o
Claim22) wherein said incom ng exception nessage conpri ses exception

i nf or mati on andmesdaget(orf nessages) nis theh deliveted dmthe specidied embdevige dr ¢eviser Figuresaddapt e
equi pnent. 39. A system according to Caim 38, wherein said outgoing
excepti on messatshoscamore setsilebviasypof thewariohooutiedund tinksrida-d den tonhea gieisemer 1 to

i nformati on concerning said piece of renote equi pnent to which said normal
st at us nessage thevirivus slectrblic nfediay Ih Bif\ 3d; eavdlilnends theGhasdge 30sr awdiephenertingai d
nonnal status nmessage further conprises operational information of said

pi ece of renpt e]gaGe/ihe Mbrhet!102 Wit dePosi@ itk MREAFB in tBE Bdet!s c AREDILE. PEFig.BbNS. 41
A system according to Caim3l, said conputer server further conprising a

fourth menmory UpgRRr Wsél'lﬁ.bthgH{e%gaﬂreﬁ(féﬁﬂﬁér@ﬁmm?%ﬁ%% h fhe ulﬂchElQSﬁonésRvucﬁed
met hod for nonitoring renbte equi pment conprising t eps of a)

determning a M&k@éTﬁg 1b@ARE uS FRAhAIREST prlgxg.a;c, Lc?@?tl sEHAE tHe ISR Obvet hE
renot e equi pnent U LY 2003
a telephone line 18c to the user’s pager service 53 and thence to the user’s pager or PCS 8.
In Fig. 3d, server 1 sends the message over a telephone line 18d through the PTSN 19 to the
user’s voice mail box 9. The same message may also be sent to a number of other devices
as configured by the user 121 over the Internet 122. The same message that is being sent to

a fax machine 7 as described above may also simultaneously be sent to an e-mail 6 recipient

via the Internet, Preferably, different messages can be sent to different individuals
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b) communi cating a nessage indicative of the state to a conputer server as
.an incomng message, the incom ng message having a respectizge)inyapoad
format; c¢) normalizing the incom ng nmessage to forma correspondi ng

normal i zed nessa ing a predeterm ned uniformformat; d) s I

normal i zed rressagg"ﬂsz normal i zed nessage dat abase on the co E{r}é);ggos/&é)%})\?er;
e) determining fromthe incom ng nessage whet her at | east one exception
message rel ated tomeltaBequaly §on thisamefaulbeondilion; dorsxaraple, the; qyvngk of thepremysgsmay
renote communi cation device specified by a plurality of nessage profiles
stored at the confserivera lessdgtailed message than theCopEClF-ni ned in step e) that at

| east one exception nessage related to the incom ng nessage is to be sent,
deriving the at |east Aower’mesemeipmﬁlnwsaéﬁgé’emrtfwg@ siqrep megpagrIromapiverdfor
nmessage corresponding to the related i ncom ng nessage and the nessage
profiles, the at debwsy atarigertioeptiftoncemginsaniitiaie piewstl Fdrexample, lRophtragton may
respective format suitable for reception by the at | east one renote
comuni cat i on dewuiot watthisweepehadtivatedievergtime seovee | esceiegstan dntomirgesaxgeptios megsagee
sent; and g) sending the at |east one exception nessage derived in step f)
to the at | east Orhe usemphifite canbEvdifigaiddas ddiest masagpati groups obynly herrBeange
profiles, wherein the nessage profiles may be created or nodified at |east

In part by a userméyageeKivt Secanaaed férthé fithe LRITRLHLRES EDptidhally}dn ovlgsiyst em f or
noni toring renote equi pnent) conprising: a sensor in comunication with a

pi ece of the r enté&@eéiggan%?@tmgyclfe é@ﬁér%& britPattedd SevelaB fRhdamBltyde@F RicoR R

paranet er thereof; 23 JULY 2003 an interface unit, coupled to said

sensor, said intepdage r;'écfeivt'&}\sigpgito JFRRSARRPISNEN & ML SERE05BA &IThd Qbring

generati ng nessages I ndicative e state of the at |'east one paraneter

f the pi f ot ' ; i - U ExdePti
0 e prece o aﬁglé)é | ﬁ?tg'%f%'f BILEdd es; ?ﬂ@nﬁtn&%ﬁ\%@& 8%%%}4? 'éxdegt:lonamﬁéasgg Eringa

communi cation wt I'n ace uni sal d sl n

interface for recb%i#;ée?gedrgg%sa&%gtogs%pg&ﬁhgb i&ngs?%%g&i nterface unit; a

message nonnal i zer normati zi ng each one o messages received from
the interface unit to. formcaorr ondi n r i awing . a .
predet er m ned uni for mmftgF TRt Ve g'ﬁé;?sﬁgﬁoggg%rr%n%&‘ié%% a g%geggiq gorn\ﬁg’t‘%rv fnﬁlal dip
normal i zed nmessages, . i ncl udi ng,.normal ized nessages.fromt ssage .
nonnal | ser: 5 oSSR B BRbI B DI R ORGP D B RGP PRy e Sy ile
profiles; a nmessage processor for detennini.ng frgmeach ane of the nessages
recei ved fromt hén‘i‘sﬁg%?d!'ﬁ‘fa%ﬂfﬁat\'ﬂ?éf’ﬂ‘?@?‘ eqyip ?é’érs?m(‘} IRSULIES Bh SHRE S ge
related to the received nmessage is to be sent to at |east one renote
communi cati on devbereutisespred ingepygr } waichata the upsr & tPegle on grPfEsesiainogipns of the
nmessage generator for derivi ng@t he at | east one excepti on.rressage _
det ernmined t o be laddge logjg of the Pheseqngrelling shesensers of the ramotpequinment. Herordingipths
invention, the user can go to a website on the Internet 122 and, through menu-driven
commands, enable or disable sections of the ladder logic just as he would be able to by
flipping conventional dip switches at the installation site of the remote equipment.
Additionally, the user will be able to configure the logic of the PLC remotely via the
Internet as well.

A user may also control the functioning of a remote device in this way, via the

Intermnet. The user can enter commands at the website or other Internet interface, and those

18



comuni cation device, the at | east one exception nmessage being derived from
a nonnal i zed nmessage corresponding to the rel ated nessage 23®dHiLwye2003 om t he
“interface unit and the nessage profiles, the at |east one exception message
derived therebywbawiirgy at | east one respecti ve format suitabl ecfroso0/0040s
reception by the at | east one renpte communi cati on device to which the at

| east one excepédﬂﬂmﬁ?éx@%&%a}déd {0nPErRE N in adbbrdanéwitiing uéd Brbfite, ?@%}?ﬂﬂﬁ'e

interface for sending the 'east one exceptlon message derived

except i on mssa&qhaa&%mwat bl ntkedsBAN oV LSRR AONTUILS !n%asa devi ce
F 3 I nter

specified by the message’profl a user ace for enabling user

at a renmote | OC%%%S’J‘seBt% e ?m?:e%w%@g) é'n V\Hlaceeq}%}t 18, & co%%lagzi mtegggeggﬁ 3 d€

profiles in the ssage ereln when sald sensor ect
an exception copditi renpte e nt id i terf

unit generates Q‘ﬁ ufcﬁgoai#%aée' H’E‘?B‘é\% cﬁ%ﬂ’wfsf\?%mc?? H‘F Rg‘ﬁ‘éﬁ‘i:eeﬁf Blrﬁer 8?1‘6"'

and forwards sai d nessage to said server. 44. A ne f nonitoring

mul tipl e pi eces®YfFesrw %ée ‘é’&ﬁ?aﬁﬁﬁﬁfsaéﬁiﬁ?ai“%q ‘h@mf‘ﬁ‘éi’% g}f’g thyunih10qet er m n| ng
respective states of at |east one paraneter of each one of the multip

pi eces of rent @YD Hith ts)sereintrim e seliuig lepheransty sk 1f Riieaiongle "b"fa t he
respective states fromthe nultiple pieces of renpte equipnment to a
comuni cat i on sigpEtefthinbi-ditestionakiy ingaming bks fiad maralse bepsed iqepmmpmicate with
respective states fromthe communication substation to a conputer server as
i nconi ng nessagie deviges tneushithely respectize intesfaceumitsdfy configure or nodify a
user -defined nessage profile containing outgoing nessage routing

i nstructions) the udégureiésliowstherdetilniofshpmersagealelinennsgrer dr bithepraterrede
conput er., server; e) determ ning whether at | east one of the incomng
nmessages i s an ¢mimdimeny sexadpndlales foms badwart deliicca 00/ 80¢ 400,rapd 6§k rDaype26@ i on
of the piece of renote equipnent; f) if it is determned in step e) that at
| east one of t hie réspasiblefor mesHAMGonifg Adssages (pTvodeshirghan il avord@®e adtd the
forwardi ng at | east one outgoi ng excepti on nessage based on 37 23 JULY
2003 the i ncom wgrpréfefehtes)undeSfiag theindfordutpud.aMessagee niag I tetnpoeeily derkd oed
communi cati on device specifiable in the user-defined nessage profile,

wher ei n the usedcchrilatt®oDERcY 200bdfbre BEifg Rinsiitbd fty/the Ber USRE ndet negagemRsMmage
profile by renpotely accessing the conputer server. 45. A nmethod according

to Caim44, whgkQiup ascdidingh. hevitk 300/E4aBRE tHe SR 1D BRActdISscte D afld create or edit

his message profile residing in relational data base 21 of device 200. Device 400 includes
the various drivers 33 which are responsible for transmitting the various messages to the
various media (fax, e-mail, etc.). Device 500 includes billing computer 38 for keeping track
of the charges and fees associated with the user’s use of the service.

At the core of server 1 is a relational data base 21. Incoming messages are received
by a specific service designed to handle both the transport method and message formatting,
Every interface unit 10 is provided, like a cellular telephone, with an electronic serial
number (ESN, to identify the specific interface unit sending the message) and a mobile

identification number (MIN, similar to a cellular telephone's phone number). In some
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communi cating the information fromthe nultiple pieces of renote equi pnent
.to the communication substation via a local radio frequencystJauogragoser .
46. A nethod according to Caim45, wherein said step e) further conprises

the step of compyfoAabdghd sai d incom ng nessages via at |east QpyQbom4os
cellular tel ephone network, radio transm ssions, telephone |lines, and the

Internet. 47. A nethod according to Clean 44, .further.conpri sin he ste

of provi ding a paTHTRETT BF riseldrhs sfieR raelah isemirERd LRF Brh et he'huhe
identification information for, the respective pieces of. renote equi pnent to
whi ch t he i noor AgATTGs A58 dielsd cheits rontpbehanncl motlils 25 seesifigr Rgeqe echesmees o
wherein step d) further conprises the step of determnin et her. at | east
one. of "t he. | nconifyesd b6 LA SAHelg s Gist L PHBES S *Br TBE Y el
status nmessage indicative of proper operation of the piece of renote

equi prent to whi épntiqhehanpel sngguledrecsivasmessages hapare prsqdaindls drcAoni¢ gl mimber
44, further conprising the steps of: storing the incom ng exception nessage
at the conputer oéthgaressagn/BBatent 534G.444Y. Rooprefsmbleito havgtbothadiidledcligiismepdule
exception nessages by at | east one equipnent criteria including brand,

nmodel , install at 2dandiat ESN oiodwte 24, becausk soowtdeographinrdgivnommploysiialedaligitddtd
according to Claim48, wherein if at |east one of the incom ng nessages is
determ ned to becedingmwhilk ogientegisnsengd@OESN tikte codiigh dofofruatioh eray bomprsmited viahe
step of h) storing the normal status nessage in a normal status nenory. 51.
A net hod accor di i@ MIN 6F tht fitdrfice f0dnt AB6 rezeivEd bysmegagdelielivdresvent.: Sdryices are
providing a main list having information identifying all pieces of the
renote equi prent akehnglable B letdivtneskdges PRRBId Wodehe cotiatiedioshexfublidRlepRneal
status nmenmory with the main list to determ ne whether a nornial status

nessage was not GR{ItRsA nevbADLNhtd thélcelulf SIgRAIPaikel @ith ROKRA2.0As dddiRnhlor any
pi eces of the renote equi pnment being nonitored; and k) generating an

out goi ng except i gHERS SARRsthitird AR HdaEaviilitie, fnlag cAPSSRA& B iHefskRed 18yereach
pi ece of equipnent identified in step k) as not having sent a normal” status

message. 52. A met hodafGeBhiloNfestde é‘h&ﬂrﬁiizcd%&%%ﬁna?i&ﬁﬁnho}lb‘l& 58 that all

conprises the step of providing at” | east one of brand) nodel) installation

date, climate, aﬂféomtrgﬁga_ggg%giﬂgn%gpkg%%mﬁ reé ? (t)c? 1p1n@5rgxgl1grr%@al -All

equi pnent on the marn-li st accordin alm urther

COMPY ST NG tNe 51 E0hinlmetkidhd 29, BN UG RH AT B IRATATES, LEARE W Sbhel e

passed on for processing and routing via the user’s configuration through the data base 21,
and periodic status messages are queued. The missing message subroutine 28 colmpares
received status messages with a list of expected messages. Status messages that are not
received have an error message generated by the missing message subroutine 28 which are
then delivered as configured by the user in his message profile as recorded in the relational
database 21.

Messages to be delivered are placed in a message queue 32; as message traffic
permits the appropriate drivers 33 request messages from the message queue 32 and route

the messages over the appropriate transport. Numeric pages, faxes, voice and DTMF 34 are

20



23 JULY 2003 sorting at | east one of the stored outgoing exception nessages
.and, the stored normal status nessages by at |east one equi PIRJULER008r i ON

i ncluding brand, nodel, installation date, climte, and weather conditions.
54. A nethod acowodirgs7t o Cl ai m 44, wherein step ~ further COrRDTNESHE/00405
forwarding nmultiple outgoing exception nessages to multiple user-defined

conmmuni cati on deyhGRe thd'PTHY PAIS @-rhdil 35 iS AdbRr hﬁ‘iﬁg&&g 2DERRBDE driver 33 has

accordance with the user-defined nessage profile. A met hod according to

Gaim .44’ wher eisﬂcégsﬁﬁlyfdeli\f'e% E {]Fé'éor 9&5&%1‘? ﬁlefdgtra\ﬁ@sre%il ri':? s d%fi\ﬂ:g} (’?onﬁH}xQB.h ng

exception nmessage to a“user-defined communi cation device I n response to
(tiole i . N , . ) .

profile. 56. A narRaead Sefi ARE SRR rhiln U IRE, 1RGN BRI RESIOAG,

storing a plural] d nmes in a database at the

ty. of . user-defi a rofiles
conputer server .r°l§¥d. bagk #’etg?lgaga%ﬁi:ec OF %ﬁn%&?”g&@gﬁﬁwrﬁﬁl,e MRS Y he renote
equi pnent includes heating, ventilating, .and coolin ui nt . .
net hod according to Cf&P Zf’ﬁf‘n%@ragﬁ?ferg%’i‘%gg?"é‘ﬁné‘)""gt}st F?él?e BSHST F@egét he
step of conmmuni iati ng in the incom ng nmessages [espective identification
codes of the pi CUERCIRIOMRIHIN Sk BRSSPI theisiine RIGrRBUINREBHNIAG IHBE Lt
respectively pertain. 59. A nethod according to Caimb58, wherein said step
d) further conpifteéases. Reausste fp alier hepseaF datm arepased deaveh Aftiva sy Pes8é2ta n t he
out goi ng exception nessages to the at |east one 40 23 JULY 2003 renote
user - def i ned comfaiest Beth thsrntegsisy and seenrificefgheidateeasel t- PAR messagss pndiadnisaseions
nessage profile. 60. A nethod according to O aimb59, wherein the
identification ¢hwtipass Heoughdhe shsier aredogped inrgetinn J6eths transadtion ind tessdge|ldgswieng
equi pnent criteria: brand, nodel, installation date, local climate, and
| ocal weat her cthediinterfaced oyf settivn 37ns b billirgtsystem$Bt e. 61. A net hod accordi ng
to daim60, further conprising the steps of: storing the incom ng nessages
on the conputer servAipprtidondf the riemoty ihbelationalaiatatgsadSs pgferablyyused tolcempile dune
of the equipnent criteria. 62. A nethod according to C aim44, further
conpri sing the sdgafingfthgdeitesheii(y eioredioterdingd. SuEHBtLisSorbbleyAhy Whrhber bf S
own | ocal radio frequency transmtter. 63. A nethod according to Claim62,
further conpri suif@renbétitéria McRbing bRvd Of él?ip'iﬂlﬂt, S52a1Tid Mhodaks bOduipeeai, aistallitiond t h
an antenna to receive signals fromthe local radio frequency transmtters.

64. A nethod of 44 (lnt @us Bt 258 HRhEcduBMtdnt) Sthe g&ietal loRAlichfhate FhicH Bl leBipment is

equi pment conprising the steps of: a) determning a state pf at |east one

paranmeter of atlsgast (€@ Gril nafntd, Q'fanﬁ,%nﬁ%@'f focA WehiRPEShditions in a given period of
time, and the like. This information is usable in a number of different ways. A user can log
in via the Internet, for example, and find out the maintenance history of his specific units to
see which are the most reliable or most unreliable. Alternatively, a user can check to see
which brands or models generally are the most reliable for any given conditions (age,
climate, weather, etc.). Additionally, the information may be collated and processed by the

operator of data base 21 and published by any number of different criteria. Any of the

various messages may be stored for this purpose, e.g., the incoming messages from the
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b) conmmuni cati ng nessages indicative of the state of the at |east one
_paraneter fromthe piece of renote edui pnent to a conputer 28eJUEY 2003

i ncom ng nessages; 41 23 JULY 2003 c) determ ning whet her an i ncom ng
nmessage i s an i nowooomMzssIxcepti on nessage i ndi cative of i nproperpPaImgs00nG4em
of the piece of renote equipnent; d) if it is determined in step ¢c) that an

i ncomi ng Message ihterfRAB uhikG HEnBEnA%ERRESs s HRHG FGR thé Artvalidiisiimaduld, @rst one
out goi ng exception nessage based on the I ncom ng exception nessages to at

| east one user - dg{igBRE nfcNIPUNMh Gl Rudif¥dssRs, &) Storing at |east one of the
i ncom ng nessages and out gol ng excepti on nessages at the conputer server;

and f) creating an infQqr | : I |
nonitored by enabli ngkﬁﬁ%@ﬁr#éés)gfatggg t'éet or (ejépﬂﬂétage%ﬂg\)w{vgﬁﬁeaqg%ﬂ %Ef%orﬁgig '

| east one equip i i A f i in i . D] eces
of rempte oqui prenrs SLURE e Hhuert 0,1 REEEAR & B Bl SR R Pin
comuni cation with a.r ctive ope of the ltipl ieces of renote

equi pnent, said SENEy Sﬁgglfg%tf’inﬁtgﬁlﬁ caUFter bméPWF‘BE‘S?‘“S‘WE Sﬁ@‘?’%{ﬁg"t Pé‘:'erg?e each
one of the nmultiple pieces of .re e equipnept; Jocal .transmtters, each
connected to a rggﬁfég?m'?ﬁés’ BﬂL'Ia(SFgD By csimily gaghine gy ?’&r‘?é‘gihlt?@?‘s,
sending status signals indicative of the state of the at |east one N
paraneter; an i n@edgressesef apy indiyidpal gvhgaredn pe papiacied dn the evntefifg exespHonsgoaditien
signals fromsaid |ocal transmtters, said interface unit having a nessage
gener ati ng mechadf Riding sguipmens 2ot fos which thecontrastar isrregpensitiermihei usertqontmackr d Al
said interface unit, said server adapted to recei ve nessages generated by
sai d interface umay alsgsgtthesoftpyarede natey himr offthe/panigdia supsessful nouimes siates checkuser
bei ng capabl e of renotely accessing said conputer server via said user
interface to renwoteedagescomveyefifrem aquipment@es. i ned nmessage profile containing
out goi ng nessage routing instructions, 42 23 JULY 2003 wherei n when one
of said sensors det ecFig. Sdepicxcefidw chiartcod ek Hasio stepsrtha ecuo vhénhempsisagedsreodived
renote equi pnment, said transmtter coupled to the one of said sensors sends
a correspondi ng &y sérver 1S AgB@p S1,aheimedigge isrecelvddn AR 6lep S, ndfmdlizatimahodatk 25ai d
status signal, said interface unit genes ates an incom ng exception nessage
i ndi cative of then@(eet teqiir&idiéhhdntsOffon? tHe incomingahddfags andhriafgd Mhengin@X Cept i on
nmessage to said server, and wherein said server forwards at |east one

out goi ng except i GHmi¥ASATEShat EndPtorkLiidth a9 RechrdSlLtaBleTEBOS 1URR hoWl @kdnfiRsla
renote conmuni cation devi ce based on said i ncom ng except| on nessage as

specified in sai gpeditRletetiRhi il @dneITupe 8y RERTVed Redia type. At step S3, it is determined what
type of error message has been received. If it is an exception message that requires
immediate action, it is passed onto a process to begin configuration of a readable message at
step S4 for delivery at step S5. If not, server 1 determines if the received message is a “unit
checking in” or a “system ok status message at step S6. If the user has his message profile -
so configured, a storing/accumulating step (not shown) may occur between steps S4 and SS.
Undefined messages are handled at step S7. If it is configured as a periodic message

received to indicate normal operation of a unit, the message is stored at step S8 for use ata

later time. Periodically, the list of units that have reported in at step S8 and the list of active
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66. A system according to Caim65, wherein said |ocal transmtters are
.radi o frequency transmtters, and said local transmtters gyljgpycheyat enna
forma local radio frequency network. 67. A system according 1o C aim65,
wherei n sai d neswagesgener ati ng mechani sm forwards sai d i ncom PI/Esoweqabs on
nmessages via at |east one of a plurality of conmunication nedia) said nedia
conprising at | eggis Rp&tdflto fep6td (HARSS daBib8RNINSe @cﬁ%ﬁéﬂdﬁt stéP§H. QUnits on the active

transm ssions, tel ephone lines, and the Internet. system according to

Caim 67, said cogpuh gy n&%&%&l‘ ot @EPHcRIdN undls 1P !‘o'cgsgéd' %MQH%t?aich.r ein
sai d conputer server receives said | ncomng exception néssages from said
Interface unit a&goéﬂ-{lgavgg{e@éés%%ﬂp@ A ﬁ%ﬁ%ib?TH%@?ﬁLs‘a e%%rcﬁﬁe'ngahtgﬁ‘ap}uﬁﬂer
exception nessages into a UNITOrm forhat to create nofmallzed nNessages,

wherein said out gai exception nessage e generated based on said
normal i zed nessa ggegg%an&ggssﬁf?}wf%g s@.gg'A system according to C ai m G5,

wherein the at | east one par ter is at lea ne, of ,an excepti on

Condi tion i n whi oh t HE eATRBAE v SUsHsRs bFg TR BRI 4P aeoR i gner.
status condition_in which the equi pment is operating properly. 70. A system
according to O alf &yt copdision;t ‘%E%QB RY P 5515P7nYY; sy apd E’i‘ﬁ&dr‘%%fﬁfé“el&ui prent
bei ng nonitored each has a respective identification code, said conputer
server further chgsiera]gansaits 3 fadio massage yiajligk 13 teohloea aelhsie Aé. Whikbrentestedata on
codes of all nonitored pieces of renote equi pnent are stored; and a second
menory in whi ch dstitthl viacelbvar getwprkel 6 Garenits §7dfanyaghthe pgesagedp messageserveml . dif
renot e user-defined comruni cati on devices specified by said nessage
profiles are st othemessage isAragymittedrhydbeenildlantglephon€ingtimerkol®, thafi&Neairives vie link
mul ti ple pieces of the renote equi pnent being nonitored each has a
respective i dentlibitec ESNohameti24; alemativelptheidieled digity mformatianaenives iabnk slatg: a
first menory in which equipnment identification codes of all nonitored

pi eces of renot ediged digiteclianaa] @5.sTiermaksagea ihaamasléed inchomaatizatjoni nodulei26 land
conmuni cation device identification codes of all of said user-defined
conmmuni cat i on depassedalong &g ihk nethaliyediwdsshgeprsesg mofdilo 7.1 Modwlé 27 s:leots dek;usersd a
third nmenory in which said incom ng exception nessages axe stored. 44 23
JULY 2003 72. A mysiRProfile Gomtirtlgtidngl datadhs®128 bnd hREéwdancSherdwiil, dbtethihds @i Ng
exception nessages are sortable by at |east one criteria including the

fol l owi ng: br andnes@sg%legets skt ¥4 Fhér hndBy WiRkiemediama AlteinhtiRlyeor irdiditlod Galltiple
S.

weat her conditions. 73. A systemaccording to Caim70, wherein said
interface unit pRak &HdRRINS haP BORIKRY foetler i ERt-cotlfighrdSle m&&%gc.lf its

respective pieces of equipnment are finctioning properly, sai
The invention is not limited to the above description but rather is defined by the

claims appearing hereinbelow. Modifications to the above description that include that
which is known in the art are well within the scope of the contemplated invention. For
example, the invention is designed to be adaptable to all forms of electronic communication,
be they cellular telephone, land line telephone, electronic mail, facsimile, text page, voice
mail, etc. All forms of electronic media are contemplated as being within the scope of the
invention. Also, multiple formats of incoming and outgoing messages are contemplated as

included within the scope of the claims and the invention. The user can adjust the format
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normal status nessage including an interface unit identification code. 74.
A system according to Caim?3, said server further conpri 28Juley 200sth
"nmenory for storing said normal status nessages; a conparator processor in
conmmuni cati on w 805@5&“ rst and fourth nenories adapted to igeftddbiosski ch
of said pieces of nonitored renote equi pnment having an identification code

stored in said first did not communi cate a.nornal st ssag
Stored in said fBUhREREIONS TR e ek ALtRih ol e ol ot BRADDGne,

server message generator in conpunication wth i d canparator processor
adapted to gener BVEPUQR IAlta ‘t"éiieé‘ﬁ’t?W“H@@Aeﬁﬂmg@%gﬂilﬁﬁdg‘te&pﬁed to
equi pnent identified by said conparator_ processor, said outgoing exception
message bei ng fo‘?W&’éérW"ﬁ%ﬁnﬂg dbfopas of rmafe equprRENt oFr eXmRIG;the 1 P‘L“()%F‘F’i‘ied
comuni cati on devices specified by said user defined nessaPe_ profiles. 75.
A syst em accor di #§ mehed weyld mave exframely sxpedicnt is momiringspdieplaging vamingdishis 9a s
further includes criteria of the piece of equipnent to which the nornal
status nessage peallnkr tesversaradiodrananigerdpwers,qad alier remate §EUESsages are
sortable in said fourth nenory by at |east one of the QL5 23 JULY 2003
following criteria: brand, nodel, installation date, |ocal climte, and

| ocal weat her conditions. 76. A system according to Caim 65, wherein each
of said incom ng exception nessages conpri ses exception information and
identification information for a respective piece of renpte equi pnent to
whi ch the incom ng exception nessage pertains. 77. A systemaccording to
Claim 76, wherein each of said outgoing exception nessages conprises
exception information and identification information for a respective piece
of renpte equi pnment to which the incom ng exception nessage pertains. 78. A
system according to Caim 73, wherein each of said normal status nessages
further conprises operational information of a respective piece of the
renote equi prent to which the nornmal status nessage pertains. 79. A system
according to Caim74, further conprising a fifth nenory in which outgoing
exception nessages are stored. 80. A systemaccording to Claim79) wherein
each of the outgoing exception nmessages further includes equi pnent and
operating condition criteria for a respective piece of the renote equi pnent
bei ng nonitored, and said stored outgoing excepti on nessages axe sortable
in said fifth nmenory by at |east one of the following criteria: brand,
nodel, installation date, local climte, and | ocal weather conditions. 46
23 JULY 2003 81. A systemfor nonitoring renote heating, ventilating, and
cool i ng equi pnent, conprising: a sensor in conmunication with a piece of
the renote equi pnment, said Sell SO .
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detecting a state of | east one paraneter of the piece of renote equi pnent;
an interface unit, connected to said sensor, said interfac23dJuill 2608 ng a
message generating mechani sm and a conputer server in conmmunication with
said int ftace] uni({i _said server adapted to receive nessages generated by
sai d i nt BPF'dE&AFI S sai d server having a menory in which said nessages may
be stored and a subroutine for enabling sorting of said nessages by at

| east one equi pnent criterion, wherein when said sensor detects an
exception condition in the piece of renpte equi pnment, said interface unit
gener at eb an Amesing gl mruideingemosesmipmént domptising thefsi¢ph@ Cexcept i on
condition and forwards said i ncom ng exception nessage to said server, and

wher ei n sai d igefe‘t/d?miﬁiﬁg‘ﬂ/%fa@@oiaét 1¢286&e paRnAd TRk NEste HRick AN tHEESHBRe to at
| east one predeterm ned user-defined renote comuni cation device based on

said inc 'lglgelﬁxcepti on nessage. 82. A nethod for nonitoring nmultiple
pi eces of renote equi pment conprising the steps of a) deternining
respective states of .at.least one. paranet of each one of the nultiple

bi ebes of t nebrEnp b Binet e SeE R AHER e iR BT Bt ofromalh cat | ve of
the respective states to a communication substation; 47 23 JULY 2003 c)
conmuni cequiprgenide 8 sgmputon dervel 4s\a 1nfomipg messagect i ve states fromthe

conmuni cation substation to a conputer server as incom ng nessages, the

i nconm ng nmessejgambliggy a ngerte sqmattiycenfigwe oi n@difganBesdefthed nssagk ipgdfilg each

i ncom ng nessage to forma correspondi ng nornmalized nessage having a

pr edet er gadifdingHukging hiREMBE rofting Shsthuciibhs! (R U3E A8t ned @itbsSBE HRAAS bhife a
normal i zed nessSage dat abase on tﬁe conmput er server; f) det'erm ning %rom
each incgﬂdﬂ%&?ﬁé%ﬁn WEE?EQ%'at | east one exception nessage related to the
i ncom ng nessage 1S S be "$eRt to at |east one rempte communication device
specified by luralit f. nmessage .profiles.stored at the conputer server;
g it it is afisEmname whcpesnibctmite messaEg i e lgFem M XEeRIgR Missege
related to the incom ng nessage is to be sent, deriving the at |east one
except i omndieative @ improperopsrasioacdt il piece of sematerguipmentr r espondi ng to t he

rel ated i ncom ng nessage and a respective one of the nessage profiles) the
at | east one eXxifapisidetermiieddgstegd) thatah incemeipmbsegaig aatindoadsg exueption
espective format suitable for reception by the at | east one renote

conmuni ¢ ghds@iged Exwnaeding avithstiont batgdingl exagitionnReseagedbédsh e HfREAng S t O be
sent; and h) sending the at | east one exception nessage derived in step Q)

to the aty,{&a3to 3 Rast one user-defined communication device specifiable in the user-defined
message profile,

wherein the user can remotely configure or modify the user-defined message profile

by remotely accessing the computer server.

2, A method according to Claim 1, wherein said step b) further comprises the step of
communicating a plurality of incoming messages to the computer server via one of a

plurality of different communication media.
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renot e conmuni cati on device specifited by the nmessage profiles, wherein the
nmessage profiles may be created or nodified at |east in pa23JuLYa2@dkr by
rerot e access ot he conputer server. 83, A nethod ononitoring renote
heating, ventilating) and cooling equi pment conprising the steps of 48
23 JULY32003Adyethed apserdipg P Klaima, fugrer semprsing therrieppimenstliginptheat | east
one piece of the renote, equipnent; b) communicating respective nessages
i ndi cat incemafg mhssagésan® vhnifdrm farmhtdastcatneorpalizadenhessages, Wheeiatthé east one
pi ece of the renote equi pnent to a conputer server as incom ng nessages,
t he i ncowighiheREGADAINERNERUrd @HRRES baBed HIE MFINBEMARIARGsaged. NONNAl i zi ng
each incom ng nessage to forma cowespondi ng normal i zed nessage having a
predeterm ned uniform fonnat; d) storing the normalized nessages in a
normal i zed nessage dat abase at the conputer server; e) determ ning from

each ingom ng nessgge whet her, at ] east .one ception nessage related to the
oo nd- s Sueg deestieds Gt Sfereil e &GP ReTRa Al kst PBRoHevi o
specified by a plurality of nessage profiles stored at the conputer server;
f) if i@nexcCepbpneondiden ppd apapnal plajusgonditioneast one exception message
related to the incomng nmessage is to be sent, deriving the at |east one

exception nessage froma stored normalized nessage corresponding to the
rel ated i ncom ng nmessage and the nessage profiles, the at |east one

except i @ rre%@ﬁﬁmoqearch&amgtttg@ﬁhﬂ,waraﬁ sih (LPRStheOMnrREPRE Sigpo T Or mat

suitable for reception by the at |'east one renote co ni cationh device to

whi ch t at.l.ea ne_e i on. eSS LS. e nt ;. endi ng t he at

| east OE@GEIQ UeR ?’hﬁt%ﬁlg sé‘gg’%{&r‘ﬂ%e“é"i lgg&O@alf§at?%nl? %3%&“%%@%? O%‘ngefre not e
communi cati gn dﬁ]\t/i ce s&ci fied b%/ th? nmessage profiles; h) storing at |east
one of tOREratAR g tlsPicreQdIerRQte LAHPIMEBt except i on messages at the conput er
server; and i) creating an information database for the renpte equi pnent
bei ng nonitored to enable the nessages stored in step h) to be sortable by
at | east one equipnent criterion; 49 23 ,1ULY 2003 wherein the message
profil ess.may Aenatheabhicedrding twodiaim &dwhereinghs tenate penfigubing ar usdilyingrodtie
access of the conmputer server. $4. A systemfor nonitoring nmultiple pieces
of renotgeRant HOEN enabRARA btep BPis pefoirhéd by GrseEa G@dhteiiet.cONMUNI cat i on
with a respective one of the pieces of the renote equi pnent for detecting a
state of at |east one paraneter of each one of the nultiple pieces of the
renot e equi pnent;

7. A method according to Claim 1, wherein the remote configuring or modifying of the
message profile enabled in step ¢) further comprises the steps of:

1) selecting at least one type of user-defined communication device to which
outgoing exception messages are to be forwarded,;

2) selecting specific user-defined communication devices of the types selected in
step 1); and

3) determining the content of the outgoing exception messages forwarded in step d).

8. A method according to Claim 5, wherein if the incoming message is determined in

step d) Lo be a normal status message from the remote equipment indicating proper
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| ocal transmtters) each coupled to a respective one of said sensors, said
l ocal transmitters sending status signals indicative of tig33URY203 t he at
| east one operati ng paraneter of each one of the multiple pieces of the
renot e e% rt] an_interface unit having an antenna _and receiving said
status W &Hapg f}ecﬁﬁhuglé?fdﬂﬂtb%a1eth°rdam§mrtcegwglsessta? gtep /f Brstag tharermidvi ng a
nessage generating mechani sm and a conputer server in conmunication wth
sai d i it H&@é@t‘h%&l‘ﬁn@é}rﬁl'étﬂlué@mﬂqlm ng: 1) a first message interface for
recei ving nessages generated by said interface unit; 2) a nessage

normal i zer for normalizing each one of the nessages received fromthe
interface unit to forma correspondi ng normalized nmessage having a

pr edet eg i neﬁ!nﬁﬁlh&d)éd%fdmg%tmaﬁﬁ SafRMERIn AR BE sRESoHat abase for storing
t he nornalized nessages; a nessage profile dat abase for storing a

plurality of. e oy determning from
each one of 1? ﬁFO%ﬁn(gggggﬁeésﬁ ?lét&ﬁvbn%nﬁrﬁaﬁﬁgﬁpﬁfyg@@z lc‘fﬁsi tf t%{gmgér at | east
one exception nessage .related to the received nessages is to be sent to at
| east O ‘R‘Q%Ib@‘“@dgﬁ’ﬂlmri‘gti on device specified by the nessage profiles; 50
23 JULY 2003 G an exception nessage generator for deriving the at |east
one except i ok) coesmeing thiecamtantheidtht nomid stabssageonyrwitiethsonain tistte sent to the
at | east one renote comuni cation device, the at | east one exception
messagedéieintige dbeinees nbmnsanBan sl wathoTesmamAicARANMIR RO A PddgterRided e

recei ved nessage and the nessage profiles so as to have at |east one

respect E&&df SHIRE for Uhy pRbss éi%e f&meaqﬁpmem B ﬁBm't@r@&tanQne renot e

comuni cat1 on device specified he nessage profil 7) a second nessage

interface fo derived by the
excopt | on moDEHiBHf8a) dftgPhe R ﬁo‘mﬂ ?8'33%‘*?9%%%9‘%%%%?@‘9?% kiR at 1 on
device s i ed by, the. nessa d 8 user |nterf ce for

enabl i ngpﬁi%@%ﬁa%h&&c%f}ﬁwm%@&fﬁ“ﬁﬁ ‘%B‘%ﬂg@t '%9? g Fapt g noyraa) sfatys, par ¢
the nessage profiles in the nessage profile database, wherein when one of
sai d semgssagedet ects an exception condition in one of the pieces of the
renote equi pnent, said local transmtter coupled to the one of said sensors

sends a correspondi ng status signal, and when said interface unit receives
said status signal, said interface unit generates an incom ng exception

nmessage 1@nd onfdéﬁfodSacédlﬂmgrt@ QRiR01, Sxkedh LR coiRta @ervePinSRides £ QRS in
server. 85. A system fox nonitori ng renote healing, ventilating, and

coolin of
eooling,s v@g&ﬂeggﬁ%m% OPRELaBE PRbAil& MEYEOStotdd, HRIWHEIEHARL oM Edhifaulhg Of
modifying of the message profile enabled in step c) is performed by the user via the

Internet.
11. A method according to Claim 1, wherein the at least one remote communication

devices specifiable by the message profile include at least one of a facsimile machine, an e-

mail receiving device, a cellular telephone, a beeper, a pager, a PCS device, and a telephone.
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an interface unit, coupled to said sensor, said interface unit having a
nmessage generating mechani sm and a conputer server in corBABULX12003 wi t h
sai‘'d interface unit, said server adapted to receive nessages generated by
said interface unit, sai.d seryer having. a, mepory in which 51 23 JULY 2003
sai d nes ges’glﬁ%’]h%?aa%?réll"kgdo_ 8 2y ?rgﬁ‘tlf’ﬁgru?@%yQE?‘W‘HB‘“&?“%‘&‘P@‘W%sages
by at |east o,ne1 equi pment criterion, wherein when said sensor detects an
except i cheltdriaskufesnticast one ofiacelular telenhene nelyiorls reie trarsmigsions: wldphone uni t
generates an incom ng exception nmessage and forwards said incom ng

except i dinaseweldhelntengai d server, and wherein said server conprises: 1) a
nmessage nonnalizer for normalizing the incom ng exception nessage to forma
correspondi ng normal i zed nessage having a predeterm ned uniformfornmat; 2)
a normali zed nessage database for storing the nornmalized nessage; 3) a
message of i ) . i I i . e.profiles;
D o mestige prnARERESRINEl, Chlh, [l o o e o R IR B  reccage
that at | east one .excepti.on _nessa related t he, i ncom.ng exception
easage POTe B EXEHREH miSEe S Sl B st Beig Ao R BB BB S Boc | ed
by the nessage profiles; 5) an exception rnessa}‘l%(:(?l generator for deriving the
at | east resprse k& 2 pinBlsrineasming geesaracdn arensdansg withdherpsor-dglingdrmesssgaprofile. be
sent to the at | east one renote conmuni cati on device, the at |east one
exception nessage being derived fromthe nornalized message corresponding
to the incom ng exception nessage and the nessage profiles so as to have at

l'east oneg4r espembhye aéidBE tSCLARD, SvieRiin 5t6F 8PHUHBBr Qngriies RAtwh@@fa ONe
renot e conmuni cation devicée to which the at | east one ‘exception nessage is

to be sept: : ' e ' I . O ex tion
ressage. SUPCRYETE EREPGol Rhbflics bk BAR Albuhlifoflon GIRL P IEBIETE
renote co i cation device .specif.ied b he ne ' rofiles, and 7) a
User. i nt SPpUlgs ot HEHRRES 1B AEEomaite with o0 RIRA Mk et PR le ' or modi 1y
at least in part the nmessage profiles in the nmessage profile nenory. 52

23 JULY 2003 M NUS rl1VL~ TO ALL NUMBIrRS 8G A nethod of nonitoring renote
equi pnent conprising the steps of: a) determ ning respective states of a
pluralitySof pamethetiecsordingde Olasst, fortkerpompeising thesten ef staririgomplntality af a
plurality of sensors; b) grouping information fromthe sensors via | adder

| ogi c; Clus&riviineil arkiapg profes@ethe cogpith 8gvehe grouped information fromthe
renote equipnent to a central |ocation as incom ng nessages; and

16. A method according to Claim 1, wherein the remote equipment includes heating,

ventilating, and cooling equipment.
17. A method according to Claim 1, wherein said step b) further comprises the step of

communicating in the incoming message an identification code of the piece of remote

equipment to which the incoming message pertains.
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d) forwardi ng out goi ng exception nmessages based on the incom ng nmessages to
at | east one user-defined communication device. 87. A net28dJUcY¥@08Bng to
Claim 86, wherein said step b) further conprises the step of using a
programuabl e | ogic controllers (PLC) to perforni Bool ean expressions on the
i nf or mat8.on Henetbodacchrding toh@lage i §owbereBGaidsieret)fodhacompdiasght siefbfli m 87,
wherein said step ¢c) further conprises the step of comunicating said
nessageforwiidirgy the edentifioatonajoda irc thel outgoing @lceplivmnacsgiawile atnédt One

transm ssions, tel ephone Iines, and the Internet. 89. A nethod 'according
to d ai @@ deimbesRiiuliBRidildevic? i : r g -

Internet. 90. A nethod gcé;(r@a/?c%éﬁ?g@ﬁﬂﬁg%wg%m?ﬁ%%Iﬁgﬁﬁ%gh%rsly eﬁ’r{ghﬁhe step
of providing a portion of the nessage with equi pnent identification

i nformation. 53 23 JULY 2003 91. A nethod according to Claim8G further
conprising the step of e) determ ning whether an incon ng nessage is an -

i nconi nd?-excépnebad aecordins toClaim s wharein stap gl lushercomprisepthe atepethod
according to Claim91l, wherein, if an incom ng nessage is determ ned to be
an i ncomabling xelegtianof differenigusei-definedrogimurti¢ationdehioes th wedeherouwtgoing i ses t he
step of f j routing the incom ng exception nessage as the outgoing

except i exceptes Akesazes dthtkffarent (A6 herdotR it a€dordipict W (EOMBMAECHIAN tilevi ce.
93. A nmethod according to Caim92, further conprising the step of Q)

creati MhRsalls ?Eoﬂ@%kiﬂﬁ%eﬁﬁﬁﬁ@&%%%é é)&:ePtmgésQ %févafr&fd%hgﬂf&@ntst ep d)
St e

forward ut goi ng~except1 on nessage 1 nh accordance wth t user - defi ned

message profile. 94. A nethod accord] to, 0 aim9l, wherein if the

i nconi négﬁéé@iﬁwog%cma?‘ﬁ&%b‘?ﬁvweﬁ,f‘t@g%sf’"{ BM5% a normal status nessage,
the nethod further conprises the step of h) storing the normal status
nmessage in a normal status nenory. 95. A nmethod according to C aim94)
further conprising the steps of: i) providing a main |ist of all pieces of
renot e @Qui prentetiodiaacprdingto &gy 1,) whareimstepich furthieecomopmset tietstépust nenory
with the main list to deterni ne which pieces of renpte equipnent did not
CoNMMuNi GahKing selictit ofdiffettht (ReHeffed\tdrithinidativnalieices v reedvPetgemgof ti ne;
and k) generating an outgoi ng exception nessage for each piece of equi pnent

i dent i figHeridnTh&Badel at differenf@méPeriod003 9G A nethod according to Caim
[ dy” f h

93, wherelrFstep urther conprises forwarding , nultiple outgoing

exception nessages to multiple user-defined comunication devices in
response to a single incomng nessage in accordance with the user-defined

nmessage profile. ) ,
J 201 A method according to Claim 5, wherein each normal status message includes

operational information concerning the piece of remote equipment to which the normal

status message pertains.

22. A system for monitoring remote equipment, comprising:

a sensor in local c(')mmunication with a piece of remote equipment, said sensor
detecting a state of at least one paramete;' of the piece of remote equipment;

an interface unit, locally connected to said sensor, said interface unit having a

message generating mechanism; and
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97. A nmethod according to Caim93, wherein step d) further conps ises
forwardi ng a single outgoing exception nmessage i 0 a user-dgsiJiddr 2003
communi cation device in response to nultiple incomng nessages in
accordance with the user-defined nessage profile. 98. A nethod according to
Cl ai m 93, f urtQEIPUES PV inrgmota-cosmmapnigdtion) with said fnjerfacp lunit adaid serodr.

user -defined nessage profiles at the central |ocation. 99. A nethod

accor di ridapted @ wiceive 61esvdges géneralérbby smdinerfapeivpitesaid canghutctesrvee hivinga
ventilating) and cooling equi prent. 100. A nethod according to O aim90,

wher ei n waiidiesfae aljsef bih$ apablergiremetelyt stkesigbalf conuve selivBOvik REaeEM prent
identification information to the at | east one user-defined conmmuni cati on

devi ce. ; i ( i I 3 IS t eps
of " comminy i 1oeRONy BSRALEL Bl el e SRee b E SR B b B el ot o
equi pment ; ..and coqtrol ling the functioning of the renote equi pnent via the
conmmand rﬁgté%ga’é’éguc 5 A systemfor nonitoring at | east one piece of renote
equi pnent, conps jsing: SS 23 JULY 2003 a plurality of sensors each

noni tori ng a Wherervweln said sereareletests ansaxgsentioncponditienin thapidcapérdnaete unit
connected to said sensors having a programrmabl e |logic controller (PLC) For
per f or m eyyipRoaitcaid ntqrfaes ahid genarates anginebmingpexeeptéon heseagesiadidatbensians, said
PLC having a predeterm ned configuration, said interface unit having a

message GRpstich donditiTAMNaToward Aae Mesapé icdaid eI er server in _
comuni cation with said interface unit, said server adapted to receive

nmessages gene i d.1 I j sal.d sensqgrs detect
an exception {%:Iﬁdﬁl‘gﬁ??%nﬁ?dn& cgtf(rﬁgrfag(ﬁ gdtz%htlt%nr%\gnl‘? é,oq{slg?%ﬁ% %F 55885 ‘ﬁmaé face
uni t perforns, Bool.eap exprgessions on said signals in agccordance with said
pr edet er?ﬁerﬂéadegfé‘mIP‘@‘E?SS{'BSﬁflCJarﬁHIO%‘?W"PH‘B‘E‘W‘%’c‘g’vlﬁ‘?ibf‘seaé%’i‘egf"éﬁégmﬁﬁlﬁ nconi ng
exception nessage and forwards said nessage to said server, and wherein
sai d ser SEEPHQ} NEFASe ag spealied 1y paid yearylsfined messape Pwhilessage to at | east
one predeterm ned user-defined comuni cation device based on sdid incom ng
exception nessage. 103. A system according to Caim 102, wherein said
nmessage generating nmechani sm forwards said i ncom ng exception nessages vi a
at | eastapne @fsydtenl avcatdihg/tooClalin 2R Wherainisaid niesdhge pehalatng Rt RaranBr 1Rl NY
at | east one of a cellular tel ephone network, radio transm ssions,

t el epnongd b. SinitFB A iEsai MinRbMfilg ex %iorﬁné%ﬁé&mfi% 864 e5lhier %QV&'@& 103,

sai d server conprising a normalization nodul €] erei ~1 " sal server

e e RS SPP B TS AR 3R e ©

uni form . . . .
cellular telephone network, radio transmissions, telephone lines, and the Internet.

24, A system acgording to Claim 23, said server comprising a normalization module,
wherein said server receives said incotﬁing exception messages from said interface unit and
said nonnalizz;tion modulée normalizes said incoming éxpeption messages into a uniform
format to crcite normalized messages, wherein said outgoing exception messages are

generated based on said normalized messages.
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SG 23 JULY 2003 format to create nonnalized nmessages, wherein said

out goi ng exception nessages are generated based on said nopgRIULAE2003
nmessages. 105. A system according to Caim 102, further conprising at |east
one dip_switch coiulected to said PLC and jntercoruiected between said
sensor s27sai & WEEIsHCPEng b Glatm ¢4 yhargingsaibssneormeanijersat aastopien posi ti on
and a cl osed position) wherein said dip switch can sel ectively disable

por t i onpaametesiofl sad gicce 06 reniote peuipmenic wherbimthetad le@btainmpd@dietet iy atherst
conprising at |east one virtual dip switch in said central conputer server
whi ch cane sfireeiceptddry cdnditibh endancrntls@aisrgnditioapt i on nmessages. 107. A
system according to Claim 106, wherein said at |east one virtual dip switch
is selectively switchable by a user via the Internet. 108. A system
according to Caim107) said systemnonitoring a plurality of pieces of

equi pnent.,, each piece havin n identification.caode ai.d server further
conpri sir}hg: WSP?? a‘f’ﬁ?ﬁ%P% t(gﬁ? izghsaé B %mowtﬂgmﬁpﬁ%ﬂg}ﬂﬁp’%‘if&f of all
moni t ored equi pnent are stored; and a second nenory in which comunication
devi ce. iCABRHIERT, ¢adh piRCC RS Bt idgntiicghon Spde, Gald SCIEr fuRber compRSIESat | on
devices are stored, said conmmunication device identification codes being
confi gured i rafisemeniefy orewhivhzgaipment wikitiBeatioh todesad all hoviitBAAEqhGMend
syslent according to Caim 108, wherein said interface unit periodically
gener Ht qge stofedl Mal status nessage if its respective pieces of equipnent are
functioning properly, said normal status nessage including an interface

unit identifigcatl . : gol j i d,server
further conprﬁ%gg@g {ﬁgﬁﬂr‘h %8‘%@?@@%@%@‘8??‘@ irsag]iltE ﬁ%ﬁ%‘fﬁeég g%ﬂlljg)??'?é%sages;
means for c ar,ing the normal status nmenpry. wi.th the pai.n |.i st and for

[ dent i f yHREOGIREE o Bmuiicaon Teipel® dSYICLATS clredh if FeRBI LRI muni cat e a
normal status nessage W thin_a predeterni ned period of tine;, and neans for
gener at i lﬁgntlﬁ?ﬁ“?'b?%gﬁ derg configured i mpluealite of st vsreisppd messagaiprefilsece of
equi pnent identified by said conmparing and identifying means, said outgoing
exception nessage being forwarded to at | east one of said user-defined
communi cati on devices in accordance with at | east one of said user-defined

nmessage 1.0f i A@gsterhlabeorflinfe tCG1ANERE; avlibidin sdid uetrdhierfAca} inkhmifichlich
noni tored equipnment is renote heating, ventilating, or cooling equipnent.
with said second memory so that users can create or edit said user-defined message profiles

remotely from said server.

28. A system according to Claim 27, wherein said user interface enables a user to
configure a user-defined message profile to select at least one type of communication device
to which outgoing exception messages are to be forwarded, select specific user-defined
communication devices of the types selected, and determine the content of said outgoing

exception messages forwarded by said server to said user-defined communication devices.
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112. A systemaccording to G aim 102, further conprising: an |Internet
interface linked to said central conciputer server arid se23dULYe2003
renotely xecessible by users via the Internet, said Internet interface
enabling users to transmit command nessages to said central conputer
server, 4ther € Rysan desntispatdaimm?, wheray said Fapete spramuaitatiendeviessei ve sai d
command nessages, and wherein when a user enters a conmmand into said

| nt er netin¢lpdesifleast ongef alfacsimalermachs®, an ganajlescividpgIlevice.erdeliular telephsnet s
said command nessages to said central conputer server and said central
conput era lsseparea pagans ACSslesime chndenimd Hneriedephges t o sai d renpte equi pnent.
113. A systemaccording to Claim112, wherein said command nessages i ncl ude
at | east one of commands to activate) commands to deactivate, and commands
to alter the functioning of the renote equipnent. 114. A systemfor

nonitori at, | ne (i f te.equi.p f., conprising: at |east one
sensor i ¢ oRg PR TR HReRsiR dite BB e bR g0 oo s

bi -directional interface_unjt connected to.said sensors and the renote

equi prrernqméﬁ%teruﬁ mcatagg esalhiansordo iwitcnsad iderface yan és cannegiedaiertma s m t hat
gener ates nessages based on data received fromsaid sensor; a central
conput ernaymal/sgtatus nondirom imdicative nf pioptr epgrafionreif eaiflacspectivietpicce aif dqwipimear
adapted to receive nessages generated by said interface unit and said

i nter f ac® wiith sAdagiseflistcdnh@tad, ¥4ld normmnthiRnsAIRSInthdRgSAicduipiiene’ ; and an
Internet interface linked to said central conputer server and selectively

remot el y; RECESHLR! ks s e wherein when a user enters a
command 1|d%]to Sg?gﬁ%{g%&f&?@(bgﬁg@% Lgélcﬁ%ﬁhénntt'ernet interface transmts
said command nessages to said central conputer server and said central
conputer server transmts said command nessages to said renote equi pnent,
sai d command nessages in¢luding, at | east one of commnds to activate,
commands3to dadysielaacsordingito ol ABsatdoseryer dirther somprigingioni ng of the renote
equi pnment, and wherein when said sensor detects an exception condi lion in
the renot e eqailprbmemorafod siomingshidawrmal statyemessagess an i nconi ng exception
nmessage and forwards said 59 23 JULY 2003 nessage to said server, and
wherein said sesiparatodiprédessor i corpmahicatién with gail Ti¥stexa eiltd MBmoTBSSR@Edt O at
| east one predeterm ned user-defined comuni cation device based on said

111CA 1] {aentCRRichYT sHRIELE of ABnitored remote equipment having an identification

code stored in said first memory did not communicate a normal status message stored in
said third memory within a predetermined period of time; and

a server message generator in communication with said comparator processor
adapted to generate an outgoing exception message for each piece of equipment identified
by said comparator processor, said outgoing exception message being forwarded by said’
server to at least one of said user-defined communication devices specified by at least one

of said user-defined message profiles.

32. A system according to Claim 30, said server further comprising a normalization

module, wherein said server receives said incoming exception messages from said interface
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status message pertains.

41. A system according to Claim 31, said computer server further comprising a fourth

memory upon which outgoing exception messages are stored.
42. A method for monitoring remote equipment comprising the steps of:

a) determining a state of at least one parameter of at least one piece of the remote

equipment;
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incoming message, the incoming message having a respective incoming format;

¢) normalizing the incoming message to form a corresponding normalized message
having a predctérmincd uniform format;

d) storing the normalized message in a normalized message database on the
computer server;

e) determining from the incoming message whether at least one exception message
related to the incoming message is to be sent to at least one remote communication device
specified by a plurality of message profiles stored at the computer server;

f) if it is determined in step €) that at least one exception message related to the
incoming message is to be sent, deriving the at least one exception message from the stored
normalized message corresponding to the related incoming message and the message |
profiles, the at least one exception message derived thereby having a respective format
suitable for reception by the at least one remote communication device to which the at least
one exception message is to be sent; and

g) sending the at least one exception message derived in step f) to the at least one
remote communication device specified by the message profiles,

wherein the message profiles may be created or modified at least in part by a user by

remote access of the computer server.

43. A system for monitoring remote equipment, comprising:

a sensor in communication with a piece of the remote equipment for detecting the

state of at least one parameter thereof;
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parameter of the piece of the remote equipment; and
a computer server in communication with said interface unit, said server comprising:

a message interface for receiving messages generated by said interface unit;

a message normalizer for normalizing each one of the messages received
from the interface unit to form corresponding normalized messages having a predetermined
uniform format;

a normalized message database for storing normalized messages, including
normalized messages from the message normalizer;

a message profile database for storing a plurality of message profiles;

a message processor for determining from each one of the messagc;s received
from the interface unit whether at least one exception message related to the received
message is to be sent to at least one remote communication device specified by the message
profiles;

an exception message generator for deriving the at least one exception
message determined to be sent by the message processor to the at least one remote

communication device, the at least one exception message being derived from a normalized
message corresponding to the related message received from the interface unit and the
message profiles, the at least one
exception message derived thereby having at least one respective format suitable for
reception by the at least one remote communication device to which the at least one

exception message is to be sent;
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specified by the message profiles; and
a user interface for enabling a user at a remote location to create or modify at
least a portion of the message profiles in the message profile database,
wherein when said sensor detects an exception condition in the piece of remote

equipment, said interface unit generates an incoming message indicative of the exception

condition and forwards said message to said server.

44, A method of monitoring multiple pieces of remote equipment comprising the steps

of:

a) determining respective states of at least one parameter of each one of the multiple
pieces of remote equipment;

b) communicating information indicative of the respective states from the multiple
pieces of remote equipment to a communication substation;

c) communicating messages regarding the respective states from the communication

substation to a computer server as incoming messages;

d) enabling a user to remotely configure or modify-a user-defined message profile
containing outgoing message routing instructions, the user-éle'ﬁned message profile being
storable at the computer server;

¢) determining whether at least one of the incoming messages is an incoming
exception message indicative of improper operation of the piece of remote equipment;

f) if it is determined in step €) that at least one of the incoming messages is an

incoming exception message, forwarding at least one outgoing exception message based on
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wherein the user can remotely configure or modify the user-defined message profile

by remotely accessing the computer server.

45. A method according to Claim 44, wherein said step b) further comprises the step of
communicating the information from the multiple pieces of remote equipment to the

communication substation via a local radio frequency transmitter.

46. A method according to Claim 45, wherein said step €) further comprises the step of

communicating said incoming messages via at least one of a cellular telephone network,

radio transmissions, telephone lines, and the Interet.

47. A method according to Claim 44, further comprising the step of providing a portion
of the incoming messages with equipment identification information for the respective

pieces of remote equipment to which the incoming messages pertain.

48. A method according to Claim 44, wherein step d) further comprises the step of
determining whether at least one of the incoming messages is an incomirg exception
message or a normal status message indicative of proper operation of the piece of remote

equipment to which the message pertains.

49. A method according to Claim 44, further comprising the steps of:

storing the incoming exception message at the computer server; and

38



109& ()- 109%& ()-; <7<<?k??dEbC 10! / 109%& ()-F -f109% ()- SL10% ()-9F
L109%& ()-,F 109& ()- &MLOY% ()-? @ @AAaaa@®C 10! F10%m& ()23 JIDV6260Q) - 10
10+ 107t 109& ()- 3109 ()- 1MLOY% ()- GAFAAAVBIELC 10! 10%m& ()- 10%T& () -
10%1& ()- 10%m& ()- 10%m& ()- $T10%m& () - WBBCkCCC! DAEbC 10! F ~ @O0%M& () -

Y10%r&' ()- SZdAbwpktdrd ib3digmddeptiorBmeQ%Pe’ Hy) at 188060 dyhipntdRbafee HAELC 10!
310%m& ()- 1@ 10%&' ()- #10%& ()- ! Z10%& ()- | 10%m& () -

inclqding brand, model, installation date, climate, and weather conditions.

50. A method according to Claim 48, wherein if at least one of the incoming messages is
determined to be a normal status message, the method further comprises the step of h)

storing the normal status message in a normal status memory.

51. A method according to Claim 50, further comprising the steps of:

i) providing a main list having information identifying all pieces of the remote
equipment being monitored;

j) comparing the contents of the normal status memory with the main list to
determine whether a normal status message was not communicated within a predetermined
period of time for any pieces of the remote equipment being monitored; and

k) generating an outgoing exception message in accordance with the message

profile for each piece of equipment identified in step k) as not having sent a normal status

message.
52. A method according to Claim 51, wherein step i further comprises the step of
providing at least one of brand, model, installation date, climate, and weather condition

information for each piece of equipment on the main list.

53. A method according to Claim 52, further comprising the steps of:

storing outgoing exception messages generated in step k); and

39



f Z10%1& () - THWHXHYHZH H H*HHbC 10! F F10%<&' () - $FS10%& () -

Y410%& ()-Y' @O0%& ()- 10m 10m 10nf 720%r& () - H " 111 J{ KdEbg3 JULY 2003
109%& ()- @O0%& ()-3 F10%& ()-F z10%& ()-3 10%& ()-F

- 10%& ()-{KK/ LLOOOOOJE: / 10< 10<F710%& ()- 310%& ()- 9! 10%& ()- @

3@O0%& ()- soHMER 1635t on€IOME &ofdd SADBRERRENpYoh nikSsaged AURLE Mored oWl ) -3 Y
109& () - $S109%& () -1 GLOY&' ()-F'@O0% ()- 10<RW@WWWWYIYNC 10< 10 10

107109 y ' 04Q! . ) . - YNC 10
1004 & %tgﬂt_us g%g%{x& l}y( ;ﬁi%@s%&né tquiprediQ¥ferior indI@h3 ¥ard) nﬁW{éﬁ% <

date, climate, and weather conditions.

54. A method according to Claim 44, wherein step f) further comprises forwarding
multiple outgoing exception messages to multiple user-defined communication devices in

response to a single incoming message in accordance with the user-defined message profile.

55. A method according to Claim 44, wherein step f) further comprises forwarding a
single outgoing exception message to a user-defined communication device in response to

multiple incoming messages in accordance with the user-defined message profile.

56. A method according to Claim 44, further comprising the step of storing a plurality of

user-defined message profiles in a database at the computer server.

57. A method according to Claim 44, wherein the remote equipment includes heating,

ventilating, and cooling equipment.

58. A method according to Claim 44, wherein said step c) further coniprises the step of
communicating in the incoming messages respective identification codes of the pieces of

remote equipment to which the incoming messages respectively pertain.

59. A method according to Claim 58, wherein said step d) further comprises the step of

forwarding the identification codes in the outgoing exception messages to the at least one

40



10%}| & ()-3 $y10%}| & ()- Z109%4| & ()- @10%4| & ()-ZZP[\]* - . / _dE:/ 104
104| 1 710%4| & ()- y) @ 10% & ()-S s' 1094 & ()- S10%| & () - 23109Y Z00B-
3F10%4| & ()-/_0_ 1 3 4 “HaxY:/ 1041 |t10%& ()- fmlO%& ()-

310%Z& ()-%$z10%& () - 310%Z& ()-#109%Z& ()- 104| Haab\ bbcrcdE:/ 104| |
109Z&' (jemot®oseg definedhd@pmahichtiorddadicesin @pcordr@e@atly(the user-defined message
MLOYZ&' ()-rcccieefnfdE / 104|1 F410%Z& ()- ,210%Z& ()-1 010%Z& () -
%0%Z& pofild. #@LOWZ&' ()- ! 109%&Z& ()-nfpfqfrfsftfviwi WbC 104| S10%
U& ()--%$f10% U& ()- | F10% U& ()-#10% U& ()- 10z

60. A method according to Claim 59, wherein the identification code includes data

regarding at least one of the following equipment criteria: brand, model, installation date,

local climate, and local weather conditions of the installation site.

61. A method according to Claim 60, further comprising the steps of:
storing the incoming messages on the computer server; and

sorting the incoming messages by at least one of the equipment criteria.

62. A method according to Claim 44, further comprising the step of providing each

piece of remote equipment with its own local radio frequency transmitter.

63. A method according to Claim 62, further comprising the step of providing the
communication substation with an antenna to receive signals from the local radio frequency

transmitters.

64. A method of monitoring remote heating, ventilating, and cooling equipment
comprising the steps of:

a) determining a state of at least one parameter of at least one piece of the remote
equipment;

b) communicating messages indicative of the'state of the at least one parameter from

the piece of remote equipment to a computer server as incoming messages;
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indicative of improper operation of the piece of remote equnpment,

d) if it is determined in step c) that an incoming message is an incoming exception
message, forwarding at least one outgoing exception message based on the incoming
exception messages to at least one user-defined communication device;

e) storing at least one of the incoming messages and outgoing exception messages at
the computer server; and

f) creating an information data base about the remote equipment being monitored by

enabling the messages stored in step e) to be sortable by at least one equipment criterion.

65. A system for monitoring multiple pieces of remote equipment, comprising;

multiple sensors each in local communication with a respective one of the multiple
pieces of remote equipment, said sensors detecting a state of at least one parameter of each
one of the multiple pieces of remote equipment;

local transmitters, each connected to a respective one of said sensors, said local
transmitters, sending status signals indicative of the state of the at least one parameter;

an interface unit having an antenna and receiving said status signals from said local
transmitters, said interface unit having a message generating mechanism; and

a computer server in remote communication with said interface unit, said server
adapted to receive messages generated by said interface unit, said computer server having a
user interface, a user being capable of remotely accessing said computer server via said user
interface to remotely configure a user-defined message profile containing outgoing message

routing instructions,
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interface unit generates an incoming exception message indicative of the exception
condition and forwards said incoming exception message to said server,
and wherein said server forwards at least one outgoing exception message to at least

one predetermined user-defined remote communication device based on said incoming

exception message as specified in said user-defined message profile.

66. A system according to Claim 65, wherein said local transmitters are radio frequency

transmitters, and said local transmitters and said antenna form a local radio frequency

network.

67. A system according to Claim 65, wherein said message generating mechanism
forwards said incoming exception messages via at least one of a plurality of communication
media, said media comprising at least one of a cellular telephone network, radio

transmissions, telephone lines, and the Internet.

68. A system according to Claim 67, said computer server comprising a normalization
module, wherein said computer server receives said incoming exception messages from said
interface unit and said normalization module norinalizes said incoming exception messages
into a uniform format to create normalized messages, wherein said outgoing exception

messages are generated based on said normalized messages.

43



MO%W & ()-10%4 & ()-3 10% & ()-,F fZ10% & ()-F sm0% & ()-0: dEbC 10Z
310% & ()- 11L10% & ()- S/10%& ()- L-10% & ()-F+10% & 23 JULY, 20084 & () -
NoC 10Z10%4| & () -$z10%| & () - Z109%| & ()-"S109%| & ()- 10( 210(
10(3710% & ()-N[dEbC 10Z 10%i| & () - 10%}| & ()-Z10%t| & ()-- -10%4 & () -
10%1| & (OP- 109 5¥8iqn agpagding la Giaimy 6P ygerein the af lopsoap Rarecter Yo @ dedsgoRd of
+10%4| & ()- FS 10%t| & ()- @F10%t & ()-*bC 10Zs$Fy1l0%& () -
FY10%& (an-cxécqpig condition whiph|tha oqivmenos paerafing B@rdgdhy|adid @nordd Edud 0Z|
MOo%&' ()- 109%& ()- 10%& ()- Y10%&' ()-

condition in which the equipment is operating properly.

70. A system according to Claim 65, wherein the multiple pieces of the remote
equipment being monitored each has a respective identification code, said computer server
further comprising:

a first memory in which equipment identification codes of all monitored pieces of
remote equipment are stored; and

a second memory in which communication device identification codes of all of said

remote user-defined communication devices specified by said message profiles are stored.

71. A system according to Claim 69, wherein the multiple pieces of the remote
equipment being monitored each has a respective identification code, said computer server
further comprising:

a first memory in which equipment identification codes of all monitored pieces of
remote equipment are stored; and -

a second memory in which communication device identification codes of all of said
user-defined communication devices specified by said message profiles are stored; and

a third memory in which said incoming exception messages are stored.
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local climate, and local weather conditions.

73. A system according to Claim 70, wherein said interface unit periodically generates a
normal status message if its respective pieces of equipment are functioning properly, said

normal status message including an interface unit identification code.

74. A system according to Claim 73, said server further comprises:

a fourth memory for storing said normal status messages;

a comparator processor in communication with said first and fourth memories
adapted to identify which of said pieces of monitored remote equipment having an
identification code stored in said first memory did not communicate a normal status
message stored in said fourth memory vs./ithin a predetermined period of time; and

a server message generator in communication with said comparator processor
adapted to generate an outgoing exception message for each piece of equipment identified
by said comparator processor, said outgoing exception message being forwarded by said
server to at least one of said user-defined communication devices specified by said user-

defined message profiles.

75. A system according to Claim 74, wherein each of the normal status messages further
includes criteria of the piece of equipment to which the normal status message pertains, and

said stored normal status messages are sortable in said fourth memory by at least one of the
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76. A system according to Claim 65, wherein each of said incoming exception messages
comprises exception information and identification information for a respective piece of

remote equipment to which the incoming exception message pertains.

77. A system according to Claim 76, wherein each of said outgoing exception messages
comprises exception information and identification information for a respective piece of

remote equipment to which the incoming exception message pertains.

78. A system according to Claim 73, wherein each of said normal status messages

further comprises operational information of a respective piece of the remote equipment to

which the normal status message pertains.

79. A system according to Claim 74, further comprising a fifth memory in which

outgoing exception messages are stored.

80. A system according to Claim 79, wherein each of the outgoing exception messages
further includes equipment and operating condition criteria for a respective piece of the
remote equipment being monitored, and said stored outgoing exception messages are
sortable in said fifth memory by at least one of the following criteria: brand, model,

installation date, local climate, and local weather conditions.
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generating mechanism; and
a computer server in communication with said interface unit, said server adapted to
receive messages generated by said interface unit, said server having a memory in which
said messages may be stored and a subroutine for enabling sorting of said mességes by at
least one equipment criterion,
wherein when said sensor detects an exception condition in the piece of remote
equipment, said interface unit generates an incoming exception message indicative of the
exception condition and forwards said incoming exception message to said server,
and wherein said server forwards at least one outgoing exception message to at least

one predetermined user-defined remote communication device based on said incoming

exception message.

82. A method for monitoring multiple pieces of remote equipment comprising the steps
of:
a) determining respective states of at least one parameter of each one of the multiple

pieces of the remote equipment;

b) communicating information indicative of the respective states to a communication

substation;
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e) storing the normalized messages in a normalized message database on the
compuler server,

f) determining from each incoming message whether at least one exception message
related to the incoming message is to be sent to at least one remote communication device
specified by a plurality of message profiles stored at the computer server;

g) if it is determined in step f) that at least one exception message related to the
incoming message is to be sent, deriving the at least one exception message from a stored
normalized message corresponding to the related incoming message and a respective one of
the message profiles, the at least one exception message derived thereby having at least one
respective format suitable for reception by the at least one remote communication device to
which the at least one exception message is to be sent; and

h) sending the at least one exception message derived in step g) to the at least one
remote communication device specified by the message profiles,

wherein the message profiles may be created or modified at least in part by a user by

remote access of the computer server.

83. A method of monitoring remote heating, ventilating, and cooling equipment

comprising the steps of:
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c) normalizing each incoming message to form a corresponding normalized message
having a predetermined uniform format;

d) storing the normalized messages in a normalized message database at the
computer server,

e) determining from each incoming message whether at least one exception message

_related to the incoming message is to be sent to at least one remote communicatiop device
specified by a plurality of message profiles stored at the computer server;

f) if it is determined in step €) that at least one exception message related to the
incoming message is to be sent, deriving the at least one ex;:cption message from a stored
normalized message corresponding to the related incoming message and the message
profiles, the at least one exception message derived thereby having at least one respective
format suitable for reception by the at least one remote communication device to which the
at least one exception message is to be sent;

g) sending the at least one exception message derived in step f) to the at least one
remote communication device specified by the message profiles;

h) storing at least one of the incoming messages and the exception messages at the
computer server; and

i) creating an information database for the remote equipment being monitored to

enable the messages stored in step h) to be sortable by at least one equipment criterion;
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multiple sensors each in communication with a respective one of the pieces of the
remote equipment for detecting a state of at least one parameter of each one of the multiple
pieces of the remote equipment;
local transmitters, each coupled to a respective one of said sensors, said local
transmitters sending status signals indicative of the state of the at least one operating
parameter of each one of the multiple pieces of the remote equipment;
an interface unit having an antenna and receiving said status signals from said local
transmitters, said interface unit having a message generating mechanism; and
a computer server in communication with said interface, said server comprising:
1) a first message interface for receiving messages generated by said
interface unit;
2) a message normalizer for normalizing each one of the messages received
from the interface unit to form a corresponding normalized message having a predetermined
uniform format;
3) a normalized message database for storing the normalized messages;
4) a message profile database for storing a plurality of message profiles;
5) a message processor for determining from each one of the messages
received from the interface unit whether at least one exception message related to the

received messages is to be sent to at least one remote communication device specified by

the message profiles;
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message corresponding to the received message and the message profiles so as to have at
least one respective format suitable for reception by the at least one remote communication
device specified by the message profiles;

7) a second message interface for sending the at least one exception message
derived by the exception message generator to the at least one remote communication
device specified by the message profiles; and

8) a user interface for enabling a user at a remote location to create or modify
at least in part the message profiles in the message profile database,

wherein when one of said sensors detects an exception condition in one of the pieces
of the remote equipment, said local transmitter coupled to the one of said sensors sends a
corresponding status signal, and when said interface unit receives said status signal, said
interface unit generates an incoming exception message and forwards the incoming

exception message to said computer server.

85. A system for monitoring remote heafing, ventilating, and cooling equipment,
comprising:

a sensor in communication with a piece of the remote equipment;

an interface unit, coupled to said sensor, said interface unit having a message
generating mechanism; and

a computer server in communication with said interface unit, said server adapted to

receive messages generated by said interface unit, said server having a memory in which
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equipment, said interface unit generates an incoming exception message and forwards said

incoming exception message to said server,

and wherein said server comprises:

1) a message normalizer for normalizing the incoming exception message to
form a corresponding normalized message having a predetermined uniform format;

2) a normalized message database for storing the normalized message;

3) a message profile database for storing the a plurality of message profiles;

4) a message processor for determining from the incoming exception
message that at least one exception message related to the incoming exception message is to
be sent to at least one remote communication device specified by the message profiles;

5) an exception message generator for deriving the at least one exception
message determined by the message processor to be sent to the at least one remote
communication device, the at least one exception message being derived from the
normalized message corresponding to the incoming exception message and the message
profiles so as to have at least one respective format suitable‘ for reception by the at least one
remote communication device to which the at least one exception message is to be sent;

6) a message interface for sending the at least one exception message derived
by the exception message generator to the at least one remote communication device
specified by the message profiles; and

7) a user interface for enabling a user at a remote location to create or modify

at least in part the message profiles in the message profile memory.
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remote equipment via a plurality of sensors;

b) grouping information {rom the sensors via ladder logic;

¢) communicating messages regarding the grouped information from the remote
equipment to a central location as incoming messages; and

d) forwarding outgoing exception messages based on the incoming messages to at

least one user-defined communication device.

87. A method according to Claim 86, wherein said step b) further comprises the step of

using a programmable logic controllers (PLC) to perform Boolean expressions on the

information detected from the sensors.

88. A method according to Claim 87, wherein said step c) further comprises the step of
communicating said messages via at least one of a cellular telephone network, radio

transmissions, telephone lines, and the Internet.

89. A method according to Claim 87, wherein the PLC is remotely user-configurable via

the Internet.

90. A method according to Claim 86, further comprising the step of providing a portion

of the message with equipment identification information.
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92.  A'method according to Claim 91, wherein, if an incoming message is determined to
be an incoming exception message in step €), the method further comprises the step of f)
routing the incoming exception message as the outgoing exception message to the at least

one user-defined communication device.

93. A method according to Claim 92, further comprising the step of g) creating a user-

defined message profile, wherein said forwarding step d) forwards the outgoing exception

message in accordance with the user-defined message profile.

94. A method according to Claim 91, wherein if the incoming message is determined in
step €) to be a normal status message, the method further comprises the step of h) storing

the normal status message in a normal status memory.

95. A method according to Claim 94, further comprising the steps of:

i) providing a main list of all pieces of remote equipment being monitored;

j) comparing the normal status memory with the main list to determine which pieces
of remote equipment did not communicate a normal status message within a predetermined
period of time; and

k) generating an outgoing exception message for each piece of equipment identified

in step j).
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single oulgoing exceplion message lo a user-defined communication device in response to

multiple incoming messages in accordance with the user-defined message profile.

98. A method according to Claim 93, further comprising the step of 1) storing a plurality

of user-defined message profiles at the central location.

99. A method according to Claim 86, wherein the remote equipment includes heating,

ventilating, and cooling equipment.

100. A method according to Claim 90, wherein said step d) further comprises the step of
forwarding the equipment identification information to the at least one user-defined

communication device.

101. A method according to Claim 86, further comprising the steps of:
communicating command messages from the central location to the remote
equipment; and

controlling the functioning of the remote equipment via the command messages.

102. A system for monitoring at least one piece of remote equipment, comprising:
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mechanism; and

a central computer server in communication with said interface unit, said server
adapted to receive messages generated by said interface unit,

wherein when said sensors detect an exception condition in the remote equipment,
said PLC of said interface unit performs Boolean expressions on said signals in accordance
with said predetermined configuration, and said interface unit generates an incoming
exception message and forwards said message to said server,

and wherein said server forwards at least one outgoing exception message to at least
one predetermined user-defined communication device based on said incoming exception

message.

103. A system according to Claim 102, wherein said message generating mechanism
forwards said incoming exception messages via at least one of a plurality of communication
media, said media comprising at least one of a cellular telephone network, radio

_ transmissions, telephone lines, and the Internet.
104. A system according to Claim 103, said server comprising a normalization module,

wherein said server receives said incoming exception messages from said interface unit and

said normalization module normalizes said incoming exception messages into a uniform
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connected to said PLC and interconnected between said sensors, said dip switch selectively

switchable between an open position and a closed position, wherein said dip switch can

selectively disable portions of said PLC.

106. A system according to Claim 102, further comprising at least one virtual dip switch
in said central computer server which can selectively disable said outgoing exception

messages.

107. A system according to Claim 106, wherein said at least one virtual dip switch is

selectively switchable by a user via the Internet.

108. A system according to Claim 107, said system monitoring a plurality of pieces of
equipment, each piece having an identification code, said server further comprising:

a first memory on which equipment identification codes of all monitored equipment
are stored; and

a second memory in which communication device identification codes of all of said
user-defined communication devices are stored, said communication device identification

codes being configured in user-defined message profiles.
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110. A system according to Claim 109, said server further comprises:

a fourth memory for storing said normal status messages;

means for comparing the normal status memory with the main list and for
identifying which of said pieces of remote equipment did not communicate a normal status
message within a predetermined period of time; and

means for generating and forwarding an outgoing exception message for each piece
of equipment identified by said comparing and identifying means, said outgoing exception
message being forwarded to at least one of said user-defined communication devices in

accordance with at least one of said user-defined message profiles.

111. A system according to Claim 102, wherein the monitored equipment is remote

heating, ventilating, or cooling equipment.

112. A system according to Claim 102, further comprising:

an Internet interface linked to said central computer server and selectively remotely
accessible by users via the Intemet, said Internet interface enabling users to transmit
command messages to said central computer server,

wherein said interface unit is bi-directional and can receive said command messages,

and wherein when a user enters a command into said Internet interface, said Internet
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one of commands to activate, commands to deactivate, and commands to alter the

functioning of the remote equipment.

114. A system for monitoring at least one piece of remote equipment, comprising:

at least one sensor monitoring at least one parameter of the remote equipment;

a bi-directional interface unit connected to said sensors and the remote equipment,
said interface unit having a message generating mechanism that generates messages based
on data received from said sensor;

a central computer server in communication with said interface unit, said server
adapted to receive messages generated by said interface unit and said interface unit adapted
to receive command messages from said server; and

an Internet interface linked to said central computer server and selectively remotely
accessible by users via the Internet,

wherein when a user enters a command into said Internet interface, said Internet
interface transmits said command messages to said central computer server and said central
computer server transmits said command messages to said remote equipment, said
command messages including at least one of commands to activate, commancis to
deactivate, and commands to alter the functioning of the remote equipment,

and wherein when said sensor detects an exception condition in the remote

equipment, said interface unit generates an incoming exception message and forwards said
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