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1 MOBI LE COVMUNI CATI ON DEVI CE PROTECTI ON SYS | EM AND
METHOD Field of the Invention 5 [0001] The present
invention relates to a nobile comunication device.
wartoasisar |y, the present invention rel ates k@/@2009000147
security protection systemand nmethod for a nobile
comruni cati on devi ce. 1OBackground [ 0002] Wt h many
comuni cations take place over a distance wirelessly
vi a nobi | e comruni cati on devi ces, such as a nobile
My, E GOMMIASHeATTOY DEVILE PROTECIFIOMSYSTEM AND
comruni cations over the_air_are renmai ned private and
secure. However, nost 1 ) comuni cat i ons
exchanged through the air can be eavesdropped. These
comuni cations include data, audio and vi deo

comuni cations. [0003fc]hgrriRe BivEatiAr | OUS ways that the
eavesdropper intercepts a prlvate communi cati on. At

the sender's or the receiver's end, as the
[998thmuni caFlhcomrasprinivention relagest toams riobile regrfesédation rdevice.

0, v

PRSFURLY tod oot il ARG S RER AL BrdBERh G method
Ré@umﬁw@@ommumﬂap@rﬁwmﬁate tools through the air. The
conmuni cati on signal can al so be tapped over the
circuit swtching station or through the
infrastructure of voi ceBdedggouwniircuits of the

comuni cation devices. 25[0004]1n order to protect the

[osgz?nnel S ‘ngtg rpnat;l%i Qognéggc%%gnsotg(e %{agze aﬁg(g'/a? rd1stoa\r/1§er wgrlglgssly via
mobile communication devices, such as a mobile phone, it is increasingly important
that the communicatipns over the air are remained private and secure. However, most
of the communications exchanged through the air can be eavesdropped. These

communications include data, audio and video communications.

[0003] There are various ways that the eavesdropper intercepts a private
communication, At the sender’s or the receiver’s end, as the communication signals
are transmitting freely in the air. Any one with an appropriate receiver can obtain a
“copy” of the communication signals when equipped with appropriate tools through the
air. The communication signal can also be tapped over the circuit switching station or

through the infrastructure of voice/data circuits of the communication devices.

[0004] In order to protect the channels from being tapped off air and/or over the
circuit switching station, end-to-end encrypted voice/data channel needs fo be

established to achieve a more acceptable level of security.

-[0005] That is to say, in the absence of environmental awareness and control,

even if the communicating devices being used are capable of performing the highest

level of cryptography, the entire voice/data security path will not be present in this
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circuit swtching station, end-to-end encrypted

voi ce/ data channel needs to be established to achieve

a nore acceptable |evel of security. [0005]That is to

waypdiipsthe absence of environnmental awar enessr/sdoon00147

control, 30 even if the co ni cati ng devi ces being

used are capabl e of perforning the highest |evel of

cryptography, the entire voice/data security path wll

spﬁwng)eﬂg}cgs%ﬁtcopﬁolt ofj wsagangS content is the primary step or requirement
g&%ﬁ : 009/ 000147 2 scenari o. Hence, the

ﬁ%%ﬁ?é%ﬁ 0 %ﬁégée%%T content is the primary step or

requi renent towards security and privacy. [0006]1n an

le o j CQ i i.on. devi ces such as bi,l e
BR8P o R e B R IHY PR et el af RfEe bisges
tlahe sisgyr@SMvprotocel fior SO!’gmum'batinn, B@cdasilghyd ngnutseletrdll@lf security
-0revent. commmn eavesdr oppers wt imted resources ..
B i SRTOD R e BREHE oG bR o fre Ok breaking
tieoeghy pisilo NSIMHosseY aid i tilerifienhepwelers Gt the help of some

rof essi onal e u%lﬁrrent and also at the infrastructure

PEREFSIOPY geuppn f i gt the dnfipsareieeed He wilhtbeg Aifkigult to

gaaeneehb idtétitP ind REuRH 3MHAE RarhBis #$8se, 10 [0001Thus, it
is essential that for secured conmuni cati ons, even

over a digital network Iike GSMwhich has its built-in
oge! Of BREURIL KeenBt BAG0L @c&@@c&ﬁ&wg&g)g%ﬁ&é@geﬁ Rlfbital

path is required to guarantee a secure
neoriatiye G500 sitdthebgsritsstanli-in fevelnof savuptyown drd taembbchpted

DAL GAtd ‘ j ' n.application
Vg@c;cesg%??é %ﬁﬂgeg\%g%ﬁ%@cﬁa%%rﬁgﬁ% ul e, wherein a
comuni cation with 20 anot her nobile comruni cation
device is executed by the application processor and
communi cated via the corrguni cati on nodul e.

ummaty

[0008] The present invention provides a mobile communication device having
an application processor, and a communication module, wherein a communication with
another mobile communication device is executed by the application processor and

communicated via the commumnication module.

[0009] In accordance with one embodiment, the device comprises a security
processor adapted to comnect to the application processor and the communication
module, the security processor being operable to take control of the application
processor and the communication module, and to monitor all executable operations on
the mobile communication device and to overrule an executed operation when
eavesdropping or prohibited activity is detected. When a communication with intended

mobile communication device is established, the security processor is also responsible

-to encrypt and decrypt communication signals of the communication module.

[0010] In accordance with another embodiment, there is provided a method of

providing secure communication fo the mobile communication devices.
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[0009] I n accordance with one enbodi nent, the device
conprises a security processor adapted to connect to
the application processor and the comuni cati on 25
woduwba3istihe security processor bei ng operabl got/eqcda@ors7
control of the application processor and the

communi cation nodule, and to nonitor all executable
operations on the nobile conmuni cation device and to
overrul e an executed operati on when eavesdroppi ng or
prohibited activity is detected. When a conmuni cati on
wi th intended nobile comuni cation device is

est abl i shed, the Bref irekdriptipn ofthe Peawings al so
responsi ble 30 to encrypt and decrypt conmunication

ignal s of,.the conmmuni,cati o, dul e. ) .. )
07 131 Sh b PRI G AP e 1ebdicpiting prghodiments of
thdgednBinangion, it flchae % thav@bhbaYing dhwings, desaichbed

by way of non-limting enbodi nents of the present
invention, with reference to the acconpanying

AW NgS, FIE MiNLGRites[00dk] dihdeam br hkidbat tahStni@atRthQelice in

di agram of a nobi | e conmuni cation device in accordance
agordpngmwith pasormbaditens of th gresens demrtianavent i on; 10
[0013]FIG 2 illustrates a bl ock diagramof the
security processor in accordance wth another

1W¥i¥odi menkIGef 2t Hsiptess enblack vdiagramn pf [0 1s¢iEitG. piBeessor in

abdobdi5ibd B St SREDReS: S RIHAT v BeBRO! | ©

[0014] FIG. 3 illustrates a schematic diagram of a mobile communication

device in accordance-with another embodiment of the present invention;

[0015] FIG. 4 shows a flow diagram of a crypto mode in accordance with one

embodiment of the present invention; and

[0016] FIG. 5 illustrates a block diagram of a mobile communication device in

accordance with one embodiment of the present invention.
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15 device in accordance-w th anot her enbodi nent of the
present invention; [0015]FIG 4 shows a flow di agram

of a crypt node in accordance with one enbodi nent of
vdaoprasent invention; and 20[ 0016] FI G 5 i lpcusoabes 7
a bl ock diagram of a nDbll comuni cati on device in
accordance with one enbodi rﬁent of the present

invention. 4 Detailed Description 100171ln line with

t he above sunmary, t Betiled Desariptiorlescri ption of a

nunber of specific and alternative enbodinents is

provided to understand the inventive 5 features of
[00t7¢ pr esdntling mithrihe above Istmsiagy, Irheb@lla\pimgrdemmﬁm oh® number

skilled i he art r .t hat entio be
oft Siestic sl coRRIBHEL i R el B e
fed@fcaidf ﬂld]iﬁyseﬂﬁhvéiﬁoﬁids @Haﬂlbﬁ(hp@ﬁreﬂltﬁﬁ ghd slﬁmedalﬁ NOkrt, hwever
cyre the inyentign eas ef erence, cqnmmon .
grl YROHO (38 swgacwqdwﬂﬁ@%%g Svffwir it Somg %-ﬂ&é@s
mWTﬁtﬁ HeQEQFiIbEDA 16211 s HBIR dBEcusé !ﬁb'uﬁknﬂ‘icﬁlaFWe%& SQETRAce,
to the figures. [10018 ]JEIG 1 illustrates a bl ock
‘@I

COpRet %T@fce Aupstsls willcRsvsgitaaushopt Hedickiss Theon referring to the

saﬁﬁfo%ﬂkﬁ&%awlésfbo{?ﬂﬁ)n%’ﬁ{%%gﬁ?égt of the present
i nvention. The nmobil e communi cati on devi ce 100

conprlses an application processor 110, a

g C95C01 e A0 Best R A acs
100 in accordance with one embodiment of the present invention. The mobile
communication device 160 comprises an application processor 110, a communication
module 120, a codec and audio switch 130, a speaker 132, a microphone 134 and a
security processor 130, The application processor 110 is a processor that executes and
runs a device operating system and all other applications available on the mobile
communication device 100, and provides overall control of peripherals of the mobile
comumunication device 100. The peripherals inciude display screen, input keys, LED
indicators, etc. The application processor 110 is further connected to device memories,
such as RAM and ROM.  The communication module 120 is adapted to establish
communications with networks and other devices. The communications are based on
the communication protocols such as Global System for Mobile Communications
(GSM), 3G, Code Division Multiple Access {CDMA), General Packet Radio Service
(GPRS), Bluetooth (BT) and etc. The codec and audio switch 130 is provided for
controlling audio path for a voice enabled device. The speaker 132 and the microphone
134 are connected to the codec and audio switch 130 where the audio to be outputted to

the speaker 132 and the audio received from the microphone 134 are encoded and

decoded herein via the selected audio path. In normal operation, the application

processor 110, the communication module 120 and the codec and audio switch 130

function as other mobile communication known in the art. For example, when a user
uses the mobile communication device 100 to make a phone call, the application

processor 110 executes the communication module 120 to establish a connection.
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15 security processor 15b. The application processor

110 is a processor that executes and runs a device
operating systemand all other applications avail abl e
wo 20Ras313@i | e comuni cation device 100, and Q¥ 8®%00147
overal |l control of peripherals of the nobile

communi cati on devi ce 100. The peri pheral s incl ude

di spl ay screen, input keys, LED indicators, etc. The
lhppigithad:dnnmlpn deesdris #3ddded aidddebdad ;@ﬂi&r&,e@dc%dd b@dio switch

0 ch as RAM and ROM
130 e o FhisaS et S e o mB s e Pate | Apnridpe codeo and
aQOI0TEMitaha 1 30 HgayWalkdady irvEIAK Swiah GtaQle T selleM) CBSuredNSuch as
ications are based on the communi cati on

conngg

PRFSSLEEIR SOl prptechiongydggencrgpiensiipf dic ebi | e

Communi cations (GSM, 3G Code Division Miultiple

Access (CDMA), General Packet Radio Service (GPRS),

Bl uetooth (BT) and etc. The codec and audio switch 130

[903%pr ovi ded! referring te WG db Ithengecatiti propasdy ¥56ris sanvaiditnal
d T, a croph 134

phitatbe dode¥ds @ary Gl dgs%w%% (gn%e&g]r?rtl{%] %}g (flr\%%?m% and

are connecte he co
dediphesingiad th@ﬁ@@/ﬂd@qzﬁﬂta echterss tuk peywiliigesecdr8® camthuhieations,

d fr n1cr hone 134 are enc d and
V@%cogtéd%%%né? r‘\)/clea he séf et Eg’ateg’u ?1 ORAGPDS | P]Pgﬁ? n’ﬁ&’ﬂe
cmpmuaicamnn devive 1&@) piel in@tiupiad pi eeastar b}lﬁﬁ,se&ﬁi@y processor 150

i cation e 120 and the, co%;c and audi o

o ﬂyfgﬁ’% Eﬁ?‘r’&?ﬁngﬁma%ecw%%eﬁwsﬁ b R Reagesson 150,

nlogDvMNthie opbiator] 1f.nofal, SXAERhEbileVMISRMAIHEST ddS@S100NRquired
device 100 to make a phone cal

nobi L. e co ni catio
alemp%ep At e befetes ey can e sxessisfcy happlication procsssor
100 TR dnGRldi@Ro R IUlIe 130 dl 8e &sle@lhd ﬁﬂ;@s,“gﬁag @W ion. 5

Durlng the connection, the audio I's enco
decoded in the codec and audi o switch 130. The

{o?gfgl i catipR RLARESRRE 3311350 éﬂ&m{i@%%@%&é&g re&géﬁ%n and

and the codetc an
desryptiodepaiatienssandribiesrthe prressingyloddeatt the mp,llczﬂmlprmssor 110 is

ode protections, data encryptions and
h@ﬁ?ﬁ%&e@’@%Olg] Still referring to FIG 1, the

security processor 150 is an additional processor or

ondary essotr. prOV|de orm
m@?ﬁherl ng gﬁgﬁd%‘:@%‘ﬁe@%@ﬁs%f gﬁh@tgﬁtﬁﬁq il 9‘? 6‘}1&5’1"8 between
tvaD iadilE ScopMelnftelo divighsS BT L En CRATIRBAE @&du%aseorﬂﬁm\f%ﬁn

t he securlﬁﬁ processor 150 is activated, al
B n o FaRSRUSS 0B iR cRERIGAi ke ornding iapé thep azr enly

dé@h%ww a4 s@(,rungzvl%ééééo%fismbfh{éqnétﬁfé%hﬁ&{m{&@&?ée%ﬁfe 158%n

for security purpose. Depending on security settings

thgpthenend e gt $1$13ﬁ19p?béf’é@sis‘§rthqgo or piode inffastrusdire peitcinpeieyit
oﬂ z{n Okre y:éwee@ﬁw m?cdﬁ%mlﬁ oA, t@és%b gﬁ?o%?x {oﬁerla%ggﬁtm

ropriate aut ons ore
arbefu @walféﬁiszgi}aistth ell dppl pm"a@& o!?heplrmedewyptmﬁ rél:ﬁx&gs tiblering

<SRN SR BAN 30070M, LO S00 A0 v

tha daptigdpro@sfoalk$) eitky canhectBdnaighilk commandaticdeievive 100N
operations, and thus the processing |oad of the
application processor 110 is |lightened substantially.

0@k} In case of communications between the two mobile communication
devices 100 through a GSM network for example, the secure transmissions may use

GPRS channel or transparent data mode in accordance with one embodiment. A
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[0021]Wth the security processor 150 activated, a
comruni cati on between two nobil e comruni cati on devices
100 is an end-to-end secured contmuni cati on
woamsnsissl on. All transm ssions are encrypt egdzaf000@00147
sending and they are only decryptable by the security
processor 150 of the nobil e®comuni cati on device 100
on 25 the other end. The signals obtained in the air
communicatien wnder the GPRS: dhrened s at pebkatgprpinted yommenicatinnah €BERS
. ication devices 100 Lt hout, a
SO RFL R o TR AR O RO BT Gy LG oy o
prdfenradl whert 2 esmplEhiey pff aperptide any pérhgmsstorqlses 88 demand a high

ci pher.ing. keys, bef or he data.coul d be decrypted.. The
R P N R S T N e
upddofe 286/ viked, Ok ttdMemBEBRE CThil Gypandli tafsBienTRsicaabilP Allows
devices 100, 30 l[‘£ 22]1n case of conmunicatjons
SizaEBSH UL fHRdeRD T T UARTHENATCIA 1 PEIRe aw pseiBlestey, and thus
abliEARER RofeShae M@IbKided! cottmiidaBon LHAMSIEC UTKese are possible

transm ssions may use GPRS channel or transparent data
CoRpEEnicAtions st gene@alip for thtaroagsb Sueitiont They ag provided by way

of SLHRHI, 31@{ HARaRORS thl E&p%ﬁég%@&ﬁ Slvehon? Ipﬁ%gérsctﬂ?% E} the

oriented conmmuni cati ons. servi ce supports a
skilledhparsaaribitenther gerambinicatoraranrictsat imvdes cachbRgesihdnnel

may be preferred when a conplexity of encryption and
conpressi on does not demand a high [ evel of ciphering
[a8@3jhani snin the alrarespadiennt, dat codedel audiv dwiehaBBes illustrated

hand, .it can be 5.used fo udi ol.vi.deo, f.ax
of Y of et oS B 18 ks 0 P it &ERusn LS omes of g present
irarlehifms ki giﬁ&!dahd&tS\Bich%dimteﬂHﬁﬁinmﬁﬁfﬂg &dec and audio gwitch 130
re-transm ssiqn to .reduce, an 0SSi el ay,..an us
3 heedi ?1‘8?"' 3, sV, Sor idsd: By %ﬁﬁearoamr L0 fonerenice
cohARARhtion|ERELI, 6f RARA] G- GHIRHE hiedls RRShbRRY is¥fiired in
uitable for the present invention. They are provided
a%?“%? th snedleapRdmiGsRhope.ni t ati ons to the scope of the
present invention. It is understood to the 10 skilled

person that other communication channels or nodes can
[08&dldesi r eIG.[ DOEBRigs tahklogh chagrasmiob dharesstuityt proceseatedS0 in
' L4 ch v 1S, \ of e le
oS S BRI R o
18t aperpoifest ke pregpEnt and deoryption module 210, a compression and
decompression module 220, an echo (audio) canceling module 230, a configuration and

settings module 240 and an interface adaptation module 250,

[0025] The encryption and decryption module 210 is the core of the security
processor 150 where the entire ciphering/deciphering algorithms and methods to secure
data are implemented.  The signals to be transmitted and received are

encrypted/decrypted herein. The complexity of this module is determined by the level

~of security required and the algorithms used to ensure that it could not be hacked.

[0026] The compression and decompression module 220

compresses/decompresses the data for transmission. It allows data transfer to be more
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invention. In accordance with anot her enbodi nent, the
codec and audio switch 130 15 can be a codec and

switch for video as well provided for video conference
wonmmuniGati on or the like, of which, video-captddod@ooier
means (not shown) is required in addition to the
speaker and mi crophone. [0024]FIG 2 illustrates a

bl ock di agram of the security processor 150 in 20

efiddarn dgnedusing Itheaﬁmdméff@ﬁb@dhtﬁ%tlui@g fohlg: REGSRRE. This is

I nvention. The secyrity processqr 150 conprises an

BITE EPP%?W&E%F Lg%gqg%%qv § ﬁlﬂflﬁ%ﬁm CHAMENCEY PHERPIOEES| on

and deconpressi on nodul e 220, an echo (audi 0)

cancel i ng godéle 230, a confiauration and settings,

B8l e 240baRdogAnseHpE Frodble 230 apevadesrhasangelingoagoritpg for

LRQRR] tho ecIRNEhXEREAGRARALIREHYPL Qﬁ‘;z{ﬁ& jps the

Ccore@éf t%e sécg%itycproceggg%ﬂ%go eggﬁgﬁéégﬂwire

ci phering/ deci phering algorithnms and nethods to secure
a are ipol e .Si:.ana 14t ed

R el g canieiin, HCAAITLENE 28 W 20 b b

secani parhmstersfprovides! yothalsecurisy detesson Hidd Iyywdrkeid @n@inction

CIAL: ] ' he al gorjth us to ensur.e
e £ B s A B R o SR P e b S
aceedliog fogneede overal | effective data required to be
transferred. This is especially inportant as the data
size is increased after an encryption process.

[do8927] TheTiecherfacna@biaién REULBIAS 5P haMisdBS pREISIs of both
canceéal ng, al gor | thmfor 5 canceling the echo noise

cofethaR e %fﬁ%erﬁfg%ﬂ?éewmmp@a&r.aaﬁ tgerppligation grocessor. It

als® Q2BhIRane Qphirgy %ﬁ%bﬂ&uﬁi&%&ﬁtﬂabl&&sanﬂoﬁﬂixﬁin%é&g%ﬁ%ment fo

adapted tqQ nmaenage securlty_garaneters provi y
SRYE® CBEIgaiony e deslefingigpeqificafionk sinjaddigion itsrather onin role
i M I ' user .nterf QW . rs
e B0 Rl RS LSRR, bR U Ao
by Basserrefl GOREYIYh én thistaesd, acerragdapling inerfateadeptatimdiaye n2ki0ic

. | 3 and. d b .
oTBE BB BEBLS 3Bl Do AT ByHFONESE

thersoaeis processor 150 for the application processor 110 be working smoothly and

interfaced effectively with the security processor 150,

[0030] When a call is received, the mobile communication device 109 on the
recipient end determines if the mobile communication device 100 on the calling end is
making a oryplo transmission that requires to activate the security processor. I the
receiving call is not the crypto transmission, the call can be made in accordance with
the usual GSM communication protocols. If a secured transmission is required, the
security processor 150 of the mobile communication device on the recipient end is

activated automatically to establish the connection in the crypto mode. An

_authentication and verification may be required to determine the rightful user of the

mobile communication device. Accordingly, the signal transmitting between the two

mobile communication devices 100 are secured.
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al so manages and controls all conmmuni cati ons packets

and its timng requirenent to 15 ensure communi cati ons
neet the defined specifications. In addition, its

v Bes/i3edon rol e is responsible for comuni caldRegdovdosy
application processor so that information could be
transferred correctly. In this case, a correspondi ng
interface adaptation |layer nodule or the like is

[pasdli r ed WGt Peillusipdtesc atsichnmqtip odigssorofld Qndbile ocrod&nmnc:atmn

cate h t I 0C 150 r
LT R e bise o8F) BRHE L EBRRER? Beotbtin Sty e
i2dliletoeniranéadiiefs Hedid mml (}me'le'S dnhppBecn pfdﬁe@bxoxﬂﬁ aG¥ireless

15 030] L] is rec ved he nobi

RS 10O B o B F8 THEs G RHREY processor 350
i@ be bedenasutioh SSBGSHEEL tcethé SOVY BinBadimeRts, ABY hisiffickR Pébessor
the calling, end maki ng a_ crypto transm ssji on

t hat
HHeondriee itglesy fnpé%ks &24:1Be awliq, pvifsh 330 sed dheorudiq ¥/0tm@ng 40
a?ee of 'vi\dbéﬂih &8 |n’10b'11§ cOahubiBRichHPLO 3@6 ﬁ?ﬁmnﬁﬁ bg‘f}atgsnllg/l?he audio

can be made i n accordance wth usu .
swﬁ&mﬂ BaY Prwidsd atidagiodec. ﬂfheac%t@r@a 36$ Bristedissicd huften for

aﬁﬁﬁ%é% sekﬁ%yga‘?&éégé& 35(9 oOfpfarg \ﬂfﬁ% @1@ S cf-lﬂl.? gn@ja{:ésgor 358 is

communi cati on”device on he recipie
aglinatadaini ey bty maoree Steabuirih ptmasmo?ﬁﬁanmmmrs alhtrivksenissions and

p t hen AN verlflcatl y _be.
S TR SO DB ISR, 1Bl 00 39 BB B
cmmmaﬁ@mmmmu oFurthey iatl @perdteaeridi ﬂhglayphdahm siogEsadr 310,

tlifare?/v?r%ggt L Bg]ﬁb% V\g&n tie % g?lP itLee al?(P cr)r% itr(x:e?ﬁtlsi 820 are also
22091308 éaﬁ%ﬂe&@&@@é&&@@zﬁoc[e&% 330-bdeed Sn ild éé&h[t?ts&ﬁngs
e comuni cati on devl c

che jc, diagramo
test A 1S\/Qefeﬁt3§>ﬁgo??§\m‘¥ PERSETsAEI taifesone the control
ald ﬁ&ﬁﬂtthé PMAe8 ré.ctw-fﬁea.céﬂ}@ﬁlkﬁ %‘éh AL Q:@ﬁYr'i ?r@b@%or

CO[TpI‘I Ses an a p I cation pI‘OCGSSOI‘ 0 a wre
389 digieats 3pp wmavfheriasd exemiprshol3te wirgless midsles 329 paditiss audio
s%&_ 380,566 Qécmlgf o8 &ggvgffo%%ng%ﬁ?ué%ﬁ?g% ﬁﬁl%& n&ldhz%n%ﬁ’x o
dprsoelée ﬁs@omlaaﬁl@rlzcah@kemm@nmé bm@om; d¥ibe e}&ﬁ@,‘le, tvﬁen ahidlinobile
O a ans .340. are
ol S8R AP RS o DR BB Y o
1rdpielm1bn atoredlinghatdbibe mmmhcaﬁaﬁ) devage J90ariydedcodiettbd and sent

e_acces i s ,a dedicated .button for
of e lcro th S EE e T I bB? S8BT 5 18 Bhig thisn whes the
scW(lﬁty pmeﬁac B8 iy a@ivares ger ex38fioh Sorl@le gﬁfwaayaitheﬂwen?ola&ware
nmonitors a

é d t he securlty processor_35
WORIdh b cRiehn s i i ik DGRV YC eferypis dhle tanbe executed,
uﬂeﬁﬁkﬁdéﬁ%& QppniRiniddlignd ARSE 5’03/' ‘P&S ph¥ad Phﬁva@ﬂr@' Yrware via the

comruni cati on device 300. Further, oper ati ons by
wiglesh pisinleatalois alsooblededrbythe seeurisy wiacesseis 350nrguhe security

pr%%@ssmtm wollh vadé&% ?‘gﬁﬁezg&e%ywhe' |/ O means 340 are

al so nonitored an security
processor 350 based on the security settings.

[0032] FIG, 4 shows a flow diagram of a crypto mode in accordance with one

embodiment of the present invention, The steps comprise activating crypto mode at
step 410; taking controls of the mobile communication device at step 420; overruling

invalid operations at step 430; validating user and data at step 440 and encrypting and
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15 When a prohibited activity is detected, the

security processor 350 takes over the control and

deni al the prohibited activity accordingly. Simlarly,
wbhenvihewsecurity processor 350 detects any persa2000/000147
unaut hori zed executions of the wrel ess nodul es 320

and the audio swtch 330, tHe security processor
perfornms execution of an overrul ed nechanismto deny
@thpﬁh@trmsaljtsmdt zeq 4é&eemtheomp #idd thepeyas hexds is dedvated by

I&é@alﬁ gg\l%ﬁ% ylocgssor c{? &eymo c %%%ﬂé%?i{)ﬁ%é’?fr’h%%c{%%%on of
the B&tptlladnodméawlmmchmmdslt}oz! ﬂﬂinta’fedt hetonD lrb@gh a menu selection or
?m*%l ation, devi e be col | cted and sent or
SRR b, S, VR 5F Pl P IicAGR S 5 SBred b a seeured
c;auraa@ Rdcurel] lﬁiatafalcé‘es@as At ﬂmfza@ £208h8 SSeMFityt ProRERE BREQUonBQ of
é i vated,, the executl on of the privacy-invasive
HIORRG SomipBichtinn derass: ot thessjemAdts theisecupiy waespsar pyesilesghe
dpefative 18, bifieraRb&idsr iR ﬁ&ﬁ@é(ﬁlﬁ‘ﬂlugéiﬁ%ﬁ RO | Aﬁg nanthorized
conmuni cations initiated by t privacy-1 nvasi
apsratigRsy englpding enyRunitaders. rmdthee n@pide j commpisatibrockede are
I S
Riclh G thHFPESRRT piseolts ot Mep AR DL drity processor
vabdaics uspreand Jar0®2qnFirGthat ﬂ&hmmman(fahom ate agalﬂrsh&ntf bea?veen the

.er yor.0 I 0 30..enbo
lt 1e&ygr glggén elesnvaellﬁﬁsloé%aa%%ﬁ‘ée st“‘élp%1 '}% feptica gﬁ?l‘?}"gt eﬂﬁiatmn
comppigomotiesen buthéntipatibt ey ok bthgr biometritl Gu9ikt Hagdplkil an

C ni.cation de at 0;. overruling invalid
o AP oot Rl e ShPud i by oSty aymichanniaieg pver the
eﬁt@ptlc#ﬂcman@ec byPbE 0@ ANeandssions with the algorithms provided
009/1 549P /SG2009/ 000147 9 decrypting transm ssion
etr'e“é"c e “fﬁlﬁ‘@s%l?lé“p afigen tthe WPhi chwgenjcgtion devices,
eﬁ&gptﬁéﬂs@ﬂalpﬁoﬁf:ﬁib Vedubi et WridhY nfbae gﬁrﬁ%mggtm% MRvice is
nobi | e communi cati on device. The activation
gy pecryiiehde danthp eseareity @rasesspy of the ¢pupled andbile tcommunication
deikough a menu sel ection or automatically as and when
the nobil e comruni cation device is alerted by a
secured 5 call and secured data accessed. At the step
t he u 0 r,.takes.contr.ol s of .
[%%l | e colrﬁrﬁ(%né '%?%%s %gﬁ;%l?él lagpgof & lg?bé% 4’%“““3%@011 device
58@ dw récbydapecowsh adinrtiow embodiesent héth@ Qe¢sait anstiby, OTekhobile
dul es. of .t he e _conmuni cati on devi ce.
cREREI P, i 5o BP0, BRSS! He PO AL GRS AP0 A ipand
Bhirgoomp hiokiale CSQIITiihcm b M b ddRVI20e B BRlio/video switch 530, audio /O
deni g%( rej ect.ed/ bl ocked by the security (gr ocessor. At
b SEHESIOERSE |38 et sBivto Qveralec serisol ety H42.
Sﬁﬁﬂl@lyt heCAppUEAioh %ce&sﬁﬁ‘ 506 Y ‘WI'PPEJ&(P Bﬁxeﬁ*fo ﬁ‘l%ﬁlﬁp Ish$ rfﬁiM

bet ween the intended end users. his is ac | eved

moHle A3 +En ardieviden switrd iﬁawéaﬁl@q @\dl%lﬁ@ﬁnms Sihuropravisied for
n@fﬁ&a‘? e8fct4idhd QI ﬁl%ym%[‘?tﬁe Hngl{l.]n?daﬂg@tcfe'vﬁe E(Sd Yos! J)d(&é cnown

fingerprint scan ont e comuni cation de
coxnmyRiegionspyiceh eTh®wm1ermeem§§ﬂ fis futhes comedted toea crypto

R 0F R ALY 15l ALyt B 5% R D

5%1,ahs ﬁ%&lrﬁ&imﬁlmﬂﬁmﬁmﬁdé&sﬁm Gatak®Bver the a full

devi ¢ 9 ls.fromthe s rity processor
oo B v B e SR BB tEbn SO0 e rFpEaRt e
cl9ptotthgiesecurity processor of the coupled nDblle

comuni cation device. 20[0033]FIG 5 illustrates a

bl ock di agram of a nobil e communi cati on device 500 in

accordance with a further enbodi nent of the present

i nvention. The nobile comuni cation device 500 -

conprises an application processor 510, a WFi and

Bl uet oot h nodul e 521 and a GSM nodul e 522, an

audi o/ video switch 530, audio I/O neans 540, a

security processor 550 and a crypto overruled contro

circuity 552. 25 Simlarly, the application processor
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WO 2009/ 131549PCT/ SG2009/ 000147 10 [0034) Pri vacy and
security is always the main concern to personal
i nformati on, which is private and confidential.

Wwobhbhgsis40as nmore and nore features are int egl‘(a(t/ﬁ%d)fb(;om
one npbil e communi cati on device, often than not, nos

of the personal |nformat|on18re 5 stored thereln for
easy access. That on the other hand nakes it easier
for an intruder to obtain di e users' personal

rmat i trude. t users'. privac \
%giﬁcom%}é‘%nf curg%g @ rsrirli‘fnm%l? 8%5’%‘% ﬂ?@’%/sﬁ?ﬂ??lf‘l% g"“‘m
phioh écisitaars] dmﬁ&ttnﬂaln Ratrthér, eemb@iand ey eleaifes are integrated in
however, these securities

secu{gb tgl es and rypti Ot?

PP SPEOiRSiER 1VTe: PLIE BB 6hNeRPONEE SR arc
stored ddesis forsda@hoa&s L AURDARPRBE han@FBk&H ddsicP R 8n i@ruder to
i.nt.rude the 10 %{Oe comuni cati on devi ce under the

ThUiR (e SSER: ETOYR SBIOTRAOR e el I9g1 Ty USeFR: PesaRyclat bapking one

SRGHHidYioR 186IeS S Comhidn 366U %@%rl%%%cbﬂ%r@@lﬂﬁ S wﬂ:h certain
enhodi nents is able inproved otection again

levRt of srspitiey andesseryptensnlpayet tﬁcﬁmaﬂlcumtue@ feawrd prov1de only littte
ORBEG 81 | KLLGS i ﬁ{r F&e \s/ﬁEPLbAS egvegg%gﬁé GRL étqpabqigo HGude the

and providi ng hi encr
G B5emmpmicatinanddviaei wridagy ﬂwhm&tb@ Seaukign semp i n‘kdfdadﬁﬂigly, the

€ to,a ate t
a5 ), OB, SRRRL, Wb HNE Rl o
idguived rtienopretegtion t dpainkt t1h&udee£rb}s fegipioli g gﬂmctWi@Ii'tieIsh &nd
t he crophone . are activated,_ al
SNABULEF oftc s, "nEE GoBRBRaNET SrER hdarroliGe bigher leve
ehtnypted Righlle. nobi | e comTunl cation device. Wth the

security processor running, the overrul ed mechani sm
unaut hori zed activation of the GSM nodul e and the

[6026] Ophong, \Wh |no@ﬂrrﬁtﬁi ve&@aﬁﬁgle [\\%13 %Yﬁﬁ\gﬁp 95{136 Sent an invasive

nonllmtlng exanpl e, anlntru er co
commzadsta pcliyaie t ﬂ’é 55p1 i wadule nal}ﬂr éhﬁesslor@hmea ot’E othe @fobile

BT MNRESoH ' deVRE Srem g[}»d L»ﬁﬂ"}@h sBPP lkh(?ﬁ@feh%? S ; e B&M

viruses are execute e contr
nydute andgherpdiabeiwng Al agtiva’mgi @@mmxtamw byithd um)eiultﬂmﬁmtted

S r are able to send
bl el O ML Epicd NG Gkl UPER o SRR Ga0 S Rimine,
thmlowreﬂccbmmdmmam enaudexized sctivation gbf dry GEM th®lule and the

j annels Wth the crypto overrul ed
m\%r }léoﬁlsés n;fl |1e1eje({tﬁde

[00386) Yet another non-limiting example, an intruder could implant viruses to
the application processor in a form of software drivers, middleware or applications.
When the viruses are executed, they take controls of the wireless modules including
GSM module, WiFi module or the Bluetooth module. These viruses are able to send

out the personal information and data resided on the mobile communication devices

) through any of the wireless channels. With the crypto overruled mechanism, all the

wireless modules are forced to be turned off or shutdown, and therefore, nothing will

be transmitted out from the mobile communication device.



30 wreless nodules are forced to be turned off or

shutdown, and therefore, nothing will be transmtted

out fromthe nobile comuni cation device. 11

WwO0RshMRid e specific enbodi nents have been dgsgddBRRos147

and illustrated, it is understood that many changes,

modi fi cations, variations ahd combi nations thereof

could be nade to the present invention wthout

ﬁtep%rti Bglwhm Jebigic Sarp einwgtst meitﬁmeaegcﬁned ariLiZilH@iﬁitef@ it is
: i.le co ni catio evi ce hayin n application

BidsEiRtdofiat ARh ARENFL AETGACHBRTI EraHpRS o EPPRUPATORS thereof

vl 38 A © HHeQroRAN SrveRY RitRod @PREILA! from the scope of the

comuni cation with anot her nobil e conmuni cati on devi ce

myeRiofr i ed out by the application processor and

communi cated via the communi cati on nodule, the nobile

comuni cati on device conpri sing: a dedi cat ed

security processor connecting the application

processor and the conmuni cati on nodul e; and a

dedi cated button for activating the security

processor, wherei n when the security processor

Is activated, the nobile comunication device is

oper abl e under a secured node, and under the secured

node, all executable operations on the nobile

comuni cation device are processed by the security

processor with added security features, the added

security features include end-to-end encryption and

decryption of all communication signals wth other

nobi | e conmuni cati on device, nonitor and control of

all operations by the application processor, the

conmuni cati on nodul e, the audio swtch and the audio

I/ O nmeans, and overrul e the operations when

unaut hori zed activities are detected, wherein the

security processor nonitors, controls, and overrul es

the operations at systemlevel. 2. The nobile

comruni cati on device according to claiml, wherein the

security processor conprising: an encryption and

decryption nodul e; a conpression and deconpression

nodul e;



an echo canceling nodule; a configurations and
settings nodule; and an interface adaptation |ayer
nodul e. 3. The nobil e comruni cati on devi ce accordi ng
to claiml, further conprising an overrul ed contro
circuitry adapted to interrupt operations of the
communi cation nodul e to demd al unauthorized
transm ssions. 13 4. The nobil e comuni cation device
Claosording to claim 1, wherein the conmuni cation nodul e
conprises a Bluetooth transmtter and receiver. 5.
The nobil e comuni cation device according to claiml,

I. whenei mobite cORRMRcSRI OfbviRRAWaCinkS W -dphlieRRR! 8flocesfr, o
The pobil e comuni cation device according to claiml,
cofEPERen Aedelsna shdasidishniduine aebionhQ gegnsa vdgmin a general
; i1 1 nbil e:1¢co L.cation, devi ce r di ,
cofpifion Lol IS FRLLNARE SEBEPI AL o
applgader predssoutndlremnmaimated wnabd haninpedatdet mviblegghe mobile

ohLarough the. conmuni.cation nmodul e are detected. 14
‘0’1(‘/&1”15%‘?36&%" GRICERTIORE'DEVI CE PROTECTI ON SYSTEM AND

METHQRJIBABS TRAGT[ fOE8kdheoEaseNthel APHEBAIANPREQYH ISR the
a nobi | e communi cati on devi ce having
communication module; and
a dedicated button for activating the security processor,
wherein when the security processor is activated, the mobile communication
device is operable under a secured mode, and under the secured mode, all executable
operations on the mobile communication device are processed by the security processor
with added security features, the added security features include end-to-end encryption
and decryption of all communication signals with other mobile communication device,
monitor and control of all operations by the application processor, the communication
module, the audio switch and the audio 1/0 means, and overrule the operations when
unauthorized activities are detected, wherein the security processor monitors, controls,

and overrules the operations af system level.

2. The mobile communication device according to claim 1, wherein the security
processor comprising:

an encryption and decryption module;

a compression and decompression module;

an echo canceling module;

a configurations and settings module; and

an interface adaptation layer module.

3. The mobile communication device according to claim 1, further comprising an
overruled control circuitry adapted to interrupt operations of the communication module

to denial unauthorized transmissions.



an application processor, and a conmuni cati on nodul e,
wherein a comuni cation with another nobile

comuni cation device is executed by the application
processor and 10 communi cated via the conmunication
nodul e. The devi ce conprises a security processor
adapted to connect to the application processor and

t he conmuni cati on nodul e, the security processor is
operable to take control of the application processor

d
ZQecu abfﬁﬁggé?%W“%ﬁé“%h &H@hnﬁﬁﬁfggéoﬁhuﬂwght1oﬂhmcm the

catenindetian thoavRrcoipBsan: BxeethesnaReeadidoieMaen it is
detected 10 unaut hori zed. When a conmuni cation with

ot her nobil e communi cati on device is established, the

5.5ecufet YndiRC e unRAGsY p@l earbgccgglﬁ% (gdflﬂ whel in the
communi cati on si gnal s of e communi cat 1 on. &

ﬂﬁmﬂwv%vpmhﬁgugetuhél@mﬁmmhlcatlon to the nDblle
conmuni cation device is also provided herewth.
20[ 0039]FIG 1 for publication

6. The mobile communication device according to claim 1, wherein the

communication module comprises a GSM module,

7. The mobile communication device according to claim 1, wherein the overruling
of the operations is carried out when remote unauthorized activities through the

communication module are detected.



