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[0001] The present application relates generally to
the operation of data networks,  and more
particularly, to methods and systems for blackout
provisioning in a  distribution network. Background
[0002] Data networks, such as wireless communication
networks, have to trade off  between services
customized for a single terminal and services provided
to a large  number of terminals. For example, the
distribution of multimedia content to a large  number
of resource limited portable devices (subscribers) is
a complicated problem.  Therefore, it is very
important for network administrators, content
retailers, and service  providers to have a way to
distribute content and/or other network services in a
fast and  efficient manner and in such a way as to
increase bandwidth utilization and power  efficiency.
[0003] In current content delivery/media distribution
systems, foreground and  background services are
packed into a transmission frame and delivered to
devices on a  network. For example, a communication
network may utilize Orthogonal Frequency  Division
Multiplexing (OFDM) to broadcast services from a
network server to one or  more mobile devices. For
example, the foreground services comprise real time WO
2008/019180 PCT/US2007/068231  2 



streaming video and/or audio that generally needs to
be processed when received. The  background services
comprise advertisements, files or other data. [0004]
It has become increasing desirable to blackout
selected content from  distribution to selected
regions. For example, it may be desirable to blackout
the  presentation of a sporting event from
distribution to the region where the sporting event
is taking place. This encourages the sale of tickets
to the actual event. [0005] One technique used to
blackout selected content from selected regions is to
prevent the transmission of the content to those
regions. Unfortunately, this technique  places a
burden on the distribution network to precisely
control how content is  distributed over the network.
Another problem associated with content blackout is
that  of device tampering. For example, if a device is
tampered with, it is possible for  unauthorized
reception and rendering of blacked-out content to
occur. [0006] Therefore, it would be desirable to have
a system that operates to provide  blackout
provisioning and that operates to securely blackout
content in selected regions  in a distribution
network. SUMMARY  [0007] In one or more aspects, a
blackout system, comprising methods and  apparatus, is
provided that operates to securely blackout content in
selected regions of a  distribution network. For
example, the blackout system operates to blackout
selected  content from selected regions in a
distribution network so that the blackout is secure
from device tampering. [0008] In an aspect, a method
is provided for blackout provisioning in a
distribution  network. The method comprises
determining one or more affected regions, and
generating a blackout key based an original key and
the affected regions. The method  also comprises
encrypting content with the blackout key to produce
encrypted content,  and transmitting the encrypted
content and an encrypted version of the original key
over  the distribution network. [0009] In an aspect,
an apparatus is provided for blackout provisioning in
a  distribution network. The apparatus comprises
provisioning logic configured to  determine one or
more affected regions, and a key generator configured
to generate a  blackout key based an original key and
the affected regions. The apparatus also  comprises
encryption logic configured to encrypt content with
the blackout key to 



WO 2008/019180 PCT/US2007/068231  3 produce encrypted
content, and a transmitter configured to transmit the
encrypted  content and an encrypted version of the
original key over the distribution network.  [0010] In
an aspect, an apparatus is provided for blackout
provisioning in a  distribution network. The apparatus
comprises means for determining one or more  affected
regions, and means for generating a blackout key based
an original key and the  affected regions. The
apparatus also comprises means for encrypting content
with the  blackout key to produce encrypted content,
and means for transmitting the encrypted  content and
an encrypted version of the original key over the
distribution network.  [0011] In an aspect, a computer
program product is provided for blackout  provisioning
in a distribution network. The computer program
product comprises a  machine-readable medium that
comprises a first set of codes for causing a computer
to  determine one or more affected regions, and a
second set of codes for causing a  computer to
generate a blackout key based an original key and the
affected regions. The  machine-readable medium also
comprises a third set of codes for causing a computer
to  encrypt content with the blackout key to produce
encrypted content, and a fourth set of  codes for
causing a computer to transmit the encrypted content
and an encrypted version  of the original key over the
distribution network. [0012] In an aspect, at least
one processor is provided that is configured to
perform  a method for blackout provisioning in a
distribution network. The processor(s)  comprises a
first module for determining one or more affected
regions, and a second  module for generating a
blackout key based an original key and the affected
regions.  The processor(s) also comprise a third
module for encrypting content with the blackout  key
to produce encrypted content, and a fourth module for
transmitting the encrypted  content and an encrypted
version of the original key over the distribution
network. [0013] In an aspect, a method is provided for
blackout provisioning in a distribution  network. The
method comprises receiving a blackout message
indicating that selected  content has been
blacked-out, and determining if a selected region is
identified in the  blackout message. The method also
comprises indicating that the selected content is
blacked out if the selected region is identified in
the blackout message, and decrypting  the selected
content if the selected region is not identified in
the blackout message. 



[0014] In an aspect, an apparatus is provided for
blackout provisioning in a  distribution network. The
apparatus comprises a receiver configured to receive a
blackout message indicating that selected content has
been blacked-out, and processing WO 2008/019180
PCT/US2007/068231  4 logic configured to determine if
a selected region is identified in the blackout
message.  The Apparatus also comprises a user
interface configured to indicate that the selected
content is blacked out if the selected region is
identified in the blackout message, and  decryption
logic configured to decrypt the selected content if
the selected region is not  identified in the blackout
message. [0015] In an aspect, an apparatus is provided
for blackout provisioning in a  distribution network.
The apparatus comprises means for receiving a blackout
message  indicating that selected content has been
blacked-out, and means for determining if a  selected
region is identified in the blackout message. The
apparatus also comprises  means for indicating that
the selected content is blacked out if the selected
region is  identified in the blackout message, and
means for decrypting the selected content if the
selected region is not identified in the blackout
message. [0016] In an aspect, a computer program
product is provided for blackout  provisioning in a
distribution network. The computer program product
comprises a  machine-readable medium that comprises a
first set of codes for causing a computer to  receive
a blackout message indicating that selected content
has been blacked-out, and a  second set of codes for
causing a computer to determine if a selected region
is identified  in the blackout message. The computer
program produce also comprises a third set of  codes
for causing a computer to indicate that the selected
content is blacked out if the  selected region is
identified in the blackout message, and a fourth set
of codes for  causing a computer to decrypt the
selected content if the selected region is not
identified  in the blackout message. [0017] In an
aspect, at least one processor is provided that is
configured to perform  a method for blackout
provisioning in a distribution network. The
processor(s)  comprises a first module for receiving a
blackout message indicating that selected  content has
been blacked-out, and a second module for determining
if a selected region  is identified in the blackout
message. The processor(s) also comprises a third
module  



for indicating that the selected content is blacked
out if the selected region is identified  in the
blackout message, and a fourth module for decrypting
the selected content if the  selected region is not
identified in the blackout message. [0018] Other
aspects of the aspects will become apparent after
review of the  hereinafter set forth Brief Description
of the Drawings, Description, and the Claims. WO
2008/019180 PCT/US2007/068231  5 BRIEF DESCRIPTION OF
THE DRAWINGS [0019] The foregoing aspects described
herein will become more readily apparent  by reference
to the following Description when taken in conjunction
with the  accompanying drawings wherein: [0020] FIG. 1
shows a network that comprises an aspect of a blackout
system;  [0021] FIG. 2 shows an information flow
diagram that illustrates the operation of  aspects of
a blackout system; [0022] FIG. 3 shows a provisioning
message for use in aspects of a blackout  system;
[0023] FIG. 4 shows a real time media server for use
in aspects of a blackout  system; [0024] FIG. 5 shows
a functional diagram that illustrates the operation of
aspects of  a blackout system; [0025] FIG. 6 shows a
diagram of a blackout key generator for use in aspects
of a  blackout system; [0026] FIG. 7 shows a blackout
message for use in aspects of a blackout system;
[0027] FIG. 8 shows a method for operating a server
for use in aspects of a blackout  system; [0028] FIG.
9 shows blackout detection logic for use in aspects of
a blackout  system; [0029] FIG. 10 shows a method
operating a device for use in aspects of a blackout
system; [0030] FIG. 11 shows an example of real time
media server for use in aspects of a  blackout system;
and [0031] FIG. 12 shows an example of blackout
detection logic for use in aspects of a  



blackout system. DESCRIPTION  [0032] In one or more
aspects, a blackout system is provided that operates
to  provide blackout provisioning and secure content
blackout in a distribution system. In  an aspect, the
blackout system operates to generate a blackout key
based on an original  working key and parameters in a
blackout provisioning message. The blackout WO
2008/019180 PCT/US2007/068231  6 parameters describe
one or more regions in which selected content is to be
blacked out.  The blackout key is used to encrypt the
content prior to transmission over a network. A
blackout message is also generated that identifies the
blacked-out content and blackout  regions. The
blackout message, the encrypted content, and an
encrypted version of the  original key are then
transmitted over a distribution network. A receiving
device  wishing to decrypt the content processes the
blackout message to determine if the  device is
affected by the blackout. If the device's current
region identifier does not  match an identifier in the
blackout message, then the device is not affected by
the black- out. The device may then recover the
blackout key using the encrypted original key and  the
blackout region identifiers in the blackout message.
The recovered blackout key is  then used to decrypt
the content. If the device's current region identifier
does match an  identifier in the blackout message,
then the device is affected by the blackout and the
user is notified that the content is not available for
viewing. The system provides secure  content blackout
because if the parameters contained in the blackout
message are  changed (i.e., during transmission or at
a receiving device) so as to override a blackout  in a
particular area, such an override will be unsuccessful
because the original  parameters are used to generate
the blackout key and the same parameters are needed to
recover the same blackout key to decrypt the content.
[0033] The system is suited for use in wireless
network environments, but may be  used in any type of
network environment, including but not limited to,
communication  networks, public networks, such as the
Internet, private networks, such as virtual private
networks (VPN), local area networks, wide area
networks, long haul networks, or any  other type of
data network. Overview  



[0034] In an aspect, the blackout system operates to
allow a distribution system  operator to black out the
delivery of certain multimedia content for a
pre-selected period  of time in specified coverage
areas. This feature prevents users from playing
certain  content flows ("affected flows") on devices
located in the specified areas ("affected  areas").
For example, an operator might black out a sporting
event due to contractual  obligations, such as when a
sporting event has not been sold out and cannot be
aired in  the area where it occurs. In an aspect, the
decision to schedule a blackout event is made  far
enough in advance of the execution of the event to
allow manual procedures for WO 2008/019180
PCT/US2007/068231  7 scheduling the blackout. In the
broadcast industry, the decision to schedule the
blackout  of a sporting event typically occurs a few
days in advance. In another aspect, the  blackout
system operates to include the transmission of
substitute programming to be  played over the
blacked-out content. This is referred to as blackout
and retuning. [0035] FIG. 1 shows a network 100 that
comprises an aspect of a blackout system.  The network
100 comprises blackout provisioning logic 102, a real
time media server  (RTMS) 104, a content distribution
network 106 and a device 108. [0036] In an aspect, the
blackout provisioning logic 102 determines blackout
parameters that are provided to the RTMS 104 in a
provisioning message 110. For  example, the
provisioning message 110 identifies multimedia
content, areas to be  blacked out, blackout start and
end times, content used for retuning, and/or any other
relevant blackout information. [0037] In an aspect,
one or more of the blackout parameters in the
provisioning  message 110 are provided by content
providers and/or other network entities.
Additionally, the blackout parameters are determined
from operator inputs received  through an operator
input 112. For example, the blackout parameters
specified through  operator input 112 comprise, but
are not limited to, one or more of the following: 1.
Identification of affected content. 2. Identification
of one or more affected areas, i.e., specified by zip
codes.  3. Start and end times of a blackout event. 4.
Substitute programming [0038] The blackout system
allows the operator to schedule a blackout event
within  



a specified set of Radio Access Network (RAN) coverage
areas. These coverage areas  are identified in terms
of Local Operations Infrastructure (LOI) identifiers
associated  with the network 106. In an aspect, the
LOI's that are affected by a blackout are  determined
from a list of postal zip codes input by an operator
using the operator input  112. [0039] The RTMS 104
operates to receive multimedia content for
distribution over  the network 106. The RTMS 104
operates to communicate with the network 106 using
any type of communication link 114. The network 106
may be any type of wired and/or  wireless network. In
an aspect, the network 106 provides services to a
local area in  which the device 108 is operating. For
example, the network 106 may operate to WO 2008/019180
PCT/US2007/068231  8 distribute multimedia content to
a local region or community, city, or county. It
should  be noted, that although only one device is
shown, the system is suitable for use with any  number
and/or types of devices. [0040] The RTMS 104 comprises
blackout key generator 116 that operates to  generate
a blackout key that is used to encrypt content that is
to be blacked out. In an  aspect, the blackout key is
generated from an original working key (normally used
to  encrypt content) and local area identifiers (i.e.,
LOIs) that identify regions in which the  content is
to be blacked out. Thus, the system provides secure
content blackout because  the blackout key can be
recovered only with the original working key and the
local area  identifiers. If an attempt is made to
override a blackout in a particular area (i.e., by
changes the area identifiers), such an override will
be unsuccessful because the original  parameters are
needed to recover the same blackout key to decrypt the
content. [0041] During the blackout process, the RTMS
104 outputs a blackout message 118  that describes the
content that has been blacked out and blackout region
identifiers. The  RTMS 104 also outputs the encrypted
content 120 and an encrypted version of the  original
working key in a key message 122. This information is
transmitted over the  network 106 for reception by
devices in communication with the network. For
example, the RTMS 104 may transmit information over
the network in a series of  transmission frames. The
transmission frame conveys one or more flows, which
may  comprise content or other information. In an
aspect, the blackout message and the key  



message are conveyed in one of the flows.
Additionally, the encrypted content is  conveyed in
one or more additional flows. [0042] The device 108
communicates with the network 106 using any suitable
type  of wireless communication link 124. The device
108 receives the blackout message  118, the encrypted
content 120, and the key message 122 at a receiver
126. The  receiver 126 passes the blackout message
118, the encrypted content 120, and the key  message
122 to blackout detection logic 128. The blackout
detection logic 128  processes the blackout message
118 to determine content that has been blacked out.
For  example, when the user of the device 108 attempts
to view selected content, the  blackout detection
logic 128 decodes the blackout message 118 to
determine if the  device's current region identifier
matches a region identifier in the blackout message
that is associated with the blacked-out content. If
there is a match, then the desired  content has been
blacked out. WO 2008/019180 PCT/US2007/068231  9
[0043] If the desired content has been blacked out,
the blackout detection logic 128  operates to notify
the user that the content has been blacked-out and is
not available for  viewing. If the device's current
region identifier does not match a region identifier
in  the blackout message that is associated with the
blacked-out content, then the desired  content has not
been blacked out of the device's current region. The
blackout key  generator 130 then operates to
re-generate the blackout key with which to decrypt the
content. [0044] The blackout key generator 130
operates to process the received key  message 122 to
generate a blackout key with which to decrypt the
encrypted content.  For example, the original key is
decrypted from the key message 122 and is used with
the blackout region identifiers in the blackout
message 118 to generate the blackout key.  Thus, the
system provides secure content blackout because the
blackout key can be  recovered only with the original
working key and the local area identifiers. If an
attempt is made to override a blackout in a particular
area (i.e., by changes the area  identifiers), such an
override will be unsuccessful because the original
parameters are  needed to recover the same blackout
key to decrypt the content. More detailed
descriptions of the operation of the blackout key
generators 116 and 130 are provided in  



other sections of this document. Once the blackout key
has been generated by the  blackout key generator 130,
it is used to decrypt the received content and output
it for  viewing. [0045] Therefore, aspects of the
blackout system operate to provide blackout
provisioning and secure content blackout in a
distribution network. It should be noted  that the
network 100 illustrates just one implementation of a
blackout system and that  other implementations are
possible within the scope of the aspects. [0046] FIG.
2 shows an information flow diagram 200 that
illustrates the operation  of aspects of a blackout
system. For example, the diagram 200 illustrates the
flow of  information between a RTMS 206 and a device
204. [0047] An operator 210 provides blackout
parameters (shown at 212) to  provisioning logic 208.
The blackout parameters comprise content identifiers,
region  identifiers, blackout start and end times, and
any other relevant information. The  provisioning
logic 208 operates to assemble the blackout parameters
into a provisioning  message 214 that is sent to a
RTMS 206. WO 2008/019180 PCT/US2007/068231  10 [0048]
The RTMS 206 operates to perform blackout key
generation based on an  original working key and the
parameters in the blackout message. The blackout key
is  used to encrypt the content to be blacked out. At
the appropriate time, the blackout  period begins, as
shown at 216, and the RTMS 206 operates to transmit a
blackout  notification message, encrypted content, and
a key message to the device 204, as  illustrated at
218. [0049] A user 202 of the device 204 attempts to
select a particular service to view,  as illustrated
at 222. For example, the service may be a multimedia
presentation of a  sporting event. Blackout detection
220 at the device 204 operates to determine if the
selected event is blacked out. For example, the
blackout detection 220 operates to  determine whether
the device's current region identifier matches a
region identifier in  the blackout message that is
associated with the selected content. If a match
occurs, the  presentation is blacked-out from the
device 204. [0050] If the presentation is blacked out,
a blackout indicator 224 is presented to the  device
user 202. If a match does not occur so that the
presentation is not blacked out,  



the presentation is decoded using a blackout key
generated from the original key  provided in the key
message and blackout regions provided in the blackout
message.  The decrypted content is then presented to
the device user. At some time later, the  blackout
period ends 226 and the RTMS 206 operates to end the
transmission of the  encrypted content. [0051] FIG. 3
shows a provisioning message 300 for use in aspects of
a blackout  system. For example, the provisioning
message 300 may be the provisioning message  110 shown
in FIG. 1. In an aspect, the blackout provisioning
logic 102 shown in FIG.  1 operates to generate the
provisioning message 300. [0052] In an aspect, a
decision to blackout an event is made in advance of
the  blackout execution time. In this case, an
operator will perform a manual procedure to  schedule
each blackout event. The operator enters the following
information; however,  the list is not exhaustive. 1.
Affected service 2. Affected areas in terms of zip
codes  3. Blackout execution start time 4. Blackout
execution end time WO 2008/019180 PCT/US2007/068231
11 [0053] With regards to selected content, a content
provider may specify the areas  that are affected by
the blackout as a list of valid zip codes. The
operator may manually  input the zip codes into the
blackout provisioning logic 102. As part of the
provisioning  process, the blackout provisioning logic
102 maintains mapping information between  zip codes
and LOI identifiers. If one or more zip codes
belonging to a LOI are  configured as affected areas,
the entire LOI will be affected by the blackout event.
[0054] In an aspect, the operator input 112 of the
blackout provisioning logic 102  allows an operator to
perform the following functions. 1. Allow the operator
to modify a scheduled blackout event (start time, end
time  and zip codes) at any time up until the
scheduled start time of the event. 2. Allow the
operator to modify only the end time of a blackout
event after the  scheduled start time of the event.
(The length of the event can be shortened or
lengthened.) 



3. Allow the operator to cancel a scheduled blackout
event before the start time of  the event. [0055] With
the possible exception of the service identifier, an
operator will be able  to modify any blackout event
parameter before the start time of the event. If an
operator  wishes to change the service identifier, the
operator may cancel the blackout schedule  for the
previous service identifier and create a schedule for
the new service identifier.  [0056] After the operator
schedules the blackout event, the blackout
provisioning  logic 102 sends the blackout
provisioning message 110 to the RTMS 104. Whenever a
blackout event is modified or cancelled, the blackout
provisioning logic 102 provides  the RTMS 104 with the
modified or cancelled blackout event information.
[0057] If a new blackout event is configured at the
blackout provisioning logic 102  after a previous
blackout event was configured and before the end time
of the previous  blackout event, the blackout
provisioning logic 102 sends not only the new blackout
event information but also the previous blackout event
information. That is, whenever a  new blackout event
is scheduled for a given service, the blackout
provisioning logic 102  sends the whole list of
blackout events that will be executed in the future or
are  currently executing. [0058] For example, in the
case of a cancellation, if there is any future
scheduled  blackout event, the blackout provisioning
logic 102 sends the blackout provisioning WO
2008/019180 PCT/US2007/068231  12 message without
including any blackout information. The RTMS 104
overwrites the  locally stored set of blackout
information with the blackout information in the new
blackout provisioning message. The RTMS 104 will
trigger further processing at  execution time. [0059]
If a blackout event is configured, the blackout
provisioning logic 102  provides the RTMS 104 with the
blackout event parameters, the affected service
identifier, the affected list of LOI identifiers, and
the start and end time of the blackout  period. The
RTMS 104 overwrites the locally stored set of blackout
information with  the blackout information in the
blackout provisioning message. [0060] The provisioning
message 300 comprises a message identifier 302 having
any suitable format and/or configuration that operates
to identify the provisioning  



message. The provisioning message 300 also comprises
at least one service (or content)  identifier 304 that
identifies content to be blacked out. For example, the
service  identifier 304 may identify a presentation
such as a sporting event or other presentation  event
that is subject to blackout. [0061] The provisioning
message 300 also comprises blackout region identifiers
306 that identify regions in which the identified
content is to be blacked out. For  example, the region
identifiers may comprise selected postal zip codes,
network LOI's,  or any other type of region
identifiers. [0062] The provisioning message 300 also
comprises a blackout start time 308 and a  blackout
end time 310. The blackout start 308 and end 310 times
indicate the duration  of a blackout time period
during which the identified content will be blacked
out from  selected regions. It should also be noted
that the provisioning message 300 may  comprises any
other parameters to facilitate the operation of the
blackout system. [0063] FIG. 4 shows a RTMS 400 for
use in aspects of a blackout system. For  example, the
RTMS 400 is suitable for use as the RTMS 104 shown in
FIG. 1. In an  aspect, the RTMS 400 comprises
processing logic 402, encryption logic 404, blackout
key generator 406, provisioning logic interface 408,
and transceiver logic 410 all  coupled to a data bus
412. [0064] The transceiver logic 410 comprises
hardware and/or software that operate to  allow the
RTMS 400 to communicate data or other information over
a network with  remote devices or systems. For
example, in an aspect, the transceiver logic 410
comprises broadcast logic that operates to broadcast
encrypted content and other WO 2008/019180
PCT/US2007/068231  13 information over a broadcast
channel 418. The term "broadcast" is used herein to
mean  a broadcast, multicast or other transmission
over a network that can be received by two  or more
devices. In an aspect, the transceiver logic 410 also
comprises unicast logic to  communicate over a unicast
channel 416 so that the RTMS 400 may communicate
directly over a network with a particular device.
[0065] The provisioning logic interface 408 comprises
hardware and/or software  that operate to allow the
RTMS 400 to communicate with provisioning logic to
receive  a provisioning message that identifies
content to be blacked out in selected regions. For  



example, the provisioning logic interface 408
comprises communication logic that  allows
communication with provisioning logic over a wired or
wireless network  communication link or any other
suitable link, such as the communication link 414. In
an aspect, the provisioning logic interface 408
operates to receive a provisioning  message formatted
as shown in FIG. 3. [0066] The blackout key logic 406
comprises at least one of a CPU, processor, gate
array, hardware logic, memory elements, virtual
machine, software, and/or any  combination of hardware
and software. The blackout key logic 406 operates to
determine blackout keys that are used to encrypt
content that is to be blacked out in  selected
regions. In an aspect, the blackout key logic 406
operates to combine an  original working encryption
key with region identifiers (i.e., LOI's) to produce a
blackout working key. A more detailed description of
the generation of blackout  working keys is provided
in another section of this document. [0067] The
encryption logic 404 comprises a CPU, processor, gate
array, hardware  logic, memory elements, virtual
machine, software, and/or any combination of hardware
and software. The encryption logic 404 operates to
encrypt content using blackout  working keys generated
by the blackout key generator 406. In an aspect, the
encryption  logic 404 also operates to encrypt an
original working key using a service key to  produce
an encrypted version of the original key. [0068] In
one or more aspects, the processing logic 402
comprises a CPU,  processor, gate array, hardware
logic, memory elements, virtual machine, software,
and/or any combination of hardware and software. Thus,
the processing logic 402  generally comprises logic to
execute machine-readable instructions and to control
one  or more other functional elements of the RTMS 400
using the data bus 412. WO 2008/019180
PCT/US2007/068231  14 [0069] In an aspect, the
processing logic 402 operates to generate transmission
frames comprising encrypted content for distribution
to devices on a network. For  example, the
transmission frames are broadcast over the broadcast
channel 418 by the  transceiver logic 410. In an
aspect, the transmission frames convey streams
comprising  content flows of encrypted content. In an
aspect, the streams also comprise a key  message used
to convey an encrypted original key and a blackout
message. The  



blackout message identifies content that has been
blacked out in selected regions. [0070] Therefore,
aspects of the blackout system at the RTMS 400 operate
to  perform one or more of the following functions. 1.
Receive a provisioning message comprising blackout
parameters that describe  content to be blackout,
blackout regions (LOI's), and start and end times. 2.
Generate blackout keys from original working keys and
the LOI's in the  provisioning message. 3. Encrypt
content with the blackout keys. 4. At the blackout
start time, transmit a blackout message, the encrypted
content,  and an encrypted version of an original
working key. 5. Terminate the transmission of
encrypted content at the blackout end time. [0071] In
an aspect, the blackout system comprises one or more
program  instructions ("instructions") or sets of
codes ("codes") stored on a machine-readable  medium,
which when executed by at least one processor, for
instance, a processor at the  processing logic 402,
provides the functions described herein. For example,
the codes  may be loaded into the processing logic 402
from a machine-readable medium, such as  a floppy
disk, CDROM, memory card, FLASH memory device, RAM,
ROM, or any  other type of memory device or
machine-readable medium that interfaces to the
processing logic 402. In another aspect, the codes may
be downloaded into the  processing logic 402 from an
external device or network resource. The codes, when
executed, provide aspects of a blackout system as
described herein. [0072] Therefore, the blackout
system operates to provide blackout provisioning  and
encryption of content to be blacked-out in a
distribution network. It should be  noted that the
RTMS 400 is just one implementation and that other
implementations are  possible within the scope of the
aspects. WO 2008/019180 PCT/US2007/068231  15 [0073]
FIG. 5 shows a functional diagram 500 that illustrates
the operation of  aspects of a blackout system. For
example, the diagram 500 illustrates the operation of
the RTMS 400 shown in FIG. 4. In an aspect, blackout
working key generator 406  operates to receive a LOI
list 502 and an original working key 506 to produce a
blackout working key 508. The LOI list may be provided
to the RTMS 400 in a  



provisioning message received by the provisioning
logic interface 414. The blackout  working key 508 is
input to encryption logic 404 that also receives an
affected flow 510.  The encryption logic 404 encrypts
the affected flow 510 with the blackout working key
508 to produce an encrypted flow 514 for transmission
over a network. [0074] FIG. 6 shows a diagram of a
blackout key generator 600 for use in aspects of  a
blackout system. For example, the blackout key
generator 600 is suitable for use as  the blackout key
generators 116 and 130 shown in FIG. 1. The blackout
key generator  600 is also suitable as the blackout
key generator 406 shown in FIG. 4. [0075] During
operation, instead of using an original working key
obtained from a  Digital Rights Management Server
(DRMS), the RTMS 400 derives a blackout working  key
to encrypt the flows of the affected service. The
blackout key is obtained by  applying a one-way
message authentication code (MAC) algorithm to the
original  working key and the list of LOI identifiers
corresponding to the areas to be affected by  the
blackout. In an aspect, the original working key 620
and the LOI identifier list 622  are input to
HMAC-SHAT logic 602 and 604. The HMAC-SHAT logic 602
and 604  operate to produce a keyed-hash message
authentication code (HMAC) (shown at 608  and 610,
respectively) that is a type of message authentication
code calculated using a  cryptographic hash function
in combination with the original working key. One type
of  cryptographic hash function is referred to as
SHA-1, which is a secure hash algorithm  that is part
of a group of cryptographic hash functions developed
by a national security  organization. The output of
the HMAC-SHA-l logic 602 and 604 are twenty-byte
values, shown at 608 and 610, respectively. [0076]
Additionally, the original working key 620 and the
output 610 are input to  HMAC-SHAT logic 606 to
produce output 612. The outputs 608 and 612 are
combined  to form a working key encryption mask 614.
The blackout working key 616 is  determined from the
working key encryption mask 616 and its size is the
same size as  the original working key 620. Another
portion (618) of the working key encryption  mask 614
is discarded. The determined blackout working key 616
is used to encrypt the WO 2008/019180
PCT/US2007/068231  16 stream data for the blacked-out
flows. It should be noted that the blackout key
generator 600 may use any suitable type of MAC
algorithm or any other suitable type of  



encryption algorithm to derive the blackout key.
[0077] Therefore, if a flow is affected by a blackout
event, the RTMS 400 operates  to generate a working
key encryption mask by feeding an original working key
and the  list of blackout affected LOI identifiers to
the blackout key generator 406. In an aspect,  the
blackout key generator 406 operates to perform one or
more of the following  functions. 1. Use a LOI
identifier list in the same byte order as it is
presented in an associated  blackout message while
hashing it with the original working key. 2. Generate
the blackout working key by extracting the same number
of bytes as  the original working key from the most
significant bytes of the working key  encryption mask.
[0078] FIG. 7 shows a blackout message 700 for use in
aspects of a blackout  system. For example, the
blackout message 700 is suitable for use as the
blackout  message 118 shown in FIG. 1. [0079] The
blackout message 700 comprises a message identifier
field 702 that  specifies that the message 700 is a
blackout message. In an aspect, the RTMS 400 set  the
message identifier field to a value of six (6) to
indicate blackout. [0080] The blackout message 700
comprises a "number of flows" field 704 that
comprises a value that represents the number of flows
of the service to be blacked out.  In an aspect, the
RTMS 400 sets the "number of flows" field 704 to a
value that is equal  to the total number of flows of
the service to be blacked out. [0081] The blackout
message 700 comprises a flow identifier field 706 that
represents the identity of the flows being blacked out
during an event. In an aspect, the  RTMS 400 includes
a number of instances of the flow identifier field 706
that is  represented by the value provided in the
"number of flows" fields 704. [0082] The blackout
message 700 comprises a blackout start time field 708
that  represents the start time of the blackout. In an
aspect, the RTMS 400 sets the blackout  start time
field 708 to the start time of the blackout event. WO
2008/019180 PCT/US2007/068231  17 [0083] The blackout
message 700 comprises a blackout end time field 710
that  represents the end time of the blackout. In an
aspect, the RTMS 400 sets the blackout  



end time field 710 to the end time of the blackout
event. [0084] The blackout message 700 comprises a
"number of LOI identifiers" field  712 represents the
number of LOI's affected by the blackout event. In an
aspect the  RTMS 400 sets the "number of LOI
identifier" field 712 in the blackout message to a
value equal to the total number of LOI's being blacked
out. [0085] The blackout message 700 comprises a LOI
identifier field 714 that  represents the identity of
the LOI's affected by the blackout event. In an
aspect, the  RTMS 400 includes a number of instances
of the LOI identifier field 714 that is  represented
by the value provided in the "number of LOI
identifier" field 712. [0086] FIG. 8 shows a method
800 for operating a server for use in aspects of a
blackout system. For clarity, the method 800 is
described herein with reference to the  RTMS 400 that
is shown in FIG. 4. For example, in an aspect, the
processing logic 402  executes one or more sets of
codes to control the RTMS 400 to perform the functions
described below. [0087] At block 802, obtain blackout
provisioning message comprising blackout  parameters.
For example, the blackout parameters are obtained from
a blackout  provisioning message transmitted from the
blackout provisioning logic 102. In an  aspect, the
provisioning logic interface 408 operates to receive
the blackout  provisioning message from the blackout
provisioning logic 102. For example, the  provisioning
message may be formatted as the provisioning message
300 shown in FIG.  3. [0088] At block 804, the
blackout provisioning message is processed to produce
a  working blackout key. For example, an original
working key and parameters from the  blackout
provisioning message such as region identifies (i.e.,
LOI list) are used to  generate the blackout key. In
an aspect, the blackout key generator 406 processes an
original working key and the LOI list to produce the
working blackout key. [0089] At block 806, a
determination is made as to whether a blackout time
interval  has begun. For example, blackout start time
parameters in the received blackout  provisioning
message are processed to determine if a blackout
interval has begun. In an  aspect, the processing
logic 402 operates to process the received blackout
provisioning  message to determine if a blackout
interval has begun. If it is determined that a
blackout WO 2008/019180 PCT/US2007/068231  



18 interval has not begun, the method remains at block
806. If it is determined that a  blackout interval has
begun, the method proceeds to block 808. [0090] At
block 808, content is encrypted using the blackout
working key. In an  aspect, the encryption logic 404
operates to encrypt content identified in the blackout
provisioning message using the blackout working key.
For example, the content is  received by the
transceiver logic 410 from one or more content
providers. In addition,  the original working key is
encrypted using a service key to produce an encrypted
version of the original working key. [0091] At block
810, a blackout message is generated. In an aspect the
processing  logic 402 generates the blackout message
to describe the content is that is to be blacked  out
during the blackout interval and blackout regions. For
example, the blackout  message is formatted as shown
in FIG. 7. [0092] At block 812, the blackout message,
encrypted content and the encrypted  version of the
original working key are transmitted over a network.
For example, the  blackout message 118, encrypted
content 120, and key message 122 are transmitted in
one or more streams conveyed by a sequence of
transmission frames. [0093] At block 814, a
determination is made as to whether the blackout
period has  expired. For example, blackout end time
parameters in the received blackout  provisioning
message are processed to determine if a blackout
interval has expired. In  an aspect, the processing
logic 402 operates to process the received blackout
provisioning message to determine if a blackout
interval has expired. If it is determined  that a
blackout interval has not expired, the method returns
to block 812. If it is  determined that a blackout
interval has expired, the method proceeds to block
816. [0094] Thus, the method 800 operates to provide
an aspect of a blackout system. It  should be noted
that the method 800 represents just one implementation
and that other  implementations are possible within
the scope of the aspects. [0095] FIG. 9 shows blackout
detection logic 900 for use in aspects of a blackout
system. For example, the blackout detection logic 900
is suitable for use as the blackout  detection logic
128 shown in FIG. 1. The blackout detection logic 900
comprises  processing logic 902, user interface 904,
detection logic 906, blackout key generator  908, and
transceiver logic 910 all coupled to a data bus 912. 



[0096] In an aspect, the processing logic 902
comprises at least one of a CPU,  processor, gate
array, hardware logic, memory elements, virtual
machine, software, WO 2008/019180 PCT/US2007/068231
19 and/or any combination of hardware and software.
Thus, the processing logic 902  generally comprises
logic configured to execute machine-readable
instructions and to  control one or more other
functional elements of the blackout detection logic
900 using  the data bus 912. [0097] The transceiver
logic 910 comprises hardware and/or software that
operate to  allow the blackout detection logic 900 to
receive broadcasted encrypted content and  other
information. For example, the transceiver logic 910 is
configured to receive a  blackout message, key
message, and encrypted content. [0098] The user
interface 904 comprises any combination of hardware
and/or  software configured to allow the blackout
detection logic 900 to communicate with one  or more
users. For example, the user interface 904 comprises
rendering logic  configured to render content on any
type of display device. The user interface 904 also
comprises input logic configured to receive any type
of user input. For example, the  input logic operates
to allow a user to input information from a keyboard,
keypad, or  other type of input device. [0099] The
blackout key generator 908 comprises at least one of a
CPU, processor,  gate array, hardware logic, memory
elements, virtual machine, software, and/or any
combination of hardware and software. The blackout key
generator 908 operates to  process an original working
key provided in a key message and region identifiers
provided in a blackout message to produce a blackout
working key that can be used to  decrypt an encrypted
flow. In an aspect, the blackout key generator 908 is
configured  as the blackout key generator 600 shown in
FIG. 6. [00100] The decryption logic 906 comprises any
suitable hardware and/or software  and operates to
decrypt received content using a blackout key provided
by the blackout  key generator 908. The decryption
logic 906 also operates to decrypt a received key
message using a service key to determine an original
working key that is processed by  the blackout key
generator 908. [00101] During the blackout event,
regardless of geographic regions, the flows  



associated with the affected service will be encrypted
with a blackout working key. A  device will receive an
encrypted working key (i.e., key message 122 shown in
FIG. 1)  that is associated with the flow. If a
selected blackout active field in the key message is
set to 1, a blackout event is active for the flow. WO
2008/019180 PCT/US2007/068231  20 [00102] If the
device receives a blackout message, a blackout event
is active for the  flow. If the blackout event is
active, the device will determine if it is affected by
the  blackout event or not by comparing its current
LOI identifier with the list of LOI  identifiers in
the blackout message. The current LOI identifier of
the device is the LOI  identifier most recently
received on a local Overhead Information Symbols (OIS)
channel. [00103] If the current LOI identifier of the
device does not match at least one LOI  identifier
from the list of LOI identifiers in the blackout
message, then the device is not  affected by the
blackout event. The device will be able to decrypt the
content from the  service flows using a blackout
working key generated at the device from the original
key received in the key message and region identifiers
provided in the blackout  message. Blackout Key
Generation [00104] In an aspect, the blackout
detection logic 900 performs the following  functions
to generate a blackout working key that can be used to
decrypt received  content. 1. Recover the original
working key from the encrypted version of the original
working key provided in a key message using a service
key. 2. Apply the same blackout key generation
procedure used at a RTMS to generate  a working key
encryption mask from the original working key and the
list of  LOI identifiers provided in a received
blackout message. 3. Use the same number of bytes as
the original working key from the most  significant
bytes of the working key encryption mask to produce a
blackout key.  [00105] If a blackout event is active
and the current device LOI identifier does not  match
any of LOI identifiers in the blackout message, the
device shall generate a  working key encryption mask
by feeding the working key and the list of blackout  



affected LOI identifiers to the blackout key generator
908. The blackout key generator  908 uses the LOI
identifier list in the same byte order as it is
presented in the blackout  message while hashing it
with the original working key. WO 2008/019180
PCT/US2007/068231  21  Blackout Indications [00106]
Indications of the blackout event are presented to
users if they select an  affected service in an
affected area. The blackout indications operate to let
the device  user know that the blackout event is
currently in progress. If the current LOI identifier
of the device matches one of the LOI identifiers
listed in the blackout message, a  blackout indication
will be issued. [00107] In an aspect, the blackout
indications may contain any or all of the following
information. 1. Start time of the blackout event  2.
End time of the blackout event 3. List of LOI IDs
representing the areas where the blackout event is in
effect  [00108] In an aspect, a device user will
receive blackout indications in any or all of  the
following scenarios. 1. A user selects an affected
service from a device program guide while located in
an affected LOI area during a blackout event. 2. A
user is playing an affected service in an affected LOI
area at the start of a  blackout event. 3. A user
moves into an affected LOI area while playing an
affected service during  a blackout event. 4. If a
blackout event is active for a flow and the current
device LOI identifier  matches any of the LOI
identifiers in the blackout message, the device shall
notify the user of the blackout indication by
displaying the blackout event  information. 5. If a
blackout event is active for a flow and the device's
LOI identifier is not  present in the device, the
device shall notify the user of the blackout
indication  by displaying the blackout event
information. [00109] FIG. 10 shows a method 1000
operating a device for use in aspects of a  



blackout system. For clarity, the method 1000 is
described herein with reference to a  device
comprising the blackout detection 900 shown in FIG. 9.
For example, in an  aspect, the processing logic 902
executes one or more sets of codes to control the
blackout detection logic 900 to perform the functions
described below. WO 2008/019180 PCT/US2007/068231  22
[00110] At block 1002, a blackout message, key
message, and encrypted content are  received at a
device. In an aspect, the blackout message, key
message, and encrypted  content are received by the
transceiver logic 910. [00111] At block 1004, user
input is received that selects content for viewing. In
an  aspect, the user input is received by the user
interface 904. [00112] At block 1006, a determination
is made as to whether the selected content is  being
blacked out. In an aspect, the processing logic 902
processes a received blackout  message to determine if
the selected content is being blacked out. If the
content is being  blacked out, the method proceeds to
block 1010. If the content is not being blacked out,
the method proceeds to block 1008. [00113] At block
1008, because the selected content is not being
blacked out,  decryption of the selected content is
performed as normal. Decryption keys at the  device
are used by the decryption logic 906 to decrypt the
content. The method then  proceeds to block 1018.
[00114] At block 1010, a determination is made as to
whether the device is in a  region in which the
selected content is being blacked-out. In an aspect,
the region  identifiers in the received blackout
message are check against the device's current
location. In an aspect, the processing logic 902
performs this check to determine if the  device is
currently located in a blackout region identified in
the blackout message. If  the device is located in a
blackout region, the method proceeds to block 1012. If
the  device is not located in a blackout region, the
method proceeds to block 1014. [00115] At block 1012,
the user is notified that the selected content is
blacked out. In  an aspect, the processing logic 902
operates to send notification to the device user
through the user interface 904. The method then ends
at block 1020. [00116] At block 1014, the key message
and region identifiers in the blackout  message are
processed to produce a blackout key. In an aspect, the
blackout key  



generator 908 operates to process an original key
decrypted from a key message and  region identifiers
provided in a blackout message to produce a blackout
key. In an  aspect, the key generator 908 operates
according to the key generator 600 shown in  FIG. 6 to
produce the blackout key. [00117] At block 1016, the
received encrypted content is decrypted using the
blackout key determined at block 1014. In an aspect,
the decryption logic 906 operates  to decrypt the
selected content using the blackout key produced at
block 1014. WO 2008/019180 PCT/US2007/068231  23
[00118] At block 1018, the decrypted content is
rendered by the device for viewing  by the device
user. In an aspect, the user interface 904 operates to
render the selected  content on the device. [00119]
Thus, the method 1000 operates to provide an aspect of
a blackout system. It  should be noted that the method
1000 represents just one implementation and that other
implementations are possible within the scope of the
aspects. [00120] FIG. 11 shows a RTMS 1100 for use in
aspects of a blackout system. For  example, the RTMS
1100 is suitable for use as the RTMS 400 shown in FIG.
4. In an  aspect, the RTMS 1100 is implemented by at
least one processor comprising one or  more modules
configured to provide aspects of a blackout system as
described herein.  For example, each module comprises
hardware, software, and/or any combination  thereof.
[00121] The RTMS 1100 comprises a first module
comprising means (1102) for  determining one or more
affected regions, which in an aspect comprises the
provisioning logic 408. The RTMS 1100 also comprises a
second module comprising  means (1104) for generating
a blackout key based an original key and the one or
more  affected regions, which in an aspect comprises
the blackout key generator 406. The  RTMS 1100 also
comprises a third module comprising means (1106) for
encrypting  content with the blackout key to produce
encrypted content, which in an aspect  comprises the
encryption logic 404. The RTMS 1100 also comprises a
fourth module  comprising means (1108) for
transmitting the encrypted content and an encrypted
version of the original key over the distribution
network, which in an aspect comprises  the transceiver
logic 410. 



[00122] FIG. 12 shows blackout detection logic 1200
for use in aspects of a blackout  system. For example,
the blackout detection logic 1200 is suitable for use
as the  blackout detection logic 900 shown in FIG. 9.
In an aspect, the blackout detection logic  1200 is
implemented by at least one processor comprising one
or more modules  configured to provide aspects of a
blackout system as described herein. For example,
each module comprises hardware, software, and/or any
combination thereof. [00123] The blackout detection
logic 1200 comprises a first module comprising  means
(1202) for receiving a blackout message indicating
that selected content has been  blacked-out, which in
an aspect is provided by the transceiver 910. The
blackout  detection logic 1200 also comprises a second
module comprising means (1204) for WO 2008/019180
PCT/US2007/068231  24 determining if a selected region
is identified in the blackout message, which in an
aspect  is provided by the processing logic 902. The
blackout detection logic 1200 also  comprises a third
module comprising means (1206) for indicating that the
selected  content is blacked out if the selected
region is identified in the blackout message, which
in an aspect comprises user interface 904. The
blackout detection logic 1200 also  comprises a fourth
module comprising means (1208) for decrypting the
selected content  if the selected region is not
identified in the blackout message, which in an aspect
comprises the decryption logic 906. [00124] The
various illustrative logics, logical blocks, modules,
and circuits  described in connection with the aspects
disclosed herein may be implemented or  performed with
a general purpose processor, a digital signal
processor (DSP), an  application specific integrated
circuit (ASIC), a field programmable gate array (FPGA)
or other programmable logic device, discrete gate or
transistor logic, discrete hardware  components, or
any combination thereof designed to perform the
functions described  herein. A general-purpose
processor may be a microprocessor, but, in the
alternative,  the processor may be any conventional
processor, controller, microcontroller, or state
machine. A processor may also be implemented as a
combination of computing  devices, e.g., a combination
of a DSP and a microprocessor, a plurality of
microprocessors, one or more microprocessors in
conjunction with a DSP core, or any  other such
configuration. 



[00125] The steps of a method or algorithm described
in connection with the aspects  disclosed herein may
be embodied directly in hardware, in a software module
executed  by a processor, or in a combination of the
two. A software module may reside in RAM  memory,
flash memory, ROM memory, EPROM memory, EEPROM memory,
registers, a hard disk, a removable disk, a CD-ROM, or
any other form of storage  medium known in the art. An
exemplary storage medium is coupled to the processor,
such that the processor can read information from, and
write information to, the storage  medium. In the
alternative, the storage medium may be integral to the
processor. The  processor and the storage medium may
reside in an ASIC. The ASIC may reside in a  user
terminal. In the alternative, the processor and the
storage medium may reside as  discrete components in a
user terminal. [00126] The description of the
disclosed aspects is provided to enable any person
skilled in the art to make or use the present
invention. Various modifications to these WO
2008/019180 PCT/US2007/068231  25 aspects may be
readily apparent to those skilled in the art, and the
generic principles  defined herein may be applied to
other aspects, e.g., in an instant messaging service
or  any general wireless data communication
applications, without departing from the spirit  or
scope of the invention. Thus, the present invention is
not intended to be limited to  the aspects shown
herein but is to be accorded the widest scope
consistent with the  principles and novel features
disclosed herein. The word "exemplary" is used
exclusively herein to mean "serving as an example,
instance, or illustration." Any  aspect described
herein as "exemplary" is not necessarily to be
construed as preferred or  advantageous over other
aspects. [00127] Accordingly, while aspects of a
blackout system have been illustrated and  described
herein, it will be appreciated that various changes
can be made to the aspects  without departing from
their spirit or essential characteristics. Therefore,
the  disclosures and descriptions herein are intended
to be illustrative, but not limiting, of the  scope of
the invention, which is set forth in the following
claims. WO 2008/019180 PCT/US2007/068231  26 CLAIMS  



WHAT IS CLAIMED IS: 1. A method for blackout
provisioning in a distribution network, the  method
comprising: determining one or more affected regions;
generating a blackout key based on an original key and
the one or more affected  regions; encrypting content
with the blackout key to produce encrypted content;
and  transmitting the encrypted content and an
encrypted version of the original key  over the
distribution network. 2. The method of claim 1,
further comprising transmitting a blackout  message
that associates the one or more affected regions with
the encrypted content. 3. The method of claim 1,
wherein said transmitting comprises transmitting  a
key message that comprises the encrypted version of
the original key. 4. The method of claim 1, wherein
said determining comprises determining  the one or
more affected regions from a provisioning message. 5.
The method of claim 1, wherein said determining
comprises determining  the one or more affected
regions based on a list of local operation
infrastructures  (LOIs). 6. The method of claim 1,
wherein said transmitting comprises transmitting  the
encrypted content and an encrypted version of the
original key during a selected  blackout interval. 7.
The method of claim 1, wherein said generating
comprises generating the  blackout key using a message
authentication code (MAC) algorithm. WO 2008/019180
PCT/US2007/068231  27 8. The method of claim 7,
wherein said generating the blackout key  comprises:
processing the original key and a list of the one or
more affected regions with a  MAC algorithm to produce
a working key encryption mask; and determining the
blackout key from a selected portion of the working
key  encryption mask. 9. An apparatus for blackout
provisioning in a distribution network, the  



apparatus comprising: provisioning logic configured to
determine one or more affected regions; a key
generator configured to generate a blackout key based
an original key and  the one or more affected regions;
encryption logic configured to encrypt content with
the blackout key to produce  encrypted content; and a
transmitter configured to transmit the encrypted
content and an encrypted  version of the original key
over the distribution network. 10. The apparatus of
claim 9, wherein said transmitter is configured to
transmit a blackout message that associates the one or
more affected regions with the  encrypted content. 11.
The apparatus of claim 9, wherein said transmitter is
configured to  transmit a key message that comprises
the encrypted version of the original key. 12. The
apparatus of claim 9, wherein said provisioning logic
is configured  to determine the one or more affected
regions from a provisioning message. 13. The apparatus
of claim 9, wherein said provisioning logic is
configured  to determine the one or more affected
regions based on a list of local operation
infrastructures (LOIs). WO 2008/019180
PCT/US2007/068231  28 14. The apparatus of claim 9,
wherein said transmitter is configure to  transmit the
encrypted content and an encrypted version of the
original key during a  selected blackout interval. 15.
The apparatus of claim 9, wherein said key generator
is configured to  generate the blackout key using a
message authentication code (MAC) algorithm. 16. The
apparatus of claim 15, wherein said key generator is
configured to  generate the blackout key by processing
the original key and a list of the one or more
affected regions with a MAC algorithm to produce a
working key encryption mask, and  by determining the
blackout key from a selected portion of the working
key encryption  mask. 17. An apparatus for blackout
provisioning in a distribution network, the  apparatus
comprising: 



means for determining one or more affected regions;
means for generating a blackout key based an original
key and the one or more  affected regions; means for
encrypting content with the blackout key to produce
encrypted  content; and means for transmitting the
encrypted content and an encrypted version of the
original key over the distribution network. 18. The
apparatus of claim 17, further comprising means for
transmitting a  blackout message that associates the
one or more affected regions with the encrypted
content. 19. The apparatus of claim 17, wherein said
means for transmitting  comprises means for
transmitting a key message that comprises the
encrypted version of  the original key. WO 2008/019180
PCT/US2007/068231  29 20. The apparatus of claim 17,
wherein said means for determining  comprises means
for determining the one or more affected regions from
a provisioning  message. 21. The apparatus of claim
17, wherein said means for determining  comprises
means for determining the one or more affected regions
based on a list of  local operation infrastructures
(LOIs). 22. The apparatus of claim 17, wherein said
means for transmitting  comprises means for
transmitting the encrypted content and an encrypted
version of the  original key during a selected
blackout interval. 23. The apparatus of claim 17,
wherein said means for generating comprises  means for
generating the blackout key using a message
authentication code (MAC)  algorithm. 24. The method
of claim 23, wherein said means for generating
comprises:  means for processing the original key and
a list of the one or more affected  regions with a MAC
algorithm to produce a working key encryption mask;
and means for determining the blackout key from a
selected portion of the working  key encryption mask. 



25. A computer program product for blackout
provisioning in a distribution  network, comprising: a
machine-readable medium comprising: a first set of
codes for causing a computer to determine one or more
affected  regions; a second set of codes for causing a
computer to generate a blackout key based an  original
key and the one or more affected regions; a third set
of codes for causing a computer to encrypt content
with the blackout  key to produce encrypted content;
and a fourth set of codes for causing a computer to
transmit the encrypted content  and an encrypted
version of the original key over the distribution
network. WO 2008/019180 PCT/US2007/068231  30 26. The
machine-readable medium of claim 25, wherein said
fourth set of  codes is configured to cause a computer
to transmit a blackout message that associates  the
one or more affected regions with the encrypted
content. 27. The machine-readable medium of claim 25,
wherein said fourth set of  codes is configured to
cause a computer to transmit a key message that
comprises the  encrypted version of the original key.
28. The machine-readable medium of claim 25, wherein
said first set of  codes is configured to cause a
computer to determine the one or more affected regions
from a provisioning message. 29. The machine-readable
medium of claim 25, wherein said first set of  codes
is configured to cause a computer to determine the one
or more affected regions  based on a list of local
operation infrastructures (LOIs). 30. The
machine-readable medium of claim 25, wherein said
fourth set of  codes is configured to cause a computer
to transmit the encrypted content and an  encrypted
version of the original key during a selected blackout
interval. 31. The machine-readable medium of claim 25,
wherein said third set of  codes is configured to
cause a computer to generate the blackout key using a
message  authentication code (MAC) algorithm. 32. The
machine-readable medium of claim 31, wherein said
third set of  



codes is configured to cause a computer to generate
the blackout key by processing the  original key and a
list of the one or more affected regions with a MAC
algorithm to  produce a working key encryption mask,
and by determining the blackout key from a  selected
portion of the working key encryption mask. 33. At
least one processor configured to perform a method for
blackout  provisioning in a distribution network, the
at least one processor comprising: WO 2008/019180
PCT/US2007/068231  31 a first module for determining
one or more affected regions; a second module for
generating a blackout key based an original key and
the one  or more affected regions; a third module for
encrypting content with the blackout key to produce
encrypted content; and a fourth module for
transmitting the encrypted content and an encrypted
version  of the original key over the distribution
network. 34. The at least one processor of claim 33,
wherein said fourth module is  configured to transmit
a blackout message that associates the one or more
affected  regions with the encrypted content. 35. The
at least one processor of claim 33, wherein said
fourth module is  configured to transmit a key message
that comprises the encrypted version of the  original
key. 36. The at least one processor of claim 33,
wherein said first module is  configured to determine
the one or more affected regions from a provisioning
message.  37. The at least one processor of claim 33,
wherein said first module is configured to r determine
the one or more affected regions based on a list of
local  operation infrastructures (LOIs). 38. The at
least one processor of claim 33, wherein said fourth
module is  configured to transmit the encrypted
content and an encrypted version of the original  key
during a selected blackout interval. 39. The at least
one processor of claim 33, wherein said third module
is  configured to generate the blackout key using a
message authentication code (MAC)  algorithm. 



40. The at least one processor of claim 39, wherein
said third module is  configured to generating the
blackout key by processing the original key and a list
of the WO 2008/019180 PCT/US2007/068231  32 one or
more affected regions with a MAC algorithm to produce
a working key  encryption mask, and by determining the
blackout key from a selected portion of the  working
key encryption mask. 41. A method for blackout
provisioning in a distribution network, the  method
comprising: receiving a blackout message indicating
that selected content has been blacked- out;
determining if a selected region is identified in the
blackout message;  indicating that the selected
content is blacked out if the selected region is
identified in the blackout message; and decrypting the
selected content if the selected region is not
identified in the  blackout message. 42. The method of
claim 41, further comprising receiving an original key
associated with the selected content. 43. The method
of claim 42, wherein said decrypting comprises
generating a  blackout key from the original key and
region identifiers in the blackout message,  wherein
the blackout key is used to decrypt the selected
content. 44. The method of claim 43, wherein said
decrypting comprises generating  the blackout key
using a message authentication code (MAC) algorithm.
45. The method of claim 44, wherein said generating
the blackout key  comprises: processing the original
key and a list of the region identifiers with a MAC
algorithm to produce a working key encryption mask;
and determining the blackout key from a selected
portion of the working key  encryption mask. 46. The
method of claim 41, wherein said indicating comprises
notifying a  user that the selected content is blacked
out. WO 2008/019180 PCT/US2007/068231  



33 47. The method of claim 41, wherein said
determining comprises:  comparing a current operating
region to region identifiers in the blackout  message;
and determining that the selected region is identified
in the blackout message if the  current operating
region matches at least one region identifier. 48. An
apparatus for blackout provisioning in a distribution
network, the  apparatus comprising: a receiver
configured to receive a blackout message indicating
that selected  content has been blacked-out;
processing logic configured to determine if a selected
region is identified in the  blackout message; a user
interface configured to indicate that the selected
content is blacked out if  the selected region is
identified in the blackout message; and decryption
logic configured to decrypt the selected content if
the selected region  is not identified in the blackout
message. 49. The apparatus of claim 48, wherein the
receiver is configured to receive  an original key
associated with the selected content. 50. The
apparatus of claim 49, wherein said decryption logic
is configured to  generate a blackout key from the
original key and region identifiers in the blackout
message, wherein the blackout key is used to decrypt
the selected content. 51. The apparatus of claim 50,
wherein said decryption logic is configured to
generate the blackout key using a message
authentication code (MAC) algorithm. 52. The apparatus
of claim 51, wherein said decryption logic is
configured to  generate the blackout key by processing
the original key and a list of the one or more
affected regions with a MAC algorithm to produce a
working key encryption mask, and  by determining the
blackout key from a selected portion of the working
key encryption  mask. WO 2008/019180 PCT/US2007/068231
34 53. The apparatus of claim 48, wherein said user
interface is configured to  notify a user that the
selected content is blacked out. 



54. The apparatus of claim 48, wherein said processing
logic is configured to  compare a current operating
region to region identifiers in the blackout message,
and to  determine that the selected region is
identified in the blackout message if the current
operating region matches at least one region
identifier. 55. An apparatus for blackout provisioning
in a distribution network, the  apparatus comprising:
means for receiving a blackout message indicating that
selected content has been  blacked-out; means for
determining if a selected region is identified in the
blackout message;  means for indicating that the
selected content is blacked out if the selected
region is identified in the blackout message; and
means for decrypting the selected content if the
selected region is not identified  in the blackout
message. 56. The apparatus of claim 55, further
comprising means for receiving an  original key
associated with the selected content. 57. The
apparatus of claim 56, wherein said means for
decrypting comprises  means for generating a blackout
key from the original key and region identifiers in
the  blackout message, wherein the blackout key is
used to decrypt the selected content. 58. The
apparatus of claim 57, wherein said means for
decrypting comprises  means for generating the
blackout key using a message authentication code (MAC)
algorithm. 59. The apparatus of claim 58, wherein said
means for generating the  blackout key comprises: WO
2008/019180 PCT/US2007/068231  35 means for processing
the original key and a list of the one or more
affected  regions with a MAC algorithm to produce a
working key encryption mask; and means for determining
the blackout key from a selected portion of the
working  key encryption mask. 60. The apparatus of
claim 55, wherein said means for indicating comprises
means for notifying a user that the selected content
is blacked out. 61. The apparatus of claim 55, wherein
said means for determining  



comprises: means for comparing a current operating
region to region identifiers in the  blackout message;
and means for determining that the selected region is
identified in the blackout  message if the current
operating region matches at least one region
identifier. 62. A computer program product for
blackout provisioning in a distribution  network,
comprising: a machine-readable medium comprising: a
first set of codes for causing a computer to receive a
blackout message  indicating that selected content has
been blacked-out; a second set of codes for causing a
computer to determine if a selected region is
identified in the blackout message; a third set of
codes for causing a computer to indicate that the
selected content is  blacked out if the selected
region is identified in the blackout message; and a
fourth set of codes for causing a computer to decrypt
the selected content if the  selected region is not
identified in the blackout message. 63. The
machine-readable medium of claim 62, wherein said
first set of  codes is configured to cause a computer
to receive an original key associated with the
selected content. 64. The machine-readable medium of
claim 63, wherein said fourth set of  codes is
configured to cause a computer to generate a blackout
key from the original WO 2008/019180 PCT/US2007/068231
36 key and region identifiers in the blackout message,
wherein the blackout key is used to  decrypt the
selected content. 65. The machine-readable medium of
claim 64, wherein said fourth set of  codes is
configured to cause a computer to generate the
blackout key using a message  authentication code
(MAC) algorithm. 66. The machine-readable medium of
claim 65, wherein said fourth set of  codes is
configured to cause a computer to generate the
blackout key by processing the  original key and a
list of the one or more affected regions with a MAC
algorithm to  produce a working key encryption mask,
and by determining the blackout key from a  



selected portion of the working key encryption mask.
67. The machine-readable medium of claim 62, wherein
said third set of  codes is configured to cause a
computer to notify a user that the selected content is
blacked out. 68. The machine-readable medium of claim
62, wherein said second set of  codes is configured to
cause a computer to compare a current operating region
to region  identifiers in the blackout message, and to
determine that the selected region is  identified in
the blackout message if the current operating region
matches at least one  region identifier. 69. At least
one processor configured to perform a method for
blackout  provisioning in a distribution network, the
at least one processor comprising: a first module for
receiving a blackout message indicating that selected
content  has been blacked-out; a second module for
determining if a selected region is identified in the
blackout  message; a third module for indicating that
the selected content is blacked out if the  selected
region is identified in the blackout message; and a
fourth module for decrypting the selected content if
the selected region is not  identified in the blackout
message. WO 2008/019180 PCT/US2007/068231  37 70. The
at least one processor of claim 69, wherein said first
module is  configured to receive an original key
associated with the selected content. 71. The at least
one processor of claim 70, wherein said fourth module
is  configured to generate a blackout key from the
original key and region identifiers in the  blackout
message, wherein the blackout key is used to decrypt
the selected content. 72. The at least one processor
of claim 71, wherein said fourth module is  configured
to generate the blackout key using a message
authentication code (MAC)  algorithm. 73. The at least
one processor of claim 72, wherein said fourth module
is  configured to generate the blackout key by
processing the original key and a list of the  one or
more affected regions with a MAC algorithm to produce
a working key  



encryption mask, and by determining the blackout key
from a selected portion of the  working key encryption
mask. 74. The at least one processor of claim 69,
wherein said third module is  configured to notify a
user that the selected content is blacked out. 75. The
at least one processor of claim 69, wherein said
second module is  configured to comparing a current
operating region to region identifiers in the blackout
message, and to determine that the selected region is
identified in the blackout message  if the current
operating region matches at least one region
identifier. 


