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(54) Title: PERFORM CRYPTOGRAPHIC COMPUTATION SCALAR MULTIPLY INSTRUCTION

OBTAIN AN INSTRUGTION ~_ 5y
THE INSTRUCTION IS A SINGLE ARCHITECTED INSTRUCTION—~—-502
EXECUTE THE INSTRUCTION, THE EXECUTING INCLUDING ~— 504

DETERMINING A SCALAR MULTIPLY FUNCTION OF A PLURALITY OF
SCALAR MULTIPLY FUNCTIONS SUPPORTED BY THE INSTRUCTION TO
BE PERFORMED ~_50¢

OBTAINING INPUT FOR THE SCALAR MULTIPLY FUNCTION TO BE
PERFORMED, THE INPUT INCLUDING AT LEAST ONE SOURCE
COMPONENT AND A SCALAR VALUE~_ 508

PERFORMING THE SCALAR MULTIPLY FUNCTION USING THE INPUT TO
PROVIDE AN OUTPUT TO BE USED IN A CRYPTOGRAPHIC
OPERATION ~ 510

THE PERFORMING THE SCALAR MULTIPLY FUNCTION INCLUDES
PERFORMING SCALAR MULTIPLICATION OF A POINT ON AN ELLIPTIC CURVE,
THE POINT SPECIFIED BY THE AT LEAST ONE SOURCE COMPONENT~_512

THE POINT ON THE ELLIPTIC CURVE IS SPECIFIED BY A FIRST SOURCE
COMPONENT OF THE AT LEAST ONE SOURCE COMPONENT AND A SECOND
SOURCE COMPONENT OF THE AT LEAST ONE SOURCE COMPONENT~_514

THE FIRST SOURCE COMPONENT AND THE SECOND SOURCE COMPONENT
ARE INPUT TO THE INSTRUGTION VIA A PARAMETER BLOCK LOCATED USING
A REGISTER ASSOCIATED WITH THE INSTRUCTION~- 515

THE PERFORMING THE SCALAR MULTIPLY FUNCTION INCLUDES
PERFORMING A SERIES OF POINT ADDITIONS AND POINT DOUBLINGS ALONG
THE ELLIPTIC CURVE ~ 518

FIG. 5A

(57) Abstract: A single architected instruction to perform scalar multiplication for cryptographic operations is obtained. The instruction
is executed, and the executing includes determining a scalar multiply function of a plurality of scalar multiply functions supported by
the instruction to be performed. Input for the scalar multiply function is obtained, and the input includes at least one source component
and a scalar value. The scalar multiply function is performed using the input to provide an output to be used in a cryptographic operation.
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