WO 02/ 07071 PCT/ AU01/ 00847 A. CARD SYSTEM FI ELD OF THE | NVENTI ON 5 The
present invention relates to a card systemand, in particular, to a system
for managv@g2/omnd processi ng transacti ons using cards, sSue@T/AZoBomu#t cards.
A card is a nedium described below that is capable of storing
information that can be used to performat |east one function, including
purchase a good or service, cash, funds transfer, loyalty, identification
or authentication. 10 BACKGROUND OF THE I NVENTION I n the past, card
transacti on systens have been produced f-dr- specific applications by

devel oping a systemarchitecture specifically for that application. A
typical architecture 15 would be established that involves devel opi ng

di screte system conponents for all ,0fARGFSESTERjENt entities or actors of
the system For exanple, as shown in Figure 1, a service provider 2
requires specific conponents to handle transactions wth its Patrons to the

extent that_j t provi der of the services, which may be
transport M@wTwéﬁéfa Load Agent who provides card services on
behal f of an issuer 4 of the cards. 20 The card services may include

selling a card, adding value to the card and refunding the card. In |
addi ti ony tTe present invengionvickites t@ arcayd syistem anglyin pastisylar, éorp spsipo denmenaging he

extent that it acts as an.Acquirer who acquires transactions..fro .

i ferent dheressie BanAdink fek SR 6 imirianly RHT b BPabitscber
Load Agent HeRdii)OmMenisScaphblt imstarind ifbdititionthat enObé de&d to gerderntantieagiooss t o
Patrons. The issuer 4 also requires specific conponents to 25 handle its
oper at i ons fasctioncinshudinggpurehase afgeed onservisedepshrignds transianlpypltnfidemsidications |
if it does_r | A ership of the cards, and al so conponents to the

ext ent thatoriaﬁ{hgiéttlcs?gﬁg' an Acquirer of transactions fromthe other
conponengs and entities. An Qperator who is responsible for operating

devi ces that can comunicate with the cards may be entirely separate from

the servi cBBACKGROUND MyTHEINCENIION and t hereby require its own
di screte 30 system conponents. WD 02/ 07071 PCT/ AUO1/ 00847

In the past, card transaction systems have been produced for specific applications by
developing a system architecture specifically for that application. A typical architecture
15 would be established that involves developing discrete system components for all of the
different entities or actors of the system. For example, as shown in Figure 1, a service
provider 2 requires specific components to handle transactions with its Patrons to the
extent that it acts not only as a provider of the services, which may be transport services,
but also as a Load Agent who provides card services on behalf of an issuer 4 of the cards.
20 The card services may include selling a card, adding value to the card and refunding the
card. In addition, the service provider 2 may also require system components to the extent
that it acts as an Acquirer who acquires transactions from different parties or components,
such as from the Service Provider and Load Agent components or from a Merchant who
provides independent goods to Patrons. The issuer 4 also requires specific components to
25 handle its operations as a Clearing house for the cards and as an Owner of the cards, if it
does retain ownership of the cards, and also components to the extent that it acts as an
Acquirer of transactions from the other components and entities. An Operator who is
responsible for operating devices that can communicate with the cards may be entirely
separate from the service provider 2 and the issuer 4 and thereby require its own discrete

30 system components.



-2 Devel opnent of discrete, specific and separate system conponents al so
applies for systens where a nunber of responsibilities for the system
conmponentvwsO ar/@70out - sourced to an entity, such as the i SSPET/AL01/60847

exanpl e, as shown in Figure 2, the service provider 2 may only retain
conponents to the extent that it is the Owmer of the cards, to deal with
ownership, 5 and Service Provider conponents to deal with provision of its
services. The issuer 4 also acts as the Operator and nay have additi onal
system conponents to handl e the devices-2-cards, device nmanagenent and the
functionalities of a Load Agent. The operator or issuer 4 would then also
deal directly with the Patron on all card transactions. Separate specific
conmponent s i I [}&gg i
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envi ronnents., The syste are specific to. e applicati.on and,dg not have
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useful alternative. SUMVARY OF THE | NVENTI ON The present invention provides

a card sysuadnServideuRtiomiglen cerhporehistty desl withrporvésion oPits servicas tThedswueed alsoai d

conmponent infrasiructures each having.core c onents of . sai ste sai d
infrastr uc?&tﬁﬁ_tﬁ%&pﬁfj‘@ arﬁ%e‘PQF B"ﬁ ac&létlmé’laf&}(fg# ﬁogxaglp]el_ﬁ%go[ ﬁ%ﬁée A Hes,

i nfrastructhiids, deFiceHERABAREH aRD tHFTIRAUAAtFes AT ad.0a@ WeEnd. ThE 8pérhtee biiisSuer and
sai d core conponents bern configurable for different card transaction

appl i cat i onouldthentasopdess giimctim ithtthe Patpe enpllocard deangactipash Sepatatensnesiigl er
for a card syste execut.e n. n he. s [Malek . er
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messagen) t @eqirels a6 lafhc6PERERIer ; and a transaction processor for
controlling validation, role processing and forwardi ng of 30 said nessage.
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None of the system architectures described above have any flexibility for deployment in

other environments. The systems are specific to one application and do not have an
architecture which is readily configurable. It is desired to provide a system which

15 alleviates these difficulties or at least provides a useful alternative.
SUMMARY OF THE INVENTION

The present invention provides a card system including a plurality of component
20 infrastructures, said component infrastructures each having core components of said
system, said infrastructures having a hierarchal relationship such that one infrastructure is
dependent on components of a lower infrastructure, and said core components being

configurable for different card transaction applications.

25 The present invention also provides a transaction handler for a card system, executed on a
node of the system, having:
an unpacker for unpacking messages received by the node;
a router for routing unpacked messages to a transaction processor; and
a transaction processor for controlling validation, role processing and forwarding of

30 said message.



The present invention also provides software for a multiple application
card system stored on conputer readable storage nedia, including a

pl uralitweh2zemwmponent infrastructures, said conponent iPRET/ATOI/WSIUr es
each having core conponents, said infrastructures having a hierarcha

rel ati onship such that one infrastructure is dependent on conponents of a

|l ower 5 infrastructure, and said core conponents being configurable for
different card transaction applications. BRI EF DESCRI PTI ON OF THE DRAW NGS
10 Preferred enbodi nents of the present ihvention are hereinafter

described, by way of exanple only, with reference to the acconpanying
drawi ngs, wherein: Figure 1 is a block diagramof a first prior art card

syst em ar chieqsibdehtinveltidEiilsd provileasditvank fist agulipleodppicaomed Pystepd, stored
card systemarchitecture; 15 Figure 3 is a di aﬁ,;a_m of . t he conponent
i nf rast r uctaiy eompiyter iwadgble siprageanedia aplydimgnipluradity of companeyy SIS ¢ 4

(s a diagral Pl SehAGkARRAL: AoRURYRE 5rel BHIBALILSh R Rt ndVilfy £27
system Figure 'S a dragram o e conponent's of "a nagenen
| nf r ast r ucthiérarchalyielatiohsHip suchathat one)afrastiuctite fsidgpemietit 015 cemporrgtseofiaciowehe

conponents of a Technical Infrastructure layer, of the card system Fj.gure
7 is a dt agrERSUEICTUH and saisoraEn Fempeneatsdedng dgnfgable forrHGER A franagyen  of
the card 3%?11@3@0 Fi gure 8 is a block diagram of nodes of the card system
25 Figure s a B'ock di agram of equi pnent of a service provider of the
system Figure 10 is a diagram of rel ationshi ps between parties of the

system for card nmanagenent; Figure 11 is a bl ock diagram of device
managenent conponents for the system Figure 12 is a screen of a device

nmanager usegRiFy PERISIPIION O TREEDRAWINGSe 13 is a control panel of the

user interface; 30 Figure 14 is an event |log display of the interface;
Figure 16 is a bl ock diagram of a device manager site controller and its

conponent S;Preferred embodiments of the present invention are hereinafter described, by way of

example only, with reference to the accompanying drawings, wherein:
Figure 1 is a block diagram of a first prior art card system architecture;
Figure 2 is a block diagram of a second prior art card system architecture;

15 TFigure 3 is a diagram of the component infrastructure layers of a preferred embodiment of
a card system;
Figure 4 is a diagram of the packages of a Business Infrastructure layer of the card system;
Figure 5 is a diagram of the components of a Management Infrastructure layer of the card
system;

20 Figure 6 is a diagram of the components of a Technical Infrastructure layer of the card
system,
Figure 7 is a diagram of the components of a Base Services Infrastructure layer of the card
system;
Figure 8 is a block diagram of nodes of the card system;

25 Figure 9 is a block diagram of equipment of a service provider of the system;
Figure 10 is a diagram of relationships between parties of the system for card management;
Figure 11 is a block diagram of device management components for the system;
Figure 12 is a screen of a device manager user interface of the system;
Figure 13 is a control panel of the user interface;

30 Figure 14 is an event log display of the interface;

Figure 15 is a block diagram of a device manager site controller and its components;



WO 02/ 07071 PCT/ AUO1/ 00847 -4 Figure 16 is a diagramof interfaces used
for device managenent; Figure 17 is a schematic diagram of devices of the
system MW@u2/e7018 is a schenmatic di agram of devi ce adapt eP6T/ABILUBET 19 is a
flow chart for clearing and reconciliation executed by the system 5 Figure
20 is a flow chart for collection and reconciliation of cash used wth the
system Figure 21 is a diagram of communication architecture of the system
for handling managed objects; Figure 22 is a diagram of nodes of the
systemw th processors in an installatiom- Figure 23 is a schematic

di agram of a transaction handler of the-system 10 Figure 24 is a bl ock

di agram of cache conponents of the transaction handler; Figure 25 is a

sehemat | diadt3810% dRRli 6 ARPheIARBIRITRNICE Rl DSt em  Figure 26 15 a

di agr am of i ns participant managenent; re’27 is a flow chart
for parti ciFigmnt 1fanagerematic diagogm ef ®Fides ofithdispgeram of actors associ at ed

w th patron_ nanagenent; 15 Fjgure LS schematic di agram of conponents
for purse Hﬁﬁ‘gﬁggé%?,s"hemaﬁﬁﬂg ?ggeé(mﬁiag@?t% of conponents for service

managenent :Figser_g 195s §ﬁomgan %@@éda?igg%d tBnGRARANSRE G Pby tHRQySRAGgeTeNt

I nfrastructu igure 32 1s a ram of conponents of” a uSer presentation
ar chi t ec® urkigwrt 20hiea Sywtohart forfdoljestmn3@d recoacitiataayy efinast ussdnpithnatsgstef; t he

technical ipfrastructure; 20 Figure 34 is. rocess schematjc f.or a publish
Subscr | be BB (bSaRebim oheomin g inoRiE R B sBSPE T hulih RaRes
process sc%j’ga,gsi-c for a 'synchronous conmunication systemof the card

system Figure 36_i s an exanpl e of a publish subscribe operation; Figure 37
i s a schendtigure 32y diagtain of nodps ef thi sysiens myjthfnsecessnss PSB; installatdngure 3 8 i's

G 70 gl S G Rk R B SRR 5, ¢ ST
schemat i@ diggt 2miP4 bIvek dragtintlofeshdBdRRpoIGALs of the transaction handler;

Figure 25 is a schematic diagram of participant management for the system;

Figure 26 is a diagram of domains for participant management;

Figure 27 is a flow chart for participant management;

Figure 28 is a diagram of actors associated with patron management;

15 Figure 29 is a schematic diagram of components for purse management;

Figure 30 is a diagram of components for service management;

Figure 31 is a diagram of the components of the management infrastructure;

Figure 32 is a diagram of components of a user presentation architecture of the system;

Figure 33 is a diagram of components of the technical infrastructure;

20 Figure 34 is a process schematic for a publish subscribe system (PSS) of the card system;
Figure 35 is an operation process schematic for a 'synchronous communication system of
the card system;

Figure 36 is an example of a publish subscribe operation;
Figure 37 is a schematic diagram of a topic hierarchy for the PSS;

25 Figure 38 is a diagram of the hierarchy for topic definition;

Figure 39 is a schematic diagraxﬁ of connection of the PSS to a messaging system;
Figure 40 is a schematic diagram of message queue mappings;

Figure 41 is a more detailed diagram of the message queue mappings;

Figure 42 is a diagram of a persistent framework architecture of the card system;

30 Figure 43 is a diagram of a persistent application architecture of the system;



Figure 41 is a nore detail ed diagram of the nessage queue mappi ngs; Figure
42 is a diagramof a persistent franework architecture of the card system
30 Figurevd820m®7a di agram of a persistent application archCT/AatbUe4Df t he
system WO 02/07071 PCT/ AU0O1/ 00847 -5 Figure 44 is a schematic di agram of
the relationship between the infrastructures and conponents of the
infrastructures of the card system Figure 45 is a further diagram of
interfaces used in the system Figure 46 is a nessage flow diagram for
initialisation of devices; 5 Figure 47.i5s a di agram of devi ce adapters;
Figure 48 is a diagramof the physical and |ogical relationship between
devices; Figure 49 is a diagramof virtual devices; Figure 50 is a diagram
of the relgg %8954!1' B Q%tcﬁ&ﬁé}hcdgféa&ﬁ? of 6k tn?iSu {ufgaﬁét&%& ‘éﬁeeixgxqgﬁh&ﬂfeﬁ 5%%1

is a

a schemati ¢ i agram of "a sc PEer- service o Irgure

di agr am of cbﬂ@oﬁ@ﬂtsa@ﬂtﬁ@ﬁﬁ}aptrﬁmﬁm@eﬂthebma@ygemf the system Figure 53 is a
screen of a_ card_managenent interface; Fi ure 54 is a diagram of classes
derived fr &igun4fismiEhentipgamn of ipterfages usl indhesygieryr am of a col | ection

package. of Fifife S8 MuBhONbS Bk o3 ifhRBLABY BFageldsect | on and obl ect

col | ection Sses 0 ure di agram of map cl ass
rel ati orfshiP}l@ue &7 isreedisgratneofideFicgad#pt&® i s a di agram of a map par anmet eri sed

cl ass; ure is_.a dia moftneclasesofte m Figure 60 is
a di agr am G ggtsea dirgap o @%@Yémlﬁ@lg% éﬁlﬁtlﬁiils&mmée VIeeHi agr am of
the rel ati @E@Hé@g ef 415 ki an object; and 20 Figure 62 is a
diagramil [ ustrat |gng serialisatl oﬁﬁg “an obj ect. DETAI LED DESCRI PTI ON OF

PREFERRED IEW(MEMRBa@deﬂEle ﬁe%hﬁfhﬁhbmemd@dms aaglfﬂtednfrasimcaincmm in
Figure 3, ncl ug S co s%cs .em co S%@t&’? whi ch row de the core
functional i f%’m? f ﬁ%réﬁlct T SHVEES éléesﬁ f§™syst em incl uding

those ugedFigure 52 is a diagram of the relationship between objects of the system;

Figure 53 is a screen of a card management interface;

Figure 54 is a diagram of classes derived from an managed object;

Figure 55 is a diagram of a collection package of the system;

Figure 56 is a diagram of collection and object collection classes of the system;
15 Figure 57 is a diagram of map class relationships to the system;

Figure 58 is a diagram of a map parameterised class;

Figure 59 is a diagram of time classes of the system;

Figure 60 is a diagram of a byte array class of the system;

Figure 61 is a diagram of the relationship between attributes of an object; and

20 Figure 62 is a diagram illustrating serialisation of an object.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS OF THE
INVENTION

25 A card system, as shown in Figure 3, includes core system components which provide the
core functionality for any card based transaction processing system, including those used
for automatic fare collection (AFC) in transit systems. A transaction processing system
based on the card system can be built with the core components by adding additional
functional components or customising existing functionality of the core components to suit

30 the needs of the transaction system to be deployed. The transaction system may be for a

one or more different applications supported by the cards of the system, such as AFC, one



for automatic fare collection (AFC) in transit systens. A transaction
processi ng system based on the card systemcan be built wth the core
conmponentwO byomddi ng addi ti onal functional conponents or PCTAUONMSENQ

exi sting functionality of the core conponents to suit 30 the needs of the
transaction systemto be deployed. The transaction systemmay be for a one
or nore different applications supported by the cards of the system such
as AFC, one WD 02/07071 PCT/ AU0O1/ 00847 -6 or nore |loyalty prograns, user
aut hentication or identification, accessdo nedical records, etc. The core
conponents of the card system hereinafter referred to as MASS, are divided
into 5 four layers, as shown in Figure 3, being the 'Business

| nfrastructyr t : e ' :

Infrastr uctdtfrngorgrll@%tl&??@se ’gﬁesre {/%@géﬁﬁ%’%%%ﬂ;ﬁ?usﬁéaaﬁgﬂ_eﬁl&gﬁ g?c eid(lzcaa11 rev(\:no{dﬁ’
upper |ayeregdg. such as the Business Infrastructure, depending on el enents

of the lower layers to operate. The conponents are, as descri bed
hereinafter, inplenented in software, but it will be understood by those
skilled in olpyely [ least
In part by Fg%gplogﬁoe Vg?tg&g}lge [of r@ﬁ%ﬁ’ .h%fl'é ea ﬂéﬁéﬁ%@s@%ﬁg\g? ’?ﬁgyﬁggﬁm{oe

i ncl udes5 pdolmabysrsyvas chowarin igure rf, i pinge theoBusindss tlaftastaepre diha gMemgetment

requi renents_.for the deployed system The remajni three |l ayers are
confi gur ed_If‘@?St‘E“ﬁE“?iegTepQ%éhlgffjt&ﬁaﬁﬁuct & B‘éfg‘iafbe nggsgogﬂvé‘iﬁsat' n 14515, are
before del inghxhRACWIR ubp&iiaydr@isu@as Bk BudinedBfiafthicARE dipehidife bA%EMSents

I ncl ude application programmabl e interfaces (APIs) which all ow procedure

call's to befealowen layiefsftoropataten Jbe soiponesissare,ms, deserihed hereiraftcnrimplennnssl i s
pl atf orm i ndepgndent .. .JThe,Gco nent § ,of . the infrastructure.layers include
core softwdl égﬁwﬁrfs hgt &A“PH %3%’1‘5@19 aobfy tBP%ebsahﬂT??a]lni th% Iag[stﬂ?%tgf’ cé%(nipg{lené?‘rg%gst
the | ay®r sisoMd inplatdfidd £ 16l inpatttyediceedBardeate @fcugtsi nfrastructure | ayer

are made to | ower ™ 20 layers. The conponents of the different |ayers are
install ed on discrete processors of the system provided by conputer

devi ces to gxegul: h n ter deyic
net wor ked clg'ﬁpgﬁélfﬁestssys g%@&@%cﬁ%gglg%as e%gr@hgﬂoc\é\i}mﬁis@ﬁg%gg (?ltﬁﬁﬂ%dja
25 W ndows deperdingothe egquitrameiaifer the\depRged aysteanThe rgadinihg thideaydie are

cards, as described ) ) .
configured for the deployed system on the basis of configuration data before delivery and

15 installation. All of the infrastructure layers include application programmable interfaces
(APIs) which allow procedure calls to be made to different operating systems, thereby
ensuring MASS is platform independent. The components of the infrastructure layers
include core software classes with a number of global variables that exist amongst the
layers. All procedure calls from a component of a infrastructure layer are made to lower

20 layers.

The components of the different layers are installed on discrete processors of the system
provided by computer devices to execute the components. The computer devices may be
standard networked computer systems, such as PC servers and workstations running a
25 Windows or Unix OS, or hardware devices for communicating with the cards, as described
below. One or more of the processors may form a node of the system and the nodes are
connected to establish a communications network of the system, as shown in Figure 22. A
node may also be a stand alone machine not connected to the network. The components
that are installed on a node or processor will depend on the functionality prescribed for the
30 node or processor, but some components are required on all nodes, such as a Transaction

Handler of the Management Infrastructure. A node may have a set of processors that use



bel ow. One or nore of the processors may forma node of the systemand the
nodes are connected to establish a comuni cations network of the system
as shownweorFimare 22. A node may al so be a stand al one PETAUNE00SEL
connected to the network. The conponents that are installed on a node or
processor will depend on the functionality prescribed for the 30 node or
processor, but sonme conponents are required on all nodes, such as a
Transaction Handl er of the Managenent Infrastructure. A node may have a
set of processors that use WO 02/07071 RCT# AUO1/ 00847 -7 cooperative
managenent to present as a single active processor. A primary processor
within a node can act as the controlling (or active) processor. A node may

be a device, f . Y ' o] ki . Ab S
wth & varisoRersiiE AERKRARD (S gl SAhAD abhift gPocRBlon, ApMily BREESLE
parti cul ar willkiviacede canatt sithe codtedlidey(ovag&Eed prbcesonekdede may belalevice for
transaction system _i.e. the project, . the project teamis able to create
an adapt or rFFFdeééﬂdPﬁ’%WfénchHﬁrﬂﬁﬁ@ati on protocols between the device
and the standard MASS device interface. 10 The Business Infrastructure, as
shown in Figure 4, includes packages which handl e Card, Device, Financial,
Net wor k, 5 OlASS apesdtes Wi & ivatigizof tickesing end paint efsaleIPOS) haxdwags Al partiowdr
Syst em management. The Busi,n I.nfrastructure. | ayer j.s serviced,by t.h
Managenent VF?FH%@%‘“‘HBP‘U% l?y:@%'ssvﬂﬁdc‘ﬁn?%ﬁti E(Efetg? Sa#\ S¥3H1’ heg‘.}j‘?i’r‘?il?&’
component s h9 ph38d!t8am APBbleGatdre NevlgAsr BBt ErPHRVRAK combuhicafion frddtlgness
Processi ng, and Managenent 15 Framework, and, if desired, M ddleware and
User Preserhictwéanrthe dSdea/insiebe stasdard MASS deviesyintenface. of the software
packages are included in the Technical Infrastructure |layer. The Techni cal
Infrastructure layer, as shown in Figure 6, includes, Comrunications,

Confi gur@t i T BidisesMiifpaaiBite, aPsicRAREFihRl4, hadlades Dabldees SihtdhCitandReWirdes,
Notification Ceneration, Scheduling, Security Tool box, Service Uilities
and User | riPevi¢eadinapcial, Neywerkablpaeational, Barticippmt, Halson, dyrseq Seemitn eayier and
Directory [ n 0 , tq i’ - Ll L.Ng
the Base’ SarvIbLag ARty by HHRHeR P HARE IR is RRice" teAWBhaechEhD,

handl e accedagagartire! lay&orshicH dsdadesand shoematn Mgigenes e woalppherme ttb ohandle
(CSA).

Application Navigation Framework (ANF), Core Business Processing, and Management

15 Framework, and, if desired, Middleware and User Presentation,. Services that are used by
most of the software packages are included in the Technical Infrastructure layer. The
Technical Infrastructure layer, as shown in Figure 6, includes, Communications,
Configuration Data Management, Database that handles persistence, Devices, Notification
Generation, Scheduling, Security Toolbox, Service Utilities and User Interface (UI)

20 components, and, if desired, a Naming and Directory Service and Report Generation
packages. The final layer, being the Base Services layer, includes, as shown in Figure 7,
components which handle access control, core classes and operating system abstraction
(OSA).

25 The software packages of the infrastructure layers each include Use Cases which each
comprise individual applications that handle specific tasks and message flow and attributes
for a given infrastructure. The titles given below for each Use Case describe the function
executed by the Use Case. Managers are described which may be processes that generate

GUI and/or a party that uses the GUI.



25 The software packages of the infrastructure |ayers each include Use
Cases which each conprise individual applications that handl e specific

t asks andvoezermge fl ow and attributes for a given infraspenavoressThe
titles given below for each Use Case describe the function executed by the
Use Case. Managers are described which may be processes that generate GU
and/or a party that uses the GJ . WD 02/07071 PCT/ AU01/ 00847 -8 BUSI NESS
| NFRASTRUCTURE The Business Infrastructure |ayer includes the managenent
packages, described below and 5 shown itgFigure 4, that execute the

foll owi ng operations. Card Managenent provides services for smartcard
managenent such as smartcard issuing, nmaintenance of smartcard data,
purchase of smartcards and naintenance of a hotlist, being a list of
smartcards that are not to be accepted by the system 10 The Device
Managenment package provi des sBUSINESSIINFERASSTRUCHEREVI ce manager in
operating and controlling the devices in a MASS based system This includes
addi ng and renoving devices fromthe system renote configuration and
nmoni t ori ng TPt

provi des tr}g{fﬁﬁanc agtgl?c\ﬁgé?’%? mc;‘%ﬁ%?%éﬁ%%%%&ﬁ? am%ﬂ SS baltjgg %32?1 élm
It handl%®s shbmmﬂrgumﬂﬂnz&emmd thafollowing operatia®ct i ons bet ween
participants as well as |local settlenent clearing. 20 The -Network
Managenent package enabl es the network rmanager to mmintain and optim se
the networ k- £f MRGRHMSS ﬁg&ﬁﬂdg%\éfv‘f&% Qe Ard bt ddemeATSICR 8s bhatddrBRsiaased
system Network Manage t nonitors status, faults, performance,
accounti'ng malatnsmce iof smarieatd detenpurchase nésmmmardﬁemvdgemmanc@sﬁa&@élst being
configuratiqgn t ant a ser PLoV der who participates in
transact i or"i‘;1 E8ﬁ CBB‘{&{}% nodlt‘?/gﬁaccﬁ@te%yﬁh AT ci pant Managenent

provi degy services for the participants. It assigns roles and services to

participants and mai ntai ns agreenents between them For instance, it has
The Device Management package provides services to assist the device manager in

operating and controlling the devices in a MASS based system. This includes adding and
removing devices from the system, remote configuration and monitoring of devices, and so
on.

15
The Financial Management package provides the financial services for participants in a
MASS based system. It handles clearing and reconciliation of transactions between

participants as well as local settlement clearing.

20 The Network Management package enables the network manager to maintain and optimise
the network of machines and devices (nodes) which comprise the MASS based system.
Network Management monitors status, faults, performance, accounting transactions and

controls network management resource configuration.

25 A participant is a service provider who participates in transactions conducted over a given
network. Participant Management provides services for the participants. It assigns roles
and services to participants and maintains agreements between them. For instance, it has
validation rules, used to validate transactions received by a participant, and provides
configuration data used to summarise transactions processed by a participant.

30



validation rules, used to validate transactions received by a participant,
and provides configuration data used to summari se transacti ons processed
by a partwa@opemri 30 WO 02/ 07071 PCT/ AUO1/ 00847 -9 Parti BCPanbds00san
nonitor and control their business operations using functions provided by
Oper ati ons Managenent. Business events are used to trigger action by
Operati ons Managenent. A business event is defined as a reported change of
state of a business operation. The participant nom nates whi ch busi ness
operations will be nonitored. 5 The Patrdch- Managenent package provi des
services to maintain a patron's details, such as nane, address, patron ID,
and so on. Certain transaction details are al so managed, such as autol oad
approval s, maci?%tg 8an mBAKRhNAIcBHPEMheiR BikiSRs _@ﬁexaﬁ&ls%wQﬁg efded by
manages funds stored on a card in an electronic purse. There may be
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Purse can be considered as a product supported by an application of 15 the
system A purse provides the el ectronic representation of Value on a card,

and a transach] ' ] i f ] 4S e
ranet er of (e UhUARRERR SR MO sl Bl § BRLort POHALE shlh A0
Security Namageaddressppatkangd, andgo dfsCénuit tiandastidhadtaitd drewisd atamap@l, vach as
exchanged 20 securely over a network. It allows digital signatures to be
used for afuiead PRIVals, b @Fbtﬁafm‘{i@éto%ﬁﬁ%%t functions to control user
access and provide key nmanagenent. The security package al so nanages
Security key certificates. These certificates are required to ensure that
publ i c k@ysPuseMidnadenientimadages dundsestored oa at cand irean eledinaric pRise.SEieré amy be
Managenent provjdes nmanagenent of software. services on a MASS process.. The
Service. marfaBEPIG BIEHCOL g 4 BRIy Sl RA O o BICHAT SLrsE P ©Es BRticces
(at boot tipsporDhEESHoRE e R ARMbAPRAMIGTE pRdVi@dSsothaHihdsFrom the patron’s
representation of these 'services.

bank account can be automatically loaded into the purse when the purse funds fall below a

%

present threshold. A Purse can be considered as a product supported by an application of
15 the system. A purse provides the electronic representation of Value on a card, and a
transaction is normally an atomic unit of work that results in the transfer of Value between

Participants or a Participant and a Patron.

The Security Management package provides functions that allow data to be exchanged
20 securely over a network. It allows digital signatures to be used for authentication, and
provides management functions to control user access and provide key management. The
security package also manages Security key certificates. These certificates are required to

ensure that public keys are distributed and used in a trusted manner.

25 Service Management provides management of software services on a MASS process. The
service manager is the software package that coordinates software services (at boot time,

processing and shutdown) and allows graphical representation of these services.

System Management provides administration services for a MASS based system.
30 Functions include monitoring of nominated hardware components and databases, detection

of code modification (including viruses), and display of management information.



Syst em Managenent provides admi nistration services for a MASS based system
30 Functions include nonitoring of nom nated hardware conponents and

dat abasesyodrvomct i on of code nodification (including virperappl/ensd’ di spl ay
of managenent information. WO 02/07071 PCT/ AU01/ 00847 -10 The packages of
t he Business Infrastructure are described below in detail. CARD MANAGEMVENT
5 Card Managenent represents a group of system services which aid the

di stribution and ongoing operational use of cards in a smart card system
where goods and services are bought andigol d. Automated fare coll ection
systens range froma single conputing machine communicating with one or
nore fare collection devices though to a |large 10 networked system

i nvol vi ng nunerous fare coll ection bodies, financial services, and
redundant back-end servers interacting with high performnce dat abases.
SYSTEM ROL BSheRiagkeages 8f tha Businessdafrastivetueelare alescribed delopt inaetailbel ow put t he
systemroles into context. These 15 roles are not necessarily associ ated
wi th any physical layout. They could all be running on one machine or on

separat e mmmm@ﬂrtoget her. Card Managenent activity operates at

the Issuer and Provider levels. An issuer is a central controlling entity
within the system A Card Issuer is responsible for 20 maintaining a card

dat abase t hat eps in step with individual cards hel.d by patrons..Car
dri ve the ot MigRgemAR e eadun, b iom S s adichh 8ela o
contents ofonkhiRg Cpetitional usEWS@rdsSMUL smiaft daBP BPASh Bhiferé QoodPRRD L &ices are

financial activity pertaining to a stored value purse. %ao'hi s_includes
| oadi ng, ddeughti angl seld. fAmiematad dgeereeliection Gastdms srange fiom ex aingle coputing

Purse |ssu car uppest one or noge se. 25 Ban ay a fole in
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to herein as, Autol oad. Autoload represents a service where the value of a
purse on a redungagtdack-end servers interacting with high performance databases.

SYSTEM ROLES

Figure 8 and the associated role descriptions below put the system roles into context. These
15  roles are not necessarily associated with any physical layout. They could all be running on

one machine or on separate machines networked together. Card Management activity

operates at the Issuer and Provider levels.

An issuer is a central controlling entity within the system. A Card Issuer is responsible for
20 maintaining a card database that keeps in step with individual cards held by patrons. Cards
drive the view held in the card database, not the database driving the contents of the cards.
A Purse Issuer is responsible for managing financial activity pertaining to a stored value
purse. This includes loading, deducting and fund management. A Card Issuer interacts
with a Purse Issuer. A card may support one or more purse.
25
Banks play a role in supporting financial activity reconciliation services. Although not
directly affiliated with Card Management, banks support a facility referred to herein as
Autoload. Autoload represents a service where the value of a purse on a card is
automatically topped-up (from a nominated bank account) if it drops below a certain value.
30 Autoload is affiliated with Purse Management. Banks also support the concept of adding
value to a purse through electronic fund transfers (EFT).



automatically topped-up (froma nom nated bank account) if it drops bel ow a
certain value. 30 Autoload is affiliated with Purse Managenent. Banks al so
support tweovancept of adding value to a purse through eperttuonios4t und
transfers (EFT). WD 02/07071 PCT/ AU0O1/ 00847 -11 The role of a Cearing
House is to interact wth Service Providers, Acquirers, Banks, and Issuers
in order to reconcile financial activity. 5 An Acquirer facilitates the
clearing of transactions acquired from Providers, Merchants and Load
Agents. A Provider provides Patrons withlgeods or services through the use
of cards. 10 A Load Agent provides card services on behalf of the |ssuer
(e.g. sell Card, add Value to Card, refund Card). Essentially a Load Agent
represents a Card Managenent front office. A card is a nmedium capabl e of
storing information that can be used to performat |east one function,

i ncl udi ng pileablse aCiparidg dfouseisvtb deteractwith Servicks Ptovatkess ercquirary,aBanks, and
identification 15 or authentjcatiqn. A card is able to communicate with a
devi ce and Iﬁ%’ﬁ“ﬂ%?é%ﬂ/”“@%ﬁﬁi?éﬁ%ﬂ&@ﬂ&'ﬁé or form provided it is portable
and can be carried by a user. A card can also be enbedded in other
articles, such clothing or jewellery A purse is the representation of Val ue
on a Card. Ar@cquipert facilitites the dearingyofotransastvns abquivkd Homukresidats, Meagtantsn
card SERVI PROVI DER Figure 9 illustrates, for exanple, the equi pnent
requires tﬁncg&ﬁg‘??(ﬁ%%ervi ce Provider. A 25 central conputer provides
Service Provider specific processing as well as managenent of data from
site conputers. In a small system site conputers nmay not exist. In this
case the deRravider pravires Patropawvith geadsroaserviges threlghi thessedificansisi y. A site
conputer is a managing conputer |located at a Site. Site conputers are
typically responsible for |ocal device network managenent and providi ng

data corens Laiad age@ovided édrdd ervivas 58 bEhAE 6T fhessube(e3f) s6ie \UabE 2dl Otied at
that Site. A Device is _a conputer (or enbedded cog})ter) t hat can

comuni cat &axd-wefund Card). Essentéally ad qad Agest reprasonts 8 £@rdYylagagemenbiiontaificeray
contain one (or
A card is a medium capable of storing information that can be used to perform at least one
function, including purchase a good or service, cash , funds transfer, loyalty, identification
15 or authentication. A card is able to communicate with a device and may take any

convenient shape or form, provided it is portable and can be carried by a user. A card can

also be embedded in other articles, such clothing or jewellery

A purse is the representation of Value on a Card.
20

A patron is an entity or person holds or uses at least on card

SERVICE PROVIDER

Figure 9 illustrates, for example, the equipment requires to support a Service Provider. A
25 central computer provides Service Provider specific processing as well as management of

data from site computers. In a small system, site computers may not exist. In this case the

central computer would interact with devices directly. A site computer is a managing

computer located at a Site. Site computers are typically responsible for local device

network management and providing data concentration and distribution services for the
30 devices located at that Site. A Device is a computer (or embedded computer) that can

communicate with a card. A device is typically used by a Patron, and may contain one (or



WO 02/ 07071 PCT/ AU01/ 00847 -12 nore) Device Control Boards (DCBs). DCBs
are supporting conputers that exist only as an adjunct to one or nore

devi ces weo onemwel no direct card interface of their own. FPOQDAEIL@SThOWs
interaction between froma Card Managenent perspective for a Provider, 5

| ssuer an Patron. The key entity interaction takes place between a Provider
and Card Issuer. Wthin the boundaries of the Provider, key entity
interaction takes place between the site conputer and devices. As well,
key entity interaction takes place betwegp-site conputers and the central
conputer. There is also potential interaction between the issuer and
central database engines 10 PACKACGE LOAQ STICS The Card Managenent package

is separated j th S rd
Vanagement ERFLDEvisg Sronflol BAKAY LRSS Kt i Habsiokid BomBRE AR S &
15 package;an(ddjuncetotbne @ rloré devides eelime ho-dideatatd intdrRSe bflﬁhefr QAL of f ice

operations on the card; (c) Application Facility Managenent - contains the

front office functionality for the handling of applications on cards; and

(d) Product i f ty
(9) Pt 00Ut b RBREIIR Ve o OB A R LBy YL L UEEL PERRELY
Manage n'e$1t Ikiver @agesron.TThe dkelrencies mtéractibnl tahes plice Q'Jeﬁzvei:h BPedviddrf andeCard
Perform | ssuer d. of Day grformlssuer Start qf Day ose O f rd at

Back Of fi cdSSpgh| ¥ithin the bg # of thenBrexiderdisy cotly e&g%lonfﬁlquelace etween

the site computer and devices. As well, key entity interaction takes place between site
computers and the central computer. There is also potential interaction between the issuer

and central database engines.

10

PACKAGE LOGISTICS

The Card Management package is separated into the following functional units (sub-

packages):

(@) Card Management Core — contains all the back office functionality for the card
15 package;

(b)  Card Facility Management — facilitates the front office operations on the card;

(c¢)  Application Facility Management — contains the front office functionality for the

handling of applications on cards; and

(d)  Product Facility Management — contains the front office functionality for the

20 handling of product within applications on cards.

Table 1: Card Management Use Cases

Title
Process Card Transactions at Back Office

Perform Issuer End of Day
Perform Issuer Start of Day
Close Off Card at Back Office

Table 2: Card Facility Management Use Cases

Title
Purchase Card

Enquire Card Details at Back Office




Purchase Card Enquire Card Details at Back Ofice WO 02/07071

PCT/ AU01/ 00847 -13- Refund Card Report Card Lost or Stolen Return Card
Repl ace ®aod2/o10mbl ock Card Initialise Card Block Card VeeTRAyosd
Validity at Device Process Blocked Card Purchase Personalised Card
Process Faulty Card Maintain Card Specific Details on Card Retain Card
Table 3. Application Facility Managenment Use Cases Title Add Application
to Card Delete Application from Card Miintain Application on Card 5
Tabl e 4: Product Facility Managenent Usel&ases Title Add Product to Card
Application Delete Product from Card Application Maintain Application
product on Card CARD MANAGEMENT SERVI CES

Refund Card

Report Card Lost or Stolen
Return Card

Replace Card

Unblock Card

Initialise Card

Block Card

Verify Card Validity at Device
Process Blocked Card
Purchase Personalised Card
Process Faulty Card

Maintain Card Specific Details on Card
Retain Card

Table 3: Application Facility Management Use Cases

Title
Add Application to Card

Delete Application from Card

Maintain Application on Card

Table 4: Product Facility Management Use Cases

Title
Add Product to Card Application

Delete Product from Card Application

Maintain Application product on Card

CARD MANAGEMENT SERVICES

10  This section describes Card Management services from a business activity perspective. It is

convenient to categorise these services on a sub-system basis.



10 This section describes Card Managenent services from a business activity
perspective. It is convenient to categorise these services on a sub-system
basi s. W&Q22/0m0i71 PCT/ AUO1/ 00847 -14- CARD MANAGEMVENT CBREAThE008#T d
Managenment Core sub-system consists of vital back office functionality for
the Card Managenent package. This includes both processing transactions
performed by 5 patrons and handling enquiries. The busi ness services

provi ded by the Card Managenent Core sub-package include: (i) processing
of card managenent transactions; (ii) entfof day processing; (iii) start of
day processing; and 10 (iv) close off card accounts. CARD FACILITY
MANAGEMENT The Card Facility Managenent sub-system deals with operations on
cards, and creating ‘transactions used to informthe card issuer of the
operations conducted on the card. 15 The business services provided by the

Card Faci | (GARINMAMNOTMENE (IORFackage i nclude: (i) card recovery; (ii)

bl ocki ng X i1 [ onal i satd on; I Vo cayr d valkdation;
and 20 (v) OGRS Nepreréit GRS baRIRERRRR S padk WA EiakRli o 62
appl i cati oCagdMdragkngs HeRigRl NThil inckilasb6th H0esding O A¥BetivRs qREFofmEd bhe
mani pul ation of applications on a patrons' card. The operations within an
appl i catdi oﬁatf@tﬁlﬁpﬂg‘én@lﬂg&nﬂwlés- 25 be placed on the reader/witer during

t he executi - i i i i ented by
= qr oupi ng 1oF PR nes? SerVREL Bloiad by i CRY Nk Corb SRRl AP

t el ecommun(igat i pregessatgrdfeardxnaeagBbntiteandacioagport Cor porati on (PTC) are

exanpl es of,. what can. be considered to represent or define an application.
Usi rrlrg prc (i) en Opday processslng; P , pp

(iii)  start of day processing; and

10 (iv) close off card accounts.

CARD FACILITY MANAGEMENT
The Card Facility Management sub-system deals with operations on cards, and creating
transactions used to inform the card issuer of the operations conducted on the card.
15  The business services provided by the Card Facility Management sub-package include:
@ card recovery;
(i)  blocking management;
(iii)  card personalisation;
(iv)  card validation; and

20 (v)  card initialisation.

APPLICATION FACILITY MANAGEMENT
The application sub-package contains all classes and diagrams needed for the manipulation
of applications on a patrons' card. The operations within an application requires a card to

25 be placed on the reader/writer during the execution of the operations.

An application is normally represented by a grouping of similar purses and providers.
Organisations such as telecommunications carrier or a Public Transport Corporation (PTC)
are examples of what can be considered to represent or define an application. Using PTC
30 as an example; there may be multiple providers associated with the application which may

include groups - Buses, Trains and Ferries. Each application may also contain one or more



30 as an exanple; there may be multiple providers associated with the
application which may include groups - Buses, Trains and Ferries. Each

appl i cat ivoeomenp7al so contain one or nore WD 02/ 07071 PCT/ ROUDAUOO®SF7 - 15
purses. A purse holds the value (noney) associated with the application (or
the provider). R de, Pass or Common Purse are exanples of purse types.
Applications may contain concessions which nmay apply to all providers and
purses contained within. An application my contain: zero or nore

provi ders, one or nore purses, and a singke concession. 5 PROVIDER FACILITY
MANAGEMENT The Provi der sub-system deals wi th addi ng, updating and del eting
providers to applications on a physical card. This system works only when

Prc and & (AGicanpaty DERSTs vaidy GROHEDF iofBed IR ekl Ty PRvIals -

st ruct ur ed RidedP4st esre@dbmuiyisPuisé 8@ &aenphpofl patd Gypeandapplivetistier mep veaRanNt s.
Consequently, a ,cardhﬁy reference a set of applications. Each application

may ref er erfOBOCSHOBRI PRI fosall providers f@é_ IvSeAcPVENPd m@l-s%@m%isation
require devihsesntdiRize 9101?@1%.}5?@\5'?89, dr %?ﬁ?o?% QESs, 3ila ?@gl@ec%hcetsglgg qui pent

such as smart'card readers, ticket readers, rrrér ga , turnstiles, and
door | atthes. 20 Services are needed by the Device Manager to allow

ef ficient i i MASS- based system The Devi ce Manager
can: (i) agﬁﬁyﬁh}{g{ﬁﬁg%@?\%ﬁmt he system i ncl uding the

aut hent i catlihen Pesvdderr e@b-Systérhi aealof with eadiiny, CaSdating hndreddétiigh pri\dilert dgal
device details and device hot-lists; 25 (iil) renotely nonitor and control
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audit registers fromdevices conn
10 Providers.

A card may be structured in different ways using the application and provider components.
Consequently, a card may reference a set of applications. Each application may reference
a set of Providers.

15
DEVICE MANAGEMENT

MASS systems require devices that process patron transactions and connect to equipment
such as smartcard readers, ticket readers, barrier gates, turnstiles, and door latches.
20 Services are needed by the Device Manager to allow efficient control of devices in the
MASS-based system. The Device Manager can:
@) add and remove devices from the system including the authentication and
registration of the devices;
(i)  maintain individual device details and device hot-lists;
25 (i) remotely monitor and control devices connected to the system;
(iv)  remotely configure devices connected to the system in a timely manner;
(v)  request transfer of usage data and audit registers from devices connected to the
system,;
(vi)  perform operational reporting;

30 (vii) maintain device stock information.



system (vi) performoperational reporting; 30 (vii) maintain device stock
informati on. WD 02/07071 PCT/ AU01/ 00847 -16 The functionality provided by
Device Mawagromnt is simlar to that found in Network Map@haweneosand

Syst em Managenent. Devi ce Managenent is often |l ocated in stations, depots
or termnals that have devices, but it is also possible to have a central
Devi ce Managenent system managi ng renote devi ces. Devi ce Managenent Use
Cases refer to a 5 Device Manager Central Controller (DMCC) and a Device
Manager Site Controller (DMSC). A list.g§-Device Managenent use cases is
given in the table below. Table 5: Device Managenent Use Cases Title
Configure Device Comm ssion Device De-comm ssion Device Configure Device

Manager Sit . . A i r.. S 0 . er
Dev; oo Usagth AP, proftiy DERE Ak BRRAT in gl B baCTosRe dn SERIE' o1
Day Per f orMaSigaineanarleattenPMunagetherda\Devide Mhsdpemens \Wfea 1660 stdtions,
Control |l er Decomm ssion Device Manager Site Controller Control Device

Manager Si tdepaisrir srninals el have devises b ibds alspspaseiblet tei havsi a eeniedl Adeiee
Audi t Regi Sl@/lﬁﬁag§ﬁfgﬁé é}}gﬂanf ﬁ%&%g FIREE IS ideEY Tﬁ@ic@f\%ﬁaﬁement Use Cases refer to a

5 Device Manager Central Controller (DMCC) and a Device Manager Site Controller

(DMSC). A list of Device Management use cases is given in the table below.

Table 5: Device Management Use Cases
Title

Configure Device

Commission Device

De-commission Device

Configure Device Manager Site Controller
Monitor Device Manager Site Controller
Transfer Device Usage Data

Establish Device Connection

Perform Station-Depot End of Day

Perform Station-Depot Start of Day
Commission Device Manager Site Controller
Decommission Device Manager Site Controller
Control Device Manager Site Controller
Maintain Device Details

Maintain Site

Maintain Audit Register Sampling Period
Process Device Events

Monitor and Control Device

Process Roaming Device

Commission Roaming Device

10 DEVICE MANAGER SITE CONTROLLER



Moni tor and Control Device Process Roam ng Device Conm ssion Roam ng
Devi ce 10 DEVI CE MANAGER SI TE CONTROLLER WO 02/ 07071 PCT/ AUO1/ 00847 - 17
The Devi oeobaomger Site Controller (DVBC) with its associ BECBAUMANBEB47
functions enables transaction system devel opers to custom se and extend

t he Devi ce Manager for projects. Figure 11 illustrates the followng itens
that the DMSC operates with: 5 (i) Device Manager - The actor responsible
for managi ng devices in stations and depots. (ii) DM GJ - A client

application the Device Manager uses to paff-orm device nmanagenent tasks.
(iii) Central Conputer - The Device Manager Central Controller (DMCC)
functionality 10 is deployed here. (ivy Site Conputer - The Devi ce Manager

Site Contr . il hEym ' | ce
> Nobi 1o Dol EReviE Hishagtt it Qb DATRCY B iR MASs, SRR Gt 2
Devi ces i npiraedaiondyskintdestlapeatccypmnissald exandtheDevitd Manage f@irsjectsvi 1 )
Enbedded Device - Devices inplenmented with dedi cated conputing conponents.
DEVI CE MANAGER GUI The DM QU is a client application that provides a Human
Machi ne | nt ; RS i d the DMSC. The DM
QU provi de@%rt%g? d(slh%%)r:egéﬁés)fopﬁat (E:ﬁng;}ﬁzg?ﬁ %/Egpsr%/gﬁef}tg? ?re“q@t atus of station
and depof e@ui pnentice Managero— Alhecautort fespddsible for Managieg devicgeinf stativmsomd ol
functions on station and depot equi pnment. Monitoring screens can be
reconfigure PPB- neet the required station or site |ayout. Device w dgets
can al so bgjj)cr egfedand A%[fé‘ﬁ?‘ip{)l‘ibaﬁ@ﬁ BE DR SEMASERH ukkt &bl QiMoPh device
concourse configuration. Device status 25 colours are also configurable.
Screen confi gur anrageinentiasks. by t he Proj ect Devel oper or a

(iii)  Central Computer — The Device Manager Central Controller (DMCC) functionality

10 is deployed here.
(iv) " Site Computer — The Device Manager Site Controller (DMSC) functionality is
deployed here.
(v)  Roaming Device — Mobile Devices mounted on buses or other vehicles.
(vi) PC Based Device — Devices implemented with standard personal computer
15 components.

(vii) Embedded Device — Devices implemented with dedicated computing components.

DEVICE MANAGER GUI
The DM GUI is a client application that provides a Human Machine Interface (HMI)
20 between the Device Manager and the DMSC. The DM GUI provides status screens that
display the real-time status of station and depot equipment; it also allows the Device
Manager to perform control functions on station and depot equipment. Monitoring screens .
can be reconfigured to meet the required station or site layout. Device widgets can also be
created and removed to reflect the current station or concourse configuration. Device status
25 colours are also configurable. Screen configuration is done by the Project Developer or a
Device Manager with appropriate privileges. Most of the time the GUI would be in ‘view’
mode. Sample MASS screens are provided to demonstrate the type of data presented in

Figures 12 to 14.

30 The DMSC overview screens allow navigation to different sites. A control panel displays

specific status details and control functions for the selected device.



Devi ce Manager with appropriate privileges. Mt of the tine the GU would
be in "view node. Sanple MASS screens are provided to denonstrate the
type of deda2/gpesented in Figures 12 to 14. 30 The DMSC PUPAVIEWSSTI eens
al l ow navigation to different sites. A control panel displays specific
status details and control functions for the selected device. WO 02/07071
PCT/ AU01/ 00847 -18 The DM GUJI can al so display current device events and
al arms detected by the DMSC. The DM GUI provides functions to filter and
group events or alarnms by criteria such-d48- station area, tinme and
priority. 5 DEVICE MANAGER SI TE CONTROLLER SERVI CES Devi ce nmanagenent
processing at a site, as shown in Figure 15, is perfornmed by a DMSC and
this section describes the distribution of functionality across services
hosted by a DMBC to performtasks executed by the Use Cases. 10 Table 6:
DVSC Ser vi cBe DbEGTHsws alshi displaCowtréng ulewicOevente andolanns detecteddyithe DMSC.

Decomm ssi I Conf.i gure.. C .. Jrangfer Usa Dat.a D) .Establ,ish
Devi ce. Conniia PShCUS rpRdes Bisghans e,k 282 onm 57EG opitntn Bheieta 41 o
ADAPTER A d:@aﬂ(ﬁgr@agﬁﬁ{e%d?ﬁaﬂ@[ ates the behavi our and protocol of a
third-party device so that it ‘can 15 connect to a MASS device interface of

the DMBG A single adapter service woul d usual ly
DEVICE MANAGER SITE CONTROLLER SERVICES

Device management processing at a site, as shown in Figure 15, is performed by a DMSC
and this section describes the distribution of functionality across services hosted by a
DMSC to perform tasks executed by the Use Cases.
10
Table 6: DMSC Services Use Cases

Title

Configure Device
Commission Device
Decommission Device
Configure DMSC

Transfer Usage Data (UD)
Establish Device Connection'
Process Device Events

Monitor & Control Device

DEVICE ADAPTER
A device adapter translates the behaviour and protocol of a third-party device so that it can
15  connect to a MASS device interface of the DMSC. A single adapter service would usually
handle all the devices of a particular type. The creation of device adapters is the
responsibility of each project team. Device adapters are usually needed because of:
@) limitations of device specifications;
(i) limitations of device to DMSC networking links;
20 (iil)  geographical requirements of the device (i.e. roaming);
(iv)  contractual specifications for device connection protocols;

(v)  security issues concerning device authentication and key management.
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CONFIGURATION DATA DISTRIBUTOR SERVICE

15 The DMSC receives Configuration Data (CD) from other elements within MASS that
publish CD (such as fare tables and hot-lists). The CD Distributor Service is responsible
for storing the CD and making it available to devices at the appropriate time.
The CD Distributor Service will notify Devices when new CD arrives and what its location

is.

20
MASS uses a concept of future or inactive CD found especially in roaming devices. Such
devices have two editions of the same CD, one is active, and the other will become active
at some future time. This is so that the change over can occur simultaneously even though
the devices may not be in contact with the system at the time.

25

DEVICE CONTROLLER SERVICE

This service maintains the current state of the Devices that are connected to the system. It
is responsible for maintaining this state information for services such as GUI clients. In
addition Device status, this service will be responsible for maintaining Alarms, both

30 Device originated and also from other parts of the system.
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20 applications. This Thterface is e DVBC Interface. Figure 16
illustrdtes the main elements of the DMSC and the main interfaces to the
C. MONITOR AND CONTROL GUI

This is a configurable GUI client application that interacts, through the DMSC Client

Interface, with the business logic in the Device Controller service to present the current
state of some devices and to allow those devices to be controlled. There could be several

15  instances of this client connected and running throughout the system.

DEVICE MANAGER SITE CONTROLLER INTERFACES

Since the DMSC interface to various client applications, such as the DM GUI and the

DMCC supervisory system, it is desirable to present a consistent interface for all client
20 applications. This interface is defined as the DMSC Interface. Figure 16 illustrates the

main elements of the DMSC and the main interfaces to the DMSC.

DEVICE MANAGER SITE CONTROLLER INTERFACE

To allow client applications to perform monitoring and control actions with the DMSC, an
25 APl is defined that presents a consistent interface for all client applications that connect to

the DMSC. Client applications include:

@) Graphical User Interfaces such as the DM GUL.

(b)  Supervisory applications running at a central tier such as the DMCC.

(¢)  Command line driven debugging tools such as DM CLI.
30

DEVICE INTERFACE
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10 Used to enable the Device to ‘discover’ its DMSC before it can connect.

DEVICE CATEGORIES

From a Device Management perspective, there are two broad categories of devices, static

and roaming, examples of which are shown in Figure 17. A static device is always
15 associated with a physical location and tends to be in constant communication with the rest

of the system. Examples of static devices are station barrier gates and add value machines.

These devices are monitored continuously, alarms are generated if an operator needs to be

informed of a problem, and an operator can control each Device (or group of Devices).

20 A roaming device moves from location to location and communicates intermittently with
the system. Examples of roaming devices are buses, portable card analysers (as used by
inspectors). Roaming devices tend to be processed automatically by the system when they
connect and there is no need for an operator to control them. It tends to be important that
problems with roaming devices are summarized for later action but this can not be

25 assumed to be always the case.

A dial-up device is like a roaming device in that it communicates intermittently with the
system but is like a static Device in that it is associated with a fixed Site and that it requires
monitoring and control. The communications could be initiated by either end. A typical

30 example would be a small Point of Sale Device on a newsagent’s front counter.
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DEVI CE FUNCTI ONAL CATEGORI ES

More capable devices with sophisticated GUIs and operator interaction are found in ticket
office environments and are typically PC based. Card vending machines and automated

card processing machines are also PC based running Unix or Windows operating systems.

15
It is not possible for all devices to be capable of interacting directly with a DMSC without
some translation of protocol or behaviour taking place. It is intended that such translations
take place via a Device Adapter where all adapters implement a pre-defined interface to
ensure that the DMSC can successfully interact with them.

20

DEVICE FUNCTIONAL CATEGORIES
Devices not only differ by spatial and architectural capabilities, but also functional
capabilities based on the task they perform. For example, a gate in a station does not have a
Bank Note Collector (BNC) or an Electronic Funds Transfer (EFT) module but an Add
25 Value Machine (AVM) does, conversely an AVM machine does not have the concept of
Direction but a gate does. Therefore, when a Device Manager is interacting with an AVM,
they expect to be able to perform a different (but intersecting) set of functions than if they
were interacting with a Gate. This has an impact on the design of the DMSC and the
adapter interface, as the DMSC is extensible so that it can support a variety of device ‘
30 types, regardless of the device’s functional capabilities. Special considerations are taken

into account when the DMSC is controlling a group of dissimilar devices as an atomic unit.
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Functionality MPR Gate AVM OoCP
Auto Device Detection yes yes yes yes
Authenticate Device yes yes yes yes
Set/Get Device Mode yes yes yes yes
Get Device Details yes yes yes yes
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Get New Configuration Data yes yes yes yes
Take AR Snapshot yes yes yes yes
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DEVICE ADAPTER STRATEGY
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10  third party device, as shown in Figure 18.
FINANCIAL MANAGEMENT

A participant can perform one or more roles within the system (i.e. transit provider,
15 acquirer, clearing house, issuer). Any two participants can have a financial relationship or
service agreement in a MASS-based system. This relationship may be direct or via an
intermediary (e.g. a clearing house). The service agreement provides the service details
that a participant requires to operate in the MASS environment (e.g. Fee, Clearing,
Reconciliation). Subpackages provide a level of functional decomposition and allow the
20 financial management package to be visualised in the system as a hierarchy of package,
subpackage, service. The following list provides a brief description of the responsibility of

each subpackage.

Table 8: Financial Management Subpackages

Subpackage Description

Financial Core describes the core system of financial management
Clear describes the clearing of transactions for settlement
Reconcile describes the reconciliation of a cleared settlement

Fee describes calculation of fees

Cash Management  describes the managing of cash

Audit Register describes the collection and reconciliation of device audit




Tabl e 8: Financial Managenment Subpackages Subpackage Descri ption Fi nanci al
Core describes the core system of financial managenent C ear describes the
cl eari ngvod oz/emnsacti ons for settlenment Reconcile descri PEFAUNE00847
reconciliation of a cleared settlenent Fee describes calculation of fees
Cash Managenent describes the managi ng of cash Audit Regi ster describes the
collection and reconciliation of device audit WO 02/07071 PCT/ AU01/ 00847
-25- register Table 9: Financial Managenent Use Cases Title Calcul ate Fee
Reconcil e Audit Register Process Audit -B8gi ster Cl ear Between
Participants Reconcile Between Participants Reconcile Cash Transactions
Distribute Settlenent Data PerforaninanciaI End O Day FINANCI AL CORE 5
Financial Core is the core iem' for financial managerment; all financi al
participants_in a MASS basf%EY system use this subsystem 1t incorporates
the follow ng services: (a) distribution of settlenent data; (b) initiation

fi cial end of da rocessin Distribution of Settlenent Data
of finan y P Table 9: l%nanmal Management Use Cases

Title
Calculate Fee
Reconcile Audit Register

Process Audit Register

Clear Between Participants
Reconcile Between Participants
Reconcile Cash Transactions
Distribute Settlement Data
Perform Financial End Of Day

FINANCIAL CORE

Financial Core is the core system for financial management; all financial participants in a
MASS based system use this subsystem. It incorporates the following services:
(@)  distribution of settlement data;
(b) initiation of financial end of day processing.
10
Distribution of Settlement Data
All financial participants settle on the basis of transactions exchanged between them. The
clearing and reconciliation of a settlement is described in other sections. Both these

operations may require settlement data to be exchanged between the participants.

15
Distribution is controlled by configuration data stored in the system as defined in the
service agreements relating to settlement. Settlement may involve two distinct
configurations of participants, which require settlement data to be distributed differently:
1) Settlements are cleared and reconciled by a clearing house.

20 a) Transaction summary data for the business day to be settled are sent by each

participant to the clearing house.
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End of Day Process

Participant end of day rollover is processed in a Core Business Processing package

described below. The Financial Management package includes processes which may be
15 initiated by the end of a business day:

(a) settlement clearing, when performed locally rather than by a clearing house;

(b)  reconciling audit registers to transactions.

Financial Core End Of Day provides an interface to the Core Business Processing
20 subsystem, and determines from a financial participant’s configuration which processes in

Financial Management subsystems to invoke.

CLEAR

The clear subsystem provides the functionality to clear and settle accounts from one
25 participant (the payer) to another participant (the payee). This is an optional subsystem for

a participant.

Settlement Configuration
Settlement is configured based on a settlement agreement, which defines:
30 () what transactions are to be settled;

(ii)  the payer participant;



20 subsystem and determines froma financial participant's configuration
whi ch processes in Financial Managenent subsystens to invoke. CLEAR The
cl ear sulbyw@eremnrprovi des the functionality to clear and spCTA8IHESOUNL S
fromone 25 participant (the payer) to another participant (the payee).
This is an optional subsystemfor a participant. Settlenent Configuration
Settlenment is configured based on a settl enent agreenent, which defines:
30 (i) what transactions are to be settled; (ii) the payer participant; WO
02/ 07071 PCT/ AUO1/ 00847 -27- (iii) the-pdayee participant; (iv) the

partici pant which sends transactions; (v) the participant which receives
transactions. 5 Cearing Settlenents Between Participants is executed as
shown in Fige ' .determnes the itens that should be paid for
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participants’ business days.

Clearing is configured based on a clearing agreement, and related fee agreements.
Clearing begins with the acquisition of settlement transaction summaries, which are
15 produced by the transaction processor of the Core Business Processing subsystem. The
clearer sums the amounts to be settled, calculates fees payable by the payee to the payer,
and fees payable by the payer to the clearer and calculates a final settlement amount.
Where necessary the amounts are converted to the currency preferred by the payee (the
settlement payee and clearer). These summaries, totals and fees are combined to produce a
20 settlement report. The report is persisted. The settlement report is then authorised and
funds released for settlement. Settlement itself, that is the exchange of funds, is assumed
to be dohe on the basis of information exported to the participants’ general ledgers.
Settlement may be done partially, on the basis of summary total amounts, during the
business day. The cleared settlement is distributed.
25
RECONCILE
This subsystem provides the functionality for a participant (the sender) to reconcile a
settlement report it received from another participant (the payer). If there is an
inconsistency, the participant can raise a dispute, this is covered by claims management,

30 which manually resolves issues.
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one participant’s summary. The reconciler can arrange for these transactions to be sent

again. If a subtotal cannot be reconciled a configurable period after an itemisation query
15 has been sent, reconciliation is abandoned. The settlement is disputed and the participant

must resort to claims management.

If a settlement is fully reconciled the fees which apply to it are calculated, so that the fee
amounts that pertain to the sender’s business day are known.
20
FEE ‘
The purpose of this subsystem is to provide the functionality for a participant to calculate
the appropriate fees when clearing or reconciling a settlement. Fees are configured based
on a Fee Agreement attached to a Business Agreement under which settlement is being
25 done. Fees are based on the totals of transactions, as calculated in transaction summaries.
A Fee Agreement nominates a transaction summary and a formula to apply to the summary

to calculate the fee.

Calculating Fees
30 Fee calculation is invoked by a clearer or reconciler. The fee calculator locates the

transaction summary nominated in the fee agreement; this is attached to the settlement for



anounts that pertain to the sender's business day are known. 20 FEE The
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t o cal culve®e2/0tohe appropri ate fees when clearing or reconeCT/AUQL/@847
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in a babk

Cash Collection

A cash collector pulls a vault or removes a hopper from a cash device having arranged for

access via a PIN at the participant site. When the vault is removed the device generates a

vault pull transaction, which identifies the collector and the amount which the device has
15 taken since the vault was last replaced. The vault pull transaction is validated and persisted

by the transaction processor. The cash collector counts the cash and deposits it in a bank

account, as arranged with the provider.

Cash Reconciliation
20  Periodically a cash collector provides a statement to the participant detailing the amounts
removed from devices. The statement contains information that enables the cash controller

to reconcile the statement to the vault pull transactions.

AUDIT REGISTERS
25 Audit Registers provides the functionality for the reconciliation of device audit registers to
transactions processed by a participant. This subsystem is of use to a participant that

processes all transactions from a device.

Device Audit Registers
30 Devices contain registers which maintain counts and amount totals for transactions of

configured types for audit purposes. The registers are separately powered and should
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Audit Register Reconciliation
A participant may wish to reconcile audit registers to transactions processed. This may be
done as for an audit register as a read is received, for selected audit registers ad hoc, or,
most likely, for all audit registers at end of day. If reconciliation is done at end of day the
15  participant must arrange for AR Reads to be collected from all devices at end of day. The
participant would also be configured to calculate transaction summaries to match the audit
registers; that is, their instance of the transaction processor maintains a transaction
summary for each transaction type and each device.
Reconciliation involves:
20 (i) calculating the number and amount of transactions in an audit register, allowing for
‘wrap- around’;
(ii)  calculating similar totals for processed transactions from the same device and of the
same type;
(iii)  calculating similar totals for transactions which have not been processed because of
25 validation exceptions;
(iv)  comparing the totals;
(v)  alerting the system administrator to any inconsistency;

(vi)  persisting the reconciliation data.

30 OPERATIONS MANAGEMENT



registers; that is, their instance of the transaction processor nmaintains a
transaction summary for each transaction type and each device.
Reconci | ivedbwerornvol ves: 20 (i) cal cul ating the nunber anBCEADONG0SET
transactions in an audit register, allowwng for “wap- around' ; (ii)
calculating simlar totals for processed transactions fromthe sane device
and of the sane type; (iii) calculating simlar totals for transactions
whi ch have not been processed because of 25 validation exceptions; (iv)
conparing the totals; (v) alerting the sgstem adm nistrator to any

i nconsi stency; (vi) persisting the reconciliation data. 30 OPERATI ONS
MANAGEMENT WO 02/ 07071 PCT/ AU01/ 00847 -31 The Operations package all ows
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the participant to 1 nprove their services. t1ons genent
subsyst ein ebavioesoff emrrdtotsi e¥hd mformedtiontgathgrdiufomemenitapey bisiress operdtiensent s
that are of interest; it al so provides support for nonitoring selected 10
events and c&ﬁﬁ?)‘}%ﬁ% ﬁ@ﬁ‘i“qpﬁf“gt%’@ﬂoaﬁéh‘?ﬂpﬁ%ﬁ“ﬁ?e operations manager are
descri bed bel ow. Table 12: Operations Managenent Use Cases Title Sel ect
Operational Event Generate Qperational Event Mnitor QOperations

The Operations Management subsystem provides facilities for selecting business

operations and events that are of interest; it also provides support for monitoring selected

10 events and analysing them. Interactions with the operations manager are described below.

Table 12: Operations Management Use Cases

Title

Select Operational Event

Generate Operational Event

Monitor Operations

Analyse Operations

Maintain Business Operations and Business Event Configuration
Data

Create and Destroy Business Operation

Maintain Business Event Log

SELECTING BUSINESS EVENTS
15 Participants can select events they wish to record. There are groups of events for each
service (MASS subsystem) organised according to the initiating actor. A selection of actors

and typical operational events they can generate is shown in Table 13.

Table 13: Selected Actors and Typical Operational Events they can Generate

Actors Operational Events

Patrons Boarding and alighting from a vehicle

Operators Logging in and out, accessing screens



Anal yse Operations Miintain Business Operations and Busi ness Event
Configuration Data Create and Destroy Business Qperation Mintain
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events they wish to record. There are groups of events for each service
(MASS subsysten) organi sed according to the initiating actor. A selection
of actors and typical operational events they can generate is shown in
Tabl e 13. Table 13: Selected Actors and Typical Operational Events they can
Generate Actors Operational Events Patr®ms Boarding and alighting froma
vehicle Operators Logging in and out, accessing screens WO 02/07071

PCT/ AU01/ 00847 -32 Vehicles Changing | ocations, service interval reached
(froman o t ed
(f1om an odeaRyRr, T Ry ocihall LABCETAAR i3 LIS EASHRAC],
start clearing NCNIE@R&@@mBM@HMESS OPERATI ONS QOper ational data reported by
devices allQws real -tine dﬁi orlng of busi ness operations (depending on

t he communi foons IéFBﬁ%@; edS¥PIY nt er f aces al | ow system operators access
S to this ippf@ o] ' ake

i medi at e actléﬁﬁ%% ?gﬁgﬁﬁ Jﬁwgpg as sucEﬁgguggﬁéggyhgﬁwgﬁﬁiﬁﬁggh%gg al | ows
an operator to initiate real-tinme reporting which continues until the

o1 0] et - spé\%ﬁltbkeiﬁ&%pﬂﬁﬁ%@gﬁéﬁiew&{ Ea'péfsl i on. One Sconario is that

vehicles r étlothleﬂa{taE‘ H aﬂo éa‘?‘t %ﬁﬂérﬁle% s Q?Grﬁﬁbﬂ sd be

gat hered an presented S a g ograp |sp ay o ocatl on
al | ow oper ddepesding ondhntomhmunichtions I%tm:byb dsehederfaes alluve system operators access

5 to this information to allow, for example, a service provider to take immediate action to

remedy problems such as congestion. The use case allows an operator to initiate real-time
reporting which continues until the operator stops it. The level and type of real-time
monitoring is project-specific. Examples are:
(a) Vehicle Position. One scenario is that vehicles report their position along a route.
10 This information could be gathered and presented as a geographical display of
vehicle location, to allow operators to identify delays and reschedule routes
accordingly. Patron information could also be gathered to develop a profile of the
number of patrons carried on each vehicle. This information would allow
management to fine tune the fleet requirements.
15 (b) On Demand Services. Another scenario is to install devices at selected locations,
" that allow patrons to request rides. In this way services would only be provided
when requested rather than providing a service according to a timetable regardless
of the patronage. This means that resources would not need to be wasted by
services being provided on empty routes.
20
ANALYSING BUSINESS OPERATIONS
By using data recorded over an interval business operations can be analysed and trends
determined. These trends allow service providers to improve their business, for example,
by determining usage profiles of bus routes schedules can be optimised. The requirements
25 for analysis vary among participants; it is for this reason that it is the responsibility of each

project team to determine and design a solution. Examples of analysis are:
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university and student residences and analysis indicates that there is potentially
sufficient patronage at certain times of day to justify an express service.

15 (¢)  Employee Monitoring. If operators are identifed by the system, their performance
can be monitored. This data can be used to see if service timetables are being

followed by the operators.

MAINTAIN BUSINESS EVENT TYPES AND BUSINESS OPERATION TYPES
20  An operations manager can maintain (i.e. modify and update) configuration data pertaining
to the Operations Management system. This configuration data includes the configuration

of business event types and business operation types.

MAINTAINING BUSINESS EVENT LOGS
25 An operations manager can maintain and manage any of the business event data being
logged to persistent storage. Business logs need to be created, archived and deleted.

Business event log entries consist of business event data.

CREATING AND DESTROYING BUSINESS OPERATIONS
30 A user of the Operations Management package needs to create a new business operation,

or remove an existing one from the system.
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NI T O i NG-pyg Jocation could used for real-time operational monitoring.
This Use Case only provides hooks for immediate data processing; the rest of the design is
done at project level since the type of real-time information desired will vary between the

15 types of events in different projects.
PARTICIPANT MANAGEMENT

Participant Management is the configuration of a participant’s representation within a
20 MASS system. A participant’s representation in the system is defined through the
management roles they perform within their domain, through the resources they manage,
through the relationships with other participants and through the rules of their participation
in the system. Participant Management is also responsible for executing the business
arrangements between participants that allow the sharing of information between different

25 Dbusiness entities.

Table 14: Participant Management Use Cases

Title

Maintain Fee Agreement
Maintain Participant Details

Maintain Financial Exception Details
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PARTICIPANT MANAGEMENT MODEL
The Participant Management model is based on the management meta-model. The meta-
model provides a unified method for managing resources within the system. Figure 25
5 shows how the meta-model is applied in Participant Management.  Participant
Management is the management of the participant’s domain resources. Each participant
manager has it's own domain. Some domains can span other domains; e.g. all participants
can be in the domain of Central Authority. Management domains are defined by
management agreements. A management agreement between participants specifies the
10 participant manager, its role and management activities and the participants being
managed. Participants are the resources in the Participant Management. A participant that
is a managed resource in one domain may be a participant manager in another domain.
Figure 26 shows an example of the participailt configuration. The shaded circles represent
participant managers. The lines between circles represent management agreements
15 between participant managers and participants they manage. The ellipses around
participants represent management domains.
Participant Management defines the relationships between the participants, their roles and
services they provide and use. A participant manager will approve new participants, define
their roles and services associated with the roles and business agreements between them. A
20 participant can take on one or more roles. There will be a pre-defined set of roles with a
core set of services attached to them. The set contains the services that are usually
performed by a particular participant role. Participant management will allow reassignment

of one or more services to other participant roles. Each service is defined on the basis of an
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busi ness agsiablishes agarngetion tofbe pavice.ci pants in the 5 system As part of

t he managenent of the overall system Participant Managenment is responsible
for the navigation of the nanagenent systemto allow the identification of
services a&MANAGERe to a role whether it is across a domain or a single
node. Once h%rl}alrtfcli]g)a%tn }nanager is the actor responsible for the management of participants within

15 adomain.

ROLES

Participant Manager plays the roles of lﬁarticipant administrator and participant monitor.
20 MANAGEMENT ACTIVITIES

MONITORING
The aim of monitoring is to ensure that participants are adhering to defined business
standards. As a result of the monitoring process a participant can be reported to the Central
25  Authority for hotlisting. A hotlisted participant is excluded from participation. If their role
is essential fo the system then the other participants are reconfigured to accommodate for
the hotlisting. For example, if a participant in a role of Clearing House is hotlisted then the
activity of clearing has to be assigned to another participant. The Central Authority
normally cannot be hotlisted.

30
CONTROL



10 Managenent has all owed navigation to a service, then the System
Managenent conponent establishes a connection to the service. MANAGER The
parti ci pano omemager i s the actor responsible for the nanapevamdl/aig47
participants within 15 a domain. ROLES Participant Manager plays the
roles of participant adm nistrator and participant nonitor. 20 MANAGEMENT
ACTIVITIES MONI TORING The aimof nonitoring is to ensure that participants
are adhering to defined business standards. As a result of the nonitoring
process a participant can be reported to3yhe Central 25 Authority for
hotlisting. A hotlisted participant is excluded fromparticipation. If
their role is essential to the systemthen the other participants are
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The manafer®nt andintehdrice of alanapenent aglteereafts;ni ng t he nmanagenent domains in
the system ,Parti i pant agenent activities are: 5 (i) maintenance of
nmanagement (&gr eéﬂaéﬂttegﬁnceg?g)‘ PRES ABISFTAARIE of busi ness agreenents; (iii)

mai nt enancqiigf gﬂg&@eﬁ&g@%ﬁmﬁﬁfg}gﬂggﬁaﬁg;v) di stribution of configuration

data to the participants I managenent domain. 10
(iv)  distribution of configuration data to the participants in the management domain.

10
REPORTING
Reporting in Participant Management consists of creation and distribution of summaries of

participant activities in the system.

15 CONFIGURATION DATA
Configuration data (CD) defines the relationships between the participants, their roles in
the system, the rules of their representation in the system, and their domain of management
and influence. Participant CD includes
) Participant Details. Holds the information about a participant as a physical business
20 entity and identifies the roles they play in the system.
(i)  Participant Activities. Defines a set of activities which a participant playing a role
will perform in the system.
(iii)  Participant Agreements. Holds information about relationships between the
participants in the system. The agreements define the type of relationship, the roles
25 participants play in the relationship and activities involved in managing them.
Management agreement and business agreement are examples of such agreements.
Management agreement identifies management relationships between participants.
Business agreement identifies business relationships between participants and
services that participants provide and use.
30
Table 15: Participant Management Example



REPORTI NG Reporting in Participant Managenent consists of creation and
distribution of summaries of participant activities in the system 15
CONFI GURANO @M DATA Configuration data (CD) defines the rebPal/ADDBONSHES
between the participants, their roles in the system the rules of their
representation in the system and their domain of managenent and

i nfluence. Participant CD includes (i) Participant Details. Holds the

i nformati on about a participant as a physical business 20 entity and
identifies the roles they play in the syggem (ii) Participant Activities.
Defines a set of activities which a participant playing a role wll
performin the system (iii) Participant Agreenents. Holds infornmation
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USER INTERFACE

Participant Management will provide the user interface for the maintenance of participant

5 details, participants’ roles and activities associated with them, and relevant agreements.

MANAGEMENT INTERFACE
Configuration data detailing agreements between the participants forms the interface

between the participant manager and the participants.

10
RESOURCES
Participants are the resources relevant to Participant Management.
PATRON MANAGEMENT

15

The Patron Management package provides the functionality to maintain patron-specific
details at the back office. The data stored for each patron can be divided in to four
categories:
)] main patron details

20 (ii)) refund history



Participant Maintain Participant Participants Participant Details

Adm ni strator USER | NTERFACE Partici pant Managenent wi |l provide the user

i nt er f acavéd oz/otohe mai nt enance of participant 5 details, parnuei/qusut s’

roles and activities associated with them and rel evant agreenents.
MANAGEMENT | NTERFACE Configuration data detailing agreenents between the
participants forns the interface between the partici pant nanager and the
participants. 10 RESOURCES Participants are the resources relevant to
Partici pant Management. PATRON MANAGEMEBS- 15 The Patron Managenent package
provides the functionality to maintain patron-specific details at the back
office. The. data stored for each patron can be divided in to four

categori es: (112 ) Bmldebtpat ron details 20 (ii) refund history WO 02/ 07071
PCT/ AU0O1/ 00847 -39- (iii) bad debt (iv) autoload details Patron Managenent
consi sts of(ii neutpdea that can be divided into four subsystens. 5
Tabl e 16: Patron Managenent Use Cases Title Maintain Non-Card Patron
Details Mintain Patron Type Configuration Data Maintain Patron Details
at Back O fHatren Management consists of nine use cases that can be divided into four subsystems.

5
Table 16: Patron Management Use Cases

Title
Maintain Non-Card Patron Details

Maintain Patron Type Configuration Data
Maintain Patron Details at Back Office
Maintain Patron Refund History at Back Office
Enquire Autoload Bad Debt at Back Office
Process Autoload Bad Debt Event

Process Autoload Bad Debt Settlement

Process Autoload Application at Back Office
Process Autoload Approval at Back Office

Patron Management activity can operate at different levels within a scheme, from one
central patron system administered by a scheme operator to many separate patron systems
10  administered by card issuers or purse issuers. There are many possible configurations for a
patron system. For example, a purse issuer will want a bad debt history; a scheme operator
may only want to maintain patron details. Information regarding patron details and history
will be drawn directly from GUIs supplied by Patron Management use cases or from
transactions and events generated by Card Management and Purse Management.
15
KEY INTERACTION
The interaction between the various actors depends on the configuration of the Patron
Management system at deployment. However, the key actors and the possible interactions
can be seen in Figure 28. In addition to these interactions the Patron may contact the

20 holder of the main patron details directly to maintain personal details.



Mai ntain Patron Refund History at Back O fice Enquire Autol oad Bad Debt at
Back O fice Process Autol oad Bad Debt Event Process Autol oad Bad Debt
Settl emrewO oppwCESS Aut ol oad Application at Back O fice PeDagssodut ol oad
Approval at Back O fice Patron Managenent activity can operate at different
| evel s within a schene, fromone central patron system adm nistered by a
schene operator to many separate patron systens 10 adm nistered by card

i ssuers or purse issuers. There are nmany possible configurations for a
patron system For exanple, a purse issudb-will want a bad debt history; a
schenme operator may only want to maintain patron details. Information
regardi ng patron details and history wll be drawn directly fromGU s

suppl i ed byrFatco MAYRKGERRRNISERSACEQ@SEeS or from transactions and events
generated by Card Managenent and Purse Managenent. 15 KEY | NTERACTI ON The

interactio %ﬁ%@mdm@beﬁaﬁaﬂoméﬂ@t@gm@tdwm@lﬁom bysinesoactivifparspestivef t he
Patron Managenent system at depl oynent. However, the key actors and the
possi ble interactions can be seen in Figure 28. In addition to these
interacti orPsﬂthJ}?mmmENmylEcont act the 20 holder of the main patron
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parti ci {)ant may update a patron's record. However, where a patron holds a

personalised card the card may need to be present to update the details stored on the card.

Otherwise details stored at the back end will be out of synchronisation with the details

stored on the card itself. Business services provided within Patron Maintenance include:

)] creating patron types;

(ii)  creating patron records;

15 (iii)) reading patron records;
(iv)  updating patron records;

(v)  persisting card stored details to a back end data store;

(vi)  persisting non-card details to a back end data store.

20 REFUND MAINTENANCE
When either a card or purse refund transaction is generated it creates a refund history
record for a patron. A refund transaction can be of the following types:
(&)  refund transaction
(b)  delayed refund transaction

25 (c)  card retention voucher transaction.

Either Purse Management or Card Management produces the transactions at the front end.
Refund management business services provided within Refund Maintenance include:
(a) logging card refunds against a patron record;
30 (b) logging purse refunds against a patron record;
(©) querying the refund history of a patron.



10 personalised card the card may need to be present to update the details
stored on the card. OQherwise details stored at the back end will be out
of synchmwoabzetoron with the details stored on the card i PERAUNI/BE$T ness
services provided within Patron Mintenance include: (i) creating patron
types; (ii) creating patron records; 15 (iii) reading patron records;

(iv) updating patron records; (v) persisting card stored details to a back
end data store; (vi) persisting non-card details to a back end data store.
20 REFUND MAI NTENANCE When either a card4or purse refund transaction is
generated it creates a refund history record for a patron. A refund
transaction can be of the follow ng types: (a) refund transaction (b)

del ayed refund transaction 25 (c) card retention voucher transaction.
Ei t her Purse Managenent or Card Managenent produces the transactions at the
front end. PAERONBATEDERE MRAINTENANGESS servi ces provided within Refund
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bad debt h'lﬁ§t81rywallsin81li18@ta%qeasa qge patron ID, financial institution account holder details and
10 the amount of the debt to be settled. When the patron or account holder attempts to settle

the bad debt at an authorised load agent the load agent will be able to search the system
and recall all the bad debts associated with that patron or account holder. The patron will
not need to know their patron ID or the purse IDs they are responsible for because the
system stores all the personal details for the patron as well as which purses they have an
15 autoload relationship with. In practice the load agent could search on name and address or
on a financial institution account aumber or name. Business services provided within bad
debt maintenance include:
® creating patron records for non-cardholders where they are responsible for an
autoload facility;
20 (ii))  updating patron records for cardholders where they are responsible for an autoload
financial institution facility;
(iii) marking a bad debt against a patron responsible for the debt when an autoload fails;
(iv)  marking the partial settlement of a bad debt;
(v)  marking the full settlement of a bad debt;
25 (vi) blocking and unblocking purses.

AUTOLOAD MANAGEMENT

Autoload Management consists of the back office functionality required to support the

autoload facility on the purse. Business services provided within Autoload Management
30 include: |

(@  loading autoload facility details from an application;



history will include (at least) the patron ID, financial institution
account hol der details and 10 the anount of the debt to be settled. Wen

t he patrovooromegrount hol der attenpts to settle the bad BebnUat/omu

aut hori sed 1'oad-agent the |oad agent will be able to search the system and
recall all the bad debts associated with that patron or account hol der. The
patron will not need to know their patron ID or the purse IDs they are
responsi bl e for because the systemstores all the personal details for the
patron as well as which purses they haveqan 15 autol oad rel ati onship wth.
In practice the | oad agent could search on nane and address or on a
financial institution account nunber or nanme. Business services provided
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10 created for the account holder. The financial institution account record includes the

account number, account name and the purse ID (if known at this stage). If the account
holder is not an existing patron within the system a new patron record is created and a
patron unique reference is returned. The purse account manager submits the application to
the financial institution nominated by the patron in the autoload application (if the purse in

15 the application has not been hotlisted).

PROCESS AUTOLOAD APPROVAL
When the purse account manager receives approval from a financial institution in the form
of a service agreement, then the autoload functionality is ready to be enabled. The purse ID
20 and a purse relationship (for a new card) is added to the financial institution account details
highlighting that they are responsible for the autoload facility. The status of the facility is
set to approved. The patron is notified, including a voucher for presentation when
requesting the autoload facility be enabled for the purse. The patron takes the voucher to a
~ load agent where the details are loaded onto the card and the facility enabled.
25
PURSE MANAGEMENT

The Purse Management package administers the use of purses. Purses are physically
located on a card. A card can contain multiple purses and each purse will relate to a
30 particular purse. The provision of multiple purse issuers on a single card, requires the

Purse Management package to exist separately from Card Management, as it is possible for



be enabl ed on a purse. Wen an autol oad application is processed the system
checks to see whether the financial institution account hol der has an

exi stingveobpbdmad facility. If no matching account det ai PeT/AUe1/608¢Nnd t hen
a new financial institution account record is 10 created for the account

hol der. The financial institution account record includes the account
nunber, account nane and the purse ID (if known at this stage). If the
account holder is not an existing patron within the systema new patron
record is created and a patron unique réBerence is returned. The purse
account manager submts the application to the financial institution

nom nated by the patron in the autol oad application (if the purse in 15
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Managenent provides the foll ow ng services to the purse issuer and the
patron: predetermined value. The amount added to the purse is subsequently recovered
from the patrons bank account. A patron sets the autoload feature up by providing a

15 bank account from which funds added to their purse may be recovered.

Purse Management functionality is found at two distinct locations. Firstly the back office
which is the central repository for information about all issued purses. Back office
functionality includes:

20 (a)  Processing data about transactions performed by patrons using their purses. This
data allows the maintenance of individual purse account balances and transaction
histories.

(b)  Calculating and reporting on the purse issuer’s outstanding liability to service
providers by detecting and managing missing transactions.

25 (c)  Recovering autoloaded funds from a bank (or other financial institution).

Secondly the Front office, which is represented by the individual purse on a smart card.

Front office functions include:

@ Capturing transactions performed by a patron such as setting up a purse, buying a
transit ticket, adding value to a purse, and requesting a refund on the purse.

30 (b) Capturing autoload transactions that automatically add value to a purse.



5 (1) Managing a facility by which patrons can setup and use a purse to
purchase services. (ii) Mnitoring the purse issuer's overall liability by
managi ng wabpoemwat i on about individual purse accounts. ThPET/ANcl/ud¢s
recording a history of all purse usage at a transaction level. 10 (iii)
Aut ol oad facility managenent. The autoload facility elimnates the need for
patrons to manually add value to a purse on their card. The system
automatically adds value to a purse on their card when the bal ance of
funds on the purse falls below a predetddr ned val ue. The anount added to
the purse is subsequently recovered fromthe patrons bank account. A
patron sets the autoload feature up by providing a 15 bank account from
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i nf or mal® onmés wolammmlyt thanstemredrdatarist t he current bal ances) that is stored on
a patron’s (g)nar '[ngztz:(i1 ragi)ut transactions performed by a patron using their card at a device. This
data is transferred from the front office (device) to the back office (central
repository).
(b)  Information about hotlisted purses. This data is transferred from the back office

15 (central repository) to the front office (device).

Figure 29 gives an overview of the role of the Purse Management package within MASS.

The Purse Management package includes the following functional units:

(8  Purse Management Core — contains the back office functionality.

20 (b)  Purse Facility Management — contains the front office functionality.

(¢)  Autoload Facility Management. — contains the front office functionality for the
autoload facility. This includes automatically generating the add value transaction
when the patron uses their purse at a device.

(d)  Autoload Management — contains the back office functionality for the autoload

25  facility. '

This includes processing autoload applications from patrons and recovering autoload funds

from a bank. Table17 shows the use cases identified in Purse Management.

30 Table 17: Purse Management Use Cases
Title




Consi stency i s naintained between the information recorded about a purse on
the patron's 5 smart card and the information recorded about a purse in

t he cent vab 0z/eposi tory. As a patron nmay only use their pReBAUDYOgs#ESENt i Ng
their card at a device, the use cases defined for the Purse Managenent
package that cover front office activity are all abstract use cases that
are “included by Card nanagenent use cases. A Publish-Subscribe Subsystem
is used to transfer data between the front office (device) and back office
(central repository). The 10 nost commwdby transferred data is: (a) Data
about transactions perforned by a patron using their card at a device. This
data is transferred fromthe front office (device) to the back office
(central repositor -0 f aﬁ;@{f : t hotlisted purses. This data is
transferred fromthﬁ)i%oggﬁég#tpi% Lﬁgg@ﬁggal repository) to the front
office (device). FiManegPRPungihiadt an overvi ew of the role of the Purse
Managenent package wi t hi SS._ ~ The Purse Managenent package includes the
fol l owi ng functi onawrl}ﬁidl:gwr@%\?a]@ﬂ?"s?e Managerment Core - contains the back
of fice functionalitRecre0 MiNind fas8achagd | 1ty Managenent - contains the
front office functionality. (c) Autoload Facility Managenent. - contains
the front office fulaite-6€fEMissing Transagtionsaut ol oad facility. This includes

automatically genergtin he .add val ue, fran tion when the patron uses
their purse at a de 'OSQSQPtWﬁﬁtESB?t&i‘&aNEﬁ‘gbéﬁ&qt - contains the back office
functionality for th@ceddMissiad TratRadi@as! ity. This includes processing

aut ol oad applications frompatrons and recovering autoload funds froma

bank. Table 17 showddd Nelugde PurssetDevientifi ed i n Purse Managenent. 30 Table
17: Purse Managenen Title WO 02/ 07071 PCT/ AU0O1/ 00847 -45
Reconcile with Fi na%‘gcl&%ﬁm??logﬁ%tduti on Manage Fund Limt

Maintain Purse Details on Card

Delete Purse on Card

Enable Purse at Device

Enquire Purse Details from Back Office
Validate Purse Details on Card

Block Purse on Card

Unblock Purse on Card

Refund Purse at Device -

Deduct Value from Purse at Device
Process Blocked Purse on Card
Maintain Autoload Facility on Purse at Device
Autoload Purse at Device

Recover Autoload Funds from Financial Institution

PURSE MANAGEMENT CORE
All Purse Management Core functionality is back-office processing by the purse account
manager. This primarily involves:

5 (a) Processing data about transactions performed by patrons using their purse. The data
allows the maintenance of individual purse account balances and transaction
histories.

(b)  Calculating and reporting on the purse issuer’s outstanding liability to service

providers by detecting and managing missing transactions.



Wite-Of Purse Bal ances Recreate Mssing Transactions Wite-Of M ssing
Transactions Process Purse Transactions at Back O fice Process M ssing
Transact ivooe2/#mdl Val ue to Purse at Device Add Purse to Ce€OAWBi/oN8al n Purse
Details on Card Delete Purse on Card Enabl e Purse at Device Enquire Purse
Details fromBack O fice Validate Purse Details on Card Bl ock Purse on
Card Unbl ock Purse on Card Refund Purse at Device Deduct Val ue from Purse
at Device Process Bl ocked Purse on Card Maintain Autoload Facility on
Purse at Device Autoload Purse at Devi ed6Recover Autol oad Funds from
Financial Institution PURSE MANAGEMENT CORE All Purse Managenent Core
functionality is back-office processing by the purse account nanager. This
primarily involves: 5 (a) Processing data about transactions performed by

patrons using their purse. The data allows the mai ntenance of i ndividual
purse accolRROGESSHISE BMINSAGHEONS i on  histories. (b) Cal culating and

P 19, e rBHSAE iAo n TSR R bR s oY ol b

purse) at a device. For example fare purchase, add value, and refund purse. In some

5 circumstances (such as for a purse refund) patron device usage may be under the

supervision of a load agent. Some transactions are performed automatically at a device,

such as autoload — where value is added to the purse automatically, and block purse — if the

purse is hotlisted with the required action set to ‘block purse’. When a transaction is

performed the effect on the purse is recorded on the patron’s smart card. The details of the

10 transaction must be made available to the purse account manager to process. Processing
transaction data involves one or more of the following:

)] Update the purse account manager’s record of the patron’s purse so it is consistent
with the record on the smart card. This may involve such functions as increasing or
reducing the balance of the purse for the transaction amount, or recording that the

15 purse is now blocked.

(i)  Reimburse a participant with the transaction amount. This is for the case where the
patron performed a transaction involving purchasing a good or service with their
purse.

(iii)  Reconcile amounts paid to the purse account manager with amounts due. This is for

20 the case where the patron performed a transaction involving adding value to their
purse.

(iv)  Claiming funds from a bank, for autoload transactions.

(v) Removing a purse from a hotlist. This for the case where a purse is hotlisted and
the transaction data indicate that the appropriate action has now been taken. This

25 will happen because the patron has attempted to perform a transaction using the
purse at a device and the device has found the purse on a hotlist and has taken the

appropriate action.

PROCESS MISSING TRANSACTIONS
30 The process is initiated when the purse account manager end-of-day has been notified and

will manage missing transaction information. Purse transactions are transactions initiated



-46- PROCESS PURSE TRANSACTI ONS Patrons performtransactions with their
purse by using their smartcard (that holds their purse) at a device. For
exanpl e ve@ e2/pwrchase, add val ue, and refund purse. |In SOP€T/AH01/00847

ci rcunst ances (such as for a purse refund) patron device usage may be under
t he supervision of a | oad agent. Sone transactions are perforned
automatically at a device, such as autoload - where value is added to the
purse automatically, and block purse - if the purse is hotlisted with the
required action set to block purse'. Wdn-a transaction is perforned the
effect on the purse is recorded on the patron's smart card. The details of
the 10 transaction nust be made avail able to the purse account manager to
process. Pr ' I.on ' r the:

ol | ow ng: 9,5 Pousaotat S A Q" PARE R KALKE B 308, @ ariGodied O the pure,
purse so i taccount amhgdraatupdat tthe pateon masy. A\ anissipetratyactioncia radpur&hiransaetjon

i nvol ve such functions _as increasi or r.educing the bal ance of .t he purse
for the t rég%,ta@wérbaaﬁdﬁsﬁ@ recgpve éeggpa?%sefiﬁm&fwgmﬁ%wsfemageﬁn ¢ ed.
(i) Rei mbufss@ MiHabéC BfMinWVid@Brhifon HEUE ahiskiAg AMMHRbns TR SiclsSupd tHehe

case where the patron perfornmed a transaction Involving purchasing a good
or servif%e inforiatidreto copent sthe persistdd Rewsaotion endiporsatdatpaind emblesethp (pusse

t . wih ts dye. This is f 20 th wh th t
er for req TR REHiCD 151 TR IO Ris addF Ao Ao atast Tjek BRecs Pyesie
A ai m ng f ypMSactibR MBSk, onf Ldaif Halis BBchukE BRIBCIS B3Sing (HhsdB8MVdaAEhAndRUr S€

froma hotlist. This for the casé where a purse is hOtFISted and the

t ransact i oreveiytday iamdiresuttof phagessingtranspetiops.i at e acti on has now been taken.
This 25 will happen because the patron has attenpted to performa
transaction using the purse at a device and the device has found the purse
on a hotld i FURSEFACIBITYAMANAGEMENPpPr opri ate action. PROCESS M SSI NG

N O i 1S FSat o Bt Yol IS UESS SSCout g,

Purse Account Manager. This primarily involves capturing transactions performed by

patron using a purse such as setting up a purse, buying a transit ticket, adding value to a
purse, requesting a refund on the purse etc. As part of this, Purse Facility Management
15 functionality is responsible for maintaining purse information (such as the owner and the
current balances) that is stored on a Patron’s card. Purse Facility Management provides

the following functionality executed by the use cases.

ADD VALUE TO PURSE

20 Patrons can add value to a purse on their card by using an add value device. Value can be
added by way of cash, debit card, credit card or purse funds transfer. Before any value is
added to a purse, the purse is checked to confirm that it is not blocked and has not
exceeded the revaluation date. A transaction is created containing the details of the add
value performed by the patron, to transmit to the Back Office.

25 |
DEDUCT VALUE FROM PURSE
When a patron purchases goods or services from a service provider, the funds are deducted
from the purse at the device. The process determines if the purse is valid (ie. not hotlisted,
blocked or short of funds) before deducting the value from the purse. If the deduct value

30 has reduced the balance below the autoload threshold, then an autoload of the purse is

triggered. A deduct value transaction is created, to transmit to the Back Office.



wi || manage m ssing transaction information. Purse transactions are
transactions initiated WO 02/ 07071 PCT/ AU01/ 00847 -47 by a patron that
af fect awopze07Purse transactions are sent to and procesBeUADY1/¢ds8¢7 pur se
account manager to update the patron purse. A missing transaction is a
purse transaction that should have been received and processed by the
purse account manager. The purse account manager maintains information
about m ssing transactions and acts upon the 5 information to correct the
persi sted transacti on and purse data, andi8enables the purse issuer's
liability to be nonitored. The purse account manager nust process m ssing
transaction information on a daily basis because the set of m ssing
transactions can change every day as a result of processing transactions.
10 PURSE FACI LI TY MANAGEMENT Al Purse Facility Managenent functionality
covers " froADDJURSHe' type processing by the Purse Account Manager. This

primarily i apt uri.n ransac r me y tyr S|

bur se. suoh SSXRER BRIV i SRRREHBR R T S T A OB o
a purse, rggilRphddothe pueédadthenicvite dpurthén ednds aﬁﬁaﬂsaéttonon‘o thBiBuck FOffiee to
Facility Managenent 15 functjonality is respon5| bl e for maintaining purse

i nf or mat Ponindisaterthate nererwihbas bepriadded, aleng with thagatailse ddir HaskOffice Gregierd on

a Patron's Cid

functionali exgg%i{dzfg g?e @h%‘cﬁ%gl&ﬁl@%e??@@%ﬂ%%ﬁ%ﬁﬁﬁ&g&%ﬁﬁg@d& rb (l)lﬁ1 0gan
add val ue tmeaaqdurfsﬂae purst ixeidded athen the patbnds pmsmtldmmlvueadnatchmépui@aé cauld¢ an
be added b card, credit r purse funds_transfer.

Before any %%am%d it C@d@f&gtfg iekﬁg}ngesta%éetaaﬁ@iﬁi thER oA 6 SR 1ANE hat
it is not b&,ﬁ&{(&qid and has not exceeded the revaluation date. A transaction

is created containing the details of the add value perforned by the
patron, 100 transmt to the Back O fice. 25 DEDUCT VALUE FROM PURSE Wen a

Geducted VAN EARPRREEDETRINL “Geyi o, The procese determines if the purse
is valid (iThe MaintdiftPurstBélails process provides the facility to read purse details from a card
and to update specified parameters on the card. An update purse transaction is created
which indicates that the purse master record should be changed to reflect any changes.
15
DELETE PURSE
The Delete Purse function deletes the identified purse from the card and frees up memory
space to add other purses. Any value remaining on the purse is then be refunded to the
patron and the master record for the purse at the Back Office marked as the purse has been
20 deleted.

ENQUIRE PURSE DETAILS

Provides the facilities for accessing the Purse Account Manager’s database from a remote

location, such as a device with the facility enabled. The enquiries that can be performed
25 include:

1) purse details — displays all purse details, excluding the purse balances;

(i)  purse balances — displays the remaining value on the purse;

(iii)  purse refund — determines if the purse is refundable;

(iv)  purse transaction history — returns the last » transactions on the purse.
30

VALIDATE PURSE DETAILS



bl ocked or short of funds) before deducting the value fromthe purse. I|f

t he deduct value 30 has reduced the bal ance bel ow the autol oad threshol d,

t hen an awoot/omd of the purse is triggered. A deduct val PeT/AUANG®ELi on iS
created, to transmt to the Back O fice. WD 02/07071 PCT/ AUO1/ 00847 -48-
ADD PURSE This process is provided to dynam cally add purses to a card. The
Add Purse process or facility adds the purse at the device and then sends
a transaction to the Back Ofice to 5 indicate that a new purse has been
added, along with the details. The Back.-@htice creates a master record for
the identified purse. The add purse process can include the enabling of

the card, if the purse is added when the patron is present, however, a

batch of p o ?gg c ith the bl ogking,.status.set to
bl ocked, t#{éﬁ%? %Sgt%gg% ! f;lef‘r)l egéejsﬁélsgtf’e()gwr\mleeya&%ﬁ ? .aaﬁgﬁﬁfiﬁl‘%&%@c Al LS
The Mai nt aibte petfosred @i aplnse pichries:s provi des the facility to read purse
details frogma card. and to update specified paraneters on the card. An

update purd® tr g Satus < retups theursgpt Rlockingstatus.outh prsasenié blogked mast er
record shouyl¢ b 10 . .15 DELETE PURSE The Del ete
Pur se func;qlfoin glgﬁg?sgs&%ﬁ%ﬂ}]dﬁﬁbﬁ?%les pﬁﬁt@gﬂ(ﬁﬁgﬁﬁl’t he card and frees up
menory $p&in t asagtdiatt -hehechs in@disationydavahasee e raached) expiry ddiehdduios expitedt hen
be refunded to the patrglg and the master, record for the purse at the Back

Office marked aS" the PREFSIESHN bserysehpigin dicontisrklel RenpERIErof AP the
Provides the fagidipb} §SdalQbf AGHE 4SS b&iBre the plidé E%%ES _tﬁx?{ﬂgdz)ger' s dat abase
Wth the facifrty

froma renpte | ocation, "such as a device énabl ed. The
enqui ri es fivat cevialustiopperfiad erpiired 25checks toisiee if perjodoexpired;det ai | s - di spl ays

| r ils..excluding th rse hal ances,; .
all purse ?w?)t Al Withint valus ﬂml 1 check3o 3¢ce i remeﬂm%g value is above or below configured
10 limits.
PURSE BLOCKING

On presentation of a purse, the purse can be blocked and cannot be used for any future
transactions until the purse is unblocked. The patron is able to address the blocking status
15 by approaching a device and querying the status. The following processes can be
instigated, dependent on the blocking reason for the purse: M
(@  Unblock purse and settle bad debt — outstanding autoload bad debt is cleared before
the purse is unblocked.
(b)  Unblock purse used at hotlisted Add Value Machine — if the purse has added value
20 added at a stolen machine, then the purse value is corrected before being
unblocked.

PURSE REFUNDS
Checks to see if a purse is valid and is refundable, and then determines if an immediate,
25 delayed or voucher refund is applicable to the particular purse. An immediate refund can
be initiated when the amount to be received/paid has been agreed on. A delayed refund
may occur because:
® The refund value is above immediate refund limit.
(ii)  The patron disagrees with the refund amount.
30 (iii) The purse issuer does not permit immediate refunds.

(iv)  The purse remaining balance and the purse ledger balance differ.



(11) purse bal ances - displays the remai ning value on the purse; (iii)
purse refund - determnes if the purse is refundable; (iv) purse

transact ive@oid®rory - returns the last n transactions on paPAporess7 30
VALI DATE PURSE DETAILS WD 02/ 07071 PCT/ AU01/ 00847 -49 Provides the
facility for processes to obtain the status of a purse. The validation
which can be perfornmed on a purse includes: (i) blocking status - returns
the current blocking status, with a reason if blocked; (ii) hotlists -
determines if purse is currently hotlist@8- 5 (iii) usage data - checks
initialisation date has been reached, expiry date has not expired or the
purse has not been used within a configurable "non-use' period (i.e. the

nunber of days ofhdWitse MsQuidiadcaablb@ purse is regarded as expired); (iv)
reval uation period expired - checks to see if period expired; (v) wthin

value limts - checks to see if renaining value is above or bel ow
configured t ﬁ@@ﬁg%@g@@rm presentation of a purse, the purse
can be bl oc&égogdr)l CF%]%I(E e use or any future transactions until the
purse is unhiitoblad Facilite Maatgement Sunetibeality cadaine e fréret olﬁﬁcn:ﬁmmmliatfms the15
by approachi n ice_and qu ng the . status. The roces

o he f nerfdaf et TR and G aufiancsies sitetRingc e a8 vt RRabn Y

Unbl ock purifgpafsh o5 iHef e Alglbvice OUt st andi ng aut ol oad bad debt |s
cl eared before the purse is unblocked. (b) Unbl ock purse used at hotlisted

Add Val ue Machine if the purse has added value 20 added at a stolen

machi ne, rﬁgn\t].{]@mo&ﬁfs RbUEeAdIEIﬁP”eCt ed before being unblocked. PURSE
ecks

REFUNDS Ch 0 see | a pursei's valid and is refundabl e, and then
det er m nes THe maintaimeatoliaé facility is initiated at a device, when the patron’s smartcard can be

10 enabled, updated or disabled. The processes performed by the maintenance function
include:
O enable autoload — enables autoload facility and sets the value to be added;
(i)  update autoload value — checks that the autoload facility is enabled and then sets
the new autoload value;
15 (ii)) disable autoload — changes the autoload status to disabled;

(iv)  suspend autoload — suspension can be temporary, for a specified time interval.

AUTOLOAD PURSE
Automatically adds value to a purse, when a deduct value transaction causes the purse
20 value to fall below a pre-determined limit. The value added to the purse can only be
monetary, but other forms of autoload can be introduced at later stages, for example multi-
trips. Checks the previous autoload to determine if the next autoload is within a configured
minimum autoload interval, i.e. the autoloads have been too frequent (these are limits
which can be applied by the purse issuer or the patron).
25
AUTOLOAD MANAGEMENT
Autoload Management consists of the back office functionality required to support the
autoload facility on the purse, and includes a function to Recover Autoload Funds from a
Bank. The function operates when a purse issuer needs to recover autoload funds from a bank.
30 The process starts on a daily basis after a purse issuer’s end of day processing. Patron bank

and account number details are retrieved from the central repository for each autoload



25 del ayed or voucher refund is applicable to the particular purse. An

i medi ate refund can be initiated when the anmount to be received/ paid has
been agr eedopero7A del ayed refund may occur because: (i) RarAvef/ewnsd7 val ue
is above immediate refund limt. (ii) The patron disagrees with the refund
anount. 30 (iii) The purse issuer does not permt imediate refunds. (iv)
The purse remai ni ng bal ance and the purse | edger balance differ. WO

02/ 07071 PCT/ AU01/ 00847 -50- (v) The purse has autol oad enabl ed. AUTOLOAD
FACI LI TY MANAGEMENT Aut ol oad Facility Maddgenent functionality contains the
front office functionality for the 5 autoload facility. This includes
automatically generating the add val ue transaction when the patron uses

their pur setrgfsaciodproceBsedVAl BN oA hutENFdrldadl batile toan Adrdéd formnaohtond

facility is initiated at a device, when the g_gtron's smartcard can be 10

enabl ed, upfatdetsrminedituaghwithin cak spitlowertsday. Jhe izeneraigd diansasiondilniseseah i
function 'tﬂgbéeﬂgélaé{g?agf%?@&a utol oad - enables autoload facility and sets

the value to updat e autol oad val ue - checks that the
autoload facility is enabled and then sets the new autol oad val ue; 15
(1ii1) disable autol oad - changes the autoload status to disabled; (iv)
suspend utWT@ﬁ %JQGP{errporary, for a specified tine
interval . Adhtd @téuntiRIhe Hlilse BRouREMhageF sl fechRl Hfa lidivAdiRe Irpﬁﬁon’%ﬁﬁe.al“he

deduct val ue transaction causes the purse 20 value to fall below a
pr e- det er mideéadlsforrgach piise agepunidnelddesd to the purse can only be nonetary,

but other f of . aut-ol oad _ecan be iRtroduce t |ater ages, far exanple
mul 1 vri 0 PRg i FR R ab RS, ] Bl w1 RIS il AP
aut ol oad is wirdchide patre® friforgnstiefl sudh Ribabkingde@il@ad interval, i.e. the
aut ol oads have been too frequent (these are limts

10 ) The current balances on the purse: remaining value, deposits and bad debts.

(c) A transaction history of transactions performed affecting the purse.

A purse transaction is the effect on a purse as a consequence of a transaction by a patron
using their smart card.
15 ‘
A missing transaction is a record of a purse transaction whose effect has been recorded
against the purse on the patron’s-card but whose associated transaction has not yet been
‘received and processed by the Purse Account Manager. All purse transactions have' a
purse transaction sequence number that is recorded against the purse. Purse transaction
20 sequence numbers are sequential within a purse. A gap in purse transaction sequence
numbers indicates one or more missing purse transactions. A missing transaction has a
date. The date is an estimate of the Purse Account Manager’s business day that the

associated transaction should have arrived for processing.

25 A late transaction is a financial transaction that has arrived for processing and whose
associated purse transaction is recorded as missing. A late financial transaction’s

associated purse transaction is no longer marked as missing.

An expired transaction is a late transaction that turns up for processing a (configurable)

30 number of days after its associated missing transaction date. No physical reimbursement to



whi ch can be applied by the purse issuer or the patron). 25 AUTOLOAD
MANAGEMENT Aut ol oad Managenent consists of the back office functionality
requi redwoozupport the autoload facility on the purse, ROUDAUNDOOSdES a
function to Recover Autoload Funds froma Bank. The function operates when
a purse issuer needs to recover autoload funds froma bank. 30 The process
starts on a daily basis after a purse issuer's end of day processing.
Patron bank and account nunber details are retrieved fromthe central
repository for each autol oad WO 02/ 0707%5RET/ AUO1/ 00847 -51 transaction
processed. A transaction file is created for each bank to an agreed fornmat
at a pre-determned tine within each settlenent day. The generated

transact i onhé hbduided seRde providbhRillBRadd for tCarA@in® 8Fthe AaBdctior bELdRSEt has
MANAGEMENT TERM NOLOGY A purse account is the purse account manager's

record of aeendiissingi@r tgsalongn' s purse. The details for each purse account
include: (a) Purse identification information. This wll include a unique
ID for the purse and may include patron information such as banki ng

details. 10A (Fahd TheitGy asQbiatedalians Parse MdchentMaseer’s BHEhéss gy, VEHeURnd limit
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cover these claims. The system maintains » fund limits, one each for n contiguous purse

account manager business days.

Fund Limit Maintenance Days (FLMD) is the number of fund limits maintained — typically
15 30.

Transaction Expiry Days (TED) is the number of days that a missing transaction may be
recorded as missing before its associated transaction will be considered expired if it turns
up for processing.

20 TED>FLMD

A recovered transaction is a financial transaction that has been recreated by the purse
account manager because the original financial transaction has not turned up for
processing. Only add value type financial transactions are recovered. The purse transaction
25 associated with the original financial transaction has been recorded as a missing
transaction. The recovered transaction is created a (configurable) number of days after the
missing transaction date. Once a financial transaction is recovered its associated purse

transaction is no longer marked as missing.

30 Recovered Transaction Types is the set of financial transaction types that may be

recovered. The set will typically comprise Add Value and Autoload.



date. The date is an estimate of the Purse Account Manager's busi ness day
that the associated transaction should have arrived for processing. 25 A

| ate trame@ordmm is a financial transaction that has arripemaAlor/og8eocessi ng
and whose associated purse transaction is recorded as mssing. Alate
financial transaction's associated purse transaction is no |onger marked
as mssing. An expired transaction is a late transaction that turns up for
processing a (configurable) 30 nunber of days after its associated m ssing
transaction date. No physical reinbursem@dt to WO 02/ 07071 PCT/ AUO1/ 00847
-52 the acquirer! service provider wll be nade for the anmount of the
transaction because it has been mssing for too long. A Fund Limt is
associated with a Purse Account Manager's business day. The fund limt 5
for a day is the net value of: (a) clainms that nmay be made against the
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[ d .- J h houl d
een pr oceduan s epuapt R bE T inE Bk eBfentd, FRBRE B At By BEdRye™

These ni ssiasgnitsingbefoiel the assoEiytet tafsaotiordds récovadedr date. Therefore, the fund
10 limt reH{]Ss ts the anount of funds that the purse account manager nust
‘set aside’ 3MP t hese clains. The systemnmaintains n fund limts, one
each for n contiguous purse account manager business days. Fund Limt

Mai nt enance Days (FLMD) is the nunber of fund limts maintained - typically
15 30. Tr arSetitedi CainESpivioe doayiders WilD)claim aghigstrtherpearse aécotiay mahdpaf for amougisng
transacti on ma.é b(g r.ecgrd?d aﬁi@flﬁ ssing before i1ts assocjated transaction
will be corfSPHESTES oxng but 19t which g rpimburserhent has Jicen apadg. A glaimrmelates|typ A

recover ed fRRSAC fraNactichstfdr! J‘%E&Jiﬁé Ja&.aﬁ‘ﬁ@?ﬁﬂa@&?f 'ﬁ%hsai&ﬁﬁn’@ea%@oc‘ia?%d gfi’& ed by
the purse account manager because the” original tinancial transaction Fas
not t urHed tapsdctions wilblzays bbﬂgtec@i?@’ asissing|tragsdctipes By tha porsalacdduatmanigenns
are recoverIey%icai[}b,eapcue;lﬁ_eeﬂ E:lraﬁrrl] Sx%gr}algggent authority will process all claims. Claims are
approved or otherwise based on fund limit information provided by purse managers.
Claims approved by the claim management authority are referred to as settled claims. The

purse issuer is liable to pay the claimed amount.
15

SECURITY MANAGEMENT

The intention of the security use case package is to provide the following features of the
20  security framework:
(@)  Access control and user management;
(b)  Cryptographic services: algorithms;
(@) Cryptographic services: key management;
(d)  Data Security Module (DSM) administration.
25
The security package is divided into a set of sub-packages. Each sub-package is a grouping
of use cases with related security functionality and are listed below:
6] Security Toolbox
(i) Link
30 (iii) User Management
(iv) Key Management



25 associated with the original financial transaction has been recorded as
a mssing transaction. The recovered transaction is created a

(confi guvadb®)7omunber of days after the m ssing transactpPOVAGat/@84TNCce a
financial transaction is recovered its associated purse transaction is no
| onger marked as m ssing. 30 Recovered Transaction Types is the set of
financial transaction types that may be recovered. The set will typically
conpri se Add Val ue and Autol oad. WO 02/07071 PCT/ AU01/ 00847 -53

Transacti on Recovery Days (TRD) is the nggber of days that a m ssing
transacti on whose associated transaction type is in the set of Recovered
Transaction Types may be recorded as mssing before the associated
transacti orksv'?s r EGAYEHE ManReetinnt < FLMD Settled G aim Service providers wll
cl ai m agai nst the purse acesun manager for anmounts considered ow ng but
for which n@i) ei GdnfigaestivntDdtaSerbresn nade. A claimrelates to financial
transactions_ for_a specjfic day. The financial transaction's associated
purse 10 t rHSadPatafecupity ModylecMaragsmertcor ded as ni ssing transactions by

t he purse account manager. Typically, a central clai mmnagenent authority
will process all clainms. Clains are approved or otherw se based on fund
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managenent gut hority are referred ettled clains. The purse issuer
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of the security use case package is to provide the follow ng features of
the 20 security frarrevxork:TﬁSD?) Access control and user managenent; (b)
Crypt ogr aphi ¢ services: al gable HrSecyrsy Mampgensent &fshiCaseser vi ces: key

managenent; (d) ATES i

Maintain Security Key

Distribute Security Key

Log-On To System

Maintain User Permissions
Log-Off from System

Get User ID

Verify User ID

Maintain User Account

Generate Security Key Certificate
Verify Security Key Certificate
Revoke Security Key Certificate
Archive Security Key

Restore Security Key

Verify User Permissions

Register with Certification Authority
Initialise Data Security Module

Maintain Security Key Table

10 GENERAL SERVICES SUB-PACKAGE
This sub-package contains use cases that provide the general purpose cryptographic
algorithms. It also provides a number of supporting algorithms necessary to support the
other sub-packages. All of the other security sub-packages are dependent on the



The security package is divided into a set of sub-packages. Each

sub- package is a grouping of use cases with related security functionality
and are Iwa@omadobel ow. (i) Security Tool box (ii) Link 30 pCT/Ap01/s0847
Managenment (iv) Key Managenment WD 02/07071 PCT/ AU01/ 00847 -54- (5)
Certificate Managenent (vi) Configuration Data Services (vii) Data Security
Modul e Managenent 5 Each sub-package is described in detail in the

foll owi ng sections. The Security Managenent use cases are listed in Table
18 bel ow. Table 18: Security Managenent.gse Cases Title Maintain Security
Key Distribute Security Key Log-On To System Maintain User Perm ssions
Log-Of from System Get User ID Verify User ID Maintain User Account

Secar  ty KejHedsdtihayiaed By iR ploialE b Tl it SRt B bR Bgm I Ty
User Per m sgiyqaskage within MASS may also directly include the use cases prov1ded by thJs sub-
package. This package provides the following functionality:
) Data encryption and decryption;
5 (i) Message digest generation;
(iii)  Digital signature generation and verification;

(iv)  Message Authentication Code generation and verification;

Each use case contained in this sub-package is described in detail in the following sections.
10
DATA ENCRYPTION AND DECRYPTION
The purpose of data encryption is to limit the observation of data messages within the
system to a set of trusted parties. The act of encryption transforms a clear-text message
into a corresponding cipher-text message. The act of decryption performs the reverse, i.e.
15 transforms a cipher-text message into its associated clear-text (or plain-text) message. Any
observer who wishes to decrypt a cipher-text message must have the specific secret key to
do so. Data encryption alone does not provide any level of assuredness of the integrity or
authenticity of a data message. An adversary can tamper with a cipher-text message to
produce an associated unknown, but potentially damaging, plain-text message. The proper
20 use of message digests, message authentication codes, or digital signatures are used in
conjunction with encryption if data integrity and authenticity is required in addition to
privacy. Data encryption also does not provide any protection against an adversarial
replay attack, which involves an adversary capturing a cipher-text message and falsely
submitting the message at a later date. MASS uses techniques such as time stamps and
25 sequence numbers to limit the timeliness of messages in the system and prevent replay

attack.

MESSAGE DIGEST GENERATION
A Message Digest is a fixed-length hash of an arbitrary message generated by applying a
30 collision resistant one-way function. Message Digests have the following properties:

(&)  Itis easy to generate the message digest for any given message.
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Mai ntain Security Key Table 10 GENERAL SERVI CES SUB- PACKAGE Thi s

sub- package opamnrai ns use cases that provide the general pR€DPATR1/00847
cryptographic algorithns. It also provides a nunber of supporting

al gorithns necessary to support the other sub-packages. Al of the other
security sub-packages are dependent on the WO 02/ 07071 PCT/ AU01/ 00847 -55
functionality provided by this package in order to provide their own
services. However, any package within MABS may al so directly include the
use cases provided by this sub- package. This package provides the
followng functionality: (i) Data encryption and decryption; 5 (i)
Message di t rAbd bt obally Wl ' t T e [ :
verification; (?@?gl\/‘ggﬂ aghgo%l%};h)enrf%s?a{%?%ng%&%ﬁ% gelﬁeesrga [ gﬁ{ gﬁ%@g%ﬁ?i %15%1} on;
Each use case conessageedigest. t hi s sub-package is described in detail in the

follow ng sectiaons. 10. DATA ENCRYPTI ON AND DECRYPTI, Th urpose of data
encrypt 1 on G5 t of O, 31Vt EWR HASEEF Aty EFPBHRRRLY (EEsigE<Ovach HIgLEHcmospes om
to a set of trusqgH tHaebbihRessadd§ sidfé tHRfsaRB eHekiok Aihektt ansforns a cl ear-text
nmessage into a correspondi ng ci pher-text nessage. The act of decryption

perfornsdthe reverse, i.e. 15 transforns a ci pher-text message into its
associ at ed ar - t.ex r i n-text) nessage...Any observer .who wi.shes to
doorypt o dpiare VKT HELell Q' RubA i in SUSH Hal Seth g o
Data encryption al one does not provide any |evel of assuredness of the
integrity or. authenticity of a data messaﬂﬁi.I An adversary can tanper with

a ci pher - t SMOTHRL SHHRA EOERALIGN AU YERBIEATEMknown, but potential Iy
damagi ng, phd Bnb&ptlof WERRAS; I{aﬁes BARRS a30vd o a%nééﬁ?%a&echg iR andBRS20€

aut henti cation codes, or digital ghatures are use conj u on wth
encrypt i®n duthedticity pharegrbitrary alath messhgmDatd injegridy ieplissrtbat the medshige ihas nbo
been modified since creation. Data authenticity implies that the origin, or creator, of the
message can be ascertained. The use of digital signatures limits the modification and
injection of data messages within the system. Digital signatures also have a validity period
associated with them that limits the replay of captured data messages outside of these
15 bounds. Digital signatures in addition prevents the repudiation (denial of creation) of a data
message created by an entity within the system. Digital signatures are implemented in
MASS by the use of asymmetric cryptography. The creator of the digital signature signs
the data message using the private key of an asymmetric key pair. The private key is
created by and known only to the signer. The verifier of a digital signature uses the public
20 key component of an asymmetric key pair to ensure that the attributed author did actually
create the message. In order for a verifier to have confidence in a digital signature, the
public key component is distributed in a trusted manner. The sub-package Certificate
Management includes associated use cases. The verifier does not need to ensure the
privacy of the public key component within the system, but ensures its integrity. Digital
25 signatures are relatively slow to create and are large in size compared to Message

Authentication Codes.

MESSAGE AUTHENTICATION CODE GENERATION AND VERIFICATION

A Message Authentication Code (MAC) is used to provide a level of assuredness
30 associated with the integrity of an arbitrary date message. A MAC is generated by

symmetrically encrypting the message digest for any given data message. Only the holders



privacy. Data encryption al so does not provide any protection against an
adversarial replay attack, which invol ves an adversary capturing a
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function. Message Digests have the foll owhg properties: (a) It is easy to
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si gnat ure USSERMENRGEMENT SUB-PACKAGE -

This sub-package contains use cases that provide support for access control and user

o

management. This package provides the following functionality:
15 @) user account management;

(i)  user log-on and log-off;,

(ili)  user identification;

(iv)  user permission management.

20  User management is associated with a security domain and must cater for a heterogeneous,
distributed architecture, rather than a simple localised model. Each use case contained in

this sub-package is described in detail in the following sections.

USER ACCOUNT MANAGEMENT
25 The security framework requires the ability to create, read, update, and delete user
accounts in the system. This includes defining the times that the user may access the

system.

USER LOG-ON AND LOG-OFF
30 The security framework requires all users to log on to the system prior to accessing any

service. The log-on process enables the user to be authenticated and identified by the



20 key conponent of an asymmetric key pair to ensure that the attributed
author did actually create the nessage. In order for a verifier to have
confi denaeobnom7di gital signature, the public key conponeat/Ausi/eisst ri but ed
in a trusted manner. The sub-package Certificate Managenent includes
associ ated use cases. The verifier does not need to ensure the privacy of
the public key conponent within the system but ensures its integrity.
Digital 25 signatures are relatively slowto create and are large in size
conpared to Message Authentication Code$§8-MESSAGE AUTHENTI CATI ON CODE
GENERATI ON AND VERI FI CATI ON A Message Aut hentication Code (MAC) is used to
provide a | evel of assuredness 30 associated with the integrity of an
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aut hentication. Mitual authentication is required to establish trusted
comuni cation between two distributed obj ects on an authenticated I|ink.
The aut hentiga IoENTISICRa$64 on the proof of know edge of a shared secret.
As part of the authentication process, session keys are generated which
can subsequstsequrisy fragsavorlonends to be able to detenyring the usent 4seodiated wyth allmequestsvacy

10 of all bseguent .nes es . durjng the lifetine.of the session., USER
VANAGENENT TE B FHCIREESS 118 STHiEh s oo he SPROPHAE PEHOsSon sk O g bomine
support f orwlageess %&_am.t tbollega@_d OfRfia AORAIRIRREess kD the RYGKMIQICRI BVWEERert he
follow ng functionality; 15 (i) user account managenent; (ii) user |og-on

and | ogl®f fPasswards are gegauired gobr ritered o1 ofher ididgta needs toghervalidatedn” managenent .

USER PERMISSION MANAGEMENT
The security framework maintains a permission list associated with every system object. A
permission list is used to determine what requests for services can be granted to a

15 particular user of the system.

KEY MANAGEMENT SUB-PACKAGE
This sub-package contains use cases that provide support for the key management facility,
except for certificate management. This package provides the following functionality:
20 (D) key generation,
(i)  key distribution;
(iii)  key storage and access;
(iv)  key revocation;
(v)  key archival and restoration.
25

Each use case contained in this sub-package is described in detail in the following sections.

KEY GENERATION
Cryptographic keys in the system are managed via sets referred to as tables. The security

30 framework is able to securely create, read, update, and delete security keys tables for all



20 User managenent is associated with a security domain and nust cater for
a heterogeneous, distributed architecture, rather than a sinple |ocalised
nodel . Eaxboue®w7case contained in this sub-package is deBcTiabedoasu det ai |
in the follow ng sections. USER ACCOUNT MANAGEMENT 25 The security
framework requires the ability to create, read, update, and del ete user
accounts in the system This includes defining the tines that the user may
access the system USER LOG ON AND LOG OFF 30 The security franmework
requires all users to log on to the systéf-prior to accessing any service.
The | og-on process enables the user to be authenticated and identified by
the WO 02/ 07071 PCT/ AU01/ 00847 -58 system This allows the systemto
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franmework nagds ¢SC RAdabwAter Reglet er m ne the user associated with all
requests_ for system services. The system then accesses the appropriate
per mi ssidn ({i)st link aytheatiedtion keythet her to grant to request. Criteria are set
for access to the system such as whether 10 passwords are required to be
entered or other id data needs to be validated. USER PERM SSI ON MANAGEMENT
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oy mes % s TR b8 e B A S U5 i
MANAGEMENT gl BePakAees Tt %oﬁ?fbf‘nﬂ?& HRGCpAPRYAKRY tBRs GRS %%?éiﬁ'&éd RE ViAG

support for the key nmanagenen acility, except for certificate

managenkht .Confiiguratian iRaje that dwes dss spdsial frequinwienty of needing talbeteperypted during
transport.

KEY STORAGE AND ACCESS
The security framework is able to store all security keys in the system in a secure manner
15 that does not compromise their privacy. In addition, the framework ensures that only

authorised users have access to the services associated with each key in the system.

KEY REVOCATION

The security framework is able to revoke any compromised key in the system. The
20 revocation process is achieved via the distribution of new key tables that explicitly to do

not allow compromised keys to be used in the system. The Certificate Management Sub-

Package handles revocation of public key certificates.

KEY ARCHIVAL AND RESTORATION

25  The security framework is able to securely archive and restore all security master keys for
the purpose of disaster recovery. Key Verification Codes are used during the restoration
process to verify that the content keys have not been corrupted during distribution, storage,

or manual entry. Failure to verify this implies that the key has been corrupted.

30 CERTIFICATE MANAGEMENT SUB-PACKAGE
This sub-package contains use cases that provide support to manage security key

certificates within the system. This package provides the following functionality:



20 (i) key generation; (ii) key distribution; (iii) key storage and
access; (iv) key revocation; (v) key archival and restoration. 25 Each
use casewont/@aioned in this sub-package is described i n depai/AubHoUSBKHE
foll owi ng sections. KEY GENERATI ON Crypt ographic keys in the systemare
managed via sets referred to as tables. The security 30 framework is able
to securely create, read, update, and delete security keys tables for al
WO 02/ 07071 PCT/ AU01/ 00847 -59 identified key types in the system This

i ncl udes both symretric and asymmetric k&ép- types. The security framework
currently supports the follow ng key types: (i) CSC card keys; (ii) CSC
reader-witer keys; 5 (iii) link authentication keys. KEY DI STRI BUTI ON

The securi t()é%f r%méaﬁohahﬁ?ﬁgiﬁﬁigﬁatﬂinﬁ ribute all security keys in the

systemin a Secure nanner oes not conpromnise their privacy. Key

t abl es are @ynsiaetifechtagenktsfitn add veifidationsr at i on Data that has the speci al
requi rement, of needing to be encrypted during transport. KEY STORAGE AND
ACCESS The @Ecur‘?ef‘}ﬁ‘f SIUREAIRN s able to store all security keys in the
systemin a secure manner 15 that does not conprom se their privacy. In
addition, the framework ensures that only authorised users have access to
t he ser vh ceSecagtyokent eedtifidatds ewecrequizgd itn ¢risures fisat epnblik EkeyREVOEATINGN of han
security franewor

20 evosat | BPRBLLES Pt GeifReiBHes o P S BR R nar oPhe e ke
that expli ciftgublié Reyi®etween two Key Managers in the system uses a mutually trusted third party
known as a Certification Authority. The Certification Authority produces a security key
certificate for each public key that is submitted to it from a known Key Manager. Any
10 other Key Manager in the system can then use this certificate to prove that the public key
can be trusted to belong to its attributed owner. Each use case contained in this sub-

package is described in detail in the following sections.

CERTIFICATION AUTHORITY REGISTRATION

15 A system Key Manager registers with a Certification Authority before the CA generates
any certificates on behalf of the Key Manager. This is required to establish a trusted
mechanism for the submission of public key components from the Key Manager for -
certification by the CA.

20 CERTIFICATE GENERATION AND VERIFICATION
When a Key Manager Generates a new asymmetric key pair and wishes to distribute the
public- key component, the public key is submitted to the CA to have an associated
certificate generated. When another Key Manager needs to verify a digital signature using
the public-key component, the public-key is first be verified to be authentic by verification

25 against its certificate.

CERTIFICATE REVOCATION

In the advent that the private-key component of an asymmetric key pair has become

compromised, the associated public-key is revoked from the system. If this is not done
30 then malicious data can be introduced into the system. The CA revokes the public-key by

the CA creating a new entry, and subsequently distributing, its Certificate Revocation List.



not all ow conprom sed keys to be used in the system The Certificate
Managenent Sub- Package handl es revocation of public key certificates. KEY
ARCHI VAL wWOlDz/REBSBTORATI ON 25 The security framework i s abl BCT/AUSBE@SHE] v
archive and restore all security master keys for the purpose of disaster
recovery. Key Verification Codes are used during the restoration process
to verify that the content keys have not been corrupted during

di stribution, storage, or nmanual entry. Failure to verify this inplies
that the key has been corrupted. 30 CERTOFr CATE MANAGEMENT SUB- PACKAGE Thi s
sub- package contains use cases that provide support to nmanage security key
certificates within the system This package provides the follow ng
functionality: WD 02/07071 PCT/ AU0O1/ 00847 -60 (a) certification authority

registratio certlflcateﬁeneratlon and verification; (c) certificate
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Key l\/anagerdesem,)édl,gloqx_ her Key Manager in the systemcan then use this
certificate to prove that the public key can be trusted to belong to its
attributed owner. Each use case contained in this sub- package is described

in detail d?ﬁ'ﬁiﬁ @BSEJI{%%, | TY REG STRATI ON
15 A system Key ﬁéna%lg reglﬁs eﬂrﬁ%‘i‘wl\{% %I on Aut hority before the
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CERTI FI CATRsdolifd dighdN SiandFeRVerffddtiéNis the process of ensuring on receiving new
Configuration Data, that the CD item matches its associated digital signature.

DATA SECURITY MODULE MANAGEMENT

15 This sub-package contains use cases that provide support to manage Data Security
Modules (DSM) in the system. A DSM is a system component that provides secure storage
of cryptographic keys and all associated services based on those keys. A DSM should be a
physical tamper resistant module, but may be provided as a software component when a
project is willing to accept the reduced security.

20  This package provides the following functionality:
(@  DSM initialisation;
(b) DSM hotlist management.

Each use case contained in this sub-package is described below.
25
DSM INITIALISATION
The security framework ensures that a DSM module cannot be initialised and subsequently

used by a system adversary.

30 DSM HOTLIST MANAGEMENT
The system is at risk from a DSM being stolen and the adversary may additionally obtain

the initialisation password. The security framework prevents data manipulated by the
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needs to verify a digital signature using the public-key conponent, the
public-key is first be verified to be authentic by verification 25 against
its certificate. CERTIFI CATE REVOCATION In the advent that the private-key
conponent of an asymretric key pair has beconme conprom sed, the associ ated
public-key is revoked fromthe system 4§2this is not done 30 then
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The MASS system securely distributes CD throughout the system
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conponent when a project is willing to accept the re security. 20
Thi s packad®AP® sracawsar-t hee hrepd ealggegies ohwippert s0lps that MASS Services perform are:

(@ Business Support Services (e.g. Transaction processing); |

(b)  Infrastructure Support Services (e.g. Communications, Security, Network

Management).
15
Typically services:
(@) run in a separate process;
(b)  are started at boot processor boot time and terminated at system shutdown;
(¢)  their lifetime is not bound to their GUI representation session.
20

But services can also exist as a thread set in a process or perform a short term, transitory
task and then terminate. A GUI based application is not considered a service, as its
lifetime is bound to its GUI session. Services are either started:
() at processor boot time;

25 (b)  onrequest by a GUI;

A Service is able to operate in a number of basic execution states:
@ Service Running (processing);
(b) Service Thread Suspended;

30



(a) DSMinitialisation; (b) DSM hotlist managenent. Each use case contai ned
in this sub-package is described below. 25 DSM I N TI ALI SATI ON The security
framewor WWenzomes t hat a DSM nodul e cannot be initialisedr@ndusutmsenuent |y
used by a system adversary. 30 DSM HOTLI ST MANAGEMENT The systemis at risk
froma DSM being stolen and the adversary may additionally obtain the
initialisation password. The security framework prevents data mani pul at ed
by the WD 02/ 07071 PCT/ AU0O1/ 00847 -62 stolen DSM from being able to be
accepted in the system This is achieved6by tagging all rmanipul ated data
with the unique identifier of the DSM Wenever a subsystemreceives data
fromanother DSMit can ensure that the data was not produced by a

hot |i sted DSMrvRe HERMeGEqRAGEYENT iSar 1 $a M BRI A6t prodess RO idRANE] Gur e
30, perforns the rol'e of "nanagi ng software services or?a MASS processor. A
sof t war e salovicceAi servine oyill chet instmuaged to cheage e diffierent execwutinnystates (@ detfitad t he

MASS processor. is is akinto, Uni.x daenons .and, Wndows NT 1 rvi ces.
Servi bes. prOoYeTEi TRt o G HREGe S BrOHCET & e Ciee i Feyeded BLARERR ¢ o
the MASS prOS§BRSPangesNEhdte @a6NIG Bhe POSSIKIS itktanss Refd the QbRfcelha) bdivesed to
Services performare: (a) Business Support Services (e.g. Transaction

pr ocessihg)changs)state fnd shat i on p seSigepMm reSflTSI' wehete the pgocesomiubéing shwdeyn.
S ity, .15 Tvpi. i : i
Seour Y SRR bR ol S SR SRR Bt R 1) °

term nated at system shutdown; (c) their lifetinme is not bound to their

GUl representation session. .
Table 20: Service Management Use Cases

Title

Stop a Service

Maintain Application Monitoring Configuration Data
Suspend_Resume Services

Monitor a Service

Start Services

Stop Services

Start a Service

Suspend_Resume a Service

10 ROLES AND RESPONSIBILITIES
Service Management:
(i) Performs the actions of starting' Services at processor boot time and stoppage at
shutdown.
(ii)  Determines Service characteristics from a central store.
15 (iii)) Monitors viability of Services and restarts Services on indications of failure.
(iv)  Presents the Services graphically for an administrator to manually manage
Services. |
(v)  Provides general access mechanisms for requesting the starting, stopping
suspending and resuming of Services.

20 (vi) Logs Notifications of Service actions and errors.

Service Management separates the responsibilities into two role entities:



20 But services can also exist as a thread set in a process or performa
short term transitory task and then termnate. A GUl based application is
not consiv@psaroal service, as its lifetine is bound to itBCBAUOE&SS] on.
Services are either started: (a) at processor boot tinme; 25 (b) on request
by a GQUI; A Service is able to operate in a nunber of basic execution
states: (a) Service Running (processing); (b) Service Thread Suspended;

30 WD 02/ 07071 PCT/ AU0O1/00847 - 63 A service nay be required to initiate
itself at start-up tinme but not process-édt-il signalled to do so. A
service will be instructed to change to different execution states (as
detailed above). This nechanismof instructing is co-operative, the

service is qu ;s only one
Sone oo § ST ancTheskoRe kgt e ey b ol A0S gy

ervice may be Fto 5 change state and
that is on (h)serThe dSarvpe robjretsis thaeaffectonenfptho cBvioe Mandgersnigqueésts dio e
Servi ce dependengi es defi ne how services interact and depend on each ot her.
Tabl e 20: Servi g@f}(}ﬁﬁ HEA¥nt Use Cases Title Stop a Service Maintain
Application Mnitoring Configuration Data Suspend Resunme Services Monitor

a Service Start Services Stop Services Start a Service Suspend_Resune a
Servi ce 10 FelsegionbeRrofandbathe ralesef these role entities.

THE SERVICE MANAGER
The Service Manager is in charge of managing Services on its Processor. This role entails:
@) starting auto-startable services at processor boot time;
10 (i) providing status control information to system administrators via a GUI;
(iii) providing interfaces for clients to manage Services;
(iv)  stopping services at shutdown time;

(v)  logging of significant events.

15 Services configuration describes:
(a)  service execution details;
(b)  service handling information: how to handle situations that the service may
encounter, such as failure occurrences and heartbeat misses;
() service start orders.
20
The Service is also expected to broadcast regular heartbeats to the Service Agent, to

indicate the Services viability. -

SECURITY COMPLIANCE

25 Client requests to Service Manager are authenticated.

AUDIT TRAILS

The Service Manager generates notification events for Service state changes effected.

30 EXCEPTION REPORTING

Both the Service Manager and Service Agent log exceptional events.



Servi ce Managenent: (i) Perfornms the actions of starting Services at
processor boot tinme and stoppage at shutdown. (ii) Determ nes Service
charact ew@vr/e®7from a central store. 15 (iii) Monitors vPabalnt/gosef
Services and restarts Services on indications of failure. (iv) Presents the
Services graphically for an adm nistrator to manual |y manage Services. (V)
Provi des general access nechani sns for requesting the starting, stopping
suspendi ng and resum ng of Services. 20 (vi) Logs Notifications of Service
actions and errors. Service Managenent séfarates the responsibilities into
two role entities: WO 02/07071 PCT/ AU0O1/ 00847 -64 (a) The Service Manager,
the main control and managenent agency. (b) The Mservice object, is the
effector of the Service Managers requests in the Service Process. 5 The
sections bel ow describe the roles of these role entities. THE SERVI CE
MANAGER The Servi ce Manager MANAGEMENJINIR ASFRIGCHYREer vi ces on its
Processor. This role entails: (i) starting auto-startable services at
processor boot time; 10 (ii) providing status control information to system

admi ni st r aty.Spylifiesd 1Fhstruckrd 1dy &n%ﬁa&a Vm,m f s%yl)iéﬂt Iﬁhas%%ﬁné PayERNage

Services; (1Vv) stopping servi ces at shut nme; | oggi ng of

signifi cﬁntwlavleras shovﬂ:tSmSFagumeséandﬁhfm@udfzsttha)fmlldwmgrpabbges (a) service
execution (%ejt ai lzf; {:b rvice ndI in | nf ormation: how to handl e

si tuati ons Phat AlpY %Végm TUREY such as failure occurrences and

heart beat r’(’[iysescoré Blisiffds\Pré@ssih@r t or der s.
(iii) Management Framework
(iv) Middleware

10 (v)  User Presentation
A Report Generator and Writer, as shown in Figure 32, may also be included.

APPLICATION NAVIGATION FRAMEWORK

15
The application navigation framework (ANF) is a toolkit for graphical user application
development within a MASS based system. This section describes specific elements of
this framework, the generic applications relying on this framework and a number of GUI
components which have been developed to support the generic components as well as

20 other applications built by project teams.

ANF ensures only authenticated users may access the system. If no current user is logged

on ANF will present the user with a login dialog for authentication. ANF also provides a

facility for the user to log out. Application profiles are CD based and require the use of the
25 Configuration Data sub-system to store the following:

) the Id of the application (unique key);

(i)  name of application (displayable);

(iii)  iconic representation (32x32) (displayable);

(iv)  ancestor application (displayable) (blank == top-level node in tree + parent nodes
30 are lazily created);



20 The Service is also expected to broadcast regul ar heartbeats to the
Service Agent, to indicate the Services viability. SECURI TY COVPLI ANCE 25
Client revoext®7to Service Manager are authenticated. AUBCTATRMISE The
Servi ce Manager generates notification events for Service state changes
effected. 30 EXCEPTI ON REPORTI NG Bot h the Service Manager and Service
Agent | og exceptional events. WO 02/07071 PCT/ AU0O1/ 00847 -65 MANAGEMENT

| NFRASTRUCTURE The Business Infrastructure |ayer is serviced by the
Managenment Infrastructure layer, 5 whielbp-as shown in Figures 5 and 31,

I ncludes the follow ng packages: (i) Application Navigation Framework (ii)
Core Business Processing (iii) Managenent Framework (iv) Mddleware 10 (v)
User Presenggti oflagh W@n@ﬁ@ﬁrﬁhﬁ)’ 3N Mad¢ bARcoreA THIOWAsd (fofth Hultgbid or MY
al so be included. APPLI CATI ON NAVI GATI ON FRAMEWORK 15 The application

navi gati on franediteckrefleptin)i s a tool kit for graphical user application
devel opnent, withi n_a.MASS based st.em Thi.s .section describes specific

el enent s of(Vm hihllga‘ft Vé%%er%?p?rf?éis (égwg,qn&regl%lml?lbﬁe[c@ms relying on this
framewor k and a nunber of GUI conponents which have been devel oped to
support the generic conmponents as well as 20 other applications built by

proj ect ?ea®F u theysommandnfrgmewerketn lavaele @pplicationsralhe spdes prawidey dhem
If no curre r LS F will present the user with a | ogin
di al og for @H?ﬁ@%ﬁ%@ﬁ%ﬁ&egﬁg&m@g’ provi des a

@) parent ANF Frame to provide a Ul context for managing applications (including
basic menu configured using internationalisation package);
(i)  login window for current day (keyed on day name ability to get a MTimeRange
10 specifying the "window" of time available for a session on a particular day.);
(iii))  views;
(iv) tree view;

(v)  button bar view supplementary clipboard support.

15 DESIGN FEATURES
A user's username/password is captured via a login dialog. The Authentication and
Authorisation Service provides a generic security framework within which to perform this
capturing. The framework allows the developer to use ‘pluggable’ object callbacks to
request and capture the necessary information to authenticate a user (e.g. fingerprint).

20 Management of the inactivity timeout is done via a separate thread monitoring mouse/key
input within the top-level ANF frame (since all mouse events logically delegate through it)
and counter resetting. The Framework establishes the initial application context by
presenting actions for applications which the user has the permission to run. That is, if the
user has the permission to run an application, the application will exist in the tree view,

25 button bar and other UI controls from which the application can be run. The ANF's context
is the ancestor for all other application contexts and will always be in focus (unlike
individual applications that must handle changes in focus). Each of the views (tree +
button bar) back on to the same model of objects utilising the inherent Model-View-
Controller aspects of the ANF.

30
CORE BUSINESS PROCESSING



facility for the user to log out. Application profiles are CD based and
require the use of the 25 Configuration Data sub-systemto store the

fol |l ow ngo 02Ad70the |d of the application (unique key); (PCYAvanesof
application (displayable); (iii) iconic representation (32x32)

(di spl ayabl e); (iv) ancestor application (displayable) (blank == top-I|evel
node in tree + parent nodes 30 are lazily created); WO 02/07071

PCT/ AU01/ 00847 -66 (v) class name (canonical form e.g.

mass. base. core. Ml ne. cl ass (form suitablé7tor direct reflection); (vi)

I nactivity timeout period (m ninmumresolution secs). 5 ANF uses the commuand
framework to | aunch applications. The system provides the follow ng user
interface conponents: (i) parent ANF Frane to provide a U context for
managi ng applications (including basic nmenu configured using

i nt er nat i onGdre Bassiness Pracésaimg)provides)setviges to WierBisimesomfrastrucme pdelagek &hest on
day nane ability .t e% a Mri meRange 10 specifying the "w ndow' of tine
avai | abl e f%W“ﬁ%é@ggﬁb uife go &PF?g@far day.); (iii) views; (iv) tree
view, (V) hittonhaictibh@Whdipp! ementary clipboard support. 15 DESIGN
FEATURES A user's usernane/ password is captured via a |login dialog. The

Aut hent i Zat(iipn drassactionlvelidatisni on Servi ce provi des a generic security
f ramewor k '.t)hi which to ertf ormthis capturing. The framework allows the
devel oper tdDysdrASIHOBATIOUGR; et cal I backs to  request and capture the

necessary i(n,?or RRink&tioh Qistery hediitbgace a user (e.g. fingerprint). 20
Managenment of the inactivity timeout is done via a separate thread
noni t or i ng (Mbus éctieylistimpgeementhi n t he top-1evel ANF frane (since all nouse

events |l ogically HF through it) and counter resetting. The Franework
establi sheégﬁhe I nll%al%gp}‘gppl i cation context by

10 (vii) card adapter
All financial participants in a MASS based system require the services provided by the
transaction handling service. The following list provides a description of the responsibility
of each of the three main sub- pabkages in the Core Business Processing package:
15 (a)  Transaction Handling. Provides the services that are required to fully process a
transaction on behalf of one or more Business Infrastructure packages.
(b)  Action List Handling. Provides the facilities for maintaining and distributing action
lists.
(c)  Card Handling. P;ovides a middle office device with the ability to rollback any
20 changes or transactions made during the course of a session with the patron, and

provides an interface to enable reading and writing to a physical card.

The following section describes the services in each package in more detail.

25 TRANSACTION HANDLING
The transaction handling package provides a framework for the processing of transactions

received via the Publish and Subscribe System.

The transaction handler framework can be extended to process any type of transaction.
30 This includes any type of validation, any type of processing, and the persistence of any
other type of object which needs to be persisted as part of processing the transaction. In



presenting actions for applications which the user has the permssion to
run. That is, if the wuser has the permssion to run an application, the
appl i cat ivomombior1 exi st in the tree view, 25 button bar anBCDWuetr/00847
controls fromwhich the application can be run. The ANF's context is the
ancestor for all other application contexts and will always be in focus
(unli ke individual applications that nust handl e changes in focus). Each
of the views (tree + button bar) back on to the same nodel of objects
utilising the inherent Mdel-View Contr®6Bl-er aspects of the ANF. 30 CORE
BUSI NESS PROCESSI NG WO 02/ 07071 PCT/ AU01/ 00847 -67 Core Business
Processing provides services to the Business Infrastructure packages. These

services i nglduste, thigtisaichicted byl With&d §he: trdnsdctiohdRe@fihg GPanlaRsk | B9ingdady 1)
transaction validation (iii) transaction distribution (iv) transaction

hi st ory mailmosdedgeof thedetian pbisets (iransactimns geothenwige)i Which are beingiroeagsed10
(vii) card adapter Al financial participants in a MASS based system
require the services provided by the transaction handling service. The
follow ng I i on responsipility _of each of the

li.st provi a d I pt f th
three mai n CEBECHOR HaLing s HRPIbBRREY dodsemspions aRdlepatkagtem 1831
Transact § oruiidagly fagporkibR o 8R aliersSE hAdERg alifiilacibs required to fully

process a transaction on behalf of one or nore Business Infrastructure

packages. (ﬁ)e_téﬁlg%%?flglhﬁ&ﬁ@g% ?gsﬂa@%&ﬂﬁﬁdt he facilities for maintaining

and distributing ling. Provides a mddle office

device W t haf he mPithittuy ahe o&&lsééj,@tflﬁr It?rﬁé’ess%Qnﬁfl@&gﬁthhQ brdceSiAGHE 4 BRfabRAe

during the course of a session w e patron, a
(transaction unpacker, transaction processor, and transaction packer).

(b)  To provide an interface for external subsystems needing to affect the transaction

10 processing, eg. stop processing for a particular participant.

Transactions are moved from node to node using PSS. In order to minimise the overhead
involved in transmitting transactions, each transaction destined for the same PSS topic is

packed into an envelope so a group of transactions can be transmitted in a single batch.

In order to handle a transaction, the following steps are performed (the subsystem

15 responsible for performing the action is shown in brackets):
1) Retrieve blocks of transactions from PSS (Transaction Unpacking).
2) Unpack transactions and pass each one to a transaction router (Transaction Unpacking).
3) Route the transaction to the correct transaction processor (Transaction Routing)
4) Validate the transaction (Transaction Validation).
20  5) Ensure the transaction is not a duplicate (Range Management).

6) Perform role specific (purse, card) processing (Role Management), for example a
Clearing Role, which is responsible for transaction Summarisation, Forwarding and

Packing.

25 The transaction handler receives a request from a participant to perform transaction
processing on its behalf. This request includes the participant’s identification and a PSS

topic name. The handler searches the list of existing unpackers to determine if one is



provides an interface to enable reading and witing to a physical card. The
follow ng section describes the services in each package in nore detail

25 TRANSAQYDIINOHANDLI NG The transacti on handl i ng package PeDWUAE®SHT
framework for the processing of transactions received via the Publish and
Subscri be System The transaction handl er framework can be extended to
process any type of transaction. 30 This includes any type of validation,
any type of processing, and the persistence of any other type of object

whi ch needs to be persisted as part of p6®ecessing the transaction. In WO
02/ 07071 PCT/ AU01/ 00847 -68 addition, this is achieved by w thout the
transaction handling framework having any know edge of the action objects
(transacti

andl | ng. 1 Sopsfed U AL 053 pic APhG i S AR IACRE e Eiterib ANARL 6] P

ul ti mat el y topispbireshdndier ﬂmn imdtiuc@ sipewtpaclad tdstad provgssing foatiegatticipant. The
transaction handler has two primary functions: (a) To start up and oversee
ot her processes involved in the processing of a transaction (transaction
unpacker, transaction processor, and transaction packer). (b) To provide an
interface fife @xfs8EHHH haldRsYhhP '?&:eﬁ»%e@' réhetofrain| £ PartichiRint i RERRhd Dusinddd
processing, eg. stop processin a particular participant. "Transactions
are noveldl fpregessinglentits hebald ln gaszsgle fransaetiverhandlenpassas the requesbieealhthed

i nvol ved i F%QSﬂlttl transacti ons, each transaction destined for the
same PSS tgﬁPﬁ“Sn gﬁ into an envelope SO0 a group of transactions can
be transmtted in-a S|ngle batch. In order to handle a transaction, the
following steps are perfornmed (the subsysten1 15 responsi ble for performng
the action is shown in brackets) Retrieve bl ocks of transactions from

PSS ( Tr ans adiei GansagiiereRandsr is 2)1\4@%‘\% aMServies sukich eysentially wakes up gad vielaro a
transacti oA Ren {s@lﬁ&? L9 %&@%g@? n3) Route the transaction to

the correct transaction pr a€essor Ion Routing) 4) Validate the
t ransacig oqgaTr AnS@RkindSPYRlebdd i on) . 20 5) Ensure the transaction is not a

dupl i cate (Range Managenent).
(i)  suspendBusinessProcessing
(iii)  stopBusinessProcessing
(iv)  resumeBusinessProcessing
(v)  registerRole

15 (vi) unregisterRole

(vii) registerValidationRules
(viii) unregisterValidationRules

(ix) registerForwardingRules

(x)  unregisterForwardingRules
20

The Transaction Handler is passed ServiceEvents which contain the above types of
commands. The ServiceEvents are decoded by the Service Management component of the

Transaction Handler — which then advises the Transaction Handler via callback.

25 () Transaction Unpacking. Receives blocks of transactions, unpacks them, and passes
the transactions to the appropriate transaction router.
(ii) Transaction Routing. Receives a transaction and determines which transaction

processor should process it.



6) Performrole specific (purse, card) processing (Role Managenent), for
exanple a Cearing Role, which is responsible for transaction

Sunmar i savo ex970For war di ng and Packi ng. 25 The transacti onChvaudl/exs4T ecei ves
a request froma participant to performtransaction processing on its
behal f. This request includes the participant's identification and a PSS
topi ¢ nane. The handl er searches the list of existing unpackers to
determne if one is WO 02/07071 PCT/ AU01/ 00847 -69 registered on the PSS
topic. If not, it creates a new unpackeryQregistering it on the new PSS
topic. The handler then instructs the unpacker to start processing for the
participant. The transaction handler nmay receive a request froma

parti ci pant.t\0 ' - OCEeSS] Nng:.on | ' e,
the trans acqli)onsﬁgﬁ%f}@?lp ggds? ggsgé% hgr%(ge%eés t% b@gmg afnll :rﬁlg %? ?ﬂéén E gdg te “T'So of B>
unpackers. The Tranesudiohibgotidanbisgstems. a MASS " Mservi ce" which essentially
wakes up and waits for ServiceEvents which trigg[er t he, fol | ow

ng. .
oper at i ons:(Wo (hrpnsaption Geden Laehesdhe shanggs that arp 1Q be Headlg Bo Sriaae mbiRelsdi ng
(iii) stopBusin | ol i nessProcessing (V)
regi sterRol e 15%?1V| § %ﬁ%gég@gctleel% \c[)%gfo V!I:JI Eéjrill('?;gi sterValidationRules (viii)
unr egi st®r \(®) i dairansaidreValidation. rEgpsstoafifaablermiasgRudetsmir(exif a transaction is
unr egi sterForvvardLiH%Rul es 20 The Transaction Handl er is passed
Servi ceEvent s whi® EB‘P& ain the above types of commands. The ServiceEvents
are decodeqvlly RimooManhes. TRAIGEIE M 2 CATRAIANS a Aliplddfe orHognsact i on Handl er
- which then advises the Transacti on Handl er via call back.

(vii) Role Management. Performs role based processing, such as purse or card.

(viii) Transaction Forwarding. Uses configurable rules to determine if a transaction

10 needs to be forwarded to another participant and masks out any sensitive
information.

(ix) Transaction Packing. Takes transactions to be forwarded and batches them

together in order to save network bandwidth.

15 There is one Transaction Handler per node. Each Transaction Handler consists of one or
more Transaction Unpackers and one Transaction Packer. Each Transaction Unpacker
consists of one or more Transaction Routers dedicated to a particular participant. There can
be one or more Transaction Processors per Transaction Handler; all Transaction Processors
are shared amongst all Transaction Routers on all Transaction Unpackers. Each

20 Transaction Processor has zero or more Role Transaction Processors, including a

Transaction Forwarder.

When the Transaction Handler receives a startBusinessProcessing service event, it creates
an Unpacker which opens a Gateway to the topic specified in the call.
25 startBusinessProcessing can be called many times, to instantiate multiple Unpackers. The
TransactionHandler holds unpackers for each topic. The Transaction Handler constructs as

many TransactionProcessors as configured in the CD delivered to the TransactionHandler.

Many of the components run in different threads, as shown in Figure 23. This is intended

30 to improve performance by allowing processing to occur in parallel. Queues are used to de-



25 (i) Transaction Unpacki ng. Receives bl ocks of transactions, unpacks
them and passes the transactions to the appropriate transaction router.
(i) Trame@o2/m™m Routi ng. Receives a transaction and det eP@i/A®81/4UsiTh
transaction processor should process it. WD 02/07071 PCT/ AU01/ 00847 ~-70
(ii1i1) Transaction Processing. Provides a coordination role for the
processing of the transaction by other subsystenms. (iv) Transaction Cache.
Caches the changes that are to be nade to dat abase objects so all changes
are made in one atomc action. 5 (v) Trarmgaction Validation. Uses
configurable rules to determine if a transaction is valid or not. (vi)
Range Manager. Determnes if a transaction is a duplicate or not. (vii)
Rol e Manage I . r i [ r

(Vi 1) Trandble sRiTyRyE BARMeR BRERF Wiy Rt o HhsP HhiBRin a8 oy
transact i onothdf) The@sud & ibplémentad kel téntplas atittetwdpassbéiated @B tmtaptser@pkicreo ut
any sensitive information. (i,x) Transaction Packing. Takes transactions to
be” f or war detPriiolngathe pedition and remgeal ipditems. dhe basie giechanism duvplyss e SeRGeH! h.

15 There is SAbi Faﬂﬁﬁ’%i

consi sts ofblgﬁlgn%p& mréh%éﬁ?@@%?f;%@é%ﬁ;?&?ﬂ%@dye rané‘gg}e@%%&% %r.
Each Tr afisapdssibie, Umdathee keceiven sumiisg dh amendlessmboap Whichs didcke ronRehet entput
dedi cated to a particul ar participant. There can be one or nore

Transact i onsemaag%@wlﬁn%ﬂem?m qr Swrthes REACESSINGs| | Transaction Processors
are shared anongst all Transaction Routers on all Transaction Unpackers.
Each 20 Transaction Processor has zero or nore Role Transaction Processors,
i ncl udi ng aTRANSASEKIN UNPAGKWdEder. Wien the Transaction Handl er receives a
start Busi nessProcessi ng service event, it creates an Unpacker which opens
a Gat eway t bhe tansadisinginppeket fsiresponsibletfer:cal | . 25 st art Busi nessProcessi ng

can be called many tines, .to instantiate nultiple Unpackers. The .
10 (a)  Reégistering with the communications Publish-Subscribe System (PSS) to receive

envelopes of transactions on a particular topic.

(b)  Receiving envelopes of transactions from PSS, unpacking the transactions from the

envelopes, and performing simple validation.

() Passing transactions on to the Transaction Router.
15

The Unpacker is the entry point for every transaction to be processed. It receives a block of
transactions in an envelope from PSS. It unpacks each transaction from the envelope,
performs some initial validation, calls a translate() operation (which can be customised to
convert raw “usage-data” into a TransactionRecord), and forwards it to the appropriate

20 router based on the transaction’s participant ID.

Unpackers are created as required, and each runs in its own thread, listens on one PSS
topic, and is capable of handling transactions for one or more participants. When instructed
to start processing transactions for a new participant, the Unpacker is given the
25 participant’s identification. As each participant has a dedicated router, it checks to see if a

router for this participant has already been created. If not, the Unpacker creates one.



Transacti onHandl er hol ds unpackers for each topic. The Transaction Handl er
constructs as many Transacti onProcessors as configured in the CD delivered
to the Trve@szewronHandl er. Many of the conponents run i nPdi/AUet/ensy7

t hreads, as shown in Figure 23. This is intended 30 to inprove performance
by allow ng processing to occur in parallel. Queues are used to de WO

02/ 07071 PCT/ AUO1/ 00847 -71 couple conponents running in different threads
whi ch need to pass transactions to each other. The queue is inplenented as
a tenplate with two associ ated counti ng-32raphores controlling the
addition and renoval of itens. The basic nechani sminvol ves the sender

bl ocki ng on the input semaphore if the queue is full and adding an itemto
t he queue ithl . i i N Aetele

i ch bl ocicnTan FREE (7 sipeAd Bulifis PRREIIRY fof d AL paicA0e N, B ynlRe

pr ocessi ng.chTERANBAGTIHONE tidPpecieipint Tias  listed amiterodf soypia dhevardss theesspersionl e
for: 10 (a) Registering with the mmuni gat i ons, Publ i sh- Subscri be System
(PSS) to réﬁ@fegtet"t% GpeLe Pef'r(gtg‘g%fq’ CEUPSLIS RS ul ar topic. (b)
Recei vi ng envel opes of transactions from PSS, unpacking the transactions
fromthe envel opes, and perform ng sinple validation. (c) Passing
transactd OWAWIQN&QVEWQEH on Router. 15 The Unpacker is the entry
point for every transaction to be processed. It receives a bl ock of
transact i orldig pubsyistemvis|regpensiblsnioPSEmping tapsectiensewith the pagizimantis busioesst he

envel ope, perforus .so initial validation, calls a trapslat operati on
Cabi ey can BE LRLTRHRE Hem) 8 1d Bk otpbRaE kRReei idpfisd THE S wiBRidh
Transact i orprsesiot to usid de@iitdiedhy 4 sinfld hashadEsiRhi k& o e @AlsRdtionasEs] on
the transaction's participant I D _Unpackers are created as required, and
each runs idesigrag tepreadhtheanocassing lnad oyer owliiplediyeadsopi ¢, and is capabl e of
handl i ng transactions for one or nore participants. Wen instructed to
start pkbcessing transactions for a new participant, the Unpacker is given
the 25 participant's identification. As each participant has a dedicated
router, it Telesadtiont beimgeasdeddrom the Unpacker to the Router are added to a message queue

on the Router thread and held there until read. If processing has been suspended for the
participant, Transactions are held in the queue until processing is resumed. The Router
ensures that the same transaction processor always processes transactions related to a
15  particular component (purse, card). This eliminates the potential for database clashes when

two Transaction Processors attempt to access the same database record.

There is one transaction Router for each participant listening on a particular topic, that has
registered with the Transaction Handler. When a request is received to suspend transaction
20 processing, the Router finishes routing the current transaction then stops routing until it

receives a request to resume.

TRANSACTION PROCESSING

This subsystem is responsible for the processing of a transaction. Although it does very
25 little processing itself, it is responsible for coordinating the subsystems that perform the

processing.

When a new transaction is received for processing, the Transaction Processor:

@) Informs the transaction cache that a new transaction is commencing,



router for this participant has already been created. If not, the Unpacker
creates one. WD 02/07071 PCT/ AU01/ 00847 -72 When a request to suspend
busi ness woove®si ng for a participant is received, the Unparh®pi/omsiiecks to
verify if the participant has a listed router. If so, it forwards the
suspension request to the appropriate router. Qtherw se, the request is

i gnored. 5 TRANSACTI ON RQUTI NG Thi s subsystemis responsible for stanping
transactions with the participant's business date, and passing themon to
the appropriate transacti on processor. TFl¥8-specific transaction processor
to use is determ ned by a sinple hash al gorithm based on the transaction's
I D, designed to spread the processing |load over nultiple threads. 10
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particul ar conmpopent (purse, Ca,fgedéli This elimnates the potential for

dat abase cl ashesiORkaAneiQgnatherficsination, 38docessors attenpt to access the

sane dat aba regord. The i S e transaction Router for each partici pant
li steni ng o&?a E%P’Eels@ﬁY}iPéﬁﬁﬁP@%rhyﬁh 9%s registered with the Transaction
Handl er. When a request is received to suspend transaction 20 processing,
the Router finishes routing the current transaction then stops routing
until it receives request t.o.resunme.. TRANS | ON.P SSI NG Thi
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the subsystens that performthe processing. Wen a new transaction is
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algorithm. i

The Transaction Processor talks to a Validator (and indirectly to the Range Manager), as
shown in Figure 23. The call to the Validator is synchronous, if the transaction is not
15 validated it is discarded. If Roles have been registered with a Transaction Processor, the

Transaction Processor “hands” the transaction over to each Role registered.

A “Clearing” Role is typically registered, which may perform summarisation tasks as well
as calling the Forwarder and Packer. All Roles receive the transaction at the same time and

20 operate in parallel.

After receiving a callback triggered when all these components have completed their

processing, the Transaction Processor persists the Transaction and its associated Cache.

25 TRANSACTION CACHE

The Transaction Cache is responsible for managing the persistence of a transaction and the
associated data produced during processing. The types of updates include:
(@) Missing Transaction Ranges, and

(b)  Database objects updated by the role transaction processdrs.



-73 (ii) Validates the transaction, including duplicate checking, (iii)
Stores the transaction, (iv) Perfornms any role based processing, such as
purse or wapdomwanagenent, and forwardi ng to another destpPapfiUonoosand 5 (V)
Stores any updates made by the roles. Transaction Processors run in their
own threads, and are nmaintained in a pool handled by the Transaction
Processor Factory. The sanme Transaction Processor mnmust be used when
processi ng transactions fromthe same conponent (card, purse). The
selection of the 10 appropriate Transactf$#n Processor is determ ned by the
Router, based on the hash algorithm The Transaction Processor talks to a
Validator (and indirectly to the Range Manager), as shown in Figure 23.
The call to the Validator is synchronous, if the transaction is not 15
validated it is discarded. If Roles have been registered with a Transaction

Processor, .th Transaction Processar "hands".t ansaction.aver. tg each
Rol o 001 S{BPQEm R IRRaYe e ROTEATEn ppit e Pah R eRaeS s Ao
per f or m sursegred thathaipes asdlst AcoWBithed Mt thétrhhsastidnasRRENBS Ry PrsteERAKS -
Al'l Roles receive the transaction at the sane tine and 20 operate in
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Cache is res¢aas Nsecihed withagingdo kbR Ichhses 6cepatialy iipdeioditdbase Bdferet he
associ ated data produced during processing. The types of updates include:

(a) M ssi ng tAngaesiar is sirciRdy@ssubgysienib) Dat abase obj ects updated by the
role transacti on processors. WD 02/ 07071 PCT/ AUO1/ 00847 -74 The
transaction cache stores information about required database changes. This
subsystem stores the changes until it is confirnmed that the transaction
has been cdnoedtrity qaswreehs edndistency of transactions within MASS, it is necessary for the

10 transaction to be committed to the database in a synchronous and non-divisible operation.
If, for any reason, the transaction cannot be committed, a “roll-back” (undo) the
transaction processing is done. In order to retain the details of what “would have been
committed”, this information is stored in a cache with CacheEntries specialised for each

different section of the transaction. This is illustrated in Figure 24.

15
The Cache is created when the Transaction Processor is constructed, and is responsible for
processing all of the cache entries and updating its MasterCache. It may or may not persist
the transaction to the database, but the Transaction Processor is the process that talks to the
database.

20

When the Transaction Processor is trying to commit a transaction, it goes through the
MasterCache and all SubCache entries calling “apply” which all operate on the same
IPersistable object. This information is passed in as a parameter to the apply call. If the
persistence attempt fails, then an “undo” is called on the MasterCache which trickles
25 through all appropriate SubCache entries to the “undo” operations which undo their work.

The sequence of the “undo” calls is reverse to “apply” calls.

TRANSACTION VALIDATION



all subsystens. At this point, all the changes are witten to the database
in asingle atomc 5 operation - that is, either all or no changes are made
to the dav@bzem®s1 This avoids the problens associ ated w t ACHaAVDIHESssD r ol |
back changes to a partially updated database before a transaction is
rejected by a subsystem In order to ensure the consistency of transactions
wthin MASS, it is necessary for the 10 transaction to be commtted to the
dat abase in a synchronous and non-divisible operation. |If, for any reason,
t he transaction cannot be comm tted, a -8kl -back” (undo) the transaction
processing is done. In order to retain the details of what "woul d have been
commtted", this information is stored in a cache with CacheEntries
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-75 This subsystemis responsible for validating transactions and raising
except i ons dgfaels upen requestifiot extemalsubsysteniss det ected. Val i dation of a
transac don i nvol ves checking the fields of the transaction using
configurable rules. If the transaction is valid, the range manager .checks

that it is ﬁa%ltm cgmgggelbnit %%tt %aﬁ czgugg azilssa’cti(i)l;[s tg %?: g@gératgge&ua{ gsv .'51 81‘ersse|> )c/)r &{ra)c asssed.
its own transaction sequence number. This number is incremented each time a transaction
is generated. A device that is processing these transactions would normally expect to see
the sequence number for a particular component increment each time it receives a

15 transaction from that component. The reasons why this may not occur are:

(a)  Transactions may be received in a different order to that in which they were

generated (misordered),
(b)  Delivery of transactions is not guaranteed (missing), or
(¢)  The same transaction may be received again (duplicate).
20
In order to track these transactions with minimum delay, a list is maintained of “missing”

transactions for each component in the scheme. The range manager handles the insertion

and removal of records indicating missing transactions.

25 ROLE MANAGEMENT

This subsystem handles the role-specific processing of a transaction. For example, a purse

management role or a card management role or both may process a transaction.



5 RANGE MANAGER Thi s subsystemis responsible for rejecting expired or
duplicate transactions, and tracking mssing transactions. It also
supports waex/persi stence and query of m ssing transacti onPCOaUAI/HES4UPON
request from external subsystens. 10 Each conmponent that can cause
transactions to be generated (such as a purse or card) has its own
transacti on sequence nunber. This nunber is increnented each tine a
transaction 1is generated. A device that is processing these transactions
woul d normal |y expect to see the sequen@é-nunber for a particular
conponent increnent each tine it receives a 15 transaction fromthat
conponent. The reasons why this may not occur are: (a) Transactions may be
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pr ocessi hg adfack-officerdatahaseonecor basedhanrth¢ information sentairad imybewmansacttm or a
card nmanagenent role or both may process a transaction. WO 02/ 07071

PCT/ AU01/ 00847 -76 The role transaction processing code is supplied by the

busi ness nma ment package rtently pracessing the transaciiqn. For
exanpl o, ¢ Ho 1 Soa BRanE vehehdetier mlkscuch car 0¥ easisicEuByhs fgaparin
managenent mRackaeA Rdle isSlike e pIGSRPNRRE SheeiicofctibhEarR deHinG&Bmd ﬁ@?é’ﬂ‘&%&t
package to determ ne the processing needs, and it typically involves
updating Hanappaseikiatd fidetsrnined baiske Rele) mlreh adradsastion fiereceived hytheRole (i.e.

contai nﬁg 'de f{gl%s Ellrl(")ivu Se%t%}'r{a? Backages to “hook™ in to transaction processing).

Roles are allocated on a thread basis, and each Transaction Processor has its own dedicated
Role for each different Role registered. (ie. if there were 2 Roles defined, with 5
Transaction Processors created, then there will be a total of 10 Role objects created: 5 of

15  one type and 5 of another. Each Transaction Processor has one of each Role).

Role processing is asynchronous with respect to transaction processing (ie. each Role

processes independently of other Roles for the same transaction).

20 A Role may not modify a transaction record, they just use the transaction in their own
processing. Any additional information they need to store is placed in a Sub-Cache which

is added to the TransactionCache.

Because Roles may appeér or disappear at any time, there is a Role Mediator that is
25 responsible for managing the Role addition/deletion from the Transaction Processors to
make sure that the operation is consistent. As the Transaction Processors are independent
threads, it is important to ensure that a Role which has just been deleted is not issued a
transaction to process, similarly a newly registered Role may not be ready to process

transactions yet.

30



A Role is a specific set of defined rules which can be registered with the
Transaction Processor. A Role is like a "plug-in" where specific actions
are defi medozom7are performed (as appropriate - determ nedr/Ayot/éns4Rol e)
when a transaction is received by the Role (i.e. 10 the Roles all ow
external packages to "hook" in to transaction processing). Roles are

al l ocated on a thread basis, and each Transaction Processor has its own
dedi cated Role for each different Role registered. (ie. if there were 2
Rol es defined, with 5 Transaction Proceggors created, then there will be a
total of 10 Role objects created: 5 of 15 one type and 5 of another. Each
Transacti on Processor has one of each Role). Role processing is
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that a Rol deAiFAeBAR reeory sy ahigded flugugly Meopsd ok acipble-iseidnmer Brnie,
process, sigplafleibewieW y regi stered Role may not be ready to process
transactions yet. 30 WD 02/07071 PCT/ AUO1/ 00847 -77 Rol e Managenent
concerns the processing of transaction records only by the roles that have
a responsibility to do so. However, the transaction processors which pass

the trans i r r .t h ifferent roles. nej.ther know what Kkind of
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This is achielasaetiongeepid class ye stegsotyped slfirangiaspaceh>mechani sm  expl ai ned
bel ow.

Secondly, each role transaction processor needing to process a particular specialisation of
the transaction record class has a dependency to the specialisation of the transaction record

15 class(es) stereotyped <<processes>>.

A MASS code generator uses the <<transaction>> and <<processes>>

dependencies to classes stereotyped <<transaction>> to generate extra code.

20 When a transaction record is stereotyped <<transaction>> the following code is

generated:
) An interface class.

(i) A process() virtual function operation.

25 When another object has a dependency stereotyped <<processes>> to a class
stereotyped <<transaction>>, the code generator automatically makes the class with
the dependency realise the special interface which was created for the specialisation of the
transaction record. Finally, classes stereotyped <<transaction>> have a process()

operation which is fully implemented. When it is called by a transaction processor, a role is



For the doubl e-di spatching of a transaction record specialisation to a role
transaction 10 processor specialisation are, firstly, the transaction
record clve@ez/omnd all specialisations of the transacti onPemagndomsiass are
stereotyped <<transaction>>. Secondly, each role transaction processor
needing to process a particular specialisation of the transaction record
cl ass has a dependency to the specialisation of the transaction record 15
cl ass(es) stereotyped <<processes>>. A MASS code generator uses the
<<transaction>> and <<processes>> depend8ncies to classes stereotyped
<<transaction>> to generate extra code. 20 Wien a transaction record is
stereotyped <<transaction>> the following code is generated: (i) An
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(using a dynam c_cast operation). If the object passed to the transaction
record's process() operation realises the generated interface, then the
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not realise the "generated interface used to process the transaction, this

indicates that the role does not 10 want to process the specialisation of

the transaction record. TRANSACTI ON FORWARDI NG
TRANSACTION FORWARDING

This subsystem is responsible for forwarding transactions to external topics. It determines
if the transaction should be forwarded (using an externally supplied interface), creates the
15 new outgoing transaction, masks any sensitive information from the outgoing transaction,
determines the topic that the outgoing transaction should be published on, and passes the

outgoing transaction on to the transaction packing subsystem.

Transactions may need to be forwarded from one participant to another, for example, from
20 a service provider to a clearing-house. This subsystem uses configurable rules - obtained
via the configuration management subsystem - to determine if a transaction should be
forwarded to another participant or not. If a transaction is to be forwarded to another
participant then a copy of the transaction is made and any sensitive data (defined by

configurable rules) is masked out. The new transaction is passed to the Transaction Packer.
25

The Forwarder is called by a “Clearing” Role and follows a set of predefined rules that
relate to the delivery of the transaction to the Packer. The rules defined in the Forwarder

may modify the summary information attached to the transaction.



This subsystemis responsible for forwardi ng transactions to external
topics. It determnes if the transaction should be forwarded (using an
ext er nal Iwosuppri ed i nterface), creates the 15 new out goPOTYAUPHOIS&ATt i on
masks any sensitive information fromthe outgoing transaction, determ nes
the topic that the outgoing transaction should be published on, and passes
the outgoing transaction on to the transaction packi ng subsystem
Transactions may need to be forwarded from one participant to another, for
exanple, from 20 a service provider to-&9cl earing-house. This subsystem
uses configurable rules - obtained via the configuration managenent
subsystem - to determne if a transaction should be forwarded to another

partici pantTIQAN@&éTIdI\fP&CI?ﬁ\ftﬂsaC“ on is to be forwarded to another
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"C earing" peblishingit td alPSSBwatesvaget of predefined rules that relate to the
delivery of the transaction to the Packer. The rules defined in the
Forwarder nmay nodify the summary information attached to the transaction.
WD 02/ 07071 PCT/ AU01/ 00847 -79- TRANSACTI ON PACKI NG Transaction Packing is
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transaction processing To I'STsusp
long), or

(¢)  The transaction packer is ordered to flush its envelopes (this typically happens

when transaction processing for a participant is suspended).

15 ACTION LIST HANDLING
The following services ére part of the action list handling package:
(a)  Action List Maintenance
(b)  Action List Distribution
(¢)  Action List Consolidation
20 (d)  Action List Interrogation

(e) Action List Transaction Processing
The following use cases are implemented by the Hotlists subsystem:

25 Table 22: Hotlists Use Cases
Title

Maintain Action List
Consolidate Action List
Distribute Action List

Interrogate Action List



15 ACTI ON LI ST HANDLI NG The followi ng services are part of the action |ist
handl i ng package: (a) Action List Mintenance (b) Action List Distribution
(c) Acti ovont/et7Consol idation 20 (d) Action List |nterroBal/Aon1/os8}7 Acti on
Li st Transaction Processing The follow ng use cases are inplenented by the
Hotlists subsystem 25 Table 22: Hotlists Use Cases Title Miintain Action
List Consolidate Action List Distribute Action List Interrogate Action

Li st WD 02/ 07071 PCT/ AU0O1/ 00847 -80 Action List Transaction Processing
There are several resources in a MASS bagéd system which a participant may
wi sh to Action List. These include, but are not limted to either cards,
applications, products (i.e a purses), or devices. The Action List Mnager
will ° place resourge niL@&qrﬁﬁa&ﬁhiP}Bcéséi? for 5 both negative and positive
reasons. A Exanpl es_of positive reasons r_placing a resource into an
action list would be bad debt, stolen card or stolen device. Positive
reasons woyl.d be to automatically enable an approved autoload facility for
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in the action list entry. Action IisSts can be categorised in two ways.
be to automatically enable an approved autoload facility for a purse. A resource is action

listed so that appropriate action can be taken the next time the resource is used. In the
negative instances, the appropriate action will typically be to block the resource to stops
10 the resource being used in the future. To facilitate this, action lists are made available to
all devices. Once a device has the action list, the next time the resource is accessed at that
device the device will detect that the resource is in the action list and take the required
action specified in the action list entry. Action lists can be categorised in two ways. As
either general action lists, or priority action lists. General action lists are published by the
15 Action List Manager throughout the day (typically once per day) , at which point day the
Action List Manager publishes the most up to date action list to all devices. The general
action list comprises all currently list resources which require an action to be performed
when it is next detected. During the day the Action List Manager may place additional
resources in the action list. At periodic intervals during the day the Action List Manager
20 publishes an priority resource action lists to all devices. The priorityresource action list
comprises additional resources placed in the action list during the day. Before the next
general action list is published, entries in the priority action list are added and the priority
action list is discarded. The resource action list are maintained both manually by an
operator and automatically by the system. For example an operator may manually add a
25 lost or stolen card to the card action list, or the system may automatically delete a card
from the card action list upon receipt of a transaction record indicates that the action list
entry has been triggered. In addition, there can be many action list. This allows either
different resources to be placed into different list, or multiple lists to exist because they

will be distributed to different locations. Action lists can contain a diverse set of resources,



ei ther general action lists, or priority action lists. General action lists
are published by the 15 Action List Manager throughout the day (typically
once per wi@yy0707at whi ch point day the Action List ManageeT/paubl/iesiies t he
nost up to date action list to all devices. The general action |ist
conprises all currently list resources which require an action to be
performed when it is next detected. During the day the Action List Mnager
may place additional resources in the action list. At periodic intervals
during the day the Action List Manager 281 publishes an priority resource
action lists to all devices. The priorityresource action list conprises
addi tional resources placed in the action list during the day. Before the
next generg i rgmgfﬁﬁ i i | i st
are added anéesa e&%gf{he %mﬁg%t I%é%ﬁ%%%%erv?&% ﬁ%%d meA?{éé%}&%sggﬁdgg Ton
list are mub\%ﬁtmdelhmttdst manual |y by an operator and automatically by the
system For exa an operator. y manually add a 25 | ost or stolen card
to the card®act :;r’gar’intﬂl"’é‘?eo the@gonslislt em may aut omatical ly delete a card
fromthe cagnd agid9iy ipt of a transaction record indicates
that the agﬂ on(afl st togz)tfrﬁbo‘%%ﬁ gtgn triggered. In addition, there can be
many acti ord) i st:onthdstmidfMMted]meac’mrf]ﬁ&ts ent resources to be placed into

different |ist, nul tipl exi because they wll be

di stributedto &t?l?%gaélﬂflofﬁ?é{‘ ﬁ‘éte‘? iﬁtl ists can contain a diverse set
of resources, WorRR{MOAacko (AR APRsacthsOr resources of the same

type. Busi ness services provided within the Action List Manager sub-system
relate to: (a) maintenance of the action list (c) distribution of the
action list 5 (d) consolidation of distributed the action lists (e)

interrogation of the distributed action lists (f) processing of action |ist
acti vatkd KIWEHANDQMG 10 CARD HANDLI NG The card handl i ng package

d T t Handl d Ad bed
p;f)\é:,v eéA Fggk@r)j@% 1@|g\|(1))n ng@%{des anrgq{'ansact%nt}?andfeer}% ard A aei\)%grrslerv?ces
described below.

CARD TRANSACTION HANDLER
15 The card transaction handler allows card and purse management to have a rollback facility.
The card transaction handler provides an application with the ability to persist:
(a)  changes to be made to cards
(b)  notifications
(c) transactions
20
CARD ADAPTER
The card adapter provides card and purse management with a common method for reading
and writing to a physical card. The card adapter subsystem is used to write to the physical
card and is used by the device transaction handler or any other subsystem when updates
25 need to be made to a physical card. The card adapter is an abstraction layer between the
structure of the data stored on the physical card (referred to as the physical layout) and the
object oriented structure used to represent the card in the higher layers (referred to as the
logical layout). The physical layout of the card is typically very different to the logical
layout of the card. The logical layout of the card groups the card data based on what the
30 data is. For example, all of the personalisation information and card specific data items

(initialisation dates, expiry dates etc.) are all stored together. The physical layout of the

\



15 The card transaction handler allows card and purse managenent to have a
rol |l back facility. The card transaction handl er provides an application
with thevadototygito persist: (a) changes to be nmade to caPdVAU(1)0847
notifications (c) transactions 20 CARD ADAPTER The card adapter provides
card and purse managenent with a common nethod for reading and witing to
a physical card. The card adapter subsystemis used to wite to the
physical card and is used by the device transaction handl er or any ot her
subsyst em when updates 25 need to be nmad&2to a physical card. The card
adapter is an abstraction |ayer between the structure of the data stored
on.the physical card (referred to as the physical |ayout) and the object
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st ori ng 1 nfthemda desh selpkytwithsthe ilagica} stractiye. needed to perform a specific
function together. This decreases the nunber of bl ocks that need to be read
froma card and therefore the overall tine spent to extract the required
data from tNMANMSGEMENT ERAMBWEOIRKN hi des the mapping of logical to

physi cal structure fromthe higher level layers and allows 5 themto deal
solely with the | ogical structure. MANAGEMENT FRAMEWORK NMANAGEMENT
FRAVEVORK  RAGKAGEMENTMORUERNRSHK PAaRR\Wg K package hol ds subsystens
concerned with the resource interface and the application of rules.
RESOURCHY shybmmgareent Framework package holds subsystems concerned with the resource interface

and the application of rules.

RESOURCE SUBSYSTEM

The MASS Resource Interface (MRI) subsystem provides a common API as a means of
15 communicating managed information (information specific to the resources managed by

MASS) over disparate protocols such as SNMP and FTP, without a client having to know

which protocol is being used.

SERVICE DESCRIPTION
20 The subsystem:
D Monitors managed information by allowing an agent to ask for it through a get
operation.
(i)  Controls managed information by allowing an agent to request a change in
managed information through a set operation.
25 (iii) Acknowledges requests for managed information through an acknowledge
operation.
(iv)  Reports asynchronous events through a reportEvent operation.
(v)  Sends other types of message (including those above) through a send operation.

(vi)  Receives messages through a client supplied callback operation.
30
RULES SUBSYSTEM



The MASS Resource Interface (MR) subsystem provides a comon APl as a
means of 15 conmuni cati ng nanaged i nformation (information specific to the
resour cesvomnemyed by MASS) over disparate protocols suchrawASHMNWS&aNd FTP
wi thout a client having to know which protocol is being used. SERVICE
DESCRI PTION 20 The subsystem (i) Mnitors managed i nformation by allow ng
an agent to ask for it through a get operation. (ii) Controls managed
information by allow ng an agent to request a change in managed
informati on through a set operation. 25-@3i-i) Acknow edges requests for
managed i nformati on through an acknow edge operation. (iv) Reports
asynchronous events through a reportEvent operation. (v) Sends other types

of nessage THeRuldg sitehybtBRS@NERAESE Jan AR BelRiv AR hr@lie @ﬁ‘l%)l(@@ -a set BEIulecal ves
messages through a client supplied call back operation. 30 RULES SUBSYSTEM
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Middleware provides a set of tools enabling real-time application integration between the
10 Business and Technical Infrastructure layers without requiring changes or additions to the

existing system.

It provides:
@ the separation between transmission hardware and control software;
15 (i)  availability of open programmable network interfaces;
(iii)  accelerated virtualisation of networking infrastructure;
(iv)  rapid creation and deployment of new network services and architectures; and
(v)  environments for resource partitioning and coexistence of multiple distinct network
architectures.
20 A
The subsystem is able to populate rule, expression and mapping query Create, Read,
Update, Delete (CRUD) screens through setLogicalRule, setlogicalExpression,
setArithmeticExpression, and setMappingQuery operations respectively. These rules and
expressions are configurable through CRUD screens. It is also used for activating rules,
25 and evaluating expressions and mapping queries through applyLogicalRule,
applyLogicalExpression, applyArithmeticExpression, and applyMappingQuery operations

respectively.



It provides: (i) the separation between transm ssion hardware and control
software; 15 (ii) availability of open programuabl e network interfaces;
(i) acoevevetoed virtualisation of networking infrastrucear/apo(oosy7 rapid
creation and depl oynent of new network services and architectures; and (v)
environments for resource partitioning and coexi stence of nultiple distinct
network architectures. 20 The subsystemis able to popul ate rul e,
expressi on and mappi ng query Create, Read, Update, Delete (CRUD) screens

t hrough set Logi cal Rul e, setl ogi cal Expres$ on, setArithnmeticExpression, and
set Mappi ngQuery operations respectively. These rules and expressions are
configurable through CRUD screens. It is also used for activating rules, 25
and eval uati ng expressi ons and mappi ng queries through appl yLogi cal Rul e,
appl yLogi cal Expressi on, appl yArithneti cExpression, and appl yMappi ngQuery
operations respectively. WOTECHNIUAL BRIFRABURUTIB/RE - 84 TECHN CAL

| NFRASTRUCTURE The Technical Instructure layer is treated as a systemin
its own right, one that defines the 5 operating set of service and
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packages are prOV|de nlca astructure as shown
in Figurke opa'atl(lg ;et@ﬁmmme @nd camporent s)ystémsfais guvleilé. cﬂenmﬂsaha\fmmmdmﬁmosto
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33:
@) Communications
(i)  Configuration Data Management
10 (iii) Database
(iv)  Devices Overview
(v)  Naming and Directory Service
(vi)  Notification Generation
(vii)  Scheduling
15  (viii) Security Toolbox
(ix)  Service Utiltiy
(x)  User Interface

COMMUNICATIONS
20
Communications is a package concerned with the transfer of data between clients and the
MASS system. It uses several independent processes to communicate in an asynchronous
and decoupled manner without needing to directly manipulate an underlying
communicatioﬁs mechanism. The package is composed of, as shown in Figures 34 and 35:
25 (a)  Publish Subscribe System (PSS): for transmission of bulk data. (e.g. transactions
and configuration data) to many consumers which are not identified to the sender.
(b)  Synchronous Communication System (SCS): for point to point communications

where a client performs operations on a server. CORBA is used to provide the SCS.

30 PUBLISH-SUBSCRIBE SYSTEM



15 (viii) Security Tool box (ix) Service Uiltiy (x) User Interface
COVWMUNI CATIONS 20 Communi cations is a package concerned with the transfer
of data hwowsemn7clients and the MASS system It uses sevRCBAUIHESEENdent
processes to comuni cate in an asynchronous and decoupl ed manner w t hout
needing to directly mani pul ate an underlying comunications nmechanism The
package is conposed of, as shown in Figures 34 and 35: 25 (a) Publish
Subscri be System (PSS): for transm ssion of bulk data. (e.g. transactions
and configuration data) to nmany consuner85which are not identified to the
sender. (b) Synchronous Conmmuni cation System (SCS): for point to point
communi cations where a client perforns operations on a server. CORBA is
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transport; ensure that subscribers only receive information on the
subscri bed ttamspar;s);  (c) provide i ndependent nechanisns to: (i) achieve

busi ness objectives ni pul ating inforpation avail ability. for

subscr ber dbhcc PR SusREeS b drieNsaRba i & MesBRerbid ok’ chi es)
10 (ii) achteve prewhsindependbhtafiédhufismbyo:expl oi ti ng or conpensating for the
physi cal properties of the underlying network (mappi ng between_ topic
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to the PSS by r %h@éc?fb@g a]::&{rdﬁlgqg Bﬁg’ljﬁlattilaﬁ t}%%s({opic filters and hierarchies);

10 (ii) achieve technical objectives by exploiting or compensating for the physical
properties of the underlying network (mapping between topic gateways and
message queues);

(¢)  increase the durability of subscribers to the PSS by retaining for playback the most
recent information received by that subscriber (playback, persistence); and

15 (d) allow the PSS client to define the quality of service required. (QOS parameters).

The PSS offers interfaces for clients written in C++ and Java, and the underlying transport

mechanism the PSS adopts is an asynchronous messaging system or protocol.
20 PUBLISH-SUBSCRIBE CONCEPTS

THE PUBLISH-SUBSCRIBE MODEL
The PSS model defines publishers, subscribers, topics, information and the interactions
between each of these constructs. Information exchange is based on the concept of a topic.
25 Publishers produce information and publish it to a topic. Subscribers register interest in a
topic and receive information published to that topic. In this way, subscribers only receive
information they are interested in. Publishers and subscribers remain anonymous and are
thus de-coupled. Because there is no coupling between publishers and subscribers, the
participating ‘audience’ for a topic is dynamic — participants in a topic information flow
30 are not obliged to each other. The PSS realises this concept by use of the following

constructs:



recent information received by that subscriber (playback, persistence); and
15 (d) allow the PSS client to define the quality of service required. (QOS
par armet ene 02/07Dhe PSS of fers interfaces for clients wittprar/Amores4and
Java, and the underlying transport mnechanismthe PSS adopts is an
asynchronous nessagi ng system or protocol. 20 PUBLI SH SUBSCRI BE CONCEPTS
THE PUBLI SH SUBSCRI BE MODEL The PSS nodel defines publishers, subscribers,
topics, information and the interactions between each of these constructs.
| nformati on exchange i s based on the conr8épt of a topic. 25 Publishers
produce information and publish it to a topic. Subscribers register
interest in a topic and receive information published to that topic. In
this way, subscribers only receive information they are interested in.

Publ i shers and subscribers remain anonynous and are thus de-coupl ed.
Because there |s no coupl | ngTabéQ%@ubbﬂbSmlgbmbasRMathscrl bers t he
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Subscri berrFC‘]J[b:l. nt In Figure 36, Cient Agﬁn Client B are engaged in an
informatio on the topic of 5 "Fin The publisher, Cient A
forms an ergigk@pRrcontai ning the informegji&qp it Wshes to comunicate to
all subscrihers to the Finance topic. The topic is identified by the
gateway that information passes through. Information passing through the
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subscri ber
5 ‘Finance’. The publisher, Client A, forms an envelope containing the information it wishes

to communicate to all subscribers to the Finance topic. The topic is identified by the
gateway that information passes through. Information passing through the Finance gateway

is:

10 (a) expected by the publisher (Client A) to reach subscribers interested in Finance; and
(b)  expected by the subscriber (Client B) to be relevant to Finance.

It is the publisher that dictates the relevance of information to a topic.
Gateways are bi-directional, and publishers can be subscribers (and vice versa). Client B
15 could, therefore, use its existing Finance gateway if it decides to publish Finance

information in the future.

HIERARCHICAL TOPIC DEFINITION

One of the basic objectives the PSS meets is to ensure that subscribers only receive
20 relevant information from a gateway. Since the publisher forms the information envelope

for issue, it is the publisher’s responsibility to publish information on the correct gateway.

The topic of an envelope is identified by the topic of the gateway it was published on. The

PSS ensures that a subscriber interested in one topic never receives information bound for

another. To ensure that there can be no ambiguity with the flow of information through the
25 gateway, a topic identifier is unique in the system. It has already been noted that topics

define the information made available to the subscriber. Since the subscriber is a process



(b) expected by the subscriber (Cient B) to be relevant to Finance. It is
the publisher that dictates the rel evance of information to a topic.
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t opi cs can ne&@ﬂh@fr&gte be expanded to achieve a flow of information in order
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topic hier %&Qéeﬁ’éﬁ’éiqhsagQEﬁtarlﬂfoHﬂhﬁan.i nitself, to provide a data privacy
mechani sm for ~15 situations ere there may be several " partners' each
with information flows (i.e. on the
The topic hierarchy model does not aim, in itself, to provide a data privacy mechanism for
15 situations where there may be several ‘partners’ each with information flows (i.e. on the
same topic) they do not wish public to other partners. The topic hierarchy seeks to group
the information flow logically, while privacy will be provided through the topic domain

concept.

20 A new topic may be placed into a hierarchy by identifying its immediate parent. A topic

may have only one parent.

The formation of topic hierarchies is based on achieving business objectives. It is therefore
the responsibility of a business domain expert to define the most general topic hierarchies
25 in a project system (i.e. those topics nearer the root). Subsystem architects may then
decompose these high-level hierarchies into more specific information topics. In this way,
the business domain expert retains control over the basic communications model, but
delegates more specific information decomposition to subsystem designers. Figure 38
illustrates how decision-making about information exchange devolves to subsystem

30 designers in a complex project system.
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ensure only envelopes with a desired property set pass through the gateway.

15 Where possible, filters defined at a gateway by a subscriber will be propagated to
publishers to that topic so filtering can happen before network bandwidth is consumed.
The property set filtering mechanism is provided by the messaging system, with the PSS
providing an interface through which the filters may be specified. The PSS is responsible
for ensuring that only envelopes related to the topic hierarchy will be received by the

20 subscriber.

TOPIC DOMAINS
In a large system, there may be several stake-holders co-operating in a business
relationship. The privacy of their data would naturally be of concern to them, and the
25 MASS system therefore provides mechanisms by which the information flows can be
isolated. The topic hierarchy relates to a logical flow of business related information —
which may be a common model for each of these stake-holders but their own information
needs to be kept segregated, so the topic hierarchy could be logically broken up into topic
domains. Each topic domain could be constructed to meet a business need (i.e. data
30 privacy) or a technical need (i.e. where a particular Message Queue could be a bottleneck

in the system).



The property set filtering mechanismis provided by the nmessagi ng system
with the PSS providing an interface through which the filters nmay be

speci fi edWOThe70PSS i s responsi ble for ensuring that onl ypemaebomss? rel at ed
to the topic hierarchy will be received by the 20 subscriber. TOPIC
DOVMAINS In a |arge system there may be several stake-hol ders co-operating
in a business relationship. The privacy of their data would naturally be
of concern to them and the 25 MASS systemtherefore provides nechani sns
by which the information flows can be is89ated. The topic hierarchy rel ates
to a logical flow of business related information - which may be a conmon
nodel for each of these stake-holders but their own information needs to
be kept segregated, so the topic hierarchy could be |ogically broken up
into topic domains. Each topic domain could be constructed to neet a
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gateways. This mapping allows the PSS to follow the topic hierarchy nodel
yet achi®ve independent data flows on the same topic. 5 MAPPI NG OF MESSAGE
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The mapping relationships are able to specify a message queue for a particular client and
gateway topic combination (i.e. each gateway connection is recognised as being unique).
Mappings between message queues and topics may be defined statically and/or

15 dynamically. Dynamically changing the mappings between message queues and topics
can significantly alter the flow of information in the system. In fact, it would be possible to
completely isolate a publisher or subscriber from a topic flow by assigning their particular

gateway connection to a unique, non- used message queue.

20 The PSS:
(@) initially assigns a default message queue for each topic in the system;
(b)  assigns the default message queue to a gateway if the system administrator deletes
all non- default mappings from that gateway; and
(c)  prevents deletion of the default message queue mapping to a gateway if it is the
25 only mapping left for that gateway.
Furthermore, default message queue mappings define a ‘base’ PSS configuration that
enables the PSS the moment it is deployed. Explicit initialisation configuration by a system
administrator is not required. This illustrated in Figure 39.
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all non- default mappings fromthat gatewdy; and (c) prevents del etion of
the default message queue mapping to a gateway if it is the 25 only
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is likely to have a matching subscriber. 15 o .
subscribers is dynamic), it may not be possible to perform sophisticated checking on the
Message Queue assignment. The PSS ensures that a system administrator makes at least
two mappings to a particular message queue, so that a publisher is likely to have a
matching subscriber.
15
Similarly, a system administrator may manually assign one or more Topic Gateways to the
same Message Queue. Although the Message Queue will then be carrying information on
multiple Topics, only PSS Clients that have subscribed to a Topic receive information
published on that Topic: i.e., mes.sage queue sharing does not result in information sharing
20 between topics. This is enforced by the assignment of Topic identification to information
issued onto a Message Queue through a Gateway. Traffic stafistics available through the

instrumentation API will assist the system administrator in determining optimal mapping

configuration.

25 ENVELOPES
Envelopes may be viewed from two different points of view as either containers of
information or as the basic unit of exchange transported by the PSS. The following two

sections identify the way the PSS handles envelopes in both these contexts.
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Simlarly, a systemadm nistrator may manual ly assign one or nore Topic
Gateways to the sane Message Queue. Although the Message Queue will then
be carryiwgoz2/orfoor mati on on nultiple Topics, only PSS C iparauvbhems4shave
subscribed to a Topic receive information published on that Topic: i.e.,
nmessage queue sharing does not result in information sharing 20 between
topics. This is enforced by the assignnent of Topic identification to
information issued onto a Message Queue through a Gateway. Traffic
statistics available through the instrufibatation APl will assist the
system adm ni strator in determ ning optinmal mapping configuration. 25
ENVELOPES Envel opes may be viewed fromtwo different points of view as
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only and woul d be encapsulated by the PSS before passing to the Messagi ng
(AVB) system The envel ope properties are defined in Table 31: 5 Table 31:
Envel ope Attributes Attribute h Qtd er si st ence Defi nes

whet her the envelope is to conﬁ%ﬁ%éggnggoﬁgkggﬁﬁegher after delivery.
Envel opes vAttdbud an e€xpiDesdriptiont i me may not need to persist, SetBy they
cease to exdistafter delivery TineTolive Defines howlong the envelope

exi sts in thesisensei sher Defisesawhetherdhe eavelopery & eppéigue poigieg nSubligher

delivered after their exphlajdiQfy! Elifeiofts WA ol B¥ration time

may not need to persist, i.e. they cease to exist after

delivery

TimeToLive Defines how long the envelope exists in the Publisher
messaging system. Envelopes should not be
delivered after their expiration time, although they
may be. Actual expiry time calculated by MDS

PSS Timestamp  The time that the envelope is passed to PSS for PSS
delivery

Priority Defines the envelope’s priority. Every effort is made Publisher
to ensure that envelopes with higher priority are
delivered before envelopes with lower priorities

CorrelationID A PSS Client may use the CorrelationID header field Publisher

to link one envelope with another. A typical use

would be to link a response envelope with its request

envelope

ReplyTo PSS Clients may use this attribute to define the name Publisher
of a topic to which replies to this envelope should be
sent

Type May be used to provide envelope type information Publisher

without needing to extract the envelope payload to
determine its type. This attribute exists for the

benefit of publishers and subscribers only; it has no



may be. Actual expiry tinme calculated by MDS PSS Ti nestanp The tine that
the envel ope is passed to PSS for PSS delivery Priority Defines the
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envel opes with higher priority are delivered before envel opes with | ower
priorities CorrelationlD A PSS Cient may use the Correl ationl D header
field Publisher to |link one envelope with another. A typical use would be
to link a response envelope with its request envelope ReplyTo PSS Clients
may use this attribute to define the nanmB2Publisher of a topic to which
replies to this envel ope should be sent Type May be used to provide

envel ope type information Publisher wthout needing to extract the

envel ope payload to detereffedstemlthsdélmgrofﬁh«tsm&ldprel bute exists for the
benefit of dg(gbl i shers and subscribers_on as no WO 02/07071
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ensure that the envelope Is only livered to Its intended
should be granted passage (i.e. used for filtering)

Topic A string which identifies the Topic on which the PSS
envelope has been published. This is used to ensure
that the envelope is only delivered to its intended
recipients

Replay The envelope is one which has been generated PSS
through a specific replay request

Envelope ID A unique Envelope ID is generated for each. The PSS
Envelope ID may be a product of the following data:
The location of the node as defined by the node’s
transport mechanism (an IP number if using
TCP/1P),
A client identifier (which may consist of a process
identifier (NOT process ID) and, if required, a thread
identifier)
The local time (in seconds), and
A message number that is incremented whenever an

envelope is sent.

ENVELOPES AS CONTAINERS OF INFORMATION
The following options and services are made available to publishers of information in the
PSS:

ENCRYPTION
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| ocation of the node as defined by the node's transport mechanism (an IP
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process identifier (NOT process ID) and, if required, a thread
identifier) The local tinme (in seconds), and A message nunber that is
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limted by systemresource’ avallablllty. Bul k |nformat|on transfer is,

t her ef or wever, network bandwidth is limted and throughput
in the fst@m&&% ted to be very high. To cater for this, a

conpr essi OMtoftdeat) the amdﬁt Sfviakdratation tOntRABH iiS A Sidol® eniveldsY ¥BnlP fimited by
system resource availability. Bulk information transfer is, therefore, possible. However,

network bandwidth is limited and throughput in the system is expected to be very high. To

cater for this, a compression option is made available to publishers of information.

10  Publishers are warned however, that a significant time cost is incurred by compression — it

is up to the publisher to decide if the time penalty of compression is worth the savings in

bandwidth consumption.

VERSION TOLERANCE

15  The systems that the PSS serves are living systems, elements of which may change over a
long period of time. A new version of a system element might introduce changes to the
format of the information it communicates. Subscribers to the information produced by-this
changed system element are protected from such changes by the use of MASS serialisation
operators. When information is serialised onto an envelope it is interpreted into a generic

20  self-describing format. This format is understood by the deserialisation operator which can
then detect incompatibilities between the structure it is writing to and the structure
described in the envelope. The receiver can then handle such incompatibilities as they see
fit.

25 DATAPORTABILITY
Data portability ensures that data serialised on a machine of one type is deserialised
correctly on a machine of another type. This, for example, permits data serialised on an

Intel-based PC to be deserialised correctly on a Sun workstation.
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by conpression - it is up to the publisher to decide if the tinme penalty
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detected, logged and discarded by the receiving Envelope Delivery Service
Guaranteed Delivery {Enabled / Disabled} High

If ‘enabled’, the sending application will detect failure of message issue and optionally

€

U

re-send the message for a configurable number of times. The client application
(publisher) will be informed of failure to send the message if the configured number of
attempts has proven unsuccessful. There are three configurable items for this mode:

(a) Number of retry attempts

(b) Interval between retry attempts

(¢) Acknowledgement override (by the receiver)

Guaranteed delivery only applies to the list of subscribers, as known to the publisher, at
the time of publishing. Subsequent subscribers may or may not receive the envelope.
This mechanism could only operate on messages which have a defined Time To Live.
Acknowledgement Override {Enabled / Disabled} High

This is a ‘submode’ of guaranteed delivery. An acknowledgement is required, but the
receiving application decides whether a message needs re-transmission or not on the

basis of the payload (i.e., its integrity or content)

Reprioritisation {On/ Off} Low

If ‘On’, a messages priority is upgraded based on how long it has spent at a particular
node while in transit. This tool is included to ensure that messages entering the
messaging system are not ‘starved’ if they are located at a node shifting a large amount

of high priority traffic
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parti cul ar node while in transit. This tool is incI uded to ensure that
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PLAYBACK sOf the requirenents on the PSS is to nake the system nore
dur abl e. Though the PSS cannot neke nachines or client processes. |ess
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@) Static storage nce wntten to local static storage, information may be preserved
between invocations of the owning process.
(b)  Distributed network. Information preserved at a remote node may be resent to an
interested node that has experienced a prior failure.
15
The sender is given the option of ‘persisting’ an envelope when it is first sent. If
persistence is required, the envelope is written to a repository at the publisher and, as
delivered, at all receivers of that envelope. In the event that there are multiple subscribers
at a node, the envelope is written just once to the repository. The sender is wholly

20 responsible for determining whether an envelope is to be retained in the repository.

Persisted envelopes serve as the basis for the playback mechanism. When a client makes a
playback request to a gateway, the PSS on the requesting machine takes the following
steps:

25 (a) specify the criteria that identify envelopes for playback;
(b)  recover and reschedule any envelopes persisted locally that meet the playback
criteria;
(¢)  identify the set of senders that might have envelopes meeting the playback criteria;
and

30 (d) issue the playback request to the senders identified in step (c).
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(b)  Time. Since the envelopes for playback may be located remotely, the only common
reference between envelopes in the system is time. Because time synchronization
between nodes in the MASS system will not be exact, the playback set of envelopes
may differ slightly to the set originally received in the time range specified by the

15 playback requester.

(c) Envelope ID / publisher. As each envelope has a unique identifier, it may be
desirable to request a playback on a particular envelope sequence. In this instance,
the original publisher would be identified and only envelopes matching this
publisher would be re-sent.

20 (d  Node ID. This option is useful when envelopes from a particular Node have been
identified as requiring replay. This criteria would be independent of original
publisher, and may (as selected) include playback from other Nodes which have
envelopes matching this Node ID.

25 Playback selection criteria includes the starting time for the playback with other selection
criteria being optional. Where a complete playback is required the playback requester
provides a starting time that encompasses all persisted envelopes. Though playback is
principally for disaster recovery, it can also be used for testing, debugging, and auditing.
Playback strategies that are supported are enumerated in Table 33.

30

Table 33: Playback Strategies
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Description Real -time Envel opes are enqueued in the order and frequency

recorded. A tinme-factor may be applied (i.e. percentage of real-tine),
such ARCHITECTURE

5 Each node in the MASS executes, as a distinct process, an Envelope Delivery Service
(EDS) which is part of the Publish Subscribe Architectire. As is shown in Figure 41, the
EDS mechanism interfaces to the Messaging Delivery Service (MDS), itself a part of the

asynchronous messaging system.

10 Clients wishing to communicate using PSS communicate with this process through an Inter
Process Communications (IPC) mechanism, by instantiating a gateway. For each gateway .
instantiated by clients, the EDS creates a corresponding gateway object within its Gateway
Manager (GM). As a part of the instantiation process, the client provides a unique
identifier to allow the EDS to maintain gateway mapping information. By default, the

15 Mapping Manager (MM) maps new gateways to the default message queue for the
gateway’s topic. However, as previously described, a system administrator may change the
mappings of message queues to gateways in order to achieve multiple topic domains or to

satisfy a technical objective.

20  When publishing information to a topic via a gateway, the Portal Manager (PM) ensures
that an inlet portal exists to each message queue mapped to the gateway. Similarly, when
subscribing to a gateway, the PM ensures that an outlet portal exists to each message queue
mapped to the gateway. Portals remain in existence until the message queue is no longer

mapped to the gateway, or until the gateway is destroyed. Information, of a persistent



that slow notion or tinme-acceleration is achieved Fl ood Envel opes are
enqueued and delivered as fast as possible Trickle Envel opes are enqueued
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Envel ope Delivery Service (EDS) which is part of the Publish Subscribe
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nmessage queue for the gateway's topic. However, as previously described, a
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is received, either for publishing or via a message delivered by the messaging system, to

ensure that all of the appropriate portals/gateways receive the envelope. As the messaging
system delivers messages, which the PSS must translate to/from an envelope, this approach

15 makes more efficient use of system resources.

TQPIC HIERARCHY ,

Topic Hierarchy is a static element in a particular MASS system. The Topic Hierarchy is

defined prior to deployment, and loaded onto each node in the system. It is possible that
20 the Topic Hierarchy may be able to be changed. -However, on a live project system as the

changes are percolated this may cause undesirable information flows and potentially

inconsistent states for subscribers which are dependent on synchronised data flows from

multiple Publishers.

25 INSTRUMENTATION
Instrumentation may be employed to inspect the state of various PSS components.
Furthermore, it may be used to modify the state of a subset of these components. Most
significantly, it allows the management of message queue assignment to topics. Every PSS
component may be monitored for its current state, as well as historical information that
30 may be used to gauge its performance. Table 34 lists the components that may be

instrumentable, and offers comments on each.
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5 CONFIGURATION DATA MANAGEMENT

Configuration Data Management is concerned with the maintenance, distribution and
access of the configuration data. The following use cases are concerned with
Configuration Data Management.
10
Table 35: Configuration Data Management Use Cases
Title

Maintain Configuration Data Instance
Distribute Configuration Data
Receive Configuration Data
Authorise Configuration Data

CONTROL DATA

Control Data affects the behaviour of objects. It is represented as an attribute and value
15  pair. The unique value is loaded into an object attribute through an object interface. An

example of configuring an object with control data is: ‘Here is the colour blue with which

to paint yourself.’



state of the gateway, such as total throughput, average throughput per
second, highest throughput, nunber of envel opes, average envel ope size EDS
Hi st ori cavoamarocurrent statistics, as well as the currentPeT/aver/aB4rach
data structure within the EDS Map The mappi ngs of nessage queues to topic
gateways may be managed 5 CONFI GURATI ON DATA MANAGEMENT Configuration Data
Managenent" is concerned with the maintenance, distribution and access of
the configuration data. The foll owi ng use cases are concerned with
Configuration Data Managenent. 10 Tabl e 188> Confi gurati on Data Managenent
Use Cases Title Maintain Configuration Data Instance Distribute
Configuration Data Receive Configuration Data Authorise Configuration
Data CONTROL DATA Control Data affects the behaviour of objects. It is
represented as an attribute and value 15 pair. The unique value is | oaded
i nto an objAdcthe aubsdribet endhcontph date ibjikely toneidhet doBy oknpartialiympopulefe the

configurin object with control data is: . Here is the colour blue with
ot oh o AR RS Rt or G FeRpe e e e oBaties Hkel fobley
subscri ber a@R@ roRAAsERcesl Biovided at tHé@lidiscliBer@iniher fully or partially

popul ate the attributes of an object or possibly represent an entire

obj ect. 5The object is likely to play an active role in services provided
at the subgerkEREGTAI%APAREFERENTI AL DATA

Referential data is a set of objects of same class that is utilised by other objects in order to

obtain a unique value. An example of configuring an object with referential data is: ‘Here
is a table of colours. I will let you select one’. At the subscriber end, referential data is

10  perceived as an object that is used for look-up purposes.

MAINTAIN CONFIGURATION DATA
Configuration Data is dynamic. Its form and content is maintained according to the needs
of its producers and consumers.
15
PERSISTENCE
Persistence is the ability of an object to store some or all of its attributes in permanent
storage. These attributes are known as persistent attributes. Configuration Data is the
subset of persistent attributes that is used to initialise or modify system behaviour. All
20 members of a Configuration Data definition are drawn from this subset. MASS provides
persistent classes and attributes that it uses for configuration data and the configuration
data definitions that act as containers for those attributes. Through the generic services
provided by MASS, city projects can incorporate additional configuration data
requirements.
25
MAINTAIN CONFIGURATION DATA INSTANCE
Throughout the life of a project system, the values of configuration data will change, such
as fares in fare tables. The maintenance of configuration data instances provides the means
for configuration data producers to define the values of the persistent attributes of the

30 various configuration data definitions that will be disseminated to consumers. Each
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| et you select one'. At the subscriber end, referential data is 10
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of its attributes in permanent storage. These attributes are known as
persistent attributes. Configuration Data is the subset of persistent
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are shown in Table 36. Tabl 2&38: {lgl?rpl es of Core AttriCEb;u‘r’gﬁs?flﬁgli‘l%1'th
Configuration Data Attribute Description Notes Name

Creation Date/Time Used to define when a configuration

data instance was created.

Activation Used to define when a configuration
Date/Time data instance becomes active in the
system.

DISTRIBUTE CONFIGURATION DATA

Distribution of configuration data is concerned with the transfer of configuration data

between nodes via the PSS. Distribution does not include the transfer of configuration data

to devices; this is a separate process that is handled by the Device Management package.
10 Consumers subscribing to a topic associated with a particular configuration data type

receive the data. Configuration data may be encrypted and/or signed for secure transfer.

RECEIVE CONFIGURATION DATA

Receipt of conﬁgmation data involves validation and activation of configuration data
15 received from the PSS. Validation of received data is ensuring that the contents have not

been corrupted and that the sender’s identity is authentic. Activation is placing received

configuration data in the local database.

AUTHORISE CONFIGURATION DATA



Nane The nane of the configuration data Unique definition Version The
version of the configuration Unique in data definition conbination with
Nane Creadopoio7Date/ Time Used to define when a confi gur apCDAUdEOR4T NSt ance
was created. Activation Used to define when a configuration Date/Tinme
data instance becones active in the system 5 D STRI BUTE CONFI GURATI ON
DATA Distribution of configuration data is concerned wwth the transfer of
configuration data between nodes via the PSS. Distribution does not
include the transfer of configuration datl®- to devices; this is a separate
process that is handl ed by the Device Managenent package. 10 Consuners
subscribing to a topic associated with a particular configuration data type
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secure transfer. RECElI VE CONFI GURATI ON DATA Recei pt of configuration data

i nvol ves va@nburing eomregingssand integritynofokvisehéanfigueation nlathaiThe pidsessas pexfennddr om
the PSS. Vgl idation of .regeived.dat.a . s suring that e cont ent.s have. not
been corrupted® a?ﬂ’&ﬁglﬁﬁtﬂor{ ﬁﬁtascéﬂ(})&&lgﬁﬁbﬂtgﬁﬁ? tl£§ ‘fogs%?rﬁe ether &B&ﬁoyéacqol}noi s
pl aci ng r egcehfigdaticiDddta Bue@ditedn data in the | ocal database. AUTHORI SE
CONFI GURATI ON DATA WO 02/07071 PCT/ AUO1/ 00847 - 102 Authorisation of
configuration data is concerned with a nominated Authorisation Authority
ensuri ng CHAPKBARES and integrity of revised configuration data. The
process is performed before configuration data can be distributed to its
consuners. \Wether authorisation of configuration data is required.

This section describes the database persistence sub-systems. An overview to the API used
for maintaining persistence objects and developing DataSources is also described.
10
The Persistence Layer hides object orientated/ relational database mismatch by removing
the need to code SQL statements for retrieval, insertion, update and deletion of objects in
application code. The Persistence Layer calls appropriate database interfaces, such as
SQL, to retrieve, insert, update and delete objeci(s). The three elements of object
15 persistence are, as shown in Figure 42:
(@  Object Schema (model). This defines the structure of objects on the application
side.
(b)  Database Schema (model). This defines the structure of data stored in the Data
Store.

20 (o) Mapping Definition. The mapping between the two schemas (models).

The Persistence Layer abstracts basic Database functionality such as:

(&)  connecting to a database with authentication;

(b)  maintaining data integrity through the use of database transactions;
25 (¢) database error handling (such as data integrity and permission);

(d)  pessimistic and optimistic locking of records (objects).

The Persistence Layer offers additional functionality appropriate to persistence objects
frameworks such as:
30 (i) retrieval of object collections

(i)  persistence and deletion of persistence objects



5 DATABASE This section describes the database persistence sub-systens. An
overview to the APl used for nmaintaining persistence objects and

devel opi mgo DaoABoUr ces i s al so described. 10 The Persi st enPCPALay@s4hi des
object orientated/ rel ational database m smatch by renoving the need to
code SQL-statenments for retrieval, insertion, update and del eti on of
objects in application code. The Persistence Layer calls appropriate

dat abase interfaces, such as SQ., to retrieve, insert, update and delete
object(s). The three el ements of object-1085 persistence are, as shown in
Figure 42: (a) Object Schema (nodel). This defines the structure of objects
on the application side. (b) Database Schema (nodel). This defines the
structure qfii)datadiloPcRgedtolpeesidicd objebRr €. 20 (c) Mapping Definition. The
mappi ng between the two schemas (nodel’s). The Persistence Layer abstracts
basi ¢ Dat ai#¥e fdaticintegrith i ty such as: (a) connecting to a database with

aut hent i ca’x’k,j)n; 2&@%{ nal nteaieni ng data integrity through the use of database
transacti ons; g)maggg%él e error handling (such as data integrity and
per m ssi on)(vi)( d)peffoffidrte ptiénsnch gpt i m stic | ocking of records (objects).
The Persistence Layer offers additional functionality appropriate to

per si st ehce ofﬁ)é)@ftéalob.}eﬁfrfémwls such as: 30 (i) retrieval of object
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(iv) data integrhd Rergisfenéelldyer 6n n@viggi@ilitetrieved objects relationships.
(c) Deep retrieval. Full Object retrieval, including referenced objects.

(d) Dirty attribute flag maintenance. Functionality for performance gains on SQL

10 update statements.

The Persistence Layer has:
(@)  Database independence. Application code remains unchanged for different
databases and database schema versions. An alternative database could require an
15 alternative mapping definition or a new database adapter. An alternative database
schema would only require a new mapping definition.

(b)  Version tolerance. Particularly between applications and databases schemas.

ARCHITECTURE
20  The Persistence Layer is designed around an extensible architecture. The Persistence Layer
"~ may be extended with alternative database or storage technologies, by developing

alternative DataSources that load into the Persistence Layer.

The Persistence Layer dynamically loads DataSources and mapping modules, as shown in
25 TFigure 43. The binding of persistence implementation to persistence objects is at run-time
and as such, the same application can manage persistence objects to different data storage
mediums or databases. This enables applications with the same object model to run on

different database schemas.

30 DATASOURCE SUB-SYSTEM



(vi) performance options such as: 5 (a) Partial object retrieval. (b)
Demand based referencing. Objects are retrieved and instanti ated

aut omat i oadbyotylr t he Persistence Layer on navigation of PerT/AUeved4Dbj ects
relationships. (c) Deep retrieval. Full Object retrieval, including
referenced objects. (d) Dirty attribute flag mai ntenance. Functionality for
performance gains on SQL 10 update statenents. The Persistence Layer has:
(a) Database i ndependence. Application code remai ns unchanged for different
dat abases and dat abase schema versions.- W4 -alternative database coul d
require an 15 alternative mapping definition or a new database adapter. An
alternative database schema would only require a new mappi ng definition.
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dynani cal |y | oadschasloggour ces and mappi ng nodul es, as shown in 25 Figure
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particul ar se or storag echnol ogy;
10 (@@ a dynamically loaded module and is the same as DataSource sub-system;

(b)  aconfiguration file

An implemented DataSource has the following responsibilities:
) abstract database connections;
15 (i)  abstract database transactions;
(iii)  abstract object storage and retrieval;
(iv)  abstract database result-sets (cursors) into object collections;
(v)  abstract object identifiers (database primary keys);
(vi)  abstract object locking (pessimistic and optimistic); and

20 (vi)) marshal any overriding code to the dynamically loaded overriding module.

THE INTERFACE CLASSES
Maintaining Persistence Objects involve the following classes:
(@  DataStore. Represents a single storage instance.
25 (b) DataStoreUser. Represents a session to a storage instance.
(b)  Persistence Transaction. Used as an envelope for database transactions.

(©)  DataStore Query. Used for retrieving multiple instances of a single object type.

DATASTORE CLASS



5 (b) load data store mapping definitions; and (c) optionally dynamcally
| oad a nodul e that inplenents the overriding persistence of an object.
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Mappi ng Definition Data nmay exist in: 10 (a) a dynam cally | oaded nodul e
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i npl ement ed Dat aSource has the follow ng responsibilities: (i) abstract
dat abase connections; 15 (ii) abstract database transactions; (iii)
abstract object storage and retrieval; {10%)- abstract database result-sets
(cursors) into object collections; (v) abstract object identifiers

(dat abase primary keys); (vi) abstract object |ocking (pessimstic and
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transact i orRespdsibiiidsabitly cladimdliyde: Used for retrieving nmultiple instances
of a single object type. DATASTORE CLASS WO 02/ 07071 PCT/ AU01/00847 -105
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Dat aSt ore i s napessisténct daydrecliomgdul e i npl enentati on. Responsibilities of

the class include: 5 (i) Managi ng connections to databases. (ii) Managi ng
mul ti pl e connections to provide for bunp-less failure handling for

DATASTOREUSER CLASS

10 A DataStoreUser is created from a DataStore and is responsible for:

® Persisting and deleting objects.
(ii)  Serialising/De-serialising Objects to storage (where necessary).

(iii)  Auditing of Object insertions, deletions, modifications and retrieval.

15 PERSISTENCE TRANSACTION CLASS
Creation of an instance of a Persistence Transaction allows a number of persistence
operations to be batched into a single database transaction. Responsibilities include

batching operations into a database transaction and Managing distributed transactions.

20 DATASTORE QUERY
Creation of an instance of DataStore Query allows queries to be made requesting a
collection of objects fitting a particular criterion. Responsibilities of the class include:
(@  query objects with parameters filter, sorting, retrieval and locking modes;
(b)  navigation methods returning instances of persistence object; and

25 (c)  count returns the object count in the collection.
The following are persistence objects types.

DEPENDENTLY PERSISTABLE CLASSES
30  An object is defined as dependently persistable if they are only every persisted as part of

another class. This in effect allows objects that are contained by reference to be treated as



Persi stence Layer clients. DATASTOREUSER CLASS 10 A DataStoreUser is
created froma DataStore and is responsible for: (i) Persisting and

del eti ngvbpret3t (ii) Serialising/De-serialising ObjectsPCDASVOORGE (WwWhere
necessary). (iii) Auditing of Qbject insertions, deletions, nodifications
and retrieval. 15 PERSI STENCE TRANSACTI ON CLASS Creation of an instance of
a Persistence Transaction allows a nunber of persistence operations to be
bat ched into a single database transaction. Responsibilities include

bat chi ng operations into a database trandigcti on and Managi ng di stri buted
transactions. 20 DATASTORE QUERY Creation of an instance of DataStore Query
al lows queries to be nade requesting a collection of objects fitting a
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count returns the object count in the collection. The follow ng are

persi stence objects types. DEPENDENTLY PERSI STABLE CLASSES 30 An object is
defined as INORPHENDENYLVRERSISTABLE CLABSESare only every persisted as part
of another, cl ass., Th}@?p in effect allows aobjects that are contai ned by
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associatio ®gation relationships, applications are responsible
for ensurinyeegles 46t order on calling persist and delete Methods.

10 (a)  Referenced objects, that have been created or modified, are persisted before
referencing object is ‘persisted.
(b)  Referenced objects must be deleted after referee object is deleted or referee
attribute is modified.
Independently persistable classes do not share storage of their container classes, and they
15 have their own storage. Therefore, independently persistable classes are referenced in the

database storage.

TRANSACTIONAL SUPPORT

Persistence Objects, existing through composition, are automatically persisted or deleted
20 with the client object inside a database transaction, maintaining data integrity.

Relationships, specifically association and aggregation, ' involving independently

persistable objects require transactional support to maintain data integrity. This is required

to meet application failure handling requirements.

25 COLLECTIONS
A collection attribute has:
(@)  navigation methods returning references to retrieved object instances

(b)  returning of collection size

30 COLLECTION OF INSTANCES

Collections representing composition abstract a collection of instances and:



The rules are: 10 (a) Referenced objects, that have been created or
nodi fi ed, are persisted before referencing object is persisted. (b)
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share storage of their container classes, and they 15 have their own
storage. Therefore, independently persistable classes are referenced in the
dat abase storage. TRANSACTI ONAL SUPPORT Persistence bjects, existing

t hrough conposition, are automatically pH¥ASi sted or deleted 20 with the
client object inside a database transaction, maintaining data integrity.

Rel ati onshi ps, specifically association and aggregation, involving

i ndependentdy  pPRIGhSW BB iRRtRE!S tHeecf&HE%ﬁ)nt %ﬁi&ﬁ%@h iaﬁ@fd daty BBRY (#n a[}ﬁ?slji?t.e

maintain data integrity.” This Is require to neet application

handl i ng r qui r dhamovs. exiBingObjdeCinistanG sAranthecdlleotion twhichwile déla: thé apject
navi gati on net hqgds r.eturnin refer.%nces to retrieved object instances (b)
returning of col oé’&lﬂfeo%tasﬂ?%q?d’e%_LECTI ON OF | NSTANCES Col | ecti ons
representing conposition abstract a collection of instances and: WO

02/ 07071_PCT/ AU01/ 00847 -107 (a) Add new object instance to the

col | ect i on, CQRLEGTIPNIOEREFEBENAIES st ore on persist. (b) Renpve existing

obj ect inst fr the collection, whi.ch w.l el ete the object frpom
Che dat o e 1bfind SeesfiioR D eirioimiadia il orin frtbgoes, and
representi fg) agade@atdnoshjeyt raffencé & heblledtvh! Milchawliohddes télRn& on persist;
references, and: (a) adding an object reference to a collection, which
will add a3gference on persist; and

(b)  remove object references from a collection, which will delete a reference on persist.
10

NAVIGABILITY
For relationships that are association, and navigability may be specified in two directions,
attributes exist in objects on both sides to represent the relationship. A reference is used for

single instances and a collection for many instances.
15

AUTHENTICATION

In the MASS Persistence Layer, authentication provided by the underlying Database.

Therefore:

(@  there is synchronisation between MASS user/group maintenance and Database
20 users/ groups;

(b)  MASS Application Framework gives a token, username and password, after

authentication to applications to make a connection to the database

With database authentication being used, the authentication service is performed by either:
25 (a)  the database itself through a database vendor’s security implementation;
(b)  the database servers operating system or network domain; or

© authentication adapters.

DATA PRIVACY AND DATA INTEGRITY
30 To ensure that data has not been modified, deleted, or replayed during transmission,

database connection protocols generate a cryptographically secure message digest and



(b) renove object references froma collection, which will delete a
reference on persist. 10 NAVIGABILITY For relationships that are

associ at ivom p2/emodt navi gability may be specified in two di rBCT/ADNB)0847
attributes exist in objects on both sides to represent the relationship. A
reference is used for single instances and a collection for many

I nstances. 15 AUTHENTI CATION In the MASS Persistence Layer, authentication
provi ded by the underlying Database. Therefore: (a) there is
synchroni sati on bet ween MASS user/ group I8i-nt enance and Dat abase 20 users!
groups; (b) MASS Application Franework gives a token, usemane and password,
after authentication to applications to nmake a connection to the database
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cryptographically secure nessage di gest and 02/ 07071 / AU01/ 00847

-108 incl ude |tbmat44t®a%Veﬁd@ket sent across the network. To ensure that

data is no V|e A M ssi on, transmni ssion encrypt each packet
sent acr osg m?ﬁ*aﬂ%ﬁ’té{%g%r ons for data privacy and data integrity

are: (a) for the Per5|stence Layer to utilise data privacy and data
integrity services provided 5 by a database vendor; (b) secure the

transport IAEH;QTIORIS TION
Database Authorisation is ensuring that a user, program, or process receives the

10  appropriate privileges to retrieve, insert, update or delete an object or a set of objects. In
the Persistence Layer, class/attribute authorisation is provided by the Database, as the
Databases allow permission to be set on tables and fields for a user or group. Since MASS
Persistence Classes and Attributes map to Tables and Fields, MASS systems class and
attribute permission can also be mapped to tables and fields. This involves synchronisation

15 between MASS class/attribute permission maintenance and Database table/field
permission maintenance. If authorisation is required to the object level rather than the

class level, then the Persistence Layer handles this authorisation.

DATA AUDITING AND SECURITY EXCEPTIONS
20 Data Auditing handles recording retrieval, insertion, deletion and modification of Data
Objects. Security Exceptions is security being compromised or attacked. Data Auditing
and security exceptions are handled by:
(@  Use triggers provided by a database vendor. This imposes the following additional
requirement. A reverse mapping from tables/fields to classes/attributes needs to be
25 used to produce reports that describe audit changes in an object world rather than
table/field world. Database Auditing through use of triggers, provides the highest
level of auditability, as all connections will be audited, including third party tools.
(b)  Client side logging of object changes or security attacks in the Persistence Layer.
This imposes the following limitations: external connections not using the

30 Persistence Layer, such as reporting tools will not be audited.



AUTHORI SATI ON Dat abase Authorisation is ensuring that a user, program or
process receives the 10 appropriate privileges to retrieve, insert, update
or del et avan2/abject or a set of objects. In the PersistePCPALUaY&ES847
class/attribute authorisation is provided by the Database, as the

Dat abases al |l ow perm ssion to be set on tables and fields for a user or
group. Since MASS Persistence Classes and Attributes map to Tabl es and

Fi el ds, MASS systens class and attribute perm ssion can al so be mapped to
tables and fields. This involves synchroHi%ation 15 bet ween MASS
class/attribute perm ssion mai ntenance and Dat abase table/field perm ssion
mai ntenance. |f authorisation is required to the object level rather than
the cl ass DATAl ACCRESS DE[AHer si stence Layer handl es this authorisation.
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15 DEVICES

In MASS, a device is a computer (or embedded computer) that can communicate with a
card (through a card reader/writer). Supporting computers that exist only as an adjunct to
one or more devices, yet have no direct card interface of their own, are also considered to

20  constitute devices (e.g. Driver’s Display Unit — DDU).

For devices a technical infrastructure exists in the back-office, and a related but distinctly

separate framework exists for devices and device adapters.

25 As mentioned previously, all devices not capable of being fully compliant with the MASS
device interface communicate using a device adapter. The MASS device interface between
the device adapter and the data and device management services marks the delineation
between the MASS back-office technical infrastructure and the MASS device technical
infrastructure, as shown in Figure 44

30



server and the current transaction being re- run by the Persistence Layer
agai nst the new connection. | NSTRUVENTATION 10 Perfornmance counters are

I mpl enentved 02/0®ide t he data store object. The perfor mancePCT/auUNt/@8s7 ar e
avai |l abl e per data store per data store client. The requirenent for
performance counters is performance tuning of the Persistence Layer and
application code using the Persistence Layer. 15 DEVICES In MASS, a device
is a conputer (or enbedded conputer) that can conmunicate with a card
(through a card reader/witer). Supportihg-conputers that exist only as an
adjunct to one or nore devices, yet have no direct card interface of their
own, are also considered to 20 constitute devices (e.g. Driver's Display

Uni t - DDU)AlticRigh 98 ie6iRfica i fRERAMUER! wikith HRSddvie | '
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delineation between the MASS back-office technical infrastructure and t he
MASS dev? cdhe backrifieg and the dexies.-uct ure, as shown in Figure 44 30 WO 02/ 07071
PCT/ AU01/ 00847 110 Although the technical infrastructure within the

devi ce and device adapter is separate from the technical infrastructure in

the back- ofDEVICE/SI¥E €OMPISTRR INTERPAIORS of functionality between the two
I nfrastructures. For exanple, the security, serialisation and interface

conmuni cat iLYices inferast with s coBwiterhas bepods rfmentsict witht the DASS |bagk-office
i nt er wor Ki ingfdeviéehﬁ fg@gk- office and the device. DEVICE/ SI TE COWUTER
| NTERFACES ices interact with site conputers as the point, of contact
wi th t hH) MASS back-office

There are a number of interfaces between the services provided by the site computer and
the device and device adapter. Figure 451lustrates the arrangement of these interfaces. The
device start-up and discovery are handled through one interface, device and device adapter

monitoring and control through a second interface, and bulk data transfer through a third,

15 entirely separate interface.

During device start-up and connection to the site computer, only the start-up / discovery
interface is used. Once connected and authenticated, the device and adapter interfaces
provide synchronous communications (i.e. a request/response blocking style of procedural
20 communications), while the bulk data interface provides asynchronous communications
(i-e. more akin to a file transfer protocol). The device and adapter interfaces are used for
device (and adapter) monitoring and control, while the bulk data interface is used for UD

upload, CD download and any other forms of non-time critical bulk data transfer.

25 DEVICE START-UP AND DISCOVERY
Figure 46 illustrates a typical sequence a device may go through on initial start-up. If the
device has not been commissioned before, it may go through an initial BOOTP style of
application download. In addition to downloading the application, this. mechanism may
also be used to retrieve an IP address for the device. After initial boot loading and
30 assignment of an IP address, the device uses a discovery mechanism protocol to announce

its presence to the Device Management Service (DMS). After authentication, the DMS



using device interfaces. 10 There are a nunber of interfaces between the
services provided by the site conputer and the device and devi ce adapter.
Fi gure 4MoOuouxomat es the arrangenent of these interfaces. FOPAUNBWMISEE
start-up and discovery are handl ed through one interface, device and device
adapter nonitoring and control through a second interface, and bul k data
transfer through a third, 15 entirely separate interface. During device
start-up and connection to the site conputer, only the start-up / discovery
interface is used. Once connected and autlhenticated, the device and adapter
interfaces provide synchronous comruni cations (i.e. a request/response

bl ocki ng style of procedural 20 conmunications), while the bul k data
interface, ppsvidésdaforRaiioie i BB @esice QTR #atbicofifect td tHR- apPRIpBiaftkefVideR. atki | €
transfer protocol). The device and adapter interfaces are used for device
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devi ce gas not been comm ssioned before, it may go through an initial BOOIP
style o application download. In addition to downl oadi ng the application,
thi s mechagy MOH@N used to retrieve an | P address for the device.
After initial boot |oading and 30 assignnment of an |IP address, the device
uses a di sOASRS ys mdepemdersrofphotiodas used Annprojece and be apleasanpgort @ viAéyEVi ce
Managemnent g%r?é/i %e .SiDMS) After autheptication, the DVS WO 02/07071 .
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connectlifonExsieusibledypionoldDEP)h pl ace, the device is authenticated and
connected, and the discovery interface plays no further part in the

operation of the device. 5 DEVI CE ADAPTATI ON
To support a range of possible device implementations, if a device is unable to fully

implement the MASS device interface, a device adapter is written to translate the MASS
device interface into the device’s native interface protocol. A specific project
15 implementation may use one device adapter to communicate with a number of devices
conforming to one device interface protocol standard (e.g. DEP) and another device

adapter for communicating to a custom designed third party device.

As indicated in Figure 47, a single device adapter may communicate with one or more
20 devices. The flexibility of the design and implementation of the adapter are the
determining factors as to how many devices the adapter can handle, and also the range of
device types the adapter can communicate with. For example a specific' project’s
implementation may use multiple DEP adapters, each one customised for a particular DEP
device type. Alternatively, it may be possible for the project to implement a powerful,
25  generic DEP adapter that is able to communicate with all DEP device types. Device
adapters are targeted for deployment on the site computer as separate processes.

Alternately, an adapter may be deployed on a physically separate computer to the site

computer.

30 PHYSICAL AND LOGICAL DEVICES



MASS i s i ndependent of the devices used in,a project and be able to support
a variety of different devices in a "plug in" fashion. Furthernore, MASS

i s capabveoot/o®opporting third part devices that may onl pcbhauvdsemii ed to
an interface protocol level (e.g. a MASS Device 10 Extensible Protocol
(DEP)). To support a range of possible device inplenentations, if a device
is unable to fully inplenent the MASS device interface, a device adapter
is witten to translate the MASS device interface into the device's native
interface protocol. A specific project 4bl24pl enentati on nmay use one device
adapter to communicate with a nunber of devices conformng to one device
interface protocol standard (e.g. DEP) and anot her device adapter for
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Figure 47, a singl'e devite adapter nmay communic h one or nore
devi ces. Tha singlexddii¢d frpnofhet devicesdapter’anpkrspeplienysst shoivoninoFigntee4& dapthés

the d i nj ng, fact ot devi ges the .adapt dj e,
R R A R TR R s R M R e
exanpl e a s@Rfdel The cBARPESE a BgichNRvVRERMyHed BB RY scdafid¥-RdrPIhg sttbEomputer

adapters, each one custom sed for a particular DEP device type..

Al t er nat 3 velfirough thendeviee pdaptarhemmynicaies Withop single anasiepldemient whichguerul |
25 generic er.that is.able.to.communigcate.with.all P devjce
Cypos DovicOnmEHBRIEHh I herp Rt BintF gFaGEy P i fithoh diftr s FRE B s
separ at e progleipkdfus cardl fre¢d3erelsyan eximplaiTadsgic@ebigedepl oyed on a -

physi cal |y separate conputer to the site conputer. 30 PHYSI CAL AND LOG CAL
DEVI CES WD 02/ 07071 PCT/ AU01/ 00847 -112 The concept of a logical device is
used to dengfger cﬁis physi cal devices that appear as a single device

fromthe devi ce% apter's perspective, as shown in Figure 48. In this

docurment( (rHectemn Spiewbl devdtd’ \is sl ooindichierthé sembindtvn ©€'a lopigalbdevicetmdpitet ed
as a logical device.,The concept of a lo device may be useful in
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a network o evic t ver's tfare consol e an
MASS back-office, as shown in Figure 49.

15 DEVICE MODEL
Figure 50 illustrates that within a device, the operating system (and associated system
components such as hardware device drivers and communications protocol stacks)
completely abstracts the physical hardware of the device from all other software within the
device. The MASS Device Technical Infrastructure (DTI) forms a toolkit for the
20  developers of the MASS Business Application Framework (ie the Business Infrastructure)

and project specific device applications.
NAMING AND DIRECTORY SERVICE

25 The naming services provides a naming system that allows a natural, understandable way
of associating names with data for the purposes of organising and acting on data and
objects. For example, the DOS file system uses a naming system for associating folder and
file names with data. A naming system allows humans to interact with complex computer
addressing systems through simple understandable names. The directory service is a

30 natural extension to the naming service. It organises naming services in a hierarchical

manner and adds functionality for evaluating and modifying NDSAttributes attached to



mul ti ple bus card processors is an exanple of a |ogical device. VIRTUAL
DEVI CES 10 The term "virtual device' is used to indicate the conbination of
a | ogi calwdevimer and its appropriate device adapter. FroPrCTA®Ip@sspective
of the back-office, a virtual device is an instantiation of a single

| ogi cal device. Al virtual devices present the sanme interface to the MASS
back-office, as shown in Figure 49. 15 DEVICE MODEL Figure 50 illustrates
that within a device, the operating system (and associ ated system
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Such an independent naming and directory service is used in serving clients on the

distributed nodes and devices working together that comprise a MASS system.

15 The MASS naming and directory service provides application developers with a common
mechanism for accessing and managing the resources of the system. The naming and
directory service may be based one existing naming and directory services, such as X.500
and LDAP. X.500 is the CCITT standard for directories, and the Lightweight directory
access protocol (LDAP) is a specification for a client-server protocol to retrieve and

20 manage directory information. LDAP is. designed so that a client using TCP/IP protocols
interacts with a single LDAP server which, in turn, interacts with one or more X.500
servers via OSI protocols on behalf of the client. It can also be used with any other

directory system that follows the X.500 data models.

25
NOTIFICATION GENERATION

A notification event is a record of an event occurrence within MASS, persisted in a non-
volatile storage medium. The details stored can be used to generate audit trails that can aid

30 in the isolation of problems that occur within the system. In MASS, notification events are



ability to search a directory using attributes as a filter. Directory and
nam ng services enploys two layers: a client |ayer and a server |ayer. The
server | woezpwnsi bl e for maintaining and resol ving the arp€DaU0Onenser obj ect
bi ndi ngs, 10 controlling access, and nanagi ng operations perfornmed on the
structure of the directory service. The client acts as an interface that
applications use to communicate with the directory service. Such an

i ndependent nam ng and directory service is used in serving clients on the
di stributed nodes and devi ces worki ng t-dddt-her that conprise a MASS system
15 The MASS nam ng and directory service provides application devel opers
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vol ati |l e storage megherdite ahhafdgtail s stored can be used to generate audit
trails that can aid 30 in the isolation of problens that occur within the
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handl ed§' n a consi stent—mammer—The—+eporttng—of—a—rot+f+ecat+orr event is

handl ed "via the notification event service. Table 38: Notification
Gener at i oON NGSHF@ATION BVENT WipHEsai n Noti fication Event Configuration

Within MASS, there are four types of notification event. The design of the notification

bty

event system is such that different types of notification events can be created on a project
by project basis.
10  The notification event types are:
(a) data audit
(b) operational
(c) security access
(d) exception
15
CAPTURING NOTIFICATION EVENTS
All notification events are identified in individual use cases. This provides an indication of
the amount of logging that will occur in MASS and associated details such as alarm
generation. This information also provides the generation of a notification event

20 categorisation tree.

LEVELS OF SEVERITY

If the type of notification event generated requires a level of severity then these are

identified in the use case and are part of the configuration entry. The current severity levels
25 are as follows:

(a) Low severity. This type of notification event has minimal impact on the system

operation and the application is able to correct the condition and continue processing.



Generate an Alarm Purge Notification Event Log Entries 5 NOTIFI CATI ON
EVENT TYPES Wthin MASS, there are four types of notification event. The
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in a non-English language. If English is not the primary language used to store the event
log, then a second English text description will also be stored with the log. This allows the
viewing of the logs to have access to both English and non-English versions of the text
10 string describing the log entry.
NOTIFICATION EVENTS )
When a notification event occurs, the details are passed to the notification event interface
with a unique categorisation identification. The interface will also retrieve any additional
15  details and pass this data to the notification event service. The notification event service
will use the unique categorisation identification to locate a matching configuration entry
and generate the appropriate log entry. The logging of notification events is configurable
and has the ability to dynamically create text descriptions based on other languages. This
configurability is achievable without the re-compilation of source code.
20
NOTIFICATION EVENT CONFIGURATION
" Details of logged notification events is configurable on a project implementation basis.
Any notification event generated contains a unique notification event identifier that allows
the event service to locate a matching configuration entry. The configuration entry contains
25  information such as event text description, event severity, who to notify and the type of
event e.g. User, System, Business, Alarm. This information is also used to confirm that the
event information passed matches the event type specified. When the event notification is
received, it contains a number of implementation specific parameters, which may be used
to customise the event text.

30 The following is an example of an event to be logged by an application.

Example



5 | NTERNATI ONALI SATI ON OF STORED LOGS The internationalisation of exception
event logs allows text description strings to be stored in a non-English

| anguagewohH2/€ngl i sh is not the prinmary | anguage used to BCDA®OL/I84EVent

| og, then a second English text description will also be stored with the
log. This allows the viewing of the logs to have access to both English
and non-English versions of the text 10 string describing the log entry.
NOTI FI CATI ON EVENTS When a notification event occurs, the details are
passed to the notification event interfakd®- with a uni que categorisation
identification. The interface will also retrieve any additional 15 details
and pass this data to the notification event service. The notification
event ser ViG&ethdExcBxonbventtLy AVE I@a;,pg%rebmwe?n rdgentTficarton 1o tocate a
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NOTI FI CATI @Y EYENT CONFIGORATION Detal t 5~ 0f  10gged noti fTcatTom eVents i s
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entry contains 25 information such as event text description, event
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function is unlimited and the parameters inserted into the configuration string one at a
time. If no parameter is passed where one is expected, then this will be identified in the

10  text description string.

Example

Database write failure while attempting to write (No Value Supplied)

The parameters passed in the generateExceptionEvent() call may be used in the text string
either left to right or right to left depending on the language the system is logging. This
15 involves use of an API to allow logging to be compatible with issues associated to

internationalisation.

ALARMS

Alarms may be generated due to a notification event’s configuration data identifying a
20  requirement to generate an alarm. This could be the result of either a critical exception or

the result of a number of mjnor exceptions occurring. Any generated notification event can

be configured to generate‘k'én alarm based on the configuration entry associated with the

event. Alarms will always have a nominated role responsible for their acknowledgment.

This role could be the System Administrator, the Device Manager or the Database
25 Administrator. As these actors can vary from node to node, the event configuration entry



The configuration data m ght contain a format text string as foll ows:
Exanpl e Database wite failure while attenpting to wite <P> Wen this is
assenbl edyopasmmnet ers passed to the event service construb€T/avewoBiyur abl e
5 text description that has added neaning. If the context of the nessage
needs to be changed, then the configuration entry is changed and does not
require the re-conpilation of source code. The nunber of additional
paranmeters passed to the generat eExcepti onEvent() function is unlimted
and the paraneters inserted into the confliyjgurati on string one at a tine.
If no paraneter is passed where one is expected, then this will be
identified in the 10 text description string. Exanple Database wite
failure whi @ﬁlﬁ(ﬁ i hifra( I i t gr.s ssed
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Any gener at otification event c be configured to generate, an alarm
based on thgsjcg’r‘?frf’lﬁﬁﬁaglﬂ?eo‘ﬂa%lsrlg}te @era&ofﬂ’at ed with the event. Alarms will
al ways havgiip thebvaiteof thelafirmesponsi bl e for their acknow edgment. This
rol e could be the System Admi ni strator, the Device Manager or the Database

25 Adni ni sfiiht the dajgand itigrastha glagngvasagisedary from node to node, the event
confi gurat i, ntry WO 07071 / AU01/ 00847 -117 will contain the user

r esponsi bl Qg?oﬁwtl%éeéug?ggﬁ{eggwﬁgﬁfﬁ%ﬁm . However the node configuration
may det gy m(ne mta@dripﬁ@{@tﬁhﬂgﬂﬁg[aﬂhgsi des within the network. Wen al arm

events are generated, a nunber of confi géjrati on parameters are used in
or der (vi) whether or not the alarm is required to be acknowledged;

(vii) the time in which the alarm is to be acknowledged; and
(viii) anominated central storage centre node (if applicable).
The notification event service will then publish the alarm to the network and if the
15 nominated role user is listening, an alarm notification will be displayed on their interface.
An alarm also has a centralised "storage centre, which generally will be a nominated
processor such as the Service Provider. The centralised storage centre allows actors to
review a summary of alarms from a number of sources e.g. station computers. The
summary of alarms contains the current alarm status including whether the alarm has been
20 acknowledged or cleared. The centralised storage area is best located on a processor that is
running on continuously and is fault tolerant. The nomination of the centralised storage
area may be configured on a node by node basis or associated with the nominated actor

responsible for the alarm.

25 LIFE CYCLE OF ALARM GENERATED
When an alarm is generated, it is sent to the nominated role responsible as specified by the
node generating the alarm. The alarm is also be sent to a centralised storage cenire for

storage and, if desired, review.

30 If an alarm remains unacknowledged after a timeout period, a callback procedure is called

to perform any required secondary actions. The node that generated the alarm also keeps a



5 to determne the severity of the alarmand the actions to be taken. These
paraneter include: (i) the role that the alarmis intended for; (ii) the
severityvod orvbm7al arm (iii) the date and tinme the al arm pavAUai/esd] (i V)
the | ocation of the source of the alarm 10 (v) a text description
detailing the alarm (vi) whether or not the alarmis required to be
acknow edged; (vii) the tinme in which the alarmis to be acknow edged; and
(viii) a nomnated central storage centre node (if applicable). The
notification event service will then puldliBsh the alarmto the network and
if the 15 nomnated role user is listening, an alarmnotification wll be
displayed on their interface. An alarmalso has a centralised ' storage
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centre for storage and, if desired, review. 30 If an alarmremins

unacknow edged after a tineout peri od a cal |l back procedure is called to
perform an g ﬁgﬁgﬂ$ ions. The node that generated the alarm
al so keeps%ats%ﬁgge 1? %@ﬁ 00847 -118 record of the alarnms it has
gener ati@d. Thé notificalidfiecvent S6tei Mangpés e A traflsl df mtiGeAtidmevetsaThe systhgn an
alarmclearing event is sent to the centralised storage centre to update
t he al ar m provides consistent logging methods such that:
(1) it is infeasible to bypass creating a log entry when a notification event occurs as the
various sub systems will also be responsible for notification event generation;
(ii) it is infeasible for an authorised pgncipal to create a false log entry;
15 (iii) it is infeasible to modify an existing log entry;
(iv) itis infeasible to delete an existing log entry prior to its expiration time; and
(v) access to the log entries must be suitably restricted depending on the sensitivity of the

information contained.

20 PURGING OF NOTIFICATION EVENTS
As notification events are part of the audit process associated with the security of the
system, the purging of notification events may remove traces of notifications that have
occurred. Generally, audit logs are kept for a nominated period and cannot be removed
until this time period has expired. Therefore notification events may have a nominated
25 period of storage associated with them to prevent the purging of notification events

prematurely.
SCHEDULING

30 The scheduler service provides the mechanism for the management of a set of scheduled

actions for a MASS server or client workstation. A scheduled action is an action that can



status. This may occur in situations such as where an alarmis generated
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recur on a specified basis. Th e 0 p of schedul ed actions
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Title
Perform Scheduled Action
Maintain Scheduled Action

Scheduled action information is loaded in from a scheduled action configuration object,
referred to as the scheduled action collection. When the scheduler service is started the
15 scheduled action collection is loaded along with the last known state information for each
of the scheduled actions. The service then searches for any scheduled actions that were not
completed during the previous session and asynchronously re-starts them. Once these
initial actions have been started the service will fall into a process loop. In this loop the
scheduler will, amongst other housekeeping tasks, monitor the system time in respect to

20  the scheduled actions and start them as they come due, as shown in Figure 51.

SCHEDULER SERVICE CONFIGURATION

The scheduler service uses service conﬁgufation data stored in a system configuration

registry to determine its workflow specifics. The information loaded from this registry
25 includes:

(1) Base scheduler loop time. This is the maximum time the scheduling service will wait

before performing service administration tasks or performing a scheduled action.



(i) Process. This schedul ed action results in the running of a process,
typically an inplenentation of a business process controller. 5 (ii)
Transnmi t weszemelr This schedul ed action results in a nmesspOPAD@i/Mg4Bent .
(iii) Instruct service. This scheduled action results in an instruction
being distributed to a named service. (iv) Run report. This schedul ed
action results in a specified report being run. The follow ng use cases
are associated with scheduling. 10 Table 39: Scheduler Use Cases Title
Per f orm Schedul ed Action Mintain Schedl®0ed Acti on Schedul ed action
information is |oaded in froma schedul ed acti on configuration object,
referred to as the schedul ed action collection. Wien the schedul er service
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10 (iii) Delete a scheduled action. Allows the user to remove scheduled action entry.
The information contained in a scheduled action configuration entry could be:
1) Scheduled action type. The type of scheduled action to be performed: run process,
transmit message, instruct service, run report.
2) Scheduled Action State. Contains the current state of the scheduled action.
15 3) Period between execution. The period the scheduler service waits before re-executing
the scheduled action. This is mutually exclusive to execution start time (below).
4) Execution start time. Mutually exclusive to period between execution (above).
Specifies an exact date/time for execution, i.e. on a given date at a given time, or every
Friday at a given time, etc.
20 5) Maximum execution time. The maximum time interval in which the scheduled task
should complete.
6) Enabled/disabled. An indication that the scheduled task has been enabled or disabled.

PERFORMING SCHEDULED ACTIONS
25 This section describes the process involved in the management of the scheduled action
collection in respect to scheduling and running the actions.
At the start-up of the scheduler service, the scheduled action collection is loaded from the
scheduled action configuration object along with the collection state information.
Following this, the scheduler service will move into a process loop. In this process loop,
30 the primary task is to determine which actions are due to be run. If a specific scheduled

action has not completed processing before the next scheduled occurrence, it is left to



This section describes the process involved in the nmaintenance of the
schedul ed action configuration data used by the schedul er service for
managi ng w@e2/emnni ng of scheduled actions. 5 Once a userPawaUbDYged i nto
the process they may performthe follow ng actions: (i) Create a schedul ed
action. This action creates a new scheduled action entry and adds it to
the collection. (ii) Update a schedul ed action. Allows the user to edit and
update a schedul ed action entry. 10 (iii) Delete a schedul ed action.

Al'l ows the user to renove schedul ed actili-entry. The information
contained in a schedul ed action configuration entry could be: 1) Schedul ed
action type. The type of scheduled action to be perfornmed: run process,
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SECURITY TOOLBOX

15  The security toolbox provides an array of low-level cryptographic functions dovetailing
with a sophisticated key management system. The toolbox provides the tools for the
verification of data integrity, authenticity, privacy and nonrepudiation. Specifically,
support is provided for encryption and decryption (asymmetric and symmetric), message
digest generation and verification, digital signature generation and verification, and the

20  generation and verification of message authentication codes. The key management system
allows for secure and flexible maintenance of the cryptographic keys used within a MASS

system.

CRYPTOGRAPHIC SERVICES
25 The toolbox provides a set of algorithms which is highly extensible, yet sufficient for a
wide range of applications. The algorithms are implemented through a succinct API,
masking myriad implementation details. The toolbox provides cryptographic services
using either a hardware module or a software equivalent. This detail is hidden from the
user by an API internal to the package, which is configured to use an appropriate security
30 engine required for a specific application. The software engine is loaded completely within

each client’s process space, while the hardware version is implemented through a client-



WO 02/ 07071 PCT/ AUO1/ 00847 -121 conplete, unless it has exceeded its

maxi num execution tinme, in which case alarm activities ensue. Were a task
has exceaded2/01031 maxi num execution tinme, the task will noPCTA®or@severed or
restarted. Wien each schedul ed action is started the next execution tine
for the action is calculated and tagged to the action. 5 SECURI TY FOR THE
SCHEDULER The schedul er creates audit trails to acknow edge the recei pt and
transm ssion of all nessages in context. For exanple, the scheduler wll
log the fact that it has requested the -12unch of a schedul ed task via the
servi ce manager, and that schedul ed tasks have 10 conpl eted. The schedul er
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application. The software engi.ne is | oaded conpletely wt
PP r2'na.rdware module aione, Q\% is less-secure. Such tradeoffs need to be made on a per project

basis. The toolbox design allows for such changes to take place without affecting the code

of dependent packages.

15 SERVICE UTILITIES

A Service Manager subsystem starts up the Services at Processor boot time for each
processor and it is responsible for managing the operational Service requirements and
stopping the running Services upon processor shutdown.
20

SERVICE MANAGER FEATURES

Externally, Service Manager exposes an interface to provide Management Clients, namely
the Service Management GUI, to start, stop, suspend and resume Services. Internally, the
Service Manager tracks Service Configuration sets in CD, and determines what services

25 should be running.

Processes are viewed as containers of Services. The Service Manager starts up processes,
on a need basis. If the process for a Service is already running, only a signal to the process
to start the service is required. The Service Agent within each process provides the proxy

30 handling for that process, it directly manages the Service.



each client's process space, while the hardware version is inplenented
through a client WO 02/07071 PCT/ AU01/ 00847 -122 server architecture. In
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sensitive operations, and calls the server for sensitive operations. The
server cooperates with the clients in arbitrating between nultiple service
requests. A hardware cryptographic engine provides highly secure key
storage and cryptographic 5 operation, but will nost likely be slower than
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code of d;gendent _packages. 15 SERVICE UTILITIES A Service Managef

subsyst em shewn dn Figurdd1.58rSerdes Managanaans S8 wilbolyservierthe imanageslc#tate pbipctss sor

and it is respansible for nagi nq _the operational .Service requy renments and
St oppi gt HESHGRATR, s grabicatiy ooy, s Saagreui JPuiting 1ooTesHRlNer HmAtER
FEATURES BEegficedthtys capeilit sibsdvibeag 8bsc@vd?® e MarAbed dje&s.t 0 provi de
Managenment Clients, nanely the Service Managenent GUI, to start, stop,

suspend and resune Services. Internally, the Service Manager tracks

Servi ce Cori,j ' ' jnes what serwvices 25 shoul d
et unni ng P eh el 8Fbys dn EenCAineh Tk RS ptifbr RERUGs LS R
Manager1(st ak tServipe Btade ehafes andnheartbefimbaitdring. |Sertite vibAReSS hemnitaedayVvi ce
i s already rur%éng, gnly a signal to the process to start the service is
required. TRat P%-c%su%%ﬁlte directrdntoeSgrricp salss Spvises ded ackrovedspyents are
expected back. Failure to do so within the specified timeout invokes logged notifications to

be generated and GUI service states to be tagged.as failed.

15 Service dependencies are modelled in the Service configuration. If one service has a
requirement on another then this is defined in the configuration. If a Service is required to
be started, its dependants will also be started. Similarly if a Service is to be suspended or
resumed its dependants will also be suspended or resumed. This is regardless of whether
the suspension is processor or business based. Service stoppage causes dependants also to

20  be stopped, suspended. These dependencies are represented in the Service Management

GUI, so that an administrator can interpret the dependencies configured.

SERVICE AGENT

The Service Agent performs the Service Management duties within a Service Process.
25 These duties are to:

(@) Instantiate and initialise the Service factory.

(b)  Advise the Service of impending state changes through the base Service class.

(c) Monitor Service viability.



30 handling for that process, it directly manages the Service. W 02/07071
PCT/ AU01/ 00847 -123 Service Manager is responsible for presenting Service
state. TWwa@opem3entation is through managed objects fronP@/EARQGEMSHT
Infrastructure. A Managed Object (MOB) is a collection of nanaged
attributes that describe the managenment functionality for a resource. The
different types of MOBs, and their relationship to the different process

| ayers, is 5 shown in Figure 21. A Service Managenent GUJ wll observe the
managed state objects and represent thelddgraphically. Any other prograns
requiring to nonitor Services and Service states can al so subscribe as
observers to these managed objects. Service Manager enploys an Event Timer
Task cl ass Tig SeRide0Agafity IC BiteRaHSallY fidlahtised nd LitBlisRE Y | fr6esd %Ea@tug.h?tnges
and heartbeat nonitoring. Service viability is nonitored by heartbeating.
Si gnal s ar eopgrateschengh @nSS@pWIt&omgthﬁSsm@dManagesmwmtﬁhbmmlr(wlsnlaalle .
expected b . ' t 0.90 W.thin the specified tineout invokes | ogge
no!toi ficati isflegvlfééwg}ée rpgissgaxée‘é\ééo%a. service states to be tagged. as
failed. 15 Service dependencies are nodelled in the Service configuration.
If one service has a requirenment on another then this is defined in the
confi gurdt i s Semvicg Agenti maintaing dguremarruRigatitye sessignt with ﬂEsS@t@Mthn@%rw N
al so be st ik ' ryi b S uspended or , resuned its
dependant saéﬁ %ﬂa%qis%é %ﬁés&/ug%geu e ggérﬂn%lgls?ﬁ%‘%{)f?c%e?lqlg%?%ga%pa?é’gstﬁ%ge%c& her

t he suspensAgent bsd paspaesss are sent backi toahs SoateMariger | The StatPEEhe BepHses
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Advi se the Service of inpending state changes through the base Service
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the Service Manager of the new Service state.

Service heartbeating is also classed as a Service Notification. Services regularly signal
their viability in the form of a heartbeat notification to their Service Agent. If the
15 notification is not received within a specified period, the Service Agent either re-starts the

Service or just logs a failure notification, depending on the Service configuration data.

MService is provided for use whenever a subsystem is required to be under the direct
management of the Service Manager. This is a subsystem that is not instantiated by
20 another subsystem but rather is considered as an independent processing element in its own
right. MService provides service side functionality. It provides background heartbeating as
well as a co- operative command structure for use between a service and the service agent
that issues the commands. The relationship is co-operative in the sense that if a command
is issued to suspend a service and the service responds negatively to the request, then the
25  issuer of the command will be advised of the command failure and the service will not be
forced to suspend. The MService base class is also a placeholder for the service’s
IdentityToken as well as the service’s identification details. These attributes are passed to
the service during the service’s creation. It is also responsible for the generation of
applicationID’s used for communication connections. The MService base class is also able
30 to provide an interface to allow:

(@  Datastore creation and retrieval



-124 The Service Agent is automatically instantiated and initialised at
process startup. It operates through instruction fromthe Service Manager
and ul ti vaoet/g7orer m nates when all Services within the pPOTAESI/BYE
stopped. 5 The Service Agent mai ntains an comuni cation session with the
Servi ce Manager. Conmands are issued through the comruni cati on connecti on,
acted upon by the Service Agent and responses are sent back to the Service
Manager. The state of all the Services wthin the process are tracked and
updated on Service state changes. The tHR&ad details related to a Service
are made avail abl e so that suspension, resunption and enforced thread 10
termnation are performed. Service Agent also handles notifications from
Services. Ib) t h@SSatewayerdation endickicvabt at € change such as aut o- suspensi on
of business processing, it notifies the Service Manager of the new Service
state. Service heartbeating is also classed as a Service Notification.
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15 operation of the processor could be compromised

USER INTERFACE

The user interface application framework is a toolkit for application development. It does
20 not specifically conform to the notion of a sub-system with interfaces and factories. Where
there is significant inherent complexity to a package appropriate use of a facade and hiding
is employed. This section describes specific elements and the generic applications relying
on this framework plus a number of GUI components that have been developed to support
the generic components as well as other applications built by for projects.
25
Table 41: Application Framework Use Cases
Use Case Title

Log-on To System
Log-off From System
Verify User Permissions

Maintain User Account




(a) Datastore creation and retrieval WD 02/07071 PCT/ AU01/ 00847 -125 (b)
PSS gateway creation and retrieval Services inherit fromthe Mservice base
cl ass. TiveoMBeT0vi ce cl ass contains a nunber of attribut eBCT/Agoi/emsd to
provi de background service heartbeating. Wien a service is created 5 via
the inheritance of Mservice, the follow ng occurs: (a) Service overrides
all virtual operation calls. Although the conpiler will force this issue,
the service decides howit will respond to the co- operative conmand
operations when they are called by the 926w ceAgent. |If a service does not
need to 10 performany specific work as a result of the operation call, it
may sinply choose to return true or fal se where appropriate. (b) Service
respond to failure managenment commands. A service responds appropriately
to Failure Managenent comrands that are issued to it. If a service does
not r espondhedraniewvdekj GUI eovporegtsrand tgensvivrapplisations:r ect |y, then the 15
operation of, the processor coul d be.conprom sed USER .| NTEREACE The user
interface afbli CRAFBIE iﬁ%f’r‘@ﬁﬁ?k&i agplécaglggq R?etdslqg)‘ioq?gg‘l“héaﬁggﬁer&é‘v‘éﬂeﬁiﬁﬁ]t .
It does 20 not sggemifically conformto the notion of a sub-systemwith
interfaces and factories. Were there is significant inherent conplexity
to a packadb) apprispnisetthe wswuot of application sspdcific diodg toi be alepélopeedio Fhpport
section describes specific elements and the generic | ications relying
on this fr anem?génggﬁrsqu“?{ﬂ%%ch‘*d?mnge&aﬁ‘%%ésﬁﬁgn %@F’R‘?fﬁﬂ’}éonb e Bped
to support theagéneric conponents as well as other applications built by

for projects. 25 Table 41: plication Framework Use Cases Use Case Title
Log-on To $pst esnforery degreqpisonsisienesin appliqatipn devslommaentiand befrgiour.

10 Implementation on the client is predominantly coded in Java.
COMMANDS

A toolkit for commands is provided to:
15 (i) simplify the implementation of actions within a graphical user interface
application; ‘
(i) provide a general solution to enable actions to operate over one or several
selections in the same manner;
(iii)  present an easy-to-use facade for application developers to work with providing
20 useful default behaviour for a typical application. Allow further functionality by
interaction directly with supporting classes;
(iv)  guarantee a command (appearing in possibly more than one command context) is
executed only once;
(v)  integrate access control features to:
25 (a) Display an action only if the user has the permission to generally perform
the action
(0) Enable an action if at least one of the currently selected objects in focus to
support the command and the user has the permission to execute the

command. Disable it otherwise.



Mai ntai n User Account WO 02/ 07071 PCT/ AU01/00847 -126 The franmework, GUI
conponents and generic applications: (a) mnimse the nunber of

appl i cat ivome2/6medi ng to be built to deliver an operati onabPCT/ayst/ensy7 5 (b)
m nim se the amount of application specific code to be devel oped to support
general requirenents including internationalisation and interaction with
the server; and (c) enforce a degree of consistency in application

devel opnment and behaviour. 10 Inplenentation on the client is

predom nantly coded in Java. COMANDS -AlZ7ool kit for commands is provided
to: 15 (i) sinplify the inplenentation of actions within a graphical user
interface application; (ii) provide a general solution to enable actions
to operate over e [ Fortall 11 .
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This toolkit establishes the following:

@) Command
10 (1) Command Type
(iii) Command Set
(iv) Command Context
W) Action
(vij Commandable objects

15 (vii) Commandable types of objects

A command is an action that may be performed on an object, referred to here as a
Commandable object. Commands typically manifest themselves in the form of menu

items, buttons, button bars and so on.

20
A Commandable object is an abstract concept defined by way of an interface. It can
therefore be anything material to an application, which implements the Commandable
interface. A commandable object in the following example is the card entitled CC.

25

The framework can support numerous appliéation defined types of commandable objects.
Cards would all be things of the type ‘CARD’. Every thing that is commandable must be
of a commandable type. It is the commandable type that defines the types of commands
which can be performed on things of that type.

30



-127 (c) execute a user requested conmand on any currently sel ected objects
in focus that either support that comrand, or the user has the perm ssion
to execweorbmri command. 5 Specialisations of add net hodBCT/AU0VSY]
JPopupMenu and JTool Bar are provided to ensure that nmenus and tool -bars
contain images and / or text as specified for an application. This toolKkit
establishes the following: (i) Command 10 (ii) Conmmand Type (iii) Command
Set (iv) Command Context (v) Action (vi) Conmandabl e objects 15 (vii)
Commandabl e types of objects A conmand -il28an action that nmay be perforned
on an object, referred to here as a Commandabl e object. Commands typically
mani f est thenselves in the formof nenu itens, buttons, button bars and so
on. 20 A Copsfisiahd & BRE@&d inithe GRr ﬁﬁ&ﬁ{ca%ec&&mg%fms 896! PRA dhnad tgge R
interface. It can therefore be anything materral to an applicati of, i ch
i npl enent s ahhdentidyrivlend agddeto abtetie aflacadisedAstcognifon dadniue and jor duttbms) tané / or an

foll owi ng exanpl e i he card entitl ed. . 25 The framework can .supp

nuner ous ab?ﬂnin@ért f%’i’ %T’éfi @(?ntWgs)owglﬁgcrﬁ]?ﬁwd%ﬂﬂhgatbodﬁséﬁ% use &B@Mﬁ al |
be things @fliecht¥ppli¥ffons eATFquesERIYA dtiohojdchidtorh thi§ faRRREAL! € nust be of a
commandabl e type. It is the commandabl e type that defines the types of

commands® whi ch can be performed on things of that type. 30 WO 02/07071

PCT/ ALO1/ Oigg'a?ﬁsea sjfl%ggs and file references are maintained in property resource bundles,

maintained by administrators. Using the bundle naming scheme, such a key would be
resolved by checking either the application bundle for the key, or the general bundle.
If the key is not found then:
10 (a) For string requests: the relative key (the penultimate token in the string) would be
returned,
(b)  For image requests: a default icon would be returned.

In addition if the file containing the external resource, such as the image, is not found then

15 adefault resource is returned.

For convenience and to support generic applications, this framework defines certain
command types. Examples include ‘Insert’, ‘Edit’ and ‘Delete’. Applications may define
new command types or reuse existing command types as appropriate.
20

This framework supports the notion of a command set, being a logically related set of
command types. There are a number of pre-defined command sets used by generic
applications. Using this framework, an application may populate tool-bars and menus and
pop-up menus with command sets. In a tool-bar, it maintains additional space between

25 command sets. In menus, it inserts a line between each command set.

To present application specific menu items and tool-bar buttons, an application may define

-its own command sets and associated command types. These are associated with a
commandable type. Developers define and ensure a correct mapping to the associated text

30 and graphical resources for new command types. The resources may be defined as either

the application specific property resource bundle, or the general property resource bundle.



A command is reflected in the user interface according to its type. Each
command type has an identity / key used to obtain a |localised string (for
menus andvon2/tmert ons) and / or an icon (for tool- bars ardI/avobuBsons)
which client applications may use to build a GQJU. dient applications can
request such Action objects fromthis framework. 5 Localised strings and
file references are maintained in property resource bundles, naintained by
adm ni strators. Using the bundl e nam ng schene, such a key woul d be

resol ved by checking either the appllcafﬁ nm bundl e for the key, or the
general bundle. If the key is not found then: 10 (a) For string requests:
the relative key (the penultinate token in the string) would be returned,
(b) For inmmge requests: a default icon would be returned In addition if
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intended to be performed. This framework provides the notion of a command context for

this purpose. A command context is a collection of commandable objects as perceived by
the user. To support this, the application developer registers commandable objects with a

15 command context.

It is the command context from which Actions are obtained that defines which
commandable objects will be called upon to perform a command type. The framework
calls upon commandable objects to execute a command type if the:

20 (1) commandable object is referred to in the command context or a child context;
(i) context in which the commandable object is referred is in focus;
(iii) commandable object is selected;
(iv)  commandable object supports the command type; and
(v)  user is permitted to perform that command type on the commandable object.

25
For example, tab panes in Card Management each represent a separate context. In this
instance, pressing the Delete button on the Details pane should only affect selected cards

within that pane (as defined by the Details pane command context).

30 Commands associated with menu items and tool-bar buttons should also only affect the

context in focus as perceived by the user. In Figure 53, they would again be the cards



- 129 A command type has a many-to-many rel ationship with a command set
and so may be presented in a variety of ways to users. Part of the command
set i npl avent/etoron for card managenent is shown in Fi gur eCHEAUOGmswRNd
types may be overloaded within the 5 application to performsimlar
operations on different types of managed objects. The actual neaning of a
command is inplenentation specific, however, the intent is that overl oaded
commands should performlogically simlar operations. It is
counter-intuitive to call a “suspend usk¥0- action “Delete' for the sake of
not defining a " Suspend' comuand type. 10 G ven that command types are
overl oaded and formthe basis of the actions presented to wusers, it is
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instance, pressing the Delete button on the ails pane should only affect

sel ect e}p cards wthin that pane (as defined by the Details pane conmmand
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by extending the abstract CommandableCollection class. Such clients conform to the

requirements for access control. Otherwise each atomic managed object is managed by the
15 command framework and will require the managed object to properly implement its getId()
and get Type() methods. The abstract CommandableEntity class is specialised for this
purpose. The command framework listens for state changes in commandable objects to
determine when to disable and enable menus. The framework relies on ‘enabled’ event
notifications from commandable objects in order to determine if at least one managed
20 object can presently execute supported commands. If no managed objects support a

command then that command will be disabled.
SECURITY FRAMEWORK FOR USER INTERFACE

25 The following general security feature apply:

6))] The system shall authenticate all users wishing to access the system.

(i) A user who does not interact with system within a configured period of time is
locked out of the system. The system prompts the user to enter their password i.e.
verify themselves to the system again.

30 (iii) The system verifies the user’s right to perform privileged commands upon

resources. A course-grained permission allows a user to perform a particular



-130 selected in the Details pane. It is possible however that comrands for
the overl oaded "Delete' command could al so include references to managed
obj ects ax@ozem®7i n the Val ue and Type tab panes. Hence, poRASen@s4Df such
commands may actually exceed the context which is currently in focus, i.e.
the action context (the set of all managed objects for nenu 5 itens and
buttons) may span across several command contexts. This framework therefore
supports the notion that one context may support several sub-contexts.

Whil st a (parent) context may be associ Bled with several (sub) contexts,

it should only execute commands within (sub) contexts that are "in
focus'.To facilitate this, the devel oper is provided with comand contexts
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access the systéﬁkc"(qli) A user who does not interact with systemvmthl n a

The. uer -t 670t 3F pPiett e bton) BFHRRG SO0 P gt et s R e ©

agai n. OI30 (iii) oﬁaﬁessmeeampmfsltﬁar pém)ruﬁ@gﬂ@ abtichfor i1 rm&rsmestreuw | eged
commands upon
FEvm) The system supports a naming scheme which allows a single permission to be

specified that either grants or revokes:
15 @ Every operation on every instance of every type of resource.
(b)  Every operation on every instance of a specified type of resource.
(c) Every operation on a specified instance of a specified type of resource.
(d A specified operation on every instance of a specified type of resource.
(ix) A permission includes three elements (strings) representing:

20 (a) resource type
(b)  instance identifier
(©) operation type

(X)  An explicit permission overrides a wildcard permission where both are specified at
the same level.

25 (xi) Permissions are verified according to an exact match on managed object type,
instance identifier and command type or, in the case of a wildcard, an automatic
match on this component of the permission definition.

(xii)  Coarse-grained access controls are defined with a Resource Type = ‘RESOURCE’;
and an Instance Identifier matching the name of the resource type, e.g. ‘CARD’,

30 ‘APPLICATION?, ‘PURSE’.



resources. A course-grained permssion allows a user to performa

particul ar WO 02/ 07071 PCT/ AU0O1/ 00847 -131 conmand across a broad type of
resourcewOzomas, a fine-grained perm ssion specifies aPOHAUDDUISHT
resource with which a user can execute a particular command. (iv) If no
coarse-grai ned perm ssions are specified for a particular user or group of
users then the systemacts as if all users have had this perm ssion
denied. 5 (v) If no fine-grained access control exists then the system acts
as if all users have been denied this pB2dssion. (vi) If a permssion is
granted, the system nmakes avail abl e an action (which can be linked to a
menu itemor button in a particular context, e.g. wthin a tab pane, at the
applicatio Ver-anar. . i i N Wit | t l: C nd
Gpon 10 SoT e T HAPBfaiR UL TohoR ake\inth it d ROGRIce) DpelikPling OF ™
only if the useroftthe reumettgpe,atg. | ‘€ARD’, SABPLESATION,  PERSBEramitan inktance
performng the agti for .the resource | ected. (viii) The system supports
a nami ng schema,lﬁ &n{ﬂqwgqlqhdagrgog{c%y@%gp #UPYn to be specified that

ei ther grankfy)orAr&pakeypelis résgbnﬁ)d@ o ARG the ﬂg&ﬁeﬁe‘é%ﬂd 1oRg Lif6CinSthn&V €T Y

type of resource. (b) Every operation on every i ance of a specified type
of resoufce. (c)idédreys wihindbdivmmgrspracepeci fi ed i nstance of a specified

type of resguyc d speci fied operatjion on every instance of a

Sheci £ ed tohk SPpertsiln FpE R Rt BB PAEE T vk thel SphPEnrL i fine
(strings) represgiihbdGicced® domdrol AeRMiki6Rs &Y AP branfif %}?fbvbﬁﬁgtihéi ®ght oC)
operation type (X) An explicit perm ssion overrides a w | dcard perm ssion
where both are ithig cemmargeorns thigetype \of|resopsre( guid) thiseingtanesi efnthe gespurce

I
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10 shared where its meaning is consistent across different contexts.

Without the right to perform this command on the type of resource type there is an implied

inability to perform that same command on this instance of the resource.

(@  Operation (or command) names will be used in conjunction with the naming
scheme for Internationalisation to provide localised variants of text and graphical

15 resources in actions to the user.

Manual operations utilising the services of CRUD satisfy the following permission

management requirements:

@@ Given a user Id, identify and delete permission associations and, where applicable,
20 the permission;

(i)  Given a permission, get the users granted or denied that permission, delete those

associations and delete the permission;

(iii))  Dissociate a user from a permission;

(iv)  Associate a user with a permission;
25 (v)  Revoke a permission for a user;

(vi)  Create a new permission.

The format of the naming scheme for describing permissions is as follows:
<Resource Type>.<Instance ID>/<Command Type>

30 where:



match on this conponent of the perm ssion definition. (xii) Coarse-grained
access controls are defined with a Resource Type = "RESOURCE' ; and an

| nst ance waenoiofi er mat chi ng t he name of the resource typPCT/AUGI/008CARD

30 "APPLICATION , "PURSE . WO 02/07071 PCT/ AUO1l/ 00847 - 132 (xiii)

Fi ne-grai ned access controls are defined with a Resource Type matching the
nane of the resource type, e.g. CARD, "APPLICATION, "PURSE ; and an
instance identifier which is a resource type defined string. (xiv) A
resource type is responsible for ensuri-nig3t-he uni queness and long |life of
instance 5 identifiers within their nanme-space. (xv) Operation type is
resource-type specific. It is used'in the coarse-grained and fine- grained

Lol L . . . . e .
e MO Lol 155, gL DS Ui YR WO bl oo
resource respeoperadbys wilhiee exgomedf t he operation type need not be uni que,

and should pe 10 shar where its neagning i s .consistent across different
cont ext s. \@hoﬁ?ﬂ%%er GhE theounigne %P@%%%eriaﬁtapﬁ%#wi igstancesfur ce

type there is a%éﬁ?&dré‘éityp%.”abi lity to performthat same command on this

i nstance of the resource.” (a) Operation (or command) nanmes will be used in
conj uncti orfewi t KGoemaranTypg> replesemts the maine tof rancatmmarnal supportahby thepravticude

| ocal i sed variants of text and graphical 15 resources in actions to the
user. Manual op&PCEAP%tilising the services of CRUD satisfy the

foll owi ng perm ssion nmanagenent requirenents: (i) Gven a user Id,
identify and del ete perm ssion associ ati ons and, where applicable, 20 the
per m ssi on:Theisghen@ allomvsfopavarforns efpergissionhdescrdbaddygvasneleah examplani ed t hat

Do, B A AR GRS BBt IRELIIT B
perm ssj(on; operation and controls execution of this via a suitable UI control e.g. a menu item.
~ At the point of assembling an interface, the application performs a check that the
current user has the permission ‘RESOURCE.CARD/Delete’. For a user without
the permission to delete a Card object, no Delete menu option would be created.
For a user with the permission, a Delete menu item would be added to the edit
15 menu that may be enabled or not depending upon the following.

(b)  Fine-Grained. Assume that the user has the coarse-grained permission to delete
cards. An application would enable a Delete menu item that pertains to deleting
selected cards if that the user has selected one or more cards in the current context
and has the permission to delete at least one of these cards. Another scenario might

20 see that a user selects a card with a -Card ID of CID000111. The Delete menu
option will be enabled if no permissions of the form ‘CARD.CID000111/Delete’

have been revoked since the user has the coarse-grained permission to delete any

card.

25 In the case of self-managed resource collections, it is the responsibility of the application
programmer to handle the case of multiple selections within such data ‘views’ e.g. a list
view, and their effect on those UI controls e.g. buttons backed with actions like ‘delete’.
The following is made available in accordance with the proposed naming scheme, to allow
maintenance of permissions and verification of specific permissions on an ad-hoc basis.

30



25 (v) Revoke a perm ssion for a user; (vi) Create a new perm ssion. The
format of the nam ng schene for describing permssions is as follows:
<Resour cavaypemrkl nst ance | D>/ <Command Type> 30 where: WOPOPADTOTR47

PCT/ AU01/ 00847 -133 (a) <Resource Type> is the designated type of object
upon which a particular set of operations will be executed. (b) <lnstance
ID> is the unique attribute pertaining to an instance of each instance of
the resource type. 5 (c¢) <Conmand Type> represents the name of a conmand
supported by the particular resource typ®i-The schene allows for two forns
of perm ssion, described by, way .of an exanple: (a) Coarse G al ned An
application that deals vmth Card Obj ects allows for a "Del ete'

operation C f S a I

menu item a%l ?ﬁe pol nt ofq?élﬁs?)ge Illlsﬁgﬂarl})f%"tﬁ? & %ﬁﬁn&fg %IE%I;'[?I g@tﬂng
perfornms a gfeeation);hat the current user has the permssmn

" RESOURCE. CARDY Del ete'. For a user without the pernmission to delete a Card
object, no Delete nmenu option would be created. For a user with the

perm ssi on, wRerBel ete nenu item woul d be added to the edit 15 nmenu that may
be enabl ed or not dependi ng upon the follow ng. (b) Fine-Gained. Assune
that theSuser has the coarse-grained permssion to delete cards. An

applicati orﬁmﬁ-ﬂ—em&m—e—&ﬁaehﬁﬁerﬁ?@é—kkﬁﬁ—khﬁ%—peﬁha{—ne—%ﬁ- del eti ng
sel ected calthld  that HfRUESIAeHUE @€ ect ed one or nore cards in the

current cordgl and gk bhRrieQkE $8idbct endphieh e pehfiRsbn age. Of these

cards. Anot her scenari o m ght at a user sel ects a card wwth a Card
| D of CID000111. The Dbetingehepked, egdparidorfilai | | be enabled if no permi ssions

of the for Cl D0QO111/. te ~_have n rekvok d si nce the user has
t he coar sene&P Cpfﬁ?d per es‘?F%‘Et &eﬁgﬁ%?yebeah Frd. > lmp(i
lalll)
Operation the operation being requested (may be blank, or ' * ',

which implies 'all')

For example,
checkPermission( userld, ’card’, ’*’, **°);
Reads ’can userld do anything to any card?’
10
checkPermission( userld, *file’, ’c:\ntloader.sys’, *delete’);

Reads ’can userld delete ntloader.sys?’

checkPermission( userId, ’security:certificates’, *’, *create’);

15 Reads ’can userld create a certificate?’
checkPermission( userld, ’security:certificates’, ’ERG’, *delete’);
Reads ’can userld delete ERG's certificate?

INTERNATIONALISATION
20
Images and text to be displayed to the user are localised, and resources localised include:
@) Messages
(i) Labels
(iii)  Tool-tips



25 In the case of self-mnaged resource collections, it is the
responsibility of the application programmer to handl e the case of .
mul ti pl e v@bzetorons within such data "views' e.g. a |list P@i/awpl/ensd’ t heir
effect on those U controls e.g. buttons backed with actions |ike "delete'.
The followng is nade avail able in accordance with the proposed nam ng
schene, to allow nmaintenance of perm ssions and verification of specific
perni ssions on an ad-hoc basis. 30 WO 02/07071 PCT/ AU01/00847 - 134 boo
checkPer mi ssion( | DToken userld, Mtringl3bject, Mstring objectID, Mstring
operation); where: 5 Userld the caller's identity token Cbject the generic
type of object on which the permssion is being checked, eg 'card', 'file'
Obj ect | D t hev)spedhémeniedj ect (may be blank, or' * ', which inplies "all")
Qperation the operation being requested (may be blank, or which inplies
“all') For @®kandres checkPermission( userld, 'card , Reads 'can userld do
anything to any card?" 10 checkPerm ssion(userld, 'file'",
"c:\ntloader.sys', 'delete'); Reads 'can userld delete ntloader.sys?

checkPer m d$itlentext)deod o oﬂﬁﬁtdd:ﬁliée&lh@ﬁfu&df canabebe obf(éine'dcff({hgtiﬁ' source therR@Rds
"can userld create_a certificate? checkPerm ssion( userld,
‘securi t3: S¥stemy shall provide Eﬁ@fﬁu‘ﬁ% dad egegerpte amexes log dnessags: | dhgeframewekG s

certificat efyvides a single point of access to localised resources which may be modified to access

server-side resources. File names, for icons and other file type resources are not referred to
directly in the code. The naming directory service is in place to cater for the correct
identification of various objects within a graphical user interface. Examples of objects that

10 require unique identification within an application are visual controls such as text fields
and tables, buttons and menus that perform specific operations and various messages.
Some objects within an application will require identification, but not necessarily in a
unique sense. Some examples would be OK and cancel buttons, messages/prompts such as
’Are you sure you want to delete the selected object(s)?.

15
The use of an internationalisation class allows easy access to localised resources for use
within an application. Resources are provided on the basis of the currently specified locale
for the user. Based upon the Naming and Directory Service an application may specify
application specific or general keys by which to acquire resources. The application

20  specific naming scheme assumes a dot notation naming format of the following form.

<BundleName> “.” ( <context> “.” ) * <defaultName>

where:
<BundleName> is the name of the property resource bundle which must not be ‘general’
and should otherwise indicate the name of the application.

25 <context> is any application specific contextual information to assist in managing resource
bundle entries. |
<defaultName> is the name to be used for text resources in the event that a resource could
not be found. If required, the defaultName will be returned with underscores replaced by
spaces.

30
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| NTERNATI ONALI SATI ON 20 I mages and text to be displayed to the user are

| ocal i sed, and resources localised include: (i) Messages (ii) Labels

(iii1) Toowenr/um7W\D 02/ 07071 PCT/ AUO1/ 00847 -135- (iv) MP@DAUCBNEY) | cons
If the text, icon or other |ocalised resource cannot be obtained fromits
source then the 5 systemshall provide a default, and generate an error

| og message. The framework provides a single point of access to |ocalised
resources which may be nodified to access server-side resources. File
nanmes, for icons and other file type reddGrces are not referred to
directly in the code. The namng directory service is in place to cater for
the correct identification of various objects within a graphical user
interface. prR¥RORERanRY.. QD) €CtS That TU require unique rdentitrcatton W thin
an application are visudal controls such as text fields and tables, buttons
and menus that perform specific operations and various nmessages. Sone
objects within an application will require identification, but not
necessarily’in a unigue sense. Some exanples would be OK and cancel
buttons, nMessEIESHRIINENANSUSTARSM FAR. GOFIFYy € you want to delete the

sel ected object(s)? . 15 The use oy an internationalisation class allows
easy access ¢lgs anpfPlameeEdsedes for use w thin an application.
Resources are provided on the basis of the currently specified |locale for
t he user. Based upon the Naming and Directory Service an application may
speci fy appgdmatwm.satmt(i1i8a.g@fregf(ﬂ?5attmkgemamvs()¥]ybi ch to acquire
resources. The_application_ 20 specific nam ng schene assunes a dot

not ati on nan§R@yBuionesetiean(il§a.cedeancny RuttanogetNameid| eName> ". " (<cont ext >
".") * <defaul t Name> where: .

closeButton.setText(il8n.getText(closeButton.getName()));

closeButton.setIcon(il 8n.getIcon(closeButton.getName()));

From the above request and in accordance with a current ‘Australian English’ locale, the
internationalisation class would know to retrieve the ‘myFrame.Go Fly.TEXT’ and
‘myFrame.Go_Fly.ICON’ resources from the ‘myApp en AU.properties’ resource
5 bundle. In instances where a requested locale is not available, the internationalisation
searches for the nearest match. Specifically, ‘myApp_en.properties’ may be the closest
match for the locale's language. Failing such a file's existence, the default resource bundle
would be used - in this case ‘myApp.properties’. If the requested property could not be
retrieved for the getText() request, the string ‘Go Fly’ would be returned and an error
10  message logged.

In the case of the closeButton, the internationalisation class would seek to obtain resources
fo; the key ‘Close’ from the general_en_AU.properties file. It’s processing otherwise is as
above. Implementations may maintain server-side pools of resources and client-side

15 caches. A server implementation establishes whether an object in the pool affecting a



<Bundl eNane> is the name of the property resource bundl e which nust not be
“general' and should otherw se indicate the nanme of the application. 25
<cont ext o 82/emy1 appl i cati on specific contextual informatPOWVAUOL/GSST St in
managi ng resource bundle entries. <defaultName> is the nane to be used for
text resources in the event that a resource could not be found. If
required, the defaultNanme will be returned with underscores replaced by
spaces. 30 Exanple WD 02/07071 PCT/ AU0O1/ 00847 -136- Public nmyFranme(...) {
goFl yBut t on. set Name(' nyApp. nyFrane. Go HM7); cl oseButton. set Nane(' C ose');
goFl yButton. setText(i | 8n. getText(nyButton. getNane ());

goFl yBut ton. setl con(i 18n. getl con( nyButton. get Naneo ));

cl oseBut t onpsafid@chle hhS ChAREd 8ad AGMRS BRUITAMI6{INYIF 9 ihat the client may flush

cl oseBut t on. setlcon(l 18n. get | con(cl oseButt on. t%et Nane( ) } From'™he
above requdtstcuzmunt sehotresmirersrané readithens agaim fromtthe sersen aI | an English' |ocale,
the internationalisation class would know to retrieve the "nyFrane. Go

Fly. TEXT" and "nyFranme.Go Fly.I CON resources fromthe “~nyApp_en

AU. pr opert iMETADATAUrce 5 bundle. In instances where a requested locale is
not avai]able, the internationalisation searches for the nearest match.
Specifically, “~myApp_en.properties' nmay be the closest match for t he

local e’ s | 3?%&’ fen g:‘olvid%ga R 3o gé)lfeﬁ Kg%'dp nggem 4 Bge ﬁ‘I,l el ilfGaRMcRe

bundle wo e use s cas erties' . & requested
property calekcuhbmgthbebjects; theipatdbitey artdkassqz;&ttfﬁasct The useq mq&bvidedlmthtfacmtges Go
Fly" would %e aﬁt 10 58 gct% ecrlne%?s eltﬂlso (r:omponeg%9 grcs)‘?i%gs ll(t)r%g (safeciéction model that accepts
listeners (applications) and notifies them of changes in the selection model. It interfaces
10  with a facade that provides this metadata. This facade provides methods to perform the
following:
(@  Access alist of all managed object types
(b)  Access the names of attributes for a managed object type
() Access the names of associations and important characteristics about such

15 associations, e.g. multiplicity.

The MetaData Interface allows retrieval of metadata pertaining to the business objects and
their attributes from the server. A graph of classes and associations is defined by this
interface to include MASS managed object classes only. Terminating nodes are Java
20 classes and Java native types. This interface may be used by applications to query class

names, attributes of classes and the multiplicity of such associations.

JNDI

The system supports standard file operations (in addition to those already specified under
25 FileDialog) via the MASS naming and directory service. To maintain a standard interface

to naming and directory services, the Java Naming and Directory Interface (JNDI) is used.

JNDI is designed to be able to delegate to various services to provide a standard view over

all services. For the purposes of MASS, JNDI sits over MassNDS, NotificationGeneration

and MASS Security. MASS Naming and Directory Service is accessed via a Java Native
30 Interface.



In the case of the closeButton, the internationalisation class wuld seek
to obtain resources for the key Close' fromthe general -en AU. properties
file. It'woprowessi ng otherwise is as above. |nplenent at POVAUNEYOSHRAI Nt ai N
server-side pools of resources and client-side 15 caches. A server

i npl enent ati on establishes whether an object in the pool affecting a WO

02/ 07071 PCT/ AU01/ 00847 -137 specified |ocale has changed and notifies the
client accordingly so that the client may flush its current set of
resources and read themagain fromthe s er. METADATA 5 This el enent
provi des a swi ng conponent that displays, in a tree structure, information
describing the objects, their attributes and associations. The user is

provi ded WNihssN®Y $uppbRS a chiteRiEtypdfd seflalsell @bject! DBl Sthe BhdrgeCainefRnal
provides a tree selection nodel that accepts |isteners (applications) and

notifies toS@bisetscRerriensrs implemaenidpvacelasses tagtase or refriqvigtvis thisraechagis t h a
facade that provides this netadata. This facade provides nethods to perform
the following: (a) Access a list of all nanaged object types (b) Access

t he nanes AINROREDGUt es for a nanaged object type (c) Access the names of
associaiions and inportant characteristics about such 15 associ ati ons,

e.g. nultiplicity. The MetaData Interface allows retrieval of netadata

pertai ni ng SuBpé e REPIIEE K5t oDRIcERYS 1RA6. THAR &, thealbility By kR ertah @B)ebtBack e MR - A
graph of classes and associations is defined by this interface to include

MASS nmanagétiteb) shichcitaaxissed prioyyto gditing.nbhis syppostd ssprevisied ap 4he Gl lgveleiw and

Java native ,tv.pes. .Lhi i nt.aer.f ace, may he used by. appl ,cations to, quer

chas  nanbddmiRR i pbideevdly i BaRiclMled i Eimads SRR D bisp 1ol el tiEbe
associ at i oRgored] NWithihh@wing Soipoaeitd B0t as ttenideitdr fpah&s, AiRE 18 tmh4A8 Sof( éxisting
addition to those already specified under 25 FileDi alog) via_ the MASS

nani ng khd fenikitiest terspppertvinde andgedmi rhhaicamanand dfiraewonkn Werking én conjHBeHOg
and direct i HGhagel BBjects aliftiils MABIAHOR MY R E8Ckbn A [s35c8sibRNB dne' S

used.
user to perform undo and redo operations.

PRINTING
15
A printing interface for an application is provided at the component/control level (i.e.

context sensitive). This is initially activated via a 'Print' dialogue.

APPLICATION INTERFACES
20
CRUD (Create Read Update Delete) provides-support for the following additional types of
editors:
(a)  List
(b)  Combo Box
25 (¢) Radio Button
(d)  Spin button

The CRUD application is adapted to be able to use the persistence Query language, so that
queries can be specified by the user, if required. The CRUD application integrates with the

30 new Command framework. CRUD commands are driven by javax.swing.Action instances.



JNDI is designed to be able to delegate to various services to provide a
standard view over all services. For the purposes of MASS, JNDI sits over
MassNDS, wobnt/biocat i onGenerati on and MASS Security. MASS MNanmiangl/ansd?
Directory Service is accessed via a Java Native 30 Interface. WD 02/07071
PCT/ AU01/ 00847 - 138 MassNDS supports a content type for serialised

obj ects enabling the storage and retrieval of objects. Devel opers

i npl enent Java cl asses to store or retrieve via this nechanism UNDO REDO
5 Support is provided for object |evel uio. That is, the abi lity to revert
an object back to the state in which it existed prior to editing. This
support is provided at the GUI level in addition to object level. This is
i nt egr at ed Thet followingrditer dussbs drbatldgdt evi ous states may be stored. Wthin
SW ng conponents such as text editor panes, use is nmade of existing 10
facilities @b supdorkist fpessible valeb. The conmand franmework, working in

conj unct i ong) Wi t(ElTrgﬁ?ﬁQfd anioggioésibﬁ%ﬂtfdlﬁbé HithOthl %g{iir)rgg%%eqﬁ%ﬁfeo&h&mh

that it is possi or the er to perforniundo an perations.

PRI NTING Malug printing interface for an application is provided at the

conponent / contr Level (i.e. .context sensitiye). This is initially

acti vat \;&i aqiaigf(? b ondi%ﬂngghgﬁergﬁpgp QNSI}(’E?IWA%t g?@)hoéﬂUD (Create

Read Updat gdPel i) HitgHi daSontloP PRkdre f £ mublific! 9h1LOYh dhfeldanad E¥P&s: Of

editors: (g)PEi st (b) Combo Box 25 (¢) Radio Buttongﬁ(l%;j pistes B b
incremented/ decremented using buttons '

ANF
10
ANF ensures that only authenticated users can access the system. If there is no current user

logged on, ANF ensures that a user is forced to login prior to accessing applications within
the ANF.

15 ANF provides a facility for the user to log out in which event, all open applications are
closed and the ANF removes access to all applications that the previously logged in user
had access to (according to their privileges). Profiles are CD based and thus require the
use of the Configuration Data sub- system to retrieve the following as part of a user's
profile:

20 (a)  List of applications each of which contain:

1) The Id of the Application (unique key)

(i)  Name of Application (displayable)

(iii)  Iconic representation (32x32) (displayable)

(iv) Class name (canonical form) e.g. mass.base.core.MTime.class (form

25 suitable for direct reﬂecﬁon)

(b)  Inactivity timeout period (min. resolution secs)
ANF uses the command framework to launch applications.

30 The system provides the following user interface components:

)] Parent ANF Frame to provide a UI context for managing applications



The CRUD application is adapted to be able to use the persistence Query

| anguage, so that queries can be specified by the user, if required. The
CRUD appwa@ariomm i ntegrates with the 30 new Comrmand franr@oak1/@RUD
commands are driven by javax.sw ng. Action instances. WO 02/07071

PCT/ AU01/ 00847 -139- The following editor classes are added: (a) List -
Li st of possible values (b) Conbo box - List of possible text values, with
the option to type in sonme other value 5 (c) Radio button - Control where
one of two possible values must be chosedt(-d) Spin button - Control where a
nuneric value may be entered as text, or increnented/ decrenented using
buttons ANF 10 ANF ensures that only authenticated users can access the
system |f (bher Views ing.ConandiBamewoekiged on, ANF ensures that a user is
forced to login prior_ to accessing applications within the ANF. 15 ANF
provi des a faci I(Bty fldFS YIR¥ user to | og out in which event, all open

appl i cations ar gjj) cl %ﬁ@n?ﬁﬁvi‘é@e ANF renoves access to all applications
that the previ ous?y | ogged 1 n user had access to (according to their

privileges). Profiles are CD based and thus require the wuse of the
Configuratipon Data sub- stemto retrieve the follown art of

user’ g roﬁ‘i"fsg'?l S 2‘6“{1%{51@@%5?’0@ “aﬁﬁ?tfliﬁgt Viénd 98t d@fog}aﬁ?%ﬁafgmtsﬁf%ﬁe- ?{I)e The
Id of the %Rhérﬁi@&ﬁ&fhr{d%ﬁtﬁ&@saﬁ@ﬂServ(de!ﬁrox%@éﬁh@%gcﬁ??}lvﬁ&%&w&& Withid RitRAR! ©)

(iii) lconic representation (32x32) (di'splayable ) ass nane
(canoni cal pedpmp thisgeaphuing, s efraeworkTallnsvsc begest (ttamsnto 2 velup tadl plugon
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username/password combination is provided for in a standard modal dialogue box.

10 Management of the inactivity timeout may be done via a separate thread monitoring
mouse/key input within the top-level ANF frame (since all mouse events logically delegate

through it) and counter resetting.

The Command Framework establishes an initial application context by presenting actions
15  for applications that the user has the permission to run. That is, if a user has permission to
run an application, the application will exist in the tree view, button bar and other UI

controls from

which the application can be run. The ANF's context is the ancestor for all other
20 application contexts and is normally always in focus (unlike individual applications that

must handle changes in focus).
REPORT

25  For the report writer there is provided the following:
@ A simple GUI component that displays tabular data in a text format.
(i)  Can use the query sub-system.
(iii)  Standard selection and copy operation.
(iv)  Provide the user with facilities to save the report with data separated by a user-
30 configurable character, allowing the standard formats of comma separated values
(CSV), and tab-delimited.



ANF uses the command framework to | aunch applications. 30 The system
provides the follow ng user interface conponents: (a) Parent ANF Frane to
provi de avabzewmnt ext for managi ng applications WO 02/ 0707eCPATHI¥»IBL7 00847

- 140 (b) Views (using Command Framework): (i) Tree view (ii) Button bar
view 5 A user's usernane/ password is captured via a |ogin dialogue of the
interface. The Authentication and Authorisation Service provides the
security framework within which to performthis capturing. The franework
all ows project. teanms to devel op and plulflim addition authentication
services (e.g. launch a fngerprint capturing dialogue). A standard

user nane/ password conbi nation is provided for in a standard nodal dial ogue
box. 10 Mangyenmdbvide theeet with theviatilityt torspevify thepepbst teene via a separate
thread nonitoring nouse/key input within the top-level ANF frane (since
all nmouse events logically delegate through it) and counter resetting. The
Command Fr abl.l L 11 i jon context by presenting
actions 12@2@‘!@%%??%2#%?@%%%%? %éeohﬁéae@qﬁ%%&%g perm ssion to run. That
is, if a uskrsyitan qetinisgatoptis hisle to ulefia® aapmhbet alfireport types.aPg a egoriotypeid |
exist in t%e tree view, button bar_and other U controls from which the
appl i cat? orPYSEm pdmynisiratan s ablgto defingacesss conrolhe ancestor for all other 20
application contexts and is normally always in focus (unlike individual
applications that nust handl e changes in focus). REPORT 25 For the report
wri t er therkheirspgt vieiwde dpplivatidrolsl aogviaplhjcal (dojnpAneit it pratiflescompansantvievh dite

di splays tabul ar.data_ in a text format. ii), Can use th ue sub- system
(1) 26 andgnt sihie? 1o vang T oy o dicams S feioppraboy i hlRe e BPSagR
facilities jhRg@fvfe!fle dfeak! coMponettadnd BRMGhGH: TR PYnd t465 §€limited file format

10 save and read mechanisms. The Report Viewer is a simple Frame containing a text pane.

The class has a method such as:

public void setData( Collection data );

This method can be used to set the data displayed.

Menu items or buttons will be included to set a query, and to save displayed data in various
15 formats.

The Query Integration interface provides an interface to receive and display a result set.

GUI COMPONENTS

20 BINDING

-Binding allows a user to display and/or edit a value held in a data object in a screen object.
More over, it will typically be the case that a set of values will be treated as a single entity.
An instantiation of binding has the following characteristics:

25 () A screen object is bound to an attribute of an object.
(i)  The representation in the screen object is determined from the value of the attribute

in the object.

(iii)  The representation in the screen object can be reset to the value in the attribute.
(iv)  The value in the attribute can be set to the value represented in the screen object.

30 (v)  The object instance that a screen attribute is to bound to can be changed, provided

that the new instance is of the same class.



30 configurable character, allowng the standard formats of conmma separat ed
values (CSV), and tab-delimted. WO 02/07071 PCT/ AU01/ 00847 -141 (v)
Provi de Weous®riwith the facility to specify the report PgpPav0l/dise’ Report
sub-systemintegrates the command framework. A systemadm nistrator is able
to define a nunber of report types. For a report type a 5 System

Adm ni strator is able to define access controls. The report viewer
application is a graphical conponent that provides a nmeans to viewthe
report within a text pane. It contains éd8us for file operations and help.
File operations integrate the file dial ogue conponent and inplenent CSV
and tab delimted file format 10 save and read nechani sns. The Report
Viewer is a sinple Frame containing a text pane. The class has a nethod

such as: public void setData( Collection data); This nethod can be used to
set the datAn Hnpgsteaypat okeshiceving this 6apability dnthe\yse of 3daptars; ddapforsocapyert 3
query, and ' . ' | . s!?ﬁ}ysth

I nt egrati or‘{";11 flaﬁt% gl\raﬁg%ié%glr_l%ﬁ%g%%ﬁaﬁoélﬁ}tléeﬁp gegée{ﬁ%%o]ﬂ?gé@% ve ang-gg’lgesp é/éféEarcgsul t
sgt .oau I QdidreINbiNVide2 @ dBhiERkibis sEiivitdi fog aabédifis chassitamd deciveld slabsey) ofhstiezn
edit a value held in a data object in a screen object.. re over, it wll
typi cal 1y BBiecht %%galﬂlﬁ&ia%s 3t G3p rgasp ﬁﬂ@lﬂ%ﬂ%ﬁ#&%ﬁ% sgkeen Oiueﬁbf%le
entity. Al | ALl i ngli ' LSt hiGiSe: 25
(1) B scr cashi b feih delerinBA) e Bgh buskf WM URIEABIAGS Stk b

r epr esent atindthe classhf the ntgbuteln et object.dBtie ppproadh frovides te Neatibibtyoto tulild
attribute in the object..(iij) The representgtion in the screen object can
be reset t3IRiers %ﬂ%ﬁtﬁepﬂbﬁ(ﬁ@th%t@m %ggubsﬁl‘ﬂ‘t’f‘he value in the attribute
can be set to the value represented in the screen object. 30 (v) The object

instance that a screen attribute is to bound to can be changed, provided
It is useful to work with a collection of screen items as a single entity (given that the

primary purpose here is to support the development of value editing and display of

information). To this end a binding set is used. A binding set is a collection of bindings

with certain coordinating operations that apply to the set as a whole. The operations

supported are the same as that available on individual bindings except that they are applied
15 to all bindings in the binding set.

While this could be done on a case by case basis by the application developer, a more

general method reduces the effort, testing and maintenance and provides greater uniformity

across the entire development.

20 LOGONDIALOG

The Application Navigation Framework requires a simple login dialogue to be presented to
the user to allow authentication within the security framework. The design of the dialogue
leverages an existing Java framework — the Java Authentication and Authorisation Service
25 (JAAS). This framework provides a generic mechanism upon which to implement a variety

of means of capturing user information and authenticating it.

The dialogue provides the default mechanism of capturing information from the user.
Integrating the design with JAAS provides the opportunity to provide alternate mechanism
30 of capturing information from the user. This uses an extension of certain classes from this

framework, primarily a javax.security.auth.LoginModule and



that the new instance is of the sane class. WO 02/ 07071 PCT/ AU01/ 00847
-142 An inportant part of achieving this capability is the use of adaptors.
Adapt or s wonvenri a value held in an attribute to and fr oPCT/A®01/00847
representation required by the screen object. Each adaptor provides a
conversion service for a specific class (and derived cl asses) of .screen 5
object to data value classes that can reasonably be represented by the
screen object. The adaptor to be used is determ ned by the binder based
upon the class of the screen object andl48he class of the attribute in the
object. This approach provides the flexibility to build adaptors for
screen objects that are added subsequently. 10 It is useful to work with a
col | ecti on j¥axset@f. abiheUmIbaskHndichgl © emhbét Y dilbgten tAaf tiledértsTar the
purpose here is to support the devel opnent of value editing and display of
i nf or mat i odyvaxpsecurity uid{chlthagk inttirtage eranibs wrepped witlhamatlapter shat doss. a
collection of bindings wth certain coordinating operations that apply to
the set as a whole. The operations supported are the sane as that
avai | abl e on individual bindings except that they are applied 15 to al

bi ndings in the binding set. While this could be done on a case by case
basis by the application developer, a nore general nethod reduces the
effort, testing and mai ntenance and provides greater uniformty across the
entire devel opment. 20 LOGONDI ALOG The Application Navigation Framework
requires a sinple login dialogue to be presented to the user to allow
authentication within the security framework. The design of the dial ogue

| everages an existing Java framework - the Java Authentication and

Aut hori sation Service 25 (JAAS). This framework provides a generic
mechani sm upon which to inplenent a variety of means of capturing user
information and authenticating it. The di al ogue provides the default
mechani sm of capturing information fromthe user. Integrating the design
wi th JAAS provides the opportunity to provide alternate nmechanism 30 of
capturing information fromthe user. This uses an extension of certain
classes fromthis framework, primarily a javax.security. auth. Logi nModul e
and



WO 02/ 07071 PCT/ AU01/ 00847 -143 javax.security.auth. Call backHandl er. The
di al ogue also inplenents the javax.security.auth.Callback interface or can
be wrappadowr/ote7an adapter that does. WO 02/ 07071 PCT/ AUORCDABA700847.44 BASE
SERVI CES The | owest infrastructure |evel of MASS is the Base Services

| ayer. The service packages 5 include: (a) Core O asses (b) Operating
System Abstraction (OSA) (c) Serialisation 10 CORE CLASSES The MASS Core
cl asses are grouped as follows: (i) primtive data types (ii) collections
(iii) maps (associative collections) 154di-v) time (v) noney (vi)
exceptions (vii) streans (viii) run tinme class definition 20 Many of the
core MASS cl asses are prefixed by the letter M Exanpl es include M)bject,
Mstring and MIinme. The M prefix highlights that these are MASS specific
versions of the nore general Object, String and Tinme class nanmes. This
assists in reducing name space i sSBASESERYICHSt he programmi ng and design

|l evels. It also allows discussions between 25 design and i npl enentati on
personnel for projects to distinguish between MASS specific class concepts

and gener i cTiel lawestdofiatpttre MAEDIMASSAS BeBe SeRliced 18yeR OThdécefit pabkhyest he
5 include:
(@  Core Classes
(b)  Operating System Abstraction (OSA)

(c) Serialisation

10 CORE CLASSES
The MASS Core classes are grouped as follows:
)] primitive data types
(i)  collections
(iii)  maps (associative collections)
15 (iv) time
(v)  money
(vi)  exceptions
(vii)) streams
(viii) runtime class definition
20
Many of the core MASS classes are prefixed by the letter M. Examples include MObject,
MString and MTime. The M prefix highlights that these are MASS specific versions of the
more general Object, String and Time class names. This assists in reducing name space
issues at both the programming and design levels. It also allows discussions between
25  design and implementation personnel for projects to distinguish between MASS specific
class concepts and generic class concepts. MASS core classes that are not prefixed by the
letter M, such as the LocalPettyMoney class, have class names that are not easily confused

with other non- MASS class libraries or frameworks.

30 CORE CLASSES
PRIMITIVE DATA TYPES



letter M such as the Local PettyMoney cl ass, have class nanes that are not
easily confused wth other non- MASS class libraries or frameworks. 30
CORE CLASGR®/0MA M Tl VE DATA TYPES WO 02/ 07071 PCT/ AUO1/ OPE8WAUOHW8%? The
primary supported MASS progranm ng | anguages, C++ and Java, both include
the concept of primtive data types in their |anguage definitions. This
section defines the primtive data types and the type nanmes used in the
MASS framework. Table 42 lists the supported primtive data types. 5 Table
42: MASS Primitive Data Types Mddel Datld&++ Type Java Type Conment Type
Integer64 int64 long 64 bit signed integer Integer32 int32 int 32 bit
signed integer Integerl6 intl6 short 16 bit signed integer Integer8 int8
byte 8 bit Thegstinary supp&ted MISS Paang%ag@ €4 e SdvahbdtkBRclidO el NY
poi nt nunber Doubl e Doubl e doubl e Doubl e preC|S|on | EEE fioatlngnp0|nt
nunber  Bo&PBESRT B GWIBEYE <latp WPEhiR thejh dangpHage ﬁnmmy Thigy section rdgéines the

I::lnsgevgln?g)r;r}g In %gs ,gi %Pongﬁ o%eg% tﬂé&%l ng ool{'%%?/g%l%%%%s

Syst ems | ncupphinied priatities datikypes.pri mitive 10 data types Integer, Long and
Short wJl result in error nessages at code generation time. This ensures
that the expected integer bit size is explicit in the nodel and the

generated code. Table 42: MASS Primitive Data Types

Model DataC++Type  JavaType  Comment

Type

Integer64 int64 long 64 bit signed integer

Integer32 int32 int 32 bit signed integer

Integer16 intl6 short 16 bit signed integer

Integer8 int8 byte 8 bit signed integer

Float Float float Single precision IEEE floating point
number

Double Double double Double precision IEEE floating point
number

Boolean Bool boolean A data type that can only have a true or

false value

- The model data type columns define what primitive data types can be entered in Rose, ie
Rational Rose, a modelling tool by Rational Systems Inc. The standard Rose primitive

10 - data types Integer, Long and Short will result in error messages at code generation time.
This ensures that the expected integer bit size is explicit in the model and the generated

code.

The approach taken with the MASS UML model and C++ integer primitive types is to
15 prefix the primitive type name with an integer label and suffix it with the size in bits of the
integer. This approach highli\ghts the form of integer a programmer is dealing with. The
facility for defining aliases for primitive data types is not supported in the Java language,

hence the standard type names are used.



The approach taken with the MASS UML nodel and C++ integer primtive types
isto 15 prefix the primtive type nane with an integer |abel and suffix
it with weozimelin bits of the integer. This approach hpghAiugtiess4t he form
of integer a programmer is dealing wwth. The facility for defining aliases
for primtive data types is not supported in the Java | anguage, hence the
standard type nanes are used. WO 02/07071 PCT/ AU01/00847 - 146 MOBJECT
Al'l classes that are to be able to be serialised or persisted via MASS

i npl enrent the Mxject interface. BecauskEléof this, the mpjority of the MASS
core classes described herein inplenment the Mbject interface. It allows
the core classes to be nenbers of any 5 class that is to be serialisable or
persi st abl eMOBUECT € 54 di spl ays a sanple set of the classes that inplenent
t he MXj ect c(t#ﬁrfa g s fundanmentally tied to the MASS Run Tine
Cl ass Defi n""ft1 S?Su i?e@cb? serdplised of persidedimia MASY émplement the

seri al i sat ipiAag uaslrf StB%@aﬁi%e rmmgm Wftidify ! the AARMELofe A MDA

10 run tine Its class structure’infor ese packages to be
run time (ltyeia mmpbhie;n) the M6bjeetlinterfaceidl nllohes thgrcord blaSSe‘slm bad:\emﬁeesg@Sanyn

areas su a) r p n obj and a rel ati

dat abase§ c“ﬁllaegﬁﬁlg L 9050 ngf gﬁ‘gflrfg ?ﬁ‘stﬂ%h%ﬁ:e%‘gﬁ élql@iqy?@rﬁa% bt Ofaﬁ’& classssi on
control i ssHASmbR &R R4 %1 0 :
MXbj ect i s&aﬂ\]ava rﬁgﬁéﬂrl?gice Ftél?&ﬁ&i“?éﬁegggnt ati oe%{a(ﬂ f I's ;’cﬁea stggg%?l
base cl ass TimgtClassdfmitidn fanettonsbtlylcmqrﬁadlbelow asses are required to

inherit fromand over-ride. A class that inplenments the MXject interface
can be instructed to: 20 (a) Return an Ml ass instance, which describes the

cl ass st r uctherilap foriSSerbSAiohiadd péﬁisidneélﬁadﬂaééy 18 bk aBleqb 3B Hn"MObjcEatat
run tlrre (b) To place a representation of itself into an MS{ring. An

VBt 1 i ng 1Q s run gtime nfgr dis class stuetureh infarmasion alrlwswéhm mhagﬁe i dpl mypetimeo
users. I i sabl e, and/ or i stabl e, then
there is néﬁ}(@gﬁk@@ ol tg%{l{&ﬁgr desig ;[lr%sr‘hasfqﬁ WAORHEST glcz{r gl??sace since the
MASS Code @ner atim ﬁﬂlefmuwing%ﬁhéeh)bbﬁ!c’ts| and a relational database schema

(b)  run time handling of serialisation format and version control issues

15 For implementation with the Java programming language, MObject is a Java interface. For
C++ implementation, it is an abstract base class that persistable or serialisable classes are

required to inherit from and over-ride.

A class that implements the MObject interface can be instructed to:
20 (a) Return an MClass instance, which describes the class structure and MASS specific
settings within the class structure at run time.
(b)  To place a representation of itself into an MString. An MString is a string of

Unicode characters and hence can be displayed to users.

25 If a class is marked as serialisable and/or persistable, then there is no need to explicitly
implement the MObject interface since the MASS Code Generation functionality will

automatically generate code that states the class implements the MObject interface.

MSTRING



automatically generate code that states the class inplenments the MX)ject
interface. MSTRING WO 02/07071 PCT/ AU0O1/ 00847 -147 An Mstring class is a
sequence vob o2iiocpde characters of arbitrary size. Al strpPogavni/edsin MASS
shoul d be represented as Mstring objects to ensure MASS applications are
internationalised. For the Mstring class: (a) For Java inplenentation, it
maps directly to the standard java.lang. String class. 5 This is because
the standard Java string class is also a sequence of Unicode characters.
(b) For C++ inplenentation, a concrete-Miring class is available. It
inherits from both the MMbject class and the UnicodeString class. The

Uni codeString class is part of the IBM Unicode C asses for C++. 10 (c) It

I s treat edA3SMBirifyl dThdsiiy & s?%ueh@oﬁ@ﬁ%o&@éﬂﬂ&&ébk %@if}g st;%.r AlISHES Svithin

packages. For C++ devel opnent, the Mstring class should always be used in

pr ef er enceMASS tshouldt hedapmisdmitde ap IV 8imingdoljeets g ensass MASS Mpplitdiabs fare
MDeci mal class Ls %regf?%&i on.of a fixed precision and size deci nal

val ue, whe emr{ltho&aE?egigl of W&Cla5¥d at run time. Decimal values are a

useful replcenmest Jdvarinfpl@adrtitibn, ROMAPs WIS D HBSRRMEId fak X Relg SUIRY bldss.
preci sion and cal cul ati on accuracy is needed. The C++ inplenentatlon

i npl eneft s oper§hk§rlsob@ﬂll-‘l§aﬂierﬁ:$ﬂn%fd dava stppgidass e alse whsaauense20f bpiwode or s,
so cal cul ation gﬁ)de érhat uses the Mdecimal class is very readable. For Java
i npl ement ati ons, FHE R Deci mal cl ass extends the standard

j ava. mat h. @)gDeBomeh+Ghitnentditdbn] AloaceRt MStdey bMaby @Chvdilabler ftaigRerits from
COLLECTI ONS 25 The MASS Col | ections package is built on top of the
fol | owi ng st andBoth the MObieet eJayscand: the A&icadedingorlass: The)UnipaseSiring Gdass 45 ner

framewor k defi ”ﬁaﬂt M‘th& Wﬁc%@@ﬂ@s’egfor dg). The Java 2 SDK Col |l ecti ons

Fr amewor k.
10 (¢) It is treated as a primitive by the MASS serialisation and persistence packages.

For C++ development, the MString class should alwéys be used in preference to the

standard byte oriented string class.

15 MDECIMAL
An MDecimal class is a representation of a fixed precision and size decimal value, where
the precision is defined at run time. Decimal values are a useful replacement for floating
point numbers whenever fixed numeric precision and calculation accuracy is needed. The
C++ implementation implements. operator overloading for all applicable arithmetic
20 operators, so calculation code that uses the MDecimal class is very readable. For Java
implementations, the MDecimal class extends the standard java.math.BigDecimal class

and implements the MObject interface.

COLLECTIONS
25 The MASS Collections package is built on top of the following standard
collection/container frameworks:
(@) The STL Container framework defined in the C++ Standard.
(b)  The Java 2 SDK Collections Framework.

30
The MASS Collections package meets the needs of two distinct forms of software:



30 The MASS Col | ections package neets the needs of two distinct forns of
software: WO 02/ 07071 PCT/ AU01/ 00847 -148 (a) Application software, which
deal s wi o spewirfic i nstances of application classes. |t PCHADen&BiTi al
that application software deals with collections in a type safe nmanner.
This allows errors such as attenpting to place an object of the wong type
into a collection or incorrectly down-casting to retrieve an object froma
collection from 5 occurring. (b) Internal MASS packages, such as
Serialisation and Persistence, which nedd8to work with collections of
objects in a generalised fashion and deal with a significant nunber of

I npl enmentation issues at run tinme as opposed to conpile tinme. 10 The MASS
col | ecti onga)f r angyyBEKidn WGk al) Mhidhydealst withl Spdcifee RHanéRMHfaipPpRdation classes. It
functionality' and retrofits it with an j ect based interface using the
C++ tenpl at e fuithénsfieial that apphicationzoftmace deatsewith collactioseinpmtype gafs mansiar.as

serialisation and. persistence to access the STL contaiper contents.w thout
bei ng explicitl S’lﬂ{?&f eéTor%Blf‘f%‘i qsea%ﬂg‘]ﬂ@n% & Pﬁge @fg’éecgf’{]ﬁﬁewm@gﬁmec W%ﬁ or

t he col | ect abl e colldtivhoPidedrre LAR¥Po ftd dtFi@vedan bbjbetFidnd bed1166Hnt fidin VASS
framework retrofits STL containers with an MXject based interface. The
MCol | ectdi on and OfgW@Rgt or par aneteri sed cl asses performthe retrofit

action at npi L {HEr ' . ' ' |

ol ass t hat (et fieialBraSt batlbel bl Sl Peiderl, SRABIA LG o,
and Per si st encewlith cilebtionst 6f d#)&ts ¢wlal gatlerabissd &sshionoirdedédl omish af sijpfibicat

I nstances. Simlarly the MXbjectlterator class is an_interface class which
i terates througRUBReNSIMplamesiation ssugs at pun time ag,QpPosed torrompisitises: Col | ect i on
and Mlbjectlterator interface classes is relevant for packages that need
to be able to interact with collections of an arbitrary MASS obj ect at

runti mel0 EXaeNMASS afollsctivins featiea@els fanctiosaity @ikiendd itlenSEhdopmint Stmtioralitfher e

are al so areas .o . . . T .
A retrofits it with an MObject based interface using the C++ template functionality. This

allows general purpose packages such as serialisation and persistence to access the STL
container contents without being explicitly linked at compile time to the class of the
collection or the collectable.

15 A
MASS C++ COLLECTIONS
Figure 55 illustrates how the MASS framework retrofits STL containers with an MObject
based interface. The MCollection and Mlterator parameterised classes perform the retrofit
action at compile time. |

20 The MObjectCollection class is an interface class that defines operations, which allow
packages such as Serialisation and Persistence to deal with MASS collections as
collections of MObject instances. Similarly the MObjectlterator class is an interface class

which iterates through an MObjectCollection.

25 The use of the MObjectCollection and MObjectlterator interface classes is relevant for
packages that need to be able to interact with collections of an arbitrary MASS object at
runtime. Examples of such packages are serialisation and persistance. There are also areas
in Network Management, Device Management and generic GUI tools which need to deal
with collections of arbitrary MASS objects at runtime.

30



I n Network Managenment, Device Managenent and generic GJ tools which need
to deal wth collections of arbitrary MASS objects at runtinme. 30 WO

02/ 07071 WRC02/#W001L/ 00847 -149 The paraneteri sed types MoPCrRAUIGINE> and
M terat or<C> define operations, which allow application prograns to deal
wi th MASS col | ections as collections of specific application classes. The
operations defined in these classes allow for type safe interaction wth
the collections and iterators. 5 Multiple inheritance is used in C++ to
achi eve a seanl ess extension of the STL-E¥htainers to support the Mbject
based interface. This is illustrated in Figure 56. The STLCont ai ner
reference in the diagramapplies to any of the STL contai ner classes such
as vector, Thes ar%@‘teriﬁ’&ﬂ%%es INMEbROSBA<OCS dndeMAePibrRes 8&iTie” oRAAIR! HHiged
cl ass support both the I0 MbjectCollection nethods and the standard STL
cont ai ner radlowoapplichtiom Padgraros to aleah avitiCYIA ST tcobertiansl av eodlectians ofespsicifices,

the MASS cal | ions franmpwork ..inc]udes.the i nter., based tennl ates ..
VPeol | oot + aRpicioRsfastgss Ty 8hdiaided SeHREP inl A8 STaRe A i dub e ByfiRotion
cont ai ner GgifH thie R5116tBioAE RidSitdratoMOb] ect i nstances as opposed to 15

cont ai nment by val ue. Separate tenplate specifications are required because
of the need to consistentl y inplenment the MdbjectCollection interface. The

MASS col | egiyi . LK. i ' ' I rd Java
Coi et ond PRER AR widlith €35 b2kl SRR Giibslon Ty B B0MMR s,
top of the td shppovi thg MObjecidiasedinrtfass dtisidsiilestratedrih Figies 56.THeSTHITCHRitaines :
(a) The STL socj ative Container tenplate classes defined in the C++

Standard. (HFTOPR:INAP diagtast rRRIEs imenyciibs 8TE corgineneatsas Fushss qefiPhdiat 41 t he
Java 2 SDK 4cold, e%skﬁﬁﬁe@mtgésa%%ﬂfekﬁ?(&ﬂ Sg&raﬁet%ﬁ&% Wi SHHoMAIRth the

col | ecti ons package, package is required to
10 MObjectCollection methods and the standard STL container methods.

In addition to the MCollection and Mlterator templates, the MASS collections framework
includes the pointer based templates MPCollection and MPlterator. These templates are
used when the STL container contains pointers to MObject instances as opposed to
15 containment by value. Separate template specifications are required because of the need to

consistently implement the MObjectCollection interface.

The MASS collections framework implementation in Java shall use a standard Java
Collections framework approach.

20 MAPS
The MASS Map package is built on top of the following standard map/associative
container implementations:
(a) The STL Associative Container template classes defined in the C++ Standard.
(b) The map interface and concrete implementations defined in the Java 2 SDK Collections

25 Framework.

As is the case with the MASS collections package, the MASS Map package is required to

meet the needs of two distinct forms of software:

(@ Application software, which deals with specific instances of application classes. It
30 is beneficial that application software deals with collections in a type safe manner.

This allows errors such as attempting to query a map with the wrong class of key or
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whi ch deals with specific instances of application classes. It 30 is
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manner. This allows errors such as attenpting to query a map with the

w ong cl ass of key or WO 02/ 07071 PCT/ AU01/00847 -150 incorrectly
down-casting to find an object in a map fromoccurring. Internal MASS
packages, such as Serialisation and Persistence, which need to work with
col l ections of objects in a generalised ¥fshion and deal with a si gni fi cant
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These requirenents are net by the MASS map package by each nmap cl ass .
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D

The parameterised class MMap<K, V, M> defines operations which allow application
programs to deal with MASS maps as mapping between keys of class K and values of
15 class V. The operations defined in these classes allow for type safe interaction with the
map. The parameter class M refers to a standard library map implementation such as map

in the C++ standard library or HashMap in the Java collections framework.

TIME

20 The MASS core time classes represent two basic concepts, a point in time and a time
duration. The base class for points in time is the abstract MPointInTime class. Concrete
versions of this class represent points in time measured to varying resolutions. The MDate
class represents points in time measured to a resolution of one day. The MTime class
represents points in time measured to a resolution of one millisecond.

25
Time classes of alternative resolutions may be used. Examples include time measured to an
accuracy of one second or one microsecond or of arbitrary accuracy. The MASS core
classes are limited to day and millisecond accuracy choices as these fit the envisaged
requirements for MASS projects. Applications that only require a resolution of one second

30 should use the MTime millisecond accurate time class. It provides more than the required

resolution with minimal additional memory resource costs.



25 Tine classes of alternative resolutions may be used. Exanpl es include
time neasured to an accuracy of one second or one m crosecond or of
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m | lisecond accuracy choices as these fit the envisaged requirenents for
MASS projects. Applications that only require a resolution of one second 30
shoul d use the MIine mllisecond accurate tine class. It provides nore than
the required resolution with mininal additional nmenory resource costs. WO
02/ 07071 PCT/ AUD1/ 00847 -151 Both the Mkte and Mrine class include
operations, which allow tinme and date arithnetic to be perforned. The

Mbur ation class represents a length of tine. It also includes arithnetic
operations, but these operations are specific to time durations as opposed
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15 The MMoney class includes a variety of arithmetic operations, which allow calculations
involving money objects to be easily performed. The internal numeric representation for
the MMoney class is a fixed precision decimal number. This allows arithmetic calculation
accuracy to be specified as needed and results in a more accurate calculation mechanism
than that available with floating point numbers. Since the MMoney class includes an

20 indication of currency and allows for very large monetary values, it is quite “heavy
weight” considering the number of money object instances created in MASS systems. An

alternative lightweight option is to use the LocalPettyMoney class.

As it’s name suggest, LocalPettyMoney is a class that represents small amounts of money
25 of the local currency. It is best used in situations where the money instances being handled
are always low value local currency. The class includes the same set of arithmetic
operations that the MMoney class has, though any operations that could result in a value
overflow return an MMoney instance. This is done because MMoney handles very large
monetary values, whilst LocalPettyMoney does not.
30 "
EXCEPTIONS



25 of the local currency. It is best used in situations where the noney

I nstances bei ng handled are always | ow value |ocal currency. The cl ass

i ncl udes whie2/emne set of arithmetic operations that the MDA®YL/@IS&#ES has,
t hough any operations that could result in a value overflow return an
MVbney instance. This is done because Mvoney handl es very |large nonetary
val ues, whil st Local PettyMoney does not. 30 EXCEPTI ONS WO 02/ 07071

PCT/ AU01/ 00847 -152 All exception classes in MASS are derived froma
common base cl ass Mexception. This prd\,li5363 basi c operations that are
common to all exceptions. It also allows exceptions to be processed in a
consi stent manner, rather than individual packages inventing an internal
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(I'nput Stream and QutputStrean) and the C++ standard (i stream ostream and
iostrean). The IlnputStream class can be requested for a sequence of bytes
via its reQdREAMSati ons, whilst the 15 | QutputStreamclass can accept a
sequence o | .44 S | | ' . Fncl ude
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al l ows the ream a ream cl asses to
These classes represent the common abstractions between the Java 2 API (InputStream and

OutputStream) and the C++ standard (istream ,ostream and iostream). The IInputStream
class can be requested for a sequence of bytes via its read operations, whilst the

15 IOutputStream class can accept a sequence of bytes via its write operations

The MASS core classes include only a single class MByteArray, as shown in Figure 59,
which is an implementation of the stream interfaces. The MByteArray class stores a
sequence of bytes in memory. It requires both an IInputStream and IOutputStream based
20 interface so that bytes can be placed into the memory storage and read from it using

standard mechanisms.

This approach allows the IInputStream and IOutputStream classes to be used for
operations which need to generate and accept sequences of bytes respectively. The
25 operations can then be passed an MByteArray instance or another class which implements
IInputStream or IOutputStream. This is more flexible than explicitly requiring an
MByteArray argument. It is best to use the stream interfaces when specifying an operation
to receive or generate a sequence of bytes rather than passing an MByteArray instance.
The interface approach allows any object that implements the stream interface to be used

30 with that operation.



operations which need to generate and accept sequences of bytes
respectively. The 25 operations can then be passed an MByteArray instance
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nore flexible than explicitly requiring an MyteArray argunent. It is best
to use the streaminterfaces when specifying an operation to receive or
generate a sequence of bytes rather than passing an MByteArray instance.
The interface approach all ows any object that inplenments the stream
interface to be used 30 with that operdfBon. WD 02/ 07071 PCT/ AUO1/ 00847
-153- RUN TI ME CLASS DEFI NI TI ON The MASS core cl asses provide a nechani sm
for accessing class structure information at run tinme. Three cl asses
support t hiRUN 2IME CLASS DBFINITECK ar e descri bed bel ow, in Table 43. 5 Table

43: Run Ti Definition asse Cl ass, Descri ption ass
Defines a ﬁa&ggéﬁ%ﬂw%m@ Snb Oéégcwlflﬁlcf? tufPtlr‘I\épI OrgRiAn 4% es
the class Rimed THRLIRRLSAD stﬁébﬁ tHobtears UBKKibEA BASWOM TdbE4%! ass.
and ot her class Ievelecﬁfs 5 ﬁ%ﬁi 1tifyﬁ’l ute ?I nes an atytv’rilfnbute of a

cl ass derived from MX)j ect vvlthln MASS. The MAttribute class refers to
anot her ass instance t low the. r ation of a graph of M ass
obj ectssg/tmructure Yo ass%@%’h%‘ﬁvﬁuﬂeﬁ@ﬁg ﬁ‘%’%‘“ na@é%? Sderived from

Mbj ect st oigett @RV aSPesdriptibANCeo. By derault the registry includes t he
current version of classes conpiled into the current executable. It can
al so i ncl udMCIeE ass i nBteﬁne:sea cladmd:ehvelcéffmne thér&1Objests clasy wsithim &ASS oIther
versions of MASS cl asse to the %ﬂ{?rent g@?rgqut abl e. Thl%
utilised by comunicatt Hl ?So 8§ $IBRE, CHIEFHORyO W5ss tsrpe clpss es A

registry of classes derinsehst haddidERiiIgSievel RitSithaion M ass i nstances. By
default the registry includes the current version of classes conpiled into

t he current MAttahittabl e. Defingsaan attritme phe lclade datedsom Mg Object withihMASSlef | ne
the class structure of ‘ﬁ]g A ebuste el33s refer'g/l%os another MClass instance to allow the
representation of a graph of MClass objects structure.
MClassRegistry A registry of classes derived from MObject stored as MClass

instances. By default the registry includes the current version of
classes compiled into the current executable. It can also include
MClass instances, which define the class structure of other versions of
MASS classes external to the current executable. This can be utilised

by communication processes for handling version control issues.

A registry of classes derived from MObject stored as MClass instances. By default the
registry includes the current version of classes compiled into the current executable. It can
also include MClass instances, which define the class structure of other versions of MASS
10 classes external to the current executable. This can be utilised by communication processes

for handling version control issues.

Static instances of MClass and MAttribute are automatically created for all classes that
support serialisation or persistence. This automatic process is performed by the MASS
15 code generation functionality. As such, there is no additional manual coding required by

developers using the MASS framework.



10 cl asses external to the current executable. This can be utilised by
communi cati on processes for handling version control issues. Static

i nst ancewoh2/Morass and MAttri bute are automatical ly creapetAlot/0mi1

cl asses that support serialisation or persistence. This automatic process
is perforned by the MASS 15 code generation functionality. As such, there
is no additional manual coding required by devel opers using the MASS
framewor k. WO 02/ 07071 PCT/ AU01/ 00847 -154 These classes and the ability
of an Mbject to return it's associ ated-Mdass instance, allow the
serialisation and persistence packages to get access to the internals of an
obj ect derived from MXject at run tine. The MASS run tine cl ass
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obj ects. The various proxy classes are listed in Table 44. 15 Tabl e 44:

Primtive R H%ﬁﬁﬁ? s Proxy O ass Mdel Type C++ Type Java Type
Nane M nt eg%% roxXy ger64 int64 long M nteger32Proxy |Integer32 int32

int M nt eddtrel BRASSXRuh Miwg€1hs Definlffors imetionabynaikgey &Resty thotiveehl dfiind

byt e oat Proxy Float float f]oat MDoubl eProxy Doubl e doubl e double
y I\/fé otbg':;ct’s >éla’ca structure %?erarc y. Part of that data stru%:/ture hierarchy involves primitive

data types. The design of the MASS run time class definition functionality requires that all
objects can be represented as MObject instances. For primitive data types, this is achieved

by using proxy objects. The various proxy classes are listed in Table 44.

15 Table 44: Primitive Proxy Class Names
Proxy Class Model Type C++ Type Java Type
Name
Minteger64Proxy Integer64 int64 long
Minteger32Proxy Integer32 int32 int
Minteger16Proxy Integerl6 intl6 short
Minteger8Proxy Integer8  int8 byte
MFloatProxy Float float float

. MDoubleProxy = Double double double

MBooleanProxy Boolean  bool boolean

Instances of the primitive proxy classes will be returned when there is a need to deal with
primitive data type atiributes via the MASS run time class definition functionality. This
functionality is only relevant when there is a need to deal with arbitrary objects or

20 attributes of objects as MObject instances.



MBool eanPr oxy Bool ean bool bool ean I nstances of the primtive proxy classes
wll be returned when there is a need to deal with primtive data type
attri but ee0overothe MASS run tinme class definition functi opal/AUg1/00841 S
functionality is only relevant when there is a need to deal with arbitrary
objects or 20 attributes of objects as Mbject instances. WO 02/ 07071

PCT/ AU01/ 00847 -155 The use of the primtive proxy classes should be
restricted to infrastructure packages such as serialisation and

persi stence which need to deal with arbilsbary objects and prinitives at

run tine. The nmpjority of applications should use the standard primtive
types and not the primtive proxy classes. 5 OPERATI NG SYSTEM ABSTRACTI ON
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properties p@ﬁma{répﬂobylbﬁssebo provi de device i ndependence The Operating
System Abstraction package is divided into a set of sub-packages. Each 15
sub- pack5age is a grouping of use cases with related OSA functionality. They

are: (i) F'dP%R'XQW@%‘T%‘TEMABQTﬂ@fI@% Library Loading (iii) Thread
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Operating System that functions in a similar fashion to an operating system API and allows

10 programmers to write applications with all the operating system-independent advantages of
writing to an API. This interface provides control, management of OS resources and

access to OS properties or attributes to provide device independence.

The Operating System Abstraction package is divided into a set of sub-packages. Each
15 sub-package is a grouping of use cases with related OSA functionality. They are:

) File Management

(i)  Shared Library Loading

(iii) Thread Management

(iv)  Process Management
20 (v)  Timer Management

(vi)  Synchronisation

(vii)) System Properties

FILE MANAGEMENT

25 File Management is a software component that manages the storage of files on a mass
storage device by providing services that can create, read, write and delete files. File
systems impose an ordered database on file on the mass storage device, called volumes,
that use hierarchies of directories to organise files. File and File System Management
provides an interface to manage file and directory content and attributes, and provide an

30 abstraction of file paths consistent between independent operating systems. File types
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delete files. File systens inpose an ordered database on file on the nass
st orage ae@bzelorcal | ed vol unes, that use hierarchies of BCT/ATUDLOSES t O
organise files. File and File System Managenent provides an interface to
manage file and directory content and attributes, and provide an 30
abstraction of file paths consistent between independent operating systens.
File types WD 02/ 07071 PCT/ AU0O1/ 00847 -156 consist of raw binary and |ine
formatted files. Access to files and diT ories is controlled by
attributes, and the conmponent allows. (a) Raw Reads and Wites for Raw
Files (b) Read lines and Wite lines for Formatted Files 5 (c) Plugin
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code that can be schedul ed for execution. A software chain

PROCESS MANAGEMENT

By definition, the difference between a process and a thread are minimal. A process and

thread can be the same. They are both execution entities, but processes are software
15 services or programs running concurrently performing certain functions; whereas threads

share the memory space of the process. Processes encapsulate a protected memory space

and environment for its threads.

A process is composed of one or more threads. Process management allows for the
20 termination of a process, to obtain the process Id or a running program and test to see if a
‘program is executing. Process management also has a callback facility for the notification

of process state changes.

THREADING MANAGEMENT
25 A thread is a part of a program or process that executes independently of other parts. A
thread is the most basic unit of code that can be scheduled for execution. A software chain
of execution can run concurrently to perform the functionality of a process within the
address space of that process. Threading Management is concerned with, creating threads,
and thread local storage. Threads can also be considered as resources. They are created
30 and represented as objects. The thread execution can either be running, suspended or

stopped.



of execution can run concurrently to performthe functionality of a process
within the address space of that process. Threadi ng Managenent is
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al so be considered as resources. They are created 30 and represented as
objects. The thread execution can either be running, suspended or stopped.
WO 02/ 07071 PCT/ AUO1/ 00847 -157 In terns of capabilities threads provide
facilities for: (i) Thread creation and destruction. (ii) Executing the
thread code (behaviour). (iii) Renotel y!3%topping a running thread. 5 (iv)
Renotely suspending and resumng a thread. (v) Setting thread priority.
(vi) Yielding thread activity. (vii) Callback facility for the notification
of state chhngmss ofldapabilieescthteadsaproside favijleigsfavi des for gl obal vari abl es
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(v)  Setting thread priority.
(vi)  Yielding thread activity.

(vii)) Callback facility for the notification of state changes.

10 Thread local storage provides for global variables with data that is thread specific. This is
to store:
(@  The MWorkerld — the thread identifier.
(b)  The ErrorStack for the thread
(¢)  The thread interface.
15
TIMER MANAGEMENT
Timer Management supports requirements for:
(@  Millisecond time graduation.
(b) Timers of repetitive and non repetitive nature.
20 Timer Management provides:
) For the creation and destruction of timers.
(i) A callback facility to be performed on timeout.
(iii)  Setting timer periodicity (millisecond time base)
(iv)  Starting and stopping timer operation.

25 (v)  Timer resetting.

SOCKET MANAGEMENT

Sockets provide a standard interface to transports such as TCP/IP and IPX. The standard

Berkley Socket Distribution (BSD) TCP/IP socket model is used across all the operating
30 systems.

The model caters for:



(iv) Starting and stopping tinmer operation. 25 (v) Tiner resetting. SOCKET
MANAGEMENT Sockets provide a standard interface to transports such as

TCP/ | P avdo bPiX07TThe st andard Berkl ey Socket Distributi onP¢CB3Dp1/TSIF7 | P
socket nodel is used across all the operating 30 systens. The nodel caters
for: WD 02/07071 PCT/ AU01/ 00847 - 158 (i) A representation for the IP
address and port addressing. (ii) Connection sockets - sockets initiating
connections. (iii) Acceptor sockets - so%kets wai ting for connections.
(iv) Socket event notification. 5 (v) TAP%ind UDP SYNCHRONI SATION A
synchroni sati on handl es the coordi nation of thread activity. This
coordination can be inter- thread or inter-process. 10 The package i ncl udes
synchr oni safij on Awdsygsshiation for ) [PMdkdeese and port &ddeessing( c) Senaphores 15

Wher eas rrul@t hreading all ows a single process the capability to execute

mul tiple pi@es ‘gne ocketsy seskefs Hitia4ne CRFeO¥e) | ocks a resource so
that only ofg t hi&agof Btk Codekds whiting 6 @nféctiphs t1Me. Two object types

are enployed to performa nutual exclusive locking: a |ock object and a
| ock effect@). Teekétmykntobtificationont ai ns t he operating system nutex
resource_to gand#@%\(gu cking and the | ock effector manages the | ocking
scope an%i (Z | . t exes can be naned or unnaned. Unnaned nutexes
have only thread scope (local) whereas naned nut exes have inter-process
scope (global).

SYNCHRONISATION

A synchronisation handles the coordination of thread activity. This coordination can be

inter- thread or inter-process.

10  The package includes synchronisation subsystems:
(a) Mutexes
(b)  Event

(c) Semaphores

15 Whereas multithreading allows a single process the capability to execute multiple pieces of
code, a mutex (mutual exclusive) locks a resource so that only one thread can access a
resource at one time. Two object types are employed to perform a mutual exclusive
locking: a lock object and a lock effector. The lock object contains the operating system
mutex resource to handle the locking and the lock effector manages the locking scope and

20 lifetime.

Mutexes can be named or unnamed. Unnamed mutexes have only thread scope (local)

whereas named mutexes have inter-process scope (global).

SYSTEM PROPERTIES
25 System Properties gives characteristics and resources values related to the operating
system. This includes information on:
)] date and time
(ii)  Operating System Architecture
(iii))  OS version
30 (iv) timezone
(v)  locale



SYSTEM PROPERTI ES 25 System Properties gives characteristics and resources
values related to the operating system This includes information on: (i)
date andwonmo70ri ) Operating System Architecture (iii) CVAUSi/@84B0 (ivV)
timezone (v) locale WO 02/07071 PCT/ AU01/ 00847 -159- (vi) host name (vii)
host address SERIALISATION 5 Serialisation is the conversion of a
software object to a streamof bytes organised in a pre- defined fornmat.
Conversely de-serialisation is the conve{ﬁﬁon of a streamof bytes in a
pre- defined format to a software object.””10 Because an object can be
related to nmany other objects, serialisation of a single object may result
in the serialisation of many rel ated objects form ng an object graph. This
al so appl i e@i) t chagenamseri al i sation in that many rel ated objects can be
creat ed. (J% ect vaLu and types are serialised with sufficient

i nf or mat i ontViy SIS W%ﬁ?ﬁat the equival ent typed object can be recreated.
The term Serialisation is often used as a blanket termto refer to both
directions 15 of conversion. The MASS Serialisation services all ow

appl i cat i onSERIALIBAAEIONr and receive objects in a controlled and

consi stept manner. Only the state or data conponent of objects is
transferfed by the MASS serialisation functionality. Object behaviour is

not serial | S@fhlisation is #e dWhRDsios of alsbBRbieWbjeeeioa Sieandbl Buessqphhisall inQsret O
(a) run on different processor platforns, tgb) run_on different operating
syst ens defined format. Conversely de-serialisation is the conversion of a stream of bytes in a pre-

defined format to a software object.

10 Because an object can be related to many other objects, serialisation of a single object may
result in the serialisation of many related objects forming an object graph. This also applies
to de- serialisation in that many related objects can be created. Object values and types are
serialised with sufficient information to ensure that the equivalent typed object can be
recreated. The term Serialisation is often used as a blanket term to refer to both directions

15 of conversion.

The MASS Serialisation services allow applications to transfer and receive objects in a

controlled and consistent manner. Only the state or data component of objects is

transferred by the MASS serialisation functionality. Object behaviour is not serialised. The
20 MASS serialisation services allow applications to:

(@)  run on different processor platforms

(b)  run on different operating systems

(c¢) interact with application classes at different revision levels

(d)  be developed in different computing languages
25

MASS based systems have the following characteristics:

(1) higher end computing nodes run on either Sparc based servers or Intel based

servers and workstations;

(i)  higher end computing nodes run either the Solaris or Windows NT operating

30 systems;

(ili) embedded devices run on a variety of processors and operating systems;



(c) interact with application classes at different revision |levels (d) be
devel oped in different conputing | anguages 25 MASS based systens have the
fol |l ow ngv@bhzomAmet eri stics: (i) higher end conputing nodesPeTmAaUONOSHET her
Sparc based servers or Intel based servers and workstations; (ii) higher
end conputing nodes run either the Solaris or Wndows NT operating 30
systens; (iii) enbedded devices run on a variety of processors and
operating systenms; WD 02/07071 PCT/ AUO1/ 00847 -160 (iv) MASS may be
deployed in a nulti-vendor environnent dt& to customer requirenents; (V)
MASS may be deployed in City wi de scenarios, where depl oynent of software
upgrades can only practically be applied over an extended period of tine,
hence, 5 di¥)f erMASSyenayi das deloyadf timaa emniieventlor Emvixbhraento due nou wistamer
successful ly; and1§¥5%:NASS core software, and project software that builds
on MASS, is wri tTEHS 9e C++ and/or Java pr ogramm ng | anguages.

SERI ALI SATIEN EXANRISEMAP bE*’dePlo?@& tih @ty GEder $dRRAidR, HWhER! Gepld@ndit ©rbfivak:
serialisation of an object. Figure 61 shows an obj ect graph for class

cal | ed Aut oPay Trupgtases camonlx prastically bemappliednexshani @:tnndﬁfgmsﬂi@d eftimehbence,

content sc of an oy a Aut oPayTr apsaction instance | a
sequence5 of byt e&gffgr%ﬁ&gﬁgnsﬁ S?ﬁYV stIPSL?gosb%%j\? ':CQ or r%‘f“écag%ﬁlfcgﬁsggﬁr gt
mechani sm q&ai) beMMASSdokd® sdThivarsandirejett ftviad thaf BEIBSEMARS) ig we@Hen g of
bytes. The serialisatjion nechanismtraverses the entire 15 object graph and
writes infornatiGh 2/emavaprogranmiaglangiagesa priniti ve class such as an

I nteger or byte is reached. In this sinple exanple, the serialisation
format stores integers as four bytes, short integers as two.bytes and byte
val ues as SSERJABISATIQ@N EXAMPItEie serialisation format to be portable, the

in'a coldi S-Sl dhsc Bl RHRAEE Pimalf  belsAbalor Phat aPEh FisbreCL AR

and big an object graph for class called AutoPayTransaction. A serialisation mechanism translates

the contents of an object such as an AutoPayTransaction instance into a sequence of bytes.
Figure 62 illustrates how a simple serialisation mechanism can be used to map an object’s
data contents into a sequence of bytes. The serialisation mechanism traverses the entire
15  object graph and writes information to the byte stream when a primitive class such as an
integer or byte is reached. In this simple example, the serialisation format stores integers as
four bytes, short integers as two bytes and byte values as single bytes. For the serialisation
format to be portable, the eight-bit sections of an integer or short integer would need to be
stored in a consistent order. Examples of consistent ordering are little-endian and big-
20 endian orderings. This simple serialisation format example has a number of deficiencies.
These deficiencies are addressed by the features of the MASS serialisation mechanism

described below

One of the deficiencies, of the simple serialisation format example provided, is that no
25 object structure information is stored in the stream of bytes. This implies that the format
can not tolerate any changes to the CSCLogicallD object structure. For example, if the
addValueSeqNumber attribute was modified so that it was an integer instead of a short
integer, errors would result during deserialisation of a byte stream created using the
original version of the class definition.
30



20 endi an orderings. This sinple serialisation format exanpl e has a nunber
of deficiencies. These deficiencies are addressed by the features of the
MASS ser ivab ozetoron nechani sm descri bed bel ow One of the Bef/avhemsies, of
the sinple serialisation format exanple provided, is that no 25 object
structure information is stored in the streamof bytes. This inplies that
the format can not tolerate any changes to the CSCLogi call D object
structure. For exanple, if the addvalue?EFNunber attribute was nodified so
that it was an integer instead of a shor integer, errors would result
during deserialisation of a byte streamcreated using the original version
of the class definition. 30 WD 02/07071 PCT/ AU0O1/ 00847 -161 Also, this

si npl e ser i Alsos #ti$ simpfle senlisatédn fgmenreline onpid applicaton knowing dybgontext tvehat
what cl ass of | ec haye been..serialised to byte. st.re The, ..

2Dl i cat | onclo RIS PP T eRd 1R.2-HY Seatt QBRFBNISHLPS (Ut drrasialjes the
“knows'  t hagxampficbt@e Gitlel BsdiaRs BEaMowRY iiat h@%@ﬂo%%)c?aﬁﬁ hal 1eBR BBrialtbdd {oSh@n

exanpl e of a serialisation format that wites no object structure 5
i nf or mat i onstreama XPReissan examplehok asseyinkisatipn sformat| thetitwrites mo oobjeks sstingtuye

little sgope.for.. handling the deplo nt.of .mul tiple softwar evi si ons
wi thout 31 GRFTTRRARR WP ATBR 0By BV b giATERion BEovRiSt g firle dSeRmpieE
i |1 ustr at eshandbh@aky deploymes: SRaRUiFE sbflvhreadehRIbnk OXiffut siRifichi aBlicaRon
formats can al so he textual in nature. Textual formats are easily readabl e

by humans, ¢ade devgdopras. di sadvant ages in terns of storage and processor

resource us PPLI ' e {: reas apptigation
for Serialisa (I)ugﬁ %tﬁ%b@éﬁ% %’P@%&éégﬁﬁgdgﬁ%{ﬁ%@% g%ngl%{, ﬁgﬁﬁbsaﬁ?ra on
t he framewofokmats Tafrlalst BASHRAIShGRACE Textua ferhtaitsoire @agiBCicaddbly b dathahg Hae
stored t storgge media for recoverabiljty or long term availability. The
st or age 1 frediaye gisadvaniagen i ermsolorage I RIPEESETAPSOUrRES28E sk fil e, but can
be

APPLICATION AREAS
Listed below are the areas of application for Serialisation within the MASS framework and
applications that build on the framework.
15
FILE BASED STORAGE
The state of objects may need to be stored to storage media for recoverability or long term
availability. The storage media does not have to be a “traditional” hard disk file, but can be
storage destinations such as flash memory or the storage keys used in the ERG TRAX
20 system for buses.. Though a large proportion of the long term storage functionality within
MASS is oriented towards persistence to databases and relational databases, there is likely -
to be specialised cases where simple file based storage is preferable. An example is the
storage of the schema mappings for the MASS database persistence mechanism. Another
example is the localisation information for MASS deployment.
25
RDBMS BLOB STORAGE
Objects can be mapped to relational database tables using a persistence mechanism and
object- relational mapping. Even with database persistence, serialisation can still be useful
where the relational tables being mapped to contain BLOB columns. Objects or collections

30 of objects can be serialised to BLOB columns if needed for application specific reasons.



storage destinations such as flash nenory or the storage keys used in the
ERG TRAX 20 system for buses. Though a |arge proportion of the long term
storage weoromnal ity within MASS is oriented towards pePET/aUenas4t o

dat abases and rel ati onal databases, there is |likely to be specialised
cases where sinple file based storage is preferable. An exanple is the
storage of the schema mappi ngs for the MASS dat abase persi stence nechani sm
Anot her exanple is the localisation info énatlon for MASS depl oynent. 25
RDBVMS BLOB STORAGE (hj ects can be napped 25 rel ational database tabl es
usi ng a persistence nmechani smand object- relational mapping. Even with
dat abase persistence, serialisation can still be useful where the

rel ati onal S%NEHBOH@KﬁgxmdhﬂﬁﬁCﬁaﬂﬂﬁhtain BLOB col ums. ijects or
collectlons

appl 1 cat | o upaRp et b BgRaor) g8t Rubh SR s OB MipksoR L i

COVMUNI CATI S Ve RWVID |l xeqmw@mﬁ@tfmﬁnsf fsa@alisaﬁcbﬁo SuBVerasbjeetd drRemote
CORBA, Mcrosoft COMand Sun's JAVA RM all require sone form of

seri al i sat i gpcedyre: sAlerequests detd ssAuansprotie byiss o0 dlanenigaand reciNes £erosy 2a
sequencec of r t rQs

net wor k. 5The elrﬁﬁﬁzér%%fl éﬁ% (m( Tﬂgd[ |ca¥ﬁuﬁ% 8 %Qaﬁ% gﬁ t{.}]‘gona{;ﬁcfnahty
donmai n to diesedin e desoribe &ﬁmﬂﬁn@mpé}ﬁs mmkm&llaw the itifeenal rmﬁaiﬂfaﬂing

mar shal | i ng hanlsmfor t he tra@ts: ssmn of object data to be

retro-fi ttéﬂe‘iﬁf“ﬁma for, thgr ansassion, ek oplegly dafp tor h%ttrP% tted) Wik anprogrammer
seriali satlﬁggclﬁg&gl@é}hﬁmecan be used in these scenarios to
serialise/dé-serialise object state for transmi ssion across a network. The
advant age of using MASS serialisation functionality is its strengths in

the are of ftware .revi.sion andl in L SYSTEMS AND THI

pevi creld s BN St Seshikescatie Bhiniss ceoByot KeenAt e erisrgcor

obj ects. Thﬁ, 8 StaRf foftraf@ibsdod a@&ds%ew&{&a@hémxiaﬁ%ag@bf i88g MU SS ‘séﬁaﬁ%&tﬂﬁ“ge
Exanpl es of ob ects that need to be comuni cated ween- devi ces and Third

Party devi desctionalitydeitesteemgthisih therastai afisofiwelre revision handling.

EXTERNAL SYSTEMS AND THIRD PARTY DEVICES

15 Systems external to MASS can communicate by the interchange of objects. The use of a
serialisation mechanism formalises this interchange. Examples of objects that need to be
communicated between devices and Third Party devices include event information and

configuration data.

20 FEATURES OF SERIALISATION MECHANISM
The feature of the MASS Serialisation package are:
6)) Consistency.
(i)  Platform Independence. All byte ordering, packing boundaries and other machine
specific formatting issues are handled by the serialisation package.
25 (iii)  Minimal Application Programming Effort.
(iv)  Efficient Storage. The serialisation mechanism efficiently store data
structures/objects so that the size of the resulting stream size in bytes is minimised
) Third Party Integration. The serialisation mechanism allows for easy integration with
third parties. Examples of third parties include embedded device vendors, financial

30 institutions and existing customer equipment.



configuration data. 20 FEATURES OF SERI ALI SATI ON MECHANI SM The feature of
the MASS Serialisation package are: (i) Consistency. (ii) Platform

| ndependav@e2/0471 byt e ordering, packi ng boundari es and orptiEAUNHWISENE
specific formatting i ssues are handl ed by the serialisation package. 25
(iti) Mnimal Application Progranmng Effort. (iv) Efficient Storage. The
serialisation nechanismefficiently store data structures/objects so that
the size of the resulting streamsize in hytes is mnimsed (v) Third
Party Integration. The serialisation necttani smallows for easy integration
with third parties. Exanples of third parties include enbedded device
vendors, financial 30 institutions and existing custoner equi pnment. WO
02/ 07071 PGI)AUIdna@dcation B6iFicks, Infegtvinmu rlihe sserialisatien winechgnismt allpvest fooreasyThe
serialisation nmechanismallows for eas integration with the asynchronpus
and synchr onous RSP Y4 ﬁaﬁ@&h@ﬂf’%ﬁ\:@d ‘ﬁ%ﬁ&‘%‘.s ceml?‘}miﬂ“ﬁgé“%%?%%%?g
Separation. The ggigsal i sati on nechanisns optionally wite the class 5 data

definition of the objects being serialised to the stream This allows two
communi cat i (vij) paPlagseltruciorenteparhticn. t The: sesinkidation seqchanisme @pbenatly twidtedbe class

structurg once a the start. pf g.c ni cat.i pn Sessi o ther
continuafly tra tdﬁﬁwgfo?hoef @Stﬁaje@%@gusregaﬁ%efioﬁ) qg?\?i"?v?iﬁls)él%?\g ribut e
Encryption. The w@irhditAmigipaRicd tObeatsle ieranfakbealistd ety dadsrauantt onte at
decrypting specific attributes of classes of objects, as opposed tq just

supporting the thastastmfi opeonmunipation: sessien. Jather thas centiqually trapsmitingthe data
Formats. The sersitl%l {'u§eal icé: HHCti onality is extendabl e to support project
specific seriali At on 10 IS (x) Version Independence. The Serialisation
package det(@fi)s AbuteaBair@stioni f Ttk esgbsdtion plocelisf fsecapubles exf s¢reaypting hie

sane i nformation, communi cat ed between different . ]
10 decrypting specific attributes of classes of objects, as opposed to just supporting the

]nati
[ TR

encryption of the stream as a whole.
(ix)  Extendable Formats. The serialisation functionality is extendable to support project
specific serialisation formats '
(x) Version Independence. The Serialisation package detects and handles differences in
15 different versions of the same information communicated between different

releases of software

SERIALISATION FORMAT
A serialisation format defines the format in which bytes are output to a stream to represent
20 objects and class definitions. MASS supports two serialisation formats by default. In
addition, projects can build on the MASS: framework to ‘implemer}t project specific
serialisation formats. The two standard MASS serialisation formats are:
() a MASS Binary Serialisation format (MBS).
(b) XML based serialisation format.
25
Two serialisation formats are supported to provide the features described above. The
MASS binary serialisation format is used internally within MASS systems for performance
and storage reasons. The XML based serialisation format is used when communicating

with third parties or external systems.
30
SERIALISATION AND VERSION CONTROL



rel eases of software SERI ALI SATI ON FORMAT A serialisation format defines
the format in which bytes are output to a streamto represent 20 objects
and cl aswaet/omrti ons. MASS supports two serialisation forParAgobgosdef ault .
In addition, projects can build on the MASS , franmework to inplenent
project specific serialisation formats. The two standard MASS
serialisation formats are: (a) a MASS Binary Serialisation format (MBS).

(b) XM. based serialisation format. 25 Ty, serialisation formats are
supported to provide the features descri 4d‘above. The MASS bi nary
serialisation format is used internally wthin MASS systens for performance
and storage reasons. The XM. based serialisation format is used when
comuni cat i Agpectsi afhthe A Spsgrialisaion meshandsm ghatsgrevidasuppot SERnEr-ogabidity AND

VERSI ON ROL WD.02/ 07074, PCT/ AUO1/ 00847 .,-.164 Aspects of the MASS
serialisati eﬁw%qggm%wf%i@re&%g#g%s asfggﬁtS?PelPS’r inter-operability between
software of different versions are |listed bel ow. CLASS VERSI ON UN QUE

| DENTI FI ER 5 Each version of a class can be uniquely identified by the
C ass Ver si 9WA%% PERFIONUNIQUE HENHEIER 5| cul ated fromthe all of the

| nf or mat 5 ONgdchAferdi lof GSc1hdd Coa ieUsdi egyr Rendifi&d 85 Zthe Bliss vdrfieh WIBS ThiteisCd ass

name, super class specification, ne nanes and nmenber types. Any change
to a cl ass digést nalruletedrfeauithesall of the dhfargatiamthathdef@ende simicBiro nf wickdss. Thiis

i er ent vereieibe M hagE B B8 sl BRh uiaRg tHgadrn mlrget Bbes An’
nunber s. PRI \Fa RASEA dENREORHENRES: B dslg! i @b Olaséickieh YDA ThkDEhique

changes are sugfporteq automatically. For exanple changing a nmenber from
one nunber idgpHier Pravideshemesns f ddentifiang) Whgther elasses ghioof differant versions and

10  does not rely on humans to define version numbers.

PRIMITIVE DATA TYPE CHANGES
Pre-defined primitive data type changes are supported automatically. For example
changing a member from one number type to another such as changing from a short to a

15 long. Any conversion errors relating to data ranges are reported to the de-serialised object.

ATTRIBUTE REMOVAL
If an attribute is received in a serialised stream, which does not exist in the local version of
the class, the occurrence of this attribute is reported to the de-serialised object. The default

20  behaviour is that the de-serialised object ignores the attribute.

ATTRIBUTE ADDITION

If a de-serialised object is created and it does not have all of its attribute values set, then

the- values that have not been set take on the default value for the attribute. The de-
25 serialised object is informed of all attributes that have taken their default value and can

take additional action if necessary.

ATTRIBUTE CLASS CHANGE
If an attribute of a de-serialised object has a completely different class than that defined by
30 the stream being read, then the attribute is informed of the difference. The attribute object

can then initialise itself from an object read from the stream. This allows classes to include



15 long. Any conversion errors relating to data ranges are reported to the
de-serialised object. ATTRIBUTE REMOVAL If an attribute is received in a
seri al i sadosromam whi ch does not exist in the |ocal verspPowAohi/omske cl ass,
the occurrence of this attribute is reported to the de-serialised object.
The default 20 behaviour is that the de-serialised object ignores the
attribute. ATTRIBUTE ADDITION If a de-serialised object is created and it
does not have all of its attribute values set, then the, values that have
not been set take on the default value T¥the attribute. The de- 25
serialised object is informed of all attributes that have taken their
default value and can take additional action if necessary. ATTRI BUTE CLASS
CHANGE | f dnclwindi douipatibilitya fishetiorealityafor dpfbrmbierseriatisedawithy whiee vedsionsliof tler ent
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mechani sm has 5 defined defaults for handling version differencCes in
cl asses. Application classes can then include additional classes whi ch

can be tall red t ngli vi ver si on hand atl ons. w Ll
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card sy aWiBBudi ng a plurality of conponent infrastructures, sai d
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i nfrastructures each having core conponents of said system said
infrastructures having a 5 hierarchal relationship such that one

i nfrastr weouozerors dependent on components of a | ower infrpeT/Auct/ense] and
said core conponents being configurable for different card transaction
applications. 2. A card systemas clainmed in claim1, wherein the
conponents of an upper 10 infrastructure are selectable for said
applications and at | east the conponents a lower infrastructure are
configured on the basis of configuratio‘n1 ta. 3. A card systemas clained
in claim1l, wherein an upper infrastructure includes managenent conponents
to control data for cards, devices operable with the cards, 15

parti ci pant GLARdSr ons and card purses. 4. A card systemas clained in claim
3, wherein a |lower infrastructure has a conponent for nmanagi ng
configuration data for other conponents. 20 5. A card systemas clained in
clai m 3, wherei nA&atOWRtent Hel@dle & phudiRy R oRporERP BAsRECtERERARE S mpSHent
handl i ng nessage delivery between nodes” of sard system and a publishing

conponent fiofragimebires ¢ach hmgg@g@scqmdmpaﬁ@éﬁmd@ystsm ehldeQucigre@dxapmgawt
o ocescor Jhearnal RisioRE Sycrtaf e hipis sl Neb e Gt ons e o 11wy
i rrespecti vigfigdtrioheé, e shidecor® a&ﬁﬁﬁﬁntsrlfemg é&lffgbifabﬁefor REFBS 6 aRD trsafidie "

nodes of the system 7. A card systemas clainmed in claim®6, wherein said
nodes are caPpHEAOB&ti on network nodes and include conponents for a service
provider, an acquirer, a clearing 30 house and a card issuer,

respectively. WO 02/07071 PCT/ AUO1/00847 - 167 8. A card system as

claimed in xlai A dardvigsteinnad by tie nolainc 1y dasgrdindts oaipoacitedf Y upper
comuni cations network, said nodes, each having_ a transaction handler, said

t r ansact? orinHaswchye m&r%ﬁb& for sRidanpliFations @n%a& keast; the samppeentset 3 dgwer and
route the HESSALRS: LR cgﬂﬁélﬁﬁl b bgglg% ltoh(ag processor, sai d

transaction processor cont ent pr 6Cessi ng for said

nmessage. 9. A card systemas clained in cI ai m 8, wherein said transaction
rocessor ipitia

P f 1£ card system as claimed in claim 1, wherein an upper infrastructure includes
management ‘components to control data for cards, devices operable with the cards,

15 participants, patrons and card purses.

4, A card system as claimed in claim 3, wherein a lower infrastructure has a

component for managing configuration data for other components.

20 5. A card system as claimed in claim 3, wherein a lower infrastructure has a
messaging component for handling message delivery between nodes of said system, and a

publishing component for generating messages independent of said messaging component.

6. A card system as claimed in claim 5, wherein the messages received by a processor
25 of a node are persisted in a data store of the node irrespective of whether the messages

require further processing by other nodes of the system.

7. A card system as claimed in claim 6, wherein said nodes are communication
network nodes and include components for a service provider, an acquirer, a clearing

30 house and a card issuer, respectively.



rol e processing of the nessage, based on a role for the nessage, such as
purse or card managenent. 10 10. A card systemas clained in claim?9,
wher ei n a0 d2/processor initiates a validation process toPOBAUNEGS4T he
nmessage. 11. A card systemas clainmed in claim9, wherein said transaction
processor initi.ates a 15 process to determ ne the nessage is not a
duplicate. 12. A card systemas clainmed in claim2, wherein the upper
infrastructure includes card managenent, conponents for managi ng card

i ssuance, mai ntenance of card data and " hdtlisting of cards. 20 13. A card
systemas clained in claim2, wherein said upper infrastructure includes
conponents for managi ng devi ces of the system including adding and

renovi ng delii cesA cardrsgistermrastetaimedin ¢Jaina#) whereinrth¢ systamng insfudde nodessconseitei

devi ces bei,ng adapted, to comrunicate wi,th cards of the syste 25 14. .
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as clearing and reconciliation of 'transactions between parti ci pants.

15. A car d msgssagemt@sn distance df iartrapisadtion proceissorcsaid tresaciiqreprocessomeintiodling e

i ncl udes5 cog%ag%%ts for a%sgg(?i ng roles and services to participants. WO
02/ 07072 PEY BEEEPINE PEENT 81 REEard systemas clained in claim 2,
wherein the upper infrastructure includes conponents for managi ng a purse

on a card and for nanaging data associated with a patron_ using the card. 5
17. A card Syst ¢hcard systgmnasiclpimed) iaj gleim 8. ivhereinrsaich anseetinplocesser indtigtesner

| nf rast ructyre, | OCkHS R LRGBS, BHBRUhGRRL T HBRRLLER! 0t HPYE5ORTRR 1O

establish a
management.

10
10. A card system as claimed in claim 9, wherein said processor initiates a validation

process to validate the message.

11. A card system as claimed in claim 9, wherein said transaction processor initiates a

15 process to determine the message is not a duplicate.

12. A card system as claimed in claim 2, wherein the upper infrastructure includes card

management components for managing card issuance, maintenance of card data and

hotlisting of cards.

20
13. A card system as claimed in claim 2, wherein said upper infrastructure includes
components for managing devices of the system, including adding and removing devices,
and remote configuration monitoring of devices, said devices being adapted to
communicate with cards of the system.

25

14. A card system as claimed in claim 2, wherein the upper infrastructure includes
components for managing financial services for participants, such as clearing and

reconciliation of transactions between participants.

30 15. A card system as claimed in claim 2, wherein the upper infrastructure includes

components for assigning roles and services to participants.



framewor k for authentication of users. 10 18. A card systemas clained in
claim1, wherein conponents of a lower infrastructure include service
conponentwO hwo70nandl i ng transacti ons for conponents of anPOpPAE01/00847
infrastructure at nodes of the system and for nmaintaining and distributing
action lists to a node. 15 19. A card systemas clainmed in claim1,
wherein the conponents of a lower infrastructure establish a nessaging
system for publishing messages to respective users of the system based on
a topic of the nessage. 20. A card systtﬁﬁgas claimed in claiml, wherein an
upper infrastructure includes 20 conponents for controlling the
mai nt enance, distribution and access to configuration data for conponents
of the system 21. A card system as clained in claiml, wherein one of said
i nfrastructures is a base servicg ﬁyer i ncl udi ng core, cl asses and

APp|C

operating siPst et iCATdeSYsteaR ap HlAImg M, Wheteiahe Py Hyrastiagiugi nglu ??d
providi ng 21,
Wher ei n 9a 8 Banat L BB eI o coftl B or BURAEER e LR St b LT
converti ng wshigaht¢ sardnt o a stream for delivery. 30 23. A card system as
claineddgn claim1l1, wherein an upper infrastructure has conponents
adj usted by the conponents of a |lower infrastructures. WO 02/ 07071
PCT/ AU01/ 00§47 & chRP syddm 4s %&eéyﬁt 8B S1, bR the) c6 ?bﬁen%s o\mn@w& the
i nfrastructures |nclude APls" and are platfdrmindependen . A card
system as dhfadstraciuien ucdhadmtoms rfwrcgrmhmgl nma@mucaﬂgnede\sﬂdmnngoa@ﬂabﬂlbmtaes
to control the stfg ur.ce of said system 26. Software for a
mul tiple apfs Hu P@ﬁ?‘§?ored on conputer readable storage
medi a, including a plurality of conponent infrastructures, said conponent
10 infrastructures each having core conponents, said i nfrastructures havi ng
a hi er atthdB. re|z°a@ardr$§$tcrp as wbimedhint claime | whereistcomppnends pEa Hwyss irfEastructsre
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infrastructure at nodes of the system, and for maintaining and distributing action lists to a

node.

15 19. A card system as claimed in claim 1, wherein the components of a lower
infrastructure establish a messaging system for publishing messages to respective users of

the system based on a topic of the message.

20. A card system as claimed in claim 1, wherein an upper infrastructure includes
20 components for controlling the maintenance, distribution and access to configuration data

for components of the system.

21. A card system as claimed in claim 1, wherein one of said infrastructures is a base
services layer including core classes and an operating system interface having APIs for

25 controlling, managing and providing access to OS resources.

22. A card system as claimed in claim 21, wherein said base service layer includes a

serialisation component for converting objects into a stream for delivery.

30 23. A card system as claimed in claim 1, wherein an upper infrastructure has

components adjusted by the components of a lower infrastructures.



applications. 15 27. Software as clained in claim 26, wherein the
conponents of an upper infrastructure are selectable for said applications
and at | eeQ@02/07e1 conponents of a | ower infrastructure arePCrambi/gssed on
the basis of configuration data. 28. Software as clainmed in claim 26,
wherein the upper infrastructure includes card 20 rmanagenent conponents
for managi ng card issuance, naintenance of card data and hotlisting of
cards. 29. Software as clained in claim27, wherein said upper
infrastructure includes conponents forlﬁﬁﬁaging devi ces of the system

i ncl udi ng addi ng and renovi ng devices, 25 and renote configuration

noni toring of devices, said devices being adapted to comunicate with
cards of the system 30. Software as clainmed in claim?27, wherein the upper
infrastructyre inclydes conponents for mapaging f.inpancial services for
partici pan?g; sftﬁaraﬁiliﬂgaqsi mﬁ&&‘ CISWIIIEE’B?F%“I %ﬁt@%ﬁ?@?ﬁl{e}sdﬁg‘é@q .ggﬁsand
bet ween paratd glhiferat hdeptadeg/ 07071 PCT/ AU0O1/ 00847 -170 31. Software as
claimed in claim?27, erein the upper infrastructure includes conponents
for assigning roles and services to participants. 32. Software as cl ai ned

in claim?2%: wherejn the upper. inftrastrycture.includesg .5 onents for
nmanagi ngrg aEBUrsggaH'&gy%gm é’ﬁﬂwgﬂn ﬁ@ﬁ%gr H’dhﬁgﬁgdmﬁg% ioé?ieégﬁ%“)’ﬂg a&“’g’ﬂeﬁon
usi ng the ¢aéshtroBthe samébﬂ\@fego@aegf@id’r@gmh{] claim 26, wherein the conponents
of a lower infrastructure include tools for graphical user application

devel opment to establish a framework for 10 authentication of users. 34.

Sof t ware asgcl ai I Necl ai 2 rein copgponent s, of .a | ower

infrastr uc? g'r e Spﬁg’ l?dgoqs%rn\%lé ec%glir%g%ieont r oﬁysﬁghcﬁt?rﬁ‘é P SRS 5‘?‘?931?1&
conponent s stofaganmefagrincludingast plueility efatompsiRat Ahfridtichivss eyild aBhpbfént
mai ntai ni ng and distributing action lists to_a_ 15 node. 35. Software as

cl ai medYi ninfragirpstoss sapl rhaving: srre c¥mRoREHs.ssaid infrasmeturesnhaving ray bietarehal

relationship such that one infrastructure is dependent on components of a lower

infrastructure, and said core components being configurable for different card transaction

applications.

15 27.  Software as claimed in claim 26, wherein the components of an upper infrastructure
are selectable for said applications and at least the components of a lower infrastructure are

configured on the basis of configuration data.

28.  Software as claimed in claim 26, wherein the upper infrastructure includes card
20 management components for managing card issuance, maintenance of card data and

hotlisting of cards.

29.  Software as claimed in claim 27, wherein said upper infrastructure includes
components for managing devices of the system, including adding and removing devices,
25 and remote configuration monitoring of devices, said devices being adapted to

communicate with cards of the system.

30.  Software as claimed in claim 27, wherein the upper infrastructure includes
components for managing financial services for participants, such as clearing and

30 reconciliation of transactions between participants.



publ i sh nessages to respective users of the system based on a topic of the
nmessage. 20 36. Software as clainmed in claim. 26, wherein an upper

i nfrastrwoorverorncl udes conponents for controlling the mCTAEDNENSE]

di stribution and access to configuration data for conponents of the
system 37. Software as clainmed in claim26, wherein one of said
infrastructures is a base 25 services layer including core classes and an
operating systeminterface having APls for controlling, mnagi ng and
provi ding access to OS resources. 38. Sdffware as claimed in claim37,
wherein said base service |ayer includes a serialisation conponent for
converting objects into a streamfor delivery. 30 WO 02/07071

PCT/ AU01/ 00847 SoftWake ad%claifielit iackims2T| aheRih ithe AlppbMiRBAtrudddey Shdludel
upper infrastructure has conponents adjusted_ by the conponents of a | ower
i nf r ast r uc Coponents fospssigninedoles apd ssrwiees torpaglicipart6, wherein the
infrastructures include APIs and are 5 platformindependent. 41. Software
as claimed in claim 26, including nanaged objects having attributes to
control th82st aSeftwhreaas edaimedeinotlaini 27,swhétrein tHd upPer Mnfrasanstacs ivdudes
handl er for a card stem, executed on .a nqde of the system haying: an
unpacker f8‘?mﬁ‘?ﬁ?&f§@%@aﬂ%‘§%@%rs? R & Fyrd qng Jormanagigdataassenisted Witha nagan ng
unpacked nggaRfiRalP @ transaction processor; and a transaction processor
for controlling validation, role processing and forwarding of said
nmessage. 15 43. A transaction handler for a card systemas clainmed in claim
26, whereip,sai t ransaction. pr.ocessor. maintains a cache for all nessages
recei ved. 3% Ag?‘?‘é{ﬁ@é‘étcf%lﬂeﬂ&ﬁﬂm Eéo‘?{heéielﬂ edcoé?lg"cnémsé’g adppLANEastcEiTg | m
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of said unpacker and said nsaction processor.
10  authentication of users.

34.  Software as claimed in claim 26, wherein components of a lower infrastructure

include service components for handling transactions for components of an upper

infrastructure at nodes of the system, and for maintaining and distributing action lists to a
15 node.

35.  Software as claimed in claim 26, wherein the components of a lower infrastructure

publish messages to respective users of the system based on a topic of the message.

20 36.  Software as claimed in claim .26, wherein an upper infrastructure includes
components for controlling the maintenance, distribution and access to configuration data

for components of the system.

37. Software as claimed in claim 26, wherein one of said infrastructures is a base
25  services layer including core classes and an operating system interface having APIs for

controlling, managing and providing access to OS resources.

38.  Software as claimed in claim 37, wherein said base service layer includes a

serialisation component for converting objects into a stream for delivery.
30
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39.  Software as claimed in claim 266, wherein an upper infrastructure has components

adjusted by the components of a lower infrastructure.

40.  Software as claimed in claim 26, wherein the infrastructures include APIs and are

platform independent.

41.  Software as claimed in claim 26, including managed objects having attributes to

control the state of a resource of said system.

42. A transaction handler for a card system, executed on a node of the system, having:
an unpacker for unpacking messages received by the node;
a router for routing unpacked messages to a transaction processor; and
a transaction processor for controlling validation, role processing and forwarding of

said message.

43. A transaction handler for a card system as claimed in claim 26, wherein said

transaction processor maintains a cache for all messages received.

44. A transaction handler for a card system as claimed in claim 27, wherein said
transaction handler initiates a plurality of threads of said unpacker and said transaction

Processor.



