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- 1 - DESCRI PTI ON MEMBER CERTI FI CATE ACQUI RI NG DEVI CE,

MEMBER CERTI FI CATE | SSUI NG DEVI CE, GROUP SI GNI NG

DEVI CE, AND GROUP SI GNATURE 5 VERI FYI NG DEVI CE

Technical Field [00011 The jpresent invention rel ates

to a group signing systemwhich creates 10 and

verifies a signature for certifying that a nenber

bel onging to a group is a nenber of the group, and

particularly to a groupESORIFPOCHNY St em which utilizes

bi | i near mappi ng. Background Art 15 [0002] Rel ated

art of group signature which use bilinear mapping

i ncludes a group signature described in Dan Boneh,

XMEMBEB@ER:‘I’IF‘ISME AGQ‘D.HRINGi DEVICE sMEMBER CERTIFICATE
%gwgl ogy -- CRYPTO 2004," Lecture Notes in Conputer

48 e BEE’H}E PRROAUR SESNN@@E\&DE ARD .GROLPSIGNATURE

of this group 20 signature will be described bel ow.

[ 0003] Let a random YERIF¥INGDEMIGEOWN y of a field

ZIpZ with p being a prinme nunber be the group secret

key. [0004] 25 Let a letter string which describes:

ri nunber p; group 1, group 2 and group T
Tﬁ&h ﬁagﬁ%dof order nunber p; a bilinear map e from
nggﬁf 1 and group 2 to group T; an isonorphic map $
[ group 2 to group 1; and a hash 2 function Hash

o @p@r alg\(eert&fogﬁﬁféttési {o’a tg(r)oufpi gilggin Zs{fé@m which creates

gene

~ and verifies a signature for certifying that a member belonging to a group is a

-member of the group, and particularly to a group signing system which utilizes

bilinear mapping.

Background Art
[0002]

Related art of group signature which use bilinear mapping includes a
group signature described in Dan Boneh, Xavier Boyen: “Short Group
Signature,: Advances in Cryptology - CRYPTO 2004," Lecture Notes in
Computer Science 3152, pp. 41-55, 2004, Springer. The outline of this group
signature will be described below.

[0003]

Let a randomly selected unknown v of a field Z/pZ with p being a prime

| number be the group secret key.

[0004]

Leta I_etter string which describes: the prime number p; group 1, group 2

and group T which are of order number p; a bilinear map e from group 1 and

group 2 to group T; an isomorphic map ¢ from group 2 to group 1; and a hash
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2, a generator GL of group 1 where ~(& = Gl, a
randomy sel ected unknown H of group 1, and W= [y] &
be the group public key. [0005] 5 Were, Wis the
point of y times G2. [00Q6], Further, let randomy

sel ected two points i;i, ~2 on field Z/ pZ be the
tracki ng secret key. [0007] 10 Let randomly sel ected
two points on group 2 in which.[~i]U=[i 2]V = H be

furkasionriashi fogmapplrigea letter sting todield(Z/pE)] erdenesstor G,ed group

point x on field Z/ pZ be the nenber secret key.

2[ o@espratar Ghef groupt1 whemnd{Gy =y Gsed enidesnlip skicyedinknown H
field Z/pZ and A where A = 15 [1/(y+y)]([1-x] G)be

of awupehisad \Wet 1G4 bathe glodpqaiblitkeri nafter, the group
signing device will be described. [0010] The group
Ogﬂﬂ ng device is input with a nessage to be signed, a
gro 20 public key, a tracking public key, a nmenber
secr&herayY intheepaietofydinees Geat e, and a random

0@@%&. [0011] The group signing device randomy
[ cts points a and [3 on Z/pZ using an input random

S e eSS i o o U eb
tr%%gcgeérgflt(g_r randomy selects points a', p', 81,
[0007]’ '

Let randomly selected two points on group 2 in which [£JU = [£,]V = H

be the tracking public key. And let a randomly selected point x on field Z/pZ .

be the member secret key.
[0008]
Further, Let a randomly selected point y on field Z/pZ and A where A =
[1/ty+¥)]([1-x]G1)be the member certificate.
[0009]

Hereinafter, the group signing device will be described.

- [0010]

The group signing device is input with a message to be signed, a group
public key, a tracking public key, a member secret key, a member certificate,
and a random number.

[0011]

The group signing device randomly selects points o and B on Z/pZ using
an input random number and generates encrypted text, T; = [ojU, To=[BIV, Ts
= [o+B]H. |
[0012]
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and y' on Z/pZ using an input random nunber, and
generates a commtnent, R =[a]J]U R2 =[R]V, R3 =
e(T3,&X2)"(x")e(HW"(-a-p')e(H &)"(-8"Tr

8 2)e(H &)"(y'), R4 = [x'j'IZJ,-_IdeIta'i]U, R5 =
[X"]T2-[$del ta' 2]V, where synbol ["] 5 means a power
nmodul o operation. [0013] The group signing device -
generates a hash value of a group public key, a
trackhadr

U v oS Sigfingieyied (IRAGAaRdORMY solects pants o1 B\ 8y 82
aad y16n [Z%Z%lnﬁhm |ﬁpt@ltrﬁn§blﬁm4h%é1€¥h8 @eﬁéfﬁé@h%nﬂnﬂment
response, sa = a'+ca, SX = X' +cx,

RS AR, SRV, B mpezﬁ\gx Fe(w WW(-aL@PéfH G aqn oup
ignature outputs T1,T2,T3,c, sa, sp, SX, sa , Sy as
SEh@(FQG@MQ/ ). Ra =sixgTiapdettatj, Rﬁﬁ@@?—[érdeli[agwﬁﬂ;here symbol ("]
Her ei nafter, the group-signature verifying device w |
nwnéﬁmw@evodulp@:@ﬁataoﬁe group-si gnature verifying
device is input with a signed message, a 20 group
Blic key, and a tracking public key. [0018] The
grouTQ signature verifying device generates Rl =
[ sa] \hg ¢Pvp siguing-deyige penprtaa hashvaiue of a group public key,

= Boofibgitils k3 Tertsa A YAl 1. T4 . Ralo uRs o use

@xhﬂ -L®81% R5 = [sx] T2-[S52] U, 25 and generates a
SRIYYPYE ©f the group public key, the tracking

[O@F@I ic key, the signed nessage and
, T2, T3iIR ,R2, R3, R4, R5 to verify if this

cor ?@%&Eﬁﬁéﬁ@&m‘h G518 BERGRE T ortineb ot e b "= precs,
= X'+CX, 881 = §'1+CXa, S8z = §'2+CXB, Sy = y'+xy.
[0015]
The group signature outputs T1,72,T3,¢,50,5PB,55,581,8582,8y as the group
signature for message m.
[0016]

Hereinafter, the group-signature verifying device will be described.

[0017]

The group-signature verifying device is input with a signed message, a
group public key, and a tracking public key.
[0018]

The group-signature verifying device generates Rt = [so]U-[c]T1, Rz =

[SBIV-[c]T2, Rs = (T3,G2)(sx)-e(H,W)"(-sa-sB)-e(H, G2)\(-s5:-

- 882)-e(H,G2)*(s,)(e(G1,G2)le(Ta,W)A(c), Ry = [sx]T1-[s84]U, Rs = [sx]T2-[s62]V,

“and generates a hash value of the group public key, the tracking public key, the

signed message and U,V,T1,T2,T3,R1,R2,R3,R4,Rs to verify if this corresponds to
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signature is valid and, if not, invalid. D sclosure of
the Invention 5 [0019] ‘A first problemin the above

- described related art is that the security of the

encrypted text used in the graup signature relies on
the assunption that it is difficult to solve the
linear Diffie-Hellman discrimnation problem
Therefore, the security of the entire group signing
chylignge allgoc.r off thege dna cbitespedomet| 01 jubi@edithat the group
assunption has been firstly proposed in the above
sigbature isedalidedret, éfimad, invaliddenonstrate the security of
the proposed group signature, and few have attenpted
to solve this problem Therefore, it is highly likely

that a solution wll be found in the near future, and
Dﬁﬁ’lf@“f%@fﬁlﬁdv‘éeﬁhmtl oned proposed group signature may

qé provi de sufficient security. 15 [0020] A second
[03 bilemis that the security of the encrypted text

oad it pislean e Shdedessrben piotadiat s thaf éhe secury of
fhg'efg'f‘érfpﬁ%i tad 838%)'@3{629?9%%%%5&@@&; leesjg'ﬁ%%a%m%on thatitis
R S5t o e pHag bs?cﬁﬁa%’t?o[‘;ﬁé% Pha h'@%@%‘é -
thé SeEGHE DI LRIRTGUP Boningl B A rlles s i A bntip

e '°rpﬁ%é’ése%?§%'§§‘?éﬁosé#m@e a@é?%éﬁ%beagﬁze%e to

utio

it z%b{ﬂ&%%%ﬁ%@%%@%&ﬁ%gﬁ A RS R

att%hﬁ)té@w@ol%ni’lﬁiﬁtpr%ieﬁ\a' CrHerbfofd) iG8 q*ugrg yﬂﬁ& aﬁé&lﬁtion will

In order to make the group signature S|e

bei found @stheatdat fliré ashirdiuk Se aBBYE ndMiohal Prbsddc<eg@ig

si gnat ure dat a.
signature may not provide sufficient security.

[0020)

A second problem is that the security of the encrypted text used in the

group signature relies on a generic group mode as well as on the assumption
that it is difficult to solve the linear Diffie-Hellman discrimination problem. The
security of a scheme in which security is provided by this general group is
based on nothing more than a prediction, so that even in cases where security
is provided by the general group model, in reality, dangerous encryption

schemes may still occur.  Therefore, it is likely that a solution will be proposed

~ in the near future, and the proposed group signature may not provide sufficient

security.

[0021]
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[0022] 5 The nenber-certificate acquiring device of
the present invention, which is input with a group
public key and a random nunber, and out puts a nenber
certificate and a nenber secret key by conmmunicating
with a nenber- certificaté’ﬁ%§Uing device, is
characterized in that when input with the group

public key which includes: a description for four

gr OURSE: ; of
Phe RiPpfiertic HAHfre e Budk St ofofiEfidPafu

a 0 r . . I .

SERRRIrE et Th G Roma Bl St PRiel 1o B35 s
deSfatie ¥ RRAICtRe BRI of Elcfbiich 8hd BRIdife A1

using the group 1, the group 2, and e group T, the
Hﬂﬁﬁger- certificate acquiring device sends to the
menber secret key including an 15 integer not | arger

t hanThid@eilsieLcetifitaes acdRifEdervé @etheeprébemtiniéntdn, which
value given by multiplying the generator of the G oup
isEnpuyt witrea gecte pubiRCkest akey randoid ndmkRr esmhbutplitd enember
group 1, group 2, which is a value given by
certifitatp lapdrapmentteergecast &ep by congnonipatingwitl raanpribelpy

t he menber secret key, and thereafter wupon receipt of
certitaje daawirg device He chandotarized in that kehgn imhutowith ¢he group
verifiable by the 20 signature public key, fromthe
puhlietkey wideh irfaludese aidesatiptiprdiev faw, graspess groep 1sgmugtr e

as the menber certificate. [0023] The

- grpeRdeandareup Fc af the sarne aglalewindeeroa deseriptianselimilinear

i nvention, which is input with_a group public key, a
mapRing fease geauicd pndreoup 240 greHmLingReh agnerates aleredp 1,
ence for use in identifying

t t b [ .
gfﬁﬁ :9?%{% f&ﬁtﬁﬁé@ﬁ :rﬂf%ﬂsnat%r%@hcgeypfﬁisaﬂﬁaégfe

PR 1 RS Lot 65 e, B e

coflifiéte Bidutfo SRYish oMb REms SRS st e Bl s

: int%ég{) Pﬁtgfﬁfigg rtnf?ér?I e OryZP ﬁ[:hb%r;q'ﬁgﬁ{t)iep bLABn8L whidH Reflalue

given by multiplying the generator of the Group E by the member secret key;
and an element of the group 1, group 2, which is a value given by multiplying
the generator of group 1 or group 2 by the member secret key, and thereafter

upon receipt of a signature for the member secret key, which is verifiable by the

signature public key, from the member certificate issuing device, uses the

signature as the member certificate.

[0023]

The member-certificate issuing device of the present invention, which is
input with a group public key, a group secret key and a random number and
which outputs a member evidence for use in identifying a member by
communicating with a member-certificate acquiring device, is characterized in

that the member-certificate issuing device is input with the group public key
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group 1 and group 2 to group T; each generator of
group 1, group 2, group T, and group E, and a
signature public key of a signature scheme using group
1, 5 group 2, and group T,_agq_the group secret key
whi ch includes a signature ecret key correspondi ng
to the signature public key of a signature schene
using group 1, group 2, and group T, and upon receipt
VeHiCIR HERIHRRF 5 Q! |y '

a ‘%i\ébé’rggfb% fo%lﬁ@{éﬁs‘gggﬁ%g %bgé '21, Hgoup T, and

mul ti plying the ner at or

. . of r .
- JIEUR e ob BRI Rim& Bder AFhLRP: &HS%}%F@% ?W%Er trhag,bur@ PR

2 which is a value 10 given by
gueure aindrgrofip @rte'¢Rodp P! edEPgéhetaldY of BRUPETTRAbUS 2CGFdup T,
key fromthe nmenber-certificCate acquiring device, =
agdrgroap &5 and i dgvadturecplitsiic Keyeof A @GMRUres SeHehe WBMgUFHOE 1,
the signature secret key to send the signature to the
gnirb2rarekgroupi T; @ind the guoup secréekécwhieh indladesalsdnature
certificate. [0024] 15 The group signing device of
seeret sey cemespanding foctheisigraatgrecpublisikgpiofia sigreaturescheme
which is input with a group public key, a tracking
UpinBIgreumk dy groxiprak @ndrgroup i, ahd epbe receiptofie mesrtaratvidence
k%,, and a nessage and outputs a group signature for
whics isss@liegiven by aoulbiplyingithergenesator bethergrapp & bythey

devi ce conprises an encryption device for creating an

MEMbE] Seetet ke anchansiementafgrenp {105 greumewhich is/a valiee

the nenber_ secret key is encrypted by a

9‘?‘?@5&?‘%@991%{'}5% IREFHPLA ITOHB 1RTATRUP ey theidagmber secret
b T B8 e ik GeReiates iatire for the
mBHERS oot 7SR hE Yot AR 3 TR Y S4B the
mfeR oerirfERUR i AES Y8 e pcSh AL RUDl T C ey

[ogml] group T; the tracking public key conprising an
el enent of the group E; and the nenber secret key.

[ 0039k gfoup Qighhfga@@ﬂé’@ oﬂﬁ%cﬁﬂaé?,@ﬁt ihd&ftior €% §otBRsigning

si gni ng devi Ce y conprise

-device, which is input with a group public key, a tracking public key, a member

certificate, a member secret key, and a message and outputs a group signature
for the message, characterized in that the group signing device comprises an
encryption device for creating an encrypted text in which part of the member
evidence generated from the member secret key is encrypted by a tracking
public key from: the group public key including a description for four groups:
group 1, group 2, group T, and group E, of the same order number, a
description of bilinear mapping from group 1 and group 2 to group T, each
generator of group 1, group 2, group T, and group E, a signature public key of a
signature scheme utilizing group 1, group 2, and group T, the tracking public
key comprising an element of the group E; and the member secret key.

[0025]
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know edge- pr oof - st at ement generating device which
generates a know edge proof statenent which is data
for proving that a secret key encrypted into the
encrypted text and a signature for the aforenentioned
secret key can be .5 calculTated frominput data, and
the group signature to be output may include a

know edge proof statement by the

Ok 9B R0 ERRAA o 61l e

Furt her ove

KW Rfe- NS of- é@t&ﬁéh%ﬁé&fr@o{%ﬁﬁw@rﬁ?’%ﬁ%t&%newledge

gener ating device

ppodf dtatelerdnt whidheis tdatd for \R?@!tﬂeﬁ HK&brett héf%??pg rnto the

secret key, the nenber i cate, an

enoryipted texbang anRgrRiteR fr ﬁ@%?éﬁéﬁtlddéd%&?é‘t %g(!?anVEB ch

is data for proving know edge of a random nu

. caloatayed from inpotdatal C@:ﬁﬂﬁﬁd@bﬁp?ﬁn&ur@&ﬂw oltglit bl GRfigde a

which. is data for proving kn edge of signature and

- knewledge seoofettatement by tieel kpowlede-proohétaterméntigenerating

encryption and the conmtnent to nenber certificate
dg¥ce. commitnent; a chal | enge-val ue generating device
whi ch is input W|th the group public key, the

[qol2 8L ki ng public key, the encrypted text, and the

mep nt and which 20 outputs a hash val ue of the
or g‘tﬂr@g ﬂ?slﬂh’@yeé@s'éﬂlwﬂakm@wgdgemrm&stat@mmn@egptaimg

eneratln evice which is input with the group public
d?ci’é g

WSer secret key t he nember certlflcate
the rando nunber chal | enge val ue and

out%&f’?”& %@*&ﬁﬁawg @%\e?mwh's '%m%wrteélbesg@xbpubhc key,

- KgAK eheyBe@beb st Rh R ghe b tieatregnd the
.raﬁg%rﬁlglgbéﬁggg§%g§fmgescr' beg A folén {89 hich € data for

apove SCP I

- proving knowledge of a random number for encryption, and a commitment to
-.member certificate which is data for proving knowledge of signature and
- member secret key, o output the commitment to encryption and the

- -commitment to member certificate as a commitment;

a challenge-value generating device which is input with the group public

key, the tracking public key, the encrypted text, and the commitment and which

~outputs a hash value of the foregoing values as a challenge value; and

a response generating-device which is input with the group public key,

- the member secret key, the member certificate, the random number, and the

challenge value and which outputs a response of encryption and a response of
member certification as a response.

[0027]
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above described response. [0028] 5 Furthernore, the
above described group signature may conprise the

above described encrypted text, the above descri bed
chal I enge val ue, and the _gggve descri bed response.

[ 0029] The group-signature ri fying device of the
present invention into which 10 is input with a group
public key, a tracking public key, a nmessage and a

gr OUPunﬁé bUfhe aéﬂgsﬂ'@ ResPRM otuB %tﬂ%omgg Rl hg)rﬁ@fhe

whi ch |nc es a Cri t|on rou

- abov@ H@%hb"ed éﬁ&?ﬁﬂea te)&nﬂ'x %&EMB o@sFﬁBe& BSmﬁ‘ﬁﬁerﬂrQﬁcﬁ the

a de I ption o I'l'Inea
abo@éldegérmé@ rRspéngir oup T, each generator of group 1
group 2, group T, and group E, and a signature public
[0628}15 of the signature scheme using the group T, the
group 2, and the group T; a tracking public key

conprurthermone, tabaent debciiiel gioapsidriataromay @bAiphise the
si gnature including an encrypted text in which part of

- ahevmhdesaribedenoeyptee ot ahe cibioye alegenthes clsaliehgt iaRie, iadd the

encrypted by a tracking public key, judges if the

a'é%‘(ﬁ/@&ﬂﬁtb@dﬁb@@b@eoup signature is a valid group
anature for the 20 nessage to output "valid" or

Valid [0030] In the above described case, the
gro -signature verifying device may conprise a
kno @Uer&baﬂatgﬁea‘@meng dewicefoj ithe) preseint svantieminto which

. verifi that a know edge proof statenment is data to
'Smwy'ﬁh%ﬂr%%wl@t keyed tiasking Rublig ey, am%ag@@@daa group

of nb d te to t
) S'@@Eﬁ YN @ﬁl@?%"& @fa”r%@&?ﬂﬁ%ﬁesawmc&rfﬁwuggs Aglescriation for

k b | cul
foBP g s Groua s 2, SIBLh Brid Sk e ARPHA fugber,
a 8684 ptsh WhiPeal Mpbiig R854 group 1 and group 2 to group T, each

-generator of group 1, group 2, group T, and group E, and a signature public key
- of the signature scheme using the group 1, the group 2, and the group T; a

- tracking public key comprising an element of the group E; and a group

signature including-an encrypted text in which part of member evidence
generated by a member secret key is encrypted by a tracking public key,
judges if the above described group signature is a valid group signature for the
message to output “valid” or “invalid.”

[0030]

In the above described case, the group-signature verifying device may
comprise a knowledge-proof-statement verifying device which verifies that a
knowledge proof statement is data to prove that a secret key which is used to
generate pért of member evidence encrypted into the above described

encrypted text, and a signature for the secret key can be calculated from data
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t he above group signature may include a know edge
proof statenment which has been verified by the
proof - statenent verifying device. 5 [0031] Mbreover,
the group signature may conpyise the above descri bed
encrypted text, the above described conm tnent, and

t he above described response; and the above descri bed
know edge- proof -statenment verifying device may 10

irfminth 318 ﬁmw@@mﬁg @evicaldnd fEsA Yol In'&ﬁ:d@@?ﬁh ﬁg@@ﬁ%ﬁng

input with the above described group publi
debiogeagtescri bed tracking public key, the above

descri bed encrypted text, and the above descri bed
-conmiherabolve grodb Sighpirs nfay iRelBle \Wtritviédgd PRI etREReRD
values as a chal l enge val ue; and 15 a response
whighi liad beprdesrificel whihelprosf-statamierivehifyimedetioy e

descri bed group public key, the above descri bed
[Q034¢ki ng public key, the above described encrypted
text, the above described comm tnent, the above

- desdYlpigsyer, dhe graupgsignattitemayropmyrisedbe abode sles o it

response and outputs "valid" or "invalid" depending
eRfyRigetted the abpite desssbed sponsitraant, sng the gbowndescribed
uation, 20 wherein the output of the response

e
| feé@???%iiaﬁe devi ce may be output as the output of the

groyp-sjgnature. verifying device. [0032] Mboreover, the

abolee aRaYs PS%(H'b&ﬂdﬁfﬁ@%&%@@@%—%%m@amnlfg@gtqﬂylc@dmé
cé&ﬁ%ag,bed encrypted text, the above descri bed

chral1enge val ue, and the above 25 described response,

o B RIS G P T o

verifying

degggi@c%@gléd(}ﬁa SBiicGey MHe Lbdve &éb%ﬁbe&ﬁt}a'&kltnlaepu%ﬂg\ﬁ%y. the above
described encrypted text, and the above described commitment, and outputs a
hash value of the foregoing values as a challenge value; and

a response verifying device which is input with the above described
group public key, the above described tracking public key, the above described
encrypted text, the above described commitment, the above described
challenge value, and the above described response and outputs “valid” or
“invalid” depending on whether or not these inputs satisfy a given equation,
wherein the output of the response verifying device may be output as the
output of the group-signature verifying device.
[0032]

Moreover, the above described group signature .may comprise the above
described encrypted text, the above described challenge value, and the above
described response, and

the above described knowledge-proof-statement verifying device

comprises:
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: gfoup public key, the above described tracking public

key, the above descri bed response, and the above

descri bed chal | enge val ue, and outputs a comn t nent

to encryption and a conmm t t to nmenber certificate

as a conmitment; and 5 a response verifying device

whi ch is input Mﬁth t he above described group public
key, the above described tracking public key, the
abOV#c@rﬁﬁﬁfnhQﬂfq #S%Hgm%et\ﬁﬁkh lé‘ﬁl‘ﬂu ﬂrgh "ﬂ@é"éﬁove described

descri bed comm and out puts

grdupvplhbhd kegetpenstios deRcHbed ﬂﬁ&klgﬁs []Bﬁc I?eW%‘é‘aBéiré’ﬁchf.nbed

t he foregO|ng val ues correspon he above
rebpoase e mbadacﬁe%svﬁbetﬁchau@ag@w@luw ahb%u@put@ tat cd?ﬁmltment
the above described response verifying device may be
tooengypticasanda cotriritthenf totrhemeepogrtificata AlsW Somaiiiniettnand
devi ce. [0033] The tracking device of the present

| nventasponss veriying devide whighds mppitibiith ¢he kbyve described
tracking public key, a group signature, and a tracking

- grovpmsblik by, thadiboys descriygrt satking pubiicyimye the akoveiescribed

part of the nmenber evidence generated from a nenber

- e%ﬁﬁf@ﬂ tpdyaed b desaribed gooupitseot and oatpuds Svalidior

menber evi dence which is a val ue uniquely

t he part of
@f idr derriding eRwhedherart a hasbr@luaef the[forzwing vaugse

| co?r 3pPnds &g df%cﬁfegéfhsﬁeﬁ@esem eI | cate

o ek OMBob G Sy ctled tasponse Meiihing Grdeamay be

oA PR SR Fine Alkom fhalis Kol AR,

[ er-certificate acquiring device, which 25
co nicates wwth the above descri bed

ma”ﬁ’ﬁ? 1&Rking’d eoftﬁ%girrggerﬂ?ﬁ\ke(fﬁg s 1@%9Wg5%1@0n5%hc

certificate™an Secre

kefcdl %Eﬁﬁlg yﬁﬁﬂ@f‘(ég BFed’Jdaéigﬁ%tHEé,%ﬁé:HHblﬁﬁg sEER%Ey, and

Secret
decrypts the encrypted text of part of the member evidence generated from a

.- member secret key contained in the group signature to output the part of

. member evidence which is a value uniquely determined from the member

secret key.

[0034]

The group signing system of the present invention, which comprises the

- above described member-certificate acquiring device, a member-certificate

issuing device, a group:signing device, a group-signature verifying device, and

atracking device, is characterized in that

the above described member-certificate acquiring device, which

- communicates with the above described member-certificate issuing device to

acquire a member certificate and a member secret key; inputs the acquired

-member certificate, the acquired member secret key, a message, a group




public key, and a tracking public key into the above
descri bed group signing device to acquire a group
signature for the above descri bed nessage; and inputs
t he above descri bed nessage,and the acquired group
signature into the above déScribed group-signature
verifying device to verify that the acquired 5 group
signature is a valid group signature for the above
BRCkE MRS apit ey i ipRghi
pgr oup )Ei gnat uérig&?%[) 0 th%@gﬁ%bdiﬂg?%ggﬁb?fgﬁ%%mg

ddeice ¢e attgired yrowp SidhaluRg fdt the Bbeve BEsEHEAMessage; and
representing the nenber which has generated the group

Inputstieatmve[d33hbed ieskage b thé acqatedgriod digriditre into the
Erobl em the nmethod of the present invention
above desgibed gradpisignature wegfytinpddvice toovgify thatrtHe goquired
T, a group Tin which no bilinear map exists so as to
gy signatiedss validogrepp signadxe fonthehdbovgrdaspribed mussage
of the encrypted text used in the above descri bed
ap@ieinprtihe abhave dasctibed grafp sigoatul Bimtte abaveyesadbed
text relies on the difficulty in solving the 15
T@F'elwg deviee fhataby pythutiingramesabgrreidense repeesesting thef
solving.this problem has been studied for many years
mﬁﬁ@elrﬂg\'cé\"@% ererated bediadup si9N@BIr€onsi der that the

[Opggﬁl emis sufficiently difficult to solve. In order
ol ve the second problem the nmethod of:the present

SR A58 e, A LB e Sk
o B85 58 TS B8R £ TSP Bk 13 i n
SIBHRR NS FELEISd f POl B B ARV KRS
Pt B SRS T Ltk AR e

oL 51500 408 BNy PR US| iR e
Diffiectégiimah HistAnitRtidmitoblem. The method of solving this problem
has been studied for many years and therefore it is reasonable to consider that
the problem is sufficiently difficult to solve.

In order to solve the second problem, the method of the present
invention utilizes not just EiGamal encrypted text, but an ElGamal-type
encrypted text which is secure against selective attacks on an encryption text.
[0036]

For the third problem, it is found that adopting the methods for solving
~ the above described two problems would make the group signing method of the
present invention more effective than related techniques.
[0037]
| According to the present invention, the grounds for security do not rely

on the assumption that it is difficult to solve the linear Diffie-Hellman
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- 12 discrimnation problem Moreover, they do not
rely on the generic group nodel. For these reasons,
it is possible to create and verify a nore secure
group signature. [0038] 5 The anount of cal cul ation
and the signature |ength Teﬁ%i?ed by the group

si gning device and the group-signature verifying
devi ce used in the present invention are conpared

AR BrOblehiLe MEEBUEE AR do BLlel) O Mgl iitcdigld,
mMBHd | pl*—'ér‘(}ﬁ $ORR0n %plsq;o%*e!@lﬁoéreg eOaty Q«?mﬁ a%Brezsecure

power op era e ca <%

ghjddg’lgﬁétuf-'@p on group T, which are required by the
group signing device, are respectively. 7, 4 and 1,
[(038]t hose required by the verifying device are 6, 5
and 2. Further, the signature length is 10 tinmes the

| endriie afhopnt éf%@ﬂat:&%dﬂhb@gﬁ&h@l@n@fh r’éﬁhﬁé@%y%é group

the scalar nmultiplication of group E of group 1;

signingpieXicepamibthergraup-8igPRelra viefifyir deviod cubain fie &Esent

bilinear map on group T, which are required by t

ingewtion ariegruinmearde withethose ef thespitéd wets \as ¥3llovds.and l

and those required by the verifying device are 12, 5
[08R9] 2. Al'so, the signature length is 12 times the

l ength of p. 20 [0041] So far as specifically

-desd theeRresentdnygndioanthe numhersoof tirsesiof scaddif rauttiplieation on

than the nmet hod of related art. Brief Description of

GrPHR ED?FMH@ d, goip Yeeryerrmedile opestions and ¢he calculation of

confi guration _Bthe menber-certificate acquiring
Fh

bilfiear SEARRR SR b Weick @58 ardnited by tie arREp signiegdevice, are
respec%vefyqﬁ ‘4 and 1, and those required by the verifying device are 6, 5 and

2. Further, the signature length is 10 times the length of p.
[0040]

In the method of related art, the scalar multiplication of group E or group
1, group 2, poWermodulo operation and calculation of bilinear map on group T,

which are required by the group signing device, are respectively 13, 4 and 1,

- and those required by the verifying device are 12, 5 and 2. Also, the signature

length is 12 times the length of p.
[0041]

So far as specifically described, the present invention is more effective

than the method of related art.

Brief Description of the Drawings

[0042]
Figure 1 shows the configuration of the member-certificate adquiring

device according to embodiment 1 of the present invention;
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13 Figure 2 shows the configuration of the
menber-certificate issuing device in enbodinment 2 of
the present invention; Figure 3 shows the

configuration of the group %igning device in

enbodi nent 3 of the present Pnvention; 5 Fi gure 4

shows the configuration of the group signing device in
enbodi ment 4 of the present invention; Figure 5 shows

t he ' ' 0 [ a1 i f v .
dovi 01 23hBh i Chnrdiart g 8 BhEF Forf et litig device
TR, i ' .at.ion of the
g?%ﬁ%ﬁ?ﬁﬁg&@&ﬁﬂ%%@ﬁﬁ ce 10 in enbodi nent 6
of thgy i i D = . L

confi guﬁlﬁﬁg%ggwﬁgﬁf{g&g% @ngigggz%ygwﬁémodﬁ'%wt 7
effbddiraemr 26RME prédeditinveimtioand Figure 8 shows the
configuration of the group signing systemin

emboignm sBowsé thdeorffigeir@in 6MME Brd @ sighimgRRSGdd it | on
of Synbols [0043] 100 Menber-certificate acquiring
ethbodreent KOS the pugsant ilvedtisey 20 102 Random nunber 103
Menber - evi dence generating device 104 Menber evidence
107 Mgureds shaws e danfigliRRiofwnthé grmip-gignatuas vedfyiheydedce
.25 109 Commitnent 111 Chal | enge acquiring device
in embodiment 5 of the present invention;

Figure 6 shows the configuration of the group-signature verifying device

in embodiment 6 of the present invention:

Figure 7 shows the configuration of the tracking device in embodiment 7

of the present invention; and

Figure 8 shows the configuration of the group signing system in

‘embodiment 8 of the present invention.

Description of Symbols

[0043]

100  Member-certificate acquiring device
101 Group public key

102 Random number

103 Member-evidencer generating device
104 Member evidence

107 Member secret key

108 Commitment generating device
109 Commitment

111 Challenge acquiring device

112 Challenge value
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112 Chal l enge value - 14 - 113 Response generating
devi ce 114 Response 116 Menber certificate source 117
Menber-certificate-source verifying device 5 119
Menber certificate 200 Menber-certificate .i ssuing
device 209 G oup secret Ré& 210 Menber secret key 202
Menber - evi dence acquiring device 10 205 Chall enge
generating device 207 Response verifying device 208

[ e generating device 300 G oup
1»§nﬂ§%éﬁﬁé§|gggg%ﬁg?ggk%lng public key 15 302 Message
1983 ﬁggﬁyﬂ nunmber 313 G oup signature 303 Encryption
devi ce usg%g group E 304 Menber-evidence encrypted

118X tMefBePOEH ik t generating device 307
Commi t nrent 308 aI enge-val ue generating device 309

1€halVemeer- u@uﬁ@até%%uﬁ,%smnﬁﬁgaeo%aﬂ ng device 25 311

Response
119  Member certificate

- 200 Member-cettificate issuing device

209 Group secret key

210  Member secret key

202 Member-evidence acquiring device

205 Challenge generating device

207 Response verifying device

208 Member-certificate-source generating device

300 Group signing device

301 Tracking public key

302 Message

303 Random number

313 Group signature

303 Encryption device using group E

- 304 Member-evidence encrypted text

306 Commitment generating device
307 Commitment

308 Challenge-value generating device
309 Chalienge value

310 Response generating device

311 Response

312 Group-signature output device

500  Group-signature verifying device
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312 Group-signature output device 500 G oup-signature
verifying device 15 - 502 Comm tnent generating device
503 Commi t nent 504 Chal | enge-val ue generating device
505 Chal | enge val ue 5 506_R§ ponse device 700
Tracki ng device 701 Tracki secret key 702 Random
nunber 703 Decryption device using group E 10 704
Part of menber evidence 704" Menber evidence 706
5@9mmbmtm@ﬂrg%@rrétm9 dékidece 707 Commi tment 708

Chal | enge-val ue generating device 15 709 Chall enge
503 ueorhkiitniR@gponse generating device 711 Response 712
Qut put device 713 Decryption validity proof 20 Best

- 50 deChalfengarvaiiagerdibtind@evibyenti on  [0044] An

exenpl ary enbodi nent of the present invention will be
S@escChakmgervaldet ai| with reference to the appended
dr awi ngs.
906 Response device

700 Tracking device

701 Tracking secret key

702 Random number

703  Decryption device using group E
704  Part of member evidence

704" Member evidence

706 - Commitment generating device

707 Commitment

708 Challenge-value generating device

709 Challenge value

710 Response generating device

711  Response

712  Qutput device
713  Decryption validity proof

. Best Mode for Carrying Out the Invention

[0044]
- An exemplary embodiment of the present invention- will be described in
detail with reference to the appended drawings.
[0045]
First, the assumed conditions will be described.

p is a prime number.
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25 [0045] First, the assuned conditions will be
described. p is a prine nunber. - 16 Goup 1, group
2, group T, and group E are each a group of order p.
It is assunmed taht there is a bilinear map e from
group 1 and group 2 to group T. Goup Eis a group on
which it is difficult to solve the Diffie-Hellman 5

di scrimnation problemby a nmultiplicative group on a

pri ngrduret 4rbfip 2, g%”ugr‘lﬁ}land rblp B &reCHchS Fg@#ip_sof%?d%r D.

i sonorphic map fr roup to group 1. is a hash

- T uncitipassifiedtafbperdis &bﬁiﬁéaﬁhég'%rérﬁ dro&p 4 drd gfréhp 2 to

& is a generator of group 2, an IS a generator of
. 1 where 10 $(& = GL. Gis a generator of group
E. Hand K are randomy sel ected unknowns of group 1.

y i sGeoupa ipoargyoupedreahith iviekidonit & sdlvetrse BiffieHellman
Y=[y] & 15 s and t are randomy selected two points on

discanihatiop problémanda Tudtigicstive §sjup omapriitd fizld thea geraual
secret key is y. The group public key is a letter
eljpti¢ aigrvewhi ch describes p, group 1, group 2, group T,
bilinear map e, isonorphic map $, and hash function
Has ¥, is@fdsomomhicmap, frgrR gvouprBdo grewgking secret key is
(s, tq .. .The tracking public key is (S, T). [ 0046]Z
ash is a hash function which maps a letter string to field (Z/pZ).
G is a generator of group 2, and Gy is a generator of group 1 where
Gz = Gs. ‘
‘G is a generator of group E.
H and K are randomly selected unknowns of group 1.
y is a randomly selected unknown of field Z/pZ.
Y =[1IG;
s and t are randomly selected two points on field Z/pZ.
SandTare S =[s]G, T = [t]G.
The group secret key is y.

The group public key is a letter string, which describes p, group 1, group

-2, group T, bilinear map e, isomorphic map ¢, and hash function Hash, and

G1,G2,GH,KY.
The tracking secret key is (s,1).
The tracking public key is (S,T).
[0048]
[Embodiment 1]
[Member-certificate acquiring device 100]
Figure 1 is a block diagram to show the configuration of member-

certificate acquiring device 100 according to the present invention.




10

15

20

25

[ Enbodi nent 1] 25 [ Menber-certificate acquiring device
100] Figure 1 is a block diagramto show the
configuration of nmenber- certificate acquiring device
100 according to the presen{;invention. - 17 - [0047]
Menber-certificate acquiring device 100, which
transmts/receives to/fromnenber-certificate issuing
device 200 to input group public key 101 and random
er 102 and to out put nenber secret key 107 and
menber 5 certificate 119, conprises nenber-evi dence
geneMembeg-ceetifica® ddRiringcdsuiid 180 iwiGieR hAbnite/réEives
108, chal |l enge acquiring device 111, response
t@(ﬁnm aembgrdetificateli§suing devioe 2001to it ighdapebikkeyct01 and
verifying device 117. Menber-certificate acquiring
raradn euirder 4 62 dnd ite ohigput endrobercsecidikey 1namd mentber09,
and response 114 to nenber-certificate issuing device
cedicae tg; cagprines owmbar-evidarcargenecatirigote vide Hh03,
menber-certificate issuing device 200, and receives
C@mltr@w@@emraj@gﬁmwmwaw@h’eléengﬁemquﬁmngad@ns@Gﬂ terespense
é0048 Mor eover, nenber-certificate acquiring device
9eperaling gguiee Jd 3oand megabrireartifinalersgercedmsifitieg deyise di.
ncl udes an.i nput, deyice, .an output . 15 devij ce,

ch
M?"é’?%r%@"’& aequiring,gevice 4R @sndamﬂrelaer spidancent Genber

oGRS 408 candForponse 33455 kerﬁqlggergﬁ:@ SiSoNEHY dévice 200
P AP

e e A

ggqjce 108, conmm tnent 109, chal |l enge acquiring device
11 chal | enge value 112, response generating device

113, M@BevéC rRMMSE -t Qe aBhuitig dBDRYE 00AETEAEPEH of a

constituents.
general-purpose computer system which includes an input device, an output

device, a storage device, and a control device, wherein member evidence 104,

- member secret key 107, commitment 109, challenge value 112, response 114,

and member certificate source 116 are stored in memory. Moreover, devices
other than these are virtually configured in the computer system. Further,
procedure 106 described below is performed by using commitment generating
device 108, commitment 109, challenge acquiring device 111, challenge value
112, response generating device 113, and response 114 out of the above
described constituents.
[0049]

Member-certificate acquiring device 100 is input with group public key
101 and random number 102. Member-evidence generating device 103

randomly selects member secret key 107 (xy) on field (Z/pZ) from input random

“number 102; and then from xy, generates
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[0049] Menber-certificate acquiring device 100 is
i nput with group public key 25 101 and random nunber
102. Menber-evidence generating device 103 randomy
sel ects nenber secret key__lgé (xu) on field (Z/ p2)
frominput random nunber 102; and then from xu,
generates 18 - QU = [xu]G Hu = [xul]H[z'ul]K. This is
cal |l ed nenber evidence 104, and (Qu,Hu) is sent to
Qe Ggcertificate issuing device 200. 5 [0050]
According to the procedure 106 descri bed bel ow,
Hyropt dldele' K. (xu, z' u) which satisfies follow ng two
equations, Qu = [xu]G Hu = [xu]H+[z'u]K 10 is proved
Thix istdatiederdmtserciddriceClide ahd $Q [ MY) tevéit@o mdrBSidertificate
[Start of procedure 106] Conm tnent generating device
iss0dg devdon®f0.sel ects x'u,z' fromfield (Z/pZ) from
random nunber 102 whi ch has been input, and generates
[0050¢ormi t ment 109 that has the content described bel ow
to send to nenber- certificate issuing device 200. Qu
= [xAcagrdingrto the procediina+1G8 Jescribed dmfaverknowledge of (xy,z'y)
nber-certificate acquiring device 100 waits for
WRIch $alisfies following fwe equatiops) , which is an unknown of
fie /pZ, to be sent fromnenber- certificate

d
QPs"si&‘P devi ce 200.

My = [xulH+[Z K

~-is proved for the member-certificate issuing device.

{0051}
[Start of procedure 106] -

Commitment generating device 108 randomly selects x'y,z' from field
(Z/pZ) from random number 102 which has been input, and generates
commitment 109 that has the content described below to send to member-
certificate issuing device 200.

Q'y = [x'_UJG
H'y = [X_UH+[Zz1K

Thereafter, member-certificate acquiring device 100 waits for challenge
value 112 (cy), which .is an unknown of field Z/pZ, to be sent from member-
certificate issuing device 200. |
[0052]

Upon receipt of challenge value 112 (cy), response generating device
113 calculates response 114 shown below and sends it to member-certificate
issuing device 200.
ru = Cyxy+x'y |

Sy = ¢uz'ytz'
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[ 0052] Upon recei pt of chall enge value 112 (cu),
response generating device 113 cal cul ates response
114 shown bel ow and sends it to nenber-certificate 25
i ssuing device 200. ru = €§+x'u Su = cuz'u+z' 19 -
[ End of procedure 106] Thereafter, menber-certificate
acquiring device 100 waits for nenber certificate
source 116 having a.content shown below to be sent

é,qd)gﬁg@ t| ficate issuing device 200. 5
yueZ/ pZ, z e Z/ pZ, Auegroup 1 Upon receipt of the

abovenerah ﬁ'&s ederﬁf%r td éé@ﬁﬁﬁ%&@%{:@%g%\git{sﬁf‘&ember

devi ce 117 c¢al cul ates 1 +z"'U an
celifitatei sotrdd i h@ﬁn? al dopyédri? %hS\ﬂH m?{a to b? sent frgm_ member-
e(Au, Y+H[yu] &) e([ xu] H, &) e([ zu]

cémﬁcaénghmgjggﬁcéaggyu zu) as nenber certlfl cate 119
and outputs xu as nenber secret key 107. 15 [00531

vi&EDpaEdi ment 2] [ Menber-certificate issuing device 200]
Figure 2 is a block diagramto show the configuration

Z'okdfeArber - certificate issuing device 200 according to
the present invention. 20 [0054]
Ayegroup 1

Upon receipt of the above values, member-certificate-source verifying

device 117 calculates

Zy = Z'ytZ'y

- and after verifying that the following equation

e(Au, Y+[yulGz)-e([xu]H,G2)-e([zulK,G2) = &(G4,Gy)

is satisfied, uses (Ay,yu,zu) as member certificate 119 and outputs xy as
member secret key 107.

{0053]

[Embodiment 2]

[Member-certificate issuing device 200]

Figure 2 is a block diagram to show the configuration of member-

certificate issuing device 200 according to the present invention.

[0054]

Member-certificate issuing device 200, which transmits/receives toffrom
member-certificate acquiring device 100 to input group public key 101, random
number 102 and group secret key 209 and to output member evidence 104,
comprises challenge generating device 205, response verifying device 207,
member-certificate-source generating device 208, and member-evidence

acquiring device 202. Member-certificate issuing device 200 sends challenge

-value 112 and member certificate source 116 to member-certificate acquiring



10

i5

20

25

Menber-certificate issuing device 200, which
transmts/receives to/from nenber-certificate
acquiring device 100 to i nput group public key 101,
random nunber 102 and gr oup, secr et key 209 and to
out put menber evidence 104, “conprises chal |l enge
generati ng device 205, response verifying device 207,
25 nmenber-certificate-source generating devi ce 208,

datide MRURRAT RYENEE FemBEliddree mvggrg. nt 109 and
sen chal | enge

Menmber-certificate 1ssuing device

- responge 113 dquidg rm@‘esm.rs@%ffcbmn%{@t@nwmmem%ﬂrﬁaé&engscate

nmenber-certifircate acquiring - 20 device 100 an
acquidhy gsviagrtper evi dence 104, commitnent 109 and
response 114 during the course of comrunication with
[Qd&sher - certificate acquiring device 100. [0055] 5
Further, nenber-certificate issuing device 200 is nade
up dfurthegememder-cpttifipateds suing deeice 208tie made whof a general-
i ncl udes an input device, an output device, a storage

- PUpese eompitar system elhicheinciudes ahenmitderiesehan oetpulaleviee, a

104, commitnment 109, chall enge value 112, response
St@tlaqe man@emntrob@&\ece yeherein member evidensed04, n
. Moreover, devices other than these are 10
Cqmwtmﬁwoeofﬁhaﬂguseaaiule e respapee di4senthar centifisater |
cﬁ%oceﬁlaé\e 203 described below is perforned by using
SQUsHRm! ¢ e stosed 'rbwgm%hgeMoﬁﬁqyer ﬂpzlceSrcherothge thase e

- .menper certi te source 1 al | en rat
VIl or3iied inghs EaSBUte SR, MatAcer Rrscedirg 2057

d%ﬁﬂﬁ%&%@ ;%ERI?C O&%"?a urce gener a‘lmLF'éﬁt@ I'ggl%@@os Jé’fﬂz
re%oup pu rh%%%@&%@héﬁggﬁ%g'f% ZL@%@%H%@PS %ggr%gﬂﬁn dtek}lce 205,

SBT3k 275D T SRR e

debReDRDERE dih NG tHEHBSIe 53 bEUEBhEIAEAY! T N0 devi ce

[0056]
- Member-certificate issuing device 200 is input with group public key 101,

- group secret key- 209, and random number 201 and, upon start of operation,

waits for member evidence 104 (Qu,Hu) (group E, group 1) to be sent from
member-certificate acquiring device 100.

[0057]

When member evidence 104 is sent from member-certificate acquiring
device 100, it is verified through procedure 203 that member-certificate
acquiring device 202 retains knowledge of xy,z'y which satisfies the following
two equations.

Qu = [xu]G
Hy = [xu]H+z'y]K
[Start of procedure 203]




20 [0057] When menber evi dence 104 is sent from

nmenber-certificate acquiring device 100, it is
verified through procedure 203 that nenber-certificate

acqui ring device 202 retains, know edge of xu, z'u which

satisfies the following T equations. 25 Qu = [xu]G

Hu = [xul]H+[z' u]K [ Start of procedure 203] - 21

Chal | enge generating device 205 waits for conmm t ment

109 chéd i ) from
eﬁéﬂ%%tmg%r(% 2688 %Ese ﬁrccg%@ﬁeﬁﬁg@%] c

menber -certiticate acquiring

(OISR ERG R th & PRGeaL e ol R AT Lt

210
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detiab fepge value 112 (cu) fromfield (Z/pZ) to send to
menber-certificate acquiring device 100. [0059]
[00%8f eaf t er, when response 1.14 ((ru,su) e(Z/p2)2) is
sent from nenber- 10. certificate acquiring device
100, Whes ponswitrieriti f00 i8 Sefe \iohe ingif ratRiont hemblehab 1,
[rulG=[culQ+Q u [rul]H[sul]K = [cu] HU+H u are
challenge igederdtipgaitivicelZnd fandonfly pelecedihatte?@BYalue 112 (cy)
Menber - certificate-source generating device 208
frenaifield &/pFtozsand tom@hpar-Zénifiyateranyuiring devinet 10Gndom
nunber to generate Au = [1/(y+yu)] (G -Hu- [z"u] K and
[0Qa%lis ‘(Au, yu, z"u) to nenber-certificate acquiring

devae 100 as
hereaiter, when response 114 ((ry,su) (Z/pZ)? is sent from member-

certificate acquiring device 100, response verifying device 207 verifies that

G = [cu}Qu+QYy

[rulH+sulK = [cy]Hy+H'y
are satisfied.
{0060]
{End of procedure 203]
- Member-certificate-source generating device 208 selects (yy,z")
e(Z/pZ,Z/pZ) from the input random number to generate Ay = [1/(y+yy)[(G4-Hy-

[z"v]K and sends (Au;yu,z"u) to member-certificate acquiring device 100 as

- member certificate source 1186.

Member evidence 104 (Qu) is output.
[0061]

[Embodiment 3]

[Group signing device 300]

Figure 3 is a block diagram to show the configuration of group signing

~ device 300 according to the present invention.

[(0062]
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§0¥6, CO,
c%‘gﬁé?fnﬁmdgl{}'rc 31 nd response 311 from
- oRE AR pdtalblic s WinreR ekbel SVpoaa prorvpled ot Sos,

menber certificate source 116. 20 Menber evi dence 104
(Qu) is output. [0061) [Enbodinent 3] [ G oup signing
device 300] Figure 3 is a block diagramto show the
configuration of group sign'gg_ 25 device 300
according to the present 1 nvention. [0062] - 22 Goup
si gni ng device 300, which is input with group public
key 101, group secret key 107; menber certificate

116, Gtré%glbﬂgg Al deC300 Whithiis inﬂﬁ%ﬁ?ﬂﬁrgﬁ@%abﬁ@ﬂey} 3g¢om

nunber utput’s group signa

IR AR e i A o 01

menber - evi
ngmagataiougaﬁ@vérmnéﬁﬂﬁmb@epm,tmutéet&grsbgls,lg%aﬁe\s%ye
generating device 308, challenge value 309, response
cgemeisas engryption devidd G03 UsRRPFBES E3 emBEO&AdEh & EidH)Sted
out put device 312. [0063] Moreover, group signing

+ . tekd 304 ec@tmitmeentgdaerating fdegicg 308! abmpuitne#e3071 Bhallenge-value

conmput er system whi ch 1 ncludes an input device, an

.. genepting device§08achalmnggealide’0d; eespuhse gumetratly dexded10,

wher ei n nenber - evi dence encrypted text 304,

. respanse Adit greop sigiadiieendputvddvice 30D, and response 311

are stored in nenory. Mreover, devices other than

[00Réke are virtuall y configured in the conputer
system Further, know edge-gro_of-st at enent generati ng
deviltYEoYe'. GECYRBIgNING dgyicsr 3Qbisrmade bp of arganeralmyrrpose

device 3 on‘g‘i_trrent 307, chal |l enge-val ue
dnalgdes amipubAgwceAneutpybdeyiee plogage

commitment 307, challenge value 309, and response 311 are stored in memory.
Moreover, devices other than these are virtually configured in the computer
system. Further, knowledge-proof-statement generating device 305 is made

up of commitment generating device 306, commitment 307, challenge-value

-generating device 308, challenge value 309, response generating device 310,

and response 311 from among the above described constituents.
[0064] | |

- Group signing device 300 is input with group public key 101, tracking
public key 301, member certificate 116, member secret key 107, message 302
(m), and random number 303.
[0065]

- Encryption device 303 using group E randomly selects q,r from field Z/pZ
and generates encrypted text 304 having following content.
B = Au+qIK
U = [xy+r]G
V=1IrSs
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G oup signing device 300 is input with group public
key 101, tracking 20 public key 301, nenber
certificate 116, nmenber secret key 107, nessage 302
(m, and random nunber 303. ,[0065] Encryption device

303 using group E randomy &8l ect s q.r fromfield z/ pz

and generates encrypted text 304 having foll ow ng
content. 25 B = Au+[q]K U = [xu+r]G V=[r]S 23 -
WME[[FIIrT Successively, the follow ng processing is
perfiormed i n know edge- proof- statenent generating

devi §@cctdpiveli ' Y| fi . A
nout edos o A DS DY AR SR8 TuRhoptedge-proot
statembrtigendratnyg detieé 80BNt THIRNLEEEdsiHY prYidesidh8of of

comm t ment generating device 306, t,u,v,w 0 are
knawledge of (Aeeet&dgimom field Z/pZ and X =
e(H &) te(B, &) Aue(K, &) Ave(KY)Aw 10 U = [t+0] G
[0#68] 0]S W= [0] T are generated to use (X ,U,V ,W)

as commi tnent 307. [0067] 15 Next, by using
[Sadof sngeledgeyrogfestatementgeneration] 308, chal | enge val ue
309 having the following content is generated. c =

Has RypusEing cammitnantgenevatiigidevice B0G), tw, viw:o axe ratdobhly m

sglected from field Z/pZ and

X' = e(H,G2)"-e(B,G;) u-e(K,Ga) v-e(K,Y) w

U' = [t+0]G

V'=[0]S

W' = [o]T

are generated to use (X',U',V' W') as commitment 307.

[0067]

Next, by using chalienge-value generating device 308, challenge value

- 309 having the following content is generated.

¢ =Hash(p,G_1,G_2,G_T,G,9,Y,S,T,H,K,B,UV.W X'V W U" m)
Then, using response generating device 310,
X' = cxy+t

y' = cyutu

- Z' = c(zu-qyu)tv

q' = -cq+w

r'=cr+o

are generated to use (x,y',z',q'",r') as response 311.
[0068]

[End of knowledge-proof-statement generation]
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Then, using response generating device 310, Xx' = cxu+t
20 y' = cyutu z' = c(zu-gyu)+v q'=-cq+w r'=cr+o are
generated to use (x,y',z2',q9 ,r') as response 311. 25
[0068] [End of know edge- pregf-statenent generation] -
24 G oup signing device 300 outputs

(B,U V,Wc,x",y"',z"',q",r') as group signature 313 for
nmessage mthrough group-signature output device 312.

[ 006GtoupEsThnidy niewiceJ0CCodtEuBYB, 8 MW, O1F' e Vi ¢8 ad QRbup
Figure 4 _is a block diagramto show the configuration
sighatyire 3 3 SoumeasagaiemhorigbOfroapsiyrditive duapttdeviveesEnt
i nvention. [0070] G oup signing device 400 has the
configuration as group signing 10 device 300
shown in Figure 3 but differs only in that the group

[Enbeditent4t o be output contains comitment
BUVWX,U,V W,x .,y .,z ,q,r'). [0071)
@@Hﬁ&éﬂ%@e‘ﬂ?ef‘@ﬂbup-si gnature verifying device 500]
15 lﬁi ure 5 is a block diagramto show the o
confiiGIE4t Bhbleek eiﬂﬂu@mstp@%awﬁh@ copfigumdipn §f aearipcigsiog
dea\ﬁé:eog% ggcct)r(c)iintgq% tﬁcre %?gsrgnt iinnv\(/e%%%.on' [0072]
[0070]

Group signing device 400 has the same configuration as group signing
device 300 shown in Figure 3 but differs only in that the group signature to be
output contains commitment (B,U,V,W,X UV W' X' y.Z' ).

[0071]
[Embodiment 5]
[Group-sighature verifying device 500]

Figure 5 is a block diagram to show the configuration of group-signature
verifying device 500 according to the present invention.
[0072]

Group-signature verifying device 500, which is input with group public
key 101, tracking public key 301, message 302, and group signature 313 and

outputs validfinvalid 507, clomp,rises commitment generating device 502,

-commitment 503, challenge-valhe generating device 504, challenge value 505,

and respohse device 506.
[0073]

Moreover, group-signature verifying device 500 is made up of a general-
purpose computer system which includes an input device, an output device, a

storage device, and a control device, wherein commitment 503 and challenge
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G oup-signature verifying device 500, which is input
wWith group public key 101, tracking public key 301,
nmessage 302, and group signature 313 and 20 outputs
valid/invalid 507, conprise§ conmi t ment generating
devi ce 502, conmitnent 503, %héllenge-value gener ati ng
devi ce 504, chal |l enge val ue 505, and response device
506. [0073] Moreover, group-signature verifying device

- valk@ 4¢% é\;%%?%r% u‘?fn &‘?ne??khe?%&&%?%ﬁ%r‘i%‘ﬁ’tﬂe@% are also

system I'ncl udes”an evice

- VERAIE ok urtd "“‘*ﬁ‘?"@@éhan&@%%-?eﬁg? %25 val o' 505

[(U7g)stored in nmenory. Further, devices other than
these are also virtually nmade up of in the conputer

SySt@mup[-QQrYékhr@éﬁfgng IdEREB0D “é%ﬂJtWtﬂﬂgr@ﬁkﬁ'Mhéﬂ@y HE1,
i nput with group public key 101 . tracking pub

trieking Pliblicess3QE rﬁ@éba(g@)SO Gh@'gﬁo@p ggALIIE 3$33

(B,UV,Wc,x",y",z r') [0075] “Commi t ment
(B MACixny, 2lqyr)ce 502 gener at es corrmtmsnt 503
Oéx U,V ,W) having followi ng content. 10 X =
76l @) A(x' ) e(B, G2)A(y Je(K @) A(z" )e(K Y)A(q") (e(G, G
2)/e(BY))"(c) [X"+r"']G[c]UV=[r"]S[c]V W=
[ r'] m@]tvwohgen@r@geg vavige aP2rganerateg cdevnitmes0303
al cul at es chal | enge value 505 15 having foll ow ng

| (Xo&’nVeW) havingfgjlewing content.
S
X B R ORieB o S SIS K Y TR A (B o ek YO i)

U.g_eln Jrrr%elc]uby
V' =[rS-[c}V
W' = [P]T-[c]W
Challenge-value generating device 504 caiculates challenge value 505
having following content.
¢' = Hash(p,G_1,G-2,G- T,G,$,Y,S,T,H,K,B,UV,W, X' V' W' U"'m)

Response device 506 verifies if challenge value ¢’ generated by

-challenge-value generating device 504 corresponds to ¢ included in group'
- signature and,; if there is a correspondence, outputs “valid” as the output of

- validfinvalid 507 and if not, outputs “invalid.”

[0076]

[Embodiment 6)

[Group-signature verifying device 600]
Figure 6 is a block diagram to show the configuration of group-signature

verifying device 60_0 according to the present invention.

[0077]
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chal | enge-val ue generating device 504 corresponds to c
included in group signature and, if there is a
correspondence, outputs "valid" as the output of 20
valid/invalid 507 and if no out puts "invalid."

[ 0076] [ Enbodi nent 6] [CIBu%-sTgnature verifying

devi ce 600] Figure 6 is a block diagramto show the
configuration of group-signature 25 verifying device
600 &h alg tad M 7] .
G ou%%ﬁg?%}j Tcra(-{j)\\’/éér ' [P gi ng%gef\;/q Cmgqr\}\%\g@ﬁﬁ} éroiuR S’S{b"c
k&g 101 or&ekih ' i | §

o AL O AT P ICKey TN, Dideoab 208 3 BRAlD Sqi e 398 and
outputiatiamiplall 6605 corpiRes %S&nﬂﬁﬁ@httﬁmlnkhgﬁéq e-value

chal | enge-val ue generating device 602, c aq enge
geadrating davice B2l esIlRAge VAR 663, 3. reSpSriBddvien50401,
chal | enge-val ue generating device 602, challenge val ue
C608nitment50e chalkagederis geRrhting @levice 402, chllenge value 603,
conm tnent 503, chal |l enge-val ue generating device
ardrgspohat Idewige 604l are stfiflar tandnirmigponss03 ehalienddfalue
shown in Figure 5. [0078] 10 The way in whic

- gefasangdeviae 604, challehge ngluddhls; anB08sphriseedeyide 506 shown

__group-signature verifying device 500 shown in Figure 5
injFdgurent the group signature to be input is

é%U,V,WX',U,V,W,x',y',z',q',r'); t hat,
[0 ],U,\/,V\'/) included in the group signature is used

as mm tnent. 601 w thout using the comm tnent
| geni?'ﬁtwqygmd@\‘)FQ groupssignatire yaalyingdrvicefoe diftess fpm
ich is 15 ; t ed .devi ce 604
o R let e dnere BnsTobine diows:s kst ts aup | 1
i f t 1 0w , Y, VLI I R BN AV v ’
sidtaty o tnbil i T ooy e ek gt (69,
inchd&f Rthe g§8ua signature is used as commitment 601 without using the

commitment generating device; and that challenge value 603(c’) which is

-generated by response device 604 using challenge-value generating device

602 is used and, if all of the following

X' = e(H,G2)"(x)e(B,G2)(y)e(K,G2)(2)e(K.Y)G')(e(G1,G2)/e(B, Y))(c)

U' = [x'+r'}G-{c'|U
V' = [r']S-[c'V
W' = [rT-[c']W

are satisfied, “valid” is.output as the output of valid/invalid 605 and, if any one

- . of them is not satisfied, “invalid” is output.

[0079]
[Embodiment 7]
[Tracking device 700]
Figure 7 is a block diagram to show the configuration of tracking device

700 according to the present invention.
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U= [xX'+r'"]G[c']UV=[r']1S[c']V 20 W = [r']T-[c']W
are satisfied, "valid" is output as the output of
val i d/ i nval i d 605 and, if any one of themis not
satisfied, "invalid" is out [0079] [Enmbodi ment 7]
25 [Track| ng device 700] Fi gure 7 is a block diagram
to show the configuration of tracking device 700
according to the present invention. 27 [0080] :
[00spjki ng device 700, which is input with group public
key 101, tracking _public key 301, nessage 302, group

- si gnfikaekin g?db%icet TOI: Iethiéh Baap@twitteyro(®publig 'R@g #BAdeaRking

nunber and out puts nenber evidence /04

pdblir ket B@n rhestigedB 0y graupOdigrdiare swmram Q&ﬁémw T,

devi ce 703 using group E, part of nmber "evi dence

. amo@nmmmvoamrmpm rﬁ@wbéﬁe\ﬂ@éncéwmﬂatnﬂﬁjﬁcrﬁzﬁﬁn

chal | enge-val ue generatlng devi ce 708, chal |l enge val ue
valGity presipotts eompeises detryptioe dieciee 703, usigs goupeE, Bkt of

and out put device 712. [0081] 10 Mreover, tracking
meswerevikEnces Odndemaptnuént gegerating| devicep08®; counitmeat 707,

system whi ch includes an i nput device, an output

chalipnge-valuesgeneigiing device 208, chralienge yatueoT 0% sesponse -

wherei n part _of nmenber evidence 704, conmmtnent 707,
gmﬁmgewme responsemd 11 ecarshewiputdavige €12t or ed i n

055 Furt her, devices other than these are al so
(09p uaIIy conf i gured in the conputer 15 system

00
| .ﬁclreov,er, tracking device 700 is made up of a general-purpose
computer system which includes an input device, an output device, a storage

device, and a control device, wherein part of member evidence 704,

commitment 707, challenge value 709, and response 711 are stored in memory.

Further, devices other than these are also virtually configured in the computer

system.

- [0082]

- Furthermore, decryption proof device 705 is made up of commitment
generating device 706, commitment 707, challenge-value generating device
708, challenge value 709, response generating device 710, response 711, from
among the above described constituents.

[0083]

Tracking device 700 is input with group publié key 101, tracking public
key 301, tracking secref key 701, message 302 (m), group signature 313
(B,UV,W.,c,x'y',z'q'r'), and random number 702.
[0084]

Decryption device 703 using group E generates part of member

evidence 704 having following content,
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Furt hernore, decryption proof device 705 is nade up of
comm tnent generating device 706, conm tnent 707,
chal | enge-val ue generating device 708, challenge

val ue 709, response genergt% g device 710, response
711, from 20 anong the above descri bed constituents.
[0083] . Tracking device 700 is input with group
public key 101, tracking public key 301, tracking
Cpf@{ﬁ%g@ey 701, nmessage 302 (m), group signature 313
(B,UV,We,x',y"',z2',q9,r"), and random nunber 702. 25

froR0Béleneppradid @ Bf §8Y bf hehtberEvidehcs 'ddhrde FbtSkey 701.

part of menber evidence 704 having foll ow ng content,

- 2&oritnérit @éﬁér‘étﬁ? APEVIcRET 0B S RE @Rkh&wh rof fibRI2/pRiusing
menber evi dence and tracki ng secret key 701.

- redoom hurebér TR & géndratedenrn@itmén® 76 haing fundwingrtontent.

field Z/pZ using ,.random nunber 707 to generate
Vtefivt ment 707 having following content. 5 V' _ [r]V
G' _ [r] G Chal | enge-val ue generating device 708
Gyerdat es chal | enge val ue 709 having fol |l owi ng
content. ¢" = Hash (p,G1,G2,GT,G

o ¢, Y Ghatteppecvalue agnaratingvdevive 108 generatey chaliznge sadires 209

enerating device 710 generates response 711 having

9 WHPYINOGsidert . r = c"/s+r Qutput device 712

outputs part of nenber evidence 704 & ..as menper
%pw,blnn\/\élhﬁﬂ ty

¢" &/ HasHpeo7bB_2Ei hés .S HiK B W b

rogf 713. 15 [0Q85
P %esponse genéragng ]device 710 generates response 711 having

following content.
"= c"fs+r

Output device 712 outputs part of member evidence 704 (Q) as member

- evidence 704’ using (V",G",I"} as decryption validity proof 713.

[0085]
[Embodiment 8]
[Group sighing system 800]

Figure 8 is a block diagram to show the configuration of group signing

system 800 according to the present invention.

[0086]

- This embodiment is a system comprising member-certificate acquiring
device 100 shown in Figure 1, member-certificate issuing device 200 shown in
Figure 2, group signing device 300 shown in Figure 3, group-signature verifying
device 500 shown in Figure 5, and tracking device 700 shown in Figure 7.
Group signing device 300 may be group signing device 400 shown in Figure 4,
and also group-signature verifying device 500 may be group-signature verifying

device 600.
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[ Enbodi nent 8] [ G oup signing system 800] Figure 8 is

a bl ock diagramto show the configuration of group
signing system 800 according to the present

i nvention. 20 [0086] This_eg@qginent is a system

conpri sing nmenber-certificate acquiring device 100
shown in Figure 1, nenber-certificate issuing device
200 shown in Figure 2, group signing device 300 shown
[0087Fi gure 3, group-signature verifying device 500 :
shown in Figure 5, and tracking device 700 shown in

Fi guviember-gertifc e cjuBitignie iy 1 OB caRfhuRRdAteS with Obkdmber-
signing device 400 shown in Figure 4, and also
certificgte dsirey devicey 200 fy boguirkementher @ertifRutd €16 and member
group-signature verifying device 600. 29 - [0087]
sétrebleey t@f.ti fi cate acquiring device 100 conmmuni cat es
with menber- certificate issuing device 200 to acquire
[O98Bber certificate 116 and menber secret key 107. 5
[0088] G oup signing device 300 is input with nessage
302, Gliguipsigning tevice 890 i dput withakesspgeud)2, grewy paidic, key
nmenber certificate 116 acquired by nenber- certificate

- 1Qb dtackingpuindioikey 3domearher sedificate) 1 1 aoaviresbby srernkss-

107, .and group signing device 300 outputs grou
o<t{iinde APaUIBng deuice 109; age asgpired mqmgﬁecretgf(ev 107, and

& oup- si gnat.ur erifying device 500 s input w
oS Shgncasvic Soll utayls Sfedneighauie 515 JekRssaRAvE
0@@% 301, nessage 302, and group signature 313, and
[ ]ifies whet her group signature 313 is a valid group

22Tl S B b B R A Al PRV Bkl 367
public key 101, tracking public key 301, message 302, and group signature 313,
and verifies whether group signature 313 is a valid group signature for the
message, and outputs valid/invalid 605 indicating the result thereof.

[0090]
- Tracking device 700 is input with tracking public key 301, group

* signature 313, and tracking secret key 701, and outputs member evidence 704

indicating a member who has generated the group signature.
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15 [0090] Tracking device 700 is input with tracking
public key 301, group signature 313, and tracking
secret key 701, and outputs nenber evidence 704

i ndi cati ng a nmenber who has3generated the group
signature. - 30 - CLAIMS 17"A nenber-certificate
acquiring device, which is input wwth a group public
key and a random nunber and out puts a nmenber
certificate and a nenber pgafgt key by communicating
with a nmenber-certificate Issuing device,
characterized in that 5 when input with said group
public key which includes: a description for four

19" OURSherBbOUBerlificls @ueulang de0iB, whmmg uqm WithBa gRfupt fdblic
same order number; a description of I'i near mappi ng

“kiby antd @rrangorh m@m@pm@ Dfrenibel; cerlﬁfﬂ;%té gedarmémber

of group 1, group 2, group T, and group E; and a
setrghkeybe copmiinicatiogywitt a smerhgartentificste eyingidévige,sai d
group 1, said group 2, and said 10 group T, said
charabterizediin tfatcat e acquiri ng device sends: said nenber
secret key including an integer not |arger than said
or derheruimpet with sahgroup eublie key whigh iobludes aa dascription for
gi ven by nultlplyln% sai d generator of said group E by
foyggpupsegP Leatiow Zkaspupahdngrgrevprmf the saraed:rgeroup
1 or group 2 which is a value_ given by nmultip
npber; gedrscaption of bilegar rgarRipd Irom gg?ttvui; apd tsvyowa @o group LE
nber 15 s cret ke sai d nenber certificate
eqdhy Trowe

Qﬁ’}?jat?éf egwpah i egraupr LﬂﬂfWgrqufm . iaﬁ'td_ figpature
U REY H P pie eErg g EOI et 1SR SRR paid
gr@ﬁgqgfsa{%eﬁvt @T %%%Wgﬁ% c@@?qeg?/ 'gé\gig? géﬁés sRIdj member secret
ARG intede? by 388 SR ey b & igttrlidehoe
wiERRES vand gdigéﬁa}ﬁ@ﬁ ﬁ’pgtiﬁg LaltF ﬁérat&vdf%%ﬁﬁrouﬁe%}gzgalon

identifyin rcatirng w
member secret key; and an element of said group 1 or group 2 which is a value

given by multiplying said generator of said group 1 or group 2 by said member

‘secret key, fo said member-certificate issuing device, and thereafter upon

receipt of a signature for said member secret key, which is verifiable by said
signature public key, from said member-certificate issuing device, uses said

signature as said member certificate.

2. A member-certificate issuing device, which is input with a group public
key, a group secret key and a random number and which outputs a member
evidence for use in identifying a member by communicating with a member-
certificate acquiring device, characterized in that

the member-certificate issuing device is input with said group public key

which includes: a description for four groups: group 1, group 2, group T, and




10

.15

20

10

certificate acquiring device, characterized in that 5
the nmenber-certificate issuing device is input with
said group public key which includes: a description
for four groups: group 1,_g%9up 2, group T, and - 31
group E, of the sane order nunber; a description of
bilinear mapping from group 1 and group 2 to group T,
each generator of group 1, group 2, group T, and
R, (1B e, e oS ety oPBfed AaghiHhop
gD ahd gPowsh 38 §r ' oGl
gsiﬁat uré secret g%@ﬁﬁ%@%&#ﬁ?@@ﬂd g@(?uﬁgte@?gp T
apdigrowp Reandh siynablr@Ribie Re§ P8 ERyriasireGsohahtt Qéiﬁ?’ Batth
said group 2, and said group T, and upon receipt of
grempbirsaid genc; andisaid joup F,alndes0d Eﬁiﬂpbéédféi KeyPiichg
~said generator of said group E by the nenmber secret
inckudesansigaatued sewret kef carsdgpondimgdomad dignatusaipdblit Reypof a
2 which is a value given by nultiplying the generator
sighatusaischemewsing said groapt, Zalid) gtouprs: dnersaic gratp Keand upon
fromsaid menber-certificate acquiring device,
regelid phinssnker gvigeaceveithvis a salvegivereby sediipdying egidusi ng
said signature secret key to send said signature to
gencEates ehaaid aseun Eikyathe membier seget ey iand arselemeant of said
nenger certificate, 20 3. A group signing device,
IrRHP JdrPri S0i4 graup uwvhiehds gralige plysniby mulfiplying thecgenegator of

a _nmenber secret ke

sl B &Y ot B Bianemtsisgatel e ioam pael Grabar soriloate
achBl e BB eSS el hsoidynenbetsSerRb ey HEna o

evidence

SighatHe 3ty ibrond A SEpBELe I€ina g e arEy Al 606 g

enera

delvide 44 agli publd frkgy from said group public key
group 1,

including a description for four groups:
“group 2, group T, and group E, of the sanme order
nunber, a description of bilinear mapping from group

3.1 angre0pYRnthd devidd WhcH is RREDWHR BE§rBLP puUBlic R WP trhcking
group 2, group T,
public key, 2 member certificate, a member secret key, and a message and
which outputs a group signature for said message, characterized in that
said group signing device comprises an encryption device for creating an
encrypted text in which part of the member evidence generated from the

member secret key is encrypted by the tracking public key from: said group

- public key including a description for four groups: group 1, group 2, group T,

- and group E, of the same order number, a description of bilinear mapping from

group 1 and group 2 to.group T, each generator of group 1, group 2, group T,
and group E, a signature_public key of a signature scheme utilizing said group 1,

said group 2, and said group T; said tracking public key comprising an element

| of said group E; and said member secret key.
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10 and group E, a signature public key of a signature
schene utilizing said group 1, said group 2, and said
group T; said tracking public key conprising an
elenent of said group E agg sai d nmenber secret key.

- 32 4. The group si gni ng vice according to claim
3, characterized in that said group signing device
conpri ses a know edge- proof-statenment generating

o e YOGS ol BRI CBLa R o

oersid gfoRsgaph f“?ﬁg?‘é}%e?raz"ﬁn@ﬂ%%eeﬁﬁ?&%%%@@n
géﬁéﬁtiﬁ @éplce%}ﬂ&@?iéﬁ@ra%% ?Rn&meﬂ?é grgﬁf' =\ ﬁ“lé?lt which is data

ge pr oof atenent generate

: fdfrmwhﬁgﬂmt@f SsretHe HERPted HR6 sald é\ﬂ:r?@téti%xt ghd d BRynature

group Signing device according to claim4

~forBaichsdared lZ?d:arﬂbé balbulatest fomkinpiY g Gwlﬁ’ér@ﬂf s&itl Yrenpnt

generating device conprises: a conmt rrent generating

. -sigs@iuce tonbé oltput inoyads ankhdwiedyd pposfutateridint genéetted by said

said tracking public key, said nmenber secret key, sald

Kiybdge-pesafistateatent gederatidg sleviter andom nunber and

generates a conmtnent to encryption which is data

for proving knowl edge of a random nunber for

encr ption, and a commtnent to a nmenber certifi.cate
fhe; grodp signing devies Paepidingvioatrje 4fcharagiegzed i that

and nenber secret ke to output said conmtnent to
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a response o certl n as resp

.- signature and member secret key, to output said commitment to encryption and

- said commitment to a member certificate as a commitment;

- a challenge-vaiue generating device which is input with said group public

- key, said tracking public key, said encrypted text, and said commitment and

- outputs a hash value of the foregoing values as a challenge value; and

- aresponse generating deVice which is input with said group public key,
said member secret key, said member certificate, said random number, and
said challenge value, and outputs a response of encryption and a response of

member certification as a response.

6. The group signing device according to claim 5, characterized in that
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6. The group signing device according to claimb5,
characterized in that - 33 said group signature
conprises said encrypted text, said conmtnent, and
sai d response. 7. The grqyp3§Lgning devi ce according
to claim5, characterized in that said group signature
conprises said encrypted text, said chall enge val ue,
and said response. 8. A group-signature verifying

devi g gw‘dp@?hﬁuf@%pﬁ%és%éi’d Qﬁ&xgté&%&t Saltffommftment,
tracki ng publTc key, a nessage, a a group signature,
afddaidudgesnsghet her  said group signature is a valid
group signature for said nessage to output "valid" or
"invalid,"” wherein 5 when input with: a group public
key which includes a description for four groups:
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order nunber; a description of bilinear mapping from
gr osqid Yramal signatipe Zohmprigesspidlencegsibd tgeneaidichallefige value,
group 1, group 2, group T, and group E, and a

anyl gmidtresponsebl i c key of a signature schene using said
group 1, said group 2, and said group T; a 10 tracking
public key conprising an elenment of group E; and a
group signature including an encrypted text in which
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description of bilinear mapping from group 1 and group 2 to group T; each
generator of group 1, group 2, group T, and group E; and a signature public key

of a signature scheme using said group 1, said group 2, and said group T: a

- tracking public key comprising an element of group E; and a group signature

including an encrypted text in which part of member evidence generated by a
member secret key is encrypted by the tracking public key, said group-
signature verifying device judges whether said group signature is a valid group

signature for said message to output “valid” or “invalid.”

9, The group-signature verifying device according to claim 8, characterized

in that
said group-signature verifying device comprises a knowledge-proof-
statement verifying device which verifies that a knowledge proof statement is

data to prove that a secret key which is used to _geherate part of member
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- 34 evidence encrypted into said encrypted text, and
a signature for the secret key can be calculated from
data input into the group signing device and from data
i ncluded in the group signi device, and said group
signature includes a know e€dge proof statenment which
has 10 been verified by said proof-statenent
verifying device. 10. The group signing device
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group signature conpriseés said encrypted text, sal

cHPbaChiBRted fraMAataithut @6 WS §roup Higising device and from data
know edge- proof -statenment verifying device conprises:

inbluded iratHeeqraep ERjniey @6vies airing devi ce which is input
with said group public Kkey, said tracking public key,

- sai dahgroyptsighat@nstinclades adindwiigal groehstatemnent it bias
a hash value of the foregoing values as a chall enge

been werified iy snid peppdstatement terifpipgdisvicee whi ch is i nput
with said group public key, said tracking public key,
said encrypted text, said commtnent, said chall enge
10 val ue and said response, and outputs "valid" or
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satisfy a given equation, wherein the output of said

r es PRIHEOYR SigNAILG coBIFSES is3itengsupted dexth saigd aasamitgrent,

sai d, group-signature verifying device. 11. The
an&r%?eﬁpﬁﬁﬁ?’ﬁ'@averi fying device according to claim9,
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e S Pl hyble KPP Sad sheaR B AR sk, and
oufpi hER VaRld 'S5 th8%redBing values as a challenge value; and

a response verifying device which is input with said group public key,

said tracking public key, said encrypted text, said commitment, said challenge
value and said response; and outputs “valid” or “invalid” depending on whether
or not these inputs rsatisfy a given equation, wherein

the output of said response verifying device is output as the output of

said group-signature verifying device.

11. . The group-signature verifying device according to claim 9, characterized
in that:
- said group signature comprises said encrypted text, said challenge value,
and said response; and
said knowledge-proof-statement verifying device comprises:
a commitment generating device which is input with said group public

key, said tracking public key, said response, and said challenge value, and
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outputs a conmtnent to encryption and a conmmtnent to
menber certificate as a commtnent; and 10 a response
verifying device which is input with said public key,
said tracking public key, said encrypted text, and

said comitnment, and output¥ <valid"
.or."invalid"dependi ng on whether or not a hash val ue

of the foregoing values corresponds to said challenge
o4 MRt 5 BB 3P 2 RRPRER e Lkt
agémlﬁﬁrg At Y8 verifying device. 12. A tracking
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menber-certificate acquiring device according to
. cl-aittne dutpubef saidbespapsetvetifying devies i o@pdexs te output of the
according to claim2, the group signing device
gragp-sighiatietveriflizg dedce.t he group-signature verifying
devi ce according to claim8, and the tracking device
according to 5 claim 13, characterized in that said
menber-certificate acquiring device communi cates with

12551 4 trapkifgede\des, which istispUbwith agrder poblic keya afacking:

nber certificate and a nenber secret k%é& inputs
PUplie ke figiosg sighaluies apdra taeking secretkey, randawhigh degrypts
a_nmessage, a group public ke

i d key, ; ;
thE BerPlEcLiekt Apastl 1 Tomesy einse BetPGeLom amagher

RN B e B A h P i

evBEREMHGh s faliR i iy PEig T an gha rrribeser et Ky
valid group signature for said nessage and to input
sai d group signature into

13. . A group signing system,.comprising the member-certificate acquiring
device according to claim 1, the member-certificate issuing device according to
claim 2, the group signing device according to claim 3, the group-signature

verifying device according to claim 8, and the tracking device according to

claim 13, characterized in that

said member-certificate. acquiring device communicates with said
member-certificate issuing device to acquire a member certificate and a
member secret key; inputs the acquired said member certificate, the acquired
said member secret key, a message, a group public key, and a tracking public
key into said group signing device to acquire a group signature for said
message; and inputs said message and the acquired group signature into said

group-signature verifying device to verify that the acquired group signature is a




sai d tracking device thereby outputting a nmenber
evi dence representing the 15 nenber which has
generated the group signature.

_36_

valid group signature for said message and to input said group signature into |
said tracking device thereby outputting a member evidence representing the

- 15 member which has generated the group signature.




