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TAG-BASED SCHEMA FOR DISTRIBUTING UPDATE METADATA IN AN
UPDATE DISTRIBUTION SYSTEM FIELD OF THE INVENTION The
present invention relates to software and computer networks, and in
particular, 5 the present invention relates to a tag-based schema for

snckcro R AT .

features of the software. Each revision of a software product 10 frequently
requires adding new files, reptadngreXidimtNWENIBMewer revisions,

deleting oBRAlete; flRFidh RIRLS BRIl EE R ARRRDS KN B R S ficul
of repTagir%%oﬁgrlai es,I adﬁng newgfﬁgs, ané}ﬁjggetin% gi)so%ete rtlﬁe's opa b |<?u an

theopigsaret prueiicenviielstesdie adaadabrd eghemasonpiritingting ppoaiecmetasdta in an
Bgtéj Fﬁr‘fﬁ’&ﬁ&ﬁi? ingluding binary files, data files, update instructions,

uénetagata, and thgsﬁ e, used in updating the product will be referred to 15
hereafter more simply as an "ugdate." Once a softwareﬁ)rovider has created

an update for a softwa%& ENRPR Tika 'HM%M Qdhhance security,
or adﬂlé@w/ feRtepRsmEei AP wRiR DI VidanaH WasUQMMR Gt WorBiRial revision

widely avallable to its customer base. Quite often, such as when the update

PrecetdetEaral BieRddg EARTEOhEBRAIINEGS: aBarBISHgIacAlicaPeBWEFfyProduct
frigpieatth ee0faPE8 RAGPREXIdREVIFE AT E akidBHgtaIRSIAte h&RethRvisions, deleting

customers' computers as soon as possible. Indeed, most software gqviders )
OW%H%Héyériﬁééﬁﬂv@tfba&@?ﬁ%@%@f%ﬁ?@%pﬁaﬁe@r p5esh & ehkisine Alder files,
adtfirfHigdly finsk agriroublerfigeosapassles bhey CHRRIRr FROMSEEYWIS be referred to

experienced an explosive growth in the number of computers connected to

! | _computers cq ed t :
he{eafierias, AREaHNSMRATAFUR tHnhis iata S ale B IBYYHER QInas g ata files,
ustiedinetacisheOERIdaaAHAD tRIlITRS asalablgptiiiptha srRiMecHAN e thderred to

Internet, the Internet has become an important and integral channel for

hersaliR @R YNelY 88 3isHRdate Updates to their customers. In fact, the

Internghfiag KFEAENE SRS RIGRLY cistetpub P st foeh Igrinany sietiuar Gither to fix a
providers to provide software updates to their customers. If is often in the

PSR THENBRRCH MNP ASAREKS teAERRiIfSSBIAL @ QY HIsIe oG tqrBake that
upatRENRidaR elesiianic updatedisiibrtiageoveniie bremautedusagiBieithe update is

overall costs -1 ] ) . o
directed at correcting a flaw in the product or addressing a critical security issue, the software

provider will want that update installed on the customers' computers as soon as possible.
Indeed, most software providers have a business incentive to distribute software updates to
their customers as quickly and as trouble-free as possible.

The computer industry has experienced an explosive growth in the number of
computers connected to networks, and in particular, to the Internet. Due to this explosive
growth, and due to the communication abilities available through a connection to the
Internet, the Internet has become an important and integral channel for software providers to
distribute updates to their customers. In fact, the Internet has become the primary
distribution channel for many software providers to provide software updates to their
customers. It is often in the best interest of software providers to distribute software updates

over the Internet, as electronic update distribution over the Internet reduces their overall costs
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and enables customers to obtain the software updates as soon as they are

available. More and more frequently, these software updates are conducted

automatically over the Internet, without any user intervention. While the

Internet is now commonly used as a conduit for distributing software 5

updates from software providers, several issues frequently arise. Two such
andsermlmlwmrﬁb)sefﬁoa’mmiyl nhhaﬁa@vt/amepatatbatamttibatimlney are available. More
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access mg?:irdl made AVaHA rb P ernet For examp e aF ? ’

passaspuidy A feqteestsoting tﬂtemtntmwmmmmsos(ﬁwarﬁanmfanedhe wlzabammmwth A

flﬁl ssﬁesotlnnr %9%0%‘%6‘5?& ltﬁ)enr ng P(ﬁﬁ'qent S%EY'CG ?u V'Fe éﬁertecks especially in
urthermore, the reques S hreated as a ' Si gle, ua ized access

regezd rimgdhattecupeitesstas peatied ﬂmtﬂmadmndtmftsamdcm aseMiewbsofta@yrporation's
VIRERS ST AP0 SR AT glb bR SEERO SRR B enecks

ter
Isoh e e ame uestst ame own a
exfse bt&trusvitemheoﬁemnesmmmatmresenad&j mtablalmtmatéﬂlasjavsmw locations

dllafi'b I'tﬁg gﬁ‘éﬁ?sthlg %P Rm thl%as%w I%ja(fwgugﬁd\ﬁ Yecks occur is the

transm ted ov e same In rastruc etW|ce because each request w
unstraictdrat isotatomaidanade tvaifanebay dﬁm%natrelameemmhmtamﬁaﬁlylrst user at

e R gL ot RONSTREUN IR posces rough

quite common I WOU een much more e
thié thletdasmﬁaad&pmuutmlasmf\beeprmadbed%h |6oaineradien ke degaedt isstreated as a

sifR e ABHRIFEdE T 106, opal é‘%XY‘t'Me &’e%? o ‘{I sgtéﬁ’e‘h%%ﬂt of, and

ariy organizatons, espetla organizations, have egitmate reasons
umoetmmlrtﬂ thieyditheb oelovodf trpﬁatmdeﬁot‘rremuesimﬁatsnsh FAbaeeaonglaser at computer

t&f&t’i‘tﬁ%ﬁé?r{g ”rt%é‘t'/a%ttﬁrfgg%% ?ér-m%’cﬁ}égﬁ ft‘r?é"’s%nﬁr%egéfvﬁ Bél( FIIHETEY WRer, the

gs tha a software product en features
remw;at Heoimsifaifseaondbusedllisoslsxftdreatesy asan disgipt endivethieligesl access. In this

e@tﬁﬁig,ntﬁéig&%fﬁm%s&db‘\ﬁiﬁ be transmitted over the same infrastructure twice, because
each request was treated in isolation. Clearly, if the number of users increases substantially,
the finite communication bandwidth will become a bottleneck. In this example, which is
quite common, it would have been much more efficient if the download could have been
cached at a local location, and each user request satisfied from the local cache.

With regard to control of distribution, many organizations, especially large
organizations, have legitimate reasons to control the distribution of updates to their
computers. For example, unfortunately some updates have or introduce flaws, frequently
referred to as bugs, that "break" features of a software product. These broken features may

be insignificant, but all too often they can disrupt a business's mission-critical features. As a
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-2 business cannot afford to lose its mission-critical features, a responsible

business will first evaluate and test each software update within a controlled

environment for some period of time prior to releasing the update to the

remainder of their computers. This evaluation period permits the

organization to validate whether an update will adversely affect a
bmnissisrc-azritmadfﬁoielawrlesé)'ntyraﬁ;eio'rhheisiMéaaﬂa’ésfeactesmmmmmmmat/iII first
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(pecant faring ﬁm"i‘“‘}{‘ S?ﬁ‘é'ﬁea%‘?é’aétr%ett a18 Ejer <] g?oq%e(rjér;[waarl%er of the

anr}i E}ISSIOI’] critica ah
upon whic compu ers operate, w or aWw

ongmnwmmsaroamp%ratmg:@aﬂgmthkmgarammm;Jsbfamcesandontrol over the

com uter tenance 1y b? Unnecess r|Iy complex and difficult. 15 Still
inSBANAOR of <o et%) T hrelrco pUIETS
SRother réason't control’is important is for billing purposes. In large

organfraitbersratssrotten inkedficiess oo andwgamaamtlmstwﬂeadﬁmdseta)matrol distribution

f: uter or t? |nd V|duaII|y malnt in Ilcensesf artlc[ular s?ﬁt .
of’so Upd ure ¢ n3|s enc amf) ﬂ uters in, the. rqanlzatlon It is
produ or eac compu er in the “organizatio ns ea , a single site ficense

vqrgrrrntmstarm@mnmmnmatlormamlse)fd}amﬂrmotmm rmmanrstemlasﬂcmd]mtg&t platform
pdie A APRNEARR WA Re (aAUEEF{9RRAr NG IYIBEL0LPQ COMPHIRES crem.

running’a pro the Site license, Br may nee Re‘hu
V\bdmphﬁa’&mdmir@ﬁvmmjamﬁ coohpuesitaiitensmeAtiayf Heesmeeman@cmmplex and
dlfi%ﬂﬁe local control over software update distribution. In light of the various

above-identified issues relating to software update distribution, what is

needéti lis anotbrtersive Suftiea opolkitd dismportiant asdoitdutling founposeidinip large

o O MR Ban IO AR SRS BB ey or to

|0n e Iciency. resent invemntion a dress ese and
indsudgafyumnahinténe hcmestfﬁvaammmsommu\w&mm@w lerclccmmiantss in the

@5%%%%%“%%%?@ B'SiA tg@!‘jl&%ﬂge Adane &g&ﬁ‘i%ﬂ%%g%rrun a §ofyvare product

ommunicating update t roman updat rvice nodetoac
onupdatersesvoanoides. 30 bus afiedrgeoirgiiaermmypresaegededie tagebaednumber of

cosrﬁb'ﬁltéi'%elju%%gge% %&%P%%Te}iaﬁ’\e site license, or may need to limit the number of
computers running a product under a site license. All of these reasons often require local
control over software update distribution.

In light of the various above-identified issues relating to software update distribution,
what is needed is an extensible software update distribution architecture for providing control
over the distribution of software updates, as well as increasing their distribution efficiency.

The present invention addresses these and other issues found in the prior art.

SUMMARY OF THE INVENTION
In accordance with aspects of the present invention, a tag-based structure for
communicating update metadata from an update service node to a child update service node

or a client computer is presented. The tag-based structure includes: an identifier tag
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-3 including a software update identifier that uniquely identifies the software

update; zero or more general properties tags that carry general property

information relating the software update; zero or more localized properties

tags that carry localized property information organized according to

language; zero or more relationship tags that identify dependency 5
irl}ilﬂﬁnnghMWm‘e:up'dﬂté ddénteier upatate) e ljernbéiddrttibasafpdate update; zero or
AR AR pnRther solfware updaler: sefo of Mot ARBICARIINIUIES cofvare

tags caPr)? k&t ma?1 S GRLEf i %ga H %(f) ica Wf/ th&EESOtRars
umdﬂateemamllmﬂreom@.himd Zenap entieso teglleébaiagartihalocalized noopertiomnformation

relatin to the soft dates load flles ndler s e ifi at
o T S e R R A P A TR b #Rncency
remmmalnqosl mermﬁtlmmmmdmmobdmﬁmmdahabpepmm thIadBes,ehrHs with other

ventlon tag-based structur |cat u date eta afro

s B R R i SR R S B
thergga el lifyhef thg-tbed stipdaireo raatheletsccanpdemlimrotagmmel didésdags that carry
m?orma 8% 1% '9 t'f'eorfﬁ\r/]vat un| GF |der|1(t)g(e %Ithe 3 J‘i‘%%r “'%88‘5% ﬁa?a(t)ags that

ors re atlonsHﬂJ ags S fvatidentl ep d ency rer tlonshlps hecurr
c&rojtmémenmmmtdlrastetstdelseetn@darethmdmdm mestdalag dhé asfivtneatpdate.

software updates; and ze re f|| that carr rmatiqn relati

o the Lot SR A R R RS A R e
fdD Rﬂﬂtﬁlht@@tfﬁgedmﬂe@amgammﬁemm mEaaeo$ehacattenidaiot advddtagdasioftervice

o B RIS SR TG e o
inElkdiminaceofwartoupadath tdenao‘:urttpamyiitgld;ammmewﬂereuﬂwafewﬁﬁaﬂe iszero or

o A PR AR RSO o,
detiergpednirilltnstcatitate enﬁaniatar%wgmﬁd cihwrpofisves mrpdateqodaubze% eenmm:e files tags

th%?g {g E?gg%grtgérﬁ ﬁ'i%@ﬁ‘a@?o"t’#@s% a%st%dﬁtgfpcﬁgglr%%'ﬂY?esm'O“ FIGURE 3

ing exem plary logica ponents of a root update
service node formed in accordance with aspects of the present invention;

FIGURES 4A and 4BRIFFIReRCRAGFARIN (rstidbing RAY\WINfRPlary exchange
betweg g4 %WQ%@?@M%&H?% IR AtehHgRERLAEEEUSR BRYSention will

providing a software -4
become more readlly appreciated as the same become better understood by reference to the

following detailed description, when taken in conjunction with the accompanying drawings,
wherein:

FIGURE 1 is a pictorial diagram of an exemplary update distribution system formed
in accordance with aspects of the present invention;

FIGURE 2 is a block diagram illustrating exemplary logical components of an update
service node formed in accordance with aspects of the present invention;

FIGURE 3 is a block diagram illustrating exemplary logical components of a root
update service node formed in accordance with aspects of the present invention;

FIGURES 4A and 4B are block diagrams illustrating an exemplary exchange

between a parent update service node and a child update service node in providing a software
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update from the parent update service node to the child update service node

in accordance with aspects of the present invention; FIGURE 5 is a flow

diagram illustrating an exemplary routine executed on a child update service

node to periodically obtain updates from its parent update service node; 5

FIGURE 6 is a flow diagram of an exemplary subroutine suitable for use in
upbdeteefiremplarpacanineddtE 1$SLVRE hoide tubthenohdldunpgatete catalagdeom accordance
Wﬂﬂresnt ug Oe%t serwsc% i Irlnql%%tlFrI]GURE 7 is a flow diagram of an exemplary

S8R S ONEBIE T LLE TR olle exemplary routine of FIGURE 5 for

obtanﬂf@%ﬁ\n@eeﬂmdaiagram dlpstretiny pdadrepguidoe radtinedeeEueRE a child

afow d|a of an.ex rocessm an update. requ st
R SR R R Bl Pl S S T A e e
|IIustrEl‘gJBﬁrﬁomsa)ﬂaweohagmraryf)@wLebasmthrymmmmnetadamtﬂeh&mase in the

defining the cont %f date metadata fil
ol RR L EGRS £ e A SR am g oo servic
natistribution system, organized in a hierarchical fashion, for distributing

SOftWE 85&%?95 1S ese ‘.‘Bdrarﬁ'% RE 113 a |ctor| #o%' ﬁéasmufab"f‘ for use in the
exemp ary up {e 8IS rgsystemaibsxf%rr% |n accor ance wt%

exaspelaty obubieeueseGt REe&'smi(momemn@agaﬁwtaeeprmwmnemnarﬁrmwwmaervice
n" of an update distribution system, such as the illustrated update
IStribution system 100, is a root update service node 102. Software
provideZRECE a5 soﬂwardip:gmﬂd@flalm extistplanye rihainsditwareagesiatesn update
thro h the 89‘?&1 tr| utlgn sg&tem 3.00 by submitting the updates to the

reque e S
% ts a e serV|c node CCOI’ INg to aspects of the present invention,

softht@bRﬁlﬂe& asbwtbsdmgmrarel tuabmti&g Jaootionayofusm exttre ] sigftwdie -based

o o R RS A e e e ™

exemplary update distribution system 100, will likely include at least one

other update service node i EddMibRRES EGIP Uksdte service node 102.
As illygteaieshin FACKHREL dieRy 159094@151/ YRAHGAISER UL SYFISMLE8n system,

includes root update serwce node 102 and two additional update service
ongaaEsd30nupdditesphice nderhiond 4at GixirRyBegviselaie 1aBlatescdedinggsented.

Fie UieeP{83eNbiRFial fagram of an exemplary update distribution system 100 formed in
accordance with aspects of the present invention. According to the present invention, at the
"top™ of an update distribution system, such as the illustrated update distribution system 100,
is a root update service node 102. Software providers, such as software provider 110,
distribute their software updates through the update distribution system 100 by submitting
the updates to the root update service node 102. According to aspects of the present
invention, software providers, such as software provider 110, may submit their software
updates to the root update service node 102 through a network, such as the Internet 108.

A hierarchical update distribution system, such as the exemplary update distribution
system 100, will likely include at least one other update service node in addition to the root
update service node 102. As illustrated in FIGURE 1, the exemplary update distribution
system 100 includes root update service node 102 and two additional update service nodes:

update service node 104 and update service node 106. According to the present invention,
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each hierarchical update distribution system is organized in a tree-like
structure underneath the root update service node 102. In other words, each
update service node in an update distribution system has zero or more child
update service nodes. Thus, while the exemplary update distribution system
100 shows that each parent update service node, i.e., the root 5 update
eahriceanddeall O@dare distdmﬂiearw'stemoﬂa)ﬂghﬁitm/m antyeenkehtidcturs iorderneath
|Ilustr tio oses on not be construed I|m|t|n
R R B R e A e S SPGB B Ay update
dnstvdmﬂ@foSWem pslateo SEMioee rmdel updatejsmateemsﬂdsut‘mus,y\sﬂam tresexemplary
pgrent up date servi 0 cordin in FIGURE
O R SR 6 e RO e 0 D s T gt e e oot
upd}aZe a&edquhtmlséﬂﬂcarrdﬂmdﬂé iseev el ah oael 20k UWate)Barvmm ©ebdd, it is for
|II1 strafiot carl]rbgsggegmeachg erv %1”0(1% Itehdthae i r'ﬁlonuof th?h resent
root upHaPe BRVice hode 25 CAnbe D Ohﬁ upda Sevice n6de and &
wwarmmupﬁatbesmme;e\mtmmeﬁexdépmateﬁtm tloetaymiaiplseyviqgedadde 102, each update
dlstrlbutuan s¥]stem 10 the 19 date erwcﬁe node 102 ¢ mmﬂa{cates

servgﬁ ate SerdiceRo % rougrfw e ternet £08. BP0 gvere tserwce node.
Asbmalmgjg wwmsmdmrFaGURElelludevanmg ok 40duisl mohbe node to the root

s RA@s miing.ungn 5 BreSeRtIvRnliedoBachuntnte SEVEe IORE, corvice
i upga(ie distribufion System nee onI to Sommunicate WL{R 7S
nm@éﬁﬂan@imaohﬂdwartheadgbrzctmaesecmnmmdmamah tretexckptidrusf wisileot update

dat Q nlc s with its parent,. root pdt serwce
ser Vice %ﬁ; ¥nr OUa%]d?ﬁe nterne aa {Sserw ﬁ anflk Went up%? %wc%hnode

may alfernative y EBMmmunicate
|ts chifs uﬂidawisdrumdh&)@aenmmy agdpidatistebvitennogseb0a00jathdomait update

s 8’%%6(21%0 (@é) %Es%r\}ilged ahtgd ﬁ?ﬁiﬁi@ 1191% Internet 108.

resi hin‘a su -ne wor ocal aréa ne wo
Hemquet hbmlfatmamdwmkdlmatrrmy isothestpaditve oo byn andgnoizdation’ be construed as

B R SR S5005e 099RRIENIESETIRINE Fhivution

corp on s e up 0, viai s conn
syitéepa ey rmdy dq@dan&stemommmda:alezmhrttmpaa;erhi—raew(m'rlchmﬁenajnrough some

cA R R RS AR oSl EMETRAN IR I GOIHEIRE i its prent

ork, such as a test/evdlua |on roup a remote cated o ICe, or a
rqwﬁsmdatermmiogroude A&Zvvillhm@mbelbewnneg iddieit dosyil dtsimativabyc@atimgunicate

e A D S BB AR TR e e
natm@,rbﬁélél,lltlmately to client computers.

Also shown in FIGURE 1, update service node 106 resides within a sub-network 126
of the local area network 124. As an example, local area network 124 may correspond to an
organization's general corporate network, and update service node 104 represents the
corporation's link to the update distribution system 100, via its connection to its parent, root
update service node 102. Further, sub-network 126 may correspond to an identifiable group
of computers within the corporate network, such as a test/evaluation group, a remotely
located office, or a mission critical group. As will be described in greater detail below,
according to aspects of the present invention, an administrator on update service node 104 is
able to control the distribution of updates to update service node 106, and ultimately to client

computers.
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-6 It should be appreciated that each update service node, including both the

root update service node 102 and update service nodes 104 and 106, is
configured to distribute software updates to both child update service nodes

as well as client computers. As shown in FIGURE 1, the exemplary update
distribution system 100 includes client computers 112-122. 5 Each update
servideshod& becipdnegidtes that emmpmminemmmdwmemupdmes update

e service.nodes and I|e rs acco dln 0
S S R SRR e 0 A S SRt a8 tte sofware
upehifiess $ogy tmtpscaild amlemates/iqedabelesi|atr|mﬁibrasrtdhsnt\ndmrl’nmﬂergromsshown in
date servi enode as, at least one |str tion rou 1
PR e AL SRS e R S et 0o 112122
Etohtu poictd aeeaaeetwdn,klﬂﬂdobogrdmamtﬂsumiadowmeeamﬂgaﬁzaﬂlembutes updates to

?Jpordatte network. Accordi %tg one e bodlme to t ese tinv ntlor]r
child'u rV|ce no es%n Nt COMpULers %Lpr r]f Pra ion information.
an a mlnls ator, on up aeserwce No ne mu 8

Adcstritbogioio gnoelperribodiheem;maadmemto&%flnewgmgpamedaasamiates update

corr to the sub rk 6|nclud| ate rvi e15
R R SR AR NI BRACARRA AT pbucion

g@aappdate for the general corporate network 124, as well as a general

corpojate oup |nclud| date seryice no 04 and. client computer
114 Praen s (TG AR R LT Al S BRI e e
Iaopblaatﬁeasenmveonkcﬂcfé 106rmrmnderrﬂoera alnghb BI8SH CEAEs) mﬂ&en?sltmnmrgteupetwork

ch,that u tes are. 20 m a istributed t evaluation gro
ARSI BB A en O BIE ALTHUHIEN B AR SRR lEL: service
nmrdnﬂﬁlfatm@raiﬂbtrmmaﬂmla|dtsmbuaddsgmtmstfmom@utﬁfm)mldml@pdnﬂjm mcludmg

oS R RS A SRR YR BRI e sevic

corpor eqr ifically au or|ze ea mlnlst
nd@sl@ﬁaradgdlmmcmamlﬁmramdrm d’nnemmegsma/mtamua/memmme for the

oL SR TS VL AR SRR 2R A R e upcie
sandicesdoate hOdisndltent. compliteringlihé Ehove example_ a software provider

Accoti TR L HE IR, ARSuAE e RSP Hofiegh Jo e servie
nogedtie |s$\ﬁennm19€dlsumdumadatee oorlporsitéhuglsitegsenpiceunbdthaio4pgates are
.n%fﬁé’élart%%?'\ﬁ'@ﬁMh‘?eﬁp?c?tﬁweo%%hﬁaﬁb'ﬁsg?éu%%"%ﬂ&%’e\é Ihe 2HRUNSLRIRE Whitavle.
Alternatlvely, with regard to the general corporate group, the administrator adds client
computers 114-118, and associates a rule such that updates are only distributed to the general
corporate group members if specifically authorized by the administrator. Assume also that
an administrator for child update service node 106 creates a default group consisting of the
client computers 120 and 122 in the evaluation sub-network 126, to which any new software
update may be immediately distributed.

Continuing the above example, a software provider 110 submits a software update to
the root update service node 102. According to rules established at the root update service
node 102, the update is eventually distributed to the corporate update service node 104.
Upon receiving the update, per the rules established by the administrator, the corporate

update service node 104 distributes the update to the members of the evaluation group
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update service node 104 distributes the update to the members of the
evaluation group -7 (defined as only the child update service node 106), but
withholds the update from the general corporate group pending specific
authorization to distribute the update to that group. Continuing the above
example, upon receiving the update, the evaluation update service node 106
(defowessesatly upelate itpdaspaetiize acid &6 cgtowjihholdsstexampgdes fsom the
the evaluation update service node 106 has anly.ong group. However, a
o AR T SR s AP BB AR et arou
groupSaidiinngty ¢eelabote &xamplee spoofrassiomgtetedigiditatidnereledusioon update
this exa the evaluation update service node 106 immediately makes
SRl R e S e M
theosyaluetionl Apdatd F2&/ivaynndeviié updatedyandehgrayaludtowed€r, as previously
eriod/process may, begin. Still continuing the above example, when th .
R AT R R R e R BN P SRR T each in &
ursigtisfead tfastoeiatpdatistisbamitabialésr distrithitieraovyde thilee entitetonpapdate service
network. 124, the administrator then explicitly aptharizes the updage to be
G B T RS e e RIS Bl lputers 120
anpdei2. se@lantl Tomdetd(4 20 rrespdifinglgymakes tite updtdee axadlatiie tevaluation
é:rlf'(e)@} com uters 1611#1118. It should be understood that the evaluation update
PEENICE noée%é)n%y also be included in the general corporate group.
Howestel, ded anusiegt hiee ealaive taanopld atehseartheecadmiid sionas  Hieeampdyetenupdate
updated, noadditiopal.update-related action | eded for distribyting the
s B R R AR et L Rl over e
ergkaneptppthie predaenk itk rteradffenssignifitent dgisity auteonzeothecapdate to be
Istrihution oland d | fficien addition to,the .
AR S s Sy e L R A RS g i S gogte servie
nadandOv noeetipon Bingdiyvick kea rib e lgmlateativaith HFo toesitenptempoikkr 14 4-118. 1t should
b@’ﬁ%‘&‘&?&%&%?r e E\‘?&YMS{M%&&%SE%{%QQ%Eé?d%b%%ég%[ﬁgeﬁeﬁwcﬁlb%@‘ in the
computiers, the software provider's update was ownloaded from the roo
gepdatespuiae muoepl OHmwhecdiparede thpdatelsetiviceupdale 5orvicanlyookre 06 has
ime. Clearl as.the nun Ien Se[vij y .
oy e O N e e 5 SR 87 U ing e
updaterio tipelewel setiviceubenkivankl E26lient update service node remains
constant re i r i iCation: .
P ey Qe S8 e RHC I o R S Sficancbenefis
in terms of local distribution control and download efficiency. In addition to the

above-described aspects of local distribution control, significant savings in communication
bandwidth are also realized. For example, while the exemplary corporate network 124
illustrated in FIGURE 1 includes five client computers, the software provider's update was
downloaded from the root update service node 102 to the corporate update service node 104
only one time. Clearly then, as the number of client computers serviced by an update service
node increases, the communication bandwidth usage between a parent update service node
and a client update service node remains constant, thereby substantially reducing the amount
of communication bandwidth that would otherwise be used. Additionally, the update
distribution system is both extensible and scalable. The update distribution system is

extensible in at least two ways: any number of child update service nodes may be added to a
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30 distribution system is both extensible and scalable. The update distribution

system is extensible in at least two ways: any number of child update service

nodes may be added to a -8 parent update service node, and child update

service nodes may also be a parent update service node. Each sub-tree of

the update distribution system may therefore be tailored to meet individual
pareedspEat URii2eisadeloakdd cugichmpdiatstrseinig e xedgslangyogistalbe a parent update

components of an update ervice node. 200..such as the corporate updat
s e e s o e ViR R SO R Rt B Mored o
mgetGdRAdd3) fmeded in accordance with aspects of the present invention. As

shownp,in, F RE 2..an update service node 200 includes an update we

o B e Rt A B R R A et EEn B on upcete
sampaatingden200uleu208 a3 e xonpplaty wpdiate service mode 200 @G WREIAESor the

an aythentication/ 10 authgr' ti 2,210, an, administration lication
o e 8 5 S R R LRI R LSBAEE ot e
pradeninistertiom.ugss shisMade 2IG)&EPaaruppddee isdormoatiode 2@arizliGicsem update

update.web.service 202 provides a,c on set of b service roun%rn .
W e e o S A Lot FRBAE 8 4 reporting
meenlz208odeltan eddhyranyn wipitzite seith a@n nquids?eGsedscdmobaiesFan  authentication/

ample, with reference to FIGURE 1, in_order for the child/evaluation u
Gl ot R R e P 212
anuppddte senterd sinde 2134 athadotisit caomuasic attesficeo2idh dnd pargrtsde information
stHPedﬂ web service 202. Similarly, when a parent update service node, such
as’root'update service node 102, has information, including updates, to

comniineicaieate welthdo/igp a2 20\gdegieecnoueoh(4} thfeVidelbessrvipeatbrough which

service n o] ni through the child’'s update. we rvic The
e Rl 2R e AN RS oo ce e can
caompuigateanihtten wpdate semienwide FoD axaeyded wothpdfarenentb UPEERE 1, in
information e servj de. The te-
o R e O s ST e rrom e
paesonseoteteliepdateq sersisambqr dVidlint e dkhemtt aoaimbhecstiwareugh the parent's

o S S R o SR e P B upce
sesvitronzde 162 hasniafquenaiieiarn np ddiegacedatsis oteocasvudizitatedistibutiold update
serﬁ'}ﬁ%’ ﬁ(fb%ﬁ?ﬁ!?%glspé?eﬁ‘tcﬂgﬂgtg%mewgrnode communicates through the child's update
web service 202.

The client update module 204 handles communications between a client computer
and the update service node 200 in regard to updates and update information stored on the
update service node. The update-related communications include, but are not limited to,
distributing updates in response to client requests and providing a list of available software
products and associated updates for the client computer. The client update module 204 is
also responsible for determining whether a client computer is authorized to obtain a
particular update according to associated distribution rules, and responds to a client computer
with the update-related information that the client computer is authorized to access.

The child update module 206 handles update-related communications between a

parent update service node and its child update service nodes. The update-related
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with the update-related information that the client computer is authorized to

access. 30 The child update module 206 handles update-related

communications between a parent update service node and its child update

service nodes. The update-related -9 communications include, but are not

limited to, identifying lists of software products and associated updates
C(mzailfrbbatiora ¢hdldids date servimelimodel & \Mﬁhﬁﬁ/'reg;ﬂmmjhﬁgsmfmmamroducts and

%I nt1 a chil dates rv ce nc%ren The do nstrea Lrjapdat gd e dat
a328 SR §S‘e iBIETSY oeeE%rmmmg“\Bﬂ YRR A3 Ll A5 (ERGNATY To update
regutistyrifeahio alutiiital alﬁwtlsamrcepdam acdﬂreiim@\tmaswmmdadhstnhﬂutm% is

relies @P féesé’?”drﬁiﬁ?nac ‘% Pda nuies node with the “pé’u erri%eoﬁo obtain a
nﬁ% ﬁn tion Ftha e chi a e se V|ce nBoae is aut orlzed 0 ac

pa&bmﬂﬁngmdaﬂéde@ﬁﬁrgptmm&esmmdaﬂmmt&mraﬂeslsamumsmmmtom child update

SepVIcE Tioda Wi H%ﬁlve 0 atree(r:e adeéI m?artlc Igar lﬂ[ﬂ cn Fh ﬁléﬁgtte serwce node is
compu 2F& HAVE Orhal e not ownroadedn Ie an upda

autpdared aracesslable on the update service node, and the like. These reports

may he used | ternal u an administrato nd also su mlttedntéo
the pa e oAl e DT S DB IR IS BR. SURA SR groues
has de$|a|ubembabmmvédisaqimnouéirespdayefowbmrpmwnrmmmpdmmme or have not

dd wn?oa& Ei‘nsiofféluatﬁﬂ?ﬂdha A %Bta”é it Sgé‘ daisi 105 ’hta”%%suc% S fs%rrvb.%é'e“r%de and
puUrposes or for mainte ance purposes hfofmato repor generate b
thindikeporTi h@senmmlesm&ynb@' beethentersa lgf ttmeae;inyrtan Atministrator, and also

s QSRR B £ 048 (Ropansit s Bt UGN, A
eterm|n|n den , a particular client computer'or ¢ ate’service
dmdbearadodetarm|nflt@wbeﬂM)aﬁdremrpommmHertmdetatmumdata@echmﬁ computers

R T RS REESTR, R R AR, TR A uroses.

compu sand chi d upd sefrvice nodes
Iraultmannoammamgnatatedztadtm a&rmssgjptmatds 2bBamayputatiee Lesitoef theskereports.

the ayte Uﬁ?&h‘?l&éﬁ%ﬂ%ﬂﬁ%? dr%'c?%ﬁt f&%?sﬁ’g& i '?&"%Uth%'ﬁ?@%}mg, e,

that must e useda in conjunc n with 0 alning updates e ISsuance an
detserohia nlg alu&ﬁdaaat}onftoa(@artlsLdescilbedaarmeareouataid heldateirsengeachoole, and

SFTRES Y AR 60 A ALe A0 R BRI oo
a\e»tehiseridmﬁathﬂwgmﬂmmw\updaw@ amwnaEQIWase cHimrecbenmeitdistaitditddld update

eyr\’)i’t%” t@&eé’%’a?tgr SRS d}ﬂ:%‘?[eé l?th?FerGr %?.LSS Ak s aﬁ‘igBSé{é service

om client compu ers an e service no e requests
nadinthestythentication/authorization module 210 issues an authorization token that must be

used in conjunction with obtaining updates. The issuance and use of an authorization token
is described in greater detail below in regard to FIGURES 4A and 4B.

The administration APl 212 represents the application interface through which
control of the update service node 200 is exercised, and through which updates ultimately are
stored and distributed. When the update web service 202 receives various update-related
requests from client computers and child update service nodes, these requests are ultimately
broken into calls into the administration API 212, either directly or indirectly through the
client update module 204 and the child update module 206. In conjunction with the
administration user interface 218 or some other program installed on the update service

node 200 suitably configured to use the administration APl 212, an administrator ultimately
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broken into calls into the administration APl 212, either directly or indirectly
through the client update module 204 and the child update module 206. In
conjunction with the 30 administration user interface 218 or some other
program installed on the update service node 200 suitably configured to use
the administration APl 212, an administrator ultimately -10 controls all
cagpestsl bhdpectspofatiecprpdatespioc tha forptiateupdatcse nocke nadeywadl aslbay any child
c(md u datens rvicnedn?dﬁ{s arr'r(]j c{iernt computers. Through the administration
URIEEF RSIfACY ?L%a SRS ?n%iy configure and maintain an update
serviCehrmdh 200, adanihsteatiomisteationeARt22 P8, Tidrajriistcaighs they5configure and
administration user interfac an administrator creat ifies, an
O e RO, RSB A R e ethrouah the
admingtitad @doserishiationedHs, anadadei@idoaoreatssimsodifoese stabtiskedss tgroups, as
ich group a.client.computer or child upcgt service node helongs.. . . .
o RSB S Eh i Sce S ML 5 e gitgeion wser
ingeqbiticét B8 utnoxdrei thetrdtstristald islufsupdateshtgrolignd ctiemput@rpotechoidhild update
sel?ef]cl%teo%o %grc\{hc% N rou Chmfﬁieqla{r%ﬂ%tlf'ﬁgo%t% Seerr\llriffeer agg 313;30 Oart1oadmi istrator ma
perio |caﬁy quel%/'its parent update service ROGE fOr Hew upddtes, con{i]gure y
alsepexphigipyrantieterz ahd distntonadbfepuortsesaia diwntilkeandsitesntorddd update
sSoRuG bl s adminisaion userdnteriacs 18 Bemite a0 AATINIBRN update
0 exercise’control over aspects of the updafe service node 200, another
seapickoattnfoeSidmg oiatée cpdagersaepicding gar20@iessitadlyiadatechsd reports, and
ir@PRIAe "A'[%h r%?e%tfb%e%f%' e”aT‘é%ﬂ Afpe2d mm%’{rbt?oHSSQe'r”? gear%jac(t’é N8 permits an
administration user interface 218. As mentioned above, according t6 one
admMbistiaterntofetkerqise senttinl entéonaspectspdatths enpidaan celey 2O Onodd (s  another

h : inf: i _The .
oD AL e e i e
admimaratieudhoﬁbmmmmmammtésf thmﬂmﬁmﬁtrﬂt@mpd&téﬂaft&m@iﬁn

avadote e A A A, T O, O SR . an
upbetesperaieccwotie 206tmd 2ib4 battandindate coderimtooelidiérndian updateeinformation

” : _ .
SR SO0 APPSO RIS e AR o
updlaies) st tar ) atiesmrs patcim fidettioln sleotriabth thdepsattirimfernatiemstore 216 stores

R e con bR S R AR SRRl PO D R Service

node 200, including the update files stored in the update content store 214. According to one

embodiment, the update content store 214 and the update information store 216 are both
relational databases. While the exemplary update service node 200 is shown as having two
data stores, the present invention should not be so limited. In an alternative embodiment,
both the update content store 214 and the update information store 216 may be combined in a
single information store.

In accordance with aspects of the present invention, a software update may be
presented as being "available™ on an update service node 200 to client computers and child
update service nodes even though the update is not stored physically in the update content
store 214. More particularly, rather than immediately downloading and storing the actual

update files on an update service node 200, a link referencing the update files on the parent
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In accordance with aspects of the present invention, a software update may

be presented as being "available" on an update service node 200 to client

computers and child update service nodes even though the update is not

stored physically in the update content 30 store 214. More particularly, rather

than immediately downloading and storing the actual update files on an
upgadete rséyicede atle [RBOQherdinkagiestewtl g therepdatbdilgsiate teevjzaraode. Thus, if

-11 update service node or elsewhere, may,ipstead be stored op the upda
S A R B TR e R SR R e actua
upgaietehsarpizteniodbere umsjstttevacrain upe ateretiv @ pridda e rsiteembecarghstored in

down from the parent ypdate service node and stored. i e update content .
Ao SR ) BT e DR SIa ol e BT AR or chita
upgadatesaceicoadndd.hibboskibkidléd thetaet astMvittcognigrizieishigpey/oé opdgidateess is

ccess is_referred to ag just-in-time downloading. In this manner, a

e e e MV G 0 Bl BEEREE et neea no be
dishrébuteds avetil thesvacius lyewopréstbdnAets ardihgtic aspeliis ehtlstedeséctording to
aPYSEtoN«AD SAMINIS{ERlonohan NPOaLs pRISe Bpds 200,MEYSASCNEN 200 ma

deterniine Whethat %o obtai Softvare up Atesin ajust-nﬁ)-qlme manner. y
sélvtiilectlyaletbovend @gwiptioto obfaiG bRy & él lustedde snajistsncbmgporaents. of

an exemplaeRdie sendte M- AOBREShoH I be appreaaled BLOINRT of an

components of an update service modulé may also exist. Furthérmore, the
exanaulargiegutite decoicgpomodnts 20@uilidsHoe ldnokeepiedidtethéhiatgatizdr components of an
up%)aq1 S%rrl\%ngsm%(at#%er%essa gl(l%e‘;(l% u.a&dgﬁﬁépr%?er,“t?iel gb%r\\/ga 85%&“ ed cg%)on%nts should

implementation, the above identified componénts'may be combined together
bewndi@rsiatid 1t6 dhdéogicahpongoteatss oraimg tessanie menghtcomponents.  In an actual

S TRIRIRT S, A S R BOUI RS AR SR 6 ISt ARIRIRor it
ervice node’ 200 may be Viewed as a'server computer on a network, in an

othetuedimpremte retetwdiranta pdyie veméti® moldte mmayakbierisnp i dagintedl byn drspould be
o, e R 2 e I S B R B outer ona
netoragiutier aysemabimalemeatatily, en ap@edistrimetaddomaputiag epstarented on any

oD RS B A0 DR g g o o
imemameu@md'mrUpdatbéerva:ei mgidestmm-alusgerawapm_d? IYEIRE dr, g‘hernmati\jaly, ona
el R R S S

servidd GodREID (s 26 btk disganu pidiestratied seemiptar0Xgicahitdmpdacats of a root
uﬁaé?fé%sr%%@’r%’a‘é §80, such as the root update service node 102 illustrated in FIGURE 1,
formed in accordance with aspects of the present invention. Similar to the logical
components of an update service node 200 (FIGURE 2), a root update service node 300
includes an update web service 202, a child update module206, and an
authentication/authorization module 210. Additionally, an exemplary root update service
node 300 also includes an administration API 212, an update content store 214, and an
update information store 216. Optionally, the root update service node 300 may also include
a client update module 204, a reporting module 208, and an administration user

interface 218.
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authentication/authorization module 210. Additionally, an exemplary root
update service node 300 also includes an administration APl 212, an update
content store 214, and an update information store 216. Optionally, the root
update service node 300 may also include a client update module 204, a
reporting module 208, and an administration user 30 interface 218. -12 The
clientﬂmatmmnmmdmeZ%dmmoptiermi mpﬁrpmhezuﬁrﬁpomnbd’bupd&hetsmdhle service
noo?d:? Boged |Hdm B hf : trr]e Q% datevslggvhce node rov Oftware, updates
are g 8|rec eht 88 p[iﬁ]ers or exa%ﬁleo\%/ Fertrenceto "
dlleGlyFt(EclLemaioundamsd?urce(aane mﬂqwe:tei@mneltujélthe I@Etilomabt:update service
mod as the ro ot update servjce 5 ng tIy servic
D S B PR TR e BN BB S B iR servie
natiectitty deecity sﬂrsrﬁesa]m{rutepmpbtepmém Llrpdm«?emoﬂalmﬁﬂamatdcsémlce node 300
Wg@c;ﬁtgetec% ﬁggcaf s%rR'/E 1 ANt IeO%O%tlesrso %1 Ot I 8d Teezﬁ ré’éﬁ?d%o omltted
pdate service node 26 no p ren up e 'service no
to whohe LuppimmpepmnisIar%OEpne\odeneHicfweararqdbup(mm(sermt}eammq:ame because a
d (etport X eresede:s 5ab|e é the ré)ot gc{ate rvs%ev 10 no F |n|stra oI tri?aeorts are
repor Ing module 58% mayB BpElona y mcluoredCF]n Sdaiton coanrls ing P
prtbredegjcalavmmeromerlins mhmeluhtmpmatqacmxHBmmsmaMe meﬁuaumﬂam service
%%\iro t Lpdal Oeetrr\]/écre node 300 o%lFe Iude (ﬁ(t)vr\]/a ie prav éj interface
R'SGHware provpc?er THETace deespt & Corhmanication
interféiceabgtitishidch acofingng phwhgrchl(ba@ﬁ@idﬂﬁs JJ)wslnmIedtsrscaimvwéate service
ed%s EIE?B%{Q tht%e:ror%tflup a atseerserwpé ﬁq ?nc(iladnqs'rg%w \t/?aFerrowder
xem I ry update dlstrlbut|on SysS e 1 ate service
mt&:rMQGmof e maetpmahbvmmmqﬂmmmb\ﬁdésuﬁdzcemmsnmvemn interface by

rlo mpon |
R ) ST PSR TR o e o
updatacermozindelerdag, alsbindirtctifuttibmares) plaeyalmlatedbsiciiodion system 100.

compgmenép @ ld H dH{%d‘EEfv‘ﬂf d ﬁ%cP 6%68 l89'%fﬂ5ﬁ0? nﬁﬂa‘h al%ge description of

necessarl y actu ponen n an actual implementation,
FI&UﬁE@I|duampmevaemnaydmmmhmeﬂarmgedmlaﬂydmowmmmwwce module 300.

BB oA o ImRlonS iAo deienetne AR fice mocute

shou 'be appreciate ilea roo update service no
maiealed exig. s&méhernmmtﬁrecnbavneimrlbad maoneatsmlmmddmaxrmhrsmod to be

A R T R SRR A 08 T . v
above identified components may be combined together and/or with other components
according to implementation determinations. Additionally, it should be appreciated that
while a root update service node 200 may be viewed as a server computer on a network, in
an actual implementation, an update service node may be implemented on any number of
computing devices. For example, the root update service node 300 may be implemented
and/or installed on a single stand-alone computer system or, alternatively, on a distributed
computing system comprising multiple computing devices.

In order to better understand how an update is distributed from the root update service
node throughout an update distribution system 100, an illustration of an exemplary exchange
between a parent update service node and a child update service node is warranted.

FIGURE 4 is a block diagram illustrating an exemplary exchange 400 between a parent
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and/or installed on a single stand-alone computer system or, alternatively, on

a distributed computing system comprising multiple computing devices. In

order to better understand how an update is distributed from the root update

service node throughout an update distribution system 100, an illustration of

an exemplary exchange 30 between a parent update service node and a
upddtd ypddte seddcOn e ia whilchniethté IBIVRE Aodeadblbdk gimgayating a software

illustrating an exemplary exchange 400 between a parent -13 update service
o T S B RS oo e T R i R T 2 Brciance
withdapedtoof the pasent ipdatmserXceandiesterthinebidnypdate sgranetf0dedivided
. in aecord ith aspects of the present inventign. As, cap be seen, the :
e B BB R el R SRR R SR e servce
nadeaddid rendribeengnt haif ttwrnpspendingdatecsiendcad evades 492hawcHitheipdgie service
ncg] If4<(‘?(__3frresponding to actions and events of the child update service node

4. For purposes of discussion with regard to FIGURE 4, it should be further

undeistopdriibsdstbé giscessi apdate sgaritéorfalGRE Indsiosuttalyerfot therthederstood

roQt update service node in the, ypdate distributi stem, 10Q, Additionally, .
R TR SR Sl A R HO AR LB e i e
usdate chstrooldid0 2ystenb et configioedl lyy fan puhposestiattdriswistthsibthat is assumed
gl b anoate seryicenade d0d mavnolLaAeNESAALE UPARIGRANISSScuch that the

explicitly autfiorizéd™ to do so by the administrator. As shown in the
clalck oyolatey seraicamyd 440 beyi moing Ge e colttwad, tipdgdes einasp@amicseyvacthorized

node 402 receives ware update from a software provider 110, either
todéioesc?linth%ga e?n;')s;%@rﬁ) update service node is the root update service node

102, dxsistawatiy tteoexggrplanypokateciistdbotiney systenatl ©@nAd 8o ntiee guzirent update

fter th r ci{)%esri ng receiv war d [o .

S R B S e T R T S SR Bk ey, i
therpaxess fipdatiotabnince sufte as ¢hepaataspiiatm stei parateuiilaie seduiedyntdeugh the

BAGRIHI s S200mREt A el Hodle SHVIEE 1905404 CORNE node 402

configured to automatically obtainthé ware up at from
repanest tpdatdtaareicepdeide f2QP dhe asphviadic rasiseMdi@ phetichidalyy@iate service

e e T S et R T S e pervie
nadftware updates available on the parent update service node 402 on a

According to one embodiment, a child update service node 404 can be configured to
automatically obtain the software updates available from a parent update service node 202 on
a periodic basis. More particularly, an administrator, via the administration user
interface 218, may selectively configure the child update service node 404 to automatically
obtain the latest software updates available on the parent update service node 402 on a
periodic basis. As one example, an administrator may configure the child update service
node 404 to obtain the latest software updates from its parent update service node 402 on a
daily and/or hourly basis, as well as specify the time-of-day that the automatic update
process is to commence. Other periodic schedules and criteria may also be utilized.
Similarly, an administrator may manually initiate the update process through the

administration user interface 218.
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25 periodic basis. As one example, an administrator may configure the child
update service node 404 to obtain the latest software updates from its parent
update service node 402 on a daily and/or hourly basis, as well as specify

the time-of-day that the automatic update process is to commence. Other

periodic schedules and criteria may also be utilized. Similarly, an
admirfistrbégirmiing nopdatédty ip‘rideetestha updatel PBo tes < hinlo ugitldte s@ﬂ/ice node 404

i atlon us r interface 4 To begin da.tln roc .
BT R SR AR ity e P e SRR 27 Aughenticating
ariti;alftbmtizth@ W&rethieqmme Lqmamaeemde AGR: A2 peovicat rag eerdent of control over

author arentu da rwcen d 40 provi n element
R LSRR the P Wt B LR e SRSl ervce
n@d&sutl@mﬂmmumda;ambauttmﬁzn@mmmmu knohauthahiziarg, any number of

wiee n| s are eII nown nthe rt, an mber of hICh ay. be.em
o e B e R e B LR o B R 3 OB e v
tl“paperﬁrmpqmaesesamemodeem THd@nesseattnneativonis nobtessidedddanany one
tecHﬁa technlque After properly authenticating and authorizing with the parent

cfgye service 10 node 402, at event 410 the parent update service node

402 réttiens @o@any oszthiati datken tEndheuthdd zipglava the ririee paoeld 40gdate  service

n(%ocﬁ R59ing éoe%rt‘ ﬁOd'éPee it 4fda eUEQPJféé‘tﬁ%gB‘i%E”é ufh “%easﬁ]“osr‘.tz'v{eop token to
oken'provi ng DTN Node 404 duthioh2afion to Con
thiu ot wﬂﬂeeemuetmsﬂwﬁ%hé\mmgmﬁme sabodensotefoaudhiomian token is a

B e S DS A PSR D945 IR0 concuc

AUthenticate and Authoriz arent u e SEervice no
fuathttrovipddte ractikéine s witiu the charedttp ded darpdataoderface ri[rdﬁeeld; amabm of time.

Tﬁ% ffﬁ{én cﬁqé@ﬁg us%gv tce re'aé% ai 'V'ngr%RSﬁQta%%hﬁ{‘ %ﬁ%& Qhorlzed with

au horlzatl tert e upd as’expire echll update
theepaicat nmdiat&()s@nmcmaﬂot@tmpeamhmmaydurtbberupﬁamﬂremieﬁmadnenrmsld update

SR BRIEn uprete ERce ARTAAOZ et ReRUANIOR A Anentication

reauthorlzatlo rreceivin e au orlza on oken at even
architdtbpdatt serviRieitwtie 40dr dbbrujidaderéakenshias theipenetheupbiddeupdate service

g T B T B PR AR BTSS0S pce
smzftwaml@ﬁwlﬁxsemwealumanheapanmtdmdaﬂmmmioe. node 402 distributes

softwg\rﬁepp%%%mg the authorization token, at event412 the child update service
node 404 submits a request to the parent update service node for a product update catalog
along with the authorization token. A product update catalog represents a listing, or table of
contents, of software products for which the parent update service node 402 distributes
software updates.

According to aspects of the present invention, a child update service node 404 is not
required to propagate all software updates available on its parent update service node 402.
For example, with reference to the exemplary update distribution system of FIGURE 1, the
corporate update service node 104 may have site licenses to only a fraction of software
products available on the root update service node 102.  Accordingly, it would be
unnecessary for the corporate update service node 104 to obtain all software updates

available at the root update service node 102, as most would never be used. Accordingly, an
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25 According to aspects of the present invention, a child update service node

404 is not required to propagate all software updates available on its parent

update service node 402. For example, with reference to the exemplary

update distribution system of FIGURE 1, the corporate update service node

104 may have site licenses to only a fraction of software products available
admitistrabot apdateseatdcsenvicke 2. Aagcadactvelit estalbdidevBlich software product
U dmece %/ey forf gcom: rate daetR”serwge node 104 to obtain all software

% 8&0 (ﬁragt GRACE Fiode 102, as most would never

be usAdcdkdutgdiu”tgty aapecﬂ&falmbmmsnrmmwemtlan uipelapelate picéucodatatuay obtained

frgelectlvel eSt “Sgl’\\IIVQECHOS 1t re n? %%ta easréNI” b Catvq:g?l?l\ll |8ntﬁh8ates are
G%.Pe SEI’VI 8 ACCOI’ O O e aspec e prgsen |nvent|on Iiheo

a\tmtziate pnd)téthﬂrcatamg tbbtammﬂ (fpolatea mvam updat&)é;ersncenﬁtgmeedom distribute

en tifies aIIs ware prodycts for which ypdates are |Iab|e whet
R b R E @ DD DA B beaL T resen

wmanhanothecupdetaepmdtmtcmmg tcolatalaﬁerﬁa)tweaaewent affiteegosesent node 402,

idenfi SoR Y ds‘?‘&ﬁﬁmd“"‘t ff DRiaiNgd froma; LolJ RS SEVIEE node is
Z?CPQ entifies only't ROSE s ttware products orw c(ht eques?
cmrrﬁlghmrdmehsmmﬂe mpxdbetels Eonfigamgded |mﬂt|mgutdmp($afesatéqmredactmtee listed in

AR D RCINAES BT RGBS S e BRI PR 5 G2 Bunich e
) de Srmined. a cording to the group or gro C
chijztape e seicacaote l0d4beElmngs. At event 414, the parent update service

node 402 ret. ctu ecatal o, t ch| at ice e

Hoa. ALEUEH AT YR BT (RARNE S A A e DAY 5l Btatog o

thizcotni lith & porate Lset vipel atede atddo g Ad rewdtit A libiethetebil d poatas seeymgrrentdy408 selects
houl t a nt e uct u e g.ma

R P AR AL MR AR IRl e AR AR Mrently

deimaubutemmhkidtaldamﬂﬂmet wmdeou@dmmawdmtupﬂgtereatam@mamIlst only those

sOfRAAIER L ASrar RO B rmducto o A0S IER O BATE  ogae srvic

perio event update service nd
nege upjae emhgumﬂztat&h’uammpdqweiqratldm;amttbotttwaatenmoduamcm dafterent times or

oﬁd jﬂs ) EW%@%"E&R%QJP@?C’“CS for whose updates the child update service

rrently seeking. Included in the synchronization request is
mformtmrentuéﬁﬂfwtt@ thddatpdatestavicevaited®4auamitscarcupdatieesyghdlaronization

regﬁgaﬂ Iﬁﬁ '\%ﬁt@%ﬂ %%0&‘28{%}?%8%@[&&@({1?9.ﬁ'&et@es%ﬁéb?éj&“&t)%fu&s for whose

ereat
updates the child update service node is currently seeking. Included in the synchronization

request is information identifying the latest update available for a product on the child update
service node 404. Information identifying the latest update for a product is hereafter referred
to as an "update anchor."” Update anchors for each software product are typically stored in
the update information store 216 (FIGURE 2). In one embodiment, an update anchor
includes a revision number and a date associated with the revision number.

In response to the update synchronization request, at event 420 the parent update
service node 402 determines which, if any, new updates are available for the child update
service node 404. As mentioned above, this determination is based on the specific rules
associated with particular software updates and the group or groups of which a child update

service node 404 is a member, as well as the update anchor. For this example, as previously
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to as an "update anchor." Update anchors for each software product are
typically stored in 25 the update information store 216 (FIGURE 2). In one
embodiment, an update anchor includes a revision number and a date
associated with the revision number. In response to the update
synchronization request, at event 420 the parent update service node 402
mdetemadh ebevpiehiobsnyreneiwed psiftesar e pdadavbs fexghetbhiltbtpdtierized for the
service node 404. A tioned gbhove, this determinatjon is based on the .
oA e T R e R S ST AL Sy ng i o
dgrompsedftovbectaeadabie U prtite ckddipelatoderdicd rmodemembiccaslingliast theent 422
update anchor. For this ex le reviously -16 mentjoned. the . . .
STt G G WA S S0 DRl iigmitving the
saftwdre pobaises esvedecd ad eeviéit . 406eréfocerding Sofbspeetptidhe mresswednakntion, the
eyent 406 js not determined to be "available" to the child update service
o s TR, G T g R RSB i noce 402
aagodditey serthie symotieodXdtvorthegtiedentifyong enebbdsoitwiatbeupetiie testedentfads each
«event A06. According to. aspects of the present invention, the update list
R R TR B R e 402
according\tentv? 4y dvenisez atie nuedtpie stistn isnengotyh odememt, thpelatpsiadeelistirrently
«JIdentifies each "available” update. informatj a unjque identifie .
ST ST BRI e B ARED2, ML YRS e it e
sdreicennaglp ddké sisne \c deleys)yor Ketas aftatsd ¢ enetétrenpreck amopdaod semicAccording to
thgogu(arrg'%e}(h%Hféq?lt&i%roﬁ%gsdgfath%é:w)l %P‘E'at%e 1426730 %8&%‘.‘5 bl %he parent
elays, or sleeps, for a predetermined aniount of time. Accordingto” the
update reeeviaen pledalddih cpthimdetay the risnffaitreveptdR6, raceadahinistesieot 406, to be
] n ryice n 40 orizes the software update, received
d'ﬁi@?ﬁ@ %@B%ﬁ‘)%ﬁgiéérﬁ ¥ gg%%?ﬂ%éei%% update service node 404. 15 At
eventA28vERIGR 4B Rite 4B)ld thp datidos epdete rredd ct0Aaigaifidbagais thegins the
ti ate pr icatj 0rizing Jt 'hﬁh
o SR A T B D 0 B 5 SR e wpoae
sapitateserdie nodespoPsetatreyent 430tHbe zaient topdatetsahwicehilkdagdatesturns an

L e il service node 404 submits a
a@ﬁéﬁéﬁ&iﬁ%ﬁéﬁ%ﬁﬁe&/@@ gﬁﬁ%%z%aﬂér? {é@gﬁz’f@g, the parent update service
node AD2Ventat pRodhetchjdatpdedeaseryice reverdMEayhhbtparaequestiaaong with the

St ST R

evbet 434, the parent update service node 402 returns the product update catalog to the child

update service node 404. At event 436, the child update service node 404 selects the
products for the update catalog for which updates are desired. At event 438, the child update
service node 404 submits the update synchronization request identifying those selected
products with the authorization token.

Because the child update service node 404 has been authorized to obtain the software
update previously received at event 406, at event 440 the parent update service node 402
determines that the software update is "available” for the child update service node and
includes corresponding update information in the update list. Thereafter, at event 442, the
parent update service node 402 returns the update list, now identifying the software update

received at event 406, to the child update service node 404.
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products for the update catalog for which updates are desired. At event 438,

the child update service node 404 submits the update synchronization

request identifying those selected 25 products with the authorization token.
Because the child update service node 404 has been authorized to obtain the
software update previously received at event 406, at event 440 the parent
updat/gbrarcepuate BEO2iddetdyinges thatailteb RO fupateupaate ipdiavtilglola® service

fqr the child ate service.node and. includes corresponding update .
g T B PR A T R R P Re Ay tain the
scfemaice upnidéee 402 ceduating thee onred ateblostimew afethigfyiregdhie isoéinirre apcated update

received ah Xen 406,,t0 thﬁ child UBdtatF ser\ﬂce node 404, -17 Wi

ua [ {

service, node alns the war m arent update rwcéhngcrl’e 402 in two
up&gteolcljst identitying an 'sgval aglgp p?iatce) on Fn% paren? upda?e SEérvice

partaleEamitgeuptdt npdadetseandtehtaidend Gdenqadtasdhienntorfiiesidrereafter referred

necegssary, to obtain the, softyvare update. According to, o mbaodiment of
o B SR A Al e AR A B R AT BRI B etacata
desodats frernte pspects whdhtesséwire npdiee}AAciudvng, Soparist dbtaenirtg: an update

. te metadata, and obtaining th date content or files. hereafter referred.

o e R BB B M L R RSO in e

safpeiarte updtdelatahatbscibe sqitntane nipase ctoofdhee soitwrleratpdapeiority, language
including, but not limited to:. an . update _identifier that uniquely id ifiesﬂﬁ

S A S ST O e pavone

fowHetrdpaldeng qitvpmse ) pokdad atfmuldiolec oosidese dral pinohike, language 10

specilg lpfoimaton sialionsies fp.otst selals palee owaion Olitee updae
update payload” for downloading purposes, installation handler routines, an
inthedikartSome tfchipdaasontdat énd titerpbategiryibdad, dothatahd tipelaatpayload is

W ' i.e. th .
ORGSO R ! S WS SRR IBESARGAES vt
inupedataatyetadded, and teededdieipstpltsiodis arot alley B putane diataky ever needed.

ded, i.e. ded for | ' li if it ded. :
T o Fip S S BRI . b SB Bot T SRAgE Bz
dpayloadbis selwanatidn deaivs Speargiddte froetatiata Lgpdats Isn ethelatzeentrdl onesheskilled in

e o e e R ARy o
jlaeheﬁmmﬂmﬂmediegt in%mt;tid'mgatoe&ttpﬁttﬁ;tmﬁtﬂnegﬁm m)ramme an administrator
Yo RS A O R R R
omligrmatiiately upon obtaining the update metadata. Furthermore, in an alternative
embodiment, both update metadata and the update payload may be downloaded jointly.

As shown in FIGURE 4B, with an update identified in the update list, at event 444,
the child update service node 404 requests the update metadata for the "available” software
update according to its unique identifier in the update list. ~As with most other
communication exchanges with the parent update service node 402, the update request is
submitted with the authorization token. It should be noted that while in the illustrated
example, all update metadata is downloaded in one access, according to alternative aspects of
the present invention (not shown), the update metadata may be downloaded in more than one
access. For example, in a first access, only elements of the update metadata to are necessary

to determine whether a software update is applicable and/or desirable is first downloaded,
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embodiment, both update metadata and the update payload may be
downloaded jointly. As shown in FIGURE 4B, with an update identified in the
update list, at event 444, the child update service node 404 requests the
update metadata for the "available” software 25 update according to its
unique identifier in the update list. As with most other communication
swznlochmagdiacabtﬁtthwtmremd uiederid eseivicepoade it 2pfhwanp dptatesguekeins after it is
ubmitted with the thorlzatro 35 en. It should be ote that whil
i)\ EPAL? %d tY1\Iea>iampl e‘{’\ u Sa?gcl?é} (rjo%vhllrab ed iy oG A ccéagsol? the update
matmimrtdlmgﬁtp hﬂtebtamd aslpae@ahsm@qoeesmmmnparr(nbupbam/rs)zrtme node 402
pdat met nloaded in m ret on O access. For
D A IO S LA TR SRS B ogivoe, whicn in
tunrestmsathe tipd et metadarehiath ¢éhaupokited ndanpasten |st@r|erﬂ[t&1ble and/or
desir |sf std Wnlo uch a Ircabllrty rl#
depe AL, S A SRR R e e B e et o
damnliqpath tihes golatic adald @aold foord ethieapiec rih eipdataisetercef tlodeuf@iate In response, at
metadat ed. In re at eve 446 par nt d te
oA RES PR SRR e R e B g vpoe
saupntatecmker)awe nddehdaduwhstbres i5 mmmgtqurt@mtpdawométh@latmramaiWnatrve
emBod] tr%éﬂ %h 'aStcHa ezs%aersv% H89a1}54a ownio i the alt]e yYIP é}“?romastorage
service nd 4 SIBmts arequest to downioad the up a from
| ot oy et eip cheatye rewir b éhe pdecADAp datecspoics e cale éoentraﬁan tloegpiarespecified in
the% %ta Sen r(\]frc node 402 returns the update payload to the child update
Nice no f{ﬁl which in turn stores it in the update content store 214. In
an aIthaMM&tmbddhﬁreh&sthmwtﬁhtwpd@tms@widm’ Idad@é(é&etmiruelmde 404, at
h g r r?:’ t % [
o o S i St S R g v
umhtmuseltqedawlaéﬂmtwnhmm@\themmm antrmaeshilmupMejsstr\retethd@ccurred

c yice no
T S A T AR e oo
pla)cawtrwﬂiraﬂhmaqusnr&mrsﬂywn):urred Thereafter the chrld update service
node n date  pr
coned et S AT IR DA vey are for
iIhajstrattcxmescmmeelseaedrtseﬁeetfonerIpm;tratlan P@ppbey, seshofreftestsaarel circumstances.

cRAM! ”&?ﬁe‘?ybgfgétocc oy 1190 %\é@GF E‘éb‘to‘iﬂﬁgg‘dg@%ﬁs o de%&?t%f'&reﬁn%taﬁc?? which

events may according ospecr circumstances
will cause some variation to the above described events. Additionally, it should be

understood that while the child update service node 404 is obtaining the latest "available"
software updates from the parent update service node 402, the child update service node may
simultaneously be processing update requests from its child update service nodes.
Accordingly, the above sequence of events should be viewed as illustrative only, and not
limiting upon the present invention.

FIGURE 5 is a flow diagram illustrating an exemplary routine 500 executed on a
child update service node, such as the corporate update service node 104 of FIGURE 1, for
periodically obtaining updates from its parent update service node. Beginning at block 502,

the child update service node obtains a synchronized update list of "available™ updates from
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will cause some variation to the above described events. Additionally, it
should be understood that while the child update service node 404 is
obtaining the latest "available" software updates from the parent update
service node 402, the child update service node may simultaneously be
processing update requests from its child update service nodes. 25
thaganed inglyati seabiow enceéa u Ohtai thg\esyacthonizk b epiktedit bsfiltastittble” updates

only, and nat limiting upon the present invention. EIGURE 5 i I
ARG S B ey T p R ot e ORR e
servidd GOERE Busla dloihdiagrporafenpeaateptany s motac 630p s HtaHUERIr yse in the
for periodicall aini sfrom its parent update service node. ., . "
R P AR A e el R A AR e Bt of vt
usyateh fomz echaepdate tistecdetavaalabtie” Retatesiyabidcdk B2 pas névipdstediscussed
rvice npde. 1]l synchranized update list of "available" updates. .
WA At 16 %ﬁi‘—[@ﬂ ¥ig Zf%' A58 iR TdaR saMAts node €énticates and
Hom e parent opdaté service node is‘déscrib Below with regard3l to
alRhGrIARE I Be R IGithR Be 6 ésen tflayd at eagmannoeoh @ie erdmip lesp coder tuprep@Qfythentication
RyikaRls Onse e exemplanaiting 598 of KIGHRESafr BN with the
sync 1onized Upga e ﬁst OF FaVAIABIER s upc?a es from a paren upo‘ape
aghoricetivodmkBegihaioibt bjuEte662yae predeoesthb tsbes sswdmuthoager haoameters

WlI:'[th RES 4A and 4B, the child u;;?t%tﬁ%r\{me node auih%ntlcates and

kb L S o o TG RO TR permits the

ppeEnpanduthidatiqatioe savicauthdet &dipnopedygieskiaisia@ worratortskethadtoth the

pabrleon(fl.(aﬁ %hé?dct?n?}%rﬁ]g thod.q Vﬂ%@ E%%rﬁ%rilgartiﬁ)%ﬂ anrat%lé?eﬁfé%%lﬁggdblﬂﬁ%%eqot limited to:
service node establishes communication parameters 10 with the paren

campoais ceivicepd atdar Esieiit snive ionsnunitatigroppisgasiadstipetikits the
parent and child u eryi des r I bl n i .
e O R RO T AR s

naae|addo] ekt GOE, g Bltbdpaiatecsamneamaodtiohtaipdatprpebiciagidade vatadimndescribing

S TR e e, S R B TR R R S ppres.
bllopld@%sﬂmicbi!tbdadatﬁaﬁmwh:qormdlacsalmmbmtanfg@eecmpdugt spitatasefor which
o S A L e SR e SO B s wpce
smuntzaﬁdatmw_mstv\thiﬁhﬁ pp@@tmd&&mﬁnelmewghplwqibg)bmmtbe thugthorization
SRR BRSO A0 0 SRR SRR coren
retasionarichgsdatiza e tianity ehdhsetbdrbdpsiafersarei praddets identifying the
curreqy response to the update synchronization request, at block 612, the child update
service node obtains an update list from the parent update service node, synchronized
according to the software updates "available™ on the parent update service node according to
what is currently stored on the child update service node. As mentioned above, the update
list identifies, by a unique identifier, those software updates on the parent update service
node that are "available” to the child update service node. Thereafter, the exemplary
subroutine 600 terminates.
With reference again to FIGURE 5, after having obtained a synchronized update list
from the parent update service node, at decision block 504, a determination is made as to

whether any software updates are currently "available™ for downloading from the parent
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revision and updates already on the child update service node. In response

to the update synchronization request, at block 612, the child update service

node obtains an update list from the parent update service node,

synchronized according to the software updates "available" on the parent

update service node according to 25 what is currently stored on the child
upgadetersecyinedeodEhid sletesntinatésh db oval ctlhecopdiatetdisthetetifileselareaany update

. unjque identifier, those software updates opn the parent update seryice node
s BT S TR R TRE nOTheRARE TS SR Curency
" aadaipéd riorsdionodoanir o0 Ghe exematiasy Véikinetsde peecagdaridalélby WREKH 10, where

after having obtained a sypchroniz date list fromtge arent ate.. .
B0 A UE B DGR SU B LR eREBle AR RS, Ll i
thary saftwedetes davadanle 'cdioredtwiitoaiab dldor twvphoadingdaien dbrwice node, at

o3I 3%:pdats sendce hade, Tis deferpinalion s made,acearding iB.e service
whether theré are any update identifiers listed in"the Synchronized update
ndige. [Oivasufiyyaneailiat ktespmisesuinenttie zaraiabpelafe selovealoadeéng, diseribed below

emplary rpyti proceeds to delay block 510, where the exemplary
W@uﬁrg[eérﬁg a&!%?e%%gpuntil the next update period occurs. Alternatively, if 5

there FlGUIRHEAtas dal@iatibgrdor dbambbadiptafyosubiioe e @00 updte eséoviese in the

node, at block t il te seryice node_obtains.the updates from
e e e e NPt e R R it rrom o
pant npdatd st \deeviodmdBiegismiegailbdéat b &Ry avitst teglatel e RiGeyRELRe update list
isHELRE 7 i fow diagram.ola exsmplany sHaroine 0y sUIBOIG IRk Ketagaa
i the exemp%ry routine 500 of FIGUR 5 for 0 ainlnglavai 2ble
caoéspandingdatbs $edented ppdets idpolate skontthe pdenBegiatasgratchlootte and stores

7 fir identifier in the update list is selected. At block 704, the
'%ﬁiﬁé@é&%&g E@?\Eﬁ&glﬁgéﬁg ailen's the update metadata corresponding to the
selectactomtiage dduetdrabdd metitegd hieck EN6te shildogpdadsanitstmdsoiitains the

o R S e e R R B e Rt e service
n@ﬁHrgBﬂ@tdk&gtm thel el pesddadpd dte idlemlmﬁel_ofrtem therpai@nt Qptarally, the update
e o ol B e B e, SR SRR . A
prehviloLislyd swerseméce podbildsupdaieiotesyicaemtidhatay dhildalgditelsecoidégured to
d&ﬁﬁﬁ)éﬁ%gﬁe%ell%?ﬂ\ée%l%?l'f'ﬂ%gx%jst@rvice node in a just-in-time fashion. According to
this optional treatment, as illustrated in FIGURE 7, rather than proceeding from block 704 to
block 706, the exemplary subroutine 700 optionally proceeds from block 704 to decision
block 708.

At decision block 708, after having obtained the update metadata for the selected
update identifier, and optionally the update payload, a determination is made as to whether
there are any additional update identifiers in the update list. If there are additional update
identifiers, at block 710, the next update identifier in the update list is selected, and the
subroutine 700 returns to block 704 for additional processing. The routine 700 continues
until, at decision block 708, it is determined that there are no more update identifiers in the

update list, whereupon the exemplary subroutine 700 terminates.
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20 download updates from a parent update service node in a just-in-time

fashion. According to this optional treatment, as illustrated in FIGURE 7,

rather than proceeding from block 704 to block 706, the exemplary

subroutine 700 optionally proceeds from block 704 to decision block 708. At
decision block 708, after having obtained the update metadata for the
selecretu@bngpataie i!ddﬁl@lﬂRElﬁdaﬁmimalhgtbbtajpdam@éqﬂabﬂbla updates from the

det rm|n tion is. made, as t r addltlona update
P TSRl A v, MY s, ANE P S R ¥oris s updte
adiMititbenthd ppdataiptatdiBenvicdhedgoddibelistfliesaediay diumtkisl 0, the exemplary

subroutine, 700 returns,to block 704 for addition cessi he ro
O e R 2 B e e LR S i e perioa
andmhemp@amddmbimm %92He r&ﬁbamﬁatmbse wlleanémmmdhm erereqliagy.

subro tln Ote m|n et rn ai RE 5, af er_havin

obtalned iu&[aav%lla'tr)]le %ﬁp%éé 5frc;{m e éﬁré}h upda J{Jé %\éerr\}lcvg r%]dgo dates are
"viaitdo 0 rihee peindot wpdate sexrteenoddea epodsipldate sdatiee awiddtimsaytdehaeptionally

rent update seryice node. Thereafter. at del k 510, the
o e AR B RS R Bl e fRfpo o i
altgydatie g eaotigubatind, thdrepibeeedeetodloutail2at@iapkeatttieeexemplary routine 500
above identifi ldpof{%t procedures. As illustrated in FIGURE 5, at decision
"Bl g%efl r][evksjncwhen ?100 p%fa glérr)ga avaallaet%)Ie on a parent update service

node FAGHRE § add loer\doag raoad @ fnaaye kengption edlyti mo 86igLirad leonespexf tatsa parent

ate ctlvitle to the par ntu dat servi ddj gb this
o o A A e RN M Byt
|rrateﬂpmse)aolarmapdmtecemttmdnluat«cﬁOEfetwmpofmhewmlimlrda apilaige service node.

SR S L2 AR A AR, R B0 P SIS, B niztion

pdate service n enerating’ a s nchronlzed u
remimﬂfﬁrmg aavhnldblpdalp@atememnmde;fonse tmdatmbdatéeswﬁxcin@mmﬂable updates.

AR S RALe SR 985 Ba 4G IOl 8% A SBest i

ate Service node receives an update synchroniz
sateikddipdate service node for an update list identifying "available" updates.

AL blo,&kc? %4 ﬁﬁ%ﬂﬁ%ﬁ%‘?@v"f@é@: @%ﬁﬁé ”tfﬂS&’e E?f \gggﬂg? Jgere areaatn available

synchronlza Ion reques IS se ecision b termin n IS
upraige aﬁertdh&heﬁrﬁrftbrérwﬁwaamwmmbIeTthQMQMmH’nanemtmedie according to

m%?amﬁ'ﬁr?oﬁ’ rf%%%%‘nﬂ&i% %%%MQ%QH 'i‘?ﬁ %%dﬁpagféorﬁlli&gntﬁion store 216, according to
the update anchor provided by the child update service node, and according to distribution
rules associated with the group to which the child update service node belongs. According to
this determination, if there are updates "available,” at block 808, unique update identifiers
associated with the "available" updates are written into an update list. After having written
unique update identifiers for "available” updates into the update list, at decision block 810, a
determination is made as to whether there are any more additional software products
identified in the update synchronization request. If there are additional update software
products in the update synchronization request, at block 814, the parent update service node
selects the next software product identified in the update synchronization request, and returns
to decision block 806 for determining whether there are "available” updates for the selected

software product. Alternatively, if there are not more software products identified in the
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20 metadata for the software product stored in the update information store

216, according to the update anchor provided by the child update service

node, and according to distribution rules associated with the group to which

the child update service node belongs. According to this determination, if

there are updates "available," at block 808, unique update identifiers
updsecatelronibatien "reoakab et blodki@Hatbeptateihitd snregodade tsthaftarld update

having written 25 unique update identifiers.for 'available" updates into the
SeINRSUONE, 40 RN B DOl eI HR SO TS A 2 to whether
there Ase@ayiooche atuitionad,sdibvapegicochattslatdededtzibes thertipetataspects of a
nchronization request. If there are additional update software products i
SR RS o o O BBt R P e e s e
updzde mEelleats ttselhexEsofewam lorod uittei dgulie drietddetaiddate first software update
. synchropization request, and retyrns 3Q to decision,block 806 for.determinin .
e S SRR DA BT R S R isa b e prior
softreareatipedye it thareuarentiptinstaléed citoaokngrodladts ideraitie deici stoas -#2Avould be of

update synchronization request, at hlock 8 he update list is returned to
S T R Yot SRR S Sy, by o
deamnhdadieg. the ppelaisushy lveehtidrid, fiingt spitaterenepadteasigrattbets communication

ertinent aspects of a saftware update. In fact, many, of these aspects.are,as., . .
R R DRl e G et A S R PP AT s
justtbeeupdsie Imefauatatfer upfiast suftadate pdadesindigataatthad getioent information

re?ﬁ%ﬁ%?auﬁ V\t/ rénﬁrﬁﬁa?g installed as a_prereqwsfte_, and that prior so_ftware
update’is not currently Installed according to administrator decisions, it would

be of Vibi kealupslate donetabizdial mwymjater]sayyttmhiof ahﬁlﬁrslfsnfy_/vﬁmnadeeording to
asﬁgélg%(?'“{ﬁ@rtﬁ%e?éﬁp %R/gn?}lgﬂl Otﬁlgggﬁfglg gﬂ% de I%et[arl? %rf&%gg%gﬁg ['cgséc?ggwgrree update is

ate, significant communica reserve
desouitzs| thdseosidlled im thdagrbagididréideghicke thantliddssiblst makendanglagd (XML)

L e b RSl 0 AR Rt s e
ddtleriveaamyl fomnteit) wa_oriﬂhg:ghnseds‘ﬁiestsmbe fp'ilesslmsemvgr)(m dnélymmtt_wa markup
T N S SRR e s

issluittitelekiaatnakethéilar fotima axontagth o fus dab thaseal | VKL fdTl e rseofriigadnit yadpsermined

oA R DTITG B s TR TIBBIE by e
uidifderenidce anslesetnichalsmbin ¢cHendomputers.

In an actual embodiment of the present invention, update metadata for a software
update is contained in an XML-based file conforming to an update metadata schema.
FIGURE 9 is a block diagram illustrating portions of an exemplary XML-based update
metadata schema 900 defining the contents of an update metadata file. In particular, the
exemplary update metadata schema 900 defines an Update 902 as comprising the following
elements: an Updateldentity element 904; Properties elements 906;
LocalizedPropertiesCollection elements 908; Relationships elements 910; ApplicabilityRules
elements 912; Files elements 914; and HandlerSpecificData elements 916. In regard to
elements 906-916, a suitable update metadata file may include zero or more of these

elements, as per the tag qualifier "minOccurs="0"" 918. In contrast, an update metadata file
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is further known in the art, the contents of a tag-based XML file are frequently
determined 20 according to a definition file, called a schema. This update
metadata is used both by child update service nodes, and also by client
computers. In an actual embodiment of the present invention, update
metadata for a software update is contained in an XML-based file
meenhforchidg Manumﬁm&iameit@datmhemm FIGtérEiagsta hlm:liltljstmmm metadata
%éjstrét#gg portions t[an xemlplary XMLé) sed Lﬁ&??te?ls meta(rjatan he "
Ing the c% En s BPan updgteﬁiﬁ dals fie fh paertlculg es[% us appea
aceoednetoythp dade anletadatal scdmna 900 defines an Update 902 as
compAS|n the f llowin ele ents: dateldg telty element

Propértie %Ye#%rﬁ(ts 'Orll%Ca zedl§ oper HiestH tllsonaséﬁ'@meents &851“9 identifier.
ABRmiating $hipspettsodrite it €seApplicmbitity fhd ddpadestventsd e nidieslénimehides this

914: a dIerS |f|cD ta ele ent In,re to 30.element
ol RN 55 3Re s ST AR B0 TSR 02 SO alR tatg uch as
rezisioentsnbsr pésothestaptgdalifiietfiesnDeare sptaE. 918. In contrast, an

upda adat file 23 nclud one ateldentity ele t 90
o T Rl e s et SRR SR Sobware update
marudpugatmtrrmadamddeolf prmtgnlagn,use ajpegéisha Spardshg Foetioh adtoyeo WhICh the
scribed ord . AS ntion d each software.u iS assigne
s R A e Do ROt BN SRS ARS8 PR vkt
havpdateddeottipuBeyrsyated04limcigdestthiaiamieue, idantifiel, blglwelmpax:otlnmy or will
inform 0.id fyth fwar date uch,as a _revi Iso
o B O SRR SR IR SIS Ael e ORTAMASE B upoated
bynfbensaftorane iapintedetostiod sasf@vayaerpmeenrmiwmmmrmdl mmtexnhtoara |mportance

ﬁ’lngtcl[%%?sé%nd% gtbsﬁh ?o hcée&‘:m e&%ﬂ\’\? etolﬁ}t% %W\%/a‘?e VIder a

gen’loca zed Information sugges ngt & impact the up date W
rellkked/ m\aettyrballﬂbnmrﬁmmghﬁymmwdlpr@ndetaﬂadmm laoga,terhandhar higitlflcanon for

Y, II ti
A SR A D B B e s
odpinapedies siofen e up pliesti ong\aharmgyortanvere dthogertiesesieoraits PO6 tinean update
[ e of the software update to the software provider; a 15 related

msecurlty bulletin from the software provider; and an update handler
identifibationofeal i zdéiftifyantieat al fedtiten haaleleenfor 9@Bsoftweidesipdanguags  specific

ini@.@%ﬁﬁﬁ%iﬁ%@‘ (EB'rﬁ@’%ag?ﬁr@é}r’]e@gg%{epEBa?ré%esql‘ﬁtﬁgt"’\'ﬂ%}@d RErEAMBEAS title; a
description of the so?tware update intended for dlsplay to a computer user; release notes from
the software provider; end user license agreements and related information; user direction for
uninstalling the software update; and the like. According to aspects of the present invention,
the localized properties are grouped according to a language. For example, while the
LocalizedPropertiesCollection element 908 may include multiple pieces of information,
English versions of the above information would be grouped together, and Spanish versions
would similarly be grouped. As will the Properties element 906 above, there may be zero or
more LocalizedPropertiesCollection elements 908 in an update metadata file.

The Relationships element 910 provides information regarding relationships the
present software update has to other software updates. Examples of these relationships

include, but are not limited to prerequisite software updates, supersedence software updates,
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metadata file. The LocalizedPropertiesCollection element 908 provides

language specific 20 information relating to the software update such as, but

not limited to: an update title; a description of the software update intended

for display to a computer user; release notes from the software provider; end

user license agreements and related information; user direction for
aruhih)ta;rtdltidgsﬁie/vaoettwpdetemda&epmnehtheiﬂékeomamdjp@te ecipgotshop tidicates that

sen ventlon he lpc roperties are oup cordi n
o R el e ol R B e o e B mstaped on
clgDB coapuiefystenujvipde [mansslthiptberpadsent seftglish wedstondvbiltipde prerequisite

ove mformatl n.would b ed together, an Spanish versio %H]g
RS R0 Se P v abtRal APREYRE A ARBUR Rkt AR ana o,
intertgicanstatdnoeral zedRr e rties Eodlleation elenhenksg@d statemeptiatetermines the

S L T S R e T e B e oot

&Nt SOfWATE up 490 S S8hware updates.
Exam@l&bsmﬂtaldeeﬁ%éaﬂmpslatpsdmltlde aoplusabtyaiflisoitiechte ppelwep.tthtte are to be

date Sy ersede ft (jiat s, -24 and bu
oG R O COMERE G AV R e pspggencency

bawe'eherttmfpmmm pdmvar&jelmmm nditsthengedtupdatepdaasifisucmlsatbell updates

ider?t‘?'”%d 1 the b cliend “.%”H? &4 ﬁﬁqe.r Hféru%‘)d{)‘ 1l Q‘ rest?srt“bseofwtaﬁ%d if any
up uItlpe prereqws e refa ons may ejome With boolean
arepesatbesl mmamammmcalyemmatérs\A\N[]omtdo@iateﬁuttwlargmatiate&eatnmmtselements

uch th the eyal t|on ftheI state en etermin ta lit o .
thae gcl)J Wg(rjesu% % Falrn?%gngonjglc en c{oﬁm%u eeran ?ﬁorg soft:\f\(/)aﬁe ogical
statedwmdenmvammmlgxrtabtytmfabditwa)rfetlumdamlﬂ;eﬂtanfanalte) lmmatestatlmjstallatlon on a

cﬁgﬁte (§' é)rllj Gee?]r; el mﬁa%t a bl?furﬁé sen Sﬂwan @hg’b%t%at‘a Bfies other software

Ween the wareu d ando er softw
umﬂaﬂeﬂetbatsha:tretbaemuummmjmmmpfmm mmampdmnmwutr thelProperties

oG sipate e Rt e etallsd I A AR BRI @ SARRHIEE Lpdare

syste h prerequ Site software updates 2D oVE, eme s of a’bund
mstﬁdwarﬁlapdate may be joined with boolean operators to form logical

e T RS SRR AR 8 SO RLHIA SRISLRIRIRIY whether a

installation a cli rast, a supersedence so
safpulane igheatéfies aphbcadévearior Sappiagréaiehtar havtlbaem supersedealitiyg system.

ﬂ ?ﬁﬁﬂts%mé’c%% %gﬁ&%pt? Wi sifo 45 %'eosr ﬁ?”t?&ér?@%@@?vﬁemem 910,

efe may be zero or m elationships e em nts 910 inanu
AppllcabllltyRuIes element 912 tests conditions on the computing system that may or may

not relate specifically to another software update. As with most other elements identified
above, there may be zero or more ApplicabilityRules elements 912 in an update metadata
file.

The Files element 914 identifies the files, i.e., the update payload, associated with the
software update, as well as information relating those files. This additional information
includes, but is not limited to: whether there is one or many files in the update payload; a
location from where the files may be obtained; the size of the files; the file name; the file
creation date; and the like. Those skilled in the art will readily recognize that a single
software update may be installed on a client computer in multiple ways. As one example, the

same software update may be installed by modifying portions of existing files with a patch,
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metadata file. The ApplicabilityRules element 912 provides rules or tests for

determining whether a software update is applicable and/or appropriate for

installation on a computing system. 20 While similar in some regards to the

relationships of the Relationships element 910, ApplicabilityRules element

912 tests conditions on the computing system that may or may not relate
ospitaifiatiligl yo t@nsithﬁbsmnﬂmmgmhdwﬂsmwvﬁtésmwt mdher elrsn@rss Thus, according

dentlf ed_above, th re m ero rmore A les eI nts 912
R e S o e AR RS o e B LNy Juc o
retfeecnpel e ataly | tad asthoyifles) wnrattbmeeoﬁ\maremlmiate,paH:WeﬂohEeplacement files.

nformatl relatin tho f|Ie Thi tional |nf rmati des, but is
B e AL B S B B R o

locatitpdeden wiagrdehpriladethan e wiriatyeof ﬂ'ﬂEI’BbIE clitie ddedelthepaliehes which
deseribe at-1rr]eeaf'|(()a SRt t'&]%ggrte an QFQ\?vrlfﬁeP Thﬂ]s?%Skd" f ﬁa{me E)%létrl?)ﬁd&ecutable

recognize that & single fiware upddte may be installe a'on 2 d
fismeptecamentulfipde, \wagsthadieere Eaample titbhee spmae sbitpdateu patpteenayspecific

{nsa by modifyin portlons f existin flles with a patc

o BT SR o TR LD b cSaflouping, svstem
Aacmmmg, tthas placid @Siree ipici3ant mgmenbalmepmmﬂaete payteataof ar-ites update

SRR MR R A PRSI ARAIE IoL St e iePIasemitimation

files2Sr hoth a pa replac Hant Rere may bée zero I thore
maLemeIntkanM 9 aot liputde nmeaatdmadrbelrﬁvldpdatbs imagl&respoolddeednte, command

. f format h as, elta which area file that

I|n B% rgsv&ﬂt jﬁﬁf the delea tg%% R in i orrr%a Sgﬁ&exgjuta ﬁ faf';‘on(?an actions to
taiepiﬁdmnastaﬂb&mraa&mhedhken@ﬁ@ldq‘ethm uppete ofieipdtdtet lecapairasdude zero or

carry out the software update on the

mzjg?en%utﬁwfépgég ? gc?(!(?g? &?9 € HandlerSpecificData element 916
prow(Wlalhe Iwmmemhbél mpdtstermthspemmahﬁler&sBMdmm@hmadkebeen illustrated

F . .
oSl S RIS eome o BT B BBy erios
ctm«g;ﬂmemnsu@ n&t@ntﬂieenacﬂﬂh&ﬂod@mtmgdimaﬁpemmom scepalleftite ﬁlavennon

f e 0 d
O o R e e RS R BT Lptes
tWamgiusrenﬂaiaﬁhrﬂahﬁ@amma@pms ofathe ppevBnnicatEntioptvale bipdate metadata, as
vv'é'l'l’%g%%jate payloads, may be delivered from an update service node to a client computer

on a computer-readable medium, such as a compact disk or a floppy disk.
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and described, including the preferred embodiment, it will be appreciated that

various changes can be made therein without departing from the spirit and

scope of the invention. For example, while the present invention has been

described as delivering software updates through an update distribution

system over a communication network, update metadata, as 20 well as

update pa Ioad ma elivered from an update seryice node to a client

compEHé“r &@ﬁﬂ%t@f Fae, davsatAR D ﬁ'b?é?ﬁ@%é&!f’a?élé’o? pprivilege is
cldipey dhsefidediiefeibgdiments of the invention in which an exclusive

property or privilege is claimed are defined as follows: 1. A

compyter-re o%e I ga”aasotf%”rrr‘]%o‘? %’t’é‘?rn rﬁ‘;'?u F%é%a%ﬁ?%t%d i jzed in 2

tag-based data stch ure for communlcatln e me ata correspon
tatp mnsftdaisestopctate ﬁmnqmrmuglmatm@mmﬁiateemaumlatahmmqmmmeutmesftware
&?gpe%ﬁ{s ol aite; and at least one additional element of the following
ements: a property element storing general properties relating to the
softwaing depéifitey emmammemmmﬁmmarmﬂmn@an update

handigr Lﬁ%ﬂ%ﬁ‘eaé I&?al'@'l%ﬂ%‘?% &58 ﬁ&%‘gén%ﬁ%ca“zed property

elemen storl anguage SpecCi C |n ormati rected to a Computer user
relatinag poogestgoflementupdtnang redatmishippekies ebtongngoethtiossitipae update

intglnﬁd? @W%Iﬁ?eféo f%?suh%?['ﬁgﬂioﬁ% f}Weq{t @%ﬁ%%‘é%‘ﬂ%% Grflfel" B?”%'&Qnmg the

ile élemen |fy|ng entified software upda
ideatifoertsafta/anéarpeation relating to the software update's payload; and a

ontife EES plobesh R S GRS itpfiton aireced o
carpplaies; u%fetmmmgdtatheaeftmeeawmi@nal element describes aspects of the
!de”t!Iée%leﬁ%IHé’ﬁi aie 4 C‘ﬁ IRV IN@%%@/APE%@%‘E@HQ&B{)O&%? software

identified so twar pdate su hat communication resources ma
umde‘seraxaillahlaGODMMIa@man@emmmaoftware update's payload if the

identified software update is of no value or inapplicable for installation on a

computing system; and wherein the identified software update's payload is

exteradite elemeptiadentifitigatbe identified software update’s payload and information

relating to the software update’s payload; and

a handler element storing information for executing the update handler identified in
the property elements for installing the identified software update;

wherein the at least one additional element describes aspects of the identified
software update for determining the value and applicability of the identified software update
such that communication resources may be preserved in not obtaining the identified software
update’s payload if the identified software update is of no value or inapplicable for
installation on a computing system; and

wherein the identified software update’s payload is external to the update metadata.

2. The computer-readable medium of Claim 1, wherein the tag-based data

structure is an XML data structure.
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2. The computer-readable medium of Claim 1, wherein the tag-based data

structure is an XML data structure. -27 3. The computer-readable medium of

Claim 1, wherein the at least one additional elements are logically ordered

according to the above-described order. 4. The computer-readable medium

of Claim 3, wherein the identity element includes a unique identifier that

uniquely identifies the software update, and a revision nu&r\zﬁer associated

with the softkaFe CBRHIETE A9 EoGULPY Rt e Mo VRGP e 20 least one
aouitgsean dheneetatiansiigi &lIRynekritciddes pig te avsitw rfouzmiina tidtr.

identifies a second software update that must be installed before the

identified so re e is installed. 6. Th ter-r le medium. of

i, whatin e de e L R S ST SR etement
incdledesy ngraqleralggtdisoftaareninpdbtesijoinkes ttye tudtwaith Updeleaand a revision

IS in ' h that the evaluation of the logical

n@@%ﬁr%ﬁ#I&%@%%E@%@‘ﬂ%ﬁﬁﬁ@&gf the identified software update for

installation on a client computer. 7. The computer-readable medium of Claim

3, wherein tHdedlampétipearablernaaitindel Glainle, infasreaite fiekationship element

id&ﬁ%}gieir‘ér’@w RIY ohRES L{Hgﬁﬁﬁé{ﬂ?ﬁéw%E%d”%ﬂlk‘?é?&%é&?@%%@%ust be

8. The computer-readable medium of Claim 7, wherein the plurality o
instswtire ke forsdhecislerdfjemhwitwyetiedaliats Bobbeth operators into a logical
statement, such that the evaluation of the logical statement determines the

suitalglity of fine bomglaersetvpie Hedaiesofar Mifialalinerain thellenitionship element
computer. 9. The computer-readable medium of Claim 3, wherein the

furdnsfidReise afosmetinrifRad Bipe R edEAlY iRfahYR HRdaiasinified tpgether with
BlrAsAPBEepiRsE SRl syl atadhrins ssupenaedadxItRe ddestifird sgitwatatement

update. 10. The_computer-readable medium of Claim 3, wherein the . .
SRS niBCe R BA B JHSRIHLGL RS dtRARth dPladmripatigihn a client

céaputare updates that must be installed before the identified software update

is installed, bundle information that identifies a -28 plurality of software

updat?s thatrrﬁeu %r%%lﬂ?esrt-?gaegagl%er)ﬁtee IS%eAY'CﬁQﬁnSy,pv%%?g%%g relationship element
includes bundle information that identifies a plurality of software updates that must be

installed coextensively.

8. The computer-readable medium of Claim 7, wherein the plurality of software
updates are joined together with Boolean operators into a logical statement, such that the
evaluation of the logical statement determines the suitability of the bundled software updates

for installation on a client computer.

0. The computer-readable medium of Claim 3, wherein the relationship element
includes supersedence information that identifies at least one other software update that is

superseded by the identified software update.

10.  The computer-readable medium of Claim 3, wherein the relationship element
includes prerequisite information that identifies other software updates that must be installed

before the identified software update is installed, bundle information that identifies a
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information that identifies at least one other software update that is
superseded by the identified software update. 11. The computer-readable
medium of Claim 1, wherein the file element includes information identifying
the software update's payload for patching existing files on a client computer.
12. The computer-readable medium of Claim 1, wherein the file element

includes _infoymation identifying the software update's payload for replacin
P IO AT Bl 3 e BBk BRI e porsecence
infdaimtiba, wheretritidiaclenednusier ftudes ipeamationidesifiyisgitioeby the
. softyare ypdate's payload for patching existing files on a client computer and
'%’Iﬁ/ﬁi{@(’i&‘(é%bpa%éon a client computer. 14. A computer-readable

medium storing computer-readable data organized in a tag-based data

structute for dumonpidatinepdgidat@atiemmdzdt & bomds paraaig tiee isoélement includes

B e A A B A I SR80 8 B a e

c@pmppiaty element storing general properties relating the software update
including update handler information identifying an update handler for

instaliipg the-tggniiicd iR IALBIEPRRIRMR SF BHANST IR RFMEMSRE BB ment includes

relationships the software update has to other software updates available for
infestaatiapAdsAtENdBEBeseftvale drdwfeistnarionsitey trrlagmsierdgtisriilaseon a client
cdfﬁ?ﬁ’tt@r'.s payload and information describing information relating to the

software update's payload; and a handler element storing information for

executing the update handler identified in the gi\%{)erty elements for installin

the idbrified BB RN SHUSRUENR BPEMARORTIBIR: b tBEERIT i e SleRent further

indRrIENATARRAEESIBEHNG/ Mg THEcd fenifaarrAtrd p8 fosd e3e paichity B sty iles on
and applicability of the identified software update -29 such that

2 EH AR TPARS P RSB R BB h e HRI S S HPRLEUBRYSng the identified

software update's payload if the identified software update is of no value or
inappli¢able Aocomgizbetieat alnl e roediymtistgrayseympartet-readable data organized in a

tag-based data structure for communicating update metadata corresponding to a software
update comprising:

an identifier element that uniquely identifies a software update; and

at least one additional element of the following elements:

a property element storing general properties relating the software update including
update handler information identifying an update handler for installing the identified
software update;

a relationship element storing relationships the software update has to other software
updates available for installation on a computer;

a file element identifying the identified software update’s payload and information
describing information relating to the software update's payload; and

a handler element storing information for executing the update handler identified in
the property elements for installing the identified software update;

wherein the at least one additional element describes aspects of the identified

software update for determining the value and applicability of the identified software update
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wherein the identified software update's payload is external to the update
metadata. 15. The computer-readable medium of Claim 14, wherein the
tag-based data structure is an XML data structure. 16. The
computer-readable medium of Claim 14, wherein the identity element
includes a unique identifier that uniquely identifies the software update, and a
revision number associated with the software update. 17. The =
S {EYPELHUBRE AN LERAHESP E13y %Ee\%ﬂﬁ}é?éji tHe! r%%%ﬁi%%ﬁ%eém%fﬁ?d software
updatetepByRERN uisiteeiniguintfiddn shlviglentifest@ seassndsofaivereupdaiplidatle for
. must be installed before the identified software update is installed. 18. The
'%éﬁ?ﬂﬂ@r%b%ﬁ%@@’%@f?ﬁemé m 17, wherein the relationship element
furthewieedil @ infentifRiiosofeeatdlvintha Blpagliidissiavadbto petatpsdainastadata.

together with Boolean operators into a logical statement, such that the

luadi ; S tability of the identif
corwats updls o RIS RN & RN o s 17, Wit B e gt
stoartyre ierned b ataettivoturef Claim 16, wherein the relationship element

includes bundle information that identifies a plurality of software updates that

must pe instglled gasxteansivein i AP Ryt eRdARIG ARe i RRhtity element

Claim 19, wherein the plurality of software updates are joined together wit

inglioRsaA dPitagordemifiel IGttaIniaarRhddrntlien theasehvalmlupERip GiNthed revision
n&ﬂ%@?h&é&%ﬁ%ﬂkﬁﬁ%@%ﬁﬁ%%%%bi"ty of the bundled software updates

for installation on a client computer. -30 21. The computer-readable medium
of Claim 16, wherein the relationship element includes supersedence

inforntdtion thak fASPRHIE saReRLe BIRIIUMAT SIRTLHE, epiEAn 2 felationship element
insURRESFadNsiRe ifrtigrbsoftataigenatatea2bchhe seffparerufRREaIRt must be

~ medium of Claim 16, wherein the relationship element includes prerequisite
InsipdleH Dedoreriae identified sfruece HRrE 5Jasi ethat must be installed

before the identified software update is installed, bundle information that
identifies a pheabitymftectosdablepoaiestbéOlairat 1ve wistsdedheaektdosshgelement

and supersedence information that identifies at legst one other softwar i
R el R AT RS S A R RS TOMEE Toetner i
Boolean operators into a logical statement, such that the evaluation of the logical statement
determines the suitability of the identified software update for installation on a client

computer.

19.  The computer-readable medium of Claim 16, wherein the relationship element
includes bundle information that identifies a plurality of software updates that must be

installed coextensively.

20.  The computer-readable medium of Claim 19, wherein the plurality of
software updates are joined together with Boolean operators into a logical statement, such
that the evaluation of the logical statement determines the suitability of the bundled software

updates for installation on a client computer.
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23. The computer-readable medium of Claim 16, wherein the file element
includes information identifying the software update's payload for patching
existing files on a client computer. 24. The computer-readable medium of
Claim 16, wherein the file element includes information identifying the
software update's payload for replacing existing files on a client computer.

25. The computer-readable medium of Claim 24, wherein the file element .
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client computer, 26. A computer-implemented method providing update
S%@ﬁ&%@g&t%@'&ﬁ%S?ﬁ‘é(ag&’r\?/@?@update from an update source to a

client computer, the method comprsing: writing an update element to an

updat&Zmetabizaditey utes-gadabdeumégiuety ofl Endifyiris, thieessftuirer eclgpiatiip element

_ " i giti h
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inflirecadidtotizat omdpotidieasar |eeshtenecotheiasofinwareaoiidatevitathis softeveeded by the

idtéoﬁgﬂ%%; S%{@g}g)%@é%element storing relationships the software update has

er- software updates available for installation on the client computer; a
file element storing information describing information relating to the

softwafe updawe'Spapat easallendneéinalcpherlaibrlfy imieiatidherofile element
in%ﬁ%&tiﬂ%m%ﬁm?ﬁﬁﬂ?ﬁﬂm&ﬁh@m%iﬂfﬂﬁé%oﬁﬁbf&'@%‘?'ﬁaf@ﬁiiﬁﬁ@!m%g files on

the identified software update on the client computer; and transmitting the
a gheriteamBthiefata file to the client computer. 27. A computer-implemented
method for obtaining update metadata corresponding to a software update

from an update: seuRfUEI PRI SURRIAINHRI VAT REReIs, wherein the file element
includes information identifying the software update's payload for replacing existing files on

a client computer.

25.  The computer-readable medium of Claim 24, wherein the file element further
includes information identifying the software update's payload for patching existing files on

a client computer and replacing existing files on a client computer.

26. A computer-implemented method providing update metadata corresponding
to a software update from an update source to a client computer, the method comprsing:

writing an update element to an update metadata file, the update uniquely identifying
the software update;

after writing the update element, writing at least one additional element of the

following elements to the update metadata file;
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described with reference to the accompanying Figures. 28. A
computer-implemented method for organizing update metadata
corresponding to a software update for updating a client computer
substantially as herein described with reference to the accompanying
Figures. -32

a property element storing general properties relating the software update
including update handler information identifying an update handler for installing the
identified software update on to the client computer;

a localized property element storing content directed to a computer user
related criteria in interacting with the software update;

a relationship element storing relationships the software update has to other
software updates available for installation on the client computer;

a file element storing information describing information relating to the
software update’s payload; and

a handler element storing information for executing the update handler
identified in a property element for installing the identified software update on the client
computer; and

transmitting the update metadata file to the client computer.

27. A computer-implemented method for obtaining update metadata
corresponding to a software update from an update source computer substantially as herein

described with reference to the accompanying Figures.

28. A computer-implemented method for organizing update metadata

corresponding to a software update for updating a client computer substantially as herein

described with reference to the accompanying Figures.
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