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Pisgiption 

This disclosure relates generally to systems that require user action before providing 

service to the user, such as granting access to a restricted area, transporting the user to a 

destination floor and guiding a user, e.g., through a building. Examples of such systems 

include access control systems, elevator systems and guidance systems. 

Access control systems typically require a user to present to the system something that is 

intended to serve as evidence that the user is authorized to receive access from the 

system. For example, some systems grant access to a user based on a token (e.g., an 

identification card or a key fob) in the user's possession. The token can be an RFID 

(radio-frequency identification) tag or other information-storage device. In other systems, 

access is granted to a user based on information that the user provides to the system, such 

as a password. Some systems require multiple items from a user, for example, both a 

token and a password. 

US20110291798A1 describes a system in which an electronic device, such as a 

smartphone, stores a digitally signed physical access rights file. An individual uses this 

rights file to gain access to a restricted area only after self-authenticating to the device. A 

physical access control system receives the rights file, validates it, and determines 

whether to permit passage through a physical barrier. An access control gateway may 

transmit an authorization code to the electronic device and the physical barrier system, 

whereby passage is only permitted if the barrier system subsequently receives the 

authorization code from the electronic device using near field communications. 

Certain elevator systems, in particular those installed in commercial buildings and having 

several elevator cars that operate in parallel to service individual elevator calls, e.g., in 

hotels or office buildings, require a user to present to the system something that is 

intended to serve as evidence that the user is authorized to use the elevator system. For 

example, in an elevator system having a destination control system, the user presents an 

RFID card to a floor terminal to automatically call an elevator. An identification code 

read from the RFID card is used to determine if the user is authorized to use the elevator 

system and what destination floor is stored for that user. 
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Such access control systems and elevator systems are already automated to a certain 
degree to facilitate usability of the systems. Further improvements as to usability could be 
advantageous, while complying with defined security requirements. This is addressed by 
at least some of the embodiments covered by the claims. 

Briefly, a system that controls access to certain services or areas, or another access code 
issuing entity can be configured to provide an access code or information related to such 
an access code to a portable electronic device of a user. The user then has an access right, 
i.e., an access code, on the portable electronic device, similar to a (physical key). That 
"key" (the access code) is not necessarily tied to the portable electronic device so that the 
access code can be forwarded, e.g., to another portable electronic device. Such 
forwarding, however, may not be desired in all applications, and may be restricted as 
described herein. In one embodiment, the access code may be downloaded via a web link 
contained in an SMS sent to the portable electronic device of the user. As the SMS can be 
forwarded, the access code can be forwarded as well. For example, a host may send such 
an SMS to a visitor, whose general-purpose portable electronic device may not have a 
particular application-specific program module (app). 

When the user intends to use the access code, the user activates the access right, e.g., by 
touching a web link contained in an SMS and displayed on the portable electronic device. 
Via the request using the web link, the system notes that a verification codes has been 
requested. Alternatively, the user may also activate the access right by touching a 
displayed web link contained in an SMS. In response, the system downloads the access 
code, e.g., in form of an optical code (e.g., bar code, QR code or color code) to the 
portable electronic device, which the user then presents at an access terminal. In response 
to such activation, the system sends the verification code to the portable electronic device, 
which is, for example, identified to the system through its device identifier (e.g., SMS, 
email, or telephone number). 

If forwarding of the access right is to be restricted, the user must, for example, use the 
same portable electronic device that received the verification code to obtain access to the 
service or area. Also, if the user needs to perform certain acts in a required sequence, the 
system determines, for example, if the user first activated the access right at a first 
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location and then presents the verification code at a second location. In an airport 
situation, for example, the user must first check any luggage and then proceed to the 
boarding gate. 

For additional security, the user's name or passport number may be displayed when the 
user first uses the access code. Security personnel may then compare the displayed name 
and/or passport number with the user's physical passport document. If there is a match, 
the user can proceed by presenting, e.g., the optical code on the portable electronic device 
to an optical reader. 

More particularly, one aspect of the improved technology described herein involves a 
method of controlling access to a predetermined service or area. An activation signal 
indicative of a user's activation of an access code is received. As a result of receiving the 
activation signal, a verification code is sent to a portable electronic device of the user. 
The verification code is received at an access terminal. Access to the predetermined 
service or area is granted if the verification code is received at the access terminal 
meeting one of several predetermined conditions. 

Another aspect involves a system having a sensor, an access terminal, a wireless 
communication network, a database, and a computer-based control unit coupled to the 
sensor, the access terminal, the wireless communication network, and the database. The 
control unit includes a processor and a computer-readable storage medium, wherein the 
computer-readable storage medium includes instructions that cause the processor to read, 
using the access terminal, an access code from a portable electronic device of a user. As a 
result of reading the access code from the portable electronic device, the instructions 
cause the processor to send a verification code to the portable electronic device, and to 
grant access to the user if the verification code is provided to the access terminal meeting 
one of several predetermined conditions. 

The activation signal may be generated in one of several ways. The activation signal can 
be generated in response to a code request received from the portable electronic device, 
wherein the code request is initiated by the user. The activation signal may further be 
generated in response to the user presenting the access code to the access terminal. The 
access code may be downloaded to the portable electronic device. 
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In one embodiment, a second condition requires that the access terminal receives the 
verification code without having been involved in generating the activation signal. For 
example, the access terminal receives the verification code after another access terminal 
was involved in generating the activation signal in response to the user presenting the 
access code. 

In one embodiment, the access code is represented as an optical code. In one 
embodiment, the verification code may be represented as optical code. Further, the access 
code and the verification code may each be represented as an optical code. Several 
examples of optical codes, including color codes, are described herein. The optical code 
can be displayed on a display of the portable electronic device, and the user can 
conveniently place the portable electronic device close to the system's sensor so that the 
optical code can be sensed. In that way, the user does not have to manually enter the code 

In certain embodiments, communications with the portable electronic device are based on 
the device identifier. For example, the access code is sent to the portable electronic device 
based on the device identifier (e.g., which may be a telephone number). This allows a 
user to receive the access code independent of the user's location. The device identifier 
may include a global identifier for a communications system that is external to an access 
control system. Depending on a particular embodiment, the device identifier includes a 
telephone number associated with the portable electronic device, an address for a push-
notification service, a Bluetooth device address, or an e-mail address for an e-mail 
account that can be accessed through the portable electronic device. These alternatives 
provide flexibility regarding adapting the technology for different applications. 

In one embodiment, the verification code has a limited validity time. The validity time 
may be based on an expected time for providing the verification code to the access 
terminal after receipt by the portable electronic device, or on a security level for an area. 
The automatic expiration of the verification code reduces the likelihood that the 
verification code can be forwarded to another person's portable electronic device, and 
still allow that person to provide the verification code to the access terminal at the access-
restricted area. For example, the validity time can be very short, e. g,, a few seconds, if 
the system expects the user to be already at the access terminal. If the security level is 
relatively low, the validity time may be longer. For example, forwarding the access code 
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may be allowed in connection with a theater performance, but the validity time may set to 
the remaining time until the performance begins. 

In some cases, the portable electronic device is in an unlocked state when the access code 
is read from the portable electronic device at the access terminal. This requires the user to 
first unlock the portable electronic device before the access code can be used. As only a 
legitimate user should be able to unlock the device (e.g., by entering a PIN, or placing a 
finger one fingerprint reader), an implicit authentication and additional security is 
provided against illegitimate use of the access code. 

To determine if the portable electronic device is unlocked may be checked in various 
ways. If a communication between the portable electronic device and the access terminal 
occurs via Bluetooth, a sensor in the access terminal not only verifies the certificate, but 
also if the portable electronic device is unlocked. If an optical code is used, the 
communication can only occur when the screen is unlocked and the optical code is 
visible. 

At least some embodiments of the disclosed methods can be implemented using a 
computer or computer-based device that performs one or more method acts, the computer 
or computer-based device having read instructions for performing the method acts from 
one or more computer-readable storage media. The computer-readable storage media can 
comprise, for example, one or more of optical disks, volatile memory components (such 
as DRAM or SRAM), or nonvolatile memory components (such as hard drives, Flash 
RAM or ROM). The computer-readable storage media do not cover pure transitory 
signals. The methods disclosed herein are not performed solely in the human mind. 

The novel features and method steps characteristic of the improved technology described 
herein are set out in the claims below. The improved technology itself, however, as well 
as other features and advantages thereof, are best understood by reference to the detailed 
description, which follows, when read in conjunction with the accompanying drawings, 
wherein: 

FIG. 1 shows a plan view of an exemplary embodiment of an area using an 
access control system; 
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FIG. 2 shows a block diagram of an exemplary embodiment of an access control 

system; 

FIG. 3 shows a block diagram of an exemplary embodiment of an access control 

method; 

FIG. 4 is a signal diagram of an exemplary exchange of signals between a 

service provider, a user and a 3rd party; 

FIG. 5 shows a block diagram of an exemplary embodiment of a computer; 

FIG. 6 shows a block diagram of an exemplary embodiment of an optical reader; 

FIG. 7 shows an optical code; 

FIG. 8A shows a first exemplary image; 

FIG. 8B shows a second exemplary image; 

FIG. 8C shows a third exemplary image; 

FIG. 9 shows exemplary images; 

FIG. 10 shows exemplary images with respective patterns; 

FIG. 11 shows exemplary combined images; 

FIG. 12A shows portions of optical codes; 

FIG. 12B shows portions of optical codes; 

FIG. 13 shows an exemplary optical code in which the elements are arranged in a 

grid; 

FIG. 14 shows an exemplary embodiment of a method for generating an optical 

code; 

FIG. 15 shows an exemplary embodiment of another method for generating an 

optical code; 

FIG. 16 shows an exemplary embodiment of a method for decoding an optical 

code; and 

FIG. 17 shows an exemplary embodiment of a portable electronic device with an 

optical code. 

FIG. 1 shows a plan view of an exemplary embodiment of an area using an access control 

system. One or more of the disclosed technologies can be used in a setting like that of 

FIG. 1; however, at least some embodiments can also be used in other settings. As used 

herein, an access control system is not limited to merely controlling access to an access-

restricted or secure area; the access control system may also be used to grant access to 

certain services or in conjunction with calling, and granting access to, an elevator. In 
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some embodiments, the functionalities of controlling access and calling an elevator may 

be integrated into a system. 

FIG. 1 shows an area 110 and an area 112. In this case, access to the area 110 is, at least 

some of the time, generally not regulated by an access control system. One possible 

example of the area 110 is a building lobby that is generally accessible to the public from 

an exterior building door. Access to the area 112, on the other hand, is generally regulated 

by an access control system. The area 112 is thus considered a "secure", access-restricted 

area. One possible example is an office area that is intended to be accessible only by 

employees and their guests. In the particular case shown in FIG. 1, the area 112 is divided 

from the area 110 by a set of physical barriers 120, 122 and by a movable barrier 130. In 

other embodiments, physical and movable barriers are not present—instead, one or more 

boundaries between the areas 110,112 are electronically monitored. If a boundary or 

barrier is crossed by an unauthorized party, the access control system does not open a 

door or barrier, or the system initiates a countermeasure (e.g., security personnel are 

notified). 

Although not shown in FIG. 1, the area 112 can lead to other building areas (e.g., rooms, 

staircases, elevators, escalators, storage areas, or other places). In at least some cases, the 

area 110 includes an entrance 140 through which a user 150 can enter or exit the area 

110. FIG. 1 also shows a sensor 160 for detecting a portable electronic device 170 carried 

by the user 150. Although FIG. 1 depicts the sensor 160 as being in the area 110, it can 

also be located elsewhere (e.g., in the area 112) and configured to detect activity in the 

area 110. FIG. 1 also shows an access terminal 180, whose functions will be explained in 

more detail below. Generally, the access terminal 180 is located at or near a boundary 

between the areas 110, 112. 

FIG. 2 shows a block diagram of an exemplary embodiment of an access control system 

200. The system 200 includes a computer-based control unit 210. The control unit 210 

comprises, for example, a processor configured to perform one or more method acts 

described in this application. The processor reads corresponding instructions for the 

method acts from a memory component. 
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The control unit 210 is coupled to a first sensor 220, which can correspond to the sensor 
160 of FIG. 1. The sensor 220 can communicate with a portable electronic device 170. 
The portable electronic device 170 is, for example, a smartphone, a mobile telephone, a 
tablet computer, a smartwatch, or another mobile electronic device. The control unit 210 
is also coupled to a second sensor 240. 

In one embodiment, the sensors 220, 240 detect the presence of and communicate with 
the portable device 170 using a radio-based technology, for example, Bluetooth, 
Bluetooth LE (Bluetooth low energy), Wi-Fi (wireless network), ZigBee, GPRS (General 
Packet Radio Service), or another technology. In another embodiment, the sensors 220, 
240 do not apply such radio-based technology, and may use optical reader technology. 

In some embodiments, one of the sensors 220, 240 may be omitted, for example, the 
second sensor 240 is omitted, and only the first sensor 220 is present, or vice versa. In 
some systems that have both the first and second sensors, both of the sensors 220, 240 
can use the same communication technology (e.g., they both use Bluetooth LE, or optical 
reader technology). 

The control unit 210 is further coupled to an access terminal 250, which can correspond 
to the access terminal 180 of FIG. 1. In some cases, the sensor 240 and the terminal 250 
are integrated into a single unit; in other cases, they are separate components. In 
particular embodiments, the terminal 250 is a PORT terminal device from the Schindler 
Group of Switzerland. The control unit 210 is also coupled to a wireless communication 
network 260 that can communicate with the portable electronic device 170. The wireless 
communication network 260 comprises, for example: a long-range cellular 
communication network (e.g., 1G, 2G, 3G, 4G, or another type); a Wi-Fi network; a 
Bluetooth network; or another type of wireless network. The control unit 210 
communicates with the various components of the system 200 through a network 270 
(e.g., the internet, a local area network, or another type of network). 

In further embodiments, the control unit 210 is also coupled to one or more security 
system components 280. Such components can include, for example, alarms, cameras, 
sensors, locks, barriers (e.g., the movable barrier 130), or other components. 
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In additional embodiments, the control unit 210 is also coupled to an elevator control 

system 290, The elevator control system 290 can use information provided by the control 

unit 210 to operate an elevator system. For example, the elevator control system 290 can 

use such information to enable placing elevator calls (e.g., in a hotel, only a hotel guest 

may place a call), and to place elevator calls, Including destination calls. 

FIG. 3 shows a block diagram of an exemplary embodiment of an access control method 

300. The method 300 is for controlling access to a predetermined service (e.g., guidance 

within a building, or transportation (elevator service)) or area, such as the area 112 of 

FIG. 1. Although the method 300 Is described here In the context of the system 200 of 

FIG. 2, the method 300 can also be used with other system embodiments. In an 

exemplary scenario described with reference to FIG. 3, information related to an access 

code has been sent to the portable electronic device 170. The Information is sent through 

a wireless communication network, such as the network 260 of FIG. 2, for example in 

form of an SMS to the portable electronic device 170. The SMS includes In one 

embodiment a web link the user is required to touch on the portable device 170 to activate 

the access code. At this stage, the user is in possession of an access right. 

When the user intends to use the access right, the user touches a web link that is displayed 

on the portable device 170 and contained in an SMS. The system notes that the link has 

been used and interprets this as a request for a verification code. In a method act 310 the 

system then receives an activation signal indicative of the user's activation of the access 

code. 

Alternatively, the request for a verification code may be triggered in a different way: The 

user may activate the access code by touching a web link contained in an SMS. In 

response to using the web link, the system downloads the access code, e.g., in form of an 

optical code (e.g., bar code, QR code or color code) to the portable electronic device 170. 

When the user then presents the portable electronic device 170 with the displayed optical 

code at an access terminal, the system interprets this as a request for a verification code 

and receives In the method act 310 the activation signal. 

In a method act 320, as a result of receiving the activation signal, the system sends a 

verification code to the portable electronic device 170 of the user 150. In one 
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embodiment, the verification code or information related to the verification code can be 

sent to the portable electronic device 170 in the same way the information related to the 

access code has been sent, e.g., via an SMS or email. The SMS or email may include a 

web link for downloading the verification code as an optical code. 

Certain applications may require that only a known and authorized user may access the 

area 112, but not a person that - in whatever way, legal or illegal - obtained the access 

code). In the method act 320, the system requests an authentication to ensure that access 

is granted only to the known and authorized user that originally requested access to the 

area 112, for example, by ordering the access code. In response, the system retrieves from 

the database 212 a predetermined verification code or generates a new verification code. 

Proceeding to a method act 330, the system receives the verification code at an access 

terminal 180. In certain embodiments, the user may enter the verification code at the 

access terminal, e.g., by keying in a PIN, or the sensor in or near the terminal (e.g., the 

second sensor 240) senses the verification code, e.g., in form of an optical code, from the 

portable electronic device 170 when presented to the sensor. 

In a method act 350, the system grants access to the predetermined service or area if the 

verification code is received at the access terminal 180 meeting one of several 

predetermined conditions. 

In one embodiment, a first condition requires that the access terminal 180 receives the 

verification code within a limited validity time. The verification code may be valid for 

only limited amount of time. The validity time is in one embodiment based on an 

expected time for providing the verification code to the access terminal after receipt by 

the portable electronic device 170. If the user is already at the access terminal, the user 

can provide the verification code essentially immediately upon receipt and the validity 

time can be very short, e. g., a few seconds. In an embodiment with a lower security level, 

the validity time may be longer, e. g., a few minutes (e. g., 1 minute, 2 minutes, 5 

minutes, 10 minutes), which is selected to be as short as possible. 

In another embodiment, a second condition requires that the access terminal 180 receives 

the verification code without having been involved in generating the activation signal. 
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That is, during an instant access procedure, the access terminal 180 was not previously 
involved, for example, it did not read information from portable electronic device 170. 
This may be the case if the access terminal 180 receives the verification code after 
another access terminal was involved in generating the activation signal in response to the 
user 150 presenting the access code. 

The access code or information related to the access code (such as a web link) can be sent 
to the portable electronic device 170 in form of a text message (SMS), a push notification, 
an e-mail message, or a message sent using another messaging technology. 

If in one embodiment an access control program is running on the device 170, the access 
code is stored by that access control program. In some cases, a message notification is 
generated by the program to tell the user that the device 170 has received the access code, 
or that the user can authenticate to or "unlock" the device (the concept of unlocking a 
device is explained below). The program can ran as part of an operating system for the 
device 170, or as a separate application (e.g., a mobile telephone "app"). 

In some embodiments, the portable electronic device 170 is also in a locked state when 
the system sends the access code to the device 170, When the user presents the device 
170 to the terminal and the system reads the access code in the method act 310, the device 
170 is in an "unlocked" state. In this application and in the claims, the device 170 is 
"locked" in the sense that at least some functionality of the device 170 or some 
information stored in the device 170 is unavailable unless the user "unlocks" the device 
170 by authenticating to the device 170. For example, with some smartphones a user must 
type in a PIN or input other information into the phone to access programs or data stored 
on the phone. Other devices can be unlocked using biometric data (e.g., a fingerprint), a 
gesture on a touch-sensitive area, or a combination of input types. In particular 
embodiments, the terminal can determine that the mobile electronic device is in an 
unlocked state based on information received from an app running on the device 170. For 
example, the app can indicate that the user is currently using the app. In further 
embodiments, whether the device 170 is locked or unlocked is irrelevant to the operation 
of the technology. 

In particular embodiments, the access code is generated by a web server. The web server 
sends the access code to the database, the control unit, and the portable electronic device 
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170. In further embodiments, the access code is generated by the database, which then 

sends the access code to the control unit and to the portable electronic device 170. The 

access code can also be generated by the control unit. The verification code can be 

generated accordingly. 

In any of the disclosed embodiments, the validity of the access code can be limited to a 

certain amount of time after the code is sent to the portable electronic device 170 (e.g., 1 

minute, 2 minutes, 5 minutes, 10 minutes), limited to a certain time period (e.g., 

Wednesday between 9 AM and 10 AM), or to a certain number of uses (e.g., the access 

code can be used only once, twice, five time, ten times, or another number of times). As 

mentioned above, the verification code is preferably limited to a certain amount of time 

because the user is already at the access terminal and can enter the access code essentially 

without a delay. In such a situation, the verification takes places while the user is at the 

access terminal expecting to access the area. 

FIG. 4 is an illustration of a particular embodiment relating to a situation in which a user 

receives a personal, non-transferable invitation for an event at a specified location. A 

service provider and a 3rd party are additional entities in this scenario. The various acts of 

these entities are shown as a function of time (t). In response to the user's acceptance of 

the invitation, the service provider sends at a time tl an electronic ticket (i.e., an access 

right) via SMS (or email) to the user's portable device identified when ordering or 

accepting the ticket. The access code and e.g., the telephone number of the portable 

device are therefore associated in a database, e. g., the database 212. The user receives the 

electronic ticket at a time t2 by means of the portable device. At a time t3, the user 

decides to forward the ticket to the 3rd party, e. g., due to a scheduling conflict. The 3rd 

party's portable device receives the ticket at a time 14. At a time t5, the 3rd party decides 

to use the ticket and presents it at a time t5 at the access terminal at the event location. As 

a result of presenting the ticket, an activation signal is generated. 

As described above, the system responds to the sensing of the ticket (presented by the 3rd 

party) by requesting an authentication. The system sends at the time t6 a verification code 

to the portable device of the user, i.e., the original and intended invitee. The verification 

code may be viewed as a confirmed or second ticket. The 3rd party waiting at the event 

location, however, does not receive the verification code; in FIG. 4, this is indicated 
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through a broken arrow to the time line of the 3 rd party. Unless the original invitee is able 
to forward the verification code to the 3rd party within the time the verification code is 
valid, the system denies access to the 3rd party. If the time is set for essentially immediate 
code input, the 3rd party will not be able to receive the verification code in time, and 
access is denied to the 3rd party. This ensures that access is granted only to the original 
invitee. 

In that way, the technology also protects against fraud. In case the 3rd party obtained the 
access code illegally, e.g., by intercepting communications of the user, the access code is 
useless unless the 3rd party is also able to obtain the verification code while at the access 
terminal at the event location. Further, even if the 3rd party were in possession of the 
portable electronic device (with the access code and the verification code), the 3 rd party 
must in certain embodiments be able to unlock the device to gain access to the event 
location. 

The several embodiments of the technology described above illustrate a concept that 
requires a first act (e.g., generating of an activation signal) to be performed before a 
second act (e.g., granting access upon receiving the verification code) can be performed. 
That concept can be applied to settings other than access control. For example, in an 
airport application, a passenger may first have to check any luggage before the access 
system grants the user access to the boarding area. For example, upon arrival at the 
airport, the passenger proceeds to the check-in area of an airline that issued the 
passenger's electronic ticket (i.e., the access code). 

There, at the luggage drop-off section or at the check-in counter, combined with luggage 
drop-off, the passenger presents the portable electronic device with the displayed 
electronic ticket to a reader. In response, the system sends a verification code to the same 
portable electronic device that received the (original) electronic ticket. If the passenger 
does not have to check any luggage, the passenger needs to confirm that, either by 
presenting the electronic ticket on the portable electronic device to a reader in the check-
in area or by sending a corresponding message to the ticket-issuing system. In both cases, 
the verification code is sent to the portable electronic device. At the time the passenger is 
at an entrance of the boarding area, the passenger presents the updated electronic ticket to 
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a reader at the entrance. If the system verifies the updated electronic ticket, the system 

grants the passenger access to the boarding area. 

Referring in a further embodiment again to an application in connection with an airport, 

the user (passenger) may be required to not only show an access code but also other travel 

documents, such a passport, to check and verify the user's identity. For that purpose, the 

user's name or passport number may be displayed on the portable electronic device when 

the user first uses the access code. Security personnel may thee compare the displayed 

name and/or passport number with the user's physical passport document. If there is a 

match, the user can proceed by presenting, e.g., the optical code displayed on the portable 

electronic device to an optical reader at an access terminal. 

FIG. 5 shows a block diagram of an exemplary embodiment of a computer 800 (e.g., part 

of an access control system control unit, part of a portable electronic device 170, part of 

an access terminal, part of an elevator control unit, part of a database, part of a wireless 

communication network) that can be used with one or more technologies disclosed 

herein. The computer 800 comprises one or more processors 810. The processor 810 is 

coupled to a memory 820, which comprises one or more computer-readable storage 

media storing software instructions 830. When executed by the processor 810, the 

software instructions 830 cause the processor 810 to perform one or more of the method 

acts disclosed herein. Further embodiments of the computer 800 can comprise one or 

more additional components. The computer 800 can be connected to one or more other 

computers or electronic devices through an input/output component (not shown). In at 

least some embodiments, the computer 800 can connect to other computers or electronic 

devices through a network 840. In particular embodiments, the computer 800 works with 

one or more other computers, which are located locally, remotely, or both. One or more 

of the disclosed methods can thus be performed using a distributed computing system. 

At least some of the disclosed embodiments can provide more convenient and user-

friendly access control. For example, to access a secure area, a user does not need to carry 

a token besides the portable electronic device 170, which can be something that the user 

keeps with him or her for additional purposes, such as a smartphone. Also, during 

operation of the system in some embodiments the user does not need to manually input or 

even know the access code. 
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At least some of the disclosed embodiments can provide increased security compared to 

single-factor-authentication methods where, for example, only a token or only a password 

is required. Embodiments requiring a user to be in possession of a portable electronic 

device 170, to be able to unlock the device 170 and to be able to enter a verification code 

can serve as an improved multiple-factor-authentication methods. 

Particular disclosed embodiments can provide increased security by using different types 

of first and second communications channels. Any combination of technologies can be 

used for the communications channels. For example, the first communication between an 

access terminal and the portable electronic device may occur via a Bluetooth or Bluetooth 

LE connection, while the access code is sent to the device 170 using a telephone 

connection (e.g., as a text message). If the Bluetooth or Bluetooth LE device address has 

been faked by a third party (e.g., to make it appear that the third party's device is the 

user's device), the access system will still send the access code to the user's device 

through the second communication channel. The user's device will receive the access 

code, even though the user's device was not near a sensor of the access control system. 

Similarly, the user's device will receive the verification code when the access code is 

sensed at an access terminal. The user can then recognize that the third party is attempting 

to emulate the user's device. 

FIG. 6 shows a block diagram of an exemplary embodiment of an optical reader 910 as it 

may be installed in the access terminal of FIG 1 and coupled to the computer 800 of FIG. 

6. The reader 910 comprises an image sensor 920 coupled to a reader control unit 930. 

The image sensor 920 comprises, for example, a CCD (charge-coupled device) sensor, a 

CMOS (complementary metal-oxide semiconductor) sensor, or another type of optical 

sensor. In some cases, the image sensor 920 can focus on an image; in other cases, the 

image sensor 920 is not equipped to focus on an image. The image sensor 920 can have a 

lens, or it can function without a lens. The reader control unit 930 is a computer-based 

device comprising a processor that is programmed to perform one or more of the method 

acts disclosed in this application. The processor can be coupled to a memory that stores 

corresponding instructions for the processor. The reader 910 senses ("reads") an image 

940. The image 940 appears on a display of a portable electronic device (not shown), or 

on another surface (e.g., a piece of paper). 
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Optical codes used by the embodiments described in this application are one- or two-

dimensional images. At least some of the example optical codes depicted in the 

application are generally square in shape, but other optical codes can have other shapes 

(e.g., rectangular, round, oval, triangular, or another shape). Information encoded in an 

optical code can include, for example, a number, a letter, a combination of letters and 

numbers, or any other type of information. 

Information encoded in the optical codes described in this application can be extracted 

from the code even if a portion of the code is not visible to the optical reader. This is 

possible because the encoded information is represented in multiple regions of the code. 

Specifically, particular features that represent the encoded information are repeated in 

multiple areas of the code. (Examples of such features are described elsewhere in the 

application.) 

FIG. 7 shows an optical code 1000 having an area 1010. (For clarity, detailed features of 

the code 1000 are not shown in FIG. 7.) In this example, a so-called encoding region 

1012 contains sufficient features to represent the encoded information. The encoding 

regions 1014, 1016, 1018, and 1020 also each contain sufficient features to represent the 

encoded information. As seen in this example, encoding regions can have various sizes 

and positions. Two encoding regions can also partially overlap, such as the regions 1018, 

1020. The region 1022 is an example of an encoding region that contains one or more 

other encoding regions. The information contained in any one of the regions 1012, 1014, 

1016, 1018, 1020, 1022 is sufficient to allow the optical reader to decode the information 

encoded in the optical code 1000, even if one or more other portions of the code are not 

visible to the reader. A portion of the code may not be visible because, for example: the 

code is partially obscured by an object (e.g., a user's finger is on part of the display that is 

showing the code); the optical code is so close to the image sensor of the optical reader 

that some of the code is outside of the sensor's field of view; the image sensor is dirty or 

damaged; the display on which the code appears is dirty or damaged; or for another 

reason. 

Generally, the larger the number of encoding regions in a code, the more likely that the 

code will be read successfully. Although the encoding regions shown in FIG. 7 are all 

circular, encoding regions can also have other shapes (e.g., rectangular, round, oval, 
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triangular, or another shape). Although the regions shown in FIG. 7 are each single, 

adjacent areas, in further embodiments an encoding region can comprise two or more 

non-adjacent areas. Each of the non-adjacent areas may or may not by itself contain 

sufficient features to represent the encoded information, but together they do contain 

sufficient features. 

In at least some embodiments, the number and arrangement of the encoding regions of an 

optical code are selected according to a known or expected sensing area of an optical 

reader. The term "sensing area" refers to the area of the optical code that is captured by 

the optical reader. In different embodiments, the sensing area can have various shapes 

(e.g., rectangular, round, oval, triangular, or another shape). The "minimal sensing area" 

is the smallest area of the optical code that an optical reader can capture and still have 

enough sufficient features to decode the encoded information. In other words, the 

minimal sensing area needs to contain an encoding region of the optical code. Thus, the 

encoding regions of an optical code can be arranged such that, regardless of which 

portion of the optical code is read by the optical reader, as long as the portion is at least as 

large as the minimal sensing area, the reader can decode the encoded information from 

the optical code at any position within the code. Of course, in many cases an optical 

reader might capture as large of a portion of the code as possible, and so the actual 

sensing area can be larger than the minimal sensing area. A sensing area or a minimal 

sensing area can comprise a single, adjacent area, or it can comprise two or more non-

adjacent areas. 

When generating an optical code, it can be assumed that the minimal sensing area may 

not allow for a desired ease of decoding. For example, a minimal sensing area may 

provide enough information for decoding a code, but at a slower-than-desired rate, or at a 

higher-than-desired computational cost. For these reasons, a sensing area somewhat 

larger than the minimal sensing area can be used (e.g., an area that is larger by 1%, 5%, 

10%, 15%, 20%, or by another amount). Using this larger sensing area can make 

decoding the code easier. 

An optical code can be generated using one or more images. In some embodiments, the 

optical code is based on a single image. In further embodiments, the optical code is based 

on a combination of two or more images. 
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FIG, 8A shows an exemplary image 1110, which consists of multiple shapes 1112, 1114, 

1116, 1118, 1120, 1122, Although it is not apparent from the line drawing, these shapes 

are each filled with the same solid color. FIG. 8B shows another exemplary image, which 

consists of multiple shapes like those in the image 1110. However, in this case, the 

surfaces are filled with a pattern, instead of with a solid color. FIG. 8C shows another 

exemplary image 1150, which consists of multiple shapes like those in the image 1110. 

However, in this case, the surfaces are filled with additional shapes, namely small 

triangles and small circles. In further embodiments, gradients can be used in an image, 

including shapes that are formed from gradients and thus appear to lack clearly defined 

borders. 

The rectangle 1132 in FIG. 8B represents a minimal sensing area for an optical reader 

that is reading the image 1130. In this case, the portion of the image 1130 within the 

rectangle 1132 is filled by both patterned shapes of the image 1130 and by a background 

1136. The presence of the shapes and of the background indicates the particular data that 

is encoded in the image. The rectangle 1134 represents another minimal sensing area for 

the image 1130. Also in this case, the portion of the image 1130 within the rectangle 1134 

is filled by both patterned shapes and by the background 1136. A sensing area larger than 

the minimal sensing areas 1132, 1134 would likewise cover portions of both the 

background and the patterned shapes. In the case of FIG. 8B, the background 1136 can 

be, for example, a solid color or another pattern. 

In various embodiments, the background of an image is not used to encode data, but to 

help calibrate the image sensor of the optical reader. The background can also serve as a 

decoration. 

Turning to FIG. 8C, the rectangles 1152, 1154 each represent minimal sensing areas for 

an optical reader that is reading the image 1150. In this particular image, the relevant 

feature is the ratio of the number of small triangles to the number of small circles within a 

predefined area. In each of the areas 1152, 1154, the ratio of small circles to small 

triangles is 1:1. The optical reader can recognize this ratio and use it to identify the image 

1150 (i.e., to distinguish the image 1150 from at least one other image). A sensing area 

larger than the minimal sensing areas 1152, 1154 would likewise cover a portion of the 
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image 1150 In which the ratio of small circles to small triangles is 1:1, since this feature 

is generally consistent over the whole of the image 1150. 

In some embodiments, an optical code is formed by combining one or more images. FIG. 

9 shows exemplary images 1210, 1220, 1230, 1240, each of which comprises a group of 

shapes, such as the shape 1212 in image 1210. The images 1210, 1220, 1230, 1240 differ 

from each other in that their shapes are filled with different patterns. FIG. 10 shows 

exemplary images 1310, 1320, 1330, 1340, each of which is filled with a respective 

pattern. FIG. 11 shows how selected images of FIGS. 9 and 10 could be combined with 

each other to create optical codes. For example, the image 1410 is a combination of the 

images 1210 and 1310; the image 1420 is a combination of the images 1240 and 1320; 

the image 1430 is a combination of the images 1230 and 1330; and the image 1440 is a 

combination of the images 1230 and 1340. Each of the images in FIG. 11 can be used to 

represent a particular value. For example, the image 1410 can indicate a "0", the image 

1420 can indicate a "1", the image 1430 can indicate a "3", and the image 1440 can 

indicate a "4". Additional combinations based on the images of FIGS. 12 and 13 can also 

be used and assigned respective values. 

In some embodiments, the images of FIG. 9 could be combined with a solid-colored 

background instead of with patterned backgrounds, like those of FIG. 10. 

In further embodiments, elements of an optical code are arranged in a grid of spaces. The 

spaces in the grid can be square in shape, or they can have another shape. The spaces can 

have a border around the contents of the space (e.g., a black line, or a line of another 

color), or the spaces may have no border around their contents. Each element that is 

arranged in a space of the grid has a visible feature that allows the optical reader to 

distinguish it from another possible element (which may or may not actually be present in 

the grid). Possible features can include, for example: colors, patterns, shapes, gradients, 

letters, numbers, or other properties. 

FIG. 12A shows an upper left-hand portion of an exemplary optical code 1510. The code 

1510 comprises elements arranged in a grid, such as elements 1512, 1514, 1516. The 

elements 1512, 1514, 1516 are squares, each having a different fill pattern. The remaining 

square elements of the grid each have one of these fill patterns, such that the elements 
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1512, 1514, 1516 are repeated in sequence over the optical code 1510. The particular 
patterns used, the relative proportions in which elements with those patterns appear in the 
code 1510, or both, indicate the particular information encoded in the code 1510. 

FIG. 12B shows an upper left-hand portion of an exemplary optical code 1520. The code 
1520 also comprises elements arranged in a grid, such as elements 1522, 1524, 1526. 
These elements are squares, but they are filled with various shapes: the element 1522 
contains a triangle, the element 1524 contains a circle, and the element 1526 contains a 
star. The remaining square elements of the grid each contain one of these shapes, such 
that the elements 1522, 1524, 1526 are repeated in sequence over the surface of the 
optical code 1520. The particular shapes used, the relative proportions in which elements 
with those shapes appear in the code 1520, or both, indicate the particular information 
encoded in the code 1520. 

FIG. 13 shows an exemplary optical code 1600 in which the elements (color-filled 
squares) are arranged in a grid. Each of the elements in the grid is a red, green, or blue 
square. (In the line drawing of FIG. 13, each of the colors is represented by a different 
pattern, as indicated in the figure.) In one embodiment, the elements are approximately 
0.2 - 0.3 cm square; other element sizes can also be used. Although the example of FIG. 
13 uses three different colors of squares, additional embodiments can use any number of 
colors (e.g., two colors, four colors, five colors, six colors, or another number of colors), 
any number of fill patterns, or both. Generally, using a smaller number of colors or 
patterns means that the colors or patterns can be more distinct from each other, and thus 
more easily distinguished by the optical reader. However, using a larger number of colors 
or patterns increases the amount of information that can be encoded in an optical code. 

The rectangle 1610 represents a minimal sensing area for the code 1600. In this case, the 
rectangle 1610 has a size of approximately one element by three elements. This area is 
large enough to determine the ratio of the red, green, and blue squares in the code 1600. 
Of course, larger sensing areas could also be used. For example, a sensing area that is 
three elements by three elements could be used. Depending on the embodiment, the ratio 
can be determined based on the number of squares, or based on the surface area occupied 
by the squares. 
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In some cases, the size of a minimum sensing area is at least partly a function of how 

many different types of elements are available (e.g., in this example, how many different 

colors of squares). For example, if the code 1600 could be constructed of squares of five 

different colors or ten different colors, then the rectangle 1610 would be too small to 

determine the ratio of all five colors or all ten colors. Generally, while the concept of 

minimal sensing area can be useful in understanding the disclosed technologies, the 

optical reader does not need to know or use a minimal sensing area of a particular optical 

code when decoding the code. In particular embodiments, the optical reader is 

programmed to recognize one or more features of an optical code and, based on the 

recognized features and their sizes, determine the size of the image. The reader can then 

scale the image, if needed. Based on the size of the image, the reader can also determine 

the minimal sensing area for the optical code. 

The code 1600 can be used with an embodiment in which the ratio of a set of colors 

determines the value encoded in the code. Table 1 below gives an example encoding 

scheme. In the table, "R" stands for red, "G" stands for green, and "B" stands for blue. 

Encoded Value Ratio (R:G:B) 

0 1:1:1 

1 2:1:0 

2 3:0:0 

3 1:0:2 

4 0:0:3 

5 1:2:0 

Table 1 

Applying the encoding scheme of Table 1 to the example of code 1600, the code 1600 

contains an R:G:B ratio of 1:1:1. Thus, the code 1600 is interpreted as encoding a value 

of 0. 

In particular embodiments, depending on factors such as the size of the grid, the number 

of colors used for the grid elements, and the pattern used in arranging the elements in the 

grid, the optical code could appear to be composed of vertical or horizontal colored bars 

instead of individual square elements. 
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In further variations of the embodiment of FIG. 13, the grid spaces are occupied by 

colored shapes other than colored squares. For example, rectangles, circles, ovals, 

triangles, crosses, rhombuses, trigrams, or other shapes can be used. 

The examples of FIGS. 12A, 12B, and 13 describe embodiments in which elements (e.g., 

shapes, pattern-filled squares, color-filled squares) are repeated in a given order with a 

grid. In further embodiments, the elements in the grid are not repeated in any particular 

order. For example, the elements can be arranged in the grid in a random order, or in a 

pseudo-random order. However, in at least some cases, the minimal sensing area for an 

image can be smaller if the elements are repeated in a given order, since this can help 

ensure that the elements are distributed more evenly throughout the optical code. 

The examples of FIGS. 12A, 12B, and 13 also describe embodiments in which a given set 

of elements is repeated along rows or along columns within the grid. For example, FIG. 

13 shows a pattern of "red square, green square, blue square" repeated along each row of 

the grid. In further embodiments two or more sets of elements are repeated orthogonally 

to each other in a grid. In one example, a grid of colored squares contains a first set of 

elements, "red square, green square, blue square", and a second set of elements, "black 

circle, yellow star, green square gradient". The first and second sets are repeated over the 

grid, the first and second sets being arranged orthogonally to each other. 

FIG. 14 shows an exemplary embodiment of a method 1700 for generating an optical 

code. The method 1700 is performed by a computer and can be used generally to generate 

any of the optical code embodiments discussed herein. In a method act 1710, the 

computer receives data for encoding in an optical code. The data comprises, for example, 

a number, a letter, a word, or another piece of information. In a method act 1720, the 

computer generates an image with multiple encoding regions, each of the regions 

containing a respective representation of the data. In other words, the data is encoded in 

each of the encoding regions so that, as discussed above, the data can be decoded using 

any one of the regions. In some cases, the optical code is sent to a user in a method act 

1730. The user can then present the code to a code reader. 

FIG. 15 shows an exemplary embodiment of another method 1800 for generating an 

optical code. Like the method 1700, the method 1800 is performed by a computer and can 
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be used to generate any of the optical code embodiments discussed herein, In a method 

act 1810, the computer receives data for encoding in an optical code. The data comprises, 

for example, a number, a letter, a word, or another piece of information. 

In a method act 1820, the computer selects an image from a set of encoding images. The 

encoding images are images that can be used to represent the data. For example, the 

image of FIG. 13, and the other images that are described in connection with the example 

of FIG. 13, can form a set of encoding images from which an image can be selected. The 

images from FIGS. 8A-8C can also form such a set. In some cases, the selected image 

contains at least two elements that represent a ratio indicating the encoded data. For 

example, the optical code 1150 of FIG. 8C contains small triangles and small circles, 

which represent a ratio. As another example, in FIG. 13, the red, green, and blue squares 

represent a ratio. In other cases, the presence of particular elements (e.g., elements of a 

certain color or pattern) indicates the encoded data. In some embodiments, the image 

selected in the method act 1820 forms the optical code. 

In some embodiments, after an image is selected, an additional image is selected from a 

set of encoding images in a method act 1830. The selected images are combined in a 

method act 1840 to form the optical code. The images of FIGS. 9 and 10 are examples of 

sets of images from which the two images could be selected. FIG. 11 shows examples of 

combined images created from the images of FIGS. 9 and 10. 

Whether an optical code is generated based on combined images or on a single image 

depends on the particular embodiment. In many cases, similar or identical optical codes 

can be generated using single or combined images. For example, the image of FIG. 13 

could be generated by combining three images, each comprising sets of squares for a 

respective color. As another example, the images of FIG. 11 could also each be stored as 

single images, so that they need not be generated from two separate images when used. 

Returning to FIG. 15, in some cases, the optical code is sent to a user in a method act 

1850. The user can then present the code to a code reader. 

FIG. 16 shows an exemplary embodiment of a method 1900 for decoding an optical code. 

In a method act 1910, an optical reader obtains an image using an image sensor. Usually, 
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the image is at least a portion of a picture shown on the display of a portable electronic 
device. However, in some embodiments, the picture is on a piece of paper or other non­
electronic surface. The picture comprises an embodiment of any of the optical codes 
disclosed herein. As such, the resulting image contains at least one encoding region, and 
possibly multiple encoding regions. A given encoding region can be comprised of 
multiple, non-adjacent, smaller areas. In some embodiments, each of the encoding regions 
contains at least first and second elements, the ratio between the elements representing a 
common, encoded data value. In other cases, the presence of particular elements (e.g., 
elements of a certain color or pattern) indicates the encoded data. 

In a method act 1920, the optical reader identifies the first and second elements in the 
image. This can be done using any computer-vision algorithm, for example, algorithms 
from a computer-vision library such as OpenCY. 

In some embodiments, the reader identifies the largest area or areas of each color in the 
image, possibly using a function from a computer-vision library. This technique can be 
used with, for example, the multi-colored grid of FIG. 13. Once the area of each color is 
determined, then a ratio of the areas of each color is determined. Based on the ratio, an 
encoded value is determined (e.g., using a lookup table). An example of pseudocode for 
such an embodiment (using colors) appears below: 

a = find_area (color = red) 
b = findarea (color = green) 
c = find_area (color = blue) 
r = evaluate ratio (a, b, c) 
encoded_value = decode (r) 

Another example of pseudocode for such an embodiment (using shapes) appears below: 
Num_shape_l = count (fmdshape (cross)) 
Num_shape_2 = count (findshape (square)) 
r = evaluatejratio (Num_shape_l, Num_shape_2) 
encoded_value = decode (r) 
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In further embodiments, the reader identifies particular patterns or shapes in the optical 

code. Based on which patterns or shapes are present in the code, the reader determines an 

encoded value. An example of pseudocode for such an embodiment (using patterns) 

appears below: 

a = find pattern (dots) 

b = find ^pattern (lines) 

c = findjpattern (crosshatch) 

encodedjvaiue = decode (istrue (a), istrue (b), istrue (c)) 

In embodiments that use a ratio between image elements, in a method act 1930 the ratio 

of the first and second elements of the image is determined. The ratio can be based on (1) 

the respective numbers of the first and second elements, or it can be based on (2) the sizes 

of the respective surface areas occupied by those elements in the image, or it can be based 

on a mixture of (1) and (2). In embodiments that do not use a ratio, this method act is 

omitted. 

In a method act 1940, the optical reader determines the encoded data value based on the 

determined ratio or the determined elements. This can be done using, for example, a data 

structure that indicates which data values correspond to which ratios or to which pairs of 

elements. An example of this is Table 1, above. In some embodiments, the determined 

data value is passed on to another component or system, such as an access control system. 

Although the method acts of the method 1900 are described as being performed by the 

optical reader, at least some of the method acts can be performed by a computer-based 

control unit, instead. 

FIG. 17 shows an exemplary embodiment of a portable electronic device 2000, which 

comprises a display 2010. In this embodiment, the optical code 2020 is shown on the 

display 2010 surrounded by a frame 2030. The frame 2030 helps show the boundaries of 

the code 2020 so that the optical reader is less likely to interpret objects outside of the 

code 2020 as being part of the code. In FIG. 17, the frame 2030 is a thick, black line, but 

in various embodiments, the frame 2030 can have other forms and colors. 
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In particular embodiments, the optical reader reads a series of multiple optical codes. The 

reader can view these codes on the display of, for example, a smartphone or other device, 

or on a non-electronic surface, such as a piece of paper. The codes are shown one after 

another, similar to the format of a motion picture or a slide show. The codes can be 

shown in a loop to allow the reader multiple opportunities to recognize them. Using 

multiple codes can increase the amount of information that the optical reader reads from 

the device. In some embodiments, one of the optical codes serves as parity information 

(e.g., as a parity bit, or as a parity image). In additional embodiments, one of the codes 

indicates the start of the series of codes. 

In some cases, when the portable electronic device displays a sequence of optical codes, 

readability of the individual codes can be improved by displaying a "neutral" frame 

between each code. The neutral frame is an image that primarily serves to indicate a 

transition between optical codes. For example, the neutral frame can be a solid-color 

frame, such as black, gray, white, or another color. Additionally, the codes can be shown 

at a higher speed than a frame rate of the optical reader. For example, the codes can be 

shown at about twice the frame rate of the optical reader (e.g., the reader has a frame rate 

of about 30 fps, and the images are shown at about 60 fps). This can avoid problems that 

arise when the display of the electronic device and the image sensor of the optical reader 

are not synchronized. 

A portable electronic device can display an optical code using various software programs, 

for example: a web browser; a media viewer (e.g., for graphics, for films, or both); a 

dedicated application; or another program. 

In at least some of the disclosed embodiments, the features of an optical code are large 

enough to be discerned by the human eye. 

In any of the disclosed embodiments, a fill pattern can include numbers, letters, or other 

characters. In further embodiments, an image for forming an optical code comprises one 

or more bars (straight bars, wavy bars, gradient bars) that extend across at least part of the 
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Generally, the disclosed embodiments allow an optical reader to read information from an 
optical code, even if a portion of the code is unreadable or unavailable. Thus, the 
robustness of the optical reader is improved. 

At least some of the disclosed embodiments provide optical codes that can be read more 
quickly than other optical codes (e.g., QR codes). Also, any of the disclosed optical codes 
can be read when a portion of the code is not visible to the optical reader. 

Generally, the disclosed embodiments allow an optical code to be read while the code is 
moving relative to the optical reader, which makes the code-reading process more robust. 
For example, the code can be read while it is moving towards or away from the reader. As 
another example, the code can be read while it is being rotated relative to the reader, or 
while being held at an angle relative to the reader. These aspects can improve readability 
in situations where a user does not hold the optical code still during reading (e.g., if the 
user is physically unable to do so because of age or handicap). 

Further embodiments do not require an image sensor to be focused on the surface that is 
displaying the optical code. Thus, the image sensor does not need to be able to perform 
focusing. If the sensor can perform focusing, then the sensor will still be able to 
adequately read the code before focusing occurs. This can allow the code to be read more 
quickly, especially if the surface that is displaying the code is moving during reading. 

The disclosed embodiments can generally be used with any optical code application. One 
example application is access control. In that example application, a guest can receive an 
optical code from a host, the optical code having been sent at the request of the host. In 
some cases, a fee is charged for the request. The guest's smartphone can receive the 
optical code, possibly over a wireless network. The optical code can comprise a single 
image or a time-varying sequence of multiple images (e.g., a film). When the guest 
approaches the security gate at the host's building, the guest uses the smartphone to 
display the optical code, and the guest presents the smartphone to an optical reader. The 
reader reads the code from the phone and transmits the code to an access control system. 
In response, the access control system transmits a verification code, for example, also in 
the form of an optical code, to the smartphone. The guest then has to present the 
smartphone, which now displays the verification code, again to the optical reader. If that 
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occurs while the verification code is valid, the access control system allows the guest to 
enter the building. 

Although certain data are described herein as being stored in a table or in another data 
structure, generally such data can be stored in any suitable type of data structure; a 
structure storing the data can be generated using an algorithm. 

Although some embodiments of the various methods disclosed herein are described as 
comprising a certain number of method acts, farther embodiments of a given method can 
comprise more or fewer method acts than are explicitly disclosed herein. In additional 
embodiments, method acts are performed in an order other than as disclosed herein. In 
some cases, two or more method acts can be combined into one method act. In some 
cases, one method act can be divided into two or more method acts. 

Although many of the disclosed access system embodiments are generally described as 
controlling access to a physical area, any of the embodiments can be adapted to control 
access to information (e.g., information stored on a computer). 

Unless stated otherwise, a phrase referring to "at least one of a list of items refers to any 
combination of those items, including single members. As an example, "at least one of: a, 
b, or c" is intended to cover: a; b; c; a and b; a and c; b and c; and a, b and c. As another 
example, "at least one of: a, b, and c" is intended to cover: a; b; c; a and b; a and c; b and 
c; and a, b and c. 

As used herein, a "user" can be a person, a group of persons, a machine, an object, or an 
animal. 
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What is claimed is:  
1. A system, comprising:  

a sensor;  
an access terminal; 
a wireless communication network; 
a database; and 
a computer-based control unit coupled to the sensor, the access 
terminal, the wireless communication network, and the database, 
the control unit comprising a processor and a computer-readable 
storage medium, the computer-readable storage medium 
comprising instructions that cause the processor to: 

provide an access code to a first user, the access code being 
subsequently provided to a second user; 
receive an activation signal from the second user indicative 
of the second user's activation of the access code; 
as a result of receiving the activation signal, send a 
verification code to a portable electronic device of the first 
user; 
receive the verification code at an access terminal; and  
grant access to the predetermined service or area if the 
reception of the verification code at the access terminal 
meets one of several predetermined conditions. 

 
2. The system of claim 1, wherein said predetermined condition requires that the 
access terminal receives the verification code within a limited validity time, 
wherein the activation signal is generated by the access terminal in response to 
the second user presenting the access code to the access terminal. 
 
3. The system of claim 2, wherein the validity time is based on an expected time 
for providing the verification code to the access terminal after receipt by the 
portable electronic device. 
 
4. The system of claim 2, wherein the validity time is based on an expected time 
for providing the verification code to the access terminal after receipt by the 
portable electronic device. 
 
5. The system of claim 1, wherein said predetermined condition requires that the 
access terminal receives the verification code without having been involved in 
generating the activation signal. 
 
6. The system of claim 5, wherein said predetermined condition further requires 
that the access terminal receives the verification code after another access 
terminal was involved in generating the activation signal in response to the 
second user presenting the access code. 
 
7. The system of claim 1, wherein at least one of the access code and the 
verification code is displayed on the portable electronic device as an optical code. 



 

 

 

 

30 

 

 
8. The system of claim 1, further comprising generating the activation signal in 
response to the second user presenting the access code to the access terminal. 
 
9. The system of claim 1, further comprising sending the access code to the 
portable electronic device based on a device identifier for the portable electronic 
device. 
 
10. A method of controlling access to a predetermined service or area, 
comprising:  

providing an access code to a first user, the access code being 
subsequently provided to a second user; 
receiving an activation signal from the second user indicative of the 
second user's activation of the access code; 
as a result of receiving the activation signal, sending a verification code to 
a portable electronic device of the first user; 
receiving the verification code at an access terminal; and 
granting access to the predetermined service or area if the reception of the 
verification code at the access terminal meets one of several 
predetermined conditions. 

 
11. The method of claim 10, wherein the verification code is provided to the 
second user by the first user such that the second user is able to provide the 
verification code to the access terminal. 
 
12. The method of claim 11, wherein one of the predetermined conditions is that 
the verification code is received by the access terminal within a predetermined 
time from when the verification code is sent to the first user. 
 
13. The method of claim 10, wherein said one of several predetermined 
conditions relates to an allowed number of uses of the access code. 
 




