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c o n d u c t i n g  a p p a r a t u s  e s t i m a t e s  a  t i m e  r e q u i r e d  f o r  d i a g n o s i n g  

v u l n e r a b i l i t y  o f  t h e  c e r t a i n  h o s t  d e v i c e  o n  t h e  b a s i s  o f  t h e  h i s t o r y  

i n f o r m a t i o n  a n d  g e n e r a t e s  a  s ch e d u l e  f o r  d i a g n o s i n g  t h e  c e r t a i n  

h o s t  d ev i c e  o n  t h e  b a s i s  o f  t h e  e s t i m a t e d  t i m e .  

[ C i t a t i o n  L i s t ]  5 

[ P a t e n t  L i t e r a t u r e ]  

[ 0 0 0 8 ]  

 P T L 1 :  In t e r n a t i o n a l  P u b l i c a t i o n  N o .  W O  2 0 0 8 / 0 0 7 6 6 9  

 P T L 2 :  J a p a n e s e  La i d - o p e n  P a t e n t  P u b l i c a t i o n  N o .  

2 0 0 7 - 3 2 8 4 1 7  10 

 P T L 3 :  J a p a n e s e  La i d - o p e n  P a t e n t  P u b l i c a t i o n  N o .  

2 0 0 9 - 2 3 7 8 0 7  

[ S u m m a r y]  

[ 0 0 0 9 ]  

 A t t a c k  m e t h o d  o f  m a l i c i o u s  c o m m u n i c a t i o n  d e s t i n a t i o n  t o  a  15 

d e v i c e  i n c r e a s e s .   A s  a  c o n s e q u e n c e ,  f o r  ex am p l e ,  e v e n  t h o u g h  

v u l n e r a b i l i t y  o f  t h e  s e r v e r  i s  e f f i c i e n t l y  d i a g n o s e d  u s i n g  t h e  

v u l n e r a b i l i t y  d i a g n o s i s  c o n d u c t i n g  a p p a r a t u s  d i s c l o s e d  i n  P a t e n t  

L i t e r a t u r e  3 ,  t h e  a p p a r a t u s  c a n n o t  a l w a ys  d i a g n o s e  a l l  t yp e s  o f  

v u l n e r a b i l i t y .   T h e  r e a s o n  f o r  t h i s  i s  b e c a u s e  t h e  a p p a r a t u s  i s  n o t  20 

a l w a ys  a b l e  t o  d e t e c t  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  t h a t  a t t a c k s  

a c c o r d i n g  t o  v a r i o u s  a t t a c k  m e t h o d s .  

[ 0 0 1 0 ]  

 T h e r e f o r e ,  v a r i o u s  em b o d i m e n t s  p r o v i d e  a  c o m m u n i c a t i o n  

d e s t i n a t i o n  d e t e r m i n a t i o n  d e v i c e  a n d  t h e  l i k e  c a p a b l e  o f  d e t e c t i n g  25 

a  s u s p i c i o u s  c o m m u n i c a t i o n  d e s t i n a t i o n  a s  a  t h r e a t .  
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[ 0 0 1 1 ]  

 I n  a  f i r s t  a s p e c t ,  t h e  p r e s e n t  d i s c l o s u r e  p r o v i d e s  a  

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  d e v i c e  c o m p r i s i n g :  

s i g n a l  t r a n s m i s s i o n  m e a n s  f o r  t r a n s m i t t i n g  a  s e c o n d  s i g n a l  i n  

r e s p o n s e  t o  a  f i r s t  s i g n a l  r e q u i r i n g  c e r t a i n  i n f o r m a t i o n  t o  a  5 

c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  

t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  a  c o m m u n i c a t i o n  n e t w o r k ;  

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  m e a n s  f o r  d e t e r m i n i n g  

w h e t h e r  o r  n o t  t h e  co m m u n i c a t i o n  d e s t i n a t i o n  i s  s u s p i c i o u s  a s  a  

t h r e a t  o n  a  b a s i s  o f  w h e t h e r  o r  n o t  a  t h i r d  s i g n a l  r e q u i r i n g  c e r t a i n  10 

i n f o r m a t i o n  t r a n s m i t t e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  

r e c e i v e d  w i t h i n  a  c e r t a i n  t i m e  p e r i o d  a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  

o f  t h e  s e c o n d  s i g n a l ;  h i s t o r y  s p e c i f y i n g  m e a n s  f o r  r e a d i n g  a  s i g n a l  

f r o m  c o m m u n i c a t i o n  h i s t o r y  i n f o r m a t i o n  i n c l u d i n g  t h e  s e c o n d  

s i g n a l  t r a n s m i t t e d  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  15 

s i g n a l  i s  r e c e i v e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n ;  s i g n a l  

s e l e c t i o n  m e a n s  f o r  s e l e c t i n g  a  s i g n a l  d i f f e r e n t  f r o m  t h e  s i g n a l  

r e a d  b y  t h e  h i s t o r y  s p e c i f y i n g  m e a n s  f r o m  s i g n a l  i n f o r m a t i o n  

i n c l u d i n g  a  s i g n a l  t r a n s m i t t a b l e  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n ;  

a n d  h i s t o r y  u p d a t e  m e a n s  f o r  a d d i n g  t h e  s e c o n d  s i g n a l  t r a n s m i t t e d  20 

b y  t h e  s i g n a l  t r a n s m i s s i o n  m e a n s  t o  t h e  c o m m u n i c a t i o n  h i s t o r y  

i n f o r m a t i o n ,  w h e r e i n  t h e  s i g n a l  t r a n s m i s s i o n  m e a n s  t r a n s m i t s  t h e  

s i g n a l  s e l e c t e d  b y  t h e  s i g n a l  s e l e c t i o n  m e a n s  t o  t h e  c o m m u n i c a t i o n  

d e s t i n a t i o n  a s  t h e  s e c o n d  s i g n a l  a n d  t h e  s e c o n d  s i g n a l  i n c l u d e s  

c o n t e n t  t h a t  h a s  n o t  b e e n  t r a n s m i t t e d  t o  t h e  d e s t i n a t i o n .  25 

[ 0 0 1 1 a ]  

I n  a  s e c o n d  a s p e c t ,  t h e  p r e s e n t  d i s c l o s u r e  p r o v i d e s  a  

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  d e v i c e  c o m p r i s i n g :  
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s i g n a l  t r a n s m i s s i o n  m e a n s  f o r  t r a n s m i t t i n g  a  s e c o n d  s i g n a l  i n  

r e s p o n s e  t o  a  f i r s t  s i g n a l  r e q u i r i n g  c e r t a i n  i n f o r m a t i o n  t o  a  f i r s t  

c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  

t h e  f i r s t  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  a  c o m m u n i c a t i o n  n e t w o r k ;  

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  m e a n s  f o r  d e t e r m i n i n g  5 

t h a t  a t  l e a s t  o n e  o f  t h e  f i r s t  c o m m u n i c a t i o n  d e s t i n a t i o n  a n d  a  

s e c o n d  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  s u s p i c i o u s  a s  a  t h r e a t  w h e n  a  

t h i r d  s i g n a l  r e q u i r i n g  t h e  c e r t a i n  i n f o r m a t i o n  i s  r e c e i v e d  f r o m  t h e  

s e c o n d  c o m m u n i c a t i o n  d e s t i n a t i o n  w i t h i n  a  c e r t a i n  t i m e  p e r i o d  

a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  o f  t h e  s e c o n d  s i g n a l ;  h i s t o r y  10 

s p e c i f y i n g  m e a n s  f o r  r e a d i n g  a  s i g n a l  f r o m  c o m m u n i c a t i o n  h i s t o r y  

i n f o r m a t i o n  i n c l u d i n g  t h e  s e c o n d  s i g n a l  t r a n s m i t t e d  t o  t h e  

c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  

t h e  c o m m u n i c a t i o n  d e s t i n a t i o n ;  s i g n a l  s e l e c t i o n  m e a n s  f o r  

s e l e c t i n g  a  s i g n a l  d i f f e r e n t  f r o m  t h e  s i g n a l  r e a d  b y  t h e  h i s t o r y  15 

s p e c i f y i n g  m e a n s  f r o m  s i g n a l  i n f o r m a t i o n  i n c l u d i n g  a  s i g n a l  

t r a n s m i t t a b l e  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n ;  a n d  h i s t o r y  u p d a t e  

m e a n s  f o r  a d d i n g  t h e  s e c o n d  s i g n a l  t r a n s m i t t e d  b y  t h e  s i g n a l  

t r a n s m i s s i o n  m e a n s  t o  t h e  c o m m u n i c a t i o n  h i s t o r y  i n f o r m a t i o n ,  

w h e r e i n  t h e  s i g n a l  t r a n s m i s s i o n  m e a n s  t r a n s m i t s  t h e  s i g n a l  20 

s e l e c t e d  b y  t h e  s i g n a l  s e l e c t i o n  m e a n s  t o  t h e  c o m m u n i c a t i o n  

d e s t i n a t i o n  a s  t h e  s e c o n d  s i g n a l  a n d  t h e  s e c o n d  s i g n a l  i n c l u d e s  

c o n t e n t  t h a t  h a s  n o t  b e e n  t r a n s m i t t e d  t o  t h e  d e s t i n a t i o n .  

[ 0 0 1 1 b ]  

 I n  a  t h i r d  a s p e c t ,  t h e  p r e s e n t  d i s c l o s u r e  p r o v i d e s  a  25 

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  d e v i c e  c o m p r i s i n g :  

s i g n a l  t r a n s m i s s i o n  m e a n s  f o r  t r a n s m i t t i n g  a  s e c o n d  s i g n a l  i n  

r e s p o n s e  t o  a  f i r s t  s i g n a l  r e q u i r i n g  c e r t a i n  i n f o r m a t i o n  t o  a  f i r s t  

c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  
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t h e  f i r s t  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  a  p o r t  t h r o u g h  w h i c h  

c o m m u n i c a t i o n  c o n n e c t i o n  w i t h  a  c o m m u n i c a t i o n  n e t w o r k  i s  

p e r f o r m e d ;  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  m e a n s  f o r  

d e t e r m i n i n g  t h a t  a t  l e a s t  o n e  o f  t h e  f i r s t  c o m m u n i c a t i o n  

d e s t i n a t i o n  a n d  a  s e c o n d  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  s u s p i c i o u s  5 

a s  a  t h r e a t  w h e n  a  t h i r d  s i g n a l  r e q u i r i n g  c e r t a i n  i n f o r m a t i o n  i s  

r e c e i v e d  f r o m  t h e  s e c o n d  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  t h e  p o r t  

w i t h i n  a  c e r t a i n  t i m e  p e r i o d  a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  o f  t h e  

s e c o n d  s i g n a l ;  h i s t o r y  s p e c i f y i n g  m e a n s  f o r  r e a d i n g  a  s i g n a l  f r o m  

c o m m u n i c a t i o n  h i s t o r y  i n f o r m a t i o n  i n c l u d i n g  t h e  s e c o n d  s i g n a l  10 

t r a n s m i t t e d  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  

i s  r e c e i v e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n ;  s i g n a l  s e l e c t i o n  

m e a n s  f o r  s e l e c t i n g  a  s i g n a l  d i f f e r e n t  f r o m  t h e  s i g n a l  r e a d  b y  t h e  

h i s t o r y  s p e c i f y i n g  m e a n s  f r o m  s i g n a l  i n f o r m a t i o n  i n c l u d i n g  a  

s i g n a l  t r a n s m i t t a b l e  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n ;  a n d  h i s t o r y  15 

u p d a t e  m e a n s  f o r  a d d i n g  t h e  s e c o n d  s i g n a l  t r a n s m i t t e d  b y  t h e  

s i g n a l  t r a n s m i s s i o n  m e a n s  t o  t h e  c o m m u n i c a t i o n  h i s t o r y  

i n f o r m a t i o n ,  w h e r e i n  t h e  s i g n a l  t r a n s m i ss i o n  m ean s  t r an sm i t s  t h e  

s i g n a l  s e l e c t e d  b y  t h e  s i g n a l  s e l e c t i o n  m e a n s  t o  t h e  c o m m u n i c a t i o n  

d e s t i n a t i o n  a s  t h e  s e c o n d  s i g n a l  a n d  t h e  s e c o n d  s i g n a l  i n c l u d e s  20 

c o n t e n t  t h a t  h a s  n o t  b e e n  t r a n s m i t t e d  t o  t h e  d e s t i n a t i o n .  

[ 0 0 1 1 c ]  

 I n  a  f o u r t h  a s p e c t ,  t h e  p r e s e n t  d i s c l o s u r e  p r o v i d e s  a  

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  c o m p r i s i n g :  s i g n a l  

t r a n s m i s s i o n  m e a n s  f o r  t r a n s m i t t i n g  a  s e c o n d  s i g n a l  i n  r e s p o n s e  t o  25 

a  f i r s t  s i g n a l  t o  a  f i r s t  c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  

s i g n a l  i s  r e c e i v e d  f r o m  t h e  f i r s t  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  a  

c o m m u n i c a t i o n  n e t w o r k ;  a n d  c o m m u n i c a t i o n  d e s t i n a t i o n  

d e t e r m i n a t i o n  m e a n s  f o r  s p e c i f y i n g  a  f i r s t  d e v i c e  v i a  w h i c h  
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c o m m u n i c a t i o n  w i t h  t h e  f i r s t  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  

p e r f o r m e d  a n d  a  s e c o n d  d e v i c e  v i a  w h i c h  c o m m u n i c a t i o n  w i t h  a  

s e c o n d  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  p e r f o r m e d  w h e n  a  t h i r d  

s i g n a l  i s  r e c e i v e d  f r o m  t h e  s e c o n d  c o m m u n i c a t i o n  d e s t i n a t i o n  

w i t h i n  a  c e r t a i n  t i m e  p e r i o d  a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  o f  t h e  5 

s e c o n d  s i g n a l ,  a n d  d e t e r m i n e s  t h a t  a t  l e a s t  o n e  o f  t h e  f i r s t  

c o m m u n i c a t i o n  d e s t i n a t i o n  a n d  t h e  s e c o n d  c o m m u n i c a t i o n  

d e s t i n a t i o n  i s  s u s p i c i o u s  a s  a  t h r e a t  w h e n  t h e  f i r s t  d e v i c e  a n d  t h e  

s e c o n d  d e v i c e  c o i n c i d e  w i t h  e a c h  o t h e r .  

[ 0 0 1 1 d ]  10 

 I n  a  f i f t h  a s p e c t ,  t h e  p r e s e n t  d i s c l o s u r e  p r o v i d e s  a  

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  m e t h o d  c o m p r i s i n g :  

t r a n s m i t t i n g  a  s e c o n d  s i g n a l  i n  r e s p o n s e  t o  a  f i r s t  s i g n a l  r e q u i r i n g  

c e r t a i n  i n f o r m a t i o n  t o  a  c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  

s i g n a l  i s  r e c e i v e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  a  15 

c o m m u n i c a t i o n  n e t w o r k ;  a n d  d e t e r m i n i n g  w h e t h e r  o r  n o t  t h e  

c o m m u n i c a t i o n  d e s t i n a t i o n  i s  s u s p i c i o u s  a s  a  t h r e a t  o n  a  b a s i s  o f  

w h e t h e r  o r  n o t  a  t h i r d  s i g n a l  r e q u i r i n g  c e r t a i n  i n f o r m a t i o n  

t r a n s m i t t e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  r e c e i v e d  w i t h i n  

a  c e r t a i n  t i m e  p e r i o d  a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  o f  t h e  s e c o n d  20 

s i g n a l ;  r e a d i n g  a  s i g n a l  f r o m  c o m m u n i c a t i o n  h i s t o r y  i n f o r m a t i o n  

i n c l u d i n g  t h e  s e c o n d  s i g n a l  t r a n s m i t t e d  t o  t h e  c o m m u n i c a t i o n  

d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  t h e  

c o m m u n i c a t i o n  d e s t i n a t i o n ;  s e l e c t i n g  a  d i f f e r e n t  s i g n a l  f r o m  t h e  

s i g n a l  r e a d  b y  t h e  h i s t o r y  s p e c i f y i n g  m e a n s  f r o m  s i g n a l  25 

i n f o r m a t i o n  i n c l u d i n g  a  s i g n a l  t r a n s m i t t a b l e  t o  t h e  c o m m u n i c a t i o n  

d e s t i n a t i o n ;  a n d  a d d i n g  t h e  s e c o n d  s i g n a l  t r a n s m i t t e d  b y  t h e  s i g n a l  

t r a n s m i s s i o n  m e a n s  t o  t h e  c o m m u n i c a t i o n  h i s t o r y  i n f o r m a t i o n ,  

w h e r e i n  i n  t r a n s m i t t i n g  t h e  s e c o n d  s i g n a l ,  t r a n s m i t s  t h e  d i f f e r e n t  



4d 

s i g n a l  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  a s  t h e  s e c o n d  s i g n a l  a n d  

t h e  s e c o n d  s i g n a l  i n c l u d e s  c o n t e n t  t h a t  h a s  n o t  b e e n  t r a n s m i t t e d  t o  

t h e  d e s t i n a t i o n .  

[ 0 0 1 1 e ]  

 I n  a  s i x t h  a s p e c t ,  t h e  p r e s e n t  d i s c l o s u r e  p r o v i d e s  a  r e c o d i n g  5 

m e d i u m  s t o r i n g  a  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  

p r o g r a m  r e c o r d e d  t h e r e i n ,  t h e  p r o g r a m  m a k i n g  a  c o m p u t e r  a c h i e v e :  

a  s i g n a l  t r a n s m i s s i o n  f u n c t i o n  f o r  t r a n s m i t t i n g  a  s e c o n d  s i g n a l  i n  

r e s p o n s e  t o  a  f i r s t  s i g n a l  r e q u i r i n g  c e r t a i n  i n f o r m a t i o n  t o  a  

c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  10 

t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  a  c o m m u n i c a t i o n  n e t w o r k ;  a  

c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  f u n c t i o n  f o r  d e t e r m i n i n g  

w h e t h e r  o r  n o t  t h e  co m m u n i c a t i o n  d e s t i n a t i o n  i s  s u s p i c i o u s  a s  a  

t h r e a t  o n  a  b a s i s  o f  w h e t h e r  o r  n o t  a  t h i r d  s i g n a l  r e q u i r i n g  c e r t a i n  

i n f o r m a t i o n  t r a n s m i t t e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  15 

r e c e i v e d  w i t h i n  a  c e r t a i n  t i m e  p e r i o d  a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  

o f  t h e  s e c o n d  s i g n a l ;  a  h i s t o r y  s p e c i f y i n g  f u n c t i o n  f o r  r e a d i n g  a  

s i g n a l  f r o m  c o m m u n i c a t i o n  h i s t o r y  i n f o r m a t i o n  i n c l u d i n g  t h e  

s e c o n d  s i g n a l  t r a n s m i t t e d  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  

t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n ;  a  20 

s i g n a l  s e l e c t i o n  f u n c t i o n  f o r  s e l e c t i n g  a  s i g n a l  d i f f e r e n t  f r o m  t h e  

s i g n a l  r e a d  b y  t h e  h i s t o r y  s p e c i f y i n g  f u n c t i o n  f r o m  s i g n a l  

i n f o r m a t i o n  i n c l u d i n g  a  s i g n a l  t r a n s m i t t a b l e  t o  t h e  c o m m u n i c a t i o n  

d e s t i n a t i o n ;  a n d  a  h i s t o r y  u p d a t e  f u n c t i o n  f o r  a d d i n g  t h e  s e c o n d  

s i g n a l  t r a n s m i t t e d  b y  t h e  s i g n a l  t r a n s m i s s i o n  f u n c t i o n  t o  t h e  25 

c o m m u n i c a t i o n  h i s t o r y  i n f o r m a t i o n ,  w h e r e i n  t h e  s i g n a l  

t r a n s m i s s i o n  f u n c t i o n  t r a n s m i t s  t h e  s i g n a l  s e l e c t e d  b y  t h e  s i g n a l  

s e l e c t i o n  f u n c t i o n  t o  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  a s  t h e  s e c o n d  

s i g n a l  a n d  t h e  s e c o n d  s i g n a l  i n c l u d e s  c o n t e n t  t h a t  h a s  n o t  b e e n  
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t r a n s m i t t e d  t o  t h e  d e s t i n a t i o n .  

[ 0 0 1 1 f ]  

 I n  o r d e r  t o  a c h i e v e  t h e  a b o v e - d e s c r i b e d  o b j e c t ,  a s  a n  

e m b o d i m e n t  o f  t h e  p r e s e n t  d i s c l o s u r e ,  a  c o m m u n i c a t i o n  

d e s t i n a t i o n  d e t e r m i n a t i o n  d e v i c e  i n c l u d i n g :  5 

 s i g n a l  t r a n s m i s s i o n  m e a n s  f o r  t r a n s m i t t i n g  a  s e c o n d  s i g n a l  

i n  r e s p o n s e  t o  a  f i r s t  s i g n a l  t o  a  c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  

t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  

a  c o m m u n i c a t i o n  n e t w o r k ;  a n d  

 c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  m e a n s  f o r  10 

d e t e r m i n i n g  w h e t h e r  o r  n o t  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  

s u s p i c i o u s  a s  a  t h r e a t  o n  a  b a s i s  o f  w h e t h e r  o r  n o t  a  t h i r d  s i g n a l  

t r a n s m i t t e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  r e c e i v e d  w i t h i n  

a  c e r t a i n  t i m e  p e r i o d  a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  o f  t h e  s e c o n d  

s i g n a l .  15 

[ 0 0 1 2 ]  

 I n  a d d i t i o n ,  a s  a n o t h e r  e m b o d i m e n t  o f  t h e  p r e s e n t  d i s c l o s u r e ,  

a  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  m e t h o d  i n c l u d i n g :  

 t r a n s m i t t i n g  a  s e c o n d  s i g n a l  i n  r e s p o n s e  t o  a  f i r s t  s i g n a l  t o  a  

c o m m u n i c a t i o n  d e s t i n a t i o n  w h e n  t h e  f i r s t  s i g n a l  i s  r e c e i v e d  f r o m  20 

t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  v i a  a  c o m m u n i c a t i o n  n e t w o r k ;  a n d  

 d e t e r m i n i n g  w h e t h e r  o r  n o t  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  

i s  s u s p i c i o u s  a s  a  t h r e a t  o n  a  b a s i s  o f  w h e t h e r  o r  n o t  a  t h i r d  s i g n a l  

t r a n s m i t t e d  f r o m  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  i s  r e c e i v e d  w i t h i n  

a  c e r t a i n  t i m e  p e r i o d  a f t e r  a  t i m i n g  o f  t r a n s m i s s i o n  o f  t h e  s e c o n d  25 

s i g n a l .  

[ 0 0 1 3 ]  

 F u r t h e r m o r e ,  t h e  o b j e c t  i s  a l s o  r e a l i z e d  b y  a n  



4f 

a s s o c i a t e d  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  p r o g r a m ,  a n d  
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a  c o m p u t e r - r e a d a b l e  r e c o r d i n g  m e d i u m  w h i c h  r e c o r d s  t h e  p r o g r a m .  

[ A d v a n t a g e o u s  E f f e c t s ]  

[ 0 0 1 4 ]  

 I n  a c c o r d a n c e  w i t h  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  

d e t e r m i n a t i o n  d e v i c e  a n d  t h e  l i k e  a c c o r d i n g  t o  t h e  p r e s e n t  5 

d i s c l o s u r e ,  i t  i s  p o s s i b l e  t o  d e t e c t  a  s u s p i c i o u s  c o m m u n i c a t i o n  

d e s t i n a t i o n  a s  a  t h r e a t .  

[ B r i e f  D e s c r i p t i o n  o f  D r a w i n g s ]  

[ 0 0 1 5 ]  

 [ F i g .  1 ]  F i g .  1  i s  a  b l o c k  d i a g r a m  i l l u s t r a t i n g  a  10 

c o n f i g u r a t i o n  o f  a  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  

d e v i c e  a c c o r d i n g  t o  a  f i r s t  ex am p l e  em b o d i m e n t  o f  t h e  p r e s e n t  

d i s c l o s u r e .  

 [ F i g .  2 ]  F i g .  2  i s  a  f l o w c h a r t  i l l u s t r a t i n g  t h e  f l o w  o f  

p r o c e s s i n g  i n  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  d e v i c e  15 

a c c o r d i n g  t o  t h e  f i r s t  ex a m p l e  e m b o d i m e n t .  

 [ F i g .  3 ]  F i g .  3  i s  a  d i a g r a m  i l l u s t r a t i n g  a n  ex a m p l e  o f  a  

r e q u e s t  s i g n a l .  

 [ F i g .  4 ]  F i g .  4  i s  a  d i a g r a m  i l l u s t r a t i n g  a n  ex a m p l e  o f  a  

r e s p o n s e  s i g n a l  ( t h e  s e c o n d  s i g n a l ) .  20 

 [ F i g .  5 ]  F i g .  5  i s  a  b l o c k  d i a g r a m  i l l u s t r a t i n g  a  

c o n f i g u r a t i o n  o f  a  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  

d e v i c e  a c c o r d i n g  t o  a  s e c o n d  ex a m p l e  e m b o d i m e n t  o f  t h e  p r e s e n t  

d i s c l o s u r e .  

 [ F i g .  6 ]  F i g .  6  i s  a  f l o w c h a r t  i l l u s t r a t i n g  t h e  f l o w  o f  25 

p r o c e s s i n g  i n  t h e  c o m m u n i c a t i o n  d e s t i n a t i o n  d e t e r m i n a t i o n  d e v i c e  

a c c o r d i n g  t o  t h e  s e c o n d  ex a m p l e  em b o d i m e n t .  

 [ F i g .  7 ]  F i g .  7  i s  a  d i a g r a m  c o n c e p t u a l l y  i l l u s t r a t i n g  a n  

ex a m p l e  o f  s i g n a l  i n f o r m a t i o n .  
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CLAIMS 

 [Claim 1]  

 A communication destination determination device comprising:  

 signal transmission means for transmitt ing a second signal in 

response to a first signal requiring certain information to a 

communication destination  when the first signal is received from the 

communication destination  via a communication network;  

 communication destination determination means for determining 

whether or not the communication destination is suspicious as a threat  on 

a basis of whether or not a third signal requiring c ertain information 

transmitted from the communication destination is  received within a 

certain time period after a timing of transmission of the second signal;  

 history specifying means for reading a signal from communication 

history information  including the second signal transmitted to the 

communication destination  when the first signal is received from the 

communication destination; 

 signal selection  means for selecting a signal different from the 

signal read by the history specifying means from signal information 

including a signal transmittable to the communication destination; and 

 history update  means for adding the second signal transmitted by 

the signal transmission means to the communication history information , 

wherein 

 the signal transmission means transmits the signal selected by the 

signal selection means to the communication destination  as the second 
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signal and 

 the second signal includes content that has not been transmitted to 

the destination.  

 [Claim 2]  

 The communication destination determination device according to 

claim 1, further comprising:  

 history information storage  means capable of storing the 

communication history information  including communication information  

in which a communication destination  identifier, which is able to identi fy 

the communication destination , and the second signal, which has been 

transmitted to the communication destination , are associated with each 

other,  wherein,  

 when a fourth signal is received from a certain communication 

destination, the history specifying means specifies a signal associated 

with a communication destination  identifier indicating the certain 

communication destination  in the communication history information , 

 the signal selection  means selects a signal different from the 

signal specified by the history specifying means from the signal 

information, and 

 the history update means generates communication information in 

which a communication destination  identifier,  which has been transmitted 

by the signal transmission means and indicates the communication 

destination, and the second signal, which has been transmitted by the 

signal transmission means, are associated with each other,  and adds the 
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generated communication information to the communication history 

information. 

 [Claim 3]  

 The communication destination determination device  according to 

claim 1, further comprising:  

 history information storage  means capable of storing the 

communication history information  including communication information  

in which a time zone, in which the first signal h as been received, and the 

second signal,  which has been transmitted with respect to the first signal, 

are associated with each other,  wherein,  

 when a fourth signal is received in a certain time zone, the history 

specifying means specifies a signal associa ted with the certain time zone 

in the communication history information , 

 the signal selection  means selects a signal different from the 

signal specified by the  history specifying means from the signal 

information, and 

 the history update means generates communication information in 

which the certain time zone, and the second signal, which has been 

transmitted by the signal transmission means, are associated with each 

other,  and adds the generated communication information to the 

communication history information. 

 [Claim 4]  

 The communication destination determination device  according to 

claim 1, further comprising:  
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 history information storage  means capable of storing the 

communication history information  including communication information  

in which a time zone, in which the first signal has been received from the 

communication destination , a communication destination  identifier,  

which is able to identify the communication destination , and the second 

signal,  which has been transmitted in response to the fir st  signal, are 

associated with each other,  wherein,  

 when a fourth signal is received from a communication destination  

indicated by a certain communication destination  identifier in a certain 

time zone, the history specifying means specifies a signal assoc iated with 

the certain communication destination  identifier and the certain time zone 

in the communication history information , 

 the signal selection  means selects a signal different from the 

signal specified by the  history specifying means from the signal  

information, and 

 the history update means generates communication information in 

which the certain communication destination  identifier, the certain time 

zone, and the second signal, which has been transmitted by the signal 

transmission means, are associated with each other, and adds the 

generated communication information to the communication history 

information. 

 [Claim 5]  

 A communication destination determination device comprising:  

 signal transmission means for transmitt ing a second signal in 
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response to a first  signal requiring certain information to a first  

communication destination  when the first  signal is received from the first 

communication destination  via a communication network; 

 communication destination determination means for determining 

that at least one of the first communication destination  and a second 

communication destination  is suspicious as a threat  when a third signal 

requiring the certain information is  received from the second 

communication destination  within a certain time period  after a timing of 

transmission of the second signal;  

 history specifying means for reading a signal from communication 

history information  including the second signal transmitted to the 

communication destination  when the first signal is received from the 

communication destination; 

 signal selection  means for selecting a signal different from the 

signal read by the history specifying means from signal information  

including a signal transmittable to the communication destination; and 

 history update  means for adding the second signal transmitted by 

the signal transmission means to the communication history information , 

wherein 

 the signal transmission means transmits the signal selected by the 

signal selection means to the communication destination  as the second 

signal and 

 the second signal includes content that has not been transmitted to 

the destination.  
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 [Claim 6]  

  The communication destination determination device  

according to claim 5, further comprising:  

 history information storage  means capable of sto ring the 

communication history information  including communication information  

in which an information identifier, which is able to identify the certain 

information requested by the first signal, and the second signal, which has 

been transmitted in response to the first signal,  are associated with each 

other,  wherein,  

 when a fourth signal requiring information indicated by a specific 

information identifier is  received, the history specifying means specifies 

a signal associated with the specific information  identifier in the 

communication history information , 

 the signal selection  means selects a signal different from the 

signal specified by the  history specifying means from the signal 

information, and 

 the history update means generates communication information in 

which the specific information identifier and the second signal, which has 

been transmitted by the signal transmission means, are associated with 

each other, and adds the generated communication information to the 

communication history information . 

 [Claim 7]  

 A communication destination determination device comprising:  

 signal transmission means for transmitt ing a second signal in 
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response to a first  signal requiring certain information to a first  

communication destination  when the first  signal is  received from the first 

communication destination  via a port through which communication 

connection with a communication network is performed;  

 communication destination determination means for determining 

that at least one of the first communication destination and a second 

communication destination  is suspicious as a threat  when a third signal 

requiring certain information is  received from the second communication 

destination via the port  within a certain time period after a timing of 

transmission of the second signal;  

 history specifying means for reading a signal from communication 

history information  including the second signal transmitted to the 

communication destination  when the first signal is received from the 

communication destination; 

 signal selection means for selecting a signal different from the 

signal read by the history specifying means from signal information  

including a signal transmittable to the communication destination; and 

 history update  means for adding the second signal transmitted by 

the signal transmission means to the communication history information , 

wherein 

 the signal transmission means transmits the signal selected by the 

signal selection means to the communication destination  as the second 

signal and 

 the second signal inc ludes content that has not been transmitted to 
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the destination.  

 [Claim 8]  

 The communication destination determination device  according to 

claim 7, further comprising:  

 history information storage  means capable of storing the 

communication history information including communication information  

in which a port  identifier, which is able to identify the port  via which the 

first signal is received, and the second signal, which has been transmitted 

in response to the first signal, are associated with each othe r,  wherein,  

 when a fourth signal is received via a port indicated by a certain 

port  identifier, the history specifying means specifies a signal associated 

with the certain port identifier in the communication history information , 

 the signal selection  means selects a signal different from the 

signal specified by the  history specifying means from the signal 

information, and 

 the history update means generates communication information in 

which the certain port identifier and the second signal,  which has bee n 

transmitted by the signal transmission means, are associated with each 

other,  and adds the generated communication information to the 

communication history information . 

 [Claim 9]  

 A communication destination determination comprising:  

 signal transmission means for transmitt ing a second signal in 

response to a first  signal to a first communication destination  when the 
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first signal is received from the first  communication destination  via a 

communication network; and 

 communication destination determination  means for specifying a 

first  device via which communication with the first  communication 

destination is performed and a second device via which communication 

with a second communication destination  is performed when a third signal 

is received from the second communication destination  within a certain 

time period after a timing of transmission of the second signal,  and 

determines that  at  least  one of the first communication destination  and the 

second communication destination  is suspicious as a threat  when the first 

device and the second device coincide with each other.  

 [Claim 10] 

 The communication destination determination device  according to 

claim 9, further comprising:  

 history specifying means for reading a signal from communication 

history information including the second signal transmitted when the first 

signal is received;  

 signal selection  means for selecting a signal different from the 

signal read by the history specifying means from signal information  

including a signal in response to the first si gnal; and 

 history update  means for adding the second signal transmitted by 

the signal transmission means to the communication history information , 

wherein 

 the signal transmission means transmits the signal selected by the 
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signal selection means as the second signal.  

 [Claim 11] 

 The communication destination determination device  according to 

claim 10, further comprising:  

 history information storage  means capable of storing the 

communication history information  including communication information  

in which a device identifier, which is able to identify the first  device via 

which communication with the first  communication destination  is 

performed, and the second signal, which has been transmitted to the first 

communication destination , are associated with each other,  wherein 

 the history specifying means specifies a signal associated with a 

certain device identifier indicating a device via which communication 

with a third communication destination  having received a fourth signal is 

performed in the communication history information, 

 the signal selection  means selects a signal different from the 

signal specified by the  history specifying means from the signal 

information, and 

 the history update means generates communication information in 

which the certain device identifier and the second signal, which has been 

transmitted by the signal transmission means, are associated with each 

other,  and adds the generated communication information to the 

communication history information . 

 [Claim 12] 

 The communication destination determination device  according to 
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any one of claims 1 to 8,  10, and 11  wherein 

 the signal transmission means does not transmit the second signal 

when the signal selection means determines that the signal different from 

the signal specified by the history specifying means is not included in the 

signal information. 

 [Claim 13] 

 A communication destination determination method comprising:  

 transmitting a second signal in response to a first signal requiring 

certain information to a communication destination when the first signal 

is received from the communication destination  via a communication 

network; and 

 determining whether or not the communication destination is 

suspicious as a threat  on a basis of whether or not a third signal requiring 

certain information transmitted from the communication destination is  

received within a certain time period after a timing of transmission of the 

second signal;  

 reading a signal from communication history information  

including the second signal transmitted to th e communication destination  

when the first signal is received from the communication destination; 

 selecting a different signal from the signal read by the  history 

specifying means from signal information  including a signal transmittable 

to the communication destination; and 

 adding the second signal transmitted by the signal transmission 

means to the communication history information , wherein 
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 in transmitting the second signal, transmits the different signal to 

the communication destination  as the second signal and 

 the second signal includes content that has not been transmitted to 

the destination.  

 [Claim 14] 

 A recoding medium storing a communication destination 

determination program recorded therein,  the program making a computer 

achieve:  

 a signal transmission function for transmitting a second signal in 

response to a first signal requiring certain information to a 

communication destination  when the first signal is received from the 

communication destination  via a communication network;  

 a communication destination determination function for 

determining whether or not the communication destination is suspicious 

as a threat  on a basis of whether or not a third signal requiring certain 

information transmitted from the communication destination is  received 

within a certain time period after a timing of transmission of the second 

signal;  

 a history specifying function for reading a signal from 

communication history information  including the second signal 

transmitted to the communication destination  when the first signal is 

received from the communication destination; 

 a signal selection function for selecting a signal different from the 

signal read by the  history specifying function from signal information 
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including a signal transmittable to the communication destination; and 

 a history update  function for adding the second signal transmitted 

by the signal transmission function to the communication history 

information, wherein 

 the signal transmission function transmits the signal selected by 

the signal select ion function to the communication destination  as the 

second signal and 

 the second signal includes content that has not been transmitted to 

the destination.  

 


