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User Account Recovery

The invention is directed to user account recovery. In par-
ticular, the invention is directed to the use of an identity

management system (IDM) to assist in user account recovery.
BACKGROUND TO THE INVENTION

As a simple and convenient authentication method} a username
and password pair is the most widely used authentication ap-
proach among online service providers (SPs). It is entirely
possible for a single user to own tens, or even hundreds, of
user accounts among different service providers. As the num-
ber of different authentication requirements (such as user-
name and password pairs) increases, the likelihood of access
difficulties (for example due to a user forgetting his pass-
word or even his username) for a particular service provider

increases significantly.

Many service providers provide mechanisms to enable users to
retrieve credential information, such as usernames and/or
passwords. A number of existing methods to enable users to

retrieve user account information are discussed below.

In a first method, a uéer registers a valid e-mail account at
the service provider. When the user tries to recover the
password, an e-mail is sent to the e-mail account that en-
ables the user to reset his/her password. A problem with
this approach is that the user must expose details of his/her
e-mail account to the service provider, which the user may
not be willing to do. Moreover, the user’s e-mail ac-

count /password might also be forgotten. Furthermore, a po-
tential danger with such an arrangement is that if an unau-

thorized third party gains access to the user’s e-mail ac-
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count, that third party may be able to gain access to one or
more of the user’s online service provider accounts. In a
worst case scenario, the user may lose all control of the re-

lated accounts.

In a second method, a user is asked to register a mobile pho-
ne number at the service provider so that, in thé case of
password recovery, a new one time validation string or tempo-
rary password can be sent to the user’s mobile phone and the
online service provider can instruct the user to input the
sent string or password. This method requires the use of the
user’s mobile phone number, which, as with the email account
details referred to above, the user may be unwilling to pro-
vide. Moreover, such a solution results in costs being in-
curred by the service provider (when sending messages to the
user), which may prevent the user or service provider from
adopting such a solution. Furthermore, such an arrangement
may not be suitable for international online service provid-
ers, since the service provider may need to set up different

SMS adaptors for different country operators.

In a third method, a user registers a set of questions with
answers. The user can be asked to respond to the questions
in order to recover his/her password. A user may be reluc-
tant to provide these sorts of personal details to an un-
trusted online service providér. Moreover, the answers to
such questions aré often easy to guess by other people famil-
iar with the user. Furthermore, the user may forget the an-
swer to some of the questions, which may result in a legiti-

mate user being blocked from accessing an account.

In a fourth method, a user is requested to register his/her
real citizen number or ID card number, birth date and so on.

On password recovery these kinds of questions are challenged.
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In such an arrangement, users, due to privacy concerns, often
register fake details. When a password recovery process is
used, the user has typically forgotten those fake details and

Sso cannot proceed with the account recovery process.

The present invention seeks to address at least some of the

problems outlined above.
SUMMARY OF THE INVENTION

The present invention provides a method (such as a method for
recovering a user account) comprising: receiving, at a ser-
vice provider, an account recovery request (typically from a
user seeking account recovery); sending a request for a first
account recovery token to an identity management system; re-
ceiving the first account recovery token from said identity
management system; comparing the received first account re-
covery token with one or more second account recovery tokens
to which the service provider has access (typically stored at
the service provider or stored within a database to which the
service provider has access); and in the event that one of
said oné or more second account recovery tokens matches said
first account recovery token, recovering a user account asso-
ciated with said one of said one or more second account re-

covery tokens.

The present invention also provides an apparatus (e.g. a ser-
vice provider or a server) comprising: a first input config-
ured to receive an account recovery request; a first output
configured to send a request for a first account recovery to-
ken to an identity manégement system (the user account may or
may not be identified in the request); a second input config-
ured to receive the first account recovery token from said

identity management system; a first processor (or some other
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comparison means or comparator) configured to compare the
first account recovery token with one or more second account
recovery tokens to which the service provider has access
{those second account recovery tokens typically being stored
at the service provider or stored within a database to which
the service provider has access); and a second processor
(which may be the same as the first processor) configured, in
the event that one of said orie or more second account recov-
ery tokens matches said first account recovery token, to re-
cover a user account associated with said one of said one or
more second account recovery tokens. The apparatus may in-
clude a user interface configured to prompt the user to iden-
tify an IDM and/or to prompt the user to reset a credential

for the user.

Thus, the present invention provides an account recovery me-
chanism in which the user’s privacy is increased when com-
pared with many prior art arrangements. For example, the
user need not provide privacy information such as email ac-
count details, mobile phone number, birthday data, responses

to common question etc, to the service provider.

In one form of the invention, the invention is implemented in
accordance using the OAuth protocol. However, this is not

essential to all forms of the invention.

Recovering the user account may take many different forms.

By way of example, recovering the user account may comprise
prompting the user to reset a credential for the user ac-
count. In some forms of the invention, recovering the user
account may comprise informing the user of at least some cre-
dentials for the user account. By way of example, the user
may be informed of the username and prompted to reset the

password. In an alternative form of the invention, recover-
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ing the user account may comprise sending a reset user cre-
dential (e.g. a reset password) for the user account to said

user.

The account recovery request may identify a user account.
However, this is not essential to all forms of the invention.
For example, the user may be unable to provide any creden-
tials information for his account. In such a scenario, the
identity of the user (as determined by the identity manage-

ment system) may be all that it used to identify the account.

The invention may include prompting the user to identify the
identity management system. For example, the user may be
prompted to identify the identity management system by se-
lecting one of many possible IDMs, for example from a drop-

down list or by providing a URL for the user’s preferred IDM.

In some forms of the invention, the account recovery request
is initiated by a user. Moreover, the said request for a

first account recovery token may identify the said user. Al-
ternatively, or in addition, the request for a first account
recovery token may be sent to the identity management system

via the user.

The request for a first account recovery token may be sent
directly to the relevant identity management system, or may
be sent via a user that initiated the account recovery re-

quest (e.g. using redirection).

The first account recovery token may be created as part of an
account setup procedure. The second account recovery token

may simply be a copy of the first account recovery token.
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The presént invention also provides a method (such as a
method for obtaining an account recovery token) comprising:
receiving, at an identity managément system, a request for a
first account recovery token associated with a user; authen-
ticating the user; retrieving the first account recovery to-
ken based on the identity of the user and based on.the iden-
tity of a service provider requesting said first account re-
covery token; and sending the retrieved first account recov-

ery token in response to said request.

The present invention further provides an apparatus (such as
an identity management system) comprising: a first input con-
figured to receive a request for a first account recovery to-
ken associated with a user; a first processor configured to
authenticate said user; a second processor (which may be the
same as the first processor) configured to retrieve the first
account recovery token based on the identity of the user and
based on the identity of a service provider that requires
said first account recovery token (the first account recovery
token typically being stored at the identity management sys-
tem or at a database to which the identity management system
has access); and a first output configured to send said re-
trieved first account recovery token in response to said re-

quest.

The request for a first account recovery token may be sent
from a service provider to the identity management system via
the user usiﬁg redirection. In this embodiment, the user may
be identified by being the source of the request received at
the identity management system; the request itself may not

provide the identity of the user.
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The first account recovery token may be created as part of an
account setup procedure. The second account recovery token

may simply be a copy of the first account recovery token.

The request for a first account recovery token may include at
least some account information (such as a username), but this

is not essential.

In some forms of the invention, the request for a first ac-
count recovery token identifies said user. Alternatively, or
in addition, the request for a first account recovery token
may identify the service provider. The request may be ‘sent
directly from the service provider to the IDM (thereby making
identifying the service provider simple). In such a sce-

nario, the request may explicitly identify the user.

The invention provides a user account recovery method. The
method includes storing an account recovery token at both an
identity management system (IDM) and a service provider. In
response to an indication that a user cannot access an ac-
count, a request for the account recovery token is sent by
the relevant service provider to the IDM. On confirming the
identity of the user, the IDM retrieves the account recovery
token and returns the token to the service provider. The
service provider compares the token received from the IDM
with a locally stored token to initiate an account recovery
process (which process may, for example, include prompting

the user to provide a new password for the account).

The present invention further provides a system comprising a
service provider and an identity management system, wherein
the service provider comprises: a first input configured to
recelve an account recovery réquest; a first output config-

ured to send a request for a first account recovery token to
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the identity management system (the user account may or may
not be identified in the request); a second input configured
to receive the first account recovery token from said iden-
tity management system; a first processor (or some other com-
parison means or comparator) configured to compare the first
account recovery token with one or more second recovery to-
kens to which the service provider has access (typically
stored at the service provider or stored within a database to
which the service provider has access); and a second proces-
sor (which may be the same as the first processor) config-
ured, in the event that one of said one or more second recov-
ery tokens matches said first account recovery token, to re-
cover a user account associated with said one of said one or
more second recovery tokens, and wherein the identity manage-
ment system comprises a first input configured to receive the
request from the service provider for the first account re-
covery token associated with a user; a first processor con-
figured to authenticate said user; a second processor (which
may be the same as the first processor) configured to re-
trieve the first account recovery token based on the identity
of the user and based on the identity of a service provider
that requires said first account recovery token (the first
account recovery token is typically stored at the IDM or at a
database to which the IDM has access); and a first output
configured to send said retrieved first account recovery to-

ken to the service provider in response to said request.

The present invention also provides a computer program com-
prising: code (or some other means) for receiving, at a ser-
vice provider, an account recovery request; code (or some
other means) for sending a request for a first account recov-
ery token to an identity management system; code (or some
other means) for receiving the first account recovery token

from said identity management system; code (or some other
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means) for comparing the received first account recovery to-
ken with one or more second account recovery tokens to which
the service provider has access (said second account recovery
tokens typically being stored at the service provider or
stored within a database to which the service provider has
access); and code (or some other means) for recovering, in
the event that one of said one or more second account recov-
ery tokens matches said first account recovery token, a user
account associated with said one of said one or more second
account recovery.tokens. The computer program may be a com-
puter program product comprising a computer-readable medium
bearing computer program code embodied therein for use with a

computer.

The present invention yet further provides a computer program
comprising: code (or some other means) for receiving, at an
identity management system, a request for a first account re-=
covery token associated with a user; code (or some other
means) for authenticating a user; code (or some other means)
for retrieving the first account recovery token based on the
identity of the user and based on the identity of a service
provider requesting said first account recovery token; and
code (or some other means) for sending said retrieved first
account recovery token in response to said request. The com-
puter program may be a computer program product comprising a
computer-readable medium bearing computer program code embod-

ied therein for use with a computer.
BRIEF DESCRIPTION OF THE DRAWINGS
Exemplary embodiments of the invention are described below,

by way of example only, with reference to the following num-

bered schematic drawings.
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Figure 1 is a block diagram of a system in which the
present invention may be used;

Figure 2 shows a messagé sequence of an exemplary
registering process in accordance with an aspect of the pre-
sent invention;

Figure 3 shows a message sequence of an exemplary
registering process in accordance with an aspect of the pre-
sent invention;

Figure 4 shows a message sequence of an exemplary
recovery process in accordance with an aspect of the present
invention;

Figure 5 shows a message sequence of an exemplary
recovery process in accordance with an aspect of the present
invention;

Figure 6 shows a message sequence of an exemplary
registering process in accordance with an aspect of the pre-
sent invention;

Figure 7 shows a message sequence of an exemplary
recovery process in accordance with an aspect of the present
invention;

Figure 8 is a block diagram of a service provider in
accordance with an aspect of the present invention; and

Figure 9 is a block diagram of an identity manage-
ment system in accordance with an aspect of the present in-

" vention.

DETAILED DESCRIPTION OF ONE OR MORE EMBODIMENTS

Figure 1 is a block diagram, indicated generally by the ref-

erence numeral 1, in which the present invention may be used.

The system 1 comprises a user 2, a service provider 4 and an
identity management system (IDM) 6. The user 2 is in two-way

communication with both the service provider 4 and the IDM 6.
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The service provider 4 is in two-way communication with the

IDM 6.

In order to obtain access to the service provider 4, the user
2 is required to provide user credentials. Such user creden-
tials may take the form of a username and password pair, but
many alternative suitable user credentials will be apparent

to those skilled in the art.

In the event that the user 2 forgets the user credentials re-
quired to access the service provider 4, the user can make
use of the IDM 6 in order to obtain access to the service

provider, as described in detail below.

The account recovery process of the present invention in-

cludes two stages: registering and recovery.

The registering step happens when the user 2 is logged into
the service provider 4 or otherwise registered to the service
provider. An exemplary registering process involves the fol-

lowing steps:

1. The IDM 6 generates a recovery token in response to a re-
quest from the service provider 4. The recovery token is
unique and is known only to the service provider 4 and the
IDM 6. The IDM 6 stores the recovery token, together with an
identity for the service provider (such as a URL for the ser-

vice provider).

2. The service provider 4 receives the recovery token from
the IDM 6 and stores the recovery token, along with the
user’s credentials (e.g. the username-password pair for the

user) .
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The recovery process involves the following steps:

1. The user 2 asks the service provider 4 to recover an ac-
count at the service provider.

2. The service provider 4 obtains (typically from the user 2)
the details of the relevant IDM (i.e. the IDM 6) from which
the recovery token can be obtained.

3. The service provider 4 asks the IDM 6 to providebthe re-
covery token.

4. The IDM 6 authenticates the user 2.

5. The IDM 6 provides the recovery token in response to the
request from the service provider 4. The recovery token 1is
selected from all the recovery tokens stored at the IDM on
the basis of the identity of the user 2 (identified in the
step 3 above) and the service provider 4 (from whom the
original request was received at the IDM 6 at step 2 above).
6. The service provider 4 compares the recovery token pro-
vided by the IDM 6 with one or more recovery tokens stored
locally at the service provider and, if a match is found, the
user 2 is given access to the relevant account (i.e. that ac-

count is “recovered”).

By way of example, Figure 2 shows a message sequence, indi-
cated generally by the reference numeral 10, of an exemplary
registering process in accordance with an aspect of the pre-
sent invention. The message sequence 10 starts at step 12
where the user 2 logs into a user account at the service pro-
vider 4. Next the service provider sends a request 14 to the
IDM 6 requesting an account recovery token. In response to
the request 14, the IDM contacts the user 2 and authenticates
the user (step 16). The user authentication step 16 can take
many different forms, such as the provision of a username-
password pair, the use of SIM data, or the use of biometric

data.
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Once the IDM 6 has authenticated the user 2, the IDM gener-
ates and stores a recovery token (at step 18). The IDM 6
then sends. the recovery token to the service provider 4 in a
message 20, which message is sent in response to the original

request 14.

The request 14 included in the algorithm 10 needs to identify
the user 2 so that the IDM 6 can authenticate that user. The
user details could, for example, simply be included in the
message 1l4. Figure 3 shows a message sequence, indicated
generally by the reference numeral 40, in which the identifi-

cation of the user 2 is achieved using redirection.

The message sequence 40 starts at step 42 where the user 2
logs into a user account at the service provider 4 (this step
is similar to the step 12 described above). Next the service
provider sends a request 44 to the IDM 6 requesting an ac-
count recovery token. The request 44 is sent via the user 2
using redirection. Accordingly, the request 44 is received
at the IDM 6 from the user 2. The source of the message (the

user 2) can therefore be used to identify the user.

In response to the request 44, the IDM 6 contacts the user 2
and authenticates the user (step 46, which step is similar to

the step 16 described above).

Once the IDM 6 has authenticated the user 2, the IDM gener-
ates and stores a recovery token (at step 48). The IDM 6
then sends the recovery token to the service provider 4 in a
message 50, which message is sent in response to the original
request 44. The message 50 is sent to the service provider 4

via the user 2 using redirection.
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As described above, the user credéentials recovery process of
the present invention includes two stages: registering {(as
described above) and recovery. The recovery process happens
when the user indicates to the service provider that the s/he
cannot provide the required login information. For example,
the user may be able to provide a username (thereby identify-
ing the user account in question) but may not be able to pro-
vide the required password (such that the required user cre-
dentials are not provided). Alternatively, the user may not
be able to provide any credentials (for example, both the
username and password of a username/password pair may have

been forgotten).

As discussed above, the recovery process involves the service
provider 4 asking the IDM 6 to provide the relevant account
recovery token. The IDM 6 provides the recovery token after
authenticating the user. Assuming that the token received
from the IDM matches an account recovery token stored locally
at the service provider, the service provider provides the

user with access to the account.

By way of example, Figure 4 shows a message sequence, indi-
cated generally by the reference numeral 60, of an exemplary
recovery process in accordance with an aspect of the present

invention.

The message sequence 60 starts at step 62, where the user
sends an account recovery request to the service provider 4.
The service provider 4 may, for example, provide a selectable
link as part of a graphical user interface entitled “account

recovery” or something similar for this purpose.

In response to the request 62, the service provider 4 sends

an account recovery token request 64 to the IDM 6. In order
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to do so, the service provider must know how to contact the
IDM 6. The identification details for the IDM may be pro-
vided.by the user 2, for example in the form of a URL in-
cluded in the request 62. Alternatively, in response to the
request 62, the service provider 4 may prompt the user 2 to
indicate which IDM to use. 1In one form of the invention, the
service provider 4 may provide a list of possible IDMs, from

which the user 2 is required to select the desired IDM.

On receipt of the account recovery token request 64, the IDM
6 authenticates the user (step 66). Once the user is authen-
ticated, the IDM 6 retrieves the recovery token and returns
the recovery token to the service provider in a message 68.
The recovery token is unique to the user 2 and the service
provider 4. Since the request 64 is received from the ser-
vice provider, the IDM can readily identify the service pro-
vider. Further, the user 2 has been authenticated at step 66
of the algorithm 60 and is therefore also known. Accord-
ingly, the correct account recovery token can readily be re-

trieved by the IDM 6.

On receipt of the recovery token from the IDM 6, the service
provider 4 compares the token with the one or more tokens
stored at the service provider in order to identify the user
account. In some forms of the invention, the service pro-
vider 4 may use the identity of the IDM 6 and the recovery
token received from the IDM 6 to identify the user account,
on the basis that for a particular IDM, the recovery token 1is

unique to the user 2 and the service provider 4.

Once the user account has been identified by the service pro-
vider 4, the user account can be “recovered”. The recovery
of the user account may take many forms, such as providing

the user with the username and password for the account or
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prompting the user to change the password of the user-
name/password pair. Once the user has been provided with ac-
cess to the account, the account recovery process is com-

plete.

The request 64 included in the algorithm 60 needs to identify
the user 2 so that the IDM 6 can authenticate.that user. The
user details could, for example, simply be included in the
message 64. Figure 5 shows a message sequence, indicated
generally by the reference numeral 80, in which the identifi-
cation of the user 2 is achieved using redirection. The al-
gorithm 80 therefore has some similarities with the algorithm

40 described above with reference to Figure 3.

The message sequence 80 starts at step 82 where the user 2

sends an account recovery request to the service provider 4.
The request 82 is similar to the request 62 described above.
In response to the request 82, the service provider sends an
account recovery token request 84 (similar to the request 64)
to the IDM 6. The request 84 is sent via the user 2 using

redirection. Accordingly, the request 84 is received at the
IDM from the user 2. The source of the request (the user 2)

can therefore be used to identify the user.

In response to the request 84, the IDM contacts the user 2
and authenticates the user (step 86, which step is similar to

the step 66 described above).

Once the IDM 6 has authenticated the user 2, the IDM re-
trieves the recovery token and returns the recovery token to
the service provider in a message 88 (similar to the message
68 described above). The message 88 is sent to the service

provider via the user using redirection.
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The request 84 must identify the service provider 4 in order
for the IDM 6 to retrieve the correct recovery token. Of
course, this is readily achieved, since the request 84 is
sent by the service provider 4 and the service provider can
therefore include the required identification information (in

the required format) in the request 84.

As in the algorithm 60, on receipt of the recovery token from
the IDM 6, the service provider 4 compares the token with the-
one or more account recovery tokens stored at the service
provider and, in the event that matching tokens are found,
the service provider grants the user 2 access to the user ac-
count corresponding to the matched token. For example, if
the tokens match, the service provider 4 may send a message
90 prompting the user to change the password of the user-
name/password pair for the user account corresponding to the

account recovery token.

Figure 6 is a message sequence, indicated generally by the
reference numeral 100, showing an exemplary implementation of
an algorithm for generating a message recovery token. The
message sequence 100 is similar to the message sequence 40
described above with reference to Figure 3, in particular in
the respect that the request for an account recovery token is

sent from the service provider 4 to the IDM 6 via the user 2.

The message sequence 100 differs from the message sequence 40
in the use of the well-known OAuth protocol. The OAuth pro-
tocol allows users to give third parties access to data
stored at a particular service provider, without sharing ac-

cess permissions (such as username/password information).

As described in detail below, the service provider 4 requests

and obtains an account recovery token from the IDM 6. The
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message sequence 100 is in accordance with the OAuth proce-

dure, so that the service provider 4'initially obtains a re-
quest token from the IDM 6. The request token is authorised
(by the user) and the service provider exchanges the author-
ised request token for an access token. The access token is

used to obtain the account recovery token.

The message sequence 100 starts at step 102 where the user 2
sends a request for an account recovery token to the service
provider 4. The request 102 is similar to the requests 12

and 42 described above.

In response to the request 102, the service provider seeks a
request token from the IDM 6. (As before, the IDM 6 must be
identified in some way, for example, by asking the user 2 to
provide a URL for a suitable IDM.) The request token is re-=
quested in a message 104 sent from the service provider 4 to
the IDM 6. The request token is provided by the IDM to the

service provider in a message 106.

In accordance with the OAuth protocol, the request token is
not user specific and does not provide the service provider 4
with authority to access user information at the IDM 6. 1In
order to do so, the request token must be authorised by the

user.

Next, at step 108 of the message sequence 100, the service
provider 4 seeks permission from the user to obtain a recov-
ery token from the IDM 6. The request 108 is sent to the IDM
6 via the user 2 using redirection. In response to the mes-
sage 108, the IDM authenticates the user at step 110 of the
message sequence 100. In this step, the user is also asked
to authorise the request made by the service provider 4 to

obtain a recovery token.
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Assuming that the authorisation step 110 is successful, the

IDM 6 returns én authorised request token to the sérvice pro-
vider 4. The authorised request token is sent from the IDM 6
to the service provider 4 via the user 2 using redirection in

a message 112.

In accordance with the OAuth protocol, the service provider
is required to exchange the authorised request token for an
access token before access can be granted to data stored at
the IDM 6. Accordingly, the service provider 4 sends a re-
quest 114 to the IDM 6 to exchange the authorised request to-
ken for an access token. An access token is returned to the

service provider 4 in message 116.

The service provider can now request the desired account re-
covery token and does so in a request 118, which request in-
cludes  the access token. Next, the IDM 6 generates the ac-
count recovery token at step 120 (assuming a recovery token
haé not previously been generated) and returns the recovery

token to the service provider 4 in message 122.

Figure 7 is a message sequence, indicated generally by the
reference numeral 130, showing an exemplary implementation of
an algorithm for retrieving an account recovery token (such
as an account recovery token generated using the message se-
quence 100 described above). The message sequence 130 is
similar to the message sequence 80 described above with ref-
erenceé to Figure 5, in particular in the respect that the re-
quest for an account recovery token is sent from the service
provider 4 to the IDM 6 via the user 2. The message seguence
130 differs from the message sequence 80 in the use of the

OAuth protocol.
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The message sequence 130 starts at step 132 where the user 2
sends an account recovery request to the service provider 4j
The request 132 is similar to the requests 62 and 82 de-
scribed above. 1In response to the request 132, the service
provider 4 seeks a request token from the IDM 6 by sending a
request 134 for a request token. The IDM 6 duly returns a
request token in the message 136. In accordance with the
OAuth profocol, the request token is not user specific and
does not provide the service provider 4 with authority to ac-
cess user information at the IDM 6. In order to do so, the

request token must be authorised by the user.

On receipt of the request token, the service provider 4 sends
an account recovery token request 138 (similar to the re-
gquests 64 and 84) to the IDM 6. The request 138 is sent via
the user 2 using redirection. In response to the message
138, the IDM authenticates the user at step 140 of the mes-
sage sequence 130. In this step, the user is also asked to
authorise the request made by the service provider 4 to ob-

tain a recovery token.

Assuming that the authorisation step 140 is successful, the

IDM 6 returns an authorised request token to the service pro-
vider 4. The authorised request token is sent from the IDM 6
to the service provider 4 via the user 2 using redirection in

a message 142.

In accordance with the OAuth protocol, the service provider
is required to exchange the authorised request token for an
access token before access can be granted to data stored at
the IDM 6. Accordingly, the service provider sends a request
144 to the IDM to exchange the authorised token for an access
token. An access token is returned to the service provider 4

in message 146.
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The service provider 4 can now request the desired account
recovery token and does so in a request 148 sent to the IDM
6. Next, the IDM retrieves the requested account recovery
token (step 150) and returns the recovery token to the ser-
vice provider in a message 152 (similar to the messages 68
and 88 described above). The message 152 is sent to the ser-

vice provider.

On receipt of the recovery token from the IDM 6, the service
provider 4 compares the token (step 154) with the one or more
tokens stored at the service provider and grants the user 2
access to the relévant service/user account, if matching to-
kens are found. For example, if the tokens match, the ser-
vice provider 4 may send a message 156 prompting the user to

change the password of the username/password pair.

A number of exemplary embodiments of the present invention
have been described. The invention as described above pro-
vides a number of advantages over at least some of the prior

art arrangements described above.

The present invention provides an account recovery mechanism
in which the user’s privacy is increased when compared with
many prior art arrangements. For example, the user need not
provide privacy information such as email account details,
mobile phone number, birthday data, responses to common ques-

tion etc, to the service provider.

The IDM 6 does not need to know any user identity information

used at the service provider 4.

The user 2 does not need to remember anything to recover

his/her account at a service provider 4. For example, in the
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event that the required user credentials are a username and
password pair, a user who has forgotten both the username and

the password can recover the account.

A user account that has been accessed by a hacker can be re-

covered, even if the hacker has reset the user credentials.

The solution is many ways more secure than existing solutions
that rely on providing user credentials to a previously des-
ignated account, such as an email account or a mobile phone

number.

The present invention provides a low cost, effective solu-
tion. For example, no additional SMS communication fees are

required.

Figure 8 is a simplified block diagram of an exemplary ser-
vice provider 160 that may be used in some embodiments of the
invention. The service provider 160 comprises a processor
162 and a memory 164. The processor 162 controls the func-
tions of the service provider 160. The processor 162 is
typically implemented with a microprocessor, a signal proces-
sor or separate components and associated software. The mem-
ory 164 may store various software and data required in the
operation of the service provider 160. The memory may be in-
tegrated into the processor, or may be provided separately,

as shown in Figure 8.

Figure 9 is a simplified block diagram of an exemplary iden-
tity management system 170 that may be used in some embodi-
ments of the invention. The identity management system 170
comprises a processor 172 and a memory 174. The processor
172 controls the functions of the identity management system

170. The processor 172 is typically implemented with a mi-
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croprocessor, a signal processor or separate components and
associated software. The memory 174 may store various soft-
ware and data required in the operation of the identity man-
agement system 170. The memory may be integrated into the

processor, or may be provided separately, as shown in Figure

9.

The service provider 160 includes a first input 165, a first
output 166, a second output 167 and a second input 168. The
identity management system 170 includes a first input 175, a

first output 176, a second output 177 and a second input 178.

In use, the first input 165 and first output 166 of the ser-
vice provider 160 are used to communicate with the user 2,
for example to receive login credentials, or to receive a re-

gquest for account recovery from the user.

The second output 167 and second input 168 of the service
provider are used to communicate with the identity management
system 170 and the first input 175 and first output 176 of
the identity management system 170 are used to communicate
with the service provider 160. Thus, the service provider
160 and the identity management system 170 are able to commu-
nicate as required by the algorithms described above with

reference to Figures 2 to 7.

The second output 177 and second input 178 of the identity
management system 170 are used to communicate with the user
2. This may be required, for example, to enable the service
provider 160 and the identity management system 170 to commu-

nicate via the user 2 using redirection.

The embodiments described above show the recovery token being

generated by the IDM 6 and being sent from the IDM to the
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service provider 4. This is not essential to all forms of
the invention. For example, the recovery token could be gen-
erated by the service provider 4 and sent from the service

provider to the IDM 6.

The embodiments of the invention described above are illus-
trative rather than restrictive. It will be apparent to
those skilled in the art that the above devices and methods
may incorporate a number of modifications without departing
from the general scope of the invention. It is intended to
include all such modifications within the scope of the inven-
tion insofar as they fall within the spirit and scope of the

appended claims.
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CLAIMS:

1. A method comprising:

receiving, at a service provider, an accéunt recovery
request;

sending a request for a first account recovery token to
an identity management system;

receiving the first account recovery token from said
identity management system;

comparing the received first account recovery token with
one or more second account recovery tokens to which the ser-
vice provider has access; and

in the event that one of said one or more second account
recovery tokens matches said first account recovery token,
recovering a user account associated with said one of said

one or more second account recovery tokens.

2. A method as claimed in claim 1, wherein recovering the
user account comprises prompting the user to reset a creden-

tial for the user account.

3. A method as claimed in claim 1 or claim 2, wherein re-
covering the user account comprises informing the user of at

least some credentials for the user account.

4. A method as claimed in any one of claims 1 to 3, further
comprising prompting the user to identify the identity man-

agement system.

5. A method as claimed in any preceding claim, wherein the

account recovery request is initiated by a user.

6. A method as claimed in claim 5, wherein the request for

a first account recovery token identifies the said user.
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7. A method as claimed in claim 5 or claim 6, wherein the
request for a first account recovery token is sent to the

identity management system via the user.

8. A method comprising:
receiving, at an identity management system, a request

for a first account recovery token associated with a user;

authenticating the user;

retrieving the first account recovery token based on
the identity of the user and based on the identity of a ser-
vice provider requesting said first account recovery token;
and

sending the retrieved first account recovery token

in response to said request.

9. A method as claimed in claim 8, wherein the request for

a first account recovery token identifies said user.

10. A method as claimed in claim 8 or claim 9, wherein the
request for a first account recovery token is sent from a
service provider to the identity management system via the

user using redirection.

11. A method as claimed in any preceding claim, wherein the
first account recovery token is created as part of an account

setup procedure.

12. An apparatus comprising:

a first input configured to receive an account recovery
request;

a first output configured to send a request for a first

account recovery token to an identity management system;



WO 2012/040869 PCT/CN2010/001505

27

a second input configured to receive the first account
recovery token from said identity management system;

a first processor configured to compare the first ac-
count recovery token with one or more second account recovery
tokens to which the service provider has access; and

a second processor configured, in the event that one of
said one or more second account recovery tokens matches said
first account recovery token, to recover a user account asso-
ciated with said one of said one or more second account re-

covery tokens.

13. An apparatus comprising:
a first input configured to receive a request for a
first account recovery token associated with a user;
a first processor configured to authenticate said user;
a second processor configured to retrieve the first
account recovery token based on the identity of the user and
based on the identity of a service provider requesting said
first account recovery token; and
a first output configured to send said retrieved

first account recovery token in response to said request.

14. A computer program product comprising:

means for receiving, at a service provider, an account
recovery request;

means for sending a request for a first account recovery
token to an identity management system;

means for receiving the first account recovery token
from said identity management system;

means for comparing the received first account recovery
token with one or more second account recovery tokens to
which the service provider has access; and

means for recovering, in the event that one of said one

or more second account recovery tokens matches said first ac-
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count recovery token, a user account associated with said one

-0f said one or more second account recovery tokens.

15. A computer program product comprising:
means for receiving, at an identity management system, a

request for a first account recovery token associated with a
user;

means for authenticating a user;

means for retrieving the first account recovery to-
ken based on the identity of the user and based on the iden-
tity of a service provider requesting said first account re-
covery token; and

means for sending said retrieved first account re-

covery token in response to saild request.



