10 June 2005 ° DESCRIPTION METHOD OF CONDUCTI NG TRANSACTI {NR9BEs A
NETWORK Technical Field The present invention relates to a rretnho and
system for authorizing a transaction between two parties over a network

and, nore particularly, to authorizing a transaction wor k when
an aut horization code has been received by an authori zm‘mumummlmmm t he
aut hori zation code being produced by a flingerprint identitlca Jon device in
response to conparing a fingerprint of one of the parties 18", st ored

fingerprint in the device. Backgrobggcm(ﬁ@ t he use of networks, for

exanpl e the Internet, beconme nore p —an ever expandi ng quantum of

el ectroni ¢ comrer MEVHOD QFCOMDUGEING TRANSASTIONSSO YRR WANETWORE net wor ks.

Typically, apg& SYRES. of goods and/or services electronically connects to a
provi der of / or services over a network, for exanple, by way of a
website. Using knowThaedresehteinbention aelaieoftd waméethod hel eyateml do aullyizibg\w ew and

sel ect goods_or. seryvices and request that sych goods or. services, be
del i vered téI % %’c??‘f’f@a_tgad’r”é’&%@h"enﬁr’a@i ﬂ‘grmB W@“ﬂéﬁr tos ythorizing & o
course, expeihsiclion dver ihenetivdrl whaish HEHESation bods Bhicafecti RS TaaGthbrLzidghe

i shed by asking the consumer to enter

consuner. Typj.cally, this, is acco

his or her }:/egé 1@%%%@3%§3nn&pmquaqdi B aqglingstoring idopiifigetion, devicer e |
and nost | i kedpynsatd @inpih@ a bf SR%f tho PEAEHTS & biBfdd finedThrdd 81 BE §iicder ' S
website, th grow er tel ephones an authorizing entity (e.g., the

ori gi nat or Mi&g entity) of the credit card and requests

aut hori zation to COWWSQB&JSBQPn%&?cﬁ,%E éﬁ%pleltl'ib mgme{,wéo%m&%m%l&iﬁi ger of

goods and/or services transmts e credit card nunber, expiration date,

consumer naf¥°T SERAdipE RERBEOf elertamia compmargeavill be Rendnatediepteueeniusers everthasai t s
aut hori zat i QBwoke PpicI, | & badSurfdt ¢t Yool Qﬁﬁ&es%rvﬁ%? el&%&éﬁéﬁg‘? g:'ﬁ%uet&ﬁ qgligt card

account and verifies that the consuner Is In good sta at the
pur chase ampintidenp goodsgmd/onsesdees Qeeramebyais orsexempleliby vow! efacrsbity. disinged hi s

or her credigdod Witsite browser software, the consumer may review and select goods or services and
request that such goods or services be delivered to a specified address.

The provider of goods or services, of course, expects to be paid for any goods
or services requested by the consumer. Typically, this is accomplished by asking the
consumer to enter his or her credit card number and expiration date. Sometime thereafter,
and most likely after the consumer has disconnected from the provider's website, the provider
telephones an authorizing entity (e.g., the originator or managing entity) of the credit card and
requests authorization to complete the transaction. In particular, the provider of goods and/or
services transmits the credit card number, expiration date, consumer name, and purchase
amount to the aythorizing entity and awaits authorization. The authorizing entity accesses the
consumer's credit card account and verifies that the consumer is in good standing and that the
purchase amount will not cause the consumer's credit balance to exceed his or her credit limit,
If the authorizing entity's review of the consumer's credit account is favorable, then
authorization is transmitted to the provider of goods and/or services to complete the
transaction with the consumer.

As the provider of goods and/or services never actually sees the consumer and
cannot assess the consumer in terms of whether or not the consumer is attempting to
fraudulently utilize the credit card, both the provider of goods and/or services and the
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| f the authorizing entity's review of the consuner's credit;s ﬁﬁ@ Baksi S
favorable, then authorization is transmtted to the prOV|der goods
and/or services to conplete the transaction with the consunmer. As the
provi der of goods and/or services never actually sees the consuner and
cannot assess the consuner in terns of whether or not the consumer is
attenpting to fraudulently utilize theZredit card, both the provider of
goods and/or services and the 10 June 2005 2 authorizing entity

(origi nator hec dit.card st t hat the con i s th
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and/ or serwﬁg@(ﬂﬁftgseggg&[@mgcma g@mﬂd&{md by a user of the network
sinmply by connecting with the pI’OVI der's website. For exanple, when a

provi der of goods antﬂl’@ﬂarselioble@ésoqctﬂqwh%sgom and/ori sgrvicesghst requdsted aadt h a
particul ar Ehl%w, frthe
website, acg&gent al %hﬁ& audul entyﬂl sei'g‘?mtgﬁﬁg%@sﬂﬁ{w{dg{ ‘Eéqgl;t/é)bl;érnon
aut hori zed @xample, Wisne pav:tlﬁrcqﬂ gootly anddorparvines reqiimest NDmutzadadegw&eMQn willy a
contract w servi s tQ t, the horized
consuner t o PUBPR ! o f8BR68 pBGE B B iRhet Br 85 Bt gpliceric

regi strati oftpuduignt)ame of thatwebdite 1s:lﬂtﬁl7)uh¢ﬁ01$alﬂfoﬁ2bd[usex@.r NMots partidedayhapges for
an anount r esenting use of the bsite by the ayfhorized consyner
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Unf or t unat ehthorizeé cétitmier Weistiliz8 e vidb6ite? 'TRY k@S ofthe SRS (@*}%&Ean&safnvdy%es

knows t hat % gzer of the website is an authorized consumer is of an
i dent i fi cat F8hthE GesEmerseregit card vl bgshasged;for an apopatTeprosepting use pﬁ@ﬁwg

consuner or pRighed BRhdrad leinstrhan@p. ! étﬁ&ima hfBSnatioy tﬂ&gf {eSetsd) o Bﬁrcha%mg

personal conputer. Thus, any user of ﬁe aut hori zed consuner's. personal

conput er wh80eSE) AVnfartymaislyp Hie onbyrwey(that thampyides of sondy sudlercseryicemlnaysitee and
Incur  char ggs oeNPuikitd 1 Gn KAYTRH Wondinet RByAWEL ¥ 2R ERARN Hlnber (e.z.,

password etc.) given by the authorized consumer or automatically transmitted by the

authorized consumer's personal computer. Thus, any user of the authorized consumer's
personal computer who obtains the password (if employed) may access the website and incur
charges without the knowledge of the authorized consumer.

Accordingly, there is a need in the art for a new method and system for
facilitating and authorizing transactions between parties over a network which provides all
parties to the transaction with confidence that the initiator of the transaction is authorized to
enter into the transaction.

Summary Of The Invention

In order to overcome the disadvantages of the prior art, the present invention
provides a method of conducting a commercial transaction between a customer and a provider
of goods or services over a network. The method includes the steps of:

| providing the customer with a fingerprint identification device which produces
an authentication code when a fingerprint of the customer matches a stored fingerprint within
the fingerprint identification device;



Accordingly, there is a need in the art for a new nethod anpbﬁ%%tzg for
facilitating and authorizing transactions between parties over a network
whi ch provides all parties to the transaction with confidence that the
initiator of the transaction is authorized to enter into the transaction.
Summary O The Invention In order to overcone the disadvantages of the
prior art, the present invention provi des a nethod of conduct i ng a
comercial transaction between a custoner and a provider of goods or
services over a net Wahdintaihh@ #NEdI@6hit Bifd SHI&S nbhiRNS bRP Svidh: th bdinith Byt he
customer with a fingerprint identification device which produces an
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code and a austanert atntheligoviddr dfhgoods Wstsarives dvert He Witk desm Ghe FRgEprimr
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transmtti né PHECAUOR #4585 cati on code and the account number fromthe

provi der of goods or G&IsWitGRS thed aMhOFHORDI NEAE Ndnidt the Ofccdiln® MMEEURbmOWSr t he
network in encrlygéed form and requesting authorization to conplete the

JNng ¢
transact i onPrXKiE® 8bapads ar rvicse 1q A Jnaaging Sptity rofithe apeoBloPVey henRStWYKgR t he
account pr o afd! ﬁ&bﬂglaéu tRRzatioh & & J'th 2 fingerprint is
in an encrypte foﬁr;%l’at afr?g at 1east one of E@%e %ﬁ%gﬁi caglfdi on code and
account nunber are rée@plgting e &pnsastionibthomaraging entityeofthy peceunt proyides thehe
met hod of theg,meese6f 1 nvention also contenplates permtting the

Preferably, the stored fingerprint is in an encrypted format and at least one of
the authentication code and account number are received over the network in an encrypted
form.

The method of the present invention also contemplates permitting the
customer to access the account. The steps according to this aspect of the invention include:
establishing an electronic connection over the network between the customer and a
managing entity of the account; requesting that the user provide authentication to the
managing entity of the account by activating the fingerprint identification device; receiving
at least the authentication code and the account number of the customer at the managing
entity of the account over the network from the fingerprint identification device; and
permitting access to the account if the authentication code is valid.

The customer is permitted to at least one of (i) transfer funds from the account;
and (ii) deposit funds into the account, when the managing entity of the account has permitted
access thereto,

According to another aspect of the invention, the customer is permitted acoess
to an electronic safety deposit box. The steps according to this aspect of the invention further
include establishing an electronic connection over the network between the customer and 2
managing entity of the electronic safety deposit box; requesting that the customer provide
authentication to the managing entity of the electronic safety deposit box by activating the



custoner to access the account. The steps according to thi sl@ﬁp%czg)o f the
invention include: establishing an electronic connection over R et wor k
bet ween the custonmer and a nmanaging entity of the account; requesting that

t he user provide authentication to the naging entity of the account by
activating the fingerprint identification device; receiving at |east the
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over the netvvork The steps according to this aspec n
i ncl ude: estnysitmeninsguetiontioathird party ifablesstibe authentivationchde inealidor k bet ween t he

custoner and a sett| ejgh e
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i denti fi cat gpuigevi ce; receiving at |east the authentication code at the
settl enent bank over the network fromthe fingerprint identification

devi ce; rec&neiDgscuptioneftheBrawingast ructi ons at the settlement bank over the

network fromthe cusEgh@é, uxﬁ&‘és Lftﬁﬁk?r%ﬁgtd@ﬁvénﬁgn, there arc shown in the drawings

forms which are presented preferred, it being understood, however, that the invention is not

limited to the precise arrangements and instrumentalities shown.

FIG. 1 is a block diagram illustrating a preferred system for carrying out the
invention.

FIG. 2 is a schematic diagram of a fingerprint identification device which is
connectable to a computer in accordance with the present invention.

FIG. 3 is a flow diagram illustrating process steps for authorizing a transaction
between a consumer and a provider of goods and/or services over a network. in accordance
with one aspect of the invention.

FIG. 4 is a flow diagram illustrating a settlement sequence following the
transaction process of FIG. 3.



I nvestment instructions to a third party if at |east the au jantir%@agi on
code is valid. Oher objects, features, and advantages w || ppar ent
to those skilled in the art in light of the description herein taken in
conjunction with the acconpanying drawing. Brief Description of the

Drawi ngs. For the purposes of illustrating the invention, there are shown
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pref er abPYIPHER Fgdn Sommupicatiyn wi ofdnoge jrsrice Baitn20 dax examplan netwoRk
ori gi nat yfigfdeed) kwirdléss - intbHceR 2 @Wofkosiveld) ) %@lf)lré(cessmg unit 22 is also in

communication with a plurality of back office and/or electronic functional units, including,
for example, one or more electronic safety deposit boxes 24, bank accounts 26, settlement
credit/debit accounts 28, lease accounts. 30, and finance accounts 32. Each of the functional
units preferably includes one or more databases containing information conceming the
accounts thereof and the customers utilizing them.

Preferably, the payor bank 10 issues a plurality of fingerprint identification
devices 50 to a plurality of customers 52. The fingerprint identification devices 50 may take
any of an number of forms, e.g., a card, a smart card, a cellular phone, and a universal serial
bus stick. It is preferred that each fingerprint identification device 50 is associated with one
or more of the functional accounts of the payor bank 10. For example, the payor bank 10 may
issue a fingerprint identification device 50 to a customer 52 which is associated with a bank
account 26. That customer 52 may be issued another fingerprint identification device 50
associated with an electronic safety deposit box 24. 1t is understood, however, that the payor
bank 10 may issue a single fingerprint identification device 50 which is associated with both
the bank account 26 and electronic safety deposit box 24 (and any other functional account)
without departing from the scope of the invention.

With reference to FIG. 2, the fingerprint identification device 50 is preferably

in the form of a card or thin box which contains information about the owner of the device,



i nctudes a processing unit 22 (such as a central conputer, Pdﬁf 2Bngd
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fingerprint identification device 50 may be transmitted over a network (e.g., the Internet)
from the computer 54, preferably in encrypted form (e.g., using API data transfer, PKS 11).
Most preferably, the fingerprint identification device 50 is a small, stand alone
unit (e.g., measuring about 8.5 cm x 5.4 cm x 0.9 cm and weighting about 35 grams). It is
most preferred that the fingerprint sensor 51 include a matrix of pixels formed in a
semiconductor chip, a 128 x 192 matrix of pixels being preferred. Any of the known
fingerprint matching algorithms may be employed, such as pattern matching. See, for
example, U.S. Patent No. 4,582,985, entitled DATA CARRIER, the entire disclosure of

which is hereby incorporated by reference.
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services, such as the on-line brokerage 60, the on-line goods provider 62, or the on-line

It

services provider 64.

At action 100, the customer 52 connects to the on-line provider of goods
and/or services 60, 62 or 64 by way of the network in a manner well known to those skilled in
the art. For example, the customer 52 may utilize a personal computer (PC) 54 (FIG. 2) to
execute a browser program operable to electronically connect to a website of the provider of
goods and/or services. Using the browser program, the customer 52 may view the goods
and/or services available from the provider 60, 62 or 64 and select particular goods or
services for one or more transactions (action 102).

At action 104, the provider of goods and/or services prompts the customer 52
to authenticate himself or herself as being authorized to use a particular mode for making
remittance, for example, debiting a demand deposit account (DDA), debiting a credit card
account, etc. In particular, the provider of goods and/or services prompts the customer 52 to

authenticate himself by activating the fingerprint identification device 50.



fingerprint recognition and matching. Referring to FIG 1, gny,.Qf ?e
custoners 52 may conduct transactions with one or nore providers of goods
and/ or services, such as on-line brokerages 60, on-line goods providers
62, on-line services service provider§ 64, on-line investnent account

provi ders 66, providers of l|large capital purchases 68, brick and nortar
merchants 70 or bAt@rtiemt06the eustomep 53 activatesothi dimgerpritt identification devise now

nmade t o kI [ ch.. , I.agr i rati rocess, ..st.aeps..which

are pr eis § rlgb? ?}*‘ a}cﬁgérr é|1)en§i§'to¢tg}$ %ﬁ%@%ﬁﬂ%‘é‘l&wﬁ% ﬂﬁg Iﬁ%ﬂ@ﬂ%ﬁ‘?%t. ‘%‘%“&P?‘? cul ar,
the prdeviss coinpm®sithe Uaistoniefsl fingerptift wath' @l Abred t Sngrrpridn@Edarnl108y angact i on
conduct ed over a(fé‘maty\or,k such as the Internet) between a custonmer 52 and

an on- | iPFRAYGSSH R AMthasatin, gedes frdicating dbatyd deaich xists hetwerm thp-qustqmer's
br oker a%gagﬁmt £ 00 slordCRRARRL. PAPYMENRT 1182the LustbiEr ids theSf{gHiphiRP

provi der 64. At action 100,” the custoner 52 connects to the on-
provi deirdentificatiodsdeviged 50 rinte aw iinterfaceOdevice 66 (FIG.LR). walheotustoraems2vmak i n a

55"y dirpiE, Bt Botsels et forpind dhefteries "BpafSRER, Siesid” if i omer
progr amigpficedeof th @ec6dmhmitérsal | WHicheh@ Clectinfqu 185ddsi1bedOthd B@stamhégvsder of

goods and/or_ services. Using the browser program the custoner 52 nmay view
t he goodseferably/uses she peisenal Lompptan P4 tor #neessHle dntometer Date, trgpfesris ghenand

sel ect W] | € . ' taction
00y < pRBhiducll bBhusd A e IGO0 oS for SHEE ShiAPRATILRRAAT
cust onercir&ditry fifoenaployed) tand dhecprbvidercdff goods hmd/eresetviess 60362 praadt (actionzH2).t 0 use

a partigul de.for I n rem ttance, for ex L e, debitin demand
deposi tﬁ&%@n%fﬁﬁ?%b’i ﬂfwgesaf‘tclf’%iqne&gr ca @Gn&ﬁ‘l‘t'?n &bde, payorbanki ¢\ oy |
t he pr oyddifificaion GARMEr, 0oREr o6t fBARbR] MdldclivéryUdardss. QRS prefetaBly, the

aut henticate hinmself by activating the fingerprint identification device

50. 10 Satwef thivwansfenpre s epayptabomy he cust omer 52 activates the fingerprint
o o oK ey 4P AR STO0RS VW Mo B e "
f i nger piprovideniof posls sndforservicesgi® 62 oné4, thant it isrpréfefiyd ehatithe provider of goods
and/or services rejects the transaction and again requests that the customer authenticate
himself (action 104). When at least the authentication code is received by the provider of
goods and/or services 60, 62 or 64, then the processing of the transaction is permitted to
continue.
At action 116, the provider of good and/or services 60, 62 or 64 preferably
transfers data to the payor bank 10, which data preferably includes at least one of the
authentication code, payor bank identification number, customer account number, and
purchase amount. It is most preferred that at least the authentication code be provided to the
payor bank 10. The payor bank 10 then analyzes at least one of the payor bank identification
number (action 118), the customer account number (action 120), the purchase amount (action
122) and the authorization code (124) to determine whether one or all of the data are valid.
Most preferably, the payor bank 10 analyzes the authentication code (action 124) to verify its
validity prior to authorizing the transaction. As illustrated, the queries at actions 118, 120,
122, and 124 are linked serially through the affirmative (*Y") branch of each. It is noted,
however, that the queries of actions 118, 120, 122, and 124 may be linked in parallel without



produces an aut horization code indicating that a match exisﬁﬁhﬁggwﬁfn t he
custoner's fingerprint and the stored fingerprint. At action , 1he
custoner 52 inserts the fingerprint igentification device 50 into an
interface device 56 (FIG 2). The custoner 52 may alternatively

aut henticate hinself by activating fingerprint identification circuitry in

the integr I . . VWi i IS ed,
the cust ot BPlhe stbrk df uEIAREY, s intiaapd BPh JREBL A reri BB 3 2

| nt er net .onbat mote afithé queries of detions 18N1R0; 1 2VardciMeamds tdadvianeethe proceds flow
identificatiqgn devi O (or other fingerprint identificatign circuitry if
enpl oyed)‘°‘&ﬂ§ acfien #ﬁvﬁo‘& EET FHONE %Hg‘?‘ﬁpfggrqﬁac’ég ngb,a(i@?ngrth%qumﬁ on
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aut hent | oo bore g 1eAdts RBT12L, 328 ol 124 4eE Reghlive CRC), REFUR paybCba 10,
nunber, pneferdblyiestablishssiainegative awttorizationfoonditiby (actioe12@)at a of this transfer
are in encrypted form At action 114, if the custoner 52 fails to transfer
the authentication code to the provider of goods and/or services 60, 62 or
64, then it is preferred that the provider of goods and/or services
rejects the transaction and again requests that the customer authenticate
hi msel f (action 104). Wen at | east the authentication code is received by
the provider of goods and/or services 60, 62 or 64, then the processing of
the transaction is permtted to continue. At action 116, the provider of
good and/or services 60, 62 or 64 preferably transfers data to the payor
bank 10, which data preferably includes at | east one of the

aut henti cati on. code, payor bank identification nunber, customer account
nunber, and purchase anmount. It is nost preferred that at |east the

aut henti cati on code be provided to the payor bank 10. The payor bank 10
then anal yzes at | east one of the payor bank identification nunber (action
118), the custoner account nunber (action 120), the purchase anount (action
122) and the authorization code (124) to determ ne whether one or all of
the data are valid. Mst preferably, the payor bank 10 anal yzes the

aut hentication code (action 124) to verify its wvalidity prior to
authorizing the transaction. As illustrated, the queries at actions 118,
120, 122, and 124 are linked serially through the affirmative ("Y") branch
of each. It is noted, however, that the queries of actions 118, 120, 122,
and 124 may be linked in parallel wthout 10 June 2005



9 departing fromthe scope of the invention. It is |ntended dﬂ@%ﬁ@s
affirmative determnation at one or nore of the queries of Irons™ 118,
120, 122 and 124 tends to advance the ocess flow toward action 128. If,
however, any one or nore of the data are not valid and the queries at one
or nore of actions 118, 120 122 and 124 are negative ("N'), then the payor

bank 10 preferably ,est | a_negatiyve authorization,copditjon (action
126). 10 June 2005 2% f (}?P’oﬁ“’lE@"’ iy Breforehly tragsmits ¢ ?éﬂwnﬁm&‘i‘smts
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settled (action 150). Inltlally, a determnation is nade as to
provi der ngG&GBPlaﬁW werchant V0 ead/or Frvigepravidér 724 thelpoing af sale (atidn W2).i n

settling its tran n transaction,re e| t
is tr angrri tted from éé}%r%%‘gﬁa‘ﬁ Fer? ]"5‘2%8‘8?‘8’#?8? ﬁ?%gﬁ’a‘f%'elgs; ‘3 p
payor baln(FIGOS),Ithe nmhsactldnetx idwbdp%aeﬁoxdem)ofléﬂmﬁﬁaala&hﬁmau&eis\émﬁw;i ‘t'bk ;i)
rra sett ransaction thr its a mer chant ban
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bank 10 (action
goods and/or servnces 70, 72 to the payor bank 10. If not, then the provider of goods and/or

sémces 70, 72 may settle the transaction through its own bank (e.g., a merchant bank 74) by
transmitting the transaction receipt to that bank (action 156). The provider's bank would then
transmit the transaction receipt to the payor bank 10 (action 154).

At action 158, the payor bank 10 debits the customer's account and at actior
160, a determination is again made as to whether the provider of goods and/or services 70, 72
utilizes the same payor bank 10 as the customer 52. If it does, the payor bank 10 directly
credits the bank account of the provider of goods and/or services (action 162). If not, the
payor bank 10 transmits a credit to the bank of the provider of goods.and/or services (action
164) and that bank credits the provider's bank account (action 166).

Reference is now made to FIG. 5 which is a flow diagram illustrating process
steps in accordance with another aspect of the present invention. In particular, the process
steps represent actions to be taken to facilitate an investment transaction between a customer

52 and an on-line investment service provider 66 (FIG. 1). In accordance with the invention,



At action 158, the payor bank 10 debits the custoner's acc t
.action 160, a determnation is again nmade as to whet her tﬁgﬂ%wg??ggr of
goods and/or services 70, 72 utilize ];he sanme payor bank 10 as the
custonmer 52. If it does, the payor banK 10 directly credits the bank
account of the provider of goods and/or services (action 162). If not, the

payor bapke df-1ink f\edinicht frofid@c6d mhPbé BEimvadtheibahB LIORMFASS EtcQ andIRaf Be

and/ or services (action 164) and that bank credits the prOV|ﬁer's ank
account (legat¢d domgsticallrearcofEnkase.i sPredarabindthet ipvestraentstragspetion; is goridueted

di agram i | f] i W Lh. ct, of
the pres éﬁoﬂéﬁ\@lﬁe n cﬁ%r’f& F“?ﬁ&’ggp t(;ﬁ]tgg aré,eﬂ%cﬁgﬁgé%g%gd Ms{nggg{éﬁé%ﬁé%‘g%@%ggfi ons
to be taken to facilitate an investnent transaction between a custoner 52
and an on-line investnment service provider 66 (FIG 1). In accordance with
the invention, 10 June 2005 11 the on-line investnent provider 66 may be an
i nvest ment bank; a brokerage, etc., and nmay be |ocated donestically or

of f-shore. Preferably, the investnment transaction is conducted through the
settlenment bank 10 (the termsettl enent being used to indicate that the
custoner's 10 June 2005 12 bank account within the settlenent bank 10 may
be debited or credited depending on the investnent transaction). At action
200, the custoner 52 preferably .accesses the settlenent bank 10 via a
network, such as the Internet, using any of the known techniques. After the
custonmer 52 has indicated that he or she is interested in conducting an

i nvestment transaction, the settlenent bank 10 pronpts the custonmer 52 to
aut henticate hinmself or herself (action 202). In response, the custoner 52
preferably activates the fingerprint identification device 50 (action 204)
whi ch causes the device to conpare the custoner's fingerprint wwth a stored
fingerprint (action 206) and produce an authentication code if a match is
obtained. At action 208, the custoner preferably inserts the fingerprint
identification device 50 into an interface 56 (FIG 2) suitable for
transmtting data between the fingerprint identification device 50 and the
settl enment bank 10, for exanple, via the universal serial bus




of the conputer 54. Alternatively, the custoner 52 may aut ﬁ&gabg hi msel f
or herself by activating fingerprint identification circuitry 1n %e
interface 56 or in the conputer 54. i chever technique is enployed, the
custonmer 52 preferably uses the conputer 54 to access the Internet. At
action 210, data is preferably transmtted fromthe fingerprint

i denti fi qahk @Bcounte Withth e deRlenfRhBink' 10781R) BE | debitdddR éredik&P Hefnding dnint | f
enpl oyed) to the sett|enent bank 10, the data including at 1east one of
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encrypted form. At ] ' recejves, f he
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process f,Iqojwsggaﬁk to ahct.i Qn 202 where the cystonmer 52 is again ronpt ed
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the network, such'as "buy 100 shares of Xxyz corporatio actfon
216, t he thecustomenb2 pgefrrably activatenihesfingerprinh ddentification sdervice: 5@ (antioh i 204)

i nvest ment, . ,pPr.ovi .(e.g. Qv n ank). . lt..,i S not t hat. { he
i nvest rrerﬁhl?rﬁs t%s&g,?l:i eoggwégaygg%mg {}F atﬁ'ncs %\E{‘ﬁﬂ%t}gﬂ °ﬂ%‘"5|’i‘9m Re’ PW@ Wﬁ‘fJ
provi der (&diion206) asdyprodiice bn Bthétitistivh cobeifausdtehiiebbainednonyni ty. | ndeed, the
custoner's nane, account ﬁégbﬁg etc., n?ed npt be transmtted to the
curst

i nvest ment provi defMdgtion cystemens prefarahlie fnserts they fingerprinicidentification

sett| enmenjay; : v%e(tlzfgr : ; \ ' l:n. such
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because, revi. ous, reement .. the receipt of . ipvestoent.instructions
From ¢ e O508% ARG 5, RRGBRNEY, the Litghiey. 34 By iyenenfiosls bfmIr o Beceeltiy,
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i ndicating whether, renittance is required or paynent is being nade. At

acti on 22Whicheysr teghnique s smploxed, therustomer£2 prefirabizuses the gpmputerd i@ pecgss
i nvest me COLINTA ¢l R ' B8nshii [ j.Of - . at
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i nvest nedevicy 50 (ordethersfirgsrpaint idgntification circuit if employed) to the settlement bank 10,

the data including at least one of the authentication code and the customer investment account

number (in encrypted form).

At action 212, if the settlement bank 10 receives the authentication code (and,
if required, the investment account number), then the investment transaction is permitted to
continue. If not, then the process flows back to action 202 where the customer 52 is again
prompted to authenticate himself or herself.

At action 214, the customer 52 preferably provides investment instructions to
the settlement bank 10 over the network, such as "buy 100 shares of xyz corporation” and, at
action 216, the settlement bank 10 transmits the instructions to the on-line investment
provider 66 (e.g., an investment bank). It is noted that the investment instructions may be
transmitted to the on-line investment provider 66 in a way which maintains the customer’s
anonymity. Indeed, the customer's name, account number, etc., need not be transmitted to the
investment provider 66. The customer 52, however, may instruct the settlement bank 10 as to

whether or not he or she wishes to maintain such anonymity.



Reference is now made to FIG 6 which is a flow diagrami l 'fbsjtuhétzb{)‘ég
.process steps in accordance wth yet another aspect of the presen
invention. In particular, the process jsteps represent actions to be taken
to facilitate access an el ectronic account within the payor bank 10.
Preferably, the electronic bank account is an electronic safety deposit box

24, it being undergt oy A1al ubh e mOBChUHHORE! 66 SHBUMSE Infhstmbt K

deposit account 26, cre account ease accoun nance
account 3astruetiens)andedoedh potaequiratiorizatian becanid, by previonsAprezatenty) the3oékiptidfe

custoner .52 preferably accesges fhe yqr, bank 10 via the network using
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safety deposit box 24), the payor bank 10 then pronpts the custoner 52 to
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aut hent | gemitansariserenuised pe paynent {ssbeing; madgo At action 224 pthessettiontent bank dber 52
pr ef er abl ' . ' ' | Efl ' IhC 50..(action 304)
i on ke o Y8006 Bnor 3 ShiBbiridhy doESUR b akBtaaB Y e migheffoceip®
stored fandger petiont 226 cthi asettietient bumil 10 debiteamiioracredienthiec 8h-lind ifvedendnt a
match is obt,&i{pe . At action 308, the custoner preferably inserts the
fi nger pr iPRRVIEIEROBPFRXBE-i on  device 50 into an interface 56 (FIG 2)
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device 50 and the payor Db or exanple, via the univer
of the cteppin tocodancenvitleyet anotherlaspect dfdhaprescatinverBivnndy partictler; theqmoaess

hi nsel f or. _herself . acltivatin fi.ngerprint i ntikLfication, circuitry in
The s nt e leps Sisieh o lo 8ok oS wEicedbn bEERd accRmO e Ui by
the cust gark 162 Rrefefablyg the/ cleiict Yak @ectatt R arbdedtonicabay depasit Boxt 21, et . At

action 310, data is preferably transmtted fromthe fingerprint
i denti fi mqsoﬂn&a%%@éh%oaqyopy SenBinckionay aepaunty (5-8rehank jdeppsiv Aceaunt 26, | 1

enpl oyed)erddivdeBR B3R 282 Hase! Bocbiun? 308 BRkneR #REoune37) etc) hﬁ%;ﬂga gfé@&%hqﬁim at

| east one o]‘ t he aut heptlcatlon code and the nunber o ectronic
account . sheilaruway. 2808ctioa 300, thetcustom®132, preferablye agsasses theapayori bankeldevia dlee t he

sccess probhaR viBR et BElhe towmipiiah e aha Tl SR AR IdiEme L S

wher e t heshe issintsiestedSia. act&ssing ah Blepirohioaceurit ¢sutitas @f lel e bmic Raféfadeposit box

hersel f. At action 314, the custoner 52 may agai n .request _access _to the

el ectron i"’@a'égﬁ payqr bank 10 then prompts the customer 52 to authenticate himself or herself (action
302). In response, the customer 52 preferably activates the fingerprint identification device
50 (action 304) which causes the device to compare the customer’s fingerprint with a stored
fingerprint (action 306) and produce an authentication code if a match is obtained.

At action 308, the customer preferably inserts the fingerprint identification
device S0 into an interface 56 (FIG. 2) suitable for transmitting data between the fingerprint
identification device 50 and the payor bank 10, for example, via the universal serial bus of the
computer 54. Alternatively, the customer 52 may authenticate himself or herself by activating
fingerprint identification circuitry in the interface 56 or in the computer 54. Whichever
technique is employed, the customer 52 preferably uses the computer 54 to access the
Internet. At action 310, data is preferably transmitted from the fingerprint identification
device 50 (or other fingerprint identification device if employed) to the payor bank 10 (in
encrypted form), the data_ including at least one of the authentication code and the number of

the electronic account.



e.g., the electronic safety deposit box 24, and, at action I%lﬁmezgg payor
.bank 10 grants the custoner's request and permts the custoner ?o

mani pul ate, receive, and/or transmt glectronic file(s) to the account.
Those skilled in the art will appreciate that the files contained in an
el ectronic safety deposit box 24 may include will(s), codicil(s), title to
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I nvent i onprosides for Wuthiofizing WellSactieizdvePh Wbt il whichaMPpdriied tPthe trafisifion as i n
el ectronic copmerce. 10 June_ 2005 15 Clains: 1. A nethod of authorizing a
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finger prizﬂodslmes‘.ihl!&tmqninmmmm transactionsy i ald r acoéssgtwo lectoonic dank ces
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credit/debit accounts 28, etc.

Although the invention herein has been described with reference to particular
embodiments, it is to be understood that these embodiments are merely illustrative of the
principles and applications of the present invention. It is therefore to be understood that
numerous modifications may be made to the illustrative embodiments and that other
arrangements may be devised without departing from the spirit and scope of the present
invention as defined by the appended claims.

Industrial Applicability
The present invention is useful in a wide range of industrial applications, such

as in electronic commerce.



custoner over the network fromthe fingerprint identificatilqpuq«g?b@@, t he
.met hod conprising the steps of providing the custonmer with tJhe I nger print
i dentification device which produces fshe authentication code when a
fingerprint of the custoner nmatches a stored fingerprint within the
fingerprint identification device; receiving at |east the authentication
code from,t.he, provider of goods or services over the network; and _
2. aut hor 8%t he transaction if at least the authentication code is valid.

The method of 1¢l ai W thettiol OFf QuthoriZify & comAdrdidl tBASdbITbetweeh B ARtoMBE indPh €d
format. 3. The net hod of claim 1, wherein the provider of goods or services

r ecei ves PRVides pft 209ds O SARVICS OXerN HACH oL vehesein the prayider of gaeds ovEervices

cust oner ' ' INfee,d kL .1 .0 i ce and
St Offer reliedis Wil (6 chlbrter bidDide alfiebd ABGy BY sBhivihET hE&ARNCRaificfth 50
of goods deviceendithe provider of peods et seyvices recéivedent leastai wuthentivatioic codd UF theunber

of the custonmer over the work from.the fingerprint identification
devi ce. * FISSHE Bt spedor gty o fingarint Hesiicior fevisre tirmapthed Comprising
aut hent i gl dt@R og0de and account number are received over the network in an

encrypted form 5. -The nethod of claim1, wherein the network is at |east
part of the |nternproviding the cagtemerd with #icafing@printy identificationv deliiceg whicket hod

of perm {1] t €S risi t he steps of:
est abl i shﬁﬂg&én&g ec %gﬁ?@nc%%ﬁg‘gﬁeﬁoﬁ ﬁd@%ﬁ@ﬁg’?%g V\cggtgg'ﬁ'éttwggﬁs tah§t°£°§st omer
and a nafiagérpgntavithin the fingerdplint identificstion deeigeest i ng t hat the user provide

aut hentication to the yjmanagj n ntity of the _account by activating the
fingerprint identi%PEXEH f&%’gl'ﬁ ;a“&‘e“tffﬂﬂ%“ sod% Fom the pravideg oft £9085.0r ¢ he
aut hent i gaiceyovep @R ndtwbrk;adaccount nunber of the custoner at the nmanaging
entity of the account over the network fromthe fingerprint identification
devi ce; and per ni tauthyizingthe Gansaction df atdeast the authentication code istvialidt i on code i s

valid. 2. The method of claim 1, wherein the stored fingerprint is in an encrypted
format.

3. The method of claim 1, wherein the provider of goods or services receives at
least an authentication code and an account number of the customer over the network from
the fingerprint identification device and the step of receiving at least the authentication code
from the provider of goods or services over the network includes receiving an account
number of the customer over the network from the fingerprint identification device.

4. The method of claim 3, wherein at least one of the authentication code and
account number are received over the network in an encrypted form.

5. The method of claim 1, wherein the network is at least part of the Internet.

6. The method of claim 3, further providing a method of permitting the customer
to access the account, comprising the steps of: |

establishing an electronic connection over the network between the customer
and a managing entity of the account;
requesting that the user provide authentication to the managing entity of the

account by activating the fingerprint identification device;



7. The nethod of claim®6, wherein the custoner is perm’ttedl(} at, bgzast one
.of (i) transfer funds fromthe account; and (ii) deposit funds iR 0 the
account, when the managing entity of tﬂe account has permtted access
thereto. 8. The method of claiml, fur]t er providing a nethod of permtting
the custonmer to access an electronic safety deposit box, conprising the
steps of: establishjng. r Qni i QV el wor e en

t he custonmer and ak‘%lna ﬁt]g?eg%tt@t@y gﬁgp%gﬁéléé?fr%ﬁitggggﬁpgﬁ} e;%‘grié X;
request i ngustbvaér &hehe nmhaging entityvor cheanichentt ovontthe metwork hiromp BRI fingersriviti t Y
of the electronjc safety deposit box by activating the fingerprint '

i dentifica qnﬂﬁcﬁl%‘id&é‘,ce;r%eei ving at |east the authentication code at the
managi ng entity of phinkESEsoRii &80 it HERMlicRRh BYETs vllfy, net vork from
the fingerprint identification device, and permtting access to the

el ectronic saf@ly dépesicthod®f claim §; whereintthe tustorzantihpamnitteat foc leastmeiof (yal i d

9. The nethod o | ai m further risi th tep of receiying at, | east
Che " aut nimetacends Red e armpui 2iq GO RRosAdss B B aBiser. whsn ng
nunber of ehii® of tHetaeEMint Rds pehtifticdBitesH théte@Nt ity of the el ectronic safety
deposit box over the network fromthe fingerprint identification device.
10. The net hod3of cThs method pfielaim b, furtherpraviding 4 racthord ofi permittiog the qustemies
oper abl e ' : ' .i.l.e to one or nore
securiti egé)acggég%l%ie&%rg&?ggﬁtgrep %grbgjé'n%f’wﬁir“&%%‘ff’% og: contract, a
certificate, and anestatdishingar efeolroniy corinkctidheverthdwtiwordk tedteveen the dustoineer

providi-ng a nmethod of permitting the custoner to conduct an investment
transactiWﬁwa&’?ﬁﬂﬁ&%ﬁwtﬂ’@‘m%écpeﬁ'ﬁb?’f'si ng the steps of.
establishing an el egqa@Mihg tHaP HRQuEORRr PNRTde! dbtheRifidaliBh o BRS MRR4id &f oner
and a settl enent bafn&kl oveg whi ch the cgstorrer may provide investg’hrrglrtiitw’J

i nstruct i heselectrpaigsaety degosithex byiaetivatiog thecfingemaint identificatiemdevdes;i on to t he
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bank over elebteonic safety deposit box over the network from the fingerprint identification device; and

permitting access to the electronic safely deposit box if at least the
authentication code is valid

9. The method of claim 8, further comprising the step of receiving at least the
authentication code and an electronic safety deposit box account number of the customer at
the managing entity of the electronic safety deposit box over the network from the fingerprint
identification device.

10.  The method of claim 8, wherein the electronic safety deposit box is operable to
contain at least one of a will, a title to one or more securities, a title to real or personai
property, a contract, a certificate, and an insurance policy.

11, The method of claim 1, further providing a method of permitting the customer
to conduct an investment transaction over the network, the method comprising the steps of:

establishing an electronic connection over the network between the customer
and a settlement bank over which the customer may provide investment instructions;
requesting that the customer provide authentication to the settlement bank by

activating the fingerprint identification device;



network fromthe fingerprint identification device; receivi {}gjdnnégﬁg ment
instructions at the settlenent bank over the network from 8¢ oner,
and transmtting the investnent instrulc7tions to athird party if at |east
the authentication code is valid. 12. The nethod of claim 11, further
conprising the step of receiving at |east the authentication code and an

I nvest ment account nunber of the custoner at the settlenent bank over the
network fromthe fingerprint identification device. 13. The nethod of claim
11, further conprising the steps of receiving an instruction fromthe
custoner as to whether it wshes to keep its identity anonynous; and
transmitting the Inves&aﬁa$ al [east WCAuHRRRatloR chdiCatithe EciticRiddtibinkVovel el
identifying the customer if the custonmer so wishes. 14. The nethod of
claim 11, wheretyak fronpthe fngeqripddeptificptiondeviderast one of an i nvestnent bank, a

br okerage, and an off-,%t‘?}é%mé@d&tix@ucﬁzﬁea @FLMeﬁBmﬁh%me%&Wﬂ&%ﬁh% sarty

. t
conprising the steps o elving a transaction recor romthe t
i ndi cati ng t hthe custamer; sndvest ment i nstructions were carried out; and settling

with the third party .] east. fg: Ansh&d L% om t he
custoner's investnent %@Mﬁt ﬁ'?omﬂﬁeﬁm?hl r wﬁ?f& Eoy;Q andpﬁ}?}f #plg%ts erri ng
funds into thmthenticationomde isvalidavest nent account fromthe third party. 16. The

met hod of claim1,, wherein,th inge int identifjcation.deyjce, s in the
formof a card. 1172.' T °?}§9%o°gc%ﬁm gﬁ-ﬁ?‘ﬁ?’fﬁ"“m@{’@ iq(’ ﬁ%"’?“"#&e‘ykﬁ?ﬁ\"

i dent i ficati osuthehticatior cdds aridin idvestménOscoouad number of theidustomérat thodemlement bihk The |
met hod of claim1, wherein the fingerprint ., identification device is in the
formof a uniVgrté%“wgg‘rq“&mﬁjﬂgﬂgﬁtg%%@q%'net hod of claim1, wherein
the fingerprint igentiThd artbdof GRif A€, fufthdr ToBBHshg thVisteh off rdc€iving aine of a

computer and an inpterface device operable ,to connect to the conputer. 20.
A met hod of d&#ﬂ%@ﬁﬁ@%%ﬂéﬁ%ﬂ%ﬁ #5; 9 ko dis deatity noaymqusAd and a

transmitting the investment instructions to the third party without identifying the customer if
the customer so wishes.
14, The method of claim 11, wherein the third party is at least one of an
investment bank, a brokerage, and an off-shore bank.
15,  The method of claim 12, further comprising the steps of:
receiving a transaction record from the third party indieating that the
investment instructions were carried out; and
settling with the third party by at least one of (i) transferring funds from the
customer's investment account to the third party; and (ii) transferring funds into the
customer's investment account from the third party.

16, The method of claim 1, wherein the fingerprint identification device is in the
form of a card. |
17.  The method of claim 1, wherein the fingerprint identification device is in the
form of a cellular telephone.
18, The method of claim 1, whérein the fingerprint identification device is in the
form of a universal serial bus stick.
19.  The method of claim 1, wherein the fingerprint identification device is integral
with at least onc of a computer and an interface device operable to connect to the computer.
20. A method of conducting a commercial transaction between a customer and a

provider of goods or services over a network, the method comprising the steps of:



provi der of goods or services over a network, the nethod cop@qdﬁyj%gsthe
.Steps of: 10 June 2005 18 providing the custoner with a fingerprint

i dentification device which produces gy authentication code when a
fingerprint of the custoner matches a stored fingerprint within the
fingerprint identification device; maintaining an electronic site on the
networ k over which the custonmer may request goods or services fromthe
provi der of goods or services; requesting that the customer provide

aut hentication by activating the fingerprint identification device;
receiving at |east the authentication code and a account nunber of the
custonmer at the pr omnme@mmaﬁﬁdpﬁmﬁ&nﬁﬁ&ﬁont&ﬂcﬂﬂﬁm desOm t he

fingerprint_identification device; ansm tti henti cati on code
and the acc c?%?‘rﬂ@?"aqt’rwg‘ﬁ'}'t “B‘F'BQ*‘[!%‘?““'B‘F Ef§ ?@5%‘%3" thig) 5

managi ng entht fisgepfintideptificatisndeticpver the network in encrypted form and
requesting authorization to COHB!? ete the transaction; and conpleting the

transaction if the njc %‘P °FI¢E neNOBgYEr Which,the gustomer may

aut hori zat i Rhuest cgsctronl c safety deposit box
over a net\/\g‘rihk %t he et hod congrl Sl n the steps of. providing a user with
a fingerprint ident requesting dhet the, i customoni previder ogtiom by aastiveting ithait i on code

when a fing d I matches a stored fingerprint within the
fingerpri nt‘%{ggglrlt‘?li f‘ﬂigg%tltbggb%&w ce; establishing an el ectronic connection

over the network beresei®ing tahdeastsibe amuatlmn@glmg aemmynmﬁbd'm thd ect roni c

managh ng. or Py of d BVER W' clfily (R nERBNORTOA I RS 10 the

fingerpri nttdendﬁcatidm‘deuen;i on devi ce; recel vi ng at I east t he aut hentication

code at the hol der of t n|c f et sit, b x ver t.he network
- sl i 03 e AR B Bl B Broviats

fromthe fingerprin
- of goods or services to a managing entity of the account over the network in encrypted form,

and requesting authorization to complete the transaction; and

completing the transaction if the managing entity of the account provides the
authorization. |

2l. A method of accessing an electronic safety deposit box over a network, the

method comprising the steps of: '

providing a user with a fingerprint identification device which produces an
authentication code when a fingerprint of the user matches a stored fingerprint within the
fingerprint identification device;

estabiishing an clectronic connection over the network between the user and a
managing entity of the electronic safety deposit box;

requesting that the user provide authentication to the managing entity of the
electronic safety deposit box by activating the fingerprint identification device;

receiving at lcast.the authentication code at the holder of the electronic safety
deposit box over the network from the fingerprint identification device; and

permitting access to the electronic safely deposit box if the authentication code
is valid.
22.  The method of claim 21, wherein the stored fingerprint is in an encrypted
format, '



permtting access to the electronic safely deposit box if t Yune 20
authentication code is valid. 22. The nethod of claim 21, erern 9151e
stored fingerprint is in an encrypted IJ ormat. 10 June 2005 19 23. The

met hod of claim 21, further conprising the step of receiving at |east the
aut henti cati on code and an el ectronic safety deposit box account 'nunber of

the user at thaes. nnmh%darﬁﬂélﬁmoil.mﬁleﬂ:c rfsg{g tggé?ég)?x‘&‘%m%é{'ﬁgﬂ?ﬁ%%vg;

the network fromthe fingerprint identi ,
cl ai m 23, awihentigation codecgndk arpelectrsinic safety deposit box atéount munkeercofcthe aser it e

nunber ar ' Qfh i n. ncrvpted fo 25 e net hod
of claim S‘lﬁggﬁg\régl t he. tg'ég%‘?rﬁ%\r%%&sdg? %s?‘;b °§e vgg |&f° %°<S‘$‘<’°'§‘g]f’8'ﬂe‘h§ gerppipt
cont ai n atidéntifisdtiondevioé. a will, a title to one or nore securities, atitle
to real or perggnal rogerty, g contract, a certificate, and an insurance
policy. 26. A et hoghgfneﬁ'@ﬂﬁéﬂ‘?‘ﬁg”awhﬁﬁlﬂe’éﬂ%?nq ofthe authentication: code and

net wor K, ta@&)uﬂ?ﬁﬁ%l&%ﬂ%”eﬁb@&tﬁ@ﬁ%ﬁ&ﬁﬁﬁm? 'cggr'i&\’tiogﬁ ng an investor with a
fingerprint identification device I ch produceés an authentication code
when a fingerpRfnt Ghe mathod of chim 21,meherdin thexletronie dafkfyrdgposit box iswpérable t he
fingerpri L dent i f] | 0} dewui ce:.establishing an.el ectraonic connection
over the n%ef J\)/\'/f)r K a%ftlaétav&&dr? hae%lr‘\\?e@{cotp & RG "Qr%g?W%%ﬁﬁ'ﬁlﬁéﬂM\?éPemﬂh t he
i nvest or propepty,adodizact,awestifivate andumtinsutdnc®©pdlicy. r equesting that the investor
provi de aut henzhcat ' onqgo t‘he $et,t | enent bank by  activating the
fingerprint idé&%tifiaashestoffopdycting an mxestmenys trapsaptiofqver y actiork dhn methed on
code at tBemphiihg @EBieps sfank over the network fromthe fingerprint

i dentification device, receiving investnent instructions at the settlenent
bank over the netwoPrRVifingrantinkestarwitdhsa fngerpring identifieation devige whéchi produgesrent

i nstructi gRguthentiRatidl dode RiHch % ﬁnfgm%;mJ &R inbfi%or matches a stored fingerprint within
the fingerprint identification device;

establishing an electronic connection over the network between the investor
and a settlement bank over which the investor may provide investment instructions;

requesting that the investor provide authentication to the settlement bank by
activating the fingerprint identification device;

receiving at least the authentication code at the settlement bank over the
network from the fingerprint identification device;

receiving investment instructions at the settlement bank over the network from the
investor; and |

transmitting the investment instructions to a third party if at least the
authentication code is valid.

27.  The method of claim 26, wherein the stored fingerprint is in an encrypted
format.

28.  The method of claim 26, further comprising the steps of receiving at least the
authentication code and an account number of the investor at the settlement bank over the
network from the fingerprint identification device.

29.  The method of claim 28, wherein at least one of the authentication code and

account number are received over the network in an encrypted form.



authentication code is valid. 27. The nethod of claim 26, ' e
stored fingerprint is in an encrypted format. 28. The net h\(l)\gﬁg@bcal()g?m 26,
further conprising the steps of recei Vi g at least the authentication code
and an account nunber of the investor At the settlenent bank over the
network fromthe fingerprint identification device. 29. The nethod of claim

28, wherein atqdea 0 f, 1he authenticati on code,and account, nunber are
recei ved over %éie ﬁfe-l?cv\%'%fg‘%fln&g?%c#y WPt SRnSg Yigndepso ok seivme e

met hod  of instradtion f6om fthe inivestorcantorwidtieg it Wished RPReepfits fdeftfty \dnd ; and
instruction fromthe, investor as . to whether it wishes to keep 1ts identity
anony nmous TansAiiting the.ioxestment dnstiyetions, §. thethisd parks witheutjidensifying thecinvestordf par t y
w t hout | gemdvebdt Pwish&g, | nvestor if the investor so wi shes. 31. The nethod
of claim 26, wherein the third party is at |east one of an investnent
bank, a brokerdge, Ehedmsathodfdf claior @6bwhkreirBthe Hiird patyhixd apfleast dhenofSan
further c LSl of regei vi a transaction record fromthe
third parﬁ‘%g‘}t%%’%&aﬂgm?ﬁiﬁ t instructions were carried out;
and settling w2 h tThe nidthodcbfPRirh ¥8,Hirtitdr coBpsdingMesteps &t ) transferring funds

fromthe investor's account to the third party; and (ii) transferring
funds into the i nvdSiehing a;apsaetion fecerd diom (the (third)party irglivating) thatptheat us

for aut hofniv&thﬁ&t%sﬁ'ﬁm%@caﬁ{eaﬁﬁi‘ﬁﬁd on between a custoner and a provider
of goods or services over a network, the apparatus conprising: a

fingerprint identi fspidling with thewthindkpatydabitdesst obeofi(i) transtérring fiarle fivnptheof t he

cust oner i | . r.od n authepticati on code ywhen the
fi ngerprii?f?&g) %t%gm&ggé orrtglr“s dﬁgg%‘@ @?"5?65'3"& %%?%?ﬁf“vﬁ%’q‘?‘?‘fﬁ%?tpri nt
i dent i fi caém the thied parey. bei ng connectable to the network such that the

provi der of gqQds oy services nmay receive at | east the authentication code
over the net k: Aapparatus for authorizing a commercial transaction between a customer

and a provider of goods or services over a network, the apparatus comprising:

a fingerprint identification device capable of being in the possession of the
* customer and bcing operable to produce an authentication code when the fingerprint of the
customer matches a stored fingerprint, the fingerprint identification device being connectable
to the network such that the provider of goods or services may receive at least the
authentication code over the network; and
a processing unit operable to (i) receive at least the authentication code from
the provider of goods or services over the network, and (ii) authorize the transaction if at least
the authentication code is valid.

34.  The apparatus of claim 33, wherein the stored fingerprint is in an encrypted
format.

35.  The method of claim 33, wherein the fingerprint identification device is
operable to provide at least the authentication code and an account number of the customer
over the network to the provider of goods or services.

36.  The apparatus of claim 35, .whereih at least one of the authentication code and
account number are in an encrypted form.

37.  The apparatus of claim 33, wherein the network is at least part of the Internet.



a processing unit operable to (i) receive at |east the auth i hon code
from the provider of goods or services over the network, ﬁgﬁ%@?@b?

aut hori ze the transaction if at |east ,gthe authentication code is valid.
34. The apparatus of claim 33, mhereir?y:he stored fingerprint is in an
encrypted format. 35. The nethod of claim 33, wherein the fingerprint

identification device is operahle to provide at |.east, the aythentication
code and an a%%ounTh"nERP&EF“scﬁfr ‘S’d@ 3ou 25T me&fwsﬁ‘%“ﬂél‘%?ﬁlﬁ tq permit

provi der gqf i . : cﬂn&iﬁ .claim 35, wherein at
| east onggg?gﬁﬁgﬁgﬁ%ﬁ%ﬁ?¥ég§$%%aggﬁig§%? accounfﬂ%unber are in an
encrypted form 37. The apparatus of claim 33, wherein the network is at

| east part of the Internet. 10 June 2005 21 38: The apparatus of claim 35,
wherein the processing unit is operable to permit the custoner to access
the account, the processing unit conprising: 10 June 2005 22 a network
server operable to (1) establish an eledtronic. connection over the
network with the custoner, (ii) request that the user provide

aut hentication by activating the fingerprint identification device; (iii)
receive at | east the authentication code and the account nunber of the
custoner over the network fromthe fingerprint identification device; and
(iv) permt access to the account if the authentication code is valid. 39.
The apparatus of claim 38, wherein the processing unit is further operable
to permt the custoner to at |east one of (i) transfer funds fromthe
account; and (ii) deposit funds into the account, when access is
permtted. 40. The apparatus of claim 33, wherein the processing unit is
operable to permt the customer to access an el ectronic safety deposit
box, the processing unit conprising: a network server operable to (i)
establish an el ectronic connection over the network with the custoner,
(ii) request that the custoner provide authentication by activating



the fingerprint identification device; (iii) receive at leaﬁsd}Q§O
aut hentication code- over the network fromthe fingerprint 5t cati on
device; and (iv) permt access to the gl ectronic safety deposit box if at
| east the authentication code is valid™ 41. The apparatus of clai m 40,
wherein the processing unit is further operable to receive at Ieast the

t henti cat d f
The cust omer over ha ot syATpAbleCto") Elablid P Heludile BRRAHGL oVetBE L . °
42. The maetsak Bithdhe rvstoper (mnmqmsnmanéxeensemwadn mtlmtmt;pmpmwiudgaueu s
oper abl e ﬁn@ r‘ﬁﬂﬁ\t lﬁumcl ,0(§§ rgécn?e anclaLt’ (hg F‘é‘bé""*gat{?ﬁn?%ﬁg e{% tlg account

securities, ca tit to rea rsonal . prop
certifi catmambemaf thmcuzmmnrmerehp nétivosk freid theTﬁ@eqmnafdaﬁtiﬁcaﬁBn @kvite)add (iv)

wh th t t th t t duct
A nvest m@wﬁ PEER I I b e B BB, oconsi ng umit
conpri si ng: Bt WOTke aparetis ofRRim B8 whéteini the Bobabihh Bhit Qﬁﬁﬁﬂﬁf%ﬁﬂil&o

e C

connecti on over the network with the customer over st oner

provi de | MFERIE MeRUSIOMET Qa4 Wﬁ‘@m 0( @ Wﬁ&fﬁf ds fwratthq h@m&twdrén)@pm de
aut hent i c3{d3 b heretdmnd WhedadcBR i dedgfifeRr i Nt i dentification device; (iii)

receive at least the authenticatio co e over the network fromthe
fingerprint idédtifThaenpevatudoficlim 38 wherciodhe pmccssmgsnmambpmﬂﬂé tdipdrinitns at

t he settl cust aner y) transmt
the inves E“rr?\;ér% ° g{‘{Sr uc%?%nné&tﬁgﬁgts%lﬁap&g%%‘gﬁf ?m%&"s'fl%ﬁg’fc? “2

aut henti cati on codea mstwoek setiver bperdble o i) Astablisheh elddt@niRPEGRIMSItSR dVer fledi M
43, wherein the CeSSI n i s further operabl.e receive at | east
the aut heMET™® E‘”’@{\ ﬁ'atlﬁﬁ%“ﬁvé’?? Hﬁrﬁ“s@@gbﬁfﬂ?dﬁﬁ'ﬁ‘g@"cﬁq‘th%MWr
over the nisd figeprint dd&nhheatibh RIgeica ! (iif)iredef@Ndti bdst Fel MUtheRAANAIR: code ovdi e
apparatus of cl %Hg't 3, V\/nerelg the processin un|t Is further operable to

(i) recei EwoRk dinggrprint ideptification, devismetnd@v)iRsTmt aceass to thomlectronict o

keep [1s Iisifeyidchosit ORI e e sifldniicaiion éda BVl (he Tnvestment instructions
to the third party W thout identifying the custonmer if the custoner so

wi shes. 46. Thél-apphhcgnparalys of claimy70,3vhexgin thei processing it i futheryopemblztto | east
one of an recejve at least the authentication code and an electronic safety deposit box account number

of the customer over the network from the fingerprint identificdtion device.

42,  The method of claim 40, wherein the electronic safety deposit box is operable
to contain at least one of a will, a title to one or more securities, a title to real or personal
property, a contract, a certificate, and an insurance policy. |

43.  The apparatus of claim 33, wherein the processing unit is operable to permit
the customer to conduct an investment transaction over the network, the processing unit
comprising:

a network server operable to (i) establish an electronic connection over the
network with the customer over which the customer may provide investment instructioﬁs;
(i) request that the customer provide authentication by activating the fingerprint
identification device; (iii) receive at least the authentication code over the network from the
fingerprint identification device; (iv) receive investment instructions at the settlement bank
over the network from the customer; and (v) transmit the investment instructions to a third
party if at least the authentication code is valid.



I nvest ment, bank, a brokerage, and an of f-shore bank. 47. ThFO L[)r@?roggus of
cl ai m 44, V\/nereln the processing unit is operable to (i) rece

transaction record fromthe third part$/ i ndicating that the investnent
instructions were carried out; and (i 3) settle with the third party by at
| east one of (i) transferring funds fromthe custoner's investnent account
to the third party; and (ii) transferring funds into the custoner's

i nvest ment account fromthe thi rd party 48. The apparat us of claim 33,

wh [ he fi d f d.
39 The appar at O of 100 aPHiFaRs oL B, iR B plbesiing i e onfRbR

device is igceivd st 16Rf mecaﬁmﬁnmhwb&re atnalaﬁnﬁwaﬁlenégccoa}mmwmmm& ai m
33, wherein the fingerprint identification device is in the formof a

uni ver sal suver the nmygr ¢rg fthe fingerprint identification device.
' 45.  The apparatus of claim 43, wherein the processing unit is further operable to

(i) receive an instruction from the customer as to whether it wishes to keep its identity
anonymous; and (ii) transmit the investment instructions to the third party without identifying
the customer if the customer so wishes.

46.  The apparatus of claim 43, wherein the third party is at least one of an
investment bank, a brokerage, and an off-shore bank.

47.  The apparatus of claim 44, wherein the processing unit is operable to (i)
receive a transaction record from the third party indicating that the investment instructions
were carried out; and (ii) settle with the third party by at least one of (i) transferring funds
from the customer's investment account to the third party; and (ii) transferring funds into the
customer's investment account from the third party. .

48.  The apparatus of claim 33, wherein the fingerprint identification device is in
the form of a card.

49.  The apparatus of claim 33, wherein the fingerprint identification device is in
the form of a cellular telephone.

50.  The apparatus of claim 33, wherein the fingerprint identification device is in

the form of a universal serial bus stick.



