1 ZERO KNOALEDGE PROVI NG SYSTEM AND METHOD BACKGROUND OF THE | NVENTI ON 1.
Field of the Invention The present invention relates to zero-know edge
proving techniques for proving the equality or inequality of discrete

| ogarithms, which is suitable for use in undeniable signatures. 2.
Description of the Related Art Undeni abl e signatures proposed by Chaum have
an i nportant property such that a signer cannot deny the validity of a

sel f- generated sign nature. The undeni able signature
schenmes like this na EH&E%ﬁgQLéhéé EE§QB§%S§G§FIbﬁN@fMEgﬁogrder_q group G on
nodul o p, where p and q are prine and have a relationship of ql1 (p-1).
Wen y = g" is an elenent of the group G the signer uses the generator g
as a public key and x as a private key. A signature on a nessage mis
obtained by calculating SIG = nt, where x is the private key. For (m

SIG, the validity of the shapaistnd ¢aNThe Seeh@ethby Proving the equality
of the discrete logarithmx of the public key: y = @g" and the discrete
logarithmx' of SIG = nx'. In contrast, the forgery of the signature can
be decided by proving the inequality of SIG and nf for (m SIG).
Accordi ngly, Firichod thegbatamheisyst em needs a proving nechani smfor proving
the equality or inequality the above discrete |ogarithnms and a verifying
mechani sm f or Ve pyergnt henveasuldrs rebatedesd grateekndwlelgd ppopeat | on.

techniques for proving the equality or inequality of discrete
logarithms, which is suitable for use in undeniable signatures.
2. Description of the Related Art
Undeniable signatures proposed by Chaum have an important

property such that a signer cannot deny the validity of a self-
generated signature but a forged signature. The ufideniable
signature schemes like this make use of the group operation of
an order-q group G on modulo p, where p and g are prime and
have a relationship of q|(p-1). When v = g* ig an element of
the group G, the signer uses the generator g as a public key
and x as a private key. A signature on a message m ig obtained
by calculating SIG = m*, where x is the private key. For (m,
SIG), the validity of the signature can be decided by proving
the equality of the discrete logarithm x of the public key: y =
g* and the discrete logarithm x' of SIG = m*® . In contrast,
the forgery of the signature can be decided by proving the
inequality of SIG’ and m* for (m, SIG'). Accordingly, such a
signature system needs a proving mechanism for proving the
equality or inequality the above discrete logarithms and a

verifying mechanism for verifying the results in a designated



There has been known the Chaumlis schene that allows a prover to convince
the verifier about the equality or inequality of SIG and nx, which is

di scl osed in "Zero- know edge undeni abke signatures”, Advances in

Cryptol ogy, Proceedings of Eurocrypt' 1990, LNCS473, Springer-Verlag, pp.
458- 464, 1991. This Chaumls schenme, however, enploys different proving
systens to prove respective ones of the equality and inequality.
Especially, the systemof proving the inequality cannot be perforned

wi t hout tHERROPFTFEFI3Nd therefore it is inpossible for the prover solely

t the i ljty., Th h i h
that Compl oys (HG"BaHaY HPSTT H00 ¢ BimCr B B rove Farn tRE BT &y and
[ lit " |Gl bl deni.abl i_gnat h ",
P oceod TS §eh RBLETE Va S 5s Con AT R edearehst oy pt ogr aphy.
SAC 97, _Aiguinla 11997, Abthougly Ll S,sehene. ALLowshng, puguel solely to

prove both the equality an nequal 1ty and the efficiency thereof has been

qual i t at il edgBaliidedi ahle NagmA cdi-aady aiipge.f ;heakipdoismertant
information. Mdire specifically,” the information nx i s knhown By the

verifier pieadidiggbOof Berddagitet 1onosuticddal, SMhengel-ndkerid Nngd.hat a
nmessage mis not signed, the signature on m is |nvo?untarlly passed.
-SUMVARY @58FHE4| NVENT] ONCI3i s Eranpl & eshetd nerfwevel, t BRpDERsS elltf fidre@nt i on
seek to provide a zero-know edge proving system and nethod allowi ng the
same protawelingospetesedd ey ectheceualdries af the equality and
inequality. Especially, the system of proving the inequality
cannot be performed without the verifier and therefore it is
impossible for the prover solely to prove the ineguality.
There has been proposed another proving scheme that
employs the same proving systems to prove both the equality and
- ineguality. See “Efficient convertible undeniable signature
schemes”, Proceedings of 4th Annual Workshop on Selected Areas
in Cryptography, SAC’'97, August 1997. Although this scheme
allows the prover solely to prove both the equality and
inequality and the efficiency thereof has been qualitatively
analyzed, it has a disadvantage of leaking important
“information. More specifically, the information m® is known by
the verifier, leading to a contradiction such that, when

indicating that a message m is not signed, the signature on m

is involuntarily passed.

SUMMARY OF THE INVENTION



inequality of discrete logarithns and allow ng the prover solely to prove
it without |eaking inportant information. According to a first aspect of
the present invention, there is provitded a system conprising a first
mechani smfor proving equality or inequality of two discrete |logarithns
and a second nmechanismfor verifying said equality or inequality, wherein
the first mechanismconprises: a first public information nenory storing a

desi gnat ed epemplcoBmbeheMEntEWBf hRUL rRWERRT S niReraidafder, tdenoted by a
and (3), and two predeterm ned bases (hereinafter, denoted by g and h); a
pri vat BEPHEBPNEL FERCTERBIY SEU8r PAG VBRIV SV6 teRf endaiedhod drleafitrar | denot ed

by x) whtchahd Brdisere! eol ggariLhmeof %ovteotme(e 39 1%y @,f andom nunber

generator for generating a i rst random nunber reafter, denoted by r);
a convenegrafoky odndeéstiraget hegempuhmsumder ad,lowhied met cnavear (3 and t he

base h_to,produce a', .(3 .and y' _using the first random nunber r and the
privatgoﬁﬁ%grﬁﬁtPSRVQ ég V6§B8Hé:lgaké%grlQPQ59?%F %ﬁ%?r%?t%qur.mherein
said a', E3ncabddyngate semtrke hRpcsecend tiRChaRisemt 3R iRrovi ng
section for proving equality of a discrete logarithmof a' to base a and a

di scretBSFBgaPi PRAVEFCR at §YSbaBe cOBPaAE 18qual ity sof mecdiagdiset €dmgar i t hm
o AV e 9oL AGEE SRR AL A LT R A e
a second mechanism for verifying said equality or inequality,

wherein the first mechanism comprises: a first public
information memory storing a designated operation scheme, two
input numbers (hereinafter, denoted by o and B), and two
predetermined bases (hereinafter, denoted by g and h); a
private information memory storing private information
(hereafter, denoted by x) which is a discrete logarithm of «
to the base g; a random number generator for generating a
first random number (hereafter, denoted by r}); a converter for
converting the input number o, the input number P and the base

h to produce a', $' and y' using the first random number r and

the private information x as follows:

a' = o
B' = R*; and
Y.‘ _ th

wherein said o', f' and y' are sent to the second mechanism;
and a proving section for proving equality of a discrete
logarithm of o' to base o and a discrete logarithm of B' to
base P and equality of a discrete logarithm of o' to the base

g and a discrete logarithm of y' to the base h, and the



storing the designated operation schene, the two input nunbers a and (3,
and the two predeterm ned bases g and h; a verifying section corresponding
to the proving section, for verifying? equality of a discrete |logarithm of
the received a' to base a and a discrete logarithmof the received (3 to
base (3, and equality of a discrete logarithmof the received a' to the
base g and a discrete logarithmof the received y' to the base h; a

checki Bgcsadt neahkai seheekbrdsthe heececvad (3b1aRd iV dréha (AL HERe v
equalit¥ or inequality thereof; and a decision section for deciding
B

whet hePtBFdBE Ehet ABSEBR3EcReORaAPSAONS SCheaept dbice twgejamditngroweresul t s
of theavsﬁafw,ngnae%leo@?gpgrgh@ﬁe&gﬁgw% 38t lgoggFTte RY %'1’1%9@‘%]%“ on may

include: a first prover rovin he eauallty e discre ogarithm
of a' secbase aoraadpbhdidigstretécl pgarvithhmsett(idn,t ddraser(iFyiand a second

prover far ovi ng tge equ Iiﬁ of .the discrete logarithmof a to the
base gegﬁal?ﬁg 8?sér fécg8§§r'¥ﬁﬁF6FgV’ogot fe 64§ Veﬁ;aén&Ftﬁ@SFeﬁ'fying
secti oang@ogpaiseseta Lbgekivam birtekneCQerespendipng o Hhe fa rshhgprover, for
verifying the equality of the discrete |ogarithmof the received a' to
base acgHalth¥ C8i scrleserrsgatropmichn hé theeireseipedt o'bdse tRe and a
second rifi (o] Y i : c rover, for, verifying.the
Goo¥er T LB GOLEESRAR A9,L01 L] ed O
equality ofbthe di screte Iogar? %ﬁ%oﬁ'?%egggcgﬁﬁgévgd’ﬁb %ﬁbt a§%55 and
t he dikeretehkogangt herofiohhéoreckrevedny' the theecibasie ph. ahal an embodi ment,
t he chgcging,section may include a_ 5 ..
etermine equallt¥ or inequality thereof; and a decision
section for deciding whether proof of the first mechanism is
acceptable, depending on results of the verifying section and
the checking section.
The proving section may include: a first prover for
proving the equality of the discrete logarithm of o' to base o
and the discrete logarithm of B' to base B; and a second
prover for proving the equality of the discrete logarithm of
o' to the base g and the discrete logarithm of y' to the base
h, and the verifying section comprises: a first verifier
~corresponding to the first prover, for verifying the equality
of the discrete logarithm of the received a' to base o and the
- discrete logarithm of the received B' to base B; and a second
verifier corresponding to the second prover, for verifying the
equality of the discrete logarithm of the received o' to the
base g and the discrete logarithm of the received y' to the

base h.

In an embodiment,  the checking section may include a



third verifier for verifying the equality of the received (3" and y'. In
anot her enbodi ment, the checking section may include a third verifier for
verifying the inequality of the received R and y'. In still another
enbodi ment, the checking section may include a conparator for conparing
the received R and y'. The proving section may include a single prover
for proving the equallty of the discrete logarithmof a to base a and
the di $BF&tleVREGEALFENAPST VST it 1pgsEDS, eﬁ#&lﬂﬁé'@6U§mﬁt§ecéﬂvﬁﬁbﬁﬁlscrete

| ogari thm of aIntgnb%ﬁeQa§ﬁbgd§BgnEhe ﬂIS%%%E%ln %@&k&% y y' to the base
h. The verifying section may include a single verifier for verifying the

equalluyCéﬁda adtb@mdtgeKQQaemtﬁmmowethéyn@gem%edl@eqMalhaseoa ahe a

di screte tthm aof the recei.yed R .to bas 3, and e allt of a
di screte® Fog§§|¥hn988 t'he Fgcél%é grot hefhgngggém§n§ndE§

| ogari tbatebnt hayr eeeived ¥ cbaphkatbasedh. cb&p@&l@@bQ%en&%belw%@_@hecklng
section nay include a verifier for verifying the equality of the received

R and2}9. Y'rn anot her enbodi nent, the checking section may include a

verifier fogpy ”Ekwaﬂgegaetaeﬁqmag i8c0hkNS LaagKedByeandoy - 10 still

anot her enbodi checking section may a conparator for
conparpngviheg tebeekvedlRtyand yhe Anscmdtaglb@aal$@non¢ aspeet bafset e
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nunbers (hereinafter, denoted by a and (3), and two
logarithm of yv' to the base h. The verlfylng section may
include a single verifier for verifying the equality of a
discrete logarithm of the received o' to base o and a discrete
logarithm of the received B' to base B, and the equality of a
discrete logarithm of the received o' to the base g and a
discrete logarithm of the received y' to the base h.

In an embodiment, the checking section may include a
verifier for verifying the equality of the received B' and y'.
In aznother embodiment, the checking section may include a
verifier for verifying the inequality of the received B' and
v'. In still another embodiment, the checking section may
include a comparator for comparing the received P' and v'.
According to a second aspect of the present invention,

there is provided a proving device for proving equality or
inequality of two discrete logarithms, comprising: a public
information memory storing a designated operation scheme, two
input numbers (hereinafter, denoted by o and B), and two
predetermined bases (hereinafter, denoted by g and h); a
private information memory storing private information
. (hereafter, denoted by x) which is a discrete logarithm of «
to the base g; a random number generator for generating a

first random number (hereafter,



predet erm ned bases (hereinafter, denoted by g and h); a private
information nmenory storing private information (hereafter, denoted by Xx)
which is a discrete logarithmof a t% the base g; a random nunber
generator for generating a first random nunber (hereafter, 5a denoted by
r); a converter for converting the input nunber a, the input nunber (3 and
the base h to produce a', (3" and y' using the first random nunber r and

the prdgabeetinbor ppti ancanvastéel kewscoavertahgRths Rhpudneunber owherein
said a', (3" and Y'' are sent to the second nechanism and a proving

secti oh*Fot"BRoVIHEPEGUAI RR§ SheabasscPet® Hrogacet Rm ot 'a'ant Wase a and a
di screte; hogarkt ke ' ( al i t. f i : arithm
of o rolRe base g and e th 2OREE Fogarl i 6F b0 RO Batat

Accor diagfodlawshird aspect of the present invention, there is provided a
verifying device for verjfying proof provided by a proving device for
proving equality or inéﬁué]i y of two discrete logarithns, conprising: a
public information neny'y =stpor:i gggda desi gnated operation schene, two

i nput nunbers a and (3, and twpg_ predeternined bases g and h; a verifying
section corresponding toYth& Proving device, for verifying equality of a

discre&ﬁefgggrggpg}g;’aé-tgnga§e arand.na disepgt g.logar thm.ef (3 to base

(3, and equality o
and a proving section for proving equality of a discrete

logarithm of o' to base o and a discrete logarithm of B' to
base B and equality of a discrete logarithm of «' to the base
g and a discrete logarithm of y' to the base h.

According to a third aspect of the present invention,
there is provided a verifying device for verifying proof
provided by a proving device for proving equality or
inequality of two discrete logarithms, comprising: a public
information memory storing a designated operation scheme, two
input numbers o and B, and two predetermined bases g and h; a
verifying section corresponding to the proving device, for
verifying equality of a discrete logarithm of o' to base o and
a discrete logarithm of B' to base B, and equality of a
discrete logarithm of o' to the base g and a discrete
logarithm of v' to the base h, wherein said o', B' and'v' are
received from the proving device; a checking section for
checking B' and y' to determine equality or inequality
thereof; and a decision section for deciding whether proof of
the first mechanism is acceptable, depending on results of the
verifying section and the checking section.

According to a fourth aspect of the present invention,
there is provided a zero-knowledge proving method in a system
comprising a first mechanism for proving equality or

inequality of two discrete logarithms and a second mechanism



discrete logarithmof a' to the base g and a discrete logarithmof V' to
the base h, wherein said a', (3' andgy' are received fromthe proving

devi ce; a checking section for checking (3" and y' to determne equality
or inequality thereof; and a decision section for deciding whether proof
of the first nmechanismis acceptable, depending on results of the
verifying section and the checking section. According to a fourth aspect of
the pré&g&nveraf¥anpoaaidt gapalisvppsviidedualiéye- khewredgedpr ovi ng met hod
inas e | Si f St ni o] Is equal.i Nols
inequa%?%gg%FE?QBEh?sggg H Fgga??fﬁﬁg g;ggg @ggggél%%éhgﬁiggkﬁﬁggfgr

veri fydrgigaptiedgupkeirtyion sregumal i typ thputehhotherconpeireing ftrke ,st eps of :
at the first chani.s a) storing a designated operation schene, two
"nput AGRBSEFS PRererRal Per 2ROqEHG: BASH5 8 HAGCR, PARGS WS predateri ned
bases ghareknabtel, andenpt ed By rarandplbikB anfbhkabhthvhl khemoRfor mation
menory; b)  storing private information %hereafter, denoted by x) which is
a di scFEPELREgRFIVARPoLNACrBathenbdbergaiihes  phienated of &) nathiieh Aenory;
C) generati fi d ome:n r h ftec enot: y r); d)
conver?i%%b?%g@?n%éggﬁ%gﬂgrgg,&n?ﬁetpépgég%u %P g E%é%gﬁ% base h to
producénéicrmRtiandmygmorusi ng theekiatdihgr andamsnurbedom anebkle private

i nfor ion as foll .a = ar, R = Rr; and = hxr
' n?ﬁerea%ter, denoggg by r); d) converting th% input number o,
the input number B and the base h to produce o', B' and y'
using the first random number r and the private information x

as follows:

r

o' = o ;
B' = B"; and
Y' — hxr’

wherein said o', B' and y' are sent to the second mechanism;
and e) proving equality of a discrete logarithm of o' to base
o and a discrete logarithm of B’ to base B and eguality of a
~discrete logarithm of o' to the base g and a discrete
logarithm of y' to the base h, and at the second mechanism, f)
storing the designated operation scheme, the two input numbers
o and B, and the two predetermined bases g and h in a second
public information memory; g) verifying equality of a discrete
logarithm of the received o' to base o and a discrete

" logarithm of the received B' to base B, and equality of a

- discrete logarithm of the received o' to the base g and a

. discrete logarithm of the received y' to the base h; h)
 checking the received (' and y' to determine equality or
"inequality thereof; and i) deciding whether proof of the first
mechanism is acceptable, depending on results of the verifying
section and the checking section.

According to a fifth aspect of the present invention,



wherein said a', R and y'' are sent to the second nechanism and e)
proving equality of a discrete logaridghmof a' to base a and a discrete
logarithmof R to base R and equality of a discrete logarithmof a' to
the base g and a discrete logarithmof y' to the base h, and at the second
mechanism f) storing the designated operation schenme, the two input
nunbers  a and R and the two predeterm ned bases g and h in a second

publ i ¢ tRREST et PER VAEIRSY ¥ CHIPHERILT Winey Téqu alnahr ustt i diss crasrert 9oddtr i t hm
of the; [ = a I.SCr .t f i R to
base R,l &Egghéggalgi tf;t}(}c?? 31% .azlgr@é‘? éf% II?) ar ﬁﬁhﬂrﬂo %qudtahlgre ecoe]% \t}glder (gﬁﬁtlo t he
base godndvwa ddisscrdre loggarithmm efhc ke seeeeid/ et qartient febase h; h)

checking the.received R an ' tq determine equality or inequal,t

Cher 6ol SEdRd PE QB LNy HIGINEE JrooHodn e S St St AR Y
accept ghke stdeperdi:NG OAmasHche @het e rear ifddmg i ssectdonsand dde checki ng
section. According to a fifth aspect of the present invention, 5c there is

provi dégsageaisdt ePeFrégramsichsmeucttiviey iarsdmpuden (Hansliamdien first
mechanisibien BLOW Begegyal by Ool Reatalddshi Ay 1R SGIELE 0gan L hims
and a second nechani'sm for “veritying Said equal i1ty or inequa |aty, he
pr ogr anecolpd biyng athle hgt éps aoffirise ipuplldnerin fidrendtirst meciman SN a)

storing, a_.designated qperation schene, two input nu rs (hereinafter,
denot egtﬁflﬁgaﬁ_ l(V§)%,e al% %ﬁﬁtﬁp@dg_?‘&rﬁar%&rbagﬁo(tﬁggyné@t é“?h,lc erbt ed by
g and B) giBc@ekir Sbopwhlha o or Fat ikeR MREY Yy B) a2 PN private
informati on (hereafter, denoted by x) which i's

information memory; c¢) generating a first random number

(hereafter, denoted by r); d) converting the input number o,

the input number p and the base h to produce o', B' and y'

using the first random number r and the private information x

as follows:

a' = of;
B' = B*; and
y' = h',

wherein said o', B' and y' are sent to the second mechanism;
and e) proving equality of a discrete logarithm of o' to base
o and a discrete logarithm of B' to base B and equality of a
discrete logarithm of o' to the base g and a discrete
logarithm of y' to the base h, and to implement the second
mechanism, f) storing the designated operation scheme, the two
input numbers o and B, and the two predetermined bases g and h
in a second public information memory; g) verifying equality
of a discrete logarithm of the received o' to base o and a
discrete logarithm of the received B’ to base B, and equality
of a discrete logarithm of the received o' to the base g and a
discrete logarithm of the received y' to the base h; h)
checking the received B’ and y' to determine equality or
inequality thereof; and i) deciding whether proof of the first

mechanism is



a discrete logarithmof a to the base g in a private information nmenory;

c) generating a first random nunber (hereafter, denoted by r); d)
converting the input nunber a, the i¥put number (3 and the base h to
produce a', R and y' using the first random nunber r and the private
information x as follows: (X =ar R = (3r; and y' = hxr wherein said
a', (3 and y' are sent to the second nechanism and e) proving equality
of a dasceptebllegatiepbidohgaont ecbases aramrthed V@i SEATE Isegaridhm®ef (3' to
base (3, and equality of a discrete logarithmof a to the base g and a

di scr etBE| 6§8FKERM 8FCFLOP0 the base h, and to inpl ement the second
mechani sm f) storing the designated operation schene, the two input
nunbers a and (3, and the two predeterm ned bases g and h in a second
public informati on nenory; g) verifying equality of a discrete |ogarithm
of the received a' to [ scre I i of the received (3
to base (3, and equalF?gﬁgosEgegFgg;gbegﬁogﬁpiﬁ%ﬁhg&gghe received a' to the
base g and a discrete logarithmof the received y' to the base h; h)
checking the received (3 and y' to determ ne equality or inequality

t hereof; and i) deciding whether proof of the first mechanismis 5d
accept abl e, .depending on results of the verifying section and the checking
secti on.



BRI EF DESCRI PTION OF THE DRAWNGS 6 Fig. 1 is a schematic di agram show ng
a first basic schene of a zero-know edge proving system according to the
present invention; Fig. 2 is a schematig di agram showi ng a second basic
schenme of a zero-know edge proving system according to the present
invention; Fig. 3 is a schematic diagramshowing a third basic schene of a
zer o- knowl edge proving system according to the present invention; Fig. 4
is a schematic diagram showing a fourth basic schenme of a zero-know edge
provi ng syst em@écorditfgat 8Chdeat ist edepramngepwinm;a Higstsbpsia schematic
di agram sh qug C fifth basic %§ChenE of a zero-know edge Eroving system
accor di ng>tFThEL Fr €5ERT PAVEFAIOPIONIHI 8Y Pl aQIEB{Bc tai Bg® am showi ng
a sixth b §é§]m§chene of a zero-know edge proving systemaccording to the
present invention?'FP§*®%/is a bl ock di agram showing a zero- know edge
provi ng system according to a first enbodi nent of the present invention; 7
Fig. 8 is a block diagram showi ng first prover and first verifier in a

zer o- knowl edge mILOVENgSYSLEMARGY HigrbA SnoS8EPNd hodi fipnf, of the
present | nventi on;
scheme of a zero-knowledge proving system according to the

present invention;

Fig. 3 is a schematic diagram showing a third basic
scheme of a zero-knowledge proving system according to the

present invention;

Fig. 4 is a schematic diagram showing a fourth basic
‘scheme of a zero-knowledge proving system according to the

present invention;

Fig. 5 is a schematic diagram showing a fifth basic
scheme of a zero-knowledge proving system according to the

present invention;

Fig. 6 is a schematic diagram showing a sixth basic
scheme of a zero-knowledge proving system according to the

present invention;

Fig. 7 is a block diagram showing a zero-knowledge
proving system according to a first embodiment of the present

invention;



Fig. 9 is a block diagramshow ng first prover and first verifier in a
zer o- knowl edge proving system according to a third enbodi nent of the
present invention; Fig. 10 is a bl ock & agram show ng first prover and
first wverifier in a zero-know edge proving systemaccording to a fourth
enbodi nent of the present invention; Fig. 11 is a bl ock di agram show ng
second prover and second verifier in a zero-know edge proving system
according to a fifth enbodi ment of the present invention; Fig. 12 is a
bl ock di agram showi ng second prover and second verifier in a

zer o- know edge _provi,ng _system acgordi ng %o .a sixth enbodi mrent of the
present invention: Ei%? %gbfépﬁaqiagéﬁmd? gy e g SEEbN T pr and
second verifier in_a_z - edge proving system_according_ to a seventh
orbod menirier, T 26005 SIGHHEIOR. BESHIRY AU ReeRta %S Ponire

zer o- knowl £dggy e%géﬁm%%yéflegﬂea%%rgghggilggeﬁog,ght h enbodi ment of the

present 8 1nvention; 51s"a ock di agram’showi ng a prover and a
first wverifier in a zero-know edge provi ng systemaccording to a ninth
enbodi nent of the present invention; Fig. 16 is a block diagram show ng a

prover and a firigl. o verd fhRicH MidgzemnOsKOPMEP e R PYLP8r SY§d em-agcor di ng
to a tenth enbodi nent of the present invention; Fig. 17 is a block diagram
showi ng avepridiet andaazéid-Stnowlediski proving aZfiear lkaevk-edge s Qvi ng system
according to an

: third embodiment of the present invention;

Fig. 10 is a block diagram showing first prover and first
verifier in a zero-knowledge proving system according to a

fourth embodiment of the present invention;

Fig. 11 is a block diagram showing second prover and
second verifier in a zero-knowledge proving system according to

a fifth embodiment of the present invention;

Fig. 12 is a block diagram showing second prover and
second verifier in a zero-knowledge proving system according to

a sixth embodiment of the present invention;

Fig.. 13 is a block diagram showing second prover and
second verifier in a zero-knowledge proving system according to

a seventh embodiment of the present invention;

Fig. 14 is a block diagram showing a zero-knowledge

proving system according to an eighth embodiment of the present



el eventh enbodi nent of the present invention; Fig. 18 is a bl ock di agram
showi ng a zero-know edge proving systemaccording to a twel fth enbodi nent
of the present invention; and Fig. 19g s a bl ock diagram showi ng a

zer o- knowl edge proving systemaccording to a thirteenth enbodi rent of the
present invention. DESCRI PTION OF THE PREFERRED ENMBODI MENTS I n the
preferred enbodi nents described below, p and q are prines, where qj (p-i),
and g, h,.a and (3 are all elements of a 9 group of order g on nodulo p.
Syst em outFTHES ! First basic schene Referring to Fig. 1, the system has a
provi ng mechani sm 100 and a verifying nechani sm 150. The provi ng nmechani sm
100 includes a random nunber generator 101, a public information nenory

102, a private d:nfo O y..103, and a. variable converter 104. The
r andom nunber gPle:L érggg%él 1%%&%9&@3535 TaRGOM fuMbEr <ty agéﬁz? Z- %he public

infornaii@g&ﬂ@ﬂﬁ?anQ2zé£6¥§ﬁbd%eq%ﬁagﬁogingfﬁ%ﬁ%ﬁ{gﬁgggﬁgﬁﬁgtﬁggeg

i ndi cates the group operation, g are Seco

respect i igdith aRBodi ABG: (3 AR iHRident NYAPEES; othe same public informati on
are stored in a public information nmenory 151 of the verifying mechani sm

150. The private information nenory 103 stores private
Fig. 16 is a block diagram showing a prover and a first.
- verifier in a zero-knowledge proving system according to a

tenth embodiment of the present invention;

‘Fig. 17 is a block diagram showing a prover and a first
verifier in a zero-knowledge proving system according to an

eleventh embodiment of the present invention;

Fig. 18 is a block diagram showing a zero-knowledge
proving system according to a twelfth embodiment of the present

invention; and
Fig. 12 is a block diagram showing a zero-knowledge
proving system according to a thirteenth embodiment of the
_present invention.

- DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the preferred embodiments described below, p and g are

- primes, where g (p-1), and.g, ‘h, « and B are all elements of a



information x satisfying a = g" nod p, which is the discrete |ogarithm of
a to the base g, that is, x = logger. The random nunber generator 101, the
public information nenory 102 and thegprivate information nmenory 103
output p, q, g, h, a, (3, x, and r to the variable converter 104. The
vari abl e converter 104 uses these variables to producea', (3', y' as

follows: a" =err nmod p; (3 = 2r nod p; and y' = h"r nod p. The proving
mechani sm 100 sends these a', (3, y' to the 10 verifying nmechani sm 150.
The pr oviHFHehaRFSft 190°% e Pncludes a first prover 105 and a second

prover 10§¥3The fiést grover 105 proves the equality of the discrete

| ogarith S base a and (3" to the base P. The second prover

106 proves .t he.. al i of . the discrete logarithns of a' to the base g and
) %1%%2 #%%%%é%?‘?$%g mechani sm 150 further includes a first

y' to the bas
verifier 152, vier £ 15 a i verifier. 154, a_deci si on
section 155. T g%ggggﬁgvﬁ infllgg'r 115 h\?eﬁt,??éerg ha Yo Ut p?ﬁglgau%%: aynlo t he

di screte JQgamt Q@eﬂf;ﬁierhé ?[héé:}?l\%HQQ €18 andng, E%vﬁgﬁcmééﬁa ddo the

equality is verified, t eritication aé%ept e I's determ ned. The

second verrddli@ks1a3ryeidd iRfbeabephetBecp A | ty pob1t hei dEsehatey] ogarit hns
of a' to the base

memory 102, a private information memory 103, and a variable
converter 104.

The random number generator 101 generates a random number
r € Z/gZ.

The public information memory 102 stores p, ¢, g, h, «
and B, where p and g indicates the group operation, g and h are
first and second bases, respectively, and « and B are input

" numbers. The same public information are stored in a public
information memory 151 of the verifying mechanism 150.

The private information memory 103 stores private
information x satisfying « = g° mod p, which is the discrete
logarithm of « to the base g, that is, x = loggx.

The random number generator 101, the public information
memory 102 and the private information memory 103 output p, 4,
g, h, « ﬁ, X, and r to the variable converter 104.

The variable converter 104 uses these variables to
produces’, f', vy’ as follows:

o = o mod p;
B = B* mod p; and
y' = h* mod p.

The proving mechanism 100 sends these «’, B/, y* to the



g and y' to the base h and, if the equality is verified, then the
verification acceptance is determned. The third verifier 154 verifies
about the equality of (3" and y' and, i§ it is verified that then the
verification acceptance is determ ned. The deci sion section 155 deci des
the equality of the discrete logarithnms of a to the base g and Rto the
base h when the verification results of the first to third verifiers 152-
154 are all verjification acceptances. Wen the equality is decided, the
deci si on SEH N FFchanpensl®K" and otherwise "NG'. 2. Second basic
schene 11 Referring to Fig. 2, the_system has a provi ng nechani sm 200 and
a verifying megl‘ﬁfnip V388 T9HRRSBYViLAY FRERBST sthaoges acf s REFEFdom
nunber geperat o 201, adpublic i fornghiog. menory 202, a grivat
i nfor mation MERbAY S203 ARt E Y Aeabl ¢ chifet tRHOv8E4 10FHRE PRI dRSumber
gener at or %9333. I . rapndom-nunbe r e-Z/,gZ. The public _infgrmation
menory 202 stol% 5%5%%? g}é(%feae 1§ﬁ8r6§?1m%h%f SOhm‘EOpE ?ilgaﬁ%f“of—i on are
stored i I knf t f_the verifyi : i sm 250.
The pri vg}[% t?ir%‘ogra%gt bnofn}%%re%%lgggg{%?%?opér)ipv%tvgs ?h%o%{(’lr{r%fglllor%’c%%gati sfying
a = g" mothd g i cdiscret e | thm. o o,t e that is,
X | og9oc. The Fgggoﬁfﬁﬂﬁggyﬁgéﬁégat%?gggaﬁggﬁébpggﬁfk ?%fgﬁﬁaF?%%

h.

The verifying mechanism 150 further includes a first
verifier 152, a second verifier 153, a third verifier 154, and
a decision section 155.

The first verifier 152 verifies about the equality of the
discrete logarithms of «f to the base « and B’ to the base B
and, if the equality is verified, then the verification
acceptance is determined. The second verifier 153 verifies
about the equality of the discrete logarithms of «’ to the base
g and y’ to the base h and, if the equality is verified, then
the verification acceptance is determined. The third verifier
154 verifies about the equality of B’ and y’ and, if it is
verified that $’ = y’, then the verification acceptance is
determined.

The decision section 155 decides the equality of the
discrete logarithms of o to the base g and B to the base h when
the verification results of the first to third verifiers 152-
154 are all verification acceptances. When the equality is
decided, the decision section 155 outputs “OK“ and otherwise
“NG .

2. Second basic scheme



menory 202 and the private information menory 203 output p, q, g, h, a,

(3, x, and r to the variable converter 204. The variable converter 204 uses
these variables to produce a', (3', yjjas follows: a'" = ar nod p; (3" = pr
nod p; and y' = h"r nod p. The proving nechani sm 200 sends these a', (3
and y' to the verifying nechanism 250. The proving nmechani sm 200 furt her

i ncludes a prover 205, which proves the equality of the discrete
logarithnms of a' to the base a and 3' to the base R and the equality of
the discrete | 6§AFITRAE B Blgt @t FEichagstgname v proviihg baskamismi2  The

verifyin nec@gﬂlsn125 further includes a first verifier 252, a second
verifier %%% G ¥oHeLyingie@dnien 2585, THe MucsingerPelani o 20Per i f i es

about the. eqﬁ&% t% he di.screte Iogarlthns of a_ to.the base a and f3'
to the bas& R%GTd= tHE 8‘3&5‘?@?‘%}‘ FETERBTEF seY bt & ALt ARECHFAE R 0 t he

base g a Sth ase I f_ these equalltles are hoth verifi t hen
t he verlpﬁ%%t i“of aécgperlvate 3 ﬁ%ﬁ W?Eyéﬁ%%nange?|Y?£+lﬂfB4

RhERT oTH
verlfles(ﬁgg%&.gg -gguality of (3" and y' and, if it is verified that 1' =
y', then the verlflcatlon acceptance is determ ned. The deci sion section

295 dect des {Ner@Quahiby QAluddie gclkettteod PUAUILANRLOL Bahdod HEnR3e 0 and
(3 to the base h when the verification resul RefiFst and second
verifiers 262%/qz.

The public information memory 202 stores p, ¢, g, h, «

-and f. The same public information are stored in a public
information memory 251 of the verifying mechanism 250.

The private information memory 203 stores private
information x satisfying o = g* mod p, which is the discrete
legarithm of o« to the base g, that is, x = logge.

The random number generator 201, the public information
memory 202 and the private information memory 203 output p, q,'

g, h, «, B, x, and r to the variable converter 204.

The variable converter 204 uses these variables to

produce «, B’, y' as follows:

«’ of med p;
BI

Y’

g mod p; and

If

h* mod p.
The proving mechanism 200 sends these «', B‘ and y' to the
verifying mechanism 250.

The proving mechanism 200 further includes a prover 205,
which proves the equality of the discrete logarithms of o to
the base o« and B’ to the base B and the equality of the

- discrete logarithms of o' to the base g and y’ to the base h.



and 254 are all verification acceptances. Wen the equality is decided,
the decision section 255 outputs "COK" and otherwise "NG'. 3. Third basic
schenme Referring to Fig. 3, the systemhas a proving nmechanism 300 and a
verifying nmechani sm 350. The proving mechani sm 300 includes a random
nunber generator 301, a public information nenory 302, a private
information nenory 303, and a variable converter 304. The random nunber
generator 301 e 25 a_randgm nunb e Z/quﬁﬁh publ i¢c i nformation
nmenory 302 sto%ggzB%Eg?yb?gﬁTeébaQ%ﬁT‘?%p %V%FQ%ﬁn? H%F@ Pnfbf¥ation are
stored in & publd 6551 nfo j r of the verifying nmechani sm 350.
13 The private in?ofn%t%%ﬁ&#gﬁggﬁEgﬁ% g?%fé?“%ﬁi&%F%SﬁﬁFog%%EF%h X

sati sfyi ngsa. THX £9de Pye b £y iS5t he discrene, %%%Bifﬁntg%g%ﬂ%ﬁ Quihe base

g, that is, x = log9a. The random nunber generat or

i nf or mat | @fscHREO1Yg302tians dhe PLbvehe hadoLMhihop EILe 3Q3-optoid p. a,

g, h, a, 3, x, and r to the variable converter 304. The variable converter
304 uses tiweseeddtabbestihe diy@dtecaogalBthny offg ' f ebl OM8 bhake T 8hdaMod p;

(i" =pr nod p; and y' = h"r nod p. The proving nmechani sm 300 sends these

a', (3 afldty' the hdw= h. If these equalities are both verified, then
the verification acceptance is determined. The second verifier
254 verifies about the equality of B’ and y’ and, if it is
verified that g’ = y’, then the verification acceptance is
determined.

The decision section 255 decides the equality of the
discrete logarithms of « to the base g and B to the base h when
the verification rxesults of the first and second verifiers 252
and 254 are all verification acceptances. When the equality is
decided, the decision section 255 outputs “OK” and otherwise
“NG” .

3. Third basic scheme

Referring to Fig. 3, the system has a proving mechanism
300 and a verifying mechanism 350. The proving mechanism 300
includes a random number generator 301, a public information

- memory 302, a private information memory 303, and a variable
converter 304.

The random number generator 301 generates a random number
r € Z/g9Z.

The public information wmemory 302 stores p, g, g, h, «

- and B. The same public information are stored in a public

information memory 351 of the verifying mechanism 350.



verifying mechani sm 350. The proving nmechani sm 300 further includes a first
prover 305 and a second prover 306. The first prover 305 proves the
equality of the discrete logarithnms of ;@' to the base a and (3" to the
base P. The second prover 306 proves the equality of the discrete

| ogarithnms of a' to the base g and y' to the base h. The verifying
mechani sm 350 further includes a first verifier 352, a second verifier
353, a third verifier 354, and a decision section 355. The first verifier
352 verifies a?frrckﬁt PEAYEAEGUET TR IO BeTgr ¥ c? @ eSTRs PERMBEST a' to the
base a aqgn&gﬁﬁ&gokhe bage:B .and, if,the equality is verified, then the
verificatTon 'Sccept anfatTErHEE A nEd. "OFh® s¥EIRE Torkls 11888t Gerifies
about th |, i f t iscrete logarithnms of 38 to the base 14 g and
y' to thgJL se %%gﬁg, Otit?gt & cebq‘i‘usz'i?l = ygﬁglcvje?’i £f &d - “Bren the verification

acceptance i deecahasd nHhe NI VEELTbor 350 Yerhties shout the

inequality of (3 an is verifie p

qua ! t . . SRR t. fen the
verifi cathamrgceept angechs Geterd H%‘Eorf(l)i?‘él&?%e%'}l]ée}%bg@% 882%%?%3, Gf) des the

inequality of the discrete logarithns atot to 't he base
h when tdie hiekd fgcati emd esubt shefvaPaadid sont@rthirdoyerifiers 352- 354

are all verification acceptances. Wen the inequality Is decided, the
deci si on sect i Ghe36arbalbpait Sortvdcteand oot hesyi Sese NGriables to
producea’, B’, y' as follows:
o = o mod p;
B’ = B" mod p; and
v = h™ wmod p.
The proving mechanism 300 sends these o, B’ and y‘ to the
verifying mechanism 350.

The proving mechanism 300 further includes a first prover
305 and a second prover 306. The first prover 305 proves the
equality of the discrete logarithms of «' to the base o and B
to the base . The second prover 306 proves the equality of
the discrete logarithms of «’ to the base g and y’ to the base
h.

The verifying mechanism 350 further includes a first
verifier 352, a second verifier 353, a third verifier 354, and
a decision section 355.

The first verifier 352 verifies about the equality of the
~discrete logarithms of «’ to the base « and B’ to the base
and, if the equality is verified, then the verification
acceptance is determined. The second verifier 353 verifies

about the equality of the discrete logarithms of o’ to the base



4. Fourth basic scheme Referring to Fig. 4, the systemhas a proving
mechani sm 400 and a verifying mechani sm 450. The provi ng nmechani sm 400

i ncludes a random nunber generator 401, a public information nenory 402, a
private informati on nmenory 403, and a variable converter 404. The random
nunber generator 401 generates a random nunber r e Z/qZ. The public
informati on nmenory 402 stores p, g, g, h, a and ~3. The sane public
information are stored in a EUbllc information nmenory 451 of the verifying

nechani sr@@!’d’@i vThee p?ha/éﬁa@% féﬁ%t%%rﬁh@m@lwz 5% oresl Preidvat-den

i nformati X satlsf %I , Which is the discrete |ogarithm of
ato the Vﬁfl figpgtt aggap a@&&alsTﬁ%t?%W&Rﬁﬁ nunber generator 401, the
public inform 2 a the lvat nfo mat i on 403
output p, g, i thﬁrgmhé%ggifr 2%6 VeF L@ toTvEt %ﬁyéﬁh The
vari abl e go rter 4 S t hese vari o] prod cea 3', y' as

fol | ons: [f’ %\ﬁ% e 1'1% %E 1s v«azrlj‘:aecfle g ES ¥ %Otl'bé The provi ng

”EChan'Sr@é%%%f%%@@énig@ﬁé?éﬁnc (gs ﬁ@g ¥Hl£8 the verlfylng npchanlsn1450
The proving nmechanism 4 er rncrudes & prover 405, which proves the
equality of therdi aereleod QQaibhMBs8f 38cidd: the inequality of the

discrete logarithms of « to the base g and B to the base h when

the verification results of the first to third verifiers 352-

354 are all verification acceptances. When the inequality is

decided, the decision section 355 outputs “OK” and otherwise

“NG*

4. PFourth basic scheme

Referring to Fig. 4, the system has a proving mechanism
400 and a verifying mechanism 450. The proving mechanism 400
includes a random number generator 401, a public information
memory 402, a private information memory 403, and a variable
converter 404.

The random number generator 401 generates a ran&om number
r € Z/9Z.

The public information memory 402 stores p, g, g, h, «
and . The same public information are stored in a public
information memory 451 of the verifying mechanism 450.

The private information memory 403 stores private
information x satisfying « = g* mod p, which is the discrete
logarithm of « to the base g, that is, x = logg.

The random number generator 401, the public information

memory 402 and the private information memory 403 output p, g,



the base a and (3' to the base (3 and the equality of the discrete

|l ogarithnms of a' to the base g and y.' to the base h. The verifying
mechani sm 450 further includes a first,.verifier 452, a second verifier
454, and a deci sion section 455. The %lrst verifier 452 verifies about the
equality of the discrete logarithns of a° to the base a and (3' to the
base (3 and the equality of the discrete logarithnms of a' to the base g
and y' to the base h. If these equalities are both verified, then the
veri fi cat¥ont.accept ahcarnid rdépechenedkiatie seovvndterrtdd er 454 verifies
about the inequality of _and y' and, if it is verified that (3" # y', then
the verificatilof HeELPPHACETEFSEeftft nedes THexkeviesioahledctd on 355

decides the jnequal jty of the _discrete logarithns of a to the base g and
(3 to theprt%fié’&eﬁ n Y h8SvePH¥%Sition results of the first to third
verifiers 352- 354 are all, vq&ifjcation acceptances. When the inequality is
deci ded, the decisioh sectiBi“3%5 outputs "OK" and otherwise 16 "NG. 5.
Fifth basic schene Regferrj.n 50 Fig.. 5 the systemhas a proving mechani sm
500 and a verifying dhé%isn1§%0. e proving nechani sm 500 includes a
random nunber generagor_ 384,,8; public information nmenory 502, a private
information nenory 503, and a variable converter 504. The random numnber

gener at orriR0 L 8@A8EHahEShAN T NI BURBET thie® 4/ 04 and y to the
verifying mechanism 450.

The proving mechanism 400 further includes a prover 405,
which proves the equality of the discrete logarithms of o’ to
the base « and B’ to the base B and the equality of the
discrete logarithms of «’ to the base g and y’ to the base h.

The verifying mechanism 450 further includes a first
verifier 452, a second verifier 454, and a decision section
455. The first verifier 452 verifies about the equality of the
discrete logarithms of o' to the base « and B’ to the base B and

- the equality of the discrete logarithms of « to the base g and
¥y’ to the base h. If these equalities are both verified, then
the verification acceptance is determined.

The second verifier 454 verifies about the inequality of
P and y’ and, if it is verified that B’ # y’, then the
verification acceptance is determined.

The decision section 355 decides the inequality of the.
discrete logarithms of o to the base g and B to the base h when
the verification results of the first to third verifiers 352-
354 are all verification acceptances. When the inegquality is

‘decided, the decision section 355 outputs “OK” and otherwise



The public information nmenory 502 stores p, q, g, h, a and (3, where p and
g indicates the group operation, g and h are first and second bases,
respectively, and a and (3 are input ﬂynbers. The sane public information
are stored in a public information nenory 551 of the verifying nechani sm
550. The private information menory 503 stores private information Xx
satisfying a = g" nod p, which is the discrete logarithmof a to the base
g, that is, x = logga. The random nunber generator 501, the public

i nformat i G¥" .menory 502 and the private information nenory 503 output p, q,
g, h, a, (3, x, and r to the variable converter 504. The variable converter
504 uses tHesd&'ifgh hbbes sohemmr oducea', 33', y' as follows: a' = ar nod p;
(3" = pr nod p;,_ and = h" nod p. The proving nmechani sm 500 sends these a',
F3' and y' to REESTVERYfYP ifidreChaffsneBsoem Ips Pherprous neehashat sm 500
further includes a first prover 505 and a second prover 506. The first
prover 505 %P5\ed VRELLEHIRITIG G STha58i scFis eUygasi PAFeasis™' 5% t he
base a and (3', to the base P. The second ggover 5 ,provgs the equality of

the di scrdt@Fafi FAREBIALo SERETBESE thnd PUCt RIBERF 1 The
veri 11 ngy kAR, 990, LurLher d nelpdes ufdlsluost el 'S8 second
converter 504,

The random number generator 501 generates a random number
r e Z/gZ.

The public information memory 502 stores p, ., g, h, «
and B, where p and g indicates the group coperation, g and h are
first and second bases, respectively, and « and B are input
numbers. The same public information are stored in a public
information memory 551 of the verifying mechanism 550.

The private information memory 503 stores private
information x satisfying o = g° mod p, which is the discrete
logarithm of « to the base g, that is, x = logg.

The random number generator 501, the public information
memory 502 and the private information memory 503 output p, d,
g, h, o, B, x, and r to the variable converter 504.

The variable converter 504 uses these variables to
producea’, B’, y' as follows:

a’ = of mod p;
B = p" mod p; and
y* = h™ med p.
The proving mechaﬁism 500 sends these o', B’ and y* to the

verifying mechanigm 550.



deci sion section 555. The first verifier 552 verifies about the equality of
the discrete logarithnms of a' to the base a and 3' to the base and, if the
equality is verified, then the verification acceptance is determ ned. The
second verifier 553 verifies about the equality of the discrete |logarithns
of a° to the base g and y' to the base h and, if the equality is verified,
then the verification acceptance is determ ned. The conparator 554

oot aes the i neqtarrEyi6F re il Bel AP Rl A 6 ThE BRREY and

deci des the inequality o Screte

(310t heshasad sherodgruet fGAl| Gt gSpLE S,0f Lheokl bet, and yer ifiers

552 and 553 are all verification acceptances e co

det er m necitalicy ot vhe WNBOINE COMALARDT o5 8! EET BEL NAlard g'r =Y

t he decision section 555 decides the equality of screte logarithns

of a to the flasepeapd (thd addadasevlyr Gos Sxhbaskcegehe, Raferring to
Fig. 6, the system has a proving nechanism 600 and a verifying nechani sm

650. The proimgpumtehangsmfi: BF of nebudes madaardamunpnhey wgenerator 601,
a public information nenory 602, a private information nenory 603, and a
vari abl e hconverter 604. The random nunber generator 601 generates a random
nunber r e Z/ gZ. The public information nenory 602 stores p, g, g, h, a
and (3. The sarf@epiBkityind orardieindsmafg0sforeter nnalpdbki e first
' verifier 552, a second verifier 553, a comparator 554, and a
rdecision section 555.
The first verifier 552 verifies about the equality of the
discrete logarithms of «’ to the base « and B’ to the base §
and, if the equality is verified, then the verification
acceptance is detexrmined. The second verifier 553 verifies
~about the equality of the discrete logarithms of «’ to the base
g and y’ to the base h and, if the equality is verified, then
the verification acceptance is determined. The comparator 554
compares ' and y' to aetermine whether B/ = y'.
The decision section 555 decides the inequality of the
discrete logarithms of « to the base g and § to the base h when
the verification results of the first and verifiers 552 and 553
are all verification acceptances and the comparator 554
determine that B’ # y’. When the comparator 554 detexmine that
£’ = y', the decision section 555 decides the équality of the
discrete logarithms of « to the base g and B to the base h.
6. Sixth basic scheme

Referring to Fig. 6, the system has a proving mechanism

600 and a verifying mechanism 650. The proving mechanism 600



information nmenory 651 of the verifying nechani sm 650. The private
informati on nmenory 603 stores private information x satisfying a = g" nod
p, which is the discrete logarithmofi@ to the base g, that is, x = |og9a.
The random nunber generator 601, the public information nenory 602 and the
private informati on nmenory 603 output p, q, g, h, a, (3, x, and r to the
vari abl e converter 604. The variable converter 604 uses these variables to
producea', (3 Sy' as follows: a' = ar nmod p; (3 = _pr nod p; and y' = hxr
mod p. Thjél%]r%f(ﬁ ng FEBfaHi Blet0 §tPRegel g'a Rgupligndnformatigfe

veri fying nechani.sm 650. . The provi ng nechani sm 600 further includes a
prover 68%?“”“%%8%’p?095§v?ﬂ%'HH%EW%F&OBfm?ﬂ%rﬁi%%%eﬁﬁﬁiagH?F%?F%?of a' to
t he base ' the base (3 and the equality of the discrete
Iogarithﬁ%xgggggéigbghe base g and y' to the base h. The verifying

mechani sm 650 fyEt her sincl tde [ verifier 652, a conparator 654, and
a deci sion section 655. T%e f%F?¥%%%?E35r§§%é$eQﬁ£§aﬁ§rﬁfF%gggﬁéﬁgﬂfﬁé
equal ity ofc t4)gdi screte logarithnms of a' to the base (x and (3' to the

base R and the "equality of the discrete |ogarithms of a' to the base g and
y' to the basehb. phblideser&aualich RSmdrs &9 Nsowsidd ped ,tég,erh,”aee
654 onmpares (3' and

verification acceptance is determ ned. The conparator
y' to deternifne Whetdwiie public information are stored in a public
information memory 651 of the verifyiﬁg mechanism 650.

The private information memory 603 stores private
information x satisfying o« = g* mod p, which is the discrete
logarithm of « to the base g, that ig, x = loggu.

The random number generator 601, the public information
memory 602 and the private information memory 603 ocutput p, g,
g, h, o, B, X, and r to the variable converter 604.

The variable converter 604 uses these variables to
producea’, B¢, vy’ as follows:

a' = o mod p;

B’ = B mod p; and

Y = h™ mod p.
The proving mechanism 600 sends these o, B’ and v’ to the
verifying mechanism 650.

The proving mechanism 600 further includes a prover 605,
which proves the equality of the discrete logarithms of a«' to
the base o and B’ to the base 8 and the equality of the
discrete logarithms of «' to the base g and y’ to the base h.

The verifying mechanism 650 further includes a first

~ . verifier €52, a comparator 654, and a decision section 655. The



The deci sion section 655 decides the inequality of the discrete |ogarithns
of a to the base g and Rto the base h when the verification result of the
first verifier 652 is verification acggptances and the conparator 654
determne that (3" # y' . Wen the conparator 654 determine that (3 =y
, the decision section 555 decides the equality of the discrete

| ogarithnms of a to the base g and (3 to the base h. Enbodi nents 1. First

enbodineg%.l.l) S.%ten1configura1ion Referring to Fig. 7, the systemhas a
provi ng IFFa%iVs‘?T# 766 And WEXEHTY EhgureEharf@ialAsy. ofheher diSHETechani sm

700 incl : d b t 1, blic inf ti

702, & pr RO PRt o o 7o, 2ol s £abPS Tttt BR T08. a 11 rst
70 709. _Th first , 705 i ncl , d

Fandom nurber g SR ehd BER A Heae Eant SRt e EbroRis0 ) Miiva fret

response §eGHOM,cL08. The @§§QPQxRERY€Ee%Q%T%Q%%%g%%rgfggarqﬂ&%PQ%g]nunber

generator 710, a second commtnent” sectio econtl “response

section 7le:i fikerhandga genekaboki {04, t Lapl & converter
704, the first prover 70 andiihe secondl prbvé@ﬁ3%%mﬁéggggpi§% enment ed by

runni ng casnieseengi NgndregtanBet &AnthL YHMEHEL g The verifying mechani sm 750
includes a public information nenory 751, a first verifier 752, a second
verifier 755, &hetfectlsveniddarictb8ssandcaddecitei Qhesatl iop JB%neThe first

discrete logarithms of « to the base g and § to the base h when
the verification result of the first verifier 652 is
verification acceptances and the comparator 654 determine that
B # y'. When the comparator 654 determine that B’ = y*, the
decision section 555 decides the equality of the discrete

logarithms of « to the base g and f to the base h.

Embodiments

1. First embodiment

1.1) System configuration

Refefring to Fig. 7, the system has a proving mechanism
700 and a verifying mechanism 750. The proving mechanism 700

- Includes a random number generator 701, a public information

memory 702, a private information memory 703, a variable
converter 704, a first prover 705 and a second prover 709. The
first prover 705 includes a second random number generator 706,
a first commitment section 707, and a first response section
708. The second proVer 709 includes a third random number
generator 710, a second commitment section 711, and a second

response section 712. The random number generator 701, the



verifier 752 includes a first challenge section 753 and a second deci sion
section 754. The second verifier 755 includes a second challenge section
756 and a third decision section 757.5ghe first verifier 752, the second
verifier 755, the third verifier 758, and the decision section 759 may be
i npl enented by runni ng correspondi ng prograns on a conputer. The first
prover 705 and the first verifier 752 comrunicate with each other such
‘that first conmtnments v[1] and v[2] are sent fromthe first prover 705 to
the first¥® EPTYSBLeR Fiq.stthendirehgereey 705 sedt the odeednd first
verifier 752 hack to the first prover 705, and a first response t[1l] is
sent froH?%?ﬁ?rfﬁbgtmﬁ¥o %rlﬁéi? Ste einF%?n%ﬂﬂﬁchéﬁSP?B@?“?TRF?Q?%&F
verifier Lnes whether the first response t[1l] is consistent with
t he firstgggﬂgg%ﬁ%g%g'v(l] and v[2] and the first challenge c[1l]. The

second prover %02 @Qgifggﬁfg&%?%fﬁgénggE%%éﬁxk%pgngn'Eﬁéeﬁﬁ%éghé%% h other

such that second comm t S sent“fromthe second prover

709 10 theurkeond Vel HIal el riRrS9sands cliald:gnge gk Zl, i gosent from the

second verifier 755 back to the second’ prover second response

t[2] is sentrd vemiEher SESONARY QVekcT89:h 0sd e 366680 24ne veridd er 755. The
second verifier 755 determ nes whether the second response t[2] is

consi st ententiftiert 82 sacenticeorifi FEAt ShaViSlgardc¥idh asd ihe second

challenge c[2]. 1.2) Operation An operation of the present enbodi nent wll

be descridsgsdnd decision section 754. The second verifier 755 incliudes
a second challenge section 756 and a third decision section
757. The first verifier 752, the second verifier 755, the
third verifier 758, and the decision section 759 may be
implemented by running corresponding programs on a computer.

The first prover 705 and the first verifier 752
communicate with each other such that first commitments v[1]
and v[2] are sent from the first prover 705 to the first
verifier 752, a first challenge c[1] is sent from the first
verifier 752 back to the first prover 705, and a first response
t{1] is sent from the first prover 705 to the first verifier
752. The first verifier 752 determines whether the first
response t[l] is consistent with the first commitments v[1] and
v([2] and the first challenge c[1].
The second prover 709 and the second verifier 755
communicate with each other such that second commitments v[3]
and v{4] is sent from the second prover 709 to the second.
._verifier 755, a secbnd challenge c[2] is sent from the second

verifier 755 back to the second prover 709, and a second

response t[2] 1s sent from the second prover 709 to the second



in detail. The random nunber generator 701 generates a random nunber r E
ZIqZ. The public information nenory 702 stores p, q, g, h, a and R The
sanme public information are stored in & public information menory 751 of
t he verifying nmechani sm 750. The private information menory 703 stores
private information x satisfying a = g" nod p, which is the discrete

| ogarithmof a to the base g, that is, x = log9a. The random nunber
generator 701, the public information nenory 702 and the private
|nfornat|Yﬁﬁkﬁ%ﬁery5§03 Ehﬁrﬂﬂcqmd-qerl@leh 7% dRtexmiard whethéetheheari abl e

converter 704. The variables p, , h, a and R are also referred by the
first pr%@%ﬁ“#@?sﬁﬁﬂs?h%E%be@hdxﬁﬁéﬁé?nvOgﬂﬁTﬁ@Ev@ﬁpabﬁec@@WVEﬁﬁéﬁ 704
uses these vari ?S to _producea', Y as follows: and V' h~. The
provi ng r?é[ﬁilarﬁr@mv % M dd g msseng © R‘l e v [%lo the verifying nechani sm

750. These a', g 8 g are al so referred by the first prover 705, the
second prover 769, “PREFFIMSt to 22 thrrd verifiers 752, 756 and 758. 1.3)

First prover/v%Ergbg%aéﬂm%heffrrst %8 70%%”? ZWl;ﬂgg?rganng%ﬁg?er

generator 706 generatés a ran om K t ment
section 7037 4ises;t he second randonrnunber s[l] to

The random number generator 701 generates a random number
r e Z/9Z.

The public information memory 702 stores p, g, g, h, «
and B. The same public information are stored in a public
information memory 751 of the verifying mechanism 750.

The private information memory 703 stores private
information x satisfying « = g* mod p, which is the discrete
logarithm of o to the base g, that is, x = logex. |

The random number generator 701, the public information
memory 702 and the private information memory 703 output p, d,
g, h, o, B, x, and r to the variable converter 704. The
variables p, g, g, h, « and P are also referred by the first
prover 705 and the second prover 709.

The variable converter 704 uses these variables to

producea’, B', y* as follows:

o' = o ;
g = g%; and
*Y’ = hxr

The proving mechanism 700 sends these «', B’ and y' to the
verifying mechanism 750. These o', B’ and y’ are also referred

by the first prover 705, the. second prover 709, the first to



conpute the first commtnents v[1] and v[2]: v[i] = as[11] nod p; and
nod p. The first commtnent section 707 sends the first commtnents

= ps[I”

v[ 2]

v[1l] and v[2] to the first verifier 752 of the verifying nechanism 750.
the first verifier 752, after having received the first commtnents v[1]

and vJ[ 2]
chal I eng

provi ng mechani sm 700. when having received the first challenge c[l],

first r
response
sent to

first ve
v[1] aj O
verified
prover/v
generato
section

the first challenge section 753 randomy generates a first

e c[1l] e Z/qZ and sends it back to the first prover 705 of the

ddpoits derddirsh 798 of°% Radf 7P8t prover 705 conputes a first

t[1]: t.[1] =.s [1] +r ¢ [1] nod q. The first response t[1]
I-st &%FFFi%$O tRE verifying mechani sm 750. In the

the fi o VgLt
rifier t he second degbgion section, 754 deci des whet her

75
= at[i ]Inm%&ep;ljé‘?‘l% PV, RIS [ S D rapAopnRBYal ity i s

t he

is
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compute the first commitments v[1] and v[2]:

vi1} = o*™ mod p; and

vi2] = " wmod p.
The first commitment section 707 sends the first commitments
v[1l] and v[2] to the first verifier 752 of the verifying
mechanism 750.

In the first verifier 752, after having received the

first commitments v{[1l] and v[2], the first challenge section

- 753 randomly generates a first challenge c[1] ¢ %/gZ and sends

it back to the first prover 705 of the proving mechanism 700.

When having received the first challenge c[1], the first

- response section 708 of the first prover 705 computes a first

response t{i]:
t[1l] = s[1] + r c[1] med q.

The first response t[l] is sent to the first verifier 752 of

the verifying mechanism 750.

In the first verifier 752, the sgecond decision section
754 decides whether

vIi1la'S = o™ mod p; and

vi[21g'¢ = ™ mod p.
If the equality is verified, then the verification acceptance

is determined.

@egugnngre?éé% & AR milier SEEONG SOMM t MENt



to compute the second commtnents v[3] and v[4]: v[3] = gs[21 nod p; and
v[4] = hs121 nod p. The second comm tnent section 711 sends the second
commitnents v[3] and v[4] to the secopd verifier 755 of the verifying
mechani sm 750. In the second verifier 755, after having received the

second comm tnents v[3] and v[4], the second chall enge section 756
randomy generates a second challenge c[2] E Z/gZ and sends it back to the
second prover 709 of the proving nechani sm 700. Wen havi ng received the
second chal | edgé)cFeFong Hero iy oisd ifégBonse section 712 of the second

prover 709 conputes a second response t[2]: t[2] = 2] + x r c[2] nod q,
where x is.prrgﬁté nPor ARt i TP« oﬁgafiHL?h%hﬁ$1G§P§Oki%F@P%ﬁtion menory

792 200 TofRBLando b, gener alad, bl e J gRdom,ugber gener at o 701
e SR SRt S R e
oo ot e SRR LR VBRIt Y g, ecentance B¢ 1
equality of [3v[3] = g°® mod p; and
vi4] = h*® mod p.
The second commitment section 711 sends the second commitments
vi3] and v[4] to the second verifier 755 of the verifying
mechanism 750.
In the second verifier 755, after having received the
second commitments v[3] and v{4], the second challenge section
- 756 randomly generates a second challenge c¢[2] € Z/gZ and sends
it back to the second prover 709 of the proving mechanism 700.
When having received the second challenge c[2], the
second response section 712 of the second prover 709 computes a
. second response t[2]:
t{2] = si2] + x r ¢[2] wmod g,
where x is private information stored in the private
information memory 702 and r is a random number generated by
the random number generator 701. The second response t[2] is
sent to the second verifier 755 of the verifying mechanism 750.
In the second verifier 755, the third decision section
757 decides whether
vi3la'® = g™ mod p; and
v[aly'® = h*® mod p.

If the equality is verified, then the verification acceptance



and y' and, if it is verified that (i' =vy', then the verification
acceptance is determ ned. The decision section 759 outputs "CK' when the
verification results of the first to third verifiers 754, 757 and 758 are
all verification acceptances. O herwi se the decision section 759 outputs
"NG'. a', (3" and y' may be sent to the verifying nechanism 750 at the
sane tinme when the first commtnents v[1l] and v[2] are sent to the

veri fying. mechani sm 750. The first conmtnents v[l] and v[2] may be sent
to the vet?f nism 750 at the sane tinme when the second

comm tnments v[ d v 4L are sent. Thereafter, the first challenge c[l]
and the secon&'fﬂalegﬁ% “c[2] may be simultaneously sent back to the

h t he_f t d d I
G111 "ana ol 2] e Peh R QL PR e R G R o e B
simltancgysly seal 1o theyeidlving mRehapi s "5750:; nell'@r esent embodi rent

provi des a zero know edge pr ovi ng rovi ng t e equality of the

di screte yogariddtien aHOBBYShee 1fgedte%&ﬁhﬁ@al fier 758 may verify about the
inequality of (3" and y'"and, if it is verified that (3" #y' , then the

verification ageepterseibs Seeldd neg. olibpltihh S @8 §hdrh@hepr esent
enbodi nent al so provi des a zero- knomﬁedge proving schene for proving the

i nequal i tyeff iidag idins eeetiet & og@rdHeh B rs25co 2ch Seg ond-igibedi nenf %7) System
conflguratlon Referring to Fig. 8, the systemaccording to the second
and 758 are all verification acceptances. Otherwise the

decision section 759 ocutputs “NG”.

B and y* may be sent to the verifying mechanism 750
at the same time when the first commitments vI[1] and v[2] are
sent to the verifying mechanism 750. The first commitments

- v[1] and v[2] may be sent to the verifying mechanism 750 at the
same time when. the second commitments v[3] and v[4] are sent.
Thereafter, the first challenge c[1] and the second challenge
c[2] may be simultaneously sent back to the proving mechanism
700. After having sent the first and second challenges c[1]
and c[2], the first and second responses t(1l] and t[2] may be
simultaneocusly sent to the verifying mechanism 750.

The present embodiment provides a zero-knowledge proving
scheme for proving the equality of the discrete logarithms.

- However, the third verifier 758 may verify about the inequality
of B and y’ and, if it is verified that B’ # y', then the
verification acceptance is determined. In this case, the
present embodiment also provides a zero-knowledge proving

scheme for proving the inequality of the discrete logarithms.



enbodi ment i ncludes a proving nechani sm 800 and a verifying nechani sm 850,
in which a first prover 801 and a first verifier 851 are different from

t hose of the first enbodi ment as shown,sin Fig. 7. Therefore, Fig. 8 shows
only the first prover 801 and the first verifier 851, and other functi onal
bl ocks are the sane as shown in Fig. 7. The first prover 801 includes a
second random nunber generator 802, a first conmtnent section 803, and a
first response section 804. The first verifier 851 includes a first
chal | enge ptepacaffoR™BegiTet 853, a first chal l enge section 854 and a

second deci si an %ection 855. As in the case of the first enbodi ment, the
first prover 801’afdShef; FREABIGALISOR 851 may be inpl enented by running

correspondi ng prQgrans o . conputer. The first prover 801 and the first
Verifier 851 CGHIALEALEOWid: echiig REF-SBAFIRETE FSt LBRATT

preparati i t.fr he first. verifier.851 to the first.prover 801
first coﬁ%ﬁ%ﬁ%ﬁ%ﬁg[ifcgﬁ %rﬁﬁﬂﬁﬁﬁnﬁaﬁ 8%?%1 %PO ]aaF%rﬁgxﬁm%ron1the

first proyeinB0lid gsbhes Aipslaver ifiet oBSler fdqstuahal benge alllcand bl 1l

are sent fromthe first verifier I'TSt prover

first responsge bhikketenseftod toMskhesf Lhst s PravermBOlnbar the didiat
verifier 851. The first verifier 851 determ nes whether the first

response i Hid.s 7conshstefdray tidt.he Ehést Sonpidmertissy([dloadd &8 V[ 2],

t he random nunber W 1] and the first challenges a[l] and Db[l]. More

det ai | ed soperakl diret vael firasanst , eahadbredat fMrldtional blocks are the
same as shown in Fig. 7.
| The first prover 801 includes a second random number
generator 802, a first commitment section 803, and a first
response section 804. The first verifier 851 includes a first
challenge preparation section 853, a first challenge section
854 and a sedond decision section 855. As in the case of the
first embodiment, the first prover 801 and a first verifier 851
may be implemented by running corresponding programs on a
computer.

The first prover 801 and the first verifief 851
communicate with each other such that first challenge
preparation is sent from the first verifier 851 to the first
prover 801, first commitment v[1] and v[2] and random number

- wll] are sent from the first prover 801 to the first verifier
851, first challenge afl] and b[l] are sent from the first
verifier 851 back to the first prover 801, and a first response
t[{1] is sent from the first prover 801 to the first verifier
851. The first verifier 851 determines whether the first

response t[1l] is consistent with the first commitments v[1l] and



be described below. 2.2) Operation In the first verifier 851, the third
random nunber generator 852 generates random nunbers a[l], b[1l] E Z/ qZ
The first chall enge preparation secti 853 uses the random nunbers a[l],
b[1] to conpute first challenge preparation A[1]: All] = gal[ilab[1] nod p.
The first challenge preparation All] is sent to the first prover 801. In
the first prover 801, the second random nunber generator 802 generates
random nunbers s[l] e Z/qZ and WI] E Z/gZ. The first conmtnent section
803 uses Y hd r &hdonandirherumizey W1t oagdnphe & itdse thedieogamia HEnesdy [ ]
and v[21: v[i] = (Xngél nmod p; and v[Z% = (35[1] rmdﬁg. After having

recei ved RHd i Morechalideird qneapadiani oh th [Hrekeom emeodinent vedilfj er 851,
the first copm tnent section 803 sends the first conmtnents v[1] and v[ 2]
and the rRfdGPCrABRBEPCIT] to the first verifier 851. In the first
verifier 851, when_having received the first commtnents v[1l] and v[2] and
t he random nur%b@fﬁ3 WPPF2CAME first chal l enge section 854 sends the random

punbers a(1], BlLpeor the frslcehallenge \a.bhe Husl, R 801 Wrer
section 804, Gonput gs, aal 1l AllH JRdR ANLRIOLEST, bl e z/qz.

The first challenge preparation section 853 uses the
random numbers al[l], b[l] to compute first challenge
preparation A[l] :

Al1] = PP mod p.

The first challenge preparation A[l] is sent to the first
prover 801.

In the first prover 801, the second random number
generator 802 generates random numbers s[l1l] € Z/gZ and w[l] €
Z/qZ. The first commitment gsection 803 uses the random number
s[;] to compute the first commitments v[1] and vI[2]:

vii] = o*"™ mod p; and

vi2] = ™ mod p.

After having received the first challenge preparation
A[1l] from the first verifier 851, the first commitment section
803 sends the first commitments v[l] and v[2] and the random

- number w(l] to the first verifier 851.

In the first verifier 851, when having received the first
commitments v[1l] and v[2] and the random number w[l], the first
challenge section 854 sends the random numbers alll, b[l]l as
the first challenge to the first prover 801.

When having received the first challengeg al[l], bil], the



A[1J = ga[llab[1l nod p. If the equality of A[1]] and ga[1Jab[1J nod p is
not proved, then the proof is termnated. Wen the equality of Al 1] and
a[1lab[1l] g nod p is proved, the firstayresponse section 804 conputes a
first response t[1]: t[1] =s[1] +r (a[l]+wI1J) nod g, wherer is a
random nunber generated by the random nunber generator 701. The first
response t[1l] is sent to the first wverifier 851. In the first verifier
851, the f%&?d deci sion section 855 decideg,whether v [1] a, {a[1]+wI]}
= at[1] mod"p: And VEPECHA() A FAFPECRE €1) “nod oY Pf SRHEPEGRA I ty i s
verified, the”zi@_ Kerkﬁjsatngn acceptance is determned. 3. Third

enbodi nent 3. 1) 3sfeﬁ1c8hfigd¥%ﬁ?on Referring to Fig. 9, the system

accordi ng G j t. iagl wdes_a. pravi ng, nechani sm.900 and a
s G S e e o Ty B A B DRESE8 P

verifying mechan first pr réFHberifier

951 are difd ey-pir ficomeifpse of the first embodi ment as shown in Fig. 7.
Therefore, Fig. 9 shows only the first prover 901 and the first verifier

951, and ot her wheacthenabudl 06ksang 1t hgnas@m as shawy i8 FGed. The
first prover 901 includes a sécond random nunmber 28 génerator 902, a first
comi t menthes eXitrisen r808onge fdd®lion 804 computes a first response t[1]:
£l1] = s[1] + r {(alll+wl[1]) mod q,
where r is a random number generated by the random number
generator 701. The first response t[l] is sent to the first
verifier 851.
In the first verifier 851, the second decision section
855 decides whether
v[1]or BB e pod p; and
v[z]ﬁ,muJﬂun} - Bt“] mod p.

If the equality is verified, then the verification acceptance

is determined.

3. Third embodiment

3.1) System configuration

Referring to Fig. 9, the system according to the third
embodiment includes a proving mechanism 900 and a verifying
mechanism 950, in which a first prover 901 and a first verifier
951 are different from those of the first embodiment as shown
in Fig. 7. Therefore, Fig. 9 shows only the first prover 901
and the first verifier 951, and other functional blocks are the
same as shown in Fig. 7.

The first prover 901 includes a second random number



automatic chal |l enge section 904, a first response section 905, and a first
proven text sending section 906. The first wverifier 951 includes a first
automatic chall enge section 952 and aygecond deci sion section 953. The
first conmtnment section 903 uses a random nunber s[l] to convert a and (
to produce first commtnments v[1l] and v[2]. The first automatic chall enge
section 904 produces first automatic challenge c[l] fromthe first
commtrments v[1l] and v[Z% The first response section 905 conputes first
response 9§r[q31atﬂroﬁ10?heaf Y&t AGBHRTERL ched Ty @08) | f G519l t he random
nunber r and the rag nunber s[1]. The first proven text sending section
906 sends*tHEGSYCSE @gﬁ%?ﬁ?nﬁﬁQ¥RﬂF1F éndavf¥ﬂst'&ﬁﬁppﬁéef??%¥l?Qe se t[i]

as a first_ prov n ext to th verifier first verifier

h
051 the FITH TACEHREPESR AT ﬁ&&dlgacf?%l%zg - oulBE LT TIG:  automt | o
chal l engevecr [éllerf 93?351?1&{11(%4 st fﬁ%n@ %\ cgr%l%tj\_/c\g ]EJha?LH gézéect-:r{]fﬁ s%%ond

deci si on section erm nes I rs ponse

consi stentnq W th the &%%fguﬁgqgk&?ﬁﬂt§5g[l] and v[2] and the flrst

automati c chal ' enge ¢ e case of the first enbodinment, the

first prover 991 ands %r&ﬁlrtﬁrten‘ﬁe%éét?.éngéda rIPs)ésb% kQHJiSrHEHIﬁr@:SEIby runni ng

correspondi ng progranms on a conputer. Mre detailed operation of the

present enqdiceeabneit Perdesced %aﬁﬁi@wn%t%omﬁﬁﬂt@w[n t Beaf i rst
prover 901, the second randon1nunber

v[2]. The first automatic challenge section 904 produces first

. automatic challenge c[1l] from the first commitments v[1] and
v[2]. The first response section 905 computes first response
t[1] from the first automatic challenge c¢{l] using the random
number r and the random number s[1]. The first proven text
sending section %06 sends the first commitments v[1] and v[2]
and the first response t[1l) as a first proven text to the first
verifier 951,

In the first verifier 951, the first automatic challenge
section 952 produces first automatic challenge ¢’ [1] from the
first commitments v([1] and v([2]. The second decision section
953 determines whether the first response t[l] is consistent
with the first commitments v[1] and v[2] and the first
rautomatic challenge c’ [1].

As in the case of the first embodiment, the first prover
901 and the first verifier 951 may be implemented by running

- .corresponding programs on a computer. More detailed operation
of the present embodiment will be described below.
.3.2) Operation

In the first prover 901, the second random number



generator 902 generates random nunbers s[1] E Z/qZ. The first conm tnent
section 903 uses the random nunber s[1l] to conpute the first comnmtnents
v[1] and v[2]: v[1]] = a'[" nod P, and ,[2] = Rs[i] nod p. The first
automati c chal |l enge section 904 produces first automatic challenge c[1]
using the first conmmtnent v[1] and v[2]: c[11 (E Z/qZ) = Hash (p, q, g,
h, a, R "' v[11, v[21), where Hash indicates a hash function such as

"SHA-1", which is a one-directional function. The first response section

905 corrpL@%%erétPifr 802 r gspomless randpm: nuphars: s[111 & 4/ 11T d igstwher e r
is a random nunber generat ed by the random nunber generat or 701. The first
proven t XSG hg ?%E%@%@%@S&%Gﬁéega%io%rwrt St (VP 19omBHE | t[1])
and send it ta the first verlf the first verifier 951, t he

first autofatidcs EhSPT“IEh‘@'Ben%%C‘f a@éZVﬁ‘?ﬁHuces first automatic challenge
c'[1]: c'[1] (e;/ ? mé q‘%r} h, v [1] , v [2]) . Thereafter,
t he second decisugn sec°f|on g 3p’de es whether v[1]]ajO[il = "t[i] nod p;

and viz] = ™ mod p.

The first automatic challenge section 904 produces first
automatic challenge c[1] using the first commitment v{1] and
viz]:

cl1] (e z/q2)
= Hash(p, q, 9, h, «, B, «', B ,y", v[(1], vi2]},
where Hash indicates a hash function such as “SHA-1“, which is
a one-directicnal function.

The first response section 905 computes a first response
t[1]:

t[1l] = s[1] + ¥ <¢[1] mod g,
where r is a random number generated by the random number
generator 701.

The first proven text sending section 906 produces a
proven text (v[1], v[2], t[1]) and send it to the first
verifier 951.

In the first verifier 951, the first automatic challenge
section 952 produces first automatic challenge <’ {1]:

c’ [1] (e Z/gZ)
= Hash{(p, 9, g, h, «, B, «, p",y", vI[1], v[z2]).

Thereafter, the second decision section 953 decides

whether

vil]le <M = ¢*M yod p; and



30 v[2][3,0 [i[ =Pt [1] nmod p. If the equality is verified, then the
verification acceptance is determned. 4. Fourth enbodi nent 4.1) System
configuration Referring to Fig. 10, thg systemaccording to the fourth
enbodi nent includes a proving nmechani sm 1000 and a verifying nechanism
1050, in which a first prover 1001 and a first verifier 1051 are different
fromthose of the first enbodi nent as shown in Fig. 7. Therefore, Fig. 10
shows only the first prover 1001 and the first verifier 1051, and other
functional bl ocRd2aPe the sdive a&%Hown in Fig. 7. The first prover 1001

i ncl udes cond random nunmber_. generator. 1002, a first comm tnent section
1003, a first'© 5@P82é¥¥cl%rﬁﬁ# sERER ORI OE 1 T4 CPELSE FESHIRE Ssect i on
1005, anqﬂgckk%§t.§é8ven text sending section 1006. The first wverifier

1051 i nclUdés "8 8écoRd deci si on section 1053. The first commitment section

1003 uses a random nunber s[l] to convert a and (3 to produce first
commtnents v[1] and v[2]. The first automatic chall enge section 1004

produces f4 rsi, avtopBtigi gl 1 enge c[I] fromthe first conm tnent v[1]
and v[2]. The first response section 1005 conputes first response t[l]

fromthe firsy aytopetis &heddgpngeish!] using the random nunber r and the
random nunber s[1]. The first ‘proven text sending section 1006 sends the

first automati ge¢haliefge midl] 1@ndithBesfitst JRRANEE tb U hastaudt st
proven text to the
embodiment includes a proving mechanism 1000 and a verifying
- mechanism 1050, in which a first prover 1001 and a first
verifier 1051 are different from those of the first embodiment
as shown in Fig. 7. Therefore, Fig. 10 shows only the first
prover 1001 and the first verifier 1051, and other functional
blocks are the same as shown in Fig. 7.
The first prover 1001 includes a second random number
‘generator 1002, a first commitment section 1003, a first
automatic challenge section 1004, a first response section
1005, and a first proven text sending section 1006. The first
“verifier 1051 includes a second decision section 1053.
The first commitment section 1003 uses a random number

s (1] to convert « and B to produce first commitments v{ll and
v{2]. The first automatic challenge section 1004 produces
first automatic challenge c[l] from the first commitment v[1]
and v[2]. The first response section 1005 computes first
response t[l] from the first automatic challenge c[l1l] using the
random number r and.the random number s[1]. The first proven
text sending section 1006 sends the first automatic challenge

cl1l] and the.first response t[l] as a first proven text to the



31 first verifier 1051. In the first verifier 1051, the second deci sion
section 1053 determ nes whether the first automatic challenge c[1] is
consistent with the first response t[1]; As in the case of the first

enbodi ment, the first prover 1001 and the first verifier 1051 may be

i npl enented by running corresponding prograns on a conputer. Mre detailed
operation of the present enbodi nent will be described bel ow. 4.2)
Operation_ In the first prover 1001, the second random nunber generator
1002 gendrigt®ds vieaRdodfRrnttbers s[1] e.z/qz. The first conmitment section

1003 uses the randon1nunbe&ﬁ§L%L to conmpute the first commtnents v[1l] and
v[2]: V[11 = "3 thRof1pet A ities) 1950 [ $he iirfPd PRELFFPRtSSthShti ¢

hal | tJ 1004 irst t tic chal S| th
st comtmeesTOTare St vr 6 T1eE PP aent forge Blhed iy,

2 The, fiJ. N 1 first t [1] :
VLt = srrr e TR B Sitare TP oS RacT hhtom number gener at ed by.  he
random number  pgengr ahor A o TRel G SLe PLANGR A, SRROENG:SeSHI R 1006

produces a
1001 and the first verifier 1051 may be implemented by running
corresponding programs on a computer. More detailed operation
of the present embodiment will be described below.
4.2) Operation
In the first prover 1001, the second random number
generator 1002 generates random numbers s[l] € Z/gZ. The first
commitment sgection 1003 uses the random number s[l] to compute
the first commitments v([1] and v[2]:
vi1] = "™ mod p; and
vi2] = M mod p.
The first automatic challenge section 1004 produces first

automatic challenge c[1] using the first commitments v[1l] and

vi2]:
cl[1] (e Z/qgZ)
= Hash{p, q, 9, h, «, B, «, B ,v', vI[1], vI2]).
The first response section 1005 computes a first response
t1]:

tfl] = s[1] + r cl[1] wmod q,
where r is a random numbef generated by the random number
generator 70L.

The first proven text sending section 1006 produces a

proven text (c[1], t[l]) and send it to the first verifier



proven text (c[1l], t[1]) and send it to the first verifier 32 1051. In the
first verifier 1051, the second decision section 1053 decides whether:
C[11 = Hash gyp, 9, 9, h, a, R al, R'Y; O( t[13/91 nod p, R (nl/R c nod
p) If the equality is verified, then the verification acceptance is
determned. 5. Fifth enbodi nent 5.1) System configuration Referring to Fig.
11, the systemaccording to the fifth enbodi nent includes a proving
mechani sm 1100 and a verifying mechanism 1150, in which a second prover
1101 and &° %%cond verifier 1151 are different fromthose of the first

enbodi nent  as ﬁﬁp n Fig. 7._Therefore, Fig. 11 shows only the second
prover 1101 and“l Ss&EBAt W%ﬁ%ﬁ%Q§'1Pf§1 aHHeoﬁ%%WK#Gﬁ@ﬁﬁéﬁ%lse%W%%ks are

t he sane lH%c § hgt The second prover 1101 includes a fourth
random nu er §eTerat'Brt1962, a second conmitnment section 1103, and a

second responsecﬁﬁitlon 1104. The second verifier 1151 includes a fifth
random nunber generator 1152, a second challenge preparation section 1153,

a second chal | enge segti, 54 and hi I.d eC|S|on section 1155. As in

the case of the first 2@0§%n§% riJlt%é ‘econid pf%Ver 1101 and a second

verifier 1151 my be |nplenentthbyh;uq&kpghcgﬁmggpoqgﬁn%)prograns on a
If the equality is verified, then the verification acceptance

is determined.

5. Fifth embodiment
5.1) System configuration

Referring to Fig. 11, the system according to the fifth
embodiment includes a proving mechanism 1100 and a verifying
mechanism 1150, in which a second prover 1101 and a second
verifier 1151 are different from those of the first.embodiment
as shown in Fig. 7. Therefore, Fig. 11 shows only the second
prover 1101 and the second verifier 1151, and other functional .
blocks are the same as shown in Fig. 7.

The second prover 1101 includes a fourth random number
generator 1102, a second commitment section 1103, and a second
response section 1104. . The second verifier 1151 includes a
fifth random number generator 1152, a second challenge
preparation section 1153, a second challenge section 1154 and a
third decision section 1155. As in the case of the first
embodiment, the second prover 1101 and a second verifier 1151
may be implemented by running corresponding programs on a

conmputer.



conputer. 33 The second prover 1101 and the second verifier 1151
comuni cate with each other such that second chall enge preparation A[2] is
sent fromthe second verifier 1151 to 4he second prover 1101, second
commtnments v[3] and v[4] and random nunber W 2] are sent fromthe second
prover 1101 to the second verifier 1151, second chall enges a[2] and b[ 2]
are sent from the second verifier 1151 to the second prover 1101, and a
second response t[2] is_sent fromthe second prover 1101 to the second
verifier 1151. THReSSeedAPIErGYT ild011283 et eiariomes veRRéiaerl e second
response t[2] i,s consistent with the second connitnen& v[3] and v[4], the
EF €

random n UNACST e WHER P cR QIS SHEP | Erfe sSSP She More detail ed
ti f _th t. enbodi t wll be d i.hed b .. 5.

cperat i o il ETE i g TroT. ChhesTath YT nahbbr S d0ker at or

1152 , Z - Ih |

of eparati S LR BRBIOT LRSSt colleflndu o1, POR IRFShE RN

second Ch%nhkf‘é}g%[zP@P@r%ﬁ@rkaheAké ofd PHAL:Pl2h g e MecrgCONd

chal | enge preparation A Is sent to the secon prover . I'nthe
second prauerriki0lssihesd sy %Hﬁﬁ@ﬁ%w%r arBERARAL Qe 1402 gERES at es
gZ.

random nunbers s[2] e Z/qZ and W 2] The second commitnent section
1103 usescH&candot@rifier 1151 to the second prover 1101, and a

second responge t[2] is sent from the second prover 1101 to the

second verifier 1151. The second verifier 1151 determines

whether the second response t[2] is consistent with the second

commitments v[3] and v[4], the random number wi2] and the

second challenges a{2] and b(2]. More detailed operation of

the present embodiment will be described below.

5.2) Operation

In the first verifier 1151, the fifth random number
generator 1152 generates random numbers al2], bl2] e Z/gZ.

The second challenge preparation section 1153 uses the
random numbers a[2], bl2] to compute second challenge
preparation A[2]:

Al2] = PP od p.

The second challenge preparation A[2] is sent to the second
prover 1101.

In the second prover 1101, the foruth random number
generator 1102 generates random numbers s[2] € Z/gZ and w[2] €
Z/gZ. The second commitment section 1103 usges the random
number s[2] to compute the second commitments v[3] and v[4]:

vI3] = ¢®*® med p; and

&
3
i
3




nunber s[2] to conpute the second commtnents v[3] and v[4]: Vv[3] = gs[2]
nod p; and 34 v[4] = hs[21 nod p. After having received the second
chal | enge preparation Al2] fromthe second verifier 1151, the second

comm tnent section 1103 sends the second commitnents v[3] and v[4] and the
random nunber w{2] to the second verifier 1151. In the second verifier

1151, when having received the second commtnents v[3] and v[4] and the
random nunber Qi L. éﬁ@ segpnd chal | enge section 1154 sends the random
nunbers a[2], H%&]"a t h&efond chal | enge to the second prover 1101. Wen

having received e serond challenescalel.bialy, e seedadocspone

section 1104 conpufes n

. If th i - ' th th

B oot 10t S Re e eV e e oot A R o b o
proved, ddie iRCaAd3r ESRANSRSRIIPR LIQ4: CRIMY 6513 36800¢sT esponse t [2]

t[2] =5s[2] +xr (a[2]*Wf2]) nod g, where X Is the private information

stored i nrd®phiumdke widf AfdBlHORBBABS Ye/OBiand 1611 s a random nunber
generated by the random nunber generator 701. The second response t[2] is

sent to the seqondheesedded AESEiekn1tbe, seeanthavengl reteiddd , cHhe third
deci si on section
second commitments v[3] and v[4] and the random number wl[2],
the second challenge section 1154 sends the random numbers
a{2], bl2] as the second challenge to the second prover 1101.
When having received the second challenges al[2], b[2],

the second response section 1104 computes gamhﬁ”m

mod p and
proves:

af2] = g*BPB ped p.
If the equality of A[2] and g®*®'¢®®! mod p is not proved, then
the proof is terminated.

When the equality of A[2] and g*®lo”

mod p is proved,
the second response section 1104 computes a second response
t[2]:

tl2] = s[2] + 2 r (al2]+w[2]) mod q,

where x is the private information stored in the private

information memory 703 and r is a random number generated by
the random number generator 701. The second response t[2] is

gsent to the second verifier 1151.

1155 decides whether

V[3]oc’{a[2]+w[2}} t[2]

|

L

{

| In the second verifier 1151, the third decision section
| = g mod p; and

)

v[é]yf{a[zhw[‘?]} = ht¥ qed D.




1155 deci des whether v[3]"ISa[21+wW 21} = gt[21 nod p; and

vi4]y' (a[21+wf 21} = ht[21 nod p. 35 If the equality is verified, then the

verification acceptance is determ nedss 6. Sixth enbodi mnent 6.1) System
configuration Referring to Fig. 12, the systemaccording to the sixth

enbodi nent

i ncludes a proving nmechani sm 1200 and a verifying nechanism

1250, in which a second prover 1201 and a second verifier 1251 are
different_fr n1thosiﬁof the first enbodinent as shown in Fig.

Thereforé?

verifier i&;S
7. The secon
second conm tnment section 1203, a second
a second response section

S , 7.
Fil e hbist DnisFifiedsetBRa th ofrer f198 1 1 aR P HeP EREN d

1206. The @gqggghyg&b$%§%ﬂﬁ251 includes a second automatic chall enge

section 1252 and a thir

ecl sion section 1253. The second conm t nent

N and o&her functional blocks are the sane as shown in Fig.
8r“1201 includes a third random nunber generator 1202,

automati c chal | enge section 1204,

1205, and a second proven text sending section

a

section 1203 ysas aykeddaumuRehish2] to convert bases g and h to produce

second commtnents “v[3] and v[4]. The second automatic chal |l enge section

1204 produces rggeepinguiOMalY.Cc 1ehaktheng@stddladobenihfer s egandsi&0mmi t ment s

v[3] and v[4]. The second response section 1205 conputes second response

t[2] fromarideeliseaengnelidyidid @roving mechanism 1200 and a verifying

mechanism 1250, in which a second prover 1201 and a second

verifier 1251 are different from those of the first embodiment

as shown in Fig. 7. Therefore, Fig. 12 shows only the second

prover 1201 and the second verifier 1251, and other functiocnal

blocks are the same as shown in Fig. 7.

The second prover 1201 includes a third random number

generator 1202, a second commitment section 1203, a second

automatic challenge section 1204, a second response section

1205, and a second proven text sending section 1206. The

second verifier 1251 includes a second automatic challenge

section 1252 and a third decision secticon 1253.

The second commitment section 1203 uses a random number

s{2] to convert bases g and h to produce second commitments

v[3] and vi4]. The second automatic challenge section 1204

produces second automatic challenge c[2] from the second

commitments v[3] and v[4]. The second response section 1205

- computes second response t[2] from the second automatic

challenge c[2] using the private information x, the random

number r and the random number s[2]. The second proven text

-sending section 1206 sends the second commitments v[3] and v[4]



chal l enge c[2] using the private information x, the random nunber r and
the random nunber s[2]. The second proven text sending section 1206 sends
the second commtnents v[3] and v][4] and the second response t[2] as a
second proven text to the second verifier 1251. In the second verifier
1251, the second automatic challenge section 1252 produces second
automatic challenge c¢'[2] fromthe second commtnents v[3] and v[4]. The
third decision section 1253 determ nes whet her the second response t][2]

i s consi stehtth@i shconé seswmbec (il t Fend ssed@ld andveh4fexantb tihe second
automati c chal | enge g'[%l. As in the case of the first enbodi ment, the
second preRred Yeoifame tHel second verifier 1251 may be inpl enented by

r ui ni ng corresggndin &;qgrans on a_conputer. Mre detailed operation of
the present enbddFhentevid reifdser tbed: bt weend) 2eperatidn In the

second prgver, 1201, the thjrd random nunber . generator 0 ener at es
random n ?ngfzfeﬁt?‘?r&zizélj&n@ro HEGRASTOHA ¢ agéEti]:ﬁ?] uses the

{andom nynter 3hah e SN Sh0SRERRDL BRSNS VLBl Sl 1: VL3I -
o e R pRIUEES o SR BUEAMILLE AN eRCLebots! Adkdibeecond

t[2] is consistent with the second commitments v[3] and v[4]

and the second automatic challenge c’[2].

As in the case of the first embodiment, the second prover
fvﬁ 1201 and the second verifier 1251 may be implemented by rumming
corresponding programs on a computer. More detailed operation
of the present embodiment will be described below.

6.2) Operation
In the second prover 1201, the third random number
generator 1202 generates random numbers s[2] € Z/gZ. The
second commitment section 1203 uses the random number s{2] to
compute the second commitments v[3] and vI[4]:
v[3] = ¢°® mod p; and
2 v[4] = h*® wod p.
- The second automatic challenge section 1204 produces
‘second automatic challenge c[2] using the second commitments
v[3] and vI[4]:
cf2] (e z/qz)
= Hash(p, g, 9, h, «, B, o', B',y", vI[3], vI[4]).
The second response section 1205 computes a second

response t[2]:

t[2] = =[2] + x r c[2] mod q,



= Hash (p, 9, g, h, y° , v [31, v [4]) . The second response section 1205
conputes a second responset [2] : t[2] =s[2] + xr c[2] nod q, 37 where
X is the private information and r is @, random nunber generated by the
random nunber generator 701. The second proven text sending section 1206
produces a proven text (v[3], v[4], t[21) and send it to the second
verifier 1251. In the second verifier 1251, the second autonmatic chall enge
section 1252 produces second automatic challenge c¢' [2]. c'[2] (e Z/IqZ) =
Hash(p, d¥hgre i ig the arivafe)infgp)yionThedeafier rehdonhiwabeieci sion
section 1253 decides whether v[3]a' c'[21 = gt[21 nod p; and Vv[4]y' '[21 =
ht[2] nod@Feadtathvebhial Fagios npERr segneraeer tHEl -veri ficati on accept ance
i s determ ned. LF Seven%h enbodi ment 7.1) Systen]confi%uration.Referring to
Fig. 13, the sy<FeftabEOrBYRTT & tite SEBFART hoCEmMsdtilmlARt PYACICRRRS a provi ng

1301 and B Sedomt<cydVT#! er Po1 TP ariierent 11 Ol thesESsrAne frot
embodi Menferifier 1251,
In the second verifier 1251, the second automatic
challenge section 1252 produces second automatic challenge
c’ [2] :
c' {21 (e z/qgz) |
'ﬁ;> = Hash(p, g, g, h, «, B, o', B’',y", vI[3], vial).
Thereafter, the third decision section 1253 decides

whether

v[3la 8 = g8 nod p; and

vialy B = 1P god p.
If the equality is verified, then the verification acceptance

is determined.

7. Seventh embodiment

7.1) S?stem configuration

Referring to Fig. 13, the system according to the seventh
embodiment includes a proving mechanism 1300 and a verifying
mechanism 1350, in which a second prover i301 and a second
verifier 1351 are different from those of the first embodiment
as shown in Fig. 7. Therefore, Fig. 13 shows only the second
prover 1301 and the second verifier 1351, and other functicnal
blocks are the same as shown in Fig. 7.

The second prover 1301 includes a third random number



as shown in Fig. 7. Therefore, Fig. 13 shows only the second prover 1301
and the second verifier 1351, and other functional blocks are the sane as
shown in Fig. 7. The second prover 130Jgincludes a third random nunber 38
generator 1302, a second conm tment section 1303, a second automatic
chal | enge section 1304, a second response section 1305, and a second
proven text sending section 1306. The second verifier 1351 includes a
third deci sion section 1353. The second conm tnent section 1303 uses a
random nuFfBETrater2308: canreanbasegigrand settolpr dd@ée setorerdommi t ment s
v[3] and v[4]. The second automati c chall enge section 1304 produces second
aut omat i &%ﬁtéﬁgéhef%?n% RIS EE8fd 2 copFRhEIRSPoRps] Sardidl 4] . The

second r se section 1305 conputes second response_t[2] fromthe second
autonatigﬁﬁgﬂaﬁpénaesﬁfﬁT LBﬁ?ﬁfﬁq%?xﬁrF@% Y S onv ;]tFE?randon1
nunber r t m er . The second pr.oven text di n

section I rggﬁ-éggggrsecon I%%%l t?c€%h5§I ?ﬁﬁ%%ﬂﬁzfecﬁhﬂnt Eand
response t[2 a d ; e ond_verjfier In the
secgnd vergf%e?%f3§§?8¥ﬁep%ﬁlﬁﬁgﬁgc?éf%goé2@%qgﬁﬁ%%%§3%é%@éﬁﬁ?%ggéﬂhether

t he secongraespopsgviie]l i LSt en | n ohatiL chall enge
c[2]. As i[n]t he cas\éréo‘1€2 ?%%S?%J:%Paeﬁbgai %@#{%ee%?g@ogaﬁg%overﬂscwm and

- the secondajerintii €41351THR:Ldmal.esmat £4 @yalrl%gengec@%ﬂeﬁmdi ng
prograns on a conputer. More detailed operation of the present enbodi nent
W Il be desclickedsbeb@iV.automatic challenge c¢[2] from the second
gommitments v([3] and v[4]. The second response section 1305
{JJ computes secoﬁd response t[2] from the second automatic
challenge c[2] using the private information x, the random
number r and the random number s(2}. The second proven text
sending seétion 1306 sends the second automatic challenge c[2]
-and the second response t[2] as a second proven text to the
- second verifier 1351.
In the second verifier 1351, the third decision section
1353 determines whether the second response t[2] is consistent
with the second automatic.challenge cl2].
Ag in the case of the first embodiment, the second prover
1301 and the second verifier 1351 may be implemented by running
corresponding prograﬁs on a computer. More detailed operation
of the present embodiment will be described below.
7.2) Operation
In the second prover 1301, the third random number
generator 1302 generates random numbers s[2] € Z/gZ. The
second commitment section 1303 uses the random number s[2] to

- compute the second commitments v[3] and v[4]:



7.2) Operation In the second prover 1301, the third random nunber :
generator 1302 generates random nunbers s[2] e Z/qZ. The second conm tnent
section 1303 uses the random nunber s[2] to conpute the second conmitnents
v[3] and v[4]: 39 Vv[3] =g9gs[21 nod p; and v[4] = hs[21 nod p. The second
automati c chal l enge section 1304 produces second autonatic chall enge c[ 2]
using the second commtnent v[3] and v[41l: c[2] (e Z/qZ2) = Hash(p, q, g,

h, v[3], v[4l). The secgnd response section 1305 conputes a second
response t [ 2] tPiP]:=§¥g? wogd Picd2d nod g, where x is the private
information and r is a random_ nunber generated by the random nunber
generator 701. Tﬁg4iec pP@@eR-text sendi ng section 1306 produces a

proven text (c , tLZ%% aq%?send %%gﬁg the second verifier_ 1351. In the

second verifi er I35 O h A HHTIE 1e CrET 0RANSR (1561} O 3884 dBEPIEEShet her :

c[2] = h N 21/a,c[.21 nmod p, ht(21/ 21 nod

't he camie eofarls i e tade il VBT R sikeloprunanee &
vI[3] and v[4]:

cl[2] (e z/qz)
= Hash(p, q, g, h, «, B, «’, B',y", vI[3], v[4])5

The second response section 1305 computes a second
response t[2]:

t[2] = s[2] + x ¥ c[2} mod q,
where x is the private information and r is a random number
generated by the random number generator 701.

The second proven text sending section 1306 produces a
proven text (c[2], t[2]) and send it to the second verifier
1351.

In the second verifier 1351, the third decision section
1353 decides whether:

cl[2] =
Hash(p, g, g, h, «, 8, «', B iy,
. gt[zl/oc’cm mod p, ht[z] /Y,c[zj mod p) .
If the equality is verified, then the verification acceptance

is determined.

8. Eighth embodiment
8.1) System configuration
Referring to Fig. 14, the system according to the eighth

* embodiment has a proving mechanism 1400 and a verifying



is determned. 8. Eighth enbodi nent 8.1) System configuration Referring to
Fig. 14, the systemaccording to the eighth enbodi nent has a proving
mechani sm 1400 and a verifying 40 necphani sm 1450. The proving nechani sm
1400 includes a random nunber generator 1401, a public information nenory
1402, a private information nmenory 1403, a variable converter 1404, a
prover 1405. The prover 1405 includes a second random nunber generator
1406, a conmitnent section 1407, and a response section 1408. The random
nunber gevRIENGIEMA830. t HBhy giicaiiing mechwertrerl 40404 nahddéehen praodem 1405 may
be inplenmented by running corresponding prograns on a conputer. The

veri fyi ng RS fArsRTaasy T4 ude®ull pablintornaifiomaeneny ety 81451, a
first verifier 145%, a second verifier 1458, and a decision section 1459.
The firstPVEA S ePLOTUBRIIMATIEY 448hal } el 46t CORVERET drfP4a Second
deci sion _secti 454, The first verifier 1452, the second verifier 1458,
and the &3§W§?bﬁqgécti%ﬁeﬂﬂ§§mﬁh§485 el adRsh e S5 BTy TBBIEEs pondi ng
progr ams np . The pr.over 1405 and t first verifier 1452

conmuni ¢ %éé%ﬁﬁgﬁ g%@%’cﬁrﬁﬁ' @ﬁthﬁchiﬁﬁﬁ%4ﬁ§1t§ [ 31 E¥SB9°C v 3], v[4]
is sent h oV Ir verifier 145 a l.lLenge c is
sent froﬁ%%%gb%i?ggéVe?#?%égéf%ﬁbkgﬁgéft%?%?ﬁ%tcﬁkgégi’f%ﬁ%fﬁgﬁgéggsponses

t01], t[ Zopverebt 1469MANGHY Q¥ELer LA b BR hilp$lmdrdd iy 1452. The
first verifier 1452
running corresponding programs on a computer.

The verifying mechanism 1450 includes a public
information memory 1451, a first verifier 1452, a second
verifier 1458, and a decision section 1459. The first verifier
1452 includes a challenge section 1453 and a second decision
section 1454. The first verifier 1452, the second verifier
1458, and the decision section 1459 may be implemented by
running corresponding programe on a computer.

The prover 1405 and the first verifier 1452 communicate
with each other such that commitments +[1], vI[2], vI[3], vI[4] is
sent from the prover 1405 to the first verifier 1452, a
challenge ¢ is sent from the first verifier 1452 back to the
prover 1405, and responses t[1], t[2] is sent from the prover
1405 to the first verifier 1452. The first verifier 1452
determines whether the responses t[1], t[2] is consistent with
the commitments vI[1], v[2], vI[3], vI[4] and the challenge c.

8.2) Operation

An operation of the present embodiment will be described

in detail.

The random number generator 1401 generates a random



determ nes whet her the responses t[1], t[2] is consistent with the
commtnents v[I], v[2], v[3], v[4] and the challenge c. 8.2) Operation An
operation of the present enbodi nent wi #} be described in detail. The
random nunber generator 1401 generates a random 41 nunber r e Z/ gZ. The
public information nmemory 1402 stores p, q, g, h, a and [3. The sane
public information are stored in a public information nenory 1451 of the
verifyi ngnimehant smz4p0. The private infornmation menory 1403 stores
private information X satisfying a = g" nmod p, which is the discrete
logarithm of a e tHhelbasenferddidlon femdry 198988 Hangdony nupber
generator 1401, the public information nenory 1402 and the private

i nf or nat i @and rienoMe1488e opiilllilc Rnfofmabion, el ddore¥, iANd puicid he vari abl e
converter 1404. The variables p, q, g, h, a and (3 are also referred by

t he proveinfdm@s ianheehbrgt 144&r idfi &hel4b2i apnthd heectecdss vesdfier 1458. The
vari abl e converter 1404 uses these variables to producea', 3, y' as .
follows: a' = dhg pyadateg’ infdrmatiie peovingl 46 Emrem p400atsends these a',
3" and y' , to the verifying nmechani sm 1450. These a', f3'" and y' are also
referred information x satisfying « = g° mod p, which is the discrete

logarithm of « to the base g, that is, x = loggu.

The random number generator 1401, the public information
memory 1402 and the private information memory 1403 output p,
d, g9, h, «, 8, x, and r to the variable converter 1404. The
variables p, g, g, h, a« and B are also referred by the prover
1405, the first verifier 1452 and the second verifier 1458.

The variable converter 1404 uses these variables to

producenx’, B’, y' as follows:

o = o
B = j3r; and
v o= 0.

The proving mechanism 1400 sends these «’, B’ and y’ to the
verifying mechanism 1450. These «f, B’ and y' are also referred
by the prover 1405, the first and second verifiers 1452 and
1458.
| 8.3) Prover and first verifier
In the prover 1405, the second random number generatér
1406 generates é random numbers s(1], s[2] € Z/gZ. The
- commitment section 1407 uses the random numbers s[1], s[2] to
compute the commitments v[1], v{2], vI[3], v[4]:

vi1]l = ™M wod p;



by the prover 1405, the first and second verifiers 1452 and 1458. 8.3)
Prover and first verifier In the prover 1405, the second random nunber
generator 1406 generates a random nunbBers s[1l], s[2] e Z/gZ The
comm t ment section 1407 uses the random nunbers s[1], s[2] to conpute the
commtnments v[1], v[2], v[3], v[4]: v[1] = asn] nod p; 42 v[2] = psal nod
p; v[3] =g9gs[2] nod p; and v[4] = hs[21 nod p. The comm tnent section 1407
sends the conni&ngngsﬁvplhmdybg], v[3], v[4] to the first verifier 1452 of
the verifying nechanism 1450, In the first verifier 1452, after having
received the aﬂnﬂiungﬁﬁlr&ﬁp;ﬁhghhenge section 1453 random y generates a
challenge ¢ e Z/gZ and sends It back to the prover 1405 of the proving
mechani sm 1400.v MWier h3%i ngpdr ecei ved the chal l enge c, the response section
1408 of the prover 1405 conputes responses t[1], t[2]: t[11 =s [1l] +r C
nod q; anBhe [@uitgElt sextiorw b GenfBetho gt eespoRges, t{1d), t[2] is
sent to the first verifier 1452 of the verifying nechanism 1450. In the
first verViler v1l432tot hee sbioosid wiedifdean1sB2tobhel 464idechges whet her

mechanism 1450.

In the first verifier 1452, after having received the
commitment, the challenge section 1453 randomly generates a
challenge ¢ € Z/qZ and sends it back to the prover 1405 of the
proving mechanism 1400.

When having received the challenge ¢, the response
section 1408 of the prover 1405 computes responses t[l], tl2]:

t 1]

s[l] + r ¢ mod gq; and

t[2]

sl2] + x r ¢ mod g.
The computed responses t[1], t[2] is sent to the first verifier
1452 of the verifying mechanism 1450,

In the first verifier 1452, the second decision section
1454 decides whether

ville'® = o™ mod p;

vi2]18° = g™ mod p;

vi3le'® = g"® mod p; and

vI4]y'S = h*¥ pod p.
If the equality is verified, then the verification acceptance
is determined.

8.4) Decision

The second verifier 1458 verifies about the equality of

B’ and y* and, if it is verified that B' = y’, then the




vii]a' = at[i] nod p; Vv[2]p,0 =Pt n[ nod p; v[3]a,l =gt[21 nod p; and
vi4]y'®S = ht[2] nod p. If the equality is verified, then the verification
acceptance is determned. 8.4) Decisian The second verifier 1458 verifies
about the equality of (3" and y' and, if it is verified that (3 =y,
then the 43 wverification acceptance is determ ned. The deci sion section
1459 outputs "OK" when the verification results of the first and second

verifiersl454; fﬁééﬁ ?Eg?g é%% caglgn acceptances. O herwise the

deci sion section and y' may be sent to the

verifying mechapismefaQic tsé@@l@?nﬁlﬁ gﬁ RS sm(ﬁ}ngﬁl gﬁent s v[1], v[2],

v[3], v[4] . are sent to the veritying nec resent

enbodi Mentepr OV LE%rA 1260 0r KNo @fﬁjegefl%gvhﬂa sé& r‘i 85:8" %@8
I er may

equality of the discrete |ogarithnms. However, e th|r vVer
verify abmw&stdue|anequ@khfyca@&oﬁ1%cd@@@aﬁce§”d,odﬁefdlé tﬁéreééﬁguﬁﬁat (3
#y', then the verification acceptance is determ ned his case, th

present esbodiorentdssl satpuoyi ¢es a zer o- know edge prOV|ng schene for
proving the inequality of the discrete logarithns. 9. N nth enbodi nent
9.1) System confi ght atndry’ may be sent to the verifying mechanism 750
at the same time when the commitments v[1], v([2], vI3], vI[4]
- are sent to the verifying mechanism 1450.
The present embodiment provides a zero-knowledge proving
scheme for proving the equality of the discrete logarithms.
However, the third verifier 758 may verify about the ineguality
of B’ and vy’ and, if it is verified that B’ = y', then the
- verification acceptance is determined. 1In thie case, the

present embodiment also provides a zero-knowledge proving

scheme for proving the inequality of the discrete logarithms.

9. Ninth embodiment

9.1) System configuration

Referring to Fig. 15, the system according to the ninth
empodiment includes a proving mechanism 1500 and a verifying
mechanism 1550, in which a first prover 1501 and a first
verifier 1551 are different from those of the eighth embodiment
as shown in Fig. 14. Therefore, Fig. 15 shows only the first
prover 1501 and the first verifier‘1551, and other functional
blocks are the same as shown in Fig. 14.

The first prover 1501 includes a second random number

generator 1502, a commitment section 1503, and a response



Referring to Fig. 15, the systemaccording to the ninth enbodi nent

i ncl udes a proving nechani sm 1500 and a verifying mechanism 1550, in which
a first prover 1501 and a first verifiér 1551 are different fromthose of
t he eighth enbodi nent as shown in Fig. 14. Therefore, Fig. 15 shows only
the first. prover 1501 and the first verifier 1551, and other functi onal

bl ocks are the sanme as shown in Fig. 14. The first prover 1501 includes a

second randemdinbey, . gener Al o £18,CORE t ection 1503, and a
response 44 section 1504, T%é&%%égﬁf&%gi$?g¥ §§§§lfﬁkﬁu8§%% e%ﬂ%llenge

prepar at reseciion besdiod 69| N08a38ehbANsdONhANGE 5AG00h MG 1 on

section 1555. As in the case of the eighth™ e I ment, e first prover

1501 and deidigrstseveribhi e65455hs MRy che LaRLesEntRd HynEynni ng
correspondi ng progranms on a conputer. The first prover 801 and the first

verifier $8bdioemmynichat Einst weaeh ather asgchhd hetrshaklk-engs, prepar ati on A
is sent fromthe first verifier 1551 to the first prover 1501, commtnents
v[1], v[ 218y W{3]impldknaed bandomingnbherrasased fentprobiamstde 4irst prover
1501 to the first verifier 1551, challenge a and b are sent fromthe first
verifier 9%%MY545ck to the first prover 1501, and responses t[1], t[2J is
sent from the first prover 1501 to the first verifier 1551. The first
verifier 1551 dé€efAtfbsPHPethd0lt padr bbpohtest tferjifief2B51s consi st ent
with the comm tments y[11, v[21, v[31l, v[41, the random nunber w and the
'Challengéx%PQ%%}CBFeNH} h addi |tder such that challenge preparation A

is sent from the first verifier 1551 to the first prover 1501,
commitments v[1], v[2], v[3], v[4] and random number w are sent
from the first prover 1501 to the first verifier 1551,
challenge a and b are sent from the first verifier 1551 back to
the first prover 1501, and responses tll], tf{2] is sent from
the first prover 1501 to the first verifier 1551. The first
verifier 1551 determines whether the responses t[1l, t[2] is
consistent with the commitments vi[1l], v[2]), vI[3], vI[4], the
random number w and the challenge a and b. More detailed
operation of the present embodiment will be described below.

9.2) Operation

In the first verifier 1551, the third random number
generator 1552 generates random numbers a, b € Z/aZ.

The challenge‘preparation gection 1553 uses the random
numbers a, b to compute challenge preparation A:

A =g mod p.
The challenge preparation A is sent to the first prover 1501.

In the first prover 1501, the second random number

generator 1502 generates random numbers s{1], s[2] € Z/gZ and w



operation of the present enbodinment will be described below 9.2)
Qperation In the first verifier 1551, the third random nunber generator
1552 generates random nunbers a, b e ZkgZ. The chal | enge preparation
section 1553 uses the random nunbers a, b to conpute chall enge preparation
A A = ga ab nod p. The challenge preparation Ais sent to the first prover
1501. In the first prover 1501, the second random nunber generator 1502

generateserQPQQ”‘DHQP%%ﬁmEL$é?% Séégl rl%ﬁﬁébgﬁgs %%Pﬁéi o Pﬁﬁgggsconpute

comm t nent section 1503 uses e ran

comni tments1y] 1 (21 ¥oZbomp:d 3 s1', [2] = P[11

nod -P; Vv[3] = gs[2 nnomP; omm%%ﬁgntshvﬁﬁﬂ m)Eﬁ érgﬁgyrng recei ved
t he chal | enge pfggaaa&ﬂ@nmédf om the first verlfler 1551, the comm t nent

section 1503 sends the commtments v[1], v[2], v[3], v[4] and the random

nunber w to thel]i esp*Membli pf 1551. In the first verifier 1551, when

havi ng received the commtnents v:[I], v[2], Vv[3], v[4] and the random
nunmber w, the whdl Fegl€ sect penands54 sends the random number s a, b as the
chal l enge to the first rover 1501. When having received the chall enges a,
b, the responSéfméeetho t®04pconput es gaab nod p and proves:

After having received the challenge preparation A from
the first verifier 1551, the commitment section 1503 sends the
commitments v[1], v[2], vI[3], v[4] and the random number w to
the first verifier 1551.

in the first verifier 1551, when having received the
commitments v{1], v{21, v[3], v[4] and the randem number w, the

- challenge section 1554 sends the random numbers a, b as the
challenge to the first prover 1501.

When having received the challenges a, b, the response

section 1504 computes gaablnod p and proves:
= g% ® mod p.
b

If the equality of A and g® ¢ mod p is not proved, then the

proof is terminated.

When the equality of A and g®«® mod p is proved, the

response section 1504 computes response tfl), t{2]:

t[1]

il

s{1l] + r (a+w) mod g; and

t[2]

sl2] + x r (a+w) mod g,
where r is a random number generated by the random number
‘-generator 1401 and x is the private information. The responses
t[l}, tf2] is sent to the first verifier 1551.

In the first verifier 1551, the second decision section



A =gab nod p. If the equality of A and ga"b nod p is not proved, then the
proof is term nated. Wien the equality of A and gaab nod p is proved, the
response section 1504 conputes responseést[1], t[2]: t [I] =s [I] + r (a+w)
nod q; and t[21 = s[21 + x r (a+w) nod q, where r is a random nunber
generated by the random nunber generator 1401 and x is the private
information. The responses t[Il], t[2] is sent to the first verifier 1551.

In the fi1§§5\5agﬂgé%rw%§?g ~the second decision section 46 1555 decides
whet her v[1]a, {a+tw} = at 1? nmod p; Vv[2] p, (atw) = Pt [1] nod p; Vv[.3]a,
(atw) = t[21 gwvpdepiand. 4] ¥.dasmt = ht(21 mod p. If the equality is
verified, then the verification acceptance is determ ned. 10. Tenth

enbodi ment 10. 3)[2Fpstern confilguradipn Referring to Fig. 16, the system
according to the tenth enbodi nent includes a proving nechani sm 1600 and a

verifying nechdﬁﬂsnFT%SO;gfﬁ”Mﬁb@h;ﬁeﬁkpver 1601 and a first verifier
1651 are different fromthose of the eighth enbodi nent as shown in Fig.
14. Therefore, VArdy. ® 16 shoé ondy ghe prover 1601 and

If the equality is verified, then the verification acceptance

is determined.

10. Tenth embodiment
10.1) System configuration
Referring to Fig. 16,. the system according to the tenth
embodiment includes a proving mechanism 1600 and a verifying
mechanism 1650, in which & prover 1GOi and a first verifier
- 1651 are different from those of the eighth embodiment as shown
in Fig. 14. Therefore, Fig. 16 shows only the prover 1601 and
the first verifier 1651, and other functional blocks are the
same as shown in Fig. 14.
The prover 1601 includes a second random number generator
1602, a commitment section 1603, an automatic challenge section
1604, a response section 1605, and a proven text sending
section 1606. The first verifier 1651 includes an automatic
challenge section 1652 and a second decision section 1653,
The commitment section 1603 uses random numbers s[1],
s[z] to convert «, B, g and h to produce commitments v[1],
v[z2], vI[3], V[4]. The automatic challenge section 1604
produces automatic challenge ¢ from the commitments v(1], wv[2],

v[3], vI[4]. The response section 1605 computes responses t[1],



the first verifier 1651, and other functional blocks are the sane as shown
in Fig. 14. The prover 1601 includes a second random nunber generat or

1602, a comm tnent section 1603, an au#smatic chall enge section 1604, a
response section 1605, and a proven text sending section 1606. The first
verifier 1651 includes an automatic chall enge section 1652 and a second
deci sion section 1653. The comm tnent section 1603 uses random nunbers

1], s[2 d h t d i t ment 1], 2],
TLal vlar e e b B A e B T HIRBL 2t ot 6

hal | i 1 i 4] . T
e snosaghan as om sy e, Mol Bl RS

section 1605 conputes responses t rom ‘al | enge

C using thezpri vadee priovtar RBkt 0feXai e kan t he random
nunbers s[ 1], s[Z]F)The proven tef?kgeﬁ ?ﬁgﬁggggggﬁ&¥%bgggends t he

commi t nentsmefthlent] 2][11v[ 312] v[#]31an4d, ahe ahaseRASESsIdks E[[@%BSEi‘Fz 1?he

proven text to the first verifier 1651. In the first veritier
aut onmat i caghalpenge testt tontAS52i pHodueesiautogmii ¢ chall enge ¢’ fromthe
commtrments v[1], v[2], v[3], v[4]. The second decision section 1653
det er mi nes whetlerthehéires poasef tdri]iest] 2L hi saueansi i eftalnehet he
comm tnents v[1], v%Z], v[3], v[4] and the automatic challenge c'. As in
t he case ¥CRIE dic§ht Rrefbeds neriomathie phelbends0d’ fanth the first verifier
1651 may be inplemented_by runnin correspondi ng prograns on a conputer.
NMore det arf &Y StVohl . vI2]l, vI31, v[4]. The second decision

section 1653 determines whether the resgsponse tl], t[z2] is

consistent with the commitments v[1], v[2], v{3], v[4] and the

automatic challenge c’.

As in the case of the eighth embodiment, the prover 1601
and the first verifier 1651 may be implemented by running
corresponding programs on a computer. More detailed operation
of the present embodiment will be described below.

10.2) Operation
In the prover 1601, the second random number generator
1602 generates random numbers s{1], s{2] e Z/gz. The
- commitment section 1603 uses the random numbers s{1], s[2] to
compute the commitments v([1], v[2], vi3], v[4]:
vii]l = ™ mod p;
vi2] = p*™ wod p;

V[3] _ 9‘5[2]

mod p; and
vi4l = h*® mod p.
The automatic challenge section 1604 produces the

automatic challenge ¢ using the commitments v[1i], v[2], vI[3],

vi4]:



of the present enbodi ment will be described below 10.2) Operation In the
prover 1601, the second random nunber generator 1602 generates random
nunbers s[1], s[2] E Z/qZ. The commtmMent section 1603 uses the random
nunbers s[1], s[2] to conpute the commtnments v[11, v[21, v[31, v[4l: v[1]
= as[11 nmod p; Vv[2] =P [-] nod P; Vv[3] = 9gs[21 nod p; and vVv[4] = hs[21
nod p. The autonmatic chall enge section 1604 produces the automatic
chal | enge c usifg(d heygomu {AEA m%l] 2], vy[3l, ,v[4] 48 c (e Z/q2
Hash(p, q, g, h, a, v[cfz?, v[g?,t(é[s ’ %Tﬁ')?"" %’heo‘]r'egpt%s’e section 1605
conputes the response t[1], t [2] : t[1] = ] + C (o t [2]
s [2] + xr c nod g, where x is the privatev?%ibpﬁgﬁroﬁqg d y[?@?a random
nunber gener atBe: hyspbase agseom daunhers gem ﬁéégrtﬂe@ﬁﬁs P n text
sendi ng section 1606 produces a proven tegt (v[11, v fj,%$[5?¥?V[4], t[1],
t[2]) andtézhd it to the first verifier 1651. In the first verifier 1651,

the autonmatic chall enge section 1652 produces automatic challenge c':
t[1] = s[1) + r ¢ mod g; and

tf2] = s[2] + x r ¢ mod q,
where x is the private information and r is a random number
generated by the random number generator 1401.

The proven text sending section 1606 produces a proven
text (v[1]l, v([2], v[3], vI[4}, t[1], t[2]) and send it to the
first verifier 1651.

In the first verifier 1651, the automatic challenge
section 1652 produces automatic challenge c’:

¢’ (e Z/qZ) = Hash(p, q, g, h, «, 8, o', By,
vi1il, v[2], vI3], v[4]).

Thereafter, the second decigion section 16532 decides

whether
ville’® = of™M mod p;
v[2]g Y = g™ mod p;
vI3le'® = g*® mod p; and
vIi4ly'® = h"® med p.

If the equality is verified, then the verification acceptance

lg determined.

11. Eleventh embodiment
11.1) System configuration

Referring to Fig. 17, the system according to the




c' (e zZzlqz) = Hash(p, q, g, h, a, 3, a , 3 ,y" , v[1], v[2], Vv[3], v[4]).
Thereafter, the second decision section 1653 deci des whether v[1lla,c- =
at[i] mod p; v[2]p'c' = pt[i] nod p; 49[3]a'c' = gt[2] nod p; and
vi4]y'c' = ht[21 nod p. If the equality is verified, then the verification
acceptance is determ ned. 11. Eleventh enbodi nent 11.1) System
configuration Referring to Fig. 17, the systemaccording to the 49

el event h gnbadi S nechani sm., 1700 and a verifyin
nechani sm61750 ﬂf?%o{&%h@ﬁ%p%%/%& §7 pgﬁglggﬁn?%lgamvsgf |1f708ra11 51 gr eg

diff v k! n . i
i ffer entvér o trhpse cob EB@ eyght rlr?%‘l@h”%%ﬁo@ér Slthfbvfnfain ggﬁ»l'?i er 1751,

Therefore, Fig. 17 shows only the prover and

and ot hervérmetdonals1bbeeks: f aseedh e SATeL8Se ShO over
1701 includes a second random numnber gener at%r V@bé = com%né?oa-{r}? rgyectl on

1703, an asitgmeti drcHabl enge SEGdicidrel 794g. a1 es%m%nigckhé’“ﬁaﬂc?x% and a
proven text sending section 1706. The flrst verifier 1 includes a

second dEtisiang seet Fonst763rifike: aoBm, t ABAt oSGt i ML {034 USESodiandom
nunbers s[1], s[2] to convert a, 3, ¢ and h to produce commtnents v[1],
aré the same as shown in Fig. 14.

The prover 1701 includes a second random number generator
1702, a commitment section 1703, an automatic challenge section
1704, a response section 1705, and a proven text sending
section 1706. The first verifier 1751 includes a second
decision section 1753.

The commitment section 1703 uses random numbers s[1],
s{2] to convert «, B, g and h to produce commitments v[1],
v[2], vI[3], v[4]. The automatic challenge section 1704
produces automatic challenge ¢ from the commitments vi1], vI[z2],
vI[3], v[4]. The response section 1705 computes responses tf1],
t[2] from the automatic challenge ¢ using the private
information x, the random number r and the random numbers s[1],
s[2]. The proven text sending section 1706 sends the automatic
challenge ¢ and the responses tf[1], t[2] as a proven text to
the first verifier 1751.

In the first verifier 1751, the second decision section
1753 determines whether the responses t[1], t[2] is consistent
with the automatic challenge c.

As in the case of the eighth embodiment, the prover 1701
and the first verifier 1751 may be implemented by running

. corresponding programs on a computer. More detailed operation



challenge ¢ fromthe commtnents v[1], v[2], Vv[3], v[4]. The response
section 1705 conputes responses t[1], 5¢[2] fromthe automatic chall enge c
using the private information x, the random nunber r and the random
nunbers s[ 1], s[2]. The proven text sending section 1706 sends the
automatic challenge ¢ and the responses t[1l], t[2] as a proven text to

the fi rstofeﬁhélﬁesleﬁlenbgdgﬁgngl Sty yer 'dfe's% %%%et he second deci si on

|
|
|
section 1753 determ nes whether the responses i s consi stent

v[(2], v[3], v[4]. The automatic chal |l enge section 1704 produces automatic

with the autonet i chrilenge c. As in the case of the elghth enbodi nent
the prover 1701 and the first verifier 1751 may be inplenented by running

correspondi ng pIOglaMproted CONPULE é@%b%ddééé&&ﬁQnﬁﬁﬁ&abkﬂgrégo of the
present enbodiment will be descri bed bel ow. Operation In the prover

| 1701, t heldet grhamtdemrandber ngararatqn ], 15@2]g@ngy@gesqﬂ@ndon1nunbers
s[1], s[2] e Z/qZ. The conm tnent section 1703 uses the random numbers

s[1], s[2$0mmﬁtMthp@eetuhe t%@@ndsn&nt&evk&ddom[ﬁhhbeﬂéﬂsiqu4k{zy[ﬂﬂ = as[ 1]
nod p; = as p; Vv[3J = 1g's[Z] nod p; and v[4] = hs[2' nod p.

| The autoﬁﬁ?ﬂ%ﬂﬁhéleeﬁ@@ms§@¢mtﬁrmﬂﬁ4 pridduce$3t hes [4dut omati ¢ chal | enge ¢

| using the conn1tpﬁnts Mitd, v[2], v[3],

| v[l] = « mod p;

|

|

|

vi2] = 8™ mod p;
vI3] = ¢*® mod p; and
% v[4] = b*® wod p.
The automatic challenge section 1704 produces the
automatic challenge c using the commitments v[1], vI[2], vI[3],
vi4]:

¢ {e Z/qZ) = Hash(p, q, g, h, «, B, o', B'.y,

vIil], vI[21, vI3], vi4]).
The response section 1705 computes the response t[1],

tf2]:

t[1]

g{l] + r ¢ mod gq; and

t[2]

s[2] + x r ¢ mod q,
‘ where x is the private information and r is a random nmumber
generated by the random number generator 1401.

The proven text sending section 1706 produces a proven
text (c, t[1], t[2]) and send it to the first verifier 1751,

In_the first verifierx 1751, the second decision section
1753 decides whether:

¢ = Hash(p, q, g, h, «, B, o, B,y",

Oﬂt[l]/a’cmOd P, Bt[l}/ﬁ’c mOd D,



vi4] : ¢ (E Z/qz) = Hash(p, q, g, h, y', v[1], v[2], v[3J, v[4]). The
response section 1705 conputes the response t[1], t [2] : t [I] =5s [iJ +
r¢c nod g and t[2] =s[2] + x r c no8lqg, where x is the private
information and r is a random nunber generated by the random nunber
generator 1401. The proven text sending section 1706 produces a proven
text (c, t[l], t[2]) and send it to the first verifier 1751. In the first

verifier 1751, the second deci si.gmei 23 deeli et her: ¢ Hash
(p, 9. g, h, a Oct [1]/a nod p,él ?% ‘:?&‘%pnfo%l P51 g‘?ﬁizlla mod p, ht

[21 /'y,  rf0thd)eddblthe @gu\aéﬁﬁ/léds @ f tﬁg,véﬂeﬂéa%o&éeébfséﬁ%fé@é‘ 18

acceptance is determned. 12. Twel fth enbodi nent As shown i n

nodi fi cationdafertrli@etiir st enbodi nent as shown in Fig. 7 may be constructed
as a twelfth enbodinent. In the twelfth enbodi nment, the verifying
mechani sm 750 is provided with a conparator 1858 in place of the third
verifier 758 and a decision section 1859 in place of the decision section
759, of theld. fiselénbodipedimeas shown in Fig. 7.

As shown in Fig. 18, a modification of the first
embodiment as shown in Fig. 7 may be constructed as a twelfth
embodiment. In the twelfth embodiment, the verifying mechanism
750 is provided with a comparator 1858 in place of the third
verifier 758 and a decision section 1859 in place of the
decision section 759, of the first embodiment as shown in Fig.
7.

The comparator 1858 compares ' and y' to determine
whether 3 = y'. The decision section 1859 decides the equality
of the disérete legarithms when the verification results of the
first and second verifiers 754 and 757 are verification
acceptances and the comparator 1858 determine that B = y.
When the comparator 654 determine that B’ = v’ . the decision

section 1859 decides the inequality of the discrete logarithms.

13. Thirteenth embodiment-

As shown in Fig. 19, a modification of the eighth
embodiment as shown in Fig. 14 may be constructed as a
thirteenth gmbodiment. In the thirteenth embodiment, the
verifying mechanism 1450 is provided with a comparator 1958 in
place of the second verifier 1458 and a decision section 1959

in place of the decision section 1459, of the eighth embodiment



The conparator 1858 conpares P* and y' to determ ne whether The deci sion
section 1859 decides the equality of the discrete |ogarithns when the
verification results of the first and>3econd verifiers 754 and 757 are
verification acceptances and the conparator 1858 determine that (3" =y
When the conparator 654 determne that (i' # y', the decision section 1859
decides the inequality of the discrete logarithns. 13. Thi rteent h

enbodi menks ASh&hOWh ifoFi g4 19 fi 39.‘?%5! o] f ei_ght od| ment as
shown in Fig. 14 may bchonstrtIJréta% sV&a t Hi ?P‘ge%}{l#?t rgtél memi he

t hi rt eent hrewbdeh et zehBe kn¥RT ddyd NGB8 450 | with a
conparator 1958 in place of the és(e(r:lig:nd 3%?:%??%1“&15%% %rrfg; glydgggm on
section 106%ality pladeecahal beydetidianraectibgnridhds. of the eighth

enbodi mrent 52 as shown in Fig. 14, In other words, the thirteenth

enbodi nent  pr ﬁ@e@mheaZerolﬂmM@me@r QVIﬁngthBFEdé@érrﬁ)j_'r@/I ng the
equality or inequality of discrete |logarithns. The conparator 1958 conpares
(3' and yW hethetet®r mi ne.  Wist HeriRion geéctikhe 1966 skondsectiion 1959 deci des
the equality of the discrete |ogarithnms when the verification result of

t he secon %tf}fé’r Ehs4discyere fiaumyishrac whph artre veanid iche ionnpar at or

1958 determ h[_fsi &g y' . Wien the conparator 1958 determi ne that 3' #
y', the d]é?ﬁ &CF Sﬁcoﬂ@S‘Qe@eféi%éﬁﬁelﬁn‘éﬁﬁaﬁqatl@h ehecdigneet e

| ogarith descrl bed abov rovided with a(=g" )nod p E G
and R E vxherecé”PS‘ %%56% SeJBrRng SRkl YR # Whengde

comparator 1958 determlne that B # vy, the decision section

1959 decides the inequality of the discrete logarithms.

As described above, provided with g, h, o (= g Jmod p €
G, and f§ € G, where G is a group of order g on mod p, B #h* mod
por B = h"mod p can be efficiently proved without indicating x
and h* mod p. In addition, a prover can prove it solely.

It should be noted that a combination of first prover and
first verifier as described in the above second through fourth
embodiments and a combination of second prover and second
verifier as described in the above fifth through seventh
embodiments can be arbitrarily combined to form another
embodiment of the present invention.

In the above embodiments, a proving mechanism and a
verifying mechanism can be communicated through wired or
wireless conngction. In other words, the proving mechanism and
verifying mechanism can be implemented in any devices having
wired or wireless signal transmitting and receiving functions.

Although the invention has been described in its



p or R=hx nmod p can be efficiently proved without indicating x and h"
mod p. In addition, a prover can prove it solely. It should be noted that a
conbi nation of first prover and firstsaverifier as described in the above
second through fourth enbodi nents and a conbi nati on of second prover and
second verifier as described in the above fifth through seventh

enbodi nents can be arbitrarily conbined to form another enbodi nent of the
present inve tiogj I he above enbodi nents, a proving‘ngchanisn1and a
verifyi ngpl?%‘%}%ﬁ sﬁ{f@a TEE i Eatede T Hr it i hafr 8ad bF 1caf iciise 9%

connecti ln.other . words, the proving nmechanism.and verifyin chani sm
can be i%relr?etﬁgga hary® FRAEELEN 5D os%ﬁ%tﬁ&fj W e tsi“g‘ﬁggut
transmttj r I Vi nctions, At h the invention has been
deocr | bed axtiieg SEGh S0 SIS 83 seafs Y R MR ahr 00 " hat

nodi fications or variations will be apparent to those skilled in the art

w thout departing fromthe spirit or scope of the invention. S4 d ains:

1. A systemconprising a first nechanismfor proving equality or
inequality of two discrete logarithnms and a second nechanismfor verifying
said equality or inequality, wherein the first nmechanismconprises: a
first public information nenory storing a designated operation schene, two

i nput nunbers (hereinafter, denoted by a and (i), and two predeterm ned
bases (hereinafter,



denoted by g and h); a private information nenory storing private
information (hereafter, denoted by x) which is a discrete logarithmof a
to the base g; a random nunber generateq for generating a first random
nunber (hereafter, denoted by r); a converter for converting the input
nunber a, the input nunber R and the base h to produce a', 3' and y' using

the first randon1nunber r and the private information x as follows: a' =
ar (3 @L and y, = h, wherein said a', (3" and y' are sent to the
second me %n1 and a proving section for proving equality of a
discrete logarithmof a' to base a and a discrete logarithmof (3 to base
(3 and equality of a discrete logarithmof a to the base g and a discrete
|l ogarithmof y' to the base h, and 55 the second nmechani sm conprises: a
second public informati on nenory storing the designated operation scheneg,

the two input BUTDErs Zyaih (BrAldinbhe EY0.PrLAdEL 5%“?%?350551' and h; a

verifying section corresponding to f proving " sect |on i ng

equal i ty &fua idhseretge 1t Ry @fyot H@scf@&?' %%% %gnﬁea 8 and, A

di screte logarithmof the received 3' to base ity of a
di scret e hagamitthmret v&ei rrieceiued aquéplﬁye;rb%@qga@méya WhSLI et e

| ogarithm of the

the first mechanism comprises:

a first public information memory storing a
designated operation scheme, two input numbers (hereinafter,
~denoted by « and f), and two predetermined bases (hereinafter,
denoted by g and h};

a private information memory storing private
information (hereafter, denoted by x) which is a discrete
logarithm of o« to the base g;

a random number generator for generating a first
random number (hereafter, denoted by r);

a converter for converting the input number «, the
input number f and the base h to produce «’, f’ and y’ using the
first random number r and the private information x as follows:

oaf = o
B’ = B*; and
vy = h*,
wherein said a', B’ and y’ are sent to the second mechanism; and
a proving section for proving equality of a
- discrete logarithm of o’ to base « and a discrete logarithm of

B’ to base B and equality of a discrete logarithm of «f to the

base g and a discrete logarithm of y’ to the base h, and



received y' to the base h; a checking section for checking the received 3
and y' to determne equality or inequality thereof; and a decision section
for deciding whether proof of the fir8® nmechanismis acceptable, depending
on results of the wverifying section and the checking section. 2. The
system according to claim1, wherein the proving section conprises: a
first prover for proving the equality of the discrete logarithmof a to

base a and the discrehe kogahd thPrhikd cbfprPase J3; and a second prover
for proving the equality of the discrete logarithmof a to the base g and

the discrete |ogarithmsetond pisl itche nbasRabiodntbndie webi-iyingnsection
conprises: a first verifier corresponding to the fifst prover, for

veri fyi ngtedvaredqeal ppyrafithesdicsser,ettel egarishm efunbbes56 ak®qri ¥ad a' to
base a and the discrete logarithmof the received (3" to base 3; and a
second verhg iteio poedesponitied) hametcheg sedond prover, for verifying the
equal ity of the discrete |ogarithmof the received a' to the base g and
the discrete |ogaritAnYoflEheg mecsivadeytrespdrithrigase hhe 3prdhingyst em
according to claim2, wherein the checking section conprises a third
verifier TOr Eri £9F nge¥ hey insteaueidy tef of he dierwieredl@ganndhy' of the

received «’ to base « and a discrete logarithm of the received
' to base B, and equality of a discrete logarithm of the
received o’ to the base g and a discrete logarithm of the
‘received y’ to the base h;

a checking section for checking the received §’ and
v’ to determine equality or inequality thereof; and

a dgcision section for deciding whether proof of
the first mechanism is acceptable, depending on results of the

verifying section and the checking section.

2. The system according to claim 1, wherein
the proving section comprises:
a first prover for proving the equality of the discrete
logarithm of «' to base o and the discrete logarithm of 3’ to
-base B; and
a second prover for proving the equality of the discrete
logarithm of «’ to the base g and the discrete logarithm of vy’
to the base h, and
the verifying section comprises:
a first verifier corresponding to the first prover, for

verifying the equality of the discrete logarithm of the



4. The system according to claim2, wherein the checking section conprises
a third verifier for verifying the inequality of the received 3' and y'.

5. The system according to claim?2, whegein the checking section conprises
a conparator for conparing the received (3" and y'. 6. The system
according to claim1, wherein the proving section conprises a single prover
for proving the equality of the discrete logarithmof a' to base a and

t he di scr | rithmof_3' to.base (3, and the equalit f the discrete
Iogarithmﬁ%)?e%lE Eg t he P4 “gaélﬁdgﬁﬁeéjd?%e?r]:ﬁ éog%é%ﬁ“t"?‘%tﬁ?‘e y' to the base
h, and thg.verjdyizng i o .comprises a single verifier for verifying the
equal ity o? a disgregéeﬁ%%gg%tﬁﬁpof the 57 received a' to base a and a

di screte | ogarit hm-efat he-fecei _vc%qéeggano%ﬁgagatg% s%gaaggr&%@' Iy of a

di screte logarithmof the receive t g an di sCr'et’€

| ogar i t hmvefitiiey taeebyes ¥ty I¢F the Baserbre ogHig cishemagcor ding to
claim6, wherein the checking section conprises a verifier for verifying

the equatédeivedd thets et Wethe( § aafdrye GischR@SYsheM agasdige to claim
6, wherein the checking section conprises a verifier for verifying the
i nequal i tyeadfivedeyt epeitted ba3e And y'. 9. The system according to claim 6,
wherein the checking section conprises a conparator for conparing the

3. The system according to claim 2, wherein the

checking section comprises a third verifier for verifying the

equality of the received 8’ and y’.

4. The system according to claim 2, wherein the
checking section comprises a third verifier for verifying the

inequality of the received B’ and y’.

5. The system according to claim 2, wherein the
checking section comprises a comparator for comparing the

received fB* and y'.

6. The system according to claim 1, wherein
the proving section comprises a single prover for
proving the equality of the discrete logarithm of a«f to base «
and the discrete logarithm of 8’ to base B, and the equality of
the discrete logarithm of o’ to the base g and the discrete
logarithm of y* to the base h, and
the verifying section comprises a single verifier

for verifying the equality of a discrete logarithm of the



received 3' and y' . 10. The system according to claim2, wherein the
first prover conprises: a second random nunber generator for generating a
second random nunber; a first convertepf?for converting the input nunber a,
the input nunber R to produce first commtnents corresponding to
respective ones of said a and (3 using the second random nunber; and a
first response generator for generating a first response using the first

AN SRy AR L et M T REN R

chal | enge received fromt verifier, r

conpri sesg: ad ivagle shakhenge GeNSILorof of Jandauly generaki ng: (e first

chal l enge after having received the tirst conm tmen rom I'rst
prover; aneb@tiwertandtdeehsinibesechhanal @l sdaaiding yhethesr the first
response is consistent with the first coonmtnments and the first chall enge,
wher ei n areasildd gf thecldediasieon.is informed to the decision section. 11.
The system according to claim?2, wherein the first prover conprises: a
second random nunber generator for generating a second random nunber and a
third random nunber when having received a first chall enge preparation
fromthe first Aerifil8e; system according to claim 6, wherein the

checking section comprises a verifier for verifying the

equality of the received §’ and Y.

8. The system according to claim 6, wherein the
checking section comprises a verifier for verifying the

ineguality of the received B’ and y’.

9. The system according to claim 6, wherein the

checking section comprises a comparator for comparing the

received B’ and y’.

10. The system according to claim 2, wherein

the first prover comprises:

a second random number generator for generating a
second random number;

a first converter for converting the input number
«, the input number B to produce first commitments
corresponding to respective ones of said « and B using the
second random number; and

a first response generator for generating a first

response using the first random number r and the second random



a first converter for converting the input nunber a and the input nunber
(3 to produce first conmmtnments corresponding to respective ones of said a
and (3 using the second random nunber 58wherein the third random nunber and
the first commtnents are sent to the first verifier; and a first response
generator for generating a first response using the first random nunber r,
the second random nunber, and the third random nunber in response to a

first chaliesge 1eceisved.Lr SNy rifier, when the fjrst
chal | enge preparation S¥>s \E;;al ?Qégﬁ étthz:thTa:ir gflg\e/errél F‘iléfre%c%ﬁﬁﬁ gé%: 59 a

third ranflomsnhuwerrigenegagor for generating a fourth random nunber; a
first challenge preparation generator for generating the first chall enge

preparation fromthetbaseigs@anegrifierd R -A¥EPEr a using the fourth random
nunber; a first chall enge generator for generating the first challenge

using the fourth randominstbeialdidregie baviergror eEst vaddbhe,t Bendr-Landom
nunber and the first commtnments from the first prover; and a second

deci si on Seetiiorstt ehadéende naf whethheringheecéivad HIRSEORSE LSmAONEIRLNt
with the first conmtnents and the first challenge, wherein a result of
the deci st itd g AferfeBroter t maddeci si on section. 12. The system accor di ng

to claim2, wherein the first prover conprises:
_ @ second decision section for deciding whether the

first response is consistent with the first commitments and the
first challenge, wherein a result of rhe decision is informed

to the decision section.

11. The system according to claim 2, wherein
the first prover comprises:
a second random number generator for generating a
- second random number and a third random number when having
received a first challenge preparation from the first verifier;
a first converter for converting the input number «
-and the input number B to produce first commitments
corresponding to respective ones of said « and B using the
second random number, wherein the third random number and the
first commitments are sent to the first verifier; and
a first response generator for generating a first
response using the first random number ¥, the second random
number, and the third random number in respongse to a first
challenge received from the first verifier, when the first
challenge preparation is valid, and

the first verifier comprises:




a second random nunber generator for generating a second random nunber; a
first converter for converting the input nunber a, the input nunber Rto
produce first conmtnents correspondi A§ to respective ones of said a and R
using the second random nunber; a first automatic chall enge generator for
generating a first automatic challenge fromthe first commtnents; a first
response generator for generating a first response using the first random

number r and the secgngdpsandpsy 69, ML ' onse to the. first
aut omati c chal | enge; andla first proven%{gﬁbgﬁéﬁéga‘%ﬁ 5Fr8gﬁ%$d?ing a

first profenrtiextarcRipasebdeef the first commtnents and the first
response, wherein the first proven text is sent to the first verifier, and

the first verifier cemiiirseschal Baepngraphogaiss shallpnrgergenerator for
generating a second automatic chall enge after having received the first

conmi t mengendrajmrchehti £$tsprovelleraprd piepeeanibil il @MeSBEEE O Rt

deci ding whether the first response is consistent with the first

conmi t mentle afputhaurber ondisiutoormaei €ouhelh | engem whebeirn a result of the
decision is inforned to the decision section. 13. The system according to
claim2, wherein thé Fi¥st ghaMengsogpnesasor for generating the

first challenge using the fourth random number after having
received the third random number and the first commitments from
the first prover; and

a second decision section for deciding whether the
first response is consistent with the first commitments and the
first challenge, wherein a result of the decision is informed

to the decision section.

12, The system according to claim 2, wherein

the first prover comprises:

& gsecond random number generator for generating a
second random number;

a first converter for converting the input number
%, the input number B to produce first commitments
corresponding to respective ones of said o and f using the
second random number ;

a first automatic challenge generator for
generating a first automatic challenge from the first
commitments;

a first response generator for generating a first

response using the first random number r and the second random



a second random nunber generator for generating a second random nunber; a
first converter for converting the input nunber a, the input nunber (3 to
produce first conmtnents correspondi A to respective ones of said a and
(i using the second random nunber; a first automatic chal |l enge generator
for generating a first automatic challenge fromthe first conmtnents; a
first response generator for generating a first response using the first

random nuntiaber, ahfl ROCR8E0Rd FADGAPRL L BURBEL: LfbliRsRANSE O the first

automatic challenge and a first proven text generato I 'generating a
first proven text, cenpased 9%0%&@t&h&SEeﬁ@£898$'fbf*ﬁ?dﬁ?@ggn gnd the first

response, wherein the first proven text is sent to rst-verifier, and

the firstfvest foreveconpidisesnpdssemdndeei sEONcSRfidnlonndechdi ng
whet her the first automatic challenge and the first response included in

the firstfprevearespextei swbonsistent firkh pashentthers wheraintd rxesul t of
the decision is inforned to the decision section. 14. The system accordi ng
to cl ai mbirstheiegiifierheasécond prover conprises: a third random nunber
generator for generating a third random nunber; a second converter for
converting the basestfeahdirpt verifier comprises:

a second automatic challenge generator for
generating a second automatic challenge after having received
the first commitments from the first prover; and

a second decision section for deciding whether the
first response is consistent with the first commitments and the
second automatic challenge, wherein a result of the decision is

informed to the decision section.

13. The system according to claim 2, wherein
the first prover comprises:
a second random number generator for generating a
second random number;
a first converter for converting the input number
«, the input number B to produce first commitments
Corresponding to respective ones of said « and B using the
second random number;
| a first automatic challenge generator for
generating a first automatic challenge from the first
commitments;
a first response generator for generating a first

response using the first random number r and the second random



to produce second commtnents corresponding to respective ones of said g
and h using the third random nunber; and a second response generator for
generating a second response using thé&lfirst random nunmber r and the third
random nunber, in response to a second challenge received fromthe second
verifier, and the second verifier conprises: a second chall enge generator
for randomy generating the second challenge after having received the

second commbaENt i fH@pohhe s8comd Mmnaver; apd: a.thind ISl section for
deci di ng whet her the 62 second responseafs cong?stentEVE%ﬁ %ﬁg second

commi tnents and the asédend phardengse Weekehtod f&5Wdneohetifg decision is
informed to the decision section. 15. The system according to claim 2,

wherei n  fhessaponeprtexer coopprddest thef CUFED s@ansiomiruEbel 1gagerator for
generatingha fifth random nunber and a sixth random nunber when havi ng
recei ved B etiortt cvsbreage Wrepsimatthen ffirem pheveaeaesd iweskhtets a second
converter_for_converting the bases g and h to produce second comm tnents
cor r espondihf 15t ¥85déLrye dds of the bases g and h using the fifth
random nunber, whereip the sixth random nunber and the second conmm tnents
are sent to the sechbRE F&FFY ivect e SOEREHAHYS r esponse generator for

generating a second _— :
a second decision section for deciding whether the

first automatic challenge and the first response included in
the first proven text is consistent with each other, wherein a

result of the decision is informed to the decision section.

14. The system according to claim 2, wherein

the second prover comprises:

a third random number generator Ffor generating a
third random number;

a second converter for converting the bases g and h
to produce second commitments corresponding to respective ones
of said g and h using the third random number; and

| a second response generator for generating a second
response using the first random number r and the third random
nunber, in response to a second challenge received from the
second verifier, and

the second verifier comprises:

a second challenge generator for randomly
generating the second challenge after having received the
second commitments from the second prover; and

a third decision section for deciding whether the



response using the first random nunber r, the fifth random nunber, and the
si xth random nunber in response to a second challenge received fromthe
second verifier, when the second chal bgnge preparation is valid, and the
second verifier conprises: a fifth random nunber generator for generating a
sevent h random nunber; a second chal | enge preparation generator for
generating the second chall enge preparation fromthe base g and the input

Punber & Ssioe LIALSRNENL) AL By second nak)enge. genett o Tor

generating the 63 second challenge using € seven after

having reoel sesbrichensi xbhod AndamawTaer -and: Lie secand conpi gents 11 om

the second prover; and a third decision section for deciding et her the

second r espbnseed socehsi éeidioM tdedhensecond commitments and the second
chal | enge, wherein a result of the decision is inforned to the decision

section. 16. The system according to claim2, wherein the second prover
conprises: a third random nunber generator for generating a third random
nunber; a second.conVbetsystfanr scomredhgngot dEabaseswhgeagtinh to produce
second comm tnents corresponding to respective ones of the bases g and h
using the third randbhengrserd paovkicr domptbeseti ¢ chal | enge generator for

a fourth random number generator for generating a
fifth random number and a sixth random number when having
received a second challenge preparation from the second
verifier;

a second converter for converting the bases g and h
Lo produce second commitments corresponding to respective ones
of the bases g and h using the fifth random number, wherein the
sixth random number and the second commitments are sent to the
second verifier; and

a second response generator for generating a second
response using the first random number r, the fifth random
number, and the sixth random number in response to a second
challenge received from the second verifier, when the second
challenge preparation is valid, and

the second verifier comprises:

a fifth random number generator for generating a
seventh random number;

& second challenge preparation generator for
generating the second challenge preparation from the base g and
the input number « using the seventh random number;

a second challenge generator for generating the



generating a third automatic challenge fromthe second commtnents; a
second response generator for generating a second response using the first
random nunber r and the third random ®&énber, in response to the third
automati c chal |l enge; and a second proven text generator for generating a
second proven text conposed of the second commtnents and the second
response, wherein the second proven text is sent to the second verifier,

and e sseonti varilliceleCaBPAY SO% B! BaaulbeMRLG ClaLLenge, gener at or
for 64 generating a fourth automatic challenge atter having received the

second comai¢inent shenehudRdramddhens@eendngr enensdexts Lo L bs: second
prover; and a third decision section for deciding whether the second

response fxondnsi steenhdwptbvéhe ssetond commitnments and the fourth
automati c chal |l enge, wherein a result of the decision is informed to the
deci sion section. 17a Thérdydeaimiacceedingnt fotl @GddBngwhaeehar de second
prover conprises: a third random nunber generator for generating a third
random nUFEEINY FesPeBRe 8 nsertisrtentr wdohvehe i swprdrhe coasesmgnianchhl t o
produce second comm tnents corresponding to respective ones of the bases g
and h usiéhftﬁﬁ§Qﬁ% FHL AREem haein a rasnlt af ovet decéhabhenge gener at or

f or .
informed to the decision section.

1s. The system according to claim 2, wherein

the second prover comprises:

a third random number generator for generating a
third random number;

a second converter for converting the bases g and h
to produce second commitments corresponding to respective ones
of the bases g and h using the third random number;

a third automatic challenge generator for
generating a third automatic challenge from the second
commitments;

a second response generator for generating a second
response using the first random number r and the third random
number, in response to the third automatic challenge; and

a second proven text generétor for generating a
second proven text composed of the second commitments and the
second response, wherein the second proven text is sent to the
second verifier, and |

the second verifier comprises:

a fourth automatic challenge generator for



generating a third automatic challenge fromthe second commtnents; a
second response generator for generating a second response using the first
random nunber r and the third random @énber, in response to the third
automati c chal |l enge; and a second proven text generator for generating a
second proven text conposed of the second automatic challenge and the
second response, wherein the second proven text is sent to the second

verifier, ganerdfiend ec Gl ¥ar kit §fa GO RH-988n8 L o] yon for
deci di ng whet her Eﬁe 65 seco%d 5ttonatﬁb Cﬁg||%ﬁg%9§%§&F%e9§%§§ﬁé response

i ncluded the sdeosbeenthipnexes ieXiudesl GONShst 88EoMM trRagh:@kheroypher ei n
a result of the decision is inforned to the decision section. 18. The

syst em actle déanpnd peloaiem; 6andherein  the single prover conprises: a second
random nunber generator for generating a second random nunber; a
conmi t nent gener at or &f shirdnderiding tsketippufor ndwdhieting, whBehénptiie nunber R
, the base g and the base h to produce commtnents corresponding to
respect i vVEEGHES THSOORISE 45 cousigtemtdwhtbsihg $deorskcomthitaados adrber ; and
a respons§ﬁgenerator for generating a response using the first random
nunber r e e cohaTrBRe othifBee, whareéspanssule efchlagl enge recei ved

fron1the(§in%!e veriti%r, gnd ]
ecrsion 18 inlformed to the decision section.

17. The system according to claim 2, wherein

the second prover comprises:

a third random number generator for generating a
third random number;

a second converter for converting the bases g and h
to produce second commitments corresponding to regpective ones
of the bases g and h using the third random number:

a third automatic challenge generator for
generating a third automatic challenge from the second
commitments;

a second response generator for generating a second
response using the first random number r and the third random
number, in response to the third automatic challenge; and

a second proven text generator for generating a
second proven text composed of the second automatic challenge
and the second response, wherein the second proven text is sent
to the second verifier, and

the second verifier comprises:

a third.decision section for deciding whether the



the single verifier conprises: a challenge generator for generating the
chal l enge after having received the commtnents fromthe single prover;
and a second decision section for deci 8fng whether the response is
consistent wwth the coommitnents and the chall enge, wherein a result of the
decision is informed to the decision section. 19. The systemaccording to
claim6, wherein the single prover conprises: 66 a second random nunber

gener at or séosngeneicnsng anhsSeToHt rapdonauBResn AL HRL! ¢ FRRgam ppber
when having received a challenge preparation fromthe S|ngPe verifier; a

commi t nenthgermsratdprieencoaxerid ngpridiereAPUY: AR arhkke Aot hyber R
, the base g and the base h to produce commtnents corresponding to
respecti veeomes of tda deaisidy i imfdrhedstogrideisgeand sasdosm hunber,
wherein the third random nunber and the commtnents are sent to the single
verifier; and a response generator for generating a response using the
first random nunber r, the second random nunber, and the third random
nunber in resporse tdhg ehateRempsorddabved ciama hehsiraghe verifier, when
the chal | enge preparation is valid, and the single verifier conprises: a
third random nunber §ERePaRBYS RFOVGENEPEPT HELR:

a second random number generator for generating a
second random number;

a commitment generator for converting the input
number «, the input number § , the base g and the base h to
produce commitments corresponding to respective ones of said «,
B, g, and h using the second random nunber; and

a response generator for generating a response
using the first random number r and the second random number,
in response to a challenge received from the single verifier,
and

the single verifier comprises:

a chalienge generator for generating the challenge
after having received the commitments from the gingle prover;
and

a second decision section for deciding whether the
response is consistent with the commitments and the challenge,
wherein a result of the decision is informed to the decision

section.

19. The system according to claim 6, wherein

the single prover comprises:



fourth random nunber; a chall enge preparation generator for generating the
chal | enge preparation fromthe base g and the input nunber a using the
fourth random nunber; a chall enge genefator for generating the challenge
using the fourth random nunber after having received the third random
nunber and the commtnents fromthe single prover; and a second deci sion
section for deciding whether the response is consistent wth the

commi t ments and the chaldcengerandenaldha @@ﬁa&gt% the ngeglgei %iﬁgﬂgié

infornmed to the decision section. 67 20. The systema I o claimé6,

wher ei n_t hecsihd gtendand vREbe@TRAE S Schid- S 8aAREm! ARH9M NHEeT, gengr at or for
generating a second random nunber; a comm tnent generator for Tonverting

the input repentet eachafiéennpuprapuiei dn frohhendasengl @ndikecbase h to
produce commtnents corresponding to respective ones of said a, g, and h
using the second randomemunbeent agdnaisitcautoratosvehaldenge gaperator for
generating a first automatic challenge fromthe commtnents; a response
gener at or ey enethei hgrat resgense usting tdwe fg rstl thadbazaunher r and the
second random nunber, in response to the first automatic chall enge; and a
proven t eRYOYEife CABY LREAL §efeFERsINdingr boenespexticompesedfosatder,

connitnewgs and thg response, wherein the
. 9, and using the second random number, wherein the third

random number and the commitments are sent to the gingle
verifier; and

a response generator for generating a response
using the first random number r, the second random number, and
the third random number in response to a challenge received
from the single verifier, when the challenge preparation is
valid, and

the single verifier comprises:

a third random number generator for generating a
fourth random number;

a challenge preparation generator for generating
the challenge preparation from the base g and the input number
o using the fourth random number;

a challenge generator for generating the challenge
using the fourth random number after having received the third
random number and the commitments from the single prover; and

a second decision section for deciding whether the
response is consistent with the commitments and the challenge,

wherein a result of the decision is informed to the decision

section.



proven text is sent to the single verifier, and the single verifier

conpri ses: a second automatic chall enge generator for generating a second
automatic chall enge after having recei ¢éd

prover;

wherein a result of the decisionis
The system according to claim®6, wherein 68
second random nunber generator for generating a

the conmtnents fromthe single

and a second deci sion section for deciding whether the response is
consistent with the commtnents and the second autonatic chall enge,

informed to the decision section.
the single prover conprises:
second random nunber ;

21.

a

conmi t ment  genegat or Ther s¢epYRrddda-dig LBPUL 1 WD LBeilhhe i nput nunber

(3, the base g and the base h to

produce commtnents corresponding to

a

respective ones of sahd 8ingld, phveanechpusidg. t he second random nunber; an

automati c chal |l enge generator for generating an
the conmm tnents; a respensedgeneiat aumber generaidNFor LesReASEg Usi Ng the
first random nunber r and the second random nunber, in response to the

automati c chall enge from

aut omat i SR amgeomandmiepr oven text generator for generating a proven

text conposed of the automatic challenge and t he response,

proven text is sent BoCPHEl&Tewyl ageperkfper fomntbmitdreisibnghe inewit i er

conpri ses:
r’rp It

umber o, the input number B , the base g and the base h to
produce commitments corresponding to respective ones of said «,
B, 9, and h using the second random number ;

a first automatic challenge generator for
generating a first automatic challenge from the commitments;

a response generator for generating a response

- using the first random number r and the second random number,

in response to the first automatic challenge; and

a proven text generator for generating a proven

-text composed of the commitments and the response, wherein the

-proven text is sent to the single verifier, and

the single verifier comprises:

a second automatic challenge generator for
generating a second automatic challenge after having received
the commitments from the single pProver; and

a second decision section for deciding whether the
response is consistent with the commitments and the second
automatic challenge, wherein a result of the decigion is

informed to the decision section.

21. The system according to claim 6, wherein

wherein the



a second decision section for deciding whether the response and the
automatic challenge included in the proven text received fromthe single
prover is consistent with each other, herein a result of the decision is
infornmed to the decision section. 22. A proving device for proving
equality or inequality of two discrete |ogarithnms, conprising: a public
information nenory storing a designated operation schene, two input

nunber s (hereinafterthgeggﬁ%geQangwﬂaqgmbgzsegnd two predeterm ned bases
(hereinafter, denoted by g 69 "and ; private information nmenory

storing private infarsatoan f&ﬁﬂéﬁﬁdumber aptestdy por Wahebat sné discrete
| ogarithm of a to the base g; a random nunber generator for generating a

first rafeernaurelom( hemeafter, denoted by r); a converter for converting
t he input nunber a, the input nunber R and the base h to produce a', R
and y' using the fiﬁscommdmmﬁnu“gﬁnaratoanﬂofrmbnuénﬁﬂmg hHEOEﬂp&&on X as
follows: a' = pr; and h wherein said a', (i' and y' are sent to

t he secoh@mﬂﬁ%h&nl§h? %ﬁﬁptzﬁqmbﬁm Rg. st ibmrsef or apdovhadoasmudl ity of a
di screte qufrlthn1of a' to base a and a discrete logarithmof 3 to base

R and equ T4 o MY Feetet CIGHRINRANGS ta’ reapadiéve ones of said «,

B, g, and h using the second random nunber;

an automatic challenge generator for generating an
automatic challenge from the commitments;

a response generator for generating a response
using the first random number r and the second random numbexr,
in response to the automatic challenge; and

a proven text generator for generating a proven
text composed of the automatic challenge and the response,
wherein the proven text is sent to the single verifier, and

the single verifier comprises:

a second decision section for deciding whethér the
response and the automatic challenge included in the proven
text received from the single prover is consistent with each
other, wherein a result of the decision is informed to the

decision section.

22. A proving device for proving equality or inequality
of two discrete logarithms, comprising:
a public information memory storing a designated
operation scheme, two input numbers (hereinafter, denoted by «

and B), and two predetermined bases (hereinafter, denoted by g



base g and a discrete logarithmof y' to the base h. 23. A verifying device
for verifying proof provided by a proving device for proving equality or
inequality of two discrete |ogarithnms®?conprising: a public information
menory storing a designated operation schene, two i nput nunbers a and p,
and two predeterm ned bases g and h; a verifying section corresponding to
the proving device, for verifying equality of a discrete |logarithmof a

to base anang) a discrete logarithmof |I' to base f3, and equality 70 of a
discrete logarithmof a' to the base g and a discrete logarithmof y' to
the base h, wherein sap@i@ite pinfsithaticd RembBF alnegd iy gﬂi‘i’érﬁ’é‘epr ovi ng

devi ce; a checking section for checking (3 and y' to etermne equality
or i nequalnfyrmadteceofheandf tedeciaicardseet kpnwiah decizdidngcewbes her proof of
the first_mechanismis acceptable, depending on results of the verifying
section ah@dahidchgheékinee seot ikerse 24. A zero- know edge proving nethod in a
system conprising a first nmechanismfor proving equality or inequality of
two di screte |ogaritRnkaBden nwdsongemerhnor sinyf geneericfipgng fsestd equal ity
or inequality, the nethod conprising the steps of: at the first nechanism
a) storiﬁﬁﬂ§¥ SUghSE edroper dtgon deeRERE, by wo i nput  nunbers (hereinafter,

denoted by a and f3), and two
4 converter for converting the input number «, the

input number B and the base h to produce o', B’ and y' using the

first random number r and the private information x as follows:

o’ = o ;

B’ = f*; and
X

¥y = hY,

wherein said «', B’ and y’ are sent to the second mechanism; and
a proving section for proving equality of a

discrete logarithm of «’ to base « and a discrete logarithm of

B’ to base B and equality of a discrete logarithm of o' to the

base g and a discrete logarithm of vy’ to the base h.

23. A verifying device for verifying proof provided by
& proving device for proving equality or inequality of two
discrete logarithms, comprising:

a public information memory storing a designated
operation scheme, two input numbers « and B, and two
predetermined bases g and h;

a verifying section corresponding to the proving
device, for verifying equality of a discrete logarithm of a«f to

base o and a discrete logarithm of B’ to base B, and eguality



predet erm ned bases (hereinafter, denoted by g and h) in a first public
information nmenory; b) storing private_information (hereafter, denoted by
X) which is a discrete logarithmof a '8 the base gina private
information menory; c) generating a first random nunber (hereafter,
denoted by r); d) converting the input nunber a, the input nunber and the
base h to produce a', (3" and y' using the first random nunber r and the

private iaforndtsorede doghelitwmssf 7k’ 8o Ehdlbadt F G ad@¥scYeres h wherein
said a', R and y' are sent to the second nmechanism and e) proving

equal ity &PIzrHilyerat @ | bgarhd lmsef h( xivheteoibaseid«andsa Licsqr efee | ogarit hm
of R to base R and equality of a discrete logarithmof a to the base g
and a di sEpe®e eqd dgan the btoying aletieehase h, and at the second nechani sm
f) storing the designated operation schene, the two input nunbers a and R
and the two predet er fi fE§ChaB@Sartdma Hori phackiwmrid publy’c tionf or mat i on

menory; @) verifying equality of a discrete logarithmof the received a
to base a&%ﬁﬁf@%ﬁ% §%P@gétVo@%r%ﬁ@ﬂﬂaéﬂchéheF@@ ivi#l R to base R and

equality of a discrete Iogarithnlot the received a' to the base g and a
di scret e IogarithWIOP gﬁg sion section for deciding whether proof o

the first mechanism is acceptable, depending on resultg of the

verifying section and the checking section.

24, A zero-knowledge proving method in a system
- comprising a first mechanism for proving equality or inequality
of two discrete logarithms and a second mechanism for verifying
sald equality or inmequality, the method comprising the steps
of:

at the first mechanism,

a) storing a designated operation scheme, two input
numbers (hereinafter, denoted by « and B), and two
predetermined bases (hereinafter, denoted by g and h) in a
first public information memory;

b} storing private information (hereafter, denoted
by %) which is a discrete logarithm of « to the base g in a
private information memory;

C) generating a first random number (hefeafter,
denoted by r);

d) converting the input number o, the input number
f and the base h to produce «’, B’ and v’ using the first randecm

number r and the private information x as follows:



received y' to the base h; h) checking the received R and y' to determ ne
equality or inequality thereof; and i) deciding whether proof of the first
mechanismis acceptable, depending on7esults of the verifying section and
t he checki ng section. 25. The nethod according to claim 24, wherein the
step e) conprises the steps of: e.1l) proving the equality of the discrete
| ogarithmof a' to base a and the discrete logarithmof R to base R, and
72 e.2) proving the equal Lty_qf-.the discrete logarithmof a' to the base g
and the discrete logarithmof y' to the base h, and the step g) conprises
the steps of: g.1) verifyipg thg,equahity of the discrete logarithmof the
received a' to base a and the discrete |ogarithmof the received 3 to
base (3; and g.2) verifying the*8guality of the discrete logarithmof the
received a' to the base g and the discrete logarithmof the | received y'
to t he bawkereirzgaithe’ mephathdageoadk ngerito o aihm 25condafieiinrtikén;skag h)
conprises a step of verifying the equality of the received (3" and y'
27. The met hod accor ¢i/n§rovisd atquadstymedr @i ditheetst dpga)i thanpti ses a step
of verifyinqﬁthe ine%gality of the received(3 and y' .
Lo base « and a discrete logarithm of B’ to base B and equality
of a discrete logarithm of «' to the base g and a discrete
logarithm of vy’ to the base h, and
at the second mechanism,
£) storing the designated operation scheme, the two
input numbers « and B, and the two predetermined bases g and h
in a second public information memory;
g) verifying equality of a discrete logarithm of
the received o' to base o and a discrete logarithm of the
received B’ to base B, and equality of a discrete logarithm of
the received o’ to the base g and a discrete logarithm of the
received vy’ to the base h;
h) checking the received B’ and y' to determine
equality or inequality thereof; and
i) deciding whether proof of the first mechanism is

acceptable, depending on results of the verifying section and

the checking section.

25. The method according to claim 24, wherein
the step e) comprises the steps of:
e.1) proving the equality of the discrete logarithm of «f

to base « and the discrete logarithm of B’ to base B; and



28. The nethod according to claim25, wherein the step h) conprises a step
of conparing the received (3" and y'. 29. The nmethod according to claim 24,
wherein the step e) conprises the stepzof proving the equality of the
discrete logarithmof a' to base a and the discrete logarithmof (3 to
base E3, and the equality of the discrete logarithmof a to the base g
and the discrete 73 logarithmof y' to the base h, and the step @)

conprises the st of verifying the  equality of a discrete |ogarithm of
the received aﬁhgg bage+4% éhﬁ %ﬁ?ﬁiﬁﬁﬁé?@ FBgati RSt omeriebBivled (3' to
base (3, apduhe eaquality . pf a discrete |ogarithmof the received a' to
the base g and gsgiéc%é?etﬁ%ga}??ﬁﬁ%eoﬁogﬁﬁgg@ﬁé? &d §O tethpssdse h. 30.
The net hogh@ccording to claim?29, wherein the step h) conprises a step of
verifying the equality of the received (3 and y'. 31. The nethod

according to claim28paWaeLgidy t - o | ses a step of verifying
FUReHED Pantiats e gL 5

the inequality of the receive f3 he 'nmet hod according to

claim 29, whereji.n)thersteing Mhe UPRENIES 3 St f ﬁ%qga ' recei ved
(3" and y'. 33. The nethod %ccording to§claié?g§%£; erelgbagﬁégg?éﬁpe.l)

conpri sesthheesképedot” t@entiaabd Agd aise R LaRAORYAHIDES oCRRKerting the
i nput nunber a, the input nunber (3 to produce firsSt conm tnents
cor r esporidiarg ved pespedtdace poneadof
g.2) verifying the equality of the discrete logarithm of
the received a’ to the base g and the discrete logarithm of the

vt received y’ to the base h.

26. The method according to claim 25, wherein the step

h) comprises a step of verifying the equality of the received

g' and y.

27. The method according to claim 25, wherein the step
h) comprises a step of verifying the inequality of the

receivedf’ and y’.

28. The method according to claim 25, wherein the step

h) comprises a step of comparing the received B’ and v

29, The method according to claim 24, wherein
the step e) comprises the step of proving the
equality of the discrete logarithm of «' to base « and the
discrete logarithm of B’ to base B, and the equality of the

discrete logarithm of «’ to the base g and the discrete



said a and (3 using the second random nunber; and generating a first
response using the first random nunber r and the second random nunber, in
response to a first challenge received3fromthe second nechani sm and 74
the step g.1) conprises the steps of: randomy generating the first
chal l enge after having received the first conmtnents; and deci ding

whet her the first response is consistent wwth the first commtnents and

the firstjghallghges wherei result _of the decision is provided to the
step i). 34§§1'Ll'he met hod %(gc%}egibﬁ%%t l6"c %(Idm 25, wherein the step e. 1)

comprises the steps ehe -08pesalidg,a.secend Landom nuiher,; and.a third
a a

random nunber when havi ng receive Irst C nge Tpre ar%ttf%% fromthe

second neehadl i oFoRYaiEERASEE hRoddMWhaHEDEL -804 fhe | npyty number  to
0

produce first conmtnents corresponding to respective ones said a and

(3 using &M setienderandogahiidelor \Waer ebRei ey dhitbdprandomiigregr and the
first coonmtnents are sent to the second nechanisnm and generating a first

response @&gialg tvheff br i scaadomMogatibef 6f the SQREARGA andam tHaThRke and
the third random nunber in response to a first challenge received fromthe

second meghll smdiwheatehkodaristhnchdl thageepsepal gt i 00 tise Mdldedh.and  the
step g.1) conprises the steps of: generating a fourth random nunber;
30. The method according to claim 29, wherein the step

h) comprises a step of verifying the equality of the received

B and y'.

31. The method according to claim 29, wherein the step
h) comprises a step of verifying the inequality of the received

' and y’.

32. The method according to claim 29, wherein the step

h) comprises a step of comparing the received g’ and y*.

33. The method according to claim 25, wherein
the step e.l) comprises the steps of:

generating a second random number;

converting the input number «, the input number B to
produce first commitments corresponding to regpective cnes of
said « and B using the second random number; and

generating a first response using the first random number
r and the second random number, in response to a first

challenge received from the second mechanism, and



generating the first challenge preparation fromthe base g and the input
nunber a using the fourth random nunber; generating the first chall enge
using the fourth random nunber after hd®%ing received the third random
nunber and 75 the first commtments fromthe first mechani sm and deci di ng
whet her the first response is consistent wth the first commtnents and
the first challenge, wherein a result of the decision is provided to the

step i). 35. The net ked g@§@qghggckgmgﬁggg1g§e £ijp. the step e. 1)
conprises the steps of: generating a second random nunber; converting the

i nput nunber a,rarhnlypyénatibiaig &QmpEQQ@Eecﬁéiﬁﬁng%oﬁﬁtbﬁeﬂé§ing
corresponding to respective ones of said a and (3 using the second random
nunber; gereektdchghe first @utnommidrmtsghakbenge fromthe first conmitnents;
generating a first response using the first random nunber r and the second
random nunber, daridésgovsether tthe fiirst raspomsd iic: chakhenget anth
generating a first proven text conposed of the first commtnents and the
first re§gﬁﬁ§éﬁfﬂhép@mht@$ﬁiﬁiaﬁﬂ ther ueatt elxdallegeentvhtpelihea sesorid

mechani s d the step g.1) conprises the steps of: generating a second
aut onat i cna’%%g'fel é{’g? eéSaPtets BERINGT E€eredstsre Hirst comitnments fromthe

first nmechanism and

34, The method according to claim 25, wherein
the step e.1) comprises the steps of:
generating a second random number and a third
random number when having received a first challenge
preparation from the second mechanism;
converting the input number o and the input number
f to produce first commitments corresponding to respective ones
of said « and P using the second random number, wherein the
third random number and the first commitments are sent to the
- second mechanism; and
generating a first response using the first random
nunmber r, the second random number, and the third random number
in response to a first challenge received from the second
mechanism, when the first challenge preparation is valid, and
the step g.i) comprises the steps of:
generating a fourth random number;
generating the first challenge preparation from the
base g and the input number «o using the fourth random number;
generating the first challenge using the fourth

random number after having received the third random number and



deci ding whether the first response is consistent wth the first

comm tnents and the second autonmatic challenge, wherein a result of the
decision is provided to the step i). 78> 36. The nethod according to claim
25, wherein the step e.1l) conprises the steps of: generating a second
random nunber; converting the input nunber a, the input nunber (3 to
produce first conmmtnents corresponding to respective ones of said a and R

usi ng thetsecontsy aRARIALADS! - eNAli D anLin gl AUt apgtic chal l enge from
the first commtnents; generating a first response using the first random

nunber r and the secdedifandomdinierche 71iF86PAASS IR tihe bhEStreaut omatic
chal  enge; and generating a first proven text conposed of the first

aut omat i cwehal tlende randcbhei fhests regpense £ iwberaidl tdhge, f Whste b aven text
is sent to the second nechanism and the step g.1) conprises the steps of:
deci di ng WhdtHeroft Réef desision ommtpgrovibdabl engehanttert He .first response
included in the first proven text is consistent with each other, wherein a
result of the decision is provided to the step i). 37. The nethod
according to claim25, wherein the step e.2) conprises the steps of:
generating a third rAREoREHIRHECCEshver Epnglatie Aaseliegeand h to produce

second .
the step e.l) comprises the steps of:

generating a second random number;
converting the input number «, the input number B
to produce first commitments corresponding to respective ones
of said « and § using the second random number;
generating a first automatic challenge from the
first commitments;
generating a first response using the first random
- number r and the second random number, in response to the first
automatic challenge; and
generating a first proven text composed of the
first commitments and the first response, wherein the first
proven text is sent to the second mechanism, and
the step g.1) comprises the steps of:
generating a second automatic challenge after
having received the first commitments from the first mechanism;
and
deciding whether the first response is consistent
with the first commitments and the second automatic challenge,

wherein a result of the decision is provided to the step 1).



commtnents corresponding to respective ones of said g and h using the
third random nunber; and generating a second response using the first
random 77 number r and the third randdf nunber, in response to a second
chal I enge received fromthe second mechani sm and the step g.2) conprises
the steps of: randomly generating the second challenge after having
received the second commtnents fromthe first nechanism and deci di ng

whet her the secohnd reaspoRBehbs SERSISERNo WiLAnt e, sargRdncomi tments and
the second chall enge, wherein a result of the decision is provided to the

step i). 38. The nethoe atepr ding dapalidicd 2he WhEHLIdE: the step e. 2)
conprises the steps of: generating a fifth random nunber and a sixth random
nunber when havi ng r eggierading secorbrehakhengenpriepas ati on from the second
mechani sm converting the bases g and h to produce second commtnents
correspondi ng to respFeEveveinneshofinpue basbsrgeanthe hnpst ngutibeer fA f t h
random nunber, wherein the sixth random nunber and the second comm tnents
are sent t9 Rj‘fﬁd‘?@céﬁcEFStnﬁ@‘fﬂlah‘F@ﬁﬁtSaﬁ@rQQﬁEpadilﬁ@ o swspedtiesponse usi ng

, the fifth random nunber, and the sixth random

the first Eando gbgr
number i ﬁé@n u%%ﬁbﬁ@ecﬁ%FP%%g@ﬂF3@@FW€@eﬁron1the second

mechani sm mhen t he second chaII pregaratlon is valid, and
generating a st automatic challenge from the

first commitments;
generating a first response using the first random
number r and the second random number, in response to the first
automatic challenge; and
generating a first proven text composed of the
first automatic challenge and the first response, wherein the
first proven text is sent to the second mechanism, and
the step g.1) comprises the steps of:
| deciding whether the first automatic challenge and
the first response included in the first proven text is
-consistent with each other, wherein a result of the decision is

- provided to the step i).

37. The method according to claim 25, wherein
the step e.2) comprises the steps of:
generating a third random number;
converting the bases g and h to produce second
commitments cofresponding to respective ones of said g and h

‘using the third random number; and

generating a second response using the first random



the step g.2) conprises the steps of: generating a seventh random nunber;
generating the second chall enge preparation from78 the base g and the

i nput nunber a using the seventh rando@ nunber; generating the second
chal | enge using the seventh random nunber after having received the sixth
random nunber and the second conmtnents fromthe first nmechanism and a
third decision section for deciding whether the second response is

consi st enfubhdh 4 he, Nn¢li,G 'igﬁgg t he second chal | enge erein a
result of ?he decisfﬁ%ggégh%?§3%ée t%u&%%rst%% ???p?ﬁfe'?ﬁean%%ﬁ%ﬁ¥h

accor di ngchal RhajdNi2he (0BR ekl (N2 SkefcendlntQIB] S68 the steps of
e Das

generating a third random nunber; converting t es g and h to produce

second conmtments cokresppnding dangrespecthyesones Hf, the bases g and h
using the third random nunber; generating a third automatic chal |l enge from

the second conmi t nentsilogepesaidNg iagSeRRdsECSRONGR1USHAE LPefi ISt
random nunber r and the third random nunber, in response to the third

aut omat i chaheald amyeivaddthenesatrichgoams enends pfestertHee xti rgonposed of t he
second conm tnents and the second response, wherein the second proven text
i s sent tEHHis@goRadnechani sm and

deciding whether the second response is consistent
with the second commitments and the second challenge, wherein a

result of the decision is provided to the step 1i).

38. The method according to claim 25, wherein
the step e.2) comprises the steps of:
generating a fifth random number and a sixth random
number when having received a second challenge preparation from
the second mechanism;
converting the bases g and h to produce second
. commitments corresponding to respective ones of the bases g and
'h using the fifth random number, wherein the sixth random
number and the second commitments are sent to the second
mechanism; and
generating ‘a second response using the first random
-number r, the £ifth random number, and the sixth random number
in response to a second challenge received from the second
mechanism, when the second challenge preparation is valid, and
the step g.2) comprises the steps of:
generating a seventh random number:

generating the second challenge preparation from



the step g.2) conprises the steps of: generating a fourth automatic
chal l enge after having received the second comnmtnents included in the
second 79 proven text fromthe first A®&chani sm and deci di ng whet her the
second response is consistent wth the second conmtnments and the fourth
automatic challenge, wherein a result of the decision is provided to the
step i). 40. The nethod according to claim25, wherein the step e.2)

COMPI | SeSchieALRS OH: rndNShal It DI LS LARYATLOYTRER: £OMYEr LT NG L he

bases g and h to produce secon comm t ment’s corresponding to respective
ones of theuwhases g and h using the third random nunber; generating a
third automatic challenge fromthe second commtnents; generating a second

response using the foestraandprandwabendr cRAt R tRihg tapdogydupyer, in
response to the third automatic chall enge; and generafing a second proven

t ext conpozsitbmofrutber sétendatitremaiiceichal tiengs and rhhaosesanser esgonse,
wherein the second proven text is sent to the second nechanism and the
step g. 2)tkommdosds coheishepss dfrond &hiedf hgswhetdianikhe aadond aut omatic
chal l enge and the second response included in the second proven text is
consi stent with each2otherd dgvwerdion sertsouhtfef deidddegi shenhés ther ovi ded

to the stqf i ). ) )
: : secord response is consistent with the second commitments and
the second challenge, wherein a result of the decision is

provided to the step i).

39. The method acco?ding to claim 25, wherein

the step e.2) comprises the steps of:

generating a third random number;

converting the bases g and h to produce second
commitments corresponding to respective ones of the bases g and
h using the third random number;

generating a third automatic challenge from the
second commitments;

generating a second response using the first random
number r and the third random number, in response to the third
automatic challenge; and

generating a second proven text composed of the
second commitments and the second response, wherein the second
proven text is sent to the second mechanism, and

the step g.2) comprises the steps of:

generating a fourth automatic challenge after

having received the second commitments included in the second



41. The nethod according to claim?29, wherein the step e) conprises the
steps of: 80 generating a second random nunber; converting the input

nunber a, the input nunber (3, the b@%e g and the base h to produce

commi tnents corresponding to respective ones of said a, (3, g, and h using
the second random nunber; and generating a response using the first random
nunber r and the second random nunber, in response to a chall enge

recei ved fropmd he.seeend gﬁgQﬁﬂ%&phﬁ%ﬁgnggg_z%gfhg) conpri ses the steps of:

generating the chall enge aft aving receirv e commtments fromthe

first mechanism anddé@ﬁ&ﬂﬁ@%ﬂ@lﬁ{éle&héhgeéwgé}f%c{rﬁgcQgshéﬁ&gtéﬁéh the

comm tnents and the chall enge, wherein a resul ecision 1s

provi ded with hthestsepohdl. céimi thitehtERhad: BE CRAMINIY 48 ofkah B 291 whefein  the
step e) conprises the steps of: generating a second random nunber and a

third randoemeimbereshen dAvilng deedelivadia shatildroeprapagespon from the
second nechani sm converting the i nput nunber a, the input nunber the base
g and the base h to produce conmtnents corresponding to respective ones
of said a, f3, g, and h using the second random nunber, wherein the third
random nunber #&R/d t hEhe coprhedmancordisgsentclizont 26, setendinechani sm  and

the step e.2) comprises the steps of:
generating a third random number;
converting the bases g and h to produce second
commitments corresponding to respective ones of the bases g and
h using the third random number;
~generating a third automatic challenge from the
second commitments;
generating a second response using the first random
‘number r and the third random number, in responsge to the third
automatic challenge; and
generating a second proven text composed of the
second automatic challenge and the second response, wherein the
second proven text is sent to the second mechanism, and
the step g.2) comprises the steps of:
deciding whether the second automatic challenge and
the second response included in the second proven text is
consistent with each other, wherein a result of the decision is

provided to the step i).

41 . The method according to claim 29, wherein

the step e) comprises the steps of:



generating a response using the first random nunber r, the second random

nunber, and the third randomnunmber in ............ . .........

81 response

to a chall enge received fromthe secong nmechani sm when the chall enge

preparation is valid, and the step g) conprises the steps of:

generating a

fourth random nunber; generating the challenge preparation fromthe base ¢
and the input nunber a using the fourth random nunber; generating the
chal I enge using the égHé£QtL$ndon1nu er_after having received the third

random nunber and th conm

Feht S FHon tReF i TP Féchani sm and deci di ng

whet her the response._} ppsiStent sw Qi hal | enge,
wherein a result of f%é?&decﬁiﬁgﬁaﬁgb%?oglﬁ@%gf%nkhgeghgﬁ?ﬁgw&%%:SThe
met hod aces B 0 a6hatRR 2% MR Brolifl€e SESR et IPELSESshR1SIEPS Of

generating a second random nunber; converting the 1 nput nunber a, the input

nunber the hagegissdohle PRSI LO Pr HUGRACAMIEI BN GRIdagponding to
respective ones of said a, (3, g, and h using the second random nunber;

gener at i ngeraldn rsinbawt oamdli ¢ chal l enge fromthe comm tnents

generating a

response using the first random nunber r and the second random nunber, in
response to the firsgenerating a response using the first random number

r and the second random number, in response to a challenge

received from the second mechanism, and

the step g) comprises the steps of:

gerierating the challenge after having received the

commitments from the first mechanism; and

deciding whether the response is consistent with

the commitments and the challenge, wherein a result of the

decision is provided to the step i).

4z, The method according to claim 29, wherein

the step e) comprises the steps of:

generating a second random number and a third

random number when having received a challenge preparation from

the second mechanism;

converting the input number «, the input number B ,

 the base g and the base h to produce commitments corresponding

to respective ones of said «, B, g, and h using the second

random number, wherein the third random number and the

commnitments are sent to the second mechanism; and

generating a response using the first random number

r, the second random number, and the third random number in



automati c chal |l enge; and generating a proven text conposed of the

comm tnents and the response, wherein the proven text is sent 82 +to the
second nmechanism and the step g) conpBises the steps of: generating a
second automatic challenge after having received the commtnents fromthe
first mechanism and deciding whether the response is consistent with the
comm tnents and the second automatic challenge, wherein a result of the

deci st on fsshbaud dedl Gnl el ddi2d JB8 ORL Nod. acarding: Lo ol al m 29,
) conpris the steps of: ~generating

wherein the step e I'ng a Second random

nunber; CORMEIiddGHENechgPULrJPHIREN B 16NGal Ut iuber (3, the base g
and the base h to produce commtnents corresponding to respective ones of

said a, (3, g, and htHsi 86 b9 sReRAd sebaBHOMBEDQE. generating an
automatic challenge fromthe conmtnents ; generating a response using the

first random nunber genang:ide £aeeRdhr aadashmueRs,; i n response to the
automatic chall enge; and generating a proven text conposed of the
automati ¢ chal | engegandritiong edpondellvhee eprepdiatpoay éncinexheilsasent to
t he second nechani sm and the step g) conprises the steps of:
g and the input number « using the fourth random number;
generating the challenge using the fourth random
number after having received the third random number and the
commitments from the first mechanism; and
deciding whether the responge is consistent with

the commitments and the challenge, wherein a result of the

decision is provided to the step 1i).

. 43, The method according to claim 29, wherein

the step e) comprises the steps of:

generating a second random number;

converting the input number «, the input number § ,
the base g and the base h to produce commitments corresponding
to respective ones of said «, f, g, and h using the second
random number ;

generating a first automatic challenge from the
commitments;

generating a response using the first random number
r and the second random number, in response to the first
automatic challenge; and

generating a proven text composed of the

commitments and the response, wherein the proven text is sent



deci di ng whet her the response and the automatic challenge included in the
proven text received fromthe first nmechanismis consistent with each

ot her, wherein a result of 83 the decixsion is provided to the step i). 45.
A conputer programinstructing a conputer to inplenent a first nmechani sm
for proving equality or inequality of two discrete |ogarithnms and a second
mechani sm for verifying said equality or inequality, the program

conpri si nple nt the first nechanism a) storing a
desi gnat e op%r%%?gﬁds@ Chanlﬁm put nunbers (hereinafter, denoted by a

and (3), and two prgﬁgtég%?'%@dcg%ﬁggfégegﬁglg%f% gdenoted by g and h) in

a first public informati storing rlvate |nfornat|on

(hereafter, denoted gby.>q: WMy ch béc@n@'5ﬁﬁéﬁé%1hoggéii%5% aftd0 the base g

ina private |nfornat|on merfory; c) generating a firs nlnunber

(hereaf t dfavirdenetdvdy the B ORKREL T At hﬁlel &E%tnﬂga%masm t heal nput
nunber R and the base h to produce a', 6 dy' using the first random

number r and the prl&é&fﬂﬂﬂg<Wh@ahe9ntmeéﬁé§pﬁd9@N§s ESnss@diit (Ath= pr; and
y _ hxr wherein said a', (3 and y' are sent to the second nechanism and
the commitments and the second automatic challenge, wherein a

result of the decision is provided to the step i).

44, The method according to claim 29, wherein

the step e) comprises the steps of:

generating a second random number;

converting the input number «, the input number § ,
the base g and the base h to produce commitments corresponding
Lo respective ones of said «, B, g, and h using the second
random number;

generating an automatic challenge from the
commitments;

generating a response using the first random number
r and the second random number, in response to the automatic
challenge; and

generating a proven text composed of the automatic
challenge and the response, wherein the proven text is sent to
the second mechanism, and

the step g) comprises the steps of:

deciding whether the response and the automatic
challenge included in the proven text received from the first

mechanism is congistent with each other, wherein a result of



e) proving equality of a discrete logarithmof a' to base a and a discrete
| ogarithmof (3" to base R and equality of a discrete logarithmof a' to
the base g and a discrete 84 logaritlemof y' to the base h, and to

i npl enent the second nmechanism f) storing the designated operation schene,
the two input nunbers a and (3, and the two predeterm ned bases g and h

in a second public information nenory; g) verifying equality of a discrete
| ogarith the.received a',to _base a and di screte | ogarithm of the
recei vedrg(kf? AP5EASE 5° Bl S§HalPt W%fs%e%lécr ete logarithmof the
received a' to the base g and a discrete Iogarlthn1of the received y' to
the base h; h) checking the received (3 and y to determne equality or

inequal ity thepeof; ﬁngoﬁ$1§£fkgb§gamhfﬂgﬁ¥u 2Okl ?gt %?z nmechani smis
esu

accept abl e, dependlng on t he veri g sect t he checki ng
section. 14r@>1e}ﬁaatcgrrﬁy£§f rmc.@%@cg]naﬁéﬁr&&&ﬁgo all Mt ¢oer (?@anltyhe step

e) conprises the steps of: e.1l) proving the équality of the crete

| ogari t hrafofwa dlb@raaéel@gam@htnaeaﬂasgrﬁ&ﬂ@%@h@hﬂb@ffcer’-?» vdrarase (3;
and e.2) proving the equality of the discrete logarithmof a' to the base

g and t hesdidsetebeitogariinymefliyy, t 6hé herdasen kompabdihdieclst emepks
conpri ses the steps of:
of:

to implement the first mechanism,

a) storing a designated operation scheme, two input
numbers {(hereinafter, denoted by « and B), and two
predetermined bases (hereinafter, denoted by g and h) in a
first public information memory;

b) storing private information (hereafter, denoted
by %} which is a discrete logarithm of o« to the base g in a
private information memoxy;

¢) generating a first random number (hereafter,
dencted by x);

d) converting the input number «, the input number
f and the base h to produce o', B’ and y’ using the first random
numper ¥ and the private information x as follows:

o’ = of;
' = p5; and
y’ = h¥,
wherein said «', B’ and y’ are sent to the second mechanism; and
e) proving equality of a discrete logarithm of of

to base a and a discrete logarithm of B’ to base B and equality

of a discrete logarithm of o« to the base g and a discrete



g.1) verifying the equality of the discrete logarithmof the received a

to base a and the discrete logarithmof the received (3" to base (3; and
85 g.2) verifying the equality of thesaiscrete |ogarithmof the received
a' to the base g and the discrete logarithmof the received y' to the base
h. 47. The conputer program according to claim46, wherein the step h)
conprises a step of verifying the equality of the received (3" and y'. 48.

The conput er program according, to claimd46, wherein the step h) conprises
a step ogiﬁﬁ?gFgﬂnﬁglﬁet?hgbﬁap?f? ¥k received (3' and y'. 49. The
conput er program accprding to claim 46 erei.n_.the step h) conprises a
step of conparing thgor:é]n ﬁ%%ﬁﬁ3%53n8e¢?%géﬁ¥: nels{:”brrputer program

according to claim 45 uhereid chkha.9t ek ela URLESER LbER! eR1f cREOVi ng

the equality of the discret ogarit 0 ase a and the discrete

| 0gar | thmphe( Furb0:Das G ANGnd NeR@WR LirkaBletRencdliinaical o bagaki thm of

a' to the base g and the discrete logarithmof y' to the base h, and the

step g) GRS issesniihgust &P Qfrotaiikli¥hngeddte,; equality of a discrete
| ogarithm of the received a' to base a and a discrete |logarithmof the

received 3' to base §8,vanifitihe ecguualtyyodfa alidicseret ogagartd wh of the
received a' to the base g and a discrete |ogarithmof the received y' to
t he base tthe received «' to base « and a discrete logarithm of the
received B’ to base B, and equality of a discrete logarithm of
the received o' to the base g and a discrete logarithm of the
received y' to the base h;
h) checking the received $’ and y’ to determine
equality or inequality thereof; and
i) deciding whether proof of the first mechanism is

acceptable, depending on results of the verifying section and

the checking section.

46. The computer program according to claim 45, wherein
the step e} comprises the steps of:
e.1l} proving the equality of the discrete logarithm of «f
to base « and the discrete logarithm of B’ to base §; and
e.2) proving the equality of the discrete logarithm of «f
to the base g and the discrete logarithm of y’ to the base h,
and
the step g) comprises the steps of:
g.1l) verifying the equality of the discrete logarithm of
the received «' to base o and the discrete logarithm of the

received B’ to base jB; and



86 51. The conputer program according to claimb50, wherein the step h)
conprises a step of verifying the equality of the received (3" and y'. 52.
The conputer program according to clai# 50, wherein the step h) conprises
a step of verifying the inequality of the received 3 and y' . 53. The
conput er program according to claim50, wherein the step h) conprises a
step of conparing the received (3 and vyl

g.2) verifying the equality of the discrete logarithm of
the received «’ to the base g and the discrete logarithm of the

received y’ to the base h.

47, The computer program according to claim 46, wherein
the step h) comprises a step of verifying the equality of the

received B’ and y’.

48. The computer program according to claim 46, wherein
the step h) comprises a step of verifying the inequality of the

received B’ and y’.

49, The computer program according to claim 46, wherein

the step h) comprises a step of comparing the received B’ and

50. The computer program according to claim 45, wherein

the step e) comprises the step of proving the
equality of the discrete logarithm of «’ to base a« and the
discrete logarithm of B’ to base B, and the equality of the
discrete logarithm.of o' to the base g and the discrete
logarithm of y* to the base h, and

the step g} comprises the step of verifying the
equality of a discrete logarithm of the received o’ to base «
and a discrete logarithm of the received 3’ to base B, and the
equality of a discrete logarithm of the received «' to the base

g and a discrete logarithm of the received y’ to the base h.



51.

the step

received

52.

the step

receilved

53.

the step

86

The computer program according to
h) comprises a step of verifying the
B’ and y’.

The computer program according to
h) comprises a step of verifying the
B' and y’.

The computer program according to
h) comprises a step of comparing the

claim 50, wherein

equality of the

claim 50, wherein

inequality of the

claim 50, wherein

received B’ and



