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INTERNET SUBSCRIBER PROFILE

The present invention concerns a methed of personalizing Internet access; it
also concerns an intelligent telephone nefwork ond a service for personalizing
Internet access. '

The invenfion concerns access fo networks and more porticularly access to
the internet. In the remainder of the description the Internet will be used by way of
example on the understanding that the invention could be applied to other networks.

A user generally accesses the Internet from o user terminal using the
telephone network to set up a call to an Infernet Service Provider (ISP). The telephone
network can be the standard public switched telephone neiwork, a public mobile
network, a digital network such as the integrated services digital network. The ISP
dynamically allocates the user an Internet oddress enabling the user to send and
receive calls to and from content providers using the Internet protocol.

intelligent network services are added value services provided by felephone
operators, over and above line set up and Billing. These services incude call
forwarding, pre-payment, toll free calls, specidl rates for certain calls, calling party
authentication and the like, for example.

The rapid expansion of the Internet has given rise fo new problems; in terms
of content, the information available on the network can be shocking (in particular
information of an erotfic nature) or its distribution can be illegal in certain contexts
(certain political information), Depending on the envisaged use of the network,
various forms of filtering are desirable, such as filtering by parents of access to the
network by children, filtering by governments of information circulated in their
territory via the nelwork and filtering by companies of access to the network by their
employees.

Various solufions have already been proposed for filtering information
obtained on the network, including software products desi.gned 1o be installed on the
terminal of a user for filtering access fo certain Internet sites. These products are
limited and filtering on the basis of the site nome is difficult to implement because it
calls for continuous updating. Such updating is.difficult in practice given the large
number of sites created each day and the ease of transferring from one site to
another Internet address. Such filter devices can be deactivated relatively easily, for
example using information available on the network.

* In addition 1o this familiar filtering problem there arises a new problem of

matching the Infernet to charadteristics specific to o given colling party. There is also
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the new problem of maintaining the sams fype of service independently of the service
provider,

The invention proposes a solution to the new problem of adapfing Internet
consultation fo characteristics specific fo o user. |t further enables a bespoke service

to be offered to a user, whichever ISP is chosen.

To be more precise, the invention proposes a method of personalizing

_access to the Internet via an access network and an Internet service provider, the

method comprising the following steps:

- the access network allocates an Internet caller profile when setting up a
telephone call to access the Internet,

- the access network transmits the Internet caller profile to the Internet service
provider, and

-the Internet service provider personalizes access to the Internet in
accordance with the Infernet caller profile.

In one embodiment of the invention the access network is an infelligent
network. The access network can include an intelligent function for managing Internet
caller profiles. |

The Internet caller profile advantageously includes information relating to
Internet transachions such as occess filtering information.

The Internet coller profile can also include information relating to the
telephone call, such as billing, payment or call authorization information.

In one embodiment of the invention the Internet caller profile includes
information common to all Internet service providers and infermation specific to each
Internet service provider. It can also include information specific fo one user.

The method advantageously includes a step in which the Internet service
provider updates the Infernet caller profile or a step in which the user updates the

Internet caller profile.

The method preferably includes a step in which the access network creates
the Internet caller profile.

The Internet caller profile of a user is advantageously retained from one
Internet access to another or in the event of a change of Internet service provider.

The invention also proposes an intelligent access network including means
for allocating an Internet caller profile during the seffing up of a telephone call for

access to the Internet and means for transmitting the Internet caller profile to an

Internet service provider. .
—_—
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The network can include means for receiving information for updating an
Internet caller profile from an access provider.

The invention also proposes o method of personalizing Internet access
including:

- ollocating an Internet caller profile to a user, and

- tfransmitting the Internet caller profile to an Internet service provider when
sefting up a call fo access the internet.

The Internet caller profile advantageously includes information relating to
internet transactions such as access filtering information. .

In another embodiment of the invention the Internet caller profile includes
information relafing to the telephone caoll such as billing, payment or call
authorization information.

The Internet caller profile can also include information common to all
Infernet service providers and information specific fo each Internet service provider.

Other feotures and advantoges of the invention will become apparent on
reading the following description of embediments of the invention relating 1o the
Internet, provided by way of example only und referring fo the accompanying
drawings, in which:

- figure 1 is a diogrommatic representation of an Internet fink, and

- figure 2 is a flowchart showing the steps of o method of Internet access in
accordance with the invenfion. '

Figure 1 shows a user terminal 1 connected by a link 3 fo an access network
5; in the example shown in the figure and throughout the remainder of the
description a telephone network is referred to, such os a public switched telephone
network, a public mobile telephone netwark, etc. The user terminal can be connected
to the network direclly or via a PABX. The figure shows an Internet service provider 7,
the Internet and two content providers 8 and 9. The user terminal 1 ond the service
provider (to the left of the ISP in figure 1) communicate on a channel of the telephone
nefwork, the nature of which differs according to the network. The service provider
and the content providers communicate in accordance with the Internet protocol.

The invention proposes to use the capabilities of the intelligent network 11 1o
access the Internet. To this end it proposes to use the tslephone network to monage
an Internet caller profile. The profile is allocoted by the telephone network when a

telephone call is set up to access the Internet. |t is transmitted to the chosen service
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provider who can then parometerize or personalize communication with the Internet,

The Internet caller profile can be managed ond transmifted simply by using
the functions of the intelligent network and, if necessary, calling party authentication
and identification functions.

Internet access in accordance with one embodiment of the in'venﬁon will now
be described with refererice to figure 2. The figure shows the steps of such occess. In
a first step 21 the user enters into communication with the service provider. In the
exomple shown, the user sets up a telephone call by dialing the telephone number of
the service provider. The user could dial a telephone number common to more than
one service provider.

The felephone network authenticates the user, if necessary, in step 22. An
intelligent network service known per se can be used for such authenticafion, based
on a password, magnetic stripe card, microchip card, etc.

After authentication, if necessary, the telephone network allocates the user
an Internet caller profile in step 23. The Inlernet caller profile comprises all the
parameters used fo customize Internet access. These parameters can ke transmitted
in full or in the form of o short code or using ony infermediate solution. The
parameters can be Internet parameters, for example a list of sites forbidden or
authorized, environment variables, virtual private group, billing parameters, the user's
subscription number with the service provider or other, and parometers relating to the
telephone call, for example fype of fransmission to be used, protection by encryption,
payment, billing, efc. The original definition of an Internet caller profile can be
proposed by the intelligent network on the first connection or can correspond to o
subscription. The profile is then advantageously retained, from one Internet access to
another, possibly even in the event of a change of service provider.

The telephone network transmits the Internet caller profile to the service
provider in step 24. The service provider can be chosen by the telephone number
dialed or determined from the Internet caller profile. The telephone call between the
user and the service provider can then be set up (step 25) ond the supplier can
allocate the user an originating IP address {step 26). The user can then send and
receive messages using the Internet protocol (step 27). During this step the service
provider can continue fo consult and use the parameters of the Internet caller profile
to personglize the service provided, as explained below.

The Internet caller profile con advantagecusly be updated by the service

provider, for example fo prevent subsequent access attempts by a user, as explained
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below. There can also be provision for the Internet caller profile to be updated by the .
user, or by other users having the appropriate rights, also ¢s explained below,

Note that, in accordance with the invention, the Internet caller proﬁlé does
not depend on the service provider and so is not limited to a parficular service
provider. The Internet caller profile can therefore contain parameters applicable to
different service providers so that the user has the same personalized Internet access
regardless of the service provider chosen. This doss not rule out the Internet caller
profile including parometers specific to a particular service provider,

Various applications of the invention will now be described.

Pre-payment

The invention provides for pre-payment for calls to the Internet. In this case
the telephone call is set up with the intelligent network and the user effects the pre-
payment using pre-payment funcfions known per se of fhe intelligent network. The
Internet caller profile includes information relating to the existence of the pre-payment
fumhty, to indicate to the service provider thot the fransaction concerned is a pre-paid
transaction. It also includes information relating to the pre-pmd omount, which is
updated os the credit is used up. Any surplus con be retained and later allocated to
another iransaction. Otherwise, when the pre-paid amount is used up, the
connection is broken off, where applicable after the user is sent an invitation to renew
their credit.

This application avoids excessively high bills generated either by negligence
or by children or third parties. It also reduces complaints agoinst the Internet.

Access without subscription

The invention provides internet access without permanent subscription to an
Infernet service provider. In this case the user profile indicates that the user has no
subscription with the service provider. The Internet access request submitted to the
service provider can nevertheless be accepted and the costs generated by the
connection can be transmitted by the access provider to the intelligent network so that
they can be billed directly to the user's telephone account. _

This application of the invention can be used to send faxes or electronic mail
via the Internet network without an Internet subscription, for example.

This application of the invention can also be combined with the pre-payment

application.

It ovoids the firesome aspects of a subscription process, which can put users
off.
————'—."——’_‘——_—-‘——-—F-—
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Surveillance and call interruption

The telephone network can interrupt the call if it receives a prohibited access
indication. This can occur in the case of call filtering, for example, as described in
the French patent application filed the some day as this application with the title (in
translation) “Use of coupling between the call number and the Internet origin
address” (Applicant’s reference Fo. 101494). In this case the content of Internet
transactions is filtered by the service provider. Violation of the filter criteria (for
example criteria set by parents for their children) can lead the intelligent network to
interrupt the call, simply by virtue of the service provider updating the Internet profile,
In this minimal situation, the Internet caller profile is simply used to disconnect the

user.

Filtering of this kind can also be implemented nationally, for example to
meet statutory constraints.

This solution is more religble and mere effective than local management -
for example in the home or at a PABX. Resfriction of access to lists and fo
authorizations is more efficient. Furthermore, the quality of service provided by the
intelligent network operator can be expected fo be betfter than the domestic service.

Interception of repetitive access attempts ' '

The Internet caller profile can prevent o new connection by the same caller,
for example after one or more filter violations; all thot the service provider has to do
in this situation is to update the user’s Internet caller profile to indicate that
subsequent calls will be refused. .

The invention therefore enables the telephone call to the service provider to
be blocked; this prevents congestion of the service provider's telephone resources by
calls that would have to be rejected for one reason or ancther.

The user profile can be updated to allow calls again, either by o user having
the appropriate rights (for example an adult entitled to update the user profile of a

minor) or after a predetermined time period.

This invention can be used to manage "grey* or "black" lists for each service
provider or for Internet access in general.

Cregtion of private virtual groups

Internet caller profiles can be used to define caller groups, allocate them
idenfical rights, and monage them conijointly.

This can be beneficial for the service pfovider using the intelligent network or

for Internet service providers, offering improved client management and better
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segmented and targeted services; this con also be useful for users creating private
groups, for example parents creating groups for their children, teaching staff crecting

groups for students or the management of a business or department creating groups
for employees.

Authentication
_ Internet callers can be authenticated, as explained above. The level of
authentication can depend on their caller profile or virtual private group.
Incoming telephone calls

The invention can also offer incoming telephone calls, in the form of
packeted voice signals, during the Internet connection.

The invention can be implemented by various hardwore means. It can
simply be implemented by providing the telephone network management unit (12 in
figure 1) with means for allocating an Internet caller profile on receiving calls for
access to the Internet. Means are also provided for send'ing the service provider the
Internet profile, as symbolized by the arrow 13 in figure 1. In the opposite direction,
the Internet caller profile can be updated by the service provider, as symbolized by
the arrow 14 running from the telephone system management unit.  All that is
required for this is to provide means for sending the telephone network management
unit information for updating Internet caller profiles, for example. This information
can be sent via the telephone network.

Of course, the present invention is not limiled to the examples and
embodiments described and shown but is open to mc-ny variants that will suggest
themselves to the skilled person. For example, the invention could be applied to
types of network other than the Internet. The Internet caller profile can include
information other than that described in the various examples above, depending on

the intended applications and the services offered.
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CLAIMS

1.- A method of personalizing access to the internet (8, 9) via an access network
{5: 11) ond an Internet service provider (7), comprising the following steps:
- the access network {5, 11) allocates an Internet coller profile when setting up a

telephone call to access the Internef,

- the access neiwork transmits the Internet caller profile to the Internet service
provider, and

- the Internet service provider personadlizes access to the Internet in accordance
with the Internet coller profile.

2.- A method according to claim 1 characterized in that the occess network (11)
is an intelligenf network.

3.- A method according to claim 1 characterized in that the access network

includes on intelligent function (11) for managing Internet caller profiles.

4.- A method according to any one of claims 1 to 3 characterized in that the

Internet caller profile includes information relating to Internet transactions such as
access filtering information.

5.- A method according to any one of claims 1 to 4 characlerized in that the
Internet caller profile includes information relating to the telephone call such as
billing, poyment or call authorization infermation.

6.- A method according fo any one of claims 1 to 5 characterized in that the
Internet caller profile includes information common fo oll Infernet service providers
and information specific to each Internet service provider.

7.- A method according to any one of claims 1 to & characterized in thet the
Internet caller profile includes information specific to a user.

8.- A method according to any one of claims 1 to 7 characterized in that it
includes a step in which the Internet service provider updates the Internet caller

profile. —_—
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9.- A method according to any one of claims 1 to 8 characterized in that it
includes a step in which the user updates the internet caller profile.

10.- A method according to any one of claims 1 to 9 characterized in that it

includes a step in which the access network creates the Internet caller profile.

11.- A method according to any one of cloims 1 to 10 characterized in that the

Internet caller profile of a user is retained from one Internet occess to ancther.

12.- A method according fo any one of claims 1 to 11 characterized in that the

Internet caller profile of o user is retained in the event of a change of Internet service
provider,

13.- An intelligent access network comprising means for allocating an Internet
caller profile during the setting up of a telephone call for access to the Internet and

means for fransmitting the Internet caller profile to an Internet service provider.

14.- A network dccordir{g to claim 13 charocterized by means for receiving

information for updating an Internet caller profile from an access provider.

15.- A service for personalizing Internet access including:
- allocoting an Internet caller profile to o user, ond

- transmitting the Internet coller profile to on Internet service provider when
sefting up a call to access the Internet. '

16.- A service according to claim 15 characterized in that the Internet caller

profile includes information relating to Internet transactions such as occess filtering
information.

17.- A service according to claim 15 or claim 16 characterized in that the
Internet caller profile includes information relating to the telephone call such as
billing, payment or call authorization information.

18.- A service according to any one of claims 15 to 17 characterized in that the

Internet caller profile includes information common 1o all Internet service providers
I —
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19.- A service according to any one of claims 15 to 18 characterized in that the

Internet caller profile includes information specific fo a user.
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