An aut henti cati on device (100) includes: an

aut henti cation processing section (197) for performng
aut henti cati on of a comuni cation device (200) by

usi Nng an aut henti)&et ik &g S s B up g i@ ik ey

neration k ion (160)for generatin new
generatio ey sectio (60 generating a ne

aug %%g%&é when ;;’i‘g ni cati on devi ce (200)

do ut hent i gaifdn

dod i et A +|<|mu|wpq|m|||;nm|||mpmm|||m|r|>|m|||mmm||||||||||||||||||||||||||
proc;&;‘s}}q% |on (197) af®™generating a -
bl aﬁ?ﬁ&%oéfr updpid-pg the %ﬁ%@dﬁ 200 Al

51) EE4HESE" HO4L 9/32,9/14 (72) #BAE; 8L U

21) ERHEES:
(22) EIR*HEER:

PCT/TP2004/005879
2004 44 A23 H (23.04.2004)

(25) EtHEDEE: AAE
(26) EEABEDEE: AAE

(30) EEET—4:
%% B8 2003432447
2003 €12 B26 A (26.12.2003)

HEA(KEZRBR<CE2TOEERIZDINT):
Z Bkt &4t (MITSUBISHI DENKI KABUSHIKI
KAISHA) [JP/JP]; T1008310 R FRARIDON
—TH 2% 3% Tokyo (IP).

p
(71)

(75) HBAE/HEAN (KEIZTDOWLWTOH): X XA
(OHKOSHI, Takehiro) [JP/IP]; T 1008310 B ¥ F
RARLON=-TH2FIE ZE#HHKAsH
A Tokyo (JP). LLE #&E (YAMADA, Keiki) [JP/JP];
T1008310 REHAFRKEARALOA-_TH2&FI S
ZEEHHKXSHA Tokyo IP). HH & (MAKITA,
Satoru) [JP/JP]; T 1008310 REHAFREHRADA=
TH2%35 =E#HHELRMM Tokyo (JP).

=5E
LI A EH EF (MIZOI, Shoji); T2470056 #ZJI|
BHMEmAM_TEH17F10E NTAXMKEL
3 B BHEMAFF ST Kanagawa (JP).

FEE(RTOLZWVEY ., £ETORFOERRES
THE): AE, AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR,

[FEH]

(74)

(81)

G4) RADEK: FAEFERVRRBAEERVREH X

200 : 13 5B (ERLIELE)

[ 250
BB LR
280
—

240

R R

ﬂamﬂ

210 : EELEH

296 : EHTAZE

250...RANDOM NUMBER GENERATION SECTION

280... TEMPORARY KEY GENERATION SECTION
290..UPDATE DATA CHECK SECTION

295...UPDATE CONFIRAMATION DATA GENERATION SECTION
240..ENCRYPTION PROCESSING SECTION

296...UPDATE PROCESSING SECTION

220, STORAGE SECTION

230...CONTROL SECTION

297.. AUTHENTICATION PROCESSING SECTION
211..RECEPTION SECTION

212 TRANSMISSION SECTION

210...COMMUNICATION PROCESSING SECTION
100...COMMUNICATION DEVICE (AUTHENTICATION DEVICE)

A1 |0 O O 0 R D0

2/
IRvecaval

200...COMMUNICATION DEVICE (DEVICE TO BE AUTHENTICATED)

(54) Title: AUTHENTICATION DEVICE, DEVICE TO BE AUTHENTICATED, AND KEY UPDATE METHOD

100 : BT GRAEE)

i 120 150
M AR
|

149

R

F | 1B R
: L_i

PR

RS

Fs Ty I

SRR

111._RECEPTION SECTION

112... TRANSMISSION SECTION

120.. STORAGE SECTION

130..CONTROL SECTION

110 COMMUNICATION PROCESSING SECTION
197.. AUTHENTICATION PROGESSING SECTION
140.. ENCRYPTION PROCESING SECTION
150..RANDOM NUMBER GENERATION SECTION
160._UPDATE KEY GENERATION SECTION
170...INDIVIDUAL KEY GENERATION SECTION
180.. TEMPORARY KEY GENERATION SECTION
190..UPDATE DATA GENERATION SECTION
195._UPDATE CONFIRMATION DATA CHECK SECTION
196...UPDATE PROCESSING SECTION

(57) Abstract: An authentication device (100) includes: an authentication processing section (197) for performing authentication
of a communication device (200) by using an authentication key; and an update key generation key section (160)for generating a

new authentication key when the communication device (200) does not have an authentication key to be used for the authentication
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processing by the authentication processing section (197) and generating a new authentication key for updating the authentication
key when the communication device (200) has an authentication key but authentication of the communication device (200) by the
authentication processing section (197) has failed. By using the new authentication key generated by the update key generation
section (160), the authentication processing section (197) again performs authentication of the communication device (200).
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