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More Paraneters of An Audio or Video Perceptual Coding Systemin Response
to Suppl ewydaalssg7nf ormati on 5 TECHNI CAL FI ELD The i nventi gieredoak€sst o

st eganography in the context of audio or video signals. Mre particularly,
the invention relates to nodifying the bperation of the encoder 10 and/or

t he decoder of an audio or video di ng systemin accordance
PRSCRIETLON

wi th suppl enental information so | emental information may be
detectable in the output of the decoder. Such supplenental information is
often referred to Msdulatingt@unerar Mare \Rarametrkofidni Audio casyislep of

st eganogr aphy . PafccBAGKGRAMDSATEN In R&§HHEE 1o Suppneaitaommetiotdt er nar ki ng

St eganography is the science of hiding a signal W thin another signal.
St eganographi c al gorithnms or processes may be robust or "fragile " - that

Is, it my be very difficult or veré easy to_corrupt the hidden signal.
Consi dering audi o 20 applicati ohEC CAJP)FIEI@i | e st eganographic

techni que is to0 use t.he least significant .bit of a channel.,to .carfy a
ot str ear | hSRALAR RGNt A aBETDY 48 e ouRrba SRR Fide panps
carried 4 . f, i ' . I ' | ast

o ani 11 curedRrtgREly b SovRiHHER SRR IR of B I U S8 E

rat hgy agidopthedddddet 67 8h aldich@r vided Ppetoepfill TolRENYstne in Gcdordghdewith t he
sense that sinple 25 audi o processing can destroy the data signal, such as
gai n chasumdemedntil imformetiamab dhptthe sepplementadtinforitationmak badetestablé ax m of

st eganography in which, typically, the si?nal hi di ng techni que_i s intended
to be rotheseutpghehihe despderptIush tipplemertal ndermation swften redemed d2p$ Ber at e

attack. As such,,, ormar ks. are val uabl e.i.n _appligations related to 30
security,ng?EWaE]g%elm%f(g’cﬁ]isﬂ%Pe?ta%frﬁt?gqr@%ﬁ ‘of content ownership.
In such applications; the watermark may carry, for exanple, co Lol
status, copyright information, and information related to ]‘]Mlﬁﬂﬁﬂ“ﬁﬂ‘w
progiam material was rel eased. BACIEGROUNT ARTPCT/ U SO01 rif
the main programis subsequently stolen or illegally copied, ideaty, !the
wat er mar k remai ns enbedded Séepghnogtaphy pnddVatermatldangal and provi des a way

to establish proof of ownership. One_or nore waternarks nmay be inserted at
many points abieganegraphyissibe science of hiding a signal within another signal.

Steganographic algorithms or processes may be robust or "fragile ” — that is, it may
be very difficult or very easy to corrupt the hidden signal. Considering audio

20 applications, one very fragile steganographic technique is to use the least significant
bit of a PCM channel to carry a data stream independent from the audio program
content, which would be carried in the upper bits. The hidden data channel carried in
the least significant bit does not significantly distort the audio program, but rather
acts as a low-level dither signal. This technique is fragile in the sense that simple

25 audio processing can destréy the data signal, such as gain changes, digital-to-analog
conversion, etc.

Watermarking is a form of steganography in which, typically, the signal hiding
technique is intended to be robust against corruption by either normal processing or
deliberate attack. As such, watermarks are valuable in applications related to

30 security, such as copy protection or identification of content ownership. In such
applications, the watermark may carry, for example, copy control status, copyright

information, and information related to how the main program material was released.

LT

*G00002*



- - T T T T T e T T T T Tt T - 1

5 (e.g., audio or video performance) distribution path. Information added
to the signal at the beginning of this path nay contain copyright

i nformat i @@ @hségre nmastering |ocation while infornmation aqgggd @i ihe end of
the signal chain may contain playback information, such as date/tinme stanps
and/ or machi ne serial number. For cont®ht to be traced to its origin,
wat er mar ks be enbedded at wvarious, | ocationg_along t.he .1 i stribution
pat b | OnE Ve HRIhE SH BTGB Pty BRI B0 P B pe By Pornid: el e geo
signal s }{s.t.hats cgiiﬁa] ' : I RY2 I t he
quality %V?tcg émg%%rﬁ%{ﬂsi n c?fgﬁ'\ﬁth@?ﬁﬁbﬁe%ﬁﬁl f?ﬁg%ﬁq??&tphé%\gg?gr % shoul d
be conpl gitghlyshi FroRgRELNHersHipat 1s, the difference between the waternarked
signal and the ‘original signal should be 15 inperceptible (to an unai ded
human obser vadie oPinarewsastermarks may beirsected mtistanlyepaintseddap h Econteatire

means, as otherw se the watermark signal is unrecoverable. However,

wat errar (esg.raydieeor videpperieamapce)alisiabution pathor Informatioipddest toghe signsl
exanpl e, | es. may be wvisihly waternarked.in order to prevent comerci al
aor | 1 2AE Deginte SE it DAl oA CORFIER TR U EasERE cept | bl o
seal of | G | j zed
2l 01 a4 bl Ba0dd % 8BS of BRI i e FHIBRAE
secondar mﬁhﬁﬁ%n,%cﬁta_@mawaﬁ{eadtampé BRAVBE nfthifeSseHal ndthbed. FofRehieheth
primary signal, ‘"the difference between the original and the nodified
primary beégnatd shitsbdighh watertatdstmby be butbetddpd ateatiowd locatious albhg the

nodi fi cation should be difficult to renove or obscure. Perceptual Coding

Per ckpt udistrglatiangpath. t he sci ence of renpving perceptual irrel evancies from
signals in or(ger.to reduce them.,to_.a nore efficient form of exPre sjon. For

exanpl e, 30 iFNSiMRoLARE cusidesation for, walstmarking 9f agdioandswgee § Se the

transm sgj X M\Q L Sé%é§§~ 73 - I Egl .qudi o or
vi deo si gir?g sed@trqﬁgégie‘%qlatls mlgﬁ{%tiggé%%%lﬁi ned ¢ g}?n%l}a%ég%gg'}%ﬁ colnlglt raint.
Per cept Uglhi @PR1SEi Rien2UdblIRNHe WAGMatk SREIRI beScAmPRidlyasdRBAleat fat is,

di sci pline, enabling audio and video signals to be redtced to relatively

| ow dat atheadi€ferdme ftivicen ¢ind watcrnmgleedsdignalramastie seiginal shgidl sliople tsept ual
coders operate b%banal yzing the content of the original signal and

i dent$ f yimpencaptipler(¢e pa yapided) lavascebssrvenc Risioynsd, thodiftnene mpsibaii f i ed
e Bl S AR T B R e S
| per coptioler b FleERARe R S glenfaR bR nPle i ihalteRiGi, 1Fon 1 o

control | é?érﬁ?l'e” ihagecadyite \filﬁﬂlﬁfr waferhRHk&Pin HRled8d Eré\éh?c&fnnié?@iaﬁ usdain
Properties of humaR perception are taken into accotunt to mani pul ate the
noi se or additien, papsdrandy be watetrhafked tin bedarito Sonvee o pepdepbibée egal o ni mal |y
percepti bl e. Perceptual coders enploy a nmasking nodel 1ntended to reflect

hunma 15apfélﬂn‘é1@itt}’-on to sonme degree of accuracy. The masking nodel provides

a per ceptual ski t hreshol d that establishes a boun f or
perceptibilit _usmﬂgggzplﬁdﬁ{lwqgnpﬁr @almﬂéeg% i Wessure | evel at
whi ch sound, sugh .Sl N Ve or.a narr nd of, noise, 1S . Ust.

audi bl e, that®i §1OCﬁﬁ82t[1$ﬁ 8@#&%@%& sﬁ%ﬁ‘?i‘lﬁaﬁé&%%’ﬁ&sasatp q%é\sfﬁ%coggé 6518}}%1
curve are audi bhg; H bfats S Call . riy 20
very dependent gﬁs‘f‘é@gﬁ%ﬁ?@.lﬁ&ryﬁt@hgﬁeﬁg&{% ea;?bgi%%ﬁh{gﬁl fgfglnggund at say
4 kiz than ate 5ghd iiffiredde bétiveohtheSriial ahlithd Hodhle hirfrpbignhheholal e --
no matter how loud it is, one cannot hear it. Consider the threshold, as
showd5by t he dabhekttddtaideibut Ehferdeptible, st presence of a rel atively | oud
signal at one frequency, say a 500 Hz sine wave, shown as the 2S verti cal
“line in the f¢gthem atinreshionild be difficulirta xemoralorpbsenrehe i medi at e

nei ghbor hood of 500 Hz, rmdestlyeﬁorrewhat farther away in frequency, and
not at all at renote parts of the GGERHALCPAMEe This rise in the threshol d

[ | | ed f ' j | h
rmeki ng- i gnaeepial cbiagts SRERAEA of oo A Rp B RS HREs BRI 15"
be 1 ef er kpghalindtden B rdHRBK ik b2 tabe! dificiedt forth B 8Rpressiold Fogdxamipld, e

WO 02/ 1s5 PCT/ US01/ 25~73

30 insome applications, perceptual coding is used to reduce the transmission data rate




-4 loud signal. Further away, other signals can rise somewhat in |evel
above the nosignal threshold, yet still be bel ow the new masked threshol d
and thus W ¢g2nsssdi bl e. However, in renote parts of the speghiusdy/hy7yhi ch
the no-siglial threshold is unchanged, any noise that was audi bl e w thout
the 500 Hz masker remains just as 5 auddble with it. Thus, masking is not
dependent on, the nere.presence of .one or nore nmaskin ignals; it depends
pon whevEATEHa auiia SE yaadt SRfg SaSheig ntet eathimLte GhtBRl fnacitycon ai n
many spe . O i I r d i f range,
CoddsBlaidi 'ﬁ%%%eﬁ égéﬁ{x% b 3{1@]‘3 dﬁ)% Wideo %%g?l%qg | eéﬁ%ﬂgﬁlac&

and theretore give a‘nmaske res curve I'S rarsed everywhere

. rel ati vediseipline, &frbtingaldié Ahe HdddisigHAlY €o bOrédicedudireRtiveRsRWo8Ma rhes 10
exanpl e, consist of réelatively I oud Sounds froma sol o instrunment having

spect r al forefficieahstoragerdrichtrdngmissionnal | part of the spectrum thus giving a

masked curve nore |ike the sine-wave nmasker exanple of FIG 1. Msking al so

has & t enpor dYlany perceptund codessconesaterbyt analyzing theconteniefihe asiginal signale

maskers) apd the .masked signal . Sone. maski ng.signals provide 15 nmaski ng
essent | aﬁﬂﬁ}%@m@% the PerceDH &?@a@qﬂg@feﬁacﬁ@ gefipopent. ndm ds

maski ng" h I: ' r Qi ' { 1| he, masker
occurs b%ﬁma scgrtggr%ﬁgé&gi S%@ﬁé at%%%ﬁ’\%g’r %ﬁé@%g 91118&?1%&%62%@ i“ﬁ@&’e and

| ater i negd " I 8K i §i8Ha) - r i nee &
sudden, Dol e r s Tgte i TROB ARl Lol e e 1

t hree "theeeendhe origkiabgndhmodifieddigtlsraskipegcesibiel Nodsousuathski ng, and
forward masking, whereas, a steady state or quasi-steady-state signal nmay
exhi Hit quanjizingmeiseneoobhendistontign incontmollahly antwodweadantarder torveducs thedded
by the perceptu codin rocess should remain bel ow.t he maski ng t hreshol d
in or dergi‘té L 'R?d??&hﬁélrgé tPB‘PP?rP%QPﬁWﬁF perqeplippare; iakes 18f0 %ﬁ%’!‘g 4 on added

b eanol BenileE e 51 R e gitehnOf 58 s SRR ibpCaptuitRimeliva o

differ e”ﬁé‘r'ée t]'l(g}g_ "coding margi n" of a system may be defined as the anpunt
by whi ch thepa ed noise or distortion |ies beneath the masking threshold
-- a coding MmgmﬁcmpemamH&hﬁgmoabnménde‘d toqeflgctdiurhsie | evel of
just noticeable difference, while a positive coding margin nmeans that the
addelP noperseptionitessane idggraesof aopmrapy) THesmaslénpomded(proyides a perceptual

e e s M
be codedr1d hifes BT SHuEf BeshsF Tel AP AP R BhdtEes ASERGPRLPERT Lodi g
mar gi ns fgowifahadTioisd, 99 flst GHATAS RA( i§,ttih65t}fn'e5flo ST SIgilds i Ccoded

such that the coding margin i s non-negative for a aracteristics of the

si gnal , levelsmboye thacurtecarbeudilesthiose belpweitwiry abe nThisahidshoklom rolearlyA
per gﬁgt ual codi ng@isystem consi sts of an encoder that may communicate bit
al | o&&t i veryidepsnaenti anfrequenay <Pned able deheand oruchtsofier adwrdyatsiaytt kbded

Syst em: SRBAGPIRaE3o N AleRkith Bedpemal 15ag e Rialernnomat halB. 11

forward MQE %S\,/tgﬁgxgﬁﬁ&;@&éatﬁkencoder explicitly sends bit allocation

i nformation ecoder-. backward adaptive system does not send any
bi t al | ocati qnog¥idérethe dhteshbld g Shown b tiedashed Bnd H?ngcp%rtheé cfig& oder
recreates the bit allocation fromthe coded data. A hybrid 15 system al | ows
for sonmeofh kelativelgrioudsigmibit one firquénas say h S99 Hhsine wiave, she®huisithe f orm
of the perceptual nodel, to be included with the coded data, but nuch |ess
t han2§ n ertighl lineimthedfigurgpt Thecthsgshoddirises dramatigallziiin ¢ee tihmedisge on of t hese
t hree types, pf .perc codi,ng,syste i et forth in "AC-3: Flexible
* Per cept uﬁ?lgbﬁmhﬁgdf@gdiﬂﬁ?omﬂdswgwgﬁaéﬁwﬁ’g 8?”5’@61,“"& eBEY Pdnotlqy et
al, Preprij %é@‘@ t i of the Audi o Engi neering Society,
Februaryag%& r&?%,ﬁlﬁgf%&gggéﬁ%al codi ng systens devel oped by Dol by
' Labor at ori es, Tikig¢fsedi the chreShdl iPcalldPmadiidgDah ie Freseféd8f HéIb8IB00 Hz |
identified further bel ow, are exanpl es of hybrid forward/ backward adaptive
syst ens, sinhiwavet igndIfH@ 2madiing sigmad” ey Smeskerd), sigrialennddrithid threshbky, bel ow,
is apn exanple of a forward adaptive system 25 The goals of perceptual
code?@ nijuglemsyhedefomed tasag thel ‘onasking ueshold?,iase hidden, pr magked, diyythe!
resulting in a nodified signal, the difference between the original and
the nodified signal should be inperceptible, and representation of the

nodi fi ed signal should be nore efficient than 30 representation of the
original signal.




WO 02/ 1sS87 PCT/ USO01/ 25~73 -6S ecurity Watermarking as a security rreasUre
is only as strong as the ability of the watermark to survive a direct

attack. Muyyoawyatgar mar ki ng techni ques currently in use att egmiusop28hs el d
t hemsel ves from successful attack by keeping the details of the S watermark

a secret, under the presunption that if4the watermark is not publicly

k : t gck il t Kk how t dify th t. ked si | t
obscur o EHE Sl farheniara)> el Sunfs GRios sordSw R 168 BBk 0t nr ougn
b . v . of . L
oencrn  Jenplralid e it a5 B R phol e AR R

general 'y _ an’i _ m Oor process
. derives Hb{etet #h rémotdpdbf fRGpRENum h wiRicAthy nb%i?%al@ﬂ&sﬁ@lﬂsi@n_ to
di sclose the details of the technique for the securify of the entire system

to be comphanzsdctnyTiheisedadtsvast aigkiclevirithoutdalie 560 Hammaskeraenmind pist asws:
protect content in such a way that theft of the content is either unusable
or enuabl &diblsseithéht Thes gnasking is zetydepsadent aponithe meye peesence 65gReOTof t he

Rt T R M

present | i i Li.e . LIy RQ: j.on of the
encoder %%é ?%%rs’ ? %eé%é&%lg & ((rg&gtg n{a&p%g}, gﬁ%@ﬁ% Icgglggi?%g&gl{%@g@ (LP &#fdn Qﬁgé%{gir? se to
suppl emegigb]el ﬁ‘écgleﬁ% 1aRgS anld WbrfGR &ive Rl AITkREGhrdsRORY STRYE Aht T8 YaibEd
detectable 1 n the oufput of the decoder. One or nore paraneters in the
encoder evaywhetehelatbvotiethearcesignalithedshdld eunves dthsentusicah passaped, doent al
information. 2S In _accordance wth the present_ invention, supplenental

i nf olrat pmmpleuconsy afrelativiel k laudisounds fiom aisole bstrumsat bgvingdpeatiahg one

Syst om | SO Sonlned o8 AU b bHeRECEHES SrFiy e HEREEH PG, change

in the O@]b?éjiikgfthégﬁ? g‘ggggﬁ{askglhéﬁrljﬁg{a%?%i nis "supplenental”™ in that it
| 5 P nt or

is in addrtion to FInery Ti i'on, ~30" such as audio or video
i nformation, gaEkihBhIRy hhd# t&RgoAYasHERE Bl JEPEATPoN the tFME Relati¥ikIfp/ 15a87
PCT/ USQ1/ 2s-473 stpplenental Tnformation is in the nature of a

"wat er mabdtweealthd migker(s) amd thewdhsked siphal(§)atSonne afasking signaldpeovide anet er s
may be said to "enbed' the supplemental or watermark information in the

encoled miagliag essentially enlyevbile theomnsking gignal inpresent (“siméansens ept ual
encoder) and ip.t decoded signal (in,the case of dul.atjng 5 paraneters
T the. baRtdeny Olaoaesiins SRR movils Restas nog cabauIe the Trelodirt o -
i npl enmeng at | he | nwent [ & G, Aon | ly in an
B v R e g e ey

i nf or mat (‘ghrwirdanhdMART bp Fpeaafskitie”y. OAl ‘@RIl [ hQuddeh SBie MY Sibhmidaan Of
bitstream data representing prinmary 1 nformation (nor the nodification of

t he pri marcyeakd in sigmabdevadmapexhitecadirdrebi'types'tafmmskingafbaekwagudint i zat i on

in the perceptual encoder). The invention contenplates detection of the
supp?@ menagking sisnwianesys imasking, sad fepvarsl masdagewheicap. s steofiestats ok uch

e OB 8 ool B ki o0t 0 01
o109 0 R ORISR CRE RS RIS

(states), wherein sali ues may 1 nc : _

the par apghfih HRIGCtHE 38askang thrBshiodd Reerderes avoid llbﬁbeﬁtﬂﬂe ifPaiaien®) Hfthéhe
present invention. For exanple, the paraneter val ue may be vari ed between
or anpngnoise oddistoition addes aytheosveling promess rdaches, \balt dess fiotexceedcthee of a
paraneter having only two possibl e values, such a paraneter sonetines

r ef e2$ edmagkiag threshiold; the siznahis s9id torbe spdedhgt the loveliod (jusé natiesalleose two

| ues) , .oc it may.be,varied bet th | ues,
i oh vt Trehes Ty reRihE g et R Bagelheder teimor Pesponse
to" : { af i . : i : : t hat
the moduP ot addBaHAIEE bEHistéritn 425 BeBith (Rt ARk nnARTTES SRRl | 10

" or wat er RikinSofiRb mMéarkatbemetigial fesodtd fahé Yevdl o ust RBticewILY such as
when the control is nodified by a function of one or” nore other signals,

t he si gndifferencd, wihibga positivexadmgmasginaneafs thastheurided mossecdr distoation is
determ ni stic sequence or the input signal applied to the coding system By
"paraneter” we nmean a variable within a perceptual coding systemthat is
not bitstream data representing primary information. Exanples of Dol by
Digital 30 (AC3), MPEG audi o, and MPEG video paranmeters that are suitable
for nodul ati ng WO 02/ 15587 PCT/ USQOL/ 2~-173 -g in accordance with aspects
of the present invention are shown belowin the tables of FIGS. 6, 7 and 8,
respectively. The invention also contenplates the nodul ati on of one or nore
paranmeters that are not recognized in published perceptual codes standards,

——— gew

- o e o . e o .



10 AAC system scale factors and Huf f man encoded coefficients. In conplex
perceptual coding systens (e.g., Dolby D gital and Dol by E audi o, MPEG
audi o, MPHQ wmiden, etc.), a large nunber of independent cq@itAgopai@yet ers
provi de a significant degree of coding flexibility. "Dol by", "Dol by
Digital" and Dol by E' are trademarks of 3 Dol by Laboratories Licensing

Cor porat.ion, 15.Detallds of | Digital, coding arg.set forth in D gital
Audl o CoRseATE o Safs et af i Rk Bl el ieAt b Ut ¢ ce
(ATSCO), SSERHIE {gg@% , 1995 (avail able on the Wrld Wde Wb
of the Il%t}gr netEé@{P\%N?\rATNr.légtﬁgg g?%ﬁ'&mdar ds/ A52/a 52.doc.) See al so the

. Errata Sheet Ndtedtht/difforedtdBBedts vathadibfiale. & NBa®Bivideh, WiHe rd®hutedn,t he
Internet at 20 www. dol by. comtecl >/ ATSC err.pdf). Details of Dol by E coding
are set dpatirhacoura&y,fdtc.) amty B coddd toodifiecent d@geeesiofaiccwmacyaredulfingiing i n an
Audi o Distribution Systenl, AES Preprint 5068, 107th_AES Conference, August
1999 Janddifferentcosing margingfor ddfrsentgignali chagadtenistigse Iin spurgesignal iRES

Preprint_ 5033 107t h. AES Conf August 1999 25 Details of . MPEG 2 AAC
cod ng. S eBach JFETHe PO TRt 4% BoBhFEREYe feyall ShmBr RHENEOS CemBhdgy - -

Generic | : ' I | udio information --, Part
7: Advan%gg&ﬁﬁ%?%dggye&gﬂ?%w%ﬁ? glre?ilgt%(?glkﬁoq‘g?ﬁndards Organi zati on
(April 1997) ;A"BOMP&M odiin _k@h@@ﬁéi_sﬁyoﬂéﬁréMd@ﬁlﬁMWﬁﬂmi&E@b&?t h

I nt er nat i onal nference on Hi gh Quality Audi o Coding, August 1999; WO
U2/ 1s S87allcraEoh/ihRittia? mnddi3pexoeptiial SGbeliniBimtibnialoag seith dodéddaiadomg” by
Bosi, et. al., AES preprint 4382, 101st AES Convention, Cctober 1996. An
overl eviesodenr Thaee perthegsimain typerepk peticaptuadicadingslysigmsh clorwerd adamte,
encoder nd qthers is set. forth.i.n "Overvi ew of .MPEG,Audi Q: rrent and
Fut ur e 2%?%&3@3@1’38?’ 3}{6& ]Bﬂ?n‘i?ﬁf ﬁleAW'ofrtﬂ privprd adapiie SYsieMy 8 andenbur g
and Mari I . I P O a ruary
1997. Spée}icjﬁoﬁfq‘g xptlcit9 b8 Eg%“?ggt?op%%n\cﬁe%‘?ﬁéﬁn E%en%écéggérgﬁd’rci&@?@

gener al | ydapiReaystitn H68s A6CieRE sy ViCANOGIRA A pdrb&teMahaasBnsimfforfo t he

i nput signal. However, there is Usually nore than one way to sel ect coding
par amet ethewdelcoder. t Adte decodececrbacesdhd bitalio@ivhsidathe goded detac phiyblid

di fferences and such-variations in coding paranmeter values may result in

decokfed %)fsge_wla ladlopst ffﬁ)r gemecalkaspiion yiformetionceysh s Ebl,es%ithaﬂeﬁuélg'_@l@@utiﬂpt e ! hag
P CePhch bt b et Sl R R SHAREN S e iR SrbeBir hhie Bk
e epr B CUGR ard FERUELS sl R S UetBIC 0GR R AT Bt o

the det g6drcopruaPYodifpaSeRAR ik SBERHACRISALCH Féxible PEFRpART CdiNE Fdie

el ectronic detection may be required in other cases. Elfectronic detection
may be i AutieTdingntiasionrandrStbrgeFdpCosig € Eodd eralc Pebgiriat 31796, 96¢ht he
digital domain may bhe in the time or frequency donain of the decoded out put

or ) peonventin of theudndip Buginesring Sarieky, Fabmearyéod Marghiled994. f r equency
to tinme gonversion,. Extracti he t r fter .acoustic prQcgssing is
consi der et &P :lgocalingfqyéﬁngs @%’ﬁi?@ﬁi\é\%’ ﬁ@@ﬁﬁ&%B’Fa@%@’ él’]%f o gf‘? ﬁf’ﬁ)ryoam

noi se, s r ] bS5t 9 eral ol une.
Vany pr apraed andolby K SPURRERAE il nid Rie Bl B exalip RS VIR 5t
keepi ng Afdedd/datkwaRba@aitivelsystehRy ®hiltf tHeWE@Qi&A@é&liﬂg k{qerDamko
Perceptibility requirenents in perceptual coding systens are” often rel axed
to neet identifiztdurthegbelowgis awepdrapld of 4 fodwad adaptiveesataases, al t hough
noi se_added during perceptual coding may be perceptible, there likely wll
be v&l ues ot hbire ghels of ereseaptual gpdess m@y%is&nmmﬁq@qo@ll@m ers may be

nodul ated that wl])..not repder, any nor ercepti bl e fhe 30 already
" perceptibl e noi g@dlﬁ%‘iﬂ%aﬂapﬁw § i IB‘Fg&"Bé‘?%i’fEP@lSI result in

e the difference between the original and the modified signal should be
imperceptible, and
¢ representation of the modified signal should be more efficient than

30 - representation of the original signal.



WO 02/ 1SSA7 PCT/ US01/ 2S-473 -10 substantially no perceptible change in
percei ved noi se, nevertheless, it may result in a detectable change in the
decoded swen@lissdreferably, in accordance with aspects of pa dissent
invention, one or nor a paranmeters are nodul ated so that the effects of the
nmodul ati on cause the noise and 5 di stor®ton added by perceptual coding to
be close to, but below, the |evel of jjust, noticeable difference in all or
part of the frequency spectrum ("di st8FEh", in this sense, is the

diff b : Mol [ :
Fesult 1 audVaraia RiheRiEstcify Bleareds i P8t Fond BAHERIRy (6" e e
- Or obscukgterRRrk &5 shivivida diresCitiack! NRAYhternghrRRY t%,&lngﬁﬁés P&y § fise

wi t hout exceeding the 10 masking threshold and creating 'a perceptible

i mpai r meattemyiintot diveldtthemsélaas froind suoressfuhattacieby kbepingvthddetails loif rige
threshold, then part of the effects of paranmeter nodul ation likely wll
remain. Veatezmgile srseareaindst thespresumptipntthat if thewatermavle in nefrpubdiclial so be

enpl oyed when the,encoder does not encode. the prinar ource signal so that
o1 56 arlhOmEhAUACKETS BHT B LmDY B RIoayu| the maeriesrked SiEaableo Sk Mince.
In this 0 . S | .| ded, in _su a thap &t

i npai red\gg%?%}alh\gga Ou}n}glg 1%%%?12181p1§h§8 easpg?%@tyégrqugﬂ"dwi r:l[PTtﬁﬁuces

i mpair | i B i of : tection

S andpor o G o B e R Al )" s i
t he previllogical gsmciple. Dan dlgoeitlinfdri probésstderivesid 8 eauritythtaiish ddegedygsul ting
20 effects of the paraneter nodul ati on in the decoded signal w thout
exad@er aanlxdgakesconapersende disstoserthe dettailis o theitiichpiguglfor theasacneity of the h a

greater d ﬂree of gfécegtibilit . The approach of the present invention is
f undanefiHIF\PYSieR & Be COMPENISEEhni ques that apply a watermark prior to

oy contai n cHBLRER SRR R g Or S BB there 15 no
guar ant ee {ha} Lhge paldhkékAtudPL Yol GUPARR SARERRNRY IGHRrAhRAble or

wat er mar k coi nc S wt n"o e perceptual coding System s
codi ng margin. &@@ﬂé%ﬁb@&ﬁ@n@ﬂo@f of pirheyand Racadtility eaRe Rearie of thehey may
occasionally interact badly, introducing perceptibl’e inpairnments or causing
t he I30 wat er mar giraey,be obscur ed. WD 02/ 15587 PCT/ USO1/ 2S-473 -11 As

menti oned above, perceptual encoders reduce the data rate of an input

si gnal by rerﬂ)vbﬁgo‘?lﬁtéémbw%ﬂkﬁefﬁ%dant information. Fox. exanple, a
constant data rate encoder reduces a fjxed rate of ipput information to a

|l ower fixed rt B’ab‘?talrhﬁ](gﬁr?&ﬂ‘%‘ii’. atsyen t{%? Wed §St§¥l§<amrtgﬁé}éﬁtpﬁh requires a
function sometines characterized 5 as a "rate control" that ensures that

t he encoder output does not exceed the final fixed information size. The

rate control reduces inforlmts' Uﬂﬁkg bFfWE&Cﬂ(?Ned the final encoded
a distortion nmeas

size. In some perceptual encoders, _ urenent is paired wth
t he 20at e contTlwd ptegegtiaventidh il ditdited B & Bthoéd bPHvlifydiy tife SharaaoA of thé

di stortion measurenment 10 conpares the original input signal” with the
encoded snagdar andior phe dedodeh of agteeceptmalraniding Jysterdiis tesponee toreasur e may be

e LR BRSBTS Moo
I f [ Ky I d
(5, 2! v BB 0 Bkl o P B o RGO G5,

e”beddEdaréirﬂaéﬁlatéd’irpﬁﬁg@ﬂgéqgitﬁ@Qﬁnpel?lggﬁngd}?l?ﬁgﬁigﬁ yention also allows a

user to choose the strength, or e edded signal by adjusting
a p@saneter iIn ddeerdumice with Kiegresstdgvéniibn sagsiementd) ifddhiation, swctoay amet er
nodul ati on, aspects of the present invention enploy a 20 set o

" i nst r uct Watesmaik infezmatidns isrovnneyed by seedating one ormore patanetemsingbes of
t he parane&gngDarlaéian anpd, .hence, characteristics of the resulting
wat er mar BCOSST 8RH0Rtae ecgc{;eaeéﬁd-‘@cw SEYSeTByN PRI IRLABRR pr ocesses
“that pro i zer cQ t hven, a defining
cquat | on e reoEa sEPBRTeALIO LRGN PEES. BRekiiptly SRRY o iR, Thie NLnder
of al t eribirkatige RECuppRimeifa i that i inQIIGRIBH RYIHRDrARAY INSsdddn, -
sequences are disclosed. These techniques may | nprove t i nperceptibility
of t3e vetohrasaidiand videoinfeymatigy, cagiédiby tbesding sgstem. tTigpivsllerrhk,
which is an interesting and useful result inasnuch as many ot her techni ques
that inprove inperceptibility tend to degrade robustness. Finally, these
techni ques nmay inprove security, in the sense that it becones possible w0
02/ 1SS87 -12 PCT/US(11 /2S-473 to reveal all aspects of the watermrking
system (except for the determ nistic sequence key) w thout sacrificing the
robustness of the system Determ nistic sequence aspects of the present

Y b1 oy



(see Table 2, below), and 10 Using a determ nistic sequence to nodify the
rate at which the choice of paranmeters for nodul ati on changes (see Table 3,

bel ow) . | waebdistgon, al ternative aspects of the present irp@Enhépsiacl ude
acts of using characteristics of the source signal to control paraneter

modul ation and/ or choi ce of parameters-for nodul ati on.

one or rOIRERRE OPBIPRE e Rarvidioff) SHERapedy s SlRLR el nedbece

signal t ] ' | @ e nseguently,
t he wat e&%@é@%gwg P{éﬁéoﬁgﬁgﬁgtgg I%égg‘% %’gicﬁoa %?Bt?‘iab‘?‘g%g‘,l’?%%ﬁe O Usi ng
- char act ewiatdrhfgk Y forhRtisA h&HHRl | @l ' 0
whi ch t he acﬁoi ce of parlgneq{igl(r?%?l? 0X m)Sli Ia\ellﬁﬂoﬁﬁccﬁgﬁgggﬁc%agy;ﬁlp%ﬁﬁg@ﬁ%TabI e
4, bel own themtredggialenchded cindringhe deceded dignslqin e Gisgodmadulysg abl y
nodi fy the nunber. of paraneters in the available set of paraneters for
modu@lit i BaramstersTashe percep@iadamcodes and/anthe peresptvalidepederbel ow, both a

determnistic uence and characteristi.cs of the source sjgnal be used
in connecti onA\ﬁﬁgﬂglFrB%?lBtl e‘BS?@ﬁQf‘épg ﬁ%?c’EWFH'iI% Wﬁe%}mgiﬁﬁ%ﬁm%‘ggé@ﬁ%fct s
of the ' ' .T. . . , ] Eor .

I mpl ene%%t%ﬁghsdrg{%gg%%}gn |lbeﬁh&@?§1ﬁé’%§&g%@edc£$%%w?ﬁﬁwg%ﬁgﬁbwar§0 of
the perc i % ol ' - N

nfor mat oo EARGSventioh! dstphol CoRRANIAE e GRSE Mo A Mikteeam -,
sone ot hdataireptesemtim@piinnsy diforination\(eot thermodidication of tepeisdadrpn may be

performed wi thout having access to the original prinmary information at the
expelfse BHognatienthat bepomgs bitstream idataiafiercquantization iis thef perneptasl emdvder). o

R O A R S T
t I j . | _i.nf (N t k

s enbediseReP SECERE oETSlher SRR IR fon SRR R rSalit et er

are nodup@igf inthé RRcSRG ¥8drorthE ‘Elgc&]ﬂbr? Eé’tﬁélsﬁlaﬂlfﬁ@lﬁé ARdédded bitsggglal. by the

| mperceptibility may be maintained | e nolse or distortion a

10 decoder pdBpffeicetulatig’ we nesanpvayagsthdaatudof a parresderbaofces Rirualong
threshold. In order to enbed a watermark i nperceptibly as part of the

decolfi ngope et BN valyss(stetashavhenciresdidivalies mapinclndmy “defanttptalad”, wddeh s
transmt_per tual nodels fromt encodi ng process. tq the, decodi ng
process Y#HUE&ePRGIRIEE O HWWSWYOLHa\b@VE%PG%W? 1tRtdos ther asfianeoighey

' ' . : ' f the 15 | th hol d.
The most Discalt iy entaf B: bERhRT MERh AR pabim o RL st o, 2o,
source Speehpdls dIRhlt vEhRMHNY oty flbfe HftleR vARIcS irﬁﬁﬂéfiﬁ§@ of 8 pabdfibiel cant i f

such data is transmtted to the decoder. Alterngtlve Y, tfle per cept ual

t hr eshol biaying\ndig tvo possibledeaines; such apapanetep sombetiangiroferdbioam eflady an
exponent of a mantissa in which the exponent represents the information

sampdlb g pRgamster 20ayrhs vatiad babvegn thoseitwio yabues),iardt mearhe yaried betweenDol by
Di gi t al tem. | d i t of th t ual

Lhr eshol O SO MBQE GHERE OthTH DR hiE) TBBiaErdaaoh inELCTR AeimE Eueder
that are basegy ap, AN B%3sPinsd38P shpRefletal iffotnRA0 or a watermark

signal or sequence we mean that the modulation of a parameter is controlled by the

supplemental information or watermark signal or sequence either directly or
25  indirectly such as when the control is modified by a function of one or more other
signals, the signals including, for example, a set of instruction such as a deterministic
sequence or the input signal applied to the coding system.
By "parameter" we mean a variable within a perceptual coding system that is
not bitstream data representing primary information. Examples of Dolby Digital

30  (AC-3), MPEG audio, and MPEG video parameters that are suitable for modulating



I nstead of the maxi mum energy in the band. Al though nodul ati ng paraneters
In the decoder is simlar to nodul ating 25 paraneters in the encoder in

many respae@ysidiere is less flexibility. For exanple, nmodigagdongs@pe or
nore paraneters in a decoding systemmay require that care be taken when

refornulating the bit allocation information based on the coding

Gt oct s By st oy hasmrels PEART Rrestiy inuithan 2 BV iR RURe pes B
that, at ' . ; f ' ' h
al roady LdsaC ant B EEPRGTeh o TR Inb Bt FRES0Hleml R TRERH BB 55 1o
73 the t Bhedheddtc ParffeeePthabhtd ﬁd't-rebllsmx%% 1en ?ﬁfblfshieﬁ peedepthilRdbdet Ne case,

as coding margin fmy exist, for exanple, o I nperfections in the

per cept ustandmdig] inchuding iparareetergyetito tbe-defined. rati o of f set, or signal
- conditions. 5 BRI EF DESCRI PTION OF DRAWNGS FIG 1 is an idealized plot
showihg (sol i Byl"bHstreamdlatrorepgessnsing primamniaformation’ ave swandlatabitsiin the

Chowi ng PREAIREPITHE" SRBeiL bR D OoRBAL Phipdeh onpohresisiededthal S00° e
| _ - ERet e PRk hedbreisredsbitit soo
or i moi pl Sb g Ryt PnalOF, hRAs dUE B I AGARimladSh: "Bt ©

modul at efeRBge i FHiRaRAAORASIGh RiclRRETdieRhHMle GNGRE Bhsd 85 Doty and/ or a
per ceptual decodé&r function in a perceptual coding system FIG 3Ais a

f unct i onBligithldAC-3i) agstem, iekpostntatandgnaitisasnaatl, of thelaspoéaaMPEG-2nvent i on
that_includes a supplenental information detector function receiving the
out pl@ oAAGesysiem, sgaleyiacions amd Buffisan eneodedrmnefBeightsbl ock di agram

R T
funot | onMEER GG BB VIR, et il b S et beting ol on
that inchHigge 8 spsifit e bNESUiNB R bilie). €ehBIby* U bl gi 2" yhag both

t he output of the coding Systemand-the input to thé codi’n ystem FIG 5.

is a funbolopd” dre teldetiatlgy efDbldywEab@ttoripsdiicasing Copportafienpr esent
i nvention in which the supg] emental information detector function includes

not bhly 25 aDetilsafddelbyligital codingure a¢tsforth ipelligaliAudimCompressiort i on
modul at eGPt (AC S AdBESL G RviRion Sy Sirer s Satea on SCOs DRSUTERL | on i n
cortain, B95S Loyt Al PRI B RGP
certain FRvRaf&Soig/SlandfistA SDMe53.dot.)t & 4196 RS BriderPhéstSrMRR22, 1999
(available on the World Wide Web of the Internet at
20 www.dolby.com/tech/ATSC_err.pdf).
Details of Dolby E coding are set forth in "Efficient Bit Allocation,
Quantization, and Coding in an Audio Distribution System", AES Preprint 5068,
107th AES Conference, August 1999 and "Professional Audio Coder Optimized for
Use with Video", AES Preprint 5033, 107th AES Conference August 1999.
25 Details of MPEG-2 AAC coding are set forth in ISO/IEC 13818-7:1997(E)

"Information technology -- Generic coding of moving pictures and associated audio
information --, Part 7: Advanced Audio Coding (AAC)," International Standards
Organization (April 1997); "MP3 and AAC Explained" by Karlheinz Brandenburg,
AES 17th International Conference on High Quality Audio Coding, August 1999;



WO 02/ 1S587 PCT/ USOL/ 25~73 -15 FIG 8 is a table show ng paraneters
suitable for nodul ation in certain perceptual video coders. FIG 9 is a
schemat i cwpapngsgent ati on of certain paraneters that spect pahlpseiedel the
human ear's maski ng curve (spectral masking nodel paraneters) in certain 5
perceptual audio coders. FIG 10 is a sthematic representation of the

por copt VAT 306 ECQIERC 2R EFated LREBT it BY HhR Bohloch RS AP S how ng.

t he nmodujsd qmg{égsec IRHIIZ?%%&% agRiger (a masking threshol d paraneter)

in the preséncé of "a srne wav S|rgnal in certain perceptual audio
. coders. FIG AdBvbsiew dﬁ%@idﬁﬁﬂrﬁmﬁ%@a&ﬁt ir&'l‘ucﬁﬁg‘@él%ytéﬁ%o&ér%?MPEG the
en

out put of the perceptual decoder the SNR of f sét pafaneter i's nodul ated
i n the nemooderss bndthers k8 &1 fotA ihdOvehdewasMPEG Anidior hatemiand Futm@ ng
system FIG_, 11Cis an_idealized representati on showing the effect in the

out pit obtapdardsgopboveRitRrteidadineCoding bnKagheing BrandepburgrandsMarina

That s Heth bi ASERERES%oav ok 4 Nort ZiTamametiuginiS g oyed i n FiGo.
modul ati on of eIy Sefabfelied for bRRDHER SobFR RRERIRYS By BRI b0t 1)
coder s, " EUCKUAG sTSHTEARh B8 bt Rbrstics SR b ISP Mo AU e, |

out put ofs Ushellp eare phad bnel eendierseldos aodﬂmg parstnetpivaliegdBapgiodi®s décdded
nodul ated in the manner shown in FIG 12A for the case of a bit-constrained

codiy syignalmharing ng peraeptible diffea¢nces and spele veriationvin eiting paranisterf f ect

oo o ST B RSP M e b e
i’ . o . ! : o

Fepr coerr Dl et UtberSplBHicd ke felE RERd AN Bereellich yihfrds Bt ilirk Whumsds, o

modul at i gg 1Rk ATBHALS: 6F§1ﬁén%?hm&taﬂ paranmeters in certain perceptual
audi o coders, nanely, the "coupling 1n use" flag, the rematrixing in use 30

flag and the Asupplengnielgigndlrazaveteniarkaiitector ¥eoVe/slthe @mbelide®CT/ U SO01
/2s-473 FIG 14 is an idealized representation show ng the effects, in
cer tbi n Wwdewagiiammeontained within the reproduced (decoded) signal. In the case of audio

signals, fofexample, the detection may be accomplished acoustically in some cases,
while electronic detection may be required in other cases. Electronic detection may
be in the digital or analog domains. Electronic detection in the digital domain may
be in the time or frequency domain of the decoded output or may be in the frequency

20  domain within the decoder prior to frequency to time conversion. Extracting the
watermark after acoustic processing is considered a more difficult challenge because
of the addition of room noise, speaker and microphone characteristics, and overall
playback volume.

Many practical perceptual coding systems do not meet the requirement of

25  keeping added noise beneath the level of just noticeable difference. Perceptibility
requirements in perceptual coding systems are often relaxed to meet bit-rate targets
or complexity limits. In these cases, although noise added during perceptual coding
may be perceptible, there likely will be values other than default values to which
coding parameters may be modulated that will not render any more perceptible the

30 already perceptible noise. Although the modulation of a parameter may result in



- bandw dt

audi o coders, of nodul ating a paraneter other than a maski ng paraneter,
nanely, the phase flag. FIG 15 is a series of idealized wavefornms show ng
ti me- donmegyipy @lik@g W ndow shapes for enbeddi ng suppl enent alpdii§ ARk on
during encoding. FIG 16 is a series of idealized waveforns show ng

ti me-domai n alias wi ndow shapes for emrd8ddi ng suppl enental information
during decodin FIG 17 |.s, an idealized, tenporal envel ope.response,.
plotti ngS@Qﬁtﬂm aospeigeptiblac (egee jn DEICE A0S, meN EEbelgss, Hgmeh Eesudhiso? al

Ki f ec f Ki ' |. .10 FIG 18 i i deal i zed
rg;snr1322n?g@gtm%ﬁsﬂg%ggﬁh%a%ﬁg?%duI ations tlh:tt a(r:]aln gg ;53 led to a
i | h . Lo C .

onoe e Q1. 5 Bt Bum RIS ok LRI b PR, o1«

illustr aﬁ&l@ﬁldﬂﬁ‘é/a@e Arddulaedsdthat By cbRctsedths edRilation bawe HE hbREMd
s. 15 FIG 20 is an idealized frequency versus time plot show ng

an exanpiistotionadded by srgeptualt dualing tmbacihse ao, tantbetoedthsilgndlof yaitng t he
bandw dt h of e.signal to represent different synbols. FIG 21 is an
i deal i z eaoté«‘rﬁﬁﬁbrq @ﬂéﬁer%@f‘susalﬂ OB Baid 96 Yhe frequenay sperlnng distertiondi ini this of

10,5 POAED o RS, o DB b R 0,2
Rl A A LB T SO B bt 1

i deal i zegbsalthid éffeles b€ nyotulengs Bile Bt fHoré PardnidesoyRhant @é&@@@ih%éﬁé
hi stogranms of the distribution of "high' "and "|ow states. FIGS. 24-26 are

| ogi £0 f | maskiingghseshokhand orpatingragqmsesaptibie irmpheo@dnngOn thetotherdrakdyfiang a
t hreshol d of perceptibility. FIG 24 is a logic flow diagram show ng the
i nner i t altaaki ware krlpwpthermasking thrashqld othen parioef thatséfegtsref parewmetrnar k usi ng

th hol f. r.ceptibjlity. WO 02/ 1sS87 ~7 PCT/ 11501/ 2S-L73 FIG 25
?s ar Fzgﬁl@%flfaﬁw%giﬂ&eggé’mws’ﬁ&#ﬁg the outer iteration |loop portion of the

ocess for e ' I | d | rgeptild Ly, in
%i chsgut er |‘§%g‘g§%é§g?‘?%'¥@‘?§§?ﬁ%% gflfths%%argsee&lgwlloedﬂ L%PEOC%B%@ Oé']eﬁogi o

flow di aghemthédenédiiridees Wt ehtdtthe PridharyReuRiclieas Bfthat Mise akd to
fulfill the psychoacoustic nodel, or perceptual threshold, as nuch as

possibl edistortienalrs bekavh dutellevgl bhmssngideabiendidferéndeo rinethiscraseytheabarcear k
si gnal .

signal is encoded in such a way that it is impaired relative to the source, and the
parameter modulation introduces impairments in the decoded signal that are different
from a detection standpoint, but, preferably, are substantially the same perceptibly.
As in the previous case, it would be difficult to remove or obscure the resulting

20 effects of the parameter modulation in the decoded signal without exaggerating the
impairment or introducing additional impairments with a greater degree of
perceptibility.

The approach of the present invention is fundamentally different from

techniques that apply a watermark prior to perceptual encoding. In those techniques,

25  even though the coding system may contain enough coding margin to convey a
watermark, there is no guarantee that the particular method chosen to convey the a
priori watermark coincides with the location of the perceptual coding system’s
coding margin. Because such prior systems operate independently, they may
occasionally interact badly, introducing perceptible impairments or causing the

30 watermark to be obscured.



FIG 27 shows a series of idealized waveforns depicting, across a frequency
spectrum the perceptual threshold, quantizer error and nodified quantizer
error, il{wgsgydégng how a wat ermark may be enbedded usi ng p1ohih@E{7E 0N
measuring process 10 for the case of mpdul ating a paraneter that affects
quantizer en or within a critical band11FI G 28 shows a series of idealized

wavef ornms depicli r f, ’ hr eshol d,
guanti zer er r‘%ﬁ%{aeﬂgbﬁgg iaglgged%(f b%e%;&ﬁ’ age%?%ggé)rg &E&H&'ﬁ %%[@ﬁf%é %E%I\L/{ﬁépl\%\t/at er mar k
may be egfgﬁ:g | bty [ C ‘ of
nodul atin ad%ggégﬁn%{lggq)teﬁ%t aflyefgtagﬁg?%ﬁgfﬁtg%&%dgicgz&regct%inggg’f%g@ﬁ??lt?oughout
. the freqlsaeytesmeoterradubtsa fiX8d irsteaflingutcinfdromatibneier alowdr! fixest ratd ofig t he
steps of a process of enbedding a watermark during decoding, in accordance
wi t h aspafernasfon. hBaxb of $kis tdakaednction reqeires| adfungtion sometinmest dhanadtetizat k

« di agram show ng ot hey aspects of the invention in which control _of the
modmﬁt i 3R pRALe ﬁ%n@a() aheuses that &\erﬁalcp ww%&wwtkexpgefﬁrﬁm ﬁn@oéxfgd a
function_of one or. o aot.her signals or_gdata .sequences includi 0
excanp! o IO i o s So R ntiel P S in R AR MRS s Bcierdfe 6% e
codi Ny syRlo@BY sge. BEST MODE FOR CARRYI NG QUT THE INVENTION FIG 2 is a
functional block diagramillustrating the basic principles of the present
i nvention. Alpgoaspperepriat enlesdels)acdibionidn andsarepint ¢Ppaieéd degoderate
function 4 conprise a perceptual coding system Prinmary information, such
as audi occ@auralrtogngaxs that themorfeshinfosmaipm isediscardedie Apdistaspivn aheasprerdent
function 2. The encoder .. WD 02/ 1SS87 -18 PCT/ USOL/ 25. 473 nction 2
genelﬁ t eSOTHPRLCY iﬂt‘%lpnglllaétllﬂlél&rﬁlgﬂi’iﬁ” laétheé'é@P%@l sigpal tB‘étr%fEengﬁ'&ie decoder
function_4. ner re.paraneters in the, encoder, function and/qr the
decoder ST onng R BRERE wi. B BELE SOU sodipanniis hebiee
(e. 9., anwahRESHEOrThenab chltré g%e). Because suppl enental information
he ncode

may be applied either tot er function or to the decoder function
or to both, deshé@tdrtivasaty cniivdwspddt ofthd prosenthiBlvento sdekisnb QbRRIthen t o

t he encoder function and to the decoder function, respectively. The output
of the perobégnwdhove twdmbefl anvatermarksingr pemeptuiahencadetr mdrilenngkireizeg) thed
supp] emrental jnfqQrmation. The suppl.enental inforpgatjiqon may be detectable in
t he co%f@?n&‘ihﬁé imlwmﬁﬁ.em@rcpptl@&wpgﬂmlage igagl da ane applied to

both the_enceder .function 2 and.theg degoder functipn 4, . typicall t he

ot o PBROGEM it oSy PR i Alsh ARSNE e UtF i st s SRR, Bt ¢ e
other. F apie %lm@,t « o de i, i f4Ld one or
nor e enc%{ ergy’f unc?ieolﬁnggda(%g% ers n@éﬁt{@gﬁ{g&\s\aﬁ&@&&r}&r Ei‘ﬁ%ﬁ#@%yll t he owner
of the amgbeddihg\prdeesscontent and the supplenental information controlling
the 15 one or nore decoder function paraneters mght be a serial nunber

i dentifying tineadditiop te paranietier modulation, aspectuoli the gpresent soventionemoploy one

or e consyners. . Typically, the supplenental informatjon would, pe applied
to tHe edftSHdRStrUFitansoNch g ardeicraupistisseauenras torvary cartpinaspretsiafias. Fi cs,

3-5 are f{ Lonal ck diagrans illustrating.the basic i nci,pl es of an
20 as pec?é{%ﬁ{e##eﬁﬁ) flgLag]rWl Q‘}%@gﬁ?ﬁ’% ﬁh?nger’lsﬁSF Qgél%e EESH@P’&WE{WP& tion for
det ect i NnpPetdimni I ' ' ' t r

functi on.Eejegtﬁggité?gnS% ﬁ%}{%’g ag%gﬁrf%? %@ﬂaﬁﬁ#ﬁa&% 8%&’?&’5&@% ﬁ&g@@?he anal og
domai n (sdqencesaf bimarponesind adrbs ebnipneedigieder défitiag eqiatiort the. Detection
may al so be acconplished in the digital domain of decoder function after

decodi nggenaraterieguation) sl an enjtiehsigtedthrmakey)t A mumbep of altertiativeaspectsion.

FI G ?A i.s the sane ag FIG, 2 except that it inc]udes_ a etect%lrl‘function 6
2 the invention employing determumistic sequences are disclosed. These techniques

may improve the imperceptibility of the watermark and also may improve the
robustness of the watermark, which is an interesting and useful result inasmuch as
many other techniques that improve imperceptibility tend to degrade robustness.

Finally, these techniques may improve security, in the sense that it becomes possible



receiving the output of the decoder function 4 that detects the

suppl enental information in the output of the decoder function. The out put
of detectwo d2urss7i on 6 i s the supplenental information. Flpar/ésoissizhe sane
as FIG 3A except that it 30 includes a_detector function 8 receiving not
only the output of the decoder functiod24 WD 02/1s587 PCT/ USO1/25.173 -19

b I [ ' | | i h der. f ion. Th
cssent | a0 TPaRRR s nh &y bRtk AR i KO By | i et
i nput i NfcRiBRsd E@Wﬁhbﬁﬂsdcﬁﬂcﬂ%fﬁ&ci%ﬁﬁémééﬁ‘ﬁftihg%Prg‘fte ) the output of the

decoder function 1'n order to pr e as Its outpu e suppl enent al

. i nformation. Dét&ministic eec#l&hb@hépmts)éf thegrédcat ivehtidh B9 &iBtade ohd of ! G S,
as in FIG 4, a detector function 10 receives the output” of decoder

f unct i ormareetitheh@llomingmgtsi nf or mati on applied to the encoder function 2.
However, detector, function 10 differs fromdetector function 8 and includes
not ohly a cdonpHFiex detgrministic sequepge tamsdlify thenatemfiparamatesdeodylationi on
14 and a perceptual...decoder functi %{1 E‘?% E codelg fugc ion 14 is the sane as
encoder functi ondBTHQESARd, Gonseatentlys thewa FK gympoLiranition safe {se .
Decoder functi i sanme as decoder function 4 except that its
paraneters ar eog%l'gignlﬁz)giméd. Thus the act of detecting the suppl enental

i nformation isn YbmeosHRtmBIistidEARACHE sdid ' iohhe

foll owi ng acts: obégg%vi ng the deccg%ed g%na?ﬁ%%@?n%&@n?ﬁﬂ@%g{ég ed
signal to the sisgadlab&pp)balewhoariche encoder function, and conparing the
decoded signal to the decoded signal froma substantially identical

per clpt ual cedi Hgingys determimisii stquence b ameli Brtheiratet diavigoh diechdiveetfi on or
decoder function are nodul ated in response to 20 kp,)pl enental information.

The detection aPaapsersipr Blodplationaghangentree Table 3; &dom)r detecting the
ffect f aint .0f dul ation, s, wh bandw dt h

par aneter. FEafoPaPEETaHSa AR G! e A paRinanehge st obestpBod | n

detai | RglederidticsOd ARE shBrdd&iStd b anﬁ%){]é%glegén 1{{88&335‘;10%?1%? ?cglgi%epgf i ed

paranmeters, 1t IS necessary to~ comnpare rimary in

to the afkelerwifdhmiodalaioneS otirt s ARy Rela%] ROpRAeUPP! ement al

infornatq:imgn provi ded by the decoder%;ls ?%@Hgﬁgr@égﬁggﬁ%ﬁts ofel?zﬂleS. 4 and

5. THe Rh@&nthommagnigehrietoneakemord opthesfolbeit@acks: a nore ri gor ous

conpari son because the only differences between the conpared information

will be those cHecchayaatemstiaschfithe sowrcpasignead tevariably mbdifFtle parameter

arrangenent, the i/\D 02/ 1"87, PCT/ USA /.25- 173 -20 differences i nclude other

effects that megrodulation iglq andy cepseamenty, thepvatsrmark sambe] taansitier safeng

processes. Beca(;égﬁgtaﬁea g&%illo%eﬁ)rp)apmgerrent of FIG 3A does not require
pri mar ’

access to the y 1nformatron applied to the perceptual encoder, it may

be acconpl i skedkgicHae@telidt®R FFthO88hrck g%naatl ‘t%arggﬁler%g&rir%? éﬁé’rﬂ% 'lzjlf gt ing a

encoder and/or decOder paraneters are no ted. For “exa no

ban®i dt h par anwhivh tieychaideosy siehmeicre foﬂ%oﬁﬁ&kibﬁidhﬁngéﬁ et partdeepable
output in real tine or near real tine. Particularly, detector function 6 of
the FIG 3A arrhdowntanday i ncl ude one or nore delay functions so that the
out put of the decoder function 4 may be conpared against itself. 10 For
exanpl e, as ShoWfingchrrastensticsiafdhgsoursesigral e varably megify te¢ number of
conparator function 12' .and one re. delay fupctio 7, T, .. SO that
the act of obs e?%fﬁﬂ‘&%‘?fﬁén g&%%%%@%i‘? g‘ﬁaﬂ%p@@?ﬁ\gﬁe r%ﬂ%‘;ﬁflﬁﬁ (ﬁ?eef%élécﬁded
signal to a ti n@elga,l)ayed ver sion of itself. Energy states fromone or nore

previ ous bl ocks are’subjected to a conparator function that uses a
t hr shol d t o Ateeeslaided fubhesBalBW, both aldeRrBARAE sef®nc@rna R ractbridthcst he
bandwi dt h nodul ation detection described bel ow. The block | engths are known
by the ddithesonrcerrigsadneay be msed irs pomtectionzwith awdulstingparametersor der to
align the expected synbol rate with the actual synmbol rate. Mdul ation of
ot her pdCSREAIBE 0 glfpinasivespesis @éthe present invertion.: See Tebleadar’ ands8, ti me or
may reqtg]egg conparing the decoder output to the encoder input signal as in
a

the arr Wents of FIGS. 4 and 5. 20 In arrangenments such as those of
FIGS. 4 and I J [ | npar .he . oder i nput,
it is inport g‘rﬂr %'? }gms@lﬂélh?%ﬁga?@%gﬁgtﬁ%%@t&gﬁg’ @gf"bi aﬁgflé%gilg.ﬁ 1%2%’(995 on
whi @0 pasfetie petceptuslaloerécisdikdl e AR dcebssiBadHb ?Hrﬂd}yélﬁfbrﬁ{ht e
suppl emental information data rate, it may be necessary’to provide a high

degree of synchronization between those signals. One way to do so is to
enbed a 25 determ nistic sequence, such as a PRN sequence in the primary
signal so that the sequence is al so enbedded in the decoder output. By
conparing the sequence in the input and output signals a fine-grained
synchroni zation is possible. Detection may be acconplished manually or, in

- s ., o T~ o



enpl oyed. PCT/ US01125-473 Sone exanples of the coding paraneters that may
be nodul ated to enbed a watermark are set forth in several tables: a first
tabl e show o2ns487G 6 (Dol by audi o codes paraneters), a seequgkoiadke, shown
in FIG 7 (MPEG audi o codes paraneters), 5 and a third table, shown in FIG
8 (MPEG vi deo codes paraneters). For edéh category of paraneter (e.g.,

type of IEpineedpé eBooddt FRRRORatls Pl ET R s o, SRR
"Cs! uof fdgeticrf fyd Brfombdmthobd hiViEe BBEATRD B brikibal fiflarsuscept i bl e to

nmodul ation 1nt er and/or 1nt ecoder, e'resufting change

in o1 gnafiinatia ertheléxpsnddbivirebise cmigtely fn e dofipridacoded signal wher

the paraneters) is (are) nodulated. In"the first colum of the table shown
in FIG 6, tHéreofierdesirablateauplyasunitiugaordisetiahizdddpesssetialmshbery nodel
« and \%t al l ocatjon, coupling between or anong channels, frequency

bandwi dt Wateamereat theaint wheressignals az delieiee to amaudieres.f Feaerordgnes ansf or m

1900 Db e Fhob 85 S IR TR B 2, 15
e Uy U Gl e SORE i BRI BB 1 1o

one or nRbEuRASARITEIIRS decodepidioiavemei@antizaiapni zed abbreviations for the
respective paraneters are shown in parentheses. 20 Thus, for exanple, the

"SNR of f set" Inyeecerftitphityamey de maintaided iff themopser andistertson ad@ad by thé gi t al :
"csnroffst" (coarse SNR offset), "fsnroffst"” (channel fine SNR offset),

" cpl s udsonder prrasagiet mydnlationgnreessidaes mot gkeeed F pereeptuat threshqldodn
frequenc effeclltnz)eahannel fi.ne SNR offset). d..other Dol by Digital

. Th
codi ng pHOEHS & evatermark uppergeptiply qsrP%%tetiU%Sgg?ﬁ‘@ﬁdgﬁPeséi?ed above.

Whi | i1S¢ ' . toth
D0 be TG rkdiih s AR ol SR URScRALARYFDS AR AR, |, "
A 52 Docgsgnth ' ' t . g., Back
gain cogitél (bac’ekeglacit)g@ggi?\%c%{éyctgqggElggl&ggge% J()J{';)Baécs:Ell gg%b)q.gnlliﬁ)?taﬁlgkﬁe?h? or matf1 iCon

about bdukgever, atltrtadetsqakvaiecomly appriedmatbnsvot codbe rdpresdntatodnsnal the t he
table shown in FIG 7, there are four categories of 30 paraneters

addrles seRpreepidrl Hyeshaddl Theanestiacgnrage peiceptuat bupshald inderieeshfrom thewo
02/ 1SS87 - 22 PCT/,USOL/ 25~7 h s, | noi haping, filt
coet f1 ci WHUENUZAR T9HES PResiial s TIcTeroN SR gale FTEass SeBnTHaRhbIf | r ot

| . i t t i t
Caar eosanchifah ERERSAMA dhc uodke, ARl dly M8 RO B BRIEE 15: o6°

MPEG audh@vidsiEio hRUH6bASAnGO e RBRPESIIRE SystemSi@hy heladnhexponlni b
above-cﬁ!t) ed | SO’OI EC c?ocurrerr]lt, I\/P&EﬂGﬁZ AACIJ %a%ers, a?],d ianl ox'?)helrnpub?i shed

MPEG docmantissa inAshitt the ekpoent pepresents it grfoimaticn saraplel havadyg ¢henot only to
Dol by and MPEG per cept ual, codi ng gystems., but al so to ot her ger cept ual
codiﬁi{; SPIKHREIN ¢hefaY SHtR aartical band (ania tha Qalby Digialsystrrab db ordey the

ahove: s hurBiECR: flofeaf oLl BFGSAPALBiRIELT 8 G KBRS e, e
ok o cosmibAaH 8 RESAERRCHC AL 08 NIElag GBI Babily AR BRI

par anet eimﬁsaﬂf'tﬁtthé%@dﬂﬁﬁiﬁﬁeﬁ&t@yﬁﬁﬁﬁ@%ﬂ'&' heari ng nodel or maski ng nodel
and are

Although modulating parameters in the decoder is similar to modulating
25 parameters in the encoder in many respects, there is less flexibility. For example,
modulating one or more parameters in a decoding system may require that care be
taken when reformulating the bit allocation information based on the coding
parameters. Furthermore, it is more difficult to render imperceptible the effects of
parameter modulation in the decoder. One reason for this is that, at least in the case

30 of an ideal encoder, the encoding process has already added quantization error up to



used in the bit allocation process. In particular, certain paraneters
spectrally nodel 15 the human ear's masking curve: a downwards maski ng
curve stegploggeaying with respect to frequency, an upwapdgsepkipg curve
steeply decaying with respect to frequency, and an upwards -mnmaski ng curve
gradual |y decaying with respect to freddency. These are shown schenmatically

in FIG 9. t h tral. Ki i i [ ept, th

st andar dORGHEERBY LY BATFGTIATIING TIOWEEL AhitdE RpPE VA 4aF GG 85 SOURR bys ¢ 1 me
domain t }: (o ' " ¥ ' o FIG 9,

t he Lodirﬁé{%gggﬁg%grgt’e 1g(\rér\g(\ean tﬁé'?%é: §rp ée@%%ﬁ%gtq}cg 'tﬁ%ge@%é@{aﬂ %#Hie ki ng nodel
- are def innghity sighgl-fo-h8is6 hratdd 8fEEO RS sighdl Borliflohgak, respectively) wth
respect to a nasking signal as follows: Downward maski ng curve:

backgai n/ backl eak. 25 Upwards masking curve (fast): fastgain/fastl eak.

« Upwar ds maski ng curve (slow): sl owgai n/ sl owl eak. Note that backgain and
backldeak are paraneters SMQEF&E CRIFTBONX QBDRAWINGS:r e not paraneters

A eSS B I S SR D 5
the aét‘gﬁif@%"%?f%&;@% AL de GO T o
o ca e e T T P e R S0 o

t he par dietsareswdeé.i ned above is suitable for nodul ation in order to 5
convey a waternark during perceptual coding. The nodul ation of anﬁ one of
S

t henhOs| i ght | I8l eis s fumelienaldlecl dingsainriljusisating thedasiouyineiples@fdhe t he bit
al l ocati on pracess. Th . the Kin del paranmeters are tightly coupled
G th ¢ hGTBPPHARYORILI B hish A EBHen A aREA LT AU GRS PEBISE. FI G 10
rovides_an illustrati t he ;paraneters of the spectral qmski ng nodel
Capabl o RABistors ot aiheit el FARR B S BR R Ao IR RS
Digital eﬁphp%%(ﬁggggktgﬁlsyst ens control the overall signal-to-noise

ratio (SNR). Ital these paraneters are the SNR of f set

paraneters: Qo FA # a filotioahl Blockdibgran Dhukahtingad akpegiomhoptesbnt The SNR
paraneters exist to maintain a desired mninumlevel of signal-to-noise

headtSoorimiyentier thathaclsdenasuppldmentalqufortiatianidsteator Bmctidhaeescipmgaiet er s
affect the 15 f\ ti re.sgectrum uniformy, unlike the spectral nasking nodel
par anet ePEPEHE a’ﬁrq FYSIef ect only a portion of the spectrumrelative to

critioal band bhaii ¢ BinBanBRRREE (ifaitinRlhe Yifh PO AELUNURT namel y,
del(ba et dhdluh, U, Ry o PG kol ifion AP SRtk kBl atiefal1C and

12A through 12C provide Il'lustrations o ulati ng a perce codi ng

syst en sinfasHatigh téeerohdimct{oaickhting theodutpheofINR coldigesystemFl G 1 | A and
modul ation of the fast gain code in FIG _12A), the resulting effect of the
noddGat i on wHEES.this acbaictignalydoelrdiagraimtillysmatingamaspeckpEthelpresentnd FI G

cod n SRV et Fub el ersdS B bRt o™

ti I i i.fi j FIGS. 1 1A-11 C
o Ton Byt e i ERuh R ARSI MRl 6 5
produci ng coded; b, 96k Fuh@ionaybidtk diapRinh ﬁn&mﬁng{aﬁ&géa @fﬁh@ﬁagésreﬁwent of

many transm ssion channels. When the coder is a vary t nunber of

bi ts fromviehtiok i eHitle the suppdermental ntdforhiien detecwe fahctiominobuddshetddlypunber
of bits used to represent the signal. As shown (FIGS. 11 B and 12B), in a
bi t 25 wa ggmppsstor fimcion) bigoalse 8 pereeptualsmcadersiiinctde and rahperdeptoakd

o T cARRERE Gt SR & YA Rl BISHER: { ha necessary bi ts
i h . i | ti i
posi L ve mar S EEP AR S o E R e AP BRI BB BB fane  ver
‘error at pécéﬁtﬁﬁ%l b GIAURIIBHSSE th¥iHyBerd f&hﬁarcyemgtv&ﬁhfydﬁgﬁ{r@ der is able to

exactly atch the quantizer error to the masking threshold t hroughout the

frequency bandG.Fbis 4 fableddfomihg parimeriesuivble for thbdulativarifedrtafi er mar k
synbol may be a bit value of "0". For the nodul ated paraneter value, the

0".
i nt eiftedperpapiaial augdiomedarst thedpwanst adaptive type.in this exanple. FIGS. 11A
and 12A show t he masking threshol d before and after




10 nodul ation. FIGS. 11B, 11C, 12B and 12C show the resulting decoded
signal. The nodul ated masking threshold is overlaid in FIGS. 11/12B and
11C 12C twpsovsgde a conparison with the nodul at ed decodedFingiaghsgpect rum
FIG 11 D shows the | egends enployed in FIGS. 11A-C and 12A-C. Mbdul ating
Non- Maski ng Paraneters 15 FIGS. 13 and P4 provide illustrations of the

ok ng. par antCers epls TR e b BRI PR o R ATR @l "

char act epLsbbfual $iddo dbsfefat ed using a default parameter value and a
nmodul at eg 1paigare%{let%ler value. In FIG 13, the effects of nodul ating coupling

- paraneters argiG o sdhemfickphdseatation dflcerainparameters dhaspediralhy el

horizontal 20 axis, there are illustrated two channels |abeled |eft and

ri ght. Whenhuhen eaipmaslingcwiye (speogral snasbing wadel prirametdrs) o eattsdn ed

’ indepindently. en, the coupling in use flag is "1", the two channels are
conbi -hedPFIFERUR §PW@I@d@bﬁjpl i ng channel above a certain frequency, denoted

coupl § ng. beor G W ShemicHEbtessBRsh Atfe S Bl L o 1 i
25 13. | i
?g%%é;haphgﬁp(ﬁf ﬂe?ﬁ# P‘é&fulﬁ’@é % %tc'le{kg df %%r&?ﬁ&ﬂ aulddd c8d&s.

illustra ase g 1s equal t e phase 1s not

modi fied, butFid. 1iheid hiddatizedv@prebéntation shdwidgithastodiflatibe of tigNSNR s
shifted by 180 degrees. WO 02/ 155S7 -25 Modul ati ng TDAC W ndow Par anet er s
PCT/ US01bPfse7parameterypanasking thoeshold pacapeter) indhe pdesence eflasma wevelat a rat e
of an input signal .by renoving perceptually redundant .information. These
syst tdrs §t%1|allfb‘}erﬂaé@@ﬁfﬁ§ﬁ% Ao CORSS. i gnal into one or nore conponents,

fhese componchis fBaih PR grErrebmi et B BedRe sThel Wb R SRR IRE e "and
coded maggfde?h&atl ﬂppgdérWﬁéﬁﬂt%ﬁkeo & I;{)%Palﬁé\tl@f %"rﬁo&@la?éif:ﬁpﬁﬁ Sdegvel of
'nmity) a ecoded.

per cepti er the quantize cé onents are e exanpl e of
such a syhbwiih FI6. 11 AN aheteRosl a biiadlonseained cedim@atah. sanples to a
frequency-based representation using a tinme-domain aliasing 10 cancell ation
(TDAC) t r ansf BiGn 1101 inan édealized sepreseniatidreshowingdhe effiect irothe autputt ofithe

dormai n sanpl es are processed using gverl appi ng, W ngovvs rior to

t r and? or parqepinal decederywhen thenSINBr ofiset paramelgt isiag g@ﬁﬁf@st@r@amwén

tized d. d i t hat d th t d.
er cept uanpyniRGIGh i1 AcEing e st eodne pisiet el Aoudlh SefMls: r ucti on
af ter the i nverger fHaRshA'h OGRS Sridlotdeinderagien aldignd §oii ge- domai n
sanples are w n(g'owe]%, OVEer apr%& and added ‘usi ng paranet ers matched to

those that WeFRGUBEA i} AnliléalRRd QeflesekiRNOh shdwing! the mibdlavion af getwts for
t he encode and decode w ndows are chosen such that when they are applied
during t Igairf codeapatameterr(@weasking Oiesholdpafameter) ialthapresgnices ofrasing weue or
remoyed. Det ?i,l s regardi ng transform codi ng using TDAC transforns are set
f or t B0i n stgnal Ehegainde WlAudieeodes. Bank Design Based on Tine Domain

A 2610 Cono gl A e A BEATREe Rn P GlNR 6
1153- 1164y, %él%é@@%%%@?ﬁf&%ﬁkﬁ@?dd&%p‘ﬁdxﬂ&ef id IILn‘S Bﬁ%@&‘ilpﬂx%'lﬁ% sed on

Ti me Domai n I'asl ng irncen et al, Proceedi ngs: | CASSP

87, 1937 shown in®IW. .122nforThéeastsdf & bit-epettied oding §rteémPr ocessing, April,
1987, Dall as, Texas, pp. 2161-2164. A watermark nmay be applied by

modul ati ng t h&I@al2@es ensdedlizadrepresentation showihgthesdfect m theeoutpnsof thet i on
or reconstructiaon of the transfornmed signal. For exanple, a msmatch
bet wéén MsEcente] decaderyvhem theslast gainigademapametshis modiladedan theanamrgl ng

encodi ng _and_de i res s..ln kinmesdomain aliasi ng when usi.ng, 30
cri o1 cal (908aBIA0 124 Ridht atdiol o BRARAIRof s 8% B BRI 0o s or
di stortion i nprG\WDs 924 RR&ilized representation showing the effects, in certain perceptual

audio coders, of modulating parameters other than masking parameters in certain
perceptual andio coders, namely, the "coupling in use" flag, the rematrixing in use

30 flag and the coupling begin frequency code.



-26 PCT/USA /25~73 both the tine and frequency domai ns. Thus, the w ndow
paraneter, either in the encoder or the decoder, nmay be nodul ated to convey
a wat er mawio (i2hss87i s detectabl e in the encoder output. D stpefifugiasgp this
sense, is defined as the difference between the coded and original signals,
and may or may not result in audible arfifacts. In a5 preferred

enbodi nent, t I (: f 1 .1 - d Lo W w are

nodul at ed. Byfhigri'fl r4 gg%g i lﬁéﬁgﬂﬁm gtéégﬁta I Etsggk‘{ﬂégﬁ%‘? %{}ri:g‘%tg’tlﬁna%%gﬁggl perceptual

i nper cepandib@olsils, bf i ' ' - ndthel
extrenely di Rols, bf floduitinda BAANECSheP thir ¢ nbOKiG D Sa R, nirheld the

. creati ngplaasedtagepti bl e i npai rnent. Anot her paraneter of the time-donain

wi ndow that may be changed in order 10 to convey a watermark is the type of
wi ndow i t sel fEIG=dP i8asepies of adealized wanefemns shawingdimerddominmliabsvinded t o

« enbed. a waterpark bit..of "0", while Har m n i ndow J) be used to enbed a
wat e%&r%@??%erﬁgéémggﬁﬂﬁme&%ﬁawl tmaﬁg@w‘%ﬁéone iun t he encoder
inthe d . it l. . ] t 0 4l d t.abi.l it d
i i i 26 per Aa6r 151 dyssHief o8 idigefl B ATl AP e SRR Al pin W
adapt i veshapes fér STRbERRAP SuPPlePibrtaIdAM RN RhEd ddddding FOr 1 nstance,

& :
transi ent signals may ogscure the watermark si grgai the‘%efore it is

advant ageous RI@. ¢ ialhddealizbel tentpoidlags efipenebporsedploring sbend proswiredow so
as to relocate the position of the watermark si gna1 to take advant age of

psychoaclkuet (\Plyeresensatimed Brstnging thedemporalmasking eéectshef ssmaskigpisigifalt he
20 ul atio .consequently, the strength of the watermark signal in
thenﬁgcoded 3?@%‘8 158 lgﬁgléﬁﬁip‘é 1eseytalignishpwing tsciyar o reedulpiorsihat e

signal c t SiJ CS,: ng..th he wi ndow paraneters m snatch
direct|l y@%é@s}iﬁﬂg i%‘ﬁ@%@%‘%@!‘a{% egte& 18i angﬁﬁr%ﬁ_w%&aetfem@ra he
psychoacmaﬁihg e‘ﬁ%iﬁ?@g characteristics of the input signal may be anal yzed
and used to signal the watermark enbeddi ng process to vary 25 the anount of

the m smat ch HIQk 19 isatserivsof iddired aalithdé veisus SregeshéPhlots MRskadnpy the
signal content. The direct-formforward TDAC transform’equation is given

by: N 1 how@d-bitzyntbal g wbe appreserted bylfoa) dif feremd)andwibthsk<N~2 =o wher e
WO 02/ 1, 597 - = sanpl e.n er k = frequency_bin nunber x(n)_ = input PCM
sequehce W n)F216 %‘Or%a %@%@@ﬁge@eﬂeﬁ)VGES%J{I‘BQPIQQS&HW& A esample pEan
sequence, N:= Je1d | LNt dransform PCT/ L .S0L /29 173 n0
= hal f o?lmllﬁgfgt% tg? léhaQ %ﬁﬁ%&lﬁé %%[ag%gﬁé% !Sﬁgﬁafﬁsé}lg ﬁé%é?%cin\md%qg P%A%g{l%a sform
w ndow HRRALS FRYEMG /SIS - Bessel defined (KBD) wi ndows can be defined
by the followi ng equations: ~u' Ke~P~a~N~ n-o Wad~'t~a~N~= Niz ~W~ (p, a,
N 10 where WHBG.2ItisanKdesleredBanpltiudk eersls fréqidavy bltalluswatitiefliened as: 1o

~a l_P-N4z N4 WB(p, a, N-=
addition of noise shaped to the approximate level of the human hearing threshold in

20 the presence of a sine wave signal.

FIG. 22 is an idealized energy versus frequency plot showing three different
energy levels required for detecting four different bandwidths that create a 2-bit
symbol.

FIG. 23 is an idealized amplitude versus energy plot showing several example

25  histograms of the distribution of ‘high’ and ‘low’ states.

FIGS. 24-26 are logic flow diagrams showing a process for embedding a
watermark using a threshold of perceptibility.

FIG. 24 is a logic flow diagram showing the inner iteration loop portion of the

process for embedding a watermark using a threshold of perceptibility.



lo ~~a~ and 1O is the Oth order Bessel function, defined as: lo(Y)=~ (x/2)k
z k-o kt 15 FIG 15 illustrates five overl appi ng encoder wi ndows of |ength
256. The wap@re®y7k is inserted in the encodi ng phase by usiciaagp&734 val ue
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20 FIG. 30 is a functional block diagram showing other aspects of the invention in

which control of the modulation by the supplemental information of watermark is
modified by a function of one or more other signals or data sequences including, for
example, a deterministic sequence and/or the input signal applied to the coding
system.
25
BEST MODE FOR CARRYING OUT THE INVENTION
FIG. 2 is a functional block diagram illustrating the basic principles of the
present invention. A perceptual encoder function 2 and a perceptual decoder
function 4 comprise a perceptual coding system. Primary information, such as audio

30 or video information, is applied to the perceptual encoder function 2. The encoder
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FIGS. 3-5 are functional block diagrams illustrating the basic principles of an

20  aspect of the present invention that includes a detector function for detecting the
supplemental information in the output of the decoder function. Detection may be
accomplished in the digital domain or the analog domain (electrical or acoustical) of
the decoder function output. Detection may also be accomplished in the digital
domain of decoder function after decoding but prior to the frequency domain to time

25 doma_in conversion,

FIG. 3A is the same as FIG. 2 except that it includes a detector function 6
receiving the output of the decoder function 4 that detects the supplemental
information in the output of the decoder function. The output of detector function 6
is the supplemental information. FIG. 4 is the same as FIG. 3A except that it

30 includes a detector function 8 receiving not only the output of the decoder function 4
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those caused by the modulation parameters. In the FIG. 4 arrangement, the
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degree of synchronization between those signals. One way to do so is to embed a

25 deterministic sequence, such as a PRN sequence in the primary signal so that the
sequence is also embedded in the decoder output. By comparing the sequence in the
input and output signals a fine-grained synchronization is possible.

Detection may be accomplished manually or, in some cases, automatically.
Use of a PRN sequence in the primary signal may facilitate automatic detection. If

30 done manually, visual aids such as a spectral analysis of compared signals may be
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descri bed abg\béj% ?%%’E@%\ln%ﬁlo &gglingt%ﬂegish83%1??%?9;6569%%%1 %@e@oﬁ)é'%gﬁflgber ate a
| ow conph@iiar¥mefer it Pépres@itth¥BbREPRIK hb sRirigAhn or
decoder. %a}s 1slflstem IS I?'gbust ggai ngﬁfa" lr}oéﬁrrlg% ﬁlt??gl B%P{atsﬁie engggpe@gg%rgde 15
chai n t hagediindhebesaltboationiprocws. dy particnlaraogeain patambtery spestially model

normal i zation, matrix surround decoding etc. Thus, an enmbodi ment of the

t hi slaspethugpan ear’pmasking guvenaidownyesrds nuskitng cowefsttepbyiecpyingpath 1.

Adj usting the bandw dth to enb a hi.dden data signal. 20 .2. Using a
balndvm' dt‘%sB%Cgéo CAURBCIHALYP St‘ﬁﬁ‘Ské‘il&;%ﬁVﬁéﬁ%F@i\s PrRy1ag ¥ @cSBe%{gPust t he

pand. to BeadEIS R i oRERls ARt AR mrotug oA R I Bipelfilt At £l

4. Shapi figqidtcy. aRE ake sBGwWh chemhESly! mrxcp.]p. emtﬁbg%g 315%411&&%&1@{5% hol d

25 of hearing to prevent audi ble perception of the a noi se.
frequency domain concept, the standard nomenclature relating to these masking

20  parameters employs time domain terminology (“slow” and “fast”, for example).
Referring to FIG. 9, the coding parameter elements that correspond to the
spectral masking model are defined by their level and slope (gain and leak,
respectively) with respect to a masking signal as follows:
Downward masking curve: backgain/backleak.
25 Upwards masking curve (fast): fastgain/fastleak.
Upwards masking curve (slow): slowgain/slowleak.
Note that backgain and backleak are parameters specified in Dolby E coding,
but are not parameters specified in Dolby Digital coding. In Dolby Digital, as
described in the above-cited A/52 document, the fastgain parameters are the fast gain

30  codes (fgaincod, cplfgaincod and 1fegaincod); the fastleak parameters are the fast



5. Adjusting the anplitude of this added noise to add anot her di nension of
signaling to increase the data rate of the enbedded signal. & The

i nt egr at i wo @fisishe shaped noise with a Dol by Digital codepcrg@ysdant ee
signal content within the signaling band. WO 02/ 15587 -37 PCT/ USOL/ 2a~73
The watermark detector int er prets the-@bedded inf or ITB.tI on contained within

|t or it FHS GRS DidREed AR plilent). B Sl Ealn pP B 5 e AW PO rmy ot
or oceser g e A fhe SRk aRineri 8 Fhe Mo HPVTLORTRACBA b0, Pao ! ©

- additi onclgglem@)om noi se, speaker and m crophone characteristics, and overall
pl ayback vol ume. The goal of the detector is to determne if there is

ener gy wi t hi lEawhgifithe parameters\defietthtiovefis suitabie fornddutitionoh drier wudi o.

- This requires a frequency deconposi t| on of the audio that can be cal cul ated
by a Fousemweytar watermeaniadiong peraeptepl soging: Bbmumk,léattqn olcany enmof thear yze

: Pﬁgf't %.“@‘g‘gx“&fﬁf aélafg%ﬁf&&a? KT Beetey s i eeicen e B elggeReh or mat | on
1E ioxegt '? r ﬁsﬁt d ‘conpar @gﬁﬁ%eac@%gﬁ%ﬁh% tg%ﬁ??; ?8‘515&8@8‘@1{ Q%Chr%ﬁmé}nggdgd
synbol . mbtlﬁsghapweé £ ke #8e werﬁ{ark P@oﬁls!é BIG! 99 pr&¥4dks i SlustiaRiog dehe

noi se fl oor nyt hi ng above this | evel would be considered to contain

si gnal |theqlaratheters aPtimhspastihnaekidifrheddriapsblerafibdigy ailulatedi red f or
detecting four different bandwi dths that create a 2-bit synbol. Any energy

sborl e seConngibommmneis s ool o Dy et st 1
i t onnAIalE? Ve HERallor Teiss 0 @%ﬂb o Dol Bt Ees@rmmmaw 23
er e addil SRR BREARER, %c?f?ﬁafsiﬁ%ﬁi%"éwiéﬁﬁﬁﬂs?@ng IO B | evel
woul d besReNshafchtts Ridio nififlafila dBERL Rfhinkl rﬂqe{re‘é&‘%l[l%naq%o'r{bﬁ% preted. 25

It is possi to use a fi sho e ener el s are equalized

or nor nehéaiedomdictweet itiee sighebiial thecplaatizatidronois@TEhdéseqiuramorrd Affectvael d
acco]rgil ish this applies an ACGC al amrl thm or process to the signaling band

bef ol® t ¢wirespeefyuimansfarnzdyeunkkethe spediralnneslingevedd parametermihat zed by t he
AGC so that t, [

t Er elshol ?I’E‘éﬁﬁ]béftjﬁg%v?ﬁ@?ﬁd?‘;m{o%l@t{}}g\égfl’oiuggcééﬁﬁggg gﬂﬁgﬁ%é‘!‘gitﬁégtﬁ‘ [ ?SI : )(;ﬁdof
3 01/2S SA
hought to be’ Heuhet el ot PR R NR Al ihe B R et iy b e R

si gnal epgmgy “BhRISPBNIR dr ekl MMUIRTatibNe nRARH, Qie@tbg%hﬁgéglwtﬂﬁeih@gl

enpl oys an adaptive threshol d uses the previous energy states to cal culate
a t hr eshbligitdl@odidge current state. This detector works on the prenise that
in5 a finite nunmber of the previous states for a given energy band, there

shoud® exi st Héme Hp?etlgpugbdé&andwh%éh@ugh RC prcgnde diusteations of one thalt
the Lﬁa?meglp titig SpSicntiauepae el Histiot tremoidtaodiiahion st sHoSNEn be
ot ogr aiseindid. 434 hnd HidlatiPehe fid 2oift SO %5‘ PRI PR o1 o

may be dgffestrgMmpe 1ﬁd'tﬁilaﬂ1dn?$vh%ﬁrfﬁ¥"08ﬁﬁ Etéﬂ?{h Blle-%ﬁ ngnetrf%m fmd” the

nunber of "~ high' states is assuned to b equal tot e nu

st at es i RIGhEBrespectivelyniahd thetesulthe éfﬁecgeﬁ‘tthélﬁiddubfti@ﬂ@heﬁ thé bsdinpi gh'
group while the smallest half belongs to the "low group. If the average
energﬁ/ | exsgma$ natbi cogstrained (REGS b}C ead KF1Gr 426, respectively).t RK@shtDd can be

compl | catizatpy® Me FrehdS mptevedin TR AT G Y BrATRE Bl Srstatana.
threshol go - Wed Mcdddt s fRHTEE IR by Soddd 518U HIANR IS SAhS SigeR, |1 ke

mean and variance.
which is a requirement of many transmission channels. When the coder is able to

vary the number of bits from block to block, there is no effective constraint on the

30 number of bits used to represent the signal. As shown (FIGS. 11B and 12B), in a bit-



Anot her consideration may be included that inproves the separation int'o 20
“high' and "I ow groups. Wen nore than two bandw dths are included in the

enbeddi ngwRy PGeSS, the energy levels in the signaling banggraf®depgndent .
When the highest bandwidth is “on', all the energy levels in each signaling

band shoul d be detected as " high'. \WeiRdt-he second hi ghest bandwi dth is

‘on', all the_si(gn(g&i n ei)(fvel s bel ow this bandw df h shoul d be detected as
“high' . tARsiraamedeedernthegiecoded signgh s myanfizerearas sioegyiot exastly metchethen

L AR B ol IR 8 B, o
. and D : ' | 5 |
B R e

bandwi dt hﬁ%)odiﬁtfe thiesth bétneRRneAes hihsk shB1BEhd B S3ERhEGuattiztr edor and 3,
- which are the energy between bandw dths A-B, B-C and =~ WO 021 15587

PCT/ US014@ie fik@ueiSies- Withewtehit condtyaintShthefooldbnis atde tabkactly siatcht the
probability for each energy bands to be in a high' state if the synbols
are uni f paatizegiceior it themasking thyesbakbthroughgnrt theafreguecy bands Forghe

babi | it j . b f the.d f each ' band
P he, bkt maRt al o ARSI aiskBrk Synel Bas e BANALROL D enar gy
band 1 i gl it ; fru
oonar 71 niot fife oFhRled PRMIABAMIML hE SoShddd Galbalrdlbed BYTRRISON " 45,
pr obabi | id thi®bx&hplRa FIGE! EIA ahf) 198w ﬂfmﬁas]ldhg tﬁfe%holla%étﬁré 4R Previ ous

forty states were used to calculate the current Threshold for each energy

band]0t hendduddtest. RIGiS: t1y Bs t1d Ce 4 2Woaridd] 2@ shsw the desubting feasdadt signainalhe
content within energy band 1. The remnaini naﬁten sanpl es woul d represent no

si gnal camdsdated masking thepshald isevenlaid in FIGR; $1/[d28eand 1 Hef RGripovige a
finding the average,.of the between t hese two u 5 The addition
of chann&PTPALSORWith @@gﬂpgﬁﬁfpﬁdqqqg\é\§§m SRﬁW-bg&@ongSS%QWSt @ntially
uni form i it Al r b S haald the encoder entered a synbol

t hat vvas'I?Sgﬁggg?ﬁl@%{eéiﬂés]fﬁg%‘n%&?%ﬁ@é%Aég extended period, this detector
woul d have difficulty decq@oﬂglgtﬁ%bﬁwmgph&m&gg cl oser the synbol
distribution is to the assuned prcobability, The nore accurate the detection
of the enbeddeiGSlalhand 1430ode iHostsitiune oftthe sighak cldiragrerietitoihat sesult ensure

t hat each symbol occurs only once over a finite period. For exanple, if
t here ar &rompmodyilating paramseierswitherthan seaskingparampiers iin RRplby coderguilnedch o

occur once.in.a group of four synbols..This generate uni que s ol s
Uhat  ar 6 OGSEEUIEE W5 el A eEisds s ing ecdatans BRyMciey YalbReci mum
nunmber o r ] r ' ol .and D
et OhnpATH ATl A oPRRE L 68958 ot B
02/ 15587 parkindtért/ 409@h6 R F3r ARH b1 0BRGP tinfBhicBA dendibd\bn tBE horidhtal t hat
t his reduces the enbedded
20 axis, there are illustrated two channels labeled left and right. When the coupling in
use flag is “0”, each channel is treated independently. When the coupling in use flag
is “1”, the two channels are combined into a single coupling channel above a certain
frequency, denoted by the cplbegf parameter. In addition to the coupling in use flag,
the coupling begin frequency may also be modulated, which is also shown in FIG.
25 13.
In FIG. 14, the effects of modulating the phase flag are illustrated. When the
phase flag is equal to “0”, the phase is not modified, but if the flag is equal to “1”, the

phase of the signal is shifted by 180 degrees.



data rate. Thus, a watermark detector according to this aspect of the
present invention may include 5 1. An enbedded signal detector that uses an
adaptive {(fy@sRed,d that is calculated by exam ning previ oyg sty gs7; The
previ ous states are separated into groups based on energy |level. The
threshold is based on statistics of th@&3each group that try to separate the

groups as nmuch as possiblg. 10 2. | t,i pl roups are involved, the
nunber of elenents in th%ﬁ&%ﬁ@giﬁﬂg‘gf S%Pgﬁa’b}gaslgaleg‘%sdependenci es fromthe

lO) ? n?‘r’]“é dts S ngg{%? F@gfned%bd%egﬁi@@gﬁtluaf %de&%‘f’édu@@ W Gtalr Fofaﬁﬁnﬁh‘?éi@bﬁgt ion

ose to mover atinte tine. 'S ensures

. the wat ebﬁ%lﬁodﬁﬁéqﬁr@épthEllg/b@@fﬂdﬁﬁﬂirﬁ’bﬁﬁﬁti(iﬂl. NTheWysim@Psiattby Control i ng

Strength of the Paraneter dul ati on Adaptive Distortion Control One goal

of the pdesamosimy tre input seznabindoioad oa mat eomgronehtsy and tmuseyzerdeptal

- detectability and m nim zed perceptibility. Perceptual encoders use a

t hr eshol #adysipée defsrmine hoy muchiacairasyiea hese eQmIpeNeIHs reUIMEAEPT of an

Pt S Ao s PE e S S A S AL bt aiTE (BRI

i mper cep - e

TR CoPhAbh o af SedARE I Yook AT BRBPIE BT BRI B ¢ e
the corrg&dodelf @ridéxfipleSofuehal §Rtbm s 4 hahSfolnb 3R Akl cBAPLs fAaES the
original input signal wth the enCoded signal (output of the rate control).
The di st sarhples toredsequenoysbabed représdntdtivreusihg altimedenedin tliesiagdi ng
paraneters to Qhan%e the outconme of the r ate control process. This may
creal@ acansellation @dPAL) trensfoan. deordénfodssateqeriachredonsimuetinn, de Ema-oop

contains,a 30 distortion neasure.and the i.nner. Loop is the rate cantrol.
Vodi 11 caflsmAG SHrBPIRs 5 PrOReRec/BIRE PEe AP IBE A IARO Wa PERE L HangIprER AT g

or' t e adeb e PERSHESCE cddioney sy 4 R o] Qi elebed A 0 e

encoder Stlﬁ'?)‘e%&'@?ﬂhé’&attahﬁter ﬁ{(ﬁ?ﬂle%Pceé)-fﬁﬁpgfxﬁﬁﬁcilﬂruggm% IgT® wat er mark

using a threshold of percepti i'ty acco 0 an pect of the present

i nvent i omairgaghperiedtreédristruction after The ivprseaeasfodn pravekain the dedaten¢li¢ ned
in the MPEG 2 AAC perceptual coder in which two nested | oops are used to
det et$i niimendowpin samples are windawed, omedappedrandiagdad using paspmetsidwn i n FI G

oS D S8 8 e RS 05 o
shom | e ot R UhL A VR SRCEAen T B Ohan e bl 2 bons

much as gesss herdida38 AnlirePers® TD A trankhGmiy, A68S8g 3¢ nfthidhizéd ot ?erﬁBW'I:Ecli.iGEd

by nodul ati ng a perceptual coding paranmeter or paraneters (shown in

26) to fDletdilsl reghelipg yenefrnusdding ueihgl TDAIC pensfopmsate sdifeghohd, as nuch
as possible while al so enbeddi ng_a watermark signal. All of the paraneters

|i st 3@ i nAnalysisabynibesis Frﬂt@sBaldg DesigndBssegegn Tong DomerinlAdiasing n thi s way,

the b ¢ GARGOIn by paBeet anh BrdlehTEBH oo oReoustcs, SPeechoand et o 1 o

i gnai 1 SO O RUSP PR3 QutEE BB Pl IRLE oTep 20) and the

umber of e e e, BTk TR BRI B Pokdin 11 11E
Aliasing Cancellation" by Princen et al, Proceedings: ICASSP 87, 1987 Intl. Conf. on

25  Acoustics, Speech, and Signal Processing, April, 1987, Dallas, Texas, pp. 2161-2164.

py

A watermark may be applied by modulating the parameters of a time-domain
window used in the construction or reconstruction of the transformed signal. For
example, a mismatch between the slope, or alpha (a), of the time-domain windows
used during encoding and decoding results in time-domain aliasing when using

30 critically sampled transforms. This aliasing results in a unique noise or distortion in



the process is finished (step 24). Alternatively, the iterative process
continues until the nunber of bits used nmatches as cl osely as possible the
nunber of wavplk@pl e bits. This is usually acconplished by pagjiaihg;t he
perceptual threshold, via quantizer step size nodifications, until enough
i nformati on has been di scarded (step 2@p- 25 A distortion neasuring
process, the guanti zer st Size process

i Fl 25, be, added §
to ens urléostgﬁ!ﬁg tljé’g‘?"r%n‘ffr eﬂH@“g’?‘X‘?iFgmgc &&%L&‘%‘Wﬂdﬁ@" P@?@%’n?ﬁ&r @tbedi ng
th il i .. The distqrti
reasur o SToERsh OF HEEORERRghE Be baRlARE S dhutx B e v S et o 1
-+ the 111 S 5 SRcBfler! diftplf. AORRGrtioh[ ' X SerdsBOR dfneliM3he hﬁyg}m@gﬁégﬂr med

to quantize 30 t nput signal according to a rate cons n 28) .

Then a dihstcoded @ndeidinal digmls, A4 Ba) be nétZreBWIT idpdibidarlifacial tivhat es
- how nuch distortion exists (step 30) and determ nes whether the distortion

i s actepmaitteed emboidimentythe alphe &dope) valhesesfithedimedemaia windéwtdre

di stortion.is not_acceptable, the spectral coefficients are anplified (step
34) and mﬁéufﬂt%@egy InirodupiagacpIsq er eistoriostsienal deatils mpersgpublecbutt he

e pr oS ORI AR 7w ook et By bR La8 e Br or e

bet ween - O LGy i : . It in

audi bl o S FoHREreRling wateRariobARBl CorcBilg Te MpdBY niBlinhBR, | o1
measure proc %ﬁothéi‘\PmmdielFéﬁheZﬁne-'d_éma'iﬁdvihﬁoﬁﬁthﬁtr M) DeldhangsPibrdepat a
codi ng paraneter value may be 10 varied fromits default val ue when

nodul (at el @mdreyet wateasnavk ishithe typeeobwimdisw afsetfh Fopexamplejal KaiseeBested. Thi s
maxi m zes ﬁge possi bl e detection of the watermark hecause it preferably

causes alehiied vapdewrmpyheasedtnembed a watssmatk b @f 50" ,twhilpa ing|
threshol d i.thout, the djstoytion bein ercept i.hl e. e rate control (step
28y <~ svindivg s e (eCorBheds fratmutiit 66 P ams aediloted WHdRd phengee
38) ste f t il abl e conprom se is made. Certain
codi ng 21?/13 g&?@%@ﬁﬁg?ﬁ&)}ﬁydrﬁgﬁg%ﬁ%é a rate control process during
encodi ng but Nédﬂfbhaﬂ?ﬁrﬁox@bﬁi&i&ﬁpx@% Aetdotatility QT fifindze pRr@pBilithOfhesuch
codi ng systens to enploy this aspect the invention, a distortion neasure is
addelh Owietow pdearsetes nwly smbBElBi&] adaptivedy iretiche dependinigeomisighal t i on
control process, 20 integrated for  the, purposes_of coding and with m nor

modi f i cathdacterslics eF omatanredransiens signals mayabseavie the swtenmaykisagnali s

aspect of t resent invention. | hqul d be noted that in varjable-rate
cofi ng et aRed iR 89 anBbedls St dble & Belisft B Retals ahdvmofuiitiont  rm
sol uti ongyt I i il '

conpl exi Tyt a6 8 Ehe THE oo bIRhe SERGmbtl sl 30 &M bAiheg of

accor di ngsyiohohbeusticagaiporalmigsking effesish Fukthérsions, tthe BréMaR Writhg process of
the type just described. Preferably, The goal is to maxim ze robustness by
f or 2thg miedubsticecand; fconseuently) ticstrepgtinottherwateiark signallindke decedidas t he

change in quantizer error_in pass, 2, as.close to the perceptual ;threshold
as possi#geal mﬁYﬁWeadlapF@FlYﬁ&Qg&SqdfépﬁéﬁiE@p@mﬁ}e sowressigng gharaptersticsul at ed.
In the s nd. pa the quantizer error .is opn. ..No hat therg is,some
v 02 155 Mt s hE AN phtimEler el Y R el ol eRath of mene
quanti ze et r i 1

par anet cpdfed FoydrIBE; ARRHAOL the BpRAdRcoustiq 1Bathing EHaBloriSHes b Bt
(i.e., téigndleddapdeinalytedadidassedas %?’Ia‘l?ﬂ’ie watdrifarlabhed dinpepravaittoafiy er r or
within a critical band), has been adjusted and results in a nodified
quanj zethesimount & thkenigmatdh foera wateomarkayymbohsudibiat #ds exestimillytthaskednd
still remain inperceptible. Note that the nodul ati on of the coding

' par anet e Y thessignal eontgnts) | ghtly different quantization error over the
entire spectr ecause the nu f. bits available i.s affected. This

il lustrates tm Hﬂﬁgﬁ]fom &WBF&?&@&%’&%%F%?%:P%&IY% Yting quantizer
"resolution in certain bandsyscauses ergpor in the entire spectrum not only
the 10 band in whi kD ke 2pH n(ab\eﬁn)ﬁgL Ga.ﬂ}]aiﬂ)é)an)E pas& 4N/2% he degree of
nmodul ati on of the coding paraneter hasS been adjustéed again using
information from R}?ﬁe; 3 and the resulting quantizer error is as close as
possi ble to the perc Stual threshold. Although it is preferred to bring the
guanti zer error as close as possible to, but below, the perceptual

t hreshol d, when nodul ati ng one or nore paraneters that affect quantizer 15
error, the invention also contenpl ates the nodul ati on of one or nore
parameters such that the quantizer error is below but not close to the
perceptual threshold, as for exanple in pass 3 of FIG 27.



FIG 28 illustrates the watermark enbeddi ng process wherein the chosen

wat ermark codi ng paraneter is the overall SNR offset type of paraneter

(i.e., theodBnssgaroffst, fsnroffst, cplfsnroffst or |fesfsyonafddbsyrz

paranmeters). Note that in this exanple, nodulation of the overall SNR

of fset parameter results in an exact m#fch to the perceptual threshold.

This is because the SNR offset type of parameter is a uniformoffset of the

perceptual threshol d tﬂr"oﬁ?&flﬁﬁtn"%ﬂ%ﬂfrequency spectrum Accor dingly, the

process of adapting thg AT o the per ceptual threshold 25

usi ng the SNR of f set tg;ﬁﬂg‘iﬁéﬁﬁé’%‘gf‘@?‘“’ré&qui res only one step. A further

. facet of this aspect of{fﬁ)heiﬂ%ﬁlgygm sefM&éide on al lows a user to control the

of fset of the perceptual thréshold that controls the possible "gain' or

energy of the water mar w(n)Fhiwindaw sequenteé near of fset to the perceptual

- threshold or a nore conplicated function that allows nore distortion in
speci¥ic bands. This aﬁbh@oamtmfom@ce@ﬁfmmt sefileensgse of detection and

the audibility of the {jnal, enbedded.si | .. WO 02/ 15587 -44

PCT/ USOL/ 25. 173 Thi s n&%@aﬁmﬂa Pgﬁ?é‘g% l?éb%tr%ﬁéﬁ@ per cept ual
threshol d curve by a f]xe . r [ odifylng-the perceptual
t hreshol d, the user ma%/lée aggggﬂ{ve\éf)gr n@?@&mﬁoﬁgnﬁ%%mg@%di ng margin
i S negative. (5] rRPHES : LG d
VPEG 3 ARG 5 miepsie HelBlorOHRdw Sufitriesy M Hhdt Bivel JohRd KBD)
conput edwiradeds can badefinedby thd fdlldwingvajuatibhe to the coder and the overall
signal -to-noise ratio. Next, the perceptual threshold is conpared to the
guanti zer error. If the distortion (dif n&? gﬁﬁween per ceptual threshold
and quantizer error) does not neet the selPot/ requi renents, the chosen
codi ng paraneter nodul ation iPEmg(mcti!,W)evd he 10 distortion and the
process is repeated until the distorti EWm@ﬁ,@gpyabl e. In a preferred
embogj nent of this aspect of the invent{gh, the distortion is conputed fiom
groups of banded coefficients (i.e., grouped by critical bands) that form
t he basiwhefe Wi€Bpe theKnisat Behsad kemeal wintlowhtmictiobedefutedchst hat t he
perceptual threshold m ght al so be based on the quantization error of

i ndi vi dual spectral 15 coefficients atf th ggawhjj, of increased

=0

conpl exity. Once the threshold is esfaBridh d’N—/ghe istortion control
portion of this aspect of tppeg; g,v]@P;i n BegrnS. THeJjcodi ng paraneter under
test is nodulated in accorddfice W th subseneant iterations of the

di stortion process. The nodul ati on of the encodi ng paraneter affects the
resul t odnd Heistthe-Oth bodartBesselofunttien sgefatedads: bands perfornmed in 20 the rate
control process. The resulting threshold of the bit allocation is conpared

with the original perceptual thres&srlp(if(wzgkhz codi ng paraneter is
=13 1

nodul ated iter atively until thee quirenents are nmet. If the
requi renents for conpletion are not mét’L t'he Jrmasking threshold is

r ef | at ed using the nodul ated paranmeter. . 25 In a preferred enbodi nent
of tHis aspect of the invention, the termnation of the adaptive distortion

process may ouer VIRRurhiYs (R GRRYPlnd BHERRPWindds b ferghl 500 T eshol d

are equi val ent for any given band imterest and none o e bands of the

maski ng ateatek & fered id e diﬁbdﬁi% phasetby @sing bl = 4 vahee Rewiagskual and

-maski ng threshol ds never converge, fixrther termnation |ogic may be
enpl oyednumb€r 62 /14 88Rild bé moR@MhatoiAddws Ahinds6 hrerigybai] wiredowstiangsé hr eshol d
does not exceed the perceptual threshold. Term nation requirenments exist in
order t ocemhinatiainrofon mpd and oy= 4Dvindders thgravicear srivbothl tearisitiorFb&weza theows
an as(Pect of the present invention in which the paraneters of a
2 series of o = 3 windows and the single o = 4 window. In the figure, the decoder
windows implement o = 3 windows for all transforms. This mismatch in window
types introduces time-domain aliasing artifacts in the resulting output signal. The
amount of time-domain aliasing introduced into the decoded audio increases as the
difference between the encoder o value (o = 4) and decoder o value (o = 3)

25  increases and exists only in the section of the audio that was processed by encoder



5 perceptual audi o decoder are nodulated. In this exanple, the decoder

enpl oys a hybrid bit allocation (i.e., a perceptual nodel is conveyed from
t he encodgip dxAségre decoder). The received perceptual |y cogeqdisdmeam 40
is separated in the decoder into coding paranmeters 42 (representing the bit
al l ocation nodel) and reformatted data284 (i.e., the quantized data). Bit

al l ocation 46 and i nverse quanptization 48 are 10 perfornmed. In the next
step 50, WHIRYE NEHeT iSs ﬁﬂaém(tﬁ@ﬁ% @2& tgration dogsnef teghie dgeeders to be not

d_al i he fi i .h h,the | : I
comPut oL RRL i, bt b i B L Bt AP Bl RSB o1
. eam |f ﬂ‘{%%oﬂ?é&?f)&iléﬁ‘iblﬁﬁleéﬁmg%i@ﬁl.stS (i. e., after the first tine

e l'oop), a conpa

t hrough t rison 1% nade (step 54) between the inverse
quantized si grgh, m@gﬁﬂﬂlﬂs@ra&@ﬁa@@b@lﬂaﬁﬁﬁ% wind6®§ bF 1&ibth 2SBERSWERGS gpt abl e
- Distortion?) in step 56. If the resulting distortion is acceptable (i.e.,
neet $ pridetiaagle dioiuwindow valgeiis sivasd shringhhe debaling peecs:s ivitlc piverst e
and spectral coefficients are outputted to other functions in the decoder.

| f the JTDAL tiamsfors wondews epgabi, éime-demand ahasingoacmes cinjéwing nodul at ed

is adjusted (step.58).and the praocess of_bit al)ocation, jinverse 20
quant i zaW?E?ﬂ?llaahdlab@i i ithe e‘f%{eéefﬁﬁmﬂ- dmpevarsinihig exanepleatheembeddedodi ng

ek TG SR WS PR Ry R on
e AT RS FOSOER NS S B R °

al | oroatiwﬁaaizea-infoanﬁ%ﬁ%ettg@higﬂaﬂﬁétai s created in the encoder and
explicitly sent to the decoder). The signal data is reformatted using the

transmtted pgemnwepbebénefivial to uBeishoper tapifoah wimdelvsorher heplyhe tiedi fi ed by
a paraneter to enbed a watermark. The waternmarked version of the audio is
conpar edwateritaek ginegrtheyiredugadhe duratiomeofthe alinsing distertioor andbtheydwes not

meet the specj.fied MO 02/ 1sS87 -.46 PCT/ USQ1/ 25-473 predefined coppl etion
requir en%?ﬁ) '@ﬁly useid durigg ransient eprditions (1B AUG9 A lag)mﬁf# temp g
nmodul at i | . i ar anet er dulation in Response,to

et or o SoashGlot e RR (pE b Lol QeAMRGhy B8 SRulBlo uls FERRRATRBet o
the Ifﬂveﬁ{dr@gre ek i Bhe O VRAR a?ﬂrtﬁ&%b?gﬁoaéie%’ Mdre rbBiskt
indirectly by thé supplenental 1nformation or watérmark signal or sequence.
For exanplatsrne@kirol of the nodul ation by the watermark is nodified by a
function of one or nore other Ais&nal.s or data sequences including, for
exanpl e, a set of instructi oADAUMNIRdovEMedwatiomDst¢ctorsequence and/ or the

d if”SS? am howi 1§ FLyE ghe vl q%%iéﬁ‘aﬁeéﬁé?ﬁﬁ‘f«i'y%@%?%éstpi‘asrfcifo%%i%éfﬂé‘émi"n? o
21 G 2 pri . . . . . . :

% that o@ieRh SR RE IRt P AN 57 oo ARSI OB, Pt TR ﬁlﬁf“ .

o o e s B o el F e o et o

15 cont r cbmponénts oifithercédechdignalt ecei ves the prinmary infornmation or one or

more determ nistic sequences or both the primary information and one or
nore det er ni P8¢ ipossiblpdatection methqshmapwoerpare the diffesencsbatwden thessauree way

i whi ch d i nf i dul d f i d

tner! oG e Wbk Od SAB 4 G FR prTpes A6 i F Tty D AngFICop “etondar y
Fut rh - Tt FyiH . \ .

oy o e AR ThillMEd Foghd Soleh RN PerdE PEIITTOY sl BRI |
Becayse Ga@id ilﬁdwﬁféﬁﬂlaidiffﬁwdﬂied ﬂfiﬁdticglﬂv%@dsqi‘seﬁf qﬁjﬁris?eeﬁap&@&ﬁﬁoﬁ %&Eéédeger

function may be applied either to e encoder ion or to the decoder
f unct i onadhresholiptliis wiadddd ihdichted aara 9’ simbiol foroibe twetestipikled sectien of
information to the encoder function and to the decoder function,

respect i datey Spestrahdizeoriing helew aghresheldwonldbbedetaptgdras i 0’ tsmbolt put  of

“th t d functjon is.prj i nf tion, wit dd
fﬁgpgiﬁéﬁt’at‘ FoP ead%g&fﬁ’a Vet B i oish iy B iiglused g e abie in
e deco u . n ntrol s

e oo whHRRERE AUbAL! AnbihoPBeheblsf AR TRk rBERRBHICGRE

f unci onyaiteriyRikedkighal hiE1dok R TRE hRIpLIRRR in%ﬁu}%@ioh%ffm@ fgbbnBELHYS iofh ent

fromthat applied to the other. For exanple, the supplenmental i'nformation
controlling the, one or nore encoder function paraneters m ght represent
WO 02/ 1y87 - 47




PCT/ USOL/ 2~-t73 a waternmark identifying the owner of the audio or video
content and the supplenental information contr olling the one or nore
decoder fwirfl9egspar anet ers nught be a serial nunber i dentdcdviiddgihs
equi pnment that presents the audio or video content to one or nore
consuners. 5 Wien the paraneter controi?er 62 enploys a determnistic

coquence o Togh ke 1% JRNSY L0 WAL £ LS, SR eEtal LR Lo o
andthe. DRy BHng arREREh: ST BTSSRt AR e o "
- unct § ondectihedapae it s AR AT Aoutd cbApIR: MU flohcy B, be known

priori by the detector (but not p Icly or “may C icated to the

det ect or swirauidisg puédoraiant epectial dohohgntsttb e theashokd, Hewenemnhigubl i cly,
- may be known a priori by the detector (but not publicly), or may be
commubi cdireshald waidd bstrelated tosthe sirengthupfthelsenned sigmalr's spestral semponentbe

e e e e R ol SR Rl AP 7
e PRt o BRSO DR ISR, 0 e

decoder function output re%l)&l‘ﬂ%tih??ﬁ%%ﬁ&@&%ﬁ%i%r% at | east certain
al (e.g., thec

information about the source sig-~. _ aracteristics of the
source si gnal Tempbrdl heifetaphiels £esding tdchiolspyhapeaPBelpragietent pespond
to) to be known by the detector function. This nay be done by communicating
t he $Qur echsagifattson pepreptual abdig cediegritas descerbedtin CEnbandting thour ce si gnal

that th t troller i d t ond to, to the detect
funct 1 onPeriormmace el Perceetugh udte Riodrs P rmieeal Nbisg SHeDE LN LNk | Cs  of
th i gnal i cat ed, i .nassi-ble. fog the.detect
Funct | on’ tiendtes A0f SASEY YahEFNE: 1onsh ATRY (RRBTR Ginfatind) “haced on
an anal y@oﬁv@ﬁti&ﬁﬁg%&{st% g SRlendild! gLIE 1@@‘69%%&%1%?&08&95&3&9&%&%@@ er,

errors may occur e thé characteriSti'cs are origina

based ondbifain ¥ised tdishape the girmizatiyaMboisedn thé tidde domW¥a. OPhd prdiction

PCT/ USOL/ 2S-t1 73 -48Control I'ing Parameter Mdul ation in Response to a

Det etfri nican helpSeqeatiod witete the quantirationmeissfis whacedrinrtke siymbdomainanki theons
One variation_of this aspect of .the present. jnvention, involves controlling,
with a dERes ef #die iceaggq@}&]e@,s%l%onsa&a@m@fwtih% aé?plhw&meawl@ﬁeﬁ?éh%

{170 B PO RS ERRSOGA b el b eu B SRR Bt e £
sequence no}sjéeis @ﬁﬁé’c} 1884 YfitHifl $hd PRl edvégdﬂea& the tﬁﬁ@-ﬁ%ﬁqﬁ? thaskin
consequently, the duration of the"watermark 'synbol rates. If wate rk

synbol s sigmasid helppraventgproadiiod Pat-cahe tnad anifactahat otreitihy erapeiguences
in the watermark synbol pattern may be perceptible. By nodifying the

dur a20on conditions wéhepaiharapplied fstuency transfoamatpeamodt have spougntimeg, t he
duration of ;the synbol, repefitive effects nmay . be mnimzed. ,Table 1 shows
an exanpFesolptighitpreyaat guAniiZatian solseHEomACTHEIRS bgr%ﬂ!ﬁ tha fransigntandheng,
consequenilﬁl t he,duration of the watermark synbol, is dependent on a
det er mi ni® "@S ence, thus resulting in the pattern shown as the nodified

sequence. In i &b h e i epeat ed
if the determAmtl}@PEEtés%ggtar}lélg vai ugﬁ%@%%{f?ﬁi@&@@t Ee %? ﬁ?sca val ue
of "0", feepbial icodidg Systdm) itirsaybé appliebiossthet syssdray) shchaisod1bg Digital,t he
period of the watermark synbol pattern increases based on the occurrences
of tR& vahuepmividing'ai furthise waattormodilate parsmgters tresuckcothedsysiéms. a finite
sequence should be ased thgt resets cﬁpﬁropri ately so that synchropjzation
“i's possible dift peRPra@IcEWItBAlsAsPer fdhe presppbvEnEARCORS o fPFg SN filter

sequence B ASE:d ARIBYRUEIE T PSR Gnd 1RO ISAERIDRE At brder and TNS

~sequence
noise shaping filter shape may be modulated, as explained further below.

The TNS process involves the steps of:



Table 1 Selecting the paraneter for enbedding the watermark 25 In
accordance with a further variation of this aspect of the invention a
det erm ni §ig G 3@guence selects the parameter or paranet er $45aHLY7sMed
t he WO 02115587 9 PCT/ U SO1/ 25~ 73 watermark. Generally, it 1s possible
to enpl oy any one of several paraneters30t-o enbed a watermark. For exanpl e,
t he nodul ati on ?f one paraneter may result ectr. al ener .

a

. N a sp gy

nodi fi cation in pefng the g ialp ?P&ﬁgépﬁ?ﬁfﬁf’@t%)wﬁ@ﬁ HEM§Fioanot her
par anmet er resul tsmgi n a rﬁg&%ﬁﬁg&el n bandw dth of the decoded signal. If
only 5 one par a I s C d, the r esulting watermark may be nore
. per ceptible toya L : enshti Vi . ‘ ergy

nodul ati on. On tzhéaﬂ%'glﬁie]& %ﬁfﬁg’@ﬁ’ﬁ‘ﬁ@ﬁ?ﬂ‘%&"ﬁ%@‘?’é@?ﬁﬁ%@@g“ﬁ at is used
swi t ches between pReidoridlagorAftRRBANRERIZ rRBGsiBH] Wndt i Ng anot her, the
- resulting watermark nmay be | ess perceptible. As the nunber of watermark
enmbeddi ng par andt éf thd puedictimsgain ek seatsfacaartaie dmeslsoldpa aoseeshapimpefiltdd (t he

i mpai rment i ntroduyced ﬁy thngvaternark IS, nore noise-like). Table 2
illustrates two was3pphe speairalLqsaticifatser s may be sel ected for

nodul ation. Ip the fi.rst exanple, sho i art."a of Tahle.2 .par ters
Tand 2 ake IF Eieniah e o i nibbe ks, df 1B hnissoibePing ARErRALiTHPRIR, ne
det er m nistd S) : j

tat e onTang (S PG RL The ool iR IRinig MAEFRRY o gl TR EhEvhp of
nodul at egh §ipe thé abseriafdngaiimBercof dffeyad temp6ial hedponka. EBYR¥YriRg cBithinneed
not be, the paraneter's default value). Accordingly, paraneter 2 is

modul @t egatameterstodtthisrtefiipecali enyeldpe WS spedtred-ddmaindilBSing laveatesmack nifer
wise it is mpdulated to a state reflecting a "0" value (either state my
be, but hes&mbsddedin thesigpak dreather words; ane madnlaies therpeisesheping dilteriam

e AR R o 5t B

and 2 ar Er%%l . to a state reflecting the value of the W5 dependi ng
only on @he dl%@'}lf. For exanple, paranmeter 1 is nodulated fromits

defaul t st at eAh @x@ndpl@fyetehfiorficdrviatopt dSpoteUloffing QoumtpreRSMrd BY&r 2 IS
nodul ated fromits default 'state to'a state reflecting a W5 value of "1".
In thbs PSPlipyerses tines, ipdhmiratesk innklys.dE. det ect ed i ndependently, as they
both convey the W5. Sequence TypeSequenceDeterm nistic )
sequence10110bhoteamenad maskingsgdehis pite s1mdey tsgthe specirabmasigag model

PCT/ USOl{lge { fﬁ@’ertain perceptual coders. In particular, the downward and upward envelopes

for spectral masking are analogous with the backward and forward temporal masking
envelopes. In order to identify more specifically the TNS parameters that may be -

20 modulated in accordance with an aspect of the present invention, it is useful to
consider in more detail a portion of the operation of the temporal noise shaping
process. After decomposing the signal into spectral coefficients by using a time-to-
frequency transform, a linear predictive coding (LPC) calculation is performed on the
spectral data to determine if the prediction gain exceeds a certain threshold and to

25  derive an envelope of the signal. The prediction coefficients are then computed for
each TNS filter for each block as:

h=Rxx-1 rxx
where
rxx T = {Rxx (i,))}; Rxx(i,j) = AutoCorr(ji — j[); i,j=1,2,...,.N

30 rxx’ = rxx * win



-50 aParameter 1 = W5, DS (0)0100l 100Paranmeter 2 = W5, DS
(1)00010000bParaneter 1=1, W5 (0)10100011Par anet er 2 =1, W5 (1)01011100
Tabl e. 2 Wodi2fiyisng the rate at which the choice of paranmetpfirssPbssTs

nodul ati on changes 5 According to a further variation of this aspect of the
invention, the choice of paraneters f o3lmodul at i on rray change dependi ng on

d a7 N h d I f th
vt or mar RReBRRE 3 N N RSP Rt s et gy Ryt S BNy
h | | d
e s, LRI VeckH o B el oo CorifPuf "ﬁqtese”ﬁc”lﬁeioits&rs““ e
| ref1 cot | bt heNpEI ROty D rlaity Bihcipliift BB¥edhat e mifffinn ot DE. the

paranmeter's default value) and The sy repeats ue is "1"
and ot hepmsidiiont errer isatrthogomal dall Bataased én the pﬁedlimtbﬂ at ed to a state
reflecting the default value of the Ws (either state nmay be, but need not
be, tﬁte par aret isitializasiom timey an awtpcarelating mgltmo‘WmChweaﬂ@ompmdtaheOMgal ue
is d otherwise it is not repeated. As 15 in the exanple of part b of
Tabl e 2, %tt‘}f"r? dYai%et ers convey the watermark. Sequence T

aSequenceDet ermnistic sequencelOllOOlO( termar k

sequence01011100( W) Modi fied s ng% fegﬁg‘r"ﬁ%ter 1 =-1101 10000110of
techni que transitions) (W), 0DS Para ter 2 = W5, 001001 11100DS (1)1

Tabl e 3 whpM@ 02/ 15587 -51 PCT/USO1 /25.t73 Controlling Paranmeter Mdul ation
in Response to the Characteristics of the Source Signal Mdifying the rate
of water markg ?%EJQ()' ;E(anlsl ti QN5 . ustimeResdutione EI gnal anal ysi s Anot her

vari ation of S aspalt OF the iranddinR esoltoy §fo 6lﬂ%the 5
characteristics of the source signal, and then a ap (Y y coﬁ'trolllng t he
rat el®f whegreter nodul ation transi ti ons and, consequently the rate of

wat er mar k sinbol transitions based on the results of this analysis. In

parti cul BB = sigod plarryieng, in response to characteristics of the
source si gnal t he &e i on of he a ter npdul ation states and,
consequent | y,Tl}ehfém& 89 %Wno‘fart ée ¢ osy s diit eate oud numberef exanpl e,

rapi dly h naI ndi |on seful . degree of tenporal
maski ng ghﬁg‘l ﬁgeﬁw Baq ﬁlc{éﬁﬁerg%t lé&gﬁeﬁrtﬁ‘? rﬁn%qor@%ﬁé‘?e]é‘ HRRar k
synbol tr,ﬁ idion. If the anplitude of the tinme-domain source signal varies
beyond a pre- determ ned threshold fromframe 1 to frane 2 (assum ng that
the Bpurce siThwbpthasl SRRD off@naﬁtfse@ha;rthg fﬂtéi"tgﬂbﬁ:lrrr léﬁ()‘@iﬁ%] havi ng
frames), the vvaterrrark synbol 15 nay be al change” from offe value in
frame 1 ntefleation keefficients betow aaeetaih thlreshbikhﬁmn@the énd bﬁtlmrweﬁﬁétem sitray. of
nd the threshold fromthe prevr ous

h |
{1 2o ) O RETJFISHA Y be PAEAATE PRIPr to conuple WalPmBK infhaneisel o i ng
t t Ki,no th ' f |
con 1 oeBH fliet HRRS Fo? %éagﬁtﬁemés‘”'atg %%t‘ﬁ‘“%@?t&%ﬁttee&mr&? epreshiodo’
vat er mary fRYoREmhMRIeY fer a E@%ﬁ@gﬂmkablf BF R iet | bﬂf‘s ?ﬂgg gﬁgeﬁ%@a

represents the output o esho F OCE€Ss, suc

det €20 i oy alﬁ@:h—dﬂtirﬁaleﬁhépbﬂer Qﬂth%@%\ﬁ@ﬂ é!tehlgher)o Ah@t%ﬁ?&t%%nét&aﬂlaf‘ﬁla y be
transient condition occurred and a value o indicates that a tr "ansi ent
was presernged in loeder tocdonvey apmatertack isfthdslipe ¢f the meiddGhapingefilter itapfat ed

25 (by repeating the sane ED[?U' tion state of .the paraneter) i1f the SDS has
a val ue €$ r example, a watermark bit of one sense may be 111d1cated by using the optimal

coefficients determined by the LPC calculation, while a watermark bit of another
sense may be indicated by modifying the coefficients, and thus the shape of the
25 noise-shaping filter.
By modulating the TNS parameters (filter order or filter coefficients), noise is
modulated in the temporal envelope of the input signal such that it may be detected in
the decoded output signal. FIG. 18 shows an example of a temporal masking

envelope and the variability with which the quantizer error may be modulated within



"1 ". If the SDS has a value of "0", the watermark synbol is not repeated.
In this exanple, it is assuned that a single coding paraneter conveys the
wat er mar kwoMadsdgyi ng the rate at which the choice of parangyaishaqs

nodul ati on changes usi ng source signal analysis 30 In another aspect of the
i nvention, the just-explained aspect i~$2rmpdified so as to use the

w0 01 18PbpElo R o B854t SFocd e, s breminlsngPr sowBisgde, “as

opposed ¢ par anmet er nodul ation.. As in the just-explai ned
aspect, tcﬁlgkgg‘n‘g?fet?nﬁfgk't hat the transitions are | ess perceptible if they

- occur when t Mgasti¢H] Enlsodiiintds Dihe HResent tIRRIMHonBASIrBgidera WrHSbbust
"change-friendly" conditions. An exanple of this enbodinent is illustrated

in part Watrmarkiaglselution.rSinés theacdsepthat ispmddedesyethe TS prockst a¢ dghtly a
- state reflecting the rover se of the W5 (either state may be, but need not
be, the guipdestethesenveiong of thesouycesmgnalny is yanodiffiepls o tempesor dlesaDs

I is,"1" d oth i it t ted., P t 2 1 dul ated t
2 state PEATUEIRA PHOOUEfeRPinEEorisFiAINEWE (i ther State may be, but
d t be, ; . . ts wh 10
e n o FRERATEYS o Cu Sl AUtk NG bR LAE i RREh FAPRE' S, T
part b ofontaflled By ubiakhnal Ko RN c&ﬁeomtaew@;aﬁcﬁma%emr gach is

simlar to that showmn in Table 3, but differs only at the transition

rate is thesr easdpbncethetgniguealSiel dprpfahe aighad bse hoanandifiedbsidg TN dthe
sequence00101110( SDS) Wat er mar k sequence01011100( W5) ahbdi fied sequence
(r at HPartgselis arqmnglmqmparedmgo eithersmtanparakposdstiial repaessatatomncel

(05 bar anBRgrTpotil it Ihiesho sabenPeroheld s eeadah pansthE e REe geadsrot er
f nbegdj ' i gnal: Lysi.s 20 h
onect R emBGratIhAKIRE batithattsRM e pRoSR s ARRAIRD RSB TBNIS |

set of pigylanes BétiveRndobabingsd Md parespiiliafof theWiliehhnskaaagsthion

characteristics of the source signal. Suppose a particul ar”wat er mar ki ng
systemis  ViheDhi@8V nfaeKingdhhtatferlstivs shbdm a1, 118 wap &e applied & gabk by
modu] ating any of several different paraneters (e.g., parameters resulting
i n shectbands«fdhgpignabsthistablopsrlayering ebwateratarksalongavidnpatemtindgunoteon,
etc.). %pendi ng on t&ghcurrent ]gharacteri stics of the source signal, not
a1l of tngadonstogubed thewatermatle | nper cepti bl e changes in the decoded

signal. For 5 exanple, if the sgur S] SIE ' tationary, tenporal noise
insertion may be nore percepti b%dﬁﬁalz{@ %‘&fdft | energy boost in a
frequency ranggs khen itRattREGEREYRS bindwidth of an audio signal causes minimal

degradation to the subjective quality as long as it remains above a minimum level of

20  approximately 16 kHz. Experiments have also shown minimal degradation when the
bandwidth is changed dynamically as long as it remains above the minimum level. If
the bandwidth is modulated in accordance with a supplemental or watermark signal
in the encoder or the decoder, that signal may be derived from the decoded audio.
For example, a one-bit code may be embedded in an audio signal where a bandwidth

25  of 16 kHz represents a "0" symbol and a bandwidth of 20 kHz represents a "1"
symbol. This can be expanded to multiple bandwidths representing multi-bit
symbols creating a higher embedded signal data rate. FIG. 19 illustrates a 2-bit
symbol using four different bandwidths. This strategy can be applied where non-

robust, inaudible watermarks are required. The inaudible criteria can be achieved as



masked. As a result, it nmay be beneficial to reduce the avail able set of
paraneters to disallow those that are likely to cause results that are nore

per cept i bive f2oksgzhe current signal characteristic. 10 I n phlgkopnsan
exanpl e shows a signal -defined sequence (SDS) based on the sane

t hreshol di ng process (transient detecti3dn) as described previously. An SDS

val ue of ,"1"..indicates,that a transient nditiaon exists jn the .bl ock and
o abs viastebeg Sbgve; TSy fson e usEASRE Mok HAlTBRk 6h 8281 PR Tabl e

S, par ar@h%@gfojg)%ﬁéaggg‘;t?ﬁ%%ahecg%vo%dta%%é%g%ﬁﬁggrk when no transient

condi tion exi paramne ving a nodul ation state

- refiecting apra. g9 dovislan beimyM ofainfitio kigndl ik dolfiid'th AmBRAM ALigRAl

state reflecting a val ue of " otherw se a par anmeter 2 ving a

nodul at i wsing tled bandideh oif tigs sighall togepfesédt tht diff¥ny symbslsof " 1" and havi ng
-a nodul ation state reflecting a value of "0" otherwise. If a transient
condit i on exiGneprdem-with the hamdwisitla meatenmsarkingntgchinigne deschibveat aalgvenisi ch

B 2. it dnsats Upok Eherinieutopt pignal SeRiPHE A %%hﬁﬁﬁu:’f pebig.
From ¢ net Qap Prahe Rl leied EONERERRATR b Bol B A B o B8 Nen™

or andNYARInADRI ehibedWBil |sfgé'%ll daﬂa%a&%ﬁnb; BB a&gﬁaeaimﬁh(yutq{?@?gﬂﬁglaeﬂwng

paraneters that are prefe e In view of current source

char act edigaili @miterd> Fagr exantgde, iy psSaudie sigial cahtedLtoniists € av@iple sine wave
(SDS) 00101110Wat ermar k sequence {W5)01011100Paraneter 1 =1 (0), SDS

0) 100D PkHanttesonly posgiblasay 19 frasosit @nbadiedotoa in this sighalbsenld be to
PCT/ USQOL/ 25~73 Par apet 3. =1, 0),. SDS0Q100Q10(1) P meter 4 =1, W5
(1), SD eqmﬁal}ﬁaﬁﬁmele&hlﬁh(-i sp&@l&ﬁiﬁé&@&d@%@f%@f de se to

5 a Det e(gmirrlli f)t.i C {Sequence and the Characteristics of the Source Signal In
addi t i on”tBEONBMBt | i ng paraneter nodul ation using only a determi nistic

sequence or oQ |n\{et§18glrtﬁ':$llnrglﬁ% E}éﬁae Qicoh nr %%mﬁm—@%bedhgggeﬁtﬁ% ‘radt;'fc()nit «ﬁ{}zg‘i"é SO

cont errpl ates cont rameter nodulation In respo
det er m nihat ile sativei@el 2odtaihdiigh tfesquehty 8nerfgyl @né Waytio aichieek thikds Ther e
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paramet egs héasrinLés, $fis 0t p%irégp%ﬁ)fer.]tWith the addition of this noise, the embedded signal
can use the audio bandwidth as a signaling mechanism that provides a constant data
rate. Note that this noise only needs to be added within the signaling band. This
20 signaling band is defined as the band between the lowest frequency and the highest
frequency used to place the watermark. The signaling band can be divided into
smaller sections where more than two bandwidths are employed to create the
watermark.
FIG. 21 illustrates the addition of the noise shaped to the approximate level of
25  the hearing threshold. Itis added to a signal that consists of only a single sine wave
and it is added only in the signaling band. The addition of noise into the signaling
band does not have to be limited by the hearing threshold but it will probably be
audible if the energy were above it. Another dimension of signaling can be added by
adjusting the amplitude of the noise below the hearing threshold. For example,
30 additional data may be hidden or inserted if the energy in a region of the signaling



states of the signal characteristics. Mre particularly, using the exanple
of Table 5 15 above, the first two paraneters are chosen for nodul ation
when a trafgsdagRég7does not exist (SDS = 0) and those par amgicaigsogpe7¢hosen
based on a determ nistic sequence, DS. Table 6 illustrates this nethod. Se
uence T aSequenceSi gnal - defined se uemc¥-(SDS) 00101110Det ermi ni stic se

verce (00 IC0CIN e aaouence (VELOI0HISOPT AL, . o, 51CO)

Sob( 0y - g ot This Bt aiaidling BB moldast B o E R R Hedted
. (0)00000§@Qa] WO 02/ 15587 -55 PCT/ || SO1 /2y73 Paraneter 6 = 1, SDS (1),
DS( 0), 00001100M8 (1) Parameter 7 = 1, SDS (1), DS (1), 00100010W8

(0) Par anet er 'BhesignalisSletdotablB@s (dng Q986N RG] Cantehtlsl enstirddjusnbélosr
- exanple, the determnistic sequence nodifies the rate of transitions 5 of

t he viat ethesunpes bgudwidh. thistinpostant dhatitbel addedsignginuithinethiersignaling leanse
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t he sequence value Is not repeated. Sequence TypeSeq

( DS/ SS) Swhealadded iaveustallyelependinRS)inliotdtidiDeThismedusdsi the sekatdlioeof the
(DS) 10110010Wat ermar k se uence (W5)01011100Paraneter 1 =1, W5 (0), SDS
( 0) | Yhoowatdrneeko (&g irkependend randemmoissss @b ettegdslution because it does not

(0) 0101 0000001Q011000Q0Par aneter 3 = 1, W8 (0), SDS
1) 00100098 Y‘%@@c@f‘ﬁgpar aneter 4 = 1, W8 (1), SDS (1)00001100000000011000
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facilitase dddsdranclosgelasionhNy dedreadd thie, energdOnthé bsatilingHand. This energy
15  wvariability makes the detection process more difficult. In a preferred embodiment of
this aspect of the invention, a low-pass filter is applied to the source signal prior to
the addition of the shaped noise to eliminate any source signal interaction in the
signaling band.
In the Dolby Digital algorithm or coding process, even if the content in the
20 upper frequency bands is determined to be insignificant, a coarse power spectrum is
transmitted in the bitstream that can be used in the decoder to add random noise
shaped to the power spectrum. This is a feature of the decoder that is turned on when
the dither flag in the bitstream is enabled. The added noise in the decoder recreates
the watermark in the decoded audio even if the encoder has judged it perceptually
25 insignificant. The watermark may be inserted during either the encoding or the
decoding process.
A Dolby Digital audio coder is capable of generating changes in the bandwidth
in accordance with one of two bandwidth parameters (the chbwcod and cplendf

codes listed above in the table of FIG. 21). This creates an efficient way of

30 implementing the watermark. However, modulating these codes to generate



PCT/ US0112S-473 such codi ng paraneters nmay have constrai ned rel ati onshi ps,
or a predeterm ned hierarchy, such that if one paraneter has errors the

det ect or Weyo2aesgabl e to recover the nessage from anot her oegiuxd1paaneter.
Additionally, a determ nistic sequence nay be used to nodul ate 5
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t he det egiréjggf §iih Gasequence specifies which of parameter 2 or paraneter 3
wll vary aseJ on the watermark sequence. Paraneters 2 and 3 in this case
- do not carry the, vl ehamidls shaiild onbdih thesHre bysdwidih sbithatel@mp hsixiighe
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approximately 23.5 bps for a one-bit code.

20 The Dolby Digital coder sends an approximation of the power spectral density
in the encoder bitstream with each audio frame. It is updated every time there is a
significant change in the audio spectrum. The power spectral density information is
sent as exponents that are linearly spaced in frequency. In the Dolby Digital decoder,
dither is added to any portion of the spectrum that received no quantized information

25 because the signal information was not considered important. The dither, which is
essentially random noise, is scaled to the level of the exponent. This adds signal
energy to that portion of the spectrum. If the exponents in the signaling band are
shaped to less than or equa1 to the hearing threshold, the dither guarantees signal

energy.



coupling between or anong channels, frequency bandw dth, dither control,
phase rel ationship, and 20 tinme/frequency transformw ndow. 4. A net hod
accor di ngwig26k&ym 1 wherein said perceptual coder is an agdigkoeeddes of the
type that enploys a forward bit allocation. 25 5. A nethod according to
claim4 wherein said one or nore paraneiers include one or nore paraneters

that fall wthjn e or nore of. the foll ow n at egori,es: ski ng nodel and
bit allocati oﬁ}e é@ih}mggst%% e dfe SHERL Iélﬁfgwﬁéwfa%Sllﬂwl@zn}atl@msszen@gy
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i ncl ude one or nore paraneter st tlln on re o
foll owi ng cat egor ishaped tebe at ypbeloanthertiating thesholdl . THIO cdused thet hod
*according to claiml wherein said one or nore paraneters are selected from
the paraneters thaninamuseen¢rgytthdotlewoheshape ptithediegniag tbrashold. mor a of :
signal -to-noise_ratio, quantizer noise, time relationship. between or, anong
channel s, 15 frgqtaré,}l& ROASALE é@h?feﬂ?i?}ﬂateﬁ&f@éﬁhf‘ph%% afddition eapturep thist ween
or anong channel s, and w de sggict [um time-aliasing noise. 20 8. A nethod
according to clai UL SR ELaFEone or nore paraneters are nodul ated by
perform ng one aqf | ; ' nmet er
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between its two values, varyingt n or anong its default

val ue and one or mxpenehti@vendf 16 bitsMate Boeiy allyt1ed hbsvetieamhiifiunket ween or
am)ngoval ues other than its default value. 9. A nethod according to claim1l

wher €0n t he degr esigialimgrhdnatvwidth bécasiae dither is usually added. This ensures
signal content for the embedded signaling.

The two techniques described above (bandwidth variation and dither) can be
used to integrate a low complexity, fixed bit-rate watermark into a Dolby Digital
encoder or decoder. This system is robust against “normal use” of the encode/decode

15  chain that includes down mixing, dynamic range control, volume normalization,
matrix surround decoding etc.

Thus, an embodiment of the this aspect of the present invention may include
the following steps:

1. Adjusting the bandwidth to embed a hidden data signal.
20 2. Using a bandwidth code of the Dolby Digital encoding/decoding system
to adjust the bandwidth to embed a hidden data signal.
3. Adding noise in the signaling band to ensure signal content can be used
to embed data at a constant rate.
4. Shaping this added noise to be less than or equal to the human threshold
25 of hearing to prevent audible perception of the added noise.
5. Adjusting the amplitude of this added noise to add another dimension of
signaling to increase the data rate of the embedded signal.
6. The integration of the shaped noise with a Dolby Digital coder to

guarantee signal content within the signaling band.



one or nore paraneters is controlled. WO 02/1SS87 -59 PCT/ USO1/2S. 173 10.
A net hod according to claim9 wherein the degree of nodul ati on of said one

or nore palgAiIRkars is controlled to limt the perceptibil ipof®oi244b5facts
in the decoded out put signal resulting fromthe nodul ati on of said one or

nore paraneters. 5 11. A nmethod accordi¥ig to claim 1l wherein the nodul ation

of a paranet Is indir,ectly controlled in accqrdance w th suppl enent al
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to cl ai mpgliostionsi ExdictingnRe Watéfliatk Qe hc&istio Frs coisinkbisTRMLdeERBa | ncl udes
- either or both of the following: a set of instructions, and characteristics

of the i npwe diffgnki cliablenpe becausdaf thé addition edrogmsysise mpedldr aadnet hod
according to clain£12 wherein said set _of instructions include a 20
det er ni nfHetophene Ghakasterisiics andeevraall plavbask Nglume.cl ai m 13 wherein said

det I ni st ' - d . .25 15. A net hod

accor i ng o ERSEShE Aefs QS a0 SRFRe I BeiEds SRetior AL BDAM at oa i n
co il : .. bR at e

o more i aneBehd 8 findhe Dol RN FIREAGND0 J1f Folifik RORAED 007, 105a7

- 60 PCT/ desbkhp&xifidn of the Audibtthadcacioedltmatddbyrh Folribr WaREPIMatienth One or
nore paraneters are nodul ated in said encoder function and in said decoder

f unct® ongrag. ofbandpiassifittors thatladalyregthetsigralmgdiandy etf. Theeewsrgpdeeacnd/ or
L or oo Fighaling baad oan be bbianed Sorh this signal dbcomposttion. A detector canuse o
this energy information to determine the embedded symbol.
One possible detection method applies a fixed threshold comparison in each
signaling band to determine the encoded symbol. This threshold may be set at the

15  energy level just above the noise floor. Anything above this level would be
considered to contain signal level. FIG. 22 shows three different energy levels
required for detecting four different bandwidths that create a 2-bit symbol. Any
energy above the detection threshold is considered ‘high’ and anything below is
considered ‘low’.

20 This fixed threshold only works well in a closed environment where the noise
floor of the system is always known and the peak signal levels are never attenuated.
For example, if any other noise were added to the noise floor in the above diagram,
the third energy level would be considered ‘high’ and an incorrect symbol would be
interpreted.

25 It is possible to use a fixed threshold if the energy levels are equalized or
normalized before the threshold calculation. One technique that would accomplish
this applies an AGC algorithm or process to the signaling band before the energy
levels are determined. These levels are normalized by the AGC so that the ‘low’ and

‘high’ levels become more consistent. A fixed threshold can be applied in this case

30 because of the normalization of the levels.



detecting the supplenental information in the output of the decoder
according to claiml, further conprising detecting the suppl enental

i nfor mat i gy d2nséghe output of the decoder function. 10 19. pdriiRbeé73
according to claim 18 wherein the act of detecting the supplenental
information in the output of the decoddB-function is acconplished by one of
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each symbol may be required to occur once in a group of four symbols. This

generates 24 unique symbols that are groups of four bandwidth codes. 24 (four
factorial) is the maximum number of permutations of the four bandwidth codes. If

25 A, B, Cand D represent the four bandwidth codes, the symbols would look like
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calculated by examining previous states. The previous states are
separated into groups based on energy level. The threshold is based on
statistics of the each group that try to separate the groups as much as
possible.

10 2. When multiple groups are involved, the number of elements in the
groups is adjusted based on dependencies from the bandwidth
adjustment.

3. A channel coder that ensures that the distribution of the symbols is close

to uniform over a finite time. This ensures that the watermark detector

15 described above functions properly.

Controlling Strength of the Parameter Modulation
Adaptive Distortion Control

One goal of the present invention is to embed a watermark having maximized
20 detectability and minimized perceptibility. Perceptual encoders use a threshold of
perceptibility to determine how to reduce the redundancy of an input signal. This
same threshold can be used to adjust the watermark signal in a way that is detectable
while remaining substantially imperceptible.
As mentioned above, in some perceptual encoders, a distortion measurement is
25  paired with the rate control to ensure that the correct information is discarded. A
distortion measurement compares the original input signal with the encoded signal
(output of the rate control). The distortion measure may be useful to control some of
L the coding parameters to change the outcome of the rate conirol process. This may
create a nested loop structure, described below, in which the outer loop contains a
30 distortion measure and the inner loop is the rate control. Modifications are made

iteratively to the coding parameters by examining the distortion measurement until
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10 ’ utha‘g %};e demands of the psychoacoustic model are fulfilled as much as possible

(distortion control). The process of FIG. 25 is modified by modulating a perceptual
coding parameter or parameters (shown in FIG. 26) to fulfill the psychoacoustic
model, or perceptual threshold, as much as possible while also embedding a
watermark signal. All of the parameters listed in the tables of FIGS. 6. 7 and 8 may

15  be modulated in this way, although, some parameters are more difficult than others to
change during the bit allocation process.

The rate control process in FIG. 24 attempts to represent the signal by a
smaller fixed amount of information. The input signal is quantized according to the
perceptual threshold (step 20) and the bits used as a result of the quantization are

20  counted (step 22). If the number of used bits does not exceed the available bits, then
the process is finished (step 24). Alternatively, the iterative process continues until
the number of bits used matches as closely as possible the number of available bits.
This is usually accomplished by adjusting the perceptual threshold, via quantizer step
size modifications, until enough information has been discarded (step 26).

25 A distortion measuring process, shown in FIG. 25, may be added to the
quantizer step size process to ensure that some of the simplifications of the rate
control encoding process have not caused errors that are easily perceived. The
distortion measure allows fine-tuning of coding parameters to minimize such errors.
In the first step of the process, the rate loop, or inner loop, is performed to quantize

30 the input signal according to a rate constraint (step 28). Then a distortion evaluation
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In aspects of the present invention, a distortion measure process, shown in
FIG. 26, is used to determine the amount that a coding parameter value may be

10 varied from its default value when modulated and yet stay within the bounds of the
perceptual threshold. This maximizes the possible detection of the watermark
because it preferably causes as much distortion as possible, constrained by the
perceptual threshold, without the distortion being perceptible. The rate control (step
28), distortion control (step 32), and coding parameter adjustment (step 38) steps are

15 repeated until an acceptable compromise is made.

Certain coding systems, sqch as Dolby Digital, use a rate control process
during encoding but do not apply distortion control. Therefore, in order for such
" coding systems to employ this aspect the invention, a distortion measure is added.
Other coders, such as MPEG-2 AAC, already have the distortion control process

20 integrated for the purposes of coding and with minor modifications may be used also
to apply a watermark according to this aspect of the present invention. It should be
noted that in variable-rate coding systems, the rate loop is not required, thus
providing an optimal solution to the parameter modulation process while also
reducing complexity.

25 FIG. 27 illustrates how a watermark may be embedded according to the
present invention using a distortion measuring process of the type just described.
Preferably, The goal is to maximize robustness by forcing the effect of the modulated
parameter, which is illustrated as the change in quantizer error in pass 2, as close to
the perceptual threshold as possible. In the first pass, the perceptual threshold is

30 calculated. In the second pass, the quantizer error is shown. Note that there is some
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Note that the modulation of the coding parameter results in a slightly different
quantization error over the entire spectrum because the number of bits available is
affected. This illustrates that modulation of coding parameters, and resulting
quantizer resolution in certain bands, causes error in the entire spectrum, not only the

10  band in which the parameter is modulated. In pass 4, the degree of modulation of the
coding parameter has been adjusted again using information from pass 3 and the
resulting quantizer error is as close as possible to the perceptual threshold. Although
it is preferred to bring the quantizer error as close as possible to, but below, the
perceptual threshold, when modulating one or more parameters that affect quantizer

15 error, the invention also contemplates the modulation of one or more parameters such
that the quantizer error is below but not close to the perceptual threshold, as for
example in pass 3 of FIG. 27.

FIG. 28 illustrates the watermark embedding process wherein the chosen
watermark coding parameter is the overall SNR offset type of parameter (i.e., the

20 csnroffst, fsnroffst, cplfsnroffst or lfesfsnroffst parameters). Note that in this
example, modulation of the overall SNR offset parameter results in an exact match to
the perceptual threshold. This is because the SNR offset type of parameter is a
uniform offset of the perceptual threshold throughout the frequency spectrum.
Accordingly, the process of adapting the quantizer error to the perceptual threshold

25 using the SNR offset type of parameter requires only one step. |

A further facet of this aspect of the present invention allows a user to control
the offset of the perceptual threshold that controls the possible ‘gain’ or energy of the
watermark. This may be a linear offset to the perceptual threshold or a more

complicated function that allows more distortion in specific bands. This allows a

30 user to control the ease of detection and the audibility of the final embedded signal.
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between perceptual threshold and quantizer error) does not meet the completion

requirements, the chosen coding parameter modulation is modified based on the

10  distortion and the process is repeated until the distortion is acceptable.

In a preferred embodiment of this aspect of the invention, the distortion is
computed from groups of banded coefficients (i.e., grouped by critical bands) that
form the basis of the perceptual threshold. It should be noted that the perceptual
threshold might also be based on the quantization error of individual spectral

15 coefficients at the sacrifice of increased complexity.

Once the threshold is established, the distortion control portion of this aspect
of the invention begins. The coding parameter under test is modulated in accordance
with subsequent iterations of the distortion process. The modulation of the encoding
parameter affects the result of the bit-allocation of the spectral bands performed in

20  the rate control process. The resulting threshold of the bit allocation is compared
with the original perceptual threshold and the coding parameter is modulated
iteratively until the completion requirements are met. If the requirements for
completion are not met, the masking threshold is reformulated using the modulated
parameter.

25 In a preferred embodiment of this aspect of the invention, the termination of
the adaptive distortion process may occur when the perceptual threshold and the
masking threshold are equivalent for any given band of interest and none of the
bands of the masking threshold exceed the perceptual threshold. If the perceptual

and masking thresholds never converge, further termination logic may be employed
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into coding parameters 42 (representing the bit allocation model) and reformatted
data 44 (i.e., the quantized data). Bit allocation 46 and inverse quantization 48 are
10 performed. In the next step 50, a decision is made (Perceptual Threshold
Calculated?). If not computed already (i.e., the first time through the loop), a
perceptual threshold is calculated (step 52) based on the signal from the coded
bitstream. If the perceptual threshold exists (i.e., after the first time through the
loop), a comparison is made (step 54) between the inverse quantized signal and the
15 threshold. Next, a decision is made (Acceptable Distortion?) in step 56. If the
resulting distortion is acceptable (i.e., meets predefined termination requirements),
then the process is complete and spectral coefficients are outputted to other functions
in the decoder. If the distortion is not acceptable, the coding parameter being
modulated is adjusted (step 58) and the process of bit allocation, inverse
20 quantization, and perceptual threshold comparison are repeated. The coding
parar‘neter is initially modulated based on the watermark symbol (i.e., supplemental
information) input 60 and is subsequently adjusted based on the perceptual threshold
comparison.
A similar process may be employed in a perceptual audio decoder system
25 employing a forward-adaptive bit allocation (i.e., a perceptual model is created in the
encoder and explicitly sent to the decoder). The signal data is reformatted using the
transmitted perceptual model. This perceptual model can then be modified by a
parameter to embed a watermark. The watermarked version of the audio is compared

to the unmarked signal. If the distortion measurement does not meet the specified,
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10 coding system. FIG. 30 is a functional block diagram showing this aspect of the
invention. As in the basic arrangement of FIG. 2, primary information is applied to a
perceptual encoder function 2 that generates a digital bitstream that is received by a
perceptual decoder function 4. In this aspect of the invention, the supplemental
information is applied to a parameter controller function 62. The parameter
15 controller function 62 also receives the primary information or one or more
deterministic sequences or both the primary information and one or more
deterministic sequences. The parameter controller 62 modifies the way in which
secondary information modulates encoder function or decoder function parameters.
It does so by modifying one or more sets of secondary information each with either a
20  function of the primary information and/or a function of one or more deterministic
sequences as next described. Because modified supplemental information from the
parameter controller function may be applied either to the encoder function or to the
decoder function or to both, dashed lines are shown from the supplemental
information to the encoder function and to the decoder function, respectively. As in
25  the case of the FIG. 2 arrangement, the output of the perceptual decoder function is
primary information with embedded supplemental information. The supplemental
information may be detectable in the decoder function output,
If modified supplemental information controls parameter modulation in both
the encoder function 2 and the decoder function 4, typically, the information applied
30  to one will be different from that applied to the other. For example, the supplemental

information controlling the one or more encoder function parameters might represent
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sequence to be known by the detector function. The generator equation may be

10 known publicly, may be known a priori by the detector (but not publicly), or may be
communicated to the detector via a secure channel. Similarly, the key may be known
publicly, may be known a priori by the detector (but not publicly), or may be
communicated to the detector via a secure channel. For the system to be secure, the
only requirement is that the key not be publicly disclosed.

15 ‘When the parameter controller 62 employs the input signal to modify the
manner in which the supplemental information modulates one or more parameters,
detection of the supplemental information or watermark in the decoder function
output requires the source signal or at least certain information about the source
signal (e.g., the characteristics of the source signal that the parameter controller is

20  programmed to respond to) to be known by the detector function. This may be done
by communicating the source signal or, preferably, the characteristics of the source
signal that the parametef controller is programmed to respond to, to the detector
function. If the source signal, rather than the relevant characteristics of the source
signal are communicated, it may be possible for the detector function to derive the

25 relevant characteristics independently based on an analysis of the source signal and
the decoder function output. However, errors may occur because the characteristics

are originally determined based on the source signal with no quantizer error.
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- 5 consequently, the rate of watermark symbol transitions. In particular, it involves
varying, in response to the deterministic sequence, the duration of the parameter
modulation states and, consequently, the duration of the watermark symbol rates. If
watermark symbols transitions are embedded at a constant rate, repetitive sequences
in the watermark symbol pattern may be perceptible. By modifying the duration of

10  the parameter modulation states and, consequently, the duration of the symbol,
repetitive effects may be minimized. Table 1 shows an example in which the
duration of the parameter modulation state and, consequently, the duration of the
watermark symbol, is dependent on a deterministic sequence, thus resulting in the
pattern shown as the modified sequence. In this particular example the watermark

15 sequence is repeated if the deterministic sequence value is equal to "1". If the DS has
a value of "0", the watermark symbol is not repeated. It should be noted that the
period of the watermark symbol pattern increases based on the occurrences of the
value of "1"in the deterministic sequence. Accordingly, a finite sequence should be

used that resets appropriately so that synchronization is possible during detection.

20
Sequence Type Sequence
Deterministic sequence 10110010
(DS)
Watermark sequence 01011100
(WS)
Modified sequence 001001111000
Table 1
Selecting the parameter for embedding the watermark
25 In accordance with a further variation of this aspect of the invention a

deterministic sequence selects the parameter or parameters used to embed the
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! Nrvie &0%"&%&&&'1'1&%&%&&?%\ is used switches between modulating one parameter and

modulating another, the resulting watermark may be less perceptible. As the number

of watermark embedding parameters increases, this effect becomes more pronounced
10 (the impairment introduced by the watermark is more noise-like).

Table 2 illustrates two ways in which coding parameters may be selected for
modulation. In the first example, shown in part "a" of Table 2, parameters 1 and 2
take on the value of the watermark sequence (WS) depending on the deterministic
sequence (DS). For example, parameter 1 is modulated to a state reflecting the WS

15 value if the DS value is "0", otherwise it is modulated to a state reflecting a "0" value
(either state may be, but need not be, the parameter's default value). Accordingly,
parameter 2 is modulated to a state reflecting the WS value if the DS value is 1,
otherwise it is modulated to a state reflecting a "0" value (either state may be, but
need not be, the parameter's default value). The sequences from both parameters and

20  from the DS are required to detect the WS in this example. In the second example,
shown in part "b" of Table 2, parameters 1 and 2 are modulated to a state reflecting
the value of the WS depending only on the WS itself. For example, parameter 1 is
modulated from its default state to a state reflecting a WS value of "0" and parameter
2 is modulated from its default state to a state reflecting a WS value of "1". In this

25  way, either parameter may be detected independently, as they both convey the WS.

Sequence Type Sequence

Deterministic sequence 10110010
(DS)

Watermark sequence 01011100
WS)
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Table. 2

Modifying the rate at which the choice of parameters for modulation changes
5 According to a further variation of this aspect of the invention, the choice of

parameters for modulation may change depending on a deterministic sequence. This
may further reduce perceptibility of the watermark, as periodic effects introduced by
changing the embedding technique at a constant rate are eliminated. This
embodiment is illustrated in Table 3. In this example, parameter 1 is modulated to a

10 state reflecting the inverse of the WS (either state may be, but need not be, the
parameter's default value) and the symbol repeats when the DS value is "1" and
otherwise it is not repeated. Parameter 2 is modulated to a state reflecting the default
value of the WS (either state may be, but need not be, the parameter's default value)
and the symbol repeats when the DS value is "1" and otherwise it is not repeated. As

15 in the example of part b of Table 2, both parameters convey the watermark.

Sequence Type Sequence
Deterministic sequence 10110010
(DS)
Watermark sequence 01011100
(WS)
Modified sequence (rate Parameter 1 = - 11011000011
of technique transitions) (WS), 0
DS (0)
Parameter 2 =WS, | 00100111100
DS (1) 1

Table 3
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100 " *" 109&Rdifying the @B f(Watermark symbol transmons using source signal analysis

Another variation of this aspect of the invention involves analyzing the
5 characteristics of the source signal, and then adaptively controlling the rate of
parameter modulation transitions and, consequently the rate of watermark symbol
transitions based on the results of this analysis. In particular, it involves varying, in
response to characteristics of the source signal, the duration of the parameter
modulation states and, consequently, the duration of the watermark symbol states.
10  For example, rapidly changing signal conditions may provide a useful degree of
temporal masking that may be used to lessen the perceptibility of a watermark
symbol transition. Ifthe amplitude of the time-domain source signal varies beyond a
pre-determined threshold from frame 1 to frame 2 (assuming that the source signal
has been formatted into a digital signal stream having frames), the watermark symbol
15 may be allowed to change from one value in frame 1 to another value in frame 2. In
frame 3, if the characteristic of the source signal does not vary beyond the threshold
from the previous frame(s), the symbol may not be permitted to change values. By
correlating watermark symbol transitions to masking events or other "change-
friendly" conditions in the underlying source signal, imperceptibility of the
20  watermark may be improved.
In Table 4, a source-defined sequence (SDS) represents the output of a
thresholding process, such as transient detection. For this example, an SDS value of
"0" indicates that no transient condition occurred and a value of "1" indicates that a
transient was present in the block. In part "a" of Table 4, the WS value is repeated
25  (by repeating the same modulation state of the parameter) if the SDS has a value of
"1". If the SDS has a value of "0", the watermark symbol is not repeated. In this
example, it is assumed that a single coding parameter conveys the watermark.

Modifying the rate at which the choice of parameters for modulation changes
using source signal analysis

30 In another aspect of the invention, the just-explained aspect is modified so as

to use the characteristics of the source signal to modify the rate at which the choice
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the symbol repeats when the SDS value is "1" and otherwise it is not repeated.

Parameter 2 is modulated to a state reflecting the default value of the WS (either state

may be, but need not be, the parameter's default value) and the symbol repeats when
10 the SDS value is "1" and otherwise it is not repeated. As in the example of part b of

Table 2, both parameters convey the watermark. This approach is similar to that

shown in Table 3, but differs only in that the transition rate is here defined by the

SDS.
Sequence Type Sequence
Signal-defined sequence 00101110
(SDS)
Watermark sequence 01011100
(WS)
a | Modified sequence (rate Parameter 1 01001111100
of symbol transitions) 0
b | Modified sequence (rate Parameter 1 = - 10110000011
of technique transitions) (WS), 1
SDS (0)
Parameter 2=WS, | 01001111100
SDS (1) 0
15
Table 4
Selecting the parameter for embedding the watermark
. using source signal analysis
20 In another aspect of the present invention, the number of parameters in the

available set of parameters available for modulation is modified based on

characteristics of the source signal. Suppose a particular watermarking system is |
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same thresholding process (transient detection) as described previously. An SDS

value of "1" indicates that a transient condition exists in the block and an SDS value
of "0" indicates that no transient condition exists. In Table 5, parameters 1 and 2
nominally convey the watermark when no transient condition exists (SDS = 0), with
15 parameter 1 having a modulation state reflecting a value of "1" for WM values of "0"
and having a modulation state reflecting a value of "0" otherwise and parameter 2
having a modulation state reflecting a value of "1" for WM values of "1" and having
a modulation state reflecting a value of "0" otherwise. If a transient condition exists
(SDS = 1), then parameters 3 and 4 are modulated, which parameters optimally cause
20  temporal distortion, instead of parameters 1 and 2, which cause spectral distortion.
Having reduced the number of parameters, a deterministic sequence may then be
used to select parameters from the smaller set, thereby preserving the benefit of
switching between or among parameters, while at the same time adaptively choosing

among parameters that are preferable in view of current source signal characteristics.

25

Sequence Type Sequence
Signal-defined sequence (SDS) 00101110
Watermark sequence (WS) 01011100
Parameter 1 =1, WS (0), SDS 10000001

()
Parameter 2 = 1, WS (1), SDS 01010000

V)
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controlling parameter modulation in response to both a deterministic sequence and
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characteristics of the input signal.

10 There are multiple ways to combine the use of a deterministic sequence and
the source signal characteristics in order to control parameter modulation. Doing so
may further improve imperceptibility and/or robustness. In one such method, a
deterministic sequence selects which subset of coding parameters is used for different
states of the signal characteristics. More particularly, using the example of Table 5

15 above, the first two parameters are chosen for modulation when a transient does not
exist (SDS = 0) and those parameters are chosen based on a deterministic sequence,
DS. Table 6 illustrates this method.

Sequence Type Sequence

Signal-defined sequence (SDS) 00101110

Deterministic sequence (DS) 10110010

Watermark sequence (WS) 01011100

Parameter 1 = 1, SDS (0), DS(0), 00000001
WS (0)

Parameter 2 = 1, SDS (0), DS(0), 01000000
WS (1)

Parameter 3 = 1, SDS (0), DS(1), 10000000
WS (0)

Parameter 4 = 1, SDS (0), DS(1), 00010000
WS (1)

Parameter 5 = 1, SDS (1), DS(0), 00000000
WS (0)
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In another example, the deterministic sequence modifies the rate of transitions

5  of the watermark sequences that are modified by a signal-defined sequence. Table 7

illustrates this method. The second column illustrates the first step of altering the

embedding technique based on the SDS and the third column illustrates the second

step of further altering the rate of the sequences based on the DS. As in previous

examples, the sequence value is repeated if the SDS has a value of "1". If the SDS

10  has a value of "0", the sequence value is not repeated.
Sequence Type Sequence (DS) Sequence
(DS/SS)
Signal-defined sequence (SDS) 00101110
Deterministic sequence (DS) 10110010
Watermark sequence (WS) 01011100
Parameter 1 = 1, WS (0), SDS 10000001 110000000001
0)
Parameter 2= 1, WS (1), SDS 01010000 001001100000
0
Parameter 3 =1, WS (0), SDS 00100010 000110000110
(€))
Parameter 4 = 1, WS (1), SDS 00001100 000000011000
(1)
Table 7
15 With each of the examples in which multiple coding parameters convey the

embedded sequence, there also exists the possibility of adding redundancy by

applying the same watermarking sequence to multiple coding parameters to increase

error resiliency to attack or processing. To facilitate lower-complexity detection,

D
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) 1098846 (tgcker to %léé)uce &hlc)h parameter is carrying the watermark. In an example shown
in Table 8, parameter 1 conveys the watermark sequence and the deterministic
sequence specifies which of parameter 2 or parameter 3 will vary based on the
watermark sequence. Parameters 2 and 3 in this case do not carry the watermark, but
10  actas decoys. In this example, the decoy parameters will equal the WS for the

appropriate state of the DS, and will be "0" otherwise.

Sequence Type Sequence
Deterministic sequence (DS) 10110010
Watermark sequence (WS) 01011100
Parameter 1 = WS 01011100
Parameter 2 = WS, DS(0) 01001100
Parameter 3 = WS, DS(1) 00010000
Table 8
15 Conclusion

It should be understood that implementation of other variations and
modifications of the invention and its various aspects will be apparent to those skilled
in the art, and that the invention is not limited by these specific embodiments
described. It is therefore contemplated to cover by the present invention any and all

20 modifications, variations, or equivalents that fall within the true spirit and scope of
the basic underlying principles disclosed and claimed herein.

The present invention and its various aspects may be implemented as software
functions performed in digital signal processors, programmed general-purpose digital
computers, and/or special purpose digital computers. Interfaces between analog and

25  digital signal streams may be performed in appropriate hardware and/or as functions

in software and/or firmware.
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dlthel control,
phase relationship, and

20 time/frequency transform window.

4. A method according to claim 1 wherein said perceptual coder is an audio

coder of the type that employs a forward bit allocation.

25 5. A method according to claim 4 wherein said one or more parameters
include one or more parameters that fall within one or more of the following
categories:

masking model and bit allocation,

coupling between or among channels,
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20 8. A method according to claim 1 wherein said one or more parameters are

modulated by performing one of the following acts:

varying a two valued parameter between its two values,

varying the parameter between or among its default value and one or more
other values, and |

25 varying the parameter between or among values other than its default value.

9. A method according to claim 1 wherein the degree of modulation of said

one or more parameters is controlled.
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more of the following modulation characteristics:
the selection of one or more parameters for modulation,
the rate of parameter selection, and
10 the rate of parameter state transitions
1s determined in response to supplemental information and as a function of one or

more other signals or sequences.

12. A method according to claim 11 wherein said one or more other signals or
15  sequences includes either or both of the following:

a set of instructions, and

characteristics of the input signal to the encoder of the coding system.

13. A method according to claim 12 wherein said set of instructions include a

20  deterministic sequence.

14. A method according to claim 13 wherein said deterministic sequence is a

pseudo-random-number sequence.

25 15. A method according to claim 1 wherein said one or more parameters are

modulated in said encoder function.

16. A method according to claim 1 wherein said one or more parameters are
modulated in said decoder function.

30
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10 19. A method according to claim 18 wherein the act of detecting the
supplemental information in the output of the decoder function is accomplished by
one of the following acts:
observing the decoded signal,
comparing the decoded signal to the signal applied to the encoder function,
15 and
comparing the decoded signal to the decoded signal from a substantially

identical perceptual coding system in which no parameters in the encoder function or

decoder function are modulated in response to supplemental information.

20 20. A method according to claim 19 wherein the act of observing the decoded

signal comprises comparing the decoded signal to a time delayed version of itself.



