2 4 MAR 2006 METHOD AND APPARATUS FOR COMVAND PERCEPTI ON BY DATA \QAQU@@B 2006
SEQUENCI NG  ALLOW NG A BOUNDED TOTAL AMOUNT OF SPURI QUS DATA Backgro
Information 5 The present invention relates to peripheral control. Mre
specifically, the present invention relates to utilizing separate device
address call sequencing for control of nmenory bus peripheral devices,

all owi ng for t_of spurio data in the equence. In a
cont i nui ng q@%%%@%& RG # @ETlgﬁﬁYi}AfTﬁé?Aég'@ EQWRFers i o
sonetimes utilize pufpbl¥ QUNDER LOT AL e MOYNE QR FEERIQUE PATR i es for whi ch
the devices can be specifically engineered. For exanple, video cards
(graphi cs acgcel erat qr are often wutilized to inprove a conputer systems
ability to m&&é@ﬂ%ges wi t hout sacrificing overall conputer
performance. They free up a conputer's central processing unit (CPU) to
execut e Ot her cohifaPfashEYEniion Frlates ig peripherad G@@OEahvﬁdWi sperifgralipithepresent
conput ations. 15 Another exanple has to do with purpose-specific devices
for encrypt iyANEEIdelatee & yigizingseraraic deyics addtssoH ecquaiicngriat canrol of

comuni cated via the Internet, security concerns have becone increasingly
preval ent . BEsgoypbushsriphesd devossalloming foes boundedhamant of purigrselani thehe

unaut hori zed interception of data transferred across the Internet. An
exanpl e of sauewenon protocol for data encryption is the Security Sockets
Layer (SSL) (SSL 2.0, 20 revised Feb. 9, 1995). Wwen an SSL session is
initiated, the shrayemtihwinyquedsiot inSreagedBbinuter 49634 4n@ ebitfenty Fesignely OWser,

whi ch the browser uses to send a random y-generated "secret' ~key back to

the servier teméiine wlilizepiipdse SEHRIRIRANS hhftle hdi@ities & A thORVRLORRD DY
Net scape Corporation, SSL has been nerged with other protocols and

aut hent i cat ib@@eeﬁ&hh@@i@i&vrea.hﬁorle&arﬁ%le,e\ﬁidé%%}dg%ﬁﬁﬁrﬁ&a @aé??tE%q_LSog’tlangF) into

a new protocol known as 25 Transport Layer Security (TLS revi sed
1999). 1 2 4l t¢ Biftove a computer system’s ability to display video images without sacrificing

overall computer performance. They free up a compuier’s central processing unit (CPU)
to execute other commands while the video card is handling graphics computations.

15 Another example has to do with purpose-specific devices for encryption and
decryption. As more and more information is communicated via the Internet, security
concerns have become increasingly prevalent. Encryption techniques are used in the art to
prevent the unauthorized interception of data transferred across the Internet. An example
of a common protocol for data encryption is the Security Sockets Layer (SSL) (SSL 2.0,

20  revised Feb. 9, 1995). When an SSL session is initiated, the server forwards its ‘public’
key to the user’s browser, which the browser uses to send a randomly-generated secret’
key back to the server to have a secret key exchange for that session. Developed by
Netscape Corporation, SSL has been merged with other protocols and authentication
methods by the Internet Engineering Task Force. (IETF) into a new protocol known as

25  Transport Layer Security (TLS) (TLS 1.0 revised 1999),




Encrypti on/ decryption protocols, such as is used in SSL, are very 24 MA
conputationally intensive. The process of encodi ng and decodi ng R 2008
information can rob a great deal of a central processing unit's (CPU)

val uabl e processing resources. In addition to encryption/decryption and

vi deo processing, other activities that involve conputationally 5 intensive

and repetitive process benefit from purpose-s ific peripher.al
processing. | nBB?%WQ??‘??WB“WB‘&?Q%lg’sngbqsf‘? psed af?nveg’ ?‘f’é‘fpﬂ%‘%ﬂlg (a
menory bus  peripheral), such as for encryption/decryption, the device
needs to béutenstyey dhgptpesss of prepding gnd dasPUng PR AN T 3@9‘&% the CPU,
It is therefore desirable to have a systemthat relieves a CPU of a share
of responsichitrat prpcessingapis (ERY) wleable Prpeesangtesancsst Inaddities thy 10 provi di ng
a dedicated, active nenory bus peripheral. It is further desirable to

i nprove  cenepliadddcomtioeandeddeotpecesing, aiber ackvitigudipidatae compuiaianaignory bus
peripheral. Brief Description O The Drawi ngs 15 Figure 1 provides an

i |l ustrati dnteadfivesantlygpetiive procassey bbuedit fromtpwepose-tpecific gerigheal pfocessingat es t he
operation of an active nenory bus peri.pheral under principles of the
present inventi @ providing epuBpgae-epdcifitsdenict bowatearoty hads asmotidiusve of the
process of bus swtching for a dynam c bus peripheral under principles of -

the presentpeliphib,saéh asd6r dncitin/dechypfivh,deSde¥ feinkddd 36 beddionaal fushaipl e
address locations utilized in a sequential address call used for

triggering Mle {59tceRdTomTAHTIRRG HRASIU. PR isthdrboRSdeSitabld 18 hat £58@# thatvent i on.
Figure 5a provides a tine chart illustrative of data val ue sequence

detect i P : . i dat
etection Jefﬁ\{ehéld@@ &a@%@gggqeglgﬁig%ﬂg#*ﬂ{rrcén?ngﬁt%c%l"l’}“ﬁﬁm@n% adRifck gyis data

interl eave In the vant' ‘data val ues, under

princip (f S qfovi%!ﬂ apd’eﬁlﬁﬁgé aEﬁ%%'érﬁ&P Puﬁe%i flerMT 16 AfheF !iﬁgﬁltﬂﬁgqugfd%i des an

illustration o he "cChandge 1 n resu ne term seen ppar at us of

figure 5a i g changsds vURUS! R TPBUR R el hcat f SR IR GRry bRY SRR

Brief Description Of The Drawings

15 | Figure 1 ptovides an illustration of a typical memory bus in the art.

Figure 2 iliustrates the operation of an active memory bus peripheral under
principles of the present invention.

Figure 3 provides a flowchart representative of the process of bus switching for a
dynamic bus peripheral under principles of the present invention.

20 Figure 4 provides an illustration of exampie address locations utilized in a
sequential address call used for triggering a ‘Get Bus® command under principles of the
present invention.

Figure 5a provides a time chart illustrative of data value sequence detection
utilizing a predefined amount of tolerance for spurious data interleaved within the

25  sequence of ‘relevant’ data values, under principles of the present invention.
) 2




Figure 5c provides an illustration of a secondary parallel sequengey R 2

anal ysis overtaking and absorbi ng an ongoi ng primary conmand sequené@g 005

anal ysis, under 5 principles of the present invention. Figure 6 provides a

general schematic of the data val ue sequence detector under principles of

the present invention. 1o Detailed Description Figure 1 provides an

illustration of i . ] : AN r chi pset
B gr%{udg?a[ﬁq[lxshfﬁﬂ& 6%@; é}l%ﬁ%é dlh l‘reesé‘lt ifgﬂki\fé\ Eegl?l gsg&&?ztﬁé

102 (the host) utilizes one or nore ne In-1ine

Menory Modu - Th ost .1 tvpi.cal | y. communi cates with the nenory
nodul es vi agpggr%%%%%ur%g%gfg@ﬁéq’ u?‘ﬁer 'ﬁ(éﬁ%%fxr/%%?reggng%%‘r y nodul e sees 15
all address, control . and .data.signpals.being co i cated on t.he nenory bus
106. “The- host - 14857 MPdGem TR 5 SAEHORG S BEIR Sosionie PEHtIRd T or

recei pt of a nessage through wutilization of a series of ., chip select’
lines (buse¥ Hg‘%%%fgnd@%ﬁ?rgwgé“ REaiNERIHRALK COIMA SSAUBPERElSiSdEs 108 i s
provi ded. In,a_PE)I I\/I\/% for exanpl e, each chip select bus 108 would provide a
chi p sel®ectPringirlasef thegrgsewinveRBOpdul e and one to the backsi de of the

modul e. Each chip 20 select line 108 is associated to a specific nmenory
nodul e 108. The Fd@irp 6 peqvides agpnpeal soipmatia alihe data prles/jeeancofigtediornnd®sr y nodul e
is to receive the data currently communicated on the nenory bus 106.

Fi gure 2 i | prinsiplestod&hetpesentjeveatidon of an active menory bus peripheral under
principles of the present invention. In one enbodi ment of the present
invention, a Field 25 Progranmable Gate Array 202 (FPGA), is utilized for
accelerating various 3 2 4 MAR 2006 conputationally intensive tasks (such
as encryption and decryption). The FPGA 202 is configured for optinal
performance of the repetitive conputations associated with its purpose
(‘encr ypté onDeleitscdPdstaftionet . ) through parall el processing units, etc. In

one enbodi nent, the FPGA 202 is located in a DIMM sl ot on a PC 100
(Regi stered DI Mtigure 1 provides an illustration of a typical memory bus in the art. A
microprocessor chipset i02 {the host) utilizes one or more memory modules 104, e.g. Dual
In-line Memory Modules (DIMM). The host 102 typically communicates with the
* memory modules via a common memory bus. In other words, each memory module sees
15 all address, control, and data signals being communicated on the memory bus 106. The
host is able to define which memory module is intended for receipt of a message through
utilization of a series of ‘chip select’ lines (buses) 108. In figure 1, a series of chip select
*buses’108 is provided. In a DIMM, for example, each chip select bus 108 would provide
a chip select to the front of thé module and one to the backside of the module. Each chip
20 select fine 108 is associated to a specific memory module 108. The chip select line 108
asserted provides which memory module is to receive the data currently communicated on
the memory bus 106.
Figure 2 illustrates the operation of an active memory bus peripheral under

principles of the present invention. In one embodiment of the present invention, a Field

25  Programmable Gate Array 202 (FPGA), is utilized for accelerating various
3




5 Design Specification (Revision 1.2)) or PC- 133 (Registered DI NMPQ}S%@%
Specification (Revision 1.1)) nenory bus 206. |In one enbodi nent, on- réﬂgﬁ
SDRAM ( Synchronous Dynam ¢ Random Access Menory) 210 is shared between the
host conputer 208, which perceives it as normal nenory (e.g. simlar to
menory nodul e 204), and the FPGA 202, by sw tching, through bus switch

212, the addressl datal control, gonpectians. tq e _on- hoard M 210

bet ween t nEMORTo7Bn AN, Bt fRR 3E e ol Rad AfpRTb R e FEEAZE Y ven
time, either the host 208 or the FPGA 202 .has access to the ap-.board SDRAM
210°" Sui ¢ CHIRY R S eptoubinte TSt 3PeBHVS R UHOBGRRE SSOURN 510 bus | s
requested by the host chi pe 208 but controlled directly by the FPGA 202.
In one enbB%‘PH%MFT}CWH’P@H%%WP“OEOW-Ml’é?“gbéa P]é’f?fﬁs%%ﬂmﬁﬁégf APERe 202 two
commands: "Switch the SDRAM bus to the is host" and "Swi tch the SDRAM bus
to the PPGAMvOdigEHeythe KEGAAR: islopated ineddiMM slatpe s ECCHI9 (Rpgisterafl PAMM Get  Bus'
and " Put Bus,' respectively. In one enbodinment, a signal tap 215 is
utilized t&epignRpecificatmoReypionila)} ord Gtk &egisteraddPDBYIMesign Spepifidation as wel |
as the apparatus' 214 chip select, on the host's nenory bus 206,

r egar dl ess (Révisien Ivh)) eentbey bise206 h & one-ehdwm©d theSDRMVoId SDRAM (Byr2li@nous
connected, so 20 that it can nonitor the values driven by the host 208. In
one enbodi antpiclRemdim Akcess Manest)r210ts shased bbtweeit-BShod Qamputars? 08pwhicav e
enough pins to nonitor the data |ines. Hence, the data signals are not

moni t or ed iparckivesit aamemaBing@ndm Kd.&. aimilee anmembrysasdlila T4y, had tHedPGRUS)2, conmand
is to have the host 208 read fromor wite to one of two respective

trigger ad @y@ﬁf&ﬁﬁn%, Rhrbiieh 198 sRRET T 25RRAMIrSs 2R/ 0dBir SIRbBc¥tionBYo 18 Bihibakiidng
address and control signals the FPGA 202 coul d detect when the 4 2 4 MAR

20, 06 tpi Q@EIR DN O DStwleey th M6st 268 hndH8 FPGATIBNG ohd cBSRRSR Tt adGivaM t Ch t he
bus accordingly. However, on systens enploying Error Correction Code (ECC

Menory, thiggneC eitHef theMBESOB bRthk ¥PEAURR s RIERIEHe MBRldIR AN 208 | ssues a
"CGet Bus' command, 1t is presunably not connected to the on-board SDRAM s

210 menory .gyulifenfhB eyt BfiwitR 812, of this on-hoard SDRAM 210 bus is requested by the
host machine 208 but controlled directly by the FPGA 202. In one embodiment, the host
208 must be able to send the FPGA 202 two commands: "Switch the SDRAM bus to the
15 host" and "Switch the SDRAM bus to the FPGA." Using the host's perspective, these can
be called ‘Get Bus® and ‘Put Bus,” respectively.
In one embodiment, a signal tap 215 is utilized to link the FPGA 202 to the address
and control signals, as well as the apparatus’ 214 chip select, on the host's memory bus
206, regardless of to which device the on-board SDRAM bus switch 212 is connected, so
20  that it can monitor the values driven by the host 208. In one embodiment, due to size
restrictions, the FPGA 202 dees not have enough pins to monitor the data lines. Hence, the
data signals are not monitored in tt_lis case. |
A potential means of sending the ‘Get Bus’ command is to have the host 208 read
from or write to one of two respective trigger addresses in the on-board SDRAM’s 210

25 memory. By monitoring address and control signals the FPGA 202 could detect when the
' 4




5 attenpts to read fromthe on-board SDRAM s 210 nenory, it will 2d&apaR 2005
invalid data or ,garbage' - whatever val ues happen to lie on the nenory
bus's 206 data and parity lines as a result of previously driven val ues
(capaci tance and charge | eakage) - and this nay generate an ECC error,

W th possibly term nal consequences. The system may decide that the nenory

(the appar at; i.S. . def i ve _and shut do omunj.cation to it
entrely e Akt TR R B afend it et R SR b o oty
processing unit (CPU) na ener.at e read t chi pset 208, . e.g. the
ohi pset ZC}gO eé’ﬁ‘((ﬂgn f%?‘m%e&?g‘?‘yé‘fg %?fé‘?cirrﬁﬁté‘fn &%ﬁ&gﬁ?ﬁz}a e‘gﬁtﬁeth&mf‘]ﬁle data as
requested, then ites it,all back. The ECC may, therefore,  detect a false
error and W@HP@MCWfi’rQElﬁ’F‘t‘."R’ﬁé@ﬁ@ﬂ?zgglsﬁwé§eeﬁ(ﬁ‘§n?qwa‘ﬁi 8t ems, it may
be necessary to trigger the bus switch 15 212 through an alternate neans,
In one enbd¥FSHBAPlY 4t ¢repeatetdn therqnrhaggl STRRANES Hi9-mesaery. If thomhivse 288 nory 210
to trigger a 'Get Bus,' the host 208 wites to nenory on anot her DI MM 204
on the systaFoptsiersd fromise opboard ARRAMs FiGremony it Wé{@@d invalid datpyr
nmonitoring the menory bus' 206 address signals, which are shared anong the
chi pset 208 garbaged - appavertvakedbppgnSpiann 2helfemdyy bussddbclata2bd panig IERGA 202)
and other DIMs 20 (nenory nodul es) 204. In one enbodi ment, since

chi p- sel ecta ssujnaflpsevdBlyairyemedluesieapedtanesmid ghdrheleviazt oumd DhibMag 214,
204(gencrally), the apparatus 214 cannot tell which nenory nodule 204 (or
whi ch si de gherattah BOTe@) with pesibhytammindl Sehsbquihdesi Thed9siBg igcREIdethat Al SO,
since the precise usage of the nenory bus address lines to select rows,
banks, and the fleHaRS(thedpparbiid D1 AVRIBIFSCHRD S BuPffvil @B RAM AP 4, the
apparatus 214 may 25 not be able to tell precisely what offset into a

menory pPdubgsetidsyski@neveh e ﬂ?@e@e&lﬁgs&lg b9 theerirdt pPoBsi g@:ﬁit (i 30) ﬁ@e rved 2 KB,

expl ai ned below) is belng accesséd. |In one enbodi nen what may be relied

on is the U@ﬁgx%te(&freﬁch?y Re bLRASE 264, 9%‘ fab EﬁP&t %e?ﬂqfogf&vgapﬁé\?ttﬁ)ﬂs the eight

| east significant col'um address bBits. In one enbodi nment, ‘64-bit data

wor ds, L he ARBREALIHS qffik e rddisied ih RS ARacR IPREBEC by bR EC eSS

nodul o 2KB. can te

detect a false error and problems may result.
Because of these potential problems, it may be necessary o trigger the bus switch
15 212 through an alternate means. In one embodiment, rather than writing to the on-board
SDRAM’s memory 210 to trigger a ‘Get Bus,” the host 208 writes to memory on another
DIMM 204 on the system's memory bus 206, and the FPGA 202 detects this by
monitoring the memory bus’ 206 address signals, which are shared among the chipset 208,
the apparatus 214 (SDRAM 210, bus switch 212 and FPGA 202) and other DIMM's
20 (memory modules) 204. In one embodiment, since chip-select signals 216 are not shared
among the various DIMM's 214, 204(generally), the apparatus 214 cannot tell which
memory module 204 (or which side of that module) other than itself 214 is being accessed.
Also, since the precise usage of the memory bus address lines to select rows, banks, and
.columns vary from memory module 204 to memory module 204, the apparatus 214 may

25 - not be able to tell precisely what offset into a memory module 204 (from the beginning of
5




5 access was to a physical address 2048 * N + 1224 bytes, for sone? &'pnm \A@qﬂn
value N. In this exanple, the apparatus's 214 |nformat|on is the offset
1224 bytes, or 153 64-bit |locations. This provides for only 8 bits of
information. If the FPGA 202 executes a CGet Bus' request every tine a
certain offset into 2KB (the reserved area of nenory) is seen, it nay do

Bus- to contnreeOgbEapEhisy TR IEIR T I Rdsbeldimb . BBl B, T

system or s ftvvare a I n.one, e nmze such

a)éci dental * @&DBB?J@B %Pgﬁ'@§%ﬂ%§gﬂ‘gﬁ%h‘@%&?ﬂﬁw %&FS%ﬂﬁasf he command is
increased b |t|n no ust. to a single address but to a sequence of
addr esses. Ygﬁ ﬁ%b‘iqﬁgéeﬁf b‘%}“&ﬂ%%&%%f“?‘ﬁé”@b%@ﬁé”éa wardssthe ?quaraélﬁd to be

suffici entIX Iong it can be made unlikely that the chipset 208 w ||

randonl y 131fhest sk mha’ewm'ﬁvala’éé@és@bmﬁ&ﬁ%m@mwéo%&Jéh@@ tel], §.go Heat an

enbodi nment |t is not necessary to utilize a sequence of address calls for
the puts bustess Wanterichhysied) address: 2048 Adb+ 120hsites, o pmecinkgown vaibeNapar at us’
SDRAM 210 at the tinme of a "put bus' command, there is no problemwiting
to a si ngl ehis ekapgpde, thﬂj@lzpe@mstsril%nfenmmaﬁaﬁhmeffsesm bg@s, offl §64-kitich a
command, the FPGA 202 switches the bus to 20 itself. In one enbodinent, it
is likely tltationnelhds provides fdaomy 8 bits efinfoninniidn. Hithe FRGA 262 txeofites 4 H@etcomuand
sequence, ('non-relevant' values) nay appear on the nenory bus 206 between

command se@ishrqudst E@reiinsh 'cirialabffes intd PKB (ihs rébe@ed fred BEmédory) isledn, ithe
menory bus 206 may be used for other operations sinultaneously. In one

enbodi ment , mBadd ko2 HERIEAT, ymﬁ@é@:ﬂ&'ﬁmhés trigeehhdsaly iOBtentimbetdeBugener at ed by
a CPU, a peripheral Drect %00 I\/brmryygﬁccess (DVA) operation,

or the ghi RgimahA2 vt A&} by umé:gt%a' h‘feﬁloi'}nac%%& 16 Spettu Syl of ivlaRASt

significant 8 address bits, and several acce$ses such as this may

potentially, gﬁ&lﬁgﬁé‘ Wbt EmbdimBRPR iz &cﬁﬁ%&géﬂ '@e]th‘&s h& thEet Bus’

comand sequ nce, thus 1ntroducing spurious val ues t ween

successive Mnﬂ?oﬂﬁfo&nﬁﬁl&qmr&mﬁﬁﬁ ?ﬂﬁ&easleﬁ' by writing not just to a single address,

but to a sequence of addresses. In one embodiment, by choosing the sequence carefully
and to be sufficiently long, it can be made unlikely that the chipset 208 will randomly
15 perform memory accesses matching the sequence.
In one embodiment, it is not necessary to utilize a sequence of address calls for the
‘put bus’ command. Because the host 208 is connected to the apparatus’ SDRAM 210 at
the time of a ‘put bus’ command, there is no problem writing to a single trigger address on
thé apparatus’ SDRAM 210. After such a command, the FPGA 202 switches the bus to
20 itself.
In one embodiment, it is likely that one or more data values, which are not part of
the command sequence, (‘non-relevant’ values) may appear on the memory bus 206
between command sequence (‘relevant’) values. This is due to the fact that the memory
bus 206 may be used for other opefations simultaneously. In one embodiment, each

25  memory access by the chipset 102 - whether generated by a CPU, a peripheral Direct



5 one enbodinment, if the FPGA 202 ever nmisses a  Get Bus' corrmand”i[g éc%hd R
cause a large problem as the apparatus may then perform nmany ne y AR 2088
operations targeted to the apparatus' SDRAM 210 at a tine when the host

208 is not connected to that SDRAM 210. By contrast, if the FPGA 202

swi tches the SDRAM 210 bus to the host 208 erroneously, thinking it saw

he " Get Bys. h A . . h I '
10" some. 1 oSkt AUERS R0 BB b BBy Bl RGP ot G e BRERRR NG i |1

be sent, a t hereaft t.hings Wi l,l be back to nornpl. Therefore, in one
enbodi ment rﬁ?etle?wsﬁsi}g’ﬂim%‘g%tagﬁmﬁsgms@p syl AgreSpHvcRps WisuipE Al nay i nterim
spuri ous d%ta val ei}m Fi ure.3ﬂprovi des a flowchart representative of the
process of D WP isprenping o ses i GSERYS nemmpnd segusnce Hiusci pl es of
the present _invention, In one enbodinent of 15 the present invention, the
bus swit ch FEMERRPUeus fbit yalust bt vesasrecesive soms ofibe spmpped sedessce. In

comuni cati on between the on-board SDRAM and the FPGA. I n one enbodi nent,
when t e R8%embrdimenigif thed Gl 290 ryenpisassat ‘Gst Busd punmagGiicquidause a
encryption/decryption, etc.), it would spin-lock' the system(e.g., cause
an i ndef i nilarge pigblem, asithe appagatessmayathen parfosmnmupy sieawry qpessibin tergetadith st abl i sh
as exclusive of access to nenory and as uninterruptible an 20 execution
priority asppusiss SDRAIE10kha tme whetbihd hoenDS istlbecdnasdedus itaeSDRAM ZHEPi dl y as
possi ble, to a predeterm ned sequence of addresses in the reserved 2KB 308.

Si nce the Byuniss,dafths FEGAN02tshiclas pleer SDRISMAY10 bhasak it £8-dpoheddidlya wor ds,
each address in the sequence is offset by a different multiple of 8 bytes.

I n one enbaohinkiegitsaw theetiGetBeL getpvRe altbbugh i0ids6te sérl, tBSorflPLdrBMRenck398, 464,
1736, 1056, 408, 1840, 1256, and 704 bytes. In one 25 enbodinent, for the

FPGA t oodetsemit Idshef pedimBits, beoAIFBRANSRAIRRCS BusN@nBh M twill 888dnt, Gnd 4 MAR
2006 significant address lines fromthe systenm s nenory bus are nonitored

on each appi@@ifieadhtgs edirpﬁkb&qigénorhﬁl.onﬁer&“&éﬂﬂBH@&&@%&%W@E&Q%@%& are

conpared to the command sequence val ues determ ne ing the byte

e 2L o S B S By oee bove. These
) Figure 3 provides a flowchart representative of the process of bus switching fora

dynamic; bus peripheral under principles of the present invention. In one embodiment of

15 the present invention, the bus switch is found at the default position 302, which provides
communication between the on-board SDRAM and the FPGA. In one embodiment, when
the host wants access to the apparatus’ memory 304 (for encryption/decryption, etc.), it
would “spin-lock’ the system (e.g., cause an indefinite loop), disable as many interrupts as
possible, and establish as exclusive of access to memory and as uninterruptible an

20 execution priority as possible 306. In one embodiment, the host writes, as rapidly as
possible, to a predetermined sequence of addresses in the reserved 2KB 308. Since the
addresses seen by the apparatus are based on 64-bit data words, each address in the
sequence is offset by a different multiple of 8 bytes. In one embodiment, a valid sequence

of 8 offsets is as follows: 1208, 464, 1736, 1056, 408, 1840, 1256, and 704 bytes. In one

25  embodiment, for the FPGA to detect the ‘Get Bus’ command sequence, the eight least
7



5 enbodi nent, the portion of the command sequence previously seen i & MAR 29[}5
noni t or ed and the switch is made to the host when the whol e sequence has
been perceived. In one enbodi nent, the "spin-lock' is then renoved and the
interrupts are once again enabl ed 310. In one enbodi ment, the systemwaits
sone period of tinme that allows the FPGA to detect the conmand sequence

312 and it g the 10 t I t thi
ti neagerisgmalgﬁgicgégﬁ{heﬁ IWFDRﬁ%IESfio affm S‘Pﬁeén ot E@S:%r%%o 1t0recp g@g%@ﬁﬁﬂ' ag%guencles

ti ' d furth 5 nd 6, 1n
Erbod ment SFhEBn B%anbi%m%%. S B A e R SBPR SRRR ¢ o

t/d t f wha t he host
Then’ hakes VAT BA T GuEE ev&?eé%’s %ﬂ?eéé!é/ t@%ﬁ‘qs&ﬂ‘fed&”bﬁgaaseau #t Bus
320. The data is then 15 forvvar ded to so_that the conputational
activity (gtRiedabeyes tppr vabies ackSypts: 8h3 13%3?& B9 beh a5t $edn9d®. 1n one

enbodi ment, after the activity, the encrypted/decrypted, etc. datais
returned t Gubhdn@ORMNN nosidsef e comaznd smnm@qusb/rsemusw@rt@reéanct%@ Bus' by
the appropriate sequential address call 326 (sane as done previously

306- 316) . Iswitch s maeliothe iesttwheh ¢heFFGk pgnost hesheempacaeguent i al addr ess
call and switches the bus to the 20 host 328. I n one enbodi nent, after

wai ting for the Iawntembbdimengthe ‘Padlo8R s tHeheerhoad andthd interampts axt odcezes t he
altered (encrypted/decrypted, etc.) data fromthe SDRAM 334. Figure 4

provi des amghinleHgH16@S 100Tn 6he @xwmh@agaﬁag}@m Waitsabind period ofttinmakht allows
sequential address call used for triggering a ~Get Bus' under princi pI es of

the presentipe FRYRRS HQBet thdtoRitEnd ha¥B9Nh and Beidhoal idBDRAM e tehea  Cet
Bus' command by witing to 8 2 4 R 2096 (or reading fronm specific

predefiged qemm gy?l?(ﬂ% §d1|rrf3ﬁtaﬁdsQﬁ‘1§e ﬂeﬁo@ls@%&%@‘ﬁﬁfér&%h@q e praebds-droar d

menory In a preae sequence. | n one enbodi nent, to |n|t|ate t he system

during kerngly, e@é‘&ll%’fkge%% %&g@g&g? f'x@ﬂé&;t WY G adcﬁaﬁgu%% Rl gmerory is

reserved (on sone er than t he apparatus 406) at

a physical [ocat in Or}le%ﬂlbgdla‘léﬁ:, BRYAGRLY SDRARE nm&géme hbf Gith data to

encrypt/decrypt (or for whatever purpose) 318. In one embodiment, the host then makes a .
pre-defined sequence of address célls to trigger a ‘Put Bus’ 320. The data is then
15 forwarded to the FPGA so that the computational activity (such as encryption/decryption)
can be performed 322. In one embodiment, after the activity, the encrypted/decrypted, etc.
data is returned to the SDRAM to be beld 324. The host then triggers a ‘Get Bus® by the
appropriate sequential address call 326 (same as done previously 306-316). In one
embodiment the FPGA perceives this sequential address call and switches the bus to the
20 host 328. In one embodiment, after waiting for the switch to occur 330,332, the host reads
and utilizes the altered (encrypted/decrypted, etc.) data from the SDRAM 334,
Figure 4 provides an illustration of example address locations utilized in a
sequential address call used for triggering a ‘Get Bus® under principles of the present

invention. In one embodiment, the host 402 initiates a ‘Get Bus’ command by writing to




highest 1 MB is reserved under the apparatus' offset. In one enbodidrénMAR 2008
next, the reserved region of nmenory is set as “uncachable,' so that wites
toit will be immediately executed. In one enbodi nent, because the
apparatus 406 is blind to the chip select 408, it 10 does not know to

whi ch D1MM 410, 411, 412 the host's given address is referring. Therefore,
in one enbodi ment, .the di stingui.shj ng characteristic between address calls
s the degPheRMPG PR SW&@%&&%@%B?%H?WPQ@&%S@?C@E@S@?amelwm Eopev
410,411,412qfége all was intended. As stated previously, it does not
matter if tHE %&H’&W@@"&FP&W&%SCBWP% are. to just one DI MM 410, 411, 412
or if they are to nmultiple DIM& 410,411,412, 15 In a hypothetical sequence
of address cal | $"Ppe gRROdREE dpitiate thy system dutingisimel and drivenloaling imade to a
specific address in the third DIMM 412. In one enbodi nent, a second nenory
cal | 414 i ssoftmers at laptel¥d efmemarp éctesareedriemenye RBMVIES 310,41 1148 otectiad DI | VRV
411, and then a third nenory call 415 is made to a specific location in
the first Dhivappakus 40bhsttal physical laagoreorbo2KBboindatyh én Setamitdimamithe cal | 416
is made to a specific location in 20 the third DIMM 412. Upon percei Vi ng

t he conpl etlEghesglbiicis resetved apjen thatappardiiS offer.f aroms embddmemi feah) theAs expl ai ned
bel ow, in one enbodi nent of the present invention, the apparatus is

tol erant of ressavee regioib of mehoyAsisck B undRhalig” W chdtvAitdshe itGAMBB REnSBAMENCE.
Therefore, a certain nunber, "N, of "non-relevant' data val ues may exi st

i nterl eavedexeptitdi N t he sequence of “relevant' data val ues w t hout
preventi ng conmand sequence 25 recognition. 9 2 4 MAR 2006 As stated

previously, in qn8nSBRACHIMBRL beclsk tRfaphAtemadel ; : g%, feguence
coul d have been di lrlect edlto iheg ssarre aBPNM%lO,ﬁ?%ﬁ@iﬂevsﬁhE}ﬁ%ﬁ%ma ffetcti ng the

R e R T R A

Because t he apparat us here woul d be

,[] ﬁ e ¢ h gg,? € Bhglle'fr&gre,r ﬁ’xsc}ﬁg Embi[&l&eﬁf{ﬁﬁ d?stiﬁ&qéﬁ?fgcc%ar%teﬁ&% between g‘c!lc!resss ESic | ig cause

the depth into the reserved region, regardiess of to which DIMM 410,411,412 the call was
intended. As stated previously, it does not matter if the sequence of address calls are.to
just one DIMM 410,411,412 or if they are to multiple DIMMs 410,411,412.

15 In a hypothetical sequence of address calls in one embodiment, a first memory call
413 is made to a specific address in the third DIMM 412. In one embodiment, a second
memory call 414 is then is made to a specific memory address in the second DIMM 411,
and then a third memory call 415 is made to a specific location in the first DIMM 410.

~ Lastly, in one embodiment, the fourth memory call 416 is made to a specific location in

20 the third DIMM 412, Upon perceiving the complete sequence, the apparatus 406 performs
the switch. As explained below, in one embodiment of the present invention, the
apparatus is tolerant of some number of spurious values within the command sequence.
Therefore, a certain number, ‘N°, of ‘non-relevant’ data values may exist interleaved
within the sequence of ‘relevant’ data values without preventing command sequence

25 recognition.




Figure 5a provides a tinme chart illustrative of data val ue sequencg4 MAR 2006
detection wutilizing a predefined anount of tolerance for spurious data
interleaved within the sequence of "relevant' data val ues, under

principles of the present invention. For illustrative purposes, a string

of sinple decimal values and an "N value of 19 are provided 10 for one

enbodi nent. Further, a value,. K, |s.given, representi t he of
terns in the céﬁﬁtﬁiﬁﬁ pgeé’%ﬂ?g]ﬁc‘&m? ﬁm‘a‘?dé’ﬁ?]g’ %1 Otﬁ% ac@&qﬁﬁ?@g?r%%&gﬁ%%
enbodi nent, the data val ue sequence_det ector qhserves strjin f data
val ues (ad@p¥dbavederndirgied ty thesame mglq@r}&lg Hiheut qfﬁctﬂ"rgé#‘%%ﬂgtdi nent, the
detector |ooks for a specific sequence, 57961 for exanple, of data

val ues (addiesalydiffarencemsuldhegufiieh dumelect 4085 gpabled. Bepausg @e pprargiusy e
enbodi ment, upon recogni zing the first value 502 in the sequence, 5, a
first count is3gind tetechiptseleste oS, tiferovpuldla ne-clpoge torfle el Nde 631¢ ncr enent
one unit for each clocking signal (clock rick) until 20 clock ticks have
passed (unlsependeofiaddressaabt wanld cawss tiwr*GetBesy. encountering the first val ue
again before reaching the termnal count, "TC = 20'). The apparatus

encount er s next Figwésa prBadeustiné thast ithatrativwadfdetaivaluastquance @etedtion whi ch i s
required as the next value in the conmand sequence, the value is ignored.

Next, in Oﬁﬁiliﬁiﬁ%@@iﬁeﬂﬁcd dnftRnBgaleahesfoLs et dtsinRldaved@ithinnleount eri ng t he
second value 506 in the conmand sequence before the term nation of the

first count@guea@dofREEVARE dath Belubd, Uder GARUINIEY offtRAGBREt inbénlis@OFgr, a second
counter 508 loads the value of the first counter 504, which is "1' at this

poi nt. Bec qnﬁﬁraﬁbegplﬂﬁ&_%ﬁ%%nﬁﬂ‘g JF SRl cin viiabs i d A e Sy MR D afe)dBdddo
perform (I oadi ng done in the subsequent cycle), the second counter 508 10 2

4 MAR 2006 fopﬁr{eeéﬁ?d% RepsieP aRERe N LB BivER Feples&RiB iR nuRfér oftdhml e
t he secon I 1=20

enbodi nent counter 508 also”increnents up to N+1=20". In one

enbodi nment tp& ng‘?%gﬁ%‘}‘##%g@#{%#p%ﬁs{é chuafs%e third data value in the

sequence betore he'’'second counter 508. The apparatus
next sees two °

nex seeo {10 ok RS S oo RS SRRt e
values (address calls, efc.) pass on the- memory bus. In one embodiment, the detector looks
for a specific sequence, ‘57961 for example, of data values (address calls) to trigger some

15 event (‘Get Bus®). In one embodiment, upon recognizing the first value 502 in the
sequence, *5°, a first counter 504 resets to zero (from ‘N+1°=20) and begins to increment
one unit for each clocking signal (clock tick) until 20 clock ticks have passed (unless it is
reset and restarted by encountering the first value again before reaching the terminal
count, “TC = 20°). The apparatus encounters next a ‘3’. Because this data value isnot a

20 “7’, which is required as the next value in the command sequence, the value is ignored.
Next, in one embodiment, the apparatus encounters a *7> 506. Encountering the second
value 506 in the command sequence before the termination of the first counter 504 (before
the first counter reaches ‘N+1=20"), a second counter 508 loads the value of the first

counter 504, which is °1° at this point. Because the process of loading the value takes one

25  cycle to perform (loading done in the subsequent cycle), the second counter 508
10




first data value, the value is taken and the first counter 504 is 2estMAR 9005
510. In one enbodinent, this begins a sinultaneous (parallel) watch for

t he conmand sequence. In one enbodi ment, the capability to provide

parall el analysis is to prevent watching an unsuccessful ('fake') sequence
while a legiti mate sequence passes by, unrecognized. It is 1o possible that

the series.beling.nonitaor i starts.,at the first "5 502, would not
conpl ete t ﬁlgc(?ésné%lﬁse & 3&%[’?‘?{%%@%&@‘8}{?_5ﬁﬁ h} Qeeibofigentythe sp49nd CQURRE ¢ he
second "5 woul d begin a serjes that would ultimately conplete the
sequence w° g % %'ﬁo o N Bﬁé‘g o Iﬁﬂfﬁg ' elf’ ioPg pbofimey theapparsgis npwdeaksfardhepon
seeing a repe first, value, allowing a parallel. series analysis, the
appar at us ﬁﬁ&ﬁ‘iﬁtarﬁ"%‘ée ig the-sequpneshries i tetination 9§ thasecondeaaizs A8.“Ble 512. Not e
15 that in figure 5a the first 5 502 does begin a valid sequence. In one
enbodi ment 2PPREVERFFEFCAEE (0 PecBgrrw erd Hen 9°3°514 after a “6', "1', and W
This is the third data value, and thus, the third counter 513 | oads the
val ue of® t he se&bens embodimest, IBG@paratuk oéxt escouslers(a ‘atledBémbiedi inthecycl e) ,
and begins to increment up to ~N+1=20" with each clock tick. Next, in one
enmbodi nent fastdate valugythe galye iatden 3nd the fiest 2Qmssp Fod BlressredS0YMnsas a  6' 520.
This is the fourth data value, and thus, the fourth counter 516.1oads the

val ue of .t lenbbdiireds, Gosibegbrs aShidyitanwkiue iparallel) Wdtchafor thb bémRMd¥equedbdl 1REgi NS to
increnment up to N+1=20". In one enbodi nent, the apparatus next finds the

final val uentBmbbdimeaImieosbabBiOMePRSAde fahdlcl BaBRf is b ProBg vepadi ENt , upon

recognition of the "1', the command 11 sequence has been recei’ved within

al | owed t OlRBABGSRI (‘ARE) siSndelifhite W aeiihdik REnce pSks M Bnrkodafi-DE TR ved BY

t he apparatus 528. Figure 5b provides an i stration-o resu yi el ded

i f one feer PospRtmayint B&ies %H?&%ﬁﬁ@ecﬂ fyifidn aPfhe st &P %g.g,s’ﬂog'lﬂbq? ne

enbodi nent "such that, where The apparatus encount eré 514 (see

Fi gure 5a) cohfiRte fle s ?ﬁﬁ%%@ﬁ?hﬁ?ﬁ@%ﬁﬂi& Basther FossBRdhat H1AELopg LIRS PI €5 Of

t he present inventio oi nt | e sequenc ognition of the

appar atus. Rl beatt GOy bilaR R BmdiR Y Shauehd? WIG: STERACL e STNCe

first counter was not restarted upon seeing a repeat first value, allowing a parallel series
aﬁalysis, the apparatus might miss a valid sequence beginning at the second ‘5’ 512. Note
15 thatin figure 5a the first ‘5’ 502 does begin a valid sequence.
In one embodiment, the apparatus recognizes a *9* 514 after a *6°, ‘1°, and °8°.
This is the third data value, and thus, the third counter 513 loads the value of the second
| counter 508, which is ‘8’ (loaded following cycle), and begins to increment up to
‘N+1=20" with each clock tick. Next, in one embodiment after a ‘4°, *8, and ‘3°, the
20  apparatus recognizés a ‘6’ 520. This is the fourth data value, and thus, the fourth counter
516 loads the value of the third counter 513, which is “11° at this point, and begins to
increment up to ‘N+1=20", |
In one embodiment, the apparatus next finds the final value in the command

sequence, the ‘1° 526. In one embodiment, upon recognition of the ‘1°, the command

11




appar atus woul d not encounter a " 9' where it would have in the prevEdp@gR 2008
exanple, the apparatus continues to wait for the "9'. In the provided
exanple in one enbodinent, noio 9 is encountered before the term nation
532 of the second counter 531. Therefore, this series (string) of data

val ues has, at this point, proven to yield no event-triggering conmand

sequence 534. In on enbod st cou restarted. 537
pon r ecogHelFisR hE1 begh TegyeR B i Ageq 1 Sinest bt Gip (e Sy tiee LG ng
paral I el datg val ue s ries analysis. In one 15 enbodi nent, it is possi bl e
that this c‘-:‘FDé“‘sPeVﬁe}"le WQ?"CPPB”?% ?iﬁ command sequence within tol er ance
This parallel, series encounters its second data value ('7') and

potential ly enEigusstbrprevidesaadiusyptionpt thegrsinde @%’d@%@%éﬁ%%t@ount er

termnation. Figure 5c provides an illustration of a secondary parall el
sequence anphayaisof fenes 1adk Phrgsechin cap swbeslimentanchdhgfovheye Bieiappargtug onmand
sequence anal ysis, under 20 principles of the present invention. In one
enbodi mént entduatefadribe ‘W al4ibsge FigureS@R thei ‘8’ 5 rds reglacedewiting ‘3’ r330,vadgr evi ous
exanpl es, and then the second value, 7 506, is recognized. Next, in one
enbodi nent priaciplepefthe pfeséri@vedion. $priedleg poineid HE3Bquehse stogndnalithee, thi s
restarts 510 the first counter, beginning a parallel command sequence

anal ysi s. lapp@mes, cesrpmilignmaild bd e Same Hdweres inktel embddinepe aincstheond val ue
511 is encountered. I n one 25 enbodi nent, this causes the second counter to

| oad (agai nppirigs WohlgtnoEaeBEmer a9 Rhdre ﬁﬁﬁo)«ﬂcﬂl%v&nﬂth%vﬁﬁ@@; lo)he519. At
this point, the two parallel threads of sequence detection effectively

nerge i Nt QpARSus c&!@i)‘mé‘s%ﬂ;daﬁ%th&@’ Ofn th@ﬁro@ﬂ%@éﬂéﬁible%%@@ﬁﬁodﬁhbﬁ%dmu| d
have caused an event trigger with the original 506 will also cause an

event tyj gger; \Qgéé)?mte%ﬁ beRrONd 1 hSﬁ 532 Jﬂtﬁé&é%}ﬁ%u&t&%ﬂ 'T‘H%foré/ gliye - nore

time prOV|de one enbo I ment,; each 5 counter can be refreshed in

this manner 4 Pl BREE V&'tﬂ{d&‘gﬁl}m ﬁl%fv&h% IR RS Lahed iggh ter.

term nati on orq uﬁ@ sequence etec rall'el “sequen ection

anal ysi s can n%&ﬁ%g&&ﬁﬁ§§é4?°”t'”“e unti | event trlgger

In one embodiment, the first counter 536 was restarted 537 upon recognition of a
repeat of the first data value (°5%), causing a parallel data value series analysis. In one
15 embodiment, it is possible that this series will yield a valid command sequence within
tolerance. This parallel series encounters its second data value (*7’) and may potentially
encounter the rest of the command sequence before counter termination.
Figure 5¢ provides an illustration of a secondary parallel sequence analysis
overtaking and absorbing an ongoing primary command sequence analysis, under
20  principles of the present invention. In one embodiment, the first value, *5° 502, is
recognized as in the previous examples, and then the second value, “7° 506, is recognized.
Next, in one embodiment, a repeat of the ‘5” is recognized 538. As stated above, this
restarts 510 the first counter, beginning a parallel command sequence analysis. In one
embodiment, this continues until a repeat second value 511 is encountered. In one

25  embodiment, this causes the second counter to load (again) the first counter’s (current)
' i2




Figure 6 provides a general schematic of the data val ue sequence deF %ﬂ; %
under principles of the present invention. In one enbodinent, theé se% ggb
detector searches for 10 a command sequence of K values. In one

enbodi ment, the input data 602 is registered before use by the detector on
an appropriate clock edge 604. Although not shown in Figure 6, the other
synchronous_co nent.s of the dete r.,, the_ counters 606, 608, 10,612, use
the. same oPGUE B At s Bhie BREUUPAUIR HioHlg ppudrofores sssveliditzcon t o

the AND gates 15 614,616,618 géo and invertors 622,624,626, 628 shown, K
conpar at or sIMOEE - §BY CQRARYA4I9R Of B8 ol ol sqqUSRIFrViF s wed hexsaesed amgvent The
conparators,, one for each elenent of the command sequence Cl, C2, ..., CK
out put ' 1' WEES Yithdhe eriginal 7 ax00 gall also papse proeventaizees WiddhowarHgosmmand
sequence entry. In one enbodi ment, each counter 606,608, 610,612 counts
synchr onousTigshgsef {eps loyen vafiueormaye time muavidedy Zpilm gnesgnohndinent e2th 0, whil e

its CE (Counter Enable) input 640, 642,644,646 is high. In one enbodi nent,
each count @unEoesoEseBdsbsdib2his ymum opausking rapagts/alub@) befbreasatiaiets D i nput
681, 682,683,684 when its L input 648, 650,652,654 is high (regardl ess of

CE). Furt hegsqunienteommaorbardilirestuence deiettiono Wnjaedllebssnadnice deetdioy atatysts dag N+1
when its SET input 656, 658,660,662 is high (regardless of CE). In one
enbodi nent , eféadbelg comines ukil6eve8rigddy’. 612 out puts the current 13 2 4 MAR

2006 count as Q 685, 686, 687, 688. Wen the counter 606, 608,610,612, in one

enbodi ment,  hol Bgurt Berévedeviaaheral Qblibimatiblbt the dith yAUE Rldhéncd Geteotdr ndy M nal
Count) 664, 668,670,672. In one enbodinent, the first counter 606 is |oaded

with zero b9yt i@Yeschiinddhtion! k%n@@&ﬁoﬁﬁ@ﬂgih@?éﬁélpnéem@te&w sshrchQUBt er 606

utilizes a synchronous 'Reset' input. In one 5 enbodi nent, the process of

command 15 € AN eftfRaftPlefidn00r RO X oRSSREduRth Y ihourdafll dob 3 it 76 T OF

one clock cycle. In one enbodi nent, in the next cyc counters
606, 608, 610 i i i i S wi || out put
Te 11 oa"ags Sbby ek kRol Aok Bk ek o 58404 % flouilier fth I

640, 642, 6441“1%6166 6? (‘he%%%] sfn%%hgﬁs components of the detector, the counters 606,608,610,612,

. use the same clock 604.
In one embodiment, the detector uses, in addition to the AND gates
15 614,616,618,620 and invertors 622,624,626,628 shown, K comparators
630,632,634,636,638 and X-1 counters 606,608,610,612. The comparators, one for each
element of the command sequence C;, Cs, ..., Cx, output '1" when the registered data
matches the corresponding command sequence entry. In one embodiment, each counter
606,608,610,612. counts synchronously upwards by 1 from 0 to N+-1, wrapping around to
20 0, while its CE (Counter Enable) input 640,642,644,646 is high. In one embodiment, each
counter 606,608,610,612 synchronously loads the value at its D input 681,682,683,684
when its L input 648,650,652,654 is high (regardless of CE). Further, in one embodiment,
each counter synchronously sets to N+1 when its SET input 656,658,660,662 is high

- (regardless of CE). In one embodiment, each counter 606,608,610,612 outputs the current

i3




606, 608, 610, 612 is the inverse of its TC output 664,668,670,672, eadhMAR 2008
counter will remain io at N+1 and output TC=l until it |oads a new val ue
fromits D input 681, 682,683,684 in response to a high L input

648, 650, 652,654. In an alternate enbodinent, if the application can
tolerate false triggers near the beginning, this initialization can be

Thel T omn 'GSW%@?&%%B#%%@; Whentiesothie ?‘?ﬁ%ﬁﬁéﬁbtﬁ%ﬁ@h@eﬁ’%ﬁ%ﬂﬁﬁiﬁj conmand
, CL.. 15 eqi ' 630),
ot hing | neHs Bty Fom B b EABuE 1Gieh e ELCHD hBPRRI AR, 11 L

counter 606 will load V.in the pext cycle, consequentl nmakj its -out put
TC=' 0. In one ShPRSFIROGINeRhg "'P’s‘iou’é%héﬂtsé? ﬁ)%eéi Eferquegf(’?ﬂ{@ CZ\“?R/ one
each follow ng clock cycle and, if there are no repeat occurrences of the
first data alig@ptgembedigicat thefhstepunter4op yhtizes @ syRghranody &gseht nputdnoBs ni nal
count of N+l in N+l cycles. In 20 one enbodinent, if, before the first
count er 5606nbedimens thesprogereofvenomad stapeagideegiarbeging by eseriamiNidequence get s
regi stered (by the second conparator 632), the second counter 608 will

| oad t he Q (tnitighize) EFoodnetchekicydletin onrmtedingds in thedextowels, dlrkomcowdere t o
N+l. In one enbodinent, if the remaining entries C3, 4, ..., CK of the
command sedipé[o08, 62 pEawill chatain theio teghinal dvants ofiNt-i rugd will butputdjfegdt e to t he
ri ght most counter 612, which will 25 continue to show TC=0 672 (not

t er m nat ed)s64tu8B, 6701671, 36 bne( dnh A InieRS lsince I iap1tr640,64),6444648 of edARORAEE 638
outputs a'l1', and TRIGGER 678 will be asserted. In one enbodinent, at this

poi nt, | NIgost08,618%14 RRkd iaRad obiisIE AYRL bEACEIBIET AcH &ueler WErefiRineCt OF .
Note that in one enmbodinent, if the conmand sequence appears w thout any

i ntervegy ngat%waéna%ﬁtgqﬁ@s:l @t RUSMds new Yatuliodn iteTRMBht ésgm,tsky%mﬁt nost

counter 606 to the right nost 612, wthout having a chance to increnent,

ggg ;[ Qeag Is gljr%%ﬂegg% ﬁo}féqgélé ]? #5?9'848\,’&5&],'652@941\’ 1020 afGBatk @mB&ﬁm%ﬁPnIf ﬁletﬁ]ﬁgﬁcaﬁ_&l GGER

e spurious term interrupts e co nd sequence
oL a0 O, My SR, S0 B B oRCh RN, B S L4, doreren
counters 606,608,610,612 will eventually terminate on their own.
In one embodiment, as long as the first element of the command sequence, Cy,
15  does not get registered (by the first comparator 630), nothing in the detector will change.
When C; is registered, the first counter 606 will load 0” in the next cycle, conse;quently
making its output TC="0". In one embodiment, the first counter 606 will then advance by
one each following clock cycle and, if there are no repeat occurrences of the first data
value before counter termination, will stop at its terminal count of N+1 in N+1 cycles. In
20  one embodiment, if, before the first counter 606 terminates, the second element C, of the
command sequence gets registered (by the second comparator 632), the second counter
608 will load the Q output 685 of the first counter 606, and count from there to N+1. In
one embodiment, if the remaining entries Cs, Ca, ..., Cx of the command sequence appear

soon enough, the counting will propagate to the rightmost counter 612, which will

25  continue to show TC=0 672 (not terminated) when the last (rightmost) comparator (Cx)
14




counter 612 will show Q=I 688 when TRIGGER 678 is asserted. In one 4 MAR 2008
-enbodi nent, in 10 general, the contents of the rightnost counter 612 in the
TRI GGER cycle reflect the total nunber of intervening spurious terns.

Thus, since TRIGGER 678 can only be asserted while the rightnost counter
612 holds less than its term nal count (N+1), the assertion of TRI GGER 678

nmeans, in o enbodi nent [ re than ‘N spurjous terns interrupted
t he commndggge%uﬁ% Scaeﬂ?i%i Tﬂ%@@%&%ﬁﬁ?@eﬁ% 8?‘%1“‘296‘5%“’5&5@%%%0@# om one
counter to xt 606, 610,612 (from'left' one to 'right' one), the
“left! coun@&({z I"fayé?)ﬂﬁnﬁg‘gbleﬁise‘é n 13 Fegetithedetedifne * counter will count
along with the "Jeft' counter, the right counter one unit behind the |eft
counter. This i s e Eenecmbodipent, if thy poounand sequenesrpppenry vithaykaryycl e t hat
the “right'scounter |oaded. Therefore, in one enbodinment, if the commuand
sequence t e FIRIYRIREGPHEQS SR mepupboti fewilktrayhtfrone therdefomoshpputer §0Gigdha bef or e
the "left' counter |oads again or reaches the termnal count, N+1, the
“right' &ouRgemosidlR, vidkoat bavingounhpenstio inetaneenp land the mightmoshdoofier 612jwitit what
it would have increnented to anyway. Thus, in one enbodi nent, repeated
interior teshpy Qr0 t$kindoneysledhat FRIGGER q78iis s3bantet HE 2 pRpRIspwioat Rrhot al

| ength) may have no effect. However, in one enbodi nent, the reappearance
of the firsint¢raptsthdtgmmdndtshqued&e o anypoink, feguenNetn@pesabave an effect. In
one enbodi nent, even though the count may 15 2 1 MAR 2096 have been passed

down to t he 6066036105612 iviil McfeRRADDB=11REGE RRMBKE doBitBBloffs, 1A%
sequence appearing, as stated above, the first counter 606 is reset by the

r eappear anceogier 6C1 will shoR@=EsI3aMaAEMIGGER ¢781i$asdssiteliOth! & tR&ﬂﬁ@ﬁt,uﬁl l'y by

C2, C3, ..., anewcount will propagate normally throug e couhter chain

606, 608,610 pfibal, th@é’cﬂﬁ%ﬁ% cIf%e@?éhﬁMs%oﬁﬁéi’{%ﬁ? tthé”i‘Rﬂerﬁi@Q%J?ﬂeﬂQéﬁl?ei tgiaﬁ

triggering sequence. If it turns out tha e data sequence “whi ch managed

Lo Tesel L fuferGRll S BuR e RUT AU YGRS ASKE GO e Miboat LS 1O

be fooled - a "vali gering seguenhce of a

“talse' trigggr hfégigﬁ&x%éle&%ﬁter ¥ do1dlave S Yer SRR LD b\E—lyI),ttﬁ)e a%sgei:rggnegf the

det ect or.

TRIGGER 678 means, in one embodiment, that no more than “N’ spurious terms
'interrgpted the command sequence.

15 In one embodiment, after a count passes from one counter to the next -
606,608,610,612 (from 'lefi” one to right’ one), the ‘left’ counter Will continue its count
and the ‘right’ counter will count along with the ‘left” counter, the right counter one unit
behind the left counter. This is because the ‘left’ counter incremented in the cycle that the
‘right’ counter loaded. Therefore, in one embodiment, if the command sequence term

20  corresponding to the ‘right’ counter appears again before the ‘left’ counter loads again or
reaches the terminal dount, N+1, the ‘right’ counter will load its current value plus one,
which is just what it would have incremented to anyway. Thus, in one embodiment,
repeated interior terms of the command sequence (within the permissible total length) may
have no effect, However, in one embodiment, the reappearance of the first term, C;, of the

25 command sequence does have an effect, In one embodiment, even though the count may
15




I'n one embodi ment, the structure of this detector is necessary to? 4 MAR 2005
unfailingly detect to triggering sequences conprised of the comand ‘
sequence with up to N total intervening spurious values. Further, in one
enbodi nent, K-1 counters are necessary to unfailingly detect triggering
sequences. Also, it may be necessary that the detector be able to consider

L oSSl DL SARU N ARAURISC S ALIMLBRRE S L ers Vb ROUIN, SRR

enbodi mrents are s y 1’1 1as and desc er el I 15 will
b i ated that dificati i ati f.th t i ti
ar e cover o LRy oA R BRaRT v D I CaEin R i7Enep by G BinPaert Sl ppended

clainms wthout departin from.t spjrit i nt ended scope of .fhe

i nventi on. O{I’l@eéfnz!i’loﬂ’é‘%nft.lgtﬂsﬁg’ﬁ%\“f?{?}’ﬁﬁ?’g&dﬁ%.2’ 3 i @OCHSHEE Y 0 detect a
pr edet er mi ned sequen%ﬁ ob; rel evant dﬁ;a yal ugs i ndi cat | ng an event

triggeri ng PEBABNEORRK Frioughdhs saygten phagg00.4P5100 86 12, depdime &¢ Paall of  dat a

val ues .including said relevant data val ues_and a nunber of non-rel evant
data vaPuedetegtinaf ppotherpogsible Hipgeipaseneance dih Bueeovs that e dota sequenseues wi | |
be detected if said string of data values includes no nore than a nonzero
finite nuniyéichmpnaged tegesek i ey spuntetras jushspueigus daga, thealstegior Wilbihusea beast

rel evant data value in said string of data values. 2. The systemof claim
1, further federdri yahdj teiggeaimg s¢équendestaciingin theoniddlesdia dfald’ urigdering sequéncdat a

val ues between a signal line and said first device. 3. The systemof claim
2, wher ei n wil dawventy dppottudiyso frigewi the Hetegobet ween a  conmuni cati on path
between the first device and a second device and a comruni cation path

bet ween t he si giabnel anfiexdamaht tthestmemendt e detedtor id neckbwarysty shfitingly detwi m 3,
wherein the first device is a logic device, the second device is a nenory
devi ce, 10andriggtridlg sajnancentorpsrisad 6f tie 6BihMahd%ghdnes Svith ap tolNgotsliffeRBhial Cl ai m
4, wherein the logic device is a Field Programmable Gate

spurious values. Further, in one embodiment, K-1 counters are necessary to unfailingly

detect triggering sequences. Also, it may be necessary that the detector be able to consider
K-1 possible triggering sequences simultaneously.
Although several embodiments are specifically illustrated and described herein, it
15 will be appreciated that modifications and variations of the present invention are covered
- by the above teachings and within the purview of the appended claims without departing

from the spirit and intended scope of the invention.
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Array (FPGA) and the nenory device if Synchronous Dynam ¢ Random Access
Menory (SDRAM). 6. The systemof claim1, wherein said conmand iZshddaRciiEd
by a data value sequence detector. 7. The system of claim6, wherein sai
sequence detector includes a plurality of value sequencing units, each
-dat a val ue sequencing unit including at | east one conparat or

comuni catively coupled to at |east one counter with N+2 states, each
counter having a counter value. 17 2 4 MAR 2006 8. The systemof claim7,
wher ei n e&$8§a| ue sequencing unit is associated to a distinct relevant
data val ue of the sequence of relevant data values. 9. The system of claim
8, wherein upon recognition of a first relevant data value in the sequence
by a firstl. val desyslegquremprisigguni t associated to a first rel evant data val ue,
an associated _fdrst .counier is t to.an initial val and r.ecei ves
olocking st gnaPdrSIRHEE A Eshbfeddirapedeplce ftelevady At S0V HORRT o 111 st
count er sun@sentarigectipg Romarad Withirod safngaofSdihs euanbaill istriik Jfelatvailiesdat a

val ue, then said t%r t coynter. is reset and restarted. 10. The, system of

claim9, Wsding,sai Wapfe@%fg Kilpesotndot numbercdipnrrglexans matagiglugs\ Mhgg@in by an

associ at edxig §eQRErM R Qe ARAESC M apt N dluddhivilihes diebtdd [rSdaid QHAS BF dhi NOt
expired, an "associ ated second counter sets its counter value to the

count er vapiyes irludereng prosy thep dnasperodindtetvetvep i gplsyerleyatidathealusihen sai d
second CO%&&%%;Q&R&Eﬁﬁma993@m§&hggﬁﬁgﬁﬂgw%ﬂ Qﬂﬁmﬁ%ﬁﬂai and upon

recognition of a subsequent secon el evant data value while said first
counter is not expired, then said second counter sets its counter value to

one unit hel ow he, count.er value of the first. c unter..lé. The system of
oo b, Dopor Tk S PUPURR ¥ ulier Smdrtng 4 65 Jinf B Hhinichl sa FTpilS
of data values between a signal line and said first device.

3, The system of claim 2, wherein the event includes a switching between a
communication path between the first device and a second device and a communication

path between the signal line and the second device.

4. The system of claim 3, wherein the first device is a logic device, the second

device is a memory device, and said data values are memory locations.

5. The system of claim 4, wherein the logic device is a Field Programmable Gate

Array (FPGA) and the memory device if Synchronous Dynamic Random Access Memory
(SDRAM).

6. The system of claim 1, wherein said command is detected by a data value

sequence detector.

7. The system of claim 6, wherein said sequence detector includes a plurality of
value sequencing units, each data value sequencing unit including at least one comparator
communicatively coupled to at least one counter with N+2 states, each counter having a

counter value.

17




by an associated third val ue sequencing unit while said second cozrﬁw?u%
not expired, an associated third counter sets its counter value to't
counter value of the second counter and then progresses such that when
said third counter expires while said second counter has not expired, then
said third counter sets its counter value to one unit below the counter

val ue of the second counter. 12. The system of claim 10, wherein, upon
recognition of the |ast relevant data value in the sequence after

sequent i al® r ecddaiystem dfclaim 7ovheeinresrlayake sequeacipaupié is pisoeiped duier ent

counter VakdiRcQlleAn? 2tk 1ot B3 Lot Pl anila Rl ter mnal val e, 1 he

event-triggering command 1S percelve e systemof claim12, wherein
said initial value equals zero, said termnal value 18 2 4 MAR 2006 equal s

"N+, ang sai dyfir L, apd second count er ogress b .

ot emrent ot - on M2y SEPRISES, AR IRR SRR BRE br AP EE Rt Bauence
of rel evanite stgtancy af uefst vatliecsijuanging inkt \iedtiatet td g Festirélgvano B Raluty dnhi N a
string of data val ues, said stri dat a val ues i ncl uding

, ng. of sai d rel evant
dat a val udSSOSted Airs] G %?etﬁbﬂ’-‘i“&ag‘(ﬁé angdecsivps plgekdng Hgmalsiugh g‘&? d

predet erm ned S@dHe4I8 EirRColdrRYHRls, thah 8BS itk bdunRes@pl, ard ed if said string
of data values includes no nore than a nonzero finite nunber "N of

non-rel evant daPan {eepgiBkonhet prbseayentrfirisnelexp datasvalueether said fgdcaunien ue in
sai d string.ef A Mad ues. 15. The nethod of claim 14, wherein a tap line
is to comunicate said plurality of data values between a signal |ine and
said first device. 16. The nethod of claim 15, wherein the event includes

swi t chi ng ;get weg) i i on pat h between fhefi s; device and a
second dovtoe. ang sged 8EEMI SN ARt Mol B NEER of fioond Rl ol ", P
second deyce.assbéiatelhvecomeimhbe sofuentia mmit GehileRsiddirst dobited ismst expired,om i S a
| ogi ¢ devi ceLi (Efpe se(éond ; de\t/i ce iS a rriem)rﬁl devi ce, ]andf iaifd dat a val ues
are menor ;1, ﬁ 818 iSS?‘Pél. counter sets 1is counter vaiue to the counter value of the first counter
and then progresses such that
when said second counter expires, then said second counter stops, and
upon recognition of a subsequent second relevant data value while said first
counter is not expired, then said second counter sets its counter value to one unit below

the counter value of the first counter.

11. The system of claim 10, wherein, upon recognition of a third relevant data value
by an associated third value sequencing unit while said second counter is not expired, an
associated third counter sets its counter value to the counter value of the second counter
and then progresses such that when said third counter expires while said second counter
has not expired, then said third counter sets its counter value to one unit below the

counter value of the second counter.

12.  The system of claim 10, wherein, upon recognition of the last relevant data value
in the sequence after sequential recognition of all other relevant data value, if the current
counter value of associated last counter is not said terminal value, the event-triggering

command is perceived.

13. The system of claim 12, wherein said initial value equals zero, said terminal value
18




18. The method of claim 17, wherein the logic device is a Field g MAR 2006
Progranmabl e Gate Array (FPGA) and the nenory device is Synchrono

Dynam ¢ Random Access Menory (SDRAM . 19. The nethod of claim 14, wherein
said command is detected by a data value sequence detector. 20. The net hod
of claim 19, wherein said sequence detector includes a plurality of value
sequenci ng units, each data val ue sequencing unit including at |east one
conpar at or ?onnunlcatlvely coupled to at | east one counter with N+2
states, e&8%ficolint-@nd rg iR count sudh sepnd eaugisr progress by WAIRIEREEON. 21, The

met hod of claim 20, wherein each val ue sequencing unit is associated to a
distinct relevant data val ue of the sequence of relevant data val ues. 22.
The net hod“of ¢4 mpthpdaompuisénzei n upon recognition of a first relevant data

V_al ue in the %gtg!f{ﬁ{évgrlegé{erﬁqéﬁé& 84 u&ﬁ:e ?q‘ %Fefqge[n a'tang'alﬁ End?c%? Ig% agte%gntt 0 a

first rel evant , coun
initial vaiiggeriagidommend withincd sm:ﬂngmg dmagsmales @lﬂ:imhg]af dmﬁmlussanﬂluﬂmgst
count er ex i.re sald first co nte sto (ggfegn re n|t| n of a

th
subsequent™ FHFEVmFeﬁﬁﬁéﬁ‘mﬂé?g g av erP arng P@“f Uﬁnt ‘”?éa eset and

restart edpreddterniined BRjubd dTfrelelait Whaldds withBd Bdtboted! HFQRIdN REQOHE ddtOPalds
second rel eyant data  value by an associ ated second val ue sequencing unit

whi | e sai Y9 po PSR anenzset fipdeynmgher “N'agf naselevant defa xdluesretwestidt er set s

its count @'&st\éa&M@trte@wtlﬁ@aﬁwﬂ&ﬁ{samtﬁﬁg&fdaEa%;JegrSt counter and then
progresses such that when said second tounter expires, then said second

counter stops, and upon recognition of a subsequent second rel evant data

value whily. sandlehidiitly ofCAHAL BL virdifh X R4 B bRFRRALRAHRACHUNT &

sets its COUI’lt er va O one uni e counter value first
count er. data values between a signal line and said first device.

16. The method of claim 15, wherein the event includes switching between a
communication path between the first device and a second device and a communication

path between the signal line and the second device.

17. The method of claim 16, wherein the first device is a logic device, the second

device is a memory device, and said data valucs are memory locations.

18. The method of claim 17, wherein the logic device is a Field Programmable Gate
Array (FPGA) and the memory device is Synchronous Dynamic Random Access
Memory (SDRAM).

19.  The method of claim 14, wherein said command is detected by a data value

sequence detector.

20.  The method of claim 19, wherein said sequence detector includes a plurality of
value sequencing units, each data value sequencing unit including at least one comparator
communicatively coupled to at least one counter with N+2 states, each counter having a

counter value,

19




24. The nmethod of claim 23, wherein, upon recognition of a third ("elz}emlgt gugﬁ'
data value by an associated third value sequencing unit while said secon s
counter is not expired, an associated third counter sets its counter val ue '
to the counter value of the second counter and then progresses such that
when said third counter expires whiles said second counter has not
expired, then said third counter sets its counter value to one unit bel ow
the countier value of the . second counter. 25. The nethod of claim 23,

wher ei n, éﬁ-on ﬁJBE Sythad %rFI%Pl P HeER cach] VAP HEVHILS 25SORITEH O dequence
after sequpihétaélctRAEQANVAILON BE sedlibncfbPRIevhf! B¥ARIyedat a val ues, if the
current counter value of associated |last counter 1s not said term nal

val ue, the event-triggering command is perceived. 26. The nethod of claim
25, wher e'Z?. Sf’”[ﬂe !n‘ﬂ:'tl'foldgalfcl\éﬁ‘h Ef,va% i &}etrego nﬁg)ln%f%?irr r&@\lan% @a(t)a gallf'e ilXAR 2006
val ue equals "N+1", and sald ftirst counter BN sedond "count er progress by

i ncr enent &t ssnuen2d by A feststabm seqrpeing unig assacisied @k first meletant doawainé,cat e a
plurality of .menqory | ocat.ions between a hqst and t. 1 east one second
evi ce:  aftros ey g cafif L blrer ot Eand A FopHRRS E R DR o
predeterm ned s edid €irsdtountelepitdd] theresmd first &dtek 0085, bidli cati ng an event
triggering coonmand within a string of . nmepory | ocations on said signal
line, said stri"RY ECOFAHSYSf 4 Bbsraremdirstieieysit datagialug. ther paid SRt cARKGr y

| ocat i ons j@askt andieBlgEd. of non-rel evant nmenory | ocations, wherein said
predet ermi ned sequence of relevant values will be detected if said string
of menory |ocations includes no nore than a nonzero finite nunber "N
non-rel evagt mgfpn, L b n i : ral nory

| ocat i onsQ?'n sai d ﬂsletﬂﬁ&r)]g@%l? ﬁpﬁ%%’o‘%%%@oggﬁ (k)e’rr({één @zgf_jo{r%%?ﬁfgl‘réh 0 dc aim 27,
further conlpebyamgssacistagsdcondvale: equanamgoattevislaisaid fidt wowltértiynayfexpiedpr y

locations ap %S\S@Sﬂéd %e‘%'ogd gé)lgllge?" Isetls Etg gou%peg vgl‘a{a go tlh(e) g(')t?ntcg-%\a{fug %f the first counter

and then progresses such that

when said second counter expires, then said second counter stops, and
upon recognition of a subsequent second relevant data value while said first
counter is not expired, then said second counter sets its counter value to one unit below

the counter value of the first counter.

24, The method of claim 23, wherein, upon recognition of a third relevant data value
by an associated third value sequencing unit while said second counter is not expired, an
associated third counter sets its counter value to the counter value of the second counter
and then progresses such that when said third counter expires whiles said second counter
has not expired, then said third counter sets its counter value to one unit below the

counter. value of the second ¢ounter.

25. The method of claim 23, wherein, upon recognition of the last relevant data value
in the sequence after sequential recognition of all other relevant data values, if the current

counter value of associated last counter is not said terminal value, the event-triggering

command is perceived.

26. The method of claim 25, wherein said initial value equals zero, said terminal
20



29. The systemof claim 27, wherein the event includes a switchi gg} mggﬁ.
a conmmuni cation path between the | ogic device and a nenory deviCe ©
comuni cation path between the signal line and the nenory device. 30. The
system of claim 29, wherein the logic device is a Field Programmabl e Gate
Array (FPGA) and the nenory device is Synchronous Dynam ¢ Random Access
Menory (SDRAM). 21

value equals ‘N-+1°, and said first counter and second counter progress by incrementation.

27. A system comprising:

a signal line to communicate a plurality of memory locations between a host and
at least one second device; and

a logic device coupled to said signal line to detect a predetermined sequence of
relevant memory locations indicating an event triggering command within a string of
memory. locations on said signal line, said string of memory locations including said
relevant memory locations and a number of non-relevant memory locations, wherein said
predetermined sequence of relevant values will be detected if said string of memory
locations includes = no more than a nonzero finite number ‘N’ non-relevant memory
locations between a first and last relevant memory locations in said string of memory

locations.

28.  The system of claim 27, further comprising a tap line to communicate said

plurality of memory locations between said signal line and said logic device.

29.  The system of claim 27, wherein the event includes a switching between a
communication path between the logic device and a memory device and a communication

path between the signal line and the memory device.

30. The system of claim 29, wherein the logic device is a Field Programmable Gate

Array (FPGA) and the memory device is Synchronous Dynamic Random Access
Memory (SDRAM).
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