MERG NG MULTI - LI NE LOG ENTRI ES RELATED APPLI CATI ONS
[0001] The followi ng rel ated applications are each
i ncorporated by reference herein: [0002] U.S.
Application Serial No. 10/308,548 of Hugh S. N emanze
et al., entitled "Mdular Agent For Network Security
I ntrusion Detection System" filed: Decenber 2, 2002.
[0003] U.S. Application Serial No. 10/308, 584 of Hugh
N emanze et al., entitled "Method For Aggregating
Events To Be MERGINGIMYILELLINEIOGENTRIES | ed
Decenber 2, 2002. [0004] U.S. Application Serial No.
10/ 821, 459 of Kenny Tidwell et al., entitled
"Conparing Events From Multiple Network Security
Devices," " filed April 9, 2004. [0005] U. S
Application Serial No. 10/975,962 of Debabrata Dash,
entitled "Security Event Aggregation At Software
Agent," filed Novenmber 27, 2004. [0006] U.S.
Application Serial No. 11/070, 024 of Hector
i - ' t al., entitled "Message Parsing In A
RELAfEﬂW%ﬁtL@§§t¢ﬁ¥§ System™" " filed March 1, 2005. Case
11415 -1 25137/1 1415/ DOCS/ 1609250. 2 TECHNI CAL FI ELD
[0001]] 0007 TheHellewving rstased eppbicitinnstase prgheinsorponeled byyrefesence
monitoring of network activity. More particularly,
hereint he di scl osed enbodi nents relate to a system and
method for nmerging nmultiple entries representing

[0002]r el at %.ngﬁwéalﬁo%‘geiri\éi N6. 1@/’?‘3‘6@%3%%ugh S. Njemanze et al., entitled

“Modular Agent For Network Security Intrusion Detection System,” filed: December 2,
2002.

[0003] U.S. Application Serial No. 10/308,584 of Hugh Njemanze et al., entitled
“Method For Aggregating Events To Be Reported By Software Agent,” filed December
2, 2002.

[0004] U.S. Application Serial No. 10/821,459 of Kenny Tidwell et al., entitled
“Comparing Events From Multiple Network Security Devices,” filed April 9, 2004.
[0005] U.S. Application Serial No. 10/975,962 of Debabrata Dash, entitled
“Security Event Aggregation At Software Agent,” filed November 27, 2004.

[0006] U.S. Application Serial No. 11/070,024 of Hector Aguilar-Macias et al.,

entitled “Message Parsing In A Network Security System,” filed March 1, 2005.
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[0008] It is desirable to nonitor log entries received
fromvarious devices and pieces of software in a
networ k. Frequently, those other devices or pieces of
software nay create several |ogging nessages for
reasons of conveni ence, speed, or reliability. This
is done, for exanple, so that sonme information wl|l
reach the central point for the event, even if not

TECHAICAINFBUMAt i on does. For instance, it may be
desirable to send a I og nessage before the work is

0007 P! SR SR Bk SRS Bl B owork
sty SR e P DBl oI L ST B et

is considered desirable to send | oggable events as
for meirfigyg maltiple entrizs eepreséntivgy telatgd metworkaddtivityoggabl e
occurrences have happened for an event at a devi ce.
[0010] If nmultiple devices send log entries to one or
nore central collection points in the network, the

I ies for the various events fromthe various
BACKG%%?@EﬁfmAII nost likely arrive interspersed with

each other. The various |log entries nmay not be )
[0008]ad] ac étis desimalyla¢o nwapitoT hegy entaiies secei peeNasipusdayices and

very simlar events. They nay be spread across

pieces DE¥Sftwhrd PG héthwdsik. Fheyueadysiete otheeiderices ofpjects of sdivare
conpl ete (perhaps the " senSor crashed before the

operation.was_conpl et e - . . 11

oy e SR AL BRI I b 0, SR S ey
automatically col]lect high-level event _information

This isfdame faggx g, ég»thanméorg@qulhwéla reashdhe gepdral point for the
probl ematic conditions described above. SUWMARY

event, EOH FinoPaifirforaa tieftids nBot istinct He npiydseddsiiablectotsend a log

defi ne an agent
message before the work is completed to make sure something is recorded even if the
system later crashes before completely finishing the work in question.
[0009] In addition, certain types of log events occur in the device over time. Itis
considered desirable to send loggable events as they occur, instead of waiting until all
loggable occurrences have happened for an event at a device.
[0010] If multiple devices send log entries to one or more central collection points
in the network, the log entries for the various events from the various devices will most
likely arrive interspersed with each other. The various log entries may not be adjacent
in the Iog. They may be interleaved with very similar events. They may be spread

across several log files. The sequence of entries may riot be complete (perhaps the

sensor crashed before the operation was completed).
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containing a parser, a grouping tracker nodule, and a
mappi ng nodul e. The parser separates arriving |og
entries into tokens. The grouping tracker anal yzes
these tokens to determ ne which nerged events the
tokens belong to (if any). In the described
enbodi nent, the grouping tracker operates in
accordance with configurable nerge properties,
[0011]al t hoWghatds he¢d ezl adivase td sutomaticalle colbes bigh-lepel ¢vieas
har d- coded. The nerge properties allow configuration
' ‘ . . . . ¢ ¢ =
infornligHorl 10 BRRRE Hhd iR g 3RRElRl o] P BbR i conditions
.events. In the described enbodi nent, these properties
describedkahy8- some or all of. what types of log entries will
be considered for each nerged event, which IDs are
used to identify each nerged event, which entries
begin and end a nerged event, a tinmeout val ue that
suMMAkematically ends collection of entries for an
exi sting nerged event, even if no end entry is found.

[0013] In the desgcribed odi nept . the ing _modul e
[0012]; g cei lvjé%feTrSﬁ e 'I%Hgggg%) PéftssapWFﬂgg‘b ggﬁ?‘? 81q AeFied
events and maps themto fields in the nerged event
contaimiaga pArserce grauping dackemndulevand amppping 1pedpler (Theparser
(al though these mapping properties could also be

separaftd ra@fi@ﬁ%qgg enfrid ifitetokéAd. SThe oupil_}_%1 tracker analyzes these tokens
25137/ 11415/ DOCS/ 1609250. 2 [ 0014] e descri bed

enbodi ts of the in ' J e i
to detefi BN Rgfbed dai HEOAR Hildhd M A IR HEEH BB
searched for in the received log entries. For
embodisnant ithe grouping, rarkengpesaiss Bhagerydanseiviéh fpRidgahlemeige
are part of a nulti-entry event, nay detect the first
properfigé, la¥tholigh offrtdmissifnenesy/mialy hae dheseyprdpestizs Hahé-cbded. The
entry in a nulti-entry event. The nmerge properties

merse B REE L S oy et gl

groupiilg %hg {]C)tgreln?:rs‘ies[n n (f)] Eﬁgki-e{er\]re{]%\é?ged events. In the described embodiment,

these properties include some or all of: what types of log entries will be considered for
each merged event, which IDs are used to identify each merged event, which entries
begin and end a merged event, a timeout value that automatically ends collection of
entries for an existing merged event, even if no end entry is found.

[0013] In the described embodiment, the mapping module receives log entries
associated with specific merged events and maps them to fields in the merged event
data structure in accordance with mapping properties (although these mapping

properties could also be hard-coded).
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the sane nuneric id or nmention the sane ip address).
The descri bed enbodi nent of the present invention can
process log entries for events that are interspersed
with each other. BRI EF DESCRI PTI ON OF THE DRAW NGS
[0015] FIG 1 shows a block diagramof a systemin
accordance with an enbodi nent of the present
invention. [0016] FIG 2 is a flowhart of an

[0014FEMDodiTHRHes&ibal eMbbANARS bbtheatvértid asaeguldr egpressions in
entries in accordance with nerge properties. [0017]

FIG 3 is a flow. ' . .
the mases PEypuef s AGHEE it A B ifindrolBog entres.
accordance wi th mapping properties. [0018] Flﬁga4 S a
For expmnple, @ragtlas Rumention neavedefine tjesreingt piep multi-entry
mappi ng properties in an enbodi nent of the present

event, nii4eétet the [R&1RNryRNG malishotry exane sadphay detevtithe fast entry in
mul'ti pl e nerged events are being constructed, as

a multli-g}l&&%ggﬁ§ e ln?fl‘gg %8?}5%?1&% Q%o ?Lé@lai’@{vih%hsﬁé'la Ak &Y8#E snust

arerecei ved. ows an exanpl e format
_of one nerged, event. as e 11415 - 4 . .

contai G10ma ¥ DTSR o be ST BRLURT FRFEIGC Che i RiFLoth have
[0021] Enbodi nents of the present invention are now

the sarfie sammdradidwirtrhentidrethersame ipaddress).i herdescribed emboiment of the
ref erence nunbers indicate identical or functionally

presen%?mérﬂfon ah§I1BAIss lod O£ £o1 doehtSthavareankirgsdrsel agihadach

a system 100 1 naccordance with an enbodi nent of
the present invention. System 100 preferably contains
other. 3 agent 104 in

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] . FIG. 1 shows a block diagram of a system in accordance with an
embodiment of the present invention.

[0016] FIG. 2 is a flowchart of an embodiment of a method performed to process
log entries in accordance with merge properties.

[0017] FIG. 3 is a flow chart of an embodiment of a method performed to add a
log entry to a merged event in accordance with mapping properties.

[0018] FIG. 4 is a flow chart showing a oneOf function used in the mapping
properties in an embodiment of the present invention.

[0019] FIG. 5 shows an example in which multiple merged events are being
constructed, as interspersed log entries for the various merged events are received.

[0020] FIG. 6 shows an example format of one merged event.
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one or nore central points in a network. Agent 104
receives log entries fromnultiple devices and pieces
of software over a network, such as the internet, a
LAN, WAN, wreless network, nobile network, or any

ot her appropriate nechanismthat allows renote
devices to send log entries to agent 104. [0023] Log
entries are received by a parser 102 and parsed into
tokens in a manner known to persons of ordinary skill
in the art. In another enbodi nent, parsing is

DEsCR TGS PR U ar - vacras ot al. . entitlod

"Message Parsing In A Network Securit stem.” file
[0021]\er o h Embodzmests afithe RrasenHaivention ARG Hee cgwith reference
reference. [0024] The received log entries can be any

to the BpRfeo vheat tiké eefarinct hainlpes srticat® Rldnsicabdyl fentigondlyssmilar
Parser 102 outputs tokens based on the received | og

elemeq_gtries. These tokens are received by a grouping
Tacker nodul e 110, [ 0025] Grouping tracker nodul e 110

is connected to yeceive ner roperties froma_.
100221y fer! S BRGR BB 35T T 0P Bhacepitanphavith an

merge properties specify howreceived log entries are
embodimeheof thiegrpseat it easionh Systanel Asprefarably donthingagagent 104 in

events. Ca s e 11415 - 5 25137/11415/ DOCS/ 1609250. 2

one or ﬁ&@ﬂeﬂ&a@@ﬁl&% A RAWoRKk ONbBRE F04 10608 Iog@htlidpfroRI A ultiple

associ ated wth specific rged events into a mapping

. nodyl e where the |og entries are mapped, i.nt.o I
devicer gt piecet ptorhtaresBion Mot piv pCt PERoni Peca Fead oy
' entries. This mapping occurs in accordance w.th
wirelessapmivogk, pnote ndtwork X anrethevappropsiatemeghargsmdhag alows

120 is one or nore nerged events resulting from

remotd M iéda!t8 sbd IS drthies to Ifatnoecess general ly descri bed
in FIG 1 will be described in nore detail belowin

[0023] con neﬁ&; %rqtr\l'gstalge Meived by a parser 102 and parsed into tokens in a

- manner known to persons of ordinary skill in the art. In another embodiment, parsing
is performed as described in U.S. Application Serial No. 11/070,024 of Hector Aguilar-
Macias et al., entitled “Message Parsing In A Network Security System,” filed March 1,
2005, which is herein incorporated by reference.

[0024] The received log entries can be any appropriate format that parser 102 is
able to parse. Parser 102 outputs tokens based on the received log entries. These tokens
are received by a grouping tracker module 110.

[0025] Grouping tracker module 110 is connected to receive merge properties

from a memory or other storage module or device 112. The merge properties specify

how received log entries are to be interpreted as they are used to build merged events.
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exanpl e. Exanple [0026] Here is an exanple of how
event nerging works in an enbodi nent of the

i nvention: [0027] Assune the followi ng lines of |og
entries (these are also sonetines called "nessages"):
[0028] [18/Jul/2005:12:30: 20 - 0400] conn=8 op=0

nmsgl d=82 - BIND ui d=adm n [0029]

[18/Ju|/2005:12 30: 25 -0400] conn=7 op=-1 nsgld=-1-

GroupiffBackdiiReédiledutpi8ivod On®ies thdt22e hssotatdl RithiPecific merged
[O 30] [ 18/ Jul / 2005: 12: 30: 30 -0400] conn=8 op=0

ol Pt O g gt o

each ug entry thls ylel s a set of tokens. For
that ang;bging builtyfrogythefessived tries g¥his (manpiBg pscuzping
-0400]] conn=8 op=0 nsgl d=82 - BI ND ui d=adm n [0033]

accord){h@é dath mkppihgproperttidsiie2f The owtplg df eyd ppihgenguhiile 320 is one or
[ 0034] Date=18/Jul/200512: 30: 20 [0035] Connection=8

more I%IZQ% lejvgltrb e%ﬁéﬁé%@% %8 g%%] prdcBéi3fherally
descrﬂg?od%afél'ﬁoﬁhv'varﬁﬁf@%ﬁ@ &4 it Setef TR in EpRReRtign wighan

key/ val ue pairs:
example.

Example

[0026] Here is an example of how event merging works in an embodiment of the

invention:

[0027] Assume the following lines of log entries (these are also sometimes called

“messages”):

[0028] -[18/Jul/2005:12:30:20 -0400] conn=8 op=0 msgld=82 - BIND uid=admin
[0029] [18/Jul/2005:12:30:25 -0400] conn=7 op=-1 msgld=-1 - LDAP connection
from 10.0.20.122 t0 10.0.20.12.

[0030] [18/Jul/2005:12:30:30 -0400] conn=8 op=0 msgld=82 - RESULT err=0
[0031] Parser 102 parses these received log entries into key-value pairs. For each

log entry this yields a set of tokens. For example, the log entry:

[0032] [18/Jul/2005:12:30:20 -0400]] conn=8 op=0 msgld=82 - BIND uid=admin
[0033] Yields tokens having the following key/value pairs:

[0034] Date=18/]Jul/2005 12:30:20

[0035] Connection=8
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[0041] [18/Jul/2005:12:30: 25 -0400]] conn=7 op=-1

nmegl d=-1- LDAP connection from 10.0.20.122 to

10. 0. 20. 12 [0042] Date=18/Jul/200512:30:25 [0043]

Connection=7 [0044] Operation=1 [0045] Messageld=-1

[ 0046] Operati onNane=LDAP [0047] Source=10.0.20.122

[ 0048] Destination=10.0.20.12 [0049]

[ 18/ Jul /2005: 12: 30: 30 -0400]] conn=8 op=0 nsgl d=82 -
[0036 RESUL Dsraeién=( 0050] Dat e=18/Jul / 200512: 30: 30 [0051]
Connection=8 [0052] Operation=0 [0053] Messagel d=82

0054] LesName=RESULT [ 0055] Resul t Code=0
selfﬂ%@géga 2?37/11415/0008/1609250 2 [0056] FIG 2
is a flowhart 200 _of an enbodi mrent of a nethod
[0033berfoﬂﬁﬁﬁa@@“ #6EBRNDr ecei ved 1 0g entries in
accordance with nerge properties 112. In a preferred
[0039nbodilserid=atihin et hod i s performed by grouping
tracker nodul e 110 If a timeout 202 is reached for a

[0040]™E" geé*)ergngjgz, tehd 1%5@3&&%&1& thEﬁ%vﬁ?k@ﬁdv&M@ﬁélrs

1S en control” returns to el enent” 202

[0041]Thus [fs\}fur]/ﬂlofos;qg;?ﬁ?ﬁgl_bfdoh c%%%l—g%g—gpmsg&&;{-l ifggﬁr%%nngctmn

from 10.0.20.122 to 10.0.20.12

[003

[0042] Date=18/Jul/2005 12:30:25
[0043] Connection=7

[0044] Operation=1

[0045] Messageld=-1

[0046] OperationName=LDAP

[0047] Source=10.0.20.122

[0048] Destination=10.0.20.12

[0049] [18/Jul/2005:12:30:30 -0400]] conn=8 op=0 msgld=82 - RESULT err=0
[0050] Date=18/Jul/2005 12:30:30
[0051] Connection=38

[0052] Operation=0

[0053] Messageld=82

[0054] OperationName=RESULT
[0055] ResultCode=0
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merged event will be closed when its tineout occurs.
The tinmeout value may differ for different types of

| oggi ng devices and for different nerged events froma
single device. As described below, the tinmeout val ue
is contained in the nerge properties. [0057] El enent
206 receives a next log entry to process. If the | og
entry is to be considered for nerging 208 (as defined

[0056] N NEIRYE. PisPRéWHIREt 2Ef arl Habpdeat Df Agnethodiperioemed to
ot herw se a single event is sent 209 and processing

returns, 1o elenment 202, 8 t I
proce S S enst R et BB ARg 15 i
defined in nerge properties 112), a new nerged eyvent
embodimeppdhe method {spasfamed by gruping tré%ﬁwf‘fgs‘éﬁ T ¥ﬁ Jofimeout
merged events in the process of being built). In sone

202 is RIABREW 1B Berdedeviehemuéntty beikigibailt tthe niepek dventdnended 204
started 212. 10059] If the log entry is not a
beg) BL,R% 1.2 i leR5li@Pertdingllo@entry is found,
and coffRt LB foediBion, Hilus; dveiFhBeRBuapeldingJof tniy ks found, 2
an exception is_logged and a si nglé@ event is, sent

merged pyentyHbborlosed hsBdSIIREC WG THFudD e He i By differ for

and log entry are passed 220 to the mapping nodule so
differehb &tpdstof logying davicesarah fortatiffarkohé dherged h*eentagloged single device.
event. In an enbodinment, an ID can be a single field

As descRipbd %eiﬁ)g\g tﬁ@ fieoRE vaRR iDEontdiHel iR iRe Metgdprdperiibe | og
entry that

ave common values for all |og entries of a

nmer ge event. Case 11415 -8 .
[0057125137%1%%286&931%??9?2%%3‘%50% BREGTO ProeRs If e logientry; ig to be
an end log entry for a new nerged event 216 (as . :
consideei foe thergingadBdes gdelipest ini mergeipropertiesdilPh thegrosesyiag
event is ended and renoved 218 fromthe grouping

contink 2RI WIRMEiRgle8RnFisGenb2090dnBPr¥ fetafnseol dlérest 202.
nmerged events I'n the process of being built). If a

[oosa]hg?gggt‘t‘i% oD GRS hARNRY RN b Wity HPS neRF IBERRNUIRE 210 (as
defined in merge properties 112), a new merged event is opened 212 (see FIG. 5 for an
example of multiple merged events in the process of being built). In some
embodiments, the timeout clock for the merged event is started 212.

[0059] If the log entry is not a beginning log entry, but it contains an ID of an
existing merged event currently being built 214, then an exception is logged and a
single event is sent 215. Otherwise, processing continues and the tokens and log entry
are passed 220 to tﬁe mapping module so that its information can be added to the

merged event. In an embodiment, an ID can be a single field in the log entry or can be

multiple fields in the log entry that have common values for all log entries of a merged
event.
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event will be ended and renoved fromthe structure of
FIG 5. [0061] To continue the exanple, the nerge
properties 112 in this exanple are defined as: [0062]
nmer ge. count=l [0063] nerge[ . pattern.count=l [0064]
merge[ Q. pattern[ Q .token=0perati onNanme [0065]
nmerge[Q .pattern[Q .regex=(BIND | RESULT) [0066]
nmerge[ 0] . starts. count=l [0067]

0060]"e" 9e[fdhedbahfily P ah @K&E@%@ﬁt}a‘ foranhewnenerg@@@8¢nt 216 (as defined
: ]rrerge[ qg. stgrts O .regex=BIND [0069] rrel;kge

in mexjgg}grgﬁ%}"faf%gzle ﬁ&%\é& é}e{{g%cggxrrreent if S%d]eﬂ and removed 218 from the
mer ge[ 0] . ends[ 0] . regex=RESULT [ Q072] ) .

grouping \ge{ks} masiult kehFlGonFaan SATE PE Y BHPlATBgEgsd Gy ents in the
[0073] nerge[0].tinmeout=60000 [0074] First we indicate

process Babeit thidlty Wallyg éntipligdicaps aatevent end, By &jrresponding merged
mer ge. count =I Case 11415 -9 2513711

1 /g%t@ H]f‘c%gi’éeofdf’?@. ge that we want

eventgﬁg? e n‘éé‘ggg@%&% h%%ggr%eastl onNanme set to BIND or
RESULT to be considered for nerging: [00Z7]. ..

[0061]er ge[lojcopsinue the exmple; ﬂ‘{eogtfzg$éq prc%ner[\es 115] in this example are
mer ge[ O] . pattern[ 0] . t oken=0Oper at i onNane

defined as:

[0062] merge.count=1

[0063] merge[0].pattern.count=1

[0064] merge[0].pattern[0].token=OperationName

[0065] merge[0]. pattern[0].regex=(BIND | RESULT)

[0066] merge[0].starts.count=1

[0067] merge[0].starts[0].token=OperationName

[0068] merge[0].starts[0].regex=BIND

[0069] merge[0].ends.count=1

[0070] merge[0].ends[0].token=OperationName

[0071] merge[0].ends[0]. regex=RESULT

[0072] merge[O].id.tokens=Connection,0peration,MessageId
[0073] merge[0].timeout=60000

[0074] First we indicate that we have only 1 merge operation:
[0075] merge.count=1
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[0079] nerge[0].pattern[0].regex=(BI ND | RESULT)
[ 0080] Now we specify that the nessages that have an
OperationNanme set to BIND will start the nerge
operation: [0081] nerge[0].starts.count=l [0082]
merge[ 0] .starts [0].token=0Qperati onName [0083]
nmerge[ 0] .starts[0].regex=BI ND [ 0084] And that the
nmerge operation will end once we find a nessage

[0076]O0er atThen e defife thhowklaAt Bll the@8&shages with OperationName set to
mer ge[ 0] . ends. count =l [ 0086]

BIND %pﬁ@]'r g@nﬁdé%ﬁsﬁ%&rf‘or%g{ﬁ{} 008 L

fine howto identify that events belong to the sane
[0077]gr oupmexgeldbpatiemn. g"ﬂem fying that the val ues of
Connection, QOperation and Messageld nust be identical

[0078]( f or mMxikgge[0]. pattdrafO]itbRerrEDpEdtionNatme [ 0089]
mer ge[ 0] . i d. t okens=Connecti on, Oper ati on, Messagel d

0090 that if we do
[0079]E10t lne'%tﬂ@] éressa (ﬂ‘?&#&ﬁ-(ﬁl&b?ﬁtﬁ ?gn nme set to RESULT
after 60 second then we wll d the even
[0080] ooglN%Wgépfe‘?Y #f%éﬂ%?wét?@@@% Ve PR P‘?ff%“’.?g?s“e setto
7/ 11415/ DOCS/ 1 609250.2 [0092] FIG 3 is a flow chart

BIND wofill atarethieodengentpeodtian: met hod perforned to add a | og
entry to a nmerged event in accordance with mapping

[0031]DIr Opeﬁkkgd] o1tk LyER=h0g entries and their tokens

have been identified as being relevant to at

[0082] | east m%?g?e[ﬂ] starts[0].token=OperationName

[0083] merge[0].starts[0].regex=BIND
[0084] And that the merge operation will end once we find a message

OperationName set to RESULT:

[0085] merge[0].ends.count=1

[0086] merge[0].ends[0].token=OperationName

[0087] merge[0].ends[0].regex=RESULT

[0088] We also need to define how to identify that events belong to the same

group, we do that by specifying that the values of Connection , Operation and
Messageld must be identical (forming an ID for the merged event):

[0089] merge[0].id.tokens=Connection,Operation,Messageld

[0090] Finally we define a timeout so that if we do not get the message with
OperationName set to RESULT after 60 seconds, then we will send the event as is:

[0091] merge[0].timeout=60000
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nmer ged event being built. Mapping nodul e 120 maps
information in the log entries to one or nore nerged
events being built (see FIG 5 for an exanpl e of
multiple nerged events being built. See FIG 6 for
exanples of a format for a nerged event.) [0093] In
this exanple, nmapping properties 122 are defined as:
[ 0094] event. devi ceRecei pt Ti me=Dat e [ 0095]

[0092] €V ent FIGIBES adlre thad o ed extbodimaneofGeetiddpdifomed to add a
[ 0096] event. devi ceActi on=Resul t Code [0097] event.

o e AL SRRl ppcons et

for the event, the ResultCpde _ag the. device tion
entriesang thels tekasihavgalieady feet %&ﬂhsa 2 b6ing Fievanh o Alist one
is defined as: [0099] _
merge®yeait beingbuiitn Mfpping gertinle 120 maps iGoemativn igelopg entries to
[ 00100] Because this framework also allows you to

one or grf%rg mdrBed 9er'1't% 'bgﬁ{g Bt (BEG. 5UHRAn bRarkBled HERIPIE therged

re tRe fina ata. In this case the operati on neans

t hat either oul d use t.h erationNa or e
events b lty e FG 4P gamBls i AAPTRaLG) = O shbl e,
the first event will contain the follow ng key-val ues:
[0093] [ 00101k this Sfainple20@ it BEPRotiesi23@ e debhed&s:op=0
nmsgl d=82 - BIND uid=adnire [00102]
[0094] Dat e=d@&/nl et ROREZHAPMeODLR0103] Connecti on=8 Case
11415 - | | 25137/ 11415/DQ(: S/ 1609250.2 [00104]

[0095] Cper aé‘lle%rt].;gme[:cﬁ)%r?&&(n%%geac%%Iendttz.l%gme,OperationName)

[0096] event.deviceAction=ResultCode
[0097] event.destinationUserld=Userld
[0098] These properties indicate that we will use the Date as the timestamp for

. the event, the ResultCode as the device action and the Userld as the destination user id.

The name is defined as:
[0099] event.name=__oneOf(mergedevent.name,OperationName)
[00100] Because this framework also allows you to refer to the "tracking" event

that is being used to store the final data. In this case the operation means that either we
should use the OperationName or the name of the "tracking" event (if any). For
example, the first event will contain the following key-values:

[00101] [18/Jul/2005:12:30:20 -0400]] conn=8 op=0 msgld=82 - BIND uid=admin
[00102] Date=18/Jul/2005 12:30:20

[00103]  Connection=8

Case 11415 -11 -
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[ 00106] Operati onNanme=BI ND [ 00107] Userl d=admre
[00108] And a new "tracking" event will be created
that will end up with the follow ng nappings: [00109]
mer gedevent . nane=BI ND [ 00110]

mer gedevent . devi ceRecei pt Ti ne=18/ Jul / 200512: 30: 20
[00111] nergedevent. destinationUserl d=adm n [00112]
The nane of the nmergedevent will be BIND because this

[00104]S @ Tpkratidy{-gedevent, so mergedeventname does not
exi st and the value of OperationNane is used (BIND).

w n the.second event for the nmerging group is
[0010%?002@5%*8%9?%%3] [ 18/ Jul / 2005: 12: 30: 30 - 040011
conn=S op=0 nsgl d=82 - RESULT err=0 [00114]
[00106}at e=Oetatigrddgse2BBIY30 [ 00115] Connection=8 [00116]
Qperation=0 [00117] Messagel d=82 [00118]
[00107Fper atUserltieagmneSULT [ 00119] Resul t Code=0 [00120] The
nmerged event will be mapped as follows: [00121]

[001 Oéigr ge%\aez{]{\evoagggﬁhg?%\%%ﬁ%fiﬁ]be o z?]teﬁi that will end u (V)Vith the

rgedevent . devi ce nme=1 ul /200512: 30:
Case 11415 -12 25137/1 1415/ DOCS/ 1609250.2 [00123]
followingr g@8BB¥&ESt dest i nat i onUser | d=adni n

[00109] mergedevent.name=BIND

[00110] mergedevent.deviceReceiptTime=18/Jul/2005 12:30:20

[00111] mergedevent.destinationUserld=admin

[00112] The name of the mergedevent will be BIND because this is a new
mergedevent, so mergedevent.name does not exist and the value of OperationName is
used (BIND). Now when the second event for the merging group is processed:
[00113] [18/Jul/2005:12:30:30 -0400]] conn=8 op=0 msgld=82 - RESULT err=0
[00114] Date=18/Jul/2005 12:30:30

[00115] Connection=8

[00116] Operation=0

[00117] Messageld=82

[00118] OperationName=RESULT

[00119] ResultCode=0

[00120] The merged event will be mapped as follows:

[00121] mergedevent.name=BIND

[00122] mergedevent.deviceReceiptTime=18/Jul/2005 12:30:30

Case 11415 -12-
25137/11415/DOCS/1609250.2



[00124] nergedevent. devi ceActi on=0 [00125] Notice that
nmer gedevent.nane will be set to BIND because when this
event is processed there was already a "tracked" event
(rmergedevent) with the nane set to BIND, so in this
case OperationNane will NOT be used and the

nmer gedevent keeps the value BIND. Notice how the

nmer gedevent . devi ceRecei pt Ti ne now was set \to

[0012348/ Julph@Q8d7EnBAestthdtidalseddbadmirse by default the
val ues of nergedevent will be replaced, so

evi ceRecei, pt Ti W hl..asspyme the newer val ue. [00126]
[0012ﬁ| G in?rge%g‘fqng‘vﬁvg‘@ﬁ%}rxfu%g?show ng the oneX function

400 used in the nmapping properties in an enbodi nent . .
[00128)t th@mgbmmpmﬂéﬁvemam%%H&@é@%@ﬂ&%ﬁ%ﬂseW en this

function for, for exanple, an event nane, if the event

event BFBcdsSed tHere iak lrohdy k "#Rdked!' keentutergedevienkemith dlmename set
is used 406. If the nane is not blank, the non-bl ank

to BIN?ﬁ g? ith gkhi% gste%ﬁgxgrlégﬁfan[\@%? ot %)e Wsbd aRE thBRFSIRROENt keeps

IsTonly an exanple of operations t hat can

be used .in_the mappi hgs conponent. The i n
the valgi RIDS Ao iR st SePRTBRAFEF L deyeF Reseamd e 2345 set to
make reference to the nerged event fields. _oned is
18/Jul/2068 1280:3@ et leecaise bihdefavtuthe vahyepioh mefrgedayeot will be
O her exanpl es of operations include -concatenate,

replacésc%@?) ROERES; éﬂl%‘éfr@l_td.sgﬁﬁleaﬁg ne{vdeialuel 00128] FIG 5

OWs an exa In which nultiple nerged events

0
otzelor ¢ REvAisroRRv B ae sbani: B RERgHoulth A3y e
g

FIG 6 shows an exanple format 550 of one nerged
mapping gmbperfes irxmapibodimeniodf the preseny ipvientionnke peasess graneOf
of FIG 5 will have this format, although not all the
functidreRe, bt dlampled ar ¥t rakdd, 3 B SHehbRSAREs Currently blank 404, the
current token name is used 406. If the name is not blank, the non-blank name is
retained 408.
[00127] It will be understood that _oneOf is only an example of operations that
can be used in the mappings component. The mapping component may contain other
“operations” that can make reference to the merged event fields. __oneOf is just an
example, in the actual mapping framework Other examples of operations include
__concatenate, type conversion operations and others.
[00128] FIG. 5 shows an example 500 in which multiple merged events are being
constructed, as interspersed log entries for the various merged events are received.

[00129] FIG. 6 shows an example format 550 of one merged event. For example,

each of the various merged events of FIG. 5 will have this format, although not all the
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values may be filled in for each nerged event. Various
i npl ementati ons of the present invention will contain
ot her exanpl es of nerge operations including
concatenate, type conversion, counting, and others.

O her enbodi nents include nmerged event aggregati on so
that statistics can be kept for nunbers of various
types of nmerged events. These aggregated data can be

(1RJINR Tht &Ichdh&iRed @ eRS VRgious dhpRrt@ithiitial dfahe present
Value%?lﬁg})%glent dat a. C[ 00%] Tﬁe fol | ow ng par agr aphs P

. provide a short descrjption of exanple.

inventigry wall foeimqier Ratlalss of esHeORRB Rk 4F8 cRacatenate, type
i nvention: [00131] msrt%g. count [00132] Defines_the

conversioth epunfingmmgeotbpesr 42thenembpdimepts indhadearergreevent
[00133] nerge[ (nergei ndex)]. pattern.count [00134]

aggreddtionRSthRONa HEHS cﬁﬁ%%e?’éfdﬂﬂdmlﬁ@s detarieds tyides gfmerged events.
perations require patterns to define which events

will b sidered in th el PIN | o aan
These fgiegARe 4 S0 PoSH t e AL O RURRT o i pffigf = cobination of
consi dered. [00135]
other sest dafa ner gei ndex) ] . patt ern[ (patterni ndex)].token
[00136] Defines the token that will be used for this
[001303at t EIThe foIl@Qir?ﬁmragraphs provide a short description of example merge
ner ge[ (mergei ndex]]. pattern[ (patterni ndex}].regex
00 ' ; [ to use for this
propexhzgfs t]l zgﬁnﬁ{l%ﬁ%ﬁ&%&%gﬁa{é@%@% n e>i2)9]81.1°st arts. count
00140] Defines how nmany start patterns will be
[0013Yef i n&¥CISRIPHYBt operations require start patterns to
define which events will start a nerge operation, if
[00132]0 pafefines th«Casmbeq af Biergedopagationy *i@ill\ﬂﬁ bedsfined.
609250. 2

[00133] merge[{mergeindex}].pattern.count

[00134] Defines how many patterns will be defined. Merge operations require
patterns to define which events will be considered in the merge operation, if no patterns
are given then ALL events will be considered.

[00135] merge[{mergeindex]].pattern[{patiernindex/].token

[00136] Defines the token that will be used for this pattern.

[00137] merge|[{mergeindex}].pattern|[{patternindex}].regex

[00138] Defines the regular expression to use for this pattern.

[00139] merge[{mergeindex}].starts.count

[00140] Defines how many start patterns will be defined. Merge operations

require start patterns to define which events will start a merge operation, if no patterns
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are given then ALL events will start a nerge
operation. Once the operation has been started it can
only be ended via a tinmeout or an end pattern match.
[00141]

mer ge[ (nergei ndex)].starts[[patternindexj].token
[00142] Defines the token that will be used for this
start pattern. [00143]

are giveR theh (ATH! SRR btast firlesgd Ppdradomi Oniewthk opegiion has been
[00144] Defines the regular expression to use for this

tart ttern 0014 ' . ends. count
Starte‘f’éﬁﬂg y[% ?r}}(ieesCl lgﬁ%nrgkggiﬁ%ﬂpéﬁé%%r H\?\Aﬁ ﬁ)d}be defi ned.

Mer ge operations rea]ui re end patdtget]ns to define which
[00144y ent smexpelimergeindrallntagdngitarnindsy]-toketho patterns

are given then no event will end a nerge operation,
[00142]he ojDeifizies e wikkeh thatl willdmousedeforthis staeioprtterfn00147]
nmer ge[ (mer gei ndex) ] . ends[ (patternindex)].token

0014 i nes,f hent ' d for thi
[001454n 0 pg%%rgggw?%ﬁ%&&%ﬂ{ﬁﬁ%mmd&}].bsgés@e or this

roote4iood s ejerper Fisdiesiint XBariER 5 Sear B FieE o ¢ nis
end pattern. [00151] nerge[ (nergei ndex)].tinmeout

[0014§]0015 Merpeffinargeindealiandssgunt n ni | | i seconds for the
nmergi ng operation. If the tineout is reached then the

[001 46%9 r ge Defieeshb@mhy ené pattents wiEbedefidal. Mérge lopesatitns require
e aware that these events will be sent via a

£ ferent ! , i i ADbERE s
end posA €l LR v BRI PO Sheg? ARhau Bl AT G pg e

25137/ 11415/ DOCS/ 16092502 . . .
given then no event will end a merge operation, the operation will only end via a

timeout.

[00147] merge[{mergeindex}].ends|[{patternindex}].token

[00148] Defines the token that will be used for this end pattern.

[00149] merge[{mergeindex}].ends|[{patternindexj].regex

[00150] Defines the regular expression to use for this end pattern.

[00151] merge[{mergeindexf].timeout

[00152] Defines the timeout in milliseconds for the merging operation. If the
timeout is reached then the merge operation will end and the events will be sent. Be
aware that these events will be sent via a different thread, so event order is not

guaranteed.

[00153] merge[{mergeindex}].id.tokens
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[00154] Defines the |list of tokens that will be used
to group the events. This property is required.

[ 00155] merge[finergeindex]].id.delimter [00156]
Defines an optional delimter to use for the Iist
above, if it is not defined then the delimter is a
comma Q [00157] nerge[) nergei ndex)].sendparti al events
[00158] This property is optional and set to fal se by

[00154Ff aulDefirR8 th€ Bét of tbkerstiat wilkbe Ufed wapbuphatventstTes
nmerge operation nust be sent individually as it is

r.ged with other events. [00159]
Pr"Peﬁr‘gé"[‘?ﬁ%ﬁé‘rgei ndex)].capacity [00160] This property is

optional and set. to 1000 by, default. An event nerging
[00155£er atm%e[{wwq"é’ée"é]-‘é’agﬂém%}?r events that hold the

merged results. This defines how big the cache will
[00156%, | fDéfiresanciptionabd élimiter tohese fev tretlist abbve, it domet defined

they are and an error w1l be |ogged. [001611

dReheESRERisbdniBagpeci fication to "one embodi ment” or
then to @fgﬁﬂ enbo |mentw nmeans that a particular feature,

tructure, or characteristic described in connection
[0015¢§ ¢ t‘ﬂ%rgglfgﬁfﬁq%’?ﬁxﬁﬁeé‘q%ﬁ&?ﬂﬁgﬁmfn at |east one
enbodi nrent of the invention. The appearances of the .
[00158ihr asdhis prapestydsbptipnaland sef te flsedpsdefralicBasicallyyig specifies if
specification are not necessarily all referring to the

each eSEHENAAD atlir fE Bperaliof Hhdit beoeat putividualy af ittibencxped evith other
are presented 1n terns of algorithns and synbolic

representations of operations on data bits within a
eventsc:orrput er nenory. These algorithm c descriptions and
representations are the nepans used by those skilled in
[00159]he  apergelimengindeyl].capacity

[00160] This property is optional and set to 1000 by default. An event merging
operation requires a cache of events that hold the merged results. This defines how big
the cache will be, if the cache overflows then events will be sent as they are and an error
will be logged.

[00161] Reference in the specification to “one embodiment” or to “an
embodiment” means that a particular feature, structure, or characteristic described in
connection with the embodiments is included in at least one embodiment of the
invention. The appearances of the phrase “in one embodiment” in various places in the
- specification are not necessarily all referring to the same embodiment.

[00162] Some portions of the above are presented in terms of algorithms and
symbolic representations of operations on data bits within a computer memory. These

algorithmic descriptions and representations are the means used by those skilled in the
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2513 7/1 141 5/ DOCS/ 1609250. 2 data processing arts to
nost effectively convey the substance of their work to
others skilled in the art. An algorithmis here, and
general ly, conceived to be a self-consistent sequence
of steps (instructions) leading to a desired result.
The steps are those requiring physical manipul ations
of physical quantities. Usually, though not

data pRE&BSIBRTasito nidie effetitaly tnasy thakabstarcd afitheipfwork to others
el ectrical, magnetic or optical signals capable of

skille(gﬁ@\g\ﬂ?é gﬁng%ﬁo%f[jtﬁlg&slfg gfek? ?{ld icggﬂpxla'ﬂ Jeorc@RA"E be @NIf-consistent

conveni ent at tines,
principally for reasons of connmon usage, to refer to
sequendectfestens (ishiustigns)dpading fapdesired F%‘Z‘h ?&e sESRRfSE Shose
characters, ternms, nunbers, or the like. Furthernore,
requiriflg physid4 enaropidationndf phydicatemantities. dfsuallyo thomghaiat
arrangements of steps requiring physical

necessa] éQgJe&tdé%g%tlgém ta?%“:ﬁé £&m BPaBtiriche ﬁla%%egp 61[=J %gﬁcaﬁ rsi%nals

evi out Toss of generality. 163] 1t

shoul d be borne in mnd, however, that |.of these.
capablif being Tigreck BRSleriafloom D CUBER AT PR e Tanipulated.
appropriate physical quantities and are nerely
Tt is con@BRiEnt entime,ghin cpallyplor eeasons hesmnprawsage, togefenip drase
specifically stated otherwi se as apparent from the

i . | SEMRAIOBymbbls! ShARALRS tedhBdnéulders, or the like.
mgnd%ﬁ%%ﬁ%h%%fgthe descg?%tign, di scussions wutilizing

terns such as "processj.ng"' or_ ‘c ut.i.ng". . Qr
Farthergigi ey RGeS e AE R L o (01 gp CHn B iiesents of steps
"determ ning" or the like, refer to the action and |
requirjngopelessied numipulationpof physical qeantiges as modulesar sesle dgyices,
conputi ng device, that mani pul ates and transforns

witho@abas 6 r@;ﬁﬁyed as physical (electronic) quantities
wi thin The conputer system nenories or registers or

[0016 It 2;{ éés%oh &Il/ P)]é eg)_r %glgrgi@arj%gge?ffx},tﬁﬁpm?ﬁeggaﬁ& similar terms
are to be associated with the appropriate physical quantities and are merely convenient
labels applied to these quantities. Unless specifically stated otherwise as apparent from
the following discussion, it is appreciated that throughout the description, discussions
utilizing terms such as “processing” or “computing” or “calculating” or “determining”
or “displaying” or “determining” or the like, refer to the action and processes ofa
computer system, or similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quantities within the computer

system memories or registers or other such information storage, transmission or display

devices.
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25137/ 1 1415/ DOCS/ 16092502 [ 00164] Certain aspects of
the present invention include process steps and

i nstructions described herein in the formof an
algorithm It should be noted that the process steps
and instructions of the present invention can be
enbodied in software, firmmvare or hardware, and when
enbodi ed in software, can be downl oaded to reside on

[00168'0 DeCQBah abpettd 6OMeGirbieat givienpbalihelut® pusess Sypsiand
vari ety of operating systens. [00165] The present

] invention, also rel ates t S, f ]

instrupe 95aPBET BRRSThiS e or S an ap s pcle sbuEd AER Pt the
specially constructed for the required. purposes, or

proceSStSthtS%mﬁ‘ilS@%ﬁ fethe PaeseBhiySsaHOR 6AR be embodied in spiiware,
activated or reconfigured by a conputer program

firmwal b Ehhrdvdr eanciowheh embodikhinssofiovaret @n bedognkadedyo reside
be stored in a conputer readabl e storage medi um such

b . Cps : o .

onan B g 08 g Bl A YRS Pyt

1001681 ¢ oo SThrcpreperisn okesy AR 10 SEEPRERELS [ gHabraing the
optical cards, application specific integrated

operaibrichiret. (B Eparatus map petsppaally comstiected fardbe equired
storing electronic instructions, and each coupled to a

purpogé;s?gir" ?t:téaf %&I}lﬁﬁ‘ts? H%en&%ﬂ-ﬁ&?%&@r c%mngle%r SE1BFUIBf Sctivated or

e “speci fication i nclude a single

rocessor or nmay be architectures enpl.oyi nul t i
reconf{ g6 33 6T COTIREIEL REOF G FRERLALES CCBNBUET rig bapesr Py
[00166] The al gorithns and di splays presented_herein
progrananayobe stohet #na kympetertreadatle stonggpmedivwnl gichasnpigisnot
or ot her apparatus. Various general -purpose systens

limited®Y, a%bﬁtg e BEAHRGACINdIY REPSY aiks) dptaal AisltarCh-ROMS, triagnetic-
teachrn g herein, or it may prove convenient to

optisf R5S 45 B RSB0, PORRTF MBS A s,
EEPR(%I%/Irsi, Ierfaé/;ngzic E)p gfs)gcasl %212desr,rgp;\;\Al.iclaltio%psrl))%girﬁcfi;lt%rgrgtgg circuits (ASICs), or
any type of media suitable for storing electronic instructions, and each coupled to a
computer system bus. Furthermore, the computers referred to in the specification may
include a single processor or may be architectures employing multiple processor
designs for increased computing capability.

[00166] The algorithms and displays presented herein are not inherently related to
any particular computer or other apparatus. Various general-purpose systems may also
be used with programs in accordance with the teachings herein, or it may prove

convenient to construct more specialized apparatus to perform the required method

steps. The required structure for a variety of these systems will appear from the
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Case 11415 - 18 25137/11415/ DOCS/ 1609250. 2
description below. In addition, the present invention
is not described with reference to any particul ar
progranmm ng | anguage. It will be appreciated that a
vari ety of programm ng | anguages may be used to

i npl ement the teachings of the present invention as
descri bed herein, and any references below to specific

descnﬁtﬁﬁgb@lgﬁﬁ I8 %ﬁdltitfrp\ﬂléiﬁfbséﬂlr indentdoBIHc debcritabithaference to
and best node of the present invention. [00167] VM|Ie

t h b
any pagGHpT BER O PHRE e rRsL e Wik %é%s%?%%ﬁe%%d@m
and several alternate enbodlnents it ow
programaingleoguagsp mey bensed kg implgment f-h?ete%lluéﬁéﬂ? theRregqnt

various changes in formand details can be nade

inventidh&lsald3cbddhereirt @pdraniyrigfdrendes bblovs po spdcifinidnguages avé
the invention. [00168] Finally, it should be noted

prov1d§a§5r i %&Q:%f%gg?fégf‘e?lt LAd s %B?g bof hg%feg&nﬁ%ntﬁk%ﬁ n

incipalTy sele read | ty I nstructi onal

urposes. and may not hav bee cted tp.del.i
00167r " b1 Pk B imuention hanlskniRAsiaa & o i dErbeg ifh

Accordingly, the disclosure of the present invention
referericé tb atpeefdaddtemixeliinidntiahd aevare] albernatestmbodiimenigy it will be
the scope of the invention, which is set forth in the

undersffg%(g g%@%o%%%ﬁggd i3 rekdting art thlt V@ﬁé@lg ég&%@&ﬁ{ F¥PSind

What |s clained is met hod for
details [5?‘6 2‘8?(%41’%%@{1 g\q.llﬂ?gtg AN &ec el VeesCIlnrqy afd gcaotpae of the
invention.

[00168] Finally, it should be noted that the language used in the specification has
been principally selected for readability and instructional purposes, and may not have
_ been selected to delineate or circumscribe the inventive subject matter. Accordingly,

the disclosure of the present invention is intended to be illustrative, but not limiting, of

the scope of the invention, which is set forth in the following claims.
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receiving a plurality of log entries; for each
received log entry: determning if the log entry
contains an ID common to any potential nerged event
in accordance with merge properties; beginning a new
merged event, if the log entry is a beginning | og
entry of a nerged event in accordance with the nerge
properties; and ending an existing nerged event, if
the log entry is an ending log entry of an existing
merged event in accordanCeA¥MISh t he nerge properties;
and mappi ng each log entry containing an I D common to
an existing nerged event to that nerged event in

What i9ek@mdanse wi th mappi ng properties for the nerged
event. 2. The nmethod of claim1, further conprising
endi ng an existing nerged event if a tineout as .
1. defrietiedt] fon ndrgingemgliple bpgentiries redepredthyaa datarpregessingniystem,
occurs. 3. The nethod of claim2, further conprising
comprisggiti fying a log entry indicating a beginning of the

nerae 1+ od of claim2, further

E%S%g‘?‘ﬁ%?ﬁggﬁtaé‘%?‘f’;?%ﬁ‘gﬁéﬁ og entry indicating an end

@by ddoR ré’&ﬁ@@ﬁlog\éﬁ&gg Case 11415 -20 25137/

| 415/ DOCS/ 1609250. 2 5. The nmethod of claim 2, further

conpri si ngdétdemirning ifrthe dog ertre fenipinsa ILhepmman to any

inplies a start r an.end of the ner ..8. The

ot hoROIRCBl BT St orsP g R B ES®: ,

consi der t B@gm%eadnew merged event, if the log entry is a beginning log
entry of a merged event in accordance with the merge properties; and

ending an existing merged event, if the log entry is an ending log

entry of an existing merged event in accordance with the merge
properties; and

mapping each log entry containing an ID common to an existing merged event to

that merged event in accordance with mapping properties for the merged event.

2. The method of claim 1, further comprising

ending an existing merged event if a timeout as defined in the merge properties

for that merged event occurs.

3. The method of claim 2, further comprising identifying a log entry indicating a

beginning of the merged event.

4. The method of claim 2, further comprising identifying a log entry indicating

an end of the merged event.
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event as it exists so far when nerging in a new
entry's token. 7. The nethod of claim6, wherein the
ability is used in a mappi ng operation. 8. The method
of claim1, further conprising determ ning whether
each received log entry is to be considered for
merging in accordance with the nerge properties. 9.
The nethod of claim 1, wherein mapping a log entry to
& MRS claii, FikheC@mplisiag idettifyingni log eatty thet neither
of the merged event, the tine beling the tinme of a
impliebegitart nngah egd ef dre mergedtdvenker ged event. 10. The
nmet hod of claiml1l, wherein mapping a log entry to a
merged event further conprises determning a time of

g%&l?&%deo\f%%n#%?%tﬁ%% : elgdiﬂétaheabﬁﬁt??o @bndfer the merged

0g eve vent . The net hod

event & it ekt Bolfar Whehehé& gifgpipi aife® entry’wtokey. to a ner ged
event further conprises mapping an event IDin

accordance with the mapping properties. 12. The

R

in accordance with the mapping properties. 13. The

nmet hod of claim1l1, wherein mapping a log entry to a

e rgednethedtof claimt h éurthengmpesingappi ng a nane par sed

fromthe log entry, the mapping perfqrnmed .in ..

AT RTEWRRRT CAHECHVE Hog PR i oLse caiglsred for merging in

roperties. Case 11415 -21 25137/i1i 1415/ DOCS/ 1609250. 2

accordpfa_cgwé\tﬁ)ggﬂg egfro%efréx?f?h 1, wherein mapping a log entry

to a merged event further conprises napping a device

action in accordance with the mapping properties. 15,

Pheheahbibedaif ctdin lnvqhermeppmlqg@'@;w mggged event
furthere (r:](t)rgllpggescc?e%rarh&itllé) g ti%?et of the merged event, the time being the time of a

beginning log event for the merged event.

10. The method of claim 1, wherein mapping a log entry to a merged event

further comprises determining a time of the merged event, the time being the time of an

ending log event for the merged event.

11. The method of claim 1, wherein mapping a log entry to a merged event

further comprises mapping an event ID in accordance with the mapping properties.

12. The method of claim 1, wherein mapping a log entry to a merged event

further comprises mapping an event name in accordance with the mapping properties.

13. The method of claim 1, wherein mapping a log entry to a merged event
further comprises mapping a name parsed from the log entry, the mapping performed

in accordance with a oneOf function in the mapping properties.
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corresponding to nore than one nerged event m xed
together. 16. The nethod of claim1, wherein one
received log entry is used to build nore than one
nmerged event. 17. The nethod of claim1l, wherein an ID
conprises multiple fields in the log entry, the
multiple fields acting to identify log entries that
contribute to a nerged event. 18. A systemfor
merging multiple log entries received by a data
processing system conprising: a nodule for receiving
a4pTheahéthpd of claimy lemthereis mappipgedeg eny tpamerggd exent

log entries into tokens;. a grouper that,.for eac .
further eQIBPYERF MBPPEGE ‘5/‘?"16%‘1‘%%0??1 lﬂggcqlﬁa{‘ﬁ%“’?%‘gths ﬁ?arpfmg properties.

contains an ID common to any potential nerged event

i n accordance with nerge properties; begins a new

8! qBe remBBl of claithle wiegeifrhé yedeived lbg gntrivisgntady log entries

entry of a nmerged event in accordance with the nerge
correspondipgttd @xoreshan enelmengedqyest ngeﬁ*ré‘?gj'é‘aerevent, if the

log entry is an ending log entry of an existing

nmerged event in accordance with the nerge properties;

384 TRe TRARBY of PRI B R BAA Dk FBcPEd Yo gleditiyRisRisBd t@bBuidl®more
common to an existing nerged event to that nerged

than ofi¥ @tdrgédea@ntor dance wi th mappi ng properties for the
nmerged event. Ca s e 11415 -22 25137/1
1415/ DOCS/ 1609250. 2 19, A conputer program product

99! iesniug:ﬂoél 5 Efaﬂ%tli, Aer&hahah QI frises multiple fields in the log

entry, the multiple fields acting to identify log entries that contribute to a merged event.

18. A system for merging multiple log entries received by a data processing
system, comprising;:

a module for receiving a plurality of log entries;

a parser for parsing the log entries into tokens;

a grouper that, for each received log entry:

determines if the log entry contains an ID common to any potential
merged event in accordance with merge properties;
begins a new merged event, if the log entry is a beginning log entry
of a merged event in accordance with the merge properties; and
ends an existing merged event, if the log entry is an ending log
entry of an existing merged event in accordance with the merge
properties; and
a mapper that maps each log entry containing an ID common to an existing
merged event to that merged event in accordance with mapping properties for the

merged event.
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conmput er readabl e nedium for causing a conputer to
performa nethod, conprising: receiving a plurality
of log entries; for each received log entry:
determining if the log entry contains an I D common to
any potential nmerged event in accordance with nerge
properties; beginning a new nerged event, if the |og
entry is a beginning log entry of a merged event in

46C 0T QaRGRp el rééiﬁnﬂ?fcﬁﬁc%&ﬂ?fibﬂr@ihst&ﬁ@ﬁoxﬁ%rﬂd_cmra
exi sting ngrge event, if the log entry is an ending _ .
computegreadableynadiuanforxausingg copyser @parfornna matbedeueprising:

eseraRB AL B EARSHEo an exi ot ng mer ged Svent 1o
AR 2occr dance viil mmpeino
251371! 14 456{-Ra8hE60@296g entry contains an ID common to any
potential merged event in accordance with merge properties;
beginning a new merged event, if the log entry is a beginning log
entry of a merged event in accordance with the merge properties; and
ending an existing merged event, if the log entry is an ending log
entry of an existing merged event in accordance with the merge
properties; and
mapping each log entry containing an ID common to an existing merged event to

that merged event in accordance with mapping properties for the merged event.
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