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The present invention reI Iy I'ntormation service syst

automatical ly providing a usef®®%h a presenter requi red for Vi e\/\/mﬂg,mwmww"””m
desired contents with a viewer regardl ess 10 of the presence or
a user's request and, nore specifically, to a storage-based broadcast fifsge*

systemth?tITalgt BW%&{E%NVEH‘PP@&GS the viewer. Description of the Background
Art 15 Information service systens for providing users with a service for

Vi ewi ng cont ent éo&?ﬁHLr %OﬁTrlg g.ws[q{ IS%!&Q)?J yﬁ%éﬁeAﬁBntsﬁthAc&t &A@ 2

presenter to nake em avai e user S browser must

appropria ing on factors attributed to content data to be
provi dedkgb%nggg%&ggl ggggﬁgnnel 20 used for providing the content data to
the user, and the presenter on the user's side. As one exanpl e of
conventional information service systens , a push-type information

di stributi rvice ysi r over the Internet has been realized
by, fot e?gﬁﬁﬁgm\ﬂ%@ R#cﬁﬁg gg&q%gﬁlé}\fk (registered trademark) of PointCast
I ncorporated, and 1 ~l1° ~~ 2 ~~f ~ Active Desktop (registered

t r ademar k) %*eq\ﬁc‘?%sgf? 197899 on. In such push-type information

di stribution service, contents such as news and weat her forecast that are
broadcast from ED®r BTESESt SIRYEHN QR eFelptesniey ninformationi vegviFeand
stored 5 in a receiver such as a_personal_ conputer. A user operates the
recei ver F¥SEEMPyE0E auhosRsdcalifi drovdaingsdr Ysa%ryhkR RoPTFSERILRY
contents. Thus, the user can view the contents stored in the receiver.

Di ff er ent TRABMEEASERF vinsng Gesdireforentents Wit a viewer regardless

10 of the presence or absence of a user’'s request and, more
specifically, to a storage-based broadcasting system that

automatically updates the viewer.

Description of the Background Art

15 Information service systems for providing users with a
service for viewing contents require a browser for supplying the
content data to a presenter to make them available to the user.
This browser must be appropriately updated depending on factors
attributed to content data to be provided, a transmission channel
20 used for providing the content data to the user, and the presenter

on the user's side.
As one example of conventional information service systems,
a push-type information distribution service using a computer
over the Internet has been realized by, for example, PointCast

25 Network (registered trademark) of PointCast Incorporated, and



10 Consequently, a flexible user interface can be achieved for each
servi ce.

If the browser needs to be updated, the user receives a new
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browser by using a function programred directly on the current browser
itself.

br owser.

Then, the current browser is replaced with the received new
In this way, the browser can be 15 updated. Wth reference t

FIGS. 24, 25, 26, 27, 28, 29, and 30, one exanple of the conventional
broadcasting systemis now described. As shown in a bl ock diagramof FIG

24, a bro?&@?é&i qegﬁ,?é’%‘?g‘ﬁéﬂ%!r%! %&en?afﬁ?%%nhlé%g%?ggﬁ%r 4514340

del i very

a recei ving appar atus ransmtt

apparatus 2510 includes browser storages 1 bro r.pitchers 2513,
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b~~~ C L~ ovi ded. Each of thes onponents is given a s | w.th a
sutfix (1 6urotSSRs SatanIon oRtnale nareEDot B e HaraIaPY PRALS AEored

conponents are each given the sane synbol with a different suffix add
theretd féP RARSRGHVSREISR 3§ #PIIRORALMAPYRIE P 32T (HMTR HHREE
storages 2511 are grovided: browser storages 2511a, 2511b, and 2511ic;

browser pFEERAVET2

2513c; ;
1113b, an¥iev¥ing: centeRrtf ee TOWSefPRC1USPrt ERRr E1% 1Uh e, (CONFENLSI EFOTEENt ent
pitchers 2514a, 2514b, and 2514c . Note.that , if each of the sane
conponent 4nnEbEsTAGE1IEPEecifical ly to be identified, they are generally
referred to as the browser storages 2511, the browser pitchers 2513,
content storageBififigpent hdrowseads: arecHiged 260r QEEfREQRY elSEIVISEER t his
specification, if there are a plurality of the sane conponents as des
abovel0 t hEgnaeguenthyi fa ddeibiddiser dndefrffiacet eardchashirpved far eashnor e,
if each of them needs not specifically to be identified, they are gen
referred servictoutlfa thef brewaddeneeds tthve beynbdatedo the @R r2geives 27
and 28, data stored in the browser _storages 2511 , the content stora

1113
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three content storages 1113 are provided; contents storages 11

t he sewr bgew&88 byanding a function programmed directly on the

current browser itself. Then, the current prowser is replaced
with the received new browser. In this way, the browser can be
updated.

With reference to FIGS. 24, 25, 26, 27, 28, 29, and 30, one
example of the conventional broadcasting system is now described.
As shown in a block diagram of FIG. 24, a broadcasting system 2500
includes a transmitting apparatus 2510, a delivery system 120,
and a receiving apparatus 2520. The transmitting apparatus 2510
includes browser storages 2511, browser pitchers 2513, content
storages 1113, content pitchers 2514, a multiplexer 115, and a
transmitter 116.

There are two or more browser storages 2511, browser

pitchers 2513, content storages 1113, and content pitchers 2514
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the menmory 138 in the above broadcasting system 2500 are shown. The thrjeg s 200
browser storages 2511a, 2511b, and 2511c are independently and respectively
provided for three service (S1, 25 S2, and S3). The browser pitchers 2513

each store a browser B 3 ~' ~~~ ~ 't ?fir,) that corresponds to a

service ( S) to be provid~.d to a user, and send the browser B to the

nul ti pl exgiodlgeacCostmnartihdsHEBRABbARAILRED §EHEAW SymIdE WOV 8lifRI kCher
2513a for the service S1 stores a 5 browser B(S1). The browser Bis a

conput er pi geEantWek! LARHAL ! | ¥§aEQIEnEFREBI. N€ HeakAWRER o Of tife CEHME
Central Processing Unit ) in the receiving apparatus 2520. Simliariy, the

or ovaer 28 1480p8hehE EARCE: En ol Band Ll o Fsrer il ShFE
browser 2 OFor %E%:seﬁé%bgl néﬁg{esma onser (a % er & %é? if
each of 10_th eeds not specifically.to be identified, they are sinply
referred ?géﬁgn%ﬁ3r8§8mggf E&eﬁ;%gégﬁ¥38nbromser transni ssion techni que
such as a comrupi cation prqotocaql _and transm ssjon schedule is defined for
each Service. THUSIRGAFARRIE Of F 1T o 2 bl PGS RECB ShetroTRIThed 189513
vary anong the _services. For this reason, the browser pitchers 2513a,
2513b, ..Proys4ef:(n RROWFeLyr pEPFAFGSnZUiA. ntnbk?) aP8 iTfelfendEREP§ and
respectively provided for the services. |In the exanple shown in FIG 24,
t he thr eePBPURBEr PRtCERESs 250 3255y PLIMBEed unPLIASKT R EteReEpeidditly
provided for the three services S1, S2 , and S3 , respectively. The content
st orage 123338t opad 2X¢itienth®ef contentr sdéopaggisnd Ider vare. pravidedt ent
storage 1113 is provided for each service. In FIG 25, the three content
storages &¢dnBentdls8braged 1113ae.ard lidtdepartientl3c.25mpt ovlhdeed €ontehé
three service, respectively. 4 ~~~"~~~ ~'~t?~3 In the exanple shown in
FI G 126, phechensendlstareapeolrilidd :f ocohhens ey aieeiS 281dree s 26Wd bseandce
contents C( S1 ( 1) and C( S1, 2 ) . The content storage 1113b for the
service S2s500€s NNbtét @h@at, if each of the same components needs not
specifically to be identified, they are generally referred to as
the browser storages 2511, the browser pitchers 2513, the content
storages 1113, the content pitchers 2514, respectively.

15 In this specification, if there are a plurality of the same
components as describe above, they are identified by adding a
suffix to each symbol. Furthermore, if each of them needs not
specifically to be identified, they are generally referred to
without a suffix added to the symbol.

20 In FIGS. 25, 26, 27 and 28, data stored in the browser
storages 2511, the content storages 1113 , the storage 133, and
the memory 138 in the above broadcasting system 2500 are shown.
The three browser storages 251la, 2511b, and 2511c are

independently and respectively provided for three service (S1,

25 52, and S3). The browser pitchers 2513 each store a browser B



any content C. The content storage 1113c for the service S3 stores 5';h.
service contents C(S3, 1), C(S3, 2), and C(S3, 3). Note that if each oflf
contents needs not specifically to be identified, the content is sinply
referred to as the service content C. Referring back to FIG 24, the
content pitcher 2514 sends 10 the content C(Sm O stored in the content
storage 1113 of the corresponding service to the multiplexer 115 in a
predeterm ned manner. In the content C(Sm O ( Smrepresents a service S

wth a SULhLX SbEmlsedf APl £ary BBt UERl QUIDBELLALAT 5T IfJhal bR, and

O (Ois an arbitrary natura represents an ordi na 15 nunber of a

DY sBhat e o Lbh L th REIVIPRAR £5sSUehoddlher,

transnltt|ng appar a 0 used or t ventlona broa cas i ng s?sten1
2500, nethgda E rtransmi tta bromsers and contents vary anobng services.
Ther ef or eP*THE % u%%?lt %? romser pitchers 2513 and content pitchers 2514

have 20 to be ipdiv duaII vi ded diff t
transni ssi on ne brgﬂﬁﬁ¥dgﬁg bgsp@éﬁp9eﬁs’BS%%%&%%F¥%Ere%geBF8ﬁé§reEe2nd
t he content C. The ef ore, lural it tchers have to be .indiyi dual
orovi dod PEPVERE BEShber T@"'a??d'%f"%érclgn%{@ %m% eﬁ?\@ﬁﬂvﬂﬁqﬂbwe%'ﬁefﬁ'n R
mul tipl exes_and nodul ates_ the browser

recei ved PREAVEIRCAS bMRERIRS tjﬁ’i’&ua??ﬂ?%ﬁdc?%e‘ (s%&tg‘@&ep%%ﬁ%?&n%u?%ﬁ]) 0

received fromthe content pitcher 113 to outpuf a d| ital bit strean1 The
nul ti pl exd® 18 TRGEHELRG ARRAFAE Y SO éonulﬁ+éﬁ & bro¥sest éP1PR a
station s¥sten1for digital 5 broadcasting. The transnltter 116 sends data
processedt8y e SARVHCS 8%ettanes eobfﬂ@sea%'%?r)y apét Ehe BPWsaR 25
transmitter 116 nay be i emented by a nodemif the delivery systen1|s
structur eﬁoﬁyﬂé@\ﬁerré’d-c@oggmﬁﬁ%%ﬁ w?rewrsem@(s%} nﬁ&sateethﬂiélbﬁrm@d%y a 10
parabolic antenna for transm ssion if structured by a broadcasting

commirfl cathensneede| not espectpirallyrio g iidentifiledemthey r¥engimply

descri bed. The delivery system 120 is a nmeans for transmtting information,
such as coafenredahd &% ovkerkrewser fBomthe transmitting apparatus 2510

M.

A spedific browser transﬁfssion technique such as a
communication protocol and transmission schedule is defined for
each service. Thus, processes carried out by the browser pitchers

15 2513 vary among the services. For this reason, the browser
pitchers 2513a, 2513b, ..., 2513n (n is an arbitrary natural
number) are independently and respectively provided for the
services.

In the example shown in FIG. 24, the three browser pitchers

20 2513a, 2513b, and 2513c are independently provided for the three
services S1, S2, and S3, respectively. The content storage 1113
stores a content C of the corresponding service. The content
storage 1113 is provided for each service. In FIG. 25, the three
content storages 1113a, 1113b, and 1113c are independently

25 provided for the three service, respectively.

L
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15 to the receiving apparatus 2520. For exanple, the delivery systeﬁﬂhZGN 2003
may be structured by an optical fiber or cables of various types; a
broadcasti ng communi cations satellite in space; or a package medi um such as
a DVD and its distribution channels. The receiving apparatus 2520 i s now
described in detail. 20 The receiving apparatus 2520 includes a receiver
131, a de nmultiplexes 132 , a storage 133 , a renderer 134 , a presenter
135 , an input device 136, a CPU 137, and nenory 138. The receiver 131
receives infornption such as t.he caont nd.the_ browses B thr t he
Gel tvery systen 1304 S4p R Rt L EFb a2 5 o FRBhPYeRT el $LP%851% my
be i nmpl engnt by a _nod or. a nodul.e includin ant enn ng.a tuner
Chat "ar o TG 1o GBHEPRIE HFPERF BT RAEIeEeneh BB S r e 1 ThE Tt fFE ol exes
132 denoduy| ates the digital] bit stream.received fromi{he receiver 131, and
sopar at oo § he THA EPPLERGS SoTH B dOCoROT IS 508V CheS dIdRT fio%h BK8Le135
carries out the process carried out by the nultiplexes 115 of the
transmit t P0G CoPEarLis IBEFIH G HeSFRURIS & LdP PSR bhe SATVAGE it SEPERFt he
de-nul tiplexes 132 is provided to the storage 133 and_ can be read by the
CPU 197, | U G eSS 61 CRy COREP T S 31nd D br BhSer 52 hncPRBIR G s FrovNats by
the de-nul tiplexes 132. The storage 133 is inplenmented by, for exanple,
random y-h’éégséifbl%a%c‘éﬁdﬂ:ﬁ@ ATt AR UCREeRS anAbr #PGiICE Lopddar i | BR
stored in the storage 133 is readabl e and changeable by the CPU 137. 15 As
illustrattderpifed. Jehe tpenienk o 98MpLY oFefexFrd t 9 c@S bEBASEEEBLS?) ,
B(S2), andB(S3), and five contentsC(S1, 1), C(S1, 2), C(S3, 1), C(S3, 2),
and C(S3,cytemqeCyrenderer 134, by following an instruction fromthe CPU
137, renders graphics for displaying on-screen display (OSD) on 20 a
screen. The pr Raffrmringdbagketent EG ar2douitpet cofteme pidmhmre25134sends
viewabl e for the user. The presenter 135 nmay be inplenented by a CRT
di splidy, the exagrite.C(Hme Olpstodedi tr i3S dontpdr sttedage LAd3ueérthe
instruct 25 the receiving apparatus 2520. The input device 136 nmay be 7
corresponding service to the multiplexer 115 in a predetermined

a

manner. ‘In the content C(Sm, ‘(5) . Sm represents a séi:vice S with
a suffixm (m is an arbitrary natural number) for identification,
and O (O is an arbitrary natural number) represents an ordinal
15 number of a plurality of contents C that form the service Sm.
As such, in the transmitting apparatus 2510 used for the
conventional broadcasting system 2500, methods for transmitting
browsers and contents vary among services. Therefore, the
plurality of browser pitchers 2513 and content pitchers 2514 have
20 to be individually provided for the services. Moreover,
different transmission methods should be respectively prepared
for the browser B and the content C. Therefore, the plurality
of pitchers have to be individually provided for the browser B

and the content C.

25 The multiplexer 115 multiplexes and modulates the browser



i ._ ~,!~a~; ¢'"'".Q3 inplenented by a conbination of a renote controller

and its photoreceptor, a keyboard, a nouse, or others. The CPU 137, WdJ ¢l 2043
is a central processing unit, is interconnected to each conponent of the

recei ving apparatus 2520. _ 5 By executing a conputer programstored in the
menory 138 , the CPU 137 controls the entire receiving apparatus 2520. The
menory 138 is constructed of a witable/unwitable sem conductor nenory

RAM ROM The nenory 138 is used for storing data processed by the CPU 137

df i NQ. t b 4 i CPU
a0 Tor ShAEACD: o QIR £he RESAIAID BO.BAL AR, LADRLEXAECA EBLEDRCFL,
d t 5 i{t i i hi I
execut ool B s o SHR AT T kbbbl halob et 5 PR RN G SRGRIEY
i 15 d i bed. The_b st 27 i ndi i pf ti i
Labul ar TBH VI 1 bwe T (Hereplftes Liehavay oneer “FrEEEShe0 0 fdes a
colum 2710_for_browser file nages and a columm, 2520 for servi ¢e nanes.
Wth the HRETOPLEFET hinfedr MOALLa3980 10 17 Hrthktlt TRRETR EpBoALPlator a

desired service fromanong 20 information stored in the storage 133. Wth

r ef er enceP¥B23CRFbNChart in FIG 29, the nmin operation of the receiving
apparatus 2520 is now described in detail. In step S2801, all service nanes
( 2720 ) of theT®¢ &RgBsMitEeT IAgnseRds dataProresiradry tupmylsinleretyed on
the screen in list 25 form Such screen display is carried out by the
renderer 133 tg the delivery gystemgl2d. p 'lg’[eepﬁmtﬁ% lledpayppkeat es
the input device 136 to select one of the services in the |list displayed in
step S280implemerted dppEmodsm ifetherdetivery aotsden dssedpusisoed b¥e file
nane B(Sm stored in the storage 133 is obtained by referring 5 to the

br owser - f #| #ixgfde aosmpndcations wdgwdit. ier mgyobe| Amplenemt®gy b he file
B(Sn) specified in step S2803 is executed. The browser is witten in native
code 1¢¥ tpardmlig7, anktennaer£dor etramshbsshartutBl déteectyrey tbhy GPU 137.

Wth reference to a flowchart in FIG 30 , a browser updating
broadcasting communications satellite in space.

The delivery systeﬁ~120 is now describza. The delivery
system 120 is a means for transmitting information, such as
contents and browsers sent from the transmitting apparatus 2510,

15 to the receiving apparatus 2520. For example, the delivery system
120 may be structured by an optical fiber or cables of various
types: a broadcasting communications satellite in space; or a
package medium such as a DVD and its distribution channels.

The receiving apparatus 2520 is now described in detail.

20 The receiving apparatus 2520 includes a receiver 131, a de-
multiplexer 132, a storage 133, a renderer 134, a presenter 135,
an input device 136, a CPU 137, and memory 138.

The receiver 131 receives information such as the content
C and the browser B through the delivery system 120 to output a

25 digital bit stream. The receiver 131 may be implemented by a modem,



10 process by the receiving apparatus 2520 is now described. In step-3290ly 2003
the CPU 137 starts executing the currently-transnitted browser B. In step’ &
S2902, the browser B is received by the receiver 131 and then the
de-mul tiplexer 132, and its version is checked. 15 In step S2903 , if the
browser B received in step S2902 is a new version of the currently-executed
browser B, the procedure goes to a next step S2904, and if not) the
procedure ends. In step S2904, the receiver apparatus 2520 receives the
currently-transm . y rag o] i 0;stores
t he recei ?/%dgbrﬁgav\l}sieere %@%ﬁq %& %I%gceg}b’%p%é%&,%ug%g %E%e%iq%y!—%ﬁécﬁ?ed
browser B is replaced wth the tenporarily-stored file. Then, by rebooting
the brows8F" B h(gl :Le%a\é\il Vit at)d(racgmsgtelrngo etche\é(wr(?é'ﬁvsv'versi on starts to be
executed. Int ahove exanpl e of e, convent.i aon br padc i.ng_25 system
the browser witt® ei'ﬁmﬁétlgggxgﬁd]eégfd?rﬁeu?@r%ﬁust glrlei l%ltaaftbd’r%! fg—regﬁ{cb! 23
transmtted by usi a ~aet hod .uni g to each service. Therefore, various
br owser  tFSRONTES Rt (P SIS oo 208 FeBBE A Ege P BALERELPYER at od
in both transmtting and receiving apparatuses. 5 That is, in the
transm t t FRECERpEeH us Th@dr itSus tB%oﬂ?éF‘uﬁittlBI]ls?f‘grsﬂJéEi FRETLBSSBPLi ERE are
required. In the receiving agpar atus, a_ function is fgr ogr ammed, _t}__/pi cally
in the brPHREPST RAFFIHA OXth P¥ethe BUL R 1ok Miheta thewtFABRELELERY a new
service and replacing the existing browser with the recei ved new browser.
10 To rea@PE@r%ﬁb%t%th alpytheerewpEse uAireehiodr AR MOWERYT cEromhghe
browsers each should be inplenented in slightly different i_. specification
Ther ef of@;maktipkexrmiér b¥ Promiidedste iheca§85299ak3 D asdreaR besspRd s

occurs. That is, in the receiving apparatus, a 15 plurality of simlar
progr am ce¥lethéavRU tl3be hel d, thereby wasting the storage capacity. Also,
simlar processes are sinultaneously activated in the receiving apparatus,
and thifer ef or e CBrpsttoragesddd cxoramitbie browsersiand lopnieads puevheedor e,
browser transm ssion nethods vary anong the 20 services, and are progranmned
only in the thewkemultipdestear 832t heThe estandderld3d deoampAemaneedf bymnual | y
obtai ning the browser in advance by activating a.file communications
prot ocol Sorlkexampilep.a Sandoémiv+dadeessithier reaprding medd ut such eacekabét ween
the 25 browser and the content in transm ssion nethod. Therefore, in 10
disk. Information stored in the storage 133 is readable and
changeable by the CPU 137.
15 As illustrated in FIG. 26, the storage 133 stores the three
browsers B(S1), B(S2), andB(S3), and five contents C(S1, 1), C(S1,
2), C(s3, 1), C(s3, 2), and C(s3, 3).
The renderer 134, by following an instruction from the CPU
137, renders graphics for displaying on-screen display (OSD) on
20 a screen.
The presenter 135 presents an output of the renderer 134
as viewable for the user. The presenter 135 may be implemented
by a CRT display, for example.

The input device 136 is operated by the user to instruct

25 the receiving apparatus 2520. The input device 136 may be



n-~-3r ;.~~—t-3 a case where a plurality of services are subsctilbdd!i 2003
transm ssion of one service may interfere with transm ssion of another

browser or service. Also in the transmtting apparatus, slightly different

5 browser pitchers are reauired as nmany as the services in order to achieve
browser transm ssion, which is essentially the sane function to any

service. Therefore, the transmtting apparatus becones nore conplicated in
structure linearly as the nunber of services increases. This conplicated

S”“Ct“reﬁsg&%g 804 18,1 1125 niar%i%%"%!fppa{mﬁémocﬁétc&li'gr&{‘ QQYEH&GE%S I n
nanagenen%. Ur ther ror &, “t fese browser pi tchers havé no relfation to one 1.
y transmt browsers nore than the

another. T e?e brom@er pit£g rs dransmt bro S,
delivery RYLERATCER" Prandt e e XA ‘g an overf 10w e content pitchers are
al so i ndependent. of one another for .each seryice, 15 and_.therefore the sane
or obl em may. 0cCTRS SERMARY CRHER | HGENTI BRPRRS O ERACSSE 1Pe. HHEsent-=
invention is to provide a nmethod and sgsten1for roviding a flexible user
i nt er f acelPERTERPRPCER] 36 $3CR COMRGBEBLOTITHE & é&é’t‘inﬁgaﬁgbﬁl%‘?%zééf’vi ce
structured by a plurality of contents transmtted in digital broadcasting
or- a ConpBY X MAIK@ IR e PEPIRGNsEYRA e 4t PRSP 43%r HeatiFHori zed
contents. The present invention has the follow ng features to solve 25 the
probl em abdVecontrols the erfiire recedving @apPpegatusolS5€fe present invention
is directed to a storage-based broadcasting systemthat supplies a user
i nterface uni quEng onemery 13% &é8npesebrvrtad 6t anwritabde/uRwrétabier
presenting the service, the systemconprising: 5 a transmssion unit for
transmi t t fegieordnetor meperyriAN/ROM cafTheimpnanie 138cks naedrfacetasingtire
or part Qf the content; and a receiving unit for receiving and activating
t he data processed by the CPU 137 and for storing a computer program
10 and data to be executed in the CPU 137. As illustrated in FIG.
27, the memory 138 stores a browser list 2700, and a computer
.. .
program 2651 written in native code (machine language) executable
by the CPU 137.
With reference to FIG. 28, the browser list 2700 is now
15 described. The browser list 2700 indicates information in a
tabular form with rows for the services. The browser list 2700
includes a column 2710 for browser file names and a column 2520
for service names. With the use of the browser list 2700, the
browser can be specified for a desired service from among
20 information stored in the storage 133.
With reference to a flow chart in FIG. 29, the main operation
of the receiving apparatus 2520 is now described in detail.
In step S2801, all service names (2720) of the browser list

2700 stored in the memory 138 are displayed on the screen in list

25 form. Such screen display is carried out by the renderer 134.



-~ r_l LoTalal
transmtted control content to execute the user interface, 10 mhereinst%gd 2043
user interface is transmtted and received as a content . According to a
second aspect, in the first aspect, the control content is a browser for
the stored content. According to a third aspect, in the first aspect, 15
the transmtting apparatus conprises: content pitcher neans for pitching
the content including the control content; and a service property
transmtting unit for transmtting service property information indicating

the service, a”9n29¥%§esdief(g§i VHO Wt oBOIRELSEEhE f@\%o UL 6% 1o

determ nation unit m ni ng, bas on the rec r,~ntent and

servi ce PLARSLLYoMTEF AL 9yt e CONtEl 19t 83k 3008 Lhe gPebusd

contents. %ccordlng ourth-as aspect’, t'he "cont ent
pitcher unit conprises ntent ,assenbler unii 12 . . 3~/ ct, 3 for
Bading, to the SRR S8 K ofPbrien aaass Caert HAEd 8 S5RP 7202 akHe; he
receiving_uyngit fur r . determ nes the contrql, _content .a the received
Cont ent s BASEPUIF PRSI GRERE Paos S EPSTHe 193 SR SERad PEGn T e FE AT B8 ng
to afifth aspect, in the third aspect, the transmtting unit further
conpr i 3es tAntBLeBFPBALE - E1 4Rk MR ymg Gin fihe BrewseTe Hd et 6A00 -si gnat ur e
on the control content, and the service Eroperty_transnitting uni t

transmits a 10 PBLFFEP KRRABUY- tihe didetr Péame sPgrttifed in et §2803 dded in

the service property information, and the receiving unit further conprises
a si gnat uP¥eSUtREnt i TR PEOVSETt 15 ST idikafedAni Rat1 R qa¢e efete SR 187gnat ure
by a public keg included in the received service property 15 information,

e

and the cBRfrENeEBRPEALCAR Bt VFFFHRA tHTARfYalthd®e E&Yi d370f the

el ectronic signature. According to a sixth aspect, in the fifth aspect, the
aut henti cati on $ithprefgreacedin e Hioyhalkart ind Her 865 mebr s e URARERNENI que

to the service. 20 According to a seventh aspect, in the third aspect,
10 process by the receiving apparatus 2520 is now described.

In step 52901, the CPU 137 starts executing the
currently-transmitted browser B.
In step S2902, the browser B is received by the receiver
131 and then the de-multiplexer 132, and its version is checked.
15 In step $2903, if the browser B received in step S2902 is
a new version of the currently-executed browser B, the procedure
goes to a next step S2904, and if not, the procedure ends.
In step S2904, the receiver apparatus 2520 receives the
currently-transmitted browser B, and the storage 133 temporarily
20 stores the received browser B as a file.
In step S2905, the currently-executed browser B is replaced
with the temporarily-stored file. Then, by rebooting the browser
B, the received browser of the new version starts to be executed.

In the above example of the conventional broadcasting

25 system, the browser written in native code of the computer is
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o
the content pitcher unit further conprises a content |ID space nanagenen#A"‘mw
unit for sending information for defining part of |ID space of the content,
and the receiving unit further conprises a designation unit for 25
designating the control content based on the content ID included 13 vy~
~~eur3 in the part of ID space. An eighth aspect of the present invention
is directed to, in a storage-based broadcasting systemthat supplies a user
interface unique to a service ( S ) conposed of a content ( C) stored 5
therein for presepti the service, .a control content fransnission nethod
for provi AFABSELGEER PharPaceH e HRomETgusath SBFR i SHI% cABeIERET et hod
conprising: a step of transnitting-a contrqol content for realizing the user
i nt er f aceVaS18HE| PEOWT e drHansiiSid FCoREERP IS 19PSRHE 1C e FedV ic8Se PV Rg and
activatin% the transmtted control content to execute the user interface.
Accor di ngtPo Beni AfROEBRERLEd| nifhePeithht hra8gBdttinrde @BAt r SECEINERAL is a
browser for the stored content. 15 According to a tenth aspect, in the
ei ght h aspBBfTratBeesransnitting step conprises: a step of pitching the
content including the control content; and a step of transmtting service
property infornERabni®0 imdiketirapsmHd tdagy iepParaiyst h&yardeapsy PEgWSeEp
conprises a step of determning the control content anong the received
contents biteHens shecitiei Vedseoniees ansl raguiines .pr dpethg rrteimangon.
According to an el eventh aspect, in the tenth aspect, 25 the content
sendi ng sapparahysi acbunctsiapisipragdiammedt Extiecallly indiredmowse onatdent
header defining the content, and the receiving step further conprises a
step of déoereach mpriiasedfon réeetvine® newatepwoért fier reoew edrvboeent |
the control content anong the received contents. 5 According to a twelfth
aspect, i andheplattingatpe existtiagtbaowsen Wikl Hiepecehpedsssy brewsert or
pl aci ng an el ectronic signature on the control content,

10 To realize substantially the same function for each service,

the browsers each should be implemented in slightly different
<~ 4.
specification.
Therefore, as the number of services increases, various
needlessness occurs. That is, in the receiving apparatus, a
15 plurality of similar program codes have to be held, thereby
wasting the storage capacity. Also, similar processes are
simultaneously activated in the receiving apparatus, and
therefore computer resources cannot be efficiently used.
Furthermore, browser transmission methods vary among the
20 services, and are programmed only in the browsers. Therefore,
the user suffers inconvenience of manually obtaining the browser
in advance by activating a file communications protocol such as
ftp.
Still further, there are various differences between the

25 browser and the content in transmission method. Therefore, in

10



the service property transmtting step further conprises a step of =3 JAN 2003
transmtting a public key of the electronic signature 10 as bei ng included

in the service property information, and the receiving step further
conprises: a step of authenticating the electronic signature by a public

key included in the received service property information; and 15 a step of
determ ning the control content through authentication of the electronic
signature. According to a thirteenth aspect, in the twelfth aspect, the

aut hentication of the electropic signature is performed.using a.key unique
fo the sehides “ogtic BB i) 0 o EERI HER ar. SkePE R Re RS alioct
t he conten itching step further conprises a step of sendjng information
for defi nPhg iaPEaroF Al b B CF e i ERPOREES L8 et Vit "8 aRoFur ¢ her
conprises a step,of determining 25 the control content based on the content
| D i ncl ud@d Fﬁrgﬁﬁepart 15 ~J~ "~~~ ~ 3 of ID space. These and ot her
objects , features , aspects and advantages of the present invention wll
becone nore apphtedt 1P Gt KEAPSPLEKIRY ABPAFPEHSdeSLAPPELEN dELLRERSS esent
invention when 5 taken in conjunction with the acconpanyi ng draw ngs. BRI EF
DESCRI PTI BRO¥Ee T HEL BRI NET G- mgaui hed 8Sp8RK @f abharfieghoiafy itheTrSeFuct ure
of a storage-based broadcasting systemaccording a first enbodi nrent 10 of
t he presefiP RARERYS EOWHES transmy s§iggr awhich %R a5entigller Fheespmeperty
information stored in a service property storage showmm~in FIG 1; FIG 3 is
a di agr anfyeptianikul@ny SV eY- ofhenefioiiee bhe 1bransmititeiing peapratufed in
a content body storage of FIG 1; FIG 4 is a diagramin assistance of
expl ai ni njechmesarere coppddcated hn ttmngtonre dineardyopagehayaper of
broadcasting systemshown in FIG 1; FIG 5 is a diagramin assistance of
expl ai ni ngeavieesi danaRkasest-ent Thist eomplrcatedassdubtvadcagusey sgbt em
shown in FIG

10 increase in development cost and inconvenience in management.

Furthermore, these browser pitchers have no relation to one
anotﬁér. These browser'pi?chers may transmit browsers more than
the delivery system can handle, causing an overflow. The content
pitchers are also independent of one another for each service,

15 and therefore the same problem may occur.

SUMMARY OF THE INVENTION
An object of the present invention is to provide a method
and system for providing a flexible user interface for services
20 in storage-based broadcasting in which service structured by a
plurality of contents transmitted in digital broadcasting or a
computer network, while securing services from invalid or
unauthorized contents.
The present invention has the following features to solve

25 the problem above.

11



JATE 2003
1l; FIG 6 is a diagramin assistance of explaining a browser content in the

st or age- based broadcasting systemshown in FIG 1; 25 FIG 7 is a diagram
schematically showi ng one exanple of 16 3JAr~l i ~?03 contents stored
in a storage shown in FIG 1; FIG 8 is a diagramschematically show ng
information stored in nenory shown in FIG 1; FIG 9 is a flow chart

showi ng the opehaﬁgattgsgéeeuw the é‘_)ré)ééw\@eim%}mi%ﬂ Y @@ reRGRiavitRy a
apparatus shown in FIG 1; FIG 10 is a flow chart showi ng the operation to

updat e the i aWsehase! oA a@aaéﬂfng%g,egtwghagwﬁméﬂmf InEbrali FIG

11 is a bloc i agram show ng the Structure of a storage-based broadcasting

Syt om acegidn ko 2 aseand: 10, RINOM rBA, OLoh e, prEPEDLa T PKENELANEE! G

12 is a dlag A i &ssietance a|n|n service fon in
t he storage- basgd brggdcastlng Sy éen1shomn in FlG, 11 FIG. 13 is a
I ni

di agr am i RT§§§PSt 87 &6 SE&XSIH5° a BYT&Ter COBPESSEEHF in the
storaqg based broadcasthgﬂf st em shown |r|{§(i 11; FIG 14 a.s a fl ow
chart 3howi ng the opefat Ml S8t Bt he 5%m§EFnEBﬁFEﬁP9bf1aCPBEﬁpélng
apparatus shown in FIG 11; FIG 15 is a bl ock diagram show ng the
st ruct ur e SERtENIOEQF dieadd-AHAk HDBr UM dSHteRd ASiPs B RTCdGt arr;ga% of therd
enbodi nent of the present invention; FIG 16 is a diagramin assistance of
expl ai ni ngos&epiteeaphoperty infornation in the storage-based broadcasting
system shown in FIG 15; 25 FIG 17 is a diagramin assistance of
expl aining a browser a7receiwinglu@it £ef! rgcedwinat and ahbtivabimgetbased
broadcasti ng system shown in FIB. 15;
transmitted control content to execute the user interface,
10 wherein
the user interface is transmitted and received as a content.
According to a second aspect, in the first aspect,
the control content is a browser for the stored content.
According to a>third aspect, in the first aspect,
15 the transmitting apparatus comprises: -
content pitcher means for pitching the content including
the control content; and
a service property transmitting unit for transmitting
service property information indicating the service, and
20 the receiving unit comprises a control <content
determination unit for determining, based on the received content
and service property information, the contrcl content among the
received contents.

According to a fourth aspect, in the third aspect,

25 the content pitcher unit comprises a content assembler unit

12



FIG 18 is a flow chart showi ng the operation to execute the browser~ 3 JAN 2003
content by the receiving apparatus shown in FIG 15; 5 FIG 19 is a bl ock
di agram showi ng the structure of a storage-based broadcasting system
according to a fourth enbodi ment of the present invention; FIG 20 is a
di agramin assistance of explaining service property information in the
st or age- based broadcasting system 10 shown in FIG 19; FIG 21 is a diagram
in assistance of explaining a content ID in the storage-based broadcasting
system shown in.FIG  19; FIG_ 22 is a diagramin si.st.ance of explaining a
b owser cONFAHEITE 1 hE Loy aEsBhs B bt Ber iy Bt Rt vt el 18
19; FIG 23.is a flow chart showi ng the operation to execute the browser
cont ent b?ng recei ving apparatus shown in FIG 19; FIG 24 is a block
di agram showi ng the structure of a conventional stor age- based broadcasti ng
system 20 Fl G 3% GeCelvfindyHamtstiehhe T datarmdmsni hhe ik teinsratspt
contents stored in content_ storages and browser storages shown in FIG 24,
FIG 26 i8mangi Bf arf SehesthiGadan; ss REReAg °BnER @ xeoRt e b hessifte 9fs thed
browsers stored in a storage shown in FIG 24; 25 FIG 27 is a diagram
schemat i cAPF9ivpdurPRteRtormation 18 stored in menory shown in FIG 24;
FIG 28 is a diagramin assistance of explaining service property
i nformati on i n 2¢ROXLHRAGER hsfekf By eRasst i dg dligdoRsPRAtFI G 24; and
5 FIG 29 is a flow chart showi ng the operation to execute the browser by a
recei vi ng apparbtikestsapemithipg Gunis, furthEIG cguprkses f apwedBGtroshow ng
the operation to update the browser by the receiving apparatus shown in
FIG 24. sOgpDESCR: PNIONEOF pllEe 1pRERERRED tENBID $ANTE Y14 eyt therboditreit )
Wth referenceto FIGS. 1 (2, 3, 4,5, 6, 7, 8((9, and 10, a
st or age- baertlebt patshshiengesyice mpramportyi fgansmi ttingt urirbdiansmti tef at he
present invention is described. 15 As shown in FIG 1, a storage-based
br oadidast puglig kesmofO@hacebedtnognio diwndtiurst asnbetdngeiticiudddidesthe
transmtting

service property information, and

the receiving unit further comprise~s a signature
authentication un?'.t for authenticating the electronic signature
by a public key included in the received service property
15 information, and the control content is determined through
authentication of the electronic signature.
According to a sixth aspect, in the fifth aspect,
the authentication of the electronic signature is performed
using a key unique to the service.
20 According to a seventh aspect, in the third aspect,
the content pitcher unit further comprises a content ID
space management unit for sending information for defining part
of ID space of the content, and
the receiving unit further comprises a designation unit for

25 designating the control content based on the content ID included

13



apparatus 110, a delivery system 120, and a receiving apparatus 136 3 They 2003
transmtting apparatus 110 includes a service property 20 storage 111, '
content assenbler 112 , content body storages 113 , a content body pitcher
114, a nultiplexer 115, and a transmtter 116. There are two or nore

content body storages 113 provi ded. Each of these conponents is given a
synbol with a suffix (Iower-case al phabet) added thereto for

identification. 25 Simlarly, hereinafter in the specification, the sane

conponent .19, . o33 oﬁ f?~é-a§'are each given a synbol with a suffix for
i dentification Ti each of the sane conponents needs not specifically to be

identified, th ; Ly ref i 1 . g
cuf 11 x, such act? e o] Gepesh b (B Bhastpty At Ea B B0 etk B0l o1 age

113 stores_a _content bod . WwWhich i.s substance .dat.a of h service. Each
ks bl prtlldhal B AN (I flpfRidk 58T ke, B

cont ent b%ﬂyastofgg'ei 3 provf&bs
pitcher 114, The cont.ent gg%?gitcher 14 sends r.ovi ded

, .0r pitches t he
00’ cont enthbSHOSEE ) e Lo ST BRY LGS dSof LPOARSA OF b BBHERR: (G SERBREr 112
produces a _content header He ﬁnd 1;,., the like with reference to service
property FRPEPHRti BATst BFESePhiRfe LBPvi B&THIGPert§ sFORLERI119°P%RBA, the
content assenbler 112 assenbles the received content bodﬁ Dc, the content
header 15tFensmisgiepmethod fof provigingf uger HMeiAfieaHrig8aF DEars
conposed of managenent information of the content body Dc including header
' i nf or maPf oRPe oS FEREFeT e ENR MR COMPTISIfGier ated, or assenbl ed,
content Cis provided to the nultiplexer 115. The nul tipl exer 115
mul ti pl exes the servite Ste®pePfy VANSHIGHRG oft I%‘b“?’é?:ﬁi voptendm £ae
service property storage 111 and the content C received fromthe content
assenbl erreadrizime the tusaedaterfacenhas pREVFYRr thartnaift itheegentent:
information to the transmtter 116. The transmtter 116 nodul ates the
mul t i}l exaddservice 25 property information Isp and the content Cinto a
digital bit 20
a step of receiving and activating the transmitted
control content to execute the user interface.
According to a ninth aspect, in the eighth aspect,
the control content is a browser for the stored content.
15 According to a tenth aspect, in the eighth aspect,
the transmitting step comprises:
a step of pitching the content including the control
content; and
a step of transmitting service property information
20 indicating the service, and
the receilving step comprises a step of determining the
control content among the received contents based on the received
content and service property information.

According to an eleventh aspect, in the tenth aspect,

25 the content sending step comprises a step of adding, to the

14



3,1 ~"r ?Gn3 streamin a formsuitable to the delivery system and™J. ban 20m
out puts the nodul ated information to the delivery system 120. The

transmitter 116 may be inplenented by a nodemif the delivery systemis
structured by a wired comunications circuit, or may 5 be inplenented by a
parabolic antenna for transm ssion if structured by a broadcasting

comuni cations satellite in space. The delivery system 120 is a neans for
transmtting information such as a content C and a browser B sent fromthe

transmtti ng aratus 110 to t I ving par 13 For 10 exanpl e,
t he dellv(é? gggtemcﬁrbtent l}) &] ruc ar eggb;?%%n%g%ttlgggl 8 ger or cabl es of

vari ous types broadcastln co i cations .~ a
package nediun1§%%h gglglﬁ@ﬁ%&ﬁhgnugh%{gpppg&ﬁﬁgn Eﬁﬁﬁnéfgeg?ﬁﬁlPeE%rV|ng
apparatus, 130_i ncl udes a rec er 131, .a 15 de | exer 132, a _storage
T chdsr ot she Sonratt feeiersat it FREGIVAM ek e, hecperisol and
menory 138. Note that the storage 133, the renderer 134, the input device
136, the €PRLfARY, a@ﬁﬁﬂt?ﬁ?rﬁﬁﬁﬁ%& ef3§oRteNtSnnect ed to one anot her through a
data bus. 20 The recejver 131 receives the content C and the browser
t hr oud:h t he del3¥RAIRE 1t Jyelfdihd agpeslrsin 4hgi tanthi 8sBeFkam The
receiver 131 nmay be inplenented by a communi cati ons nodem a cable nodem a
mobi | e communi ¢t oRkangt elnqichter BPURFHBERH, oS tEPMIAR LP1arcindi 4% an
antenna and a tuner that are used in 25 general digital broadcasting
recei ver sélegtronic *signature 05y thee coatxellt cEPERBS . 132 denpdul ates the
digital bit streamreceived fromthe receiver |31, and separates the
mul ti pl exed infthqnﬁﬁnﬁicetnapDE§FYthea%ﬁm#ﬁﬂinqnaﬁapsfyszhearepesréa@Sthe
process carried out by the nultiplexes 115 of the transmtting 5 apparatus
110 in t ha stapofetdhanenitbhng An ralggt key oof thhe ¢demitirongicegégnaBaore s
provided to the storage 133 and can be read by the CPU 137. The storage 133
is, flér easnipéing alnchuled yirndldes sieyivd ceeporpengyndédfamatibnasandhar d
di sk, and readabl e and changeable 10 by the CPU Z37. The storage 133 stores
a service cont erlie GergivOnamstep Fuatbes compens€6Sm Bfl g) received from
t he de . .

a step of authenticating the electronic signature by a

public key included in the received service property information;
and
15 a step of determining the control content through
authentication of the electronic signature.
According to a thirteenth aspect, in the twelfth aspect,
the authentication of the electronic signature is performed
using a key unique to the service.
20 According to a fourteenth aspect, in the tenth aspect,
the content pitching step further comprises a step of
sending information for defining part of ID space of the content,
and
the receiving step further comprises a step of determining

25 the control content based on the content ID included in the part

15



mul ti pl exes 132. The service content C(Sm O is a service substance*§&qﬁqm
as a broadcast program or data provided by the storage-based broadcasting
system 100 and viewed with enjoynent 15 or used by users . The browses
content C( Sm Bflg ) realizes a user interface for the user to enjoy and
use the provided service on the receiving apparatus 130. The browses
content C(Sm Bflg) is control code executable under a program code
execution environment provided by the receiving apparatus 130 , and targets
20 the ser Iiﬁ content C(Sm O for processing. The renderer 13 ~. , by
fol | owi ng® ngPPt&ti on fromthe CPU 137, renders graphics for
di spl ayi ng on-sgcreen di D reen The esen er resents
an_butput of & hEbFERIE PRty %J%%tsw %ﬁs&%%ram St FuahrabeR: or
135 m-~y be inplenmented 22 | hvl ? by a CRT dis for exanple.
The i nput °8eV'€e PESEENL dﬁ’é’reé’tté&nbwltlﬁe & d"rist FER r?%‘é feesi VhAg
apparatus 130. The input_device 136 may be inplenented by a conbi nati on of
a renote EBALPBLNGrdgpaiied GeﬁﬁB%BF%%%p?Brthé Ré?ﬁﬁﬁFdlnHeﬁﬁﬁgé WBENot her
conmponents. The CPU 137, which is a central processing unit, is
i nt er conn&agked iv @thu%ﬁﬁﬁﬁﬁm#ﬂtQﬁtQQNQQQQﬂﬂaﬂﬁﬂ?9a§5§W&PS§ 130. By
executing a conputer programstored in the nmenory 138 ( the CPU 137
controls the entire receiving apparatus 130. 10 The nenory 138 is
constructed of a witable/unwitable sem conductor nmenory RAM ROM The
menory 13BRIBFUBBICRHPTEQN QF JrHE- DRAMRINGS ocessed by the CPU 137 and for
storing -a conputer program and data to be executed in the CPU 137. In FIGS
. 2, 3, 4 andFEG; fhdsstatlebodit diaaramosbdwingeddie IStugipurenefof the
st orage- based broadcasti ng system 100 are shown. As shown in FIG 2, the
servi ce psbpragg-basedderdadcasstimgosydedmf accerding g thiesdeembodipenperty
information Isp indicating a property of each service to be provided by the
st or dge- basethér paesest | imveytstam 100. 20 As shown in FIG 3, the content
body storage 113 stores a content body Dc, which is a substance of the
content C conpoBiGg eacis car r@éisgyaki nfoselexipdainiing cosmteidte bpdpperbyage
113 a.s

information stored in a service property storage shown in FIG.

1;
FIG. 3 is a diagram schematically showing one example of
15 a content body stored in a content body storage of FIG. 1;
FIG. 4 is a diagram in assistance of explaining the service
property information in the storage-based broadcasting system
shown in FIG. 1;
FIG. 5 is a diagram in assistance of explaining a service
20 content in the storage-based broadcasting system shown in FIG.
1;
FIG. 6 is a diagram in assistance of explaining a browser
content in the storage-based broadcasting system shown in FIG.
1;

25 FIG. 7 is a diagram schematically showing one example of

16
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provi ded for each service . That is , three content body storages'1§3é$m 2003
113b, and 113c are independently provided for three 25 difference service.
The content body storage 113a corresponds 23 ‘r ~') to a service S1,
storing two content body Dc(S1, 1) and Dc(Sl1l, 2) and one browser content
body Dc(S1, Bflg). An arbitrary content body Dc is hereinafter represented
as a content body Dc( Sm O) , where a synbol Swith a suff ix m( mis an
arbitrary natural 5 nunber) indicates each service for identification, and

a paramet 8¥m?ﬁ1(1t9 580A0q a{JPiyé T@Eé’%a{l?é %@wd“i’ﬁé‘%{lhd. ljndi cates an ordi nal

position o e content body in the contents at conpose a service Sm

for the service Q1A (he SanPhrkar hinfFLeiSfabbamhg doeRRacten )

for the servic in the sane 1orm can be
general ly ferred to a_.br owser tent body Dc ( Sm Bflg ) , like the
service 03% 5%@ ﬁod?ﬂ§§? %ﬂﬁwQ)ynéﬁgghg”other hand, unlike the service
content body Dc Q, t braowser cont.ent body Dc($S f i ncl udes a
baranster 15 BITE] Aot FgW FEreh A BRRATG: bRe ARF A AgPE i P YhRot oad
of the paraneter O The service property information Isp will be described
Vater & of BPIRGE { GORFERE Y HVRNFAV LA SRR SHRPBnA 0845 - DL Sm. B | g)
are the sane in_data format _as the service content body Dc &tSm (321.
Therefore, the Thht dft 1B L1OWTRRft shevdagnbhe ApeFatdomnfadirdate the

t her ebet ween, and handl es both as the content body Dc. In this nmeaning, the
browser cBRPERET heRRteRt W Hie Peosiyinte apdaratdisc Showht 1BoliyCpctsm O
are coIIectiveIg referred to_ the content body Dc. Hereinafter, for
sinmplification Fife Lkri¥fcé SIRCEnAIRGRASHSNIGE e | StappreRg af%d2as a
service content body DcS, and the 24 .3 ,1~~~ 20~~ browser content body
Dc(Sm Bf fgpragedkagedr hreadeantiag sydFemcBacceydiagui ted @ FEPFARANDre (
the browser content C ( Sm, Bf |g ) conposed of the browser content body
Dc( S0 Bf egpodimentref/i the Presenthrigwestionit ent Cb, and the service

content C( Sm O ) conposed
FIG. 12 is a diagram in assistance of explaining service

property information in the stbfage—based broadcaséing system
shown in FIG. 11;
FIG. 13 is a diagram in assistance of explaining a browser
15 content in the storage-based broadcasting system shown in FIG.
11;
FIG. 14 is a flow chart showing the operation to execute
the browser content by a receiving apparatus shown in FIG. 11;
FIG. 15 is a block diagram showing the structure of a
20 storage-based broadcasting system according to a third embodiment
of the present invention;
FIG. 16 is a diagram in assistance of explaining service
property information in the storage-based broadcasting system
shown in FIG. 15;

25 FIG. 17 is a diagram in assistance of explaining a browser
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5 of the service content body Dc(Sm O as a service content Cs. Wth
reference to FIG. 4, 5, and 6 , the service content Cs and the brpwssr onng
content Cb outputted fromthe content assenbler 112 are described in

detail. In FIG 4, the service property information Isp stored in the
service property storage 111 is 10 exenplarily shown. The service property
information Isp relates to all services (S1, S2, S3, ..., Sm to be

provi ded by the storage-based broadcasting system 100. In a table shown in
FIG 3, e r (o] ' ' f ervice
D and secunseihate CHERTUIRG2aRER BECKNCR,L IR s FOTRAREM 3o B1RR 1\ <
service IP "S1" and service nanme "Today's News" is shown. Simlarly, a
service With its service ID "S2" and service name "Useful Information” is
shown in the se d w, and.a service with its service . D "S3" and_ service
e Now Car - e § 15 B ftfer GhPEE sBeving S AR SR, toheateues ench
service in the service gro%erty information Isp, and can be, used for

i dent i fyi hBS SRR, FPOEEP NP tEe EeCPhEipgdiPRATHMLFPEOBP thd Khr vPce
content Cs is schematically shown. In FIG 6, the data structure of the
browset cont entFEp- i §? sdfefattOfh VIAHAT SHAYIBht i TLTeCEricPhirad 25-
of the content body Dc, which is data of the content Citself, 25 3 .1~
?_703 andStAE288nP2ased hekkRFd¢Rstifd cIFYst st 2FRT4188c otBandi n§OLRED

cont ent bodg Dc. In FIG 5, the service content body DcS of the content C
( S1 1) erbediment \pEcthymesient invardiigned to the content header HcS . 5
In FIG. 6 ( the browser content body DcB of the content C ( S1, Bflg ) of
the browser cont®nt ¥ iss o diageam éntpestyfaner HesFPlaB@BNITREETYdRCent
header He (HcS and HcB) are represented in tabular formtaking a set of an
item and Rropenty atnfprmabien Hre thmtsdmrageadasedc broadcagtingogystehs
the service ID, content 10 I D, content version, and content nane. The
servilde | EheenrerpdhEs 1%9: t he service I D of the service property
information Isp illustrated in FIG 4. The service IDidentifies the
service S to wirE®. t2leisontdmgranc bnraspioricance bff explapimbregta erabpht, the
service IDis "S1", and therefore 15 indicates that the content Cis the .
servi ce "Tbday' shélessdrage Hmserl broadcasting system shown in FIG. 19;

FIG. 22 is a diagram in assistance of explaining a browser
content in the storage-based broadcasting system shown in FIG.
15 19;
FIG. 23 is a flow chart showing the operation to execute
the browser content by a receiving apparatus shown in FIG. 19;
FIG. 24 is a block diagram showing the structure of a
conventional storage-based broadcasting system;
20 FIG. 25 is a diagram schematically showing one example of
contents stored in content storages and browser storages shown
in FIG. 24;
FIG. 26 is a diagram schematically showing one example of
contents and browsers stored in a storage shown in FIG. 24;

25 FIG. 27 is a diagram schematically showing information
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in FIG 4. The content IDis used for identifying the content Citsélf JAN 2003
Thus, each content I D takes a unique value in the storage-based

broadcasti ng system 100. 20 The content version is provided for indicating
whet her the version of the content Cis older or newer conpared with other
content C. Each content ID has a value of the content version independently
of one another. Wien the content Cc currently stored in the storage 133 (as
will be described later with 25 reference to FIG 7 is replaced with the
new content Cn_for dat e, 3[;, J ~ "~l 2~0~ a content version | arger
in number SEAERY e r%%?‘?%‘ﬁts%od‘fﬂélﬁt ¢45rovi ded to the new content OCn.
The content nane is an.item.for the user to select as a character string.

In the present &XanA% 15 RedtBAT 3Rt 1haAS = 1T Afe *PHALPERE EBAYEHE body
Dc is "Weat her Forecast". The above-stated service |ID, content |ID, content
versi on, BFPEOHY ehitE Harat He i dhsu&dorRISoPRSEA PRAAERTTLRICEKE AT
header HcS and the browser content header HcB. However, as shown in FIG 6
, the broWReyn chhteHi- AidémdcB 10 of the browser content Cb further
includes a row indicating a browser content flag. The browser content flag
is anditem for o & ilfgat Raewt phakhmaning jthe epeppdiosr teopreauten,  and
is equivalent to Bfl g as stated above. The browser content flag in the
browser ctipe éousehdiax nasRivindrepparathsr sbpwhndpcBEIiGng2thatndhe
content body Dc is the browser content body DcB. In the browser content Cb
as shown in Fl IG, 30hes sefilpeechart shoging themadperetdont emupdatiesthe 01"
That indicates that the browser content Cb for the service "Today's News"

i s conposkxowder by hehe oreaaitvingd ypparaituls shewoomneRIGL D24101". | n ot her
words, at least three itens, that is, the service ID, content |ID) and
browser content flag, are required to define the content C as the browser
content Cb. The process carried out by the service property storage 111, 25
t he dont ePESCRERTION rOFl THE tHREFERRESNEMBODYMENTSages 113, and the 27

(First embodiment)

With reference to FIGS. 1, 2, 3, 4, 5, 6, 7, 8, 9, and 10,
a storage-based broadcasting system according to a first
embodiment of the present invention is described.

15 As shown in FIG. 1, a storage-based broadcasting system 100
according to the first embodiment includes a transmitting
apparatus 110, a delivery system 120, and a receiving apparatus
130.

The transmitting apparatus 110 includes a service property

20 storage 111, a content assembler 112, content body storages 113,
a content body pitcher 114, a multiplexer 115, and a transmitter
116. There are two or more content body storages 113 provided.
Each of these components is given a symbol with a suffix
(lower-case alphabet) added thereto for identification.

25 Similarly, hereinafter in the specification, the same components
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_ _ _ -3 JAN 2003
3 ~'l~~ 2~~~3 content body pitcher 114 is described bel ow based on the data

structure of the content C as descri bed above. The content body pitcher 114
sends , or pitches , the content bodies Dc successively and repeatedly

provi ded by the content body 5 storages 113 to the content assenbler 112.
The content assenbler 112 adds a content header ( HcS, HcB ) to the
content body Dc ( DcS, DcB) to generate the content C (Cs, Cb) for output
to the multiplexer 115. Wth reference to FIGS. 7 and 8, description is now

de 10 AN i . ‘ . .ent

cont ent CBF TP ab L VEbG: PGS MAREE kiR o JRCRIRBARIBR; | B bati "

delivery s¥sEen1120 is stored in e c@mﬁps ggg t Q lth€0ﬁ§§§h%i@gfﬁgﬁaratus
0 e

130. The ran%%ii¥$%§°§ Bgfgtﬁsnﬁi sends eVivery system 120 a

digital bif stream conposed of the conte and the service property

"nfor mat | GHEFATE THENGPQLERFaSeEepran FE e Db gy e S FELFAEL ver
131 of the receivij apparatus 130 , and then provided to the

de-mul ti pFB?QraES{EHgTﬁggE@Q ‘E‘%ﬁbﬁe‘%’e’?&gﬂﬁz dul ates the digital bit
stream 20 into the content. C and the servicespro erty inforna%iﬁg lsp for
reprodtction. THREReSORTEHHIRSAY SEOFaqf tley sbamesc B CORECBInPeRY REader He
fromthe reproduced the content C, and qutputs the extracted content header
He and t hEhdeRviEe SHPFFENCE GG Rt i ACH sPETBLERe LERCh 28°BheRhePEAKer
hand, the reproduced content Cis tenporarily 28 -- :3 " ~.'~~ ?20~3 held
in the deShFegpl &kdr PTQyides, the sepnkenht PAGY bREWERNthRe CPBERBHUREEY
content C and the content C already stored in the storage 133, the forner

i s herei nBiteheFelbtred to as a denodul ated content Cn, and the latter is
as a stored content Cc. 5 The storage 133 receives, in predeterm ned

timi ng, the confkecogtegfnfixpiteyer Ad 4rends + PpIRdtaher32thepgovideds t he
received the content C therein. As showmn in FIG 7, the contents C (Cs, Cb)
for t¥e seepntent bodyube ek fhen adnt efdhaasembdeant|lar-

The content assembler 112 produces a content header Hc and
the like with refereﬂce to service proper%& information storeE‘
in the service property storage 111. Then, the content assembler
112 assembles the received content body Dc, the content header

15 Hc, and the like into a content C. The content body Dc is composed
of management information of the content body Dc including header
information to generate a content C. This generated, or assembled,
content C is provided to the multiplexer 115.

The multiplexer 115 multiplexes the service property

20 information Isp received from the service property storage 111
and the content C received from the content assembler 112. The
multiplexer 115 then provides the multiplexed information to the
transmitter 116.

The transmitter 116 modulates the multiplexed service

25 property information Isp and the content C into a digital bit
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112 to the nultiplexer 115 are stored in the storage 133. 10 That Ts} JeliNgRen3
contents produced of eight content bodies in the content body storage 113a,
113b and 113c are stored in the storage 133. Specifically speaking, the
content C(S1, Bflg) is produced of the content body Dc(S1l, Bflg), the
content C(S1, 1) is produced of the content body Dc ( S1, 1) , the content
C( S1, 2 ) 15 of the content body Dc(S1, 2); the content C(S2, Bflg) of

the content body Dc(S2, Bflg); and the content C(S3, Bflg) of t he content

body Dc 83 Bf t t th t b ,

tﬁeycont eft® &aﬁ%& %"}ngf‘ ?%t&e nF%ﬁ eglold'fr%cgog r]2)an %F?ﬁ tggh%ent
S3, 3 th t t b S3, 3 0 .st d t h 133

The st of agber A, AU AR oo 2 thBy ATy THS Tonteh bOHS

included in the stored content C, to the bus and the renderer 134 under t he

control of TRRSMEBLLT3YL6 TRAY (R JHIR ement efb Y & d0deghddd ths ORd1VECEi ved

25 information, a video signal for rendering an i nage on the 29 -~ .1 A
"J 2003 pﬁ¥§éﬁ’t“e?bs 1B UGS \RY envWErFed gomfinRlaati?Rs 123 Widre STt HEY
service property information Isp, a browser content executer 271, and a

conmput®er BeogiEherERted Wiy cR |l%alFPa‘291</’é’ cBBEeRBR (ieF CPransyissigp &f

browser content executer 271 is to execute the content as a high-Ievel
| anguage §§ﬁBGFEFe§rtdg%PFOW@%SFW@@WW@%WGV\FQHQ?#l%%MSPﬁCFI-G 9,
the operation of activating the browser content Cb included in the content
C recei ved by tTHeer dedilveny ogyrtiem us29309 sad@p@nishefior 1GrapsBiEFigg01,
the service nanes of the services described in the service property
i nfor mat i dnfprpadiopustch 43 omedrtelt filandlaowsRY B sepitefzametihen | st
formon a display of the presenter 135. In step S502, the user operates the
i nput devitrensBftting AappHErattusodd Oofottlee gwogivdngbgppafatus Nd.o Fhe
service nane |list displayed in step S501. Based on the selection by the
user lroegbhmphe, i tirideddvery dB6temd 20hmagdhe iscerucduereldi BY ,an bptieadi ce
selected by the user is determned. In step S503, the service ID that
correspondisbep ¢heabdres 0€ various types; a broadcasting communications
satellite in spaee; or a package mediﬁm such as a DVD andtits
distribution channels.
The receiving apparatus 130 includes a receiver 131, a
15 de-multiplexer 132, a storage 133, a renderer 134, a presenter
135, an input device 136, a CPU 137, and memory 138. Note that
the storage 133, the renderer 134, the input device 136, the CPU
137, and the memory 138 are connected to one another through a
data bus.
20 The receiver 131 receives the content C and the browser B
through the delivery system 120, and outputs adigital bit stream.
The receiver 131 may be implemented by a communications modem,
a cable modem, a mobile communications module such as Bluetooth,

or a module including an antenna and a tuner that are used in

25 general digital broadcasting receivers.
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20 determned in step S502 is obtained based on the service property-3 jay ,
information Isp. In step S504 ( all contents C stored in the storage 133" 2003
are searched for the content Cb having the sane service ID as that obtained
in step S503 and whose browser content flag is True. 25 In step S505 ( the
browser content Cb found in step S504 is 30 3 .!~l~ ~~~3 provided to the

browser contentrrexaeUian t2pieker EXLUHMI] A SHER, Al et BI ansers GIHENt
flag is provided to the content header HcB of the browser content Cb . Wth

the browsele LOUELMrdrl Athe LR dARUS 83 1CONIRNs T 1A OLRRN nRANAI SR -GNt ent

Cs can be 5 discrimnated. Furthernore, once each service S i1s specifled,

the br ovsere onlen, CO-hGLSTL Blha) b CRLARIAAGLNT LICLAL AN S 4Gld vat ed

as a browser ref éerencé t'o a flow char wn'in

operation of storing.and updati the, content_ b he. r.ecei vi.ng 1Q appar at us
150 1 nawassse e ath obleRvshls, MehERL AR Vi o R i SRR Ce
property informatiaon Isg, and the content header He (I—|th HcS% are

r epr oduc EPAAF AN delhutti bPEx&rvEsse 1K QE ) Bb02 A0 t RetRBht EFC™hddfer He
reproduced in step S601 15 is outputted to the bus. In step S603, the
storage $83MW td@deetrdd 1P 4ris Raovdhednto ddift hpreget hid Faepmdsad the

reproduced content header He for selection. That is, anong all contents C
stored i %t fAestEUades71:33, the current content Cc having the sanme content
I D as that 20 described in the reproduced content header He is selected. In
step S604 , if The issadwger nidikedis n Soepedadplehat trhedemly-pgcessh bder r ent
content Cc having the sane content IDin the storage 133, the procedure
goes t o0 skeprS6dy méaishemdd685,a hheddéirsklulatdedeadabteordrehth@ngiesble
outputted 25 to the storage 133, and newy stored therein. The procedure
them@1l by-'the ePt~137- Thd sdotraiger NS3t otstep HGErvice content C(Sm,
0) and a browser content c(Sm, Bflg) received from the de-
multiplexer 132. The service content C(Sm, O) is a service
substance such as a broadcast program or data provided by the
storage-based broadcasting system 100 and viewed with enjoyment
15 or used by users. The brbwser content C(Sm, Bflg) realizes a user
interface for the user to enjoy and use the provided service on
the receiving apparatus 130. The browser content C(Sm, Bflg) is
control code executable under a program code execution
environment provided by the receiving apparatus 130, and targets
20 the service content C(Sm, O) for processing.
The renderer 127, by following an instruction from the CPU __
137, renders graphics for displaying on-screen display (OSD) on
a screen.

The presenter 135 presents an ocutput of the renderer 134

25 as viewable for the user. The presenter 135 may be implemented
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On the other hand, in step S604, if it is determned in step S60 3 thatAll 2003
there is any current content Cc having the sanme content IDin the storage
133, the procedure goes to step S606. 5 In step S606, based on the
reproduced content header Hc, tie new content Cn held in the

de-nul ti pl exes-132 is conpared, in content version, with the current

content Cc found in step S603. If the denodul ated new content Cn is newer
than the current content Cc, the procedure goes to step S607. 10 In step

S607 , the cyr t t S in the storage 133 is replaced with
t he new cg tgn?ﬁgd%gﬁwh ﬁ% %g%'ﬁ%l[%i pl exes 132. Wth this repl acenent,
the current content. Cc is. U t to _th tent Cn, At the tinme,when
the update is (T%orrlr%llel%%& dt%vgl%%e\?[vggo% eﬂ?egﬁw?(g% arte w re{:so 'l(rzlgﬁtfgﬁ{c
cont ent " . Then, .15 the praocedu retyrns o step S601. t he ot her
nand. i 1 FEe; BT AP LD 506t HEE ¢ HPHonBatrated e EbnbEnt Cn
i's not newer_than t%e current .content Cc stored in the storage 133, the
step of upUBLPAGRERD B¥nfefPMEiPRtdHNSAE1)2 i LeRUT 9B tEAt ¢hePfodtdur e
returns to 20 step S601. - As described above, in_the storage-based
br oadcast PRYteyefeRrtabo, 2 tHRYRI2Hbmid MNP Sap P AHETL FOMPLREE tBhe br owses
content Cb for providing a user interface with each service Smas the whol e
or part of the 'E'B‘Flt ERUs 1B TonfithgiSach Sepvred SRocessiRgn utdle rdgei vi ng
apparatus 130 receives_the transmtted 32 .., ,~ ~~ ~~ GL13 L: !
content ClnhfECeRREGERE L RRCH CAMRONENINPE HihecherAt VB8 PRRPEHAS &8 ved
content C to execute the user interface. The process of updating the
cont ent CBY £¥aqUing suronputaseeesvamstirehdnt the memoryel 3@ nt CBU t hat
is, the service 5 content Cs or the browser content Cb. This updating
function 137neenteels theditiresaededaingiarbaraiius 480vi ces i n comon.
Therefore, only wth this content-updating function being achieved, the
servilde cont entBheCsmemeiry ht3$r basepnsbnuched OF fAowriltebder/vnwedtahhebe
updated and stored in the receiving apparatus 10 130. In other words , in
t hi s enbogéemkponduceter meonsyrRAMR@N: Che memdxsh 188 i used fioxt ekbatrgwith a
seryice, is sent as part of the

data processed by the CPU 137 and for storing a computer program

and data to be executed in the CPU 137.
In FIGS. 2, 3, 4 and 5, the states of data stored in each

15 component of the storage-based broadcasting system 100 are shown.

As shown in FIG. 2, the service property storage 111 is
provided for storing the service property information Isp
indicating a property of each service to be provided by the
storage-based broadcasting system 100.

20 As shown in FIG. 3, the content body storage 113 stores a
content body Dc, which is a substance of the content C composing
each corresponding service. The content body storage 113 1is
provided for each service. That is, three content body storages
113a, 113b, and 113c are independently provided for three

25 difference service. The content body storage 113a corresponds
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content . Therefore, an additional function for transmtting the userd JAY 2003
interface for the service is not required. Also, updating 15 the content

al so can nmake the user interface updated. (Second enbodi nent) Wth

reference to FIGS . 11, 12 ( 13 , and 14 ( a storage-based broadcasting
system according to a second enbodi nent of the present invention is

descri bed below. As shown in FIG 11, 20 simlarly to the storage-based
broadcasti ng system 100 shown in FIG 1, a storage-based broadcasting system

700 accordin ' nbqdi t incl t 1 {1d N0 APRAr 10, a
del i very g?sge%ngﬁ\%g%éasﬁld' %dclroﬁgll it%gf gggg?Q uég%?.’é <EI%le' tlra)a%g’r%ag)#ﬁrslé
apparatus,(1Q0_i.s the.s i.n structur e mttin pparatus 110
o Pthe ot 31 agBon 0l Bt s Bod¥ (8 S BEAST,' Ao BaRRRG6o Th s
signature geperator. 711 added .thereto. The recejving apparatu 30 is the
same i n SEPAEEDF Loy Toa e S S R e e A b bRy Bl 7a0°
an Sg extractor 741 , and.a _decryptor 1 added, theretq., Therefore, only
the uni quB)s YREFQrBSYIPANE g%g a@es-“df;ééﬁmb?ﬂaﬂﬁa%’fi LTI RREY 3 e
descri bed bel ow. The,  signature generator 711 rranages keys for electronic
si gnatur e”9HBeE) st SneBFBct FOVECSi dRat uteepbiti¢arieRgn@d e to
the browser content Ch. For electronic signature, 10 a public key

encrypt i oR2F@RREEHUE (& dsedn |FrRifEate PRt EERL 'éu'g‘é?rgf igdiegtef RBy and
a public keg are generated in an information provider. Only the public key
i s given pBAdRalpositdonRf thecondtent prdgdarthe geptent s thakep@poseusi ng
the given secret key, the information provider places an electronic 15

si gnat ur eadeL Qs it | ofhe Srp¥spERAHEN Y PefE RGfHr nBELEN 1§ grneFated

el ectronic signature takes a formof a set of original information and the
el ect r oni Eramghdrewepr BE$hh fidretharssmateflwir thehsampckormat @ssthaat ure
and the public key received fromthe signature, the user can authenticate
t hat the ecertentdbody iDd.oangd icon bs gerenablwi réferred|tecEysoni browgaat ure
pl aced by the information provider having the secret key. Here, the

si gnat ur ecgehentitlydy’ Dt (501, dBf g eckidte kidve aadviceuddrnterkiepodyr Dedbim,
service. The signature generator 711 places an electronic signature on the
browser cohtent Cb of the service

On the other hand, unlike the service content body Dc(Sm,
0), the browser content body Dc(Sm, Bflg) includes a parameter
15 Bflg indicating the service property information Isp, instead of
the parameter O. The service property information Isp will be
described later referring to FIG. 4. However, the browser content
body Dc(Sm, Bf1g) are the same in data format as the service content
body Dc(Sm, O). Therefore, the content body storage 113 cannot
20 discriminate therebetween, and handles both as the content body
Dc. In this meaning, the browser content body Dc(Sm, Bflg) and
the service content body Dc(Sm, O) are collectively referred to

the content body Dc.
Hereinafter, for simplification, the service content body

25 Dc(Sm, O) is abbreviated as a service content body DcS, and the
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25 using the secret key for the service. That is, the signature 34 ~J JAN 2003
(!,~;~J 2~~3 generator 711 is connected to eaci~ of the content storages

113a, 113b, and 113c. Based on the services of the content bodies Dc

received therefrom the signature generator 711 outputs a public key KP

vari ed anong the services to the service property storage 5 111.

Specifically, as shown in FIG 13, a sighature itemis added to the content
header HcB of the browses content Cb. Thus, the electronic signature is

d he bro h h h
ﬁ g\r/\rgesl 28%?&%#(50? §€%§ edr% D%g | ricgtfégz lgr%%vcoomireoé‘fseece%%% 5 (E])ng?ur e.
St d t " Vi di the "Si L
nf or mat | Bt HAY Eedi Al TRACF PR e o @?PHR?E %ﬁ!"gﬂ fid ﬁ%ﬁ&n the

correspondi ng content body Dc with a t ke or service of th
content. 8’“8@?%11,% {taf, b%‘h"és%ﬁf’é‘ﬁ?n% %‘i’( é ﬁel%laé’E’IrF &a§98nat ure

added thereto is referred to as a content header Hch The browses cantent
havi ng t hgs 'asPHARFEF @ontiedh £R. Aadcthe feryisgs PR £4 SBorf? b FOMBRESor
di scrim nation fromother browses contents Ch, and al so represented as
C(Sm Bsghf. the e A Sftopery Def Brage) 183 HSERHVAGEs OB CBr oper t y
information Ispc including the public keys KP, and outputs the generated
i nformati on to Whth Hekeneneec§o HEG. 14y rII' @nd 5. the SeFYEQcOdenthEs
generated service property information Ispc is shown. The service Eroperty
|nfornatléﬂdIERQ:hﬁ?%§e¢Eﬁ°BtEBFLﬁﬁlQEiﬂqﬂtegtSFPﬁthF\HﬂqR9Qﬂ:aﬁﬁGmB BEi c
keys KP. One pubic key is stored 35 3 ~ ~ s~ ~C~-@B for each of the
services 512 &pe descsbbedhin ﬁ@mhfelgeﬁ'éﬁat ér the gemwigeePTraparsMt puts
an electronic signature Sg to the content assenbler 112. Based on the
cont ent bobufoDoapioni Eepl $foxdrk igorithentsenydyepipropertyl stomdgs flhd is
el ectronic signature Sg provided by the signature generator 711, the
cont dt assemblarily 2hgemer aTlks sy icegmsepextontiefiprgbtion Isp relates
to all services (Sl1, S2, S3, ..., Sm) to be provided by the
storage-based broadcasting system 100. In a table shown in FIG.
3, each row corresponds to each service, and is composed of a
service ID and service name.
15 For example, in the first row, a service with its service
ID "S1" and service name "Today’'s News"” is shown. Similarly, a
service with its service ID "S2" and service name "Useful
Information” is shown in the second row, and a service with its
service ID "S3" and service name "New Car Guide” in the third row.
20 The service ID is unique to each service in the service property
information Isp, and can be used for identifying each service.
In FIG. 5, the data structure of the service content Cs is
schematically shown. InFIG. 6, the data structure of the browser

content Cb is schematically shown. The content C is structured

25 of the content body Dc, which is data of the content C itself,
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with the signature. The content assenbler 112 then outputs the browse

content Cbc and the service content Cs collectively as the content C_§0~3(‘-He2003
mul ti pl exes 115. 10 The receiving apparatus 730 reproduces the content C

(Cs and Cbc), the content header He (HcS, HcBc), and the service ~.

property information Ispc froma digital bit streamreceived by the

de-nul tiplexes 132 . The content C( Cs , HcBc ) is held in the

de-nul ti pl exes 132. The content header He (HcS, HcBc) is 15 outputted to

out put ted 14 TR RBFERFhphadt e WRRE e RATRFES d SRl 2P 1 ©

el ectroni ¢, SI gnat ur Sgcfromthe content header HcBc of the reproduced
br owses con enf1 f) ny "Bsgn ) , and out puts the extracted signature Sg to

Servi o6 pr oper { YR TG Ret e PERLCS Al SRpbr ey R B P R/cER phbR S lkey ke

to the bus. The _ decryptor 721 aut hent| cat es t%(he el ectronic signature in the
cont ent h ddoRt thegte %gjs‘éed CORtERE LIPS ’E:e%%?e I5°pF16?/i°(?é‘&e‘?§ li“ﬁg%%l'i[@he bus.
36 ~ 1~~~ ~(10~ As stated above, in the. receivi aratus 730,

the brwedn EHht dn LEs BTOUReECRI TN 0GR 0P BF The combentonl Sl s PEt&ur e’ Sg

of the received browser content Cbc and the public key KP in the service
property P&f EREERTHSGL FEnteRtotRet s itflRted ttoc fhepeontent heafahdcB:he
browser content Cbc has been encry gt ed with the secret key unique to the
service by a sefppceopsaptnhegdent oF. (HRE aper HEPdn3gP DRPTEELBLEANGD
apparatus 720 according to this enbodi nent is now described. Wth reference
to a flowteRalarsfewm takinda get ofhanpirieandon VRIUE &S ARSLFRY br SWSer
content 10 Cb by the receiving apparatus 730 in the storage-based
br oadcast cagtenst keaden HeS dacdndpsdfoperrows hetheoserssice Hlegonssotc,
S502, S503c and S504 is basically the sane as that in step S501, S502 ,
S503 10 andD5564ntant heendpbor, saxd econearef viame .appar at us 130 except that the
service 15 property information Isp is replaced with the service property
i nformation | sptharenvhiate Thecpurespunds to the peoviseckD pE tlplseecydcei t h
the browser content Cbc. Therefore, description of the sane

property information Isp illustrated in FIG. 4. The service ID

identifies the service S to which the content C corresponds. 1In

the present example, the service ID is "S1", and therefore

15 indicates that the content C is the service "Today's News" as shown
in FIG. 4.

The content ID is used for identifying the content C itself.
Thus, each content ID takes a unique value in the storage-based
broadcasting system 100.

20 The content version is provided for indicating whether the
version of the content C is older or newer compared with other
content C. Each content ID has a value of the content version
independently of one another. When the content Cc currently

stored in the storage 133 (as will be described later with

25 reference to FIG. 7 is replaced with the new content Cn for update,
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process is onmtted herein. In step S1001, the Signature" row of the cpnten
header 20 of the extracted browser content Cbc is referred to. If the' JAHN
signature row is not available, that is, if the browser content Cbc with
signature is abnormal, the procedure goes to step S1004. In step S1004 , a
warni ng that the browser content Cbc with signature is abnormal is

di spl ayed, and the procedure ends. 25 On the other hand, if the signature
row is avail able, the 37 ~- 3 ..~ ~ N 2C3 procedure goes to step S1002.
In step S10 L i r C i J re.Sg in
t he br owsér gégﬁ?}éﬁltéﬁ%{%d;e%tfgc%%q% \t{yﬂﬁ%ﬁg gfégﬁeﬁ{e‘%&t arft ?00?1 rEE %tsngoﬁgs to
the publig¢_k T, ljc k 5 use in this authentication is
obt ai ned %? §é?gg ?%gp§h@ﬂgdkg%ag%gggHagﬁhg to the service fromthe service
property infornption | %c. ansyﬁp Sloqgg b; iqjjs dete&nineg in step S1002
that the electr ?cc%rilg Rt FESGT Phot A prprine 5% hd OprP82E6r 85g8es 10
to step S1004. |n step.S505¢c, t browser content. Chc_with an appropriate
el oot FOAFRCLPEnSERtES o SRed o iR o THONLKT CHE cRPAERBLUPGRE Then,
the procedure ends. In step S1004, rning th; browser content Cb is
nval it 15RBLEARSE PR AENE SRR (hoio Do ndsad et FPTeERE . Then |
the procedure ends. As stated above, in the second_enbodi nent, with the

el ectroni ¢ si gnRRYrAPIEHHAFEE SBRVYCE P p&PRERIhEP o FRM 4 FEEFLE key to
a target service can send the browser content Cb 20 executable in the

r ecei vi ng2BfFandend name argdngigided in bethok the feFvdsescovtenhhepaeTpubl i ¢
key for the target service stores any content in the content body storage,

t he erronE@ﬁsabgoﬁB%rbERWﬁ%#HCQRFQﬁﬁ1Qﬁ??ﬂﬁﬂﬁﬁﬁ%ﬂifron1being intentionally
sent and executed in the receiving apparatus 730. 25 Moreover, the browser
content Cb wit hH%VP@%cPﬁo?#@W%ii@nEFEF & wihf Wpwser content header HcB

t
2003

10 of the browser content Cb further includes a row indicating a
browser content flag.

The browser content flag is an item for indicating that the
content C is the browser content Cb, and is equivalent to Bflg
as stated above. The browser content f£flag in the browser content

15 header HcB is True, thereby indicating that the content body Dc
is the browser content body DcB.

In the browser content Cb as shown in FIG. 6, the service
ID is "S1", and the content ID is "101". That indicates that the
browser content Cb for the service "Today's News” is composed of

20 the content body Dc with the content ID “"101". In other words,
at least three items, that is, the service ID, content ID, and
browser content flag, are required to define the content C as the
browser content Cb.

The process carried out by the service property storage 111,

25 the content assembler 112, the content body storages 113, and the
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- ~ J;~ P~ 2CC3 a secret key for another service can be prohibited FTmiAN 2003

bei ng executed as the browser content Cb for the target service. In this
enbodi ment , the electronic signature is placed only on the content body.
However, the content header may be included 5 in the content body to carry
the electronic signature. Note that a sinple electronic signature technique
w t hout using public key encryption nay be used. For exanple, one secret
key for each service is created, and stored in the receiving apparatus in a

predet or NbBRfeRNDSEy d0EMod N 01 MBI LR JdMlRAldy bolod 6, MRS,

cont ent IS encryp e secret r eacn service an

in the reggk&bggrgpg)ac{)-@ﬁ%;cczl%gﬁ%\ﬁ %.Bé(‘)é\/g?esls%%hiéd I%%y vel her eby determ ni ng

t he browser content i's enpbodi nent, the signature

generator 711 ces an electronic,sig ure on the.browser, 15 content Cbc,
whi ch provi despgg%s?é)rn |er?t%e§?él%é’lv1\-’nc ertgg& s?grn\(/ilsc:e(.)r lgcg’c?r?t'e%l?e E&Ne&tor ages

113 h dt tent. b i ncl ydi the b t ent dy DcB
The corvi BE0RPHHG ToCetEr ety aht dekna tadld iy Rt B oS Bom fent BOBxL r oni ¢
i t S th i ty inf i I f |1 i i
g ot B LR R AR AT A
electronic.~ Sg.to deternmne that the content Cis the browser content Cbc.

W t ht heselt® At SPRESR bidmadEre SHEP adiehasadthe sedtenti RgI\RG &RC%00,

reliability of the content C distributed therein can be ensured. 25 That

is, in thPEBnOdiIRARTA R cEPPERNE & gt ur EPBo forf |oytpyty (Yo the

~. :~3 technique is used for designating the browser content Cb anong a

pl uralitym™B}titBhe®e¥ s1¥5 conposing a single service. The key for use in

el ectronic signature is provided for each service provider. Thus, the

browser cont entWikh ixpfepanasety FdGandotnd $He REGGREIQD HyF A/YWomadst her

than the service provider Consequently, the browser content Cb is prevented

f r omldei nef vilatig flomp dpsiykh diiebgonhgnh L dsBEVicRagoR RN E &S BEOWEEVI der

wi t hout proper authorization. (Third enbodiment) 10 Wth reference to FIGS
15 ( l16contignt ghd j_:gapsaligttgdag@.oyas@m transmitting apparatus 110

through the delivery system 120 is stored in each component of
the receiving apparatus 130.
The transmitting apparatus 110 sends to the delivery system
15 120 a digital bit stream composed of the content C and the service
property information Isp. The digital bit stream is first
received by the receiver 131 of the receiving apparatus 130, and
then provided to the de-multiplexer 132.
The de-multiplexer 132 demodulates the digital bit stream
20 into the content C and the service property information Isp for
reproduction. The de-multiplexer 132 further extracts the
content header Hc from the reproduced the content C, and outputs
the extracted content header Hc and the service property
information Isp to the bus.

25 On the other hand, the reproduced content C is temporarily
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broadcasting systemaccording to a third enbodi ment of the present -3 iy 2003
i nvention is now described. As shown in FIG 15, a storage-based B
broadcasti ng system 1000 according to this enbodi nent includes a
transmtting apparatus 1010, a delivery system 120, and a 15 receivVing
apparatus 130, as in the storage-based broadcasting system 100 shown in

FIG 1. The transmtting apparatus 1010 is simlar in structure to the
transmtting apparatus 110 of the storage-type broadcasting system 100

h h I 1 f ! Lttir 10 i
the 20 st BPASet ooy Br saYHIBRRREr 8 O Frdoa sRR I At B ppRi A R 11
asserbl e chiebouFR" Eh8tEny! FCpRATRLCAbNER, 28 LHOREGf e st gpagechased

broadcastirﬁgrsys m are no escri be erern, f8atres

uni que to the storage-type broadcast. ng, syste 000 is. main)y,. described

bel ow. ZSS%REa(g;Snt]Z%r' aéglgnbf'%?m‘irlmlsha © ﬁ?—:'ng}a Lt T alCrifte X0 3
.~ ~, ~ aQ~~ qf _the_content assenb 112 _and .al so has ot her functions as
ol Tows - dpmadurabSaicii s Bh; T Ehe 14t 89513488 4 AteRed b ar tRER R onc ant
Cbi anpbng the plurality of content bodies Dc stqored in the content body
storag®s 113a, T&eb?taﬁagﬁléé? FRECLYRAent o PRELEFIBANEotiMRT ot Pfacts -
the content ID and the content version of _the_designated content ( browser
content CBPRfeRE GrERRENIYRRG JYatthsndenmBLidPLeReni 132 TR SFhanfs d88enbl er
112i then outputs the extracted browser designation information Bid to the
servi ce prepeivedsthn ggatent C rhemaded oS hoWsr SRJEIC ddsi Ehacogtents
information Bid, the service property storage 111 wites the content ID and
content vE€r6¢dHn @) £RE howsaviess: entpebted Gnom sheveertentogesepbler
information Isp, as shown in FIG 16. That is, service property information
| spi has &1Br §estheconl bhpleper ghbl ire @R igf thee storaget 8.1 D and t he
content version. One browser content designator is provided for each
servik®. Theref Bhat ihe eirdhis songentenproducedi 9f ceiohve atind@ntnibediesd from
ot her contents. As such, the service property information Isp with the

cont ent | Dnatrhie conttent bedyistonaget hé3sy dvisdr andnt b¥¢ allyi steredein therei n
20 is referred to as the service property information Ispi for

i denti fi catboage k33 gndpecifitcalhy Speaking cditeecbnCbntaC6ShadElmt iby t he

produced of the content body Dc(S1l, Bflg), the content C(S1l, 1)
is produced of the content body Dc(S1l, 1), the content C(S1l, 2)
15 of the content body Dc(Sl1l, 2): the content C(S2, Bflg) of the
content body Dc(S2, Bflg); and the content C(S3, Bflg) of the
content body Dc(S3, Bflg), the content C(S3, 1) of the content
body Dc(S3, 1), the content C (S3, 2) of the content body Dc(S3,
2), and the content C(S3, 3) of the content body Dc(S3, 3) are
20 stored in the storage 133.
The storage 133 also sends various data, typified by the
content body Dc included in the stored content C, to the bus and
the renderer 134 under the control of the CPU 137.
The renderer 134 denerates, based on the received

25 information, a video signal for rendering an image on the
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browser content flag of a content header HcBi, but by the content ass?ng)ﬁro
112i selecting the content. 25 In FIG 17, one exanple of a content heade 2003
HcBi is shown. 41 - 3J;1,1 ?~~~~ Designation of the browser content Cb
is not nmade by the browser content flag Bflg. Therefore, the content header
HcBi does not include a row for the browser content flag Bflg. Mreover, in
the content header, the service content Cs and the browser content 5 Cb
cannot be discrimnated fromeach other. In the exanple_shown, a
hunan-rea?ggggngggrfgger string in a "content nane" row seens to nmake a.t
possi bl e to recogni ze” Whet her the content is the browser content Cb or not.

However, in the,level of.th ransm.,tting appar s 1010 and the_receiving
appar atus 130 ,Aiuﬁﬁoygcéan?EEOn%IOéﬁ%ﬂéﬁmégirgég.sigrgﬁcﬁgeiﬁefﬁéce

st orage- based broadcasti syst em 1Q00 t he receiving apparatus 130 is
dent L oal BFRPSTFE AR AT Aorh LeBant SHRHAe o COMRETS: BFAGAERasal bASRdRast | ng
system 100, but is slightly different in operation because_of different

pr ogr am cG88PYECL RY ggﬁ?‘ ed"IHRYY &5 Patyie, crafet eh e 6PY i %ow ChRErt
shown in FIG 18, the process of activating the browser content Cbi by the
recei Wl ngPRPBEREL GSNE8DL| EXAGWEBESEr Lhdd. TPheXRTHEs st Sorbrntssddi 2 S502,
and S505i is basically the same as that in step S501, S502, and S505

descri bedh2gholeviet ct@RBIRIe tIPMAREED DBAGXFM -t hat the service property
information Isp is replaced with the service property information Ispi and
that the targetWtgnreferente ttoeﬁlfé@!!&%ﬂﬂsbﬁ@nl#bﬂéér % otheppecation
Therefore, description of the above process is not made herein. 25 In step
S1401, byofetetivaing thee brewgesrecppbpbit §b 4inclyded 3in |the copteng C
information Ispi, the browser content designator of the determ ned service
i s extracredeived sheptisiadxeiving appargdus3d 30s isedeskydbedr t he cont ent

10 In step S501, the service names of the services described
in the service property information Isp outputted from the
de-multiplexer 132 are presented in list form on a display of the
presenter 135.

In step S502, the user operates the input device 136 to

15 select one of the services by referring to the service name list
displayed in step S501. Based on the selection by the user through
the input device 136 and the service name list, the service
selected by the user is determined.

In step S503, the service ID that corresponds to the service

20 determined in step S502 is obtained based on the service property
information Isp.

In step S504, all contents C stored in the storage 133 are
searched for the content Cb having the same service ID as that
obtained in step S503 and whose browser content flag is True.

25 In step S505, the browser content Cb found in step S504 is
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C ( browser content Cbi ) with the content ID and content version 5 & -#Ne2003
browser content designator extracted in step S14 01. Then, the found

content Cis designated as the browser content Cbi. Designation of the
browser content Chi is carried out by the content assenbler 112i.

Therefore, if the content assenbler 112 is managed properly, redundant

desi gnation of the browser 10 content Cbi or erroneous designation of other
service content C as the browser content Cbi can be prevented. As stated
above, in ' [ t o) 0 ' 114 s bodi es of

t he br owsg%glggﬁg gg?g ﬁlg ?ﬁé‘?g%%cﬁ&g%r\l;?d%y ea%%eg‘e{7n er a(;%gg v%\nuttﬁgg servi ce.
The service properdy.,15:5Lorage tidosends 125 (e, browssr cont ot

desi gnat or used Tor éﬁl Servi ces i 'connon, “the browser esignhati o
informatign Bid fo Lgnating the bro coptent . bo DCh anbng a

ol ur a1ty 28raen HEh L HeY B e hCFoRERY (Eh e RAEP FRE Tr iR ORIt i on
| spi The receivjng apparatus 130 determn based. on the broyser 2

content dELAGeATY BIONEET: HANEERE ikt 264 GTRHE TRk COBHEBR CRstar Dy ¢ h

t hese conponents provided, the storage-based proadcasting system 100
ensuridg GF§EFFWEQF?% FHANETMOTE -hPBFEPAEBNTRRY 18D Siid PRECIELF e
content Cs can be achieved. In other words i in the third enbodi ment , the
br owser céhteRFOPSCEIF IRt ops hiLCeEMnyBEhE) ¢ oFRFBFSRUMIEME thediedRaf8P used
for the 43 - ~J ~~ao03 plurality of services in common. Then, the

desi gnat i 88 PRESVAREL RS o BFWHRHWser content Cb is separated fromthe
content and content header. Thus, w |l ful designation of the browser
content Cb for WhbRhEpfeEepree tea® bRl eFRATEd SHOWRr ddpetiGvel §- othehe
information stored in the_ content body storage. For exanple, the

desi gnat i eReratbeneef Gt Yiinchansy ypdatingnthat cantemly e thenagegivaoar
control of a contract broadcasting conpany instead of each service provider
so asl@ o ppepacatudetdQnbsinew olesgrihadori zed browser content Cb anong the
service 10 providers. (Fourth enbodinent) Wth reference to FIGS. 19, 20,
21, 22, and 23, Im sdtegr §6@1 bddrwedcbnbent £t (6. I} etrhecserdicy) propertyurt h
enbodi ment of the present invention is described. As shown in 15 FIG 19,. a
st or age- basédribabhdoadspng ayst ehe 1 500 tantorheadpt oHc (HcB, HcS) are

ent
n

reproduced by the de-multiplexer 132.
In step S602, the content header Hc reproduced in step S601
15 is outputted to the bus.

In step S603, the storage 133 is searched for the current
content Cc that corresponds to the reproduced content header Hc
for selection. That is, among all contents C stored in the storage
133, the current content Cc having the same content ID as that

20 described in the reproduced content header Hc is selected.

In step S604, if it is determined in step S603 that there
is no such current content Cc having the same content ID in the
storage 133, the procedure goes to step S605.

In step S605, the demodulated new content Cn is outputted

25 to the storage 133, and newly stored therein. The procedure then
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thi s enbodi ment includes, a transmtting apparatus 1510, a deliver. y,sé)e\r;gh
120, and a receiving apparatus 130, as in the storage-based broadca 3
system 100 shown in FIG 1. The transmitting apparatus 1510 is identical in
structure to the 20 transmitting apparatus 110 of the storage-based
broadcasting system 100 except that a content |D space nanager 1581 is

addi ti onal vi.de h gne features as those in the storage-based
broadcastlxjr?xg£ ;&rf/%t et% %6 a%eG%not descrl bed herein, and only the 25 features
uni que to the stor sed br adcas

~~~~~ descr | bedChel e UHRE. RaRfertit FBeBELF et br 5 E5tehihagAs s sFaRe (
space ) of values that can be taken by the content I D of the content for
the servi &%t B@Elﬁfﬁ;ﬁeelﬁh%n%r‘ﬁ%n GRPERP TS Pay ifgethe fialh cPBtEPdce i s
defined in a predeterm ned manner. For exanple, the content IDs 100 to 199
i ndi cate Re idoikhenstoragre 138 yvithe ppocsdure g9gst §0255ePn§h4te t he
content of the service ID "S2"; and 300 to 399 indicate the content of the
servic® | D "S3" InagateD §6069 basiedor the nenaebrcesh goatenth heagdeyr. HEG The
content | D space manager 1501 generates content space definition CSD for
out put t i nghieo nelvecoohenhit Caskehd| v i€ de-Busldirexdie Id@ntientompaced,
definition CSD, the content assenbler 112 rewites the val ues-of the
content | Bn cétwtett vershenc onttdnthbeadaren tHeo( t i BLCO) £humid tines oemS606 .
bodies Dc .( DcBs ) provided from 15 the content storages 113a, 113b) and
113c vi a tiketk@dembiubatdygdpidwbonténd.cnlbenhewed tiesn ¢hetdiertait eshteRs are
replaced with those according to the defined content ID space. In FIG 21,

one exanpke ,ofhkehgreeedare ggggethfsrtggt k@p7i.s shown. The content space
definition CSD inciudes a col um for the range of the content 1D and

inforpgtion for Iﬂeét@ﬂt) %d'ﬁetﬁgnéﬁf‘feﬁ@%térﬂt i §£6¥8HPI£ tHe0Bt8Rrhgef OF
the services are created with their content IDs arbitrary set within the

range of §350; 9%epdndey t@os thd £&§% %%%%n&nti{?s@ﬁ ihocrr?élﬂe E\Qiti feRBEVI CE

S1, the brovvser cont ent generate fromthe content body provi ded

by the coghgnt pogy &L GG 13dnd st OWHMEEL ddt IdohitdRt cc is updated

to the new content Cn. At the time when the update is completed,
the new content Cn is dealt with as "current content Cc”". Then,
~15 the procedure returns to step S5601.

On the other hand, if it is determined in step S606 that
the demodulated new content Cn is not newer than the current
content Cc stored in the storage 133, the step of updating the
content C (step S601) is skipped, and the procedure returns to

20 step S601.

As described above, in the storage-based broadcasting
system 100, the transmitting apparatus 110 sends the browser
content Cb for providing a user interface with each service Sm
as the whole or part of the contents C composing each service Sm.

25 Then, the receiving apparatus 130 receives the transmitted
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- 3 J~1TJ ~~~3 content IDis between 0 and 99. At this time, if not et uddin? 2003

0 and 99, the browser content Cbs is assuned to be unauthorized, and then
excluded. On the other hand, for the service content Cs for the service 5
S1, 100 is added to the content ID for the conversion thereof within 100 to
199 . After conversion ) it is checked whether the content IDis wthin 100
and 199. If within this range, the service content Cs is outputted and, if
not, the service content Cs is assunmed to be unauthorized and t hen

eXCl uded. clagté‘htcémvaﬁ{é'a%r'blvtahf%scgﬂé%%o&&f cE:ror Q:r @BCaniu@é&'q_ cf:l?l tegtz

enbedded in the content is al so convert ed |n 5|n1 ar manner.

mmnager 150701800, BonPERIFET £ £ OMKER LSS U Khace EEBLESE iﬁespa"e
b tent " h. h o 999
rowser conten ngt gnt tc?% C%r}t LE%(?;\‘ISZHJI bjcﬁe Q:ggitent erﬁf Jdljsc\a’,,m:ﬁ}ltlag tt

defined as the con range FOWSEer con e 2ontEnt 1D

f f f h .D
T0 i he SoPOFEELRPBREPE] g g LT P St B b erEy &%PZSZ

111. In FIG .2 | e of servic ert 0 i on Is IS
shown.> ThE® F{)Fcfgé SFoBRF IS T ﬁﬁPi%SHt G2 M bouah g Fant A Ipce
property i %ornatlon | s ccording to the élrst nbodlnent showmn in FIG 4.
Wth ref eP8hc&OFo 3 ISBERE LG R SEs P ?ﬁl@ i SrYHEGQSlBrﬁﬂgancontent
Cbs by the rec$|V|ng paratus 130 is now 4 ~~, ?2~(?3
descrlbed heReLBFdce it ¥F§Bs'§yﬂis°°n§865 u9§363n9 dﬁﬂ“ﬁﬁﬁgﬁ pging

basically the sane as that in steps S501, S502, S503, and S505 descri bed
with ref ePEREEVed. Hhe SQrE%E%pﬁmttrﬁltst t& and FhePrawsisgk contarbs R £68F | sp
is replaced with the service property 5 information Isps and that the
target coftérieryices §apa%&r>ﬁf‘i$ﬁdtw Bteheerin sheerrcasingrpeparstus
description of the sanme process is not nmade herein. In step S1801, the
storéﬂg 1330; s searched for the content

In other words, in this embodiment, the browser content Cb,
which is a user interface w‘i~th a service, is senﬂé' as part of the
content. Therefore, an additional function for transmitting the
user interface for the service is not required. Also, updating

15 the content also can make the user interface updated.
(Second embodiment)

With reference to FIGS. 11, 12, 13, and 14, a storage-based
broadcasting system according to a second embodiment of the
present invention is described below. As shown in FIG. 11,

20 similarly to the storage-based broadcasting system 100 shown in
FIG.1l, a storage-based broadcasting system 700 according to this
embodiment includes a transmitting apparatus 710, a delivery
system 120, and a receiving apparatus 730.

The transmitting apparatus 710 is the same in structure as

25 the transmitting apparatus 110 of the storage-based broadcasting
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C having the service ID obtained in step S503 and havi ng the content %0“"?‘% 2003
within the range of values equal to that of the browser content Cbs
designated by the service property information Isps. In step S505s, the

found browser content Cbs a.s executed. As stated above, the storage-based
broadcasti ng systenl500 nmanages the space of the content I D. The content

havi ng the 15 content I D of a specific value defined under this managenent

can be designated as the browser content Cbs. As such, without a specific

field (coliymheni Bobhiys cRXaMRLEhaRELY gefle£RE 51 he1 CORI@RY hiaasero HoBa, et C.

t he browsef content Cbs can designated. In other words, as long as the
content bo @teegelﬁa ;b&b h{@%%% Rnhe RO TnCE - 3L @a@@%sléﬁewaé % righe
content provi t rowser ~cont ent b anot Service can be

prevent ed %&;g%?ﬁ%”g Mﬂ&i&f kpsé’g&éé?gzs% eé?mcﬁgegx’cPaéPc?r rﬂ%e' Y

appar at us ourth enbo a single content space is

provi ded fordeaal erV| pre:gt_/l %F‘rﬁ’télg range xoefo\é%l u_e?s] @ Egg %@1 rétent.

ID of t he brovvs cont in‘a vance )

n‘,,)e % b ogfg deS| natl qn ofdt etao ovvs coréteshzteme n the
ser vi ¢ 5 35?? cin be%pr evenatged BIY Phe o? £HE *€8nt &N

used, and a nebel ebd IS not required to be pI’OVI ded to the cont ent header,
etc. Ther 8F8FELPEHI §e4°%ight nodification is required 5 to the

conventional transmtting apparatus. Myreover, the conte ei vin
processof the cBﬂ?eﬁt?Bﬂg‘Fr e%%?%?tboﬁpyatr farages, kt?é’suﬁg’&‘ é*iﬁqtf“\gnﬁ. l e
the invention has been described in detai], the foregoin descrlptlon isin
all aspecfLIPPrBEer And/2L5Q RIACES Afste1eTtRRNLG ¢ SEgNGhuES st Fd9ithdt
numer ous ot her nodifications and variations can be devised w thout

depar t i ngSEEBATERE) kO SBePTIRELT FPBAERECD - 4&or electranic signature, AT
IS CLAIMED IS; _1. A storage-based broadcasting Séstemthat sup lies a user

i nt erkGceduRPhbdct ket RFINREL QL HFSIRGITe dScBRtEnt Gt didd (HREPBAAULH

presenting said service, said system conprising:
a set of a secret key and a public key are generated in an

information provider. "Only the public kgir is given to an

information user, and the secret key is held secret. Using the

given secret key, the information provider places an electronic

15 signature on information to be provided (the information with the

electronic signature takes a form of a set of original information

and the electronic signature). Using the information with the

electronic signature and the public key received from the

signature, the user can authenticate that the received

20 information is the one with the electronic signature placed by
the information provider having the secret key.

Here, the signature generator 711 holds a secret key and

a public key for each service. The signature generator 711 places

an electronic signature on the browser content Cb of the service

25 using the secret key for the service. That is, the signature
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transm ssion neans for transmtting a control 5 content for realiziaq3s Q@me
user interface as entire or part of said content; and receiving neans foOr
receiving and activating said transmtted control content to execute said

user interface, wherein i=. 10 said user interface is transmtted and
received as a content. 2. The storage-based broadcasting system as cl ai ned

in claiml, wherein said control content is a browser for said stored

content . 3. The storage-based broadcasting systemas clained in claiml,

wherei n sglefelhaBsm {1 iiN0-BRREEALYES. £ REBLI S£%hL 8BheBht P { Sefedmang for
pitching the content including 5 said control content; and service property

| nformati qf sk agagl 11340 HRALA bATeAd ASVIdNB S AL En PP Hddhes Do
information indicating said 49 J c ?t1 ", 3 service, and said
recelvi ”Qr%%g%ﬁ%éféﬁso ,O‘ELEQJ«.@ tﬂgagegg&smﬂam;au@@aap ublic
det erm ni ng, based on Said received content and Service proper

nfor mati gay Raid.con LobnsONie N 97000 Lhe received contants, (o The
storage-basg' roadtas?lnggsys M 3s “Elar fred S RENarm%: AR A Rk
conten% pi&gher means conprises content assenbl er neans for adding, to said
cont ent, dlcontent header 5 defining the content, and i1l. said receiving

furth det ] id trol t ived t ent
baced on the conPBNtERERbbT: 0F ST FBdat ok o antbRpeere FEnTt pgiobasea

br oadcast i ng stemas clained in claim3, wherein said transpgitting neans
further c&ﬁpFﬁée%mbtfeé'bft ﬁ"tf’r‘?id@rs flﬁﬁa?%%@?rz’arﬁé" SCEr cBPiEPﬁg&én Iriqé’ﬁ'r 5?”30
signature gn said,5 control content, and said_service rogert transmtting
means traReRFEEORIGUBHIIRARERL I §£Pﬁe@FEEH?E%PE°§?&Fa?8?E 3% GRyi ndhahcl uded
in said service property information, and said receiving neans further

conpr i ses 1§ giReucordaitetaadar ff neihsPToYsexit AreRteeht CREG(Shi dB&OBAt roni ¢

10 signature by a public key included in said received service 50
0 includes a row for electronic signature. Stored in the “"Value”

column corresponding to the "Signature” row is information that

~resulted from thé~ electronic signéihre placed on the
corresponding content body Dc with a secret key for the service
of the content.

15 Hereinafter, the content header HcB with the electric
signature added thereto is referred to as a content header HcBc.
The browser content having the "Signature” item is referred to
as a browser content Cbc for discrimination from other browser
contents Cb, and also represented as C(Sm, Bsgn).

20 The service property storage 111 generates service property
information Ispc including the public keys KP, and outputs the
generated information to the multiplexer 115. In FIG. 12, the
structure of the generated service property information Ispc is
shown. The service property information Ispc is given a column

25 for storing a value of the public keys KP. One pubic key is stored
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i ;'~ ~ property information , and said control content is determ ned IAN 2003
t hrough authentication of said electronic signature. 6. The storage-bgséﬁ‘ “
broadcasting systemas clained in ¢'_~im5, wherein the authentication of
said electronic signature is perfornmed using a key unique to said service.
7. The storage-based broadcasting systemas clainmed in claim3, wherein
said content pitcher neans further conprises content |D space managenent
means for sending information for defining part 5 of ID space of said

content, gnd gggg 5§cghgiggrg§ggg éyfé@g% { %Fééses desi gnati on neans for

designating sard control content base ontent ID included in the

part of | D spacs 8. )2, $L0" AdEsASEO BE0adeasting Syst e Lbat, supgl i es a

user interface unrque=to a service cornpose conten erein for
presenting.sai ransmn ssi.an

d service cont rol ntent, t hod, f or

b ovi ai ng ASALEeRERy Bf Faa et Zo BRELFI ACRTIRIES, Fh ot thar¥a on
conprising, a step of trapsmittin control content for . realizjng said
iser | nt etpscesntlnf nady’ BE Reavithd £ fhecreinent bagy BiteRer {18 aBR, of
receiving and actjvatjng said transmtted 10 control content to execute
sai d int erPEcBI e T IC %&ma&ur@oﬁse?ﬁo‘fﬂr%& MY $PES HRKDH Q90T i n
claim8, wherein said control content is a browser for said stored content

10. The 7ddnt tRE oS EStt 255 AR S dilonIRBERBHCESLRG BFR¥WEST F e,y §PC
wherein said transmtting step conprises: a step of pitching the content
i ncl udi ng¥d&RdtRe B2 WiRSont EHF;C%B‘*%‘: assemirlen ddenthen APRULA the
property information indicating said service, and said receiving step
conpri ses PEOYERE SPNERREITRGI $hied sesnirsl cenkherhtCamd adtd viedyepsed
contents based on the received 10 content and service property information.
11. The cdéher 6PnESRteht T r B Makibnlenghodl s claimed in claim 10, wherein

10 The receiving apparatus 730 reproduces the content C (Cs
and Cbc), the content header Hc (HcS, HcBc), and the service
property informa%ion Ispc from a digi%él bit stream received by
the de-multiplexer 132. The content C (Cs, HcBc) is held in the
de-multiplexer 132. The content header Hc (HcS, HcBe) is

15 outputted to the bus and the Sg extractor 741. The service
property information Ispc is outputted to the KP extractor 740.

The Sg extractor 741 extracts the electronic signature Sg
from the content header HcBc of the reproduced browser content
C(Sm, Bsgn), and outputs the extracted signature Sg to the bus.

20 The KP extractor 740 extracts the public key KP from the
service property information Ispc, and outputs the extracted
public key KP to the bus.

The decryptor 721 authenticates the electronic signature
in the content header HcBc based on the public key KP provided

25 through the bus.
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said content pitching step conprises a step of adding, to said conteg
content header defining the content, and 5 said receiving step furthe
conprises a step of determning , based on the content header of said
content , said control content anong the received contents. 52 "

L~~t,?3 12. The control content transm ssion nethod as clainmed in

recei ved
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cl aim 10,

wherein said transmtting step further conprises a step for
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shown in FIG. 14, the process of activating the browser content
Cb by the receiving apparatus 730 in the storage-based
broadcasting system 700 is described.

Here, tﬁé process in steps Sgblc, S502, S503c and S504 is
basically the same as that in step S501, S502, S503, and S504 in
the above-stated receiving apparatus 130 except that the service
property information Isp is replaced with the service property
information Ispc and that the content C to be processed is replaced
with the browser content Cbc. Therefore, description of the same
process is omitted herein.

In step S1001, the "Signature” row of the content header
of the extracted browser content Cbc is referred to. If the
signature row is not available, that is, if the browser content
Cbc with signature is abnormal, the procedure goes to step S1004.

In step S1004, a warning that the browser content Cbc with
signature is abnormal is displayed, and the procedure ends.

On the other hand, if the signature row is available, the
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) storage 111 sends the public key KP for the electronic signature

Sg as the service property information Ispc for all services in

20 common. The receiving apparatus 730 authenticates the
signature
electronic /\ Sg to determine that the content C is the browser

content Cbc. With these components provided to the storage-based
broadcasting system 700, reliability of the content C distributed
therein can be ensured.

25 That 1is, in this embodiment, the electronic signature
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invention is now described. As shown in FIG. 15, a storage-based
broadcasting system 1000 according to this embodiment includes
a transmitting apparatus 1010, a delivery system 120, and a

15 receiving apparatus 130, as in the stofage—based broadcasting
system 100 shown in FIG. 1. The transmitting apparatus 1010 is
similar in structure to the transmitting apparatus 110 of the
storage-type broadcasting system 100 except that the content
assembler 112 of the transmitting apparatus 110 in the

20 storage-based broadcasting system 100 is replaced with a content
assembler 112i. Therefore, the same features as those of the
storage-based broadcasting system 100 are not described herein,
and only the features unique to the storage-type broadcasting
system 1000 is mainly described below.

25 The content assembler 112i has the same functions as those
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version of the designated content (browser content Cbi) as browser
designation information Bid. The content assembler 112i then
outputs the extracted browser designation information Bid to the
service property storage 111.

10 Based on the browser designation information Bid, the
service property storage 111 writes the content ID and content
version of the browser content Cb in the service property
information Isp, as shown in FIG. 16. That is, service property
information Ispi has a browser content designator composed of the

15 content ID and the content version. One browser content
designator is provided for each service. Therefore, the browser
content Cb (Cbi) can be discriminated from other contents. As
such, the service property information Isp with the content ID
and content version of the browser content Cbi written therein

20 is referred to as the service property information Ispi for
identification.

Designation of the browser content Cbi is made not by the
browser content flag of a content header HcBi, but by the content

assembler 112i selecting the content.

25 In FIG. 17, one example of a content header HcBi is shown.
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apparatus 1010 and the receiving apparatus 130, such recognition
10 cannot be made.

As such, in the storage-based broadcasting system 1000, the
receiving apparatus 130 is identical in structure to its
counterpart of the storage-based broadcasting system 100, but is
slightly different in operation because of different program code

15 and data stored therein.

With reference to a £flow chart shown in FIG. 18, the process
of activating the browser content Cbi by the receiving apparatus
130 is now described. The process in steps $501i, S502, and S5051i
is basically the same as that in step S501, S502, and S505 described

20 with reference to FIG. 9 except that the service property
information Isp is replaced with the service property information
Ispi and that the target content C is replaced with the browser
content Cbi. Therefore, description of the above process is not
made herein.

25 In step S1401, by referring to the service property
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101! 109%&' () -3/ 9%10%& () --10%&' ()-+!'109& ()-)!10% ()-''10%& ()-srrrls\s_s's
asbsdYNG 110 i) Wdhaged properly, redundant designation of the browser

10 content Cbi or erroneous designation of other service content C

as the browser content Cbi can be prevented.

As stated above, in this embodiment, the content body
pitcher 114 sends the bodies of the browser contents Cbi that each
provide a user interface with a service. The service property

15 storage 111 sends, as the browser content designator used for all
services in common, the browser designation information Bid for
designating the browser content body DCb among a plurality of
contents as being included in the service property information
Ispi The receiving apparatus 130 determines, based on the browser

20 content designator, that the content C is the browser content Cbi.
With these components provided, the storage-based broadcasting
system 100 ensuring discrimination between the browser content
Cb and the service content Cs can be achieved.

In other words, in the third embodiment, the browser content

25 Cb is designated by the control content designator used for the
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(Fourth embodiment)

With reference to FIGS. 19, 20, 21, 22, and 23, a
storage~based broadcasting system according to a fourth
embodiment of the present invention is described. As shown in

15 FIG. 19, a storage-based broadcasting system 1500 according to
this embodiment includes, a transmitting apparatus 1510, a
delivery system 120, and a receiving apparatus 130, as in the
storage-based broadcasting system 100 shown in FIG. 1. The
transmitting apparatus 1510 is identical in structure to the

20 transmitting apparatus 110 of the storage-based broadcasting
system 100 except that a content ID space manager 1581 is
additionally provided.

The same features as those in the storage-based

broadcasting system 100 are not described herein, and only the

25 features unique to the storage-based broadcasting system 1500 are
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For example, the content IDs 100 to 199 indicate the content of
the service ID "S1"; 200 to 299 indicate the content of the service
ID "S2"; and 300 to 399 indicate the content of the service ID
"S3"; and 0 to 99 indicate the browser content Cb (Cbc).

The content ID space manager 1501 generates content space
definition CSD for outputting to the content assembler 112. Based
on the content space definition CSD, the content assembler 112
rewrites the values .of the content IDs stored in the content
headers Hc (HcBs) for the content bodies Dc .(DcBs) provided from
the content storages 113a, 113b, and 113c¢c via the content body
pitcher 114. Thus, values of the content IDs are replaced with
those according to the defined content ID space.

In FIG. 21, one example of the content space definition is
shown. The content space definition CSD includes a column for
the range of the content ID and information for defining the
content space. In this example, contents for the services are
created with their content IDs arbitrary set within the range of
0 to 99, and stored in each content body storage. For the service
S1l, the browser content Cbs generated from the content body Dc

provided by the content body storage 113a is outputted if its
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%4098 ()S1cdYNGsl@dded to the content ID for the conversion thereof within
100 to 199. After conversion, it is checked whether the content
ID is within 100 and 199. If within this range, the service
content Cs is outputted and, if not, the service content Cs is
assumed to be unauthorized, and then excluded.

10 At conversion, the content ID for reference of other content
embedded in the content is also converted in a similar manner.

In FIG. 22, the structure of the browser content Cbs
replaced by the content ID space manager 1501 is exemplarily shown.
In the content header HcBs of the browser content Cbs, the content

15 1ID is "001”", which is within 0 to 999 defined as the content ID
range of the browser content Cb.

The content ID space manager 1501 also adds information for
defining the content ID space to the service property information
stored in the service property storage 111.

20 In FIG. 20, one example of service property information Isps
is shown. The service property information Isps is the same as
the service property information Isp according to the first
embodiment shown in FIG. 4.

With reference to FIG. 23, the process of activating the

25 browser content Cbs by the receiving apparatus 130 is now
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Chaving the service ID obtained in step S503 and having the content
10 ID within the range of values equal to that of the browser content

Cbs designated by the service property information Isps.

‘n

In step S505s, the found browser content Cbs is executed.

As stated above, the storage-based broadcasting system 1500

manages the space of the content ID. The content having the

15 content ID of a specific value defined under this management can
be designated as the browser content Cbs. As such, without a
specific field (column, in this example) provided for the content
header HcBs, etc., the browser content Cbs can be designated.

In other words, as long as the content body Dc can be stored

20 in the content storage 113 only by the content provider, the
browser content Cb for another service can be prevented from being
willfully specified and executed in the receiving apparatus 130.

In the fourth embodiment, if a single content ID space is

provided for all service providers, the range of values of the

25 content ID of the browser content Cb is defined in advance. Thus,
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content receiving process of the conventional receiving apparatus

can be used easily.
While the invention has been described in detail, the
foregoing description is in all aspects illustrative and not
10 restrictive. It is understood that numerous other modifications
and variations can be devised without departing from the scope

of the invention.
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transmission means for transmitting a control
5 content for realizing said user interface as entire or part of
said content; and
receiving means for receiving and activating said
transmitted control content to execute said user interface,
wherein

10 said user interface is transmitted and received as a

content.

2. The storage-based broadcasting system as claimed in
claim 1, wherein

said control content is a browser for said stored content.

3. The storage-based broadcasting system as claimed in
claim 1, wherein
said transmitting apparatus comprises:
content pitcher means for pitching the content including
5 said control content; and
service property information transmitting means for

transmitting service property information indicating said
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4. The storage-based broadcasting system as claimed in
claim 3, wherein
said content pitcher means comprises content
assembler means for adding, to said content, a content header
5 defining the content, and
said receiving means further determines said control
content among the received contents based on the content header

of said received content.

5. The storage-based broadcasting system as claimed in
claim 3, wherein
said transmitting means further comprises electronic
signature means for placing an electronic signature on said
5 control content, and said service property transmitting means
transmits a public key of said electronic signature as being
included in said service property information, and
said receiving means further comprises signature
authentication means for authenticating said electronic

10 signature by a public key included in said received service
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6. The storage-based broadcasting system as claimed in

cl2im 5, wherein
the authentication of said electronic signature is

performed using a key unique to said service.

7. The storage-based broadcasting system as claimed in
claim 3, wherein
said content pitcher means further comprises content ID
.
space management means for sending information for defining part
5 of ID space of said content, and
said receiving means further comprises designation means

for designating said control content based on the content ID

included in the part of ID space.

8. In a storage-based broadcasting system that supplies
a user interface unique to a service composed of a content stored
therein for presenting said service, a control content
transmission method for providing a user interface unique to said

5 service, said method comprising:
a step of transmitting a control content for
realizing said user interface as entire or part of said content;

and
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. The control content transmission method as claimed in

claim 8, wherein

said control content is a browser for said stored content.

10. The control content transmission method as claimed in
claim 8, wherein
said transmitting step comprises:
a step of pitching the content including said control
.
5 content; and
a step of transmitting service property information
indicating said service, and
séid receiving step comprises a step of determining said

control content among the received contents based on the received

10 content and service property information.

11. The control content transmission method as claimed in
claim 10, wherein
said content pitching step comprises a step of adding,
to said content, a content header defining the content, and
5 said receiving step further comprises a step of
determining, based on the content header of said received content,

said control content among the received contents.
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as being included in said service property information, and
said receiving step further comprises:
a step of authenticating said electronic signature by a
10 public key included in said received service property
information ; and
a step of determining said control content through

authentication of said electronic signature.

13. The control content transmission method as claimed in
claim 12, wherein
the authentication of said electronic signature is

performed using a key unique to said service.

14. The control content transmission method as claimed in
claim 10, wherein
said content pitching step further comprises a step of
sending information for defining part of ID space of said content,
5 and

said receiving step further comprises a step of determining
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said control content based on the content ID included in the part

of ID space.
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