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TRANSACTI ON SUPPORT SYSTEM BACKGROUND OF THE | NVENTI ON7 Beptanthari20D08n
relates to a.conputer systemfor supporting commercial 5 transactions,
nore especially but not exclusively a conputer systemfor supporting trade
of goods by sRjppjag, Wherein shipping will be understood to include
transit of goods In ocean going vessels, air-freight, rai{CHGRPEHP and
road haul age, for exanple. For several centuries there have been

establ i shed procedures for international trade in goods based around the

use of a Bill of Lading. ABill of Lading is a 10 document used in
connection with shipnent of goods froma seller (or other party causing a
shipment) to a NUYBE ROTHRINGENTRS®I Ving party) via a carrier. The Bill of

Lading is generated by the carrier when the seller gives over the goods to
the carrier f i.shatch port to a destination port. The
Bill of Lading TT ‘ 458t the goods received by the carrier
15 and a verification by the carrier of the good condition of the goods.
The Bill of Lad&KGROUNDQF THEINYENAIONact between the carrier and the
seller that includes an undertak| ng by the carrier only to hand over the
goods at the desti nahi QfveR@dr rdifesS HTEO ces the Bill of Lading.
After generation by the car rier ﬁ) &ﬁpﬂ@? Slﬁ%?ﬁfgr %Léppoﬁllr‘%l‘ﬁwr‘imﬁ t he
possessi on. .” th?%emg@msypiallmhm ot exelusyely dscapatet nystehﬂfmslsﬁppmfh@ t he
carrier, t he Bi fdde QF «dcRélly ChifARS & heosel g theﬂ-ﬁ9 ften via
various intermediaries su%hlas fhgerggflﬁgarlﬁgs lank ﬁ%"%ttﬂém ank.
" Utimtely, theS9fqinogmn gejag ngsebe@emglt,emhﬁejgﬁteﬁﬂ rohElhulap, Qﬁ@f&r@qt to the
carrier at the destirgaLel, Q0 RAfes han r,the goods, Sone details of .
a comon transaction between %{lfset?eran& 3 Ieémglmh%fl Ifrﬁ‘%g es B9 intemaatianal i v e
banks is now déﬁ%@?l%éﬂodsmdmuié tizer @eminrdﬁrll Vi 0 Atmucwmramﬁ% iAh the
di spatch pogg . &B'E&né}@%éd h t i n d certifies the
goods to be conplete an§ cQﬁE&[g&& ; me%"fo%ogﬁlrsl g‘?mg@ﬁﬁﬁﬁg (P1hethesi Rafty of
Ladi ng and gi v e28using 3 shipraent) tbarﬂuver'l(hreotheelréoewlng faaykvida Yarkibe THermdicr t he

seller's accou S amoun ciated wwth the goods, if a
letter of credlq% %ép%&ﬁﬁteéﬁ J'exc Ange ge&‘r ﬁ%‘cﬁ“ﬁ’? Q¥ e gogds to the carrier

for shipment from a dispatch port to a destination port.

The Bill of Lading includes an inventory of the goods received by the carrier
15 and a verification by the carrier of the good condition of the goods. The Biil of Lading
also includes a contract between the carrier and the seller that includes an undertaking
by the carrier only to hand over the goods at the destination port to someone who
produces the Bill of Lading.
After generation by the carrier, the Bill of Lading is initially in the possession.
20 of the seller. While the goods are in transit with the carrier, the Bill of Lading passes
from the seller to the buyer, often via various intermediaries such as the seller’s bank
and the buyer's bank. Ultimately, the Bill of Lading becomes exhausted when
presented to the carrier at the destination port in exchange for the goods.

Some details of a common transaction between buyer and seller via their

20 ]
n

respective banks is now described. The goods are handed over to the carrier at the
dispatch port. The carrier generates a Bill of Lading and certifies the goods to be |
complete and in good order. The seller takes the Bill of Lading and gives it to his
bank. The seller’s bank may then credit the seller’s account with the sales amount

associated with the goods, if a letter of credit and bill of exchange are also present for



17 Septenmber 2003 WD 00/55774 PGI/ GB99/03091 -2 the transaction. The
seller's bank then sends the Bill of Lading to the buyd? Septantber 200Re
buyer's bank.now in receipt of the Bill of Lading credits the seller's bank
by the sales amobunt and debits the buyer's account by the sal es anount.

The buyer's ba‘%ﬂ/swen sends the Bill of Lading to the buye r V\/no |s t hen
i n possession 0O (ﬁu Bill of 5 Lading and thus able to pic boods
fromthe carrier at the destination port. In practice, the handllng of the
Bill of Lading by the various parties is often affected by the existence

and ternms of other docunents involved in £he transaction, but these

col l ateral docunents are not described here for the sake of brevity.

Mor eover, the Bithd tmr@zfcnbxﬁd[mgselllei sBefk théS&hds de BAYIRMHiNL R t.he
corresponding p h |ns rument 10 often tsakes tﬁﬁ'?lgﬁ#g’ %@% bFm‘of
Exchange or Draf EQ"&F R¥ IA FctiperfabroBillf bading erpdits dhe sdlberisrbenit by the e not
described here. sIhﬁmﬁbdnlmﬂfdeb@th@gw@Pyée gof! gyl
non-transferable) instrunent, in F &ﬁebdgglsggsg%@%gu%rbwgnsnw be
changed. |n t hi $MRsERs tb%%ﬂlcojﬂ{a;h@g iq @Ctbgzmdwhoolﬁltl}entlm pbaesdionwe thetBIR ogo0ds at
the destinatipn pem aﬁd)thasha%fe% Rk ! f. g2, Lading at the
time of its generatlgon he )(éar ru té%%tgdétiﬁmﬁglg t% Cﬂef“nml‘??é’ est gnat ed
buyer of a non- rE§BES: ﬁ’BIhé“dB% pf the BL'aﬁlﬁglnngtfeﬁemmﬁmxa iasften 4feosd gnee. The
non- negoti abl e @ blist@ke bRdieRfs LSoh& & ht. Bi of Ladi ng.
However. it is also wi d%spréeacs r%cigl (%e e iméj}velgl 'Inﬁ ? ‘ﬁ’i"ﬂ’g{“’ttdheﬁ% a
negotiable i nstcP%%ﬁtdOC‘iﬂwnwe@ht @medhmeﬁewgmmébtehwaﬁorw& be rahanged
during transit of rhfife is2d: 4Q S esignated buyer may in-
fact not be the ulii nat e Fec?gfpea#tngrgﬁ Il.ﬂst%t]m(é\ﬁa}btgl §°mbfﬂng1n§ %%?eé‘ f Jpsipinent .
i nt er medi at el%n@denekesge forreofBiBill ofxchagée org:)raff hagam dermaee andfoleofirgot | abl e
Bill of Lading igchfhebfesd:d e To Oder Party. Wen the Bill of
Lading is generatce B ehet (?gcrﬁr%?de%ep it already specifies whether the Bill

of Lading is negoti thﬂ Rill of Lading méVfbethnBiehdnabié (1bad¢mg1nhf5raﬂeyiﬁﬁthﬁﬁhte when
generated, the Gakhifh g ow t T ar t e.

desi gnat ed buyer, nmay tl}:evaég%ll I(15:1%"|§nbu Fans Pgﬂ CIEP%E& qﬂ‘;%‘? 5% ﬁlée"égf‘?elr 150]'?0“‘11‘431d| ng is
generated as a rﬁ’é{:{dﬂlhabﬂ @eBiht lgowlf at_aehdagnaimd pbhieo thd\beyer siafed Gh ERIRN of N

transit, thepy t gy GaL ood e destination port to
whoever produces ti& téhﬁmé,\%é {gglem mn ﬁ‘&gfsf’? $rE‘?F gesfegted he To
Order Party st atbuykrof atree-npggjeli Blﬂl ef Bhduhg ereferred to as a consignee. The non-

. negotiable Bill of Lading is referred to as a Straight Bill of Lading.

However, it is also widespread practice for the Bill of Lading to be a negotiable
instrument, in which case the designated buyer can be changed during transit of the
20  goods. In such cases, the designated buyer may in fact not be the ultimate recipient of
' the goods, but is merely an intermediate endorsee of the Bill of Lading. The endorsee
of a negotiable Bill of Lading is referred to as the To Order Party. When the Bill of
Lading is generated by the carrier, it already specifies whether the Bill of Lading is
negotiable or not. If the Bill of Lading is negotiable when generated, the carrier will
25. know that the To Order Party, i.e. the designated buyer, may change in transit.
Clearly, if the Bill of Lading is generated as a negotiable Bill of Lading and the buyer
is changed in transit, then the carrier will give up the goods at the destination port to |
whoever produces the Bill of Lading.
It is physically possible for the To Order Party stated on the negotiable Bill of
30 Lading to be changed by any party in possession of the Bill of Lading. However, it is



30 Lading to be changed by any party in possession of the Bill of Lading.
However, it is 17 Septenber 2003 WD 00155774 PCT/ GB99 o3 Hlertbaraloopr acti ce
that parties do not endorse Bills of Lading to banks, for exanple, and

t hus, banks do not become To Order Parties even though they receive, hold

and pass of Ladi ng. Banks generally rely only on si cal
o R | ©, cRipabas

possessi on of Lading to secure their positiorn 38 on to
other parties involved |n the transaction. 5 A negotiable Bill of Lading
may al so be negotiated the person who physically possesses it (its
bearer), if it is endorsed in blank. Such-a Bill of Lading has no To Oder
Party while blank endorsed. The To Order Party may | ater be added at sone

stage prior to dshe pmahii’@hrﬂ& db‘rfbk@rgiof‘ép Bﬁl[sQﬂ“LTaJﬂﬁg foaif]akkse'{for%tmm d

destinati on por ﬁ%g %ener al Iy banks do not W s 4O t he

visible chain o IS fcogzﬁ@s%dwmmewen dwough/bey teodivk, hasidl aphEss on a

bl ank endor sed (ﬁlthé Bif fL&gﬁgﬂgB Wk ot lves o. O der
° o0 Shly B gh AT on o e il

Party, although the utilize possession SR °%Sort of
col l ateral for *GBaieseespipeinpasiionireathado Othbwetvaeﬁpvcdammﬁhe:traisacnon

internedi aries ma To Oxrder Party
indicate their i n%/e?\é%%&m&r!ﬁggmfgf tﬁgﬁﬁgﬂ%%n ?Haﬁ?tﬁ)en%%srogévé‘" BPXS}Cal&f Ladi ng

or an endor sed. ABF¥§se (lﬁdﬁﬁrﬁf@ if 3s eudorsedainyirpk.i Siichca Bl dDideing RaydoyTo t he Bil

of Lading may p@as dafy mhﬁTrTe(I)(s cha e to.the Bill of
Ladi ng and t hus reI i es so 2 %ﬁ&% sical prggsrs@g&“@ﬁ %?r be 2} dE§1‘I5‘I’m"of Ladi ng

to establish orstageprinréo the @Odmemﬂemksd upRtvinsthk exsridr BEth@gbeatiGT ort

confidentialit bl art h intermediary_ bank -wil |
remain unknow?'lé e!lle?lal{yhe t;a gﬂ%‘i‘*&?‘? o¥‘§)gl F%t“h%neg flqryempgpt P48 HY!  since

there i s nollvirereivedolimed pass hea Ba:hkl endsﬁrsddaam pfLddngtwince chvtle BERMIveUS

hol ders of the I t he wer e al sone stage as

the To Order Pélgtthyo d}éerlﬁﬁ q@h&igh @8 utilies é’%isf‘%‘(?a ofﬁ‘ﬁgBel ehadime e pryot Af the case

of negoti abl e Bplawesalddr credititheyg havtehaetcmdrdv&m\newabonﬁahelr&xal(lﬁte:hﬁdiaﬂ& hayansacti on

systemrelies 0 osse55| on of the Bill
%ghetg%té/r%e\lnsa(’es ?)SEE %éty %Ex%at?

of Lading. Moreover, eif i eﬁ‘isbergence bet ween t he
appar ent Iegal chai 'ﬁhua,felthe;rdomaétmhéndﬁned]bﬂ of DA orlafeddoRRSBl.of Badify i denced

by the Bill;s0 "}Tﬁ h hi? f ,constructjve possession of
ein &
the goods E ough p ssléss?%p sy E)f‘rﬁ'etkﬁ L 053‘3‘1’1_‘%?}% PasproRE A BHY Wital  Bi | |
of Ladi ng syst @mkéssnotchange toethe Bﬁﬂtofﬂé}dxﬁé}z&xdlﬂmstﬂaﬁmﬁiﬁy &f ptsiBil bbss@biok 8611 NT.
There must  only o?rladm to estabi Lh adi n 1 nce the_whol e systemis based on
the passing of r| gt s 2 ish or secure 1s interests. This has the ‘advantage that ’
confidentiality is retained since a party such as an intermediary bank will remain
unknown in the transactional history of the Bill of Lading, since there is no evidence
20 - on the Bill of Lading to trace back previous holders of the Bill of Lading unless they
were entered at some stage as the To Order Party.
It will thus be understood that, especially in the case of negotiable Bills of
Lading, the conventional Bill of Lading transaction system relies extensively on
undocumented physical possession of the Bill of Lading. Moreover, it is common for
25 there to be divergence between the apparent legal chain of endorsement on the goods
in transit, as evidenced by the Bill of Lading, and the real chain of constructive
possession of the goods through possession of the Bill of Lading. The conventional
Bill of Lading system is thus reliant on the uniqueness of a Bill of Lading. There must

only be one Bill of Lading, since the whole system is based on the passing of rights
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i.e. with a unique docunment specific to one Wtransit of7 $dpergbed®03t hat
are specified in the inventory part of the Bill of Lading. However, various
practi ces have devel oped whi ch underm ne the effectiveness of the

conventi onal @6#0,58;7 Lading system 5 One nal practice is the issuance of
multiple Bills of Tading for the same goods by the carri CT/GHI¥0NHr | er
provides the nmultiple originals to the seller. Taking the exanple that two
originals are generated, the seller can pass one to his bank to obtain
pronpt paynent for the goods in transit.-#he seller can then pass the other
to the buyer, so that the buyer will be able to pick up the goods fromthe
carrier, even iih heBa] & idel; 1 rocessing of the Bill of
Ladi ng by the seller ar_n%fqba_lﬁg}'éf g-ﬁgﬁ@{n%gﬁ@%?peﬁﬁ—dﬁgoronﬁ%a“é‘é’hhéﬁm’éif*I have
an interest in BRFUESHEFdimthe ventympan ddoweRibof Laimge multiple Bills of
Lading are in exist : t he .whol.e systemis liable to
fraud, even if the g{}ﬁg{e&l’g{an%? f%@?%%g?g%{ﬁp %%w?'\éﬁgm}‘?ﬁﬁ‘%/ep*‘%e@c!“f%"sﬁ)f Ladi ng
was not it sel foffthefganentorel BilfnELalingppsidnor fraudul ent activity is especially
hi gh for negetiable ' 1.ng, ~Nost eci.al ]y for blank endorsed
Bills of Lading. ForO]'l g@%&lcgc’eqé tg#fsg'lsm%f(}fﬂé%}pﬁeaﬁﬁ%@g[ﬁgméé%élﬁ’[sé‘ae gdsecurity
for | oans or noth e gerernhlibe lramioupraviddaulse mbleiplk rosigidall @nihk YelRbt FAne It 1S

t hus possible f I J for exanple, to be obtained using a

si ngl e consi gnrrétg{%\l%1 ﬁg#ﬂa{gﬁg sngglglg?&gﬁ?ﬁmttiﬂf%ﬂﬁﬂgﬁ%af‘ PAREI9BF it baak fosottair gery of
the Bill of Ladiremgpt fayment Bprthe gdodk adiragit.i The 2dllefl QRHARG:, pa@P ollECAL i er may

hand over the tinatjon port to erson who produces the
forged Bill of 9%2%?%’3"’%‘%‘%%3 il ¢ EQ%B@&%P E9Es B’?’“i%é’i”%ﬂ‘&?ilﬁbef%l |
represent at i¥e 20¢ delive viiithe gmessiog oflihe Biltlef Liads! By (hSEARE addOkuybO5HEr Y ari ses

when informati . nature of a shipnent. can be obtained by the
forger, for exa%ﬁ]ég’n%%geag% %ﬂlg?lﬁﬁhlgv%mbﬂ‘ffeﬁtc‘ﬂﬁ?“”&f“gt”hé“%"zm Foweveadingy. I n t he

case of ocean tmetige Bilbyf birgsye it Beisteoe for BHe¥hiig §dodd) te twhble ThtHBY 11Rg. Sever al
weeks, in whi Cr}o%?zﬁe@enfigg ger. .hﬂs considerable tine_ to cogxl1 ete the
forgery. Although thé LBohE FeBemotye for isping deimmitink Bils ofi Fadingawas totmer f ect
their conti nuedelé fashienc eTiasscogeefolmBhuduleAiREast ik QébeSNEL BH HRdedoRLyni ng
Internati On% tﬁiﬂg gf ]l_,asding_. most especially for blank endorsed Bills of Lading. For example,

Bills of Lading may be accepted as security for loans or mortgages which could thus

be fraudulently obtained. It is thus possible for multiple loans, for example, to be
obtained using a single consignment of goods as security.
Another malpractice is forgery of the Bill of Lading. If a Bill of Lading is
20 forged, then the carrier may hand over the goods at the destination port to a person .
| who produces the forged Bill of Lading together with bogus identity impersonating 2~
representative of the consignee or To Order Party. Scope for forgery arises when
information on the nature of a shipment can be obtained by the forger, for example by
obtaining a photocopy of the Bill of Lading. In the case of ocean transit by ships, the
25  minimum transit time may be several weeks, in which case a forger has considerable
time to complete the forgery.
Although the- conventional Bill of Lading procedures are imperfect, their
continued existence as the main transaction system underpinning international trade is
a testament to the fact that to date 1o viable and superior alternative has been

30 established. Electronic transaction systems are. well established in other areas of



a testament to the fact that to date no viable and superior alternative has
been 30 established. Electronic transaction systens arel7 Septémbstagiobi shed
in other areas of 17 Septenber 2003 WD 00/55774 PCT/ GB99103091 -s banking
and comrerce, in sone cases alnost to the exclusion of conventional paper
transaction iq?(t, ts. Notable exanples are the conputer systens operated
to underpin-electronic paynent transactions. An e-mail aptfiFRHOXH naki ng
a Bill of Lading work electronically has been 5 previously proposed, but
fails because it does not take sufficient account of the fact that the
conventional Bill of Lading systemrelies’on there being only one original
Bill of Lading. If a conputer record is generated to represent a Bill of
Lading and it i $ankidean8ebdh&ek. 15 tin arty. to a.receiving
party, the Bill of Ifadi,ng rggeo%&ae%ggeegsg@ﬁ? t%hr?c flgs%%lft%?m’efgn"é’alﬁai’ﬁ of
Lading, if the $Y¥eaRDcasmBEntdi Sotahiguixahplie traatn cérymtet Gygamy omfaddhg Bi | | of
Ladi ng record a L\ ] and the copy of the Bill of Lading
record at the t%%ﬁ%lﬁgygﬁﬁeﬁé{a%?@g%er, such an el ectronic systemis
still nore prone t oA trgatl pprmsachiio fekingla BHE 6L adme sk BledohiblS 1B b Of

Ladi ng descrisbed, ... ' he Bill.of Ladi is . merely a conputer
record that Basgggﬁgﬁygﬁgﬁkgggﬁagﬁ be"%“&%ﬁd’f)%srméffg?é‘#g‘ngﬁ&cqcsgmtq{@@ tone to
replication by #aythpegnysntipme! BlioftLading etkinaélies btihtre bdikg SEPb&INRM A3 - 6
SUMVARY OF THE |,NvER I%Ia@%é‘jt&%c%rd and gargﬁf erred asgqe‘cts of the I-nvention
are set out in the acconpanying i hde SEIfHsT SHESTe st ehtadineardst isFeat ur es

o{ t he dependentrastitierdromay tripemindrbjare do a\ﬂicﬁiﬁinﬁ *fb@tﬁﬁ t&f%ﬂlhﬁ Ijaﬁlﬁélﬁ%&gelm

clainms as appropkld i.n_cophi nati.ons._other than those explicitly set

out in the clai [r%r’gsésqﬁ?lg%{r? PR 2 %H{Hhoréliia U H POWSER SRwot distipeeieh hesrpenthe

central i zed l8at edpasé tsyBitl @fLading aea8 Qtthb YecSivik QR SR Se QWS ofdnd BEMRT K

t hrough a nessage.handl ing, unit.. The database forns a registry recording
P& ﬁtsger

the entitlenments of° the SansgnERaEy- o MgV Hettch gt Blggironic sysyun fsoith
prescribed acti wns pronero|thd types 610fraH @adel Qiubd uttipte” BAlk @F 1L&6L HLlSribed NE
users becone en;ﬂto;l% %%c b% éi r tf"ég .0f their designation to prescri beé rol es by
a previously entitrag HeEYL of padingis merelyp somputen fecord the passey tarsugh soeatklr ol e i n

a record takes computersystems and is thus prone to replication by any party in the transaction chain.




pl ace by neans of a systemuser sending an electronic instruction to the
dat abase, these electronic instructions being referred to as registry
instructions or title registry instructions. The database perforns
according to a common contractual arrangement entered _in to by all users.
To becone a user, the intending user is required to edf&eriamRerg003ervice
contract with the system service provider in which the intending user
undertakes to agree to and abide by a defined set of rules. That is, each
User agrees, as a condition of becomng a User of the System to be bound
by the provisions of the rules. As a result, each transaction record in
the central database goes through a conplete life cycle of creation,

change and exRkgwaiARY oA fePNtAter the control of the wusers. The
integrity of the central database can be maintained wholly automatically by

the system approving, or rejecting user instructions received with e-mail or
ot her messages soéjagfcf}{abﬂ?g ge Qgﬂpﬁctﬁfﬂieﬁ’é‘fel‘t“{iléfﬁsﬁtr?ﬁF‘;ﬁhecﬁc‘?"l*l@“ﬂg)sed set

of | ogical rulifspengtaf :hﬂ@épdmﬂbnf 818mk HeRROKE. thalldpeRie CRIMYs HSHe Ladinadr eed to
be contractual I qu?ﬂge ﬁ ruI ebook, user actions_ in the form of

el ectronic i n§"t1 thess “E‘{SP‘?} Qb ¢laims ésnaé’ﬁ'ﬁ’éméerﬂ Freombiatigns ether Smn ghose\p

00/ 55774 PCT/ BHgiti) 308k in thd clfphaust el ectronic records are contractually

bi nding on all affected users, provided onla/ that the instructions

t hemsel ves conf or niecgrdingetorthy awension thasy soveyided: eentralipad datgbagmisytedtnce of
the transacti @E\:e&%@%ﬁ@yﬁ@lﬂttﬁ&g Dvangl n&%ﬂ@ﬁ%utgﬁ%rﬁééga |1§a@1d1ﬁrfgl b he
automatically fromthe comon contractual arrangenen he central database
can 5 thus be d#aase Ermea resisty regesiing the antelements ofthe mears, bth)t%aéeﬁwce

provi der throygh tﬁ?%rﬁesbmﬁra%n's A reaBOH fareﬁ@c&é/nlc,aaﬂ?'c@%d tdaGraaaged rul es
and notifying af?ec ed parties al so as defined in the common contractual
arrangement . BB [Resomet ﬁ@ﬂ%éﬁg‘ilﬂ'& of theén Hesrmatind tos ipepseribed antse byor a bi | |

of | ading tak%re@fotxﬁ?%ntﬁléﬁ‘ﬁ@@t Dgs{i’g bdon &Y QU0 £ BEcritdddBEES 2 rQold ke
.transaction record, solely under user initiation. No subjective 1o
assessnent | s Plaeajtyi mesas offa system sesn seading abeleciayicinstinafivel toshe databasecthesel d i n t he
central  dat abR&fonic! m@trucﬁ&%r @en?gx keibred "B gku['@ﬂtr?yxﬁgﬁ% o%ypcﬁrt\{ﬂespé 15

adm nistrator roles for th day-to-day procCessing o he transacti on
records. Eachinstigftignsdual eI ectronic record is created |n t he dat abase by a
user who

The database performs according to a common contractual arrangement entered
in to by all users. To become 2 user, the intending user is required to enter into a
service contract with the system service provider in which the intending user
undertakes to agree to and abide by a defined set of rules. That is, each User agrees, as
a condition of becoming a User of the System, to be bound by the provisions of the
rules.

As a result, each transaction record in the central database gbes through a
complete life cycle of creation, change and exhaustion, entirely under the control of the
users. The integrity of the central database can be maintained wholly automaticaily by
the system approving or rejecting user instructions received with e-mail or other
messages solely on the basis of their conformity to the closed set of logical rules
defined in the rulebook. Since every user has agreed to be contractually bound by the

rulebook, user actions in the form of electronic instructions to create, change and



bel ongs to a defined group of users. Arecord is created by neans of a
registry 15 instruction sent by an instructing user coReRidmeerdpagi fic
property rights, such property rights being vested in the instructing user.
Each record may be created, in accordance with the instructing user's

i nstructions, "g‘? 025? 7§apabl e of conplete transferability to other users pr
limted transfery Tty to other specified users. Each recRfHCHIE38he

hol der who is a user of the system Holdership is defined 20 by the
presence of a user identifier of the holder/user in a field of the record.
The hol der has exclusive dom ni on over t/e record and excl usive
entitlenment to pass the- status of holder to another user. Passing the

hol der status i gy i ; ol der/user..sending a reqistry
instruction inst r%%?Fi%gglﬁg%lcogﬁngl{ﬁ%n@%%g?ﬁmélalguosneé?%fgwegd‘ﬁ‘ggiH’?ﬂ“@ inthe
hol der field of onlhéay the disgutionrclbemeties Amfdtmob tied misbockni More@eartee kan be

converted into g IC tary record ard co by neans of a
registry instr uc%lﬁﬂg%ﬁdgf @d[ ﬁgqﬁg{ggtg‘)rn spord hcgmgi“%(?wﬁh?n@esr B%%?F’d also fpjlows
entitlement of autdwitichdly fram thercominon Ebryhitsal anshgelbrt gatht @Al Bukdag upder | yi ng
property is tel} - th ttai,nment either prjor to or sinultaneously
with anot herg ro gm’%g’g}f%ﬁlg? gnda Belln auerpats %‘?fmﬁ’sbr the (seRyice PeRvideq hapughl r ol es

i ncl ude cont i ngewtkingrinstuB@iodicentoratity aguiisythe a4res rBEne nb&@ing%ﬁécteﬁ%aﬁﬁéi gnat ed
(and sinul t aneoys| y. ?&1 ng i he hol der 17 Seq?terrber 2003 00/ 57_74

PCTI GB99/ 03091 -8 of "the 't 6Cor ™" *B1AT 1! ranesmedsi birther the shangingo a
different role foyctivenmsl sighifancegossd bijl of ildlger et dfRRt- aulrGhcatly f @ ihe F O! €5
provi di ng di ffeghggges rtbgcpt %[aandt/ or Obéfl %) tll ons. The. ri %ht to di-spose or
direct the dispositton of tha“ AT gewa%érw indtiatipn n diNe | whigttiven a

singl e user 1bei sgsoeni Fraqudd bd tHareaEkt bednyCRiNELA8ord 8LigSh adehflg 5 user
so desi gnat ed coppuni cating a registry instruction to t he user which had

created the recGra=cTive MEEFEEIS noyuaRR SYsiemy HpeT ispraArj dppinisraton slesrfor he d ar e
conpl ete and nodafyus-tdyerocesii gt tr@iRsctias Reh@. M tted and the record is

term nated. Each el CLhLD .i% record has associated therewith, in addition to
specific audit traitokBRYaps] sfoptonicfeseyd d& cregipd i Hhe rdatshash by chiaden whecor di ng

the legal ly sigridnpcani defkld pampagasel W 2048 iabdaabbi Gabio5s, r%ﬂﬁ‘%
endorsemsnt(lfh_a]laﬂ i s di Stﬁ)l buted together with a nmessage fromthe dat abase
esi

BE Mot Co Y Mg niTBCites Lo | cencsming eWpee i PERpetss eights, such

property rights being vested in the instructing user, Each record may be created, in

[=}

to the new S

accordance with the instructing user’s instructions, to be capable of complete
transferability to other users or limited transfefability to other specified users.
Each record has one holder who is a user of the system. Holdership is defined
20 by the presence of a user identifier of the holderfuser in a field of the record.. The
' holder has exclusive dominion over the record and exclusive entitlement to pass the
status of holder to another user. Passing the holder status is achieved by the current
holder/user sending a registry instruction instructing that another specified user be
substituted in the holder field of the record concerned,
25 Each electronic record can be converted into a physical documentary record
(hard copy) by means of a registry instruction of the holder of the electronic record.
The entitlement of a holder to certain rights and obligations in the underlying
property is reliant on the attainment either prior to or simultaneously with another role
designated by an entitled user. Other designated roles include contingent or

30  discretionary roles where the user so designated (and simultaneously being the holder



Each el ectronic record is capable of being nodified by the user which
created the record in accordance with a registry instna@epmberaopdusly
sent by the holder of the 15 record. The user that created the record is
entitled to nodify, decline to nodify or create a new electronic record or
records based“a?mﬁéﬁ§cribed rul es. Each electronic record is capabl e of
being tenporarily suspended as a result of prescribed redic3tGByo03091

i nstructions sent by the holder of the record. The ability to handl e
transaction support in this way allows a nunber of further 20 . advantages
to be attained, in particular in conpari$en with the |ong-established

tradi tional paper based system and ot her previously contenplated el ectronic

systems. (1) A sohd @3:®fis MDD ShihRY] Liggknal 8,00 paper. form
inevitably takes ti rre@alg t he doculﬁ%grﬁ%/gﬁ%ﬁé\ig d%ref)erI# 1 ta’erﬁeag%"%fe@éﬁryi n'

di fferent countPHBENIANFuehrdifiyient oilds pravigittg diffendni righnt md/of obligaiohs. i NSt ances,
particularly where ausRbRYEN 0l r ny 25 tines (e 9., oil and dry
bul k cargoes) it is raré t_hatSp!t) e&oﬁrlg‘gﬁ%gﬁlséoghlﬁ%h%i‘g‘%%fb’g'\gl HPICEYdt  the
port of di schargaditigiabemplsiagle estheimy dfsigneted e sre@fibédnadaaiabs FoledMHaGhe Dri Ng a

new set of ProRLedBie Mol o try and circunvent this problem In
addition to risk m ?Sﬂ%gtéldgé] | W%B“ ?ﬁélshg'stgﬁg%rﬁmé??a‘ﬁ?re“ém‘ihﬁﬁgé‘e?t?fi/ol ved in

i nternational tthageord.oThpeeafterotansastionsalaingfio the @rddrt Corletdald dobguge0ds and
to reduce i nvent.Qkas Mich.af the.infarmation contained in a bill of
| ading is repeat egﬂfaiu%é%e(;%)é%%‘& 3%8536%13\7\5“%”78&55774 PCT/ GB99/ 03091 -9

col l ateral docunent SachTeiestrpi¢ extril s fisodciadddr @brevith, GO BINRR 6 Speell ladie" al

- docunents and j f ding is, high apg a high proportion_of
docunents have t%algqg%{ Ede%hgrdr?g asF’o%‘ e%?fﬂ??éﬁp@n E‘?"B{’?F’igotﬂ? deeaibic Sigmifieast r educe .
the risk of 1 spaksegd afgiglts artdivbligainme. IThé @ideBEmheNcHam i§ @stHSRA hReORR] £11 N t he

docunent s. Thﬁesgﬁggﬁgk tg? q& t%eﬁtlgr{ﬁat abase enables electronic records to 5

(1) be made 'tanpé&r proof. Au G B9% §esienes, Acrardingdp s dolGias fesisatted he sane

time allowing fusexibility for users through access over a public network,

for exanple the Int et. Unlike,its aper, docunent counterpart. any
attenpt to nodify tﬁge‘:ﬂc?%ﬁir%%m%qmﬁcﬁ?”ag psing padified bicthe usep phisk pisaiet recor d

hel d in the cenbemtordiintaadvedace WitheteRdd! iNsuGion FRVBEsIF 88t by the holder of the
15  record. The user that created the record is entitled to modify, decline to modify or
create a new electronic record or records based on prescribed rulc-’:s.
Each electronic record is capable of being temporarily suspended as a result of
prescribed registry instructions sent by the holder of the record.
The ability to handle transaction support in this way allows a number of further
20  advantages to be attained, in particular in comparison ‘with the long-established
traditional paper based system and other previously contemplated electronic systems.
4)) A system of moving of moving originals in paper form ingvitably takes
time as the documents move from Holder to Holder in different countries and often
different continents. In some instances, particularly where a shipment is traded many
25  times (e.g, oil and dry bulk cargoes) it is rare that the original document is available at
the port of discharge. A complex system of letters of indemnity, which bring a new set
of problems, has grown up to try and circumvent this problem. In addition to risk .
mitigation, improving the speed enables those involved in international trade to be
more certain of being able to get the goods and to reduce inventory.

30 (2) Much of the information contained in a bill of lading is repeated in



10 record conpletely rendering it unusable. Paper docunents are prone to
mnor alterations that can have serious inplications. {iMyepanter 2003

chai n-based electronic mail systemwth the bill of |ading attached as an
el ectronic record would suffer fromthe sane problens as paper docunents.
but to a nuch extent. (4) The use of digital signature technol ogy
and el ectroni c‘g(égo?sttsﬁi cates means 15 that the recipi ent CTLEREEEYge can
be sure that the nmessage cane froma particular party. In this way the
possibilities for repudiation are limted and, noreover, carefully
defined. This allows specific user-repudrti on actions to be incorporated,
these being referred to as business refusals in the follow ng. (3)
Confidentiality,j i . i el ectronic.documen can be 20
encrypted to préé\)/%;}el?aqElrjlcgﬁtjrtﬁEtsdrlﬁllgrebgt%g%aggosrs?n?romccé%'ﬁﬁ%tr“@i f‘%‘?aé%’é}"é‘fms and

i nformation. (6yheAl oigdinhis hithowme ahimbtpoupsrtionpf dacemane hvaty barddrah kew f or

machi ne verifi i of roni.c records., Consigderapbl e expense is saved
in re-keying angégﬁg{gn%th E\}%&rl 'ﬂ; cd§ e 1;&8 r B JBE e TUTHFYRE ot HEcSa8Yst em
pernmts users t ofmatiorieresweddn carinadting e dpiueesss Wil |l work without the
necessity for re-prggessi whi.ch is.costly an 25 del ays the process.
Fur t her aspeét s andctg)eat Egeggseo“‘ff 2 §eRml rﬁ'@‘é‘?ﬁs%/ﬁ?f‘bgf Eleghapifpterardsely Ysymadge
attached cl ai ns'tanifér Sopft enilentidO QRN QRLSHTIE4t ﬁ%ﬂ%aﬁ%ﬁ%ﬂeﬁﬁﬁy
DESCR! PTI ON OF FHE D QFR@ GS For a bg‘tter ungter st andi ng. of the invention
2 H A0

and to show how T H& S §EBEVEE SRR PRERle thiokismen cHnliks imow nade

by way of exanpb#et dotunenacantpany biyd afenth AWl MESHyT the Wdhh: ofiagb%ﬁ‘erﬁ( is a
bl ock di-agram SQ&M& iepefprnati on fl ow between system conponents, ™ -

i ncludi ng t he uSEFECCHFECTMISSEE helddt thegeniml fatabay immediately| serambles Ser v
Figure | A sHOws recorti ecommpletedyt rendérinpeit OfnusdBR. @Eédredoﬁﬁﬁén&t b Hrbnd TRy Gniglgt ai l;
10 Figure -2 shgl\(\c/%a.(s)trﬂcturhe of .a nessage; Figure 3 illustrates sending a
message from a Sendrhg SIS Hosapplicationg Herpverathypgesed tlectionis sate

handl ing unit ofystehewigemt ball of datsdpefachbl Sureldbirbib HEbHAIRR LBS FEFRLVI NY

user's acknow eda%]rren of r eceiCPt of the
same problems as paper documents. but to a much greater extent.

(4) The use of digital signature technology and electronic certificates means

15 that the recipient of 2 message can be sure that the message came from a particular
party. In this way the possibilities for repudiation are limited and, moreover, carefully
defined. This allows specific user-repudiation actions to be incorporated, these being
referred to as business refusals in the following.

(3} Confidentiality is achieved, since the electronic documents can be

20 encrypted to prevent unauthorised access to commercially secret information.

' {6) All of the above factors improve accuracy and allow for machine
verification of electronic records. Considerable expense is saved in re-keying and
human verification. A more secure and accurate system permits users to be more sure
that the process will work without the necessity for re-processing which is costly and

25 delays the process.

Further aspects and features of the invention are exemplified by the attached

claims.



forwarded nessage originating fromthe sending user; 15 Figure 5
illustrates the receiving user's non-acknow edgnent of 17&xptgptberf2008e

forwarded nessage originating fromthe sending user; Figure 6 illustrates a
user's indication of its intent to ignore a nessage through a SBRf-FBRf
sequence; Fi gy, %s_hllustrat es all type header flows; 20 F| ure 7Ais a

tabl e summari ZI ng Message flow and type headers; Figure 8FPFIGHEVEMH es
identifier structure showing the identifier parts of a user identifier, a
user division identifier, and an extension; Figure 9 is a bl ock diagram
illustrating signed nessage flow using tWe message handling unit; 25
Figure 10 is a flow d| agram showi ng sendi ng a message from user to user

wi th signat ur eBMEFIDESCRIFTION BRdHaHRIGHhRAgMENt s; Figure 11 shows basic
organi zational structure for certificate services; Figure 12 shows a

sanpl e certificate chain; Figure 13 is a flow diagram showi ng the lifecycle
of a subscriber cergifd nd;, 17 Septenber 2003 .
WD 00/ 55774 PCT/ GB99/ osbggéigﬁdfrfé&f %%"?é“ﬁ %‘@Hg’%?%& S TP Pat § on of a
title registry et st piaensnis ael impde byevaprsf axfmple © the sedotpartyimga uUSer .

Figure 15 is5 a Phagdsidh@gram showi ng nmessage flow for title regi stry
operations; 5 Figure 16 illustrates nessage conponents show ng the

| nstruction elenent for the title registry;~ Figure 17 is a flow di agram
showi ng the process o [ . oni c. di n gure 18 is
a flow di agram shova%gIet L%ﬁar gg%kggm é 0"’““?"!a’tn{%nmaltl nn’i‘W %8‘1‘”8 SY“CTO Fi gure
19 is a flow dlca@p@nwg,hmmm ﬂumerprthmaessage)nandmﬂgmaﬁd thetitk r@ﬁ@t gnee; Figure

20 is a flow di agramg%QWsﬂ&v ut&gmﬂ ureofqgetgﬁa ggstr?'grlxpx e%eta;? O der Party

10 Figure 2 shows structure of a message;

Figure 3 illustrates sending a message from a sending user to a receiving user
through the message handling unit of the central system;
_ Figure 4 illustrates the receiving user’s acknowledgment of receipt of the
forwarded message originating from the sending user;
15 Figure 5 illustrates the receiving user’s non-acknowledgment of receipt of the
forwarded message originating from the sending user;
Figure 6 illustrates a user’s indication of its intent to ignore a message through
a SBRE-FBRE sequence;
Figure 7 illustrates all type header flows; )
20 Figure 7A is a table summarizing message flow and type headers;
' Figure 8 illustrates identifier structure showing the identifier parts of a user™
identifier, a user division identifier, and an extension; -
Figure 9 is a block diagram tllustrating signed message flow using the message
handling unit;
25 Figure 10 is a flow diagram showing sending a message from user to user with
Signature verification and acknowledgments;
Figure 11 shows basic organizational structure for certificate services;
Figure 12 shows a sample certificate chain;

Figure 13 is a flow diagram showing the lifecycle of a subscriber certificate,
30  from beginning to end;



Figure 21 is a flow di agram showi ng the process of bl ank-endorsing an
electronic bill of lading;, is Figure 22 is a flow di agri@nSsiewbarpoBe
process of designating a Pledgee; Figure 23 is a flow diagram show ng the
process of relinquishing a pledge in an electronic bill of |ading; Figure
24 is a flow ] showi ng the process of enforcing a pledge, where a To
Order Party i@@g@?ﬁat ed; 20 Figure 25 is a flow di agr am EH&#¥§E0he
process of requesting amendnent of an electronic bill of |ading;, Figure 26
is a flow diagram showi ng the process of denying anendnent of an

electronic bill of lading; Figure 27 is -&i-f|ow di agram show ng the process
of granting anmendnent of an 25 electronic bill of lading; Figure 28 is a

{1 ow di agram show nGighel P aceasied iRk BROPL WO P LEELRT L Bl ©f

| ading; Figure 29 is a flow di agram show ng the process of stng a
SwW tch-to- papeF“HVﬁ§&ﬁﬂ#@?ﬂgwﬂFigure 30 shows an exanpl e of an endorsenent

chain; 17 Septenber 2R3 15O 0Qap (4 9103091  -12 Fi.gure 3 | shows
the format of a systéh1ne%§a5% %ﬁnghﬁﬁggﬁgggﬁé%%%ﬁ%fb&b%ﬁn% r9ERFSr mat i on

and a title regfPSEHYISi nstruction and attached electronic bill of I|ading.

(eBL); Figurge 32 is LAl gﬂﬁg'g' the title registry functions and
whi ch party can 5 é:)?gélcuté \Rff)idch gljlﬁ%)?‘)lgl ﬁ”;len isg?j‘?%g égﬂﬁmgfye{aﬁﬁf@@ﬂ%mri Zi ng

the title regi sE#:functions and the conditions that apply to them Figure

34 is a table show [ . instruction the functional elenents of
B B A b b e G P S e Bh B on of

delivery of attornment’ notice, a owance ®
endor sement 10 ¢fHading: r ecord and delivery of an endorsenent chain record;

Figure 35 is-a tabl %i@ng&kgﬂof“%iagwaamn&o%brlgqgerprc?'cggs 0 erganaPtln%g%gg h!)_llgnlr;d er
10 : Figure 19 is a flow diagram showing the process of designating a Consignee;
Figure 20 is a flow diagram showing the process of designating a To Order
Party;
Figure 21 is a flow diagram showing the process of blank-endorsing an
electronic bill of lading;
15 Figure 22 is a flow diagram showing the process of designating a Pledgee;
Figure 23 is a flow diagram showing the process of relinquishing a pledge in an
electronic bill of lading;
Figure 24 is a flow diagram showing the process of enforcing a pledge, where a
To Order Party is designated: '
20 Figure 25 is a flow diagram showing the process of requesting amendment of

an electronic bill of lading;

Figure 26 is a flow diagram showing the process of denying amendment of an
electronic bill of lading;

Figure 27 is a flow diagram showing the process of granting amendment of an
25  electronic bill of lading;

. Figure 28 is a flow diagram showing the process of surrendering an electronic
bill of lading;

Figure 29 is a flow diagram showing the process of processing a switch-to-

paper directive;

30 Figure 30 shows an example of an endorsement chain;



I nstructions the functional elenents of delivery of attornnment notice,

al | owance of business refusal, creation of endorserrentq'/cgwtémw@cg@og and
delivery of an endorsenent chai n record; 15 Figure 36 is a table show ng
for Nane to Order, Nane Consi gnee and Bl ank Endorse instructions the
functional el errents of delivery of attornnent notice, allowance of

busi ness ref usi? %% 4ati on of endorsenent chain record andPQFFREI9 of an
endor senent  chai n ‘record; Figure 37 is a table showing for allowed

si mul taneous instructions the functional 20 elenents of delivery of
attornnment notice, allowance of businessitefusal, creation of endorsenent
chain record and delivery of an endorsenent chain record; Figure 38 is a
table showing for a E{’:JFQ e nst uction the functional el enents of
delivery of attor nrre% n%tsﬁoggﬂlegf?r%ahéﬁégeg‘fmﬁﬁ?wg 4dng messgemd o eati on of
endor sement chaflesument sfamatiod, agé b iinearegisng finsamctionadneeaR Hecedi@) v seCcor d; 25
Figure 39 is a hﬁiR‘LGEB ?ovm' ng for a G ant Anendnent instruction (wth a new
eBL version) t nctional elenments.of delivery of attornment notice,

al | onance of busi nesi-‘igurerséfimaﬁla suhfiiingOte e reit9 RECHERE kndGihParyBGQr d and
delivery of an g[lgr‘g ¢ cha| n record; Figure 40 is a table 'show ng for
a Grant Anmendnent 1 ns uc TH (with a new eBL 30 identifier) the

functional el enment s Figuredlid areblysubimatififOheuiRMeish9 Findfons Ald VBREGRf busi ness
17 Sept enber 208 [ 55774 1 CT/ GB99/ 03091 213 refusal, creation of

endor senment chal %tap%%gq%mand delivery of an endorsenent chal n record; and

Figure 41 is a descr‘fhgntell%@msaafablésmewiagfo@ﬁ@re&te%ﬁﬁhﬂ:%nﬂﬁ@ﬁn&r%ﬁﬁkl‘éﬁezﬂs%fa resul t
of . validation errors.or other rEors in an i ncom ng nessage. 5

Sept enber 2003 5785 Hermant pese. g Bysiness refuspl-yiagiop pf eﬁm ON The
best node enbodihamnécoaifand DivirPyRAthRRerth&t AW 88T | bed with reference to

Figure 35 is a table showing for Name Holder and Name Pledgee Holder
instructions the functional elements of delivery of attornment notice, allowance of
business refusal, creation of endorsement chain record and delivery of an endorsement
chain record; |

15 Figure 36 is a table showing for Name to Order, Name Consignee and Blank
Endorse instructions the functional elements of delivery of attornment notice, allowance
of business refusal, creation of endorsement chain record and delivery of an endorsement
chain record;

Figure 37 is a table showing for allowed simultaneous instructions the functional

20  elements of delivery of attornment notice, altfowance of business refusal, creation of

' endorsement chain record and delivery of an endorsemeérit chain record;

Figure 38 is a table showing for an Enforce Pledge instruction the functional
elements of delivery of attornment notice, allowance of business refusal, creation of
endorsement chain record and delivery of an endorsement chain record;

25 Figure 39 is a table showing for a Grant Amendment instruction (with a néw eBL
version) the functional elements of delivery of attornment notice, allowance of business
refusal, creation of endorsement chain record and delivery of an endorsement chain
record;

Figure 40 is a table showing for a Grant Amendment instruction (with 2 new eBL

30 identifier) the functional elements of delivery of attornment notice, allowance of business



-the acconpanying drawings. 5 | System Overview The present systemis a
technol ogi cal and legal infrastructure to facilitate tnadeptdnit®n®agsi ons

t hrough el ectronic neans. It uses information technology to transfer
messages and store certain information, and a | egal systemof rules and
contracts to 10 determ ne the effects of certain nessages and updates to
the stored i nP@%&i7bn, as defined in a Rul ebook which i ECFEBI9aNLed
further below. The followi ng text describes the operating procedures of
that technology and its operation, The business effect of the
functionality of the operating procedures-depends heavily on the appended
Rul ebook. The operational rules of the Rul ebook are al so recited al ongsi de
the 15 rel evant ratind.procedures. The operatiagnal rules are mandatory
and bi ndi ng onlﬁﬁggfgﬁkﬁgggg8§§mgﬁﬁ? §8Fgﬁgﬁ4ﬁ?y ERTHSFEMGER t he

Rul ebook, and arwmrdahmio reflected in nmany design aspects of the conputer
system used for inp%gggg}kggethe.au%gnated transaction support system
Terms given speci al  meani ngs P ERPYIYSORRSFRICHPAY Tefsive fiddestiiof he Rul ebook.
20 1-1. Basic Gpldatitr aoslor @herugbrsinen a6mis feasses The structure of the
present system conprises the nessage handling unit, the title registry,

t he user dat'abase, the user support resources and the user systens. The
message handling unit is a systemfor passing special electronic nessages
25 between system users anong thensel ves and the system service provider,
and for keeping track of those nessages once sent. The nessage handling
unit, as used in the present system is a special mail server for
transporting nmessages coupled with a database for |ogging and storing the
messages once sent. It works closely with the user database to check user .
identifiers, The nessage handling unit also sends information .30 into the
title registry and the user support resources via special interfaces.
Messages 17 Septenber 2003 WD 00155774 PCTI GB99/03091 -15 may, at the
sender's option, include "attachnments”, which are docunents or other units
of digital information included in the nessage.



The title registry is a database of information created from and nai nt ai ned
by nmessages concerning rights and obligations in rel at7@eptednisspeoodi c
transactions. The 5 title registry records information used in conjunction
with the legal rules and contracts of the present systemto show the

changi ng ri ght‘g gf s7ystem users in relation to an electronic bill of

| adi ng. The useP'Y4{base is a database of information aboRfT/GRPYOBM user s
and is used to identify proper and authorized users, limt access to the
present system and 10 determine the authenticity of nessages received
fromusers by the nessage handling unit-i4The user support resources
conprise a collection of online information about systemusers, help on

use of the pres gfins and alerts, your account status, and
simlar information; an ~desk for live support by tel ephone or
e-mail. 15 Further support resources may be added as desired. The online

user support resour n,be.used through . a Wrl dwWde Wb browser.
Messages cannot be gg%tbesﬁn & W%‘ﬁmwgg@bﬂ%ﬂ%fs PoTHAswioed Witigrefersreett t | e

regi stry cannot tisecowmdardyinedratvimgough t he user support resources; they
sinply enabl g users to |ook up needed information and update the
information pertaining to thenselves. 20 User systens are a user's conputer
facilities, includi ysamdpetvieni cations |ink to a network connected to the
message handl i ng uni,hg deskt o conPut er hardware connected to that

comuni cati ons | i nk, SR LOFHREYS 2 feghnopgisaliand lpeal duffigiryshret dacilitee wadei ng

messages using tisacibas dgmeh akettdnRgmbkib.t .1t TS iktbibikiof QdhnoRfey trh §rafi@lfPONENt S
| i,sted above are centr aArHservi ces pr ovi ded .b% 25 the system service
a g;aé

provider to al | 8§ anorfiarecr Rl infsmarionesnd, ysisps ploles ang eontrgstsori ded by

t hird-party 10endatminte sl Feeflif 8R8ges AN uPBRE tJ e GRRARIMMLR Lhe
speci fications ﬂel [ Cﬂed béplt he service provider for interfacing wth the

message handl i AR 2 Erigpek vihishy jsyeprodyced furher §glevenTlyt fallevingeteind al so

shows the i nfor a@tdites thgeradR ptrdcadi&a%ﬂrﬁﬂeéhmw@ zpﬁtiﬁé"%gé?atféaﬁel‘&)u paent s.
Furt her internal strfL{ct re of the title 17 Septenber 200 000155774
r'éF‘g‘?Li

FCTI GB99/ 03091 CHeFEitiasipialifveot S onsrating Priceslires dapandsdiesnily of the ppendsile
i nportant i nfor palbddR. f TIRNSpefibhal rules of the Rulebook are also recited alongside the

15 relevant operating procedures. The operational rules are mandatory and binding on

system users by contract law in accordance with the Rulebook, and are also reflected in
many design aspects of the computer system used for implementing the automated

transaction support system,

Terms given special meanings in this document are defined in the Rulebook.
20
' ic Operational d esse
The structure of the present system comprises the message handling unit, the ~
title registry, the user database, the user support resources and the user systems.
The message handling unit is a system for passing special electronic messages
25  between system users among themselves and the system service provider, and for
keeping track of those messages once sent. The message handling unit, as used in the
present system, is a special mail server for transporting messages coupled with a .
database for logging and storing the messages once sent. It works closely with the user

database to check user identifiers. The message handling unit also sends information

30 into the title registry and the user support resources via special interfaces. Messages



messagi ng between users, browsing the user support services, changing
information in the user support resources and user datiFtsRemberR003
interaction with the title registry. Regardi ng nessagi ng between users, the
princi pal means of conmunication 5 between users of the present systemis
el ectronic negggg@%7V|a t he nessage handling wunit. which checks and | ogs
each message as | 4sses through. The message handling UFFHCEPARprovi des
f or acknow edgment of each nessage as it is received in order to assure

t he sender that a message is actually delivered. Regarding browsing the
online user support resources, to -send ddother system 10 user a nessage
usi ng the nessage handling unit, a user nust know the recipient's user

identifier (or uyserakidds k S 0 esaurces enapl e one user
to | ook up anot heratuse?ndg[hfo gﬂ% |l?|ﬁg? a%% hﬁ%ﬁﬁd%ﬁﬁ SCRBICRT 47 7Ugs upits

i nf or mati on abo®fd ‘ﬁ’é*éf'%omé'lﬂf@cwhtdh@ntmmsmeof nmessages, and obtain help for
use of the present Smttﬁlmre@slnjv id QE&REHJQQ & !rﬁ'?rgplion %é/\?e% fgng}? LoLenf ace.

Aut hori zed representatives of “a user ’?F““@B‘*d by
i nformation aboftesyeRs corcemingRistradil nglxetahmmmmmmgo epecifio bhashRbhOMHen t he

user support sr e%gy;e%gﬂéggdm E“a“gﬁhsaeg?é‘%duﬁlﬁg’ﬂIWQ‘E%&E@%LN%I n the user

support resources originates fromthe ent agioatrcew user s
join the syst emef metpeqsel‘éﬁr&tﬂni weshbw the cmmtingifighnd @Ssybtbf usdrfnOfe@Red RMnUSi NY
speci al online LRLIE;Avpif20l.e through the user support resources. 20
Regarding interaction wmth the title registry, users introduce records into
the title registry "B\}llsemdmbage t#iaqiatabdsb yfiﬁfo@ﬁamnﬁﬁﬁﬁag@&& isks QMOR uldae

nmessage handlin an ent r further information
to update thosegor gﬁggtﬁfgisp r%tﬁy gutﬁ jreeq Fi‘%‘ir Slg’if‘ tafféssatﬁd F Oreet oW¥emotdhose .

records and 'Ohe detprgtitesthe h@l}cnscngrufmessag%lrécewémkbrﬂgsdﬁﬁv ok nfe?dﬁ% hafldeskt op
applications sugh, as Wb browsers, these 25 processes have been deS| gned
for a far greater |evel of reliability and security than is comon in

I nternet applicati oriBe usdBupentrestress 3APFe\WRNENBDS 67 nlRCHGRIVHORNRL - 17
The present sys%}%@nsusertérg its components and information flows mainly by
user identificafion. Tesour e "Hcte s PEEHE Fstem. bulltinhant 2leist wewerenati on,

nmessage i ntegr smm,@mm:m@faﬁﬂnmwwaa{ ¥ Plive@fbport by telephone or e-mail.
15 Further support resources may be added as desired. The online user support resources
can be used through a WorldWide Web browser. Messages cannot be sent into the
message handling unit and the title registrv cannot be modified through the user
support resources; they simply enable users to look up needed information and update
the informa;ion pertaining to themselves.
20 User systems are a user’s computer facilities, including a communications link
' 0 a network connected to the message handling ugit, desktop computer hardware
connected to that communications link, and software for creating, sending and
recefving messages using the message handling unit.
The first four of the components listed above are central services provided by
25  the system service provider to all users. The fifth component, user systems, are
provided by third-party vendors and service bureaus, and need to conform with the
specifications defined by the service provider for interfacing with the message
handling unit.
Figure 1 illustrates the system structure and also shows the information and

30 transaction flows between the components. Further internal structure of the title



Regardi ng user identification, the identity of all individuals using the
system 5 and their conpany affl liations are investi gat1ec$eptgilnm|2t)o$| ed
before usage is permtted Factors that tend to weaken the reliability of
an individual user's identification (such as repeated | oss of a smart
cards, |ack of, c\%ﬁ%ﬁ%’éerm famliarity, etc.) are taken into consideration
in determni ng r to issue a certificate identifying RAEHRYEP!

' Regar di ng resource access controls, the ability of a user to gain access
to and 10 use the conponents of the present systemis |limted to the
user's legitimate requirenents. Furtherl6-access to and usage of the system
is tracked and audited. Regarding document authentication, all messages

(i ncluding the atik@e tain ared itall ned by

t he person ori gi %atl E%q?mﬂ%wgmﬁi tg?‘?lgl fg‘gsﬁoé%lzmrf’g a i H%lwss %t em user
i dentifies itsemgssggingpeivean @ﬁé@sfag\esilicnheauswmapﬁcﬁt sbmrrtei clongihg mfcﬁm@ﬁolnaﬁ to a
wet -i nk signatu n The signat, . has the | egal
effects prescrl%glé Sﬁp&ﬂg&{lrcgﬁ’w% b a"g eé?'c ?18“ é‘g E5 Rt egrity
checki ng, veri fyi ng Rasaidipg m*sagnghmmnmsémhﬁspnzewadmeéns%)éoxﬁﬂaxﬂ&%n' n the
digitally sign message was signed
and the ti neﬁ\ﬁ%ﬁg?%?@gﬁ% Slggtos\g%m 1% e&%;tm“fﬁglesﬁf‘%ééﬁtth“s?%*ﬁ%‘%ﬁ]hﬂ’@h%r| fies a
message' s di gi t it whlgmatedfsendmgsaciem@srsagafas Itlp&semﬁsme m@h@ssééé%mmﬁgage
handl i ng unit nmessage, onl is verified as free
from tanperi nthR%%??%‘;ﬁ%Qq%eagéngw SRRy ﬁﬁ?ﬁ%ﬁ‘ﬂ%&e QSHE‘S%CﬁHé‘? ingfrdeg thressage
wi.shes, the sen@snethmdﬁmawmmsiah&aﬁﬁﬁlg&gﬁvéial that, as a practical matter,
it will riot be rea(i%galr(lgn Yoo lsS % 215 other than the intended reci pi ent .
Some | egal systems regulate tHe avaT FABY FYRPOAAEOHSE Brendferthpisysm

capabi | itied0 usarmessdgpeﬂhg homeRAR QatdBGA niE ¥ SéeL MstWhb the¥eciiQWE §&; need to
conply with app eanSp(L)[hon re ulati ons. That conpliance is required
1

Pegu % oflipe é FRpRert r‘“‘é?fﬂ“"ﬁ?“qbﬁ’e‘m@ 8rf falook Bryui r enent

by the force o egu

in the Rul ebookanbther userr‘mthntnﬂtrtdaﬁaplalnloﬂﬁbh@xlétﬁgﬁfo&hé&ﬂ%bou?ﬁs%rspéh%&etﬂé system
i nposes no restsrml1 ct |fonsaof h b %e tenber 2003 WO 00/ 557
PCT/ GB99/ 03091 *2Fd Gltra&s A8 tﬁ‘&é‘ °fé‘ﬁ%?f{fbi Pfsﬁﬁnﬁtse%ﬁwildgyugh@tswe than the

practical |i m tWeb)bronn&nttrfaSe ARRIrREERPREENGN Fk OB uf Gaf ARA R BteQbriain
accommdatl m{orre of b et%e security processes work automatically, but
sone requi re the Offagipn about the user.

Regarding the changing of information in the user support resources and user
database, the information in the user support resouces originates from the enrollment
process by which new users join the system. After enrollment. a user updates its
information using special online forms available through the user support resources.

20 Regarding interaction with the title registry, users introduce records into the

' title registry by sending digitally signed messages through the message handling unit.
By the same means, they enter further information to update those records and modify
their status and relations to those records and the rights they signify.

While making use of familiar desktop applications such as Web browsers, these

25  processes have been designed for a far greater level of reliability and security than is

common in Internet applications.

12.  System Security



to take certain actions. Areas in which users should consider active
security nmeasures 5 include private key saf ekeepi ng, p7@sptenstsdrizoo3after

|l osing a private key and general system security. Regarding private key
saf ekeepi ng, as section 2.4 explains, all nmessages sent in the present
system are di qjvtal |y signed to nake their authenticity verifiable. A user
system creat es" QPG al signature through a nathemati cal RSAEHEYE3equiri ng
the user's 10 private key, a large nunber used in the signature
calculations. The resulting signature is associated with that private key
in a practically unm stakabl e way. Sincelanyone wth that private key can
create the user's.digital signature. it is very inportant to keep the
private key secret i.n. the way that. a check-writing machine
or other signing q?&? gﬁﬁgéﬁtegg}ég%ﬁlgs%@tﬁ?r@%@ggmtg?mé"hoé‘r WS IPARY YHasswor ds
or personal 15 kenddnfifieagion. orsauerbarss (d@hins)., dandersi mitleaticab@C Whésbage

procedures hel p; i 'secure. Regarding pronpt action after
| osing the pri vén'ltfeggg’egl%k%ﬁ?E"?%%%és/ae%ﬁnrcfytp%orbf a private key becones uncertain

of conpromi sed, 't he Regagidy uses ideotificencnk te idetig f kil fiiddahals s iQ&hy. A
digital signatu n raced to that . private t hrough verification,
20 but it is't hgér%ctg%i Clogl ﬁ%& tagﬁlfag‘?ﬂs agslg‘ﬁé?%fegé‘m% ?F&f%ﬁerfgﬁt“éagRéEPewlﬁ#- an

i denti fied user FacBys thateandkd wepkérithe eiabilit bfoatieiividdaBustiSHtentilisaSSQGdLAL €S
itself with the_r ted i vate key, and- consequent]y, digital signatures
by that privat ereﬁ%e%al? g (E%f S‘Bﬁl"?ﬁ%t‘%\’gl"g lpng-termy %E?‘%f‘?"e)r are tgkgmdnie i on. A
user can revokecasideationfik ddrmining vihbRerTRRARI cRi¥hdightiBintthawsSer ' s public
key certifier. 25,23%4!95 .age Handl i g% Unit Much, of ‘what a user does with the
present systemis a 8?{%?‘ SUFrsuRTeiRdhe Tl g usiaivarinmgcasnioand To send .
a nmessage td0anaihte d&@bnen@néfe the afteheSsteRNisC likkd 1@fthe hgigHs NGailiAk@ t he

. . ) A ] 1¢
title registry, thF e rights in relation to an electronic bill of 30

or. to ¢ }
lading in the tHVETFRG » 25y oand useptif the SYEeR Boeckep puslaytitedhe nessage

handling unit. 17 Septatbgrdodtita: WendRtAsd 741 RielL8904 309 1 J—T%a&ed _
Eiorrponegt s A magovsca gntsc 2)? Icgrgtgin)of];re 6cliigsit(;flgyl signeglfbyct?lg%grggnngr?g'inaﬁﬁg Ithleml.JS]tBr ated in
gure Z. ¥y
: digitally signing a message, 2 system user identifies itself with the message in a way
15  functionally similar to a wet-ink signature on a paper document. The digital signature
has the legal effects prescribed for it in the Rulebook.
Regarding message integrity checking, verifying a digital signature makes
evident any changes in the digitally signed message made between the time when the
message was signed and the time when verification took place. The present system
20 verifies a message’s digital signature on receipt of the message into the message
' handling unit. It then sends on the message only if it is verified as free from
tampering.
Regarding message encryption, if the sender of a message wishes, the sender
may encrypt the message so that, as a practical matter, it will not be readable by users
25 other than the intended recipient. Some legal systems regulate the avaﬂability and use
of encryption capabilities. users subject to those legal systems will, of course, need to
comply with applicable encryption regulations. That compliance is required by the
force of the regulations themselves, and by the general requirement in the Rulebook to

comply with applicable regulations. The bresent system imposes no restrictions of its



As Figure 2 illustrates, the principal conponents of a typical nessage are
5 message headers, nmessage part headers, type headers. 1daepteder2808s, and
nmessage end indicators. Message headers are |ines of text appearing at the
begi nning of a mhole nmessage to route it (such as "To" or "Front),

indicate its b? ect" indicate to the software how to process it (such
as by noting i 5E6ht ent - Type"), and serve sinilar 10 puPfd4&B8%4e91t he

| evel of the nessage as a whol e. The nessage headers are prescribed by
standards and are not specific to the present system The principal
standard prescribing nmessage headers foi#8Internet mail using the Sinple
Mai | Transport Protocol is RFC 822 of the Internet Engineering Task Force.

Regar di ng nessa r es are IVI ded |n arts in
accordance 15 %Eé‘?ﬁe@gg@%‘. o |g1ﬁ °$y0|pthﬁﬁj et 6 mpste F"WF%P%@[‘M%H

Ext ensi ons (M MEplenibivisysivas smgapable bfatonirsodatigndar d| zed mainly in RFCs 1521
and 1522 of the Int neering Task Force. ch part is delimted by
a header noting |tse§((:)g1§{0tétr}11 @gécmwgmﬁgsetsﬁvé’ ar'i'&o&fl‘fl?f'&y tpmeGeqys e pger t hr ough
e-mai | channel sio tAireemmisstige. }mesate inheleielesers alicld qhese ke shelivy thagu M VE

standards and a 0 1fi.c 1o the present. system 20 A type header is
cont ai ned i ngiea%}?m@e énvg@% f&em[@ %fmﬂgtﬁc“?ﬁ afiep, losing & prjyate kWﬂI‘éiﬂeﬁeﬁﬂl cates

its type and fumstemacpumw hin the present system and conveys data into-'
the present systeni istry, and other records. The type

titl
header is specific %I ?‘Pi%prb"!f’@é(g%{ ?“g%’i“érﬁs sfetion o Prlgins. dlbmessagazigeidn as

el ements in aCCtthbmSﬂESyMehharé hmmmc@w@mm&rtmmm%ﬂaﬁ Qﬁﬁ%imnt type
deflnltlons pre i bed service 25 provider is a net for -

SC
| abel i ng dat a. i‘ys‘r‘*f“s“ F%éé‘rgf‘aét?“?thfeéhfg‘ﬁééum%ﬂefaw‘eﬁhpr@%? Tedtng thensesnsi bl e

Mar kup Langu@gepr{vdtelkey, b. 18 ze Mﬂseﬁﬁe@mﬁmﬁu&%@ﬁi%@ﬂh\’re&hﬁg s\l dW de Vieb
Consorti um as of 10- Fe?g is avail abl e online at

http: /7 www w3. of g7 P RF p“‘@‘?é“%r‘“ ABrestiabt tivalstakablerway. fasee ahwone be

included in a nwﬁsmg@rﬁitéﬁéydaﬁ&eityﬁeusegngﬁﬁg{féﬁamr@\1fr§$ SpolB [ANE one or
nore such addi tg{onal?ég rts gh consi stin Sept enber 2003 WO

00/ 55774 PC | GESS PHESOKEY se9ef 4 éiﬁ‘f@nfn“?%’t“r‘gﬁﬁ%ﬁmmCl‘&cmﬁlﬁg@aqﬁmﬁmheader.

The docunent paéthéi' sfphing dBRGSAGELAKkS seBlrt. COsd GTsHBRA cardd, LASHE N bSpersonal 21 t @ched
docunent s" QL }a i ke. Docunent parts are
1 ennﬁcatlon numbers (PINs), and similar security procedures help keep private keys

secure.
Regarding prompt action afier losing the private key, if the security of a private
key becomes uncertain or compromised, the remedy is to revoke its certificate
immediately. A digital signature can be traced to that private key through verification,
20 but it is the certificate that associates that private key with an identified user. By
' revoking the certificate, the user disassociates itself with the related private key, and
consequently, digital signatures by that private key are not attributable to the user after -

revocation. A user can revoke a certificate in the manner provided by the user’s public

key certifier.
25

L Message Handling Unit

Much of what a user does with the present system is accomplished through the
message handling unit. To send a message to another user, enter an electronic bill of
lading into the title registry, or to change rights in relation to an electronic bill of

30 lading in the title registry, a user sends a message through the message handling unit.



optional, but are common in nost nessages sent in the present system The
formof docunent parts is not specific to the present 19\SdppemiarP003
prescribed by the MME 5 standards. A nessage end indicator is a line
consisting of a single dot nmarks the end of the nessage as a whole. The
nmessage end i ‘ﬁ gat or is the standard way of showing the end of a nessage
according to I'MP&YS$TE¥ e-mail standards (mainly RFC 822). MMGHGRMOWEaders,
message part headers, and the type header are technical 10 devices used
mai nly for noving and processi ng nessages behind the scenes and serving as
containers for their contents. The nessagé- headers are not signed or
encrypted, although the matter within them (including the type header) is.
The above is summari zed by Operational Rule | relating to the formof a
nmessage in the system 15 Operational Rule 1: Form of Message A A nessage
shal | be in the2flornessepaiComgoreyts | ETF RFC 822, IETF RFCs 1521 and 152.2
(M ME standards), an 847. 1848. Further, it shall have
techni cal |y proper c‘gﬁltegril:tfe cggggscoio?edieﬁ PEPTRS. §‘b@€?tfa?e€é‘t Figwe2descri bed
herein. 20 B. A userAasFﬁahdc erlmstm@arnieq:nﬁaﬁﬂ&gﬂpdﬂaht@bfd ﬁcaﬁ‘Qﬁes ?Qtdﬁrmto

t he requirenment eratlo Rul e, except to t e exten

anot her rul ggreglu?sr S aé]ers RAD aé‘S‘&ﬁ%eﬁ% WFhFWérS CRFUBFI Grnts A messasage.
Conposi ng a nessabjedicandro th| S technl cal formis -a task for the user
systems, 25 rather fhen the nessgl%e handl i ng unit or any other conponents

mai nt ai ned by the sys?séar%es}}??c(?fscaée BV PExt appRainges dby begingingl ¢fng whiolet  does
however requi r emefsage t heute hESsRge T dr MFiohip Mdﬁ;qﬂéh{se‘duﬁj&i mjndlckte higgher

rEqw res that ag ed| ed user . Sr‘ré gm; deponstrate an ability to conpose

nessages in tha OFRESSS é"‘c &S 0% nppe 15 @F@tﬁgpﬁhﬂs@ﬁwmmrms to

fill in, texf edmrposasgatamem sinheeRARAUE Whbie€ The nkikRAIRa g,n,% §.§gatenber
nent” systens,

2003 V\D 001557g ?’%3?% 03091 -21 |ocal databases an
and ot her funct PoRarTY AT dOF FPeeifie 4P j they Peesenins¥sieay elhe Apringipal sianderdm wi | |

only rarely di spleayibingafisvgel HRESAHL Inteied B UsRY GO SHhpIA Mail Transport
Protocol is RFC 822 of the Internet Engineering Task Force.
Regarding message part headers, messages are divided into parts in accordance
15  with the specifications for Multipurpose Internet Mail Extensions (MIME). MIME
message format is standardized mainly in RFCs 1521 and 1522 of the Internet
Engineering Task Force. Each part is delimited by a header noting its content type and
the encoding used to pass it through e-mail channels. The message part headers are
prescribed by the MIME standards and are not specific to the present system.
20 A type header is contained in each message. This is a part of the message
' which indicates its type and function within the present system and conveys data into”
the present system’s logs, title registry, and other records. The type header is specific
to the present system. It contains data tagged as elements in accordance with the
Extended Markup Language and document type definitions prescribed by the service
25  provider. XML is a method for labeling ﬂata. It is prescribed in a specification en.titled
“Extensible Markup Language (XML) 1.0: W3C Recommendation adopted by the
WorldWide Web Consortium as of 10-February-1998. It is available online at .
http://www.w3.0org/TR/REC-xml.
One or more document parts may also be included in a message after the type

30  header. A message may have one or more such additional parts, each consisting of a



user systemmay not display all of the nessage headers, and except in
troubl eshooting, 5 only the to, from dates of sendi ng7asehtérsdispbs and
subj ect headers hold interest. In contrast, the type header and docunents
within a nessage are used extensively in doing business via the present
system although usually in a nore user-friendly on- screen display.

Al t hough the rEf%5Ffs of the type headers are usually prSS3MBHOIH nore
readabl e ways, the type header forns play an inportant and definitive role
in the 10 flow of nessages through the nessage handling unit. 2.2. Type
Header Fornms and Flows Three principal ug8&r activities involving the
nmessage handling unit are the sending of nessages, the issuing of

acknow edgnent s gqf, k8G&IRAL2B4 |i ng.of refusal s to. do business.
Regar di ng the sendi ng o# n%sg'a%glggge n ihﬁaéieral[??ﬁggcéﬁ’émf%ﬁ?f&ﬁ“ﬁ@éFreto

anot her user or ofies tgmpsd €'seaohmenyst ‘Sttaches dushments ue hhdkkd hBoduhkhtepak®GleSt 'Y
W th instructiopgioniiO f function there (such as create an
electronic bill %*On{llé%fe%)cg&%ghn&%% TEFAES STHE 454G BresBheisems The formigfpe

header and possiésugenpertois nnospecifinol il prdsedOGHBMALS is @bRAd by MmeMiliet he
headers usedsinggouting and processing the nmessage. Regarding acknow edgi ng
recei pt of a nessage sent through the present system when a user receives

a nessage ori gi nati ngmbssagmead hdibdras Mrcons@ﬂ@gﬁtaisglgielad{ Barkeihé Akkpul edgi ng
FMsg Messages) an%g%ragsé\;hf receivi ngﬁ‘gsﬁ{, to,-éen a return nessage to
notify the presEit Sys remthar f5Es2e] wedrrisapr iode standaaway of showiagithe An 25
acknow edgnent el afeinegsageasatitg tb e e Hklis@AdarRaiRK XFQSRS). i N t he

acknow edged nmessagg. It .is siﬁl and nerely a notice that the nmessage
arrived in proper, aGCHEhtTESy ﬁ%/geaﬁ?ﬂ headers 394 sy wpe Teader aejtenbnigal

acknow edged0r edwicpt usf hiidly TeSHB@E: @H&EroEJssiné RRshgsi RhaRthdeehdsngg to
proceed with any, busi ness., rog)osed I n the nmessage. Regarding business
refusal s pursuan{v'?%asacc?néaélgfsv B theHcoaeRFoviE dhestrerdisaisteare ngsigned areci pi ent

of a message rrayncn@teﬁ.faythd;dgﬁﬂﬁﬁaﬂér%ﬂhin&%ﬁigﬁcﬂdﬂ%&h&?& HeftehRd ent intends to
17 Sept enmber 2003 ﬁg Og/ 55774 PGJI1 (3B99/ 03091 take no action in response to
the message that the"f &R9Y5iiRAtmmaized pp Qeespiepah Rale larelatipgvie thgefdmi 0bm t he
ori gi nal sender meshfgeGinthe yys@tt t hese three basic functions, the type header
of a nmessage_takes on different forns, each with different functional

i nplications”and content. These

al Rule I: Form
A. 4 message shall be in the form required by IETF RFC 822, IETF RFCs 1521 and
1522 (MIMFE standards), and IETF RFCs 1847 and 1848 Further, it shall have
technically proper content as according to the specifications described herein.
20 B. A wser shall disregard a message which does not conform 1o the requirements of
‘ this Operational Rule, except to the extent that another rule requires an”

acknowledgment of the nonconforming message.

Composing a message into this technical form is.a task for the user systems,

25 rather then the message handling unit or any other components maintained by the

system service provider. The message handling unit does however require that the
message be in this required form. It further requires that accredited user systems

demonstrate an ability to compose messages in that format. They may do so by

providing on-screen forms to fill in, text editing and display capabilities, linkage with



5 differing fornms of type headers are noted bel ow in expl aining these basic
nmessage processes for creating, sending, and receiVving7feptagss.2088ndi ng a
Message Sending a nessage fromone user to another or to the title registry
consists of a 10 two-stage novenent: First, the sender transmits the
nmessage to the nessage handling wunit, which then relays it to its

reci pi ent. Thé“ﬁ@ﬁ%ﬁge handling unit checks and tracks alRCT/aRS%eH f| ows
as an intermediary between all users, so all nessages pass through the
present systemen route to their final destinations. To send a nessage to
another user or to the title registry, tbp user creates a 15 nmessage with
a type header in the formof a sent nessage or SMsg. A SMsg is the form of

type header for,a age sent by a systemuser into the message handling
unit, and to bgc%e%ﬁ%ﬁ%% ?‘@o@fﬁ%? &siels, and qiftef ifppgHiRaliig dp sideltcreatipn t he
message handl i ngessaet recei ves a SMsg, the nmessage handling unit: Checks
the message to determne if it satisfies the nmessage validity 20

requi rements of an SV Syﬁ%’@é””t‘Hgyéﬁbdﬁﬁw@E%Yeéi’?f-‘@sagﬁtssﬂf@%wﬁ@adeﬂ&, a hash
result of any deeisyesihsnayinbCdispedll bithé fessidd@eddelBin@ bxRbiQs RS2 on@Nd Ot her

i nformation. _Stor eaﬁt he. nessage in_the nessage dat abase corrponenE f the

message handl i HYY Bite: trogk dﬁesp%rSF@d‘gs’ﬁééqcffP’eaﬂq sibieetdreadsps! Hobidbterstr dg or ds
retention schednast (e 136 hBRGOAMSIBRAGR! kit CRREIL Srcl QLB RALLL QL €ach
Operational Seryi.ce Contract between the system service provider-and a
user. Either th&EeRBINGE Reothe Ricoh sSEme althoaet ponly remewrnserttiedlyont r act or
the ultimte regidhaRblap ARMush ARRAWY forff oPAL B leRgnd NQw,the
sthedules in their regp)zcti vgghcperatiaonar' Serg\?fce gcg%epgg@gpﬁeen\ég\?\d?ded and
the options chBeERcHIPlEESE heepe headerfiinnplay asim@ondnt acitdefiniti® 1St haber 2003
WO 00/ 55774 15CTHEBHA Q38X hronddhd lst,D Afknow edgrment of receipt by the
nmessage handling unit, élgf i tou&r ece%svegdﬁ?ﬁgn”rres'sage and found that it
satisfied the message validity requirenments. This return acknow edgnent is

a nmessage havingpa t by Fnd Ad FRG formof a " System Acknow edgment ",
abbrevi ated BAck A BAck does not 1ndicate receipt by 5 the ultimte
reci pi ent of the nmed&Egerrineipal ser, aciivitieseimediying thdi roestags baiding whie areedsage

- sending of messages, the issuing of acknowledgments of receipt and handling of

15  refusals to do business.

Regarding the sending of messages, sending 2 message from one user to
another user or to a present system resource such as the title registry with instructions
to perform a function there (such as create an electronic bill of lading). As noted, the
message consists of a type header and possibly one or more included documents, along

20_ with the headers used in routing and processing the message.

Regarding acknowledging receipt of a message sent through the present
system, when a user recejves a message originating from a fellow user, Operation Rule
2 (Acknowledging FMsg Messages) requires the receiving user to-send a return
message to notify the present system that the incoming message was received. An

25  acknowledgment is not an assent to any obligations proposed in the acknowledged
message. It is simply and merely a notice that the message arrived in proper, authentic
form, and nothing more. The recipient acknowledges receipt of the message even if -
the recipient declines to proceed with any business proposed in the message.

Regarding business refusals pursuant to a received and acknowledged message,

30 the recipient of a message may notify its original sender that the recipient intends to



handling unit has received and processed the SMsg. |If the nessage handling
unit receives the nmessage but encounters an error checKi7@eptdmbdrizopgturns a
type header in the formof a Bol ero Non-acknow edgnent (BNak), where
Bolero is the trading nane of the service provider. If the nessage

handl i ng uni tdﬁ?%%%mecel ves the nessage, nothing 10 is returned to the
sender. Accre User systems provide a function to |in@@4BPPYg with
its BAck or BNak and alert the user after a SNak arrives or a nessage
remains for a specified amount of time without either a BAck or a BNak
Forwards the SMsg on to the recipient (o22recipients) designated by its
sender. Once forwarded, the SMsg takes the form of a Forwarded nessage,

bb ted FMs 5 ' F the rel ayed sMsg b
cobrevtated E¥Rse dSviF f SEULET 1 hlse YRG! tels! pred SO e @

sMsg mainly in ﬁftkgo‘tflytimdﬁeaderoriamﬂss&ﬂge identifiers, tining information.

digital signature (whi t he,se rovi der on an FMsg and the
ori ginal sender's o#be{:%%athese th:cfe%?‘f“"tﬁgcp‘ %mpﬁﬁfﬂ%c}f@“ieésa%‘&bﬁsph t he

title registry. differepnéirns anh avaikn aiffedg fBBlionhr Qﬂﬁlfﬁ:ﬁtﬁmf Qﬁd} RiofBi:. el cating

that the forwar a was r ved. Fi 3 illustrates the
f1 ow of thi swgr g?grsmsgnﬁfrﬁ s(°;elt‘r31t ‘Q eag rﬁﬁ@ﬂ{fﬁ%‘i‘o&' ipFEplaiy gé%ﬁg% Hieragssasy unit .

To sumup, the t:xasassrsfantmatngixmimghrﬁ%deﬁm‘geﬁb@dageg a message to another user
or 25 the title registry consists of (1) dispatching the nessage (a SMsg)
to the service provider, (2) receiving an acknow edgnent fromthe service
provi der (a BACM&M@@@hat t he nessage was received and processed

by the service provi ?iJ or a BNAk indicating that it was received but not
processed or forwar GS8PEHICTSS TATARR E5er @nothyr st ike tlpeaisty consisisofa t he

message (nNoV0anichsg) noNeridat: FIS, hd t@Bsdefind 0GR rﬁé%&age o i SRRIEINRERP03 WO
00/ 55774 PCT/ GB9910 2, Remi_)l ent's Acknow edgnent o[%l ecei pt

Acknow edgnent s ‘BW?]ES@?@ B’faﬁ%'é&’d‘és repiRiet o hegneseretirerling usi shecka Angd tracks 5
Operati onal Rul &iPmesiaderfiows eﬁi@‘l R@riEey DRSSAUR Ssedd, sd i) AeddRRE pefs?ﬁf&uﬁﬁs a FMsg

nmessage whi ch Iﬁl t echni cal lﬁé nproper.,, then the recipient
possi bl e, ret ur KHEPETEN FEFm ?é‘&d‘éma'rfﬂ\%ﬁesﬁﬁ%@%fge to the message handl i ng

unit To send a message to another user or to the title registry, the user creates a
15  message with a type header in the form of a sent message or SMsg. A SMsqis the form
of type header for a message sent by a system user into the message handling unit, and
to be sent on from there to its ultimate recipient.
When the message handling unit receives a SMsg, the message handling unit:
Checks the message to determine if it satisfies the message validity
20 requirements of an SMsg.
Logs the SMsg by recording its type header, a hash result of any documents
included in it, the time of processing, and other information.
Stores the message in the message database component of the message
handling unit for a period specified in the applicable records retention schedule. A
25 Records Retention Schedute forms part of each Operational Service Contract between
the system service provider and a user. Either the Records Retention Schedule from
the sender’s contract or the ultimate recipient’s could apply, or both, depending on -
how the schedules in their respective Operational Service Contracts are worded and the

options chosen by each user in making its Contract).



at its earliest reasonable opportunity. B. For every other FMsg nessage.
the recipient of the nessage shall return a UAck 10 nmtBSapeeniber PO@3 nessage
handling unit at its earliest reasonable opportunity. Wen the nessage
arrives at the recipient"s user system Qperational Rule 2 requires the
recipient to dge its receipt pronptly. The recipient nmakes this
acknow edgnent by Sendi ng a nessage with a type header i n FEREBPUPR of a
user 15 acknow edghent (UAck) to the message handling unit. On receipt of
the UAck, the nmessage handling unit then relays it on to the original
sender as a type header in the form of-&-delivery notification (Mt), if
the sender of the original SMsg requested notification of delivery. Figure

4 illustrates this REARESS ackBwlElEndnt skfe?ﬁ&tbmgqﬁa& < hARKGELES e Pt of
e

the nmessage by its intended recipient (the recipient specitfied as the user
who is to recei™8VEhierasiagyard fonpd etis satisfigsy We mepsagesyrdivity teqaitentehis. FMVs g

Tessage ar | vedal b sASBBIRLR LR hy i USGhe SUSLAd Brbcgoy dance

with the technical requirements prescri b system service" “provi der.
By returning a Oft Agknopledgnent abheeyvisted dinclad i BAck Hess nbhiedicee teobiptidy has r ead
25 the nessage, . tieanal [ty hecessary to read the nessage
properly, hgsg ﬂ[g]ngﬁi té‘ggé‘f’%%q r?(lf){'al{é c%lestts)%e’arﬁ“y ot fn%/rglyclg‘?ifaéﬁttgﬁt 85 MeEEes with
or accepts any hetdlingamni das iereivetvad pessagiethé smey. Rifl kbakishge KenbligkadNot
sequence i ndi cargc%s{,esntgt hing nmore than the ési gpl e fact that the nessage

FS TIPS 85 2P RS 2g arorghegking i ibretyms ajae hegdgt ipdeded f r om

arrived as. a tec

the present sydbmnviasBaedMog-ackhdwBaphantati)?@hd BMQ.Q0fRahadike REld GB99/ 03091
--25 1I'f the for\/\‘?rded mssagﬁfgoes not arrive as a technically valid FMsg

message but r dEHEFBEHVEE firesspgeibanitine wpiteyeirecsivesihe messagarnothingnot i n

the form spHCi fii Rthrfed to @fsendelVb SocrddQ) JsEGH R Proi Rl EorPro PSR GAJET 11 the
formof a user non-acknowl edgnent (UlslAk) toq{mhe rressa%eohangﬂcﬁng unit. The

message handl i TGtUsiBRc) o Bvelt 3nd plert hpgiserefteriadiiak grivegionainesapedenais foes sage
message hanal | wpcune gy PR Bh s Ao @a e 0% ek Ts Tecel ved Tor
the message within BorvandetaisMgeon odhe rédigienorgbdigitny) daignki® by RS Senge. MY
e e ortnsP R e S RS %6 S Horiaed e, abbré R bed mitg.
15 The recipient of the PMsg (the relayed SMsg) may be a user or the title registry. A
FMsg ordinarily differs from its antecedent SMeg mainly in its type header, message
identifiers, timing information. digital signature (which is the service provider's on an
FMsg and the original sender’s on a SMsg), and in its elements having to do with the
title registry.
20 Awaits an acknowledgment from the recipient ir;dicating that the forwarded
message (FMsq) was received.
Figure 3 illustrates the flow of this process of sending a message via the
message handling unit.
To sum up, the basic information flow in sending a message to another user or
25  the title registry consists of (1) dispatching the message (a SMsg) to the service
provider, 2) receiving an acknowledgment from the service provider (a BAck)
indicating that the message was received and processed by the service provider or a

BNRk indicating that it was received but not processed or forwarded, and (3) having the

present system forward the message (now an FMsg) on to the intended recipient.



sender may then address the problemindicated in the Mot as the reason for
failure, 10 and then resend the message or take other 1¥c3éptember 20e8ded.
Figure 5 illustrates the non-acknow edgnment process. Accredited user
systens return UAck or UNAk messages automatically as each FNsg is
received, wt (gto 5Eéqui ring the recipient to take any action. As
Oper ati onal Rul va quires, a recipient may only send a URGEKGE¥3Pe 15
nmessage as received appears to have a critical technical fault. A UNAK
should not be wused to indicate that the recipient wishes not to have
recei ved the nmessage, refuses to read o#24be bound by the nessage, or
intends to disregard the nessage. Sinply put, a UNAK indicates a failure
in nessage delivery for apparent technical causes- whereas a sender's
busi ness refusal (SBRf) indicates that no further response wll be
forthcom ng 20 dig.tRecipie Ackobv/ibd odiznidf Riedd: i.e., the
reci pi ent does not V%?tﬁo&*lgd mproEress or deal further with the content of
the message. 2.2.3. 'BUSiness PuP%raPracerdsaerdeg iOpsravead Byle 2may be
received technically intact but make no sense to the 25 receiving user,
per haps becagsee.rne ,pient, cannot relate the nessage to a business

s ¢ HEHLIRSRUS%at | ons, the message may be

context known t0O & ion: :
Aikh & Iﬂe%hrﬂfa@ﬂz F}hﬁg}}erﬁigg?ﬁ'%fg%?} At I'n such

{7

unwel come  or onhgw»i;eseeméstdﬁmsgmﬁfsh%@w
circunstances, the recipient may notify the origin sen € nessage

that the recipi %" Frasapladeqn fon tigenesrogae Uirkmdbasen Hommestage eaimgeitand Wi | |

ignore it. 17 Sﬁtﬁﬁs‘i‘%@ﬁr&?@ﬁbh%&%; 5774 PCT/ GB99/03091 -26 To notify the
original 'sender of those Intentions,“the recipient sends a type header in

the form of a sé@ntFobeshskes MMed neabge( BBRICIpidnoof thempsagagel hans d fgruni t

which in tunp r ser's ,business refusal (FBRf) to the original
sender of the %@%‘%é@hg?eﬁ!ﬁf%&'@wqffé't‘F%f?’%’é’ef’fﬂngb!ﬁ?@eté‘We. The
reci pient of a nessage may send the SBRf (which triggers the FBRf to the

original sender) w tin tggmhsogrs after the,nessg%e iS received. Ang ot her
conveni ent tine period courd B EEr Brhefeipi9IEs SERFYSIHY Orpatiesanideing and.

contradi ctory i fequitesitle reggett tabdkaswitdpe its@dept folpASTIR QRO nlaRKERisSOMe
apparent acti Onaékﬂowlgds.g%%gtsl%r Ee%diglg ?1 message with a type header in the form of a user
15 acknowledgment (Uack) to the méssage handling unit. On receipt of the UAck, the
message handling unit then relays it on to the original sender as a type header in the

form of a delivery notification {(DNot), if the sender of the original SMsg requested

notification of delivery.
Figure 4 illustrates this process.

20 The UAck-DNot sequence indicates receipt of the message by its intended
recipient (the recipient specified as the user who is to receive the message); in othe;
words, it shows that the FMsg message amrived at its designated recipient’s user system
in accordance with the technical requirements prescribed by the system service
provider. By returning a UAck, a recipient does not admit that the recipient has read

25 the message, has the functionality necessary to read the message properly, has
knowledge or notice of any of its contents. or agrees with or accepts any obligation in
the message (see Rulebook). A Unck-DNot sequence indicates nothing more than the

simple fact that the message arrived as a technically valid message, exactly as it was

forwarded from the present system as a FMsg.



10 nessage. To illustrate, suppose that R a recipient, receives and duly
acknow edges a nessage from S, a.sender. R then repli @3 Septémber 2808ESSsage
reading: "l got your note and will look into it shortly.” R later "l|ooks
into" the nessage fromS and decides to ignore and discard it. A SBRf-FBRf
sequence, aft gfofgssmgar!lier nmessage to S, could be confug [}%?9{1 EDrlml guous.
R coul d avoid that confusion by including an explanation i AT Bt r ee
text fields of the SBRf-FBRf sequence, or by foregoing the SBRf option
entirely and sinply sending an ordinary SMsg to the sender expressing R s
intentions. 2.2.4. Summary of Message FI%Ww and Type Headers Messages in the
nmessage handling unit serve different functions necessary to 20 provide a
hi gh-assurance nessaghé reeiad hifsagd BRS Gotl detas QRS nak Ay VAU @Qst GQ.0y, the type
headers in the nmessages. The VQ_I‘%{I ng forms of the typg headers have varying
signi ficance f o\ (eleF Bearsanquyaridipble digi) sienarare pi hgooipaheabimoserified fopan anot her

message W th apM-8SHRORSINES: YRR i £ hi-n t Ssa handli ng unit.
Figure 7 sum‘rar?gsgs t he I:)type heédér%?%&vmsgggaégﬁc%% Jv%ngrtl}'?n%glgmﬁgg%"éﬁ 25
triggering anot(®ERK) tqthg messaghandii osit. €Bheasesmgt Adbkiiing gt ih YRE 9 aehehe f OF M5
illustrated in FEj where they cone fromand where they go, and what
‘they mean, The Ar?ﬁ%%gs%g&fﬁmef?ﬁﬁ%m? & p 5P peadyy ”E‘H‘éf‘?fﬁ‘rPSé‘rf@l“EFs@Gg‘?aﬁmFi gure 7.
17 Sept ember 20@B8ot) WhhO,S4E Rdndlif T 4rABAA b3 him a-rAde Anb Rk & hES§SBsSages

are digitally stk%ned, and .a BNak wil| result froma digital signature that
fails verificat ToRS? WHER @ YR8y brEed: o T e g8 gnaten ofi themessegmaey smesifiand

nessage aut henttirdolityperis@6r Be Glebsake l?andlling-unitavi@,apﬁlaﬁﬁé ijihefﬁlﬁnﬁﬁe orftiaf" ! 9f nal
sent nessage.(SMs é catiées to exist and sets in 5 notion the otther type
headers in a sefi®s™gY Wep addsess disProblm inderied Bithe Riottay the rerserd for faikuepes ar e

al ternati veso t Q@R FSend e AsGoOM QDAL a-HSGPEAMIIRY ON the ci rcumstances.
Accredited user systens can |ink together or associate all of the type

headers from vari oﬁ?uﬁé_sig‘ﬁ&é@s the pan-aslropilddgmend peicesgl Acselittewseosystelai n, al |
related to the edffeuid o 0Rb miRllks TRaRAAEN SR, nEBTR UStlySYRLED refer

to this process of |inking related messages as - Peconct iing°"rhe
di fferent for neegringyheredipierd b tskeianylactiat.e t he varying directions in which

As Operational Rule 2 requires, a recipient may only send a gk if the
15 message as received appears to have a critical technical fault. A UNak should not be
used to indicate that the recipient wishes not to have received the message, refuses to
read or be bound by the message, or intends to disregard the meésage. Simply put, a
UNRk indicates a failure in message delivery for apparent technical causes. whereas a
sender’s business refusal (SBRf) indicates that no further response will be forthcoming
20 due to human volition or inability to proceed, Le., the recipient does not wish to
progress or deal further with the content of the message.
2.3 i usiness Pursuantto a a,
A message may be received technically intact but make no sense to the
25 receiving user, perhaps because the recipient cannot relate the message to a business
context known to be significant. In other situations, the message may be unwelcome
or otherwise worth ignoring in the recipient’s judgment. In such circumstances, the
recipient may notify the original sender of the message that the recipient intends to

take no action based on the message and will ignore it.



nmessages flow in the nessage handling unit. Besides indicating nessage
flow, each type header formrequires certain content, 13 8=ptasbar003
identifiers . and informati on about docunents attached to the nmessage. The
type header is the principal nmeans used 15 by the server of the nessage
handl i ng unit wbedssmaki ng the nmessage and assuring that itpes@lobsdhbes
requi rements for docunents, addressing and routing, and aut(f'uentl city. To
provi de that tracking and assurance, the nessage handling unit checks the
type header of each nessage, and will nqgt proceed if required content is
erroneous. The next sections exam ne sof& of these content requirenments.
20 2.3. Included Docunents As explained in Section 2.1, a nessage consists
of a type header andToneifpithe arigiral sptdr@fakosel QRMABRRL He r@diﬂier@@&ﬁ?%qy.en
nmessage headers .10 route and process the nessage. The- precedi ng
section expl ai nggﬁtgﬁlél t\g%;foﬁjguogatsfﬁte sigess rsfa! (RBREIIP Shoomessage dgpdling cinitn t he
present system whithsinsefirelon ¥Rl abisnetRkusd NesH &5 RRlorddal &Mer of the
specifically the nmessage handling unit and the title registry, F6&€ Wit h
docurents i ncl f&H%%Wi thin a message. Docunents included in or "attached
to" a nessage are inngﬁrpgglﬁgt%@esiﬂﬂgﬁogeg,ﬁ& nmessage by a user systemin the
manner required by Internet MM standards. The 30 M ME net hodol ogy

provi des for transpoFie resfipiemaf messses may windltheSERA éwlieissiagres the FSenb agber 2003
WO 00/ 55774 PCT i = 2 t he digital communication channels
used for e-mail %ﬁag%%?g@g nizg h%)"}l;}%)?%%Fheo?essaﬁﬁﬁé?cﬁfw‘gI BBY PBFicen et
technol ogy. M MEmgdgesedwsnldheouledel. fTe sBrAeH] Rgonfusiagynd chacadeRRy % it [savel i ng

t hrough the e-nmaj S .and.it does not pass any information about the
document ot her n?%#ér?ﬁ rht]ielggéél:1 %“Erjnhzﬁsi W?ﬂe}’ntége@s? F)FPP%C%V@“N{‘ reReRsEGhte- mai |l 5
channel s. Thé symwtsegn. Kielissirbte aniposd thalTs ATRAient, rédefvBOud RulytaclRRRaRRt SCan
themor examn j& centent. e information that the system keeps about
a docunent cong}egtggé %cfm ?h%sg?%%ﬁt ggl?f“éﬁ’é‘ﬁsctg?sﬁé aprsRgyadiog: “hes yewyeaste in
which it was comtdawilidook inbst shbrely.m R @l “lobifsQAtEBihE ARsAQCERS 8hid dRigdeler ni ne

whet her one doc nt [por.ti to be 10 the sane as another is I ndeed
i dentical . That Lfggﬁ 8?@%‘?‘%&%@ GT o SEAERSE: abier i gslier message to 8, could be

confusing or ambiguous. R could avoid that confusion by including an explanation in

15 the free text fields of the SBRF-FBRE sequence, or by foregoing the SBRf option

entirely and simply sending an ordinary SMsg to the sender expressing R’'s intentions.

224, Summary of Message Flow and Type Headers
Messages in the message handling unit serve different functions necessary 1o
20 provide a high-assurance messaging service. Those functions are indicated by the type
headers in the messages. The varying forms of the type headers have varyingh
significance for users, and they trigger varying operations, often another message with
a responsive type header, within the message handling unit.
Figure 7 summarizes the type header flow sequence, with one message
25  triggering another.
Figure 7A indicates as a table the type header forms illustrated in Figure 7,

where they come from and where they go, and what they mean. The numbers in -

Figure 7A refer to the numbers used in Figure 7.



identifier for the docunent. To determ ne whether one docunent is identical
to another, system conponents such as the nmessage handligagtdaindr 2098pPar e
the "hash results" of the two docunents. A hash result is also known as a
mat hemati cal "nmessage digest”, "cryptographic 15 checksuni, or "seal"” (in

techni cal docup@gysgsssW thout relation to the |legal effect ). 2
Docunment JDs and References The systemtracks docunents bf%&!(%g?{%ﬁﬁnt

identifier (also terned a 20 "docunment ID'), which uniquely identifies its
docunent from anong all other docunments_|ogged in the system Accordingly,
the correspondi ng operation rule sti pul‘%&'es as follows: Operational Rule
3: Docunent |ID Required 25 For each docunent that a user sends into the

system that user shldf ipadstayesire dORUTBREed! RdiRbngiRE ﬁ%'&r&e&? ilapr m A
docunent 1D is nade uggof a user identitier, a general identi ier and a

versi on i ndi cat ¥§atErthidaiseyspgrationoEor yeyeQiofosEipa AROT AEBINM B30T and 29 The
user identifiermésact BhSHSECME g&%nﬁ_g‘enti fier of the user who first sent
the docunent into the system (User identifiers are explained in section
2.4.1). Both the b#sePadieH serde e pfidiesl senn thesnge (S%sg) catlbes itSéxivn arddbe®tyi T i er s

are includedsi .but_not the extensgjon qf the user

i dentifier (? f mg%t%gg%ce)nm EEE #Jéalaﬁrgél}ﬁ JeTIES ‘]“hcglmaé??éﬁwéll Sqoﬁ‘é fheitge beadey series
of al phanuner i ctypssaaa elteamgvestto aithersniog uel ypriohdeddpiddirgSort be GleguasR, from
anong-all docu : i he.pr.esent system he wuser indicated in
the user ident r%#téeralt or%ﬁgr‘{%&g%?%“e‘ﬁ PEF eﬂBE%“ﬁ%cﬁfe Q%‘?ft‘?ﬁgp\?é’?@e@rﬁq“hdi cat or

i s a portion ofvadbyshesssaaethac cangxise d sigiletieng chalg al flAddas tRfamd HRiApCUMENt .
10 The above t"'.‘feﬁ?m%éé?g‘ei nt)i fd.ers toget her corrpl[l,i se the docunent |D.
Together, they Torm a unigte LAt FErmy ser Ry geges f linking peleteth e t her -

by itsel f nmdy nodssagesesErsmtilihy’. be uni que. For exanpl e, two distinct

i nstances of the sagp gl%currept m%y share the sanme docunent 1D, but nust be
i denti cal . ¢ diferent orms of‘type headers indicate the varying directions in which

messages flow in the message handling unit. Besides indicating message flow, each
type header form requires certain content, such as user identifiers and information
about documents attached to the message. The type header is the principal means used
15 by the server of the message handling unit of tracking the message and assuring that it
satisfies requirements for documents, addressing and routing, and authenticity. To
provide that tracking and assurance, the message handling unit checks the type header
of each message, and will not proceed if required content is erroneous. The next

sections examine some of these content requirements.
20

2.3. _ Included Docyments

As explained in Section 2.1, a message consists of a type header and one or
more optional documents. all encased in message headers used to route and process the
message. The preceding section explained the various types of type headers

25 recognized in the present system. This section explains what the present system,
specifically the message handling unit and the title registry, does with docurents
included within a message.

Documents included in or “attached to” a message are incorporated into the
message by a user system in the manner required by Internet MIME standards. The

30 MIME methodology provides for transport of the document within the message



Besi des those basic conmponents of a docunent |ID, the sender creating the

15 docunent |1 D can choose to include with it an on- or-qfrfsgpfgmmtggmto show
that the sender regards the identified docunent as prelimnary and

nonbi nding, a draft rather than a final, effective text. Once the docunent
i s successful wodmgpsded in the system a sender or recei ven of tde
docunent can review its novenents through the present system c"b (fookl ng it
up 20 in the user ‘support resources. For a user represent atlve to be able
to review a docunment in the present system the representative. nust (1)
have a user identifier. indicating that™ 2§he is part of the user's

organi zati on and (2) be equal or senior to the sender or recipient of the

docunent to be \thamhdleVﬂlgdﬁl ddmidiicelion ichdnfdls hd@ it Efda8l HowkyaLhLy @yg)dapo g he
rel evant user |dent ers (3) be listed in the user dat abAse as havi ng

25 a moni toring ‘f)’?ef‘\n eé‘é‘?é“c @ﬁ'géecaﬂﬂ%’é’uﬁ’EME flags friof @epvidadfer trackmgcfofn@mt | D,
subsequent - 1essagamens ARSI Bhn! fd WIBIRE AL, Mforfipydocunrent
ID. If the draft, indicator is on, a subsequent nessage nmay a so repI ace
the previously £PIedoumsapthenihamtha barewinmum nigesseiyrig mobeit twongh darilment
identifier. HoweNghels.if the draft indicator is off (indicating 30 that the
docunent is final), a new nessage never overwites an ol der one. A new 17
Sept ember 2003 WO 0BESSYYR koeF toRb of Ggogknts, @ @aomssaige mascarethen dro a
previously fil edxfosUpeRto it send aI ong a copy of
the docunent. In such a calgim mﬁéﬂ%%ﬁ%é@gg@ I|r¥JS abﬁm % &sses  t he
new nessage, it Sqisists °§W€f€4@attoﬁéb%é@mmagt(@plyiesaMS)dmwhnmmMai Dntaed,dgt er mi ne
whet her they ar gindgnt ment and d cunent 5
ID. 1f they ar e not |ddefgﬁaélg€n&§§aep%€%se§g% %h%% féﬁ%g]‘%ﬁ’# PEPRIPE P Bakks -
for the SMsg? s&idiemg 2 anatkee inindesd rifietienl.nEhatl pfarmasivn. is Qofedruniaer udiguer et Ur ns
a BAck if the mMaas@@eforis d¥@bdeft 1N all other respects. 2.3.2. Description
of Docunent Type 10 The Systemrecords not only a docunment's unique
identifier but alsl® defernine whethesrenadowmentt is ideotioai to@mnmernt;)lsgem @ﬁipynehhe
docunent Type | [ cunent t
i ndi cates the bh‘sﬁih%gggﬂ{e%@h%?dhﬂ% d!3 Q’S&QE hassLr % %fc}g)o tﬁmge eutl

A hash result is also known as a mathematical message digest”, “cryptographic

15 checksum”, or “seal” (in technical documents, without relation to the legal effect of a
seal).

2.3 t ences

The system tracks documents by a document identifier (also termed a
20 “document ID™), which uniquely identifies its document from among all other

documents logged in the system. Accordingly, the corresponding operation rule

stipulates as follows:

Operational Rule 3: Document ID Kegui:éd

25  For each document thar a user sends into the system, that user shall specify a

document ID in the prescribed form.

A document ID is made up of a user identifier, a general identifier and a

version indicator.



present system As of this witing, the docunent type may be any of the
document or . 15 nessage types defined for EDI FACT. 2-447igiemhidroabson of
Users and Aut hentication of Messages The precedi ng section expl ai ned
nmessages, particularly the type header and i ncluded-docunent conponents of
a nessage. Onogohfesg conponents are assenbled 20 into a é&gﬁ t he
nmessage is ready to be sent to another systemuser or reso ’%ﬁ' as the
title registry. Sending a nessage or perform ng any other significant
action via the present systemrequires ghe sender to declare its user
identifier. On receipt of each nessage, -2Phe present system checks for the
user identifier and verifies the digital signature on the 25 nessage

according to that uske useedeniifidrey thaRghdnhisef Rle@iRAoPUDLIE WhEYirs 84t Lifi cat e.

This wverificat hé)cn rtocteaﬁ is to prevent one user frominpersonating
anot her wi t hout SP B Y™ of Lty idspéifiere are gxplaipeddn secpn 2HE). pBals et syst em

that only Enrol badugetdsaiier agoveneedivRion ideufd £baRkqGAR tt?e%g%rﬁe%?rﬂ ecel ve
Messages t hroug nmessaq [ unit. Thus, a user nust supply a

F t he e . handling un |
valid user idenfffPepe 3‘&&5*8‘? itheisprydenitigs (iEacexiensiosispsedivber 2003 WO
00/ 55774 PCTbGB99/ 0309 kenersd 1dciBsEs 308 sQfes | ' s section
expl ai ns user igﬁn%jfiers and hOM/use?gsbg?@§%§%kgp§?%ﬁggﬁgy%Iﬁggéﬁges. An
i nformation strS5HASHE decumsfoa anang il depumpess engintozthe predentsysieh byitheesour ces
such as a Wb buseiagieaedid kst flenticSh HRLAG ﬁf‘ofitmdﬂﬁﬁ?&iﬁﬁ stream consists of
signing the packet ésn&ll, digital b ocEs of data) or groups of packets
that conprise the &P pdigatoniggportiofienf iphanemeriotext dwlicatingethé vebsiarofi s t he
nane by which amsysdugemuser is known within the 10 present system Because
it is a nang the user identifier is different froman address, including-
an e-mai| adfr ess, Mt RAVAErcesub-idensificrsgogsther tvanprisethe tdvatenvdl). Degetegor ded i n
the present sygbte®mlDuRdke idSid - Al ss.does. nat, strictly
speaki ng, identi fﬁ a, use?{ rg&?‘ﬁg{ fo|I'?mei g[r??%ri‘ll %@gﬁaﬁl %tg'eart?f?yoﬁse&nmﬁ’ Pichi ne
where e-mai| caffeFeariebeiniaug. Fonaxamplentyd distitdrinsgances|df ke sams taceént agdr ess, a
tel ephone nunbesharcaithat BRUmbR 9B PRk 89S BY 15 be a helpful attribute
inidentifying a cogpany, but it 1s not the conpany itself. Any of

. es;des those basic components of a document ID, the sender creating the

15 document ID can choose to include with it an on-or-off indicator to show that the
sender regards the identified document as preliminary and nonbinding, a draft rather
than a final, effective text.

Once the document is successfully recorded in the system, a sender or receiver
of the document can review its movements through the present system by looking it up

20 in the user support resources. For a user representative to be able to review a
document in the present system, the representative. must (1) have a user identifier.
indicating that she is part of the user’s organization and (2) be equal or senior to the
sender or recipient of the document to be viewed within the division identifiers
included in the relevant user identifiers, and (3) be listed in the user database as having

25  amonitoring privilege.

Once a document is filed under a document ID, subsequent messages or
documents may refer to the document by its document ID. If the draft indicator is on,
a subsequent message may also replace the previously filed document with a new one
bearing the same document identifier. However, if the draft indicator is off (indicating

30 that the document is final), a new message never overwrites an older one. A new



those attributes may change without really affecting the identity of the
conpany. That identity, as distinct fromall other usd7septeinben@888, from
all other conpanies, is what the user identifier signifies. Al system
users are conpanies, rather than the individual enployees or other 20
persons represgdbddagsa conpany. Therefore, each user identy é§ @ ers to a
conpany, although often abbreviated. To interpret a user en Ier

find out nore information about a user, |ook up the user |dent|f|er |n t he
user support resources. A user nay add onto its user identifier a reference
to a conpany division or departnent, and%an "ext ensi on" not i ng what ever
the user wishes 25 Figure 8 illustrates optional additions to the base user

i dentifier. Thenﬂssmeanmefedmtpréw@gls fifadiofit NGy @Jﬂ&ﬁ:ﬂ&u sz %,hyl}i]ﬁ{a; ?éilldt ext in
the figure) are_each and determ ned by the use

entirely for th@l‘”ﬂ%@r‘:"@PE%?ﬁ%ﬁF%éE Enebeh agage. ﬁdlené@amem@rhahdlmgnme (see
Rul ebook) . As Spatisas i feudmeshleaiin BERSte H3RESTRY, JRPRRLASE 1HNG
identified user responsi ble for the nessage, regar SS 0 i sions
or 30 extensi off€eTHINE WhsthRiHesose itertrel ogky predeushi ﬁlchdocumaltSmpdc&:ninart 2003
WO 00/ 55774 PBCTISBEWI IR ot idert r el ns each
user a user identifier when th %ﬂuglgﬁneg%ﬁé%o P qggg% %ﬁ?ﬁ%@%&es in
the user identi F"-Iﬂélpg &y tee papeenformirigatosumene Q@aw:sandenmasemﬁxffthmﬂes@@et al

or gani zati onal A UEL B5.8 merger. The system service provider

deacti vates and W not rec gnrze a user identifier after the user
m@thdrams or is 5 expelled, or while the user is suspended. Operational e
4% Suppl yi ng Whgn,R@§u1nghﬁtgcergﬁyessage sent into the nessage handling

unit, a user shalfTtNaL Ueer—Edentifier within the el ements

specified fdf it by Tthhesvstymt 3mrdslGAOQn>ﬁli/ahldU&ﬁihetRH| fhidue NMbSisse vaf afdoUser

I dentifier A us t. tte de a user identifier in a
nessage sent i ntﬁ% n?%go rralle)g&s%e{tgse gﬁﬂ‘ﬁnﬂb ‘ﬁ‘ﬁﬁ #‘eaﬂ%‘ﬁ‘céﬁ f‘ﬂ’ér‘s SWPRYTEIE 2Bser i s

not enrolled |nmgm1dnzftﬁamd| ng, or 15 (b) the system service provider has

not assigned that u%ﬁ:cumen‘ta g/tp!a EAd%ateg %e%usme%? rolie of the document as defined in the

present system. As of this writing, the document type may be any of the document or
15 message types defined for EDIFACT.

24 entificati Sers a thentication £38ag

The preceding section explained messages, particularly the type header and

included-document components of a message. Once these components are assembled
20 into a message, the message is ready to be sent to another system user or resource such
' as the title registry.

Sending a message or performing any other significant action via the present
system requires the sender to declare its user identifier. On receipt of each message,
the present system checks for the user identifier and verifies the digital signature on the

25  message according to that user identifier and the related public-key certificate. This
verification process is to prevent one user from impersonating another without
detection. It also ensures all users of the present system that only Enrolled persons .
govemned by the Rulebook can send and receive Messages through the message

handling unit. Thus, a user must supply a valid user identifier and digitally sign each



In" the event of apparent m suse of user identifier contrary to this
Operational Rule, the systemservice provider has thei7iSghteniber2003rn a
BNAk nessage to the sender and refrain from processing the nessage
further. 20 2.4.2. Cgrtificates and Digital Signatures User identifiers are
public to thewis®@issgioup. Any active user can | ook up any pd Hﬁ%ﬂa er's
identifier in the user support resources, and a user often keeps I'Ists of
common user identifiers as a ready address book for sendi ng nessages.
Because users all have each other's user identifiers, the user identifiers
are not a secure neans of 25 authenti cat‘ilng docunents. Therefore, a user
generally cannot reliably infer fromthe wuser identifier that a nessage or
docunent is geresmgt yr Bif@nabnbjtcal. TABSOGALGTAN dsbr id&rlﬁ%?s%d"hﬁ Lgd user.
Rat her, that |nJie{aﬁnce houl d be drawn fromthe user's digital signature,
if the digital SYgmatet B8 EEHs3ES properly verified by reference to a valid

certificate. 30 17 Sepifemagsm &@Qﬁm%éﬁ%@ﬁﬁh?&?&@%%&%&?&l Biofds ¢ -

=

Creating and Veri f%/i r\?b[% ital Signatures A digital signature resalts from
a conpl ex mat heWdt Féar S UP ST ddiserter. Wenis an priermaicasstreant eangjefs nfisigpgg Uni que
to both a gi¥enhs picketoTsndal o blRLI i Loharge nunber

uni que to both thga Si gEed da'%a and. t%ﬁé@&)%i%@%gﬁ(gﬁ? E%gf"”%m?ﬁ‘ée 5 .

di gi tal signat FFE™ Accredi t ed user systens include functionality for
creating digital signatures on nessages. After a digital signature is
created, it cag Ee ﬁerified as its signer's signature of the signed data

by -means of an ietSi cal process terned "verification". To verify
akdi gital signaturea @ecCiaepetes thd I royides hath the data
that 10 purports to have been si_gngﬁﬂegb d%gﬁglglg%?slt%?gg elé.)lé'!'lnn""é1 ‘r”r@?ggﬁe '
handl i ng unfb[ \PEFTI Stony. pigecause it bams; e aten identifier sviiffeyennfsmageddrbat i t

recel ves and T aidiiden e 408l 8HES Yonll 3Rl aliihes o BE Ldc il Moy BRI GE QY] deT S
digital signature on every nessage that 1t receives purporf’ ﬁ‘gﬂfromthe
nmessage handl i MEFSESYstemp rin prtiearsipsrme sidrepodventa, soivdp speaking, identifyaf  t he
service provi deker; dafhel i ; rtajn that. the nessage, cones from
the 15 service pr ovihd%??ierx%&;%%:o?aét ?t"ggmg%é%eq}éﬂérsetee{ﬁ%lh%a&%g rﬁ%%‘ﬂs’i“? &t ed
ability to ver B3} adirgiss e 2 sgpeg addrass, @gslephnut rofrbemardasier soatuicodemtmgal | y as

nessages arg r ee8hMpl atribure in identifying a company, but it is not the company itself. Any of

those attributes may change without really affecting the identity of the company. That
identity, as distinct from all other users and indeed, from all other companies, is what
the user identifier signifies.
All system users are companies, rather than the individual emplovees or other
20  persons representing a company. Therefore, each user identifier refers to a company,
although often abbreviated. To interpret a user identifier or find out more information -
about a user, look up the user identifier in the user support resources.
A user may add onto its user identifier a reference to a company division or
department, and an “extension” noting whatever the user wishes
25 Figure 8 illustrates optional additions to the base user identifier.
The division identifiers and extension (the italicized text in the figure) are each
optional and determined by the user. They are entirely for the user’s convenience and
have no legal significance (see Rulebook). As Section 2.4.3 explains, other users may

consider the identified user responsible for the message, regardiess of what divisions or

30  extensions are tacked onto the user identifier.



Besides verifying digital signatures on nessages, a user may also digitally
sign or encrypt a docunent sent within the nmessage and7 Septeabaed0@s by t he
nmessage handling unit. The present system does not verify any digital
signature on such a 20 docunent or decrypt it. That verification or
decryption is the recipient of the docunent. A certificate, in
this speciali z‘_%a(g%n}sa%’gi tal -si gnature sense, neans a di gi t alPF&E3¥HM!
identifying the Holder of a private key, which is indicated, not by listing
the private key (because the private key is a secret), but rather by
listing its public key. A public 25 key 438 a | arge nunber unique to its
private key, and therefore, the public key can be wused to indicate or
identify its privaterpe¥srem AR\ Y ke such a pair are
mat hematical |y rel at ed, ysbetﬁ dils%oyied%’i" %g Sﬁgéhpur%%r\%a e %E@EBVH%%W%@‘% he
public key is ewprdt Subseavant|chanigesie dwiusdradentifier bivearelivgletsahe wbgndérdes
verification yigldsaRep®SichhiVeioff£ S it de trates (1) .30 that the
digitally signed unit of atla Was %(L)l%e% %%Sraeg%g?rhceeis{’sr‘:{(ﬁééer‘ﬂ?egﬁ’r?‘é’l Fy
signed, and 17 $egieipapd 2Hb30t WOLOBA 55EHAidROTEGERD 123G withdddvs(®)ist hat t he
di gi tal signat upg.Mas.eat i he.private key corresponding to the
public key liste Bi n’%rhgﬁgehggfeﬁsggﬁptgndﬁ%‘ed for the verification. That
certificate, in turn, identifies the Holder of that private key (the

digital signer) gs a pDashlcul an user ngd. s the verifier can infer, based
on the certificate, T gll t’?’lgméﬁhﬁ?glg ®%reated by 5 that

pgr\_t: cul iar user in Paryseardge o the I}Ruheeh@@ranaﬁng,dwgi ha}serisjhgm%we itk ser b
absolutely attrj . that wuser, if that di-gital signature can be
verified using % %;f%ﬁ%ﬁ’%&ﬁ8%"'?’1”5‘?8”@53?“"’6{‘bé’é ets?’ﬁ"i”gate i ssued by an the
system servilee provider and valid when the digital signature was created.
Thus, a digital ;rgi% 'ei,.r.dee to pe a particular user's if: 10 (a) It
is verified: Th . “Signature relies at its own risk
if the digital 4ssqynetivoeatesprotinchle b uica ierifiel B)a MdiSuge St infol ook B8sahS 1 ssued
by an accredited certifier: A certificate which identifies a non-existent
user or a user WHCCH FEILNEVhave the private key indicated by the
certificate wil|a)lteadertiond ehrell&hg esodshalin@le €rroneous and potentially
danger ous;

5 an . }
1} ?b) qhe System service provider has not assigned that user identifier to the user.
In the event of apparent misuse of user identifier contrary to this Operational Rule, the
system service provider has the right to return a BNAk message to the sender and

refrain from processing the message further.

L 20 i igi i es
o User identifiers are public to the user group. Any active user can look up any
other user’s identifier in the user support resources, and a user often keeps lists of
common user identifiers as a ready address book for sending messages. Because users
all have each other’s user identifiers, the user identifiers are not a secure means of
25 authenticating documents. Therefore, a user -generally cannot reliably infer from the
user identifier that a message or document is genuinely signed by or associated with
the identified user. Rather, that inference should be drawn from the user’s digital . -

signature, if the digital signature can be properly verified by reference to a valid

certificate,
30



(c) It is valid when the digital signature was created. These requirenents
are reflected in the defined term"signed". A nessage d7 Segtembee2003 s
"signed” when it bears a digital signature that can be verified as provided
in the foregoing list, Further, if a nmessage or docunent is signed, it
satisfies any wafiissappl i cabl e [ egal requirenents regardi n% ' f(gr m (see
Rul ebook at 2,2.2). For a nessage to be verifiable in thi C{X@?w 8- " sender
must digitally sign it as required in Operational Rule 7 (Requirenments for
digital signatures). To sumup, a digital signature associates a nessage
with a particular private key. verificaPdon of that digital signature

I ndi cates which private key was used to 25 create it, and a certificate

i ndi cate whi ch pgeri. hol derehiiatan @i et Y Sidddmbes 9Nt Of proper

verification, the nmessage can be attrl e O Its signer. 6-.Digitally a A
user shall digitally* Sis§H derefrensyis fomse mpéxampthemated saelattanshichg uni t .
30 17 Sept enber pR2@03s 2 MR-05LB2 14 91030 -35 erati nal le 7:
Requi rement s or i ital Qegnatureéllé(ag% u%%%%’lsnﬁioﬁiat%ranea BV REIVEF 6Pt al

si gnat ur e usi ng Thet Jrgaapderaiquat bath Gericeshdmdttie sigdie yivhik ikey, ke | | St ed
in a certifisgat g8 SHEHuk0 ARSI Cle/ W20 aceredi ted certifier. (b) the
syst em servi ce plrgovi Jer has the rﬁéﬁt%tgmr 5’?@?%' CHORALRY f‘f’re"é"‘é‘%’l@gedlﬁ'éﬁlt he
sender 5 and r efiEf¥EesopgspEBcessi ng further a nessage which fails to

satisfy the requirengit s die@d sl rati.onal  Rul .aﬁ?Derati,onal Rul e
verid~j Lle e v A user shall Slttgr é%%% ﬁfgé’sfgbmélb%gen F GOSN e itgmaiure of
authenticity i f the signag datst byghegneef, angthergeathembicatprpcadi ermgavelifRagmssage Wi ch
|

s.not signed. Q& Lanal Rul : henticity of documepts A document -sent
in a signed nessarlg}e i{sé c}es@{nergm’salq%or?@gkéguw giﬁﬂcé%’aa"ldr?"lvf%?g%%é’@@,thm ‘
regardl ess df wpispdreto have beensiggeionld aserdfimep aha tressugs Handlind udit feriks the
Digitalatures ig.MessaQs. Liandling Unit. As nentianed, one of the principal
benefits of the %#%s@%%ﬁgﬁg?\%ﬁ ?lessgztlgﬁgqat ftygeerves And forwards, and every user must

verify the service provider's digital signature on every message that it receives

purportedly from the message handling unit, or other system components under control
of the service provider, if the user is to be certain that the message comes from the

15 service provider. An accredited user system has a demonstrated ability to verify digital
signatures, and often does so automatically as messages are received.

Besides verifying digital signatures on messages, a user may also digitally sign
Or encrypt a document sent within the message and forwarded on by the message
handling unit. The present system does not verify any digital signature on such a

20 document or decrypt it. That verification or decryption is left to the recipient of the
document.

A certificate, in this specialized, digital-signature sense, means a digital record
identifying the Holder of a private key, which is indicated, not by listing the private
key (because the private key is a secret), but rather by listing its public key. A public

25 key is a large number unique to its private key, and therefore, the public key can be
used to indicate or identify its private key. The public and private keys of such a pair
are mathematically related, but discovering the private key by knowing the public key
is computationally infeasible,

If the digital signature verification yields a positive result, it demonstrates 4y

30 that the digitally signed unit of data was not altered since it was digitally signed, and



message handling unit tracks nessages and provides for assurance of
delivery through nessage acknow edgnents. To provide MeSeptentidraokzng and
trustworthy delivery, 20 the present systemacts as a disinterested
operational internediary between users. The process of sending a nessage
fromone user yW@gapasher is a nulti-step sequence as- desqéFpG?q lilspglsecti on
2.2 above. The present section explains how digital signature ? in that
sequence. I n each step along that sequence, the sender digitally signs the
message. Wen 25 the present system sends relays a nmessage (including an
acknow edgnent) fromone user to anotheP® it digitally signs the nessage
relayed fromthe original sender. Its digital signature on that forwarded
message at t est s (handing digiil bigAhirt iy ciibred Bt e 1B key SERLGIR, 34 GRAL UM E O
t he ori gi nal msssa%%. This figure illustrates this sequent ald si gni ng and
messagi ng pr oce8LPIC KoY G Wiieterifisers useddpibd B8 HFAioRCThERS8I08694 rm,36 AS
Figure 9 shows, idehrieras IatRr b BWprichi Ol L0 pfication in the
nmessage handl i n% unit proceeds bg? g&egkeegﬁé%gféqg% @g?r)e%gdpg}s[u%%ﬂmgwdosf’l) A
message is sent MeryerlE cargipfer. Samed on thaeertifidaty tratt thedjgitrd signalicg ivtisdrtagediygns  and
sends a ness3ge tappahiflaf@esage handling unit for forwarding to the
recipient. 5 (2) The nessage handling unit issues an acknow edgnent in the
formof a positive FERMSW Bdwisheck. p digisalrsizglatire insbsaluBly. atdbablatnggat | ve
acknow edgnment g&f ef th&dipitOsi - ) nt. or .BNak The nessage
handl i ng unit verifi hadigibiidin d0b: %?é?fﬁneg??%ﬁ‘&ila?% 1g§2%%0§é€;§5€ checks
i ts authenti cit {FsusAdyfadrths sxststh seotiagrmevider ARG kaltdowhenhibe digltg)i simhtuender i f

t he nessage hangdleifd THA § 4 yarifi t he original.sender's 10
digital signature and ffndg&?ﬁgﬁ(@%ﬁn‘ﬁ%ﬂe?ﬁ%@g Fec la‘?qlg?rr?\‘f‘l f the message
handl i ng unil® fai | Saxlpiswerifiedy Thresedielyingah asligipalaiganterepeiap aritsowarisk imds

errors in form gelykgt ' qsr?p?e The BAck or SNak nessage is signed by
the system servi celgfjrg\iﬁ]%g:rp. 3 %ﬁ%le’nessage is forwarded with a forward

message or FMsg. |f (PhEhegpiigicatt manissuee bprh granaliteds emifier: BeariFicate widhf | ed
digital signatu IS | Lcall r.ORer 5 form. the nmessage
handl i ng unit rtradt% [Sﬁgagg%%%ﬁ&? g&? héf%sf%/‘aﬁﬁibgoeggﬂt e%ﬁg}’gaé‘hlﬁeé“ ‘ﬁ@t Msg
nmessage on to i bsthalcerdifieateewilldeado enfirenass that Eidsgroncboe ard\dgniily dagtictoal;| Y
signed by the gystemservice provider. That digital signature indicates
that the FMsg is fromthe

(¢) It is valid when the digital signature was created.

These requirements are reflected in the defined term “signed”. A message or

document is “signed” when it bears a digital signature that can be verified as provided

in the foregoing list. Further, if a message or document is signed, it satisfies any

. 20.  applicable legal requirements regarding its form (see Rulebook at 2.2.2).

‘ "Fora message to be verifiable in this way, the- Sender must digitally sign it as
required in Operational Rule 7 (Requirements for digital signatures), -

To sum up, a digital signature associates a message with a particular private

key. verification of that digital signature indicates which private key was used to

25  create it, and a certificate indicate which user holds that private key. In light of proper

verification, the message can be attributed to its signer.

A user shall digitally sign each message sent via the message handling unit.
30



service provider, and it further attests that the nessage handling unit has
properly verified the sender's digital signature on tH& Septgnisl20886g, as
the Operatiaonal 20 Service Contract provides. On request, the system
service provider will provide proof of that verification in accordance
with the Oper ad gaghy Service Contract. The original user's sl g@ﬁb#re and
the original SMsg Is avail able on request froml ogs and recor

mai nt ai ned by the service provider. A FMsg has a type header formdiffering
fromthe SMsg that caused that FMsg to exist. Although the substantive
content of the FMsg and 25 its SMsg remeifrs the same, the FMsg reflects its
| oggi ng and tracking by the service provider run parts of the system

Consequent |y, im&m@%'&%‘g’w@b@i@é@rmto the SMsg, so the
digital signature on the origlna g cannot Dbé verified against the

resul ting FMsg. @ 4ssepftal sirate 3 glirial signator BB o POT kGBOGH0S0dponds3d (4) A
user acknow edgme bk Kste@Vin WS t ( i ssued. On
recei pt of the Fl\/gJtz cf[Jﬁg rem%#eﬁfﬁf\%@?l%;&@g%%g%g% |a(’:1e}gf)rreol\7|dcf§rrmp§r di gi t al
signature on th&® #?%B‘@“e”f fervigecr onides Aaethi sighrto petvrhyr BBk @iessegh rankk seeder f i ed,

the recipieng's t send UAck to the nmessage
handl i ng unit. Im%dj’t%ﬁ!gng%ﬁgg 59? ﬁ% I on ﬁ?gﬁg %1 g'gffr% ‘RATEA] ’g‘f "Sayirements
apparent. the réfdf"f)pm"@ah&é@r systemreturns a UNAK. The UAck or UNAK is
digitally signed by the recipient of the FMsg before it is sent into the
message handling unit. (5) A delivery notification. (DNot) or failure
notificati on (Fieaidnel Ridesfdierifvih Massains Reeasdige handl i ng un|t receives a
UAck. it rel ays ender. | f the
nmessage handl i n’é%ﬁ%?&lrﬁeegte% t\f‘gss*“? I%‘i(”e“lof'abﬁe?‘ﬁ% e ‘y%l\lb‘tg ”f”o"&"ﬁ‘é 4#4¢gi nal
sender. The IDNotaodisrpddod ¢ mesagehvricbase: mppdbe, bears the digital signature
of the system service provider, and that digital signature attests to

pr oper verlflablllty of the reci p| ent's digital signature on the UAck or
UNAK. The nessa§ : . dni anefldearangsent busi ness refusal (SERE) from

the 15 LMty dpul gty Atk ST bt o R WD B gz 10 s o 1o

chart illustrating e nessa
Si gnat ur e st epsregérdiasy.of Bhether ttds dilpRd ad g separate unit.
15

As mentioned. one of the principal benefits of the present system is that its
message handling unit tracks messages and provides for assurance of delivery through
message acknowledgments. To provide message tracking and trustworthy delivery,

- 20 the present system acts as a disinterested aperational intermediary between users. The
' process of sending a message from one user to another is a multi-step sequence as™
described in Section 2.2 above. The present section explains how digital signatures fit
in that sequence.

In each step along that sequence, the sender digitally signs the message, When

25  the present system sends relays a message (including an acknowledgment) from one
user to another, it digitally signs the message relayed from the original sender, Its
digital signature on that forwarded message attests to the verifiability of the original
sender’s signature on the original message. This figure illustrates this sequential

signing and messaging process.



20 In the present system a digitally signed nessage and the docunents
wthinit are legally deened to have been signed by thea7gpierhbest2ed3i n t he
certificate used to verify the digital signature (See Rul ebook 2.2.1(1);
Qperational Rule 6). Al persons using the user's user identifier and a

private key ceydddskmgd to that wuser are irrefutably deene t he
authority necessary for their acts to be binding 25 on t%g&@:gggn\é% ee

Rul ebook). A private key is deened to be certified to the user if the
user's user identifier appears in a subfield of the subject field in a
certificate. O her fields may al so be aﬁb%ar wi thin the subject field, at
the user's option in cooperation with the issuer of the certificate. Those

other fields can be AsEgurt 0 sHBRAGE mehdia/floh it LOIBHE M d¥EF 0t tbe 17
Sept enber 2003 meV\g) %%5 /74 .PCTI GB99/ 03091 -38 user and their keys and to
trace and audit "FngtvioUAF 8 BREETAS oY P esgusips ofisigpt idolleser ' s or gani zat i on.

205, Encryption of %m&gs@ewntmmumﬂt@séTh@@ﬁﬁnﬁgp@emgi%ﬁ@e&dvi a the
nmessage handl i ngﬁﬁgﬂnit may encrypt them if they w sh. Encryptron Is not

required by the EPEEAET gl message Bandling unhi du derwardingeibe yepipienessages.  As

i npl enented 5n the RoesRNhessiks il 08 KSRS HALARARELEE QL IS het her a user
or a user representative is authorized to encrypt messages I8t 2t he-user
or user 10 repP¥ENREkPPWeigREY. sivrrdions aBaye negsiivegclknopledpmean kefyreil N a
certificate |isfjifgubh i ce-provijder subscriber. On receipt
of that message, the %ﬁﬁ%ﬁmﬁgﬁg#%gTﬁ?\?f“%%@?'?f@?%“’l“twﬂg?sﬁ& $eRd’pr i vat e
key. If the mesdigir sigaavat om ghe g, cheldiss MheRicitMRESRER 8 Webnds pah £MV50)

based on the ingom.ng message, the ssage handling unit encrypts it using
the recipient’ sﬁlf’)ﬁﬁ?'?% SV%V.‘?%%‘??S@@[%P@WE UL Propesly ryeriins thepariginel sgaderly its 15

private keyl0er ditital bightthre addfinds (HeQohiB® i8%¥R0E foREY T thd Bsshe lt.ﬁ'&ﬁn lfa user
encr S a nessgage ISET, a O SO usLn € pupnli1C Ke Isted I n a
ypt %ﬁmvthgtgf shal | d t he gb'. y Fi st ed
certificate whi R 2™ (E) “HE PEEBEP BRI AT %’gﬁwﬁ I i Hefufris @rENadgip)
contains a keyUsRGckbokdi Weiselt il fld 8 65 o)sBlserdet frobtlll 1 © key may be used
or -
(3) The message is forwarded with a forward message or FMsg. If the SMsg
from the original sender bears a verified digital signature and is in technically proper
15 form, the message handling unit returns a Back to the original sender and sends the
SMsg message on to its ultimate recipient as a FMsg. The FMsg is digitally signed by
the system service provider. That digital signature indicates that the PMsg is from the
service provider, and it further attests that the message handling unit has properly
verified the sender's digital signature on the original SMsg, as the Operational
20  Service Contract provides. On request, the system service provider will provide proof
of that verification in accordance with the Operational Service Contract. The original
user’s signature and the original SMsg is available on request, from logs ancf records

maintained by the service provider. A FMsg has a type header form differing from the

SMsg that caused that FMsg to exist. Although the substantive content of the FMsg and

]
Ln

its SMsg remains the same, the FMsg reflects its logging and tracking by the service
provider run parts of the system. Consequently, it is not precisely identical in form to

the SMsg, so the digital signature on the original SMsq cannot be verified against the .
resulting FMsg.



encryption; and (c) is published in a recognized repository. 25 3. Public
Key Certification Public-key certificates are used in tifiSepEnday20dandl i ng
unit to establish the authenticity of nessages and optionally providing
for their confidentiality in transit. The authenticity service is provided

by neans of disgdoRkrsi gnatures, which depend on certific soci at e
the digitally signed data with its signer. In providing 33%?/(%);%%4?03@?“ irality

service, the certificate is used to assure that the person establishing the
17 Septenber 2003 WD 00155774 PCC 6899[703091 confidentiality encrypts the
confidential data by the public key of tfé person who is to break that

confidentiality using his or her private key. 3.1. Basic RQes Structure As

Figure 11 illustrateéh. Atube dtlolvirdimight (RS of ¥des hod-g@adwbddhemeliddid) g at es,
i ndependent of other roles that a person may have in the title registry,
for exanple: THEYYSsKBresewt phihe Fpg s eeipight Yeg§ercthe savies propiderssdigiiah ot her

words, who creafi@anureidhdhgh! ﬁ'ltlle%neiga%ﬂg p%)giglllvl febefli gj?d ve?i@gd. ‘h@?%ip?e%p ds them

to the subscribers listed in them scriber (or Srgnéer 5 1 he
person |isted iycasysient ieppondst by asndingen Hodlder thof mdsSagk Hendiink uatie laye
corresponding tg . lic key.ljsted in the certjficate. The Subscri ber
is also the %er%gﬁpa\?\iﬂlgya@ F 84 Eaeg%b‘iagfé’tﬂgfs AP BEPRYS Frapiem Ukt
certificate. THe®kp&hsUn-k s Ul ekhitilesigsu bs ale ro@picnt wh el rief suised i§ 0 as the
person listed in the certificate, and the "signer"” when referred to as
creating digi t aF PG HRRFREe hepflisBityi ng Party is the person to whom the

signer of a digital (3i grativthe notefchdm. (ohét) Cdr atird® Rodicatidie sl it Asueil gnat ure,
sends that digifal signature with a nessage to the relying party, who
verifies the di \&ﬁ?“a‘i‘e TeEyresaRdting yHkremivey p FRCkPHrelgysatios torthH seadet pithe rel i es -
on the digijgl &i C [ 10 e blish t aut henticity
of the di g??alfri/gg{sa?g%gg I?rr{eaggg%gg.e %Iéllnfﬁeu%gtsr%? %%ya ;&‘Ssﬁhit crﬁsl T 58&%?%,%0‘&

dat abase. | n verigingl prgderheTieelok f orcktor, adheche 28asBelyy ng, Pasrt yhesdigital d obt ai n
up-to-date informati on. . bout its.curre% That information is

t validity.
ordinarily obtarned T ont SR CBniTHE RigY &ta(S‘?}habfi"%ﬁt%ﬂ%% GFSICOrRIPRET cat es
and i nf or mat i ornveaBahility bhibenecipleats didiabidnatie drhadakrbagexi S terned a

Repository. It proyjdes support for the process of relying on certificates
usi ng i nformation oBf&fHEas® handinegid hepdipiot sent buvinessrehsd (S8Rf2 fromoie ces.

15 ultimate recipient in a way similar to a UNak.

Figure 10 is a flow chart illustrating the message handling unit flows with the

digital signature steps shown.

2.4.3. Agency and User Responsibility
20 In the present system, a digitally signed message and the documents within it
are legally deemed to have been signed by the user listed in the certificate used tom
verify the digital signature (See Rulebook 2.2.1(1); Operational Rule 6).
All persons using the user’s user identifier and a private key certified to that
user are irrefutably deemed to have the authority necessary for their acts to be binding
25  onthe user (see Rulebook).
A private key is deemed 10 be certified to the user if the user’s user identifier
appears in a subfield 'of the subject field in a certificate. Other fields may also be appear
within the subject field, at the user’s option in cooperation with the issuer of the

certificate. Those other fields can be used to manage individual representatives of the



25 These certificate-related roles map onto the roles in the nessage
handling unit as follows: The only Accredited |ssuer of Sepfehider2a¢®s i n
the present systemis the service provider, i.e. the operator of the
present system Qher Issuers could also be accredited in due course. The
service proviﬂ,@,ru Bsifornms the issuer role pursuant to a contract with 30
each user, an tﬂat contract provides the details of thi sTEEFEPO RS hi p. 17
Sept enber 2003 WD 00/ 55774 PCTI GB99/ 03091 -40 The Service Provider and all
Users are Subscriber/signers. Everyone who digitally signs nessages sent
via the nessage handling unit is the subderiber of a certificate by whi ch
that certificate can be verified. The Service Provider and all Users are
Rel yi ng Parti esiserfheé teskagenhangct ngd aRimiiicads M8a6s weaki ty (g tal
signatures and rely on them The design of the nmessage handling unit

pl aces its oper°§$a8¥‘?“°f‘he system service provider, in the role of relying
directly on a user's digital signature, and then forwardi ng a nessage
bearing its di g)i al . signature to another user, who in turn rely on that

di gital signat g A58a8eS. 288 BORUEAS | f t he nessage handling unit
cannot verify the dugd &hdisd 68a5dE Gia 22 9288ind Qi rence to a
certificate on file, the nessage hanc(_:lﬁli% ﬁegégf%it rgfgplgéag%EW%e@’fﬁe

sender and doed!SKo¥ishr FBEKRIOR fpnotequingd by et Rerbookihat wews mge chrmsdiol ng uni t
al so -digital |l ¥nahginfesabds. messages that it sends. It digital signature is
verifiable by a certjficate distributed to all users. This two-stage
process is descri beft implsgpeatad iythepsesant|systdn theawerideiabase Me@dsavhetEr dhider Ser vi ce
provi der is the; RapgSk ati ' j eps.all -user -
certificates inits us%@eg%%vggiggtﬁér}é\hﬁﬁo %g\ﬂrrglggssa g’ Ef;?lodlﬂlmn" “uffi BNerifies -
a digital i gheresesative maymneivpismessage neiog edpubbe kexf ircatcertificanniiding theser

dat abase. When gqdhs Qb kil Ser Vi vieder's digital signature on
a message, it obtal Ei@ﬁg-p%%{dgi?segl{is% %%ha??%ﬁcg[pggggfm tnllﬂleésa%eglt %%fsaﬁ%
certificate by hepibiagpmbdesrypte posing iy nriva GeyTHF the bmsshge lmbdling i gnds on a
oversinplifiesp | . f the diagr however .
In issuing certn?efS I ca %@%Fﬁ%ﬁ%%@%t}rﬂ%ﬁ%{aﬂgg%%&f%’otben%?sf%ﬁ%%@gé WY from
others and on thaymshit ssibgbatecipentaablid keyWihefecigismrean Siod deryiphit QsigOld r act s
for use of 5

private key.

erational : i
To the extent permitted by law, if a user encrypis a message, the user shall do so using
the public key listed in a certificate which:
20, (a}  isissued by an accredited certifier:

() contains a keyUsage field which indicates that-its public key may be used Jor-

encryption; and

(c is published in a recognized repository.

v
Lh

ubli ification
Public-key certificates are used in the message handling unit to establish the
authenticity of messages and optionally providing for their confidentiality in transit.
The authenticity service is provided by means of digital signatures, which depend on ‘
certificates to associate the digitally signed data with its signer. In providing

30 confidentiality service, the certificate is used to assure that the person establishing the



the present system and nmenbership in the user group. 25 3.2. Certificate
Aut henticity . A certificate is a digital record whi ch1y &eptentes2083 naned
person with a public key, and contains other infornmation needed to manage
and imt its use. An Issuer wundertakes significant responsibility for the
information i Ryaooefrki ficate, because Relying Parties relptrRikodfgor
certificates to"establish the authenticity of nessages. 17 Septenber 2003
WO 00/ 55774 PCT/ GB99/03091 -41 The authenticity of a certificate is
established by verification of a digital ;osignature on the certificate. In
Issuing a certificate, a certifier di gita?ly signs it. Wien wusing the
certificate to verify a digital signature. the verifier nust verify the
digital signat eandidentialithencrypesithd doniddetinl tima tiethe putilio dexbfahdysrsoh o @bt i fi cat e
is authentic. T if > dj.qi t.al ,signature on that certificate, the
verifier nust rg?%%tgxﬁtﬁg%ﬁgtﬂ% B 9 IR ESY ot ain the necessary public
key and subscriber identification. The digital signature on that other

certificate nust,li kgaa\éu ebe @révflri ed to establish its authenticity.
Verification tﬁ—‘r'h‘clf:%gjﬁsﬁ”gﬁc%m-ﬁ'us ' reaction of verifications of the
digital signatures ok Eientei fli dhseses. aleofoRing CORE akisOReguidl QcHags W th a
public key that.i.s reljabl.e without being certified. 10 Figure 12
illustrates thi !Sndg eg‘%ﬁé O?é)g‘(e:rtr:é\fgfﬁfha\mfré?f‘ ‘i“%’ heyrin theitls regisihder exammplesi £ cat e

chai ni ng". The nunbélhe ddsuet fis thk &dmpaiy Matdués deitifiodi®, BhRked wolds, A\ @Laredor ds,
t he nunber of cerqtli.{%gcates t.o which_ a verifier nust refer in order to

verify a digitaf o<ijRAY figns cerfilicatey and.then sqads tham toyhe spsrifers listed ithiéemer t f i cat e

and- i ts -ant ecedent s Tha Shberitehai Signdh® thpehieh listt®id @hiicdd 2t hsatlyree :
certifi categosh wn.in the illustratjon, 15 Certjfjcate Content and Meaning -

(Certificate PnifPYE® FKETTEHIPERE oAprPublicliy diged i theserificate gt heSubsgriber

st andar di zed maisriisp thy pdr3dd WhoSéhtes ddi@l Sitabirds! eatifte by D Er @8 MtheSYSt €M
conformto those st andardaétbél'uﬁu prijnci pal standards for Public-Key

certificates arBE"RIcHNEI breriberg Whep glerredie phither peifanoliggd in the

Tel ecommuni cat i edsficake] 8 tHe - Flcher f vieABIFded ©s ElimdMbitNGorbiufest Of the series
of draft standards glfm he PKI X Working G oup of ‘the Internet Engineering

Task Force, entitled®™: elying Party is ithej pespnsto yamcthg signepefi a digital 5F¥il3§“‘iiﬁ%$ t,
termed " PKIX51" credtion tofige digiGl BB Nend | B MbRhiCsighiRs BRED JMsE8BL Yo the

influential althoygh it is not yet ==
relying party, who verifies the digital signature. The Relying Party then ordinarily
relies on the digital signature and the certificate to establish the authenticity of the
digitally signed message.
The Repository is a directory or database. In verifying the certificate, the
20 Relying Party should obtain up-to-date information about its current validity. That
' information is ordinarity obtained from an online directory or database of certificates
and information about them. That directory or database is termed a Repository. It
provides support for the process of relying on certificates using information obtained
from one or more Issuers and other sources.
25 These certificate-related roles map onto the roles in the message handling unit
as follows:
The only Accredited Issuer of certificates in the present system is the service
provider, i.e. the operator of the present system. Other Issuers could also be accredited |
in due course. The service provider performs the issuer role pursuant to a contract with

30 each user, and that contract provides the details of this relationship.



finally adopted. 25 The certificate standards, however, are quite
open-ended, and | eave many details to be defined in spg@d8eptamber 2003

i mpl enentations. This section describes how the present systeminplenments
those details of formand neaning. 3.4 --User Certifier Practices 17

Sept ember 2003vo W@sRY/ 55774 PCT/ GBI9/ 03091 - 42 The cust OMBiRIs@Yisng"

rel ati onshi p between a subscriber and a certifier is termeg a
"certification account' in the present system For each certification
account, the certifier (a) enters into a contract with the subscriber. (b)
confirms the accuracy of facts to be us#¥ in certificates, and (c) keeps a
certificate account history. 5 3.4.1. Opening Certif cation Accounts The

tifi isbheatirQf Ny lled |n th
certifier opens a Cemb SkhRals MRSEOM sl L sbaifldid EQbLELD the

present systempursuant to a service contract
Preci sely what figtally sifns mssrages sepeiin thhanessiee bandtinglepeisdbe subsérttat ofcoNt 1 act .

10 8.4.1. 2. - O asifge 0uhich et cn pd Yigegr t1 11 er or subscriber may
close the certification account as provided in their contract. O osure of

the account gener al [\pe B&¥ias Fravides apdiall UssrtaraRdlyiogBartiesc Fhy esape Halddsd Ng 2
certificatiofn agGOMAlLAORSIAN AL L hat he eprol | t.of the 15
subscri ber as a user f)f the _p%lgsggr%&g%sa?%%%ﬁ% '@%Ug}{rﬁr‘?%m%“ﬁf@eéi?ﬂethe
ability of the #psdling yny plpses itshaemipsttharsyasmasepicagtividat, imtiet8k, of se a
valid certificagigedSod £QLES £, d ) es.via the pessage handling
unit. Certifi cat_lecLyzlc1z e- Qvcl e&fg&@%f %nd%nista’g’grdﬂgo”\&%%?ﬁ? CHBHsRbw a
certificate begi#suheranpbeniser, whb e turesely ahitiht \Wperal AgeeR 60hDYerd S

stbscri ber, and, L8571 PAL Nndido €XPires or. i.s .revoked. The subsections
descri be the e\%nts shom%fsﬁ&ﬁﬁ%dl%gnv\lc%m VIHY g digitalsigaatzsion 2 megwee an :

account is &bpensareference wiatdeaificoent fiki thanesiage idsligdinhasaeds @hya Rager and

i nk-signed re ther, with certain information provided in digital
form %ecausequs%ﬁ&er tar?cggoes ot process e message further. The message handling unit also J

digitally signs all messages that it sends. It digital signature is verifiable by a
certificate distributed to all users. This two-stage process is described in greater detail
in section 2.4.2.2,

15 The service provider is the Repository. The service provider keeps all user
certificates in its user database. When the message handling unit verifies a digital
signature, it obtains the needed certificate from the user database. When 2 user verifies
the service provider’s digital signature on a message, it obtains up-to-date information
about the relevant certificate by checking a repository.

20 This basic structure oversimplifies- what happens in the upper part of the
diagram, however. In issuing certificates, the Issuer relies on information obtained ~
from others and on the enrollment process in which users enter into contracts for use of

the present system and membership in the user group.

25 3.2 ificat enticity
- A certificate is a digital record which identifies 2 named person with a public
key, and contains other information needed to manage and limit its use. An Issuer
undertakes significant responsibility for the information in a certificate, because

Relying Parties rely on the certificates to establish the authenticity of messages,



25 the account is newy opened, the subscriber probably has no neans of
digitally signing a certificate request, so this initidF Septenbsn2803 ap”
certificate.nmust be requested on paper. Odinarily, this first certificate
beconmes the initial account mai ntenance certificate. The certifier may

publish validwgisthfi cates in a repository, if the subscri-bgigagmfhPermts
or the contract between the subscriber and certifier provides ?or

publication. 17 Septenber 2003 WO 00/55774 PCT/ GB99/03091 -43 If the

saf ekeepi ng of the subscriber's pri vate_,hgy becomes conprom sed or in

doubt, or if the subscriber no |l onger wi Shes to be bound by its obligations

Wth respect to a certificate, the subscriber should request the certifier

to revoke the certi flheanbenticiReviDe atitifentd vatablidtd by tvefi@Bsd of iaQﬁ%iﬁl so that
y

nei ther the subggriher nor 1t:h rtifier ate 5 bound by it any |onger.
Since revocati oné}%{é)l%sornﬁgetgerr}%ﬁ%e't RSSPiag B RS §r?'fﬂft?iléé ‘§1t%]ﬁé\¥a“i t-abher “even
though it has beingrtee vindfichy tomerd) inakiiel, siganics tienpanéants (Qfy tReuiel i ng

Party to check _ e ito, listed. in the criDistributionPoints field to
ascertain whet hsé“%n Qr{%ﬁ:el% nq@%ﬁ“ﬂé‘%@é‘f ‘iﬂf‘m@e B’B%‘H?’FWS‘E‘@&%‘Q FRehspEe shyeerifiandl i ng
unit perforns tthé digiedieighatuvhem thiat cefticaterthd veiierameht gHfdr A adiEN&LMcge JOVeVer,
when a user recgives a digital. signature, jncluding the service provider's
digital signat uofbga "btrsﬁ'e 8‘*°ﬁsé§¥£§%'°§5’? %@Pﬁ@aﬂhﬂf Wrrtfsaionndasdigial piameine org uni t
the user nust wvbatiofhyr dehificatelngit liRdwisei g Raiflel & ARGIH NS skindnBity. RRNEGAS] On Of
the certificate,use ?Jeor hat veri EIFC tion. The subscriber's user system

ordi narily checRS FoPF 8TOERIFHI" 8 Friopspfi the digjtal sigpatureneneerifisateon by t he
subscriber, 1Gldngia gedeearion beeehdibe withepmait kel s & rHe8k WiheR Ba}ﬁéehideh.t y to
assure thatl't does _so. gél?r ational Rule he in Revocation. \Wen required to
verify a digital si§ifaEdFaNsaes iysthangeaction, shich istiempling denmedsettifienty | i st ed
in the crl D st rdhbidingOMHRjnGiBdr 28+15hké Nn b B@rifi@fetchiih GRbBer(Wirds e hilbd: gUExfiel d
if 20 crlDistxi .l%uti onPQi,r]{)s is. not in the certificate) fo determ ne

whet her noti ce GFHFRSCKEF LA VR pughrefpdt erer tor vesific adigitel dererendcessary
for that verifidegirhiaal byWkeBsubhe 1R WBEEENAH S RYRES id fi a{aﬁﬁ‘r}lé’mi ng the
public key listed iagrat‘fog;{ﬁerti ficate, the subscriber should also check

whet her the cert#fY & thyes\seylibeptes shonmin thp dlygFtiohat  check is not
currently nendated by an operational rule.

]

Certificate ent i ertificate oﬁ e

The content and meaning of certificates is standardized mainly by ITU X.509,
and certificates in the present system conform to those standards.

The principal standards for Public-Key certificates are Recommendation X.509

20 of the International Telecommunications Union (ITU, formerly CCITT) and the first of

' the series of draft standards of the PKIX Working Group of the Intemet Engineering -
Task Force, entitled “X.509 certificate and CRL Profile”. This draft, termed “PKIX-1"
in this document and elsewhere, has been highly influential although it is not yet
finally adopted.

25 The certificate standards, however, are quite open-ended, and leave many
details to be defined in specific implementations. This section describes how the

present system implements those details of form and meaning.

- . )
24 User Certifier Practices



Revocation of a certificate has only prospective effect; until revoked, a
valid certificate remains valid until it expires. Thud? S@ptﬁn@ﬁetral)%
signature created before a certificate is revoked can be properly
verified, and another user may rely on that digital signature and hold
responsi bl e f @b obksishe subscriber listed in the certificabeytsfdadbPr 17
Sept enber 2003 WO 00/ 55774 PCT/ (B99103091 -44 verification, even if the
subscriber's private key had been stol en and the certificate shoul d have
been revoked. Operational e Revocation and ita "atUrg 5 A certificate is
revoked at the tinme listed in the notic&2df revocation. In deternini ng
when a digital signhature was created the decision-nmaker considers all
rel evant facts and The cumBirgcase: rlalﬂﬁdnbld;b Betwedta shbR IR 964 hD&ifkP i he
nmessage or doc% t beg.r g the d gltal signature. 10 A certifier never
states in a not?rg’é Bf SFTHIOR TGNt Wdke Rrerantsy Hem-oForeadhostificasion isesoutief or e t he
actual time whelk daific@) eiftersrﬁmmh&&nwit&hw@sér&@@%)'cshffnﬁlg @Q&Vugﬂ bat e
repository. Th can ract bet ween the certifier t he su ScCri shoul d
speci fy how s % Pse¢ incgrtifigains. agd (fékweiqwsttﬁcat@n@oerémstom er nust effect
the requested revocatl on through publication. 15 Publication into a
Repository is now descri bed A rep05| tory is an online directory or
dat abase cont aiiHrgPRaingds lop Ageuetsi on, certificates, and ot her
i nformation useful Tﬁh&hﬂewp%ea%%n@iﬁatmﬁla%bm afQ} a%@grh% én!r(ﬁl@& o ¢ T8
repository is listed as the |ocation where notice of revoca nwll be
pested (the crisCiSt PABY BrpEsTYite) confrast with| the sartitef provites erle'dw}tay ist he
servi ce provi degquirédio ?&.tﬁ@ﬁ&%déﬁéﬂﬁbhg\%é&ﬂﬁéﬁCheCks that repository for
noti ce of revocation o certificate when verifying a user's digital
signature o a nessage sent through the nessage handling unit. 4. litle.
Regi s= 25 The t”“‘“ﬂlﬂ%@gﬁﬁi&&ﬁﬁ%%uel ectroni ¢ dat abase of
information relating to electronic bITts of lading. In the follow ng, it
i s described how t héhet gertifier preggbsstibey magrebrse s esrtifbatiot mrowing abiptdviledfn | adi ng.
A basic know eqge Bhidkt 33shlcQPAE aRBRE herlRlall) Rrhated RAATact $1a388 WIE-

Closing a certification account does not terminate the enrollment of the

15 subscriber as a user of the present system, although it may affect the ability of the user
to use the system as a practical matter, because a valid certificate is required to send

messages via the message handling unit.

Certificate Life Cycle
20 Figure 13 is a flowchart showing how a certificate begins when issued,
' becomes valid when accepted by its subscriber, and términates when it expires or is-
revoked. The subsections describe the events shown in the flowchart in greater detail. -
When an account is opened, an initial certificate is issued based on a paper and
ink-signed request together with certain information provided in digital form. Because
25 the account is newly opened, the subscriber probably has no means of digitally signing
a certificate request, so this initial or “bootstrap™ certificate must be requested on
paper. Ordinarily, this first certificate becomes the initial account maintenance
certificate. |
The certifier may publish valid certificates in a repository, if the subscriber

30 permits or the contract between the subscriber and certifier provides for publication.



The Title Registry is a database application for recording and transferring
the 30 rights and obligations contained in an el ectroAr&ebtdmbedoobadi ng
(eBL). The Title 17 Septenber 2003 WD 00155774 PCT/ GB99/03091 -45

Regi stry does not store or read the eBL docunent but records information
about the eB Al ned in the Title Registry instructio he bill
of lading dochvrrent itself 1is sinply an el ectronic versi O%Cgfggﬁugng i1l of
lading that is used today. The Title Registry instruction together with the
eBL is referred to as a BBL 5 (see Figure 31). The BBL and the Rul e Book
provide the functional equivalent of a “#raditional paper bill of Iading.
For each BBL, the Title Registry creates a set of records containing: (1)
the parties (user thﬁe)safela in %Flthe t Lted; (3)
the type of eBL; and &E . F‘g&éﬁ%b.@‘?? I;elwaﬁ k'epgecggl%ﬁdngc%l%gggl]anges to
a Title Regist rCE?“‘?‘e%fit @“Pﬁi(ﬂ@lo@ﬁf’ﬂ“ﬁ@??f&l@tﬁ beyng by jts ehligetidpy withutelet zed
parties. These i Sl QRS sBEEib& Wbul@SeqQt MR ceitist t%r@e{g&téﬁﬁgqemﬁca\é\hen the
message handlin lg unit receives a nessage contalining a ry

i nstruction, i tRevesaien igelide throssifigae. sothptreiter the sulRgifiesiar he ca'ﬂnﬁer'Eret | e

Regi stry valj dajofd bylif\dy idak&Qr mati on, creates or updates the records, and
returns a result to the meSsage 15 handl ing unit. The nmessage handling unit
adds the result to Bhes sevprabion doayeos aupse dlred revlsd \wartifisate ruaawaﬁabm&saﬁge to

e e el ettt GRELNND Il A HEL 1BORPHE o e REME Eoane® T/ 1 @

Regi stry only permts a single rnstructfion rn
i ppor t ant di st |%R¢R9ﬁt0§hbﬂlﬁddnlﬂe mtbmmtpéjpﬂrtolasdehmmﬁvhéwlmg and an

eBL recorded i Titlhe Reqis : bills of | adi ically cone in
sets of thre %ﬁ%ﬁgﬁe has blger?ar ec{ 1%3 "&%ﬁ%ﬁee?)at“dlg’lg "ﬁﬁlp’f‘if%“éﬂ’gsr‘?h@ﬁﬁh‘ﬁq‘@ s not
necessary i h) t herifises eimxtalsyxgzﬁaem blameu&e wWHae dTess agsewlék’:lldchgl&g sitRhthire,

guar antees the i carrier' Non Vessel

\‘m@r&g t% COIQEt el‘O;[fd c{ i f s S l\lg)m Sedgl- e :
Operating Carrier eBC (usP g ditgr#R §?a§ﬁ%1f”ﬁ|raé’§s)s R PrPREedTiPR die Regi sty
records all ri giﬂssmarhdndhbg |ug:at the mser i rusa v&ifﬂghﬁ qﬁglarze;gna’ﬁbe a8Blh&RTob€ CoOpi ed

to nultiple p i nf. rrratl ﬁ) eab| tQ gct is determ ned
by the status %%‘Focﬁwn oggl I§§E T4 Ysﬁ‘g?dﬁ tée @ti‘°§tr ?‘/kf‘?c%ﬁﬂ? Piep stest
recor di ng i nf orandibdridsnclackd fcﬁromotambh BRGMARSIBS Sithadt i’n&@ﬁhﬁiﬁx bylthesubictib®,
Registry al P GRI trh!: seu%sc%%gr nfex(r)e eless gc-!-,atfs r(e)sgoaxlmbzhty gcatss!u?en at 1t%gerrs%1)y (1) automatic
notificati ons;

Operational Rude [1: Checking for Revocation

When required to verify a digital signature, a subscriber shall check the Repository

listed in the criDistributionPoints field in the certificate (or in the issuer field if

20  criDistributionPoints is not in the certificate) to determine whether notice of

revocation has been posted for a certificate necessary for that verification.

When the subscriber encrypts information using the public key listed in a
certificate, the subscriber should also check whether the certificate is revoked,
25  although that check is not currently mandated by an operational rule.
- Revocation of a certificate has only prospective effect; until revoked, a valid
certificate remains valid until it expires. Thus, a digital signature created before a
certificate is revoked can be properly verified, and another user may rely on that digital

signature and hold responsible for it the subscriber listed in the certificate used for



(2) assurance that the eBL is encl osed when required; (3) nmanagenent of
anendnments to the BBL; and (4) conformance with the rdF&eptsnisr2088 in the
Rul e Book. 30 Mai ntenance of endorsenent chains. 17 Septenber 2003 WO

00/ 55774 PCT/ GB99103091 -46 \Wen processing is conpleted in the Title

Regi stry, a refyossiss | Ssued to the sender and receiver( Nat ur e
ofd tronic Bills of Lading 5 In sinplistic terms, a bill Z%CT&%?I%BBS‘IIS a
docunent signed by a carrier and which serves as a receipt for goods in
carriage, a contract for that carriage, and a docunent entitling the

hol der to delivery of the goods fromthe arrier. Functionally, the bill of
| adi ng noves fromthe carrier to the shipper and ultimately to the buyer of
the goods, andvbﬁﬁcﬂﬁm Pas S ﬂlh@wgtbemsnmen&? 1ad b%%léhéidctne asufafks al ong
the way. As the)é/ cone |ng}c¢§[§)osse55| on of the bil ese persons nay
acquire rights aMYdBYS st relation to it. The electronic bill of

| adi ng retains the traditional business neaning and functions of a bill of
| adi ng, while reIaC|n|ts : _rredlumvvlth el ectronic records. To that
end, an el ectrof 4L 4 AR Rege £ auigadieet roni ¢ record of a
docurrent 155i nACQQ,‘@, shRd 1 9N, f lon.. The docunent
part represents a bill of@ aéél)élﬂgrﬁ!ai Ltr amégg%%%%; W !9'.{[52?‘::3 & §REEORy t he
carrier, has a dbdareinine I“ﬂe’aﬁd’gtfﬂélgmfhf@rwappwp@d ttkeekcmbn-azakh@emmts aflS
described in SeQbaNua u an be used to
det er m ne whet her ther}r fjg’éfjlrcrg%ﬂ‘?g&? eﬁ;ﬁfz}é&aﬁgtt%gr% 56??0 BT 18 -%f - | adi ng
document is di gFeImesf beqripaehy digitaltenpmires of the nessage creating the
electronic bill of lading. As with all documents included in digitally

si gned rressag the digital signature applies to the entire nessage,
rather than!Po the dbeuriannevspasales in @adotise. of Tevocdsioh khavthe tiadiofl gevdedomint i s
sent into the r t h LNt ai e service

provi der via thgﬁ’\?rl\%stg\‘la{]dé%%ﬂ tﬁne Pérlllg'?oltf?f?t%{r XY cmﬁon it p&?q} gc’%rtg‘%a PRISPTIEE 5
docunent | D. Thr@ommr@mcom@cttbmwmdtht Iqe-nﬁ@ana e stseriiet ﬁhobldlsbetﬁfﬁ/ hbadi ng
text" or eBL, t i nf. I’ITB.tIO is,relate

associ ated bill E‘aé)]b ﬂ%?ﬁ&{pﬁgﬁg(}%@{?a{h& Srfg Rud e & ‘B%Fe@“ﬁf“ﬁ|fe¥>°f°a‘}°ad| ng,
the title regi sﬂ?@ﬂghmlhhpﬁwns a dat abase

15 Publication into a Repository is now described. A repository is an online

directory or database containing notices of revocation, certificates, and other
information useful in the process of relying on certificates. The repository is listed as
the location where notice of revocation will be posted (the crlDistributionPoint)
for all certificates issued by the service provider.

2 20 The message handling unit checks that repository for notice of revocation of a

certificate when verifying a user’s digital signature on a message sent through the
message handling unit.

4 Title Regi
25 The title registry is a central electronic database of information relating to
electronic bills of lading. In the following, it is described how the title registry
processes electronic- bills of lading. A basic knowledge of traditional paper bills of
lading is assumed.
The Title Registry is a database application for recording and transferring the
30 rights and obligations contained in an electronic bill of lading (eBL). The Title



record in the formof a table which is known as a "title registry record".
The title registry record lists the user identifiers d¥ Septntben200dCccupy
certain roles in relation to 30 the electronic bill of |ading, as well as
certain other data. The rul ebook interprets these 17 Septenber 2003 WO .
00/ 55774 PCT/ Ga9&dkea®91 -47 role specifications to creat c%ﬁﬁb%%&nrights
and obligations in relation to the electronic bill of [|ading. ers
enpowered to change the data in the title registry record do so by sending
title registry instructions in the type QEaders of nmessages sent via the
message handling unit. 5 The electronic™Bill of lading is thus (1) an eBL
Text, a docunent reading |like a conventional, paper bill of I|ading,

corbi ned with (Resisryddteabaserd eaeddthe s8I BRAmentbut febordd BBkSio abRE@Ed. Kept
by the system se record the_ transactions in relation to

ice. provider to. , ) )
that docunent byégﬁ?ngﬁ&g%?‘ﬁﬁiﬂﬁ%@5‘?}'&&%?‘%"8- Thugriecbith pidadieg Jogumenditssifunder it
pursuant to theissithgtpaokectrdfic decdicdrof thEibill §f 1R BiuedRadal] es The fol | owi ng
are the parties that.,are naned in a Title Registry instifuction, The terns
that are currently u@'@c}e“ll

TETEY ppestiopirgeigerayigh the BL vihefarred e a8 HBBL

However, mew t exeBighe\ia).The BED. £ mesafe B NG KB AMAGaCluRLig" 3,2l tered,
to take into ac?rgcﬁnt 5 tgﬁl%%gplflc features of the present system and

eBLs in particul&rHUoRPaRY He there can only be one User |ID named as

one of the parties aoraachiBBL, 4 Tifd RALHGN drsitek NQePE L L1 e the BBL
(carrier or NWVOO). This field is1 rraﬁ%at‘orry?e Su?rer{ efgsggfﬁ‘?'g’ﬁ‘ggﬁfﬁ‘é party

t @ whom t he BBLPHHTS (UEEILS) invelKeier2 the funstorageusstedifompeeedt (3pthe aype iofeBL; | f t he

Originator is abs4)heesividbRmder Party, this field is not used. Shipper is
the party thgt contracts with the Originator for carriage of the goods. -
This field il mandat@Fapon phreekanges te pelifeResisthheetord sreamadeciyoinsmictons he

person who woul gsRawe aBMYSes BhriiesPPHIE B3 RRoR ard 26 &%‘ogh{l sheterBL&a03s PAPET

docunent. The der is the party that 1s 25 entitle & recervethe paper
bi Il of |ading MRk BRisAgeshagdiingciniidreeaivep apessagpheontaining BBitlenBegisng naned

To O der party @ktréans if0eRrds la{e%saEQQ;QBeg?ﬂl ’Reéig.gl. ol fac RL.g%stry validates
the information, creates or updates the records, and returns a result to the message
15 handling unit. The message handling unit adds the result to the sender’s message and
forwards the new message to the recipient. To avoid receiving instructions out of
sequence, the Title Registry only permits a single instruction in a system message.
One important distinction should be made between a paper bill of lading and an
¢BL recorded in the Title Registry. Paper bills of lading typically come in sets of three
20. “originals”. The concept of multiple originals is not necessary in the present system
because the message handling unit guarantees the original content of the carrier’s or
NVOC’s (Non Vessel Operating Carrier’s) eBL (using digital signatures) and the Title
Registry records all rights and obligations in a single place. The eBL can be copied to
muitiple parties for information, but the ability to act is determined by the status of the
25  BBL in the Title Registry.
In addition to recording information and controlling access to records, the Title
Registry also carries out four additional, functions, namely (1) automatic notifications;
(2) assurance that the eBL is enclosed when required; (3) management of amendments |
to the BBL; and (4) conformance with the rules as stated in the Rule Book.

30  Maintenance of endorsement chains.



described as a Bearer Holder. Either a Holder or a Pledgee Holder is
mandatory. Pledgee Holder is the party that has a pl ed(g&epiemiespd . A

Pl edgee Hol der is a bank that has provided risk financing for a trade
transaction covered by the BBL 30 (typically through a letter of credit).
A pl edge enabkgsyikes bank to assune the rights 17 Septenbg,&{r%ggﬁmyé?

00/ 55774 PCT/ GB99/ 03091 -48 (subject to the liabilities) réelating to the
BBL in the event of a default. When the BBL has no naned To Order party or
Consi gnee (bl ank endorsed), the Pledgee Holder is described as a Pl edgee
Bearer Hol der.. Either a Holder or a Pl ed‘{)%e Hol der is mandatory. 5 To
Order Party is the party that is the endorsee of a transferable
(negotiable) BBL. Wien PidetsSinRRUioflpleled GRFhetiBORe i ndor sed
(no naned To Orde arPﬁ) ransfogltrpabl e BBL. This |e?éémltglg%€a]§nt§

Consi gnee is ths«?n%é? 4re€5¥s) s normal |y the buyer of goods and is named on
a non-transferable (non-negotiable) BBL. This field is optional. 10

Mor eover, any can be a party in a Title Registry
record. The Titre—REé8 . ‘ 8¢i0g nstructions froma party as |long
as the User 4D Sharg§31m lmcﬁ ifot er

" Shoe. GB" (root =" Shoeb |sﬁﬁ%ml}gfggi?g%offgﬁ%égﬂﬁé@ﬁg?% er'agﬁ‘ﬁlﬂgh " (root
= "Shoe") will HEaH Befeﬁ%lﬁté@tﬁow Ip harigRl a eontrady dor thio katgage, 48 adioRumeniR0l €S

EI ectroni c Bil | gtighe bRGLRAS ¢ n s.in
relation to an el EC%I’OI’II C ?GQwEx'gQ:F‘E}% g@&g %Eehg?%%gegu?c&?lﬁﬂ¥ G#SIEJE Phat
rﬁflect bot h tHé‘{‘%’aEIYeﬁffﬁﬁéhe qam%tqtbmlunpﬁr @dblitiniate@ftowm:bwyg odl e gobd@p way

t hose functi ons;pRavga per t he t

registry, 20 which kejle)%g@gﬁ?gﬁcgggi o?xgé%%?%lésb%ﬂss apél éhefw%rd'g T\lkfyt hin a
title regis ¢y qoBdptg possesion ebte bﬂib thiesgpefspnsamayi achererrigtisshd yblipatons th  t he
title registry Shednas it nfornmati on about the status of - the electronic bill
of lading and the rights and obligations of systemusers in relation to
it. Figure 14 depi Cf[ge Electepnisi bi| dfflading vesainst the tradiiona | busitesyl Giettiify @fd a title

: ﬁ?ISStsre%:/t i (2)§ I 8fR%itns oF 3 Sitf 6@4{1@@, bihd rtﬂlfcxdg 1!5'1')%1;& aLkon virth elecin n&carlecr(])? s. bel ow in

To that end, an electronic bill of lading consists of an electronic record of a document
15 in combination with transactional information.

The document part represents a bill of lading. The document, digitally signed
by the carrier, has a document ID and the other properties of a document as described
in section 2.3, including the hash result that can be used to determine whether the
document is identical to another. The bill-of-lading document is digitally signed as

- 20 part' of the message creating the electronic bill of lading. As with all documents
' included in digitally signed messages, the digitat signature applies to the entire”
message, rather than to the document specifically. The bill-of-lading document is sent -
into the central parts of the system maintained by the service provider via the message
handling unit, where it is recorded by its document ID. This document is termed the
25  “electronic bill of lading text” or eBL text.

The transactional information is related to the associated bill-of-lading
document. For each electronic bill of lading, the title registry maintains a database
record in the form of a table which is known as a “title registry record”. The title
registry record lists the user identifiers of users who occupy certain roles in relation to

30 the electronic bill of lading, as well as certain other data. The rulebook interprets these



The content of a role field nust be a user identifier, including all user
division identifiers (the parts of the user identifief7iSeptentter 2§03
departnments or other subunits of the user), but w thout the user
identifier extension. Although a full user identifier is |I|isted, any
person abl e tqdleg#al |y sign on behal f of the user can sg I?JJJB%J e
registry 30 instruction to effect a change in the title re %S ?y dr the
user, unless limted by the 17 Septenber 2003 WD 00/55774 PCT/ GB99/ 03091
-49 user's own system Whilst user division identifiers are listed in the
title registry record. they are ignored4‘ en the title registry carries
out title registry instructions. A user takes on arole in the title

regi stry when arolesspecifivationagp érbre ¢eRejiriShet @nd fonéIRSTIGAL S Shel didBbdic O

anot her user tobiﬁ@f‘llta .rolﬁz. The processes for designating users 5 to roles
are explained in SEidipg; Usrs smpastised t phangetheydasacin s disle ragistty exicerd dohebmsel ves.
ILL Originator defing iiterreistenstiidti@hdiatiRiydeheddeR of RBLERE b G GR dShe The
user that creat esdlt he electronic bill of |ading by agreenen W ih the
Shi pper. The r of R VR gi nator has various properties 10 in the title

registry as fow desqhé desgonidilids Mink & @l MRBEITRAR) 1ROUEE aﬁiﬂ%’ Ser can be
entered into the field in fitle registry record for an 8’|g nat or

(carrier), althSOYRUYEL pareplifl oflsing coppined Wigh(2) Adatebase reconhitrmeden titki N user s
wi Il be abl e toegigtty RSor8akdpi BY Shel i i listed as the
Ori gi nator of an gfyect ronid(i:) g:fl I g?t&lﬁg%?hcg%r%%??o lIlé%grrdi tgig%&gsg?uof’sdé“nti fier
is in the OrigifiATYY st docyment by which sypigm ecescacawinsirights i obigationdinder ihas an
Origi nat or ( cargurshnt so thérufbdditi Nat or (carrier) designates itself as such
when creati E(? an electronic bill of lading as described in section 4.4.2. -
Once an elecCtronic bill of |ading has been created, no user can designhate a

new 20 Oigi nag_gmwﬂgiﬂﬁgﬁnge the user identifier recorded as its
Oiginator. An Originator has the power to: (1) create an electronic bill
of Tading, and in s&he@lewies argthe peytiestteat e sarsid ipp ditle Registy mbtrididrd®he and i ts

initial To O dekrm?akd: YireQurrk LPRShS | ther, ragles as
expl ained in section 4. 4.ug' 2u)s glr ant&g%%’%iﬁi;ﬂguwfiéghﬁgs‘{sg l%le‘a S an

el ectronic bil |neyrterms fvediad torhg uged) and shermyeaning ofotisws dlieied,tto tapainer accdfit
directive giyenndypeaniOtchles YSHBL present system and eBLs in particular. In each case, there

can only be one User ID named as one of the parties at a time.

Originator is the party that creates the BBL (carrier or NVOC). This field is
mandatory.
Surrender party is the party to whom the BBL will be surrendered (the agent of
. 20 the carrier). If the Originator is also the Surrender Party, this field is not used.
‘ ' Shipper is the party that contracts with the Originator for carriage of the goods.-
This field is mandatory.
Holder is the party that is analogous to the person who would have physical
possession of the eBL if it were a paper document. The Holder is the party that is
25 entitled to receive the paper bill of lading if the BBL is switched to paper. When the
BBL has no named To Order party or Consignee (blank endorsed), the Holder is
described as a Bearer Holder. Either a Holder or a Pledgee Holder is mandatory.
Pledgee Holder is the party that has a pledge on the BBL. A Pledgee Holder is
a bank that has provided risk financing for a trade transaction covered by the BBL
30 (typically through a letter of credit). A pledge enables the bank to assume the rights



4.2.2. Surrender Party A Surrender Party is the person appointed by the
Oiginator to receive the surrendered el ectronic bill 18fSeprobey200he titl e
registry uses the term"surrender” to nean 30 the final transfer of an
electronic bill of lading to its Originator (or Surrender Party) 17

Sept enber 200%0 od6d7@/ 55774 PCT/ GB99103091 -50 when del i yepw %/03&95‘6

shi pped goods is to occur. The Surrender Party role has a nun‘g

properties in the title registry as now descri bed. Any user can be

designated the Surrender Party (i.e., have its user identifier placed in
the Surrender Party role field). 5 Only“@ne user identifier can be
desi gnated the Surrender Party for an electronic bill of [|ading.

Desi gnation of (@bBure e diabilifey eritgo MMBMNAlthAdved BE
(carrier's) di SCr et | on TI,?Icgrdno Surrgnder Party ?sf sag%c%"gﬂl %EP{hﬁ Bb’l gi nat or

(carrier) will LSRN SURFe A EPrsisne Glapk endorsed)i the Plefigee &thidegis 10 Only

the Originator dedcribddeaseh Pdag@NB&urdd| Hd1a@f BliadiNgoRaN,d [ Biolahie; Sur r ender
Party. Once desi gnat ed, the Surrender Party is gnt e?eg%il&g%aﬁgfﬁi and

cannot be chail: 8‘”5%’/ normal title registry functions, although it can be

changed by amendnmento Ofir bdh§ ;€1h8 GhkPBhCis el dna Rl Sechi Qi nator as
described in S%‘fﬁ&t on 4.4.5 15 T%e ‘Surrender. P§Ft°§g(§%%fe%l ﬁ%?\/%b%he power

to perform any he s Ragisyy canpleq maintpin mblatﬂsendotsel to Boed Aad@derParty.

4.2.3. Ship A ShitReksfarsblel B, @g@ggﬂl Ridaficting with the originator/carrier
for the shipment 20 of the goods msC%uestlon Oten, the Shipper is the

seller or exporter Cmsignse 1@@6@@}1}' tipgtds n@Shralhpbe bm&@tefgonﬁ ahd hosaned pHERDEr  Of

properties in wbeuidstelBle(RALLSidt4b] 0 Any user can be
desi gnat ed t he Shi pperal (el(. e. ,é avgﬁ?l%lé%ﬁlggigﬁ écfgﬁ%h | er placed in the

Shi pper ro|18 fi el d)Morepyey a@hquaélar(reemqre@)ecaa@suagmmmﬂne RSQBtp,pEEord)f an
el ectroni c bil irhefritk &dkis; WI%QCE%‘%F‘%{N%%QF&’@%PWQ Jon® g, has, a Shi pper

desi gnat ed when the el ectronic s Cr at ed
e same root name, For instance, 1f the user “Shoe. GB” (root = “Shoe™) is the Holder

of a BBL, the user “Shoe.JP” (root = “Shoe™) will be able to act on the BBL as the
Holder.

15
4.2, es i ctronic Bill

The rights and obligations of the users in relation to an electronic bill of lading
are grouped into roles that reflect both the traditional functions of a bill of lading and
the way those functions have been replicated by the operation of the title registry,

20  which keeps a record of those roles as data fields within a title registry record. In those
fields in a title registry record, the title registry stores information about the status of -
the electronic bill of lading and the rights and obligations of system users in relation to
1t.

Figure 14 depicts in a simplified way the logical structure of a title registry

25  record. The fields in this illustration are explained below in this section.

The content of 2 role field must be a user identifier, including all user division
identifiers (the parts of the user identifier indicating departments or other subunits of
the user), but without the user identifier extension. Although a full user identifier is
listed, any person able to digitally sign on behalf of the user can send a title registry

30  instruction to effect a change in the title registry for the user, unless limited by the



The Originator who creates the electronic bill of |ading designates the

Shi pper, in accordance with its agreement with that SHYPeptemkeT 288dt enber
2003 WD 00155774 PCT/ GB99103091 Once desi gnated, the Shipper is
permanently entered and cannot be changed wusing normal title registry
functions. al thougd74t can be changed by anmendnent of the P@Il,‘%ﬁ, Loy ¢ bill
of lading by its Oiginator as described in section 4.4.5. I'pper does
not have the power to performany title regl stry operations 5 sinply by
virtue of its role as Shipper. A Shipper's powers derive fromother roles
besi des being a Shipper. As detailed in ¥&ttion 4.3, jn conbination with
ot her roles, a Shipper can, for exanple. (1) Designate a Hol der or Pl edgee,

i f the Shipper iwseralam Siswnl RGO Wdr Wi REnifRfs drb @sied ‘i'»‘rPH{eqmeCre byl of
| adi ng; 10 (2) Designate a Consjgnee or successive To Oder Part or bl ank

endorse the bi IFeORhthe¥are ggnoped whenythetitls rrefstsy sasties o titletegingly irstriqtionsHol der , | f

the Shipper is al so AsistthieaBRausk \n iR&IRItdisS WRhdehed v ear er
Hol der; (3) Surrendeyr the bill, if the hlrp[;sel? is al ssgr %}V qtﬁ%ﬁ ollsfgl y its

Hol der-To Or der POBFF d53jenstes {selfppangtber userdo taiiale gResprocgpsestor desigratipgatessd t 0 be
a rare case) s anshok aedkplReQR AR SRR 4afde;cnﬁes%e%f£5tﬂghs%w9' 1 of |ading

or give a switch-to- paper directive, if th pper 1s al'so si'multaneously
its Hol der. A Shipper who has ceased to be t he Hol der of the electronic

bil'l of |ading Mﬂﬂ#ny functions in relation to that bill. 20

4.2.4. Con ' A Consignee is the buyer or inporter, the person who is to

recei ve the goods” tedniaeg isttes qentepsting amies fleerustyithat eletes thoelbatrohic bill of

| adi ng. Wen a G@ﬁaingefrggréegmnm%ltg@g{l {)fo?e &_Fﬁgﬁj &F ARl S &k ectéé)nl c bill
era

of lading, the bill becones non- tra Eons gnee S POPEYTS el d has
various propért iiede fitle fegigrtas ppedeserifiedt ry as 25 now descrl bed. Any user can

be desi gnated the Consh@RGRof dnfomal BAWE dhf SuckSheleflERl L 8L claced, 10 the

Consignee role field). Only one user i|den I er can eS|
Consi gnee of an r@%t’?“@?ﬁ fer pn Prigipdtor (gatiisrly although as a real-world, pracncal matter,

only certain users will be able to act as carriers in fact.

Only one user can be listed as fhe Originator of an electronic biil of lading (i.e.,

15 its user identifier is in the Originator role field).

Every electronic bill of lading has an Originator (carrier).

An Originator (carrier) designates itself as such when creating an electronic bill
of lading as described in section 4.4.2, _

Once an electronic bill of lading has been created, no user can designate a new

.20 Originator for it or change the user identifier recorded as its Originator.

' An Originator has the power to: (1) create an electronic bill of lading, and in so
doing, designate its Shipper, initial Holder, and its initial To Order Party or its
Consignee, along with other roles as explained in section 4.4.2; (2) grant or deny a
request to amend an electronic bill of lading; and (3) carry out a switch-to-paper

25  directive given by another user.

4. er Pa
A Surrender Party is the person appointed by the Originator to receive the
surrendered electronic bill of lading. The title registry uses the term “surrender” to mean

30  the final transfer of an electronic bill of lading to its Originator (or Surrender Party)



30 The present system does not require a Consignee to be designated. 17
Sept ember 2003 WD 00155774 PCT/ GB99/ 03091 -52 I n cred¥iSeptesmbes2868r oni c

bill of lading, the Oiginator can designate a Consignee of the bill, if
the Originator is not designating a To Order Party for that bill. After a
To Order Partwhagshgen designated for a bill, its currentyddladfigznd,0- or der

or Bearer Holder can designate a Consignee. 5 Once designated, the

Consi gnee is entered permanently and cannot be changed using normal title
registry functions, although it can be changed by anmendnment of the

el ectronic bill of lading by its Oigi natdr as described in section 4.4.5..

The Consi gnee which is also sinmultaneously the Hol der of an electronic bill

of lading has wha dplmaroftm smiaﬁkd(g&adsﬁﬁtﬁlﬁ&ﬁi BEBHRAPRS B £h ;oni ¢
bill of |ading; f(eo2c}e$u” ‘ﬁl he electronic bill of lading tot
Ori gi nat or - car r T éroreTHB41%g Sfeéﬁtryﬁd‘ro}”éiﬁﬂéi;e Party; and (3) G ve a

swi t ch-to- paper diregyiuse@ chiDbe Hd@@mﬁé@ﬁx& SeRdrerOakty (0F ﬂa%jit?gier Lntldd®

Consi gnee |s not. al sq #1 I—qi%{g of the electronic bill (51 ng, t he
Consi gnee 15 cARROF PeYFsPif SAy rele fitld- r egi stry operati ons. . a ATo
Order Party 5s the ©afosnseer mfentaieiJﬁ@@ﬁéfgﬂm&h@kﬁ%ﬁ&%‘fv 3} lele%Iromadl ng.
The role fiel qﬂ@\f’{l% To Order Party in the title registry has various
properties as n 39" escri bed. Any user can be designated a To Order
Party (i.e., have i Desit86n bfl§ Hukbd | rol,e fleld)
Only one user igenti flgeyffﬁl at a ti rreddgl;ﬁar@ i@quﬁodagg{ eg érﬁ ﬂlog’gé arty of
an el ect roni ¢ BiFowf Ifing Frmepderigriy irespesifiedethe Oggmtem':dnexﬁ Wldbtecen'&qhb re a To
Crder Party to Nereriesi eoaioR[ bill J7 144l gatl ng an electronic bill of l|ading, the
Ori gi nat or Eroay demgm its initiall To Order Party (as the Shipper '
instructs). A Beare Herisipmgr of ths slegteonicdhith pladingrean Grsignate Bar Suyredaigr an
instruction remmying the blank endorsenent on the bill and entering a user
identifier i

in the T% ,
nce designated, the Surrender Party is entered permanently and cannot be
changed by normatl title registry functions, although it can be changed by amendment
of the electronic bill of lading by its Originator as described in section 4.4.5.

15 The Sumender Party does not have the power to perform any title registry

functions in its role as Surrender Party.

4.2.3. Shipper
' A Shipper is the person contracting with the originator/carrier for the shipment
20 of the goods in question. Often, the Shipper is the seller or exporter of the goods. The
' Shipper role field has a number of properties in the title registry as now described.
Any user can be designated the Shipper (i.e., have its user identifier placed in -
the Shipper role field).
Only one user can be designated the Shipper of an electronic bill of lading.
25 Every electronic bilt of lading has a Shipper designated when the electronic bill
of lading is created.
The Originator who creates the electronic bill of lading designates the Shipper,

in accordance with its agreement with that Shipper.
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desi gnated, a To Order Party may designate a successor 7Hepienphes20838

anal ogous to endorsenent. as described in section 4.43 ).' ). Once a To
Order Party has been designated. it may be changed by the process

descri bed i n g, 4.4.3.3. 5 A user which is the curre r Party
and si nul t aneousl y%l der (i.e., a Holder-To Order) of anrgcér@(?%%ﬁi c bill
of lading has the power to: (1) Designate a successor To Order Party for

the bill; (2) Designate a Consignee, and_thereby convert the electronic
bill of lading into a non-transferable Bi1l; 10 (3) Blank endorse the bill
and then designate a new Hol der, thereby nmaking the bill transferable by

the new Bearer Hol dedrce (djeniRbedigestifier Ri detmda¥ntgesicaaakii @Qg@t fd adaeg; (5)
Surrender the biuéklw to tlh'ﬁ Oi%gﬁ%t or-carrier or designated Surrender Party;
and (6) Gve a St R OVHERETY tinftiont: piikeuslyit cenle cbanged bamandineritiof b | adi ng.
A To Order Part yleemnin®ill qfexing bylta0N MRS 2edsbed b stiBn kislsl € registry unl ess
the To Order Party i | so simultaneously the Hol der of the affected

S
electronic bill of 4 38‘?%.‘10%&% hayeTthe pyvFaIto Perfary aniditle iregistrly spertdivms Hol der
is termed a"fiol deplyTy Rr@es its raldad’Siinlr. BaAERE T RWIR! 4 AV, She 0| der s

anal ogous to th erson in. physical possession of a bearer Bifi °§F 1 adi ng,
i.e., one that geéﬁfsr%ewgfﬂesr‘%?fe Agetailed ip Fasonyhis 40 embiptieswiisotbe raés, 2 he bi | | .
A Bear er Hol der Shippettpfoeskalaptebl ank endorsing an el ectronic bill of |ading
and then designati a Hol der as described in section 4.4.3. 1. Thus, a
Bearer Hol der is si R&RFS%%’- 1 Heldqner Bledeen fif the Bhipnskisalsd singiihealsydidldeni ¢ bi | |
of-1ading. The sfheelairofderl 6f 1adipd:der has various properties in the title
registry asi{;ow desgribed. Any user can be designated a Bearer Hol der :
(i.e., havel?ts usel®iltfsignas 3 epnsignescas guccessive Ao Oridsr @ety, ooblenif éndbrsk hé a bl ank

endorsed el ectrgni® Ridlmat it agisioh 8 0} .00/ 55774
PCT/ GB99/ 03091 . e B’ clFBLE TR Holdeh "t e Shipie 3 4o
simultaneously the bill’s Holder-To Qrder or Bearer Holder;

(3) Surrender the bill, if the Shipper is also simultaneously its Holder-To Order
or both its Holder and Consignee (which is expected to be a rare case); and
15 {4) Request amendment of the electronic bill of lading or give a switch-to-
paper directive, if the Shipper is also simultaneously its Holder.
A Shipper who has ceased to be the Holder of the electronic bill of lading

cannot perform any functions in relation to that bill.

20 424, Consignee
A Consigree is the buyer or importer, the person who is to receive the goods™
according to a non-transferable electronic bill of lading. When a Consignee is
designated for a transferable electronic bill of lading, the bill becomes non-
transferable. The Consignee role field has various properties in the title registry as
25 now described.
Any user can be designated the Consignee (i.e., have its user identifier placed
in the Consignee role fieid).
Only one user identifier can be designated the Consignee of an electronic bill of

lading.

30 The present system does not require a Consignee to be designated.



-54 Only one user at a tine can be the Hol der (and thus, a Bearer Hol der)
of an electronic bill of lading. A Bearer Hol der exi stl§ Senteynhier 2803

el ectronic bill of |adihng has been blank endorsed. Bl ank endorsenent is

al so optional. 5 An Originator (carrier), in creating an electronic bill of
| ading, or th t Holder-To Order can bl ank endorse i 55|ve
Hol ders of anQ% g%%ﬁgnlc bill of lading are designated asP8®§@§ﬂ§§

section 4.4.3.1. As nentioned above, while an electronic bill of Iadlng is
bl ank endorsed, designating a Holder is equivalent to designating its
Bearer Holder. 10 The current Bearer Hor¥er nmay designate a successor by

maki ng anot her user the Holder of the electronic bill of 1lading. The
Bearer Hol der mmy alisQrhidThfalcerdyles bl 0f Sl | hlank
endor senent and_desi gngt |ll e der P 'ﬂbé tﬁén@éhﬁ%g l=i‘ir"%‘atc?uarrent

n
Bearer Hol der o‘f:"féﬁ“‘?lOéﬁ'telbglniféle&nlginafoflS h@tdfﬁmglahw 'fd@rdptﬁaay for Gat Bl (1)
Desi gnate a newaRgargy omﬂ%h@weeg%%%%k&q i I8N Slacl Blordcl Sy DL

endorsed el ectronic bill of [lading earer canno ORever ,
bl ank endorse Befeer Bioldpr capdasigpaiea Consiggeeal r eady bl ank endor sed; (2)

Desi gnate a §o Orderyy d o i 4 &) egtronic
Iad:gg to o%e trané%gggﬁ gﬁ%_m%g§§§g§tgﬁﬂyg§ gé§§”$ 3mEPQ§rBﬁ§F{|eS

(3) Designate ausmgmormephdde registdy ﬁumpeﬁbylﬂm@gmeml be angddaytan@idienbbf the of
lading to a no 4 Qe 1 he .bi by designating a
fedib P §1ﬁl%‘f ﬁ% ngtr?tp ériggr% o} %s 4efcn ed 1 s?cgyn J&éf p

Pl edgee; (5) Request anen e a switch-to-paper
directive for the ellseComigne Whith is gifo énmultamg:uﬂﬁﬂté Hhldér ofinettgeshidbvitbedgee i s
a~financi al insﬁ%&%&ng whiGh has an interest in the electronic bill of

| adi ng based on anci g of 't he shi pped goods or assuring paynent for
them The ™M edgee (DIRsadestaidnduzst dftteskcipomiyisl bfledtind;n the title regdistry:

17 Septenber 2003 V\’()’)Qs%éx%z&ﬁe egt%meabg R op 13 og]mg to the Originator-carrier or designated

Surrender Party; and

(3) Give a switch-to-paper directive for the electronic biil of lading.
If the Consignee is not also the Holder of the electronic bill of lading, the Consignee

15  cannot perform any title registry operations.

4.2.5 a

A To Order Party is the endorsee of a transferable electronic bil} of lading. The
role field for a To Order Party in the title registry has various properties as now
20 described.
7 Any user can be designated a To Order Party (i.e., have its user identifier”
placed in the to-order role field). -
Only one user identifier at a time can be designated the To Order Party of an
electronic bill of lading.
25 The present system does not require a To Order Party to be designated.
In creating an electronic bill of lading, the Originator may designate its initial
Teo Order Party (as the Shipper instructs).
A Bearer Holder may also designate a To Order Party by an instruction

removing the blank endorsement on the bill and entering a user identifier in the To



-55 Any systemuser identifier can be designated a Pl edgee (1.e. | aced in
the Piedgee role field). Only one user identifier at &/ Bemiemben2
designated the Pl edgee of an electronic bill of lading, 5 Designation of a
Pl edgee i s not mandat ory. A Holder-To Order or Bearer Hol der can designate
a Pl edgee. §v ge may al so name another, succeeding ?rfﬁg? . \Whenever
a Pl edgee is desi gnat ed, the Pledgee is also automaticall & ?‘%Pﬂt ed the
Hol der of the pl edged el ectronic bin of | adi ng. So long as the Pledgee
remai ns Pledgee, it is also Holder. A Pledgee which is 10 also

si nul taneously the Holder is termed a Pl-&dgee Hol der. A Pl edgee can

desi gnate a successor, or nmay delete its user identifier fromthe Pledgee
role field and ome{gtmr@@lﬁuaq I e s a

si mul t aneously the Hol der (i .g%%mgkl lﬁé gﬁg‘gﬁé eﬁpﬂ)ﬁﬂ% d%fl%mea%‘:resstmb 15 (1)
Relinquish its 'EM‘bﬂ@‘?swa‘@@%@ﬁﬁ@fﬁmwwgé?scnlttémflﬁfztwerﬂr 4¥xom t he Pl edgee role
field; (2) Enforce idnse der Party if
the el ectronic bill of p}rgggﬁr p%ﬁgqﬁ%%egﬁﬁéaﬁ Bed (tﬂorzls"’eb Cnﬂge PSP hk
endorsed. the Pletibedinsgtiged 438nply renoves |ts user |dent|f| er fromthe
Pl edgee r ol esfield. g I er_ of ill no | onger
pl edged; (3) G ve aAsékmg{‘glﬁM}Ig%%%gg ??g‘?:eﬁlp\#%grl_‘%{lﬂmeo é’é?‘?@?ﬁ(be’bﬁ |l of

| adi ng; and (4)H®é§r'r§'r9>f@@)‘éasdmmb\kl@fﬁﬂmdgwhd-m“dem The Pl edgee Hol der
cannot, however, d jot al so Pl edgee. As

ment i oned above, E’Pe%g‘%ﬁ ue(}ﬁgly?ljg%n(%?gﬂ)m%}ég gér exists only in theory.
25 .The title regi st 3 Dmg@se aCaneigiey. alé Sieghatonserfheeereniabiiaf lb@g e der, and
does not permgngnq%ngérggggﬁ to desi gnate another Hol der while also

Pl edgee. 4.2.8 er ept enber 2003 WD 00155774 PCT/ GB99/ 03091 -56
The Hol der 1% the p&iBlenisudorss therbill ant dein tesignhy ainew Holdars 8085y Qikiff thd he
bill-of-

bill transferable by the new Bearer Holder;

(4) Pledge the bill by designating a Pledgee;

(3) Surrender the bill to the On'ginator-carﬁer or designated Surrender Party;
and

15 (6) Give a switch-to-paper directive for the electronic bill of lading.

A To Order Party cannot perform any operation in the title registry unless the
To Order Party is also simultaneously the Holder of the affected electronic bill of
lading. Such a To Order Party that is also the Holder is termed a “Holder-To Order”.

20 4.2.6, Bearer Holder
A Bearer Holder is analogous to the person in physical possession of a bearer”
bili of lading, i.e., one that is transferable by changing physical possession of the biil,
A Bearer Holder is created by blank endorsing an electronic bill of lading and then
designating a Holder as described in section 4.4.3.1. Thus, a Bearer Holder is simply
25  the Holder of a blank endorsed electronic bill of lading.
The role of Bearer Holder has various properties in the title registry as now
described.
Any user can be designated a Bearer Holder (i.e., have its user identiﬁef placed

in the Holder role field of a blank endorsed electronic bill of lading).



| adi ng docunent, if the electronic bill of lading is s tched to a The
Hol der role field has various properties in the titIe @@p@? Bg

descri bed. Any systemuser identifier can be designated a Hol der (i.

have its user 5 identifier placed in the Holder role field). Only one user

at a tine can vagedddesHol der of an electronic bill of | adi %r{éﬂ!a?f{)ﬁ%ll més

mandat ory for every electronic bill of |ading has a Hol de

from its creation until its surrender. A Holder cannot delete its user
identifier fromthe Holder role field. 10 A systemuser who is currently
the Hol der of an electronic bill of |adiAy can designate another system

user as the Holder,. unless the Holder is also Pledgee. The Hol der of the

el ectronic bill of Gt og mwa ahe0G: 85 deOkiet ok sl blarkSio 5L YE (-
fromthe tinme enthg is created until it is surrendere svvltched
to paper). 15 cUsMg }lcﬁé?gmﬁhe power to: (1) Designate a Pl edgee Hol der or
a successive Hol dera (eleirernnéldaleé‘:@t Pd‘ﬁ»d )eleck v Y per
directive for the el ectronl c > o P%glen%"rgam ?il gf)ﬁ g l}}esFeeg(r)%aﬁ@nent of
the el ectronic HHIPEehB %GF‘??@BemﬂmlsaQP@P@a’and Types of EI ectronic Bills of
Lading 20 Tr ﬁidl ti on Aublidindd? (Q¥&D. the a?lﬁQB LL& sev taxonom es
for bills of ﬁd] Wn%c éan r)for %xarrpljltj %mg ﬁ}égﬁﬁ%}ag Of%s"é M strai ght
or "negoti abl e" Holdsfefoderdeysan blamkeadorsgiist i ncti ons general |y persi st for bills
of lading in their @ua@;sr@mmigfmaé did R SFRE resent . system A
bi |l -of-Iadi ng docunent sent i nto o pr esent B%%tegér%lggg déjsde?’: %éﬁpl e, be
claused or cl eafftiBehbidi ny emntmwl Fbvée Ovliilyi avatlentromin dill bb 1adAg is blank
counterparties grakdd e ﬁﬁ TNk t&y@% tra onal

di stinctions_ bet ween by I ga i Etrtoflés%c%tnlg%g q'%)def he title
registry addd a newTP?ﬁ’éTeébgeaWaébwema\v\ﬂlﬁ@ngtmwastneesealres:trrraﬁmg @notiiek bier Of
“lading is oper ahi ®RAk! o BCAMEnic i ct Yok 33, 2flds,. some

operational nuances to the Ccon‘(::e{}aéfl% H{gr glrtllg g%réarbl 1getr maéﬁg ° SHOPRtE % | ons
based on that c@kKckBptremoping thy bt edbremmer068! mgnamwm Bede GRSP/P3091 - 57
fol | ow ng subsegisghs. exani ne these distinctions based on operational

activity and transferability.
: The current Bearer Holder of an electronic bill of lading has the power to:

-

15 (1) Designate a new Bearer Holder (by designating a new Holder for the blank
endorsed electronic bill of lading). The Bearer Holder cannot, however, blank endorse
the bill, because it is already blank endorsed;

(2) Designate a To Order Party and thereby convert the electronic bill of lading
to one transferable by designating successive To Order Parties;

20 (3) Designate a Consignee, and thereby convert the electronic bill of lading to a

non-transferable bill; a

(4) Pledge the bill by designating a Pledgee;
(5) Request amendment of the bill; and

(6) Give a switch-to-paper directive for the electronic bill of lading

2.7, edgee

A Pledgee is a financial institution which has an interest in the electronic bill of -
lading based on financing of the shipped goods or assuring payment for them. The

Pledgee role field has these properties in the title registry:



43.1. Operational States 5 An electronic bill of |ading_passes through a
life cycle of creation and termination. The operations?’tI¢Rienttas 2003 e
registry can performon the electronic bill of [|ading vary dependi ng on
whi ch state the electronic bill of lading is in. Briefly, the electronic
bi Il of |adi ngolvass7ifree operational states. It is creategcbagﬁmgﬁlactive
state, may transfer into a suspended state while an anendnent 1S pendi ng,
and also has a 10 term nated state which results fromthe electronic bil

of | ading having exhausted its functionality as a transaction support
instrument. The active state begins wheR?an Originator properly creates an
electronic bill of lading. The active state is interrupted when the

el ectronic bill of hadswsgmemteidsntifiatcpendegissdal 4 Plpdi €al piagqdah ginr esol ved
amendment requgsgt, eeTng active state ends 15 when the electronic bill of
lading is term nated. Fn Yhe active state, the electronic bill of |ading

can be transferred @slydesgceritiadfidrar 5864 dafBe desifnaded thOBlede A8 decFRNded,
switched to PaREf 1. 0F surrendered. The suspended state Is entered if a
party with the powér "o request an amendnent of the electronic bill of

| adi ng does 5s0. TheDaimpRndedprisdgat B nfiimdadpd the 20 active state is
resunmed, when the %il_g{kgarl_oréfeni es the request for anmendnment, or grants
the request and conpFEY9SETe PEden b Rems Holdenpan desigrateot BletigeoniQne Blddgecof | adi ng

is in the suspepdid sshak®dihed) uRRANSPIARS. aﬁﬁenmwpmdgee% &l %r%? gLhe
granting or de mﬁg .0f a request for anendnent. The Term nated state is
entered when a%&? JS alFq prqmatically dssignsred throkiplder of theapliedgedhelentronit bl @1 ect r oni ¢

bi11 of I ading iitngs8b labastht Pledgee RAABE PlEREVis Afso HBRled & PlAAL Gy State is
irreversi bllﬁ' fI}i/greov r, no operations are possible on an el%®ectronic bill of
e

lading in t f FHHSAnERpsly thetFeoldeis sermerha Bledgee Beldew describes in nore detai |

the operations thats®RUSR caldesBhAEL SRBsGr Rl kay Qi 310G QiehBNIG bet ween
these operati o%gilFI states. 30 iig Septe_nts)ie;’ 2603 %/t\%)%g}#gg%@ﬁﬁb%r?@%/ 03091
-58 4.3.2. TransST&eapF fifld prddhestbyselmpmashoitsipieded. on di fferentiating the active,
suspended, or term Q8. Sihith li's'sal§3fsirnultaneousl),f the Holder (i.e., 2 Pledgee Holder) has

the power to:

15 (1) Relinquish its pledge by deleting its user identifier from the Pledgee role
field;

(2) Enforce its pledge by designating itself the To Order Party, if the electronic
bill of lading is not blank endorsed. If it is blank endorsed, the Pledgee Holder simply
removes iis user identifier from the Pledgee role field. thereby becoming Bearer

20 Holder of a bill no longer pledged;

(3} Give a switch-to-paper directive for the electronic bill of lading; and

(4) Designate a successive Pledgee Holder, The Pledgee Holder camnot,
however, designate a new Holder which is not also Pledgee.

As mentioned above, a Pledgee which is not also Holder exists only in theory.

25  The title registry makes a newly designated Pledgee also the Holder, and does not

permit the Pledgee to designate another Holder while also Pledgee.

4.2.8. Holder



operational activity is based on the stages in the life_cycle of an
electronic bill of lading and the operations that shodfPeptenphar#Peed at
each stage. -The criterion differentiating 5 the typology described in this
subsection is the transferability of the electronic bill of Iading. Since
transfers arewop®tisid ons consi sting of designating anot heﬁcﬁéﬁgrgm%oﬂx a
particular role, transferability differs only perhaps conceptually rather
than functionally fromthe operational states. The system di stingui shes
between three states of transferability, nanmely non- 10 transferable,
transferable and pl edged. A non-transfedbl e state is entered when an

Originator, current Holder-To Oder or Bearer Hol der designates a

Consi gnee for an el et Halddrds thi lphrtyofvhd 8Ghiigkd t&@ﬁfs}éaifg $e@idnn\® the bill-of-
non-transfer abllaedinsctft elis # Brgver si bl e and permanent as far as
transferabil ity Stat e iy HdBhe e aue Pilaf ledmgdssverhsd wmans:. (The Holdecmoleoni ¢ bi | |

of | ading ent erfeldthhevatibustpedpaitiosih e 1ok alBuPYs PWdegRE&r Or a switch to paper.
Transferability state changes are._not possible with an electronic bill of

lading in the non-tEh&PEPIBFR dektiice canbs degimpted gpi@des t(ag. chave ienser ed when
an Originat dr deesafifynplaed inthd Boldkd6E fiflgf.ty or bl ank endorses the new

el ectronic bill of aldi ng. Transferability is interrupted while a bill is
pl edged. The transfgFapt 1St 3 1mE enbp s Hﬂ%ﬁpf@héemomkbill@ftﬂhhg.

non-transferabl e 20n ishyandRsrl 6 @¢dr oo Bl FNEG AL Bk ognters the
term nat ed operati onal s_i ate. Tﬁ’g ?:urorent To Og er. a‘?]str%/p%rmﬁ«%g?lgr Hol der

of -a transfer abff &°HHIN Un{S SEndshatte Haldersqanrot $8let dis TwerQrahtifieraomt yheor Bear er
Hol-der, desi gnaloRieProfeqafll gnee (nmaking the bill pledged), or designate a
Consi gnee ((]@aki ng the bill non-transferable). A pledged state is entered
when a Hol dér desi ghar¥E weppheliseamently the Holder tof am slbeoaio|bill &f leding eini ¢ bi | |
of 1ading. The aeigd@asbint §sRmds, WOERIEIGIEL BI9RRA0LAI fiER. OF

rel i nqui shes the pl edgHe. I'n the pledged State, entorceirent -of

relinqui shnent of tHE Hgidee afthe glearqnissisil iof trdinT iy Ishdrige enlvnabs e il amended or

swi t ched t o' pap&ive (i, #3sf 6 Smd §hdd-th i I . cgessi . | der, To
Order Party, or Cor(1$ignee) are not eptgg%i%{a%?m%g “?f.gi&egc% gr%?‘?“éﬁ%%?
Sept enber 2003P2R#D 00/ 55774 PCT/ GB99/ 03091 59 As noted in describing the

states of qggerati onQlyoideph& RELdWEL ToY ¢ j 4,3 &...an electronic bill
of |ading typicall y passes thr%ugh a Qg\[/)gsﬁé{a{e?apgﬁd g%%‘fﬂgﬁrsorc?rsué‘i??hvtes
Holder (if not also Pledgee); (2) Give a switch-to-paper directive for the electronic bill

of lading; and (3) Request amendment of the electronic bill of lading.

tates and Tv tronic Bill

20 Tradition built up over the centuries provides several taxonomies for bills of
lading, which can, for example, be clean or claused, straight or “negotiable”, and so on. ~
These distinctions generally persist for bills of lading in their electronic form as —
implemented in the present system. A bill-of-lading document sent into the present
system can, for example, be claused or clean, depending on how the Originator and its

25  counterparties draft the eBL, Text.

Ho;wever, to these traditional distinctions between bills of lading, the
functionality of the title registry adds a new typology based on whether th.e electronic
bill of lading is operationally active. That functionality also adds some operational

nuances to the concept of transferability and distinctions based on that concept. The



fromits beginning to end. This progress changes data |n the title registry
record for the electronic bill of l'ading. Through thef Scetasther 2A83e
changes in data in turn effect 5 change the rights of systemusers in
relation to the electronic bill of lading, nmuch |like a paper bill of

| adi ng changegyohg@slss and transfers rights along its transg Eﬁbﬁ@%eg our se.
To effect these changes in rights, a user occupying a role aV|ng

requi site power designates other users to roles. Besides designati ons, a
‘user in a suitably enpowered role nay perform other operations affecting
the title registry record as well. This™>710 section describes those
operations. The following is a list of instructions supported by the Title
Regi stry. The fbiliniid @bsc@ntickabhettR Bantid®s vake l&gé}a & Flqure 32.
(1) Create - allogs glthe creation of a record in tﬁg Folngll'«fﬂﬂn[s}tr;"}i for a
new BBL. (2) er - transfers holdership in an existing BBL record.
15 (3) Nane Pl edgee Hol der - nanes a Pl edgee Hol der or transfers a pl edge
in an existing BBL record. (4) Nanme To Order -- nanes a To Order party in
an existing BB&#&&%’%M%#F\GWB Consi gnee - names a Consi gnee in an

exi sting BBI5s recor dan (u&hab %}ﬁé S, der arty in an
existing BBL record. 20 (7) Eﬂrf]lfgf?%gﬁ%epasseg Eestht CJ%I edcré3 er the
Hol der and To CG5TEMALQN, rihe operationshas tflesflﬂﬁaffwé')’ cgsf pegfotnr ombé eleaxbhf: bBRIf, in an
exi sting BBL regms0; - 'Ebd:H? or to
anmend the BBL(s relafatygciei.lj 9‘6?%%1%%&8“ nglgcéré)fmreogggf%‘?s% ® "3%3 % ﬂ{ﬂ
Arendnent - gr SHFEEORGRIL aﬁbﬁﬂgrbﬁtﬂm‘yomﬁﬂdaml nfgtemit l@rceathalmgpwctwe?ﬁate ecord(s)
in-the Title RegihStahdt ngé q,ng

returning the %%E recgrlgt%g)sul e Tit gl sﬂ‘!"hte%tpten dnagggha\séquest
amendnent stfat derminatey sigigj ‘Yhth rﬁsaltpﬁm rth&elaceemrebtﬂsf ﬂ%g(ﬁamgg mdhasedtia Create
an original paggf 17 Septenber 2003 WO 00/55774
PCT/ G99/ 03091%{té‘glal“?z?méﬂ’?dr&éﬁ{dh&&%“@%“ﬁs the BBL to the Originator (to
fulfill the obligat Tlt?r@stl‘ieﬁtatemmsc@ml paOtigiodtorqaapeilpgredtes an electronic bill of

lading. The active state is interrupted when the electronic bill of lading enters

suspended status indicating an unresolved amendment request. The active state ends
15 when the electronic bill of lading is terminated. In the active state, the electronic bill
of lading can be transferred as described in section 4.4.3., or piedged amended,
switched to paper, or surrendered.
The suspended state is entered if a party with the power to request an
amendment of the electronic bilf of lading does so. The suspended state ends, and the
20 active state is resumed, when the Originator denies the request for amendment, or
grants the request and completes the amendment. While an electronic bill of lading is ~
in the suspended state, no operations are possible other than the granting or denying of
a request for amendment.
The terminated state is entered when a party with the necessary power
25  surrenders the electronic bill of lading or switches it to paper. Entry of the terminated
state is irreversible,. Moreover, no operations are possible on an electronic bill of
lading in the terminated state,
Section 4.4. below describes in more detail the operations that cause an

electronic bill of lading to change between these operational states.
30



4 Title R&gis.try Operations in CGeneral 5 Each operation involving title
registry records is described specifically and in detaf ISEPWWQ%QQ&H ons
after this one. However, this section notes at the outset that all of the
title registry operations have a comon way of using the general nessaging
framework of t age handling unit. Each operation aff ' etitle
registry is a‘g‘ggdr%f’?shed by neans of the nessage handli nd’%ﬁ?ﬁﬂgg‘?w

~SMsg- FMsg- DNot sequence 10 explained in section 2.2, and as illustrated in
Figure 15. In Figure 15, reference nuneral | denotes the SMsg nmessage sent
froma User to the Message Handling Uni8of the Central System reference
nuneral 2 denotes the input fromthe Message Handling Unit to the Title
Regi stry of thegGent ;s reference nuneral 3 denotes the return
code fromthe title registry regardi ng success of 15 the database update,
reference nunmeral 4 HenBitsien diffentigiagithe attivef pspenddd, ar Fvbipaked stave ofaf f ect ed
user (if requir ; f es_a_ DNot. ti.ce, sent to
the sender of 1? eauéﬁl\/%gcf{vg%grbgsi@ﬁgn@g%eght%nﬂg%Eee&%eél%citrf) fllﬁgﬁﬁfa%lng per f orm
an oper ation chafyhipepemions thay shohld be ipernitted @ygash stage. The Jritdrio diffefontiaipt | at i ng

the operati ol S@Rds,cthelBSS . i . Lyp eader..in 0 the SMsg formto
t he message handl ?%pg; &g?t.é#ﬁgg%l\slg%e%é’ggsageet}?nﬁgfaé%‘g’s(’fitﬁe ‘7@"&’“’3’9%@ %eader an
el egpnt | abel edlﬁinlz} riintei toansters arel dpestiorat @dsisting Eifgiusé@aﬂ.rfg. adoﬂa_eﬁdﬂhliﬂ g@n, the’
sendi ng user nmugtQf . eBlL_Text as a docunpent in the nmessage.
The eBL Text nged n%?&%gr%%\ec gl eéd]ﬁcfrﬁo’lr%]r’?r a&ﬂfoélﬁ?pﬁ’ﬁﬁ%’fag%h‘%ﬁ‘r@?‘i‘fﬁnagy pl edge,
rfquesti ng or d&nwpithapperatieraldtast , switching to paper or surrendering the
el.ectronic bill of Igdi . all 25 ot her transactions, the sender nust

i ncl ude the eBL Textﬁgﬁgﬁ%gﬁﬁésﬁégﬁé‘ﬁ? °f SRS °€5‘§“§f%7agﬂlfyt“ ﬁ%P?"Or to
include a eBR Toxusfepblentrapsferableend pleelged. The SMsg nessage need not indicate
the recipient of an sage, because the nessage handling unit and/or
title registry wll 'ggtg %F%lgﬁere"i%gu%a(t)enﬁﬁngeéﬁ%l {yheg an %’?ﬁt%eﬂmieﬁ‘ t}?f%deé'gﬁti ons
bel ow which usé&dr ar Beatep Holdemiptipatee d Candpree fud ad Biedhofiyhy] ¢Tsdwm0 Satry

regardl ess of i rectpien it he seg]ge?r indicates in the s' Msg
nessage. As usﬁ%“?t}l\/ﬁﬁgﬁ r?'ﬁ"aepar?gcssi &8 Tl AR rmang £ \ip 35 (rensratility
PCTI GB99103091 sttt isankeinad) audi dnds enlgi wies he ebMidhiovbilinoft RGing NatefsUGki ON

el ement, it ket o or BNak if the SMsg nessage is technically
Tnval 1 d as deri BENPEE BB S PPsIRT F bl pareh Sty sie changes e

not possible with an electronic bill of lading in the non-transferable state.

A transferable state is entered when an Originator designates a To Order Party
or blank endorses the new electronic bill of lading, Transferability is interrupted while
a bill is pledged. The transferability state ends when the bill is made non-transferable
720 -by designating a Consignee or when the bill enters the terminated operational state.
The current To Order Party or Bearer Holder of a transferable bill may designate 2
successive To Order Party or Bearer Holder, designate a Consignee (ma]dr;g the bill
pledged), or designate a Consignee (making the bill non-transferable).
A pledged state is entered when a Holder designates a Pledgee for a
25 transferable electronic bill of lading. The pledged state ends when the Pledgee enforces
or relinquishes the pledge. In the pledged state, enforcement or relinquishment of the
pledge are possible. The bill can also be amended or switched to paper. Transfers (e.g. -

designation of a successive Holder, To Order Party, or Consignee) are not possible.

30 4.4.  Operations on Electronic Bills of I ading



(2) If the SMsg nessage is technically valid, the nessage handling unit
passes an Instruction based on its Instruction el enent ﬁ@pt%qrﬁap%
regi stry, which processes 5 the Instruction as explained below with regard
to each specific type of Instruction. After processing the Instruction, the
title registryws@isgfps to the nessage handling unit a cod&{&%&%i ng
whet her the processi.ng succeeded or failed. (3) After the AR registry
has processed the input fromthe SMsg Instruction, it reports the action
to affected users (other than the sender .of the SMsg) 10 in the form of
forwardi ng nessages each of which has a'Pg“pe header in the FMsg form Which
users receive such FMsg nessages is explained below for each title registry
operation. (4) AfterAsdoediessaitngadshtsdf ogethtionhiat@dtdint N8MF 9 3TESSages
to the affect egl users. FI h each return a UAck nessdge, the nessage
iRl ot ofe,

handl i ng.unit rétbrhs © iAtePasts UrpHgh g e dfenBngs reecage a
optnk Y

delivery noti fi ahiitobeghivingMP&BATRs bidgleGahiddes dahiah mb Bfe febiki: 50?59{
carried out the | nst.r gﬁtlfoln .and _sent the rel ated FMsg hot’i Ficatl ons to
af fected users. STFOBREILM Atine  Jfronghethe reshogk thesedrmassinetitpeinttive effdds g

noti fi cati on5bycinegethavights dflsyvlemQisert MG IRBISHE el@&fbﬁicibﬂgoﬁ%g%, %.ﬁéglf{é@g?sm a not

to the sender of th ssage. 20 The shag nessage

overal | struct uPaé’eralgﬁﬁﬁl}{ﬁgg E&“gﬁg‘é%déd’é? transfesspights digpg ifstreneiogaltepwee. header
contai ns an el eleBffecoMBRENANISS i Uighis M usePSechdviddSt Hat | wslnplified
exanple in Figure, 16. The |nstr upcgti on_usgl er?reﬂr"{t#cont a}?ﬁgé ?ﬁééﬁﬁﬁfggpﬁﬁti on
necessary to uptfTieRatEsfther piepsdo roles Hepiges designasiorisad wrenliniarsuiblangowered ai | i n
the ‘subsecti onmleOfay Pérforh Qfttel OpbratiRRs MRRERL 1h9 Mo ' heati e
registry ani t he Sl\l_{hr# rressages,&é?ld Instn?ghct ir&g%re e \4%(,{381 %Sh‘g?ﬁ'eﬁ’%ct t hem-
can be cl assffi ¥gtiqriFsribsdhoseensiéionses of : (a) creation, (b) transfers, (c)

pl edges, (d) amendi Mle fdiRWingUE RORIGF (BGhcANH s(x{;ﬁoﬁd"ib§ | gl %if%?ﬂ'g% or (the

Creation of an glectronjc bill of lading I's effected by an
carrier). 17 SefPeitptsvaiahlsdo papisser/semmaazep@Thigmodr. 03091 -62 Transfers

of I'adi ng pur suant Lo the B Spaetiople S B SR b f Ry EBEPEE S Uon as To
O der 2)  Name Holder - transfers holdership in an existing BBL record.
15 (3) Name Pledgee Holder — names a Pledgee Holder or transfers a pledge in an
existing BBL record.
(4)  Name To Order — names a To Order party in an existing BBL record.
(5)  Name Consignee — names a Consignee in an existing BBL record.
(6)  Blank Endorse — removes the To Order party in an existing BBL record.
20 (7)  Enforce Pledge —makes the Pledgee Holder the Holder and To Order party (if
 one is named) of a transferable BBL, in an existing BBL record. -
(8)  Request Amendment — requests the Originator to amend the BBL(s) related to
the existing BBL record(s).
(®)  Grant Amendment — prants the amendment by updating or creating BBL
25 record(s) in the Title Registry.
{10) Deny Amendment — denies the amendment by returning the BBL record(s) in

the Title Registry to their pre-request amendment state.

(11)  Switch to Paper - requests the Originator to create an original paper BL from

an original BBL.



Party, Hol der, Consignee, and the like. Pledges result fromfinanci al
institutions designating thensel ves as pl edgees. 5 A [ &@gteriher@903 he
electronic bill of lading anal ogous to collateral for credit that the
institution has extended in financing the sale of the shipped goods. Wile
desi gnated awogsgee, the financial institution can enfgregaesfoe! | Nqui sh
its pledge. Anending of an electronic bill of lading is authorizable by the
Oiginator of an electronic bill of lading on request by certain users. 10
Surrendering occurs after the electronic Q{)i |l of lading has run its course.
The electronic bill of lading is surrend®fed to the Originator (carrier) or
the Surrender Party (the carrier's agent, if there is one). The Oiginator
or Surrender Pafly WurdndérhemtuaetheiBBL @Whd Ofigihdi® (B REBIAYE olfcPionsl Gl dvery of

t he shi pped goodstracg/\#tchl ng to paper can be perfornmed if necessary to
convert an el ectran & BFF¥) 15 of lading to paper format the request a
user in an appropriate role. The remainder of this section exam nes each of
t he operations Jln t ( ] catorles in detail. Creating -c Bill of LadiDS
-20 Creating ame aLighs ity initializes anewrecordfor t he
bill inthestitle E@@@Ehﬁom{r&vlﬂgﬁt&f@élﬁﬂﬁ@c&& xghé‘sc@ﬁhsifé% all ﬁ i, ecord
contains blank fiel.d for th various roles possible for t

"QArationa.1 cr éﬁ‘]ﬁﬁ pestions aftgr this ons. \owaves taiaactiqp neres &l té‘twt@hﬂh@t aﬂlOfI of

| adi ng, an Ori gﬂhaamerre | dperatidrd)habe ARb &SN T &f'Js uction
by: (1) Suppl y| %‘I?ggur};ent | D for the eBL? in@ ?@%&n%ﬁaﬁ%e‘sﬂg&%g t he
Shi-pper; (3) St dhafagssags, pand|ingynito Baeh Wﬁpowferl%tltiegeglmsf erabl e
or--non- 30 tran&fzﬁﬁ ished, byahhnsl 6t (86 RleQARLHan 0 un; Q20! 9103091
-63 (i) if non- tran%f er agl e, desi gnatg&tehe Oons?tgneea ﬁég?ﬁ] ?%&E@

t ransf er abl &9 e?"PH@Fd@ésqt’gﬁ&?@n@PﬁeHW@@éﬁigtmmy or indicate that the

bill i's Blank Endor $gfigure 15, reference numeral t denotes the SMsg message sent from a User

to the Message Handling Unit of the Central System, reference numeral 2 denotes the
input from the Message Handling Unit to the Title Registry of the Central System,
reference numeral 3 denotes the return code from the title registry regarding success of
15 the database update, reference numeral 4 denotes a notice in the form of 2 FMsg to the
affected user (if required), and reference numeral 5 denotes a DNot notice sent to the
sender of the SMsg regarding completion.
More specifically, to perform an operation changing data in the title registry:
(1) The user initiating the operation sends a2 message having a type header in
o 20  the SMsg form to the message handling unit. That SMsg message includes in its type
x header an element labeled Instructibn as illustrated in Figure 16. In addition, the”
sending user must often include the eBL Text as a document in the message. The eBL
Text need not be included in relinquishing or enforcing a pledge, requesting or denying
amendment, switching to paper or surrendering the electronic bill of lading. For all
25 other transactions, the sender must include the eBL Text in the SMsg message. In no’
case is it an error to include a eBL Text when not required. The SMsg message need
not indicate the recipient of an FMsg message, because the message handling unit -
and/or title registry will determine automatically as described in the sections below
which users are to be notified and send them FMsg messages, regardless of which

30 recipients the sender indicates in the SMsg message. As usual, when the message



(4) designating the Surrender Party (if any), 5 (5) designating the Hol der
of the electronic bill of lading; (b) attach the eBL téxerfamiai@0p3rm of a
docurnent; and (c) sign and send a nessage (including the title registry
instruction created under sub-rule (a) above and the eBL Text to the title

registry via Ghfgppssage handling unit. 10 The renai nder ;,n_ j ction
d Frrbielpd

comments on that Operational Rule. The Originator (carrie an

el ectronic bill of lading. The present system does not distinguish between
users who are Originators and may create electronic bills of |ading and
users who cannot. The title registry doe8l-not restrict when an Origi nator
may create an electronic 15 bill of lading. Figure 17 illustrates creation

O a0 5o Lo Banlile nleech Rl st AR AL AL Ron JEC i M 19 20 (0 19

steps: (1) Using a user system 't Originator creates a ness o the

nmessage - handl i Bipkifihe SMsgimsssagessaejwichlisinealitl ppdefinetigeresirived bteriMsg form 20

(2) The title-regi stsel en supplied with the required information. In

the Instruction el té' Mmhgwl Iﬁeﬁsagggs tgﬁg@a\myyﬁléc} H@é’i‘fé%g%]?anfuﬁ’é R gwEsge, t he

Originator's usEnstsysdndmetl 06 &5 Lethie 1 SUNehaMRhe ﬁree@%@?,amm ﬁ{i@é'\?\%g%di rects
0 t

the title reistﬁ?{;)fto.creat .a new el ectronic bill c adi ng. in the
creat eBBL el enelt “THEUOR 2y FIPARsE belepewitty egard do pashisacifisftypraefdnsituetion, as

fol l ows: 25 (a)Afdrerdckssigh M IR fuctbDRlei 8IS 13l RUIRML 1k B, ngEGerPanyi ng
eBL Text; (b) th j gi nat or i ndi catees ﬁg?ﬁer thet ne\xlgsg egg{hﬁlg%ﬁlgp%i 'l of

Or ¢
lading is to bef®ds FaiHinefihrtRer thepresessing ayregedecdasifleds described in section

4, 3.2.) or "non-neged) afper thd Q- rebisfN S8 §BLSseAS e i bed i.n ction
4.3.2.). The title registry checkgegtsﬁ}?s algn i cea%eorthgf ﬁlﬁ‘gtr grﬁng eﬂ}ea Tty

agai nst rol es dBECgiEied itiepers theactitretobffemddasdss (otheothar thekiendgr bixthélatsgy M ne 17 -
Sept enber 283 ;. [ GB99/ 03091,.:64 whether the role
o 8 A S SR R B B ek M om o

desi gnations are consistent w

listing for theWhichluser{ gpeivchemciOrig) madsaies &l SPlainbd belele Sorl dash QN epiSEy
identifier to icpdi Fate whi ch user is sending the nessage and creating this
el ectronic bill%5F"di ng; '

(4} After the message handling unit forwards the FMsg messages to the
affected users and they each return a tack message, the message handling unit returns

15 to the sender of the original SMsg message a delivery notification DNot message
indicating that the title registry carried out the instruction and sent the related FMsg
notifications to affected users. If one or more of them fails to acknowledge the FMsg
notification by returning a Uack, the message handling unit returns a FNot to the
sender of the SMsg message.

20 The SMsg message has the same overall structure as any other message, except-
that jts SMsg type header contains an element named Instructicn, as illustrated in
the simplified example in Figure 16. The Instruction element contains the

information necessary to update the title registry, as explained in greater detail in the

subsections of this section.

25 Operations involving the title registry and the SMsg messages, and
Instruction elements that effect them, can be classified into the categories of: (a) -
creation, (b) transfers, (c) pledges, (d) amending, (e) surrendering and (f) switching to
paper.

Creation of an electronic bill of lading is effected by an Originator (the carrier).



5 (d) the Originator may al so specify a Surrender Part dependi ng_on

whet her the Originator intends to authorize an agent %/3858{‘)9”3}?"?8%3 behal f
when the bill is surrendered; (e) the Oiginator specifies the user
identifier of the Shipper of the new electronic bill of lading; 10 (f) the
Oiginator al sfogesyfies the initial Holder of the new biplclricngﬂo%ggg) t he
Originator may specify either a Consignee or a To Order Party, or the

Originator may Bl ank Endorse the new bill and thereby make its Hol der a
Bearer Holder. If a To Order Party is designated or the bill is Blank
Endorsed, the Instruction nust also indf¥ate that the bill is
"negotiable". If a Consignee is designated, the 15 Instruction nust also

indicate that the biTrnsess ot Rfuse? G REAAL iR 84 oblf Sn AL RLOT
i ncludes in the rgeg_sage (or ™ attgchesgbqto_ilﬁ_ a aogﬁt)#’élgpiatﬂ%f%"i‘%@o serve
as the text of thigdipg Prrsispt Podbg Reebopk by designaiml ustrsste roldhdush e0Toiedet NUST
have a docunmentadyDuaash S@bibsdYank BE 198 her requirenents, including

uni queness, set out in section 2.3 above. The title registry stores this
document as provi ded§9gesmwlt digpy finapdisl dnspioutidescdssigmting demndivenns plelgell e. | t
i's general | ysunpqRRssAales iR et b} bRk Sl the sanp document
by anal ogy to t_h?_kgrﬁacti ce of | ssuil.ng”ﬁé\ijl?% %'og%%%@%tre ag}h&reglf a'ﬁtngféi ngle
bi Il of lading BpNsdRs extradesis Snacing teerls ofithe siipmed ghalss iladesighange t he
el ectronic bill  Qfledo@din Gndl ; an.for eqo t he confusion and

di sput ati on tha'%l %1 ténd_snrru t?%@g%%agi%g%&eggemms ﬁ‘?—:pl ‘gi nator then
dirgital ly signs the 4mesdiagef ayslettednivi bilfjoft ladingsiBhutfiwieble Byndle ORgniteridrbgl 1ol e

desi gnati ons ang SBRESiItRRY jat o ssage handling unit. (5) As
for any sl\/lsap mssesage, lthe rrle glg%g&ﬁﬂa{ﬁ&ﬁm&l’g%ﬁ%t checks the nessage for :

conformity Wth the Steenserng opeury afiet the elecitnniochit of kding sl gl ithgpuaeclrgek of its
authenticity thgouahe ¥ardril [ kgl nator. s digital signature on
the message. 30 The_clg?lt teahglgésiSg?ﬁngérg&rl@?kggnré"?g’égcﬂgﬁﬂﬁgﬁb"“i.?ﬂ‘frtpga@f o)
checks the f or nitlisfearriges @stfsfé@i@re i fne)l. 7THSepigbmive or SORBY\CxHONE 6% 4et in

PCT/ GB99/ 03091 rh@tﬁmttmeeprgdaglréﬂde?jib&?ﬁtétﬁéﬁué%@@%%ﬁ be verified or any other

fault in the nessage I's detecte sage handl i ng unit returns a BNak
to the Originator. @®jichifg tolpeperremdmperformed iftrridsiaghedofivert g cleashriwal | v

valid and sig necq"iacfiﬁg th Eaper form at the request a user in an appropriate role.

The remainder of this section examines each of the operations in those

categories in detail.

reati ic Bj
-20 Creating an electronic bill of lading initializes a new record for the bill in the

title registry with a reference to the eBL Text. The record contains blank fields for the
various roles possible for the bill.

tion Creati lectronic Bill I
25 When creating an electronic bill of lading, an Originator shail:
(a) - complete the title registry instruction by:
(1) Supplying the document ID for the eBL Text;
(2) Designating the Shipper;
(3)  Stating whether the electronic bill of lading is transferable or non-
30 transferable, and



decoded and the eBL Text included in the nessage is stgr d. 5%75)z lf the
title registry and nessage handling unit finds the nes ES%PW 0@?’gned
and technically valid, a record for the new electronic bill of lading is
created in the title registry and the initial roles as designated by the
Originator aregye@lefHgd in that record. (8) The title regigtry sends a
nmessage t hrough the nessage handling unit having 10 an FA‘?Z%’ BMeader to
t he Shi pper and Hol der of the new electronic bill of lading, and to the
Surrender Party, if one is designated. The nessage serves as notice of the
creation of the new electronic bill of I ng and.of the rights and
obligations associated wth designations of relevant users in the new

el ectronic bill of |ading ikdrabf)8obibtd-6 Jaﬁz%e%Jn%’ig&JBﬁdﬂ confirms the
successful creation of the electronic BTl 15 of ¢1a Ing by returning a
message t hrough the ness#y& Rayiriiangriandasishayindo Qrdapliry drypicarender to t he
Origi nator who @ eatiepiakde. peyy-€l ectronic bill of lading. That type header
includes a report fromthe title registry of the actions it has taken. Once
an el ectronic bill &V e haSosadn Peretifasd); it becones active as

described inssecti 0'?5)4fes3gn17!fngbtﬁ9f1&9c§r%,gthwﬁﬂghp‘%{z);o??’%%ﬁCOrd is created in the

title 20 registry. The Information entere Stitle regi stry when an
el ectronic bil|®bf PaerhMy eBL Jextinde forn of avbobumtinngnd he eBL Text and

desi gnati ons, r iRk j i Jealstry and available to permtted
users for the f’te Jm:: siggcﬁi;bfsiegﬂa %’Lr}‘?‘% é‘;'%a’g‘%“f tg%a ’tfeerx"%’%?'é’ﬁsfriug'r‘l’"§f5’ﬁ’égﬁ’l’”@’.‘ Entry
of .the new el ectPdHr () Bbave anstthe &hli Tagy 1 ghe aitls mginmp e the meishe Hah&lﬁ?@hif?gi cal

l'ogs of 25 nessage flow, and that ‘log is retained for as specified in the -
applicable retention schedule. 4.4.3 Transfers of an Active Electronic

i || of Ladi ng!%r ansf er8e wmaiader of bistsecting conirients onfhat Atiratignapass. ri ght s and

obli gations from ongye gRuksSES not her .. A US es g transfer- by
desi gnati ng anot her u%@rg]#ar?l&e(lc o1 r?leéfnflecf?nlgglgtogﬁ%@' %@?SCWS@@/ 55774
PCT/ GB99/ 03091 dosH®t Figiéngpisie batwiten 95est veim are@iigmit ed fooy krebit aB&fogkSiBased on

prior practi ces,sMdtdd RAREE Wi ! of lading, nanely: transfer by one Hol der
to a successor, tradr%s er tsgmgc@%t'si gnee, transfer to a To Order Party. and

transfer to a Bear efhe{gledegistiyyotsl naniestn shbersin @riginator may create an electronic
15 bill of lading.

Figure 17 illustrates creation of an electronic bill of lading. Creation takes
place by the following steps: |

(1) Using a user system, the Originator creates a message to the message
handling unit. The message has a type header in the SMsg form.

20 (2) The title-registry is then supplied with the required information. In the
Instruction element within the SMsg type header of the message, the Originator’sw
user system inserts the subelement CreateBEL., which directs the title registry to
create a new electronic bill of lading. Within the CreateBEL element the Originator
specifies a nu:ﬁber of parameters, as follows:

25 (a) the Originator supplies a document ID for the accompanying eBL Text;

(b) the Originator indicates whether the new electronic bill of lading is to be
“negotiable” (i.e. transferable as described in section 4.3.2.} or “non-negotiable” (non-
transferable as described in section 4.3.‘2.). The title registry checks this indicator of

transferability against roles designated for the electronic bill of lading to determine



For transfer by one Holder to a successor, transferri ng t he rlghts of

Hol der is 5 analogous to transferring the physical deptanmpbesR0PBe b| | |
of lading, if it were in tangible forma. This transfer consists of the
current Hol der designating a successor. For transfer to a Consi gnee, t he
transfer is siwobmsrko neking a paper bill of lading "strglghd. 99/03051
"non-negoti able". An electronic bill of lading wwth a Consignee I's” not
transferable to a To Order Party or capable of being blank endorsed. The 10
Consi gnee, if also Holder, can surrender the electronic bill of |ading and
take delivery of the goods. For transfef*to a To O der Party, when this is
performed by an Originator creating a new electronic bill of |ading,
designating a Toh@hadre rblaresjgnitions aichibistchOwitil §6 HicBGiaBleNGIAb ﬁ‘é@k%b{%aper bi |l
of lading to thﬁstgx‘?%r% ;.S or der, and handing it to the 15 Hol der
(probably the Shipper) |l ong as the To Order Party is not also HoI der

and thus Hol der-to- (o)rthle@nngmztt(& a&ambﬂésl {5|oq,§ uggr@de)r@f;eytd ik Hat(lﬁe‘g;;hml,l en.a
exi sting Hol der-t ear er emgnat es a der-to- order

the effect is anaﬁ 6%‘u§“ef58g”€ HB?‘?EH&%*‘WEOIB‘F bifl oplpdipgidi ng to a specified

endorsee. FoB transf(érthé OriginBeaner alkdoddefy J’S’mﬁh@cplﬁ nk
endor senent fl a&ﬁ 0 20 the el ect ronic ti)jl of | adi nar%pqg%ﬁdl%mb‘f"{é "endor sed
e

and el i ni nat es e |“H§P T6° awngiize aPe?E?Ty to fagt gre gy behalfheher |tecbitlani ¢ bi | |
of | adi ng transfueesdated; si nply by changing its Holder. It is thus anal ogous
to a paper bill tragﬁftsr 28] e by bearer. The next subsections exam ne in
greater detail thes a W specifi¢s dhet sge identifies tof o Shippdr lof ahe hawdi ng.

Pl edges of el ecélédaﬁmebimolflaamgf | adi ng,. which are transfers of 25 interests

for pur poses of sec%ltlzatlon are examned in section 4.4.4. 4.4.3.1. :
Desi gnat i ng Hol dei i€ igiptopsisaspesifips thesimtialiHolsler aftw nelglbiliernd s anal ogous t o

the person who woul dg) thavggiRfidshaabe %ﬁﬁe?ﬁ'c%ﬁméne Bp:?TgO erEgBr I 1l of

lading, if it re a tang | | e_docunen ore, T‘he
person who is e P?lf‘?t%rd“@’o P%‘&@P‘%P@et‘h%n%’apélranldlthﬁrehyfmakadtsrigqldarfa BedreBSept enber

2003 WO 00/ 557{didCTaGRHGIQN ading is
switched to paper. al:urat her, if the gnaﬁea %lﬁ%{gﬁ[ rdgréecfil thﬁins%%%lh bed in

section 4.4, 3. 4TUstias ipgigateethat; the éiUBéarnaotl%”delrf ad@msxgnetaelsl desigmaed,t theon

1.2.6. Thusis dembgiid i AsdiasicatbA e o is% R-hbn WRb&hS Ot bl ank endor sed
i ndi cat es '
{3) The Ongmat_or includes in the message (or “attaches” to it) a document that

is to serve as the text of the bill of lading, i.e. the eBL Text. This document must have
a document ID and satisfy the other requirements, including uniqueness, set out in
section 2.3 above. The title registry stores this document as provided in the applicable

20  document retention schedule. It is generally unnecessary to attach multiple instances
of the same document by analogy to the practice of issuing multiple counterparts of a~
single bill of lading on paper. Because all users who need to see and change the  ~

electronic bill of lading can do so, users can forego the confusion and disputation that
attends multiple copies.

25 (4) The Originator then digitally signs the message confaining the eBL Text

and the initial role designations and sends the message into the message handling unit.
(5) As for any SMsg message, the méssage handling unit checks the message .

for conformity with the message validity requirements, including a check of its

authenticity through verification of the Originator’s digital signature on the message.

30 The title registry and/or message handling unit also checks the form of the message. If



who will henceforth be entitled to receive the paper bi,lLl en t
swtch-to-paper 5 directive is carried out. However. | f1|7tsf?\£’@%?nq’qrr}|%93al SO
bl ank endorsed, designating a Holder is equivalent to designating a Bearer
Hol der. The initial Holder is designated when the electronic bill of |ading
is created. TMmewesairser, the bill always has a Hol der, begayzRedifytitle
registry can only substitute wuser identifiers in the Holder role field. It
does not enpty the field of its content. 10 The instruction for designating
a Hol der may be combined with either thes instruction for designating a To
Order Party, designating a Consignee, or blank- endorsing the electronic
bill of lading. It is always autonmatically conmbined with designation of a
Pl edgee; so t hatiefigial sigerureienshqy havaidieds oY etlgdmitis thamys ialiGeddasi gnat ed
as Hol der. The ' i; f e,as .Hol der is automatic and need 15
not be incl udedﬂﬁ %m?%dﬁ?é;un?ereg}%g%%%g%s ?éf:’%’l“%?{ Operational Rule 14:
Desi gnating a Hol del6)Ti6 titesiegmmt ie estalziedHol tetectfcadn vale@ &l Q06 Qii% | of
| adi ng, the cur&e@%dlgpdtgeeg . e{.h@t el ectroni¢c bill" of |ading shal 20 .
(a) Conplete a Title reats & it Rdvdef A POmesREE Gt ng the new Hol der for
that el ectrdnic bilT) Githel tai ragisryomd rhddjactlibmiibe Lhie ARl wd ag%tg hat
electronic bill fedLnacﬁicrﬁ?i i‘?{ thq;Je form of a docunment; and c3 i gn and send
a nmessage (i ncl Ui NGt AT TN IPIGATeoH fof ke nemclergiq bifl of faing is ardated 25
registry via t hbe titksegigey dnd g linifg raMiiak desitifed ©N0E DS Ha G i i on
coment s on thart O%mr ational Rule. A use;&hcan desi g%gttée}aééé&ﬁo%ﬁrﬁ%g{nl y if
tﬂe_ user is eithar the current Holder of the electronic bill of I|ading, or
an ‘Oigi nator creat (8)JhaifeaviflyQeids @ BleGaddithrbudithd B4l er 2003
WD 00/ 55774, PCT] 9910309%# -?é’ A Hol der may %esi‘gﬁéﬁégh%aﬁﬂeﬁﬁﬂ%?"é only
when the el ect r8AT e BPT headsr 19 thesPhigper and Helder Qfghesw tissteanictatl of ladisged on
4.3.1. Further,toithe SitRn@: ®aky,aNbse Bidd; | 3l gL ed . the Holder

lttSr ) 1@ dl:‘élgnq{ed., ai‘ﬂla @rgas§a es Pfjé'feg%s IBPtéc(i goggh

may desi ghate a new %I der only if the designator _ %nd t he
user desi gnat ed™¥He" Pt elegtranicdy! of leding anh et fightthad ioYimtied asscistat

Pl edgee. An 5 GuitiGreslgila0bns8RY%IcIEE LA fie RevrObABhic B o 1MfigN Creating the
electronlc bill of |ading. ' ’

g . ‘
9) The fitle registry then confirms the successful creation of the electronic bill

15 of lading by returning a message through the message handling unit having a Rack
type header to the Originator who created the new electronic bill of lading. That type
header includes a report from the titie registry of the actions it has taken.

Once an electronic bill of lading has been created, it becomes active as
described in section 4.3.1. beginning when the new record is created in the title

20 registry.

The information entered into the title registry when an electronic bill of lading
is created, including the eBL Text and designations, all remains in the title registry and
available to permitted users for the time specified in the applicable retention schedule.
Entry of the new electronic bill of lading is also noted in the chronological logs of

25  message flow, and that log is retained for as specified in the applicable retention
schedule.

4 nsfe an Activ ic Bi di
Transfers of an electronic bill of lading pass rights and obligations from one

30 user to another. A user makes a transfer by designating another user in a role field.



As Figure 18 illustrates, to designate a new Hol der the_follow n rocesses
are involved: (1) Using a user system the appropriat éﬂ?@@?e”&eégp& a
nessage to the nessage handling "unit. 10 (2) The user identifier is then
tagged by the user designating the new holder in the create nessage by
listing the n%‘]lﬁ}g}fner's user identifier within appropriate tags in the

I nstruction elenent of the nessage type header. Further tgﬁﬂ‘é @34, .such
as the Docunent ID of the bill to be affected, is also required there. (3)
The user then digitally signs the nessage containing the new Hol der 15
desi gnation and sends the nessage into t#e nessage handling unit. (4) As
for any nessage, the nessage handling unit checks the nessage's
authenticity b ifyl : r's digjital signature. The nessage
handl i ng unit ygﬁr{f?;réé%’x%‘?‘%fée‘}a%ég‘?%?‘?‘if AT %Q@H‘%C‘?{‘ Qr&’éprlﬂﬁtfcﬁﬁ with paper tilssage. | f
the message harfflirdieg. wamely: wamsfert bt bre Heldir b nysucRBO0 traRfRNE ! Gonvighdef Yy t he
digital signat find the for 2 f the nmessage correct, the
message" handl :*??g“g‘ﬁ?? GP??{J&?%]&? aanglt{ﬁrffgrtosﬁénﬁ“?er &ﬁlgeré’éhlﬂ%l?""@m&néi t al
signature is verifi &o tanderttyenaislidagea fhetdashrtindfaring Makibids of Molfid: td ©
registry is up h ing the content, of .the Holder role field to be
the user i deéjnt ?@%lggoug%/o ﬁﬁ‘gf%%e\%/qﬁoﬁnﬁﬁfa PPSEssign iof the ! plleding df ityyree Imeader .
The former Holteregblsfous eFhis teh@sfed chhsivts df Shelc@n@Y Boldérdemrhiig ddildegof €0i Stry
record for that bil lfért25 éG% The title registry then confirns the
successful designatton ot R& HEEnEpte Srishy ¥ 8Rtsrie meking atseer ddhefl ng user,
through the nedsdige shagha! srrigonieebtiabd”. DNAklectFBARTADSE 1S A0 HRQGH .ty Pe
“header. That tyr[%?trgg d incl,[udgs a_report fromthe title regrstry of the
actions it has Bt v WergPaDr o Fpehls o deing dlank andorerdsi Fheat ed

aken. e f th%e

Hol der of it& desbigmatit s HdderSapbehes 1R QRBrondRiR 0f BEd fhaREEliGB29103091
-69 Designati ngﬁf%enew Hol der generally does not affect the status of an

el ectronic bil o#o?dﬁ'di ng. However, if the designation occurs as part of

creating the bill, Féeransenl£T6 @ided Patt)lowieh 8Bt iOPerRhRRESSard éﬁgiﬁe?tort he bill
in the active stat.e. e rlﬁzgi stry record containing the designation

The title r ! i J1e. G
of the Hol der réfarnd fh G{EFFé’nf‘:sbl Pt [dinpedisignatpe ankp Qiten Paaty ie similaptor i t t ed
users for the tissoiag apegiibbiephptibill BEla@RPld h&MsBnee’s order, and handing it to the

15 Holder (probably the Shipper). As long as the To Order Party is not also Holder and
thus Holder-to-order. its capabilities are very limited. When an existing Holder-to-
order or Bearer Holder designates a Holder-to-order, the effect is analogous to
endorsing the bill of lading to a specified endorsee.

For transfer to a Bearer Holder by blank-endorsing, blank endorserment flags

20 the electronic bill of lading as being biank endorsed and eliminates the existing To
Order Party. It leaves the electronic bill of lading trahéferable simply by changing its
Holder. It is thus analogous to a paper bill transferable by bearer.

The next subsections examine in greater detail these transfers of an active
electronic bill of lading. Pledges of electronic bills of lading, which are transfers of

25 interests for purposes of securitization, are examined in section 4.4.4.

44731, Designating a Holder

As section 4.2,8. explains, the Holder is analogous to the person who would

have physical possession of the electronic bill of lading, if it were a tangible document.

30 Therefore, the Holder the person who is entitled to receive the paper bili of lading, if



retention schedule. The title registry instruction effectr ng t

desi gnation is also recorded in the chronol ogical |og 6§eﬁ§?§"@§§30@3 ow, and
that log is-retained for as specified in the applicable retention
schedule. 10 4.4.3.2, Designating a Consignee As section 4.2.4. explains,

the Consi gnee v oiaeg! €ctronic bill of lading is anal ogo%r@gg,%ﬁ%“ ng a

Consi gnee of "a conventi onal non-negotiable bill of |ading

Consi gnee makes the electronic bill of l|ading non-transferable fromthat

poi nt on. Designation of the Consignee ordinarily occurs only once in the
lifetinme of 15 an electronic bill of |adfhg, so once the Consignee role
field is filled in, its content renains unchanged Oper ati on Rul e

11- Desi gnati ng BR el HNESs n nee in
creating an electronic bill lﬁmﬁgsﬁ%%w @%td See era e|g°olzrfrlaIeb]alfitﬁ OISE B. To

desi gnate a Condi #Eded in préangbéd toliteloldeBsar Beardrdfalier desoribediah dettiod o or der
of - an el ectrpnisC Thid l:lesm\atinaqlnag R (#fa b(lﬁqhxg?el e higBnd Ir%ldlenrdlicg LStry

instruction designating the Consignee Font ¢ *| adi ng, -
and 25 (b) Si gnVanailsengefartnbs setigled 1 rectivedihagagen dilt whénEthé ewltaiitoypaper

instruction,s t [ gi t me ha uni.t. le ,i at
der To desi g?rat g%%o%s%%ﬁ%é%—b% e¥er f% ﬁor‘aé"r% %%%aﬁ“dg Actdgﬂgﬂati“%?ll of

| adi ng shal |  3foideris esmivateio @Si@mdgmBsararéhplﬂer ed in Operational Rules 14

and 13. The title reg 00/ PCTI.G3B99/ 03091 -70
i nstructions desi gnat%%ﬁ%%égggn@teu e{r'sed W% °5‘?jﬁé’gk’§‘r‘?§ $HFRY nay be

seat  withint h&hesgafier. rheérélaag‘ea.y_smsea Heldwi bnda:se chfe t:tlhr@s&gaeid &y SBsHRAtS on
et Oper al| onokecFi fiae?y iy QUL IZHAL JTRE SSEANLS So0SLgnee when

creating the electronic I ng, Eent system -
has returned®an ackerWl@dgmiemtfom@eBifgﬁaymgrg Iﬁchdaar Ry i dbaibiied hWidteithitendi | | has

been successf ul Lg &Rt E %esid B, CUTF eat Hg t.o-order. or, Bearer Hol der of
the el ectronic H%l&?ﬂ 551 Irlr%a al ngerd %rfvgrﬁiﬁst‘%‘atéf’gcf)r%flﬁﬁ’é% or blank-

endorsing the electromc b1ll of lading. It is always automatically combined with

designation of a Pledgee; so that the user designated as Pledgee is always also

designated as Holder. The designation of a Pledgee as Holder is automatic and need

15 not be included in a title registry instruction.

aftl le [4; Designating a er

To designate a new Holder of an electronic bill of lading, the current Holder of that
electronic bill of lading shall:

20 .(a) Complete a title registry instruction deszgnarmg the new Holder for that
electronic bill of lading: and
(b)  Attach the eBL Text of that electronic bill of lading in the form of a document;
and
{c) Sign and send a message (including that Instruction and eBL Text) to the title

25 registry via the message handling unit.

The remainder of this section comments on that Operational Rule,
A user can designate a Holder only if the user is either the current Holder of the

electronic bill of lading, or an Originator creating a new electronic bill of lading.



As mentioned, an Oiginator nust be creating the electronic bill of |ading
to 10 designate its Consignee. The current Hol der-t o- d7 GeptentbeBad®Er

Hol der may designate a Consignee only if the bill is active and
transferable. As Figure 19 illustrates, to designate a Consignee, the

foll owi ng steRgy @iy Perfornmed: (1) The appropriate user nmessage
to the nessage handliri1 ng unit; 15 (2) In that nessage, the%css?g%ﬂg%gg%lgnat es a

Consi gnee by listing the new Consignee's user identifier within
appropriate tags in the Instruction elenent of the nessage type header.
Further tagged information, such as the #bcunent 1D of the bill to be
affected and an indication that the bill is "non-negotiable", is also

required there; (3) ATH8id&4$RY dbstite dhOl Hlabdbn RS il L@l ni ng
t he Consi gnee 20 desjgnati.on Sandesends threnﬁrlessaée gﬁ&(ﬁ@g&%@@ge

handl i ng unit; {4Ye Bdefgpeddingechusshyelurthpre ififssalestyonit bl ladige imtiledgahecks its
authenticity byte &S FW ' I - S The ssage
handl i ng unit and‘/or_tiﬁ%ﬁgiﬁﬁﬁag@ggéﬁ%% gioﬁ%htgp'?%}réér?lgflgefﬁ%ﬁn%ssage.

| f the message PeahdesigagedifietHalded ioplsq sipubancenglysdasignataiamntit Phwdggeer Ay verify
the digital sigpakibg I F i ‘ It returns a 25 LNak;
(5) If the senderés grin%:&tdg%@gtiéatrﬁgfd 3{%1){%&\;}%%%@2%6 %éﬁho?lﬁ{élﬂﬁg%@%e i s found
valid, the title régifsgurs]idiushegtes ta designatad mmt HoéerttieefolRovisi goesesat e fiel d
fromenpty to theser identifier of the new Consignee listed in the
nmessage type header; and (6) The title registry then confirns the
successful desi gnat i(Bri/si atuses syers itprepproprde bsyr areas mmiesggyioahd M@sagessage
handling unit ay .ugﬁ_ssage havi ng a BAck type header 17 Septenber 2003 WO
00/ 55774 PCT/ GB99103091 -71 to the sender. That type header includes a
report fromlfhe tit|(d Theysesidentifpf isttive taggtd rse ier ddssating ke mew TbiderTi t | €

o al 50 the. cur henc TR e o DRl ARG Pl SRR AR e egie one
effecting t he" (Ibﬁgh@we@tideslhgmpf tbahessigh &ypa btadercl rthed tughes ddrd) euchad hewi ng
e et YOI R st o (s electron
as- Hol der of this el(®cTheondee tienl digiafly signs the message containing the new-Holder

15  designation and sends the message into the message handling unit.

(4) As for any message, the message handling unit checks the message’s
authenticity by verifying the sender’s digital signature. The message handling unit
and/or title registry also check the form of the message. If the message handling unit
and title registry cannot properly verify the digital signature or does not find the form

20  of the message correct, the message handling unit returns a ENak.

7 (5) If the sender’s digital signature is verified and the message found to be
valid, the title registry is updated by changing the content of the Holder role field to be
the user identifier of the new Holder listed in the message type header. The former
Holder’s user identifier is removed from the title registry record for that bill.

25 (6) The title registry then confirms the successful designation of the new
Holder by returning to the sending user, through the message handling unit, a DNot
message having a BAck type header. That type header includes a report from the title |
régistry of the a.ctions it has taken.

The title registry notifies the newly designated Holder of its designation.



| ading, in addition to your designation as a To Order Party, Consignee,
Bearer or Pledgee, we (the Service Providers) confirnmdi®epkndier 2003t he
Oiginator of this 10 electronic bill of lading (the carrier) that the
goods are now held to your order."” Further, if the new Consignee is also
the Hol der, itwassigverse the designation by returning to,the Tifle

Regi stry a nessage with a header in the sBRf formw thin the "{ineout
period of 24 hours begi nni ng when the title registry record is updated with
the new designation, provided that the SBRf nessage is sent before the
desi gnat ed user 15 takes any other acti ofi®in relation to the bill.
Alternatively, it may accept the appointnent by returning a UAck, letting

the tineout period dmeaqgsﬁmceme\hailéld&gqea@rﬁlhodbe& Rot aFf@dt%'s&Ehsto? &Q@ch@h&' ot her
t han returning an §I§Iﬂ‘ Dg %nat ng a_ Consi gnee makes the eflectronl c bill
of |ading non-t PanSfat s BithiF EsigREMm e95ws F prre of ergatiog rthe bil, thedat ed.

20 The title regmm:tle’ti;mbﬁﬁ@&éhn@@ﬁb@dsﬂ'eﬂgsﬁ]@@illqﬁﬁbgﬂﬁéétz?c@ of the Consignee
remains in the tltl}‘}@ istry and available to permtted users for the
time specified int HE%WCFIEES'HF@M astaiing] tesrdesietntign plhe Hilder réntdire in thgi St ry
instruction ﬁffﬁﬁﬂtieﬂlgrntiﬂﬂ HERbIG I birRifh a%se?-.i &P the ¥

chr onol ogi cal ssa e flowb anc<1a t hat 65 ey gct%geldﬁrégle aplicgle
specified int h@ B 76 e Fea Hig f%ﬁ”&eﬁé‘%&e eff@@ng T, @sBnatiah'is Fo Qr der
Party As sectlomcﬁde’& . m@&lﬁbrﬁu Ral fob%r TRsGEAREw Pant N SheftLonic bill
of lading is anal ?%gus to thedgegdo?see gs%a cvg)nvergtaitgé rﬁtajlnfacgqfr aFadl ng.
Li ke an endor se®H rhyceds reopangchedilef ur t her transfer the bill,' if
the To Order Parry al so hoI ds it. For an 17 Septenber 2003 WD 00/ 55774 PC
/G8991030911 72 el ectronl c bill of .I adi ng, the process anal ogous to .
endor senent ?o Bf-ché onRessignatinga Cogsigriegnat | ng a successive To Order Party
and Hol der (i.e., aAgoJe@[ﬁ,ﬁ -4.04 Q). - thp De3| gnatl ng
a To Oder Parry 5 A An Oigi na?Il C gnafzér{ gilelfmmf)rbsu P

creating an el eiegRpsctopite| CelfSl“ﬂP*hdhfrﬁg cemetmﬁplenm-mgmblel?bme oﬁaadmgB To
designate a To &@gnfadrdoﬁmg&e ga@%g&eelg—ﬁ&ﬁﬁm oﬁﬁﬁﬁgﬁon@mgemme r Ider t o-

order of an electronic bil
_ point on. De51gnat10n of the Consxgnee ordinarily occurs only once in the lifetime of

15 an electronic bill of lading, so once the Consignee role field is filled i in, its content

remains unchanged.

Operation Rule |5: Desienatine a Consionee

- 4. An Originator may designate a Consignee in creating an electronic bill of lading
20 (see Operational Rule 13).

B. To designate a Consignee. a Pledgee Holder, Bearer Holder, or Holder-to-order of -
an electronic bill of lading shall:
(a) Complete a title registry instruction designating the Consignee
Jor that electronic bill of lading; and
25 )] Sign and send a message, including the title registry instruction,

to the title registry via the message handling unit.

le 16: Designati [ der
To designate a Consignee Holder, the Holder of an electronic bill of lading shall
30 perform the procedures required in Operational Rules 14 and 15, The title registry



(a) Conplete a title registry instruction designating the To Order 10
Partyfor that electronic bill of lading; and (b) Sign adA&eptembes 2683sage,
including that title registry instruction, to the title registry via the

nmessage handling unit. Querational Rule aria 1 r- - er 15 To designhate a
Hol der - t 0- or deyg gossFk edgee Hol der, Bearer Holder, or existjpgebil.ger -
to-order of an electronic bill of lading shall performthe proceaures-

required in Operational Rules 14 and 17. The title registry instructions
designating the sanme user as both To Order Party and Hol der may be sent
within the same nessage. 20 The renmi ndef%of this section coments on that
Operational Rule. An Oiginator may designate a To Order Party when
creating the el esticinsGeddinaling thdsamb Akl RGorPOSnsBRe A HBIA RS sk bdst © T egistry
has returned an acknow edgnent through the nessage handlihg unit notifying
the Originator VH Fg’l‘fﬁ‘@mdi”lsf"gﬁas been successfully created. The current
Bearer Hol der of the electronic bill of lading may al so designate a 25
Consi gnee. One To Order Party may al so designate a successive To O der
Party if the desi gnif Fyints ofshisspctpypammants oatpbOpssttieal Rale, ., t he

Hol der-to-orger), Asy®idihen : I, Gt i ng t.he
electronic bill_of | adi nbg to%égﬁgg%ta?@?é&%ﬁgg g;r?ﬁ&g{e%%%ﬁ%eblgﬁfrent
Bear er Hol der of2difg|dbior plier e pasentpyptemos regitpadean ackpowiergiemt Raifting el y i f
-the el ect roni coBkihdiorahat i i i 0 le. 17 Septenber
2005 v 00/ a9 a e s e (Bt e o2 e“a"’%degé?léﬁ:&gwfg Th %2%%3{02%-&%%%0655 of
desi gnati ng a TBeas foiery{theyleckamisbilhefdaditgmayfaisoldenignaigs Consipe. (1) The
appropri ate user ‘cr eat.£Sy SR I unit. (2) In :
that message. the u?ée&rlﬂ%telgr}eg{’ﬁazlt es aa&o #%Fbcfg‘?&%glg%r%g&ﬁcs }Iﬁgllafﬁr?é(t%ew To 5
Order Party'!8 udwsienstelshEomsigase. Whe prmenidigidenr-ordéror Beayer Holdet Iney denighateict i on

el enrent of the Y o agged i nformation, such as

t he docunent IDagf&%t %%ngtﬁeggqﬁﬁﬁgfagg%%‘gggagﬁd an indication that the

el ectronic bill of lAsdfiggeil8 illustsyest itaBesighate jasCoraigsm, thecfuilovank ttymrae (3) The
user then digitglfymsions. the nessage containing the To Order Party

(1) The appropriate user creates a message to the message handling unit;

15 (2) In that message, the user designates a Consignee by listing the new
Consignee’s user identifier within appropriate tags in the Instruction element of the
message type header, Further tagged information, such as the document ID of the bill
to be affected and an indication that the bill is “non-negotiable™, is also required there;

(3) The user then digitally signs the message containing the Consignee

20  designation and sends the message into the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by~
verifying the sender’s digital signature. The message handling unit and/or title registry
also checks the form of the message. If the message handling unit and/or title registry
cannot properly verify the digital signature or finds the form incorrect, it returns a

25  BNak;

(5) If the sender’s digital signature is verified and the message is found valid,
the title registry changes the content of the Consignee role field from empty to the user
identifier of the new Consignee listed in the message type header; and

(6) The title registry then confirms the successful designation of the Consignee

30 by returning via the message handling unit a DNot. message having a BAck type header



10 designation and sends the nessage into the nessage handling unit; (4) As
for any nessage, the nessage handling unit checks its AadtSeptember200dy
verifying the sender's digital signature. The nessage handling unit and/or
title registry also checks the. formof the nessage. If the msssage

handl i ng uni t warooisst4 € regi stry cannot properly. verify tpheggh Jgf
signature or find the formincorrect, a BNak is 15 returned, 5@? f

message handling unit and title registry properly verify the sender’

digital signature and find the nessage lid, the title registry changes
the content of the To Order Party rolefield to the user identifier of the
new To Order Party listed in the nessage type header. The fornmer To O der
Party's user i detstdier Tha typehededncudasa ket froadiht tilld RaikBOi e ¥idnegor d for
that bill; and gﬁb\'ghe title registry then confirns t he successf ul

desi gnat i on of the new To- Order Party by returning a DNot nessage having a.
BAck type header t oTheh&itls Registy nbttﬂeauWném@oﬂﬁﬁﬁage it aRdblafgh U fpe That

t ype header |n epprt fr he titl try of the actions it
has taken. %HQ@%% flsgd e o7 STFY ‘H%J"f %?efl@ES g\%sﬁe oerese Paegreof its
desi gnat i on. J | feffechieg thee@dnylgnbesiegmh@d the n@icdaﬁchlﬂai t¢ folfovheS Rl Ric&UT T eNnt

Hol der (perhaps v ou ﬁ@at e Sae nﬁégﬁggg as the ane effectl ng To Order
Party designation). the ?)nglnﬁtg #51k9 this elepnicgif pigadiegdn accordansehave been
desi ghated as it thio Raleboolof Byhiigueedf /et @pacsy Rk IHolaef of &ﬁ@l&ﬂodﬁﬁblﬂcgor dance

with the Rul eb virtue of ur capacity as Hol der of
electronic bil ?% “y%ﬁdﬁldn G ﬁo"éd%?lﬁaB‘?P 502 8 g dertyreansigrecaBeaserto Or der

Party, 17 Sept @hibge, @eq&ev&@&}/ﬁé%z&s)%}{ﬁ@%g/@ﬁ@%f thé 405 RMRd: etﬁl Bearer .
or PI edgee gne %ﬁmn ﬁ’é@f mser Vi ce gr ovi der) confirm on behalf t he

Ori gi nat or 18 ¢ Whnedthp parpierihat thegopds apamew heldite yaur prdeiat t he goods

are now held to ydurtheridek néw Eufddaed is al'thhE heid&ewm@re%@'%eﬁ’é&{ B%ﬁ ohS al Sf’
e registry

Hol der, it rrayre erseé_g desi gnati on returnin he tit
a nessage with%h £R %@Peg I @ ISEREe ‘S“hﬁ)hqqﬁiwlﬂgw ﬁBRfrfemtwmwp peri od
of 24 hours begagi agm%em Kot SRO1R ik {559 réboldSs uptREBL AR 1D the

new desi-gnation, provided that th nessa s sen
desi gnat ed usePsY Srsigoatigny pravided thatthe 8BRE messag it Seumbefage thaaledigriated user

Al ternalt i vaky. b B3 ondCRSRL o R BRRS! G BRI ARmh A 08, Gk ! €11 N0

the tineout period €ela
appointment by returning a URck, letting the timeout period elapse, or taking action in

relation to the bill other than returning an SBRF.
Designating a Consignee makes the electronic bill of lading non-transferable
beginning when the title registry is updated.

20 The title registry record containing the designation of the Consignee remains in
the title registry and available to permitted users for the time specified in the applicable ~
retention schedule. The title registry instruction effecting the designation is also
recorded in the chronological log of message flow, and that log is retained for as

specified in the applicable retention schedule.
25

4453 ignating a To Qrder Pa
As section 4.2.5. explains, the To Order Party of an electronic bill of lading is
analogous to the endorsee of a conventional bill of lading. Like an endorsee, the To

Order Party can further transfer the bill, if the To Order Party also holds it. For an



taking action in relation to the bill other than returning an SBRE. 10
Designating a To Order Party when none is currently dedigeptambar®kes t he
bill transferable by designating a successive To Order Party begi nni ng
-when the title registry is updated. Wien one To Order Party designates a
successi ve TowgggssParty, the bill remains transferabl e’PdMGIBP'iI&EbFI‘
transfer possible only by the successor beginning when the title Tregistry
is updated. 15 The title registry record containing the designati-on of the
To Order Party remains in the title regl stry and available to permtted
users for the time specified in the appf#cable retention schedule. The
title registry instruction effecting the designation is also recorded in

t he chronol ogi cakctlogig bAf oMRASHAXSE: Hlo t Loed f as
specified in th appl i cabl e r%t en%l gér%é g%%a%h@.en!%&fei( g E&eg %151“51? Edor si ng
and Desi gnat i ng ‘~ g @ SUQEEsPifR Fo PrdenRerty prddileldnnics.. biHolderb-okddi ng i s not

al ready transferable by Bearer Holder, <creating a Bearer Holder for it
consi sts of blank endor5|no the b||| Bl ank-endorsing consists of flagging
the el ectroni c B ALl o Gesignalind P @ide karfndorsed in the title 25
registry, \A,hsch,;h@,sg f [ [, at that its Bearer
Hol der. The new Beartrl%fm{rb%&g%ﬂé)n%tf%g} g‘gtﬁ ag H%F%ﬁ nel‘fcﬁ%m%% ln?m nply by
changi ng its Holed®e (ssaOpatarinnpl Rded/3i.n section 4.4.3.1. In other words, a

Searer ol der 3 MBI, 0l Dbl BRSO BBl ©f [ adi o
has al ready beefrde’df er dectionicdétafiasingahal; 3. 1. Th| s section focuses on
bt ank- endor-si ng el e(‘(g)rontvgmBm[Lhﬁrg)’%%ﬂ 1094 nde.{zjlg g&rh%{q ?E"B Bti I le

e 5 A An originator e an | ading in
creating it lfsee Operat P@n»a‘br tRuflelzcri@ije. bill of lading: and

(b)  Sign and send a message, including that title registry instruction,

to the title registry via the message handling unil.

ational Rule [8: Designatin Ider-to-grder
15 To designate a Holder-to-order, a Pledgee Holder, Bearer Holder, or existing Holder-
to-order of an electronic bill of lading shall perform the procedures required in
Operational Rules 14 and 17. The title registry instructions designating the same user

as both To Order Party and Holder may be sent within the same message.

20 The remainder of this section comments on that Operational Rule.

- An Originator may designate a To Order Party when creating the electronic bill~
of lading, but not after the title registry has returned an acknowledgment through the ~
message handling unit notifying the Originator that the bill has been successfully
created. The current Bearer Holder of the electronic bill of lading may also designate a

25  Consignee. One To Order Party may also designate a successive To Order Party if the
designating To Order Party is also Holder (i.e., the Holder-to-order).

As mentioned, an Originator must be creating the electronic bill of lading to

designate its To Order Party. The current Bearer Holder or Holder-to-order may

designate a To Order Party only if the electronic bili of lading is active and
30 transferable,



B. To Bl ank Endorse an electronic bill of |ading, a Holder-to-order of an
electronic bill of lading shall: (a) Conplete a titletf&gptermberi28@3ructi on
Bl ank Endorsing that 10 electronic bill of lading (Note: The To Order Party
designation wll be automatically renoved by the title registry upon

processi ng thayobgagiguction.); and (b) Sign and send a rresp'stqﬂ% 91{1?3“ udi ng
that title registry instruction, to the title registry via ésage

handling unit. 15! Vr[ s the A The Holder of an electronic bill of
| adi ng becones its Bearer Hol der s when lynstruction effecting the Bl ank
Endorsenment is entered into the title gt™~" order may designate a new
Hol der by an Instruction in the sane t |Id o- 5. A Ho er- Instruction
effecting the Bl ank Rindo?Giintmtes thE pacese of Yesiasing AatceOkderdQryBESaaEHmaS t he
dorsed el ectron{v?l P; Esque SHoI der thereby becones the Bearer Hol der of the
newy Blank En o (f r OMer Hot Q dorsed 25 A Bearer Hol der (the

Hol der of a Bl ank Er{l)}Theapprapmiae um l:ﬂeat@sfa m@ﬁha@khms@sﬁangn@tﬁna new Bear er

Hol der by the procedur.e .required erational Rule 14 f
y P! (&5 I than%essage the user esignates a To Order Party by hstmg the new To

5 Order Party’s user identifier within appropriate tags in the Instruction element of
the message type header. Further 1agged information, such as the document ID of the
bill to be affected and an indication that the electronic bill of lading is “negotiable”, is
also required there;

(3) Thé user then digitally signs the message containing the To Ordér Party

10 designation and sends the message into the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by
ver:fymg the sender’s digital signature. The message handling unit and/or title registry
also checks the form of the message. If the message handling unit or title registry
cannot properly. verify the digital signature or find the form incomect, 2 BNak is

15 returned;

(5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry changes the content of the
To Order Party role field to the user identifier of the new To Order Party listed in the
message type header. The former To Order Party’s user identifier is removed from the

20 title registry record for that bill; and

(6) The title registry then confirms the successful designation of the new T¢
Order Party by returning a DNot message having a Rack type header to the sender
through the message handling unit. That type header includes a report from the title
registry of the actions it has taken.

25 The title registry notifies the new To Order Party of its designation. If the
newly designated To Order Party is also the current Holder (perhaps through the same
message as the one effecting To Order Party designation), the notice includes the
following text: “You have been designated as the Holder of this electronic bill of
lading in accordance with the Rulebook. By virtue of your capacity as Holder of this

30 electronic bill of lading, in addition to your designation as a To Order Party,



designating a new Holder. | The remainder of this section comments on that
operational Rule. 17 Septenber 2003 WO 00/55774 PCTI GBo§eptsower 2068 only
the Originator creating an electronic bill of lading or the current Hol der-
to-order may bl ank endorse an electronic bill of lading. An electronic bill
of lading can weed@stgk endorsed only if it is active, traRsi@haPhs, and
not pledged. 5 As nentioned above in this section, for one Bearer Hol der of
a Bl ank Endorsed bill to designate another, the Bearer Hol der sinply
designates a new Hol der as described inygection 4.4.3.1. To make a Bearer
Hol der when none exists already, the bill's current Hol der- to-order bl ank

endorses it. 10CFi gg;ﬂre 21 illustrates the process of blank endorsing an
el ectroni ¢ bi | | “BSIEPSRI BRger or Pledesspit Hkg wyrem oervinp proMiden eonfigwondshaifiofed: (1)

the appropri at et RigintletEs ciBedRS SAGR 11y (He SRALS Mat Be L8 SES58984 handl i ng
unit; (2) in that nmessage, the user incl uges a bl ank endorse indicator in

the formof a Po°Bl YARENFYIER ifithinewnTe Reler Pastyriyaleq Heides) i menteverse thbe
nessage type headghatio By tdd@hing AAGCEHARLiRry SHEeANith Q%pg%é&@?gxﬂltdre' égpgf t he
| 0

bill to be affected and an indication that the electronic | adi ng

i s "negot i abf e" formgvithinghe tiraepyt pesigd of B) houtsdegiswing wheartheaitlyiregidilyyreidins t he
message cont ai ningeh Bien RlARKERD - [BS3A98.i no the
message handl i ngﬁ}%ﬁi t; 20 (4) agﬂaﬁ‘g‘r’5%%?@’3%‘3‘%%?%%%?&@%%%& FHdFi ng uni t
checks -its aut tesignited tser fajres anpoitiel adtign irheelassiomchethe Sildi gldradively gnatayr €. The

message handlin g r 1itle registry-. also, check the formof the
m_as_sage. 1 f t hegcﬁg;gst%gg&ﬁéﬁncfﬁ lﬁ}éreﬁﬁfuf‘g Sr&ffé‘t r‘eg‘“’ige‘B? BPFQPt PRt PsH B per | y
verify the di-gi taking sitign & relagonas the billbtiieh@ak RumindWBaRRECt ,. @ BNak is

ret ur ned; 23 (5) if the nmessage handling unit and title regi strd\]/ properly
verify the $8nder' s Deeganap 18 OgivaPupevhsn goreiinerrienity deeiensssganaleesi thebill ¢ he
title registry tfskamblen®y &:ReHEN Qickbdite To Order Party beginning when the title

registry is updated. When one To Order Party designates a successive To Order Party,
the bill remains transferable, with the transfer possible only by the successor beginning
when the title registry is updated.

15 The title registry record containing the designation of the To Order Party
remains in the title registry and available to permitted users for the time specified in
the applicable retention schedule. The title registry instruction effecting the
designation is also recorded in the chronological log of message flow, and that log is

retained for as specified in the applicable retention schedule.
20

4434 an ing a i i 4]

If an electronic bill of lading is not already transferable by Bearer Holder,
creating a Bearer Holder for it consists of blank-endorsing the bill. Blank-endorsing
consists of flagging the electronic bill of lading as being Blank Endorsed in the title

25  registry, which has the effect of making its Holder at that time its Bearer Holder. The
new Bearer Holder may thereafter transfer the bill simply by changing its Holder as
described in section 4.4.3.1. In other words, a Bearer Holder is the Holder of a blank

endorsed electronic bill of lading.




of lading as bl ank endorsed and changes the content of the To Order Party
role field to enpty; and (6) the title registry then d65ePiEMPe;i2B0% he
nmessage handling unit the successful 30 Bl ank Endorsenent by returning a
DNot nmessage having a BAck type header to the 17 Septenber 2003 WO

00/ 55774 PCT/ oB®@¥€8991 -77 sender. That type header i nclg¢grmosipsfsgpor t
fromthe title registry of the actions it has taken. A new Bearer Hol der
is notified by the following text in the FMsg nmessage: "You have been
designated as the Holder of this electrgpic bill of lading in accordance 5
wi th the Rul ebook. By virtue of your capacity as Holder of this electronic
bill of lading, in addition to your designation . A den. Ramsty.

Consi gnee, Bear er OpesignRhrcges, Holder (ehured s*feé%c%vée%\ﬁ/i"ggégg? ovi der) confirmon
behal f of the Originator of this . bils &filddingof | adi ng (the carrier)

t hat the goods wt@nweﬁérfﬂmﬁ‘be“?foéﬁ%%%gg?" The new Bearer Hol der nay
reverse the designation by returning to the title 10 registry a nessage
with a type header in th? , L URiERhdver Bill afladingperi od of 24  hours
begi nni ng when Ope gl iEg y record 1s updated.w. he ;

desi gnation, . pr,oyj g8stdbahaytBne Emsemsgﬁw‘qbgﬁggﬁ{mgﬁe?} (‘:E)Ir'tg{§ tﬂgéé,desi gnat ed
user takes aﬁy ot her ?gilé%g inrelation to the bill. Alternatively, it may
accept the appoiOptrrtieie turning a Mk, letting the ti qeri od

el apse, or taki ngraghlOidoste btiadroninbilef g4 Wdeli‘??i%rr il O& mfﬁﬁégtr? returning
an SBRf. Bl ank-éndorsing an electronic bill of |ading nmakes it transferable
by its Bearer Hoiitlgfiladimersbalfi t | e registry record cggtagi ni NG, t he bl ank.

endor sement renmai ns |gg t he, ickd critlevegirg tnsyructiod Byar1861E "to pernitted users
for the tine specifi in the applicabl ] @k Fonyy gesigadiiine.  The titl e
registry instguction effeﬂiqcf’ﬂ’ﬁcg’ﬁgj% ’ggg‘ﬁg‘?gi}%{\ﬁ{s al so recorded in the
chronol ogi cal | og of Message.hlomericalicrenbusd by &6 & B ¥PHPREd for as
specified in the applicable retention S hedple. 4.4.4. Pledge i n 25 Pledge
transactions reflect the meedsUrg PEIGH Y hanci al i_gsti tut i ons j,nvol ving
bills of |ading. Thege a@%nhﬁuﬁﬁd&mémagp.liedgé"&‘f*%{ﬂ EETOhS, nanel y

de_S| gnating a Pl edgee, age handling unit.

to the title registry via the mess

; older by Blank Endorsement
20: Becoming Bearer Holder

n electronic bill of lading becomes its Bearer Holder when the
10 the title registry record.

ngrgriongl Rule

A. The Holder of a

tion effecting the Blank Endorsement is entered in

Instruc ere
by an Instruction in the same

] Holder
A Holder-to-order may designate @ new .
- lank Endorsement. The newly designated

; ing the B
20  message as the Instruction gffecting nic bill

tr
Holder thereby becomes the Bearer Holder of the newly Blank Endorsed electro

of lading.

Bearer Holder

Operational Rule 21. Transfers by. |
. nk Endorsed electronic bill of lading) may

2 er Holder (the Holder of Bla j
7 ¢ procedure required in Operational Rule 14 for

- designate a new Bearer Holder by th

designating a new Holder.

The remainder of this section comments on that Operational Rule.



relinquishing a pledge, and enforcing a pledge. Regardi?ggg?si nating a
Pl edgee, when the current Hol der-to-order or Bearer fé f%8es a
Pl edgee. it 'enters a user identifier into the Pledgee role field for 30
the electronic bill of lading. It thereby converts the bill to pledged
status, and t wosogsi785ept enber 2003 WO 00/ 55774 PCT/ GB99/ @392 k99/03068
suspends the ordinary powers of the To Order Party or Bearer Hol der while

the bill is pledged, as described in section 4.3.2.. Designhating an
initial Pledgee for an electronic bill gf lading is analogous to giving a
conventional bill of lading to a bank as a sort of security for a

docunentary credit. Once a Pledgee is designated, it may al so designate 5
a successor. Regar dpﬁb’ thePrigipriorstraving 2 efpceahiebill pbladieg ar the aurkrint Holderom

pl edged status brdcPing alkndd @R LELAN: Guitfeflg, the Pl edgee deletes its
user identifier fromthe Pl edgee ro I el d. at deletion is the

rel i nqui shment of tHKHeé pf@dee.bilRogdediticnepnelf blanl rudoesepl @ijgé, itiif e, Pl edgee

must exerci se |t§a§5fgﬂaggta§dh& feﬁl%d 10 security represented by the pledge, the
Pl edgee desi gnat es i tself tﬁ urrent Holder-to- order, if a To Order Party

had previ ously beenAdashinsed abdye io thiBeetioss fot-ole Beared Holddnef a PlagicExdonid bi | | of

| adi ng had bee I 0 h esi natl n b Pl edgee is
ternmed "enfor C|no rllig t?%ﬂ%ﬁg {m%ﬁmgr #1_ g%m%ﬁ%%er 5“5%5 é"sé:l%rfageFﬁSa éeewsg'ﬁ’fdﬁ’easc hese
transacti ons |rﬂembgildétcapn4415 4.4.4.1. DeS| gn to ing a Pl edgee Hol der
Desi gnation of a Pl edgeg. a @Q‘&%—t[olcﬂ:? Haesdesl %gelt%!fvoﬁeceﬁﬂl ?ﬁ%m[ﬁ%ld Wen a

new Pl edgee i s designated ering a User ¥ edgee
rol-e field for toiordél‘@iﬂé@mcuma bill of lading in question, the title

registry al gp entersg; LA entifi 0 toth role field.

This section descri ggygtazﬁé ates SRS gglé‘é(se"idﬂm&? 2N 8?r°m8§tna?fll"‘.dmg’

Quer - ati onal 72th¢3&aiegiﬁa18io@waicaahm\hd¢sczﬁmd a HoI der to designate a Pl edgee
25 P| edgee Hol der to

'r_lgl Fer OT an el ect r gfar%rfa? us ra:‘:gl ﬁga Ors &orocﬁ‘:;p ot SS dhn
pl ace itself as P §r e iioic] R the Pfssags hpding )
Conpl ete a titlwmit egi st ry inst ruction desi ghating a Pl edgee

(2) in that message, the user includes a blank endorse indicator in the form of a

15  BlankEndorse tag in the Instruction element of the message type header. Further
tagged data, such as the document ID of the bill to be affected and an indication that
the electronic bill of lading is “negotiable”, is also required:;

(3) the user then digitally signs the message containing the BlankEndorse tag
and sends the message into the message handling unit;

20 {4) as for any message, the message handling unit checks-its authenticity by

- verifying the sender’s digital signature. The message handling unit and/or title registry~
also check the form of the message. If the message handling unit or title registry
cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;

25 (5) if the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry marks the electronic bill
of lading as blank endorsed and changes the content of the To Order Party role field to
empty; and

(6) the title registry then confirms via the message handling unit the successful

30  Blank Endorsement by returning a DNot message having a BAck type header to the



Hol der for that electronic bill of lading;, (b) Attach the eBL Text of that
electronic bill of lading in the formof a docunent; AA&epEentgpedder 2003
WO 00/ 55774 'PCT/ GB99/ 03091 -79 (b) Sign and send a nessage including that
Instruction and eBL Test to the title registry via the nessage handling
unit. The remaideikmef this section comments on that mer?&m‘ms le. 5
The current Hol der (i ncluding Bearer Hol der, Hol der-to-order, or Pledgee
Hol der) can designate a Pledgee. If an electronic bill of lading is

pl edged, its Holder is invariably also i;s Pl edgee; and that Pl edgee

Hol der may thus also transfer the bill. APl edgee can be designated for an
electronic bill of lading only. if it is active and transferable. 10 As
Figure 22 il ustmdére Shadgeigakt inolndet repoRtltea0@e il nepkivesrt hdhgibal | i ng
steps: (1) Theta Qrpropri ate user creates a nessage to the nessage handling
unit; (2) In that nessage. the user designates a Pledgee by listing the new
Pl edgee’ s user idem néb @eart Md1ddd iORITIOPbY e Qoll MGy fekt R HRSIRNGEe: 1 ON

el ement of the pgssage, type header. Further tagged data, such as the
docunent | D of th& 7% been Hesigpated gsaloe Hadder pEthis elsctrinicdilt efjedinid atchsimer (3) The
user then digi ta;lthyhesmggb%oﬁ.hgymatg%gp(%ﬁtp|a£1glofd_gle0ﬂ(l§dege§§0 .cdgiﬁl nation
and sends the nessage into the nmessage handling unit; ) Tor 4 y
nessage, the me 28ingeintaddidipy fryyamnidesignadankas 4 Te Qader Hariy.i Cinigndey Bearerdrf yi ng
the sender's di glefigbk vd : | it~and title
registry 20 also “chlec}(@tﬁ%t'é’%{%rgrsﬁgef prgﬁgéﬁn%ggglgggt%h?gtoﬁ@etr(r)engsflﬁtﬁ%oﬁfg‘ﬁdI i ng
upit or title regsuspiepilolinding (the eqvdar) thatthersodds atemewdielgits rdur edderivat ure or fi nd
the formincorrect, i t N e ( pessage handl,ing unit
ant title registry J?’S?gl?ﬁfh‘?feg?@? ﬂ[t'(tdh/e sen eezdééifgn%ilagib?g?m@gﬁﬁ%ﬁﬁgﬁieand find
t he message ¥al Tegistry hmesspae| vathraayyiedieadgr ip imrages fotrh evitbipneainteontpetidtcof 225

Pl edgee role fi . identi.fier of.the new Pl edgee l.isted in the
message type hegddlgsr Ee%%ﬁggfv%hr%ﬁ%}}e tﬂﬁé &y rgcolﬂdcslesruplgaa‘:éq(?l‘fvlﬂiL gy deSighafioRad £ r om
the title regi speyidedeibar tie SRRT medvage ibistnt before theldésignamnd uteheaktd hilyeothe@gi Sty

I nt er h w. Pl ' roidentifier
al'so enters t €adtG¥in relgtg&%g th% b'fﬁS eAltemggve}y, ]:t m%y accept the appointment by returning

a UAck, letting the timeout period elapse, or taking action in relation to the bill other
15 thanreturning an SER¥.
Blank-endorsing an electronic bill of lading makes it transferable by its Bearer
Holder.
The title registry record containing the blank endorsement remains in the title
registry and available to permitted users for the time specified in the applicable
20 ‘retention schedule. The title registry instruction effecting the designation is also
recorded in the chronological log of message ﬂow, and that log is retained for as

specified in the applicable retention schedule.

4.4.4, dge ion
25 Pledge transactions reflect the activities of financial institutions involving bills
of lading. There are three main pledge transactions, namely designating a Pledgee,
relinguishing a plcdge,' and enforcing a pledge.
Regarding designating a Pledgee, when the current Holder-to-order or Bearer
Holder designates a Pledgee. it enters a user idemtifier into the Pledgee role field for

30 the electronic bill of lading. It thereby converts the bill to pledged status, and thus



into the Holder role field in place of whatever user identifier was there;
and (6) The title registry then confirms the successfull? @estegrker 2683 of the
new 30 Pl edgee by returning, via the nessage handling unit, a DNot nessage
havi ng a BAck 17 Septenber 2003 WO 00/55774 PCTI GB99/ 03091 -80 type
header to thewaphdesy That type header includes a report Cg}(’gﬂw& Hltle
registry of the actions it has taken. The title registry PEOE: 1t he new
Pl edgee Hol der of its designation as such. Designating a Pledgee for an

el ectronic bill of lading nmakes it a pl e&ged bill as 5 described in
section 4.3.2. beginning when the title tégistry is updated. The title
registry record containing the designation of the new Pl edgee Hol der

remai ns in the fwbpehds thegi:immwo\mﬂofawai"d ofkep opBéa@&rtﬁo@Qr gﬁ@ggﬁe fqn, the tine

specified in |l e. ret.en on schedu The title re stry
i nstruction effphg Q?‘ﬁgs ‘!tleﬁcrg Cglggfcﬁﬁ‘h‘ilf‘ ?ef'?‘aﬁl‘%ﬁl ipigaidiedeer formanalrstronic

chr onol ogi cal Ib@o‘blhdmpsamoﬁd 10 tvin@ Aok vAdonhI QR bﬁadu%)t a 5@14}%@0&8
i on schedul e. elan|s

spemﬂedmthe&&p} e reten )

Pl edge Rel i nquiShl'Mg a® g‘r%‘a@fﬁa’f}f&f jty &dnce p Bledgge iscistismicddigmay slsm@ugnatejentl fier
fromthe Pliedgamccresﬁoe field, which in turn has the effect of returning the
bill from pledged t nsf erabl e status. This section describes the
process of relinqui g‘ﬁaﬁ‘g“g FPipretishing 2 plgdas. fo rqtury apbildfyen Piedeel staguicsh a

pl edge on an el@dihdrpHhsretiblelstafif, theadiddeh deRtIRE u&ﬂ@%hnﬁ& ffb%”v}hggleg ee SICCESSI Ve

Pl edgee Hol der ovjded in Operational 1 der 20
shal | (a) CorrpFZQ‘glrhﬁ“{eij“E‘?‘b‘S &ihgwihmew@fﬂleeleﬁgsn which (1) rem)ves hi s

desi gnation as a Pl Rém éndd 8,808 eSma pia ST
Qper at i onal gAttan(::lﬁ@t ﬁe %tL Text %\%‘e%g@&é CE rc b| of

lading in t fSB?“IW"o‘FFg ep6¢ bihibp pledgepthe Riedask gesisaptes itselfitheaumes Hagler-mncl udi ng
that Instr uCt [ Qiildfaiil’li&i aeﬁ—ofﬁgﬁ(ﬁaﬂ?%a& lﬂﬁvf[ohgl} ﬁTeFLdE %rﬁ{eﬁyor l% ok tﬂieolc\rt!,:l‘-a gﬁgg °

handl i ng unit. ‘gl;_ure 23 is a flow chart atih € process
rel i nqui shi ng aFlﬁS QUG Bill ofleding, hadbegnoldlankoEndorsed §b9¢tdpuhhe dsipnmeivhdyake t hat

Qper ati onal Rulmedgee is termed “enforcing the pledge”.

The following subsections describe these transactions in more detail.
15

4441, Designating a Pledgee Holder

Designation of a Pledgee always includes designation of a Holder. When a

new Pledgee is designated by entering a user identifier into the Pledgee role field for
the electronic bill of lading in question, the title registry also enters that user identifier

20  into the Holder- role field. This section describes that two-step process in greater
detajl,

tiona, 22- Designation Ider
For a Holder to designate a Pledgee Holder of an electronic bill of lading (or for a
25 Pledgee Holder to replace itself as Pledgee Holder), the Holder of that bill shall
(a) Complete a title registry instruction designating a Pledgee
Holder for that electronic bill of lading;
(b) Attach the eBL Text of that electronic bill of lading in the form of

a document; and



17 Septenber 2003 WD 00/55774 PCT/ GB99/03091 -51 Only the current Pl edgee
Hol der may relinquish the pledge in an el ectronic bill 17 §eptestheig00An

Origi nator cannot designate a Bearer Hol der when creating a bill (or in
any other circunstances). Rather. if the bill is to be transferable, the
Oiginator desogvsatzes a To Order Party (often the Shi ppergordhigesn t hen
Bl ank Endorse the bill. 5 Cearly, an electronic bill of lading nust be in
the pledged status for its Pledgee to relinquish its pledge. Relinquishing
a pl edge consists of enptying its Pledgeg.role field so that no Pledgee is
designated. This is inplenented by the follow ng steps: (1) The current

Pl edgee creates a me?sage_ to the nmessage handling unit; 10 (2) In that
nmessage, the current?p| etige@disendiauerssseainfladinniel fsttRimged eRibTexe| ement

within the | nstruction ehomopt oyl DS MISA08RbYRG flgader . Further tagged
the bill t e aff

data, such as the docunent ID o ected, is also required;
(3) The current Pledgee then digitally signs the nessage containing the

oners 1 eqges dre | dnekhaRua BRSNS, LRI AP Ob Bl A e poa0e ol N

unit; 15 (4)_As for any nmessage, e nessage han "checks its
authenticity’ by verfe ghwryt tHoldes éndetings Belirgri Halklers iHphiai-afoRder, THeplaRSS age
handl i ng unit apglddd &k QedHEM a check t formaof the nmessage. |f
t he message handl Hﬁjg unfsjt&gdﬁgtp[elx%ef'eif%gegifgiow bﬂ{(:cgﬁaﬁi&ﬁg lﬁﬁB%E‘SI“?HV@Fﬁ“fy t he
di gi tal si gnat uPearighly pismigs Rlédged, andrthdt Riedgee Elotder mayBhindalso Sransf@ thebned; 20 (5)

| f the nmessage handl ' .y registr. operly verify the
~sender's digital Si!’tgﬂ%i{gﬁ{‘éeaﬁgﬁggsﬁtn%@ ﬁ’ﬁ%ﬂ Czjé’ﬁ'éé’ﬂ(/gﬂ?c[‘i“g Rl 141 pive egi st ry
changes the corandfenséfabldne . Pl edgee role field to enpty; and (6) The title

registry thep confirgs: the,successful relinquishnent of the pledge by '
returning, via the #qulsgg%é'zﬁguﬁﬁ?‘?sh SETPn °t§%éi@?elﬂ’é’i“§é&é follevinggtes: B ck type

25 header to the sefid@he apphuptiatt ypecrtugadetessagob tdessagd RRAM vhom the title

registry of the actq j as taken. .No notice i.s givepn of the
relinqui shnent of abgfﬂg%S{e%lesgéf'iﬂﬁeqlﬁ?rsq"’iflﬁr@teéa%:leg%“ﬁé’y %‘@éﬁ”‘i’ﬁ:"e‘%“gﬁﬁ% bill's
pl edged st at us wserdidendifien wishin bpprapriate 19 55 @leattsen it BérlidehRg bNiHe NEEsMREN t he

title registry s ,updated
_ 9 y t&pe hega%r. Filtther tagged data, such as the document ID of the bill to be affected, is

15 also required there;
(3) The user then digitally signs the message containing the Pledgee
designation and sends the message into the message handling unit;
(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and title registry
20 also check the form of the message. If the message handling unit or title registry
' cannot properly verify the digital signature or find the form incorrect, a BlNak is-
returned;
(5) If the message handling unit ant title registry properly verify the sender’s
digital signature and find the message valid, the title registry changes the content of the
25  Pledgee role field to the user identifier of the new Pledgee listed in the message type
header. The former Pledgee’s user identifier is removed from the title registry record
for that bill. In adcliition, the title registry also enters the new Pledgee’s user identifier
into the Holder role field in place of whatever user identifier was there; and
(6) The title registry then confirms the successful designation of the new

30  Pledgee by returning, via the message handling unit, 2 DNot. message having a Back



17 Septenber 2003 WD 00/55774 PCTI GB99/03091 -82 The title registry
record reflecting the relinqui shment of the pledge rend¥ $epiamberR803it| e
registry and available to permtted users for the tinme specified in the
applicable retention schedule. The title registry instruction effecting
the relinqui skyealssizé al so recorded in the chronol ogi cal pe@@gefiosfgSsage
flow, and that log is retained for as 5 specified in the applicable
retention schedule. 4.4.4.3. a Pledize By enforcing a pledge, the current

Pl edgee Hol der of an electronic bill of ,|ading displaces the current To
Order Party of the bill if any, and thus becones its 10 Hol der-to-order).
If the electronic bill of lading is blank endorsed (and therefore has no To

Order Parry), itype Rhdedyetbe binlaleThasiypphegder @nnias: kjd fes thgmat ieRwpst Pl edgee,
| eaving itself Bear.er | der. This section describes the process of
enforcing a pltéggcgonsﬁ{%%fag?or\'. 15 Qpgrational ler' e e WhiTo Order- r €'
Uat gd To enforce t fige fleaeeryontifs thenew Pleag Goldid If i0fesloadionds saen a To

Order Party is currently designated, a Pledgee Hol der shall: (a) Conplete
atitle reéi stry instesrl%nc?l?%%ﬁ&%i*B’ﬁ%f’t?l"r?ﬁm?"f gglofla gm‘}’ées‘f‘d‘@dﬂ@éb‘ éﬁrryr/m and
renovi ng it s5 dedesagibed incertiasd. P adgiesing Whbn the(itl} regislbl Gup@dd. send t he nessage,
including that title registry instruction, - to the fitle registry via the
Message handling uni ‘?n%/ﬁgg'ﬁ%’arlec coieining fherdesigatign ebthe Rew Bledasg slokler an
el ectroni ¢ bil | remfind adtha@ileregiftr dndiaSailible kepirhitieBlRKior @6 AR in @

Pl edgee Hol der shal | . @a) Conmpl e&xe title registry instruction renoving
its designati ontadPpialgdstentign,se §“§n ag i deeistnelggaigdon efectinglithey t hat

title registry desighatiogtis gl6o rebdddhe the ichrbbioghc@0ibS bi Mes¥dgd AbRCaARISS RYSG handl i ng
unit. 30 Thforemai nder of this section coments on that Cperational Rule. -

17 Sept enbel? 2088meYF tisPeed I Beappliesols roeon schedule.

4.4.2. Relinguishi edge
Relinquishing a pledge removes the current Pledgee's user identifier from the
Pledgee role field, which in turn has the effect of returning the bill from pledged to

15  transferable status. This section describes the process of relinquishing in detail.

le 23: Relinquishing a Pledee
To relinquish a pledge on an electronic bill of lading (other than by naming a
successive Pledgee Holder as provided in Operational Rule 24), the Pledgee Holder
20 shall:
' (@) Complete a title registry instruction which
(1) remaves his designation as a Pledgee,
(2) designates a new Holder as required in Operational Rule 14,
()  Attach the eBL Text of that electronic bill of lading in the form of a document
25 (¢ Sign and send a message including that Instruction and eBL Text to the title

registry via the message handling unit,

Figure 23 is a flow chart illustrating the process of relinquishing a pledge. The

remainder of this section comments on that Operational Rule.



-83 Only the current Pledgee of an electronic bill of |ading can enforce
the pledge. Generally, sone event nust have occurred 37 weREpmies@0@d t he

Pl edgee's right to enforce the pledge. However, the title registry does not
inquire into whether the Pledgee actually has such a right. 5 Figure 24
illustrates tWweopssmess of enforcing a pledge. Enforcing acRbpi@si where a
To Order Party is designated is substantially the sane process as for
designating a new To Order Party. If the electronic bill of lading is blank
endorsed, enforcenent of the pledge isgsubstantially the sane as
relinquishing the pledge, leaving the forner Pledgee Hol der as the Bearer
Hol der. 10 The title registry does not notify any users affected by the
enforcement of a pPeyHE cumnt Ristagh Heolder reayfroingiisiythPbledgger atelbateric bily notify

t hem i ndependenf |afing. ﬁgfdﬁrg&gagﬁgm&h%gﬁe RKES, %@?‘* Z‘I;h%:grr qni clbgtdplr of | ading

transferable by the former ee as Its new o-oraé Bear er
Hol der, begi nnidpy othfepirqumetanced] eRathengf dter billiis taipd atesterable (Hherigihdtbre

regi stry recor ggd i I of | ed r i in the title
regi stry and aggs{l@fg%f"gﬂt) gmﬁgkﬁt(ﬁgﬁg?é? %erﬁgg ° f”ﬁlghe nisﬁéﬁggé‘if?eﬁ‘%‘ﬂu-i n the
appl i cabl e ret ent i Rarkctredgirenic tilh ef lnditd wust bginsherpledgetsdidnbbi iRPlARd0r Ci NQ
the pledge is %l%gndé\gfl%ﬁ@%e in the chronol ogi cal |og of nessage flow, and
that log is retaine ras specified in the applicable retention

schedule. . . 20 4.RelipquishingBi pledge obnsistsi of efptyingfits| ReligbeamolehfidsLERMe SYSt em

a docunent, in i : ocunent servi a .eBL Text, remmins
unchanged, | us? heggéeirﬂ?de\%\lgsat%fﬁgﬁsﬁdw m?rg%ierh?’\}léegéu%‘ﬂﬁ%%%ént references to
the docunent make n@) Tleanges Pledget tre@eth madsike fHaheheskdde hak@iap Bt s 25

attributes ;gntered 0.t he present s em when the docunment was originally
received. Among t h%)g}en 3 Ft‘??sgaﬁf'ége ?‘greésgﬂ’ﬁgﬁeeﬂﬂf“iieéél Redigmdehrdedgefab-docunent ,

whi ch the presekmentsysinaie UsesudcOorCNiRal & tid hesS440 86 UERL:. FRER: 8BRS OF
i nstances of the docunent purportihgg to be the sane, in order 10 assure

that they are EX&CPIPSthsdasiment Diofthe Rl o bpeffrriehiis dse requiredsi n t he present
system 17 Sept enbe) 200 QLRI i Rlah) GBRUO Qe containing the blank

Pledgee designation and sends the message into the message handling unit;

15 (4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature, The message handling unit and title registry
' also check the form of the message. [f the message handling unit and title registry
cannot properly verify the digital signature or find the form incorrect, 2 BNak is
returned;
20 (5} If the message handling unit and title registry properly verify the sender’s
 digital signature and find the message valid, the title registry changes the content of the -
Pledgee role field to empty; and
(6) The title registry then confirms the successful relinquishment of the pledge
by returning, via the message handling unit, a DNot message having a BAck type
25 header to the sender. That type header includes a report from the title registry of the
actions it has taken. .
No notice is given of the relinquishment of a pledge.
Relinquishing a pledge discontinues the bill’s pledged status and returns it to

transferable status beginning when the title registry is updated.



-84 Although the present systemw || |eave an existing docunent unchanged,
the title registry record for a particul ar el ectroni c1biSepteofber 2803hg can
be made relate to a another, perhaps nore recently filed eBL Text through
t he amendnent pr ocess Al t hough terned "anmendnents”, anmendi ng an

el ectronic bi I‘,L gading | eaves the 5 existing docunent n %ﬂg and
nmerely makes t cfocumentary reference in the title regi g’?&@ﬁ%‘i ¥ to a
di fferent docunent as the operative eBL Text. Each title registry record
includes a field containing the docunent |ID for the correspondi ng eBL Text.
That field serves as a reference to the¥8L Text, and changi ng the content
of that field to list a new docunent IDis referred to as anendi ng the

el ectronic bill of Hﬁdtxﬂ‘@rggﬁkvﬁ@co&f&eﬁ@lﬂﬁ@fﬁetré]ﬁqlilgih{gﬁtr of(i&cdf-]w@mfen{aﬁlg%

unchanged and a abl e |n unaltered formfor future reference
"anmendnent" pr og‘ég ¢ TREIRARd Pilqbjsgo permitied ysegser thetime gpecified in the apldqﬁhé@ts t he
Originator to awRmbatsBiedie) The AMOrebiB@NinkARHGY éf&bﬁ}%ttﬂé ghctu'f&%e i S or
deni es the request |f the request i's granted, a new unen
substituted fortHiedeiphreshresgionics} losef messeget flawv: rangyithat fog, is aﬂdmtdhbr as
transacti onaj Ogpkdfiddin B8 ;Jhbeible‘%et&ﬁﬁh%éhlé&{zlé s then applied to the
substituted eBL Text so t%at t he pre-anendnent rights and obligations of
systemusers resunme in relation to the new docunent. Because t he
Originator creategzand sﬁm&%ﬁeﬁj@L Text. the Originator's approval is
necessary to substitute a new docunent for the one already referenced in
20 the title regi st By.cnfordiee a iplsdess dhot aurenisRiedged Boldeest ameiec@omglbﬂabf)r can
request an amengggh ; regi nds t he
el ectronic bjl Inl ngpiﬁéjth\é/f&&‘?e }1%&%?%&;1 Mf’té’l“.e‘sftarg’g a?élg ruc0 sngs are
decl i ned unt91 féﬂ@ff@r?f@? gaifé\?e edpcapricbiblof bdirgdsblatkradase (smiphtrefoeduest . The
title registry goes S I or i ator and
ot her users in dete?nﬁ?lﬁlrﬂgﬁwﬁ ﬁﬁ%QJHgi‘d S?rg%{g r%?nég\fél\%ﬁpd%s&namn aquéeg sUspends
activity invol VFavépetiralf thej Bdarer Holfiesst This sestior descrites Ithetm@:esse:q'weﬁ)tcmgsa ei t her
denied or granhgd. Wd.hja substituted eBL Text. Thus, the title registry
instructions regardi ng amendnents are threefold, narrel y request anmendnent,
grant anmendment and deny amendment. A request arrendrrent title registry

3 e r.atl £ i f et ng. 30 ) egistry and is
forwarded to the O 1ginator 10r 1tS CONSIaerdtt on. T &&ptenber 2003
To enforce the pledge on an electronic bill of laa’mg when a To Order Party is

currently designated, a Pledgee Holder shall:

(@) Complete a title registry instruction designating itself as the To Order Party

and removing its designation as Pledgee:

, 20 . (B) ° Sign andsend the message, including that title registry instruction, to the title
registry via the Message handling unit.

QOperarional Rule 25: Enforcing q Pledge When Blank Endorsed
To enforce the pledge on an electronic bill of lading when it is currently Blank
25  Endorsed, a Pledgee Holder shall:

(@) Complete a title registry instruction removing its designation as Pledgee;

(b)  Sign and send a message, including that title registry instruction, to the title

registry via the message handling unit,

30 The remainder of this section comments on that Operational Rule.



WO 00/ 55774 PCT/ GB99103091 -85 requesting user would ordinarily include a
document explaining its reasons for the request, and jpéSenissber 2603
suggested revi sion. Any ensuing discussion will not involve the title
registry until the Originator decides to grant or deny the request. A grant
amendnment tit g fghptry instruction fromthe Originator substitutes a

new eBL Text for t_gie one previously referenced in the titIPQT’FEEﬁmé’Pr‘y :

record. The electronic bill of lading then regains active (rather than
suspended) status. A deny anmendnment title registry instruction sinply
returns the electronic bill of Iading t#-active status w thout any change

to its title registry record. The remai nder of this section exam nes the

amendnent process i Oy atin bhdg@teRid clecrRROHADE inbe L ndnent process
starts when Hol der requests an agrf%ndrreen?c.r That raeq%easn}ni&sc@gl%rpgeg%éd mai nly

to the Originator, erplly. pomesens qupthatarecuried |sivingeise o thy Pledgee’s delit to 15 t 0

suspend furt her edfron $8GllddeaS Hoevel! B 0N rdoRiecd 116 : G0 RlpbtherOhe | 201 NG
whi | e the amengnent reguest ioseﬁendi r:g, "&s ﬁes%sﬁogg%{u?g “8? é“gllf%?r LI]%t ai l

bel ow. Brat' al*gigspactliypasdpbamiehTo request or propose an anendnent of the
eBL Text, its Hol derrigahadd fiudftel X sroc g regi.stry instruction
il ot g

in the formof an amendnment request; ( 108 3ledgHnt ai ni ng
that | nstructi o¥i¥® at e Orfier| RertRdgyidstignpteqis subshatialiy stha gem andbss ng i t .
Operational 7 Qeaighdting a Qew DS DHAP2REAGPne id lglnapor of a

el ectronic bill %itg Ia%ian Vi rqcelmgf %%eaetrilecggr%% %%ad%gdﬁélg’fk e“fiﬁrf‘%arded by
t he message handforergeninifihepipded is aibsthraintly thejanGraa refinguishing nierptbides) leatiggluest , or

30(b) Deny the ameRAAEdLEGHERE i,)nder of this section conments on
t hat Oper at ilé)nal Rul e. e17 Sept ear?btﬂegr}%f%gggm 00/ 55774 PCT/ (3B99103091 -86 -

The title‘ registry does not notify any users affected by the enforcement of a
pledge, although the enforcing Pledgee Holder may notify them independently.

Enforcing a pledge makes the electronic bill of lading transferabie by the
former Pledgee as its new Holder-to-order or Bearer Holder, beginning when the title
registry is updated.

15 The title registry record reflecting enforcement of a pledge remains in the title
registry and available to permitted users for the time specified in the applicable
retention schedule. The title registry instruction enforcing the pledge is also recorded
in the chronological log of message flow, and that log is retained for as specified in the
applicable retention schedule.

20

445, ic Bi adi

Once filed in the present system, a document, including the document serving
as a eBL Text, remains unchanged, just as it was originally received. Subsequent
references to the document make no changes to it and must match the document’s

25 attributes entered into the present system when the document was originally received.
Among those attributes is a mathematical digest of the document, which the present
system uses to compare all subsequent references or instances of the document

purporting to be the same, in order to assure that they are exactly identical to the

document on file in the present system. -



Any Hol der can request anmendnent of an electronic bill of lading. The bill
must be active and not pledged when the amendment is rddbeptamher 2603ure 25
is aflowchart illustrating the process of requesting anendnent of an
electronic bill of lading. The steps of this process are as follows: 5 (1)
The appropri atwoewsnyr4Cr eat es a nessage to the nmessage ha”dﬁéig&s#ﬂio%] using a
user system (2) The user includes an anendnent request in the struction
el enent of the nessage type header.. The tagged data includes the docunent
I D of the electronic bill of Iading to_QE affected; 10 (3) The user then
digitally signs and sends that nmessage to the present system (4) As for
any nessage, the nessage handling unit checks its authenticity by
verifying the senderloughdghe presest systert ovikk leamclarab:sging ReGIent iighah gl MOT t he

message. |f theg : |ing. unit. cann operly verify the digital
si gnature or fitﬁtéi%%%ég%%dg%@oqia 3%?‘:@%%?[‘?‘:%??1" B@lt‘ﬁ{lﬁcg“%‘:%l\%l{?adiﬂ‘(‘?a)o 1f the
nmessage handl i mothe, tpethapd tpre| receniby ifibddr sBLY &edef ircufte UReREmSnt dhrbilel 2l
signature and f} u%mgnggfsa%gg val i,d tge tit#g regi st rt_y flags the

el ectronic bill of Tading ‘as P e e e Allopfnlgding lravesttamges i t s
status to subpesfiite ddcmert Shamteind nierely QOIS T dbeBRhtalyi rEreb @ if @Gk, Whi ch
request effect gigtﬁgé]oérﬁ'fé?%{%%ed tate and subsequent operations relating
to the requested a ment ; E‘fm(%ﬁcu“?‘ﬁ‘éasa RBFEIE Pk dJ§¥stEark tifloreganded t o
the Origi nat or .reded dholutdsiastield bmaridgl e ddcaghlﬁtm)folsﬁ@d&ref(sﬁbnhiﬁg eBY ifg{nat or of
the electronic -alﬁel&’;enlre?di(ﬂq]g via the Eerssage . handling unit, a report
that a request FoF an AreAdERICITFS H5&BH Tedcand FBaneing dhn conent of attesld of t he
‘nessage; and ( 7 liftheretvidbtumentSD is tefayrell R a@Bdi rﬂ&@elécﬂ@ni%iﬂ%‘??aﬁing%v the
anendment r gAuggt. h gxnr turning to the sender, via the nessage handling-
unit, a Mot: ness&ge havi?ﬁgocé‘me?tf aipfoupgRAnesdmand uaitable ip ghaligre@ ferin. foThat  t ype
header i ncl udesfumrerrefprende. fromthe title registry of the actions it has

t aken. Requesti ng alilh.anendnent ives the electronic bill of lading the

suspended  status begi nfi Ay dheToEREETT nd™s Bisicstepy Tist aperarestestsThier e | s no
time linit fixeeidimator t3heh@thebiliadnd Men &e d&%toﬁ&i&%&%mt@ér@@ﬁiestdi%gq}g%_ a grant
or denial of t t’igthamendment request. 17 Septenber 2003 WO 00
PCTI GB99103091 € request 1s granted, a new document ID is substituted for the former one in the
15 title registry, and the transactional data in the title registry is then applied to the
substituted eBL Text so that the pre-amendment rights and obligations of system users
resume in relation to the new document.
Because the Originator creates and signs the eBL Text. the Originator’s
approvai is necessary to substitute a new document for the one already referenced in
20 the title registry. Other interested users besides the Originator can request an
' amendment, and when they do, the title registry suspends the electronic bill of lading -
so that all title registry instructions are declined until the Originator grants or denies -
the amendment request. The title regisiry does not process any dialogue between the
Originator and other users in determining whether or how to amend; it simply
25  suspends activity involving that title registry record until the request is either denied or
granted with a substituted eBL Text,
Thus, the title registry instructions regarding amendments are threefold, namely
request amendment, grant amendment and deny amendment.
A request amendment title registry instruction suspends operations affecting

30  the title registry and is forwarded to the Originator for its consideration. The



-87 The title registry record reflecting the request for anendnent renains
inthe title registry and available to permitted userd7fSsptaner 2063
specified in the applicable retention schedule. The title registry
instruction requesting the anmendnent is also recor ded in the chronol ogi cal

| og of nessageyddeByyys and that log is retained for as n the
applicable retention schedule. 4-4-5-2.- Denying an, Arreu %%G)Gﬁgﬁg%%st The

Originator, to which an anendnent request is ulti mat el y directed, can deny
t he request as described in this subsecté 10 Operational Rule in an
Amendnent Reque, ~ To deny a request to ar?end the eBL Text of an electronic
bill of lading, its Originator shall: (a) Conplete atitle registry
instruction in rcwestiﬁl@mmrpvoekicdsrﬁibﬁdy firetude bQociemtyit EpRinidditd RMIES for nand (b)
Sign and send g CITE erﬂ I’lC|lUdI nﬂ that Instruction, to the Title Registry
via the. nessage i RGP AEC 2 TREESHEHHRVIRER, ‘OF FShiae diseyssie wilbastent s on

that Operati onahvoRlaItle: ntlB@ee&rb)dmtlhﬁdﬁeh@ﬂoﬂ&bﬂEs t@fgraatrbrﬁélﬁ%err&[lﬂe& bi Il of
| adi ng can deny another  user est to anmend he bill rmust

have suspended st at U1 F““'frﬁgle@titl@ q?%sf‘?i Ansfractige dfpm; the Ol gigtiersubditutes e ndnent .

The title regi skwyeBloBst it thé BEHIpe@ousit Qfe‘féﬂ&idﬂﬁrth@ﬂtlgéggir?%cgd hag a | egal
right to 25 dege}étr malﬂﬁirre]#1 oth whet her, any user has sati any

condi tions agr SSATTOR " Qi [FFing hen regains getiva frtheriln sependedisieys.an amendnent .
Figure 26 illustratadetyuned@nant GIRBEHERNEsRHRE SEDly r\é&ﬂfnghleme&ﬁ)%ﬁ:%ﬁl(g

follows: (1) i nator creates a nessage to the nessage handling unit

usi ng a user -s[‘"i}jé’{gg?ﬁgwi%‘“é%‘b‘ﬁ@mfé‘? chagerso ityislagegisty zemerdPCTVGB99/ 03091 - 88
(2) The Originator enepreffmas dftthis s lexdfndeRY abBRIRIERIIEN, fegyest by
10 detail.

44.5.]. Requesting Amendment
‘The amendment process starts when Holder requests an amendment, That
request is directed mainly to the Originator, but is recorded in the title registry in order
15 to sgspend further transactions in relation to the electronic bill of lading while the

amendment request is pending, as described in greater detail below.

erational Rule 26: R j en
To request or propose an amendment of the eBL Text, its Holder shall:
20 (@) - -Create atitle registry instruction in the form of an amendment request;

(b)  Sign and send a message containing that Instruction to the Title Registry via

the message handling unit.

erarion 2 Granting or
25 The Originator of an electronic bill of lading in receipt of an amendment request
Jorwarded by the message handling unit shall either:
{a) Grant the amendment request, or

(b Deny the amendment request.

30 ‘The remainder of this section comments on that Operational Rule.



including a tag indicating denial of an anmendnment request in a form
prescri bed by the service provider. The tagged data i NélSegtsnken@08dcunent
ID of the bill to be affected and the request identifier of the amendment
request denied; 5 (3) The Oiginator then digitally signs and sends that
nmessage to theowssgege handling unit; (4) As for any ”‘95%@%%399%?@1 nmessage
handl i ng unit checks its authenticity by verifying the sender’s
(Originator's) digital signature and al so checks the formof the nessage.
If the nmessage handling unit cannot prop rly verify the digital signature
or 10 finds the formincorrect, it returns a BNak; (5) If the nmessage
handling unit and title registry properly verify the sender's digital
signature and find &meHolds sagequea bimehdmiief i dibcroieGills [ingeset s the flag on
the electronic bil f.lading.to indicgte that an amendnent is not in
process any Ionger;JHZ‘%)'“Dfl Sglj%?q’?ghec?ﬁﬁﬁ‘ftp%g%ﬁﬁlé‘élie“fhs”?‘ﬁ‘@ﬂ‘ef"dﬁwaﬁmé@@ to the
Originator. The ti tFigure 25iskdlgivahditillustr@iy (5aiti@ssto? rdgh@uifd intbnAALPEr A t he

electronic bill,of lading,,via,the sage handling unit, a report that a
request for aneéeﬁ%oﬁbc@%?iq%dé@' %B"eﬁ"prsgg SPEgess A58 oHeWs: sender  of the nessage;

and (7) Thestitle r@ylstapyroprid@iuse@ithics iMedsilR WO sR&S e Hndhng Ly ARNdTENt
denial by returning to the Oiginator a DNot nessage incl uding type
header in the fuf)errﬁ’fsgf“a .20 BAck That type header includes a report from
the title registry Qf Theseoiatlidesn bheda@Snt b @Nn HCRLLAD: B RGMGSEe fOr an
amendment di scontinues the suspended status and returns the electronic
bill of Iadi ngtHedneseags vae B‘taé‘tfugheb@ﬁeﬁ datm incidesihe dasument 13 of thgietiropici s
updat ed. 25 Thejtdrliddegi§eH Skdyg: .€cord containing the designation of the
Hol der remains in the title registry and available to permtted users for -
the time sp@cified Phlkahecrahsprigialyisigns sdisends thormessdge thuthepresEmesy ttért| e
regi sty instruct o) ASRYIangmbiEeeomE BARER nicd! B8 cndFERL A8l e

d that [og t Forvas

chronol ogi cal |og of nessage flow, an og I's retalned Tor
specified in tNEREMecesre diginksignwre ¢ Hleaielieeks tBomTofSephesdger IF2803 WO

00/ 55774 PCT/ CRR¥ag3RRd1ing8it cannot properly verify the digital signature or finds the form
incorrect, it returns a BNak ;

15 (5) If the message handling unit and title registry verify the sender’s digital
signature and find the message valid, the title registry flags the electronic bill of lading
as having an amendment pending, and changes its status to suspended. It also enters a
request identifier to track which request effected that suspended state and subsequent
operations relating to the requested amendment;

20 (6) The amendment request is forwarded to the Originator. Td do this, the title
registry sends to the Originator of the electronic bill of lading, via the message -
handling unit, a report that a request for an amendment has been received from the
sender of the message; and

(7) The title registry then confirms the processing of the amendment request

25 by returning to the sender, via the message handling unit, a DNot message having a
type header in the form of a BAck That type header includes a report from the title
registry of the actions it has taken.

Requesting an amendment gives the electronic bill of lading the suspended
status beginning when the title registry is updated. There is no tilme limit fixed for

30  termination of that status, other than by a grant or denial of the amendment request,



4.4 Ganting an ndnment Request An Originator, to which an anendnent request
is forwarded. may grant or deny the request as descri Bédbeptenttrer 2003
subsection. 5 OBrat' al ul Ganting ngndnent Request To grant a request to
amend the eBL Test of an electronic bill of lading, its Oiginator shall:
(a) Conplete avdaoskgsregi stry instruction in the forn1pre§g&kggﬁngx t he
service provider to grant the request; and 10 (b) Sign an nd a nessage,
including that Instruction, to the Title Registry via the nmessage handling
unit. The renmai nder of this section co ts on that Operational Rule. Only
the Originator of an electronic bill of "1'ading can grant another user's 15
request to anend the bill. The Originator cannot initiate an anmendnent on
its own. A request bstitlhayistry lreed refledimg e tehesIbi PRHMWRQethSnPh SR t he

Hol der or the ' e of t ill to be anended, and the bil| nust have
t her eby have sﬁggzﬁggﬁzggnggsegﬂ?“?F?*@?PéﬂﬁgfP?edﬁﬁgkdﬁb?mﬁﬂﬁﬁﬂﬂ% into
whet her an Ori geteettoarsciveslea The gikié rderh anGudts refiBRHIBRt anlcREHES ks %Q) .
granted, or mhq%&ﬁ; "aq¥ Q%er h%i satjsfied any conditions agreed upon with
the. Originatardsf BoTairoRgeiss lomaharsse. o god thavipsis rewinadaforss t he
process for Jr aptdifieg imthe egpliedle réedtioniehafm@ndment . The fol |l owi ng steps are

i nvolved: (1) The Originator creates a nessage to the nessage handling unit
using a user 25 system (2) The Originator expresses its intent to grant

t he anendnment réegfiest byDenvig hilgh&QmentiRaguekndi cati ng grant of an anendnent
request in the forn?gr SGri be gy the service provider. The tagged data

i pcl udes the reques ‘i@réﬂ’ﬁt%t%?” {51 an Heendme gt is vitpaglysiregedaeanadnyand t he
~docunent | D of thdwequesias Bdserited BiNhi6 sidkdcliodf | adi ng attached. If 30 the
amendment Cﬁpbines multiple electronic bills of lading into one, multiple
17 Septenber” 2003 WD 00/ 55774 PCT/ GB99/ 03091 -90 docunent |Ds nay appear

in the grantin il Rhsie OB ink e ) plits a single
To deny a request to amend the eBL Text of an electronic bill of lading, its Originator
shall:

(a) Complete a title registry instruction in the form prescribed form to deny the
15 request; and

(6)  Sign and send a message, including that Instruction, to the Title Registry via

the message handling unit.

The remainder of this section comments on that Operational Rule.
20 Only the Originator of an electronic bill of lading can deny another user’s

request to amend the bill.

The bill must have suspended status for the Originator to deny the requested
amendment.
The title registry does not inquire into whether an Originator has a legal right to
25 deny amendment or whether any user has satisfied any conditions agreed upon with the
Originator for obtaining an amendment,
Figure 26 illustrates the deny amendment process, which proceeds as follows:

(1) The Originator creates a message to the message handling unit using a user
system;



el ectronic bill of lading into multiple distinct electronic bills of
lading, it may have nmultiple Instructions, all wth tHAéSsatemberdaddent
request identifier, but each indicating a separate docunment ID referring
to a separate eBL Text included in the 5 nessage. (3) The Originator then

digitally sigse@nrshmgends that nmessage to the nessage ha’%@#)c%ﬂwdﬂ&kt; (4)
As for any message, the nessage handling unit checks its authenticity by

verifying the sender's (Originator's) digital signature. The nessage
handling unit and 10 title registry alsg check the formof the nessage. If
the digital signature cannot be verified or the formof the nmessage is
found to be incorrect, the nessage handling unit returns a BNak nessage;
(5) If the message FrridiiQriginamir texpresdest itst ineent egiay rife pheakhyreyREi iy t he

sender's digit: 1.9nat yr nd_f.i.nd the ssage valid, the title registry
resets the fi aglﬁ%lrl\&;tl‘he : %Eg%%{: r%mblr?lg%n %ﬁ’ﬁnﬁggﬁ r%ﬁ?ff tio tg'an PrtfriBedity thehat  an
amendnent i s noervica ppvgier sthe aagyed danrgadydeathd dodnedtT® dfittel Il FO@ Bbddh t hen

confirms the praglgﬁ%%r%@%t %Ln&f%g%g}ré%pﬁnggqe%&%gg returning to the

Oiginator, viat ssage message including a type

header in the form (0 Tae BAgkatdiain digipny lig@ded sénds thdt@essae E@&Q&Iessgéeom the
title regist ryhagjlinén%l‘acti ons it has taken. 20 Granting to anendnent
request di scont’i nue Ke suspended status and returns the anended

el ectfoni c bil I(s) 6 Ascloi g nlosage tiewmespa sl itk otkS W SBhonfil oy

begi nning when the.title registry is updated. The pre-anmendnent ti'tle
registry recor d} mr@m itnf’ss'aim;i:r%'J ﬁ@“gc“%/afclré) &E‘&? Sigpajure, agl alsg\rheaks e dormopf ieer i t t ed
users for the tmevemgspHched meshge Raddhigy @RYahioe PloferfySefflthORBE RetulrEo, 25 The

title regi s{q'y fimrass%‘r%lct i.on granti ng t he amendnment is also recor decc)f in t he
chronol ogi cal ~ I'8§° OF "“WBIETE-AY RAPS affXt hat 1 og is retained for as

specified in the apphfeakkfadeAafiihnl R sGhaLYL r. 2003 WO
00155774 PCT/ GBOO/ 03001 -G S reomg dih e eﬁ%ﬁ%ﬁ?’gz&éﬁ?‘%g‘%gﬁdi ng is

anal ogous to t HEE'"Br BEBHIG#IdINddhe messpagpehd.ghs fitlofegistd rengs thy flag sndiwnsi gnee
or endorsee (genetédid bill bR Sidicale thafROIteSlnent R not in process any longer;

(6) The amendment request is then forwarded to the Originator. The title

15  registry then sends to the Originator of the electronic bill of lading, via the message
handling unit, 2 report that a request for an amendment has been received from the
sender of the message; and

(7) The title registry then confirms the processing of the amendment denial by
returning to the Originator a DiNot message including a type header in the form of a

20 Back That type header includes a report from the title registry of the actions it has -

- taken.

Denying a request for an amendment discontinues the suspended status and
returns the electronic bill of lading to active status beginning when the title registry is
updated.

25 The title registry record containing the designation of the Holder remains in the
title registry and available to permitted users for the time specified in the applicable
retention schedule. The title registry instruction denying the amendment is also
recorded in the chronological log of message flow, and that log is retained for as

specified in the applicable retention schedule.
30



the carrier in return for the shipped goods. It does not change angSOf t he

role fields, but sinply indicates that the bill is tedhSeatestbera8
described in nore detail below. 5 Only the followi ng can surrender an

el ectronic bill of lading: (1) a Consignee, if it is also the Holder; and
(2) the curreRjof@kagr-to-order. The bill nust be active edged in
order to be surrendered. Figure 28 illustrates the proces?egf&gﬁ?’%nderi ng
an electronic bill of lading which is perforned by the followi ng steps: 10

(I') The Consignee or current Hol der-to-order creates a nmessage to the
nmessage handling unit using a user syst'@' (2) The Consi gnee or

Hol der-to-order includes an Instruction in the form prescribed by the
servi ce provi deg4.5Bhe | nGentmtindmendfdntBesed he docunent ID of the bill to
be surrendered; 15 (A?’;? The Cons'hgnee or Hol der-to-order then digitally
signs and sends t he “hEREURRE 1P hiEhan smeadmens reAuss P fosvardasi may gragt ondeny or ~ any
nessage, the nessageeshanicibg intistsuksb@ieks its authenticity by verifying
the sender's digital signature. The nmessage handling unit and/or title
registry also check the formof the nessage. If the nessage handling unit
or title regbst ny ify the digital signature
or find the formincorrect, message handling unit returns a BNak; (5)
| f the nessage W%W&P’i%f@‘ﬂﬁfﬁf? argrd theieBl & @l steesonin ol efldings és Dfigingtive
sender's digit@ansignature and find the nessage valid, the title registry
flags the el ect%ﬁnic bill of lading as surrendered; and 25 (6) The title
registry then cfi (RS Waressso éwtrisgion itha/minprescoibedto eoadze a  type
header in the fgoidaiio graBAeKreg¥alnsd ype header includes a report fromthe
title regqi ﬁhry f the actions it has taken. The title registry sends via
the nessage ‘Rant i ng&@e sexd prastagreiss/ugios the lpshactiony fogherfifleoRegimplvigur r ender
Party (if any), maokishy Baitpem that the electronic bill of lading 17

Sept enber 2003 WO 00/55774 PCT/ GB99/ 03091 -92 has been surrendered and
inform ng them who the current Consignee or Hol der-to- order is.

The remainder of this section comments on that Operational Rule.

Only the Originator of an electronic bill of lading can grant another user’s
15 request to amend the bill.

The Originator cannot initiate an amendment on its own. A request must have
been made by the Shipper who is also the Holder or the Consignee of the bill to be
amended, and the bill must have thereby have suspended status. The title registry does
not inquire into whether an Originator has a right to have the amendment request

- 20 . granted, or whether .any user has satisfied .any conditions agreed upon with the
' Originator for obtaining an amendment.

Figure 27 illustrates the process for granting a request for an amendment. 'I'hé
following steps are involved:

(1) The Originator creates a message to the message handling unit using a user
25  system;

(2) The Originator expresses its intent to grant the amendment request by
including a tag indicating grant of an amendment request in the form prescribed by the
service provider. The tagged data includes the request identifier of the amendment
request granted and the document ID of the new electronic bill of lading attached. If

30 the amendment combines multiple electronic bills of lading into one, multiple



Surrender makes the electronic bill of |ading term nated begi nni ng when t he
title registry is updated. 5 The title registry record!{iSeclemheng0@3| prior
transactions) of the termnated electronic bill of |ading remains i n t he
title registry and available to permtted users for the tinme specified in
the applicabl evg@isgni i on schedule. The title registry i nstpe:fl/&h%,ﬁﬂwl
effecting the surrender is also recorded in the chronol ogical [og of
nmessage flow, and that log is retained for as specified in the applicable
retention schedule. 10 4_ 4.7. Sw tch-tog-Paper Directives To convert an

el ectronic bill of |ading from paper to'éjl'ectroni c form a user directs
the Originator of the bill to print out the bill-of-lading document, sign
the printed velosingn;IDamthyppssr 1h'the(gﬂmﬁ1{g Ihhmcu’tﬁlxﬂfta@@ﬁdﬂ%brﬁlts;ﬁumﬂg}e as set
out in Rul ebook, 15 a.t ch i cal gr oce message

it
ul timately direct B¢ b‘ﬁtcﬁ &3¢, lﬁﬁoﬁ’é tb‘?le S pEOr ‘lliri’frlﬁﬂge“t“ﬁﬁé’ﬁ‘é?n t he
title regist ry rmdtmlhanstmtuoﬁamllf vty thdr€an®d epbidaRhCrelids! idftifiel, agli NGcHAS
term nat ed, %Fa? 04) Q/\f t| ol zal &dJ92A' _SwUah to Baer
Directives for 't ‘gidepfﬁ‘e 9eRpeit {I ge W%f%f@?ﬁ@fﬁénﬁa Beluiednin ghepi | | of
| adi ng whi chp | snasee.pl edged to switch it to paper as required in Rul ebook
3.7(2), its Shipper er-to-order, Bearer Holder, or Consignee
Hol der shall: (a) c@ﬁ%}“%ﬁégﬁa‘?f Pedigitally signsand sends fhet messeer e th@essegem
prescri bed by tHamdimgumi:ce provider to direct the Originator to switch to

paper; and 25 (b) S@gg‘ d send a nessage, including that Instruction, to
the Title Registry ‘Prhaé‘yl‘i‘i!fésé‘%é‘eﬁﬁ"ﬁ%? hepdiipg wait Rk gethengigith to Pa

per-1 To di reCtvehfy_&ngid ﬁhd&ﬁﬁ WrighfatoRS) BLRCHERAS Th@'nlleEsaQef hah@igl'grﬁ?.\ whi Ch i's
pl edged to r as required i n Rul ebook 5

witgch i
Pl edgee Hol t&‘ﬁé?ﬁ‘mf?%étfg foFm f ¢y megpepof s%erwtqb@rgp@ggmom -93

(a) Conpl et e a vedifiddeor BRUbS df)he Ml GlrbRa i Bb(lh%eét%mnp{sfg%(ﬁﬁﬁéﬂﬁgmﬁy the

service provi der tomgarkant t he request; and
message;

(5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry resets the flag on the

15 electronic bill of lading to indicate that an amendment is not in process any longer; and

(6) The title registry then confirms the processing of the amendment denial by
returning to the Originator, via the message handling unit, a DNot message including a
type header in the form of a RAck. That type header includes a report from the title
registry of the actions it has taken.

20 Granting 4n amendment request discontinues the suspended status and retums
the amended electronic bill(s) of lading to active status with a new eBL Text,"
beginning when the title registry is updated.

The pre-amendment title regisiry record remains in the title registry and
available to permitted users for the time specified in the applicable retention schedule.

25 The title registry instruction granting the amendment is also recorded in the
chronological log of message flow, and that log is retained for as specified in the

applicable retention schedule.

4.4.6. Surrendering an Electronic Bill of Ladi



Sign and send a nessage, including that Instruction, to the Title Registry
via the message handling unit. 5 The remai nder of this1é&epienbecdb®Ents on
that Operational Rule. The current Bearer Hol der, Hol der-to-order, or the
Consi gnee Hol der of an electronic bill of lading can switch it to paper,

if it is not ploageeds |f it is pledged, only its PledgeepEpld&tagaan swWtch
it to paper. I.n exceptional circunstances, the system 10 service provider

can al so issue a switch-to-paper directive, but only if a critical user
has been inactivated. If the service pr%é[der did not then intervene, the
electronic bill of |ading would be permanently "stuck” in the title
registry. Acritical user is one which is: (1) the Shipper, if also the
Hol der; (2) the ConSimpmdeingiaf eleheniChilboijndieg isanabgbas tof the plieh@edn ofx3) t he

Bonr o ol der, o QUL o R cobsiEe iy andtrSesRe BT e bidr pefroprbgee

!{—k;l der.h mentjt{tlée caglyes tirertusrefov ite ahipped\sookar 14 dbaﬁhdt\éaéﬁﬁéa@ MRS rolel flelighecks f
roug e ti JTegi.str 0 erm ne whet her e user occupies one o

t he above rol esbug%lgi‘p L?fmdté%?és ‘f*‘%ﬁ“ﬂeﬂ’gﬁ Eéen&mg\ﬁﬁ}{%%’-wfb&a papRss dedpilbelort ve. The

ggect r oni g b | ![ of Dalyitgfoliossitg %Eur@dmﬂ@&%ﬂ_a{&%n&?ﬁlﬂ%ﬂ&&i@(m_étj[jbnﬁgli?e\égi tch-to-
paper directiye is.qi . ure illustrates, a swtch-to-paper

instruction is I?‘\rgﬁlakﬂg%tﬁé/’g{é’é@ﬁsgbtk?%m%‘(ﬂf?pt?ﬁéjeéppropri ate user creates a

nessage to the messalyehilanstibe AgivelatidinottSddael ia ordeSB8be SMSERRL. 25 (2) An

instruction is incluyded jndicating switch to paper. The Consignee or

Hol der - t o- or der i ncFﬁarés'gd USRS Plg@chﬁfﬁ UTREST8 (3 e s biled lasing he

‘servi ce provi dehich i pefolrtidddy Rtfblidgnibtides the document ID of the bill to

be sw tched, to paper,; SB The user then digitally signs and sends that '

message to the messSgd® ARHERTE PG CHaFTnt Holdep-tosaraererrBies 2 Dowage toNbe OBIBET7 74

PCTI GB99/ 03091 handlihg (14} ushp afuldr sifh; "essage, the nmessage handling unit

checks its authenti f,)l tﬁ'ﬁgél verifying the sender's digital signature. The
message handl i ng unl® Wpieee (9r Flqidegoseriey includes an Instruction in the form

prescribed by the service provider. The information includes the document ID of the

bill to be surrendered;
15 (3} The Consignee or Holder-to-order then digitally signs and sends the
message to the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or titte registry
also check the form of the message. If the message handling unit or title registry

20 .system cannot properly verify the digital signature or find the form incorrect, the
message handling unit returns a BNak;

(3} If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry flags the electronic bill of
lading as surrendered; and

25 (6) The title registry then confirms the surrender by returning to the sender a
type header in the form of a Back That type header includes a report from the title
registry of the actions it has taken.

The title registry sends via the message handling unit a FMsg message to the

Originator and Surrender Party (if any), notifying them that the electronic bill of lading



al so check the formof the nessage. |If the nmessage handling unit and title
regi stry cannot properly verify the digital signaturetéSeptentber B803 or m
incorrect, a BNak is 5 returned fromthe nessage handling unit; (5) If the
nmessage handling unit and title registry properly verify the sender’ s
digital signaggg@saafd find the message valid, the titler Qiixﬁﬁﬁ%:s& ags t he
electronic bill of I|ading as being switched to paper; ?

switch-to-paper directive is forwarded to the Oigi nator by the title 10
registry sending to the Originator of t el ectronic bill of lading, via
the message handling unit, a report thdt a directive for a switch to paper
has been received fromthe sender of the nessage. The title registry does
not i nterrogat das hesnGrirgidered ard ibfrmide tiemnivietht futkdhe COhdigkd 8t REIIGAS
perfornmed this ‘”esctlve Regarding the directing user's right to conpel
performance of the directive, see the Rul ebook; 15 (7) The title registry
then confirns the p8ocedsinagesafe Ell?cﬁroﬁWbﬂI:dsr-lhd:ingf)&ﬁﬁlhatecﬂbéeﬁﬁﬂdo%ep%er eturning
to the sender \{Ja ttg&y ‘?ﬁﬁ%e handling unit a type header in the formof a
BAck That type HSSFSHY iR es a report fromthe title registry of the

actions it shas tak‘élm: titktelziethi Regortl Qinpia@es aﬂ%ﬁ@ﬁtr&rﬁé‘cﬂ@x‘ns?%? rtl%“ﬂeﬁm@itéldl of
Iadlngtermnat %I&Petltle 20 registry i s updated

registry recor 5 fing PO IBFhet"lﬂéFF&iE?( Wﬁ%’?‘ﬁblle tq premitted ersdored-

el ectronic bil |the0ﬂ'imé épébxﬂgl inaRRigpficabl réthiRiok isdheduld, eﬂhéﬂt[evrea@ AMAEiAPI e to
permtted users he ti.me specified in the applicable tenti1on

sghedul e. The ‘i%ég s GHZgnAcs 15 S0 frepeded dmthe é#ff’%‘tﬁlqa}blog eEmesapgedlowt mdpaper i s

al so recorded |t1ﬁnttogemeﬂarnmmg &itled b £ Bhﬁﬁﬁmﬁoﬁécﬁéféﬁule 25 and that log is
retained foy, as specified in t e applicable retention schedule. 4,5 End -

emer& Chains The Title Registry maintains an endorsenent chain for each
BBL. The endousenesbithiabihef Bidgeds the parties to the contract of
carriage. The servige provider 17 Septenber 2003 WO 00/ 55774 PCT/ GB99103091
-95 manages the cr e’gcf FRsYerh A elgratonis byl ofgipdieg, Som sepas te clettwnissormefalwset | ng t he

contractual  stiatds 88D o thefin (' priBRht teHRSLLINE Y cunttn sifn 1 €at1 ON
of En ne t Chains

printed version, and pass it on to the next appropriate party, as set out in Rulebook §
15 3.7. As a technological process, it is a message ultimately directed to the Originator
and passing en route through the title registry so that it can flag the electronic bill of

lading as terminated, as described below.

ati - Swi er Directiv r Bill
20 To direct the Originator of an electronic bill of lading which is not pledged to switch it
to paper as required in Rulebook § 3.7(2), its Shipper Holder, Holder-to-order, Bearer -
Holder, or Consignee Holder shall: -
(@  Complete a title registry instruction in the form prescribed by the service
provider to direct the Originator to switch to paper; and
25 (B) Sign and send a message, including that Instruction, to the Title Registry via

the message handling unit.

ration owitch to Paper Directi i1l
To direct the Originator of an electronic bill of lading which is pledged to switch it to
30  paper as required in Rulebook § 3.7(2), its Pledgee Holder shall:



5 The Title Registry creates a record in the endorsenent chain whenever a
new party to the contract of carriage is named. This bt&aptemkeer0@8 party
beconmes both a Holder and To Order party or Consignee, as a result of one
of a number of instructions. These instructions are: Nanme Hol der; Nane
Hol der and Namgob@s@y der party or Consignee; Nanme To Ord%T,ghgg%g@y gnee
when the Bearer Hol der names hinself the 10 To Order party or Consignee,
Enforce Pledge if there is a To Order party naned on the BBL; and G ant
Amendnent in sone circunstances. G ant ndnment creates a record in the
endor senent chain when there is an eBL with a new version nunber and (i)
the Hol der who is also the To Order party becones the Consignee and (ii)

the Hol der whofai s @loszplexfehe:ti%&i@mcbﬁﬁmm%ﬁnhﬁesﬂ)be@b Sl shatd y. G ant
anendnent al so 15, E" record in the endorsenent chain when there is

an eBL with a nad'& gmﬂérﬁrle?‘ie&“”dl nthis case, the record is created for

each eBL anmendef) V\/(’lé'@nhhcéseh‘lﬁ)b desrsageSmciﬁd:%%&thﬁﬂ&w@h@lﬂ{e TRBIReYis viloNnsi gnee.
| f a valid busipess refus i S generate the Title Registry renoves the

party issuing PRECSIRIR § P8 usal from the endorsement chain. 20 Figure
30 shows an gxanple of the synt ax of an endorsenent chain. The definitive

rul es regarding Wneg_han en ment. chain is created are described wth-
reference to Fi gures3Fmpg %‘? SECHAREITERSHiS AP that Oppratigeal Rple) e Regi st ry will

del i ver endor serrent Ta& Qiufeni BERE: RIIded HMME -G d U BDBE Coﬁélgr{ey %ideppisgﬁ
conpl et ed, narrel | der; Name Pl edgee Hol der; Enforce

Request Arendne °“°'té’r gﬂﬁt"f Wﬁﬁaﬁ?émwh itsRippReR 1f ibis paladgeds HEit smleﬂmddmey BBL. 17
Sept enber 2003 itV HbidF4aPCTHERIRY R3Q9In ex.:%ﬁm?imewthﬁc@e&% Sfsiep W 11 not

deliver the_ endorsenent chain if the record is e he definitive rul es
regar di ng when SR PIRYISE FABrAlso d#plg A swischrlerpingediesaitiey Wit iy G f losal vaet h

reference to Filgybes imhbtitad3 Tk thOsefid provider 4@ At th: ngrvt]._det the e[ﬁ%@rﬁtbw
napl e

I nformation A W)rIdee Web site restricted to users only e S users
interested in a¥f ledpeWeyid e perprpentinfstyckyimige tile fegisty-owvk criticel userris emt st at us

and ot her i nf orwmed 91 AROSHipel, if alsh the Holder; (2) the Consignee, if the Consignee is also
the Holder; (3) the current Holder-to-order, unless the bill is pledged; (4) the current
15  Bearer Holder, unless the bill is pledged; or (5) the current Pledgee Holder. When the
system service provider inactivates a user, it checks through the title registry to
determine whether the user occupies one of the above roles and if so, initiates a switch-
to-paper directive.
The electronic bill of lading must not already be terminated when a switch-to-
20  paper directive is given.
As Figure 29 illustrates, a switch-to-paper instruction is implemented as-

follows:

(1) The appropriate user creates a message to the message handling unit using a
user system;
25 (2) An instruction is included indicating switch to paper. The Consignee or
Holder-to-order includes an instruction in the form prescribed by the service provider.
The information includes the document ID of the bill to be switched to paper;

(3) The user then digitally signs and sends that message to the message
handiing unit;



general, the information about an electronic bill of lading is confidenti al
according to the service provider's contract with theldSeptemiepRi03g t he

i nformati on. However, in 10 accordance with that contract, certain
information may be disclosed to certain persons at certain tines. The Wb
site uses ceriydosghes and Transport Layer Security (for mgidgociifey ©
Sockets Layer) to assure that only properly identified user representatives
have access to title registry information. Further, a user representative
can obtain access only if she has inforpation nonitoring privileges
according to the user database. 15 Besi d&€% the interactive Wb site, users
can obtain information by tel ephone inquiries to the service provider help

desk. The access | i fi)t4st foony mppbé, diebhesdgd hidifing \Mebcrsiis StsabRbnfickPuy he st af f
suppl ying infor Lon.at. the help desk. The information that a given user
can obtain vari%gwdnegg}éensﬁfﬁr?@sgﬁ&rl E‘E“af‘%eThﬁfmsﬁaﬁ?W#ﬁ‘Eiué‘ﬁam tflewsgistel e of t he
requesting useralsofdhecknie RGeS heandiGge. (ahe MRdsaleMat@Rk it a80HA P ages it
has sent or rqui%gd(%altho qwnﬁst user systens keep copies so a need to
resort to the cBMTar Ffé%%%fﬁgt atigfal fignatre tor (fmd ghe Arm incastsply aviRkk i i kel y be
‘rare). For § nfefurstren tﬁeﬁnd‘sia%élﬁn&iﬁlgiuﬁift;ry (either current or archival, a
user can obtain infgégPtion 0 whi ch the user is (or was) entitled to be
notified, or which {Hét ti€arssagschaptling waiy andtitegegistydueberlAyerifn theaendsdy  Syst em
ordinarily keepfgin0linGase :8Rhd fht ARshR R SRt wel L 88 copies
of information scfnt %[% so retri evasa@ofa t he 1| n %%%??Qg%afe%gﬁ?r%%"ﬁfesent
~ systemwi | | r arl8f1E Hdeing switched 9 PaPFRe noti ces sent when a Consi gnee,
Hol-der -t o-order, or (djedeakitiob lBectidE R i ncl ude th vi.ce :
regarding the transfer of ri gh%?eﬁoteecgq?n t? e (%gengcgl i(?laggmaéoégbgﬂg%bt?e as well -
as a reportlbf EHEYeaSRS EnibptOriginaton of thecilestgortio billne ladng, wixdés ingsaged 30
user, as the nexhdip@ehit AReRRYGE L BRStve s 2en L2 Q0/20 1,14
heT! oo/ 08001 ndBe Shit Ael Endorseun‘{aentr%%g{tﬁg%g eék%?sg‘fee“rﬁ‘é"“fegtﬁi"@ Pagi stry
reports i nfor nefRd5h CARsumesstes. t Bheotittteregiomd dpssenmt rittercdgate nthe (Chiginaseguence of
transfers of amegkgiat 5OME Orididalor @ ' .0-.0r d rties. to users
having 5 certain, rol es in rta%li BgFt{lsch%glr-lﬁ%l tg%t&rﬂgﬁ%‘ g%ﬁg%%&g % 5558 as
descri bed bel ovWsersHightiRicorgpel pafosfanee dfitfealimsiive,ore thyRilktmbk:e, t he present
systemis dgsigned Tl &lcKS o r I ween the privac
interests of syst emtﬁsers aenﬁglt Hglﬂlréﬁrfg}ggﬁ,?oﬁé“ﬁ%c&%g of e dh'io-papey

directive by returning to the sender via the message handling unit a type header in the

form of a BAck. That type header includes a report from the title registry of the actions
it has taken.

Switching to paper makes the electronic bill of lading terminated when the title
20 registry is updated.

' The title registry record (including all prior transactions) of the terminated-
electronic bill of lading remains in the title registry and available to perinitted users for
the time specified in the applicable retention schedule. The title registry instruction
effecting the switch to paper is also recorded in the chronological log of message flow,

25 and that log is retained for as specified in the applicable retention schedule.

4 dorsement

The Title Registry maintains an endorsement chain for each BBL. The

endorsement chain reflects the parties to the contract of carriage. The service provider



know i nformation that affects their rights and obligations. The technical
operations inplenment that general bal ance, which may bé SeptespeaBes f or
nost users but perhaps 10 not all, The present system does not prevent
prom ses between users supplenenting the Rul ebook and inposing greater
restrictions avpédserravai lability of information. Thus, theri&esnighal
ability to obtain transfer information is independent of the right to
obtain it; so even where the present systemgives a user the option to
obtain transfer information, prom ses bgstween users to naintain privacy
may restrict a user's legal 15 right to"exercise that option. As part of
t hat general balance, only infornmation about to-order transfers and

pl edges. The avmpilagts| the pneitmnmadl ldﬂﬁe@lmwhdq@ie&ﬂge&ainﬂ@dﬂé& ?th@fz&xﬁrﬁaﬁajl on about
transfers by o eandqrd ee g% EEBt her can be obt ai ned. or mat i on about
transfers by Ho er's and - °oth ‘(e.ﬁp%‘:é“’ Yncl udi ng Bearer Hol ders, is not

avai |l abl e, except that the endorsenent 20 chain wll indicate Wnen an
electronic bill f I di.n econmes Bl ank Endorsed (if that occurs) and when
(if ever) it is ' To Order Party. The-

confidentialfty of Beaflie Rlegjlstﬁlecfreate& AREDRS B theSendObertAUERE, widBe£S hevt O
governrrent al searc yst.em service provider, to the extent that

{
such i nfornmati o?imiyg F‘@tcﬁ?t?’i‘%td’% iCPTipgsds nameds Dhis owoyEsvdien a partyrbecpmes botthecause

desi ghation of Holfianad DReReRitEer ConGaRt a6 b rQMt 6f Rk bf a RinbkAHiRGuctions.
non-tr ansf er abl it term nates the endor sement chain. Information about

transfers afte SEe SFTHeNS e J¥ams Keddrsy Yarae Hokder andr Namg @o ((yder ety loabl e, and
i ndeed, is non-e@xisigh@nName T6 ORI CRGighesd vHes theBbadel BOLE IIQIQLLSthInQJIf geri ods
during whi c? hf §|II was active._ Any transfers occurring outside the
present system {SHEH RIEY g5 ¢oosienss: %ﬁ‘ﬁﬁft”%ﬂ@%fthﬂf#llsaB"PQr@dPﬁg’medgxtsw t ched
to paper or befBBE @d Grgitt Adéndhen Gh d6he ERGah&s dRFLEANAEEDlenf ERabNKNOWN T O
17 Septenmber 2003 WO 00/55774 PCT/ GB99103091 98 the title registry. The
scope of the i nFEFhEthosmd Prﬁﬂeﬁﬁéémﬂ*fha’h%féﬁ%a“tf@t[ﬁ“ﬁbﬁwe&m ngfabesrand
amendnent of thg bk lHolded fvhatiyaiso b e %r&é}cbahﬁ\ﬁé‘cohﬁ?t&%dnh e B i% @n the
avallabletrans]% information, and further limts on elr ity to
obtain it, are EHEerdPisRioks: Cogsignee besamiey the e Rrdef PG ﬁmtwnémentlaiadal e to a
To Order Palsy dréatdS fe@drl G¥Vehe eE@JrsenSﬁC&axhowﬂﬁqeére §d AN Wil s Rhveage that

precedes the r eﬂuest ing To Oder Party,
entifier, In this case, the record is created for each eBL amended when the Holder is

aiso the To Order party or Consignee.

If avvalid business refusal is generated, the Title Registry removes the party

. issuing the business refusal from the endorsement chain.
) 20 Figure 30 shows an example of the syntax of an endorsement chain. The
) definitive rules regarding when an endorsement chain is created are described with-

reference to Figures 31 to 37.

ive gme ing
25 The Title Registry will deliver endorsement chain information when a number
of functions are completed, namely: Name Holder; Name Pledgee Holder; Enforce

Pledge; Request Amendment; Grant Amendment; Switch to Paper; and Surrender
BBL.



Order Party can obtain the user identifier of the transferee or Pl edgee and
date and time of the transfer or pledge. The endor sengéhtSepienher 4803 on
available to a Current Bearer Holder is as 10 follows. For each to-order
transfer or pledge that precedes the requesting Bearer Holder, the current
Bearer Hol der weaps@pt ain the user identifier of the transtergehee Pl €dgee
and date and tine of the transfer or pledge. The endorsenent 1 ntormation
avai l able to a Consignee of a previously transferable bill is as follows.
For each transfer or pledge, the Consi grbge can obtain the 15 user
identifier of the transferee or Pl edgee”and date and tinme of the transfer
or pledge. The endorsenent information available to a Originator of a
terminated bill is s TifloRdgius wilFE deieg fhetehdnsieit chdin THRIGS:d it BprfX i i nat or
of a surrender QL. SWi tched-tﬁ- gﬁ{)er bill can obtain the user 1dentifier
of the transfered SiBedygoEeadine datemnFdotement chaip it frliverrd e deseribed pl edge.
20 The endor senatitreferfienaBigiresslaysd. | able to a Surrender Party of a
termnated bill is as follows. For each transfer or pledge, the Surrender
"Party of a surrendered of' swtched-to-paper bill can obtain the user
i dentifier ki @ FpEfRit | R Rata
or pledge, Moreover, tr fer information is available only if the
-electronic bill of A|‘£{%r?$?§de
history, and Ordeyirdnic #ild6f ladihg toFing bitlitd Sureht fhs dnll oth& ih@FmAbn kit £.1 i€ the
transfer is to occur, Endorsenent chains are sent to the d esignated user
whenever a CongFRfffbdhe migsmation abes & elestronig billgfdgding inennddentiplacepsdingjioat ed. 30
4.6-2. | acur p23k SRGI4EREVEcRr § LonBaR WRIRIR! usQ 005 1yiNOE Heimldsh, RE AR5/ 03091
-99 Many docunents sent  through and used in t¥1e present systemrefer to
ot her  docutfentescordenssyithohil retites. fereis iformatien mayHherdisclogedrte bestairpesomind t hat
i ncor poration  Peiintitaes OFHPM she s &ﬁiiﬁ%seanﬁQPaﬁép%ﬁLaJJ?%e%l@?%?ﬁél deal s
with issues that arise in sone |egal systens concerning do drent &
i ncor por at ed bySeFus dpckeie baven twrsqragxht oplysirengdly idgptified Wesereperyentatives hanery |
aut omate the pr. ¥ h r . h the
hyperlink nec hggﬁéctg%ggﬁ:&r%ﬂ?ﬂ%m%r Fg\[}l\?{ig %E?HTSSH&%W&M a0kis

) only if she has information monitoring privileges according to the user database.

15 Besides the interactive Web site, users can obtain information by telephone
inquiries to the service provider help desk. The access limitations applicable to the
Web site apply to the staff supplying information at the help desk.
The information that a given user can obtain varies depending on the type of
information and the role of the requesting user. For messages, a user can obtain copies
20  of messages it has sent or received (although most user systems keep copies so a need
to resort to the central message handling unit to obtain a copy will likely be rare). For -
information in title registry (either current or archival, a user can obtain information of
which the user is (or was) entitled to be notified, or which the user had previously
provided. Again, a user system ordinarily keeps notices sent from the present system
25  as well as copies of information sent in, so retrieval of the information from the present
system will rarely be necessary.
The notices sent when a Consignee, Holder-to-order, or Bearer Holder is
designated include the advice regarding the transfer of rights noted in the preceding
sections, as well as a report of the endorsement chain leading to the newly designated

30  user, as the next section describes.



XML docunents and user systens supporting external entities, an entity
reference can also autonate the process of incorporatilAFerteahen /893 .
However, difficulties arise if the incorporated docunent is not avail able
and 10 clearly referenced. To preclude those difficulties, the present
system perm t sydip@ESs 10 post comonly referenced docurrent[,&}.}&gwmg@li n the
online user support resources. It is then available to systemusers -

t hrough t he Hyper Text Transport Protocol (HTTP), the conmunication
protocol commonly used in the Worl dWde \Web. Wien the docunent s posted,
the system service provider assigns it 2’ani f or m resour ce | ocat or (URL) by
15 agreenent with the posting user, and makes the docunent avail abl e
accordingly. The URL is unique for all documents online in the user

support resourct ndthe cyrrent system the service provider posts
docunent s pursuﬁ#@&%—éﬂm y 10ga est to the user support resources.

Unl ess the posting Ugefitieadglstiyipofty mtRThRARYIE e RS-OMLARESHRERQL NG W S€,
the 20 posted docunent is available to and visible by all systemusers via
HTTP, unless afPSATSEAIE L an Headronic il of frding by soedenrerties, tugsengatite Secur e
Sockets Layes (d3hin rdMs$Pa pdeitQibel@somt Bl SPRlihg, a8 EEbes skl Y (TLS)) and
specified classes of public-key certificates. 25 Operational eul' ai n
r sU 2por Lr esour ces ATRERE tarslFr jinfarmagondwy@izhlon thef preseptefystemic designed e user
support resour CaskeRredddd] bilffce b@PER AWERYacMidided NG L ovi der .
4.7. -Titig, Reqi st_aé FunCtions 30 I_:u.rt?lc\é:Mrl agpeqtszgﬁ&tgﬁzgﬁﬁ%fgeegkgi stry
functions are noWVdeSEtipethat affecisdsiraigbisrand oblzation® (¢ SSidl PETAGB09103091
-100 4.7.1. Si mpl-ARAGKS oFRE bAIAKRS WiknTRS beGARESD! | LRbd Y
accepts onll a S'P?ng e i ns%tr_uct I on at o@t iem.?éTﬁgg}g&oE{e%%eﬁé’;&eﬁéﬁé\%t h the -
Name (Pl edgé®) Mbp¥elhq preserisysier dods gotipveht remisesdictvieom aders Spplersdnringct i on can

be issued sinul ; j r i : accept ed
&@'R%QUOQO'kyand'L}mg?sm;g éﬂ%ge?rg@s%cﬂ%s d%if&e %a;\lranlga% Gt g ofmation.

si mul taneously with any one 0 nsi gnee or Bl ank
Endor se i nst r uctijugrthe technical ability to obtain transfer information is independent of the right to

obtain it; so even where the present system gives a user the option to obtain transfer
information, promises between users to maintain privacy may restrict a user’s legal

15 right to exercise that option.

As part of that general balance, only information about to-order transfers and
pledges. The ﬁvailable information about pledges includes information about transfers
by one Pledgee to another can be obtained. Information about transfers by Holders and
other roles, including Bearer Holders, is not available, except that the endorsement

20 chain will indicate when an electronic bill of lading becomes Blank Endorsed (if that

| occurs) and when (if ever) it is again transferred to a To Order Party. The-
confidentiality of Bearer Holder transfers is, of course, subject to governmental search
of the system service provider, to the extent that such information is retained in the
present system.

25 Further, because designation of a Consignee makes the electronic bill of lading
non-transferable, it terminates the endorsement chain. Information about transfers
after designation of a Consignee is therefore not available, and indeed, is non-existent.
Information is also available only for periods during which the bill was active. Any
transfers occwring outside the present system (such as after an electronic bill of lading

30 i.s switched to paper or before an initial To Order Party is designated) are unknown to



A Nane Pl edgee Hol der instruction can be accepted sinultaneously with a
Name To Order or Bl ank Endorse instruction. 10 The si nlil Bapiealpsr 200t i ons
descri bed above can be issued in the sanme nessage. No ot her sinultaneous
functions are avail able. The sinultaneous functions wll be available only
if the sender the right to performeach of the functi ately.
“5.5"7"0/5 . .

15 4.7.2. Multiple e% s In nost cases, the Title Regi stry(}g%gg%fﬂg%énl y a
single eBL at one tinme. The exception is with the Request or G ant
Amendment instruction. In a Request Amendnent, the sender may request the
carrier to anend the BBL by way of a spl'??' or conbine. In a split, the
sender requests the creation of nultiple BBLs froma single 20 BBL. In a
conbi ne, the sendetle fegReSTHS stdp6 ofhERtIARIRTincuasd Rabiers BBk b@ff)%%ﬂﬂe}' ple
BBLs. For a split Reque?t Amendnent, the requesting user sends a single eBL
to the Title REBTMEPFY O %RBIKariginator will respond with a Grant
Aendirent i Ssuing sk ivilohagBkes -abi'ﬁ%[to%b&%k raeaiﬁ@g%%&erm%ﬂ&ggn%he

e

requesting user sgnd_s_rmlti,pl e 25 eBlLs to the Title Registry, a

Origi nator wi | | PFEEHEHE onher abilingrogbtainimarsdbrfaliowingisui ng a single eBL. In no
other cases san mul tinpk&ioRBhst BodrGHE ailBle e ] L3NGt one tine.
4.7.3. Types of RBI s 17 Septenber 2oosal\ﬂoeoo?gg%éf%%@%%b@%%ﬁf-101 The
Title Registry &P &-ydergransfer- o pledgeabiteprdcedss diei raplesing JodDmarPatty,ahsTer abl e
(non- negot i abl eprd3BhSty cdhidiPhE A8 ) iabi | of Lthe BBL. A
transferable BBL is ropresent ed&ﬁy %ﬁﬁgpr?gﬁle%%ﬁ%%?p%?geﬁF%dtn%geélﬂ%l €ed BBL.
A. non- t r ansf er efifhetrasier grpledgspr esent ed by a named Consi gnee BBL. The To

CGcder and 5 Consi gRge et;l@gr%é&a&po%%t%g- § gla%}ebfgg?' 2:61?]7% l??% %g 81?5#% The Title

Registry al so provides a mandatory transfera FrdSffeld in-
the Title R&Qi sfollgwsyBoreeagletopder tdnsfar droplGige ehat pescedes itte raremthgoBeatehe BBL i s

bl ank endor sedy¥gn ik heBBReAS: gl .as, _non-L.ransf ble .the Title
Registry will reject the negésrgrg%&&i%[% %a%ﬂzqeguﬁ%reldfngﬁﬁra‘%rnetge RTSH™ERE BBL is

i ndi cated as t r Bladeee prslslate and finge of the transfer or pledge.

The endorsement information available to a Consignee of a previously

transferable bill is as follows. For each transfer or pledge, the Consignee can obtain the
15 user identifier of the transferee or Pledgee and date and time of the transfer or pledge.
The endorsement information available to a Originator of a terminated bill is as
follows. For each transfer or pledge, the Originator of a surrendered or switched-to-
paper bill can obtain the user identifier of the transferee or Pledgee and date and time
of the transfer or pledge.

20 : The endorsement information available to a Surrender Party of a terminated bill
is as follows. For each transfer or pledge, the Surrénder Party of a surrendered or
switched-to-paper bill can obtain the user identifier of the transferee or Pledgee and
date and time of the transfer or pledge.

Moreover, transfer information is available only if the electronic bill of lading

25  has become transferabie at some time in its history, and only if the bill’s status is not in
error at the time the transfer is to occur.

Endorsement chains are sent to the désignated user whenever a Consignee,

Holder-to-order, or Bearer Holder is designated.

30 4.6.2. Incorporated Documents



10 Title Registry will reject the nessage. 4.7.4. eBL ldentifiers (docunent
IDs) The Title Registry adheres to the same document | Y Sgpteemer 880%nd
syntax used in the nmessage handling unit. This consists of a RID, a
General 1D and a Version. 15 The RID is an al pha-nuneric string of no nore
that 64 charagi®gemsipat is the registered User 1D of the L gibnatqr- The
CGeneral IDis .an al pha-nuneric string of no nore than 64 characters that is
specified by the Oiginator and which nust be unique to this user. The
Version is an al pha-nuneric string of no gror e than 16 characters that is

20 optionally added to identify an arrendgd docunent. Two eBL identifiers
that are the sanme apart fromthe version nunber correspond to two versions
of the sane eBL. Thédanbzaibes:temseersitlﬂmghmnﬂasqﬂqndﬁe preseasyaem nekeent othes sUed by
the Originator S uest t he Hol der. The

conbi nation of t es%r{tsgt lplambuofcggenés ’5%(%9 atg ﬁtifrs g%\é‘?%%‘ﬁﬁ AP DAL PEIRIAUPE  uni que

25 within the smmOcimmtsTmtbbmoae@haw YTHd GagebBeH deale Gflissldsahdi 24QGHMENT S,
therefore the draft, attribute i %OSE%% tted in a Title Registry

instruction. 4. P S8R YR |°8n°RE5‘i"3f é“cmi"?ra@@p‘TYeFPé‘%!?m?G@?eml 00/ 55774

PCTI GB99/ 03091 mﬂ;&mnv\harmasynemk enaRe@iofilafeythé QFRRES dff’iodHrfgaﬁpeﬁile QeLhagoed, the
Titl e Regi stry der, and automatically notifies the party
8 gpen e sk

affected (the r yRechapisms CquuBasing the, (Wanld8hdes Bishli Ay an

instruction to Khﬁ,dﬁbﬁzﬁ@tslaﬁguﬁifyytemﬁ bSTtiROdxtenRT 8BiaY, ¥n Lty RAMR AR €CCI Ver.
I f the sender V\Q like to |nf0?rmad§|t|onal parties, he 'my do so. If 5

t he sender does a%’rtaﬁéhedﬁ??? HSPEHne pidefuaepagi stry will notify, the
‘message handl i ng UrHobwedr, diffichitiéseirisd [Tahd BiSbthdrattd 0FBubR id hid a% iRBRIALTY o
ensur e t hat S ssage, is sent to the receiver. e cases in '
whi ch noti f|@ %iif'ﬁal% g?rgncﬁ‘flo Qi BEEuds those ditheutties.dbp Ii’rPﬁelﬂlsgjijfﬂ%p%HS a@rsgoc It is
not al ways necegstdoyntodlybeleRse dddiReRBbnik tindoriBS SR0& Pﬁ&ﬁ%&h&wgt @ Title

Regl stry i nstru&ltl on, i ther because there is no resu notrfication or
because t he en available to system users through the HyperText Transport Protocol (HTTP), the

communication protocol commonly used in the WorldWide Web. When the document

is posted, the system service ﬁrovider assigns it a uniform resource locator (URL) by

15 agreement with the posting user, and makes the document available accordingly. The

URL is unique for all documents online in the user support resources. In the current

system, the service provider posts documents pursuant to an e-mail request to the user
support resources,

Unless the posting user and the system service provider agree otherwise, the

20 posted document is available to and visible by all system users via HTTP, unless

' arrangements are made to limit access to it using the Secure Sockets Layer (SSL, also-

known as Transport Layer Security (TLS)) and specified classes of public-key
certificates.

25 erati e 32: Publication ] r e.
A user may post a document for reference to the user support resources by further

agreement with the system service provider.

4.2, Title Registry Functions

30 Further aspects of the title registry functions are now described.



party affected al ready possesses the eBL. To maintain consistenc t he
Title Registry checks to ensure the eBL is encl osed Méﬁepterwrﬁﬁ%i red.
If the eBL is not enclosed 15 when required, the Title Registry will issue
a negative result and the sender will receive a BNAK. The requirenents for
encl osing they@Rhs@se sunmarized in Figure 33. 4.7.7. Mangging,o0,The Title
Regi stry provides a function for anmendnents through the request, "grant and
deny anmendnent instructions. The request amendnent instruction is”
purposefully generic, providing facilities for all anmendnent requests. The
request is issued by the current Hol det%ind can only be acted upon by the
Oiginator. Wien the Title Registry receives a valid anmendnent request, it
suspends all 25 actions on the BBL until a grant or deny anmendnent

instructionis4i ugd g/th Qriginator. To cater for different types of

amendment requesig—g@ugm%gﬁ-‘fi&c' s e #¢iscombi ne and switch), the Title Registry

i ssues a request | Dintrfiost E@esght:mtraa&eg{suyv&eﬂmam\r}aé kiigsleé GREERbn aﬁlglw gent
[ e

instruction has_been received. This Erow es the Originator t reedomto
grant or deny ti8 SXSTRRER Hith dhe Name Pledgpebiioldeidnsyetionas shishwi edditieal . 17
Sept enber 2003 1%&%5@7&4@@'5{@%%%991 -103 If the Originator wishes to
grant an anendnent request to conbine BBLs, he .responds with the request

I D provided by the *iNams Holdgr ipstryptiopesn thh accapted BBultancquely ayithl g oncoéf & he
number of BBLs thoWdér,Wﬂﬁzgneegm&&h&sﬁﬁ%léﬁgﬂ uses the request 1D
to replace all previous BBLs with the new BBL. Likew se, if the Oiginator
5. wi shes to grant aft Nasenbipdese Holdguissiuction epl tiet ac@iled, sititaneesgpreds ani t h t he
request 1D prowiied dierbhiall tdGislRehaley and the new BBLs. The Title
Regi stry uses the request |Dto replace the previous BBL with the new
BBLs. An anthded BBIhensiswmitengousyfupctionsydestibed daove fearerbe iWbedh it hiss sewe BBL i s
repl aci ng an ol At s reler - ifher to use a new eBL
identifier or I%Sﬁ%rg %gtgértsﬁgﬁgrg% %Elq_m?sggﬁta falg&?@%er\}]\ngtsﬁnuztaﬂ(ﬁ) i ercgﬁ't1S ver si on
nurber . \Wen t vl vewvERblejoglyr i€ gheassindeg hautht irighteto gletfoBBEah (ofi thelfun@ivnavhen

mul tiple new BRESirAd S replacing an old BBL (1:n), the carrier nust use a
new eBL identifier. 4.7.8. Rule

15 472 Multiple ¢BLs
In most cases, the Title Registry accepts only a single eBL at one time. The
exception is with the Request or Grant Amendment instruction. In a Request
Amendment, the sender may request the carrier to amend the BBL by way of a split or
combine. In a split, the sender requests the creation of multiple BBLs from a single
20 BBL. In a combine, the sender requests the creation of a single BBL from multiple
BBLs. _
For a split Request Amendment, the requesting user sends a single eBL to the
Title Registry, and the Originator will respond with 2 Grant Amendment issaing
multiple eBLs. For a combine Request Amendment, the requesting user sends multiple
25  eBLs to the Title Registry, and the Originator will respond with a Grant Amendment
issuing a single eBL.

In no other cases can multiple eBLs be issued to the Title Registry at one time.

4.73. Types of BBLs



15 The rights and obligations of users relative to BBLs are defined in the
Rul e Book. The Rul e Book defines legal rights and obl ilg&eptenber@péd ed to
constructive possession and the contract of carriage. In short, the
Originator of the BBL (the carrier) holds the cargo in its physical
possessi on as vemeoisegpendent party (an independent bailee g, dg8fi@hot €7 MB) .
The 20 Originator agrees, via the Rule Book,- that the right to gl ve it
instructions may pass in accordance with the terns of the Rul e Book. Wen
one of the pre-defined statuses of a_. g)L arises, the Title Registry, on
behal f of the Originator, issues a notice'to the user who has that
particul ar status. This notice is an attornnent notice and confers
constructive possesshheritCaagittyugitedry &br PAGTASSE ORebtfableNbid Bbd-Yan¥edile t hE

Shi pper and 25 a h pay ty. in the followi.ng circunstances: (1)
when a Bear er ng%g °nab(fe) gﬁtsdefhfzr)" SRS thea Aesgtiskilitieaf the BBIso Ahe To

Order party or (ﬁmrsﬁerayth ia pprefented byl QREMETo @dgﬁqmem}sm LSA&%med The
contract of car € ni.itially between the Oiginator dB hi pper. A
user becones a B & §B$ Ih& EBsieRse Oy G rasgd (Goagjeneg BBL. | frh¢ do Kddn andhe Hol der
and either 80 Cblelg'ﬁébraed&hn@@éEMst@ﬁaQQﬁl@Bﬁﬂee This can occur in the

foll ow ng i nstances:; % ptenber 2003 WO 00/ 55774 PCTJGB99/03091 -104
(1) The (Pl edgee) BEYF ’rIle g‘ﬂ@’ralst"?é’ﬁ%’@e%ﬁwwmfemmﬁnmadﬁcmlamﬁbm| t her
the To O der parthyTige RefgrGRRShHERBE- ! Qﬁ‘e% | gigr BBL
with a different nangd Tég l'Cy)rc‘%er pg}r%t Ifé\i%rgg&??&g 164 Oélgliir%%i%rlts(%af'ﬁe

Hﬁl der. 5 (3) THEO5E Werp thy BRL BB!‘_d‘WEtiﬁS W%@?f@ﬁ@htmmﬁlﬁeﬂemgmt nanes

t hat Consi gnee tht Afssag. tar Corsthes it anidl T, BBL
nanes anoth é user tshﬁelkJ Hol der&and eltt@r%ﬁ%tﬁeryh%ogégdﬂ%par tS%f)argle’t{ﬁ

Consi gnee. ? ) e Registyanll (schibe menrsss i tself the To Order party or the
Consi gnee. 10 (6) The Pl edgee Hol der of a BBL with a naned To Order party
enforces the pledge 4.7 8. 1 Attp mnt ,, otices An attornnent notice is
gener ated by t heL4-ePk1dentifiess (documept IBBhal f of t he

The Title Registry adheres to the same document ID convention and syntax

used in the message handling unit. This consists of a RID, a General ID and a Version.
15 The RID is an alpha-numeric string of no more that 64 characters that is the
registered User ID of the Originator.
The Genere_nl ID is an alpha-numeric string of no more than 64 characters that is
specified by the Originator and which must be unique to this user.
The Version is an alpha-numeric string of no more than 16 characters that is
20 optionally added to identify an amended document. Two eBL identifiers that are the
' same apart from the version number correspond to two versions of the same eBL. The-
latest version corresponds to an amendment issued by the Originator as a result of a
request issued by the Holder.
The combination of these attributes ensures that each eBL identifier is unigue
25  within the system.
The Title Registry does not accept draft documents, therefore the draft attribute

is not permitted in a Title Registry instruction.

175, 2 ic Notificati



15 Originator, when a user is designated to one of the statuses descri bed
above as conferring constructive possession. This occif SEPIEMhes 2083 ee
cases descri-bed above with the followi ng exceptions: (1) when a Bearer
Hol der nanes hinself the To Order party or Consignee; (2) after an Enforce
Pl edge; and (¥oafssei a G ant Anendnent when a version ngghRipedmpdysed. 20
These are exceptions because the user who issues the instruction %aS‘
constructive possession both before the instruction is' issued and after
the instruction takes effect. The text]ﬁ the attornnent notice is as
follows: "You have been designated as {H& Holder of the electronic Bill of
Ladi ng in accordance with the Rule Book. By 25 virtue of your capacity as
Hol der of the el ect Wirnhe ThlelHegisky leamid R@rehid aclbdge e Ty Rt eShaHaat i on as
we the service provider

a To Order Party, nsignee, Bearer or Pl edgee : ]

acting on behal “6&"{‘%’&%&;?‘%‘?%@?3&? “BW’fEef I‘l‘?espagy aifscteg the raspiver asfreceiNerng ( t he
Carrier) confi rifhis tuak thaheheg eading ak BstARIrE kHE ThR REQMFy, & iQEJt'heceQEE&Z o
definitive rul es _regardi n% when, an attorrunent notice is deliver (5 is 30

contai ned in Fi QtidSeEYet § tppenderwepld likeip afornpgditionppagiss 55 aray do so. If

PCTI GB99/ 03091 the idBerdlock.ndmethe paruisit ﬂx@&"ﬁle'ﬁ%%b’t?ﬁiﬁﬁ ¥ nh@mgggﬁrethmgjggsi _gna: ed
as e Opportu y 1o rejec

as a party to the c ract of carriage, he

its designati onmﬁtsw‘gr}‘it&rﬁgerréﬂ‘ﬁtiff?& tb%?‘ﬁ Regjstiyda ensprg tipt omly 8 pingls messkgerief usal " .
By issuing a vaidentiolkHestéceras refusal, a user designated to a status
conferring contractyal nexus to the Originator (carrier) rejects his

nomi nation as a cont'PataFsAYywhighpqtifications afe Reesivseprsymmanizadén Plawe s to t he
carriage contract remain as they were ‘inmediately prior to the rejected

designation, A i ness refusal cannot- be i ssued when a user becones party

to the cont ﬂ%ctm—@&ﬂﬁ%m: (1) a Bearer Holder names 10 hinself a To

Order party or Consingags alvagd neBestSEth oadlds2 fe RBL MifhlaGoRE: idima T1€T € 15 a
# seet R e Mk T

Grant Amendnent_in response to a Request Amendnment by TF
busi ness ref usFEEHARGECHSR: sihersanpnthengds ao euling haifiaative o frecausathe has

clearly given hpdtyGEESQ@IMIreddd pogé‘ss&alﬁlﬂ:eébLaTgﬂa{nﬁqh? gon%igt@xﬁ:goﬁg r[ﬂ@glegljﬁ arriage.

The business refusal nessage nust be sent wthi urs “an party
cannot i ssue anSeHFrRpustieithceeRReigiendlqsyd whestit isequised. If the eBL is not enclosed

15 when required, the Title Registry will issue a negative result and the sender will
receive a BNAK.

The requirements for enclosing the eBL are summarized in Figure 33.

4.7.7_Managing Amendments
20 The Title Registry provides a function for -amendments through the request,
' grant and deny amendment instructions. The request amendment instruction is”
purposefully generic, providing facilities for all amendment requests. The request is
issued by the current Holder and can only be acted upon by the Originator.

When the Title Registry receives a valid amendment request, it suspends all

[
n

actions on the BBL until a grant or deny amendment instruction is issued by the
Originator. To cater for different types of amendment requests (e.g., split, combine and
switch), the Title Registry issues a request ID to the Originator when a valid request
amendment instruction has been received. This provides the Originator the freedom to

grant or deny the amendment as required by the business environment.



15 before issuing the business refusal. If a party att ts, tQ s a
busi ness refusal after 24 hours or after issuing anot e Wﬁ%ﬁ?&&bn
related to the same BBL, the Title Registry will reject the nessage and

i ssue a negative acknow edgnent (BNAK). Wen the Title Registry receives a
valid businesswomissmal , it will unwind the BBL to its pregieusyaiat e
(i.e., the state that existed before the user was designated) and 20 w |
notify the former party of the refusal. The Title Registry will also renove
the party issuing the business refusal Whgomthe endor senment chain (see

bel ow). The definitive rules regarding en a business refusal can be
issued is contained in Figures 31 to 37. 25 4.8. Title Registry Results At
the conpletion of phobeSsginger wiktes B grine aRegeRineyt rt@BHES canbiRBBILs, O t he

sender and re ( h sult i tomatj cally generated to the
receiver(s) as \ségésl @% &;gar% egt lﬂ ?mf"ﬁ%dag%éliﬂ {r“lF ieﬁéﬁgﬂ‘@é}‘e ReBBEsult to
the sender is amgadlessrof d@dmmndofcmﬁsrsiemtlj'youﬂe Holdkr. tThe m@sm%ssuy fsddQfd L1 Ve,

i fi and the 30

th It tot | i st tified
corerplr gf g r ecgl vljg(?“ ?g@ﬂ? P ?'ff grpﬁ%fof‘%ﬁér‘ ekl@?“%‘f I }gll'ré‘l@s‘ﬁr‘séflf@e@@gm@t%ear s in
Figure 41. 1¥ Seighes mbgramﬁﬁ)@ﬁendﬂﬁt@&iué@?oM:hP@ﬁi@@z%&ﬁ%th ﬂlt‘:l‘gglllelsﬂc i he

sender result i srmp?ci%l t| ve¥ ?e rec result includes the ' ow ng

i nformation: (1 b s Tl 7gbsﬁvlﬂ eﬁ%mggﬂs dbe Rils fegisty uspethe reghest Regl stry
record. (2) ariDeBkepladethé previeus BBEL with thdy@wddgyrent 1D of the eBL. 5 (3)
Status i nformation otifxciepqi;g\e current state of the BBL, i.e. active,
suspended or end sf&t%&*€ Y carha “E?BIPBFe‘E@PEETeMJE;&lemWEHnISJe act ed

upon by aut hor i gistingemrold BSL (141, tﬁébiﬁﬁﬂ&ﬁ@hoo%&@mﬁ%uie%%%%ﬁﬂeﬁ ffer s
pendi ng an ?dTendrrent SO t%@%@ﬁ%ﬁ?actl on _can take place until |g| nat or

returns a gtant a%f"sedléerﬁmﬁ T with-pdifferent vession pumber, Whieethe n@W BBénse t he

BBL record exi stsadiy pultiple blaeBFlist(he) RewheathMtidiO v BE
active. The Enﬂ%@ia ’sﬂf‘er‘iﬁ‘;ef aveS (be)en enteretl as a r%ésL%e r%l#ﬂgag\mgiech to

Paper or Surre Bt ueanewRBL igptifisnt parties of the BBL. (5)
Endor senent chain information in the formof the parties to the contract of

carriage (i.e., e_current and past Holder/ To Order parties and
Hol der / Consi gne‘)eié;—wmm
15 The rights and obligations of users relative to BBLs are defined in the Rule
Book. The Rule Book defines legal rights and obligations related to constructive
possession and the contract of carriage.
In short, the Originator of the BBL (the carrier) holds the cargo in its physical
possession as an independent party (an independent bailee in legal terms). The
20 Originator agrees, via the Rule Book, that the right to give it instructions may pass in
accordance with the terms of the Rule Book. When oné of the pre-defined statuses of a~
BBL arises, the Title Registry, on behalf of the Originator, issues a notice to the user
who has that particular status. This notice is an attornment notice and confers

constructive possession. Constructive possession is initially with the Shipper and

]
th

passes to another party in the following circumstances: (1) when a Bearer Holder is
named; (2) when the named Holder is also the To Order party or Consignee; and (3)
whenever a Pledgee Holder is named.

The contract of carriage is initially between the Originator and the Shipper. A
user becomes a party to the contract of carriage when it is both the Holder and either

30 the To Order party or Consignee. This can occur in the following instances:



15 together with the date and tinme of each endorsenent a [ nment
notice which is free text provided when as a result of 1?&?@%"‘%"{1%9{ hﬁ i on
there is: a Holder of a blank endorsed BBL; a Holder who is also the To
Order party or the Consignee, or a Pledgee Holder. (7) A Request ID, i.e.
the identifierwgemsrated by the Title Registry when a Requastigaesisefyrendnent
instruction has been issued. Sender results are delivered by the nessage
handling unit in either a BNAK or BAck as required. Receiver results are
delivered by the nessage handling unit igothe FMsg. 25 4.9. Terns .and
Condi ti on The service provider provides" 41"aci lity for carriers to store
bill of lading terms and conditions on the secure, interactive facility.
All registered ﬂ@ersTHaaBledmejcmsrsr Heldertnaings dndfher wadt the HoldRegaleiing el need to
send the terns @3 gé)r%o o QS with each bill of |ading. 30 The process for
storing terms an f 160 §“S‘?§‘e%\s fol l ows: 17 September 2003 WD 00/ 55774
PcT/ GB99103091 (2}107The Iledehe) Hudder bied BBE RGHG aadifiréhit hﬂhéM&bﬂ@ﬁ&nﬁ%ﬁéQe
(SMsg) to the h apflo l% #6 G includes the attached terns an
conditions and t P PROREMRI%h the terms are applicable. (2) The

hel pdesk supér vn(IQor Tm&mmetdstaammﬁh 208Nk Qﬂl%léﬁgé&n{epﬂifﬁ‘é{s%qé eS O
interactive faciy II{OK (3) The hel pdesk supervisor sends a digitally signed
nmessage ( SMsG 3}8 d§ carrier confirmng that the ternms and conditions
have been | odge) (4jhe Homief @idrioe0rdéSaip\vBa BRE Aa&w&oa{aﬂuﬁp&glﬁokdap& on the
interactive site. r|oi§ the date of activation. -10 (5) The carrier sends
asdigital ly sigRSE hedeQgkr pasyseye Copsignes: hel pdesk to confirm acceptance of
the terms and cendi t’]'hemarérf}&ﬂdehﬁéﬁfésbﬁﬁﬂhelm&pﬁﬁi&rthé@orﬁibﬁe appl i cabl e
date. (6) If1 g(gnfl TT%'[IOI’I nmessage i s not received by t Tel pdesk, the
appl i cabl e 'dat dedgss Bpldereet mBBL ‘ﬁlﬁbéﬁlﬁw%ﬁﬂl@ﬁﬂmaﬂg@mes theecei ved.

pledge.

4781, _ Attornment Notices
An attornment notice is generated by the Title Registry, on behalf of the

15 Originator, when  a user is designated to one of the statuses described above as
conferring constructive possession. This occurs in the three cases described above with
the following exceptions: (1) when a Bearer Holder names himself the To Order party
or Consignee; (2) after an Enforce Pledge; and (3) after a Grant Amendinent when a
version number is used.

20 These are exceptions because the user who issues the instruction has
constructive possession both before the instruction is issued and after the instructios
takes effect.

The text of the attornment notice is as follows: “You have been designated as
the Holder of the electronic Bill of Lading in accordance with the Rule Book. By

25  virtue of your capacity as Holder of the electfonic Bill of Lading in addition to your
designation as a To Order Party, Consignee, Bearer or Pledgee, we the service provider
acting on behalf of the Originator of this electronic Bill of Lading (the Carrier) confirm .
that the goods are now heid to your order”.

The definitive rules regarding when an attornment notice is delivered is

" 30 contained in Figures 31 to 37.



15 4.10. Title Registry Instructions In Figure 33, the Wi
information is tabulated for each instruction: 1. Wo |1gg{?(9§embeglpr@0?)arty

authorized to issue the instruction. Al other parties will be rejected by
the Title Registry. 20 2. Mandatory information - the information required
by the Title Rampostry to execute the function. The Titl e pRegigsdidador W | |
reject the nmessage.if mandatory- information is inconplete. 3. Optional
information - additional information that the authorized party can send
with the instruction. 25 4. Need to enclgge eBL - because the Title

Regi stry does not use the eBL docunent, the eBL only needs to be attached
If the receiver requires it. 5. Business refusal - a business refusal can
be i ssued when a party becones both the Holder and the To Order party or
Consi gnee. 17 Sgﬂlm_ﬁgé_&@% 55774 PCT/ GB99103091 -108 6. . Wwo is
notified - the Title Registry w automatically notify the affected party.
| f the sender nares Whte aqisfreié designpiad waa&"tsatortéc:emmtt of telhgiagep 65 Agethbandl i ng
unit wll f||t t|f| atlon Attorn nt. notice -
the Title Regi st rpo;t&lgtﬁ-eq?g %éagq%%%[{aﬁoyg att acwﬁepr?ftyvﬂ%?f‘“ﬁ‘g usiogspsul t - of
an instructien IEﬁé@l Bysiswingial vatid bosiness refugahla wardizsigeabdABL; stah3 @oldedngder | S
also the To O consi nee there is, a Pl edgee | der. 8.
Endor senent cha?oﬁgﬁeg%g)%%‘uﬂo {}11@ E%"Iator W@trfjemcpéé‘f’ﬂgm% Brft PAPIRHANE he
endor sement chapattywhen @ssequenes thiet pattfes an then@triape toract! dMaikiok dRdy W&e al so t he
To Order party; 10.,9. Endorsenent c n returned - the
Title Registry lelﬁ% qﬁd}aﬂg ﬁg&ts( éle e’% gFe 8 ?I::fmn‘ “ﬁm’i’/ﬁﬁéﬁ&}i"‘hé‘“ﬁﬁb"l igsued
transferred bet whas yserbeioass gty & the conmradt 6fcarriageWhedf (1§ DBedrdriofief REHeSt Iy

i nstructionggar her di scussed urpose of a
Create inst ?uctiﬁgg‘g?\ésfé] Rm\’/’vof %’sxgi’e@aﬁz}ﬁ)Hsebfr&%’“’rséipg"rdéeﬂaﬁ E”hg’emﬁ"ﬁl e

Regi stry for a @ew Bﬁhndment in response to 4 Request Amendment by the user. The businéss

refusal cannot be issued in these cases because the user has clearly given his consent to
be named a party to the contract of carriage. The business refusal message must be
sent within 24 hours and the party cannot issue any other Title Registry instruction
15 before issuing the business refusal. If a party attempts to send a business refusal after
24 hours or after issuing another instruction related to the same BBL, the Title
Registry will reject the message and issue a negative acknowledgment {BNAK).
When the Title Registry receives a valid business refusal, it will unwind the
BBL to its previous state (i.e., the state that existed before the user was designated) and
= 20 will notify the former party of the refusal. The Title Registry will also remove the
' party issuing the business refusal from the endorsement chain (see below).

The definitive rules regarding when a business refusal can be issued is

contained in Figures 31 to 37.

25 48. Title Registry Results
At the completion of processing, the Title Registry issues a result to the sender
and receiver(s). The result is automatically generated to the receiver(s) as described
above. If the result is negative, the result to the sender is an error code and description.
If the result is positive, the result to the sender is a list of the notified user IDs and the

30  complete receiver result information, A list of the error codes appears in Figure 41.



There is an attornnment notice only if the BBL is creat wWth a er
Hol der. It is not possible to create a BBL in an end sﬁgﬁaﬂpiwb%%@l t he
Hol der is also the 20 To Order party or the Consignee) or to create a BBL
with a Pl edgee Holder. 4.10.2. Nane j3gldcr The purpose of a Name Hol der

i nstructions v G578 ansfer hol dership in an  existing BBleche®esddoon 25 An
attornnent notice is made if as a result of the instruction there is a new
Bearer Hol der or a new Holder who is also the To Order party or the

Consi gnee. An endorsenent chain record js nade if as a result of the
instruction there is a new Holder who is also the To Order party or the
Consi gnee. 17 Septenber 2003 WO 00155774 PCTI GB99/ 03091 -109 4.10.3. Nane
Pl edgee |iol der The Ipdirepesader gesuli iPlpedigee tHdotedsiver iremit rindiden thei Sllbwingame a

Pl edgee Hol der @ h@iiont Fansfer a pledge holdership in an existing BBL
record. 5 e |Q@-rda The purpose of a Nanme To Order instruction is to nane a
To Order party (i arihe ipstiugtionnigpt @Bted peltmpain tiATidnRkotseerest. chain record is

made if as a resylt of instructjon t | d is also the To Order
party. An endor Se ner?lge% gal%rﬁﬁll%l'?e'ggeudroﬁ'%engﬁ %’?@ﬁr a Bearer 10 Hol der nanes
himsel f the Fo ()derSigaritfpraarion duéyingrtad cuiB@dtarifheiBBI] he aSRO ARG ARSI T .

4--1-0.5. Nane i T, ur po of a Nane nsignee i nstruction is to
nane a Consi gnegpgﬁ Sgage' g)%f@tei ﬁaﬁgéﬂe?oé%?ﬁﬁs.a B8R o5 aeiech e B @uthenzédned, t he
BBL becomes nonpartiesndf ssmided, the BBL Attoinalidtsbanie pendaigainAmeeRhtkoi it ggde i f as

a result of the_inst jon_the der.is al so the Consi gnee. An
endor senent cha?ér%{a;ﬁscra}rﬂgtédﬁr ﬂ%%? Bﬁmkﬁéﬁmﬁmﬁéﬁwﬁ APt 7Y IFRAREE der who

i s al so the To @swetiopdf ythaxmieste/ThaBBL fecirt exionay BNRETIAN i g At Ur ned
only in the ,gender I(rmeg%ylctdv .10, 6. Rl ank. Endorse The purpose of a Bl ank’
Endor se instr UC%I on 1 10 %@ﬁé“‘%ﬂ@lﬁ? - P"reﬁr‘?gtf”égéb? gesulpd| 2 Py thas a
named To Order pPaet ¢r.Surrender instruction. '
(4)  The current parties of the BBL.
(5)  Endorsement chain information in the form of the parties to the contract of
carriage (i.e., the current and past Holder/To Order parties and Holder/Consignees)
15  together with the date and time of each endorsement.
(6)  An attornment notice which is free text provided when as a result of the
instruction there is: a Holder of a blank endorsed BBL; a Holder who is also the To
Order party or the Consignee; or a Pledgee Holder.
(1) ARequestID, i.e. the identifier generated by the Title Registry when a Request
20  Amendment instruction has been issued. _
' Sender results are delivered by the message handling unit in either a BNAK or-

BAck as required. Receiver results are delivered by the message handling unit in the
FMsg.

25 49, Terms and Conditions
The service provider provides a facility for carriers to store bill of lading terms
and conditions on the secure, interactive facility. All registered users have access to A
this information, negating the need to send the terms and conditions with each bill of
lading.

30 The process for storing terms and conditions is as follows:



4. Enforce Pledge 25 The purpose of an Enforce P edge §Pr Ct,i ogohi
make the Pl edgee Hol der the Holder and To Order party med) of
a transferable BBL, in an existing BBL record. An endorsenent chain record
is mde if as a result of the instruction the Holder is also the To O der
party. An endwosmessmM chain is returned only in the Sendepctegigsoe 30 17
Sept ember 2003 WO 00/ 55774 PCT/ GB99/ 03091 -110 4, 10.8. ReAnendnent The
purpose of a Request Amendnent instruction is to request the Originator to
amend the BBL that is related to an exi ghybng BBL record. An endorsenent
chain is retur ned for each of the eBLs to be anended. 5 Amendnents can be
requested to "split" a BBL (creating 2 or nore BBLs from 1 original) and
to "conbine" a BBL (ridacirig sendgBldigitatinsigned mesmpe(SMsgpionad BelpdeskTERN ng t hat

mul ti ple BBLs c a Lskry ort is in ucti on.
LO 9- G ant Anen%ﬂnseﬁt?mﬁﬁggfﬁée%h%gééspggodc %@ﬁt rlrler?atﬁgr??’ ‘i‘lﬂé‘[‘ﬁ‘ﬁmson is to

grant the amendiesnpligghle. ypdating or creating BBL record(s) inthe Title

Regi stry. Regardi ng At an e W Ver sion
nurmber, an at t or nms 22{[‘},%%1{5‘3%5& gseﬁﬁgddfhfeﬁeem &ﬂ?@‘ﬁ?ﬂ% 'Seéysemm Or der

party or Consi ghewctivetilisns not the Hol der For an eBL with a new eBL

identifier, an atto 518 each eBL amended except

when the Hol der F]jgfﬁ? ?11619 %El& @Jélsorpsg? it ﬂbﬁﬁﬁ?“‘g‘ﬁ”é@ge M3t ke

endor senment chaaamer enlraisg thitohe ta‘mseBLcondltdehsdiaﬁQiébn\/lﬁdg‘éﬂ on nunber, no

endorsenment chain r Fqr _an BL W th new eBL i dentifi er, an

endor senent chai n rgﬁgﬁlgcﬁer% e’ qer@é ‘éoéﬂm%mtfﬂgleedn\ﬁﬁ‘étﬁeﬁ%Pq%F‘der i's

also the 20 Tdh@a@eqfaga/mﬁqn or Consi gnee. Regarding return of endorsenent
i.on nunber. For an eBL

chains, thisg,is per
with a new eBL i denﬁfT:EEr hsemenad‘ggl%aﬂlﬁﬂ}ﬁwdcﬁﬁﬁs??e (gMgpef%'ihﬁé‘EfP‘i‘eélf teach eBL
anmended when t henfiod abecptaxse af gie téring add cdddiliefis & aye ®éen lodged prior to the
applicable date.
(6) If a confirmation message is not received by the helpdesk, the applicable

date will be extended until a confirmation message is received.

In Figure 33, the following information is tabulated for each instruction:
I. Who issues — the party authorized to issue the instruction. All other parties will
be rejected by the Title Registry.
20 2, Mandatory information — the information required by the Title Registry to
' execute the function. The Title Registry will reject the message if mandatory ™
information is incomplete,
3. Optional information — additional information that the authorized party can
send with the instruction.
25 4 Need to enclose eBL — because the Title Registry does not use the eBL
document, the eBL only needs to be attached if the receiver requires it.
5. Business refusal — a business refusal can be issued when a party becomes both

the Holder and the To Order party or Consignee.



Consi gnee. 25 Amendnents can be granted to "split" a B creati or
nore BBLs from1l original) and to "conbine" a BBL (crg}éﬁgﬂtﬁ eégﬁo%zrom 2
or nore originals), neaning that nultiple BBLs can be sent to the Title
Regi stry for this instruction. A BBL cannot be amended or created through
the grant anmemndgessyzd nstruction to an end state (where tli; Eﬁéﬁ%li s al so
the To Order party or the Consignee) unless 30 the request was nmade from
an end state. 17 Septenber 2003 WO 00/55774 PCTI GB99103091 =111 The
Originator and the Hol der or Pl edgee Hol éiﬁer cannot change fromthe Request
Arendnent. The Title Registry wll gene'|1 e an error (BNAK) if the
Originator and Hol der or Pl edgee Hol der fields are provided wth the G ant

Amendnent. 5 1X¥0. Défy isAwotiiwid theTitie Rést Wil 0E6mBkaly r@ﬁﬂ){h%&g&?ﬁ%,
t by returning the BBL record{s) in the

instruction is ny. the amendne

: . I : T dl

Title Registry tgleg g%dl’yar naﬁlre%%‘reeag%‘ég‘{]P%ﬁdﬁE‘ﬁtverstmrit‘%":ssaﬁﬁ handlipg uihwillpur pose
of a Switch to fikapibe TitlaBegiugtnotfeaticn. t 0 request the Originator to create an

original paper bill ,of lading fro n original BBL. After a Switch to Paper
i nstruction, th‘}é) el ?%’88?8"‘%%"%%&&?&“%&@?%5Wﬂtcﬁ@fatrcrﬁn{nlegmasstry, 15

Surrender TEhe gresuposn iaftrustioRuliedin d Blolder Stk kRS BEL. tB@HHPQr i 18 BBL) to
carriage).

the Oiginator étf) égl fill t}?Fe obligations in the contract o
After. a Surrend®t § WEETPEEY PTdPF Caupanegmy thepsapt Bledege Heletmo | onger active in
the 20 Title Regi SEudgrseslert lchbih fesbsd r-Ubi Pile Theplsfy RGeSt L edSt WGt i Ons are

included in SM5G,sent to .the nessage handling
. endorsement chain when as a result of an instruction the Holder is also the To Order

pEuty or the Consignee.

i0 9 Endorsement chain returned - the Title Registry will issue the endorsement

chain when the BBL is transferred between parties after creation,

Each of the title registry instructions are now further discussed.

15 410.] Create
The purpose of a Create instruction is to allow the creation of a record in the
Title Registry for a new BBL. A
There is an attornment notice only if the BBL is created with a Rearer Holder.
It is not possible to create a BBL in an end state (in which the Holder is also the

20 To Order party or the Consignee) or to create a BBL with a Pledgee Holder.

4.10.2, Name Holder
The purpose of a Name Holder instructions is to transfer holdership in an
existing BBL record.
25 An attornment notice is made if as a result of the instruction there is a new
Bearer Holder or a new Holder who is also fhe To Order party or the Consignee. An
endorsement chain record is made if as a result of the instruction there is a new Holder .

who is also the To Order party or the Consignee.



unit. The TR DTD uses the sane basic elenents as the g unit
DTD. 25 The definitions of general elenents, such as Eﬁﬁ%ﬁgn@ngpg | D, are
exactly the sane as for. the nessage handling unit and contain the sane
limtations on the data types. Elenents such as Docunent| D and FreeText

al so conf orm t Wotles7st andar ds specified for the nessage hasfichdgadspi t, but
are re-produced below for information the first tine they appear in the
text. 30 17 Septenber 2003 WO 00/ 55974 PCT/ GB99/ 03091 -112 4.11.1 SMSG The
SMBG is used to send nessages to the nesggge handling unit for forwarding
to a val ue-added application and/or a receiver. The Title Registry

I nstruction is iﬂil ::ged In the SMSG The formis as follows: <!ELEMENT SVSG
{ Snt Envel opel ver 10 DeliveryAttr Urgent 7, Reference
*, ApplicatiOnAttr The pudRUTe Pled] Hokfe, FLEEA e

Regi stry, the Ap tl_pI icatj onAttr is as tollo %Eﬁo%ﬁqip e%%?eir(%'ﬂttr TRA

> 20 <! ELEMENT rARF?dgh&ldﬂh‘QmahNaln@g EBisttetromd:t i on The i nstruction
is a generic namng instruction for all functions namng a party to the

contract (including the "Bl ankEndorse' function). This allows tw parties
25 to be named ﬁdﬂg%ﬂﬁ@&iﬁm taneous nam ng functions executed as part of

the same The purpose of a Name To Order instruction is to name a To Order party in an

existing BBL, record. _
. An endorsement chain record is made if as a result of the instruction the Holder
~ - is also the To Order party. An endorsement chain is returned only when a Bearer
10 Holder names himself the To Order party and then returned only in the Sender result.

10,5, e ignee

The purpose of a Name Consignee instruction is to name a Consignee in an
existing BBL record. When a Consignee is named, the BBL becomes non-transferable.
15 An endorsement chain record is made if as a result of the instruction the Holder
is also the Consignee. An endorsement chain is returned only when a Bearer Holder or
the Holder who is also the To Order party names himself the Consignee and then
returmned only in the Sender result.

20 4.10.6. Blank Endorse
The purpose of a Blank Endorse instruction is to blank endorses a transferablé
BBL that has a named To Order party.

4.10.7. Enforce Pledge
25 The purpose of an Enforce Pledge instruction is to make the Pledgee Holder the
Holder and To Order party (if one is named) of a transferable BBL, in an existing BBL
record.
An endorsement chain record is made if as a result of the instruction the Holder

is also the To Order party. An endorsement chain is returned only in the Sender result.
30



message. The formis as follows: <!ELEMENT |Instruction 0 Nane
EnforgePI edge Request Anendnment G ant Anendnent DenyAr%nggﬁgeh?D%géoog’
Swi tchToPaper Surrender ) > 40 4.11-3. Q-eateBBL The Creat eBBL
i nstruction has the following form 17 Septenber 2003 WD 00/ 55774
PCT/ GB99/ 0309Wo-od/ds34<! ELEMENT CreateBBL { Docunent!| D, BRLd¥RBm301
Originator, SurrenderParty?, Shipper, Holder, ( BlankEndorse ToOr der
| Consignee ) ) > 10 <! ELEMENT DocunentID (RI D, GenerallD, Version?) >
<! ELEMENT BBLType EMPTY > <! ATTLI ST BBLType Type ( Transferable I
NonTransferable | ILLEGAL) "ILLEGAL" > 15 <IELEMENT Originator ( RRD) >
<! ELEMENT SurrenderParty ( RRD} > <!ELEMENT Shipper ( RRD) >

t

4.10.8. Request Amendmen

The purpose of a Request Amendment instruction is to request the Originator to

amend the BBL that is related to an existing BBL record.

An endorsement chain is returned for each of the eBLs to be amended.

5 Amendments can be requested to “split” a BBL (creating 2 or more BBLs from
1 original) and to “combine™ a BBL (creating | BBL from 2 or more originals),
meaning that multiple BBLs can be sent to the Title Registry for this instruction,
~o rant Amendme
10 ' The purpose of a Grant Amendment instruction is to grant the amendment by

updating or creating BBL record(s) in the Title Registry.

Regarding attornment notices, for an eBL with a new version number, an
attornment notice is sent if the amendment removes a To Order party or Consignee
who was not the Holder. For an eBL with a new eBL identifier, an attornment notice

15  is sent for each eBL amended except when the Holder is not the To Order party or
Consignee.

Regarding endorsement chain records, for an eBL with a new version number,
no endorsement chain record is made. For an eBL with a new eBL identifier, an
endorsement chain record is made for each ¢eBL amended when the Holder is also the

. 20 To Order party or Consignee.

' Regarding return of endorsement chains, this is performed for an ¢BL with a~
new version number. For an eBL with a new eBL identifier, the endorsement chain is
returned for each eBL amended when the Holder is also the To Order party or
Consignee.

25 Amendments can be granted to “split” a BBL (creating 2 or more BBLs from 1
original) and to “combine™ a BBL (creating 1 BBL from 2 or more originals), meaning
that muitiple BBLs can be sent to the Title Registry for this instruction.

A BBL cannot be amended or created through the grant amendment instruction
to an end state (where the Holder is also the To Order party or the Consignee) unless

30  the request was made from an end state.



< ELEMENT Holder ( RID } > 20 -!ELEMENT Bl ankEndorse ENETY > <! NT
Toorder ( RRD ) > <IELEMENT Consignee ( RID) > 25 Thg{%%r%eé?%etr?oﬁg/gl d

'BBLType' is used to ensure the consistency of the BBL. If the BBLType is
"Transferable', the BBL can be Bl ankEndorse or a ToOrder party can be
named. |f the vBBwEgme is NonTransferable', a Consignee paicdkpddishobe
named. 30 LUA e The nam ng function has the followi ng form <|ELEMENT Nane
( Docunentl D, 35 BBLType?, Holder, ( ToOrder 4 Consignee | Bl ankEndorse
)?) { PledgeeHol der, ( ToOrder | Bl ank_E[rﬂ?_orse )?) { ToOrder | Consignee |
Bl ankEndorse 40 <! ELEMENT Pl edgeeHol der RID) > The nami ng function is a
generic function that is used to nanme all the roles on the BBL. The nam ng
sub- functions are. spBtPrigidgonandpthe dieister ps Pledgee tHnddegemeni chablpRom ftkd1Ct i oN.

17 Septenber 2003uM0 QQh5547 ATECE : -114 The BBL have one and
only one of ToQrder, Consignee ec?&gﬁge%%@g%&s%@emﬁaﬂi EHIE e‘rf]tﬂé)e speci fy

a new hol der arferigiior nindeHeldtre o Rledgre Heldgafelds Bl provisled Gathl @@ Grant

si mul t aneous f uQgidiRe,: The BBLType is mandatory when ToOrder, Bl ankEndorse
or Consignee is 5 naned. Wen a Consignee is naned, the BBLType nust be
“NonTransferable'. Wien a ToOrder party is Nanmed or the BBL is

Bl ankEndor se, thg BBBLYPL be “Transferable'. It is only possible. to

name a Pl edgee er tor hat are either }
The purpose of a Deny Amendment instruction is to deny the amendment by

returning the BBL record(s) in the Title Registry to their pre-request amendment state.

10 4 Wit
The purpose of a Switch to Paper instruction is to request the Originator to
create an original paper bill of lading from an original BBL.
After a Switch to Paper instruction, the BBL record is no longer active in the
Title Registry,
15
4.10.12. Surrender
The purpose of a Surrender instruction is to return the BBL to the Originator (to
fulfill the obligations in the contract of carriage).

After a Surrender instruction, the BBL record is now no longer active in the
20  Title Registry.

jitl i fructio
Title Registry instructions are included in SMSG sent to the message handling
unit. The TR DTD uses the same basic elements as the message handling unit DTD,
25  The definitions of general elements, such as RID and GenerallD, are exactly the same
as for the message handling unit and contain the same limitations on the data types.
Elements such as DocumentID and FreeText also conform to the standards specified

for t_he message handling unit, but are re-produced below for information the first time
they appear in the text.
30



10 Bl ankEndorse or for which a ToOrder party is named. 5 af Pl edge
The enforce pledge instruction has the followng form 1?%‘99?6@?_%
Enf or cePl edge ( Docunent= ) > A Pl edgeeHol der can enforce a pledge. This
inplies that the Pl edgeeHol der enters the role as Hol der and ToOrder. The
latter only ifwdgokse)der party was nanmed before the pledg %ﬁ)&%"ﬁw‘or ced.
20 4,11. 6 Req esendnent The request anendnent instruction has t :
following form <!ELEMENT Request Anrendment ( Docunent | D+, FreeText ) > 25
<1ELEMENT FreeText ( #PCDATA ) > <! ATTLIﬁg reeText xtnl:space (default |
preserve) "preserve" > The sender reques the Originator to anend the BBL.
The amendnent can 30 either be a new version of the sanme docunment or one
or nore new doctdbhts caBMBG created. In the latter case the ol d docunent
is no |longer active Titl eqi str 17 Sept enber 3 WD 00/55774
PCT/ GB99/ 03091 - 115 fFEeéhg%Cﬁ er°Caly %g?i %?’agegn'é’ PErEPSE di2p %Wﬁn‘ﬁmtf?kee
amendnments: (1) fmdmgidqLamuim-addecbapysieaioacam/daya qecBPW. OMe ik Mg H§¥V

(a

i ; (2 d d
ror o). uner e ot A RERLRc b SEUSRE TR S ReHHent must have the Same

originator; and % one docurrent to be replaced by 5 several new ones (a
split). It is pbd ‘ﬁf"ésf"’iﬁ dend informati on concerning the amendnent to the
Originator as unstr@ﬁ: ‘g?@ﬁelefree) text. An identification of the request
will be forwarded t@et eerOrlgl nator as part of the notification

(Request| D) 104. 11. 7 peGvantee: BNt  10The grant amendnent instruction has
the fol |l ow ng form vd<EEBEVENP G ant Amendnent 5Request| D,

Reference *,
AppllcatlonAttr ?,
Document *,

15 FreeText ? } >

For the Title Registry, the ApplicationAttr is as follows:

<!ELEMENT ApplicationAttr TRA »
20  <!ELEMENT TRA ANY »

411.2. ‘Name’ Instruction
The “Name’ instruction is a generic naming instruction for all functions naming
a party to the contract (including the ‘BlankEndorse’ function). This allows two parties
25  to be named in the two simultaneous naming functions executed as part of the same

message. The form is as follows:

<!ELEMENT Instruction {

CreateBBL |

30 Name |
EnforcePledge |
RequestAmendment |
GrantAmendment |
DenyAmendment |

35 . SwitchToPaper |
Surrender ) »

4113. CreateBBL

40 The CreateBBL instruction has the following form:



G ant Docunent + ) > <! ELEMENT Request| D ( Nunericl D )> %,I%EF/E% 20
G ant Docunent  20Docunent I D, BBLType, SurrenderParty?, R ; %nsignee

) ) > ( BlankEndorse | ToOrder 25The Grant Amendnent is issued by the
Originator when it accepts the Arendment Request and grants one or nore new
docunments (or woesgrzver sion of the old docunent). It is QRlgpdddsped to
specify nore tthan one docunent in the G antDocunent instruction Wnen t he
hol der requested one docunent to be replaced by two or nore new ones (a
split). 30 The Request Anendnent is idenpiified in the first paraneter
(Request| D). For each docurrent granted, the roles and other attributes are

specified in a | pt o Grant Docurrent) The Originator role and the
Hol der or Pl edgee %Zn 93 % fare defined i nplicitly by the Request/ G ant
Amendnent protocol : ﬁ'é Sender of the request is the 35 new Holder (and
the ol d Hol der), andrﬁg tsender of the Grant Amendnent is the 17 Septenber

2003 WO 00/ 5’5774 PCrEB891H303]1 -116- Oiginator of all the old and the new
docunents. nt The El‘éﬁyeranendnent instruction has the following form 5

<! ELEMENT DenyAnend ‘Er(“geau stID ) > The originator denies the Request
Amendnent. The docureh Etenc8EFoch | Consignee )7 >

10  <IELEMENT DocumentID (RID, GenerallID, Version?) »

<!ELEMENT BBLType EMPTY »

<!ATTLIST BELType Type { Transferable | NonTransferable | ILLEGAL)
"ILLEGAL" >

<!ELEMENT Originator ( RID ) »
<!ELEMENT SurrenderParty ( RID } »
<!ELEMENT Shipper { RID } »
<!ELEMENT Holder { RID } »

20 <!ELEMENT BlankEndorse EMPTY »
<lELEMENT ToOrder { RID ) »
<!ELEMENT Consignee ( RID } »

25 The mandatory field ‘BBLType’ is used to ensure the consistency of the BBL.
If the BBLType is ‘Transferable’, the BBL can be BlankEndorse or a ToOrder party

can be named. If the BBLType is ‘NonTransferable’, a Consignee party must be
named.

30 4114, Name

The naming function has the following form: . .

<! ELEMENT Name |{
DocumentID,
35 EBLType?,
( Holder, ( ToOrder | Consignee | BlankEndorse }?) i
{ PledgeeHolder, ( ToCrder | BlankEndorse )?) |
{ ToOrder | Consignee | BlankEndorse )

40  <!ELEMENT PledgeeHolder ( RID ) »

The naming function is a generic function that is used to name all the roles on

the BBL. The naming sub-functions are.specified as parameters for the generic Name
function.



t he Request Amendnent instruction will no |onger be su nded., 4

Swit chl oPaper 10 The switch to paper instruction has tﬁz%ﬁaﬁ%%fﬁao% orm

<! ELEMENT Swi .tchToPaper { DocunentiD ) > After this function is executed,
the Originator has the responsibility of 15 generating a paper version of
the BBL. The RBlgoissm0 | onger active in the Title Regi stli,&/ﬁw)% ‘f?i at us
beconmes "Ended'). 4110, Surrender The surrender instruction has P e -
following form 20 <! ELEMENT Surrender ( DocunentiD ) > The BBL is returned
to the Originator, who nust now conplete its requirenents under the
contract of carriage. The BBL is no Ion‘dé‘i" active in the Title Registry
(the status becones "Ended'). 25 4.12 Title Regist esult POis The Title
Regi stry delivers i TheBBiRinug hadReddnd bG ofXFAYDIRR Bhisided bldiISuREQLSt 1Y
instruction in a stgrildar o%reesult PDU tg t he nessage Sﬁ%ﬁ%}riér%g uncg#s.‘%' For two
elements in the resiRPYEeRIRIHE R BHRRIcE A qRe awrafele Moenstmrstege. Thisds Titl e
Regi stry del i venledaprnilithedus fagkiibf)f or mati on to the sender and to the parties
to be notified. 17 ﬁ%p%)g er 2003, WD 00/ 55774 PCT/ GB99103091 -117 The
Sender Feedback is i BE S MRedammCrbene pQipre BlankEndawse e Gdasigroy it he
message handl i mgmethi t. The Recei ver Feedback is included in the FVMSG
delivered to the sgnder by the nessage handling unit. See [1] for full
details on the BACK"3fft? Ceivisase iy punedpBe PRLEYRel reyrbbr NonTransfiealBACKhand FMVSG
that rel ate toatTerddrt lpRHRAONSHLY: ; 1 d or _information.
The Title Registry .al 55 i'ssues a Osf_ttgenggrﬁd&?égﬂ(?'%g%bﬁgﬁ%ﬁyg%gﬁ% %n of a
valid SBRf (busT blg of usal). The result is included in the FBRf
delivered to the oritgknaly psgipde e ( ndld.ng,unit. The
specific eljf?msntls i.n the ySgRF_ ar'lglJ E%%FQ %’lgggt%a?tg%épfgp;ﬂ()m{ghtga%'l?leéiﬁegi stry
are re- pr odicerkEworss pr fonwaiethnTaQsder pargy is named.

4.11.5. EnforcePledge

The enforce pledge instruction has the following form:

15 <IELEMENT EnforcePledge ( DocumentID ) >

A PledgeeHolder can enforce a pledge. This implies that the PledgeeHolder
enters the role as Holder and ToOrder. The latter only if a ToOrder party was named
before the pledge was enforced.

20 411, eque, ndment

The request amendment instruction has the follbWing form:;

<lELEMENT RequestAmendment { DocumentID+, FreeText } »

25  <IELEMENT FreeText ( #PCDATA ) »
<!ATTLIST FreeText xml:space {(default | preserve) "preserve" >

The sender requests the Originator to amend the BBL. The amendment can
30  either be a new version of the same document or one or more new documents can be

created. In the latter case the old document is no longer active in the Title Registry.



4 $gnder Feed nk The Title Registry delivers either positiwye, or,_n ive
feegback to the sender of an instruction. Negative feézggewn}bﬁgﬁﬁ from
an error condition. Positive feedback results froma validated Title
Regi stry instruction. The feedback is delivered in the 15 BNAK or BACK
returned to tWweosssigier by the nmessage handling unit. 4 NegafdyRofhgedback
The form of negative feedback is as follows: 20 <! ELEMENT Reason (
Reasonsour ce, ReasonCode, ReasonDescription? ) > <IELEMENT Reasonsource (
#PCDATA) > <! ELEMENT ReasonCode ( #PCI DNEA ) > <I ELEMENT ReasonDescription
( #PCDATA ) > <I ATTLI ST ReasonDescription xm :space ( default | preserve
25 "preserve "> The ReasonSource is used to denote the rel evant val ue added
application. For tH¢ snder caReg)i fr rope of e Rélewing Sowe amendeatsWaly OneTRA" . The
ReasonCode i S @odHERd 1l f ror. intended to he used hy client
conput ers. The%Reasontllf)ges{:e ?!f)e;dl%é(r% nf‘églge (g%ao%avevse(rzsgolng??)vs&vefaég?cuﬁ’iemfFP “error. A
list of error co¥psy Py dnpokwdivdunient i gurge), AdhereThle doegatd Vig he@dhagk is
delivered to th i NAK by. t he nme e ,-handling unit. The form
of the BNAK | s SPRRF mutchal B S Wielsdi TET 58 95 4RO i BY rplaes bsept erper
2003 WO 00/ 557 ayeralne®y ®en@eplit). Reason, Time, ApplicationResult ? 5
Original signature )y = 4 e Title Reqgistry. he |icatjionResult is as
fol l ows: <! ELENMENT I}&bsdf’%bé{ JEsosﬁ e‘%%‘?a“?%ﬁ@e%?gkﬁ AWepimERQtherQugingtey >

as unstructured (free) text. An identification of the request will be forwarded to the

Originator as part of the notification (RequestID).

4.11.7. GrantAmendment
10 The grant amendment instruction has the following form:
<!ELEMENT GrantAmendment (

ReguestlD,
GrantDocument+ ) »

15
<!ELEMENT RequestID { NumericID ) >
< !ELEMENT GrantDocument {
DocumentID,
20 BELType,
SurrenderParty?,
Shipper,
( BlankEndorse | Toorder | Consignee ) ) »
25 The Grant Amendment is issued by the Originator when it accepts the
~ Amendment Request and grants one or more new documents (or a new version of the -
old document). It is only allowed to specify more than one document in the
GrantDocument instruction when the holder requested one document to be replaced by
two or more new ones (a split).
30 The Request Amendment is identified in the first parameter (RequestiD).

_For each document granted, the roles and other attributes are specified in a
descriptor (GrantDocument).
The Originator role and the Holder or PledgeeHolder roles are defined
implicitly by the Request/Grant Amendment protocol: the sender of the request is the
35 new Holder (and the old Holder), and the sender of the Grant Amendment is the



follows: 15 <! ELEMENT Sender Feedback ( NotifiedParties

Instruction; BBLInfo* ) > <IELEMENT NotifiedParties ( RID)* >

<! ELEMENT Request| D { NunericlD } > <! ELEMENT BBLInfo Docunent ID,
FreeText?, 25viBletmie, Oiginator, SurrenderParty?,  Shi-pR8bomzgss Ho! der |
Pl edgeeHol der), 30. ( ToOrder , Consignee }? EndorsenentChain? ) > -

<! ELEMENT Endor senent Chain ( EndorsenentEntry.}+ > 35 <! ELEMENT
EndorsenentEntry { Tinme, ( ToOrder | Cogﬁiégnee )} > The NotifiedParties are
the User IDs to whomthe Title Registry automatically generates a reply
based upon the instruction. The RequestIDis a nuneric identifier of 40 a
Request At nendnmeREgingpref plljda pidfandthe neyvsdoctreenssed i n t he subsequent Deny
Amendrment or Grant Amendnent to identify the Request. The field is only

present in the.l_ﬁﬁgeil¥§ggeeﬁba&k generated by a Request Anendnent
instruction. The n i's a copy of the Title Registry instruction

fromthe SMBG The iTh¢ demprampeimensdsasctioh haspiesildwigs foan:under st and t he cont ext
of the reply. The BBLInfo provides the current 17 Septenber 2003 WO

00/ 55774 PCT/GB99/ 03091 -119 record of the BBL, including the rel evant
parties and fhe<'ERBENEatArCeioh. ( TérmesgipeeText -i s used for Attornment
information only. It is generated when as a result of an instruction, a

party has constructiwyg OHQ%?&'Sd%LiQ@rhe E@&ues%%n?etn ;[ngnt.c C}Iﬁg %Eacnu%exgthrgfersegga lfr? of

. the Request Amendment instruction will no longer be suspended.

N g

PCT/ GB99/ 03091 4.12.1.2. uitiv Fee The form of positi vg %%e%b CK LS, as
7 Seistitel 2
20

4.11.9. _SwitchToPaper
10 The switch to paper instruction has the following form:

<!ELEMENT SwitchToPaper { DocumentID ) >

After this function is executed, the Originator has the responsibility of
15  generating a paper version of the BBL. The BBL is no longer active in the Title
Registry (the status becomes ‘Ended”).

411,10, Surrender
" The surrender instruction has the following form

20 <!ELEMENT Surrender ( DocumentID )

The BBL is returned to the Originator, who must now complete its
requirements under the contract of carriage. The BBL is no longer active in the Title
Registry (the status becomes ‘Ended’).

25

4.12 Title Registry Result PDUs

The Title Registry delivers information about the execution of a Title Registry -
instruction in a standard result PDU to the message handling unit. For two elements in
the result (SenderFeedback and ReceiverFeedback), the Title Registry delivers specific

30 information to the sender and to the parties to be notified.



the BBL ('active', 'ended'. "“suspended'). The Endorse | ains the
entries 5 of all contracting parties to the BBL (excl ﬁ?ﬁapﬁeﬁ@e§§$ﬁer) and

the tinme of - endorsenent. The positive feedback is delivered to the sender
in a BACK by the nessage handling unit. The formof the BACK is as

follows: 10 <idghlshil BACK (  Snt Envel opel D, Sender, Re 15
ApplicationResult ?, Oiginal Signature } For the Ti tle Rgg?fg" 99/0%9?‘3

ApplicationResult is as follows: 20 <! ELEMENT ApplicationResult TRA >

<l ELEMENT TRA ANY > 4-12-7. Receiver Feegp_;)ck The Title Registry delivers
Recei ver Feedback to the nessage handling unit in 25 the followng form
<! ELEMENT Recei ver Feedback Requestl D?, Instruction, 30 BBLInfO* ) > The
i nformation cont ai néhb SemderBleitiatic Bl indl@led REhPBACK deGvereN@ahd AMRAG khe

Recei Y& Feedba is.sent to the named of notified
recei ver (s) upgﬁ Svﬁ? %’ad]amgoﬁ”fg ah‘et%‘fcﬁ'ver%/sg’aﬁléé@&ﬂ%deﬁé‘hﬁﬁefﬁ@s%ﬁ?"t"efafht!) TR) of a
SVMBG. The Titl ehmgdesmyyheaaes@agwmaﬂedbﬂplsee 11 el weads bab Fb%ﬁ@@gfoome

er

formis as foll 40 FwdEnvel opei D 17 Septe
00/ 55774 -120 FSG. The Sp&ClM‘.E |\gments in the BACK and FMS(P that relate to theF:) Title Registry

5  are re-produced here for information.
“The Title Registry also issues a standard result upon the reception of a valid
SBRS (business refusal). The result is included in the FBRS delivered tc; the original
sender by the message handling unit. The specific elements in the SBRF and FBRF

that relate to the Title Registry are re-produced here for information.
10

4.12.1. Se . a
The Title Registry delivers either positive or negative feedback to the sender of
an instruction. Negative feedback results from an error condition. Positive feedback
results from a validated Title Registry instruction. The feedback is delivered in the
15 BNAK or BACK returned to the sender by the message handling unit.

412.1.1. Negative Feedback

The form of negative feedback is as follows:

20  <!ELEMENT Reason | ReasonSource, ReasonCode, ReasonDescription? } >
<!ELEMENT ReasonSource ( #PCDATA ) >
<!ELEMENT ReascnCode { #PCDATA ) >
<!ELEMENT ReasonDescription ( #PCDATA ) >

<!ATTLIST ReasonbDescription xml:space ( default | preserve )
25 preserve's

The ReasonSource is used to denote the relevant value added application. For
the Title Registry, the ReasonSource is always “TRA”. The ReasonCode is a2 numeric
value of the error intended to be used by client computers. The ReasonDescription is a

30 descriptive text of the error, A list of error codes is included in Figure 41,
The negative feedback is delivered to the sender in a BNAK by the message
-handling unit. The form of the BNAK is as follows:

<!ELEMENT BNAK {
35 SntEnvelopelD,



Snt Envel opel D, Sender, Receiver, Urgent ?, 5 O herRegeiver 2 | e,
ExpiryDate, Reference *, Applicationlnfo ?, 10 Docungﬁgem&”mgfgé#git ?} >

For the Title Registry, the Applicationlnfo is as follows: 15 <! ELEMENT
Applicationlnfo TRA > < 'ELEMENT TRA ANY > PCT/ GB99/ 03091 4. 12. 3. Busi ness
Ref usal s The Wddossfegi stry enpl oys the busi ness refusaI,Pgﬁk?!Mﬁ g by the
nmessage 20 handling unit. A user sends a SBRF to refuse a Ti ?e egi'stry
i nstruction, and the nessage handling unit forwards a FBRF after
processing by the Title Registry to the ssoci ated user. 412.3.1 SBRF 25
The SBRF is used by the receiver of a F with a Title Registry

I nstruction to unwind a contractual state. The Title Registry will only
accept a SBRF from genderty that is both the Holder and To Order or '
Consi gnee, and then;BiPy when (1) the SBRF was issued within 24 hours of
the related BACK, apd,{2);NQ.Qther valid instruction was sent relating to
the identifi%d .BBL. os3@inEheshorm 6f, the SBRF is as follows: -<!ELEMENT SBRF
Snt Envel opel D, Sender, 35 DeliveryAttr Urgent ?,

For the Title Registry, the ApplicationResult is as follows:

<!ELEMENT ApplicationResult TRA >
- 10 <!ELEMENT TRA aNY >

4.12.1.2, Positive Feedback

The form of positive feedback is as foilows:

15 <!ELEMENT SenderFeedback ( NotifiedParties?, RequestID?, Instruction;
BBLInforx ) »

<!ELEMENT NotifiedParties ({ RID }+* »
20 <!ELEMENT RequestID { NumericID ) »

<!ELEMENT BBLInfo (

DocumentID,
FreeText?,

25 BBLState,
Originator,
SurrenderParty?,
Shipper,
{Holder | PledgeeHolder),

30 { ToOrder | Consignee }?
EndorsementChain? } »

<!ELEMENT EndorsementChain ( EndorsementEntry }+ >

35  <IELEMENT EndorsementEntry { Time, { ToOrder | Consignee )) »

The NotifiedParties are the User IDs to whom the Title Registry automatically

generates a reply based upon the instruction. The RequestID is a numeric identifier of

40 2 RequestAmendment. The identifier must be used in the subsequent Deny
Amendment or Grant Amendment to identify the Request, The field is only present in

the ReceiverFeedback generated by a RequestAmendment instruction. The Instruction

is a copy of the Title Registry instruction from the SMSG. The information makes it
possible to understand the context of the reply. The BBLInfo provides the current



SMBCGEnvel opeTd, SusinessReason | > ! ELEMENT Susi ness #P ) > 40
a! ATTRLI ST Susi nessReason xnl :space (defaultipreserve) eﬁ%ﬁ Eeg?q?écgéa-€7

Sept enber 2003 WD 00/ 55774 PCT/ GB99/ 03091 -121 After validation of a SBRF
by the nessage handling unit and Title Registry, the nessage handl i ng unit
W il issue a Biélodseyt he sender and a FBRF to the recei verl((_s‘. R |
The FBRF is created by the nessage handling unit upon receptl on ofﬁ a SBRF
and a valid response fromthe Title Registry. The FBRF is forwarded by the
nmessage handling unit to the sender of t,he SMSG t hat has been refused. The
formof the FBRF is as follows: 10 <!EL NT FBRF FwdEnvel opel D,

Snt Envel opel D, Sender, Receiver, 15 Urgent ?, O 1lierReceiver ?, Tineg,
Expi ryDat e, Sm@ﬁ@élt}tﬁp@ﬁb inclodimy, e rrd@@ﬁem and Alpqundo&‘emam:}&ixp T’Be After
reception and s the re ver is required to
return a UAck. #ﬁgﬁ;ﬁ%%%seggélgn‘g% e re?ﬂ?@%g’ i ”wa‘r’ % %asﬁgﬁﬂ § gnature
is 25 invalid afdngrucienka pasty lh@tcgmsnerdwe pdnmséﬁom Tee BBDStatk cohtats!the gidls opegat e

the unwind perfogp gabtlf'v ac apce .IE qS 13. Title
Regi =: yFunct i onsangE art; es IE] tapt edo)f Fgﬂ éseg'ﬁntgP%FWéhesfﬁFﬁ%r y of
the functiond asfadll abiteciing panéss to the BBL (e\:cludmg the Shipper) and the time of
endorsement.
The positive feedback is delivered to the sender in a BACK by the message
handling unit. The form of the BACK is as follows:
10 <!ELEMENT BACK {
- SntEnvelopeID,
Sender, -
Reason,
Time,

15 ApplicationResult ?,
OriginalSignature } »

For the Title Registry, the ApplicationResult is as follows:

20 <! ELEMENT AppllcatlonResult TRA >
<!ELEMENT TRA ANY =

4,12.2, ReceiverFeedback

The Title Registry delivers ReceiverFeedback to the message handling unit in

25  the following form:
<ELEMENT ReceiverFeedback {
RegquestID?,
Instruction,
30 BELInfo* } »
The information contained is identical to the positive SenderFeedback.
41221 ReceiverFeedback in the FMSG
35 The FMSG is sent to the named or notified receiver(s) upon validation (within
the message handling unit and TR) of a SMSG. The Title Registry ReceiverFeedback
is included in the FMSG. The form is as follows:
<!ELEMENT FMSG (
40 FwdEnvelopeID



30 Title Registry and which party can exercise each fu jon. T vide a
conplete description, we have defined all possible coﬁgitgﬁgﬁnbt??gzg@?parti es

that can exist in a BBL at one tine (referred to as "states" and covering
the top part of the chart) and the functions available with each state
(covered in tk@dgitom part of the chart). The abbrevi at bppgpins; are
O=Origi nator; SP=Surrender Party; S=Shipper; H=Hol der; 35 PH=Pl edgee;” TO=To
Order; C=Consignee. Referring to the superscripts in the table of Figure
32: 1. The Surrender Party role is opt i_p,ragl. 1 7 Septenber 2003 WO

00/ 55774 PCT/ GB99/ 03091 -122 2: The Hol der cannot nane itself the Pl edgee
Hol der. 3: The Pl edgee Hol der. cannot nanme itself the To Order party if it
mai ntai ns the pl edd@*EAelope®. Pl edgee Hol der can only nane a Consignee if
it also nanes the :g;é?;r;‘r;rS t hrough sinul taneous instruction. 5. It is not
possible to grant tq.gl}.c5id state (H=TO or H=C) or with a Pl edgee Hol der
unl ess the request WaSedrbcedtk£01d state or was froma Pl edgee Hol der. 4.14.
Title Regisla i s amdm€onditions 10 Figure 33 provides a summary of the
functions avail abl e 3pixvPreeTit|l e Registry and the conditions that apply.
Refer to Figure 32 t}}gf?fé’[‘%rh'i ne the functions available to specific roles.
The abbrevi api ons u%gﬁ{tl‘;iﬁ;ﬁldﬁ?e'% are as follows: |D- Docunment |ID (eBL
identifier). 15 T --FrEﬁth ¥pe.(transferable or non-transferable). 0-0
riginator. SP -- Surrender Party. S - Shipper, H- Holder. 20 PH - Pl edgee
qu_ der. TO - T, FIEfe ﬁé%ﬁsw; the &p_lica%%ﬁ‘[snfoqg SFollows:

4

o . .
15  <!ELEMENT ApplicationInfo TRA >
< {ELEMENT TRA ANY >

4.12.3 iness Re

The Title Registry employs the business refusal, PDUs used by the message
20 handling unit. A user sends a SBRF to refuse a Title Registry instruction, and the
message handling unit forwards a FBRF after processing by the Title Registry to the

associated user.

41231 SBRE

25 The SBRF is used by the receiver of a FMSG with a Title Registry instruction
to unwind a contractual state. The Title Registry will only accept a SBRF from a party
that is both the Holder and To Order or Consignee, and then only when (1) the SBRF
was issued within 24 hours of the related BACK; and 1(2.) no other valid instruction was
sent relating to the identified BBL.

30 The form of the SBRF is as follows:

- <! ELEMENT SBERF (
SntEnvelopelD,
Sender,
35 DelivexyAttr ?,
Urgent ?,
SMSCEnvelopeld,
BusinessReason | »
<!ELEMENT BuginessReason (#PCDATA} >
40  <!ATTRLIST BusinessReason xml:space (default|preserve) ‘preserve’s



B - Blank Endorse. RAID - Request Anendnent ID. 25 Refecrry t.0
superscripts in the table of Figure 33: | : The Issuereﬁ#& %9’[1%962@?3 parties

must conformto the rules defined in Figure 32 and acconpanying text. 2: If
optional party is included. 17 Septenber 2003 WO 00/ 55774 PCTI GB99103091
-123 3: This iwsdees sinultaneous Nane Hol der and Name Tg, 5@%036!{1 Nanme
Consi gnee instructions. The busi ness refusal cannot be |ssue fl t'he ‘Hol der
does not <change as a result of the instruction. 4. The Oiginator and the
Hol der or Pl edgee Hol der cannot be al tertﬁ, _fromthe 5 original BBL(s). 5:
Returned only in the sender result 6: Ote for each eBL to be anended 415,
Statc ana e e 10 The Title Registry actively manages the state of each BBL
relative to four fu¥istvabidationef aemlsrthe(rﬁbss@ehmdﬁﬂig/urﬂfan@ﬂ‘&@k@émﬂﬂ thRot i ce;
(2) allowance o % eSS rne\;“rll e’e}%é%ff of endorsenent chain
records; and (4) deiivery®or endors ot ehsfil1 ?@é&ﬁﬁ.toﬁegﬁﬂéﬁf@l to 37
provide the conplete and definitive rul es regardi ng each of 15 these

el ements. These, blles t precedent over any apparent contradictions with
the text abovel to 37 describe novenents fromone state to

anot her, and3as t he The EBRF ts @éateﬁ&ﬁhhdfﬁéé@d@?ﬂ&}dhﬁéqﬁu%ﬁh %%p% LASsERE! ©
Reglstry rel ati he fou eihgglp}get The exception t Rrs* s8N n the

v
Create chart asar{%hae‘?ag FesPOREs et Regisirg. ThQ@B"FﬁéS pyardedibattieonessagsed i n

Figures 31 to 3fandlir i tf hb benuer of thBEMSGRRAEY bekileBBes. TRHoim oFhEFgRE Bear er

H?l der. is as follows:

P
10 <'ELEMEN‘1‘ FBRF [
FwdEnvelopelID,
SntEnvelopelDd,
Sender,
Receiver,
15 Urgent ?,
CtherReceiver 7,
Time,
ExpiryDate,
SMSGEnvelopeld,
20 BusinessReason,
ApplicaticonInfo ? } =
After reception and signature validation of the FBRF, the receiver is required to
return a UAck. The FBRF cannot be refused by a SBRF. If the FBRF signature is
25 invalid and a UNAk is returned. the Title Registry will not negate the unwind

performed in accordance with the SBRF.

1.13. Title Registry Functi | Parti
The table of Figure 32 provides a summary of the functions available in the
30  Title Registry and which party can exercise each function. To provide a complete
description, we have defined ali possible combinations of parties that can existin a
BBL at one time (referred to as “states” and covering the top part of the chart) and the
functions available with each state (covered in the bottom part of the chart). The
abbreviations used are O=Originator; SP=Surrender Party; S=Shipper; H=Holder;
35  PH=Pledgee; TO=To Order; C=Consignee. ‘
Referring to the superscripts in the table of Figure 32:

1: The Surrender Party role is optional.



TO - To Order party. C - Consignee. 25 A -- Delivery O{l ttor re)rregéqgoti ce.
B - Allowance of business refusal R - Creation of endofs ler%tt’?f“ €h recor d.
D - Delivery of endorsenent chain (only applicable when an endor senent
record exists). 1 7 Septenber 2003 WO 00/55774 PCT/ GB99/ 03091 - 124 Nul I -
The Title Regiwddosshpkes no action relative to the attorngppiy ¢e

busi ness refusal and endorsenent record creation and dellvery as a resul t
of this state change, A blank box or cell signifies that it is not possible
to nove fromone state to the 5 other. lﬁgl ess specifically noted, the

tabl es cover only receiver information amd do not reflect sender
information. 4.1 1. Create As shown in Figure 34, when a BBL is created,
the only rel evant elmmldet@nﬁd"lﬁamelﬁel%éPi'éMEHBldE&Ot| ce, and then only if
the BBL is creaged \Ahﬁg’% Be@H Hol der. 4,15.2. Nane e der Fi gure 35
relating to the NamelMEdidese Eaider pnaotgeme ieligds Tp Qrqi@esy Malvaintsios ther and
Nane Pl edgee Hopeége. i nstructions. Figure 35 also makes a distinction 15
bet ween two cases t&% cur _as a result of the instruction, nanely cases
when the Hol der “or d’geél ee%?%ﬁammnma@ﬁ@r@ee {fst gen ﬁaf@@ltltryﬂdldﬁf) and
cases in whish thasigh HelilgkoRhinsiRh@egee Hol der is a new party (signified by
"1 "). 4.15-3.-Nane To Order, Consignee and Bl ank Endorse 20 Figure 36, the
Nane To Order, Gonsilfife®t BRfeibipI aenten @p Fatksteln ITTO PhBrGHerswithafedg@e Or der
Narme Consi gnee Heaemmma@was;mtew&aémﬁ%mm 3Giglags not” incl ude
t he sinultaneous instructions that are covered in a sgparate section. The
superscript 1 in F| ure 36 |nd| cates that t he endorsenent chain |s

del-i vered only @if-h Lo 2 ang e

10 Figure 33 provides a summary of the functions available in the Title Registry

and the conditions that apply. Refer to Figure 32 to determine the functions available

to specific roles.
The abbreviations used in Figure 33 are as follows:
ID - Document ID (eBL identifier).
15 T ~BBL Type (transferable or non-transferable)
O- Ongmator
SP — Surrender Party.
S — Shipper,
H - Holder.
20  PH - Pledgee Holder.
' TO - To Order party.
C - Consignee.
B — Blank Endorse.
RAID — Request Amendment ID.
25 |
Referring to the superscripts in the table of Figure 33:
I: The Issuer and Optional parties must conform to the rules defined in F igure 32
and accompanying text. |

2 If optional party is included.



Figure 37 is a table indicating the handling of aIIoweg j ItanE
[PeptiRe s o

instructions. A first group of allowed sinultaneous in

conbi nation of a Nane 30 Holder instruction with either (i) a Nane To
Order instruction, (ii) a Nanme Consignee 17 Septenbér 2003 WO 00/ 55774

PCT/ GB99/ 03090 db&8y74 nstruction; or (iii) a Blank Endorse E‘Pf&#&%‘i&ﬁon'

Anot her all owed conbination is a Nanme Pl edgee Hol der i nstPruc i‘on

simul taneous with a Name To Order instruction. Figure 37 al so nmakes a

di stinction between two cases that occur_as a result of the instruction:
first when the Hol der or Pl edgee Hol der'l?nages not change (signified by 5
"0"); and second when the Hol der or Pledgee Holder is a new party
(signified by 4:15. Fhis Enfigles sinRlynebisgNage 38ldendhC aaps Fhofandlipg of an
Enf orce Pl edge dol;l&érelél(ﬁgs' on. V\E}ﬁnban Enf orce Pl edge instruction Is issued,
the only rel evant el enent e tRelBRESrEeRbiwmot by i ifithe dloblerdeshineth i s
created and delchange ech reduitinf the@isplcgslge i s enforced on a BBL that has a naned
To Order party.‘k_The lwger.scrié}ggi 1 in Figure 38 indicates that the :
endor senent char n i S0dRT§ITAYF I i BPldsr prPledase Helderranns delatteredifrai 16,  Gr an d
t new 15 Fi dur eriglaliBBii(gat es the handling of a G ant Anendnent instruction
in the case that tgfere js.a new eBL version. The Originator can only issue
a Gant Anendnent t‘c“ﬁecg"“rli’e%t Btrdsrdp¥lton when it is replacing one BBL with
another BBL. |1%:thi &ncRséch eBING beREGHSEMENt chain is carried forward from
the previous BBL. In this case, the only elenents affected relate to an
amrendnent that is granted to a Bearer Holder in which 20 case an
attornnent noti4dé. | Stas fhademedthe To Order party or Consignee is renoved.
4.15.7. Cand with new eBL identifieT Figure 40 indicates the handling of a
Gant Amendifent i nstheubiflt Beeistr actively mapages fhatstatehefi aachi BB migteeBLiour
identifier. Theudid@ BRMmeMts: USE eiR LBhmedeMHil£. replace. 25 one
BBL, to conbi ne BBLs_and t ou(spp;l i te‘geBdlﬁds. Ineghlggggé’c(gfsg@&ag ef%t?ﬁur?emﬁs notices
are generated A2 |G) sietionekendprenygrt ehaintmeords; al (4) Bedivemrofidodalementa Pl edgee
Hol der or whenchdibecdd®. der is also the To Order party or Consignee. In the
| atter cases, an endorsement chain record is created and delivered. The
superscript 1 in Fi Fdalf.r@s Hoto; 3 revidedthe ¢ampicte and definitive rules regarding each of

15 these elements. These tables take precedent over any apparent contradictions with the
text above.
Figures 31 to 37 describe movements from one state to 'another, and as the
result of each movement, the action of the Title Registry relative to the four elements.
The exception to this is in the Create chart as tﬁere is no previous state.

2.0 The abbreviations used in Figures 31 to 37 are as follows:
BH - Bearer Holder. -

PH - Pledgee Bearer Holder.
TO = To Order party.
C — Consignee.
25 A - Delivery of attornment notice.
B - Allowance of business refusal.
R ~ Creation of endorsement chain record.

D — Delivery of endorsement chain (only applicable when an endorsement record
exists). '



when nmultiple eBLs are returned with the G ant Anendnent, | tipl
attornment 17 Septenber 2003 WD 00/ 55774 PCT/ GB99/ 0309317-395%%?{3?5@% Wil l

be delivered, and nultiple endorsenment chains records will be created and
delivered. 4,16. Error ess es 5 The result of the execution of atitle
registry inst wmbéwssy4can be positive a negative. Wien t hgdiasidbbsodsS
positive, the instruction has been executed successfully. If the result is
negative, the instruction has not been executed, and a result nessage is
returned to the sender. No nessage is f¢ Xyarded to any systemuser in this
case. Each negative error is described further with a reason source,
reason code and reason 10 description. Figure 41 lists and describes the
errors a senderNwthy Thedble\Regiasy mkesgwurctionofelativeatoi thkatiopriinedt RS, Hakindat her
errors in the i 1 [ nt er.nal stemerrqrs.jn the title
registry or rresfgg%hﬂ%ﬁgﬁﬁggﬁ%ﬁof&tﬁaémnao@%lghﬁ'g'l'yﬁaéﬁesi(‘)lh"ftt#‘ié“?‘i’ ghangg iy g |
cases, the ReasonSource is TRA. 15 5. The Rul ebook As discussed further

above, each User CL[CT-IN ondition of becoming a User of the System
to be bound by the Sr ovi Elg%orlrgelg?@élessél}ap%fs “Plﬁ"é@bmmﬁwegﬁogl ®eelteietle in a
book of rul €3, etkefrebnles spwifinallytdoed R rbiedover BAB riddlveliaRkmai@Rdnd epsers' 20
contractual agregghent e}glf'r;tnatiounderpi ns and enabl es the systemto function
as a support system?or ransactions in property in that it defines the

| egal significance of the contents of the database records and the | egal
effect of nessaggs, f9f. exanple. For conpleteness, the Rul ebook is now
reproduced. 25 T itions and Interpretation 11, Dofinition5 Accept,

Acceptance: | n rel atis éwhin BigEe 64, ivhe € ABBL id Bealtlthé S84 rcRRRL A¥Ab A (hd
Di i tal & ghat GEOEH I Rk o el s ewed 6 hitersioldetf cato. 17
Sept enber 2003 ' '

4.15.2. Na 5 | der

Figure 35 relating to the Name Holder and Pledgee Holder includes Name
Holder and Name Pledgee Holder instructions. Figure 35 also makes a distinction
15 between two cases that occur as a result of the instruction, namely cases when the
Holder or Pledgee Holder does not change (signified by “0”) and cases in which the

Holder or Pledgee Holder is a new party (signified by “1*).

ee orse
20 Figure 36, the Name To Order, Consignee and Blank Endorse chart, includes
Name To Order, Name Consignee and Blank Endorse instructions. Figure 36 does not™
include the simuitaneous instructions that are covered in a separate section. The

superscript 1 in Figure 36 indicates that the endorsement chain is delivered only with

the Sender result.
25

4.154 §i i
Figure 37 is a table indicating the handling of allowed simultaneous

instructions.

A first group of allowed simultaneous instructions are a combination of 2 Name

30  Holder instruction with either (i) 2 Name To Order instruction, (ii) a Name Consignee



WO 00/ 55774 PCTMEB99/ 03091 -127 Attachnent, Attached t: S
Docunment. BBL Text: A Docunent which: (a) is sent int (E))??#g%%&b?éggo%ndl i ng

Unit and recorded in the Title Registry as the docunmentary conponent of
the Electronic Bill of Lading, and (b) acknow edges the recei pt of goods
by a Carrier tayoossssi age by sea. 5 Bearer Holder: A User P}@‘?R;Bb R becomes
desi gnated a Hol der of a Bl ank-endorsed Electronic Bill of Lading - :
Beneficiary User: A User who is designated under a Docunentary Credit as
the party to whom or to whose order, paynent is to be nmade or whose bills
of exchange are to be accepted and pai d.”"10 Bl ank-endorse: To render, by
the process described in the Operating Procedures, an Electronic Bill of
Ladi ng capabl e Bftructemof i) sBlapk Endysedesiugivat | amtef alibwee WoklshadRh s 2 Cent r al
System or Syst ey, I rocesses and. ods, the digital

i nf ormation syst emggg%g\g?ggg&g%ﬂ?%’gn gerviiees ﬁ’r‘tggﬁ\p&@? sl‘5’(92‘1‘3[{“EI“‘*F’B‘?“

comuni cating Mess&iees 37k nBaesundistinsticartdtweac ivol dag ithag oRUSisNESSIt of

transactions, : Rul 15, ggverni bo rrier; A User which
contracts wit hadgg f)r{sﬁch@ésﬂgs? wpg ﬂ&%ﬁ?@”@%@%@%%@ﬁ%ﬁ&ﬁ@@ﬁ (stgniied poor t |,
regardl ess of WHEL hwtsetdng wEar the Holdérar Plaéze® WOKEr iO4 ndRRKR T HniRl v} #ey means of
transport used. Certificate: A unit of information which, at a mhinmum (a)
lists.its Issuer by name; 20 (b) lists a Public Key; (c) lists by nanme or
ot herwi se i ndi chi®s Eafokde@iedydhi ch hol ds the Private Key corresponding to
the listed Public K% itall igned by its Issuer, and (e) has

(). LS Di _Iss

t he meani ng consi ste}r%“e t‘ﬁé‘fﬁlﬁs ed}é“I“iﬂH%ét‘i 3h Falogqei Riwlge nstraction.n Waren an
associ at ed docubBrdotcaPledgcomsnuctay i iifsi€i kieOshiy fletHt telembhSis [t %dh@&ﬁé;ﬁit P
bet ween XYZ, /Lt dch?ngeadUsh?r,. in t\}igm%g XYZ 25 Ltd acts as |ssuer of
Certificates to the ORI eeqtsrand deliversd phenghe medss ssrenfoesed on 2 BRb gt
Certificates. Qestd fiineti: TOAORRF $Y. [ ahé beisa®l 1bM HYde l380hait fes! SRUS
Certificates toen?}sers. {Eh.e. rtifier which issued a particular Certificate
is also termed (te 18k é‘r“"s.de‘g:}‘%"rdt°é+yé’tﬂ‘hlf§i‘q$°“6€1“@él6i ng: An acknow edgment by
a Carrier of the receipt of goods 30 for carriage on board its ship in

respect of whi c‘p!{EEre i S ad chtar_terparti, ot her than a
- ’ ew

15 - Figure 39 indicates the handling of a Grant Amendment instruction in the case

that there is a new eBL version. The Originator can only issue a Grant Amendment
with a new eBL version when it is replacing one BBL with another BBL. In this case,
the endorsement chain is carried forward from the previous BBL. In this case, the only
elements affected relate to an amendment that is granted to a Bearer Holder in which

20  case an attornment notice is sent if the To Order party or Consignee is removed.

d with a new eBL id
Figure 40 indicates the handling of 2 Grant Amendment instruction in the case
that there is a new eBL identifier. The Originator uses a new eBL identifier to replace
25  one BBL, to combine BBLs and to split BBLs. In these cases, attornment notices are
generated in all instances in which there is a Bearer Holder, a Pledgee Holder or when
the Holder is also the To Order party or Consignee. In the latter cases, an endorsement .
chain record is created and delivered. The superscript 1 in Figure 40 indicates that,

when multiple eBLs are returned with the Grant Amendment, multiple attornment
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charter, concurrently in force in respect of the use of & 8;5 ¢ her

for the sane voyage (voyage charter) or for a period of time (time charter)
within which the said carriage is to take place. Consignee Hol der: A User
si mul t aneous| wéesssgnat ed as Consignee and Hol der of an S &h&gpispsi ¢ Bill
of Ladi ng. Communi cation Link: The digital networking connection to the
Central Systemto be established by the User. Consignee: A User Designated
as such, being thereby identified as the party to whom delivery of the
goods nust be nade by the Carrier and also indicating the intention to 10
make the Electronic Bill of Lading non-transferable Designate: To nane or
appoi nt a User #plicss Pl ke deliverddeariintultipleRadorsdnteyt dhiing £bdds Wil bk @reARd and

El ectronic Bill gofyefeadi ng. "Designation" nmeans the act of Designating or
the state of having been Designated. Digital Signature: A mathemati cal
result calculated froma unit of digital information 15 and a Private Key,

such that one h%\i%n_%@?_%g%%% of information and the corresponding Public
Key can, throug eriml , accurately determne (1) whether that
mat herat i cal Sresul t Tegesitestiad exssitiog of haiteRegivat Bisth@Yon &A0be Rsii0bgt her the

unit of inforrrgg' een altered since that mat hemati cal result was
cal cul at ed. Docurféf?ﬁ{'h:' h%?e&%tr?sél £5 PORYe t,?'e Brristiontes beanexesnted sisemssilin. ife, of t en

textual . i nfor ntlheiremit iPBegsivet tha dnsAuction His\tod Beén RRdChte®fand alYBRR hSsagaoNONY B!
Attachnent, Attgeﬁ}g%tg)ﬁj%%gt DocurreFt Iglenti fier or "Docunment I D': The
upi que identifier of a R NP mEehge 15 foryasdedioianyysystara ysepin thi gassy Eacbm
Docunent ary For negsfiveaerferit idkdcrbddefurtier tveitht &ladasdoNicRidl Rhdhi @B Hd Bason '

Oertificatewautd% rized by its issuer. 25 Electronic Bill of Lading (eBL): -

A BBL Text toget grrlptb?nn'th its related Title Registry Record. Enroll,

Enrol l ed: To become Rigudser lieh ahd8es@ibs @) ekrbrsal &l 3R Sredhvi Nas th&sul of
Qper at i onal Serw'dlcdet Contract, Head .Charter; A charterparty contract, other

than a charter By ieorrrli <LrQrs oF O%greérslaé& the incoming message. Internal system errors in the
title registry or message handling unit are not included in the list. In all cases, the

ReasonSource is TRA.
15
3. The Rulebook
As discussed further above, each User agrees, as a condition of becoming a
User of the System, to be bound by the provisions of a set of rules which are codified
in a book of rules, referred to as the Rulebook. The Rulebook, and the users
20 contractual agreement to it, underpins and enables“ the system to function as a support
' systemn for transactions in property in that it .definés the legal significance of thé
contents of the database records and the legal effect of messages, for example. For

compieteness, the Rulebook is now reproduced.

25 1. Definitions and Interpretation

nitj
Accept, Acceptance: In relation to a Certificate, to manifest approval of a Certificate,

whether expressly or by implication such as by creating a Digital Signature Verifiable

30 by reference to that Certificate.



30 charter, between a Carrier, as owner or disponent o f a iLp and
anot her User as 17 Septermber 2003 WD 00/ 55774 PCT/ 61393%%3%’&!“‘?91%08
charterer, for the use of the Carrier's ship for the purpose of carrying
cargo either for a specific voyage or series of voyages or for a period of
tinme, Head Chawdewsefrs A User who has entered into a Head GRALGH.W,th a
Carrier. Holder-to-order: A User who is or becones si rrultaneous‘1y
Designated both Holder 5 and To order Party of an Electronic Bill of

Ladi ng. Holder: A User who is or becorre_ﬁ pesi gnated as such who is not at
the sane tine the To Order Party nor a %earer Hol der Issue a Certificate:
To list oneself as Issuer in a Certificate and Digitally Sign that
Certificate. A pdachmant AttagheéDbasientsse Dbcuhmami ng Certificates is al so
ternred a 10 " ifler s r..Wth.reference to a rtificate, the
Certifier whi cﬁﬁéiﬂsg&sgg f‘h%&@?rﬁﬁhiwgka&m_ Sﬁ{}gérg%él?: Magsgee i it pash,
document, not i cecogsted én the Title IR gistryadsitiendosemintatheotipgient §18: PRSSAY®;NaNd! | ng
unit and in a fiC t i bed. her ei naboye. Message Handling Unit: The
nmessagi ng syst e%ﬁﬁrrgiaﬁgglﬁ%egﬂmggdgﬁ%@? re8‘?‘ptt°ﬁ%°°éﬂ?ﬁar ter fog capiagedinsepy t he

Servi ce ProVi deBearexdlofidrsc ni Gedwheks of babassalesiptdd aeidMer Rey BRAL LR ed N

relation to a i f.i statenent by the Issuer of a Certificate or a
Tkt Bl ra

person aut hori Ufer that the Certificate has been Revoked.

Qper ating Procetmefedary Ther: doUsr®nd is Bysignbiad uided d Bocufnd, %{tgg;’é@g&& ocedur es
are substantlafIIw% as_herei nbef ore described in the detailed deScription of

the present patento 28 'S PREF PIEaPaYBIgR 1s Remmade shubosrbilla of exyimogearpter t s of

t he Qperati ng Peecepted @i pwlli ch contai n- nandat ory provisions with which
Users are b nchigl&_gnﬁn%lgy gra]%z nal Service Contract; The standard form:
contract between Sadioigelo Znder progess describge e Opereivg tProsedures, 4ni ne. 25

Pl edgee Hol der :EldubiseBilMfQadisy @pabRest @akt: DeSiy®n ateshads B9 hby ﬁngggee and

Hol der  si rrultﬁlepulslés.CS Private Key:. The key of a Key Pair used to create a
Digital Signatur8al BYSFm conkeystemyy cTheekusigess pragessepand methods, tthe igitalf y a

Di gital Signat Gtfermation system provided by the service provider XYZ Ltd for communicating

Messages and Documents and facilitating business transactions, and the Rules
15 goveming both.

Carrier: A User which contracts with another User to carry goods by any means of

transport, regardless of whether the Carrier is the owner or operator of the means of

transport used. -

Certificate: A unit of information which, at a minimum: () lists its Issuer by name;
20 (b) lists a Public Key; (c) lists by name or otherwise indicates a User which holds the

' Private Key comresponding to the listed Public Key; (d) is Digitally Signed by its ~

Issuer, and (€) has the meaning consistent with this definition ascribed 1o it in an

associated documentary form.

Certification Account: The relationship between XYZ Ltd and a User, in which XYZ
25 Ltd acts as Issuer of Certificates to the User, and the User acts as Subscriber of those

Certificates.

Certifier: A person [authorized by XYZ Ltd] to Issue Certificates to Users. The

Certifier which issued a particular Certificate is also termed its “Issuer™.

Chartered Bill of Lading: An acknowledgment by a Carrier of the receipt of goods
30  for carriage on board its ship in respect of which there is a charterparty, other than a



Rel ying Party: The person Verifying a Digital Signatur el yin the 30
representations in a Certificate, or both. 17 Septeme‘r%?frﬁ@%g@gﬁ%wm
PCT/ GB99/ 03091 -130 Revoke: In relation to a Certificate, to include the
Certificate in a class of Certificates, for which the Issuer of the
Certificates NOM&5Mbtice that they (each or together) arecr/Bgwakpd, 1n
response to an appropriate inquiry. Rules, Rule Book, or Rul ebook: The

Rul ebook, as anmended fromtinme to time, 5 governing the relationship

bet ween Users and their use of the Systgpg. Sea Waybill: A Docunent, other
than a BBL Text or a Ship's Delivery Order, which is such a receipt for
goods as cont ai]gls or evidences a contract for the carriage of goods by sea
and identifies X USHPT (XPISHTEHICHEPICYENYY BHOTHE reppestisf theuse of the shimeitheby t he

Carrier in accfor danage Whabe (RRge CRIMHAS tor 2l Feriod oY LGS Stimd LB S8 M ces
supplied by XyZ Ltd througgesh?ggyster% and sgegc?forg%%ﬁﬁm‘f ﬁgam VAR i onal

Servi ce Cont r actelhe sikqairiagiafo tolisipiske.i s the original contracting party

wi th whom a CarCémizn@aEs AN sidhiEnes he carr] of goods by
sea. Ship’ s_gelélver V. Oclder: 'ASDS(l;nurrenet ?{%‘?%%%at%ﬁgpéogm | Eaﬂl‘;’e&ﬁseﬁrog%{] Sea
Waybi | |, whith El4%opisBilkefdsding undertaking to deliver identified goods to
an identified Us@ihmugibR8 1509€He 4 rposes, of a contract of
carriage by sea of those goods Sr@%?lgggvgrggg\%ﬁgﬁon|°n%7{:ﬁ:'l’éraltsf¥6t§‘§“g‘€?ods

Si gned: Proper |5t Bi{sged byitheUsst.gned, which is to say, bearing a Digital

Si gnat ur e wWhi chgong@Redd HEd; ' ubl i. listed in a
Certificate | ssuoed@bg/ %YﬁZ(QCFLP gélggl%tﬁ&léslzsg&\?\,h%}gcgntﬁﬁgog l%n@%iaﬁwpi‘@ﬁfne ‘when
the Digital Sidgifhtens el thigoods mast belmadgibysier Cdomsr andlelpeindiamingne itstibgent i f i ed

in a Certifi{rat®ashe b0 lyate | t hat corresponds to the Public
Key listed in that 6ertci ét’[?ca@é}ﬂ%“%ﬂggégl}g%éa%i s often termed a "subject”

in technical stResigattesTo Sume erdmint a The tpr edenttxt TidaRefistanin Eigioh topi ¢ Bi | |
of Lading to th8etakit iy rgapother 25, User appointed by the Carrier, in
ec ﬁfofq,adlﬂg.l [%gilgnauon.rﬁeag? Q&Egt‘%Be%%F gordhq qtqy;-eﬁnfy

accordance with the QOperation es, of the
goods at the er@viBg bechPeggnaieilage by sea. Surrender Party: A User who is or

becones Desig n%iﬁ@al %&nﬁéﬁ?@ .@H'lgthgnrl]a%lés tr)c}éult calculated from a unit of digital information
. 15 and a Private Key, such that one having the unit of information and the corresponding
Public Key can, through Verification, accurately determine (1) whether that
mathematical result was created using that Private Key, and (2) whether the unit of
information has been altered since that mathematical result was calculated.
Document: A contract, bill. or other unit of substantive, often textual. information
20 sentas a subdivided part of a Message. Synonyms: Attachment, Attached Document.
' Document Identifier or “Document ID”: The unique identifier of a Document sent -
into and tracked by the System.
Documentary Form of a Certificate: A textual interpretation of a Certificate
authorized by its Issuer.
25  Electronic Bill of Lading (¢eBL): A BBL Text together with its related Title Registry
Record. .
Enroll, Enrolled: To become a User of the System in accordance with the
Operational Service Contract.
Head Charter: A charterparty contract, other than a charter by demise or bareboat

30  charter, between a Carrier, as owner or disponent owner of a ship and another User as



identified as the person to whomthe Electronic Bill of din be
presented to obtain delivery of the goods at the end gigqqheng%qrm,ﬁﬁ%e by
sea. 17 Septenber 2003 WD 00/55774 PCT/ GB99/ 03091 -131 Title Registry: The
Systemis central electronic repository of information used in trade
transacti ons, woabksredl arly those related to shipping and gﬁ/&%@g{g@ Bills
of Lading. The Title Registry is an application operated by td -
~providing the neans to: (a) execute the functions relating to hol dership
and transfer of Electronic Bills of Ladijpg; 5 (b) maintain a record of the
status of current Electronic Bills of Lading; and (c) maintain an audit
trail of dealings with such Electronic Bills of Lading. Title Registry

I nstruction, | S8R fPuhAe ustieéthp Entrietrshif forthd pppostHebdayinybirgdeigier et S t he
Title Registry i rtain specified information in the
Title Registry sb%éf?y?g{gf 3‘55“’%&2"32@% 8%1%&?%%{‘)’?8%%& Bill of Lading. 10 Title
Regi stry Recor deagl(darterericA Wserdvhionbomreeddiinn a Hoad @Haérivai st@nier.ansact i ons

i nvol ving the Bif&dLeRder-Bialt Ladi after its creation kept in the
Title Registry and ‘ ilﬁ é'dAt%se{){!uléo 'éﬁ[gl#%%s.ﬂwt%egbs& e%@iﬁ%ﬁﬁﬁ%ﬁy
Document or isgi mad &eloidgr PartCaf aniBlectrovic Bifl of Badtigt her a Sea Waybill or a Ship's

Delivery Order. T Party: A User si gnat ed as such who is not

al so desi gnat et %@ert %‘e@’ﬁ&g}g’elgglrbg omes & eﬁrﬁ?ge Ao %‘F Rot3t the spertigme ts pe
Header or Headdo:Ord¢r@agamdr aBearer Hdddzsage t hat indicates its type and
function wthi m.and . conv data into the System s | ogs, User
Database, Titl eI&"EES?es éci/a?e aﬁ’dlclisct)f3 ﬁeé?lg%’/szlés&?rd‘g a (?L}Ff&:‘,ca‘f" A0 Bigitaliagien thapr onpt s
onhe’ or nore act(egiisatby Aherso20n Syes bsiniessUstl Tsing Ubrigiesddsy |is W nemagd, of User
or Docunent Ide‘egliﬁ%gﬂer or other content of a database field, the value of -
an | TU X. 500 directory attribute, or simlar itemof data, neans that the
content or val Usuprs Witereferdnye 10 a€eitifitdid, heXBFRCWAbIEGsub &MO € @ARLN0 equal or
i dentical cont Mdss k. \fﬁﬁ‘:l ue exists V\A'r?}:hi n that range 25 User: A person who
has Enrolled as a Gser “Of CPE EHOMIr URE, nefiee: 9 rofher indormatianesent thiouglt e
listing a Publ itle isyegesadiiganifand by férhet db@ibddereinabgat ure on a Message

Digitally Sign b r.
g y 9 (T\/gessgée "i-laliﬁﬁng Unit: The messaging system maintained as part of the Central

15 System by the Service Provider, as described hereinabove.
Notice of Revocation: In relation to a Certificate, a statement by the Issuer of a
Certificate or a person authorized by the Issuer that the Certificate has been Revoked.
Operating Procedures: The document by that title. (The Operating Procedures are
substantially as hereinbefore described in the detailed description of the present patent
20  specification).
| Operational Rules: Those parts of the Operating Procedures which contain™
mandatory provisions with which Users are bound to comply.
Operational Service Contract: The standard form contract between each User and
XYZ Ltd, as amended from time to time.
25  Pledgee Holder: A User who is or becomes Designated as both Pledgee and Holder
simultaneousty.
Private Key: The key of a Key Pair used to create a Digital Signature.
Public Key: The key of a Key Pair used to Verify a Digital Signature,
Relying Party: The person Verifying a Digital Signature, relying on the
30  representations in a Certificate, or both.



User Database: The records concerning Users kept in th ste

Division Identifier: The optional portion of a User | diﬁﬁ%p{e&‘ﬁe\;\#ﬁ@%

i ndicates 30 departnent, division, subdivision, or other part of the
identified User's organi zation. 17 Septenber 2003 WO 00155774

PCT/ GB99/ 03090 0b@#74)ser ldentifier: A name Uniquely i de”%{v&h%%sﬁ'b User
within the System . User Identifier Extension: A notation appende E)y ‘a User
Representative to a User ldentifier for the conveni ence of the User and

wi t hout significance to other Users. US-Eié Manual : The User Manual issued
fromtime by XYZ Ltd generally to all Us 9'5, 5 User Support Resources: The
online informati on and functions provided by XYZ Ltd via a WrldwWde Wb
interface. UserRSpke dnreldfioe taveGmisfichry. tatickible the UsiificOIR AR BESof\WektificARd
utilizes the J m. |t .ipcludes the, ni cation Link, software
and har dwar e fogfra ; ?:@rcr%éhs%& ?\Ségr Ofsf%en(a?rﬂfg‘fmeéﬁﬂesr'é E§ W%e daereleectien® ng or
processi ng Doc ukenkedsin rasonsetolan aprobflate it er security facilities and ot her
conponents. all requihred b e Us stem Specifications. User System
Speci ficati ons:R‘ilEsé Rt%gec%ﬂ’l ar ﬁ’%’gﬁ‘?'ﬁ’ eﬁ%‘h? Iehogic, Elsh%“"é}g“é‘rﬁ@sl/éfff@rfp tiglenc| udi ng
t he Comuni cht i gmemihg rhi¢ felatidadhipthefoREd UdetsGal Rieir fseC@tieishitgat € which is valid
according to tk§e tvgrgﬁl_;ggcifi ed "%ln its 15 docunentary form If no such
terms are speciT et or" dvaPFEMe oy thenalHL Text o anjiynDeliysty Ordery whith cat e,
the Certificat esswhwadckigh fof gddasSashefiinsdr $RBhcdA dohiPact RSMUE EarAR oPBRgNO!
expired on its face oq[ béeenldl?evoked as, set _out in the Operatin

Procedures. VerPf§? denities 41sg i wham delivery pijhe gegdsis & Reemrdpibythe Satrigr Si gned
Message and Pubihbotéence with thatlhedcli ne accurately that: (a) the Digital
Signature oFbthqu Nessage was creat ed& 20 the Private Key correspondi ng
to that Public CeSand® Fhyeet replisdhy sk gEorshdhePtsteminag spegifiedinate si nce
its Digital Sigmstaiogl BasiceCamab@d. XAL Service Contract: The contract

bet ween XYZ Assgci atign I)_{'kd and each User, as anended fromtine to tine.
XYZ Associ at i orP YRREToPser hich is the enginglyjortractingppty i arhenm & Gamicsprters ittt he
Users of 25 Syié @mmractidd the@arRfeloPfdthd BiEseyar i ous regul atory and disciplinary
functions assi g§1ed to it

hip’s Delivery Order: A Document, other than a BBL Text or a Sea Waybill, which
15 contains an undertaking to deliver identified goods to an identified User, given under
or for the purposes of a contract of carriage by sea of those goods or of goods which
include those goods
Signed: Properly digitally signed, which is to say, bearing a Digital Signature which
can be Verified using the Public Key listed in a Certificate Issued by XYZ Ltd and
. 20 which was a Valid Certificate when the Digital Signature was created.
‘ 7 Subscriber: A person who is identified in a Certificate as holding a private key that”
corresponds to the Public Key listed in that Certificate. A Subscriber is often termed a
“subject” in technical standards.
Surrender: The presentation of an Electronic Bill of Lading to the Carrier or another
25 User appointed by the Carrier, in accordance with the Operational Rules, in order to
obtain delivery of the goods at the end of the carriage by sea.
Surrender Party: A User who is or becomes Designated as such and thereby .
identified as the person to whom the Electronic Bill of Lading must be presented to

obtain delivery of the goods at the end of the carriage by sea.



by the XAL Service Contract. XYZ Ltd or XYZ, The owner oper at or, r
service providers of the Systemfor the tinme being, oﬁ7t‘°’r‘?é’f‘?mqéeﬁgﬁggsors I n
title. 30 2. CGeneral ProvisiQns 17 Septenber 2003 WO 00/ 55774
PCTI GB99/ 03091 2.1. Sone and Application 2.1.1. Parties 5 Effect as
Agr eenent Bet waeowss'ggrs. The Rul es constitute an agreerrentl,ctgﬁ;tswlsggl Users,
and between each User and the XYZ Association Ltd (XAL) acting on1ts own
behal f, and on behalf of all other Eligible Users fromtinme to tine, and,
where necessary, on behalf of XYZ Ltd. (bligations Between Users. XAL
and' XYZ Ltd do not undertake or accept any 10 responsibility for the
performance of any obligation or duty owed by one User to any other User
under these Rul BeBegisiry dhoSysem sebitat tleabniSempusios EambrnatdnsusedNa thii@bi | i ty
on the part of pfbac - r. .shal.l. arise except under and in
accordance with_t he@{?é’?%écg% %ﬁse?ﬂ%ﬁﬁgl_’épp&g RAElectrqpie B&N’f lgding; dhe
gogt r2 ac:ta\ Ejhand iﬂﬂ;ﬁéghlﬁta’sé a@fappdmidgt@pmtehewqfat atd mﬁhit;l@eﬁé/@ngﬁsgg& act].c éLﬁ
. 1-2. er encedHas S .condi ti.on ecom ng a User o e
System to be bound b?H?ﬁ{e‘m@%%g‘? “s’ih‘glﬁ%r%él? a’{%ﬁ@“ﬁn"éEI“W%E%fLadeg: gibility
Required. A3 Uskmaintamse riserdEofi the bibes o caeno ElbatRee: Bills hof TAGnE inkiqE) @ Set
out inthe O L J Yl Cont r.act anended fromtine to tine, and
nust renain so%%%lgl%g'ﬁuggﬁra’;{h%ﬁﬁlg‘fgfW?“ﬁ%?é?q?w%glfsé’f&%?gs. Registrar's
Requi renent s. Bh#inRegigry kfrictios, Inktaictibi: Tigespofiiohloya u;%mga@mcyaﬁ%g&e 25

e

requi rements ofgd : Regi.strar and underfakes that all t

i pfor mati on suppl Pg%kg%%ﬁ&'}t% 02%115?;?55%%%{9&4 ‘§}°PF%‘8“ Hribe EdaBegisey in al |
mat'eri al respediesord Granpmeified BletrvhipBitboflaBingEach User shall pronptly notify
the Registrgy '@f‘%%ﬁjg*gggﬁr macp Qlt}lepsrtr%‘\:/nlng snll% provi ded becones inaccurate or-

mi sl eadi ng. | 30 | | geecgr rmation In relation to transactions
invelving the Electronic Bill of Lading after its creation kept in the Title Registry and
linked to the BBL Text.

Transport Document: Any Document originated by a Carrier which is either a Sea
Waybill or a Ship’s Delivery Order.

15 To Order Party: A User Designated as such who is not also designated as the Holder
of the Electronic Bill of Lading,

Type Header or Header: The part of a Message that indicates its type and function

within the System and conveys data into the System’s logs, User Database, Title

Registry, and other records, and, in some cases, prompts one or more actions by the
20 System.

' Unique, Uniquely: When used of User or Document Identifier or other content of a -
database field, the value of an ITU X.500 directory attribute, or similar item of data,
means that the content or value is the only one within a specified range and no equal or
identical content or value exists within that range

25  User: A person who has Enrolied as a user of the System
User Certificate: A Certificate listing a Public Key used to Verify the Digital
Signafure on a Message Digitally Signed by a User.
User Database: The records concerning Users kept in the System.
User Division Identifier: The optional portion of a User Identifier which indicates

30  department, division, subdivision, or other part of the identified User’s organization.
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Aut henti cation. Each User agrees that all Messages sen'gﬂa%gfetm%&r%@ﬁs’i ts
behal f via the Central Systemshall: (a) be Signed by it; (b) identify the
sender; and (c) identify the 5 recipient. Operational Rules. Each User

shal | foll ow apsleszer@l y With the Operational Rules. Pres '
Sendi ng. A User shall be presuned to have sent a Message alysm}sdggﬂmwés t he

User has Signed and sent the Message in accordance with the Operational
Rul es. Presunption of Receipt. A User .Sﬁ%‘” be presuned to have received a
m

Message as 10 soon as the Central System fias correctly forwarded the

Message to such User .in accordance with the QOperational Rul es. Equi pnent
and Appl i cat i on8ser Biokifitss ¢y naghdiniqueip élemifeingla Use vitSyisieasybi ch t he User

shal | take all care t intain | 0 order. Msdelivery. If a
Message whi ch |g&gl§g%?i gpgﬁg}sggég‘dnra?%m%ﬂ@e’@f&bgiag’%ﬁ%@?F?WY%@ a Yper 1)5/
anot her User, tMentifigsfer the brmbdnienéenf te@lstirand iR UMBSSA@Rc®othirSssender via the
Central Syst h rois_di d; (b) refrain f
Storing or ret aUAr MEARH HRe bEMGR T e T WY 5V L(dathesrliip o s
i nf or mat i on Tonbeer Seppdrh Redvardse s SRgeias inf@RBEdnten tthitioR Hbvil bysp&z&;

ty iting

disclose it for 20, 2.22. Validity and Enforceabi |
Requi renent s. Alﬁtgoéﬁﬁwrc%%ewf lﬂﬁﬁ%"énent of law, contract, custom or

practice that aUseriSystesa ik eitansiOCWREINE Uk &ﬁﬁ@&ﬁ%iﬂﬁéﬂd%ligﬁ%é C de or
evidenced in v»gise’inng . Sli‘%ﬁﬁ% cs%r seal ed shall be satisfied by a Signed
Message. Signattré R i\as t-ommpRicatio Links paftwre and hrrdwarg dorSpypestheby a User
ar€ binding 25endimy dnbatceldiRr MeQadehlCret A of bioREkking FMuRMA |25 Y d NE sane

effect at I?tyv, as |tf t he, ,Fsa%e had existed in a manually si gne%5 form
Under t aki ng' not®® B“Eﬁféfliné"ngg INES[ApSIpUEST comprneria ll ap eapired dittieesset Bystewal i di ty
of any transacipedficatisisat enment or conmuni cati on made by neans of a Signed
Message on the ..grqunds that it was_nade in the formof the electronic
Message insteaau%f ?“ﬂa%)%‘r"ﬁc?stﬁ'“ﬁndﬂﬁr teghnifal geapirements| Bt thel Us@efysember 2003

(including the Communications Link).

Valid Certificate: A Certificate which is valid according to the terms specified in its
15 documentary form. If no such terms are specified or available to a User relying on that

Certificate, the Certificate is valid if has been signed by its Issuer and has not expired

on its face or been Revoked as set out in the Operating Procedures.

Verify, Verification: In relation to a piven Digitally Signed Message and Public Kef,

to determine accurately that: (a) the Digital Signature on the Message was created by
20 the Private Key corresponding to that Public Key, and (b) that the Message has not

been altered since its Digital Signature was created.

XAL Service Contract: The contract between XYZ Association Ltd and each User,

as amended from time to time.

XYZ Association Ltd or “XAL”: A corporate body created to represent the Users of
25 System, and to perform the various regulatory and disciplinary functions assigned to it

by the XAL Service Contract.

XYZ Ltd or XYZ: The owners, operators or service providers of the System for the

time being, or their successors in title.

30 ra visions



WO 00/ 55774 PGT/ GB99103091 -135 2 2. e Evidence Adm ss User
agrees that a Signed Message or a portion drawn from al11?§ %?Pel(/ggégge w | |
be adm ssible before any court or tribunal as evidence of the facts
recorded. Primary Evidence. In the event that a witten record of any
Message i s requdogdyaa copy produced by a User, which XY%,‘#&(?%

aut henti cat ed under the provisions of clause 2.6.1(3) of t eratl onal
Service Contract, shall be accepted by that User and any other User as
primary evidence of the contents of the jMessage. 10 Aut henticated Copies to

Prevai | . Each User agrees that if there s a di screpancy between the
record of any User and the copy authenticated by XYZ Ltd, such
aut henti cated copy shall prevail. Responsibilily for. e a 15 Private Key

Security. Each ﬁ%ﬁgﬁﬂ@%e for all Messages Signed by neans of its
Private Key, regardless o ny ilure to maintain the security of its own
Private Key. Site Security. Each User is responsible for inplenenting all

necessary securjiy pgl?igicedures and neasures at its site to ensure that data
transm ssions to an romthe 20 Central System are protected against

unaut hor i zed> ackdest as Apreementi Retryeed disans, The Fuled leonstiRst dnUég&éeﬁ@nt RER&pge

Contents. The consi it and any
Docunents Wit hH?lélfsf &ggo%ﬁéhrg?ﬂﬁﬁmerg?‘ﬁgf S{%?éf %%‘:‘aﬁ? GiAdEALY prting amvits own i f t he
Message and Dobaifrand ma@hﬁéeﬁalﬂr&nmalﬁhybﬁlmﬁd&@m HRRPBI time And Ghepe NOLI CE

Each User underf.ak oh Berdi %E'Edl ate notice to XYZ Ltd and to conply
wth the rel evant%era |onal in the event that its Private Key has

been_ | ost or cObiigatmissBawen UdershaXAL eas ONabl @ @ R RESerh oORbdE Y19 T hat
such Privat gy Key, &%l% ?{h be m_sused, or used by an unautphorl zed
person. 17 Septe &% P ADERSHER48D 97 dan 9wed by one User to any

other User under these Rules or otherwise.
Effect of Service Contracts. No liability on the part of XAL or XYZ Ltd to any User
shall arise except under and in accordance with the terms of, in the case of XAL, the

XAL Service Contract, and in the case of XYZ Ltd, the Operational Service Contract.

15
2.1.2. Adherence
Each User agrees, as a condition of becoming a User of the System, to be bound by the
provisions of the Rules.

20 2.1.3. Eligibility

Required. All Users must be Eligible in accordance with the criteria set out in the”

Operational Service Contract as amended from time to time, and must remain so

throughout the period that they are Users.

Registrar’s Requirements. Each User affirms that it has fully complied with the
25  requirements of the relevant Registrar and undertakes that all the information supplied

by it to such Registrar is true and complete in all material respects.

Changes in Information. Each User shall promptly notify the Registrar if any

information previously provided becomes inaccurate or misleading.

30 22. Messages



-136 7~ Illegality Conpul sory Requirenents. Each User conply
with any conpul sorily applicable |egal requirenents agl?%%b eﬂjgo%ggbﬁ?l'tted

formin which data nay be 5 transmitted electronically, and as to the

content of such data. Illegal Trading and Mney-Laundering. Users shall not
use the Centrglogagskem for the transm ssion of Messages igfrfdagy eyl se of
or to facilitate: any illegal trading, trading of goods V\/mc are =
contraband, any illegal transfers of noney, or any trade or transfer of

goods or noney which nust be reported t o4gn Aut hority. 10 Conpliance with
Regul ati ons. Each User is responsible for ensuring that it conplies with
any | aw applicable to any transaction in which it participates via the
Central Systemand for the observance of all applicable regulations

i ncl udi ng, but i‘ﬁﬁbpﬁ?a_ﬁ&g to, those relating to: the exportation or

i nportation of goods; any exchange control regulations; the novenent,
handl i ng or st ofutentishtiora FacidUses agerodsit alf Msishigs &mCQSu: or dbitspehdliutid @p; data
protection; or equences, | es fter Departure from
the Central Systééeh%yﬂsﬂgﬁ%galﬁgg% %'gt“% 'i’ey ‘ﬁ’zﬁ? yb i’fr andde) deptiBete at i on of
a User's right wsfipiamicess to, the Oentral System i n 20 accordance with the
provi sions of t rvi.c ntr r the XAL Service Contract
it shall be theaﬁfé 9?8{3?58 & a&fﬁ%ﬁ%ﬁaﬁfﬁg “HYP%W%‘?‘F Ragratioggl|Rujes.

exi sting- MessaBesmggivh of Sendiigrea Ces skl be@@ﬁﬁéﬂ 10 @b senitaes8dof 8CLdo e date
of term nation are

Oflg Cte‘gafl nd read; all other Users fromwhomit
expects to recerve e sches fHeacdand seopig %gedf‘a‘icf"?mlféﬁ"&ht}{ﬁrc@eﬁa?% RWes. Cent r al
System and it Pwkesptivelof Reaastn ab Uer SkADR frui B Bl REGRI MiBkSelbe
necessary informati OE\V g nla%'e future com‘rum cations to be received by

it. Switch to Papef® SEG s dprrechiyyomepled \WroMassagerfe supthbisesfini t s
resignation is acor&hxbdﬁﬁhthmb&a[mﬁlmder Bearer Hol der or Pl edgee Hol der
of an Electronig Bill “F‘Hg“ must, at the sane tine as it gives notice

of its resignatT8H me%“PT’éPB S iRticYet Sall ensraeidser Bysisecvitishehe Hser
accordance W t hshiltiake @i réasohiablelting (RHAiRBRAKgood 4radePt ember 2003 WO 00/ 55774

PCT/ (B99103091 Mlﬁ
isdelivery. If a Message which is clearty addressed to one User is misdelivered to
15  another User, that User shall: (2) return the message to its sender via the Central
System as soon as the error is discovered; (b) refrain from storing or retaining any

copy of the Message; and (c) treat the information contained in the Message as

confidential and not use or disclose it for any purpose.

20 222 idjty a ceabili

Writing Requirements. Any applicable requirement of law, contract, custom or

practice that any transaction, document or communication shall be made or evidenced

in writing, signed or sealed shé.ll be satisfied by a Signed Message.

Signature Requirements. The contents of a Message Signed by a User are binding
25 upon that User to the same extent, and shall have the éame effect at law, as if the

Message had existed in a manually signed form

Undertaking not to Challenge Validity. No User shall contest the validity of any .

transaction, statement or communication made by means of a Signed Message on the

grounds that it was made in the form of the electronic Message instead of by paper

30 and/or signed or sealed.



Swtch to Paper by Termnated User. If at the tinme of ncel l.aton of a
User's right of access. in accordance with the provisi 3228833?8"5?1%2%55
Qperational ‘Service Contract or the XAL Service Contract that User is a
Hol der, Hol der-to-order, Bearer Holder, or a Pledgee Hol der of an

El ectroni c Bi IWoewsstzadi ng, it shall follow such instructi Qg @SesgetYZ Ltd
or XAL may give, including, but not limted to, an instruction to initiate
the Switch to Paper procedure under Rule 3.7 of this Rul ebook. Neither XYZ
Ltd nor XAL shall, however, be under anjsobligation to issue such
instructions. 3.... Title Registry 10 1 ea' E Crnnir Bill nfT di Contents
of BBL Text and ldentification. Each Carrier agrees that any Message sent
by himas an Electronic Bill of Lading other than a Message intended to
operate as a Chant  dslevRbpcbadi ng shall, within the BBL Text: include
an acknow edgnent by 15 the rrier of the receipt of goods for carriage by
sea by that Car PrPEssibility BashiUstm agsees theay i Gigned Metvage @ranmrh didva, e@pbr act of
carriage. The S0 i o.the Title Registry.
Chartered Bill g/g%f Ladﬁgwlka%gﬁsgg@ mrr%%gyr%"é*f‘é” ‘g‘ “‘E# %scet"iﬂf‘ﬂfgef%? %Ftsof
Ladi ng i ntende®tdedoperate as a Chartered Bill of Ladi ng which does not

contain or evi dgfAig@ry B ntract .of rriage between the
Carrier and the Head Cﬁg;fr{ag'rﬁerﬁlg?vfeg{tﬁéetqﬁggpn cgliatoé@ ﬁ'ﬁ?a@e‘éi‘ﬁﬁ‘é@eﬁl as

Shi pper and Hol 8RB Prodieed by aeUsBBIwhiEl %Y Z hill Has bunisdnticheed-undd? tRCKDAOVLEGGNENT by
the Carrier of the.58G6 for rriage sea by that Carrier.
Statements Rel ati ng togéggtggbﬂ%%%gégﬁf‘“ﬁ%@“ﬁ%%@”\gﬁf‘c"éptﬁ%'?yr‘?‘%pS?FBFRés as to
the 25 | eadi nganyetiesUsenantiviorary ayidamt: iof g conenglof the Messagpar ent order and
condi tion ofigt hg, MRS ed! he BBL - Te i.l | be binding on the Carrier to -
the same extent and 1A h%hpgeéﬁr%%rec"lal;[c?ﬁ%ﬁmfa{?féé‘?"%f’stﬁ‘?tf‘ff}ﬁ’é’ is pflistpesey had been
contai ned in a Rréren, thordebrdodf dnpdisaq andOhi Gopya kuthiaititdis . by\WeR @a Cakk i er

creates an El eclhp i Ladi.ng it must: (a) Designate a Shi pper and
(b) Designate a Hoﬁ%%tregg(%dyt%éugﬂaﬁ' of Lading; and (c) either: (i) 30
Designate a To Order Party, (ii) Designate a Consignee, or (iii) Blank

Endorse the 17 ﬁ%&&%&55774 PCTI GB99103091 -138

15 Private Key Security. Each User is responsible for all Messages Signed by means of
its Private Key, regardless of any failure to maintain the security of its own Private
Key.
Site Security. Each User is responsible for impiementing all necessary security
procedures and measures at its site to ensure that data transmissions to and from the

20 Central Sy;tem are protected against unauthorized access, alteration, delay, loss or
destruction.
Message Contents. The User receiving a Signed Message may consider it and any -

Documents within it as binding as their terms provide, the same as if the Message and

Documents had been manually signed on paper.
25

2 ice
Each User undertakes, to give immediate notice to XYZ Ltd and to comply with the
relevant Operational Rules, in the event that its Private Key has been lost or

compromised or it has reasonable grourds for believing that such Private Key has or

30 may be misused, or used by an unauthorized person.



El ectronic Bill of Lading, thereby Designating the Holg r. a B r
Hol der. In the absence of any instructions as to Desi 2&%9 %ﬁ?%%gég of the

Bill of Lading, the Carrier shall Designate the Shipper as the Bearer
Holder. 5 12. o i by ence Standard Ternms and Conditions. In order to

i ncorporate itwoewsarrdard trading terns and conditions, otpegiemeRedhan by
setting the said terns and conditions out in full in the BBL Text, a
Carrier shall follow the procedure specified in the Operational Rules.

Ef fect of Incorporation. Each User agreeggthat such incorporation shall be
effective 10 to nmake such terns and conditions binding upon the parties to
the contract of carriage. |Incorporation of Charterparty Terns. Each User
agrees that words contained in the BBL Text incorporating the provisions
of any charterpasty [ghalily have the same effect as if such wording had
appeared as part, of the witten ternms of a paper bill of lading issued by
the Carrier. 15CPHPEEERegnasmantn Faslt Ysnwndermkeincomply with amacoripaigeily n
respect of whi chndlib®Cabill Rhui t -El.e onic Bill of Lading
shal | be subj_ec%bpgo, aﬁ&éi nt gﬁlﬁgt%?tsb%gﬁgctgﬁ\?glﬂ?l gnfbhrérm We‘;{fﬁ} 61ﬁt3Im"I‘ya§F gi vi ng
effect to suéh FHEBikAtkgrRacalyosndentoitarontamtiobsuchndad.d have been

conmpul sorily apgjel J aner I of, I in the sa ter had
been issued in reggggé??%%n?mt coarlll'ia lri%aljci:rfg.' Uéhrg%{apﬁf’geursﬁg?i%ﬁﬂ%%%sfﬁ%gﬁti on or
national |aw shie|trapgnigiaanedMesageninothp eraseedt ornp dadilitate Fing Gitléganicadi, | | of

Lading. In the gy ' Akl t Ny L ovisions of an

i pternati onal con@e@rﬁf%g%éor ng%eicgélt%%%d\g%?é%eg?lﬁ%%%%P TEHY 1™ ﬁ@% %t her
pr-ovi si ons of t ArnsEepefigoadstor mpneyavhichagest taseponstttamAdthérty.t he BBL Text; the
provi sions qf t LI [ . ion shal l evail. 25 3-3, and de
adi Transf er abi Flﬁ:tnbﬁﬁn% %ﬁgg@ ?'g%\tf(’%g E%Iﬁ%FUgﬁr lﬁ_rﬁs}?f“ﬁbbl%?e’ﬁ'énnﬁ%gfg@rﬁf e or
nont r ansf er abl eWwith khk iamgapplichisfte e kransadihe ire whick itGaiticipates iviat @adsntad Creat e
a transferable ' ' di it shall Designate a To Order
Party or Bl ank %ﬁsgeg%éug%ﬁ%e %S}El{véng%?#a@catp& %f"élbé%péthoé’f imﬁg‘di%%’a@ pREAimBEd ¢y | f
t he Cgr;ihe: D(esiogﬁEEEe@E?Einng: (hecbgpon@mmt ; \Atl?]t,im:pbrtati&ﬂgf @Oﬁh%’fﬁmﬁesmﬁd 213 have
agr ee at : To Order r o.is or.,becones the ept enber
2003 WD 00/ 55?’/‘@@7’&%%g%‘t?@i%m?d}f%°rkﬁ5?‘8%ﬁfth8?%&a%ﬁ“‘%*ﬁ of KWbSNSES; 1 oni ¢
Bill of Ladilhg pdivtioteditgpatection; oremeriiofy der Party, a

uence esig
Messages after Departure from the Central System. Upon a User’s resignation
from, or the cancellation of a User's right of access to, the Central System in
20 accordance with the provisions of the Operational Service Contract or the XAL Service
' Contract it shall be the User's sole résponsibility-to ensure that: all its existing-
Messages sent from the Central System before the effective date of termination are
collected and read; all other Users from whom it expects to receive Messages are
advised of its departure from the Central System; and it takes all reasonable steps to
25 give other Users the necessary information to enable future communications to be
received by it.
Switch to Paper by Resigning User. Any User who at the time of its resignationisa
Holder, Holder-to-order, Bearer Holder or Pledgee Holder of an Electronic Bill of
Lading must, at the same time as it gives notice of its resignation, initiate the switch to

30  paper procedure in accordance with Rule 3.7 of this Rulebook.



Pl edgee Hol der, a Bearer Hol der or a Consignee; and (b
Hol der-to- order Pl edgee Hol der or Bearer Hol der can d}V eégm 38%‘i?fect of
Bl ank Endorsenent. If the Carrier gives a Title Registry Instruction that

5 the Electronic Bill of Lading shall be Blank Endorsed it is thereby
deened to havevoagseed that: (a) the Holder is a Bearer Helgepodaghcan

Desi gnate a new Bearer Holder, a To Order Parry, a Pledgee Hol der or a
Consi gnee; and (b) any subsequent Hol der-to- order, Pledgee Hol der or
Bearer Hol der can do |ikew se. Holder Tq;4xder or Bearer Hol der Not

Shi pper. By creating an Electronic Bill of 10 Lading in which it

Desi gnates a Bearer Hol der or Hol der-to-order who is not the Shipper, the
Carrier therebySHiRdoRrrerdw T ermimtef Usero| Ifiat thimgofobis ceadesiatidnhgd User's he

El ectronic Bil |k ots ar el der

Hol der - t o- or der . &Ma |E\hspﬁllogr?tq)rr&aa§§f‘gighdt§ gmnf %L‘saéf& emm’ﬁg t%ggm’ﬁt

Consi gnee, t he TI%scX4lpBereicefentraghat Uaidisrﬁgidﬁmlﬁoidmetmdbr Béawﬁﬂﬁ)faéxa@;l e. 15
Carrier's Resp r e t of Carriage. The
Carrier shall Oﬂﬁlg&t}'re?{%lﬁe;& %?eﬁénaca%gﬁf#ﬁén% SE%L%’@"Wﬁ“@H@“”FF‘%"%aSRegl stry
I nstruction accl¥als of XALahbvegive, m(:laymg Hbat rmthee:laocnh ihsFRdtioB Go infildelptCt i ons  of

the Shipper an on ct_of carriage as
contained in o?swelélpé %%dbsgéﬁﬁrhgm%& tg'fs F%‘E%%OO It\’?l Qge[%mra
Chartered Bil| ®AL phali lmgreven bwltmctchantyroehgalemioGleuaerstx&nr:ﬁtruttﬁm&)eSI gnated 20

Shi pper, the terns set out in the BBL Text as if the sanme were the terns of
the contract of carriage. 3.4. Transfer ofP,.sapea;.,n 25 3.4. 1.
Procedure fQ Transiitle Regigrssi gn By Designation. The transfer of
constructivg possession of the goods, after the creation of a transferable
El ectronic Bi II of Lad| ng, shaII be effect ed by the Designation of. (a) a
new Hol der -t o- G g 5 , (¢) a new Bearer Holder, or

(d) a Consigne e g 003 00155774 PCTI (3B99103091 -140
Effect of Desi S%W% gsn@%e¥eé?%edgg§ﬁg§%f E‘\F%}gaﬁﬁf pREpes thiany Messagesenishal |
upon Desi gnat ityrhimfas suElactidoicdiill of Dedbigdetier thE £VEagdHRIeARE to ieds sHol der or
Consi gnee Hol detht from t. tinme on it hol t he goods
desor Igbe dint ﬁﬁ{artg'gcl(ﬁ‘ﬁ f‘i Qing sh , within the %%i Text: include an acknowledgment byg

15 the Carrier of the receipt of goods for carriage by sea by that Carrier; and contain or

evidence the terms of the contract of carriage. The Message shall be transmitted to the

Title Registry.

Chartered Bills of Lading. A Carrier may create an Electronic Bill of Lading

intended to operate as a Chartered Bill of Lading which does not contain or evidence
20  the terms of the contract of carriage between the Carrier and the Head Charterer, if the
| Head Charterer is Designated as Shipper and Holder, but the BBL Text shall include -

an acknowledgment by the Carrier of the receipt of goods for carriage by sea by that

Carrier.

Statements Relating to Goods Received. Any statement a Carrier makes as to the
25  leading marks, number, quantity, weight, or apparent order and condition of the goods

in the BBL Text will be binding on the Carrier to the same extent and in the same

circumastances as if the statement had been contained in a paper bill of lading.

Original Parties. When a Carrier creates an Electronic Bill of Lading it must: (2)

Designate a Shipper and (b) Designate a Holder of the Bill of Lading; and (c) either; (i)
30  Designate a To Order Party, (ii) Designate a Consignee, or (iii) Blank Endorse the



El ectronic Bill of Lading to the order of the new Hol des i Q- | edgee
hol der, 5 Bearer Hol der or Consignee Hol der, as the cggggﬁtgﬁ{b%g?oq% O der

Party Beconmes Hol der. Were a new To Order party is Designated no transfer
of constructive possession of goods will take place until such tinme as the
To Order par beconmes Desi gnated as Hol der and so

Hol der-to-ordgbrb.ﬁ)sﬁcgdnsi gnee Becones Hol der. Where a new Cgﬁglag%@%@}s
Designated, no transfer of 10 constructive possession will take place. until
such time as the Consignee al so becomss1 fesi gnat ed Hol der. Refusal by
Transferee. If any Designated Hol der -t o48¥der or Consi gnee Hol der refuses
to accept the novation of the contract of carriage in accordance with Rule
3.5.2, constr Udtdrosc BibsfasgingnhaibytDreiz@oiag theMdider &t BERL iRl Yingvert to
t he i medi at el yab15céor ecedi ng .Hol der-t 0- or dﬁr, zfgir er Hol der, Pl edgee Hol der
or, if none, to IRE YRMpPEEFClonsayoDesiceats 3 Falderaf fie Bilkplbrsincete Samiprat | t
continues to hohal Diignge adShiper bitfe BéaR Holkbr. t hat Hol der-to-order, Bearer
Hol der Pl edgee Hol der or Shipper as the case may be. Rejection by Pl edgee.
Where a Designated Pl edgee Hol der rejects the transfer by relinquishing
its pledge and 3Et ulRbmeaieH®eshng to the i medi ately precedi ng Hol der,
.20 the construygctive possession of the goods will automatically revert to
t he i nmedi at el ta’fﬂ"é‘&iﬁ'i“?fg"‘"ﬁcﬁ%’r“—“f‘%-rﬁroéﬁ to ipgompogste ottardwrd tpfiegiyams Hol der
or, if none, tQntBendRRhyRYerwif-and tyheuitatkistl whahia @5k at it
continues to holz@@%ﬁﬁ‘ )&oods_to thegyor d% of that ml&g&g?&%ﬁ%ﬁgggﬂﬁ Bear er
Hol der Pl edgee o2 (Gpric el follgwithpeprecgduse ypagjfigsin the ©perationgl Rees! s Aj zent
Each Carrier hegsbyofi Tatayaaabl. YERR DodAEbSe A sﬁ&qm%ﬁao}ah%é}ﬂﬁ'ﬂé efrQfiyd NE
purposes of acknow edging that it holds the goods to the order of any

Desi gnat ed P FgkRush w1 apd ecadigipridpinding waen thepagties tr the neiyefcadetder |

Bearer Hol der ahedrpbratit&iec Sh Y

Sept ember 2003 edrpb 55774 hﬁgl%%%ggf EraS HaBPOLer MOES Trallb s chnimbg inble
via the CentralPHyiedcementingihapryigonsed gherharterpasty shalbkaye the ssrantffeon t he
Carrier's behald if uBlabRlng 1 HRODed 8G5h RE th®twritBf el @3 Aber vl b 1Baif3E9! SLTY

instruction. 535 v ' nto ct
: issued by the Carrier.

15  International Conventions, A contract of carriage in respect of which the Carrier has
created an Electronic Bill of Lading shall be subject to any international convention, or
national law giving effect to such international convention, which would have been
compulsorily applicable if a paper bill of lading in the same terms had been issued in
respect of that contract. Such international convention or national law shall be deemed

20 incorporated into the Electronic Bill of Lading. In the event of a conflict between the
provisions of any international convention or national law so incorporated and the
other provisions of the contract of carriage as contained in the BBL Text, the

provisions of the international convention shall prevail.

25 33 i an igat de ic Bi adi
Transferability, A Electronic Bill of Lading may be transferable or nontransferable.
Making Transferable. Where the Carrier intends to create a transferable Electronic -
Bill of Lading it shall Designate a To Order Party or Blank Endorse the Biil.
Effect of Designating To Order Party. If the Carrier Designates a To Order Party, it
30 is thereby deemed to have agreed that: (a) such To Order Party who is or becomes the



1. Cccurrence and .ffert The Designation of a new Hol des <t o-ord a new
Consi gnee Hol der after the <creation of the BBL, ot her?fﬁ'giﬁteﬁwg?aﬂ@éi s al so
the Head Charterer, shall nean that the 10 Carrier, the Shipper, the
-imedi ately preceding Hol der-to-order, if any, and the new Hol der-to-order
or Consi gnee Mabebasr7al | agree that: New Parties to Contracicripsémsndi age.
Upon the acceptance by the new Hol der-to- order or Consignee Hol der of its
Desi gnation as such, or, at the expiry of the 24 hour period allowed for
the refusal of the transfer under Rule 3,8.2, whichever is the earlier, 15
a contract of carriage shall arise betweén the Carrier and the new

Hol der-to-order _or Consignee Hol der either on the terns of the contract of
carriage as confelferdeorder of thedlactiencRitl obladidpeaBBisighat: h new U6 OvdeePariyne Shi pper

is a Head ChartgrgL t I set_Qut.or in orated in_jhe BBL 20
Text, as if this P e guﬁﬁééﬁ s, PEEd™t et G isﬁfgﬂeq‘@ah iet-top
carriage; and otde Risligemtdider B Bhates Haldel cbdd likatvisens. The new Hol der -t o- or der

or Consi gnee | e entit]led to.all the_ rights and accepts all

the obligati o:@‘g‘%{ ?fhﬁelgg%?lz '?gé‘imeg%‘ lf&'éer(&ﬁ“éﬁeg“ﬁé a%&iﬁ%gﬁ% Ipstrugion gt denced
by, or deened ttbe BlectsmiccBititadilndify shallde BrankdEnA6eel it Rytherbthieddein&l i Rpi ¢ Bi | |

of Lading; and ) tgnee' s Rights an | i.gati ons Extingui shed.
Unless it is a egg{hatckaggf?gog#f ‘Sla%garte%%‘ﬂ‘iqr&?cg‘fa%?‘ ey BgreaBeldero- or der ' s
ol der - To- order o pot notot he. St Aaer o bl Gat on ot B ¢ act

-to- [ : [ [ u i

of carriage wi tcﬁ&_{r’he‘%é1 ep%l%efoe%eé’fefﬁ&ﬁm%&l Y5&ease and be extingui shed.
30 17 Sept enberHABE3T VOrdBbb Bafér ISIILRA ShRPO0 1By déing ¥n Blecrfonid W oFO! der’ s

Right to Refuse Desi.gnation Refusal by Notice. The new Hol der-to-order or
Consi gnee quJdgLraRﬁﬁy’? "%‘ﬁhh‘i‘ [Pesignates, &, Bearep Hojdsr, pr, Holderdterorder) Whotis Aptcthe i on

t her eof , rej ectShiyiper, DesCnatthaebyaskidondR| BRI hélds B F88ds UescHBAS InAREE
Hol der, in whi gﬂectcfraslg a}LI ri .ght S an(? opl i %at i ons under the contract 5 of
carriage betwe REC BHesfilatite jadheneder pifhes Bawpr Hplderion Boldgirtpiorder-r emmi n vest ed
in the Making Nontransferable. If a Carrier Designates a Consignee, the Electronic Bill of

Lading shall be non- transferable.

15 Carrier’s Responsibility for Compliance with Contract of Carriage. The Carrier

shall ensure that the Designations it makes in the Title Registry Instruction accurately

reflect: (a) the express or implied instructions of the Shipper and; (b) the terms and

effect of the contract of l:a:ﬁage as contained in or evidenced by the BBL Text; or (c)

in the case of a Chartered Bill of Lading in which the Head Charterer is Designated

/ 20 Shipper, the terms set out in the BBL Text as if the same were the terms of the
' contract of carriage. o

3.4. Transfer of Possession

25 34.1. Procedure for Transfer of Possession
By Designation, The transfer of constructive possession of the goods, after the
creation of a transferable Electronic Bill of Lading, shall be effected by the .
Designation of: (a) 2 new Holder-to-order, (b) 2 new Pledgee Holder, (c) a new Bearer

Holder, or (d) a Consignee Holder.



previ ous Hol der-to-order, or if none, the Shipper, as if no attenpt to
novate the contract had been nade. Acceptance. |If mﬁtﬂ7§epﬁ@“%ﬁnﬁg%r
period and before rejection of his Designation, the Designated

Hol der-to-order or Consignee Hol der represents that it accepts the novation
10 or attenpt waoossxercise any rights to the goods, by takppgpsifhdyery or
commenci ng proceedi ngs against the Carrier for |oss of or danmage to the
goods or otherwise, it shall be deened to have accepted its Designation at
the time it was made for the purposes qf4o. Rule 3.5. Any subsequent notice
of refusal given pursuant to paragraph Refusal by Notice of this Rule 3.9
shall be void. 15 3.5.3. Pl edgee Hol ders Enforcenent of Pledge. Wen a

Pl edgee Hol der FfieshefsDesignasinme Vkert Dsigieedgélsot Helbad | TheDesiignaiieupdasel I as

Hol der - t o- or deesgiaibn bheuch PIRANENGE. BOALe }ﬂa@uﬁc%gggﬁggg o Ciignd® 1S

novated in accordance with the provision ¢5ignee
constructive 200)ss agaawlsdgegthary ghﬁ@d&nehtad ltb}eﬁts the gosdsedds@ed & HaCh

Pl edgee Hol der Easuanidiplides ]%Jd&grtf?rﬂe&der'\&t i—[of;{;r.% r?rc{eafPslegﬁH @l;gégoml tor

novati on of the contract o ri age upon
as such unl éssﬁﬁﬁéfiﬂi‘ierpqumlslemcﬁﬁnkdasastth@caﬁﬂmﬂgm 25 re No Novation. There

shal | be no noygt t carr e _upon Designation of a
Bear er Hol der. %Ex%l(ra?:lf gér& ? gﬁ&gﬁﬁfﬂ%ﬁ %Ihatreearne aP?jQFd%M?SWV\‘/F Sedgnagstiger to

cl ai m del i ver y trafsfer pbcqgetogtive msseisimtmié poels pAlb ke fladtgsningah ASE of fhe THarrier

for failure tocgglhye" o De5| nate itself as
Hol der - t o- or der, whé{?éllf%g%"lg iz Elnedoasé%m E’é‘dﬁ%ge@m?sc? Qdertapifieract 17
Sept ember 2003 CoBiges %WMBS HﬁﬂefﬁBM&ﬂ&@ Cohdigneafis DadigaRE ol Rn@ECRT dance

with the prigvi gj , e onstr ctlve possessi on of the:
goods had been tn(rgg'%g? ng”lgtﬁ%{ﬁpﬁﬁ ‘F@‘P Paeps § Consfiggpgidso hegamesy der . 5

3.6. Delivery gé¢signpred ﬁldﬂde Persons Entitled to Delivery. Under a contract
of carriage i NREMASAGH! Ths#hL C ri'f aarilly Designated Holder-to-order or Consignee Holder
refuses to accept the novation of the contract of carriage in accordance with Rule 3.5.2,
constructive possession of the goods will automatically revert to the immediately
15 preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper
[and the Carrier shall acknowledge that it continues to hold the goods to the order of
that Holder-to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.
Rejection by Pledgee. Where a Designated Fledgee Holder rejects the transfer by
relinquishing its pledge and returning Holdership to the immediately preceding Holder,
20 the constructive possession of the goods will automatically revert to the immediately
preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper -
fand the Carrier shall acknowledge that it continues to hold the goods to the order of
that Holder-to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.

25 342 XYZ1tdto Actas Carrier’s Agent
Each Carrier hereby irre_vocably appoints XYZ Ltd as its agent for the purposes
of acknowledging that it holds the goods to the order of any Designated or
immediately preceding Holder-to-order, Pledgee Holder, Bearer Holder or Consignee
Holder or Shipper under Rule 3.4.1.



El ectronic Bill of Lading has been created, delivery of t eﬁ%gbqé ﬁgall
only be nmade by the Carrier to a Hol der-to-order PBRr which
duly Surrenders the Electronic Bill of Lading. 10 Surrender of the

El ectronic Bill of Lading. The Electronic Bill of Lading shall be
Surrendered emiduwsstp the User identified as the Surrendeli,aﬁgé&%*@

none, to the <Carrier in accordance with the QOperati onal Fm natl on
of Electronic Bill of Lading. Once the Title Registry Record has recorded
that the Electronic Bill of Lading has _?gen Surrendered, the Electronic
Bill of 15 Lading shall cease to be ef Etive as an Electronic Bill of
Lading and no further dealings with it through the Title Regl stry shall be
pOSSi Elfe 3. 7h SvmtKhthImdWePﬁrsw%aﬁlabeﬁ&aeéy&&lﬁerl [1 lAt any
time before t I C e El ectronic Bil Lal g relates
have been del i ver éhg&g%g% %%nt OB {3%?“ seebali imspedialgly) epon, fecelﬁbpﬂélpmlwamr der,

Pl edgee Hol der Totte Beatreinstdaticker shal | be entltled to demand that the
Carrier issue a paper bill of lading in accordance with the Operati onal

Rul es. Form of Paper Bill of Ladl ng. The Carrier shall, imediately upon
recei pt of suclis PURE G i8acPof@RRbe bi | | of |adi ng whi ch sets out: (a)
all the data contai ned in the 25 original BBL Text; (b) a statenment to the
effect that it originated as an Electronic Bill of Lading; and (c) the
date upon whi ciil. Oasrémsudgn paper form Discrepancies. In the event of
any di screpanc b ween the paper bill of lading so issued and the

el ectronic reccygpﬁ GPERaian ©f dchevoHplderap-ordetopr p adivrigonsighee Béléetafionie r ecor d
shal | prevail . cﬂaiuoiieqﬂﬂﬂiﬂm otB @dn VL / 144 DeI | very
of Paper Bi II i ng. T%e Carri er%giﬁiy‘ﬂeﬁ%ec%?%r S%%?Ba“%t -
lading in dcc %’H PRn thedmmedintely pracesting Beldareonder Fany, caualﬂﬁmtakry
entitled to hOlHdIdlei-t,o dﬂgtamonglgaeeﬂgm@rﬁg&{eg%t Pl edgee Hol der : or if none
(b) the currentN Hof[der to-order or Bearér Holder; or if none (c) the
current Hol der ! 8 optiect of Sarriagsy Snoptip erceisivick by hia dewliealm-w;rrpanl ed
by a record cebidbxfcbreﬁmh ce er.s. whj h ve been
parties to contracts ofg%a?q??g%ﬂsgeﬁélﬂﬁﬂpﬁéaa} ?Ig?tl%ﬁ? r’%ofﬂ’f){r‘] ‘émof t he
creation of thBerBdé‘H?‘Y"(S‘rfPrdhEef“Fal Gfthte:@leﬁgunddeleihé, wetidhever is the earlier,

15 a contract of carriage shall arise between the Carrier and the new Holder-to-order or

Consignee Holder either

on the terms of the contract of carriage as contained in or evidenced by the BBL Text:
or
when the Shipper is 2 Head Charterer, on the terms set out or incorporated in the BBL
ZQ Text, as if this had contained or evidenced the original contract of carriage; and
Accession to Rights and Obligations. The new Holder-to-order or Consignee Holder
shall be entitled to all the rights and accepts all the obligations of the contract of
carriage as contained in or evidenced by, or deemed to be so contained in or evidenced
by, the Electronic Bill of Lading; and
25  Prior Designée’s Rights and Obligations Extinguished. Unless it is a Head
Charterer, the immediately preceding Holder-to-order’s or if none, the Shipper’s rights,
and, the immediately preceding Holder-to-order’s, but not the Shipper’s, obligations

under its contract of carriage with the Carrier shall immediately cease and be
extinguished.
30



: : : |
on which its switch to paper demand was sent by the Centr, S é
accordance wth the Operational Rules. 10 Suspension E%E%?E§¥ 25@ Bill of

Lading. Fromthe noment the instruction is given to the Carrier to issue a
paper bill of lading, there shall be no further Title Registry _
I nstructions iwobsiseisi on to the Electronic Bill of Lading., n%gz%g@?ﬁgt ronic

[ Lading shall cease to be effective as fromthe no e-issue
E;lihgfpaper gill of lading by the Carrier. 15 Powers to lect ctmc Bil
of - Ladi ng Tabl e of Powers, The parties t.pypan El ectronic Bill of Ladlng,has
defined bel ow, shall be entltled to execute functions in relation to that
El ectronic Bill of Ladlng |n accordance with the follow ng table: 17

Septenber 2003 W ' o oo Funﬁtionsrgg:LLFZeflblderand
7o SASEESH R AR OB B A
gesYesYesYesYes heussefdayipg jeceived metificatidd thereof, reject his Designation as new Holder-to-
order or Consignee Holder, in which case all rights and obligations under the contract
5 of carriage between the previous Holder-to-order and the Carrier remain vested in the
previous Holder-to-order, or if none, the Shipper, as if no attempt to novate the
contract had been made.
Acceptance. If within the 24 hour period and before rejection of his Designation, the
Designated Holder-to-order or Consignee Holder represents that it accepts the novation
10 or attempts to exercise any rights to the goods, by taking delivery or commencing
proceedings against the Carrier for loss of or damage to the goods or otherwise, it shall
be deemed to have accepted its Designation at the time it was made for the purposes of
Rule 3.5. Any subsequent notice of refusal given pursuant to paragraph Refusal by
Notice of this Rule 3.9 shalil be void.
15
3.3.3. Pledgee Holders
Enforcement of Pledge. When a Pledgee Holder wishes to enforee its pledge it shail
Designate itself as Holder-to-order, with the consequence that the contract of carriage
is novated in accordance with the provisions of Rule 3.5, as if the constructive
20 possession of the goods had been transferred to such Pledgee Holder as a Holder-to-
| order. .
No Novation. There shall be no novation of the contract of carriage upon Designation

of a Pledgee Holder as such unless and until it enforces the pledge.

25 3 re
No Novation. There shall be no novation of the contract of carriage upon Designation
of a Bearer Holder.
Exercise of Rights. A Bearer Holder who wishes either to claim delivery of the goods
or commence proceedings against the Carrier for failure to deliver the goods shall first

30 Designate itself as Holder-to-order, whereupon it shall become a party to the contract



r r esNoYesYesYesNoNo e Bl ank Endor seYesNoYesNo No Si e
cEiﬁear e?YesNoYesYesYesNoNo Hol der Desi ghat e Consi gneeYemggﬂeE@?égmbNONONo
Desi gnate Pl edgeeNoYesYesYesYesYesNo Hol der Enforce pl edge’ NoNoNoYes
Rel ease pl edgeNoNoNoYesNoNoNo Surrender Bill NoNoYesNNoNoYes Request
Amendnent NoYese@¥ssyesYesYes G ant Amendnent YesNoNoNoNoNq,@T@% Yo3001 f
Amendment YesNoNoNoNoNoNo Swi t ch to Paper NoYesYesYesYesNoYes I'mng oh
Carrier's Rights. The Carrier may performthe functions indicated in the
table, other than grant or deny amendnmen{s, only at the tine of the -
creation of the Electronic Bill of Lading and only in accordance vvlt774 e
provisions of Rule 3.1 of this Rulebook. 17 Septenber ?003 WD 00/ 557 o
PCT/ GB99/ 03091 %11 F&71a8h i p Fetordapiedwith e sirgyisidnis g Ride GrSdes if he SBhgppGie Whi ch i s

al so Hol der of - posklsatior hE9GaS B Feeff GhARRES tPllch B -AiNYs SO, Desi gnat e a

rty.
To Order Party order.

5 3.6, Delivery of the Goods
Persons Entitled to Delivery. Under a contract of ‘carriage in respect of which an
Electronic Bill of Lading has been created, delivery of the goods shall only be made by
the Carrier to a Holder-to-order or Consignee Holder which duly Surrenders the
Electronic Bill of Lading, o ‘

10 Surrender of the Electronic Bill of Lading. The Electronic Bill of Lading shall be
Surrendered eithér to the User identified as the Surrender Party or, if none, to the
Carrier in accordance with the Operational Rules.

Termination of Electronic Bill of Lading. Once the Title Registry Record has
. fecorded that the Electronic Bill of Lading has been Surrendered, the Electronic Bill of

15  Lading shall cease to be effective as an Electronic Bill of Lading and no further

dealings with it through the Title Registry shall be possible,

3.7, _ Switch to Paper
Persons Entitled to Switch to Paper. At any time before the goods to which the
20  Electronic Bill of Lading relates have been delivered by the Carrier, a current Holder,
' Holder-to-order, Pledges Holder or Bearer Holder shall be entitled to demand that the”
Carrier issue a paper bill of lading in accordance with the Operational Rules.
Form of Paper Bill of Lading. The Carrier shall, immediately upon receipt of such a
demand, issue a paper bill of lading which sets out: (a) all the data contained in the
25  original BRL Text; (b) a statement to the effect that it originated as an Electronic Bill
of Lading; and (c) the date upon which it was issued in paper form.
Discrepancies. In the event of any discrepancy between the paper bill of lading so

issued and the electronic record of the Electronic Bill of Lading, the electronic record
shall prevail.



Shi pper, Consignee, or To Order Party Not Hol der. Unle hi r
Consignee, or To Oder Party is also sinultaneously tﬁz %8&(%&?209% S not

enpowered to give any 5 Title Registry Instructions. One Holder Only.
There shall not be nore than one hol der (whether Bearer Hol der,

Hol der - t o- or devQ eddsedgee Hol der, Consignee Hol der or Hol de, "ﬁ{

Electronic Bill of. Lading at any one tine. Pledgee Automatlc ?y Sf—]|old er.
The Designation of a Pledgee shall cause the 10 renoval of the previous
Hol der and the automati c Desi gnati on of the Pl edgee as Holder. Any To
Order party also then Designated renai ns go Designated until the pledge is
ei ther relinqui shed or enforced. Pledgee Not Bearer Hol der. Were an

El ectroni ¢ Bi | | PeivexyadiPaperiBill & LawdlngEMbtoC s shalltdeBvePegi P& bl 1Rfingan Pl edgee
shal | make t hat not a Bearer 15 Hol der. "Pl edgee
Remai ns Hol der E{?\E‘??%Q%PF? Eﬁ%,% 5’8“5 ‘Kq}ﬁ %eﬂsﬁﬁéu‘r’%q%lé'?m@dﬁb@%q'lt,t@mg[féésl gnate a
new Hol der, or ti® C@@éﬂﬁﬁ%t&olcﬂa @nlify nes b)Y the adatrent VRBARr-kd-orddr o | e‘f'a%enqu' shes

its pledge at Vﬁél&é? &llg%&%%%e%%rgmgﬁ%gnate a new Hol der and si gnat e

a To Oder party, or a ank Endorse; or (b) enforces its
pl edge, at whi cErdorsement Chaif) Slliba|p|apeDBi$ll sBAlPbLackdrffdhied B%S 'FQBQ%mFF& %5 der.

Under | yi ng Cont a hing in these | es sh
construed as p%?%li tébﬁﬁ@ cUg.g?rs WB%%‘FQ}’H%&@’“&W prREFracshofi amageewith  of
their obligati GhesCariersiibrh 6 da@iof i BrgatiéR @€ the Blectkdhid Bill 3F 1 Al BifY gypder | y' ng

contract gover h actio Shi pper's Right to Redques rrendrre
Not hi ng in thi sn(; nlgglfjéh %%‘Y‘fﬂ%? PAPEr defnang Pefient bysthe CentrabRystase in acodrdanics t he

Hol der of an EI\Bﬁtthe)@pe(ratBhAllRumi Ladi ng, to insist upon an anendnent of the
El ectronic Bllg of nIEi?)‘d gﬂ , nstwcti ons to Carrier under Electronic Bill of:
Ladi ng. Were an Jegtregi¢ Bill of d.ading; Rt e egmert ik I?Sﬁ'untidndsg'eeror the

rel evant shi ppltmgzed@mmmssue@(pz@& Hﬂ!\oﬁia@iﬁ TtRed 511allfb9 furh% y
require that al |nstructﬂaons t he Carriéer shal ‘:T‘gg?\}{é 30

|
Messages t hr ough PRIPIHR fiatign ‘S}??t%"rﬁmfm‘? @e‘ﬁtLéﬁlBérThQ@EBtW@ Bi)/ o 5.3dirg
PCTI GB99/ 03091 shilAckasd-18 be €Xd31ivets iomQhe MBiént of the issue of the paper bill of lading

by the Carrier.
15
' We jes t lectrottic Bi adj
Table of Powers, The parties to an Electronic Bill of Lading, as defined below, shall

be entitled to execute functions in relation to that Electronic Bill of Lading in
accordance with the following table:



Transfer of Oanership.

parties to the

transfer of constructive possession

If as a result of either the int
transaction or the effect of any appll
5 of the goods and/or the novation of

IZ ez 2D

the contract of carriage as provided for in these Rules have the effect of
transferring MWX00&§H€r ship or any other proprietary inter S4/cBbb/ealdie goods
(in addition to constructive possession thereof),

Rul es shall
interest fromt

t hese Rul es shall

aki ng pl ace.

Rul es

ot herw se be construe
goods which are the subject of any contract of carriage
evi denced by an Electronic Bill

Do n

81'[

1

Validity of Electronic Tender of Documnents.

contract -

then nothing in these

of Lading or other Transport

prevent such transfer of ownership or other proprietary

Af fect Owmnership. Nothing in
0 as affecting the ownership of
contained in or

Docunent .

Each User agrees that where a

of sale between Users requires that shipping docunents are

tendered to theF!ﬂPFe!S of 15 |t hose goods, or To mp@sner party nontnmat by
be rejected on|the gr ounds tkgTTT%E’H%%hngﬂ?%‘ {ledrge | Bagrenr dHvidert[Genslgadern Of
el ectroni c nmessages or inmageg provijgad th[@.tor&hé‘yoggé;nt}% ., @l | the 'iddata
which is requined by the contfract ¢ ale. Sal ¢ - Concl Jed Qy El 6€r oni d
| nt er change. v“ere a contract of sa ‘Betmeen Users |20 is |concl|Haéd, (|in
whol e or in par€pabBilleans offya VEFFSTE O, DY dsert of ﬁssacac e4ach
User agrees thgﬁ;{ﬁg&g}; ar ssagey shal I consti? ute{ahd/ dr° evi dénce
the contract ¢onErtiEadEet wekst t hg¥es SwiYash t (YeeapelYdsor Qoewt r aedss of
Sal'e. Upon a r ¢mgs D ESAte T6 OPeA 1YY dgS e gttt : theloriginal
contract of salle, 1 a.contracting User wlll pri ntYegnd <Ye(jn i o i tI?I‘?lg 2% the
Message or Mes$ Q‘é‘sE‘idWS%ccord‘émce ¢ h afiYesand g T T (weral T UR&S TRgIUITey by
any appl i cabl ¢5dsEWat Beddd Ve $F 4 eCt e thesconty —Date ofl Confiract of
Sale. A sale cont %act SW t che )aoper tKFst he oceditfte s¢to outNo j n
par agraph Swi t ¢#l¢es Paper for Cbnt acts ¢f Sal¢ shalll takeleffe¢t as iff the
Sal e COﬂt r aCt D% Afgg—a "‘end s an 1 al \_I\_l.‘i i ng an t hp at e f t he
rel evant Message or %hs Ss@yes. Sept er 19903 WEs00/ P74 [No
PCT/ GB99/ 03091 |DesigBat8Pizdpee DodNuTENT [FF 00T [Yes Tes Yos Yes — INo

Holder

Enforce pledge No No No Yes No No No

Release pledge No No No Yes No No No

Surrender Bill No No Yes No No No Yes

Request Amendment [No Yes Yes Yes Yes Yes  [Yes

Grant Amendment Yes No No No No No No

BDeny Amendment Yes No No No No No No

Switch to Paper No Yes Yes Yes Yes No Yes

Timing of Carrier’s Rights. The Carrier may perform the functions indicated in the

table, other than grant or deny amendments, only at the time of the creation of the

Electronic Bill of Lading and only in accordance with the provisions of Rule 3.1 of this
Rulebook.



Validity of Electronic Presentation of Docunents. Thes les wi | pply
and the presentation of any Docunents by electronic tﬁggieﬁfe@eﬂ;ﬁb?ﬂrough

the Central System 5 will be accepted as if they were the equival ent paper
docunents, where a User issues, advises or confirns a Docunentary Credit on
the instructi dM@0®s77an Applicant User under which a Benefjcg@doypdslier 1S
required to present stipul ated docunents in order to operate the '
Docunentary Credit, provided that: (a) the Docunentary Credit expressly
indi cates that presentation under the Cepjstal Systemis acceptable; and (b)
the data 10 contained in such transm ssions is presented in Docunents whose
description mat ggiss %ﬂg& of the docunents required to be presented by the
terms of the crddPP®" rdesisppimed o @rder- DO Shivpwrtvehion iCaledHbldereduiBlag t hat a
parti cul ar docuBeduksed Eletttomieesi] o ' ' d by a particular
person, the datg transm ssion i?%?’%ﬁ%%ﬁ%%@%ﬁ"%@reg%n or by a User who is
aut hori zed to actPRAu“PEkEEeS &5 FoRyrer RartyyNes Holdes. Bleless & Shighbr, Bogednegni C

Docunents to beor'Td O@ieieuri§ is al & WinkiGHLG 48t e Lerns, of a
Docurmentary Credit. t.o whi ch these Rul egmg%}l‘&é? HRAY ngow?fg‘fﬁﬁ%ﬁ‘éﬂaﬂ}'docurrent

jt _
be presented s e Regisirydayuetione d by the presentation of a Document bearing

the Signature obne HORPOREOTHSAI Lt L,ssued reated the docunment or
that of a User ég[o s au?hori Ze Itngt %@%‘grghhéntoﬁe ?Ogc[?é&fbég‘ﬁbﬁ%af%ifioidﬁy on his

behal f. 20 Copi Belderypraider, Pladges Holder, Gonsignedidoidee n HolerGrfed iHectrérd: Mligh t hese

Rul'es apply, regigeadyRad ife NUMber of copies of a document be presented by
a’Beneficiary User -to "another User "the recipient User': (a) such a

requi rement shalledgse Avtematicallyl Hyjden sThegDesigntticansfh $3ddee SHanit sl val ent

Document t 018 UCRMbRE iPIHENE S A frand the recipient User shall be
entitled or enpowered to Isr% e t%oei&leﬁuaﬁégge %‘W%&#eg‘g’t‘ﬁ“ﬁﬁé’ﬁit@sﬂé%? agr, 25 as

the case may bellolf®s. ¢yyaloeOrdhrepany e rthenf DeippiteSenais k8 DesiglRel WRAL mas woul d

have been nec £ ¥ ebefer G . the transaction in a paper environnment,
provi ded al vvaygpi&t%hate n5 e&ﬁ@%@%@%%&ﬁeﬁi'l of fading shall have nore than one

hol der (whet herPlpstgiee|Npt Bearerdialder, VBe&reﬁrEléd&bxdeBilPded@ﬁ%is"}!]!a:ﬁ@fndorgﬁnsi gneee

Hol der or Hol defd paliedfiY, FNEphidIE .nBanks as Holders of Electronic Bills of
Ladi ng. Were a User® ac‘:ﬂ%}%&égﬁ%s}?agsnﬂﬁkﬁ}aﬁﬁerw ac%‘ﬁ‘fgie? Relder nosaiBepssr
desi gnat ed & daifesdgee Hol der, or Bearer Hol der of an 17 Septenber 2003 WO

00/ 55774 PCT/ G-quai]ggg q{%gnain%zlﬁolder While Bill Pledged. A Pledgee Holders power to
Designate a new Holder, or To Order party is only exercisable when it: (a) relinquishes
its pledge at which time it shall Designate a new Holder and may Designate a To Order
party, or a Consignee or Blank Endorse; or (b) enforces its pledge, at which time it

20  shall Designate itself as Holder-to-order.

' Underlying Contractual Obligations, Nothing in these Rules shall be construed as”
permitting any User to Designate any person in breach of their obligations or duties
arising under or in relation to any underlying contract governing the transaction.
Shipper’s Right to Request Amendment. Nothing in this Rule shall limit the right

25  of a Shipper, who is the Holder of an Electronic Bill of Lading, to insist upon an
amendment of the Electronic Bill of Lading.
Instructions to Carrier under Electronic Bill of Lading. Where an Electronic Bill
of Lading is currently in force or the relevant shipping documents exist in electronic
form, the Carrier may require that all instructions to the Carrier shall only be given by
30 Messages through the Central System.



El ectronic Bill of Lading for the purposes of the perf n of
Docunentary Credit, the User shall only acquire such gfggg%ﬁ?efﬁﬁﬁﬁd
responsibility for the goods as the parties to the Docunentary Credit
transaction intend. 6. SUMMW It will be appreciated that although
particul ar enivesldorssTras of the invention have been descri eecpiBRYo:

nodi fi cati ons/-addi tions and/or substitutions nay be made within the spirit
and scope of the present invention. 17 Septenber 2003 -150 CLAIMS 1. An

el ectronic transaction support system fof,,supporting transactions between
ones of a defined group of users, each with a user identifier, the system
conprising: 5 (a) a registry conprising a database of records in which each
record supports one transaction and conprises a plurality of fields in

whi ch users canﬁwﬁﬁw record includes at |east one field
i n which one of the users'is X id at | east one field including a
hol der field; (FByanaferrel Oagershiandr g rasuli bf eitheomg ederkion bLSEI MR RSHAJES

transmtted fromnsacidy rs, the nessages including the user
identifier of t hesicﬁlan%n%}' {]ﬁegtzo &E%?PPE%?B s egtfaé‘ffrf}vficﬁ%sﬂ:‘?ﬂﬁ’? Pessessigher ei n

creation, madnt@rthheedsmil/adhamvatioatof e @hrdcher dafagdasfovidatey HSnal ©

performed resp | rgdlstry dnstructions contained in user nessages;
and (c) a regi g@@is"l%g% fr%? écﬁ%%?:ttetr%ﬁlﬁm%@ﬁ ﬁ‘@?:elr'g’b" ¢ 3oY Aeerpspsigiar intassetlie ng uni t

so 15 as to rebepewds fiegiddanyo komStructied poddassicANEerddhe the® SRGh A Hesk REles

i dentifiers, tQﬁmqﬁgh%¥R¥h§ai{t§panc .unit being responsive to registry
instructions accordrng 16 a i bS@dGHERY N PreRrstan igteregifromytaldng plech
regi stry instruRulecDo et AfpcrOihaagsl mm%ﬁ theBOR by Hall m&%@ﬁlﬁ!&ﬁ&uﬁ“ t

ish conformty of the registry

condi ti onal ;0n t performed {o estab ] '
i nstructi onu\gf)vi t% atgg%@tg %Efq“F’ﬁ‘is@B °£%‘§’E!‘f Pugh g1 therubip@ of pycqonienst of gagiagoncer ned.
20 2. A system @owiediingrt@idehal Bylan Wik BIDS IGkin TorrMi]%STrgﬁspg& | east
one i nstructlo‘g CLX‘E'; specifies that. the user identifier of the

Shal

. . [¢] . .
transmtting user | correspond to a user naned in said at | east one

field and one fValidigof EiectrshiOTendbeofDReREGhs, %ﬁctﬁUseP?g%aéﬁEhmt?ePeCa%ﬂmg to
(0] t he

claiml or 2, sz%ig %t | east one .field consisting
! Or sale oetween Users requires that shipping documents are tendered to the buyer of

15  those goods, or to another party nominated by the buyer, a tender of documents by
" means of the Central System shall not be rejected on the grounds that the documents
tendered are in the form of electronic messages or images provided that they contain
all the data which is required by the contract of sale.
Sale Concluded by Electronic Interchange. Where a contract of sale between Users
20 is concluded, (in whole or in part) by means of a Message or by a sgries of Messages,
each User agrees that such Message or Messages shali constitute and/or evidence the
contract concluded between them.
Switch to Paper for Contracts of Sale. Upon a request from any User entitled to
demand the original contract of sale, a contracting User will print and sign in writing
25  the Message or Messages in accordance with any and all formalities required by any
applicable law to give effect to the contract.
Date of Contract of Sale. A sale contract switched to paper by the procedure set out -
in paragraph Switch to Paper for Contracts of Sale shall take effect as if the sale

contract had been made and signed in writing on the date of the relevant Message or
30 Messages.



hol der field and a pl edgee holder field, wherein the s or the
respective registry instruction types collectively enit?ggieﬁﬁé"ga%gser

shall be named in one, and only one, of the holder field and the pl edgee
hol der field. 17 Septenber 2003 -151 4. A system according to any one of

t he precedi ngwdaise®s each record further including: a t?b?fcﬂﬁgﬁus&?”y
field in which one of the users nay be naned, but which nmay. ave no naned
user; and 5 a consignee field in which one of the users may be naned, but
whi ch may have no naned user; wherein _;Qg sets of rules for all the
respective registry instruction types have in common that they allow no
nore than one of the to-order party field and the consignee field

simul taneously to have a naned user; 10 5. A system according to any one
of the precedi cl g, 1% i.n each record further includes: an

ori gi nat or fielg N %ﬁrgﬁﬁ@‘% the users is naned in each active record,
and a shi pper Validity of BlegthinidPreseatatibn bhBodufiRhG. Thed RURE willa ACihadl 1 ve
record; 15 V\herp@e_isé]mn«gggpg] td%e instruFtion types, there is an’instruction
type for cr eStati n{g & Chew T eCorRrnishy Slegtqnicfransryssion thugpsh the CentebSystemecor d

i nstructi on 5t ypall b¢ aqoegtat ds itthdyhadre e UGiB¥alenSided do ' . f the
originator fielg.. r&(racsnﬁigggehaf ield a%?f_t he‘b’gql dgﬁl_le]tﬂié’el ?ﬁré g‘r{c?f??ts eg’t t he
user named in the orl g natof “PrfeaashEedit e thedasgusivnnst &n Apmicas dfser
identifier of utdeewhichnBehdficiaRdIsie fequid 1 pre@nbY; | ng fo.claims
when appended togergtl glie 3 \/\hergi Q theg-_ set gf ru?gﬁgﬁﬁgﬁ%@?ﬁ%{t@ record
instruction type St put’ pracetary, Gredity provided ghaty (@) thenAocumpniare Cradlit emprassly user i n
the pledgee holimlintes tat gresedfatioh unerSHS CERTRSFUH ks BedoBinf! & r’rqbgth%r 48, Wherein
the sets ofmrulce .f%r. al| the, respective registry |nst’rucdt' n types have -
in common t hat “THEYdd 4B {rausMissiRns if Bregpaied in Pesments whask desoriptigh matehes fiel d to

be changed. 8. th ettt dONAGBAERMirEto b0 prebeRiclbPihe Bl offne YRNARBIRIRT tO
claim 4, vvherelthré ,

[Sorgl?mentary Credit requires that a particular document is issued, authenticated or
signed by a particular person, the data transmission is Signed by that person or by a
User who is authorized to act and take responsibility on his behalf,

15  Electronic Documents to be “Originals®. Any requirement under the terms of a
Documentary Credit, to which these Rules apply, that an “original" document be
presented shall be satisfied by the presentation of a Document bedﬁng the Signature of
the person said to have issued or created the document or that of a User who is
authorized to act and to take responsibility on his behalf,

o 2Q Copies. Where the terms of a Documentary Credit, to which these Rules apply,
require that a number of copies of a document be présénted by a Beneficiary User to
another User “the recipient User™: (a) such a requirement shall be satisfied by a single
transmission of the equivalent Document to such recipient User; and (b) the recipient
User shall be entitled or empowered to make the number of onward transmissions, or,

25  as the case may be, to create the number of copies, of that document as would have
been necessary to complete the transaction in a paper environment, provided always
that no Electronic Bill of Lading shall have more than one holder (whether Holder-to-
order, Bearer Holder Pledgee Holder, Consigneee Holder or Holder) ‘at any one time.
Banks as Holders of Electronic Bills of Lading. Where a User acting as an issuing

30 or confirming bank is designated as a Pledgee Holder, or Bearer Holder of an



30 set of rules for the create record instruction type ﬁté#’ §§Ob§at a
create record instruction shall contain one and only one 0 I') & uSer

identifier for naming in the 17 Septenber 2003 -152 consignee field, (ii) a
user identifier for namng in the to-order party field, and (iii) an
i ndi cation thawonwssaser is to be naned in both the consignﬁgnégﬁkgwgnd t he
to-order party field. 5 9. A systemaccording to claimb5, 6, or "8, ‘when
appended to claim4, wherein the set of rules for the create record
instruction type stipulates that the usqiﬁﬁpecified for namng in the
hol der field shall not correspond to a usér specified for namng in either
t he consignee field or the to-order party field. 10 10. A system accordi ng
to any one of cEMeHRnieBillhodLadingefor diyi mirpogesnati the eaditmencd Nifta DB&inRafur t her
configured so t laaddit reate record inst.rucfiion is actioned by the
regi stry maint enanc’e_mﬂﬁi&{ éha? ﬁg@r?g%uggglg[’ REREP 'R g diseronsiiliey dordbeieqods #end a
nessage to the H§Patiertgiheddocymdntrey Gebidemsdiialidenf the created record, and
to send a further nmessage to the user naned in the shipper field. 15 11. A
system according to any one of the preceding clains, wherein, anong the
i nstruction ?ypggv_ﬂhmmnnds at | east one instruction type for changing the
user naned in the i e wherein the set of rules for the nane
hol der instruction Pype%éfépﬁeﬁ"agflg’gt SLE%FPW%W%@HPWW iayentién tahe
transmtting uskgendéseritied amany msdifitatloris@dditions &id/of siibERRohYmaydf xﬂlﬁgﬁfﬁg}l n said at
nde

| east one field : St according to claim11l when appe to claim
3, wherein the .gggﬁ?)tf&$%?ee°§%8feseﬂlfféwﬁ e hol der instruction type

stipulates that the user identifier of the transmitting user shal
correspond to the user currently nanmed in one of the holder field 25 and
t he pl edgee holder field.- 13. A systemaccording to claim 12, wherein,
anong the instruction types, there is at |least one instruction type for
changi ng the user named in the pledgee holder field, wherein the set of
rules for the nane pl edgee hol der instruction type stipulates that the 30
user identifier of the transmtting user shall correspond to the user
currently nanmed in one of the holder field and the pledgee hol der field.
17 Sept enmber 2003 -




-153 14. A system according to claim 13, when appended to claim4, wherein
the set of rules for the name pledgee hol der i nstructi7adegtarpeerfa0oBher
stipulates that: (a) the consignee field shall have no existing named user;
(b) the user identifier of the transmii0-i ng user shall not correspond to
the user specified to becone the pledgee holder in the instruction; and
(c) actioning of the instruction shall not result in correspondence between
the user named in the pledgee hol der f{CGlLAIMSd the user named in the
to-order party field. 10 15. A systemaccording to claim13 or 14, the

regi stry mai ntenance unit being configured to cause a nessage to be sent
"fromthe nmessage handling unit to the user nanmed, in the holder field or
pl edgee hol ded. fi elsdh eédtemiaabhRBiifng s@ipodt 8368 A i i e
pl edgee hol der instruction respecti veﬁ/p. 1?@16. H%\ %@g?%%gz%%#&l ﬁ%b%egﬁy
one of the pr&BERiRgledngd group Whusess. paehwith raseridentifiertthe systons bordpsisiag

associ ateds hi story file, the registry mintenance, unit. being, configured to
action at Teast so@_ ty%e%glgltryr%d?%rf# iang?tﬁﬁaéﬁ _‘Efnref??r%l”ci kygech regosdi ng
to registry i ngiporsionerrdneaidal dt orhpifsel i aShRFAity lof FieRls I GhicBORe can b

concerned, thereby to mamintain an audit trail of actions requested on hat
record, ther e"¥Behgvhpscinegrk reoprd delidestat desst one figldein whish comk! (PWhé uSée iy

fil b h A di
cl ai m 4 whon SHeh a0 % B4R ARl Bt fler el o e 5 Lo 16 when |
appended to clai M55} ang nthssabHaRilling Mt HAnkedk féékﬁg \}%&Iéa#%l;'u R.Jﬁrt?%giom.

respective registry instruction types additlona(f y com
they: 25 k) |W8n&wesag¢mmcbn£ngathet heer plledifiee off dhel emndrhieting asd dndea
consi gnee fi e}eg-isn-?i‘ Itcﬁneo‘&ﬁl%. to have a,naned usgr' and (b) ﬁr event a
record adopting a’state T WAFEH Sefiq: malngacs apdlemcaygian oheglatabase| d
cor r esponds tioerdyaRs parfumRidisByioiive & KEREy Abiohl Ebflaindf if Sser D SUTIEM
acecording to claim 17, wherein each record further 1ncludes an asso At ed
endorsenent cH¥in file in which is stored a tine ordered |ist of users who

17 Sept enber 2003 - 154 %gve been. ontract.i)ngqr%arhi es, to the record, the
endor sement chain 71 e HEEY aneroth Goqtigated 49 ithg messege hardlingamitsg ¢ |

wher ei n aScondst fiC kécdlrePRElsity! Mst@dtons hndSthe! AEbUALA %isBr YRGHAYAC the JANRA
simul taneously-in (a) the holder field and the consignee ’
hamtenance unit being responsive to registry instructions according to a closed group
of instruction types, each registry instruction béing actioned by the registry
maintenance unit conditional on a test performed to establish conformity of the registry

instruction with a set of rules spediﬁc to the instruction type concerned.
20 -
2 A system according to claim 1, wherein the set of rules of at least one
instruction. type specifies that the user identifier of the transmitting user shall

correspond to a user named in said at least one field and one further field of the record.

25 3. A system according to claim 1 or 2, said at least one field consisting of the
holdgr field and a pledgee holder field, wherein the sets of rules for the respective
registry instruction types collectively ensure that a user shall be named in one, and only
one, of the holder field and the pledgee holder field.



field of a record, and (b) the holder field and the to-order party field of
a record. 5 19. A systemaccording to claim 18, whereity, Segtelbén 2083t he
record changes state so as to . create a new contracting party, the

regi stry mai ntenance unit is configur#sii-to cause the nessage handling unit
to send a copy of the endorsenent chain to the user who is the new

contractin rty. A1 . A system accordi to any one. of the precedin
cl ai ms; thg P'Z'gi )s/tfkyé}iség% %000#8% ° apﬁcqnﬁoqfﬂﬁeé)r%&/ e@@ur}seﬁﬂ‘ghFe%P gi on

type for revoiichdiran i mediately ' previous registry instruction that
resulted in a change of the user nanmed in said at |east one field, the
regi stry maint enangéo-grdet pirty figlddonfhighupeeiof theaseisanyabdumhek dat whidhsaby

i nstruction 1% bﬁ]gchangi ngr_th record back to its inmediately previous
state, wherei W rHe BHEUIPL 88%s  for the business refusal instruction type
stipulateg that: ( i I Fd 1.t Ll | |
correspond to the %E%I%Skﬁlﬁg%nig{jd fln(r:}ﬁgg]? Bh‘g?f@égé‘%}?g#\agaq‘%?{eyn{c??’ g‘%ﬁ % n}%ﬁg‘ave
busi ness ref ugahamerbysercti on shall be received within a defined period of

20 tinme fromthe i diately previous registry jinstructjon. 21. A system
according to cl ai nwngee%gﬁéaﬁggﬂa%gyr@g ¢ ESRYSALVe ipstel Imstrpdiondypesthave i es

for the businggsm i I ‘ [ s. that: (c£) the
user identifier o?@%ﬁ%ﬁgﬁ?ﬁﬁ%@%@%@%ﬁﬂ# %él;@é@%ﬁ&?&ng H@e ‘f?élé‘rg}lePZS

-named in the ficdtdamulfanedwdly lodjave heamséusérdenti fier of the transmitting user
shal | .corgrespond to the user naned in one of the to-order party field and
the consignee field. 22. A system according to claim20 or 21, wherein the

registry mai n§ enange kit 2deSrd; j SQ..1. f i ng_act.i oni ng of
‘a business refusal” ifstr u%dtclﬁ{)n %§/&%{l}feb%8féer@reﬁ%ggeﬁlf’%%gﬁef%ﬂfagﬁg@mg
mai nt enance uither iacldesage is caused to be sent fromthe nessage handling

unit to the wuser nanedq in iid at, least one field after actioning of the
busi ness ref usal iEf{’s‘?rﬁ}%‘it?bﬁgldQ%Wi%h%to@ﬁhed@éﬁrlémﬁ@ed@@Phﬂ?ﬂmeﬂmé;rﬂnd
appended to claim EinWikibe i [ ntenanpce..unit s
configured to acti%%épap us'lI ness re?ltljeg%ﬁﬁlglrlllg %%JISC |c§% ic,;%rflea\?gyglreﬁard;ny change
in the erdor sementwhéreinnambhgthehiastruction types, thereris bh énstiibRel §ipe!idh creating a -

' new record, the set of rules for the create record instruction type stipulating that a user

shall bg named in each of the originator field, the shipper field and the holder field, and

that the user named in the originator field shall correspond with the user identifier of
the transmitting user.
20
6. A system according to claim 5 when appended to claim 3, wherein the set of
rules for the create record instruction type stipulates that a new record shall ha&é no
named user in the pledgee holder field. '

25 7. A system according to claim 5 or 6, wherein the sets of rules for all the

respective registry instruction types have in common that they do not allow the user

named in the originator field to be changed.

8. A system according to claim 5, 6 or 7, when appended to claim 4, wherein the
30 sgt of rules for the create record instruction type stipulates that a create record

instruction shall contain one and only one of (i) a user ideﬁtiﬁer for naming in the



previous registry instruction. 24. A system according to any one of clains
20 to 23, wherein the defined period 10 of tine for Cci@rSeptergber®00a

busi ness refusal instruction is a fixed period of tinme of approximately 24
hours. 25. A system according to clarn2-3 and 4, or any one of clains 5 to
24 when appended thereto, the registry instructions including an
instruction type for naming a 15 user in the to-order party field, the set
of rules for F%lmﬁd%m}ﬁmﬁp@mﬁﬂ frgtrangng omthettypedes tpapiyifield, ragd(ﬁﬁfan
(a) the consignee..fi sha ve XISt naned user b) the user

i dentifier of @hortl?iyﬁg%uﬁr 1?150 Ih(’ﬂbg%r%’%gﬂ? ‘ﬂdtaﬁéﬂti’st@r‘)f deteely i n
t he hol der figk@d or the pl edgee hoI der field; and 20 (c) actioning of the

i nstruction shall not result in correspondence between the user named in

t he pl edgee holder. field and the user nanmed in the to-order party field.
26. A syst and 4, or any one of clains 5 to 25 when

ccording, to claj.ns
appended tier gh%grea’gr%,fpr $F%P]f"ﬁ’ét5r 6né oF ¥ e mgpended e claimt4, ovbersipe
f fs ansf er abi.l | t
b tha'r QSO?d%ﬁﬁEst’é?& fob i B3l 106 8 ol el MG AR RBL SRRl Y

stipul ating tfmtnan:ﬁ@ irt the Tooddesi fiplé shdll abtearrspdndavh RgerPesificd itbiNGariRFEH
user; (b) the ﬂlser I denti i r of the transmttrng user shall correspond to

the user nan®thef fhe $asignesdsld or thedowrdgrpartifield. edgee hol der fiel d: and 30
(c) the to-order party field shall either have no naned user or the named
user specified in the holder field. 17 Septenber 2003 -156 27. A system

accor di ngltt o .ai nmA4ysiem aueyrdingtoinyCoi ofclhinisos %QV\ih@&e%@@fﬁﬁﬁﬁenénb@hﬁfto

the registry iPnstru ti ons i ncludi ng an instruction t or bl ank endorsing
a record by ricpefigyed s ﬁb@rﬂhéélar%elﬂﬁée‘mdoﬁmwﬂmns yctiqnedcby the

t hereof, the %d:&je nstruct

sti pul ati ng tlﬁgﬁt@?n %e cﬁsert’aﬂil ent |%e d‘%éé’ts glﬁsgﬂrt?f? é&%‘ﬁ’aﬁ‘?
correspond t cuseheamsdin thedmddbrifield bEtder%éd fdootd] and sl séded a ﬁl’iﬁlek'ﬁf‘erss age to

i dentifier. %ﬁt he traasm tting user shall correspond to the user narred in

the to- order dn the shipper field.

11. A system according to any one of the preceding claims, wherein, among the

instruction types, there is at least one instruction type for changing the user named in

the holder field, wherein the set of rules for the name holder instruction type stipulates

that the user identifier of the transmitting user shall correspond to a user currently
20 named in said at least one field.

12. A system according to claim 11 when appended to claim 3, wherein the set of

rules for the name holder instru(_:tion type stipulates that the user identifier of the

transmitting user shall correspond to the user currently named in one of the holder field
25 and r:he pledgee holder field.

13. A system according to claim 12, wherein, among the instruction types, there is
at least one instruction type for changing the user named in the pledgee holder field,
wherein the set of rules for the name pledgee holder instruction type stipulates that the

30  user identifier of the transmitting user shall correspond to the user currently named in
one of the holder field and the pledgee holder field.



10 28. A system according to clains 3 and 4, or any one of clainms 5 to 27
when appended thereto, the registry instructions inclirdSemgeraber 2088r uct i on
type for enforcing a pledge over a record by (i) .nam ng the user specified
in the pledgee holder field as the u$%3- specified in the to-order party,
and (ii) deleting the user specified in the pledgee 15 holder field and -
nam ng that user instead in the holder field, the set of rules for the
enforce pledge instruction type stipulating that the user identifier of the

t I tti h I,n. t | edgee hol
iala 20, A oyat crm Seban GROEERE BRI 15 BT inalBOES ol L wPordi e e of

claims 11 to 28les 2@ tieamaeplpdgtdbldd enstibtion i?ﬁe FigHed biplatBSnasiCt | ons
i ncluding an i nstr%&t,gon type for switching fromel ectronic support of a

transaction by the £ epnsignee disldeshell bave npexisting napsssatses uppor t i ng of the
transaction outsid he ,set _of rules fo swi t ch-t o- paper
i nstructi 02 sti pul Z[t))lt ‘%S L@%ﬁ@gﬁ%&u@e@? I“F%%WF‘P}% wier Séalfﬂ%t GrTEsRGAd: t0; the usfer

shal | corr espapetifi@l tohecotae thedemie holdeAinthd inshasin; ag® One field; the
regi stry managenment unit being configured to action a sw tch-to-paper

instruction by de- &&t3digringpfithe instvetian shetiowmt weshlt ianmbrespmidagtesbatweange t 0
b t f dl | it tQ,th din_th |l gi nat or
Pretd requi ri it alERIRAR A he Bl b e ot SR oo odon emnoidh. t he

de-activated-record which 30 are included as part of the nessage. 17

Sept ember 2003 _-157 30. A system according to claim4, or any one of clains
5 to 29 when dPpendedystemnaceerdingetectlaineddr or 14y theeregistrg | malntegaroeSuit baiter

4
party field i | n t he user may .be paned, bu ich may have no
named user, t E%Hﬁ%g&s&’r %m?%g tl?‘ffé?geoﬁq:bq WE‘? &8%@1‘3 %?\SS?‘EFSMPS SRIt) She pEar
surrendering hiilﬁed‘Ql@Q]ﬁedholﬂbflﬁéﬂgbﬁbfeﬂgééahélﬁ&”ﬁgﬁeaﬁﬁ?'écﬁ@ﬁh?%f% RoAE 3%&'4 gd
to action a surrender record instructiron by de-activating the record, Fe
set of rul esSERCHMNOISGMedterigee helder tstrusttonuespectively.pe sti pul ating t hat

the user identifier of the transmtting user shall correspond to (a) the
user naned in the holder field and (b) the user naned in one of the

to-order Harty6fieldsyansh hbRrding 3o 3B Oné ioflthe pﬁé@ecﬁ% cﬁiﬁy,s%rﬁé%ﬁc%%%%dt 0
claim 30, the_registry maintenance unit being furt %r configured so at ,
when a messagButher daelidere ant asocinied| bigtosy dfileeghstregisiy shaintnnse abit being
- configured to action at least some types of registry instruction by writing data relating
to registry instruction requests to the history file of the record concerned, thereby to
maintain an audit trail of actions requested on that record, there being no registry

20  instruction types that ailow history files to be accessed by users of the system.

17._ A system according to claim 4 when appended to claim 3, or anjr one of claims
5 to 16 when appended to claims 3 and 4, wherein the sets of rules for all the
respective registry instruction fypes acfditionally have in common that they: -

25 (a) allow no more than one of the pledgee holder field and the consignee field
simultaneously to have a named user; and _ |
| (b) prevent a record adopting a state in which a user named in the pledgee
holder field corresponds to a user named in the to-order party field.

30 18. A system according to claim 17, wherein each record further includes an

associated endorsement chain file in which is stored a time ordered list of users Who



the'surrender type, the registry maintenance unit causes the nessage
handling unit to send a nessage to the user nanmed in {7 Sepembenmgiodr fiel d,
and to any user naned in the surrender party field; indicating that the
record has been de-activated. 15 .32-1%-system according to claim30 or 31
when appended to claim 29, the registry' '~ managenent unit being configured
‘'to action a switch-to-paper instruction by causing a nessage to be sent
fromthe nesshges fogenll dongasiinigt petties e tserccoudyethei enddreenosit gétmin ofile béiagd,

and to any user.naned.in the, surrender party field. 20 33. A system
according to ,§‘ﬁ§“q%188&18¥% %ﬁﬁ@ygﬂwe%*ﬁg&maw CIEie? pPntEachngparty is; defimed as
when appendedidchefi®t # reg o I ' | fur .

i nstruction types Ilfeéar uség*?ﬁlgégg?%g& gnrgedg%ﬁnéedﬁgﬁlg;@nt??%wg@% rfaelﬁﬁdlit?eeéor{lglgnee
denyi ng anend#eldtofafrecord cmdr(tl) thehelder fielthed et toafrdéragty feld ot DR coAUESt

amendnent gnnstruction type stipulates 25 that the user identifier of the
transmttihg user shall correspond to the user naned in said at | east one

field;, the regostry JBi-Af £REQS i1 DEi f L Qur. 0_action a request
amendnent i nstructi neE{/ ai : o?aﬁd%%lng%’g‘ﬁn%ﬁegﬁdgﬁgyﬁglgrﬁ?¥chﬁd %n%"ﬁe*%ﬁ%a%est
amendment i nsas tctieote 2 amd @htuiting piet teTrpdBNalt@Rhid Uk is 368GRFed to
causi ng the nessage handlipg unit to 30 send a nessage to the user naned in

t he ori gi nat of?¥f SpMgFsagsh (Ut tofendra sopy ef the aulorssmset clrdo o thessser
I ncl udi ng the%@%@geﬁ%ﬂgﬁﬂg Lﬂ?truct ion together with the anmendnent
| 'ocat e &

identifier a t hereto; wherein the set of rules for grant and -
deny anmenthent instruction types each stipulate that the user identifier -
of the transn'%(}ti ng user, Shr%lgll correspond to the user 5 named in the
originator fi€¥d, StemACCOINIEfa ey gae ebihe arecedige cindmp,the registiyonstsivtiohs

I nclude an a [ L f ' t he amendne i dentifier
stored for P%g' re[t:go’f'l gi%%écseire%%s&!: %Ef% Eﬁ&g%{é gﬁ%% ﬁg‘gog%g A9 Wﬁ%ﬂ% PSVIOE3 o1
record furt heregishylinstiunGorathatweswicbdeina chdzensdibe G@r hinakd id @id ht16Ast 8hd ABId,
whet her or nof a r.gt%ftiest anmendnent instruction is pending, the registry

mei nt enance uMif B hFALERRER FRif beipe serfigied tnvediiomembusinass refysal instmiction
Lgﬁ 8?23' VB 1 OpRclagiteShe ATBROBRR o il $hbddGiate) p?é%]ou% UL R reih W &5 (rjiﬁgsn t
, for the business refusal instruction type stipulates that:
(é.) the user identifier of the transmitting user shall correspond to the user
named in said at least one field; and

(b) the business refusal instruction shall be received within a defined period of
20  time from the immediately previous registry instruction.
21, A system according to claim 20, when appended to claim 4, wherein the set of
rules for the business refusal instruction type further stipulates that: |
(c) the user identifier of the transmitting user shall correspond to the user
25  named in the holder field; ’
(d) the user identifier of the transmitting user shall correspond to the user
- named in one of the to-order party field and the consignee field.

22. A system according to claim 20 or 21, wherein the registry maintenance unit is

30  configured so that, following actioning of a business refusal instruction by the registry



fireld responsive to a grant or deny anendnent instruction, wherein the

regi stry maintenance unit is configured to prevent c higriggpterhioer 2008 recor d
while the amendnent 15 pending field is set. 35. A systemaccording to
claim33 or 34, the registry maintenati®® unit being configured to action a
deny amendnent .instruction by sending a nessage to the user who issued the
request anendnent i nstruction indj catiag%tbhat the user named in the 20

ori gi nator fi SEYMRALCT WU adnessagsis cawse fiSetit hiont ﬂ@tm@ﬁageé?p@ﬁng;gét tgithehe
| aetd cc ing.to cl.ai , or
S50 ver e e e EHE Rt 190kt ord Sl AP AEBRC TG Ainey el hghcion,

mai nt enance unit, depending on content of the 25 grant amendnent
instruction, fo result in one of the follow ng: (a) nulti pJ e existing
records bei ng2irer g&dsysien reperding- i elaimi 22 whan dippemstedli fonclaimi 18, siteglie thew

d; i ngl L.stin ecord.bei spl.it inta nmultjple, records. by
| (rjg?g(r:t i vgi'?Si) Oﬁre%}sﬂ?t ]ﬁg&)sé%nn&% i'8 t‘ﬁoﬁﬁg?%@%? oé)cgﬂla %BB%P?SS rfedisalpinstngiion hew
records; 30 (myontigtimgnanes Bitha chdither Xhithio ol 5o ROE A iRRASIERS"
2003 -159 (d) deactivation of a single existing record and creation o

anot her si ngl Brevious ragistyAnstpyetienect roni ¢ transacti on support system
‘substantially as hereinbefore 5 described with reference to the

acconpanyi ng draw ngs.
24. A system according to any one of claims 20 to 23, wherein the defined period-

10 of time for carrying out a business refusal instructioﬁ_is a fixed period of time of

‘approximately 24 hours.

25. A system according to claims 3 a-md 4, or any one of claims 5 to 24 when
appended thereto, the registry instructions including an instruction type for naming a ‘
15  user in the to-order party field, the set of rules for the name to-order party instruction
type stipulating that:
(a) the consignee field shall have no existing named user;
(b) the user identifier of the. transmitting user shall correspond fo the user
named in the holder field or the pledgee holder field; and - _
20 (c) actioning of the instruction shall not result in correspondence between the

user named in the pledgee holder field and the user named in the to-order party field.

26. A system according to claims 3 and 4, or any one of claims 5 to 25 when
appended thereto, the registry instructions including an instruction type for naming a
25  user in the consignee field to signify non-transferability of the record, the set of rules
for the name consignee instruction type stipulating that:
(a) the consignee field shall having no existing named user;
(b) the user identifier of the transmitting user shall correspoﬁd to the user
named in the holder field or in the pledgee holder field; and
30 (c) the to-order party field shall either have no named user or the named user
specified in the holder field.



Title: TRANSACTI ON SUPPORT SYSTEM [err] [err] [err] Abstract [err] [err]
[err] [err] [err] [err] [err] [err] A centralized dat?a&qgenbmsz{mml(‘jo[)
supporting transactions in property. The central database is accesse y
system users over ‘a public network stifh as the Internet, The central

dat abase forns a title registry recording the entitlenents of the users,
who are a defined group, to perform prescri bed actions in relation to

el ectronically created records. The electronically created records

: : : i ' i i i | ati on
represent a susictl [ .of rights an hligations in re
topunderl yi ngg%ropéﬁyé%\%\nﬁ ?ﬁ&éﬁé&}é%&% bt Yeye &%@E?ﬁ%ﬁ%&h@n@m@m&
transaction. Heetosthesegisepimstrueibas ineMde M M8 cBin hg;%! for %?%'kgé}ﬁ%%s%]g 8
prescribed roles by a previously entitled user. Designation of a user t0 a
prescribed rofe€ofdpyremovsiedhe usdtspeqifiedia thy to;e:alaspslu‘ty ;ﬁeldyﬁdreqﬂng??ﬁtcftﬂ?gﬂggng
| ect roi cgld ' o the database  thege electronic i _
ggi (ra]g r ef (cag:r eﬁrﬁl?)é@gﬁﬁ%e%ﬁsetl}lwcﬂg?mts%}]@u% ft1e registry Instructions.
(@) the user identifier of the transmitting user shall correspond to the user
named in the holder field; and
(b) the user identifier of the transmitting user shall cortespond to the user
_ named in the to-order party field.
10 ' 7 _
' 28. A system according to claims 3 and 4, or any one of claims 5 to 27 when
appended thereto, the registry instructions including an instruction type for enforcing a
pledge over a record by (i) naming the user specified in the pledgee holder field as the
user specified in the to-order party, and (ii) deleting the user specified in the pledgee
15 holder field and naming that user instead in the holder field, the set of rules for the
enforce pledge instruction type stipulating that the user identifier of the fransmitting

user shall correspond to the user named in the pledgee holder field.

29. A system according to any one of claims 5 to 10, or any one of claims 11 to 28
. 20 when appended thereto, the registry instructions including an instruction type for
switching from electronic support of a transaction by the system to conventional paper-
‘based supporting 6f the tranisaction outside the system, '
the set of rules for a switch-to-paper instruction stipuiating that the user
identifier of the transmitting user shall correspond to the user named in said at least

25  one field; | '

' the registry management unit being configured to action a switch-to-paper
instruction by de-activating the record concerned, and causing a message to Ee sent
from the message héndling unit to the user named in the originator field requiring
creation of a paper document based on the contents of the de-activated record which

30  are included as part of the message.
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30. A system according to claim 4, or any one of claims 5 to 29 when appended

 thereto, each record further including a surrender party field in which one of the users

may be named, but which may have no named user, the registry instructions including
an instruction type for surrendering the record, the registry maintenance unit being
configured to action a surrender record instruction by de-activating the record, the set
of rules for the surrender record instruction type stipulating that the user identifier of
the transmitting user shall correspond to (a) the user named in the holder field and (b)
the user named in one of the to-order party field and the consignee field.

31. A system according to claim 30, the régistry maintenance unit being further
configured so that, when a message is actioned that includes a registry instruction of
the surrender type, the registry maintenance unit causes the message handling unit to
send a message td the user named in the originatqr field, and to any user named in the

surrender party field, indicating that the record has been de-activated.

*32. A system according to claim 30 or 31 when appended to claim 29, the registry -

management unit being configured to action a switch-to-paper instruction by causing a
message to be sent from the message handling unit to the user named in the originator

field, and to any user named in the surrender party field.

33. A system according to any one of claims 5 to 10, or any one of claims 11 to 32
when appended thereto, the registry instructions including further instruction types for
requesting amendment, granting amendment, and denying amendment of a record,

wherein the set of rules for the request amendment instruction type stipulates
that the user identifier of the transmitting user shall correspond to the user named in
said at least one field;

the registry maintenance unit being configured to action a request amendment
instruction by allocating an amendment identifier to the request amendment instruction
and storing that ameridment identifier, and by causing the message handling unit to

send a message to the user named in the originator field of the record, the message
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including the request amendment instruction together with the amendment identifier
allocated thereto; and

wherein the set of rules for grant and deny amendment instruction types each
stipulate that the user identifier of the transmitting user shall correspond to the user
named in the originator field, and that the message containing the instruction shail

include an amendment identifier corresponding to the amendment identifier stored for

the record concerned,

34, A system according to claim 33, each record further including an amendment
pending field for indicating whether or not a request amendment instruction is pending,
the registry maintenance unit being configured to set the amendment pending field
responsive fo a request amendment instruction and to un-set the amendment pending

field responsive to a grant or deny amendment instruction, wherein the registry

maintenance unit is configured to prevent changes to.the record while the amendment

pending field is set.

35. A system according to claim 33 or 34, the registry majnténance unit being
configured to action a deny amendment instruction by sending a message to the user
who issued the request amendment instruction indicating that the user named in the
originator field has issued a deny amendment instruction responsive to the request

amendment instruction. - -

36. A system according to claim 33, 34 or 35, wherein, a grant amendment
instruction is actioned by the registry maintenance unit, depending on content of the
grant amendment instruction, to result in one of the following;

(a) multiple existing records being merged by their de-activation and creation
of a single new record;

(b) a single existing record being split into multiple records by de-activation of
the single existing record aﬁd creation of multiple new records;

(¢) maintenance of a single existing record; and
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(d) deactivation of a single existing record and creation of another single
record.

37.  An electronic transaction support system substantially as hereinbefore

5 described with reference to the accompanying drawings.



PCT

WORLD INTELLECTUAL PROPERTY ORGANIZATION
Intemational Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51 International Patent Classification 7 :

GOGF 17/60 A2

(11) Internationai Publication Number;

{43} International Publication Date:

WO 00/55774

21 September 2000 (21.09.00)

(21) Infernational Application Number; PCT/GB99/03091

(22) International Filing Date: 16 Septemnber 1999 (16.09.99)

{(30) Priority Data;
99056305.9 18 March 1999 (18.03,99) GB
9921236.7 8 September 1999 (08.0999) GB

(71) Applicant (for all designated States excepr US): BOLERO
INTERNATIONAL LIMITED {GE/GB]; 4th flocr, Centre
Point, 103 New Oxford Street, London WC1A 1DU (GB).

(72) Inventors; and

(75) Inventors/Applicants (for US only): MALLON, Paui, Michael
[GB/GB]; 74 Schubert Road, Putney, London SWI5 2Q8
(GB). CLARK, Lloyd, Ashley [US/GB]; 31 Kelso Place,
London W8 5QG (GB). :

(74) Agent: HAINES, Miles, John; D, Young & Co., 21 New Fetter
Lane, London EC4A DA (GB). '

(81) Designated States: AE, AL, AM, AT, AU, AZ, BA, BB, BG,
BR, BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, FI, GB,
GD, GE, GH, GM, HR, HU, ID, IL, IN, 15, P, KE, KG,
KP, KR, KZ,LC, LX, LR, LS, LT, LU, LV, MD, MG, MX,
MN, MW, MX, NO, NZ, PL, PT, RO, RU, 8D, SE, 5G,
8], 8K, 8L, TI, T™, TR, TT, UA, UG, US, UZ, VN, YU,
ZA, ZW, ARIPO patent (GH, GM, KE, LS, MW, SD, SL,
SZ, TZ, UG, ZW), Burasian patent (AM, AZ, BY, K/
MD, RU, T}, TM), European patent (AT, BE, CH, CY, DE,
DK, ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE),
OAPI patent (BE, BJ, CF, CG, CI, CM, GA, GN, GW, ML
MR, NE, SN, TD, TG).

C

-

FPublished

Without international search report and'to be republished
upon receipt of that repori,

{54) Title: TRANSACTION SUPPORT SYSTEM

User Support /Updaterﬂ User Database
n . .
Resoaurces e Message /Inslmchnns\___“ Title Registry
Updates—¥  Handling Unit e . .
h
/ Send and
Browsing receive
/ messages
y I
A ¥ ol LAY
User User 3‘5‘;‘;35

(57) Abstract

A centralized database system for supporting transactions in property, The central database is accessed by system users over a public
network such as the Intenet, The central database forms a title registry recording the entitlements of the users, who are a defined group, to
petform preseribed actions in relation to electronically created records. The electronicatly created records represent a strictly defined series
of rights and obligations in relation to underlying property with one record being created for support of one transaction. The users become
entitled by virtue of their designation to preseribed roles by a previously entifled user. Designation of a user to a prescribed role in a record
takes place by means of a system user sending an electronic instruction to the database, these electronic instructions being refemed to as

registry instructions or title registry Instructions.




