WD 03/084186 PCT/ GB03/ 00647 DYNAM C ADDRESSI NG | N TRANSI ENT NETWORKS Fi el d
of the invention 5 10 The present invention relates to conputer networks,
and deal swooses4iparti cul arly with net hods, systens, and c@®CEUGCBEIG/OPGOQr am
products for use in a transient networking environnent. Background to the
I nvention In peer-to-peer, or "P2P", networks, each conmuni cati ng node has
a networking pr } ¢ ini< i I\FEWV?R. tions with
anot her node ha\?lg{rqgﬂ%mAPr%FgﬁN%"e\rﬁ%eNsslgﬁeﬁconsi errg "peers" because
the network is decentralized, with each node having the sane capabilities
(for 15 purposes of the P2P exchange). The prom se of P2P networks is a
nore efficknils Betuarr knviei &, resources such as central processing unit
("CPU") cycles, menory, and storage go unwasted. These networks are ad
hoc, in that nodes may join and | eave the networks at will. Thus, P2P
netwerks may beTkh&ragsrdr v ertaqn TeLales entcorpetsibrREWorXy . Pridodeadist m@zp
net wor k pr ogrratnsuaravi wieehf actHods | e st aiis, dynaMobp @t Yrogad shosiceme rfyr fse
peers. Howeuer, cihe:exi stdRgtias i guemestf fer from several drawbacks.
Lack of persistent network addresses is one such drawback. Due to the
dynam c addressi ng schenmes wi th which network 25 addresses are assigned to
B eylnyensdele enters a P2P network, it will typically

nodes, eachEaSEgEouRcyie >
haveoa different Internet Protocol ("IP') address. (Users with a dial-up

account have differept. JP,addr 65583pf 0o §RGR, | 0% RomddBCES 0L S¥Pehas o
"al ways- connect ed” networﬁs sugh %?) certain,_.digltal subscrjbéer |ine,

.l or
"DSL", accdliit’8*dy Bf &G RaVEE HitPrRrdnte | BL367 50 GPEEELFRr Gf f FdPeptother
| 0g-ins.) Tide haickoothasepsigrent ThetwseR azeddeesisiened nRkess’| behusk| e t
for_ nodes tretwoeerbaesdenvherieea, paLh i idhafiodes BEVIRE t R sBRat@PBELIIAS 06K q€oj:rS
avaii abl e. Jngtead - Wighp3e NOME. NEdS meontsite O%f %g%ettwﬁcsois serytee, 1t

nmust typi calg %I“rfjl ssue a new di scover request and then determ ne how to
choose’ f r o AnBhT a”potoe tW}éﬁrFyrﬁsgP%‘éesSgu F5erSOf 2F dEF6RZETY Yhits ("CFU")
communi cat i ¥iflees erery nagerromgs vy wrasfed. Rmrscheetwrhsirackadhoexiigt i ng
P2P net wor ksiat snddeat mdyheyihave naverisd netmdek: atbetause rhodes2havewdiks

persi stent pot NOrk,AAAILSSES oot NELE ALR - NQ. XL ST 1 NG Means of persistently
trag i ng which nodes are considered 40 trustworthy and which are not. Thus,

when a node (or the user at that node) chooses a peer node fromwhich to
obtai n a servi cFTOPT G B DebVreferriayang rrovaek fretbitdes diorhigeaiy query
avai |l abl e faod diseoirarydelf eparrhi ngioheverd, Othe existing techniques suffer from

several drawbacks. Lack of persistent network addresses is one such
drawback. Due to the dynamic addressing schemes with which network

25 addresses are assigned to nodesg, each time a particular node enters a P2P
network, it will typically have a different Internet Protocol (“IP¥)
address. (Users with a dial-up account have different IP addresses for
each log-in. Users of some ‘“always-connected” networks such as certain
digital subscriber line, or “DSL”, accounts may also have a different IP

30 address for different log-ins.) This lack of persistent network
addressing makes it difficult for nodes to “remember” where a particular
service or content resource is available. Instead, when a node needs
content or scme type of service, it must typically issue a new discovery
request and then determine how to choose from among a potentially large

35 number of responses. This communication results in very bursty traffic.

Another drawback of existing P2P networks is that theéy have no trust
model: because nodes have no persistent network addresses, there are no
existing means of persistently tracking which nodes are considered

40 trustworthy and which are not. Thus, when a node (or the user at that
node) chooses a peer node from which to obtain a service or content, there

is no “track record” or history available for use in determining how to



WO 03/084186 PCT/ GB03/00647 2 select fromanong the set of nodes which
answered the dynam c query. This absence of a trust nodel al so neans that
exi sti ng WPR3etisor ks do not provide support for secure PCIMGEHSHI@NS anong
menbers of transient conmmunities. (The JXJA project from Sun M crosystens,
Inc. is a P2P 5 architecture which provides the notion of a "peer group” or
"shared space", where nodes within the peer group may publish services.
Anong these services are a set of core services includi ng menber shi p,
access, ansklreesofner asery ichesset Thie ndéés wbdclappsoactd alppldvesnichguery. This

client/servgise nfDdgl § fuRULHRNL LR nBihs BHANQK Z@drgOh2p @@dwmm atg nb® peer

gt oups.  ThaleckOal Syeb08: HoL! o 0f LERLLAL LA QN | SaiBLALE) only at
t he peer gr% F &VBPOT THES ™ peer groups are no C acterl zed as
bei ng a tr%ﬁ%‘iﬂéhttleéomﬁﬁﬂet VETH pRedficset r%“h%“@%ﬁ\?%‘;(yts)eerb‘sr oﬂiﬁ%t lFr%rﬁ & oove
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services. The 15 securit R R
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di gital certddeigatfi ensherandataloaharetiossrlioty agédrndndeg negates grbwwsnot Travs

9f gotransi fé’]t tﬁ@ MR ALA Yor) &t ONE, 2P @r mE:?:Ra@ﬁ&le bkt i 1kNEWRhaSoeer group
cutel talelover TLELL el UseR. A PLO! 98ghediiAly @%CQ&A@% b £xchange
ectiy bet He st ir

files dir ween rage resour uters, w t hout

first goi ng-HPEshetd6RTEAEY - \kébe"éllsFe thel\ﬁﬁ%‘i"@@"plfoéiuaﬁoftrﬁﬁ‘rc'ﬁf&@f’? NerBHAP2P
net wor k i npirenentatiden,a isat 25 Wehatedusewvdcemnmweéthin e pesrentmadnied Whele sit e
to i dent i f ytﬂyg?’séﬂjghglﬁdelse§ecdmi:§h nklﬂ@éﬂ: Cana tahessd@ent 0adsérareone The

anot her's conputers r cifdxgal Iy, for MP3
files, Gt eﬁ 7 mlefhan%sg% sl |‘r?1§gkéayrs1 1§9]?a%tt§9$§%% A ﬂggn; fsrg)t A nunber of

ot her P2P r?é’t%?%caitﬁﬂ'eﬁﬁﬂtﬁy Sﬁ@aé%? é“‘tl)éhSﬁlaﬁ??’ et o rkl?é’sh ffe the
potenti al tonfédemnreleff.i cTentretihizemeny ithns /igel et fnotdioiksl stHra vragr eased

efficiency qotent iktafisesodd,0mma thendraat sddiat tP2RrpdaMaels Bave: Aotion
centralized | server..lnt el %ept/server nodel , the bul k of processing

ansient ¢
capability Tesi des on a centralized server, and thus the processing | oad

tend® to be concentrated at this server. In P2P networks, there is the
potential for diGte bomtliamgP2r askeorkciossomh |ast henuredbalNats - t Hauhekladek uses
resul ting i peBf&cafl fhad antowsS8sed thedwBikyd €S04 GeBectihebabyRamithenat ur e

of P2P SySt§¥g§agéﬂ}gs££E%e% of their computers, without first going to a “download”

web site. “Napster” is another well known P2P network implementation, in

25 which users connect to a centralized web site to identify MP3 music files
which they can then download from one another’s computers. Whereas
Napster is adapted specifically for MP3 files, ‘GnutellaNet allows
downloading any type of file content. A number of other P2P network
implementations exist.

30

P2P networks havé the potential to be more efficient than

client/éerver networks. This increased efficiency potential arises from
the fact that P2P networks have no centralized server. In the
‘client/server model, the bulk of processing capability resides on a

35 centralized server, and thus the processing load tends to be concentrated
at this server. In P2P networks, there is the potential for distributing
tasks across all the nodes in the network, resulting in more efficient use
of network resources. The dynamic nature of P2P systems, and their
potential for efficient load distribution, has been promoted as making

40 them the next evolution in information technology (“IT”) architecture.
However, because of limitations such as those described above, existing

P2P networks have been relegated to the consumer and “for-free” markets,



potential for efficient |oad distribution, has been pronoted as making 40
themthe next evolution in information technology ("IT") architecture.
However, wemawsdas®f.|limtations such as those described aPorggBNIGTI Ng

P2P networ ks have been rel egated to the copsuner and "for-free" nmarkets, WO
03/084186 PCT/ GB03/00647 3 5 10 and are not well-suited for conducting high
vol ume busi ness (such as eBusiness or Business-to-Business transactions).
(And as stated above, existing P2P inplenentations are not well suited for
secure transsictront wlilhisnitedahst eptdwtrimuriiichewluphioisiaess tiypiicakl y
critical fOéBu%BH&;sn%§SBU)SJ.EH£§—I%@£M1QES§QBM@EEH&EQ&@A P2BuYy sk it &d &bove,

unmanaged anxqsgbxﬁ%ggP_?ﬂnsp’lemﬁl tec%é Lrd rH%rtaXSéllcéluge% kgg)ls%gﬁnpé A ‘@BHHS” a

| ar ge- scal € ure where ny. d rent types of eV|ces
must be capiBRen ofranpHtdT GHRFELFIRS Yﬁhjfhnﬁﬁ%djé@bcfael%ﬁntllfa F Fpiginess.)

desisable to provide techni ques which nmay be used to capitalize on the
advant ages and pai:@atidre0f cRIEniehworks, stche @0 udhdiggel hRadiawldasdks , and

limtations, gt existin g@@glo%gm%%%e&&tsgmlw ot e duentd ob.Ine pf esent

i nvention pr oVl des ne and conput proogram products

i mpr ovi ng ;feféPlF%Ftﬁé%rW%ﬁﬁEﬁnﬁnﬁlfﬁéF% k¥Peq R oy c58 gt ]Eﬁ BPETE PRd
enbodi ment sintbhepdrapioy émeatisnearmpleseyper si stently 20 identifying nodes in
net wpr ks having transi ent network comrunities where a collection of the

nodes making up {neg.nes w&emxbf B0YG-QVEL dblRruel” B8 AR be Ll co

t echni que conprises: ess to each node
upon its i rfidPrERiEht ?ry tthﬁt "i‘)d‘{aﬁéagr?ét Wﬁﬁ' IP"t?ﬁtéé’?l Ny PAP g P entt gy avoiding
i dentifier therdeadhckd apliel mddesiongpoh ekheting dploaems.y 25 of the node
into the network; storing a mapping between the initial network address

andI% he pergis_l stent Enotglex;ndeerl_tl fier; and using the persistent node
identifier 's |dent|ty upon its subsequent entry into
t he network, even though a different network address nmy be assigned to
t he node upon t hmestbseguehiveenidny pr30.das mEtdodd oredtareppamy chuyutar
particul ar ﬂ}@@l@aﬂ b Y3 MIRPENRRG IR - @@fp%bmo%um@ené@m@m@er Sntdie
petwork w LA 2 di Ll orent, Del s £, addl eoge lm%ggv L0t e, Nel work addess
fromthe naﬁB%gofo?? € particular e is placed Wth the di nt
net Wor k addilessiivine Freesi Bt éﬁquiféfaeha}vdéﬁtF@Pé%er’ftof‘e‘éi“’oﬁér FFEYPH SHotheTPs®
pref erabl y collection of the nodes making up the network may change over time.
Preferably, this technique comprises: assigning an initial network
address to each node upon its initial entry into the network; creating a
persistent node identifier for each of the nodes, upon the initial entry
25 of the node into the network; storing a mapping between the initial
network address and the persistent node identifier; and using the
persistent node identifier to resolve each node’s identity upon its
subsequent entry into the network, even though a different network address

may be assigned to the node upon the subsequent entry.

30
The stored mapping for a particular node is revised whenever the
particular node re-enters the network with a diffeérent network address,
such that the network address from the mapping for the particular node is
replaced with the different network address.
35

The persistent node identifier for a particular node is preferably
generated based on the initial network address of the particular node, a
date upon which the initial entry into the network occufred, optionally a
time at which fhe initial entry into the network occurred, and an

40 identifier of a domain in which the initial entry occurred.



generated based on the initial network address of the particul ar node, a
date upon which the initial entry into the network occurred, optionally a
time at viNDob/os4186 i nitial entry into the network occurredpCargBoanodA0
identifier of a domain in which the initial entry occurred. WO 03/084186
PCT/ GB03/ 00647 The persistent node identifiers can then be used to track
each node's behavior in the network (e.g. how well the particul ar’' node
responds to requests fromother nodes) as well as to track network
traversal paths TiaRersHifFeBbrivdatiqees €53 there beetswst ko Back lrachaspect s
of the invemdeon tavidef iitnethd netdekappendedy cleal e EMadinenhés) refpddae

present inventieQeds! krddoWRe descdi REde1BYad@Y tfckeXamBLe Qo ¥rs n% hs
ref erence té)akteplebfoll Wi n% dr awi ngs, ich like 10 reference nunbers
i o

1 N
denote the Same &f éWBRT t hroughout. BRI BF | PTI ON OF THE DRAW NGS Fi g.

1 ilfustrates a prior art web services stack which may be 15 |everaged by
an i npl enent at i odtief tdrecps egente iinverttioonard-idgt irkdpiwwhdesopantkdagraims .
illustrating conmponents of the present invention, including an abstracted

view of their placenent an i nterconnection w thi.n.a networkin
R I g e
("SOAP') Hfagsm™RIG PRbust YidterpiRieprefter Farl fehbytiraetyingents fapichelike
traversal patferesfe aupanrti daloap Gentaent ol esour Ciesoughditki g. 3B provi des a
sanpl e SOAP header to illustrate how preferred enbodi nents identify the

reputation of 25 a parti cul og ol d 4 vi de sanpl e
Ext ensi bl e Markup Language ( "pEec E%ﬁﬁ%nn,?)é‘ 0 PF%JI%I’Fgate how preferred

and alternative enbodi nents specify a node's reputation as node neta-
data; 30 Fig. 5 miwovidesuatreanple pXMr doturantetd.ces |dtatk adte chawypref err ed

embogdi Ment s JesLddabsy BnC ORI IRRENTRI QNI FE L AS I RYLANL G B A- data; Fig. 6
provi des a sanple XM. docunent to illustrate how preferred 35 enbodi nents

specify a resource set, which is created according to preferred enbodi ments
to record nmappi AG9- betAkeEH9er sHigremt AdaErat tehicPipanestamf &g Peptentet wor k
endpoi nt s dsveretilonasinmppimgsn bebwesttedpelsi 6F etieie qillheatedtdent i fi ers and

current stanage-dn@edlidans: fheh 4 hatyo.8QRL &y r4theik9. 7 provides a sanple
XM_ZOdocumant to illustrate how preferred

Plg. 3A provides a sample Simple Object Access Protocol (“SOAP”)
header to iliustrate how preferred embodiménts identify the traversal path
of a particular content resource, and Fig. 3B provides a sample SOAP
header to illustrate how preferred embodiments identify the reputation of

25 a particular node;

Figs. 4A and 4B provide sample Extensible Markup Language (“XML”)
documents to illustrate how preferred and alternative embodiments specify
a node’s reputation as node meta- data;
30 '
Fig. 5 provides a sample XML document to illustrate how preferred

embodiments describe a content resource using content meta-data;

Fig. 6 provides a sample XML document to illustrate how preferred
35 embodiments specify a resource set, which is created according to
preferred embodiments to record mappings between persistent node
identifiers and current network endpoints as well as mappings between
persistent content identifiers and current storage locaticns for that
content;
40
Fig. 7 provides a sample XML document to 1llustrate how preferred

embodiments specify a content traversal path definition, identifying the



enbodi nents specify a content traversal path definition, identifying the WO
03/ 084186 PCT/ GB03/00647 5 path taken by a particular content resource
since it wotosnedse he P2P network; Fig. 8 illustrates a beoraiBoajpodssow
executed by nodes in a P2P 5 network uponsi nitialization, according to
preferred enbodi nents; 10 15 Fig. 9 providés a sanple XM. docunent that
illustrates how preferred enbodi nents comrunicate reputation information
in an "alive" notification nmessage issued during the bootstrap flow of
Fig. 8; Figpailf tpkevindes marsanplae XMredoctsmntcd shinsd nat émgrad "tspyb2message
that may bendsedrby preferred enbodi nents to propagate "alive" nessages
within a P2P network; Fig. 11 illustrates a requester flow with which a
node | ocates a content provider or service provider, requests the
content/ servi ce, Fahd 8 Féﬁéﬁt%"sest RePAGAt e L \ﬂxééut@écébr@ﬁﬁg inoaph%f err ed
enbodi nent spetfiogk dRnplotiideszaaisanplceoSHAR &N \wek o@e-etiOenidoimsdtat € how
preferred 20 enbodi nents broadcast a query duri ng the requester fl ow of
Fig. 11, and Fig,. 13 prOV| es a nvel ope n w a node nma
respond to that tlefy™ Fig- f4sa1rr‘(r;£\% s C%r& Iléh%yﬁﬁurs&?g,eﬁ g‘ﬁ“‘éf%referrea
Protocol (" Wlaﬂen% C?%ﬂeg%t%g@agélmaéwmlan SoAm emiérepeotpfication
il lustrate hewape efssneediveibodhrenics st equessw @&l Fier g; of content/servi ces
froapa sel ected node during the requester flow of Fig. 11, and Fig.-15
provi des a sanpl HT response_ness ow n w the .requested content,
or a result of the Ig)cﬁj %%F se?a\l/nipgea}g& go%%“eaellvefﬁﬁatIlBgt e "PeqUestE™
30 35 Fig. &84 P?%é’@r‘é%%%b& RHeE 9T ehslr e‘F"?WW‘t%tWﬁ@ﬁa@a%déhrV@émﬁﬂ@%% a
query fromwaithégueseryetandki f sel ected by that requester, responds with

t he requested content or a result of the requested service, according to

preferred enbodi pent 17C|IIutrate sanpl.e he rs t hat may
be Eged with an t?% ]1 g%/rs marran eesrl;‘entELcapanthI Fgcdl scadg %Caﬁcgﬁeiiln

and Fig. 18c‘inItFﬁ"stpir8Y%%era ﬁa%%@é%ﬁ?owﬁw t PRSI FEsy tbe ?%F@%ﬁ%%yaﬂdﬂﬂ
syst em nodessgeivss dhagedrienofseroinal, sysiréimgmanagerfent ed apadiimebys; WO
03/ 084186 PCT/ GB03/ 00647 6
Fig. 12 provides a sample SOAP envelope to illustrate how preferred
20 embodiments broadcast a guery during the requester flow of FPig. 11, and
Fig. 13 provides a sample SOAP envelope showing how a node may respond to
that query;

Fig. 14 provides a sample HyperText Transfer Protocol (“HTTP")

25 request message embodying a SOAP envelope to illustrate how preferred
embodiments. request delivery of content/services from a selected node
during the requester flow of Fig. 11, and Fig. ‘15 provides a sample HTTP
response message showing how the requested content, or a result of the

requested service, may be delivered to the requester;

30
Fig. 16 illustrates a provider flow with which a node responds to a
query from a requester, and if selected by that requester, responds with
the requested content or a result of the requested service, according to
preferred embodiments;
35

Figs. 17A - 17C illustrate sample headers that may be used with an

optional system management capability disclosed herein; and

Fig. 18 illustrates a management flow that may be implemented by
40 system nodes providing the optional system management capability.



DESCRI PTI ON OF PREFERRED EMBODI MENTS The enbodi nent (s) descri bed bel ow
define techniques for inproving P2P network operations. A persistent

i denti fi ewoOio3/086886 gned to each 5 network participant, i.ePcmaxi®3/iosasch t hat
the node can be identified after it |eaves and re-enters the network. The
path taken by content traversing the network is tracked and persisted as
wel | . Persisting content paths and contextual nodal information, as

di scl osed herein, enables maintaining peer relationships across

i nvocations. The discl osed pestrurgu@s oF hesrrprrEN ExdormEsTshor t con ngs of
the prior art, allow ng rel ati onshi ps anong peer devices to persist beyond

a single session_geven, t hou it ich the partici ants
comunicate is, Bg © PP ggh‘” %e?crrg%‘?er%owc%%%lttefgn %leﬁoﬁgfhé ™S dsed
t echni ques B%Pp[ﬁ‘@fi‘t’“ﬂ%ép?’??ﬁe?%t HyaraAi et aret ek ifirrieszisignecharagadyri stics
of P2P net wostk®rkWedtécianyi di.rg sifeposic ohat hétet@gesoldenbienoi Ki ddodeser

The persi st ed 1iafo4 makI lqzrlerr@arsbehé %\é%@ﬁ@d 0 paHPRQkEL %Sb&?c_%ﬁt erga%péir@e
operatlons knclu in ne WO ranégctlons cation

of security PolFEI%s “Edr Fﬁﬁ%r gpetrﬁesﬂd3 te@ﬁﬁismeg ?c’% ?‘Ptpg
provi di ng %ré% FoREEItIAY rwée%\olrnr@@rmameer fas AewilioAgd rrerfwer kerlebleﬁemawtamw
the networkeappkladohdsipsnanagenevblanitnkor img atsdlused itkehniqnedeperdent of
humap i nt er@&iﬂe@@ é?l%rg%égggf‘&t trlPé’ p§1§leg%ate§11%9£%'trbﬂ&l%}{§ﬂ:§>@ anld Zéer

t echni ques di scl ote her.ei ? es to cul trvattgr% glar onshrAe%

their peers anﬁef)erosPEJfSltsﬁ yoﬁ ot r‘?ﬁf“rg h 2S8UCH FREt "R i dus 8 pi Brjrril
per f or mi ng WHogBstkmRrapel digerts FPWnaga"sﬁJéﬁ (ahdefhgnienmn abergssésint ed from
adversel y addfmeatitng t he network, once detected), relative to performance
and functional integrity. (See http [ v research i bm con aut onomi ¢/, 30

which, O scusses ghe Concept olselizhealls gl barie.l b agnel gl uoing Lhe

term "aut onom c corrpu
"sel f - heal |%13§1r??|53tnr9aﬁ%4ré‘ﬁ*€elﬁ'éfiw RLcBHURFYIES vwftlﬁéu@roa’léjé"fﬂ paprorEdtor
aut hori ty. )he3brddmmotieclutivgtie siodesc| Osegehet #icd abhambaicinl ndabe levprayed to

efficiency sdpBoP2RuBetidar knQpgrald QBératR%Q%&cH@i@lgr £k k Nhnd4&LdneS to be
br oadcast to Lan entire upnne 8Ll P P network t he present

i nvention ‘_f‘%tsléjgsa T eredag?lezch !éh%nt Eec cﬁ’ira e capl talizes on the
per §{ st ed knowl edge of the nodes in the network to reduce the anmount of
network 40 traf firwtyenerat ethe W3034884286nR0EL CBOI3L 0334 7providing

self-healing networks. A self- healing network is one in which the
network applies task management/monitoring at run-time, independent of
human interaction or management by a separate computing system. The

25 techniques disclosed herein enable nodes to cultivate relationships with
their peers and persist thig information, such that malicious or poorly
performing nodes can be identified as such (and then can be prevented from

adversely affecting the network, once detected), relative to performance

and functional integrity. (See http://www.research.ibm.com/autonomic/,
30 which discusses the concept of self-healing networks in general, using the
term “autonomic computing”. The techniques described therein de not teach

self-healing in transient network communities without a centralized

authority.)

35 The techniques disclosed herein also facilitate improved efficiency
in P2P network operations. Rather than requiring queries to be broadcast
to an entire subnet, as in a prior art P2P network, the present invention
discloses a tiered broadcast techniqgue which capitalizes on the persisted
knowledge of the nodes in the network to reduce the amount of network

40 traffic generated.



Vari ous peer nodes will coexist within a typical P2P network. The peer
network itself nmay represent a set of vertical peers which interact wth
one anot hwo osseasconsumner/ supplier relationship (for exanpiCa&/GBanoes7ng out
a sequence of related business activities ich conprise a 5 service that
may be defined as a directed graph between sub-services). O, the network
may represent a set of horizontal peers providing a conmon function. The
techni ques of the present invention may be used to augnent the P2P

ar chi tect ure forverievsdbarg asdeanatiloBoaidtmaiage ne yptadabe b iddtesrk.t oTisach

nodes. 10 Ag.gn,examl ?uséfg:ﬁa%uii’e esQE@r @8990% PghtaP 5% w065 LR A88 act

resources wthin a Storage Area t wor k ge Se VIC€

Provi der ("SSP°¥e flCHES g‘é‘ %ﬁﬂgs‘ﬁ?‘?rés‘é?ﬂ}éﬁ? |‘§§F53n°n5 l%afof)ee?xaﬁg 'basi s for
its cust on@a@ylam@utty@laﬁaue@cehaé nedpied dubinash agriedEst shichSEapr)ise i
pl ace 15 m&miape&iafcymatyheeSﬂ%lﬁe&arsva CHreorad tiRiH BetirehhOe setGiR@REr S.

Customer  bjlling fmy.he §9Vfép§8éi}$a£f§&t gd ﬂofmm?ta%ee%nmmmgs aé&m@%t

met. In aFZP net wor E oraecan I ssuge %
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storage devices which are best able to respond to storage requests can be
determined, facilitating dynamic allocation of ‘storage to reguesters.
Furthermore, specific storage resources which can answer particular
content requests can be more easily identified using technigques of the

30 present invention. Responsiveness and performance commitments within an
SLA can therefore be more consistently realized. (How well a storage node
handles storage requests may comprise the success rate of responding to
requests, how efficient the node is at responding to requests, the
available storage capacity of the node, what content is available from

35 that node, etc.f

By persistiﬁg content paths and contextual nodal information, as
will be described in more detall below, peer nodes are able to maintain
their relationships with one.another, and their knowledge of one another,

40 across sessions -~ even though one or more of the nodes may leave and
subsequently re-enter the P2P network (where those re-~entering nodes

typically have changing network addresses). Furthermore, according to the



typically have changi ng network addresses). Furthernore, according to the
WO 03/084186 PCT/ GB03/ 00647 8 techni ques di scl osed herein, as contextual

i nf ormat iwp oalostiB6 a specific node is obtained, the-node aergrpmoahat is
referred to herein as a "reputation”. Thig reputation can then be used as
the basis for a trust nodel. Reputations are described in nore detail
below. (See the 5 discussion of Figs. 4A and 4B for a description of the
information which is preferably persisted for a node's reputation.)
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25 defined as a web service. As an example, completing a complex purchase
order transaction may require automated interaction between an order
placement service (i.e. order placement software) at the ordering business
and an order fulfillment service at one or more of its business partners.
When this process is described as a web service, a node using4techniques

30 of the present invention may locate the peer nodes capable of carrying out
this service, and select a particular node (e.g. based on the node’'s
reputation). Upon request, the located peer node performs the service
(which typically comprises a number of sub-services) and then returns a

result of that service to the requesting node.

35
Web services technology is a mechanism which is known in the art for
distributed application integration in client/server networks such as the
World Wide Web, and enables distributed network access to software for
program-to-program operation in these networks. Web services leverage a
40 number of open web-based standards, such as HTTP, SOAP and/or XML

Protocol, Web Services Description Language (“WSDL”), and Universal

Description, Discovery, and Integration (“UDDI”). HITP is commonly used



programto-program operation in these networks. Wb services | everage a 40
nunber of open web-based standards, such as HTTP, SOAP and/or XM

Pr ot ocol ,woéb/08aBwi ces Description Language ("WBDL"), andPORIGERIGHd47
Description, Discovery, and Integration ("UDDI"). HITP is commonly used WO
03/ 084186 PCT/ GB03/00647 9 to exchange nessages over TCP/IP ("Transm ssion
Control Protocol/Internet Protocol") netwogks such as the Internet. SOAP
is an XM.-based protocol wused to invoke nmethods in a distributed
environment. XM. Protocol is an evolving specification of the Wrld Wde
Wb Consortium ("WBC') for an 5 application-layer transfer protocol
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communi cat 8gjec anges 9§§to"c‘:"oﬁh!§?m%p% 1, W3C Note 08 May 2000”. See

25 http://www.w3 -0xrg/2000/xp for more information on XML Protocol. More
information on WSDL may be found at
http://www.w3.0org/TR/2001/NOTE-wsd1-20010315, titled *Web Services
Description Language (WSDL) 1.1, W3C Note 15 March 2001“. For more
information on UDDI, refer to http://www.uddl.org/specification.html”.

30 HTTP is described in Request For Comments (“RFC”) 2616 from the Internet
Engineering Task Force, titled “Hypertext Transfer Protocol -- HTTP/1.1”
(June 1899).)

Referring now to Fig. 1, preferred embodiments of the techniques
35 disclosed herein leverage the IBM web services interoperability stack 100
to provide underlying support for communications among nodes within the
P2P network. This is by way of illustration, however; and not of
limitation: other support mechanisms may be leveraged without deviating
from the inventive concepts disclosed herein. Components of web services

40 interoperability stack 100 will now be described.



P2P network. This is by way of illustration, however, and not of
limtation: other support mechanisnms may be | everaged w t hout deviating
from t he wowansgiise concepts di sclosed herein. Conponents eCTwHI3I®aTi ces 40
interoperability stack 100 will now be desgyibed. WO 03/084186

PCT/ GB03/ 00647 10 Preferably, a directed graph is used to nodel the
operations involved in executing a web service conprised of nultiple
sub-services, using prior art techniques. See, for exanple,
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Language (\Q@Fl:h%m%biser@;gg Dr. F. Leymann May 2001). This docunent may be
obt ai ned from is also available on the Internet at 30

ht t f) [ www\* 4. i bm com sof t war e/ sol uti ons/ webser vi ces/ pdf / WBFL. pdf . Aut onat ed
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25 understandlng of the present invention, and will not be described in
detail herein. A detalled discussion of WSFL may be found in the WSFL
specification, which is entitled “Web Services Flow Language (WSFL 1.0)“,
Prof. Dr. F. Leymann (May 2001). This document may be obtained from IBM
and is also available on the Internet at

30 http://www-4.1ibm.com/software/solutions/webservices/pdf/WSFL.pdE.

Automated discovery 120 and publication 130 of web services (e.g.

web services available from various ones of the nodes in the P2P network)
are preferably provided using UDDI mességes to access a UDDI fegistry. A

35 WSDI: layer 140 supports service description documents. SOAP may be used
to provide XML-based messaging 150. Protocolg such as HTTP, File Transfer
Protocol (“FTP”), e-mall, message queuing (“MQ”), and so forth may be used
for network support 160. At run-time, services are found within a
registry using the UDDI service discovery process, and bound to using

40 information from their WSDL definitions. The WSFL run- time then uses

these definitions to aggregate the services.



to provi de XM.-based nessagi ng 150. Protocols such as HITP, File Transfer
Protocol ("FTP"), e-mail, nmessage queuing ("MJ'), and so forth nmay be used
for netwowb osoppest 160. At run-tine, services are found WwCThEBV3@0G4egi Stry
using the UDDI service discovery process, .and bound to using 40
information fromtheir WSDL definitions. '?'Ee WSFL run- tinme then uses

these definitions to aggregate the services. W 03/084186 11 PCT/ GB03/ 00647
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25 This concept of classes of nodes, and system nodes in particular, is
an optional aspect of the present invention, and may be used to create a
hybrid form of P2P networks where some nodes may direct other nodes or
influence information stored by those nodes. The special functions
available to system nodes will be discussed in more detail herein.

30

According to preferred embodiments, nodes implementing one or more
aspects of the present invention use a web service model which runs within
the context of an Apache eXtensible Interaction System (“AXIS”) engine
with handlers that leverage the AXIS chaining framework. (Refer to

35 http://xml.apache.org/axis/index.html for more information on Apache AXIS,
which is an implementation of the SOAP protocol by the Apache Software

Foundation.)

“AXTS” is a run-time environment for SOAP services, wherein web
40 services run using a container model. A servlet called a “router”
receives an inbound SOAP request message, determines which code is

required to carry out that request, deserializes objects required for that



t he context of an Apache eXtensible Interaction System ("AXIS") engine
with handl ers that | everage the AXIS chaining framework. (Refer to 35

htt p: // =lwaepaokaser g/ axi s/ i ndex. ht Ml for nore informti onpron/Ggpaota7AXI S,
which is an inplenentati on of the SOAP protocol by the Apache Software
Foundation.) "AXIS" is a run-tine environiment for SOAP services, wherein
web 40 services run using a container nodel. A servlet called a "router”
receives an inbound SOAP request nessage, determ nes which code is
required tadgar rahothvddaat ciequest , wikes ehe alivoead abjectospl egisi eegtutdon t hat

WO 03/ 08418812, PCT GBA3) 0054 1,50y @16 ch 40KES e Q9deroliiase Lasaiguioked

code conpl etes execution, the router serializes the result into an

out bound SOAP response nessage. The term "AXI S chaining"” refers to
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Xv%. The third handler chain is a global chain, specifying handlers that

25 are to be invoked for all messages.

Fig. 2 depicts components used in preferred embodiments showing
abstractly how those components are located and interconnected within a
networking environment. These components will now be described.

30 ,

In preferred embodiments, a run—timé engine 220 comprises an AXIS
execution engine 225; three AXIS handlers 230, 235, 240 in a global
handler chain; a linkbase repository 245; a meta-data repository 250; and
a digital certificate repository 255. This run-time engine 220 is

35 preferably embodied within a web service, illustrated by web service 200.
A web service may optionally choose to implement a tModel instance 205.
As is known in the art, a tModel indicates the behaviors or specifications
which are implemented by a web service. tModels are stored in a UDDI
registry to facilitate scanning the registry for implementations of a

40 particular service. tModels may be used within the context of preferred
embodiments of the present invention to specify the types of queries a web

service supports. One or more content repositories, exemplified by
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my be used to QehifeoStoRkere KRS NLR o, | PS xfr QRKi & NGxolbOUNG

links whi Cq.anguage is used as the means of representing the directed graphs which
define persisted content paths. . The XLinking language is defined in “XML

25 Linking Languade (XLink) Version 1.0, W3C Recommendation 27 June 2001”,
which may be found on the Internet at location
http://www.w3.org/TR/xlink/. As is known in the art, XLink syntax may be
used to define simple, markup-style links (comprising outbound links which
point to remotely-located resources and inbound links which identify

30 resources linked to the local node), or more complex “extended” links.
(It is not known in the art, however, to use XLink links as disclosed
herein.) Extended links are used to represent graphs of nodes and the
arcs between them. One type of extended link is a “third party” link.
Third party XDinks associate remote resources, meaning that the link

35 specification is stored separately from the content it links together.
Fig. 7, described below, illustrates how preferred embodiments of the
present invention may leverage XLinks for persisting content traversal

path definitions (or more generally, message traversal path definitions) .

40 Note that while preferred embodiments are described herein as using
the persisted path definitions to remember paths taken by content

resources, this is by way of illustration and not of limitation. Path
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the form shown in Fig. 3A to outbound SOAP messages to convey content

25 traversal information. This header 300 contains a <traversalPathRef> tag
305 (which, in the example of Fig. 3A, is prepended with a name space
identifier of “p” for “path”), and this <traversalPathRef> tag provides a
reference 310 to a linkset which stores the traversal path of the
specified content within the peer network. In the example of Fig. 334, the

30 value of the “href” attribute 310 indicates that the traversal path
information is stored in a linkbase document accessible using the Uniform

Resource Locator (“URL”) “http://9.56.34.12/linkbase/lb.xml”.

The Path Intimater 230 of the receiver is responsible for updating
35 the receiver’s linkbase accordingly upon receipt of an incoming SOAP
header with a <traversalPathRef> element. This processing comprises
adding the LBuuid of the receiving node in an arc at the end of the
traversal path identified by reference 310. (Thus, if the receiving node
subsequently forwards the content assoclated with the traversal path, then
40 the revised traversal path identified in the SOAP header described with

reference to Fig. 3A will properly identify the forwarding node.) Refer



reference 310 to a |linkset which stores the traversal path of the
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Referring now to Figs. 4A and 4B, preferred and alternative
technigues for specifying reputation data are illustrated. In preferred
embodiments, a node’s reputation comprises an indication of the services

30 provided by the node and/or content which is available from the node, and
the quality of service provided by that node. A node’s reputation.is
preferably embodied as meta-data in messages sent from the node (and
stored by receivers). In preferred embodiments, the quality of service is
specified as a numeric value (referred to as the “stature” value) which

35 represents how successful this specific node is at answering gqueries it
receives from other nodes in the network.. The quality of service
component of a node’s reputation may, in some cases, indicate a malicious
node (for example, a node which has exhibited a tendency to be a source of
rogue agents or resources). The ability to associate a reputation with a

40 dynamically addressed node facilitates trust in the decentralized P2P
world, and once the reputation information is available, a trust model

employing security policies may be applied to P2P interactions. A major
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re resented
P by the sample reputation in document 400 of Fig. 4A has the LBuuid

9.37.43.2—05/04/01—12:02:05:37—Netzero.ﬁet
25 which is shown as the value of the ‘“about” attribute 410 of <Description>
tag 405. In this example, the IP address component is *9.37.43.27, the
date component is “05/04/017, the time component is “12:02:05:377, and the
domain component is “Netzero.net”. As defined herein, this information

indicates that the node’s original IP address upon its first entry into

30 the P2P network was %9.37.43.27, and that this initial entry into the
network occurred on date *05/04/01” at time “12:02:05:37” in the network
domain “Netzero.net”. This LBuuid will be used for identifying this

particular node henceforth, as disclosed herein, enabling the node’s
reputation to be persisted and also allowing references to this node in

35 content path traversal definitions to be resolved.

Note that, at a given point in time, the current IP address of the
node represented by the LBuuid in Fig. 4A is not guaranteed to be that
indicated in the LBuuid, and is more than likely some other value obtained

40 from.a dynamic address assignment mechanism upon a subseqguent entry into
the P2P network. The LBuuid persistently representing a node is

associated with the node’s current IP address through a mapping stored in
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or “34, 2145”. As another alternative, rather ‘than using a stature value
ranging betweeﬁ -1 and +1, separéte attributes might be used to indicate
unsuccessful (or malicious) results and successful results; or, counters

30 might be used rather than percentages.

Returning to the discussion of Fig. 43, in the syntax used for
preferred embodiments, <QuerySet> tag 415 has one or more <Query> child
elements, where this collection of <Query> elements enumerates the set of

35 queries (preferably expressed as regular expressions) which may be
satisfied by this node. In this example, the node can satisfy three
different queries 420, 425, 430.

The regular expression syntax of the first <Query> tag 420 indicates
40 that the node can process queries of the form “purchase order
999-9999-999” - that is, the text string “purchase_order “ followed by 3

numeric values, a hyphen, 4 numeric values, another hyphen, and 3 numeric
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the node’ s S8 utation as a query-specific val usi ng the approach
of Fig. 4BCEoT°HIBPE'Yefdral |y using the approach of FI g. 4A). As stated
earlier, a node's reputation is processed by a Gossip Monger handl er.
Thus, the r eput atchori RaAdiddrgs deseei bed hatiel e dRYndangexX ppdethvhyed

handl er as s@?@cqﬂgntQn&gp@&ftgn@%r%icp@%g:oﬁdeggft]fh%li'lepé aRrXP%le Bﬁ %t_’lor art

reputati on
P gP networks. When used in the SSP environment discussed earller, an SSP:

25 using this node efficiency information can make run-time decisions abott
how to select a storage resource and provision storage resources, thus
improving service to customers of the SSP and increasing the likelihood of

meeting commitments in SLAs.

30 A reputation provides hints to remote nodes about the capabilities
of a node, and as described herein, provides that information in terms of
the node’s ability to respond to queries. When used for the purpose of
file sharing, issuing a query to a node represents asking the node “Dc you
have a file of this description?”. A responding node supplies its

35 reputation to inform the requester that it can answer that query (i.e. it
can provide the requested file), and also to indicate how successful it
has been in the past at serving files (using the approach in Fig. 4A) or

at serving this particular file (using the approach in Fig. 4B).

40 Referring now to Fig. 5, an example showing the preferred technigque
for specifying content meta-data (that is, information about particular

content) is illustrated. Using meta-data information of this form, a node



Tracking a node's efficiency facilitates nmaking a nore advised selection
anong content/service providers than is available in prior art P2P
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i nproving service to custonmers of the SSP and increasing the likelihood of
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manner to hkowiRDREonasrtused for reputation neta-data (see Figs. 4A and 4B).
As shown in the exanple in Fig. 5, the "about" attribute 510 of 5

<Descri pti on> t%%eSQIEeS%@@]g{fog@Stg&%oé dentid igbnOfe LhSGORLE: OsaEE bed by
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value, and may be used to provide a human-readable description of the
corresponding content. Thus, in the example, <synopsis> 520 indicates
25 that the content stored at “purchase_order 123-4567-890.xml” is a purchase

order for AMEX customer # 123-4567-890.

The information in the <Descri§tion> element, or selected portions
thereof, may be presented to a human user, for example to assist that
30 person in selecting a content/service provider from among multiple
candidates. In a more automated environment, information from the
xDescription> element may be analyzed by a progranmatic selection process.
As will be obvious, the content meta-data shown in the example is merely
illustrative of the type of information that may be stored, and the form

35 in which that information may be expressed.

The Gossip Monger is responsible for appending a SOAP header of the

form shown in Fig. 3B to outbound SOAP messages to inform a receiving node

of reputation information. This appended reputation header 350 contains a

40 <reputationRef> tag 355 that provides a reference (using “href” attribute
360) to a reputation repository where the transmitting node’s reputation

information is stored. (This stored reputation information, pertains to



time mght be conmbined into a single "Date_Time" attribute.) The val ue of
the <Creator> tag 515 identifies the person (in this exanple) who created
20 the cowDenws4186 t ernati vely, a process identifier m ght rog/amedo@s t he
val ue of the <Creator> tag, such as the LByuid of the P2P node from which
the content originated. The <synopsis> tag 520 preferably has a free text
val ue, and nay be used to provide a hunman-readabl e description of the
correspondi ng content. Thus, in the exanple, <synopsis> 520 indicates 25
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of information that may be stored, and the form 35 in which that .
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t hemsel ves fupcE qpées ofgpiay, Ceesirn¥eidereontEnt TeAVEF AP p A RSTRST PhitI GRS,
or 2o nanagﬁeasqppettéﬁ, the existing AXIS handlers may be adapted to recognizing
identifiers of the classes, and determining which operations can be
accessed by the corresponding nodes. For examgle, while “class 0”7 nodes
(i.e. the default peer nodes) may make queries and assert their
reputations, traversal paths, and so forth, nodes of another “class N”

30 (such as the system nodes described herein) may be permitted to read and
write linkbases and repositories,:effectively managing the network views
maintained by nodes. (Refer to Figs. 172 - 17C and Fig. 18, below, for
more information about implementing system management capabilities using

an additional AXIS handler.)

35.

Returning now to the discussion of the content paths stored in
linkbases, a linkbase according to preferred emboediments of the present
invention is comprised of a volatile component and a persistent component.
The volatile component is referred to herein as a sresource set”, and the

40 persistent component is the collection of traversal path definitions. The

resource set is illustrated by XML, document 600 of Fig. 6. The resource

set is defined as a collection of XLink locator links. One group of these



reputation (e.g. to nodify node X' s stored reputation information such 20
that it nowidentifies a nenber Z of node X' s peer group as being

mal i ci ouswo oBefies abl y, this type of system nanagenent capahidBoBPoG43

i npl enented using a new AXI'S handl er, wherg the system nanagenent function
may be considered as a Super Gossip Monger in that it can override the
functioning of other Gossip Mongers. O, when nmultiple classes of nodes 25
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Each <node> element is a locator XLink (see, for example, the “type”

attribute at 615) with an “href” attribute indicating the network endpoint
of the node which is maintaining the linkbase with ID equal to the value
of the “role” attribute. For example, “href” attribute 620 has the value

30 “http://9.56.34.12/so0ap/rpcrouter”. According to the mapping in element
615, this URL represents the node which is managing the linkbase having
the persistent LBuuid “9.37.43.2- 05/04/01-12:02:05:37-NetZero.net”. The
first <node> element 610 pertains to'the local node (having a “local”
attribute whose value is set to “true”), whereas the other <node> elements

35 630, 645 pertain to remote nodes (having a “local” attribute whose value

is set to “false”).

The <content> element 660 is also a locator XLink. The ‘href”
attribute 665 of this mapping indicates that the storage location
40 *file://usr/awesley/etc/downloads/purchase_order 123-4567-890.xml” is
currently used for storing the local content identified as “purchase_order
123-4567-890.xml” (see “role” attribute 670).
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of the content from one
by (or at least entered the network at) the node managlng the

%12.37.43.5-03/03/01-08:35:13:04-MindSpring.com” linkbase (see the value
25 of “from” attribute 720). The value of the “to” attribute 725 indicates

that this content was then downloaded by the node managing the

%12.37.43.5-03/02/01-03:45:23:02-MindSpring.com” linkbase.

Continuing with the <arc> node 735, the value of “resource”

30 attribute 750 is identical to the value of ‘“resource” attribute 730, and
the “from” attribute 740 has the same value as the “to” attribute 725 of
the previous <arc> element 710, indicating that this is a further
traversal for the same content. Thus, the final “to” attribute 750
indicates that the content was downloaded by the current node. If an

35 application reading the linkbase identified at 750 wished to access the
content specified at 750, it may do so by leveraging the <content> XLink
defined in the resource set. See reference numeral 660, where the
corresponding <content> element is defined. By matching the value of the
vregource” attribute 750 to the value of “role” attribute 670, this

40 <content> element 660 is selected from the resource set, and the actual
location of the content is then found using the value of its “href”

attribute 665. Thus, in the general case, the persisted arcs represented



to another. Arc XLink elements |everage the roles of.resource and | ocator
15 nodes. The |l ocator nodes are defined in the resource set, as illustrated
by Fig. 6woanws4ibe resource nodes are identified using thecTramowocae"
attribute of the <arc> nodes in Fig. 7. T '35 wi |l now be described with
reference to the path beginning at <arc> l'ink 710, which specifies that

the content identified at 725 as "purchase-order 123-4567-890.xm " (which,
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25

Preferably, the “a” parameter serves as an indicator of the provider
of the IP address (e.g. its domain name), as described earlier.
Alternatively, *“a” may be a parameter as used in prior art UUIDs, which
use a random number. Any UUID generation algorithm may be used, however .

30 to allow for accountability and tracking as has been described above, it
is preferred that the generated value be in a form that provides the:
ability to trace a linkbase to its owner and thereby track a content

resource to its origin (and the peer nodes which downloaded it).

35 When initializing the linkbase, a set of arcs is created to
represent how the node’s local content has traversed the network. (Refer

to Fig. 7, where examples are discussed.)

Once an LBuuid is available for the node’s linkbase, stage three
40 commences to broadcast an ‘“alive” message from the node (Block 830). The
alive message advertises the node’s presence on the network. In preferred

embodiments of the present invention, the alive message leverages SOAP



t he node does not have a static |IP address, a dynam c address assi gnnent
technique of the prior art (such as the Dynam c Host Configuration

Pr ot ocol ,woro3/0®H&P", or the Auto I P protocol, etc.) is preCaraiByoassed for
this purpose. (If a node has a static IP d4dress then it may skip this 15
stage.) As a precursor to the second stagé,” a test is nade (Block 810) to
see if the node already has an LBuui d of the formdi sclosed herein. If the
result of this test is negative, then in stage two, an LBuuid for the 20
node' s | i nkbasenrangengrededs (Bloe kud2jast Thiseanegatiby eof esth,t a8€ H1N6woON
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paranmeter as used lor art Ds, which use m nunber .

gener ati on G §ort tq‘fnfgrﬁf“’ﬁer‘?%%ﬁtl%oﬁ%%lthe Bﬁe%taatllf’ﬁ%ﬁf? ofLSERb 33? Vi ty
and tracki rfreasepisg theerinfdeyertiped sabowre, 1 tFigi 59 msebeimdedraiided thyea
gener at ed vaimgee e nkNc@ of Q6Mardehati eroViidastifegh @Drhidsy bEcdib@ee 935. The

linkpase tq,{,8 ot Iaa@@r%&%r eplyog&geg %ﬁ%\%\ﬁ@tmrg&&u%%eeph@auﬁ% origin

(and the peer. no en initializin
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alive nessa network. 1n Rr ferred

e adve nc t he
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version of HITP, and allows the alive nmessage to be sent to all nodes on

the subnet. A sanplg,al, ¥y BRS SA%ER LSl kL Lﬁlfa&@atteq EQJRFI” wﬁch%%@s &o a

<notification> el ement has a t%io attrl uang 10_set to "alive'
Accor di ng tG prei%erred 8 wﬂrjél?'ltas PR i£0% mdd %5@331%33%"61& fies the
LBuif d val L?eraﬁbebltehér%@bi% npfipk b&kes @see ysheg dhenkBaser Gcs| Rafeht Wik 925)

and a refermncerdfdsthe nbdeilsve udissaon iaf tiiss opyinnr sputratiennésealyhte
<reput ati onRgf x: .5/ %H?J“ho@&s 289) pun1T8E HEPHLAL LE b QfcABE 1193 glSmiAgWN i N
Flg 9 as [¥ek2§kép OYlégi %gr this service, but also the binding key for this
file-sharing service.
25
2) Some non—UDDI<way to discover a node’s file-sharing service,
such as a Web Services Inspection Language (“WSIL”) reference. WSIL is a
notation designed for assisting in the inspection of a gite for available
services and for specifying a set of rules indicating how
30 ingpection-related information should be made available for consumption.
WSIL is. defined by IBM and Microsoft, and consolidates concepts found in
earlier endeavors referred to as “ADS” from IBM and “DISCO” from
Microsoft. (Refer to “Web Services Inspection Language (WS- Inspection)
1.0”,  Keith Ballinger et al. (November 2001), published by IBM on the
35 Internet at
http://www-106.1ibm.com/developerworks/library/ws-wsilspec.html, for more

information on WSIL.)

In the example in Fig. 9, the second option has been selected, and
40 thus attribute 915 is a ‘wsil” attribute which specifies a URL at which

WSIL information is stored.



sinmple link to a docunment identified through an "href" attribute 935. The
10 value of this attribute provides a URL where the node's reputation
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how to find the sending node's persisted izgenti fier and the |ocation. of
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val ue
other reasons, causing it to fall behind in what it knows about that

25 remote node.) However, if the local node has identified the remote node
as malicious, then (in the general case) the local node preferably ignores
the remote node’s incoming view of its reputation. Other technigues for
deriving a local reputation value for a remote node may be used without
deviating from the scope of the present invention, such as averaging the

30 local view with the remote node’s view, or extrapolation (e.g. to
incorporate what the local node knows, and what it does not know, about

another node’s interactions).

When a system-level Gossip Monger is defined, and has permission to
35 inject reputation information into repositories maintained by peer nodes,
then the local Gossip Monger may have its view of a remote node’s

reputation overridden by this system-level Gossip Monger.

In stage five (represented by Block 850), the local node issues what
40 ig referred to herein as a “spy” message. Preferably, this spy message is
sent directly to all peers who have responded {(at Block 840) to the local

node’s initial “alive” request, and essentially requests that each peer



representing how successful that node is at handling queries. (As

di scussed with reference to Figs. 4A and 4B, the stature value may 10

repr esentwalo/osfisé¢ he node' s queries, or query-specific valragscBoapodae
provided.) If the local (receiving) node has its own version of the renote
node's reputation, then the two reputations are preferably nmerged for 15
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what 40 is referred to herein as a "spy" nessage. Preferably, this spy
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t he | ocal es I e N
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enabling the | oca eto nam ca earn et wor K togaponsgy The
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its own alive message (and in response to its spy message, when
implemented) to update its in-memory table entries which map network
endpoints to the linkbase IDs of remote nodes. ' The collection of these
entries comprises the <node> elements in the local linkbase’s resource
set, as illustrated by the example in Fig. 6. The update process

30 comprises updating URLs as necessary, such that the in-memory table
identifies the current location of the node assoclated with each LBuuid.
(Note that because the resource set is an XML document, which is
preferably stored using a Document Object Model or “DOM” tree, adding new
entries corresponds to creating new DOM tree nodes. Technigues for

35 building DOM tree nodes from XML’syntax elements is well known in the

art.)

A node may also update locally stored reputation information
pertaining to the remote nodes which return alive messages in response to

40 the spy message. Refer to the discussion of Block 840, where this
reputation updating is described with reference to the nodes responding to

the node’'s own alive message.
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for alive "Res¥EGEsCFIBnT vt HEP’ PE&r - nodes,. preferably over a reserved
HTTRMJ channel, and sends an alive nessage in response (which is anal ogous

to the alive respensg TESSagRSoiescldched phictbsd ebepaiteanly Bhomkn8d0) .
This 11 SteEMnggeby the node evaluates the reputations of its peer nodes to resolve
what are referred to herein as ‘“broadcast tiers”. These broadcast tiers
specify a hierarchical approach to query resolution, and the peer nodes in
25 each tier are selected based on their perceived ability to satisfy the
query. This hierarchical approach attempts to reduce the number of query
request messages and response message which traverse the network.
Preferably, a pattern matching approach is used to determine which nodes
can answer a particular query, using the <QuerySet> in each node’s
30 reputation. Refer to Figs. 4A and 4B. For example, if a particular node
cannot answer the “purchase_order 999-9999-999” query pattern represepted
ising the syntax at 420, then it is inefficient to send a query of that
form to this particular node. Instead, the nodes whose reputations
indicate that they support this query, and which have relatively higher

35 stature values, would be selected as a first broadcast tier.

As an optional enhancé@ent of this pattern matching opération, a
site summary may be 1everagea. “"Site summary” refers to a content
syndication technigue provided using RDF and known in the art as “RSS”. A

40 site summary may comprise a set of content descriptions, describing the
content/services available from a particular site (i.e. the node’s query

set). When the set of descriptions is changed, for example to add new



5 process is preferably ongoing, enabling the node to maintain awareness of
its peers on the P2P network and revise its resource set (which caches
correl at iwoslbetiseen LBuui ds and URLs) and the | ocally- st @ecat:gmemocd?
reputation information accordingly. 10 Fi% 11 provides a flowhart show ng
a flow that may be used by a node as it 3quests content fromits peers.
This process begins at Block 1100, where a user defines the query of
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known in tHela7trasgdRsE - A240 Asg’ £ ATe r se<%1uer§ cont ent
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t he description can proactive
gece1v1ng peers as a type o© % ﬁ&éﬁe whereby they are being queried to

determine whether they do in fact support this query, and what they assert
25 as being their current stature for answering the query. The message sent

at 1120 is not an actual content request.)

If no satisfactory response is received from any nodes in the first

tier (i.e. none of the queried peers is able to respond to the guery with
30 an acceptable stature), then control returns to Block 1110 where a second

tier comprised of the next best set of peers is identified. (Preferably,

a time interval, which may be configurable, is uséd to limit the time

spent waiting for the queried peers to respond.) This second tier

preferably comprises those peers which also support this query but have
35 lower stature values than the first tier. The reguests are then sent

again by Block 1120.

This process of sending query requests to peers in various tiers
will continue until all non-malicious peer nodes have been queried, or a
40 satisfactory response to the query reguest has been received. Control

then reaches Block 1130.



syndi cators of the content using RSS. Nodes initially |learn of one
another's reputations via the alive nessages, as discussed above. As the
nodes parwDm3p84186i n i nteractions with other nodes, their pCcamRroanI@Ns 5
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specification of the content meta-data (see 1325) from the responding

25 node. As shown in this example, the responder indicates the name of the
document it would return (see the “about” attribute value at 1330);
content creator information including the date ‘and time of creation, as
well as the name of the creator (see the <Creator> element 1335); and a
synopsis pertaining to the named document (see the <synopsis> element

30 1340).

The content meta-data from the collection of responding nodes is

then evaluated by the user. As stated earlier, this user evaluation may

be performed by a human, or by a programmatic process. When the user is a
35 human, the value of the <synopsis> element 1340 is preferably displayed on

a graphical user interface panel, and other values from the <Description>

element 1325 may also be displayed if desired. ‘After analyzing -the

content meta-data, the user identifies his/her/its preference for which

peer or peers best satisfies the guery, and a request for the content is
40 then issued as a SOAP POST request (Block 1140).



guery request to nodes which do not indicate support for the query:

because of the ad hoc nature of the network, the local node will typically
not know wbe3f®ease current i nformation about the reputati omeTadBoalobésof its 5
peers (including their query sets) all of the tinme. Thus, a peer node

whi ch can do a good job of responding to £Re requested query may be found,
even though the | ocal node's information does not show that peer as being
a good candi date. 10 Returning again to Fig. 11, assum ng that one or nore

of the queried pagr 54r&%p@&@satmrpléfmmdpoémnré@féstsumomtﬁ hhscrguery, in
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identifying its own representation of its reputatlon (see 1510).
25
The processing performed at Block 1150 comprises extracting the
traversal path and remote reputation information (after first decrypting

the message, if required, using a decryption handler).

30 The digital signature handler then verifies all digital sigpatures
on this message (Block 1160). If authentication of the sender fails, or
message integrity checks fail, then this will adversely impact the
reputation of the peer, and the reputation asserted by that peer node will
preferabiy be ignored. (Alternatively, it might be desirable in a

35 particular implementation to decrement the local version of this peer

node’s reputation under such circumstances.)

The locally-maintained reputations of all peer nodes who were issued
the content request 1400 are updated (Block 1170) to reflect their success
40 rate at satisfying queries. Preferably, this comprises incrementing the
value of a “totalQueries” attribute, and incrementing or not incrementing

a success couﬁt, as appropriate for this particular responder, followed by



content request is transmtted according to preferred enbodinents. In this
exanpl e, the SOAP envel ope enbodi es a <get Content> el enent 1405, which has
as the vawoe3os48és "1 D' attribute 1410 the text of the ueer/GBo3/oc@nt ent
request (which was sent in the query requggt message of Fig. 12).
Alternatively, the value received in the "about" attribute 1330 of the
response nessage may be used as the value of "ID' attribute 1410. The peer
node preferably returns the requested content encoded as a 10 SOAP
response nessageuminghtie mtbtipar t IriVipk-éferpud pasedimires netheMatdtulbext Bnsi ons
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asserted by that peer node will preferably be ignored. (Alternatively, it
m ght be desirabl e | a 35 part cul enent on_to decregent 4 | ocal
version of this °é°§r agn PBpUt'a |eoxr11:rrgﬁl sué’h TTClnstances. &
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cont ent reqeskflt00iamerupdatredudsBl gl chlnl) itnatethestatde pf sthecess 40
rate at satﬂrggya&gnga@rl es. Preferably, this conprises increnenting the
value of a "total Queries" attribute, and increnenting or not increnmenting
a success count, as appropriate for this particular responder, followed by
V\D 03/ 084186 pC'Iﬂ]L@B@y @CeB4te g'g:g 16, a preferred embodiment of the prov:Lder flow

25 with which a (remote) peer node evaluates and responds to content requests
will be described. This process begins at Block 1600, where the peer node

receives a query and extracts the query string from the received query.

In Block 1610, the peer node performg a pattern matching operation
30 to match the extracted query string against its own content meta-data to
determine whether it can answer this query. (Refer to Figs. 4A and 4B,
where a sample <QuerySet> element identifies the queries a particular node
can support.) Note that a particular implementation of the present
invention may leverage a site summary to expedite this pattern matching
35 process, as described earlier with reference to identifying target nodes

for guery messages.

If this peer node can perform the requested query, it creates a SOAP
response message of the form described above with reference to Block 1130
40 (which discussed the requesting node receiving the resbonses from
potential content providers) and returns that message to the requester

(Block 1620). As discussed above, this response message contains a SOAP



5 reconputing the stature. In preferred enbodi nents, the stature is
conputed by dividing the success count by the total Queries value. These
updat ed vabuessase then | ocally stored. In alternative enirodiGrRnaess7t he
stature may be conputed in other ways. In_Block 1180, assum ng the peer has
been successfully authenticated, the tr avér sal pat h i nformati on obt ai ned
fromthat peer's response nessage (see reference nuneral 1505 of docunent
1500 in Fig. 15) wll be stored locally and associated with the
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message Co%tr%lfre]lsabq_ys%,v\gl&?’/tg%:lt%g l‘ﬁ%le watches for incoming requests on an
on-going basis.) Otherwise, if the awaited “please perform this query”
request message is received, then processing transfers from Block 1630 to

25 Block 1640.

Block 1640 invokes processing of the requested query, and formats
the result as a SOAP response message using multipart MIME attachments (as
described above with reference to Fig. 15).

30

Tn Block 1650, the Path Intimater of the provider node prepends a
reference to the content’s traversal path as a SOAP header for the
outbound message. Refer to Fig. 15, where SOAP header 1505 provides the
traversal path definition information, as illustrated by Fig. 3A. (As

35 described earlier, the <traversalPathRef> tag 305 in header document 300
provides a reference 310 to a linkset which stores the traversal path of
the specified content within the peer network.) The present invention
also updates the locally-stored content traversal path definition (e.g. as
being generated by this node with particular date and time values, or

40 forwarded by this node with particular date and time values, as

appropriate) .
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25 Bl ock 164Qs:Bloeks 1640 imvekessspr pcessing of the requested query, and
formats the result as a SOAP response nessage using nultipart M M

attachnments (as described above with reference to %Fg 12 $ I n Béock
16505 the Path ITi AeREPied HeRBOTRROUSTEFe Nt &RHt SHEhdE Y S*PEf ol EHEEPS t he

content's tuhavetrsahepddrds asl atSOMRehendey fhor Didigal otidhatyne hewsage (BIReker

to Fig. 15,1 swher en90AR heaslels1R05R-ps QW des: theurnkaamersal rgaatdredef i nition
information, as illustrated by Fig. 3A. (As 35 described earlier, the
<traver sal Pat hRef > tag 305 i n header docunent 300 g{ow des a refer nce 310
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management 1nformatlon that 1s processed by ardler 1in receiving
nodes. The additional AXIS handler which provides system management

25 capability is referred to herein as the “Management handler”. Because
there ig no centralized management node in preferred embodiments of the
present invention, the nodes which may function as management nodes (e.g.
directing other peer nodes in some way) are preferably those nodes having
a reputation with a relatively high stature level.

30

' Due to the evolutionary trust model disclosed herein, any node may

potentially achieve management stature and thereby operate as a system
node. Thus, the system management functionality may be deployed in all
nodes on the network if desired, or in a plurality of nodes. The

35 management code in a gystem node is preferably certified by a certificate
authority, enabling other nodes to trust messages issued by that code:
digital signatures on these messages allow the Management handler in

receiving nodes to verify the source of the messages.

40 In preferred embodiments, the Management handler supports two new
header types, which are referred to herein as “peek” and “access”. The

peek header may be used to inform a node that its traffic is to be
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nmessage. (Refer again to Fig. 15, where SOAP header 1510 enconpasses the
respondi ng node's 5 version of its reput affon, as illustrated by Fig. 3B.)
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t he source of ?Jheg fessages er('ireh(jf fe |rr§n Sy tl}j %lstm%ht
handl er Suﬁﬁaﬁggnepﬁoh 1 may then forwar this information to e co-
Gossip Monger handler. In the example, the reputation reference 1750
25 identifies the 1ocetion of a reputation repository where the asserted
reputation information can be found. The receiving node may choose to
retrieve a copy of the reputation for storing locally; or, the receiving
node may choose to store the link, and access the reputation from the

repository when information is needed. Alternatively, a syntax form (not

30 shown) may be used whereby the reputation itself is encapsulated within
the hHeader (with attributes for identifying the LBuuid of a peer node, its
asserted stature, and optionally its guery set). "The “href” attribute

1740 provides an address of the system node, enabling the receiving node

to identify the sender of the header.

35
In the example <access> header 1760 in Fig. 17C, which illustrates a
read operation, the command provides a “linkBaseURI” attribute 1780 to
identify a linkbase to which the system node seeks access. In the
example, the value of this attribute uses xpointer notation to signify
40 that the <content> element is to be located within the <ResourceSet>

document, where the example document is stored at
*http://9.56.34.12/1linkbase/1b.xml”. Attributes may alternatively be
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peek header may be used to informa node that its traffic is to be WD
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chobse to retrieve a copy of the reputation for storing locally; or, the
recei ving node Rediyrichngoser tto Bior é81 ke mhigvepeaindlae ces shevve th@p@?ﬁtﬁ@on
fromthe rieposidn@Ey W8Dstdf AsdRL o dasryierdetk sAktel Rabdgealys a syntax
form (not 39,9N0u0) I Be dsgd e Sy Lig eRULALE Arhb2Eh) 1 S

encapsul at q the? heade attrirbutes enti t?’ue LBuui d

of a peer H@B% qhﬁssy%gle’?‘{dédl%‘f ﬁrfé“e BRRl GPETOMAr P ety r eP5eF The
"hraf" att hiebdde is1943 pr oviddesasamhaddres sthef netherky sthéah nedebe alrapdtiadgby he

recei vi ng nader ikauadanbefyaithe sepeefes0fad Resheaderabodd ditnt heree¥adple
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command provides ‘a "linkBaseUR " attribute 1780 to

Once the peer nodes begin replicating their SOAP traffic to the
25 system node, the éystem node monitors that traffic (Block 1810). In
particular, the system node preferably monitors all transmissions of
reputations and content. The system node can therefore observe what the
various peer nodes are asserting their reputations to be, including
references to their reputation repositories, and can also observe whether
30 content from particular nodes is being accepted as constituting a

successful interaction.

In Block 1820, the system node is shown as evaluating the monitored

traffic to detect security events. Preferably, the system node triggers a

35 security event when false reputation information is asserted and also when
tainted content is being propagated. For example, if a node asserts that
it has a high positive stature value, but the system node has observed
many peers rejecting content from this node, then the system node may
conclude that the asserting node is a malicious node. Similarly, the

40 system node may detect peer nodes rejecting particular content, and may
conclude that the content is tainted; a security event is preferably

triggered in this situation as well.



identify a linkbase to which the system node seeks access. In the exanple,
the value of this attribute uses xpointer notation to signify 40 that the
<cont ent >welomernssi s to be |l ocated within the <Resour ceSetPeT/GRIcO0@ENt
where the exanpl e docunent is stored at

"http://9.56.34.12/1i nkbase/l b. xm ". At trilBut es may alternatively be WO

03/ 084186 PCT/ GB03/00647 35 provided on the access conmand for accessing
the reputation repository or content repository. The "href" attribute 1770
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and can al ﬁ?néﬁ%felrf\?er%’éf’lﬁe?n 3BETREEM: ' rom particul ar nodes is being
accepted as constituting a successful interaction. In Block 1820, the
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where the system node issues an access command to assert that content

stored by a peer is tainted (e.g. to access and overwrite linkbase data in
25 order to modify traversal paths). The linkbase may also use a regerved
area, into which the system node can write content path traversal

information.

The system node may also be allowed to issue commands to overwrite
30 the node’s locally; stored content, if desired in a particular
implementation, as discussed earlier with reference to use of other
attributes on the access header. Processing of access commands that
affect the content repository may be performed in an analogous manner to
that which has been described for commands affecting the reputation and

35 content traversal paths.

Once the security event processing is complete, control returns to
Block 1810 to continue monitoring traffic of the peer nodes. (As will be
obvious, the security processing is preferably performed by a separate

40 thread, such that the monitoring is not interrupted.)
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conclude that the asserting node is a malicious node. Simlarly, the 40
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The dlsclosed technlques enable transient communities in P2P networks to

be managed, and allow for exchange of secure transactions where message

25 integrity can be ensured in transient communities.

The Hailstorm project (also referred to as “.Net My Services”) from
Microsoft Corporation has been characterized as a P2P technology.
However, the P2P support therein appears tb be limited to instant
30 messaging. Other existing P2P networking products such as JXTA, which was
discussed earlier, do not provide the features disclosed herein for use

in transient communities.

As will be appreciated by one of skill in the art, embodiments of
35 the present invention may be provided as methods, systems, or computer
program products. Accordingly, the present invention may take the form of
an entirely hardware embodiment, an entirely software embodiment or an
embodiment combining software and hardware aspects. Furthermore, the
present invention may take the form of a computer program product which is
40 embodied on one or more computer-usable storage media (including, but not
limited to, disk storage, CD-ROM, optical storage, and so forth) having

computer-usable program code embodied therein.
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whi ch has f%laﬁe%ms Tﬁe‘g/e c gdncéedl%m% “*Ma 5 qg‘Lfé %e%&{l ?OE/ St %héprgl node

in the resotséauggprns a%eﬁ%rﬂoﬁewﬁg Bfoor@e| Je‘%‘ﬁtﬁ@‘:"tlf?élse‘}lﬁyr P%sprrogf%‘?drl Ad to
t he node' s diBueéchr b @ ghhglall Bumeak| ayphiey, spesiadi piroglerncarhetsyyst em node

det ects thalyraafad L6436 REEHLEhA0PRod S mRANIEId QA Ghro8dsspal Napsrdduat to

respurces of_ ather es are _un Qe be
usegyto nn&’ﬁé T ﬁk%asémﬁéf%¥g glt tﬁglégggﬂﬁlg%§ FREBS3xE gg%h t hat

servigc
traffic is Rré’cﬁﬁoé’c%dthﬁoc%mpd‘fcﬁlf é’rreﬁfhernBH‘ég’iﬁﬁ@?%let ﬂ%tacé?ﬁ?‘éerﬁs”(‘%l‘ap?ﬁ%atus’
servi ce) neyeakté erenasifoel yenebtiaiondt: fi8ctAconh aspesddieddénurist e diagrhe

t echni ques. dicgCh05edwdengE N PbO¥dI @i dyrafr BIERWOBK fleeka managed peer -t o- peer
networ k, and enabl e. maintaining peer relationships across invocations and
reusi ng those rel ationships and identities as ad hoc communities are
forked. As di scUESEE BBYEST BELF A HPHFYes Ey™BhEer° AFdSTEE et Re net wor k
at will, armbmbh'&rt—eemeaesemOdystdvla@sm dereitn aesraipliben cov disrgosrgsariaby &
managemant 1da@deJ_QJth§§1ngS¥}§;§£ﬁtﬁ§Vc%| riddtebh ORS al padcheupresenee, dduchhase

transi ent GOIMUILLLES: ons gteor%wr{)%ﬁsdco&ngs@&_%g&ab%@almm%rgrmﬁwgﬂm article

uc
comuni ties |nlﬁ§§ | ow for exchan

aged
secure t rarfsfaﬁﬂltf%t%f?eﬁécﬁgéaég%lg’éls’égu‘itﬁ’rf”éd?eiaflﬁ e e et e d ?nt%PF%Jr?é’l ent
connuni t i esspethiéiddaih sther fqur 0 epiem( Glogoor eflers ednflforadlochNgagppmSeierkces”)
from M craggtis Corporation has been characterized as a P2P technol ogy.
However, the P2P support therein appears to be Iimted to instant 30
messagi ng. Qt her_ existing P2P net wor ki n%lgroduct ch as éjch_pko whi ch

The computer program instruc ns may a so e load a computer
or other programmable data processing apparatus to cause a series of
25 operational steps to be performed on the computer or other programmable
apparatus to produce a computer implemented process such that the
instructions which execute on the computer or other programmable apparatus
pro&ide steps for implementing the functions specified in the flow diagram
flow or flows. and/or block diagram block or blocks.
30
While the preferred embodiments of the present invention have been
described, additional variations and modifications in those embodiments
may occur to those skilled in the art once they learn of the basic
inventive concepts. Note also that while preferred embodiments have been
35 described with reference to the web services environment, the disclosed
technigues may also be used in other P2P network environments.
Furthermore, while preferred embodiments have been described herein with
reference to SOAP message and particular syntax for message headers,
documents, etc., this is for purposes of illustration and not of
40 limitation; alternative message formats and alternative syntax may be used
without deviating from the scope of the present invention. 2additionally,

whereas reference is made herein to transient networks, it may happen that



di scussed earlier, do not provide the features disclosed herein for use in
transient communities. As will be appreciated by one of skill in the art,
enbodi merwe 00/084186 t he present invention nmay be provi ded @sTramdo0ks]7
systens, or conputer program products. Accordingly, the present invention
may take the formof an entirely hardwar €%enbodi nent, an entirely software
enbodi nent or an enbodi nent conbi ni ng software and hardmare aspects.
Furthernore, the present invention may take the form of a conputer program

product whi L&W%Qk%g%gg sQQbﬂ%eQrm}er@u&eomkﬁ QhodSabl et orage aRdi a

i ncl udi ng, not limted di sk |caI storage, and
go forth)g Wﬁﬂ“VCBWb&FéFmﬁgﬁﬁ?%aﬁrB e%ﬁ%% Cﬁ%m5|e§%$%ereln WO °

03/ 084186 38 cPUREROS/006Y 7suPPef et Pelir a1h 6t r’u‘a@ﬁ?%@gﬁrave’l?b&éé#r@esbfr itBed with
reference tatbh@w thet ageammmeandd aflabhoekati agr s tofiedrebhods pdappah athes
syst emns r 0 rdi t i ts @f1t he
fnze%tlo% %ﬁgfeﬁg¥$g@§kﬁﬁ&g?S?gggjt%§%¥zggﬁggfgapgﬁdﬁggﬁgﬁgggﬁgf the flow
di agr ans artheBi® 5081 5P dP AdPEnE Bt tonbi nat i ons of flows and/or bl ocks
in the flow diagranms and/or block diagranms, can be inplemented by conputer
program instructions. These conputer programinstructions nmay be provided
to a processor of a general purpose conputer, special purpose conputer,
enbedded processor or other progranmabl e data processing apparatus to 10
produce a machi ne, such that the instructions, which execute via the
processor of the conputer or other programuabl e data processing appar at us,
create neans for inplenenting the functions specified in the flow diagram
flow or flows and/or block diagram bl ock or bl ocks'. 15 These conputer
programinstructions my also be stored in a conputer-readable nmenory that
can direct a conputer or other programmable data processing apparatus to
function in a particular manner, such that the instructions stored in the
conput er -readabl e menory produce an article of manufacture including
instruction nmeans which'inplenent the function 20 specified in the flow
diagram flow or flows and/or block diagram bl ock or blocks. The conputer
programinstructions nmay al so be | oaded onto a conputer or other
programuabl e data processing apparatus to cause a series of 25 operational
steps to be performed on the conmputer or other programmable apparatus to
produce a conputer inplenmented process such that the instructions which
execute on the conputer or other programrabl e apparatus provide steps for
i npl enenting the functions specified in the flow di agram



flow or flows. and/or block diagram bl ock or blocks. 30 Wiile the preferred
enbodi nents of the present invention have been described, additional

vari ati onwoanams4mei fi cati ons in those enbodi mrents nay oc®@aT/GBY3HNEAZE
skilled in the art once they learn of the basic inventive concepts. Note

al so that while preferred enbodi nents havé®been 35 described with
reference to the web services environnent, the disclosed techniques nmay

al so be used in other P2P network environnents. Furthernore, while
preferred enbodi nents have been descri begtaigsein with reference to SCAP
message and particul ar syntax for nessage headers, docunents, etc., this
is for purposes of illustration and not of 40 limtation; alternative

nessage forhmats AMPTAPE XfnBETSHE t S kT EFRIUERPS Wi ISP e b7 %ti%g from
t he scope ofranheepr esenirk nuenhi oies Abedd porellleytiomhérdasneoddserarics U
mades her ei Nt O LEARST 81} ABLYOLESy ile TRYmPARAAY stk WO 03/084186 39

PCT/ GBO3/ 00647 L he snetyork 10ROLOGY.-SLADILLALS OYCLachidBhe B LOUSLDE ! erm
“transi ent netwprskégml r%y be construed as referring to networks that have
an archit e¥tWdY el ERe S¥5PSFY's a transient topol ogy. Therefore, it is

i nt ended t hat thereappendedecdimicast shde|ideetitiensfouedch ofi bt adéehotbot he 5

preferreﬂ eméogjl{@][a& ﬁf&dcyabf SHCRoaak hed }tﬁ@s:le%ﬂdrmdi ficati on/s agg}}‘ al |
within the scope_of .the invention. 3/ 084, 4 I (T B03/.00647 1.
A NE{) hod of persi'Stent |y THERL: ?ﬁwr?\égn%}(feggjf%ﬁge?%éﬂr%@ apgxr/lgnga transi ent
net wor k corRAFNi-EFES BPT édantdiPectP8n of the nodes making up 5 the network
may change over ddime, tlcomprsisitagt Stodpsidehtifissi grinsgolre ieaft inafe retidentidty
address to &%glhi&ggﬁby&ﬁ_f @ni:]Ee?lti.rﬁ'iirjﬁal t}ghee%&fxb’oﬂimQ\rénhehdi@hl/g\@rd_iif_f&feelfﬁti ng a
persi stent node_ i tifier for_eac t nodes pon. thedaiktial.entry
of the nodenelqcﬁf’rok taﬁgr?lsest wet 18c Tf)s%s(ltngrgi?log tge r?éjp%i Ty bet ween ?C#e t|Eni tirlgl
netwbrk address and the persistent node identifier; and using the
persi st ent node Trdemtifdderctardinsdlovelaach, nodeher icdupristiyy tpgontgpEsot
subsequent entry,dAtRidd)e roetaMgiksi cRVEN ohBosighna hickh prepat ai sTetewd keaetdkess
may be assi %gsst %ot S %%9@1&%1999 rgor&g éﬁ!}l‘ﬂs@ﬂg%ﬂgsgﬁeﬁyenjc?y of the particular
node into the network; and
20 using the persistent node identifier of the particular node to
resolve the particular node’s identity after assigning the different

network address.

3. The method according to Claim 1, further comprising the step of

25 fevising the stored mapping for a particular node, whenever the particular
node re-enters the network with a different network address, such that the
network address from the mapping for the particular node is replaced with

the different network address.

30 4. The method according to Claim 1, wherein the persistent node
identifier of each node uniquely identifies a linkbase used by the node to

sStore links.

5. The method according to Claim 1, wherein the persistent node

35 identifier for a particuiar node comprises the initial network address of
the particular node, a date upon which the initial entry into the network
occurred, a time at which the initial entry into the network occurred, and

an identifier of a domain in which the initial entry occurred.

40 6. The method according to Claim 5, wherein the persgistent node

identifiers are based on a Universal Unique Identifier (“UUID”) format.



20 2. The nmethod according to Claim1, further conprising the steps of:
assigning, for a particular one of the nodes, the different network address
to the pawoicsuwsass node upon the subsequent entry of the pacticrisans47node
into the network; and using the persistent node identifier of the
particular node to resolve the particul aftnode's identity after assigning
the different network address. 3. The nethod according to Claiml, further
conprising the step of 25 revising the stored mapping for a particul ar

node, whenever thg p ﬁ!ﬁoticéiéc%dn[&)% élealﬁni erwﬁetétel Bes \Mabislrt@ b @ di fferent
net wor k address, _suc

t hat net wor k fromt p for the
parti cul ar PROBECYIET rassie é%cft\ﬁf‘f% i ﬁereﬁf”fuf%er és‘ref Ry %HES%B‘%B(%’%%& 30 4. The
met hod acceedbigrendlCigentify ahesreredash 8nYyeY §Vsttfi§n€’aﬁd&élali deftifier of
each node uniquely identifies a |inkbase used by the node to store links.
5d T; e ! met hg]?d a%%fﬂ%e}gdt Q. d5-aig 1o mgﬁei n fhbﬁ'leﬁes:&ﬁﬁlgmsif nagest3b of ;
identifier for a_particular i ni n
the parti cUi®aRe ntﬁlﬁepe’%?laﬁ?ret Bﬁ‘g‘:h l\%ﬁ lhélf3 he 5 to (iaﬁ r §§% \rltgt)(%gh%gg%:%smég
occurred, aetwemk-at which the initial entry | nto the net wor k occurred, and
an identifier of a domain in which the initial entry occurred. 40 6. The
met hod accqy di ngy,L.0 Qt@h%&orﬁ'ﬂ% ebNciNg Persbsi@ntndiodaaviddend i ers are

based U i Ldenti fier (" UUD 86 41
e

a particulrzruesdefign Stbeedoffsa resource set havi ng mappi ngs that
persistently identify other nodes known by the particular node. 5 8. The

met hod accqrdi ngy.0 Qi@tantéoortamg hercGQRp! j Subthdrheosdepind thusiteg she

persistent node identif.i to.track .gach noo 0 r gt wor K.
9. The net Hlﬁdn%c@(?rla?]ﬁgls?%n 8 Mg %%er § qﬁeét)g%g@ai%r]g Ao\}rg %’E@f ol

partd cul ar tabede RyoAPREEESTHOW TR Ilntti'it@ Bé‘i"tqr(l;‘ul ar node responds to
requests from ot her nodes. 10. The nethod according to Claim1, further

conpri si ng hhe- step,Of qusiRgal e theFsiist 2Nt wASLAn! tentirhdlehgt € dpr Atkcher
network traversal paths 15 taken by content resources in the networ k. 11.

The net hod SSERGYH g to O aim 10, wherein the tracking st ep furth
COHTNI ses: 1dent1fy1ng, for a partlcular content resourde, where the partlcular

20 content resource entered the network, or, alternatively, was generated in
the network; and
identifying, for the particular content resource, each node through
which the particular content resource passed on a selected network
traversal, wherein the identifying steps use the persistent network

25 identifiers for corresponding nodes.

12. The method according to Claim 9, wherein the particular node’s

behavior is indicated on outbound messages sent from the particular node.

30 13. The method according to Claim 11, wherein the network traversal path
of the particular content resource 1s indicated on outbound messages-which

carry the particular content resource.

14. The method according to Claim 2, further comprising the steps of:

35 broadcasting, by each node upon re-entry into the network, a message
which identifies the node using its persistent network identifier and a
current version of its network address;

receiving, by other nodes in the network, the broadcast message;
revising, by the receiving nodes, their stored mappings to reflect

40 the current version of the re-entering node’s network address.



identifying, for a particular content resource, where the particular 20
content resource entered the network, or, alternatively, was generated in
t he net wowk;03asdsé denti fying, for the particular content PeTEBIGBJcdeach
node through which the particular content resource passed on a sel ected
network traversal, wherein the i dentifyi ﬁj‘ﬁ steps use the persistent
network 25 identifiers for correspondi ng nodes. 12. The nethod according to
Claim9, wherein'the particular node's behavior is indicated on outbound
messages semny. fram hbewdeaktdGulag 0a0dEaim30, Mderdhe thethedias cor dinwgifoed
Claim11, vgg%gl}gllhp dNetwork traversal path of the particular content
resource is indicated on outbound nmessages-which carry the particul ar
content resource. 14. The nmethod according to Caim?2, further conprising
the steps of6. 35THsr padwdstinydihy teackrimode tﬁpé‘?herrec@mrrlﬁllil%ttéetgﬁépn%’% wor K,
a message MhAkGheindentd fsicesed heptiode tisiingntilts pefEbss erhanetrwost k. selected
identifier and a current version of its network address; receiving, by

ot her nodes 1 n the network, the broadcast nmessage; revising, by the
receiving nodes, their stored mappings to reflect 40 the current version
of the re-dnteriTg nedwdsasmidbrk tadedkadgsl4 WOLOZ3I08498G 153 nPCEre GBEB/ 90647
15. The nethadudccgr dhdgrbedChabiings Wherein coitemmppeatgdane spetiriiatkd
usi ng Xlink ogagelggt dlgbdg'he nmet hod according to Claim 14, further
conprising the step of consulting the stored mappings to identify

previ ous behavior of a selected node. 17. The nethod according to Claim
14, f urt herlssonpfhesieghothecasirdprofo Eaigul t ivhgreite tEe creéHoTaphi figs to track
content crgaked-dypecepmd@emarded 10 by, a selected node. 18. The nethod
according to Claim1l, wherein the network is a peer-to-peer network. 15

19. A systemfor_ persistently identifying n ad, hoc networ ks wher e
a cbllectidd-of &RESHBUESS ishﬁteﬁlﬁ!W hléieﬂgt% nncgiﬁsc anéehoocvnetwotrks'

conpri si ng:wheears chbtecsdsh (pfi hige awdphirekang et W@ﬂ* RehvRRe EeY tHRI KV Fode
upon its ik adomehidipigi:nt o the network; 20 neans for creating a

persi stent node nllegﬁgtfcirj Qgszfggl n&actglhu%ftlta}ﬂenetﬂrggl@%ddyw tbh& dnnhddalp@ntiky
of the node into the network; neans. for storing a mappi ng between the

i ni t| al netWFk*adRFES S ARGHS Betworks

means for creating a persistent node identifier for each of the
nodes, upon the initial entry of the node into the network;
means for storing a mapping between the initial network address and
the persistent node identifier; and
means for resolving the particular node’s identity using its
25 persistent node identifier after the particular node re-enters the network

with the different network address.

20. A computer program product for persistently identifying nodes in ad

hoc networks, where a collection of the nodes making up the network may
30 change over time, the computer program product embodied on one or more

computer-readable media and comprising computer-readable program code

means for carrying out the steps of any of claims 'l to 18.

21. A method of persisting a node’s reputation in a network having
35 transient network communities where a collection of the nodes making up
the network may change over time, comprising steps of:
uging a persistent node identifier for each node in the network,
even though a different network address may be assigned to the node upon
entering the network multiple times;
40 creating a mappinqvbetween the persistent node identifier of each

node and a current netwérk address used by that node; and



the persistent node identifier; and nmeans for resolving the particul ar
node's identity using its 25 persistent node identifier after the
parti cul awonodetise- enters the network w th the different pogtermsioa@ddr ess.
20. A conputer program product for persistently identifying nodes in ad
hoc networks, where a collection of the nddes naki ng up the network may 30
change over tine, the conputer program product enbodi ed on one or nore
conput er -r eadabl e nmedi a and conpri si ng conput er-readabl e program code
neans for carryijlr&o%ﬁngt be<stcaps: @faclar}wdefsqdeagmrlgg 0.tl 8nt &bot A with hatenf
persisting a._node's. reputation. in. et wor k. _hayj r j .
communi ti edWhzre gh%or{%llé‘é‘%ﬁ’oﬁh% = hghen\é\ﬂ%%én%a%ir%]su%sgotcﬁggr{%?\%\%{%Eﬂn%lgr
change overithnge BeEDEAVEP Ngose Pdsofurtgel Myt oPe PERET NI h S8 Fdent i fi er
for each node in the network, even though a different network address may
be assignedsto the %@Q%dUQ%ﬁd%& @bl Athikher Nehupsilk BREé thepbeidd p@siltdFor 4
creating a mappi etween .t he Lst.e | tifd C e an
a current net g/or% %%aﬁndéléjggeu%ogds‘gige? ﬁ%%l E]% gl%ggn%sd\eﬂ% £Oéisé/p %%%%8(;6@%3&1&@
PCT/ GB03/ 0062 EECEr8r9s§ -results of each node's behavior as it interacts
wi th other nodes in the network, wherein the mapping all ows associating
the behavi o, Widfa hbeca0de-Luery tthotighni 15, GUErER! tietraosidcadeses ss My
Cha{l e. 3 Ze%'chTrIl’] errlerti :Locgtta.ct%%r gé) st fogc’f‘él{gfyz %t %&ilrﬁgt pc? @Pﬂsd@%m
restl ts foro édch node i ndi cate how successtul the node is a responding to
queries fréREBIIEESnodes. 23. The method according to Caim21, wherein
the recorded results for 10 each node indicate the node's efficiency at
E:IeSpondi ng\f;;l@. qUelk ﬁ@tﬁo}?}?ﬁ&co@ﬁﬂﬂf £B0ERS j-ﬁ,d%ﬂerei-ﬂrl%mghﬂﬂ.eaeﬁgfsdiﬁ&g;uked
aim 23, erein e efficien i u . el apsed tine of the
responses t°6 ?ﬁa Sﬁée?ﬁmgs?kg%% Sgoﬁr%%%gé %ﬁecg? H?%'to Clai m 22, wherein the
suctess is determined for each of the queries the node can answer. 26. The
met hod accasdi ngrheom&iaiine@rdwie tei ¢ilatine2 B uvbessin shelsteeesnéy depgrmined
col l ectivelgs, forcrabl ofe theiguefiesoddeanadewean answer. 27. The net hod
according to Caim23, wherein the efficiency is determned for each of
the queries the node can answer. 25 28. The nethaod accordin todCItai m 2%,
wher ei n t hébef f IRy P s PEEEI N AT Bl ect oty BT SEFF5T T 1T “GUer  es
t heehode carnliassvimely for all of the queries the node can answer.

27. The method according to Claim 23, wherein the efficiency is

determined for each of the queries the node can answer.

25 28. The method according to Claim 21, wherein the efficiency is

determined collectively for all of the gueries the node can answer.

29. The method according to Claim 21, wherein the node’s reputation
comprises a set of gueries which the node can answer, as well as the

30 recorded results of the node’s behavior as it responds to those queries.

30. The method according to Claim 21, wherein the node’s reputation
comprises a set of services available from the node, as well as the

recorded results of the node’s behavior as it performs those services.

35
31. The method according to Claim 21, further comprising the step of
forwarding a reference to the recorded results for a particular node,
along with messages sent by the particular node.

40 32. The method according to Claim 21, further comprising the steps of:

receiving, by a particular node, a reguest for content available

from that particular node; and



29. The nmethod according to Claim21l, wherein the node's reputation
conprises a set of queries which the node can answer, as well as the 30
recor ded wedlsase®f the node's behavior as it responds toPCh@GEN3QMETi €s.
30. The nethod according to Caim21, wherein the node's reputation
conprises a set of services avail able frofft he node, as well as the
recorded results of the node's behavior as it perforns those services. 35
31. The nethod according to Caim?21, further conprising the step of

flor war di tn% a ref %&QE&r{g‘?bEPt@cﬁ[?-_e]&&ftt@_@xdlaFceﬁé&é,z tﬁ@gg@‘ug@ﬁreﬁ_ii 6ddtaht NQUBng
al ong wi nessages sen e rticul ar _nade. .4 : e _ne .
accor di ng t"%)”% h‘?%r?i?l Cinu?%lsf'ueé‘frt e %ﬁlre iR GCHE S2%ps %?QqFaEle%néi %’/?%,mbtyhea
particul ar TrRegEatienr eepiedes fige eivrded ravattsabPe ther B ENataDAPES cul ar
node; and WD 03/084186 44 PCT/ GB03/ 00647 forwarding, by the particular

node; the rﬁquesfk%dmgﬁﬂhegécor@hﬁ)@g:o_ wWd:h sNf enpBld0BoRSSethd REetdRp of

particul ar node!s r ation,, erein th r epu i_on d.nclude cor ded
results forretvﬁélrbqargﬂ:tltﬂea‘?a%&(ﬁ\é\fa% figde, ,'T'Esé rr?é:tgﬁ%e(af]t ] ng 5 CEP% FnC?SZ,
further corfscesv¥y Ehe rsgapstofnd rf@FIaidige Me CRESSEPEi GOS8 node, its
recorded results in response to receiving the request and forwarding the
requested cONtenfpe A0rnba 3beorifify Mt ARAMASE AL NGt BofdrakMB2ne fdcbhast

co 5' sing the- Srteecgsv:tpf : hé %%X}&% ct:ol}l eltlgra\.li\:lagdregceggmgeg%dgl afal ECEI VI NG
node! and storing. by th&"F eCal'Vig Rode responsive to . the receiving step,
a |ocal versionsteFithe PhaFtd aFAVADICE FEPAPAT0R® MTeF BTG Ve slt%if
versi on refleeal svarhedthert tie ppeceiuwed nodend erbuis-isat ivdiegetoritye tiockhe

recei vi ng nRAe; o33 The sNpidiedr a0G0r8id1gell ek ahiNid lsa i by CEMREE ST NY

the step of __broadcasting a nessage, by each node as it enters the network,
thereby advertisi'ng°tte node's version of its reputation, wherein the
repttati on conprises the node's view of how successful it isinits
interacti oress.wi tthe 28twtihaccondtes tonCldie Mot oriher3gomprieirethedtaecd di ng
to Cai m 35, uhelLh R thecsaRidt aty @ach Wolibeds 1€0dMYe6 eheC oWk, araktabl e
from the broadeasting ode,. 25,&k:olne EL Nad.Aeaondifig. Lo, ol fodPac son
wher ein t heé' repu at't on fur‘%eher conpri ses services aval fab e fromthe |

br oadcast i mmﬁWs Bige node’s view of how successful 1t is in its interactions with

al?

20 other nodes in the network.

36. The method according to Claim 35, wherein the reputation further

comprises content available from the broadcasting node.

25 37. The method according to Claim 35, wherein the reputation further

comprises services available from the broadcasting node.

38. The method according to Claim 35, further comprising steps of:
receiving, by another node in the network, the broadcast message;
30 retrieving from the broadcast message, by the receiving node, the
broadcasting node’s version of its reputation; and

storing a local copy of the retrieved reputétion.

39, The method according to Claim 35, wherein the advertised reputation
35 is a reference to the broadcasting node’s version of its reputation, and
further comprising steps of:
receiving, by another node in the network, the broadcast message;
retrieving from the broadcast message, by the receiving node, the
reference; and

40 storing a local copy of the reference.



38. The nethod according to Caim35, further conprising steps of:
receiving, by another node in the network, the broadcast nessage;

retrievi ngofisosaishie broadcast nessage, by the receiving nede/GEBB0647
broadcasting node's version of its reputation; and storing a |ocal copy of
the retrieved reputation. 39. The nethod “tcording to Oaim35, wherein the
advertised reputation 35 is a reference to the broadcasting node's version
of its reputation, and further conprising steps of: receiving, by another

Toseage. DY'the ec Ui ne ot Ot b e ot ana A0 2ot nee Tocal oo

, eC| .node, reference; an I a local co
of the ref g?‘éﬁ??é.elmgof%? &1‘3366“'459&13’?/ EE55ro0647 ﬁ(gé.ie %h%ép%%%ﬂ%él "accordi ngpy
to Claim38, wherein the |ocal copy reflects the receiving node's view of
t he broadcasti ngnaq@ehsd reputdtngone cdiim Tite whetredd tHecbrailngomvo iGheriem e

V\'herSEi n t h%r#%lstﬁ%o){o&&réo(r?éﬂ rOBeitSlS_I‘ RadeastisnghdedeeSrivy ewdef cddsS ders
reputation |t the_recelvi rz)%snood%eco siders .the broadcasting node to be

unt r ust wor £RY P393 Fret T

S d- accordi Hsgt“foort]a'ai m 21, further conprising the
steps of: determning, by a particular node, that it needs content or a 10
servi ce fram anahbeietnodeiccded@gnianicigimiziic hfwotther qvodessing threshetswofk can

provide the needed . Gonfent, Of 3eryGe: 2Rd, - @val vati-ags thecsacerded
results for the nodes which caé;e_prow de the needed content or service in
e

ordér to sEPBE(St o ARYTE "t AoSeé nodes. 15 43. The met hod according t
Gl aim 21, wher eidatetrénieg ohded oresulmeses idFearetitien °& FaPYTEuFar H508%  s
consi der ed cbiddrtSéMWRIel-iyce ;44nd The nmet hod according to Caim 21, wherein the

recorded results,a16.120 FeCOIRULEH QUelcd EBE @Rdndher ebyc edl eebviteether

the nodes are earning trust of other .nodes i h ) nmet hod
accor di ng P8eELrm4Rt %?Pﬁ?hceal%aorrtdlejéﬂioars eg%&e%ﬁén}ﬁ%}qﬁ%&( k3 éc))léel r?gg(rg%ct with

andtsher npde in the network considers the other node's 25 recorded results
to det er m ne. whehbefethod taadstdinketotdiein Midevh<3@i85-M0rd®@rdFhaequttfod

according t9;QakLM2l o WehebdheodLeorsed: aasal hsc@keworthy .

44, The method according to Claim 21, wherein the recorded results'are
20 recomputed over time and thereby reflect whether the nodes are earning

trust of other nodes in the network.

45, The method according to Claim 44, wherein a particular node wanting
to interact with another node in the network considers the other node’s

25 recorded results to determine whether to trust the other node.

46. The method according to Claim 21, wherein the recorded results are
recomputed over time and thereby reflect whether the nodes are considered,
by other nodes in the network, to be efficient in responding to queries.

30
47, The method according to Claim 46, wherein a particular node wanting
to interact with another node in the network considers the recorded
results of a plurality of other nodes to determine which of the othex
nodes can most efficiently carry out the interaction.

35
48. The method according to Claim 21, wherein the persistent node
identifier of each node is used locate a particular node’s recorded
results, even though the current network address of the particular node
has changed since creation of the recorded results.

40
49. The method according to Claim 35, further comprising the steps of:



reconputed over tine and thereby reflect whether the nodes are considered,
by other nodes in the network, to be efficient in responding to queries.
47. The nwohoms4ascordi ng to C aim 46, wherein a particul arcmeiosmedari ng to
interact with another node in the network gonsiders the recorded results
of a plurality of other nodes to determ ne which of the other nodes can
nost efficiently carry out the interaction. 48. The nethod according to
Claim 21, wherein the persistent node identifier of each node is used

| ocate a particuFegeindee’ Syvridvobderticageing nede evespanses givonhecheyr raiss :
net wor k addweiss ﬁécetlk}e R bisddcast nedeadgswisingethes rBe@nebe oo £f théie
recorded regylts,.49. Jhe;pet qut@ézl ordi gt o gidn 35, furt her corrpri sing
the steps of: WO 03 084182 PCT/ 00647 46 receivin én

br oadcast i ng nod& ™PesPordasLion ﬁ?%llﬂ%rnor%detshe FRTEf BB ﬁEoT) *B8dcast
message, \/\hﬂéﬁs@PhSQ%éOr@%‘-}?@% acbnsli skewt hé thst hekemoedss’ versibinnsof their
reputations; and using, by the broadcasting node, the received versions

fromthe 5q eSpﬂ[@ﬁétﬁé& Q@écﬁ%ﬁh&'ec cié&%@@v'ﬁ‘é’tﬂér %Bﬁ%ﬂ%tﬂﬁ’& fRRA8S, of
reput ati ons, cco

%1 tg 4 her _co %ISII’I t he
step of sefdCHYS 6’? 1Ekhee ﬁéﬁjsrigi ﬁg eFTo&esu egﬂ%réeﬁlﬁ%?ﬁgenﬁ% g‘g ach of
the other ¢dgespddesnt v @hlqhhéhqa ESHRPIFES Are rreeicdedihenhtr ¢hp $ypsequent
subsequent k3sags segeedteURS toshéheocathelo posesate Prepagat o itefiest of or

identity Ofnod@Qdeél’erE]g'ﬁ ﬁlel%@amé '%go;;&ﬁsp{ﬁbaqgﬁétﬂongeﬂ%de tRabearnN oo
nodes in Othgp sub eEO ex%%ato exchan e reputation | orma |og w t h-those

nodes in otT&re*sdBhe SE. r%ust% Emforper St §’f‘ F85R3EES PeBthSHt i on

in a networdPhavng transi ent network comunities vvhere a collection of
t he nodes nmaking up the network may change over tine, conprising: nmeans

for4ising aspersi stent, @Qp%érgﬁé"émg' er ofdQVs %Bﬁt&qgﬁ inn at H&wo?ﬁtﬂ%&& even
though a di fferent net V\D[( % 37& Wg( upon
entering thé A&t WEr REHNF |cbﬂ“@u?ﬁ‘?§§ &n3 ‘?O (c‘:trlé’ﬁt ?%gt 8 Iﬁé’?fb Béteen
t he persi stiéft nefooekimeneidiger ovast téeoh camrid sang: a current network address

used by that nodeanantbrvesitsy togersesointi Ngid esuhtisief feacéadrodeies ihetayi or
as it interaelSek Webd C&Thb@cjh Qoﬁlﬁﬁfek&lé Q@txﬁ@&é’\@&&esﬂﬂ%ﬁb@ dNEIBPRL NGhe

al I? associ.atin e node even though its current

net wor k addi"ess iRy " caﬁéﬁ%e% SQetwﬂr% “ﬁ%u%%]re 5t BY+am product for persisting
a node's reput atf‘i’f'éiais|ﬁPraﬁ‘feaﬁcéIn%c?cmla}@rtl\m@r1253‘4’xfo?‘F‘f§Flet§3’l3 eotsistertomodt idRetHoges
maki ng up tdieedaat wodtk amdya Idre&angetwirdr addrees"dded bopet etodpr agidam pr oduct

embodi ed on one nfRanS0F & recording results of each node’s behavior as it interacts

with other nodes in the network, wherein the mapping allows associating

25 the behavior with the node even though its current network address may
change. '
2. A computer program product for persisting a node’s reputation in an

ad hoc network where a collection of the nodes making up the network may
30 change over time, the computer program product embodied on one or more
computer-readable media and comprising computer-readable program code

means for performing the steps of any of claims 21 to 50.

53. A method of tracking content in networks having transient network
35 communities where a collection of the nodes making up the network may
change over time, comprising steps of:
using a persistent node identifier for each node in the network,
even though a different network address may be assigned to the node upon
entering the network multiple times;
40 creating a mapping between the persistent node identifier of each

node and a current network address used by that node; and



conput er -r eadabl e medi a and conpri si ng conput er-readabl e program code
nmeans for performng the steps of any of clains 21 to 50. 53. A nethod of
t racki ng wormsest18é n net wor ks havi ng transi ent network 35PcaroBrmiovddes where
a collection of the nodes making up the network may 40 change over tine,
conprising steps of: using a persistent ndde identifier for each node in
the network, even though a different network address may be assigned to

t he node upon entering the network multiple tinmes; creating a napping
between the persistent-;R9de.d gentikt b&f nohe 6aehci Madeyiandcantett aabunetswor k
addr ess used bg/ t ha}t1 node; ~.and WO 03/084186 47 PCT/ GB03/ 00647 associ ating
the persi st8AE* MGdE"S &EAYTFier with content resources of nodes in the
network. 54. The method according to Claimb53, further conprising the step
of 5 usi ng sdi. r eathedthephaphscdoddi@pre sentimngs, WonktHeravaws asinmaths stk tdfe
content rego éQﬁ§ect%%' g;%sn?cg hed-aceor g @k OcGh-ak $a154arnaher ejne Badestof
each of the I rected graphs represent nodes of the network through which
one of the “f8°tuiifent resources has passed and arcs of the directed graphs
represent the content resource passing fromone node of the network to
anot her. 56s5. Thehaetdtoddaoeordimg tb ociGhiai 7 ,58hefaint hefescohpeckiafgthhe step

of stori ngiiggé@e}idgfeé%}hfspéeﬁ%_ggn@Qeli@é"tofr@@%@@@ork%@f@bﬁ #hennetaodata 15

conprises a persis ntifier of the cont [ c N T
accdl di ng tC8BET”§i RPERT /RSP8I FPTRe gf%lsatog ?}B% tdﬁg(?@éégoingrp?%esgit}%f é()Hraérrtet}?igon
T

pert ai ni ng dopterte aps¥cefrawene drrentrer BAHuLEe PR He5E " FetEd accor di ng
to daimb57, wherein the information further conprises a creator of the

cont ent T eSqur cayand Aol @oatthd LiReihnths sorenid @Jh%pr59ing-r|ﬂﬁe rekhott
according to ¢ aim 53, erein the neta- r 25 LONMRELSES

i nf or mat i orF“BEl" ity a?g f(r?ﬁt ¥ "o ??%etél%cg%togﬁtw'r Igggﬁ?lceti nto the network
andlf@a dat e camerisesen glereheradht FPEht et RE Thet RHIE 65 Fhe met hod accor di ng

to Claimb56, wherein the nmeta-data further conprises a description of the
content resQurcen.30.8ba dhe-aBied @accarsh nghéaial aidmets-ashermeirnhéhe

description is , provided to a user. Vv Vv L 8S n Ont.ent .
resour ce isccf?%’?isgéd%n%f“atfﬁe ﬂeﬁschoﬁv%gggr%%e%ggﬁ \gh%%%éé&?u%t her

conprising the step of ,
20 58. The method according to Claim 57, wherein the information further

comprises a creator of the content resource and a date and time of the

creation.

59. The method accdrding to Claim 53, wherein the meta-data further
25 comprises information pertaining to entry of the content resource into the

network and a date and time of the entry into the network.

60. The method according to Claim 56, wherein the meta-data further

comprises a description of the content resource.

30
61. The method according to Claim 60, wherein the description is
provided to a user who evaluates whether the contént resource is desired.
62. The method according to Claim 55, further comprising the step of

35 storing the directed graphs for the content resources in a traversa;
repository.
63. The method according to Claim 55, further comprising the step of

adding a node and arc to the directed graph each time one of the content

40 resources is forwarded from one node of the network to another.



35 storing the directed graphs for the content resources in a traversal
repository. 63. The nmethod according to O aimb55, further conprising the
step of wodBgH1d node and arc to the directed graph eachPrirraBoaies4of t he
content 40 resources is forwarded from one node of the network to another.
WO 03/ 084186 48 PCT/ GB03/ 00647 64. The metfiod according to O ai m 55,
wherein a structured markup |anguage notation is used to specify the

di rected graph for each content resource. 5 65. The nmethod according to
C‘ha! m 62, "éf@%eiiﬂ%egzg&h%ﬁfa&%wﬁir@r aphs aaness Sprsidihed stshagireadpaikaps of
their arcs. : e .net hod according.,to el n.XLi
notation i $*0SEF %Otastﬁg%ijfsyu?%etgngﬁglgﬁ gCth d%f?hg%%gép%w%%&T %hn%%rhm(%t
accordi ng tt&s@&®m 55, further conprising the step of storing a content
mappi ng whi ch maps between a current |ocation of a particular content
resaurce and a peLSh&hBRtaddedddf Lorcigintde RLAtthd BSAYteR. grBBhs Hie

met hod accordin Lo d ai Qﬁdifi?:iné"én%%eti n.the persistent identifier of the
content resBifce S s"¥T0ret-as neta- data associated with the content
resource and further conprising the step of using the persistent identifier
in the assaei at atlenBitdodaicaotdirdeterdtiene ¢hewoaneiarflingcattiaghon 26 wfed he
cont ent reggggﬁg, R Ap&%esThe aBt hed according to Caim65, further
conprising the step of including, in each nessage that forwards content
resources, a reference to the directed graphs for the forwarded content
resources. 670. The TRSPRPSCESIY AY T610 i nT 6FLF (TIREFS TIPS §FRY %t eps
of :  recei stogingat entequesbphy Abie maps dlegvted acomrent Iogsbiancefand t he
reference 9. i{s 1directed geaphicel acati po-dibeed neatiadigr aghtisicageddie

i ncluded réeference; and extending the |located directed graph to include a
final arc “F8PtéSenting the node forwarding the sel ected content resource
andx he node receiving the selected content resource. 71. The net hod
accordi ng ts8. O aihm @édhoihererdinsheo fdladh & cwiepetherhe BSrshprt $@gntgdfier
persi stent jedgd icbj&h0fedhecselest &EaCONtRAL- RS0 RR atdilwith the content

resource and further comprising the step of using the persistent

identifier in the associated meta-data to determine the current location

20 of the content resource.

69. The method according to Claim 65, further comprising the step of
including, in each message that forwards content resources, a reference to

the directed graphs for the forwarded content resources.

25
70. The method according to Claim 69, further comprising steps of:
receiving, at a requesting node, a selected content resource and the
reference to its directed graph;
locating the directed graph using the included reference; and
30 extending the located directed graph to include a final arc
representing the node forwarding the selected content resource and the
node receiving the selected content resource. h
71. The method according to Claim 70, wherein the final arc further
35 comprises a persistent identifier of the selected content resource, and

further coﬁprising the step of storing the received content resource in a

local content repository.

72. The method according to Claim 70, further comprising the step of

40 storing the received content resource in a local content repository.



further conprising the step of storing the received content resource in a

| ocal content repository. 72. The nethod according to Claim70, further
conpri si myotohesasep of 40 storing the received content r®s@GBI8/0ddI7a | oca
content repository. WD 03/084186 49 PCT/ GB03/ 00647 73. The nethod accordi ng
to Caim70, wherein the final arc furthef’ conprises a persistent
identifier of the selected content resource, and further conprising the
steps of: storing the received content resource in a |local content

repository;;35 ang.10.:54.8riN9ra:i.0Rb etz i BN WEedeon e fipceivedwansent
resource, wherejn the content; n%%ige% gPﬁ%]qeb él\@%;égdacoh%@é L-QR,Wher exfshe
I n e

recei ved c&fTeNt®*°r2source Was st or e ocal content repository and a
per si st ent. fuirtlesit cpferishho tthe TEREeMt’ resource. 74. The method according to
Cl ai m 53, wher eigtorhey naé wickivel aonpeer réspupeerinnatgork, copsenih HeRPHE@TY or
tracki ng cqpient in networks having transient network 15 communities where
a collection of the, nodes king up_t t : | MBherein
conpri sing st epsSt8FJ.’ngstao<r:‘|°rhgen{é r%llppgr(l: te}grntr%ae\ggé%%qrgé C%gg%%f rggﬁﬁﬁc{/?o K.
traver sal ﬁé@hmﬁﬁenéaﬁﬁpéﬁhﬂéﬁ¥1¥%§%ﬁ?ée,mﬁﬁé@bﬁﬁeﬁggﬁea¥%x%7e$ﬁ@né??ected
graph repr esesiisce tie scont@nh tiesducadle contaprsr stnvgifenPohe REEE SHRRE he
network to ;angthat: o2@nandnestendingdehe directed graph for each content
resource to reflect a subsequent traversal of the content resource froma
nodﬁ)holding the content resource to a node receiving the content

resource, WHer eifrearetiefsrePEAtny denticfler i ¥rarseBelis 8858 h edch cont ent
resour ce angevwhsrekar 2eteacdh arc of the directed graph for a particul ar
content resource specifies the associated persistent ‘identifier. 76. The
met hod accqrding to .Caim 75, furt .Sl 1 SIOohLAGrkbY
each node,qﬁ‘na pFﬁ8“§§€a%éﬁhfﬁ%@pgggfg?gﬁ{hgﬁgﬁ?gpﬁﬁﬁhggnggip 30 of the
nodk s | ocalompussittd P dhesnt 2O FESOBF s Eah gt dPFEM “Podkt on"Bf "ach

of . t he | ocalhkygstcoeediment enbrissgusces. o:7. The met hod according to C aim
76, further comuosidg it Be-skepsrabn td desdstyt ngnateekeatedrenpent of

resource bye ! %S%¥%£Sé Srteggltlrc'geS xlfllge%gg.lll fé-a%g;axacngf L{:?Jengixteiageétggraﬁﬁi r%@@éeﬂﬁsf or
(0] en (0]

the sel ect €8¢ resource .
the content resource traversing from one node of the network to another;
20 and

extending the directed graph for each content resource to reflect a

subsequent traversal of the content resource from a node holding the

content resource to a node recelving the content resource, wherein a
persistent identifier is associated with each content resource and wherein
25 each arc of the directed graph for a particular content resource specifies

the assoclated persistent identifier.

76. The method according to Claim 75, further comprising the step of
storing, by each node, a mapping between the persistent identifier of each
30 of the node’s locally stored content resources and a current location of

each of the locally stored content resources.

77. The method according to Claim 76, further comprising the steps of:
identifying a selected content resource by its persistent

35 identifier; and
using the stored mapping for the selected content resource to

determine its current location at a particular node.

78. The method according to Claim 76, further comprising the steps of:
40 identifving a selected content resource by its persistent

identifier; and



determine its current |location at a particular node. 40 78. The met hod
according to Claim76, further conprising the steps of: identifying a

sel ect ed worB®84186 esource by its persistent identifier; ad/GH0308/4084186
50 PCT/ GB03/ 00647 using the stored nappin%)for t he sel ected content
resource to determne its network traverSal path. 79. The met hod according
to Gaim75 wherein each node in the network 5 has a persistent node
identifier, and wherein the node holding a particular content resource and
t he node forwar dishgy the padrleliChlodting Gk efie sebBsoulcentent easbuarectof the

di rected graph qgg:hggggthgd using.t heig persistent node identifiers. 10
80. The nethod accor Ing to alm /5, further conprising the step of

broadcasting a nmessage, by.each node as it enters the network, thereby
adverti si ng9whatrheonitené ddverdoue thdlldér B1. vRTEIALtATEd e oF ditfgRtgotkai m
80, o urthem,60RELsidgnt hvdst epsit@fier, 1nd efeesini ags nbye dionditey recei vi ng
the broadcast. /35806, 2, PALLLGMAL, CADLRRE F63AUIGE LAOB.Lhe-Broadeaski ng

node; recefVing e requested content resource at t] equest i.n ode

al ong Wi t hT8§sewBrer Erc &2t ahehdt i ‘?fg‘feﬁB%Pe'%a@? Fé%tlel}%néjr%pﬁ% for tE‘é e

cont ent reseuﬁ&epnaOKQEOhkngith€3Feceived content resource in a |ocal
content repository; and 2.5 storing a |local copy of the directed graph for

t he receiv content . .resour rgi.mn t C | d¥Glgu

extensi on sgf tﬁ%@é??%ﬁg = Fg%FFﬁggﬁ%ngﬁﬂﬁn%ggﬁgg ?ﬁ%r%%ggfgﬁigtﬁgif. 82.
The met hod PaeRGPEFIRY ComeISE0R 75, SAfferefh hétéﬁ%ggﬁf PELSUreEs "Conpri se
files whi chdeemriayad bt ecdngents Haei prfe’ aeol¥g nodes of the network. 83. The
nmet hod according to Caim75, wherein the content resources 30 conprise

results of sserviges whigh aresayalhablen fdomnodes Qpthaingneidaekys 84: A

system for tracking content 1 n networks haxkqut ns%eg%asﬁgmqggﬁﬂﬂﬂular

) , r
comfuni ti es wherr8TEXGPFedty BrSF tHE N otes "eki ng Up the network may 35

change overothieme, resmpcesirag: thrednsadcgrting REEY persi stent node identifier
for each node i retéiringetmoikquasea donoagh rasdidckenenhe netanesiingddedss may
be aSSI(Jneglgéh'%Qgh a reference to the holding node’s directed graph for that
content resource;
20 storing the received content resource in a local content repository;
and
storing a local copy of the directed graph for the received content
resource, wherein the local copy includes the extension for traversing
from the holding node to the receiving node.
25
82. The method according to Claim 75, wherein the content resources

comprise files which are available for sharing ‘among nodes of the network.

83. The method according to Claim 75, wherein the content resources
30 comprise results of services which are available from nodes of the

network,

84. A system for tracking content in networks having transient network
communities where a collection of the nodes making up the network may
35 change over time, comprising:
means for using a persistent node identifier for each node in the
network, even though a different network address may be assigned to the
node upon entering the network multiple times;
means for creating a mapping between the persistent node identifier
40 of each node and a current network address used by that node; and
means for associating the persistent node identifier with content

resources of nodes in the network.



node upon entering the network multiple tines; neans for creating a mapping
bet ween the persistent node identifier 40 of each node and a current

net wor k aadroems4i8sed by t hat node; and nmeans for associ at iPag/aBoe/op@rsi st ent
node identifier with content resources of nodes in the network. WO

03/ 084186 51 PCT/ GB03/00647 85. A conpute?lprogran1product for tracking
content in ad hoc networks where a collection of the nodes nmaking up the
network may change over tinme, the conputer program product enbodi ed on one
or more CcQEput &f <5RAA3D! §-JHeeh Hrafe-tC ePP irSkRThC QaPtLner i eddady aepﬁo@rgls am
code 5 mean Eé)l’a ee{.'l{eocq:rlnorgl%ft pl'? %%g@g mgfclr?gn}ﬁpoéh hé&vm%k%ia}; thr?ge 86ar A

nmet hod of MaRagih orage resources_in decentral i zed net work,

conpri si ng té%‘%'psthéfconé’él%%lpéf’ﬁ@“ Hr?jﬂé"‘rc& SRAL Sh SR T UERt T1i%r with each
node in theohfutetwordepleverdit owghomrs sire spmpideror sedabite @389 @dsFefifed t o

t he snode URQEHLs ERLEFING AN RBE WREKs MEYavaly E1L6Ms05® tens3y to anot her;
dynam cal |y eval uati ng behavior of a plurality of storage nodes, V\/nerel n

the storage nodes are those nodes providing on-denmand stora esour gces;
15 mai nt ai §6ng nRgeiafy ok MRPEHRTE g?ratgﬁe HafTTafl v SIsr R l%Fdrbeﬁaw of -of
the storageompdesnpystrepsobfsi ng an identity of each of the stor age nodes
using a mappi ng aTsQ@élaf?c%éee{ %ta@&sttlaﬁt GloBE enfenBet T ki Bddaas 00 ie@acke node

in the netmo% eve %ﬁ atSﬁm@Eé%ﬁé&gﬂéaQ&g%slggﬂthHQQ1tﬁ@goH§H@gnthe

mai Ht ai ned “Ri¢ éd et t orage resources 0 t he storage

nodes. 87. STherimst Fﬂ%l n&E‘&‘b"rkdf“ﬁ@ gy ATy 86 St e 8 1Y %S dynami cal | y
eval uated behavivoaniofalencivadhatting lstherage ofiodlexd usahigi SESthBIePPI%E ent

that storagge d1Qdent Stdtaddndhdd@retioagenddeguRslsdinh of8iendhe stetdmed
accordi ng to, CI aim 86, wherein the dynamcally eval uat ed behaw or of each

of the storage nodes conprises _how wel I that sto

st okfage request FAIBERIPINT T4 IREIH STPHELCST ditn 5“?61 gg}é G ere| n h haglor
the storagefndde stoesponddest bysrte@pa‘glelgrelquelﬂlélqyesfe%aéht af the storage Soacs
currently- auahd %blx@pﬁtngr 298 c6aRAGtEY tab dlrSest akagerk esatmscest «B6h nPhe

met hod accar dtl—_ ?wc%rﬁ{a&: 1%@ am%r %tl.é‘h E)QJ?Sl%X@@Enn%@:U Yac8v o4 4at ethg 35

behavi or of "eac torage nodes Gomprises a success fmeasure .. .
i ndi cati ng whet W&i¢ HAE @TW&@%e%Wlﬁgg%oﬁ?dgﬁnﬁ S prt or C§tor age request s

20 the storage nodes.

87. The method according to Claim 86, wherein the dynamically evaluated
behavior of each of the storage nodes comprises how efficient that storage
node is at handling storage requests.

25
88. The method according to Claim 86, wherein the dynamically evaluated
behavior of each of the storage nodes comprises how well that storage node

responds to storage requests.

30 89. The method according to Claim 88, wherein how well the storage node
responds to storage requests represents currently-available storage

capacity of its storage resources.

90. The method according to Claim 86, wherein the dynamically evaluated
35 behavior of each of the storage nodes comprises a success measure
indicating whether that storage node responded to prior storage requests

satisfactorily.

91. The method according to Claim 86, wherein the dynamically evaluated
40 behavior of each of the storage nodes comprises a specification of content

that is currently available from that storage node.



satisfactorily. 91. The nmethod according to C aim 86, wherein the

dynam cal |y evaluated 40 behavi or of each of the storage nodes conprises a
speci f i cawpon/oefiscontent that is currently avail abl e fromcrhao3svarage
node. WD 03/084186 52 PCT/ GB03/ 00647 92. The nethod according to C aim 86,
further conprising the steps of: det er ni ng, by one of the nodes in the
network, that it needs storage resources; and using the on-going know edge
of the behavior of the storage nodes to 5 select one of the storage nodes
currently gble t.o.nRubde dbeangeded1ash WsageuasoLomesi=i93. chEhecermt hod

according to Caim89, .further copprising tk eps.._ti  Get erdrpifg, by a
st or age- needi ng AROTE Pt E)?/tOnﬁee8jcétlirgtl_lteon% grggl%teconten%{' in storage

r esour ces; sherkagsieRyUrhesoAPgoi ng know edge of the behavior of the storage
nodes to sel ecusOne thé drheosipkage.adodes whoswhsvinragé thessurEes 1pdee to

suf fi ci ent (_gunr gt 1ot avaidiable st@Agercapagidocf 05 psbardenghd heedmnt ent

for the storage-needing node. 15 94. The nethod according to C aim93,
further cofip?d Fnﬁestcﬁlgcgﬁ'ep of issuing to the selected storage node, by

t he storage-needing node, a request for storing the content. 20 95. The
nmet hod accegdi nght anEhad nd@rdingr therlagorAdr | Siriger romerpsigofhe steps of:
deterni ning, by jape-Ah;:ihe pogdas iiyd-hecdiebwasde, that ittaceeds sstwor age
resources; and Sln%tt he on-going know edge of the behavior of the storage
nodés to SBFEEY the "6f“The “Storage nodes which can eftigiently provide the
needed 25 st or #§&°F ¢EBUPTESIPDEOTREIREHGH® LBV MG  t '8 C & mggorf_ further
conpri si ngsthe-tsbepsrofhe stetareannpiery whise sherase rerevaetedard SHEINE hor k,

that it needs . $torAGE1LESOHEERS: @ifhcB0y EBing driey amegaimgnk fowl edge of
the behavior of the storage nodes to select one of the storage nodes which
has a rel atgic%"’}%? ?egl duccess neasure for responding to prior storage
reqidests satisfactorily. 97. The method according to Claim91, further
conpri si ngothe shepstbbd acdbrdietetaidiiang,93byfertdsnt TPrheedi By AbeR °Tt hat

it needs togLetiji eyanContenty fJtomed avage nheanlseasigeanttdisy ngdthe:

on- goi ng k@g(\é\,{uees g§oof the behavjor af the storage nodes to

r storing

20 95. The method according to Claim 87, further comprising the steps of:

determining, by one of the nodes in the network, that it needs

storage resources; and
using the on-going knowledge of the behavior of the storage nodes to

select one of the storage nodes which can efficiently provide the needed

25 storage resources.

96. The method according to Claim 90, further comprising the steps of:

determining, by one of the nodes in the network, that it needs

storage resources; and
30 uging the on-going knowledge of the behavior of the storage nodes to

select one of the storage nodes which has a relatively high success

measure for responding to prior storage requests satisfactorily.

97. The method according to Claim 91, further comprising the steps of:
35 determining, by a content-needing node, that it needs to retrieve
content from storage resources; and
using the on-going knowledge of the behavior of the storage nodes to
select one of the storage nodes whose specification of currently available
content includes the content that the content-needing node needs to

40 retrieve.



sel ect one of the storage nodes whose specification of currently avail able
content includes the content that the content-needing node needs to 40
retri eve.wo@308/1884186 53 PCT/ GB03/ 00647 98. A system f or PORIGRY300643t Or age
resources in an ad hoc network, conprising: means for associating a

persi stent node identifier with each node’in the network, even t hough a
current network address assigned to the node 5 upon entering the network
may vary fromone entry to another; means for naintaining on-going

know edge @f. dynapifakl yo.e¥ahatahedsthehaiebuniesaiplar at ity ofcwstior age
nodes, \/\heggl{lnritsrilgg.stor age nodes are those nodes providi ng on-denmand
storage r eSOUT CE5) by resolving an identity of_ each 01;.the.sﬁor e r&odes
using a nmappi ngMeRat feBrieratds e pfésﬁfref%nrfo‘aﬁef%ﬂ;& Hdi'ass BFT 5Eh Hode
i n the netwbs knetooik,s casssbbadled cipeest stanbrinedéredenssidned; toanrle MedAs for
usi ig the gpiNtaloed Kepn,edgaut RayBaagerdoheosd @hage tor asateces of the

storage nodes. 15 99.. A canputer progqr f I
resources in an“ga- Kot I?laéng%lr%?gv%nerggﬁgg %%P'Pect fo%g Joir %RZ'QL%QEE t he

_ _ nodes maki.n
networ k napekdvingect Gvet R, EnE AP IEES progr &t b 80‘?.]:@53%%88?%5‘ “on one
or nore corpidee hedengabyaline diradanahdc ehpragsi PRFoCDAPUL BY -FasadiaiiideaPr ogr am
code meanssfQnpesd QLB NG the sbepe 0bdanyisoly 6l BapEn86cHa Qkre2dreb0bhe A
method of Rrovidlng MBRAgRNBIl Julch! aB 10 mdlBcenliaLs zed JneLiRids
comnpri si ng 1éjfe_ps of " "associating a persistent node identifier wth each of
the nodes PArsishenharBridensiid™s B® an identity of the nodes can be
resol ved even 2bettrouigh wicarthentainsbwork kaddresys oS Jperasd o SthE2¥fode upon

entering thgsofiebWdK ABYscwaside hoass.one entry' to another; asserting, by a
particular node, that it*is allowed to performa managenment function; and
using the persistent node identifier of the particular node to 30,verify
whéfher t h@2par & EUHESHRFRITE BFPBEd 0 B@%‘%ﬁlﬁ]? &2 farnagenent ~fuancti on.
101. The nebhodtacdor dhege Boc@ilarmop00f Hades eakizgripy L8 MFCveRs BF¢FhRoe
associ at i ngyé, eRy! ahkOforutsr @aehraf prédiecnates.icaer eie orheoreeput ati on of
35 each nodg, |5 Localed 4500, Lhe Dade: 5 ALEShRkenl-Aaded defdiahl &5ae and
means F1‘%or perfl)?ming t?hep%rtgplss o%nényn% ec]!aqlengtég Itgr97f.urt her conprises
20
100. A method of providing management functions in a decentralized
network, comprising steps of:
associating a persistent node identifier with each of the nodes in
the network, such that an identity of the nodes can be resolved even
25 though a current network address assigned to the node upon entering the
network may vary from one entry to another;
asserting, by a particular node, that it 'is allowed to perform a
management function; and
using the persistent node identifier of the particular node to
30 verify whether the particular node is allowed to perform the management

function.

101. The method according to Claim 100, further comprising the step of
associating a reputation with each of the nodes, wherein the reputation of
35 each node is located using the node‘s persistent node identifier, and
wherein the step of using the persistent node identifier further comprises
steps of:
locating the reputation of the particular node using its persistent
node identifier; and
40 concluding that the particular node is allowed to perform management

functions if the particular node has a suitable reputation.



steps of: locating the reputation of the particular node using its
persistent node identifier; and 40 concluding that the particular node is
al | oned twopasnsasen managenent functions if the particul archochd3ioes’a
suitabl e reputation. WO 03/084186 54 PCT/ GB03/00647 102. The net hod
according to Claim 101, wherein the suitalfility of the reputation is based
on behavior of the particular node over tine. 103. The nethod according to
Claim 101, wherein the suitability of the 5 reputation is based on a val ue

stored thergin bgingir6h akbyalivghtgl1asn 10eMpaledid anet harapodes oM thbe

network. 104. The net hod according to iml rej value is
initialized®PWrhoan et ndt Ibfh?l\g]toéfr ﬁ‘lgnte& gaﬁﬁg?y\%ﬁgg?és] oﬁggntl %han‘i cally

revi sed based 10 on the particular node's interactions with other nodes in
t he net wor ko3 108he TRehsktalaodrdagoraicngin d0C aiberdédD, theherisrhitity ehrdgenent

fungtion rgquests, thenndecs eCekmidgrbhe assaiihi BoidoorsRplii€nt Rigi akfic to
the particul ar node. %5 20 109. Jﬁ]eenngvt, q_%d according to C aim 105, further
conpri si ng“PHEEL e 8F T BpfTcati 1y, "by the receiving node, its traffic if

t he receiving node concludes that the particular node is allowed to

per f or m t heosmnagemeahod fagnetdiay. td @7aiM O3 metteodimdberdilng 10 1T Hiahi2€D,

wher ei n t he; nRR30ENRREL . fYNELLLRinEEGHESE S ahhei eden [BaQINaDTy thaei &SBBESEDN

to replicate gne or nmore  categories of its. ] o ' r node.
25 P08. ThE® ehB%IrtéEE{ﬁrdflﬁ%e to” %lriar%%l?)rﬁ, }{e%félmﬁrctntﬁg %ﬁag%n%lﬁ%%ncti on

requests the node receiving the assertion to replicate, to the particular
node, all to=ff irge imevdbdisrgordpyt @t icdasn donodesebr thhichaperarsnitrteent ent

bet ween nogsecd0 dl9odhecHBlhRg BECo5sh:ngol .00k a)med0d ruheiceta irke
managenent functlon equests the node receiving the assertion to respond

"
to the par PRTUIHI®" §888 with information pertaining to the receiving node.
1135 The net hod according to Caim 109, wherein the receiving node 35
responds wibé. t hee meques tedoidihor atcileim dby furthére cospwisihadghrodesr of

concl udes Lgﬁicébﬁldf?aﬁ%it@ﬂé' 2Lcd1008; insad) l1ewed-dre: pertd endnricbel vinpagerent
function. 111 The methqd accarding to. AaLmAQ8, cyheLeln the Lagieshed

i nf or mat i ofi°™c
funection.

20
107. The method according to Claim 100, wherein the management function
requests the node receiving the assertion to replicate one or more

categories of its traffic to the particular node.

25 . 108. The method according to Claim 100, wherein the management function
requests the node receiving the assertion to replicate, to the particular
node, all traffic involving reputations of nodes or which transmits

content between nodes.

30 109. The method according to Claim 100, wherein the management function
requests the node recelving the assertion to’respond to the particular

node with information pertaining to the receiving.node.

110. The method according to Claim 109, wherein the receiving node
35 responds with the requested ipformation only if the receiving node
concludes that the particular node is allowed to perform the management

function.

111. The method according to Claim 109, wherein the requested information

40 is a reputation stored by the receiving node.



40 is a reputation stored by the receiving node. WO 03/084186 55

PCT/ GB03/ 00647 112. The nethod according to Caim 109, wherein the
request edworBos4meé i on i s content stored by the receivi ngpPaadEBo3iadr The
met hod according to Claim 109, wherein thg requested information 5 is a
traversal path of content stored by the receiving node. 114. The net hod
according to Cl aim 109, wherein the receiving node responds with the
requested information only if the receiving node concludes that the
particul ar inpde Ths rathodedcbodiper fordiathea OFandmerthttheoréqaset¢bAnaerdrathen
particul ar ;pode sHecesstuldyy chespreads nbonechal | enge issued by the .
recei ving node. 115. The nethod according to Caim 109, wherein the

recei ving node responds with the requested |nfornat| on onl (% .
recei ving fddle TIbedthePadesorfag F‘l’léﬂﬁélf‘t]loc?ul"éﬁerﬁbla s r%qul%\ti\% t Orﬁﬂearform
t he smanagermend trhuaciil opatandt acagitgit altosedybat thee refeiving mogaest verifies
that the particular node sent the request. 116. The nethod according to

G aim 100, yhergin {he FRNAgemEn! [ ynGkh O 2hd.88HaskS- Lhe nardaorece vi ng

the asserti chan in orrra ion store: %rél g receivi, ng nod 25 117.
The net hod r&é%tdéh‘ﬁ’gtht Bh‘CIr&fIFﬁ?Ltfé Indoapat et e &8 &iRA REHGERY B performs t he
request ed chacigelesnthati fhe lpertaewéﬁmmgenxﬁjelé@rﬁﬂ belesroEt the MEnpastsEul ar

nodg i s al |fQM\@lQLoBOarQﬁEfu@rﬂﬁ'rﬁ:b&l&&“WEﬂ&césHﬂﬂﬂyCﬁespbﬂ:Ss thhe cteflhetbe
according t.0 Ctda el%rgéqmtdge requested change is to overwite
reputation i nfor |on “8tored” at the receivi ng node. 30 119. The net hod
according to d al m 116, wherein the requested change is to overwite
content stofed ahetdeshpacwicerdiganoddlads 1090, ViEFeimEROFEFEEHUPASE t o O ai m
116, wher elreséctiﬁsr#ﬂitteai&@&eqh@g@a ifforha ioviesayi e thecoadantng mader sal pat h

st OfSed at tcggc]ru GE! at gxgrtllc%&ar o%lxsfseg}ii&iedpvgcg)\ﬂegk&gn @ﬁ@%ﬁﬁ&éﬂent
functions in ecen net wor K, rISIngE Vmﬂ? &5%£ a%%%CIatlng a
ne

per si st ent fH’é%FeloPd%Tl‘ﬂ F‘f iitqltﬁ}tﬁtgé‘aﬁw oft tthl@ THOE wor K, such
t hat an i denttioplef mobe smydeshecarnabestresol ved 40 even though a current
net wor k address assigned to the node upon entering the network may vary

fromone e qt.tg y l.'I‘ge arpe%hgg ratccgpijgt%/ Q§"c]1§§m 51@) 0, wherein the management function

20 requests the node receiving the assertion to change information stored by

the receiving node.

117. The method according to Claim 116, wherein the receiving node
performs the requested change only if the receiving node concludes that

25 the particular node is allowed to perform the management function.

118. The method according to Claim 116, wherein the requested change is

to overwrite reputation information stored at the receiving node.

30 119. The method according to Claim 116, wherein the requested change 1is

to overwrite content stored at the receiving node.

120. The method according to Claim 116, wherein the requested change is

to overwrite a content traversal path stored at the receiving node.

35
121. A system for providing management functions in a decentralized
network, comprising:
means for associating a persistent node identifier with each of the
nodes in the network, such that an identity of the nodes can be resolved
40 even though a current network address assigned to the node upon entering

the network may vary from one entry to another;



PCT/ GB03/ 00647 nmeans for associating a reputation with each of the nodes,
wherein the reputation of each node is |ocated using the node's persistent
node i dewbDioBiogs186 neans for asserting, by a particul ar no®€I/dBoaod4r i s
allowed to 5 performa nmanagenent functigp; neans for l|ocating the
reputation of the particular node using its persistent node identifier;
and neans for concluding that the particular node is allowed to perform
managenment functions if the particular node has a suitable reputation. 10
122. A conput er merogrzm psoddetinior Erovadiongwitdnageneit teunedesonyhereian
ad hoc net WREK,eWRSE £:80€ AldBChdden: 91000666 uBBRI) Age Updbhe Heebitdat mByde
change over, tinme,, the conputer program product enbodi ed on one or nore
id n% ier: . e
conput er -r eadabl™e nedi a and conpri sing conputer-read blte, r.ogram %gcteo 15
means for perf omfRRY iFe2$1&psnDf PARy PEF I arhe°f60 12015 &+-ov
5 perform a management function;
means for locating the reputation of the particular node using its
persistent node identifier; and
means for concluding that the particular node is allowed to perform
management functions if the particular node has a suitable reputation.
10 ,
122. A computer program product for providing management functions in an
ad hoc network, where a collection of nodes making up the network may
change over time, the computer program product embodied on one or more
computer-readable media and comprising computer-readable program code

15 means for performing the steps of any of claims 100 to 120.



