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SYSTEM AND METHOD FOR RADAR SYSTEM DEFENSE

TECHNOLOGICAL FIELD

The present invention is in the field of radar systems and relates to a technique for

disruption of unmanned aerial vehicle such as drones.

BACKGROUND

Radar systems utilize radio frequency (RF) radiation for detection of objects and
determining range, direction, and velocity of detected objects.

Phased array antenna systems typically utilize an array of antenna elements,
collectively emitting or collecting RF signals. Phased array antenna elements are used in
various applications enabling electronic steering and control of RF beams emitted by the

antenna system.

GENERAL DESCRIPTION

Typical radar systems are configured for detection of specific objects within
selected range. Parameters of size and typical range of objects to be detected are used in
design of the radar systems to increase detection efficiency and signal to noise ratio. This
might limit radar system ability to detect objects that are relatively small and within close
range as compared to antenna and radar system design. This may place a radar system
under threat from relatively small unmanned aerial vehicles (UAV’s), capable of reaching
close proximity of a radar system. For example, a radar system designed for detection or
long-range aerial units (e.g., jet planes and/or surface-to-surface missile (SSM)) may be
configured for detection of objects in range of 1-100Km, while being relatively blind to
small or slow objects at ranges closer than 1Km. Additionally, the radar system may be a
Pulse Doppler radar system, generally configured for operating for large distance

scanning ranges.
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In this connection the present invention is directed at detecting, and in some
embodiments deactivating, various types of threats to the radar system, and specifically
threats posed by aerial vehicles at relatively close range (e.g., ranges below 1Km, or
below 900m, or below 800m or below 700m, or below 500m, or below 250m, or range
of about 100m and below). The present technique is described herein as relative to
unmanned aerial vehicles (UAV’s) for simplicity, and the term UAV or unmanned aerial
vehicles should be understood broadly and may relate to various aerial vehicles that may
or may not be operated by human.

To this end, the present invention provides a technique enabling detection of
UAV’s in selected proximity range from a radar system and may further enable disruption
of detected one or more UAV’s utilizing beam forming capability of the radar system. the
present technique utilizes an additional sensor arrangement comprising one or more
sensors configured for providing relatively near range sensing, and corresponding control
system.

The sensor arrangement may comprise one or more sensors, arranged is selected
arrangement in vicinity of antenna of a primary radar system, and configured for detecting
one or more UAV’s in a selected range around the radar system. The sensor arrangement
may comprise one or more sensors configured for detecting different signal types
associated with UAV operation. For example, the sensor arrangement may comprise one
or more sensor selected from: one or more acoustic sensors operable for detecting acoustic
signals associated with UAV operation; one or more camera units operable for collecting
image data of a selected region around the radar system for detection of UAV’s; one or
more LIDAR systems configured for scanning a selected region around the radar system;
and/or a secondary radar unit configured for detection of objects having low form factor
within a selected range of the primary radar system. The sensor arrangement may
comprise a direction-finding sensor setup, configured to provide detected signals
indicative of location of signal origin. This may be provided by arrangement of one or
more sensors in different positioned around the radar system, enabling triangulation to
determine location of signal source. Additionally, or alternatively, direction-finding setup
may be manifested by alignment of sensor directions with respect to a predetermined
direction (e.g., determining reference azimuth and elevation) enabling to determine
azimuth and elevation-based signal collected by optical imaging unit, lidar and/or

secondary radar unit. Generally, the secondary radar unit may be a separate (e.g., passive)
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radar unit located at selected location with respect to the primary radar system.
Additionally, or alternatively, one or more antenna elements of the primary radar system
may be operated separately from other antenna elements of the phased array primary radar
system, to enable continuous signal collection, acting as secondary radar unit within the
primary radar system.

It should be noted that in embodiments using a secondary radar system, such
secondary radar system may preferably be operating by frequency modulated continuous
wave (FMCW) emission technique, to thereby enable continuous monitoring and avoid
blind spots.

Generally, the sensor arrangement may be configured to detect signals typical to
UAV’s and transmit data on the detected signals to a control system for analysis. The
control system may comprise one or more processors and memory circuitry (PMC) and
corresponding input/output communication ports. The control system is configured to
receive signal data from the sensor arrangement and process the received signal data to
determine data about presence, range, and direction of one or more UAV’s detected
within the selected range. Using data about location (range and direction) of the suspected
UAV’s, the control system may operate the primary radar system to perform scanning
and obtain radar data from the relevant location. Although in general, typical radar scan
performed by large radar system might miss small and nearby objects such as UAV’s. A
guided scan, directed at specific location, may provide additional data on UAV’s radar
signature, location, speed etc., even if performed by radar system designed for longer
range detection.

In some configurations, typically utilizing acoustic sensors, the sensor
arrangement may utilize received signal strength (RSS) for determining data on location
of signal source. RRS positioning may be used in addition to triangulation provided by
arrangement of two or more (generally three or more) sensors around the primary radar
system.

Using sensor data obtained by the sensor unit, and in some configuration using
additional radar data from the primary radar system, the control unit operates for
processing the received sensor data to determine data indicative of UAV typical signature
and determine a likelihood measure that the detected signal is caused by a UAV.

Processing of the sensor data may be also directed at determining one or more UAV
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characteristics, e.g., indicative of type of UAV and level of threat that it may pose. and
processing of the received signal data to determine physical location of signal source.

Thus, the sensor data and possibly additional radar data indicating detection of
potential UAV’s are used to determine a likelihood measure indicating likelihood that
signal source is a UAV. If the likelihood measure exceeds a selected threshold, the control
system may further utilize UAV characteristics to determine a need to deactivate the
detected one or more UAV’s. The system may also utilize safety parameters comprising
one or more parameters indicative of need to deactivate decision. Such parameters may
include range of UAV, restricted zone data, selected UAV parameters (such as size,
speed, UAYV signature data etc.), pre-provided UAV characteristics, etc. The parameters
defining need to deactivate may also include governing instructions provided by operator
and/or external communication.

‘When need to deactivate decision is determined, the control system may operate
the primary radar system for emitting a focused RF beam toward position of the detected
one or more UAV’s. The control system may operate the radar system for emitting RF
beam directed to be focused onto location where the UAYV is detected. The radar system
may be directed mechanically and/or using beam steering by phase variations. More
specifically, in come configurations, mechanical steering of the radar phased array
antenna may direct the antenna toward direction of the UAV. The radar system is operated
to emit RF beam having a generally parabolic of phase variations between antenna
elements of the phased array, superimposed with selected linear phase variation. The
linear phase variation is determined to electronically steer emitted beam toward direction
of a detected UAV, and parameters of the parabolic phase variation are determined in
accordance with distance to the detected UAV to provide beam focusing on location of
the UAV.

Properly focusing the emitted RF beam onto UAV provide high intensity RF
radiation impinging on the UAV. Impinging the UAV with high intensity RF signal may
affect UAV operation resulting in one of the following scenarios, depending on UAV
design: controlled landing of UAV; uncontrolled fall of UAV; UAV retracting to preset
location; UAV flying to uncontrolled random direction. Generally, the high intensity RF
radiation impinging on the detected UAV may prevent further controlled operation and

data transmission to and from the UAV. Further, focused RF beam impinging of a UAV
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may damage UAV electronic circuits and effectively destroy the UAV rendering it
inoperable.

The control system may further operate for monitoring signals associated the
detected UAYV to thereby determine result of the high intensity RF beam. To this end the
control system may receive additional signal data collected by the one or more sensors of
the sensor arrangement and process the received signal data for tracking source of the
detected signals. Thus, the control system can determine activity status of the detected
UAYV and determine success score of the deactivation beam. If success score of the
deactivation beam is below a selected threshold, the control system may initiate an alert,
and may operate for emitting one or more additional deactivation beams to deactivate the
detected UAV.

Thus, according to a broad aspect, the present invention provides a system
comprising a primary radar system comprising one or more phased array antenna systems,
a sensor arrangement, and a control system; said sensor arrangement comprises one or
more sensors configured for collecting sensing data indicative of presence and location
of one or more unmanned aerial vehicles (UAV’s) within a predetermined region, and to
provide said sensing data to the control system; the control system comprises at least one
processor configured for processing the sensing data, determining a need to deactivate
score for the one or more UAV’s, and generating operational instructions to the primary
radar system for generating deactivation beam directed toward location of said one or
more UAV’s, thereby deactivating said one or more UAV’s.

According to some embodiments, said sensor arrangement may comprise two or
more sensors positioned in two or more different positions in vicinity of the primary radar
system, thereby providing sensing data enabling triangulation of one or more UAV’s
positions.

According to some embodiments, said sensor arrangement may comprise one or
more sensors selected from optical sensors, RF sensor, and acoustic sensors.

According to some embodiments, said sensor arrangement may comprise a lidar
or secondary radar unit.

According to some embodiments, said sensor arrangement may comprise a
camera unit operable in visible or infrared wavelength range.

According to some embodiments, the control system may comprise a signal

processor configured for receiving and processing said sensing data to determine a
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likelihood measured indicative of probability that source of the sensing data is a UAV,
thereby enabling deactivation of detected UAV’s.

The signal processor may comprise trained machine learning module, trained for
determining one or more UAV’s presence within received sensing data.

The signal processor may operate for determining said likelihood measure in
accordance with one or more parameters of signal source selected from: speed, size,
moving pattern, physical shape, and acoustic signal.

According to some embodiments, said control unit may comprise a signal locator
module configured and operable for receiving and processing said sensing data and for
determining data on location of signal source, generating sensing data associated with one
or more UAV’s.

The signal locator may be configured for determining location of said signal
source in accordance with direction and distance data included in said sensing data.

According to some embodiments, said need to deactivate score may be determined
based on said sensing data and pre-stored conditions comprising conditions associated
with one or more of: size of UAV, UAV signature, UAV position, and UAV movement
pattern.

According to some embodiments, said operational instructions may comprise data
on location of one or more detected UAV’s and instructions to said primary radar system
to emit focused high intensity RF beams directed at said location of the one or more
unmanned aerial vehicles to deactivate at least partially said one or more UAV’s, thereby
providing said deactivation beam.

According to some embodiments, said control unit may comprise a verification
module configured for continuously receiving sensing data from the sensor arrangement
and for processing the sensing data to determine activity status of said one or more UAV’s
to thereby determine success score of the deactivation beam.

According to one other broad aspect, the present invention provides a method
comprising: providing sensing data obtained by sensor arrangement positioned in vicinity
of a primary radar system; processing the sensing data and determining data indicative of
presence and location of one or more UAV’s within a predetermined region; generating
operational instructions to said primary radar system to emit a deactivation beam toward

located of said one or more UAV’s to thereby deactivate said one or more UAV’s.
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According to some embodiments, the method may be operable by at least one
processor and memory circuitry comprising one or more processors.

According to some embodiments, the sensing data may comprise at least one of:
acoustic sensing data obtained by one or more acoustic sensors, image data obtained by
one or more cameras, RF data obtained by a secondary radar system, and lidar data
obtained by a lidar unit.

According to some embodiments, said operational instructions may comprise
instructions to said primary radar system to emit a high intensity RF beam focused to
location of said one or more UAV’s thereby providing said deactivation beam.

According to yet another broad aspect, the present invention provides a radar
defense system configured for operating with a phased array radar system, the defense
system comprising a sensor arrangement, and a control system; said sensor arrangement
comprises one or more sensors configured for collecting sensing data indicative of
presence and location of one or more unmanned aerial vehicles (UAV’s) within a
predetermined region, and to provide said sensing data to the control system; the control
system comprises at least one processor configured for processing the sensing data,
determining a need to deactivate score for the one or more UAV’s, and generating
operational instructions for emission of one or more deactivation beams directed toward
location of said one or more UAV’s, and for providing said operational instructions to
one or more corresponding phased array radar system, to thereby deactivate said one or
more UAV’s.

According to some embodiments, said sensor arrangement may comprise two or
more sensors positioned in two or more different positions in vicinity of the primary radar
system, thereby providing sensing data enabling triangulation of one or more UAV’s
positions.

According to some embodiments, said sensor arrangement may comprise one or
more sensors selected from optical sensors, RF sensor, and acoustic sensors.

According to some embodiments, said sensor arrangement may comprise a lidar
or secondary radar unit.

According to some embodiments, said sensor arrangement may comprise a
camera unit operable in visible or infrared wavelength range.

According to some embodiments, the control system may comprise a signal

processor configured for receiving and processing said sensing data to determine a
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likelihood measured indicative of probability that source of the sensing data is a UAV,
thereby enabling deactivation of detected UAV’s.

The signal processor may comprise trained machine learning module, trained for
determining one or more UAV’s presence within received sensing data.

The signal processor may operate for determining said likelihood measure in
accordance with one or more parameters of signal source selected from: speed, size,
moving pattern, physical shape, and acoustic signal.

According to some embodiments, said control unit may comprise a signal locator
module configured and operable for receiving and processing said sensing data and for
determining data on location of signal source, generating sensing data associated with one
or more UAV’s.

The signal locator may be configured for determining location of said signal
source in accordance with direction and distance data included in said sensing data.

According to some embodiments, said need to deactivate score may be determined
based on said sensing data and pre-stored conditions comprising conditions associated
with one or more of: size of UAV, UAV signature, UAV position, and UAV movement
pattern.

According to some embodiments, said operational instructions may comprise data
on location of one or more detected UAV’s and instructions to said primary radar system
to emit focused high intensity RF beams directed at said location of the one or more
unmanned aerial vehicles to deactivate at least partially said one or more UAV’s, thereby
providing said deactivation beam.

According to some embodiments, said control unit may comprise a verification
module configured for continuously receiving sensing data from the sensor arrangement
and for processing the sensing data to determine activity status of said one or more UAV’s

to thereby determine success score of the deactivation beam.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to better understand the subject matter that is disclosed herein and to

exemplify how it may be carried out in practice, embodiments will now be described, by
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way of non-limiting example only, with reference to the accompanying drawings, in
which:

Fig. 1 schematically illustrating a system according to some embodiments of the
present invention;

Fig. 2 exemplifies operation of a technique for UAV defense according to some

embodiments of the present invention;

DETAILED DESCRIPTION OF EMBODIMENTS

As indicated above. The present invention provides a system and corresponding
technique enabling detection and deactivation of UAV, utilizing a primary radar system
and an additional sensor arrangement. Fig. 1 illustrates schematically a system 100
according to some embodiments of the invention. The system 100 includes a primary
radar system 110 including at least a phased array antenna system 115. The radar system
110 may include additional elements associated with radar system including processing
unit, user interface, power source, etc. All configured to enable operation of radar system
110 for scanning a selection field of view and detect one or more objects using RF
radiation within said field of view. The system also includes a sensor arrangement 120
and control system 130. The sensor arrangement includes one or more sensors selected
from acoustic sensors, one or more imagers, lidar unit, secondary radar unit etc. Control
system 130, may be a separate control unit, or be a part of control unit operating the radar
system 110. In this connection control unit 130 may generally include one or more
processors and memory unit and may include one or more hardware or software modules
configured for performing selected tasks as described herein below in accordance with
computer readable code stored at said memory unit.

The primary radar system 110 may generally be any type of radar system,
typically utilizing phased array antenna arrangement. In some embodiments, the primary
radar system 110 may be a pulse Doppler radar system, generally configured for scanning
of a region in large distance ranges and directed for detecting fast moving objects at large
distances. Such pulse doppler radar system typically has blind regions associated with
pulsating beam and collection time in which the radar is collecting reflected signals. The
Pulse Doppler radar systems may generally have the ability to emit high intensity output

beam, such as deactivation beam, enabling deactivation of threats detected by the present
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technique. In some other configurations, the primary radar system may be any type of
primary radar system, including e.g., FMCW radar systems or other radar types.

The sensor arrangement 120 includes one or more sensors units configured and
operable for collecting sensing data PS from a selected region around the primary radar
system 110, or antenna system 115 of the primary radar system. Sensor arrangement 120
is generally directed at detecting sensing data associated with relatively small objects, and
the respective selected region may generally be smaller and associated with certain
vicinity of antenna system 115. Specifically, sensor arrangement 120 is configured for
collecting sensing data associated with potential aerial threats to the radar system 100.
Such aerial threat may be directed from aerial vehicle including manned and Unmanned
Aerial Vehicles (UAV’s) 50 that may pose either physical or intelligence related threats
to the primary radar system 110. The sensor arrangement 120 may include one or more
sensors selected from acoustic sensors, optical sensors (e.g., camera/imager units and/or
lidar unit), and RF sensors, and may include a combination of the above. The sensors may
be arranged in a selected arrangement in vicinity of radar system 100 or its antenna system
115. The selected arrangement may be determined in accordance with range and
sensitivity of radar system 100, such that sensor arrangement is directed to detect objects
at range that is short with respect to minimal detection range of radar system 100, to
thereby complement system detection range.

The control system 130 is configured for operating sensors of the sensor
arrangement 120, and for receiving and processing sensing data to determine whether one
or more objects detected by sensor arrangement pose threat to proper operation of radar
system 100. In case control system 130 determined that potential threat exceeds a selected
threshold, the control system 130 may provide operation instructions to radar system 100
for operating antenna system 115 thereof to operate for deactivating one or more detected
objects to remove the potential threat. As indicated above, control unit 130 may include
one or more processors and a memory unit, generally connected to a hardware-based
input/output interface. The one or more processors are configured to provide processing
necessary for operating the system as described herein. To this end, the one or more
processors are configured to execute several functional modules in accordance with
computer readable instructions, generally implemented on a non-transitory computer

readable memory, associated, or linked to the control system 130. Such functional
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modules are thereby described as parts of the control system 130 and may be implemented
as software and/or hardware modules, being parts of the one or more processors thereof.

In the exemplary configuration of Fig. 1, control system 130 include a sensor
signal processor 140, signal locator 150, deactivate decision module 160, RF beam
module 170, and verification module 170. These modules exemplify operation actions of
control system according to some embodiments of the present invention, where some
operational actions may be implemented by various other modules, or certain actions may
be combined, being performed by combined software and/or hardware modules as the
case may be.

The sensor signal processor 140 is configured for receiving signals collected from
sensor arrangement 120 and process the received signal to determine whether the signals
indicate existence of one or more aerial vehicles, such as unmanned aerial vehicles
(UAV’s) in a selected range around the antenna system 115. The sensor signal processor
140 may be configured for processing the sensing data for determining UAV likelihood
based on the collected sensing data. The UAV likelihood measure is generally indicative
of a likelihood that the collected sensing data is indicative of one or more UAV’s within
a region around the radar system 100. Such UAYV likelihood may be determined by
processing the collecting signal using artificial intelligence (Al) processing, utilizing
collected signals such as such as motor sounds or increased wind turbulence, image data
and/or radar signature.

Thus, the sensor signal processor 140 may utilize one or more artificial
intelligence (AI) modules, such as pre-trained neural network processing module, or any
other machine learning capable module, for processing the collected sensing data and
determine UAYV likelihood based on one or more signal signatures in the collected data.
Additionally, or alternatively, the sensor signal processor 140 may utilize pre-stored data,
stored in a respective memory unit, and extract correspondence between UAV signal data
and the received sensing data to determine likelihood whether the signals indicate
existence of one or more UAV’s.

In some configurations the UAV likelihood may be associated with movement
pattern of flying objects. More specifically, signal collected by the sensor arrangement
120 may indicate certain objects within a region around the radar system 100. The UAV
likelihood measure may be determined based on movement pattern of the flying object.

Where typical UAV flying pattern may include hovering periods, which may be
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associated with instances of direction changes. Other flying objects such as birds may
maintain a direction and change direction gradually. In such cases, UAV likelihood may
also relate to data about location of signal source as determined by the signal locator 150.

The signal locator 150 is configured for receiving and processing the signals
collected from sensor arrangement 120, and data on UAV likelihood (at least initial
likelihood in embodiments using movement pattern data) and/or one or more typical
signal signature from the sensor signal processor 130, for determining data on location of
one or more detected objects. To this end the signal locator may utilize pre-stored data on
physical and spatial arrangement of the sensors used by sensor arrangement 120, and
processing techniques selected in accordance with types and arrangement of the sensors
used. For example, the location of the detected objects may be determined directly based
on RF or lidar data collected by secondary radar unit and/or lidar unit used in the sensor
arrangement. In some additional examples, location of the detected objects may be
determined by triangulation of acoustic signal collected by three or more acoustic sensors
arranged in predetermined positioned around the radar system. In some further examples,
the signal locator may utilize receive signal strength (RSS) technique for determining data
on signal source and location of one or more detected objects. Generally, in some typical
configurations the signal locator 150 may utilize a combination of two or more location
processing techniques for determining location of the detected objects.

Generally, the signal locator 150 may be in communication with the sensor signal
processor 140 for updating UAV likelihood bases on location of the detected objects and
variation in the location thereof. As indicated above, movement pattern of flying objects
may indicate increased or decreased UAV likelihood measure. Accordingly, continuous,
or periodic data on location of detected objects may be used to further classify the object
with improved or reduced UAV likelihood.

Data on UAYV likelihood and location of the one or more detected objects is used
for further processing and determining a need to deactivate by the deactivate decision
module 160. The deactivate decision module 160 is configured and operable to receive
and process data on the collected signals, UAV likelihood data and location data thereof
and determine a need to deactivate score. The need to deactivate score is generally
determined in accordance with potential estimated risk, radar system sensitivity (e.g.,
mission sensitivity), and additional conditions associated with various UAV parameters

and potential threat levels pre-stored in memory unit of the control system 120. The pre-
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stored conditions may be associated one or more parameters, where UAV likelihood is
generally used as a factor. The condition parameters may be selected from parameters of
the suspected UAV such as: size, position, speed, and movement pattern. Additional
parameters may be associated with selected UAV signature data and movement patterns.
Further, for example, in some scenarios where physical threat is of consideration, a
suspected UAV of form factor smaller than a selected threshold may be considered as
posing low threat, and thus smaller size may lead to lower need to deactivate score, while
larger UAV may be considered as posing greater threat even if object has low UAV
likelihood. UAV signature data may indicate selected types of UAV’s that might raise
threat level and need to be deactivated, such as UAV’s that are typically used for offensive
or intelligence activities. In such cases, an object having suitable signal signature may
receive higher need to deactivate score even if having low UAYV likelihood measure.

In further examples, the threat level may be increased for objects (suspected
UAV’s) approaching to relatively close proximity to the antenna system 115, e.g., at
distance below selected threshold, while be considered lower for UAV’s detected at larger
distance. Further, UAV’s moving in certain moving patterns may indicate greater threat
level over UAV’s having fewer threatening patterns.

The deactivate decision module 160 may thus operate to determine need to
deactivate score based on the above parameters, utilizing selected weights for the
different parameters in accordance with selected or predetermined threat level conditions
provided by operators. In some configurations, the need to deactivate score may be
adjusted, e.g., by determining constant need to deactivate score in high threat scenarios.

If the need to deactivate score, for a detected object, is determined to be below a
predetermined threshold, i.e., the object need not be deactivated, the control system 120
may continue monitoring the object’s movement without disturbing it. If the need to
deactivate score is above the threshold, the deactivate decision module transmits a
decision to deactivate and the RF beam module 170 may operate to determine deactivate
beam parameters and operate the radar system 110 to emit a deactivate beam toward the
object.

In this connection, the present technique may generally utilize transmission of
focused, high intensity RF beam for deactivating one or more suspected UAV’s.
However, in some embodiments, the system 100 may utilize one or more beam emitters

for emitting a deactivate beam. Such one or more additional beam emitters may include
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laser array, RF emitter or any other suitable beam emitter. In some typical embodiments,
the present technique utilizes focus RF beam emitted by antenna system 115 for
deactivating the suspected UAV’s.

To this end, the RF beam module 170 received data on location of the suspected
UAV’s, generally including azimuth, elevation, and range, for determining RF beam
parameters, and operates the antenna system 115 of primary radar system 110 for emitting
a deactivating beam toward the determined location. The RF beam module 170 may
utilize beam stirring and general beam forming techniques for determining operation of
the antenna system 115 to emit a selected beam profile to provide focusing of the RF
beam at location of the suspected UAV, thereby radiating the suspected UAV with high
intensity RF radiation selected to effectively deactivate its operation.

Generally, the antenna system 115 of radar system 110 may be a phased array
antenna system. This configuration enables beam steering using phase variations between
signal portions transmitted by elements of the antenna array. The present technique may
thus utilize beam steering and beam shaping techniques for generating a focused RF beam
directed at location of the suspected UAV. Such focused RF beam generated large
amplitude electromagnetic fields at estimated location of the suspected UAV, which
generally affects UAV operation and/or communication, leading to at least partial
deactivation thereof.

Focused high intensity RF beam impinging on UAV may affect UAV operation
in several ways depending on UAV design and beam power. The high intensity EM fields
may jam UAV communication and/or operation of UAV electronics. This may lead to
temporary loss of communication and/or navigation, temporary system failure, and may
even lead to burnout of UAV circuits. As a result of the UAV may fail and fall to the
ground, operate within limited performance and/or operate one or more safety procedures.
Thus, the UAV may experience uncontrolled fall, controlled landing, may retract to a
preset location, experience loss of navigation data and fly to random uncontrolled random
direction.

Generally, the high intensity RF radiation impinging on the detected UAV may
prevent further controlled operation and data transmission to and from the UAV. More
specifically, the focused RF beam may limit incoming and outgoing communication from

the UAV, preventing it from sending out collected data or received additional
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instructions. This may be sufficient for limiting intelligence gathering UAV’s from data
collection and transmission thereof.

After transmission of focused RF beam, the control system operates in accordance
with verification module 170. Verification module operates a repeating discovery
sequence, by operating the sensor arrangement 120 for collecting sensing data and
processing the sensing data in accordance with data on the detected object already
identified as suspected UAV. More specifically, the verification module 170 may operate
the sensor arrangement 120 for collecting sensing data and operate the sensor signal
processor 140 for processing the sensing data in accordance with signal signature
associated with the object toward which RF beam has been directed. The signal locator
150 is further operated in accordance with location to which RF beam has been directed,
with certain increased field to compensate for movement of the UAV.

Operation of the verification module 170 is directed at monitoring sensing data
with respect to signal signature of one or more objects that have already been detected,
and that a deactivation beam has been directed thereto. This operation is provided for
determining effects of the deactivation beam and determining status of the object/UAV.
The verification module 170 may thus determine a deactivation score indicating level of
effect of the deactivation beam on the UAV, and based on the deactivation score, the
verification module 170 may determine further processing. For example, monitoring of
object signature may indicate that following a deactivation beam, the object has dropped
toward the ground without additional maneuvers may lead to high deactivation score,
indicating effective deactivation of the UAV. Alternatively, monitoring of the object
signature may indicate that object trajectory is unchanged. This indicates a low
deactivation score, indicating limited or no effect of the deactivation beam on the object.

A low deactivation score, indicating that a suspected UAV may maintain its threat
level, may also suggest that a suspected object might not be a UAV, but a different type
of object. Alternatively, low deactivation score may indicate misalignment of the
deactivation beam with UAV trajectory, limited effect due to shielding, or other possible
reasons. The deactivation score may be based on one or more of the following parameters:
correlation between object trajectory before and operation of after deactivation beam,
altitude variation of the object, level of variation in signal signature and other parameters

as the case may be.
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In some configurations, the verification module may operate to compare a
deactivation score to a selected or predetermined threshold. Accordingly, a deactivation
score being below the threshold may indicated insufficient deactivation, while
deactivation score above the threshold indicated sufficient deactivation. Further, in some
embodiments, in response to determining a deactivation score below the predetermined
threshold, the verification module may initiate an additional deactivation process. To this
end, the verification module 170 may operate the sensor signal processor 140, signal
locator 150 and RF beam module 160 to update data on location of the detected object,
for which deactivation score is below the threshold, and to generate an additional
deactivation beam/ such additional deactivation beam and utilize enhanced beam intensity
to improve deactivation effect thereof. The verification module 170 may also generate
corresponding alert requesting additional assistance from external systems for
deactivation of the UAV.

In some embodiments, the verification module 170 may operate in a follow mode.
To this end, the verification module 170 may turn follow mode on, in response to input
data from the sensor signal processor 140 indicating that an object is detected having
UAY likelihood above a selected or predetermined threshold. While in follow mode, the
verification module may collect sensing data from the sensor arrangement and operate
the sensor signal processor 140 and signal locator 150 for monitoring location and
trajectory of the high UAYV likelihood object. The verification module 170 may continue
the follow mode upon operation of a deactivation beam, operated by the RF beam module,
and determining deactivation status after operation of the deactivation beam. If the
deactivation score is low, the verification module 170 may generate a corresponding
indication for generating an additional deactivation beam and may generate suitable alert
requesting additional assistance from external systems for deactivation of the UAV.

It should be noted that the system 100 according to the present technique may be
operated with any type of primary radar system 110, and specifically with primary radar
systems that utilize phase array antenna unit(s). Further, the present technique
advantageously provides additional defense against small threats at close proximity (e.g.,
such as UAVs) for radar systems designed for detection in long distance. Such Primary
radar systems 110 may be Pulse Doppler radar systems, that effectively suffer from

certain temporal and/or spatial blind spots. Additionally, or alternatively, the primary
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radar system 110 may also be a FMCW or any other type of radar system capable of
emitting focused beam toward a selected location.

Further, in some embodiments, the present technique provides a system for radar
defense. The system includes a sensor arrangement and control system as described
herein above and is connectable to a selected one or more primary radar systems.
Generally, the control system is configured for operating the sensor arrangement,
receiving sensing data collected by the sensor arrangement, and for processing the sensing
data. The processing provides for determining existence and location of one or more
objects in a selected region, determine a UAV likelihood and need to deactivate measures
as described herein and generate operational instructions for emission of one or more
deactivation beams. The control system operates for transmitting the operational
instructions to one or more connected radar systems to thereby operate the associated
radar systems for emitting the deactivation beams as described herein.

Reference is made to Fig. 2 exemplifying operation of a method according to
some embodiments of the present invention. As indicated above, the present technique
generally utilizes a radar system, typically operating with a phase array antenna system,
and further utilizes a sensor arrangement and control system associated with the radar
system. As also indicated above, the control system generally includes at least one
processor and memory circuitry utilizing input/output communication ports and operating
in accordance with computer readable instructions operating the at least one processor in
accordance with the herein described technique.

Accordingly, as exemplified in Fig. 2, the technique operates for collecting
sensing data 2010 from a selected region around location of the radar system. The sensing
data is generally generated by the above-described sensor arrangement and may include
optical sensing data (e.g., image data and/or lidar scanning data), acoustic sensing data,
and/or RF sensing data (e.g., using a secondary radar unit). Processing the sensing data
2020 by the at least one processor for detecting objects in the selected region. The
processing is generally directed for detecting objects such as UAVs or other flying
vehicles that may pose threat to the radar system. The processing may utilize one or more
artificial intelligence processing modules, typically trained on identifying UAV and
UAV-type objects from the respective sensing data. As indicated above, the processing
may operate to determine a UAV likelihood measure for detected objects, thereby

enabling filtering out objects having low UAYV likelihood. For objects having high UAV
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likelihood, the processing may proceed for determining location of UAV 2030. Location
may be determined directly from the sensing data, e.g., utilizing image data, lidar or radar
date, and/or be determined utilizing processing of the collected sensing data by
triangulation and determining correlations between sensing data collected by one or more
sensors located in different positions around the radar system.

In some embodiments, the technique may further include operating the primary
radar system 2035 for collecting radar data from a respective location of an object having
high UAV likelihood. Generally, the primary radar system may be configured for
relatively long-range detection, and have limited detection ability in short range, where
UAYV may pose threat thereto. However, utilizing a primary, large aperture, radar system
may enable obtaining additional information on the detected object, and clarify a need to
deactivate.

Additionally, processing of the sensing data, and additional radar signal, obtain
either from a secondary radar unit or from the primary radar system when use, may be
used for determining UAV characteristics 2040. Determining UAV characteristics may
be used for determining a need to deactivate of the UAV. More specifically, the present
technique may utilize decision make modules, and/or operate based on operation
parameters provided thereto. Accordingly, UAV characteristics may indicate a threat
level of the UAV. For example, UAV’s may pose physical threat to the radar system,
using weapons carried thereby or by crashing into the antenna system, such UAV may
carry explosives. Such physical threat may generally come from relatively large UAV.
This is while smaller UAVs may be less threatening, or pose threat associated with
intelligence and data collection. Such UAYV characteristics may be used for determining
a need to deactivate, as well as for providing operating crew appropriate indications for
further actions.

Using UAV likelihood data, UAV location, and UAV characteristics when
determined, the present technique operated to determine a need to deactivate 2050. A
need to deactivate may be a binary score including yes or no decision, and utilize further
scoring scale, including operational decisions from ignoring, passive monitoring,
monitoring and alert crew, operating deactivation beam with or without additional
monitoring, etc. The need to deactivate decision may be based on the sensing data and

above defined parameters and additional pre-stores parameters associated with level of
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general threat, sensitivity of the radar system, location, and other parameter that may be
used.

If a need to deactivate decision includes operation of deactivation beam, the
technique includes processing of antenna system location and detected location of the
UAYV for generating beam instructions 2060. The deactivation beam may be operated as
a focused, high intensity RF beam that can be generated by antenna system of the radar
system. The use of phased array antenna system enables generation of various beam
profiles, where providing linear phase variation enables steering of the beam direction
and providing parabolic phase variations enables focusing of the beam to a selected
distance. Steering parameters are thus determined based on UAV location, and parabolic
parameters are determined based on UAV distance and possibly size. The beam
parameters may also include power parameter, generally indicating required RF power
need for deactivation of a UAV based on UAV characteristics and distance. Following
the beam instructions, the present technique includes operating the primary radar system
to emit the deactivation beam toward the UAV 2070.

As indicated above, the deactivation beam may generally be a focused, high power
RF beam. Such beam impinging on a UAV causes high power electromagnetic (EM)
fields on the UAV and may cause various effects on the UAV. Such effects may range
between jamming communication, disorientating sensors, and may also at times cause
burn of electrical circuitry. In response the UAV may be affected in various ways,
including e.g., retracting to selected direction, changing course to random direction, and
may even fall uncontrollably due to critical malfunction. Generally, the present technique
may proceed in monitoring UAV location and movement patterns for determining
deactivation status 2080. Deactivation status may lead to decision to emit additional
deactivation beam, send crew to manually deactivate or to collect UAV etc.

In some configurations, the present technique provides a radar defending system.
The radar defending system utilizes a sensor arrangement 120 and control system 130 as
described herein above. The radar defending system is configured to be used in vicinity
of a selected one or more radar system and be connectable thereto, to provide operational
instructions to the primary radar system for emitting deactivation beam in accordance
with data on location of one or more detected objects.

Thus, the present invention provides a system and technique for monitoring and

defending radar systems against close proximity aerial threats such as posed by unmanned
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aerial vehicles (UAVs) and may utilize RF emitting antenna system of the radar system

to provide deactivation means against such UAVs.
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CLAIMS:

1. A system comprising a primary radar system comprising one or more phased array
antenna systems, a sensor arrangement, and a control system; said sensor arrangement
comprises one or more sensors configured for collecting sensing data indicative of
presence and location of one or more unmanned aerial vehicles (UAV’s) within a
predetermined region, and to provide said sensing data to the control system; the control
system comprises at least one processor configured for processing the sensing data,
determining a need to deactivate score for the one or more UAV’s, and generating
operational instructions to the primary radar system for generating deactivation beam
directed toward location of said one or more UAV’s, thereby deactivating said one or
more UAV’s.

2. The system of claim 1, wherein said sensor arrangement comprises two or more
sensors configured to be positioned in two or more different positions in vicinity of the
primary radar system, thereby providing sensing data enabling triangulation of one or
more UAV’s positions.

3. The system of claim 1 or 2, wherein said sensor arrangement comprises one or
more sensors selected from optical sensors, RF sensor, and acoustic sensors.

4. The system of any one of claims 1 to 3, wherein said sensor arrangement
comprises a lidar or secondary radar unit.

5. The system of any one of claims 1 to 4, wherein said sensor arrangement
comprises a camera unit operable in visible or infrared wavelength range.

6. The system of any one of claims 1 to 5, wherein the control system comprises a
signal processor configured for receiving and processing said sensing data to determine a
likelihood measured indicative of probability that source of the sensing data is a UAV,
thereby enabling deactivation of detected UAV’s.

7. The system of claim 6, wherein said signal processor comprises trained machine
learning module, trained for determining one or more UAV’s presence within received
sensing data.

8. The system of claim 6 or 7, wherein said signal processor operates for determining
said likelihood measure in accordance with one or more parameters of signal source
selected from: speed, size, moving pattern, physical shape, and acoustic signal.

9. The system of any one of claims 1 to 8, wherein said control unit comprises a

signal locator module configured and operable for receiving and processing said sensing
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data and for determining data on location of signal source, generating sensing data
associated with one or more UAV’s.

10. The system of claim 9, wherein said signal locator is configured for determining
location of said signal source in accordance with direction and distance data included in
said sensing data.

11. The system of any one of claims 1 to 10, wherein said need to deactivate score is
determined based on said sensing data and pre-stored conditions comprising conditions
associated with one or more of: size of UAV, UAV signature, UAV position, and UAV
movement pattern.

12. The system of any one of claims 1 to 11, wherein said operational instructions
comprise data on location of one or more detected UAV’s and instructions to said primary
radar system to emit focused high intensity RF beams directed at said location of the one
or more unmanned aerial vehicles to deactivate at least partially said one or more UAV’s,
thereby providing said deactivation beam.

13.  The system of any one of claims 1 to 12, wherein said control unit comprises a
verification module configured for continuously receiving sensing data from the sensor
arrangement and for processing the sensing data to determine activity status of said one
or more UAV’s to thereby determine success score of the deactivation beam.

14. A method comprising: providing sensing data obtained by sensor arrangement
positioned in vicinity of a primary radar system; processing the sensing data and
determining data indicative of presence and location of one or more UAV’s within a
predetermined region; generating operational instructions to said primary radar system to
emit a deactivation beam toward located of said one or more UAV’s to thereby deactivate
said one or more UAV’s.

15. The method of claim 14, operable by at least one processor and memory circuitry
comprising one or more processors.

16. The method of claim 14 or 15, wherein said sensing data comprises at least one
of: acoustic sensing data obtained by one or more acoustic sensors, image data obtained
by one or more cameras, RF data obtained by a secondary radar system, and lidar data
obtained by a lidar unit.

17. The method of any one of claims 14 to 16, wherein said operational instructions
comprises instructions to said primary radar system to emit a high intensity RF beam

focused to location of said one or more UAV’s thereby providing said deactivation beam.
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18. A radar defense system configured for operating with a phased array radar system,
the defense system comprising a sensor arrangement, and a control system; said sensor
arrangement comprises one or more sensors configured for collecting sensing data
indicative of presence and location of one or more unmanned aerial vehicles (UAV’s)
within a predetermined region, and to provide said sensing data to the control system; the
control system comprises at least one processor configured for processing the sensing
data, determining a need to deactivate score for the one or more UAV’s, and generating
operational instructions for emission of one or more deactivation beams directed toward
location of said one or more UAV’s, and for providing said operational instructions to
one or more corresponding phased array radar system, to thereby deactivate said one or
more UAV’s.

19. The radar defense system of claim 18, wherein said sensor arrangement comprises
two or more sensors configured to be positioned in two or more different positions in
vicinity of the primary radar system, thereby providing sensing data enabling
triangulation of one or more UAV’s positions.

20. The radar defense system of claim 18 or 19, wherein said sensor arrangement
comprises one or more sensors selected from optical sensors, RF sensor, and acoustic
Sensors.

21. The radar defense system of claim 18 to 20, wherein said sensor arrangement
comprises a lidar or secondary radar unit.

22. The radar defense system of claim 18 to 21, wherein said sensor arrangement
comprises a camera unit operable in visible or infrared wavelength range.

23. The radar defense system of claim 18 to 22, wherein the control system comprises
a signal processor configured for receiving and processing said sensing data to determine
a likelihood measured indicative of probability that source of the sensing data is a UAV,
thereby enabling deactivation of detected UAV’s.

24. The radar defense system of claim 23, wherein said signal processor comprises
trained machine learning module, trained for determining one or more UAV’s presence
within received sensing data.

25. The radar defense system of claim 23 or 24, wherein said signal processor operates
for determining said likelihood measure in accordance with one or more parameters of
signal source selected from: speed, size, moving pattern, physical shape, and acoustic

signal.
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26. The radar defense system of claim 18 to 25, wherein said control unit comprises
a signal locator module configured and operable for receiving and processing said sensing
data and for determining data on location of signal source, generating sensing data
associated with one or more UAV’s.

27. The radar defense system of claim 26, wherein said signal locator is configured
for determining location of said signal source in accordance with direction and distance
data included in said sensing data.

28. The radar defense system of claim 18 to 27, wherein said need to deactivate score
is determined based on said sensing data and pre-stored conditions comprising conditions
associated with one or more of: size of UAV, UAV signature, UAV position, and UAV
movement pattern.

29. The radar defense system of claim 18 to 28, wherein said operational instructions
comprise data on location of one or more detected UAV’s and instructions to said primary
radar system to emit focused high intensity RF beams directed at said location of the one
or more unmanned aerial vehicles to deactivate at least partially said one or more UAV’s,
thereby providing said deactivation beam.

30. The radar defense system of claim 18 to 29, wherein said control unit comprises
a verification module configured for continuously receiving sensing data from the sensor
arrangement and for processing the sensing data to determine activity status of said one

or more UAV’s to thereby determine success score of the deactivation beam.



