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Despite the advantages of CDMA, other wireless systems exist that use other

principles. For example, in much of the world GSM is used, which employs a version
of time division multiple access.

Whether CDMA principles or other wireless principles are used, wireless
communication systems can be thought of as having two main components, namely, the
wireless radio access network (RAN) and the core infrastructure which communicates
with the RAN and with external systems, such as the public switched telephone network
(PSTN), the Internet (particularly although not exclusively for data calls), etc. The core
infrastructures associated with the various wireless technologies can be very expensive,
both in terms of hardware and in terms of developing communication protocols to
support particularized, typically system-specific call switching, subscription and
attendant authentication and call monitoring, and billing.  Consequently, the

communication protocols of one wireless system (in the case of GSM, GSM protocols,
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the first network to_authenticate
communications between a first network and a second network enabling a mobile

station (MS) subscribed in the first network to communicate using the second network,
comprises storing an identity of the mobile station, obtaining authentication information
from the first network based on the identity of the mobile station, storing the
authentication information from the first network in a general global gateway (GGG),
and using the stored authentication information from the first network to authenticate
the mobile station.

In a further aspect of the present invention, computer readable media embodying
a program of instructions executable by a computer program to perform a method of
wireless communications between a first network and a second network enabling a

mobile station (MS) subscribed in the first network to communicate using the second
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DETAILED DESCRIPTION

The present invention relates generally to wireless communication systems, and

more particularly to systems that permit internetworking between a first network and a
second network. Figure 1 shows a first network, a CDMA network 12, internetworking
with a second network, a GSM network 14, in accordance with an embodiment.

Figure 1 shows a block diagram of a wireless communications system 10
comprising a CDMA network 12, a GSM network 14, General Global Gateway (GGG)
16, and mobile stations 18, 20, 22, 24. GSM mobile station 20 includes a Subscriber
Identity Module (SIM) 26. CDMA mobile station 24 includes SIM 28. SIMs 26, 28 are
removable engaged with mobile stations 20, 24, respectively, in accordance with
principles known in the art. In an embodiment involving a GSM network, the GGG is
called a GSM Global Gateway.
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With respect to a GSM mobile station with a subscription in a CDMA Core 20,
the GGG 16 functions as a Visitor Location Register (VLR) 50 to the GSM network 14.
With respect to a CDMA mobile station 24 with a subscription in a GSM Core 30, the
GGG 16 functions as a Visitor Location Register (Visitor LR) 52 to the CDMA network
12.

Mobile stations 18, 20, 22, 24 do not need to have a subscription in both core
infrastructures 12, 14 and may have a subscription in only one of the core infrastructures
12, 14.

With respect to both the GSM mobile station with a subscription in a CDMA
Core 20 and a CDMA mobile station with a subscription in a GSM Core 24, the GGG
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The GGG 16 receives a location message from a mobile station 20, 24. The
GGG uses an identifier in the location message to obtain authentication information to
know which HLR/AuC it needs to interrogate.

An incoming call to a registered GSM subscriber 24 arrives at GSM gateway
MSC (GSM GMSC) 40 in the subscriber’s home GSM network 14. The GMSC 40
interrogates the GSM LR 50 to determine the location of the subscriber 24, which is in
the CDMA network 12. The location of the GSM subscriber 24 from the perspective of
the GSM LR 50 is in the GGG 16, which appears as a GSM VLR. When the GSM LR
50 requests routing information from the GGG 16, the GGG 16 requests routing
information from the serving CDMA LR 52 and thus the call is routed to the CDMA
MSC 46.
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The CDMA core infrastructure comprising the CDMA MSC 46 and CDMA
RAN 48 can include or can access a CDMA authentication center (CDMA AUC) 44

and a CDMA home location register (CDMA HLR) 42 in accordance with CDMA

principles known in the art to authenticate subscriber mobile station 22, and to collect
accounting and billing information as required by the particular CDMA core
infrastructure.

Likewise, the GSM core 30 can include or can access a GSM authentication
center (GSM AUC) 36 and a GSM home location register (GSM HLR) 34 in
accordance with GSM principles known in the art to authenticate subscriber mobile
station 18, and to collect accounting and billing information as required by the particular

GSM core infrastructure.
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With respect to a GSM mobile station 20 with a subscription in a CDMA
network 12, the GGG 16 functions as a VLR 52 to the CDMA network 14. The GGG
meets CDMA protocol requirements for a VLR 52. The GGG interacts with CDMA
core network elements such as CDMA HLR 42 and CDMA MSC 46 according to
CDMA specifications, except that the GGG 16 routes incoming calls to the CDMA
network 12. The CDMA LR 52 also performs a location update with the CDMA

network 12 when the mobile station registers in the GSM network 14. In this sense, the
GGG acts as a VLR to the whole GSM network 14.

When a mobile station that is in the CDMA network 12 is called from the GSM
network 14, the call is routed to the CDMA LR 52 in the GGG 16 per standard
specifications. The GGG 16 routes the call to the CDMA network 12. The CDMA
network 12 eventually routes the call to the CDMA MSC 46 serving the mobile station.
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side 12, the CDMA LR 52 w1ll further route it to the serving MSC 46.

With respect to a GSM mobile station 20 with a subscription in a CDMA
network 12, the GGG 16 acts as an HLR 50 in the GSM network 14. The GSM LR 50
shall meet HLR protocol requirements for CDMA to GSM roaming. An important
piece of information that the HLR maintains is the address of the GSM GMSC 40
serving the mobile station 20. When the CDMA LR 52 in the GGG 16 routes a call to
the GSM side 14, the GSM LR 50 will further route it to the serving MSC 40.

The GGG acts as an Authentication Controller (AUC) in the CDMA network for
GSM subscribers 24. The AUC 44 in a CDMA network 12 is responsible for
authenticating a mobile station and permitting/denying access to network resources.
The AUC function in the GGG does not call for A-key provisioning at the GGG or the
MS. Instead the GGG uses the GSM authentication credentials and the GSM
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the GGG 16 routes the nmesshge to a GSM SMSC 38 within
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GGG responds to val i rressages t hat can be tgtec;eki élloeeg nk()) s
smbpfipent.thig identity is a GSM IMSI (i.e., if the CDMA netwo e true
IMSI). If the identity in the GSM network is different from the identity in a CDMA
network, then the GGG provides a mapping between the GSM identity and the CDMA
identity. It would be apparent to those skilled in the art that any technique/method
known in the art to uniquely identify the mobile station 20 may be used.

In a non-limiting embodiment, mobile stations 18, 20, are mobile telephones
made by Kyocera, Samsung, or other manufacturer that use GSM principles and GSM
over-the-air (OTA) communication air interfaces. In a non-limiting embodiment,
mobile stations 22, 24, are mobile telephones made by Kyocera, Samsung, or other

manufacturer that use CDMA principles and CDMA over-the-air (OTA) communication

air interfaces. The present invention, however, applies to other mobile stations such as
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a Mobile Identification Number (MIN).
In step 208, the MSC 46 determines, based on the mobile station identity, the

network subscription, i.e. whether the mobile station is a subscriber of the second
network or the first network. In an embodiment, wherein the identity of the mobile
station is an IMS], the MSC 46 can make this determination because the IMSI contains,
among other information, a code representing the country and network in which the
mobile station has a subscription. The flow of control proceeds to step 210.

In step 210, the second network’s MSC 46 determines the subscription of the

mobile station from the mobile station identity. In step 210, the second network’s MSC
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In step 226, the GGG 16 stores the first network’s authentication parameters for
subsequent accesses by the mobile station. Thus, the entire authentication procedure
may not need execution on a subsequent access, which means the first network’s core
may not need accessing. The flow of control proceeds to step 228.

In step 228, the GGG 16 sends the authentication message to the second
network’s MSC 46 and the MSC 46 sends the authentication message to the mobile

station via the second network’s RAN 48. The flow of control proceeds to step 230.
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incorporated herein by reference and are intended to be encompassed by the present
claims. Moreover, it is not necessary for a device or method to address each and every
problem sought to be solved by the present invention, for it to be encompassed by the
present claims. Furthermore, no element, component, or method step in the present
disclosure is intended to be dedicated to the public regardless of whether the element,
component, or method step is explicitly recited in the claims. No claim element herein

is to be construed under the provisions of 35 U.S.C. §112, sixth paragraph, unless the
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station re-accesses the first netwrk and the flow of
control proceeds to step 232. [0066] In step 232, a
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a nmessage to the nobile station via the second
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accesses the first network. The flow of contro
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above-descri bed objects of the invention, it is to be
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enbodi nent of the present invention and is thus
representative of the subject matter which is broadly
contenpl ated by the present invention, that the scope
of the present invention fully enconpasses ot her
enbodi nrents which may becone obvious to those skilled
in the art, and that the scope of the present
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explicitly rJéJ‘Eaib?seoc OPﬁgP‘ifrg%% ngf%agx ldf%th © g‘emwn' and
herein i s atlogibemaaostipued té/BERutel f16 ﬂ%frp ol 19IbtR adtBentication
US C. 112, srxth par agr aph, unl ess 2004/ 084472

PCT/ UsEouBatd5T8 thelfsrsemweﬂr based e&ﬁreed@rtgty pEiie eabile station.

usi ng the phrase "neans for" or, in the case of a

nethod claim the elenent is recited as a "step”

i nste@d of Tan GGGtof claidatl) hutttet emPﬁﬁﬁg beodatibe [‘dgffmgﬁdﬁgured to

wi t hout departing fromthe scope o i nventi on
2004/ 6@&%?@0@@?}’ Uéz%@@%@s%@lonﬂ@ @Ehl% calf incgmyjng & éhe mobile

gl obalst@8h Ry K3k neRiti 39 :66te tiRe %Hﬁﬁ call to the mobile station
conmmuni cation between a first network and a seco :@

net wotthrongh dbn4FE. a nobil e station (MS) subscribed in
the first network to conmuni cate using the second
network, conprising: a database configured to store

an i dentit shefGGe ofrehiih €1, SkRdrkiaNthe QBgrcathPi’é furlhB} tonfigured to
configured to execute progranrloglc to obtain

aut hefigieaatne grhethert aheaticatipnf puamelsss froms thenmolider Kation satisfies

basedf(f&kl}tant%e{lﬁjc%ﬁ h%ﬁte%f the nmobile station. 2. The

€rconprising a |location register
configured to store a location of the nobile station
to enable a call incoming to the nobile station from
the fifrst A@ewi¥ Al rlahgeﬁrlrhel FHTBRIRGIRNG) 2 BETViCet @entek onfigured to

mobi | gerf ahd beive messages to and from the second network according to a

message format of the service center.

5. The GGG of claim 2, further comprising a second location register
configured to store a location of the mobile station to enable a call outgoing
from the mobile station to the first network to route the outgoing call from the

mobile station through the GGG.

6. The GGG of claim 4, wherein the service center is configured to send

and receive Internet Protocol (IP) messages to and from the second network.



through the GGG 3. The GGG of claim1, wherein the
logic unit is further configured to determ ne whether

wa@eaohestsrzat i on paraneters fromthe nobil e st ap¢DNS2004/008536

satisfies GGG authenticatildn criteria. 4. The GGG of
claim1l1, further conprising a service center
confi gured to send and receive nessages to and from

t he second c ord n 0. nessage fornmat ‘
the sdrvi caMBeitst of STtk "BedsSisr el SRS coRGF harSort message
CONpr isghvitg o%nﬁ:? QSMQCb @Gﬁvﬂgu%a to&Bhe hed recﬁﬁ@fm&k';{g%g td &hd from the
store a |location of the nobile station to enab

cal | éeragdingtivorky om t he nobile station to the f| rst

network to route the outgoing call fromthe nobile

station through the GGG 6. The GGG of claim 4,

wher eign t ha@heeG@IG 6f eRithes, \jvlf)?er@lﬂnﬂlb%és%ﬁj%ésode?ﬁeﬁ serdid6s that are
receive Internet Protocol (IP) nessages to and from

the s®E@ReEdTL he st noiyorb twt o8y aPPbEprpVidsd o 4hosgssbnetwork.
15 7. The GGG of claim4, wherein the service center

is a short nmessage service center (SMSC) configured

to sedd andheeGEG ef rktmapewhéeinatid S§MSU id€onfageaeb send and
network. . 8. The GGG of cl %I m 4, wherein the nessages

del i v&Foebier Ve daeseagst tosyabidaig asibareptiny 11 aciorlst

network that may not be provided by the second
network. 9. The GGG of claim 7, wherein the SMSC is
confi dlr ed 4 geswaldlabred gawmei(Gé}CBWIﬁigssalngsupport communication

val idate a su |on n a net

o obar byt e b ofeBd negveiigpaineble T b staion (M)
COMURLBREDbED in RBE RSN nétwlokt 36 JMMBKiKaBNEbirds HRCDnd network,
network to enable a nobile station (MS) subscribed in

t he flcpgml‘lhlégmrk to comuni cate using the second

net wor k. %%&'s{&nﬁgﬁﬁe}ﬁﬁ (%f tﬁ% (r)nrog)é tsfngl deatity of

t he nobi | e on or “ex ’pqn gram

logic to Obﬁ@hﬁl fauskemtigcabiam lopiotodth@nutidn@pationenformation
first network based on the i1dentity of the nobile

st at i drpm the firstetwgs b@Fedcqnth%dPthtW ofrth¢ gobie aiBHB| ng

nmeans for storing a location of the nobile station to
enable a call inconmng to the nobile station fromthe
first 11.  The GGG of claim 10, further comprising means for storing a location of

the mobile station to enable a call incoming to the mobile station from the first

network to route the incoming call to the mobile station through the GGG.

12.  The GGG of claim 10, wherein the means for executing program logic is
configured to determine whether authentication parameters from the mobile

station satisfies GGG authentication criteria.

13.  The GGG of claim 11, further comprising means for sending and
receiving short message service (SMS) messages to and from the second

network.

14. The GGG of claim 11, further comprising means for storing a location of
the mobile station to enable a call outgoing from the mobile station to the first

network to route the outgoing call from the mobile station through the GGG.



network to route the incomng call to the nobile
station through the GGG 12. The GGG of cl ai m 10,

wabenes47t he neans for executing program | ogi CPCEUS2004/008536

configured to determ ne whdéher authentication

paraneters fromthe nobile station satisfies GGG

aut hentication criteria. 13. The GGG of claim 11,

further conprising neans for sending and receiving

short nessage service (SM5) nessages to and fromthe
seconqs, new\ﬂ{elfhodfléf witd s St féaﬁ{)ﬁg Bty Eﬁ”tﬁ’ﬁ[ network and a
conpri sing neans for storlng a location O fndhBaM e

st at i eecond netwalrk enablinglal mehilegaitiog (MS)Rubdeeibedi the first network to
station to the firs network to route the outgoing
cal | FPEMURKEERIEE 1Be s¢copd BHYORE SOBRTISHE: Gaa. WO

2004/ 08447 2, RETH SRR HARSABYIG Qaikd A et hod of

W rel ess conmuhi cati o between a first network and a
second net wbtknieg aithemipatomimiorhmtist dtono the(fifs) network based on the

subscribed in the first network to communicate using
t he sé%@‘ﬁg'?fg@mfleﬁgﬁﬂ?’i sing: storing an identity of

the nobi | e s&tiakitRautRitRAMUNA RSN FobRihe st network in a general
information fromthe first network based on the

i dent iglopabgatewiay (BG);@ndt ati on; storing the
aut henti cat.i.on information fromthe first .network. i.n
gener al glh%‘)lglglthaast?%r\?\ngf “ﬁ’&ﬁaﬁ"%daﬁ’ aﬁ%n oD \é\ﬁ%:}]@ﬁ nétwork to

- aut heatthegidagthe Afobilatation fromthe first network to
aut henticate the nobile station. 16. The nethod of
claim15, further conprising storing a |location of the

nmobi | g¢st atyi a ' s - IJ:
TP 405 o S GO QG LR o e
cal | tmwbilbestativini foeermbht & @all tilwomigy tb tee @Gibile1statiobhfrom the first

met hod of claim15, further conprisjng determ ning
whet hBFVOSK i ioiS B4 iTcamiBallfe fhs BOPHOH Ao hFRYBH (B GGG,

station satisfy GGG authentication criteria. 18. The
met hod of claim 15, further conprising comunicating
di rectlVy fihommethodnobidlamstlat iforthéro coimprifing sdeteratinmp k whether

? Ltee][ ﬁ%lt ent}r,rfog.ﬁ% eﬂgﬁn%te'r? I}rorr]r?%heb%%gﬂe aétuattirc])r(? nsta'lcigfet(?g(}l Quthentication

criteria.

18.  The method of claim 15, further comprising communicating directly
from the mobile station to the first network after the mobile station has been

authenticated in the first network.

19.  The method of claim 16, further comprising configured to sending and
receiving short message service (SMS) messages to and from the second

network.

20.  The method of claim 16, further comprising storing a location of the
mobile station to enable a call outgoing from the mobile station to the first

network to route the outgoing call from the mobile station through the GGG.



19. The nethod of claim 16, further conprising
configured to sending and receiving short nessage

W@ eoniog7f SM5) nessages to and from the secondPCT/US2004/008536

networ k. 20. The method of 1€l ai m 16, further

conprising storing a location of the nobile station

to enable a call outgoing fromthe nobile station to

the first network to route the outgoing call fromthe

nobil e station through the GGG WO 2004/ 084472

PCT/ U 004/&%@} - QP I ja . . .
enbod?i?chg a progr ar#goc}aglljcnst ruct %Ig%%d Zigu?rggﬁgl’ bg)/f alnstructlons

conputesecupabdg riayn 4 ocqepitar rpragmamt tod pafform r &1 #sthod of wireless
conmuni cat i onf between a fjrst network and a second

net wo FROGHBHEAARS DEtWsH; ¢ dirgt BFVEHK apd <t paoed nGiwerkeenabling a

first pdieQtdtiohQubQibEa if Al dShdtdoik® & cate using tl?e second
network, the nmethod conprising: storing an i1dentity®o

t he mobiwask ghetriethod cobtpaisingng aut hent i cat i on
information fromthe fir ne rk .based on the
i dentity ofgtlopﬁg.aﬁﬁ%?nlu&' gftsth? P‘tﬂﬁ?\ﬁgﬁa&)‘i‘;ng t he .
aut hent i cabb@ihih®beths@ida86n {Hfemdidg ffdm He HRE WRWorE Basid on the
gener al Eg}{ obal gateway (G35 ; and using the stored
.

aut hefdeniibit ofche pobde satipen fromthe first network to
aut henti Cats%rihg%hg&ﬂh&ﬁicgtti(% in?Shmation from the first network in a general

global gateway (GGG); and

using the stored authentication information from the first network to

authenticate the mobile station.



