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TRANSACTION METHOD AND SYSTEM FOR DATA NETWORKS, LIKE INTERNET 

FIELD OF THE INVENTION 

The present invention relates to a transaction system for use with 

data.networks, like intranets, extranets, and Internet. Transactions 

to be performed may include e-commerce, such as shopping and 

business-to-business transactions, electronic banking, protected 

1 o emailing, consul ting and amending databases, brokerage, and the 

like. The invention also relates to the authentication of parties 

and the transactions exchanged. The· invention furt~er relates to the 

preparation of a confidential message. The invention still further 

relates to the generation of a digital signature as for use in the 

15 transmission of secure information. 

BACKGROUND OF THE INVENTION 

When using data networks, like Internet, for transactions between 

20 parties, that want to exchange information, that want to buy goods, 

enjoy services or receive information and other parties offering 

those goods, service~ or information, one of the problems observed 

is the lack of secure and at the same time simple transaction 

methods. Secure systems, such as SET, SSL, etcetera exist, but are 

25 felt as being cumbersome to use, involving heavy message traffic, 

(complex) crypt~graphic procedures, and key management including key 

recovery. 

30 

SUMMARY OF THE INVENTION 

An object of the invention is to provide a secure data network 

transaction system without the need for cryptography, whilst 

fulfilling demands for security, particularly privacy, 

authentication and irrefutability of the messages that constitute a 

35 transaction. 



W000/67143 PCT/NL00/00278 

2 

The privacy requirements are that no information is disclosed to any 

party, unless nee~ed to perform the basic o~jective, which within 

the scope of this invention comprises the exec,ltion of a 

transaction, with or without a payment that might result from the 

5 transaction. 

The authentication requirements are to b4! able to verify the 
. . 

authenticity of transmitted data and the sender of those data. 

Within the scope of this invention these data, as well as an 

10 identification of the parties concerned, form part of transaction 

messages. 

The basis of the invention is to use a secure and trusted computer 

environment, referred hereinafter as the transaction server. Parties 

15 wishing to use the services of the transaction server, are 

registered at the server with a so called profile. Such profile 

contains at least the data necessary to previde data integrity, data 

authentication, authentication of the parties, confidentiality of 

sensitive data (privacy) and irrefutability. 

20 

In such an environment, there will be two.t}lpes of parties: 

a party that demands a service, a product, or information, further 

referred to as a "customer"; and 

a party that offers such services, products, or information, further 

25 referred to as a.•suppliern. 

In case the transaction involves a payment, a third type of party 

may occur: one or more financial institutions that take care of the 

payment process, further referred to as a "financial institution6
• 

In the system according to the invention, the number of customers, 

30 suppliers and/or financial institutions may range from l to many. 

One or more of the objects of the invention are reached by a method 

for performing at least one transaction between at least one first 

party and at least one second party using at least 6ne data network 

for interconnecting data input/output devices of the at least one 

35 first party and the at least one second party, the method compri­

sing: 
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(a) providing a tra;nsaction server in the a~·ll.east one data 

network; 

(bl in the transaction server, registering a profile of the at 

least one first party and the at least one second party, each 

5 profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

the party, the authentication data comprising a table of random data 

for verifying a digital signature; 

(cl the first party issuing at least one transaction message to the 

10 second party; 

(d) in response to the transaction message, the second party 

issuing a digitally signed transaction confirmation message to the 

first party; 

(el on the basis of the transaction co~firmation message, the first 

15 party issuing a digitally signed transaction approval message to the 

transaction server; 

(fl if required by the first or the second party, the transaction 

server verifying the authenticity of the first party and the second 

party, and the transaction data, in response to the transaction 

20 approval message; 

{g) the transaction server issuing a verified transaction approval 

message to the second party, in case said authenticity verification 

is required only if the verification is positive, resulting in a 

verified transaction approval message; and 

25 (h) fulfilment of the transaction. 

30 

An example of such a transaction is a customer to supplier 

transaction or a business to business transaction, where a customer 

or business demands a service, a product, or information. 

The invention further discloses a method for performing at least one 

transaction between at least one first party and at least one second 

party using at least one data network for interconnecting data 

input/output devices of the at least one first party and the at 

35 least one second party, the method comprising: 

{a) providing a transaction server in the at least one data 

network; 
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(b) in the transaction server, registering a profile of the at 

least one first party and the at least one second party, each 

profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

s the party, the authentication data comprising a table of random data 

for verifying a digital signature~ 

(c) the first party issuing at least one transaction message to the 

transaction server; 

(di in response to the transaction message, the transaction server 

10 verifying the authenticity of the first party, and the transaction 

data; 

(e) if the verification is positive, the transaction server issuing 

a verified transaction message to the second 1>arty; and 

(f) the second party and the first party performing the at least 

15 one transaction through the transaction server by means of digitally 

signed messages, the validity of which is verified by the 

transaction server. 

Examples of such a method are brokerage or telebanking, where the 

20 first party is a customer, and the second party is a supplier of 

services. 

Use of the invention for sending and retrieving electronic mail is 

obtained by a method for performing at least one transaction between 

25 at least one first party and at least one second party using at 

least one data network for interconnecting data input/output devices 

of the at least one first party and the at least one second party, 

the method comprising: 

(a) providing a transaction server in the at least one data 

30 network; 

(b) in the transaction server, registering a profile of the at 

least one first party and the at least one second party, each 

profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

35 the party, the authentication data comprising a table of random data 

for verifying a digital signature; 
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(cl the first party issuing at least one digitally signed 

transaction message to the transaction server; 

{d) in response to the transaction message, the transaction server 

verifying the authenticity of the first party; 

s (e} if the verification is positive, the transaction server linking 

the transaction message to the profile of a second party; 

(f) if the second party connects to the transaction server, the 

transaction server verifying the authenticity of the second party; 

and 

10 (g) if the verification is positive, the transaction server issuing 

the transaction message to the second party. 

Here, the transaction message is an email. 

15 The invention further discloses a method for performing at least one 

transaction between at least one first party and at least one second 

party using at least one data network for interconnecting data 

input/output devices of the at least one first party and the at 

least one second party, the method comprising: 

20 (a) providing a transaction server in the at least one data 

network; 

(b) in the transaction server, registering a profile of the at 

least one first party, the profile comprising a party identifier 

identifying the party, and authentication data for authenticating 

25 the party and data sent by the party, the profile further comprising 

operation identifiers each identifying an operation that is enabled 

for the party, and is meaningful only between the party and the 

transaction server; 

(c) the first party issuing at least one transaction message to the 

30 transaction server; 

(d) in response to the transaction message, the transaction server 

verifying the authenticity of the first party, and the transaction 

data; 

(e) if the verification is positive, the transaction server issuing 

35 a verified transaction message to the second party; and 

Cf) the second party and the first party performing the at least 

one transaction through the transaction server. 
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such a method is particularly suitable for a party desiring to gain 

access to a service provider anonymously. Yet the service provider 

can be sure that the party is entitled to the requested access. 

Instead of using a table of random data for verifying a digital 

signature, the profile may comprise operation identifiers each 

identifying an operation which is enabled for the party, and is 

meaningful only between the party and the transaction server. 

In the system according to the invention, the need for encryption is 

eliminated as there are no sensitive data to be ex7hanged between 

customer, supplier and transaction server. The sensitive data are 

replaced by covert coded data, which are significant only to the 

15 sender and receiver of the message, thus respecting the privacy. 

The authentication problems are solved by non-cryptographic methods, 

hence avoiding the problems of key management and the computing 

power to perform cryptographic operations. Even, when cryptographic 

20 digital signatures are used, the authenticity can be more easily 

established, using the transaction server concept according to the 

invention. 

Additionally, transaction irrefutability is achieved, since every 

25 step in the process can be monitored and verified. 

If the transaction involves payments, the transaction server does 

not require any adaptations within the existing payment systems, as 

it uses transparently the network structures, which are in use today 

30 for the processing of electronic payment transactions. This is quite 

a cost saving factor, as. changing anything in these systems is not a 

trivial operation. At the same time, the use of the transaction 

server opens new channels for making frequent payments of small 

amounts of money, as the costs of processing these payments is low. 

JS 

FURTHER ASPEc:I'S OF THE INVENTION 
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Having the secure and trusted transaction server, this server may 

offer other services, like controlled access to services, payment 

methods based upon pre-authorisation or electronic caeh, loyalty 

schemes, etc. 

s Loyalty schemes can easily be implemented by adding bonus counters 

to the customer's profile. With the transaction system according to 

the invention it is possible to add opportunities for l-1 marketing 

between various suppliers (like merchants, issuer banks and acquirer 

banks) and customers. The loyalty scheme is based upon a data file, 

10 added to the customer's profile, which can be accessed e.g. as an 

Internet HTML page or similar. 

Furthermore, provisions may be made to enable a user to access the 

facilities, offered through the transaction system, from another 

15 device than his base device (i.e. the device which is standard 

configured for transactions according to the invention). 

The invention and its advantages will be more readily appreciated as 

the same becomes better understood by reference to the following 

20 detailed description and considered in connection with the 

accompanying drawings in which like reference symbols designate like 

parts. 

25 

BRIEF DESCRIPTION OF THE FIGURES . . 

FIG. l is a diagram of a transaction system according to the present 

invention. 

FIG. 2 illustrates how a party applies for participation in the 

transaction system. 

30 FIG. 3 illustrates the relation between the various functional 

entities. 

FIG. 4 illustrates the steps in a sample transaction. 

FIG. s illustrates how a party can obtain a temporary profile where 

a party uses.a device not personalised for him. 

35 FIG. 6 illustrates the generation of a digital signature used for 

verifying the authenticity of the data and the sender of those data. 

·····~ 
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FIG. 7 illustrates how a random structure can be used to generate a 

table of random numbers. 

FIG. 8 illustrates steps in a sample transaction between parties. 

FIG. 9 illustrates a transaction, involving a direct payment. 

5 FIG. 10 illustrates a supplier controlled environment, e.g. for 

electronic banking or brokerage, using the transaction server 

concept. 

FIG. 11 illustrates steps in exchanging marketing information 

between parties. 

10 FIG. 12 illustrates steps in accessing a service provider 

anonymously. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

15 FIG. l is a diagram of a transaction system in accordance with the 

invention. Centrally there is a secure and trusted data processing 

system, hereinafter to be referred to as a transaction server 1, to 

which participating parties 2, 3 are connected through a data 

network 4, e.g. Intez:net. If the transaction involves a payment, the 

20 transaction server l connects to one or more financial institutions 

6, using the existing payment networks s. The transaction server 

holds so-called profiles 7 and 8 for the participating parties, as 

explained below with reference to FIG. 2. "Users" of the transaction 

system are parties 2 ("customer•) that want to obtain goods, 

25 services and/or information from other parties 3 ("Supplier"}, who 

are suppliers of. these goods, services and/or information. The 

parties 2, 3 are selectively coupled to the data network 4. 

Financial institutions 6 involved are Issuers (banks issuing payment 

30 cards to clients), Acquirers (banks serving the needs for suppliers 

of goods, services and/or information), and Schemes (financial 

institutions managing payment cards, like VISA, Mastercard and the 

like) . 

35 FIG. 2 illustrates how a party 12, 13 will be registered to be able 

to participate in the transaction system. In Step A the party 12, 13 

fills in an application form, containing his request to participate 

: I 
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in the transaction system, his identification and {if payment is 

included in his profile) a list of payment methods (which cards, 

debit or credit, etc.) he wants to use (if he is a payer/consumer 

12) or a list of payment accepting methods (which accounts, etc.) he 

5 wants to use (if he is a supplier 13) and an authorisation to the 

transaction server 11 to verify his account/card data at the 

corresponding bank and receive additional information, required to 

create the party's profile. The application form then is submitted 

to the institution, operating the transaction server 11, on paper, 

10 by E-mail, by courier, or otherwise. 

Next, Step B, the account/card information together with the 

identification of the applying party 12, 13 is sent to a 

Registration Authority 10 CR.A.), e.g. his bank relation(s) to 

verify the authenticity of the party 12, 13 and the information 

15 supplied with his application. 

The request to participate in the transaction system may also 

directly be addressed to the Registration Authority 10 (the dashed 

line in FIG. 2). 

If the Registration Authority 10 of the party 12, 13 verifies the 

20 party positively, i.e. party's identity and other information match, 

it sends an approval message (Step C) to the organisation operating 

the transaction server 11. Using the approval message content of 

Step C in the transaction server ll a profile for the party will be 

built, Step D. 

25 Each profile contains at least the party's identification and those 

other data, which are required to process the transactions as being 

used. 

The profile further may contain data, relevant to a personalised 

token, which has been or will be issued to the party. 

30 Although cryptography is not required for the invention, still the 

profile may contain cryptographic keys, to enhance the security of 

the communication between the transaction server and the party. 

The profile may contain a random data string, which acts as a 

pseudonym for the party identified. The profile further may contain 

35 a payment method list, indicating the various payment methods 

permitted for that party. 
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Bach payment method in the profile may be identified by a random 

data string. 

The profile may contain further data fields for other applications, 

e.g. electronic cash, loyalty programs, telebanking, stock 

s brokerage, etc. 

Finally, in StepE, the organisation operating the transaction 

server ll, which may·also be a supplier or a bank, ensures that the 

party receives a personalised package, required to interface with 

the transaction system offered, and to be use~ with the party's data 

10 processing system to be coupled to the data networks. The content of 

this package (data, program and token) mirror~ the profile, as 

registered in the transaction server. Parts of the package may be 

distributed to the party, using other channels, including electronic 

means, like electronic mail, or using other suppliers, e.g. a shop, 

15 the Registration Authority, or the like. 

In FIG. 3 various entities are indicated. 

Parties 21, 23 that want to make use of the transaction system may 

use a token reader 22, 24. This token reader is used to· read the 

20 token, required for generating a digital signature of (selected 

parts of) message(s) in the transaction. Parties communicate through 

a data network 26, e;g. Internet. A secure and trusted transaction 

server 20 is also connected to the same data network, in order to 

receive messages from parties 21, 23. The transaction server 20 

25 processes the transactions, after thorough verification of the 

validity of the transactions, using the party's profiles, as stored 

in the transaction server 20. If the transaction involves a payment, 

the payment process (authorisation and settlement) is handled 

through the payment network 25, using the procedures that apply for 

30 such situations .. 

When the customer 2 in FIG. 1 wants to perform a transaction from 

another location than his base location (the location equipped with 

standard configured/personalized means for performing transactions 

35 according to the invention), or otherwise is requested to 

authenticate himself, this can be achieved by downloading a 

temporary set of data and program, as depicted in step E in FIG. 2 

. I 
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at the not at base 1,ocation. A not at base loca:V.iQn could be a 

workstation at the office, a Cybercafe, a PDA (Personal Digital 

Assistant) with mobile phone function attached, or otherwise, 

provided that such a system offers access to the data network and is 

5 equipped with a token.read facility. 

As soon as an authentication request is due and the not at base 

system detects an unknown token (i.e. a token, which is not 

registered with the token reader, data and program, as referred to 

10 in step E of FIG. 2}, the user is prompted to enter data, containing 

the address of the transaction server, his remote ID and, if 

required, his password. If the token possesses a me~ory, these data 

may be obtained from that memory. A message is built, containing the 

user data entered and provided with a hash and (token based) 

15 signature, similar to the payment order as in (c) of FIG. 9, to be 

discussed below. The message is now transferred to the transaction 

server which, after verification of the correctness of the message 

received and the existence of a profile for that user, will send a 

temporary set of data and program to the not at base system. Now the 

20 not at base system is able to prepare a transaction message, or to 

authenticate the user, and proceed as normal. Depending of the 

agreed conditions, the temporary set of data and program will be 

erased or maintained for a set period. 

25 FIG. 4 depicts a sample flow for a typical transaction. 

(a) A first pa~ty 30 and a second party 31 negotiate a transaction. 

In an Internet environment the first party, e.g. a customer 

will through his browser visit a site of the second party (e.g. 

a supplier) and request for a transaction, e.g. purchase goods, 

30 buy and sell stock, obtain information, or the like. 

(b) The second party may require some proof of identity of the 

first party. He therefore sends a ~Who are You" message to the 

first p~rty. 

(c) The first party adds his identity, as registered in his profile 

35 33 at the transaction server 32 to the uWho are You" message 

and completes the message with a unique transaction number, a 

Hash total calculated over the previous data items, and his 
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digital signature. This message ("I am") is then transferred to 

the transaction server. 

(d) The transaction server verifies the_ message, received from the 

first party. If the mess~ge and the first party are verified 

s positively, the· server sends a message to the second party, 

confirming the identity of the first party and requesting the 

second party to identify himself. 

(e) The second party adds to the message, received from the server, 

his identity, as registered in his profile 34, a "formN (e.g. a 

10 HTML page in case of Intemet) in which the first party can 

fill in the details of his transaction request, a unique 

transaction number, a Hash total calculated over the previous 

data items, and his digital signature. 

(f) Similar to step (d), the transaction server verifies the 

15 message received from the second party and his identity. If 

verified positively, the fo-rm is transferred to the first 

party. 

(g) The first party now fills in the form with the transaction 

details, as requested, adds a unique transaction number, a Hash 

20 total and his digital signature, and sends it to the server. 

25 

(h) The server verifies the message and, if verified positively, 

transfers the filled in form to the second party. 

(i) The second party replies to the transaction details, as filled 

in in the form with a message, completed with a unique 

transaction number, a Hash total ca.lculated over the previous 

data items, and his digital signature. 

(j) The server verifies the message received, and if verified 

positively, transfers the reply to the first party. 

Steps (g) to (j) may be repeated, if more transactions are to be 

30 performed in the same session. 

The verification of the messages as in (d), (f), (h) and (j) may be 

executed on the basis of a risk profile. If the risk profile does 

not demand immediate verification, the verification may be postponed 

until a request of either party is received to verify the messages, 

35 e.g. in case of a dispute about a certain transaction. 

The creation of the digital signature may be performed as described 

in FIG. 9 below. 

'I 
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FIG. s depicts a satnpie flow how a party 40 can bbtain a temporary 

profile, if he uses another system than the one, which has been 

personalised according to step E in FIG. 2. 

s Where in FIG. 4 step (c) should start, the system detects a token, 

for which the system has not been personalised. 

(a) It therefore sends a request to the server 42 to receive a 

temporary profile. The message contains at least the server address 

10 and a user identification. These data are either collected from the 

first party's token, using a token reader 41 or entered manually. To 

enhance the security the message may be provided with a digital 

signature, generated in the same way as at the payment order. For 

further security the first party may have to include a Personal 

15 Identification Number (PIN) or any other personal identifier, e.g. a 

password or biometric quality. 

(b} After positive verification of the request for a temporary 

profile, using the party's profile 43, the server returns a message, 

20 containing a temporary personalised package, which is in essence the 

same as in step E of FIG. 2, but may contain certain usage 

restrictions, like validity period or services granted. The validity 

period may be one transaction, a limited number of transactions, or 

an agreed time period, whatever has been agreed at the time the 

25 profile has been set up (step D in FIG. 2) . 

As an additional service, the server may log the full transaction 

details, to be collected by the first party at a later time, when he 

connects to the server from the system, which has initially been 

30 personalised for using the transaction method described. 

POINTER METHOD 

With the pointer method, as depicted in FIG. 6, it is possible to 

35 generate an electronic signature over a given set of data. 
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Assume a table 46 of random numbers. The table 46 may be the read 

result of a token, e.g. a JOAS® card. Assume the number of elements 

in the table 46 equals n. Further assume that each number has a 

value between o and 255. 

s Assume the defined length of the signature is m bytes, where m is 

smaller than n. 

10 

15 

20 

In the example, depicted in FIG. 6, n equals 35 and m equals S.Then 

an electronic signature over a given set of data D can be 

calculated: 

compress D, using a hashing technique and/or some other method 

resulting into d; 

d has the property that it can be split into at least n digits, 

each representing a value between l and m; preferably m is 

replaced by m', where m' is the largest power of 2 smaller than 

m. In the example d becomes the string: l, 9, 20, 16, 30; 

identify the elements in the table of random numbers with the 

values l to m. In the example the elements are numbered column 

by column, starting at the top; 

the digital signature now is the string of values of the 

elements taken from the random table, identified by the values 

in d. In the example the digital signature becomes the string: 

128, 27, 5; 99, 38. 

FIG. 7 illustrates how. a table of random numbers may be generated, 

25 using a material with a random structure. 

Assume a token (e.g. a credit card), which is provided with a random 

two dimensional or three dimensional structure (e.g. a 3DAS~ card). 

The token is inserted in a token reader so. In the token reader SO 

an image is taken from the random structure in the token, which is 

30 in the case of a 3DAS® card an image as the sample image 51. In the 

image empty spaces are visible between the mapping of the random 

structure as blank areas. The areas are measured, and the n largest 

areas are selected (52). For each of the selected areas its centre 

of Gravity (CoG) is calculated as a pair of coordinates (53). A 

35 table 54 now is filled with the sizes (first column of the table) 

and the corresponding coordinates of the CoG (second and third 
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columns of the tablij(:· As the original :nat:eriai.' fr~ed is random, also 

the values in the table 54 are random. 

Referring again to FIG. 1, the customer is indicated with 2 and the 

5 supplier with 3. The customer profile may contain, as earlier 

indicated, among others the account/card related data and data 

fields for other applications, e.g. electronic cash, loyalty 

programs, electronic banking, stock brokerage, etc. To enable l-1 

marketing a further data file is added. It should be noted, that all 

10 the information, stored in the customer profile is present with the 

customer's agreement, as he did sign up for the transaction solution 

described. Upon given criteria, any of the parties ,2, 3 and 6 may 

leave a message in the data file, destined for one of the other 

parties. This message is stored in the format, applicable for the 

15 network solution chosen, through which the customer communicates 

with the transaction server. In case of Internet this will be an 

HTML page or the like. 

As soon as the destination party connects to the transa·ction server 

20 and the party's authenticity has been established, he will be 

prompted by the transaction server that a message is present for 

him. The party may neglect the prompt or decide to read the message. 

The message itself may link to other messages, stored elsewhere in 

the data network (e.g. Internet). 

25 

E.g., if an acqu,irer wants to make an offer to the customer, the 

message may contain links to the acquirer's website, containing 

further information. As an example, an acquirer may offer extra 

bonus miles if the customer selects Mastercard as payment method for 

30 paying an international flight. The message then could be an HTML 

page: 'Dear customer, you may earn extra bonus miles if you pay your 

international flight, using your Mastercard. If you are interested, 

visit our website at www.Acquirer.com•. If the customer is 

interested, he just clicks the website's reference and can access 

35 all the relevant data on how to obtain the extra bonus miles and the 

conditions. 
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The criteria, used to add a message to the customer profile, may 

refer to general attributes, belonging to the profile, e.g. which 

payment methods are enabled for that customer, or refer to specific 

attributes, e.g. the current transaction, his collected bonus etc. 

If a first party wishes to send a message to a second party based 

upon a given selection criterion, applicable to such second party, 

the first party sends the message together with the. selection 

criterion to the transaction ~erver. The transaction server now 

10 selects all second parties, that match the criterion and adds to 

their profiles a (lata file, containing the message concerned, or if 

such data file already exists, adds the message to that data file. 

The criterion may include a validity time, i.e. a time within which 

this criterion should be applied. In that case the transaction 

15 server will monitor changes in the second party's profile. If such a 

change might result in that the second party meets the criterion, 

the message is added to his profile as described above. As an 

example, an issuer may offer a special financing arrangement to any 

customer buying a car during a given month. The criterion is a 

20 customer buying a car. The validity time is the given month. As soon 

as the transaction server detects a transaction, in which a customer 

is buying a car (or might be expected to do so, based upon the 

supplier's profile, i.e. the supplier is a car seller), the 

transaction server adds the message to the customer's profile and 

25 prompts the customer that there is a message for him. 

When applying this method the privacy of the customer is guaranteed: 

no information is disclosed to (in the example) the issuer, unless 

the customer decides to contact the issuer and apply for the special 

30 financing arrangement. 

If no direct payment is involved between a first and a second party, 

FIG. 8 shows how the transaction will be protected, whereby the 

authentication of both parties, the transaction messages and the 

35 irrefutability of the transaction can be guaranteed, using the same 

mechanisms as described hereafter with reference to FIG. 9. The 

first party is the one, requesting a service. The first party may be 

I. 
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a consumer, but als~.,.}~.(professional (as in busip;~,ss ,to business 

electronic commerce/'·~-~B). The second party is t'h~ supplier of the 

requested services. 

In step (SO) the first party visits a site of the second party and 

s indicates his desire to perform a certain kind of transaction. The 

second party sends a signed request for log-in to the first party 

(51), whereby his signature is generated similarly to the invoice 

message as in step (b) of FIG. 9 to be described hereafter. 

The first party processes the log-in request (52) similar to 

10 preparing a payment order, as in step (c) of FIG. 9 and transmits 

the message to a secure transaction server. 

The server verifies the message form step (52), using the profiles 

of both parties. If verification is positive, the server passes the 

log-in data to second party (53). 

15 The second party checks the authorisation of the first par~y to 

perform the requested transaction and returns a signed application 

form (54) to the server. The application form is a data file (e.g. 

an HTML page) the first party can use to enter the transaction data. 

The server verifies the validity of the application form and 

20 transfers it to the first party (SS). 

The first party fills in the application form and signs it similar 

to the payment order message as in step (c) of FIG. 9. The form is 

then transmitted (56) to the server. 

After verification by the server (57) the application form is passed 

25 to the second party, to be further processed. 

30 

35 

Steps (54) to {57) may be repeated, depending on the context of the 

transaction. 

Authenticity of the parties, the transaction and its irrefutability 

are thus guaranteed by the secure transaction server. 

FIG. 9 depicts a sample flow for a typical transaction involving a 

payment. 

(a) A first and a second party negotiate a purchase. In an Internet 

environment the first party, e.g. a consumer will through his 

browser visit a site of the second party (e.g. a merchant) and 

pursue a normal electronic shopping process by picking goods 

and storing them in a so-called shopping basket. When he has 
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completed the shopping process, he sends a buying order to the 

second party. 

(b) If the second party accepts the order, he will prepare an 

invoice message and transmit this to the first party. 

5 The invoice message contains: an identification of the second 

party, a content of the sale, an amount due, a payment 

accepting method, a unique transaction number, a Hash total 

(HashM) calculated over the previous data items, and a digital 

signature of the second party, calculated over HashM, as 

10 

15 

20 

25 

30 

exemplified below. 

The identification of the second party may be replaced by his 

pseudonym, as registered at the transaction server, to enhance 

privacy as his true identity now is covert, without the need 

for cryptography. 

The payment accepting method may be replaced by the random 

selected key, pointing to the required payment accepting 

method, as registered in th~ transaction server, to enhance 

privacy as his payment accepting method-data now are covert, 

without the need for cryptography. 

The digital signature may be generated using a token. 

The digital signature may be generated using the pointer 

method, as elucidated below. The token used in this case may be 

a 3DAS® object, such as a card, with an optically scannable 

three-dimensional pattern of randomly overlying fibres, as 

disclosed iri U.S. Patent Nos. 5,354,097 and 5,719,939, and 

Dutch Patent No. 1,000,330, which documents are incorporated 

herein by refer~nce. The card can be read with an appropriate 

reading device. This eliminates the need for cryptography. 

If a 3DAS® card is used as token, any jitter in the reading of 

the mark of the card may be used to make the transaction number 

unique and guarantees at the same time, that the token has been 

read and processed. 

35 (c). After receiving the invoice, the first party prepares a payment 

message and transmits this to the transaction server. This 

message contains: an identification of the first party, a copy 
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of the invoice:·. tn~.ssage, a payment method, ,.;a, ,unique transaction 
«'.~~--~:~~;, · {·.;.~>-rr· · · 

number, a Hash eotal (HashC) calculated over the previous data 

items, and a digital signature of the first party, calculated 

over HashC, as exemplified below. 

The content of the sale may be deleted from the copy of the 

invoice message, enhancing privacy by not transmitting this 

information. 

The HashC may be deleted from the payment message. 

The identification of the first party may be replaced by his 

pseudonym, as registered at the transaction server, to enhance 

privacy as his true identity now is covert, without the need 

for cryptography. 

The payment method may be replaced by a random selected key, 

pointing to the required payment method, as registered in the 

transaction server, to enhance privacy as his payment method 

data now are covert, without the need for cryptography. 

The digital signature may be generated using a token. 

The digital signature may be generated using the pointer method 

as elucidated below. The token used in this case may be a card 

like a 3DAS® card. This eliminates the need for cryptography. 

If a 3DAS® card is used as token, the jitter in the reading of 

the card may be used to make the transaction number unique and 

guarantees at the same time, that the token has been read and 

processed. 

The digital signature also may include a personal 

identification, such as a Personal Identification Number (PIN) 

as is generally used when one wants to withdraw money through 
an Automated Teller Machine (ATM), a personal identification 

code or character string, a biometric feature, or any other 

30 feature which is strictly personal. 

35 

(d) After receiving the payment message, the transaction server 

starts verifying the message received. Depending on first 

party's payment method and second party's payment accepting 

method the authenticity of both parties are verified by the 

transaction server itself or by a financial institution 

concerned. 
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If 3DAS® cards are used as token, the transaction numbers, 

generated by either party will prove that an actual read has 

been performed, reducing the chance for counterfeit attacks, 

such as replay. 

5 {e) Using the information in the first and .second party's profiles 

10 

the transac~ion server now builds an aut~qrisation request 

message and/or settlement messages as agreed with the financial 

institution concerned. In the example of FIG. 9 an 

authorisation request message is build aild transmitted to an 

acquirer bax:lk (a merchant's bank as i~dicated by his payment 

accepting metjlod) . 

(f) If the authOrisation for the payment is granted, the financial 

institution: concerned (in the example of FIG. 9 the acquirer 

bank) will prepare for settlement of t~e payment transaction. 

15 (g) The financial institution concerned will inform the transaction 

server whether the payment is authorised. 

{h) Finally the transaction server inform1;1 both parties about the 

result of the authorisation. 

These messages may contain a random nwal:>er, which then is used 

20 to modify the party's pseudonym and tJ;ie ~eys, identifying the 

payment methods. This will reduce the possibilities for 

possible att_ackers to replay a transaction or to act as 

impostor. 

25 In FIG. 10 a configuration for telebanking 9r electronic banking is 

described. In t~is case there is only one party, the client of a 

bank. The party is via an open network, e.g. Internet, connected to 

the secure transaction server similar as the situation described in 

FIG. l. Similarily the client's bank is connected to the server via 

30 a closed network. 

(60) When the client wants to perform one or more telebanking 

transactions, he sends a log-in request to the server, signed and 

protected in the same way as the payment order message (as (c) in 

FIG. 4) . 

35 (61) The server verifies the authenticity of the client and checks 

if a relation with the specified bank exists and/or the client is 
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allowed to perform -~.: ~pecific transaction:. If sp;; the log-in request 
·~:· ··. : .. ~:~. . . . :·~:/>;~: • 

is (via the secure closed network) transmitted to the client's bank. 

The bank will respond with an Application Form (62), being a data 

file, where the client can enter the data concerning the transaction 

s requested. This data file may be in case of Internet an HTML page. 

(63) The server signs the Application Form and transfers it to the 

client. 

The client completes the Application Form with the transaction data 

required (64), applying the same protection and signature 

10 mechanisms, as used in the payment order as in (c) in FIG. 4 and 

sends it to the server. 

After inspection of the signed Application Form, the server passes 

it to the client's bank (65). 

If required, steps (62) till (65) are repeated, until all 

15 transactions are transmitted. 

Authenticity of the party, the transaction(s) and the irrefutability 

are thus guaranteed by the secure transaction server. 

Referring to FIG. 11, parties may exchange marketing information 

20 using the profiles (items 7, 8 in FIG. 1), where a party sis the 

sender and a party R is the receiver of the information. The 

identity of party R is hidden to party s, unless party R decides to 

directly contact party s to further investigate the information 

transmitted to party R. According to a step 70, the party S wants to 

25 submit a message to one or more parties R, based upon predefined 

criteria. For t~is purpose, party S therefore sets a criteria 

scheme. This scheme indicates on what basis the one or more parties 

R have to be addressed, and the time duration of the message to be 

submitted to the one or more parties R (i.e. the time period during 

30 which the message is valid and may be sent). FUrthermore, party s 
defines the message contents. This message may contain a reference 

to a special offer and/or references to (in case of Internet) a 

website of party S. 

According to a step 71, party s then sends the criteria scheme and 

35 the message to the server. According to a step 72, the server 

analyses the criteria scheme and selects those one or more parties 

R, that meet the criteria scheme. If a duration is specified, the 



-----------------------------------·--····---··· 

W000/67143 PCT/NL00/00278 

22 

server monitors all transaction occurrences of the one or more 

parties R, to find out if they will fit into the criteria scheme, 

due to a change in their continuously updated profile. If a 

transaction occurrence of a party R is found, meeting the criteria 

5 scheme, the message is added to his profile together with a •flag•, 

which is an indicator indicating that the criteria scheme is met. 

Acco;ding to a step 73, as soon as an occurrence of a party R 

contacts the server, e.g. by issuing a payment order, and the •flag• 

is set, the server informs this party R that a message is present. 

10 The party R may decide to read the message. or· .to ignore it. If the 

party R reads the message, he may react to the contents of the 

message or neglect it. 

A party may want to access a certain service provider, without 

15 disclosing his true identity.The service provider, in turn, may or 

may not want to be sure that the party is entitled to the requested 

access. FIG. 12 shows how a party can get anonymous access to a 

service provider. 

In step (80) the party sends a signed request to the secure 

20 transaction server to access a certain service provider. The server 

verifies the identity of the party and, if required, its right to 

access a requested service, using the party's profile. If the party 

is verified positively, the server transmit~ an access request 

message to the service provider, using a pseudonym for the party. 

25 The service provider now knows that_ the access request is 

legitimate, since the request originates f~om the transaction server 

and starts a dialogue (82) with the (anonymous) party through the 

server, which transfers the messages to t~e party (83). At the 

choice of the party, the party might disclose his true identity to 

Jo the service provider during this . dialogue. -

EXAMPLES OF THE USE OF THE INVENTION 

A consumer wants to buy a book via Internet at an Internet 

35 bookseller. He selects the book wanted from the inventory of the 

bookseller and places an order. The bookseller now prepares a 

digitally signed invoice message. In this message the bookseller's 
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identity is hidden by,,_,.~he reference to his pro~:qe at the 
··: -· .. ~ ... :~: )~~)I{.:.·. 

transaction server, as is his payment accepting"'iliethod. As the 

invoice message arrives at the computer of the consumer, he is 

prompted with a "pay" request. The consumer now inserts his token in 

s the token reader and selects his method of payment. Next, the 

program in his computer prepares a payment message to the 

transaction server. In this message only the data from the invoice 

message, which are relevant for the payment process, are copied. The 

identity and selected method of payment are hidden by referring to 

10 his profile at the transaction server. The payment message finally 

is provided with the consumer's digital signature. 

The transaction server now can process the payment request in 

basically three ways. 

15 l. If the payment method selected is a cash payment, the account 

in the consumer's profile is debited for the amount due, while 

the account in the bookseller's profile is credited for the 

same amount. (Note: the cash method is more likely to be used 

for buying services, like searching a database, or information, 

20 

25 

30 

35 

2. 

3. 

like an audio file of the latest top hit) . 

If the payment method selected is a debit or credit 

transaetion, an~ the transaction server is entitled by the 

financial institutions concerned to verify the authenticity of 

the consumer and the bookseller, then a simple authorisation 

request message or even a settlement request message will be 

sent to th~ corresponding financial institution. 

If the payment method selected is a debit or credit 

transaction, and the transaction server is not entitled by the 

financial institutions concerned to verify the authenticity of 

the consumer and the bookseller, then an authorisation request 

message is sent to the corresponding financial institution, 

which then has to verify the authenticity of the consumer and 

bookseller, and inform the transaction server about the result 

of the authorisation. 
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Finally, the transaction server informs the consumer and retailer 

about the result of the payment order and optionally provides them 

with a random number, to modify the pointers to their profile data. 

s The privacy of the payment transaction in the above examples is 

guaranteed simply by not transmitting privacy sensitive information, 

but only references to data, already available at the transaction 

server. 

The authentication of the payment transaction and its initiators is 

10 done by verifying the digital signatures. 

Protection against hacking can be offered by changing the pointer 

values after each payment transaction, at fixed time intervals or 

after a given number of transactions. 

15 The software required for implementing the method according to the 

invention, or one of the features thereof, is recorded on a computer 

readable medium, such as a floppy disk, a hard disk, a magnetic tape 

or other suitable media, to make a data processing system execute 

procedures in accordance with the method or one of the features 

20 thereof. 



W000/67143 PCT/NL00/00278 

25 

' lllllll llllll lllll lllll II llll 
* C L M S * CLAIMS 

·. :•'. r "·' •· ... 

l. A method for performing at least one transaction between at 

least one first party and at least one second party using at least 

s one data network for interconnecting data input/output devices of 

the at least one first party and the at least one second party, the 

method comprising: 

(a) providing a transaction server in the at least one data 

network; 

10 {b) in the transaction server, registering a profile of the at 

least one first party and the at least one second party, each 

profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

the party, the authentication data comprising a table of random data 

15 for verifying a digital signature; 

(c) the first party issuing at least one transaction message to the 

second party; 

(d) in response to the transaction message, the second party 

issuing a digitally signed transaction ~onfirmation message to the 

20 first party; 

(e) on the basis of the transaction confirmation message, the first 

party issuing a digitally signed transaction approval message to the 

transaction server; 

(f) if required by the first or the second party, the transaction 

25 server verifying the authenticity of the first party and the second 

party, and the ~ransaction data, in response to the transaction 

approval message; 

(g) the transaction server issuing a transaction approval message 

to the second party, in case said authenticity verification is 

30 required only if the verification is positive, resulting in a 

verified transaction approval message; and 

(h) fulfilment of the transaction. 

2. The method of claim 1, wherein the profile further comprises 

35 operation identifiers each identifying an operation which is enabled 

for the party, and is meaningful only between the party and the 

transaction server. 

, 11ii1i1iWied 
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3. A method for performing at least one transaction between at 

least one first party and at least one second party using at least 

one data network for interconnecting data input/output devices of 

5 the at least one first party and the at least one second party, the 

method comprising: 

(a) providing a transaction server in the at least one data 

network; 

(b) in the transaction server, registering a profile of the at 

10 least one first party and the at least one second party, each 

profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

the party, the profile further comprising operation identifiers each 

identifying an operation which is enabled for the party, and is 

15 meaningful only between the party and the transaction server; 

(c)- the first party issuing at least one transaction message to the 

second party; 

(d) in response to the transaction message, the second party 

issuing a digitally signed transaction confirmation message to the 

20 first party; 

(e) on the >;>asis of the transaction confirmation message, the first 

party issuing a digitally signed transaction approval message to the 

transaction server; 

(f) in response to the transaction approval message, the 

25 transaction server verifying the authenticity of the first party and 

the second party, and the transaction data: 

30 

(g) if the verification is positive, the transaction server issuing 

a verified transaction approval message to the second party; and 

(h) fulfilment of the transaction. 

4. The method of claim 1 or 3, wherein the profiles further 

comprise payment method identifiers identifying authorized methods 

of payment, the method further comprising before fulfilment of the 

transaction: 

35 (gl) the transaction server requesting an authorisation to at least 

one financial institution for authorising a payment from the first 

party to the second party; 
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{g2) in response to the authorisation request, the financial 
institution informing the transaction server whether the payment is 
authorised; and 

(g3) the transaction server informing the first party and the second 
5 party about the result of the authorisation. 

s. The method of claim 4, wherein step (b) comprises: 
(bl) each party providing payment information to the transaction 
server about each method of payment to be used in conjunction with 

10 the party; 

(b2) the transaction server verifying the payment information with 
at least one financial institution; 

(b3) the at least one financial institution providing the 
transaction server with transaction data necessary for the method of 

15 payment to be performed; 

(b4) the profiles further comprising the transaction data for each 
method of payment. 

6. The method of claim l or 3, wherein the parties each establish 
·20 an account held by the transaction server, the method further 

comprising before fulfilment of the transaction: 
(a) for settling a payment from the first party to the second party, 
the transaction server debiting the account of the first party, and 
crediting the account of the second party; and 

25 (b) the transaction server informing the first party and the second 
party about the ~esult of the payment. 

7. A method for performing at least one transaction between at 
least one first party and at least one second party using at least 

30 one data network for interconnecting data input/output devices of 
the at least one first party and the at least one second party, the 
method comprising: 

(a) providing a transaction server in the at least one data 
network; 

35 (b) in the transaction server, registering a profile of the at 
least one first party and the at least one second party, each 
profile comprising a party identifier identifying the party, and 
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authentication data for authenticating the party and data sent by 

the party, the authentication data comprising a table of random data 

for verifying a digital signature; 

(c) the first party issuing at least one transaction message to the 

s transaction server; 

(d) in response to the transaction message, the transaction server 

verifying the authenticity of the first party, and the transaction 

data; 

(e) if the verification is positive, the transaction server issuing 

10 a verified transaction message to the second party; and 

15 

20 

(f) the second party and the first party performing the at least 

one transaction through the transaction server by means of digitally 

signed messages, the validity of which is verified by the 

transaction server. 

8. The method of claim 7, wherein the profile further comprises 

operation identifiers each identifying an operation which is enabled 

for the party, and is meaningful only between the party and the 

transaction server. 

9. A method for performing.at least one transaction between at 

least one first party and at least one second party using at least 

one data network for interconnecting data input/output devices of 

the at least one first party and the at least one second party, the 

25 method comprising: 

(a) providing a transaction server in the at least one data 

network; 

{bl in the transaction server, registeri~g a profile of the at 

least one first party and the at least one second party, each 

30 profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

the party, the profile further comprising operation identifiers each 

identifying an operation that is enabled for the party, and is 

meaningful only between the party and the transaction server; 

35 (c) the first party issuing at least one transaction message to the 

transaction server; 
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(d) in response to t~~transaction message, the ,t;ransaction server 
.. · .• -~ . ~ .· 

verifying the authenticity of the first party, arid the transaction 

data; 

(e) if the verification is positive, the transaction server issuing 

5 a verified transaction message to the second party; and 

10 

(f) the second party and the first party performing the at least 

one transaction through the transaction server by means of digitally 

signed messages, the validity of·· which is verified by the 

transaction server. 

10. A method for performing at least one transaction between at 

least one first party and at least one second party using at least 

one data network for interconnecting data input/output devices of 

the at least one first party and the at least one second party, the 

15 method comprising: 

(a) providing a transaction server in the at least one data 

network; 

(b) in the transaction server, registering a profile of the at 

least one first party, the profile comprising a party identifier 

20 identifying the party, and authentication data for authenticating 

the party and data sent by the party, the profile further comprising 

operation identifiers each identifying an operation that is enabled 

for the party, and is meaningful only between the party and the 

transaction server; 

25 (c) the first party issuing at least one transaction message to the 

transaction server; 

(d) in response to the transaction message, the transaction server 

verifying the authenticity of the first party, and the transaction 

data; 

30 .(e) if the verification is positive, the transaction server issuing 

a verified transaction message to the second party; and 

(f) the second party and the first party performing the at least 

one transaction through the transaction server. 

35 11. A method for performing at least one transaction between at 

least one first party and at least one second party using at least 

one data network for interconnecting data input/output devices of 

I lllllll llllll lllll lllll ll \Ill 
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the at least one first party and the at least one second party, the 

method comprising: 

(a) providing a transaction server in the at least one data 

network; 

s {b) in the transaction server, registerin~ a profile of the at 

least one first party and the at least one se~ond party, each 

profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

the party, the authentication data comprising a table of random data 

10 for verifying a digital signature; 

(c) the first party issuing at least one digitally signed 

transaction message to the transaction serve~; 

(d) in response to the transaction message, the transaction server 

verifying the authenticity of the first party; 

15 (e) if the verification is positive, the transaction server linking 

the transaction message to the profile of a second party; 

(f) if the second party connects to the transaction server, the 

transaction server verifying the authenticity of the second party; 

and 

20 (g) if the verification is positive, the transaction server issuing 

the transaction message to the second party. 

12. The method of claim 11, wherein, if the verification of the 

authenticity of the second party is positive, the transaction server 

25 issues a transaction confirmation message to the first party. 

13. The method of claim l, 3, 7, 9, 10 or 11, wherein the at least 

one first party and the at least one second party are provided with 

personalized means for assembling electronic messages, including 

30 transaction data associated thereto. 

14. The method of claim 13, wherein for each party the means for 

assembling electronic messages are personalized by: 

(a) the party issuing a personalization message to the transaction 

35 server; 

(b) on the basis of the personalization message, the transaction 

server verifying the authenticity of the party; and 

\\11\11\ \l\I\\ 111\llll\l \I \Ill 
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(c) if the verific~t,i,on is positive, the trans,,~.?.~ion server issuing 

a set of data and pib~fam to the party. '-'· /?-" 

15. The method of claim 14, wherein the personalization message 

s comprises: 

- an address of the transaction server; 

- the party identifier; and 

- an optional password code. 

10 16. The method of any of claims 1-4 and 7-11, wherein the 

identifiers are randomly selected. 

17. The method of any of claims 1-4 and 7-11, wherein before the 

last step the transaction server modifies at least one of the 

15 identifiers, and subsequently informs each party concerned about the 

at least one modified identifier. 

18. The method of claim 1, 3, 7, 9, 10 or 11, wherein at least one 

of the first party identifier and the second party identifier 

20 comprises a random data string. 

19. The method of claim 1, 3, 7, 9, 10 or 11, wherein at least one 

message from a member of the group comprising the at least one ·first 

party and the at least one second party to any of the other members 

25 of said group is stored at the transaction server, and transmitted 

to said any of the other members of said group upon connection of 

said any of the other members of said group with the transaction 

server. 

30 20. The method of claim 19, wherein the message is associated with 

at least one criterion, the method further comprising: 

35 

(a) selecting any member of said group matching said at least .one 

criterion, and 

(b) issuing said message to said selected member of said group. 

21. The method of claim 19, wherein the message is associated with 

a message validity time period, the method further comprising: 

I IJlllll 111111 111111111111 1111 
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(a) selecting any member of said group connecting to the transaction 

server within the message validity time period, and 

(b} issuing said message to said selected member of said group. 

s 22. The method of claim 19, wherein the group comprises a financial 

institution. 

23. The method of claim l, 3, 7, 9, 10 or ll, wherein at least one 

of the messages is signed by: 

10 (a) subjecting message data to a hashing operation, resulting 

in a hashing code; 

15 

(b) providing a digital signature on the basis of the hashing 

code; and 

(c) adding the digital signature to the message. 

24. The method of claim 23, wherein the digital signature includes 

a personal identification. 

25. The method of claim 23, wherein the digital signature is 

20 generated by: 

(a} providing a table of n random numbers, each having a 

predetermined position in the table: 

(b) dividing the hashing code into m digits, each representing a 

value between l and n, where m is smaller than n; and 

25 (c) assembling a string of the random numbers of which the 

position in the .table is indicated by the digits. 

30 

35 

26. The method of claim 25, wherein the table of random numbers is 

generated by reading a token. 

27. The method of claim 25 or 26, wherein the table of random 

numbers is generated by optically scanning geometrical 

configurations of a randomly shaped twodimensional or threedimen­

sional mark. 

28. A method for signing a message containing data, comprising: 

I 1111111 111111 llllMllll ll,lllt' .· 
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(a) subjecting the me~sage data to a hashing OP,~ration resulting in 
'.... ~ 

a hashing code; 

Cb) providing a digital signature on the basis of the hashing code; 

and 

5 (c) adding the digital signature to the message. 

29. The method of claim 28, wherein the digital signature is 

generated by: 

(a) providing a table of n random numbers, each having a predeter-

10 mined position in the table; 

15 

(b) dividing the hashing code into m digits, each representing a 

value between l and m, where m is smaller than n; and 

(c) assembling a string of the random numbers of which the position 

in the table is indicated by the digits. 

30. A method for generating a digital signature over a message, 

comprising: 

(a) providing a table of n random numbers, each having a predeter­

mined position in the table; 

20 (b) splitting the message into m digits, each representing a value 

between 1 and n, where m is smaller than n; and 

(c) assembling a string of the random numbers of which the position 

in the table is indicated by the digits. 

25 31. A data processing system for performing at least one 

transaction between at least one first party and at least one second 

party, the system comprising: 

{a) at least one data network for interconnecting data input/output 

devices of the at least one first party and the at least one second 

30 party; 

(b) a transaction server in the at least one data network; 

(c) means for registering a profile of the at least one first party 

and the at least one second party in the transaction server, each 

profile comprising a party identifier identifying the party, and 

35 authentication data for authenticating the party and data sent by 

the party, the authentication data comprising a table of random data 

for verifying a digital signature; 
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(di means for assembling electronic messages by the first party and 

the second party; 

{e) means for issuing at least one transaction message by the first 

party to the second party; 

5 {f) means for issuing a digitally signed transaction confirmation 

message by the second party to the first party in response to the 

transaction message; 

(g) means for issuing a digitally signed transaction approval 

message by the first party to the transaction server on the basis of 

10 the transaction confirmation message; 

(h) means for verifying the authenticity of the first party and the 

second party, and the transaction data by the transaction server in 

response to the transaction approval message; 

(i) means for issuing a verified transaction approval message by 

15 the transaction server to the second party, if the verification is 

positive. 

32. The system of claim 31, wherein the profile further comprises 

operation identifiers each identifying an operation which is enabled 

20 for the party, and is meaningful only between the party and the 

transaction server. 

33. A data processing system for performing at least one 

transaction between at least one first party and at least one second 

25 party, the system comprising: 

(a) at least one data network for interconnecting data input/output 

devices of the at least one first party and the at least one second 

party; 

(b) a transaction server in the at least one data network; 

30 (c) means for registering a profile of the a~ least one first party 

and the at least one second party in the transaction server, each 

profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

the party, the profile further comprising operation identifiers each 

35 identifying an operation which is enabled for the party, and is 

meaningful only between the party and the transaction server; 
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Cd) means for asse~~ing electronic messages ~¥;:.J::he first party and 
•.. ·•· _., ·:~- ... : !· r:.~· 

the second party; .. 

{e) means for issuing at least one transaction message by.the first 
party to the second party; 

5 (f) means for issuing a digitally signed transaction confirmation 
message by the second party to the first party in response to the 
transaction message; 

(g) means for issuing a digitally signed transaction approval 
message by the first party to the transaction server on the basis of 

10 the transaction confirmation message; 
Chl means for verifying the authenticity of the first party and the 
second party, and the transaction data by the transaction server in 
response to the transaction approval message; 
(i) means for issuing a verified transaction approval message by 

· 15 the transaction server to the second party, if the verification is 
positive. 

34. The system of claim 31 or 33, wherein the profiles further 
comprise payment method identifiers identifying authorized methods 

20 of payment, the system further comprising: 
(a) means for requesting an authorisation by the transaction server 
to at least one financial institution for authorising a payment from 
the first party to the second party; 
Cb) means for informing the transaction server by the financial 

25 institution whether the payment is authorised, in response to the 
authorisation request; and 

(c) means for informing the first party and the second party by the 
transaction server about the result of the authorisation. 

30 35. The system of claim 34, wherein the profile registering means 
comprises: 

(bl) means for providing payment information by each party to the 
transaction server about each method of payment to be used.in 
conjunction with the party; 

35 (b2) means for verifying the payment information by the transaction 
server with at least one financial institution; 
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(b3) means fer providing the transaction server by the at least one 

financial institution with transaction data necessary for the method 

of payment to be performed, wherein the profiies further comprise 

the transaction data for each method of payt1le11t. 

36. The system of claim 31 or 33, further cOm.prising: 

(a) means for establishing an account held by the transaction server 

by each party; 

(b) means for debiting the account of the first party, and crediting 

10 the account of the second party by the transaction server, for 

settling a payment from the first party to the second party; and 

(c) means for informing the first party and the second party by the 

transaction server about the result of the payment. 

15 37. A data processing system for performing at least one 

transaction between at least one first party and at least one second 

party, the system comprising: 

(a) at least one.· data network for interconnecting data input/output 

devices of the at least one first party and th';! at least one second 

20 party; 

(b) a transaction server in the at least one data network; 

(c) means for registering a profile of the at least one first party 

and the at least one second party in the transaction server, each 

profile comprising a party identifier identifying the party, and 

25 authentication data for authenticating the party and data sent by 

the party, the authentication data comprising a table of random data 

for verifying a digital signature; 

(d) means for assembling electronic messages by the first party and 

the second party; 

30 (e} means for issuing at least one transaction message by the first 

party to the transaction server; 

(f) means for verifying the authenticity of the first party, and 

the transaction data by the transaction server in response to the 

transaction message; 

35 (g) means for issuing a verified transaction message by the 

transaction server to the second party, if the verification is 

positive; 
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(h) means for perf,!tj~ing the at least one tratj~¢tion by the second 
party and the first ; ;~rty through the transacd.6ri.''' server by means of 

digitally signed messages; and 

(i) means for verifying the validity of the digitally signed 
5 messages by the transaction server. 

38. The system of claim 37, wherein the profile further comprises 
operation identifiers each identifying an operation which is enabled 
for the party, and is meaningful only between the party and the 

10 transaction server. 

39. A data processing system for performing at le~st one 
transaction between at least one first party and at least one second 
party, the system comprising: 

15 (a) at least one data network for interconnecting data input/output 
devices of the at least one first party and the at least one second 
party; 

(b) a transaction server in the at least one data network; 

(cl means for· registering a profile of the at least one first party 
20 and the at least one second party in the transaction server, each 

. profile comprising a party identifier identifying the party, and 
authentication data for authenticating the party and data sent by 
the party, the profile further comprising operation identifiers each 
identifying an operation that is enabled for the party, and is 

25 meaningful only between the party and the transaction server; 

(d) means for ~ssembling electronic messages by the first party and 
the second party; 

(e) means for issuing at least one transaction message by the first 
party to the transaction server; 

30 (f) means for verifying the authenticity of the first party, and 
the transaction data by the transaction server in response to the 

transaction message; 

(g) means for issuing a verified transaction message by the 

transaction server to the second party, if the verification is 

35 positive; 
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(h) means for performing the at least one transaction by the second 

party and the first party through the transaction server by means of 

digitally signed messages~ and 

(i} means for verifying the validity of the digitally signed 

S messages by the transaction server. 

40. A data processing system for performing at least one 

transaction between at least one first party and at least one second 

party, the system comprising: 

10 (a) at least one data network for interconnecting data input/output 

devices of the at least one first party and the at least one second 

party; 

(b) a transaction server in the at least one data network; 

Cc) means for registering a profile of the at least one first party 

15 in the transaction server, the profile comprising a party identifier 

identifying the party, and authentication data for authenticating 

the party and data sent by the party, the profile further comprising 

operation identifiers each identifying an operation that is enabled 

for the party, and is meaningful only between the party and the 

20 transaction server; 

(d) means for assembling electronic messages by the first party and 

the second party; 

(e) means for issuing at least one transaction message by the first 

party to the transaction server; 

25 (f) means for verifying the authenticity of the first party, and 

the transaction data by the transaction server in response to the 

transaction message; 

(g) means for issuing a verified transaction message by the 

transaction server to the second party, if the verification is 

30 positive; and 

(h) means for performing the at least one transaction by the second 

party and the first party through the transaction server. 

41. A data processing system for performing at least one 

35 transaction between at least one first party and at least one second 

party, the system comprising: 
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(a) at least one d~9,~ network for interco:inect.AM data input/output 

devices of the at least one first party and th~'.;,dJ least one second 

part:y; 

(b) a transaction server in the at least one data network; 

S (c) means for registering a profile of the at least one first party 

and the at least one second party in the transaction server, each 

profile comprising a party identifier identifying the party, and 

authentication data for authenticating the party and data sent by 

the party, the authentication data comprising a table of random data 

10 for verifying a digital signature; 

(d) means for assembling electronic messages by the first party and 

the second party; 

(e) means for issuing at least one digitally signed transaction 

message by the first party to the transaction server; 

15 (f) means for verifying the authenticity of the first party by the 

transaction server in response to the transaction message; 

(g) means for linking the transaction message by the transaction 

server to the profile of a second party, if the verification is 

positive; 

.20 (h) means for verifying the authenticity of the second party by the 

transaction server, if the second party connects to the transaction 

server; and 

25 

30 

(i) means for issuing the transaction message by the transaction 

server to the second party, if the verification is positive. 

42. The system of claim 41, further comprising means for issuing a 

transaction confirmation message by the transaction server to the 

first party, if the verification of the authenticity of the second 

party is positive. 

43. The system of any of claims 31-34 and 37-41, comprising means 

for randomly selecting the identifiers. 

44. The system of any of claims 31-34 and 37-41, further 

35 comprising: 

(a) means for modifying at least one of the identifiers by the 

transaction server; and 
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(b) means for informing each party concerned about the at least one 

modified identifier. 

45. The system of claim 31, 33, 37, 39, 40 or 41, wherein at least 

5 one of the first. party identifier and the second party identifier 

comprises a ran~om data string. 

46. The system of claim 31, 33, 37, 39, 40 or 41, wherein the 

transaction server comprises a server message section for storing at 

10 least one message from a member of the group consisting of the at 

least one first party and the at least one second party to any of 

the other members of said group. 

47. The system of claim 46, wherein the public data network has a 

15 network message section stored on it, and the message contains a 

link to said network message sect.ion. 

48. The system of claim 46, wherein the message is associated with 

at least one criterion, the system further comprising: 

20 (a) means for selecting any member of said group matching said at 

least one criterion; and 

(b) means for issuing said message to said selected member of said 

group. 

25 49. The system of claim 46, wherein the message is associated with 

a message validity time period, the system further comprising: 
:, : 

(a) means for selecting any member of said group connecting to the 

transaction server within the message validity time period; and 

(b) means for issuing said message to said selected member of said 

30 group. 

' ' ' 

so. The system of claim 31, 33, 37, 39, 40 or 41, wherein the means 

for assembling electronic messages comprise: 

(a) means for issuing a 'persona,lization message by the first party 

35 and the second party to the transaction server; 
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(b) means for verif:yi~g the authenticity of the'; ~;lrst party and the .' .> · __ ,] ·"."(_;::.;'.~:: ... 
second party by the transaction server on the basis of the 
personalization message from the first party and the second party; 
(c) means for issuing a set of data and program by the transaction 

s server to the first party and the second party. 

51. The system of claim 31, 33, 37, 39, 40 or 41, comprising means 
for signing at least one mess~ge by: 

(a) subjecting message data to a hashing operation, resulting in a 
l.O hashing code; 

(b) providing a digital signature on the basis of the hashing code; 
and 

(c) adding the digital signature to the message. 

15 52. The system of claim 51, comprising means for generating the 
digital signature by: 

(a) providing a table of n random numbers, each having a predeter­
mined position in the table; 

(b) dividing the hashing code into m digits, each representing a 
20 value between 1 and n, where m is smaller than n; and 

{c) assembling a string of the random numbers of which the position 
in the table is indicated by the digits. 

53. The system of claim 52, comprising a token and a token reader 
25 for generating the table of random numbers. 

30 

54. The system of claim 53, wherein the token is an object provided 
with an optically scannable randomly shaped twodimensional of 
threedimensional mark. 

SS. A data processing system for signing an message containing 
data, comprising: 

(a) means for subjecting the message data to a hashing operation 
resulting in a hashing code; 

35 (b) means for providing a digital signature on the basis of the 
hashing code; and 

(c) means for adding the digital signature to the message. 
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56. The system of claim 55, comprising means for generating the 

digital signature having: 

Cal means for providing a table of n random numbers, each having a 

s predetermined position in the table; 

10 

(b) means for dividing the hashing code into m digits, each 

representing a value between l and m, where m is smaller than n; and 

(c) means for assembling a string of the random numbers of which the 

position in the table is indicated by the digits. 

57. A data processing system for generating the digital signature, 

comprising: 

(a) means for providing a table of n random numbers, each having a 

predetermined position in the table; 

15 (b) means for dividing the hashing code into m digits, each 

representing a value between 1 and m, where m is smaller than n; and 

(c) means for assembling a string of the random numbers of which the 

position in the table is indicated by the digits. 

20 58. A computer program product comprising at least one computer 

readable medium, having thereon computer program code means, when 

said program is loaded, to make a data processing system execute 

procedure according to claim 1, 3, 7, 9, 10 or 11. 

25 59. A computer program element comprising computer program code 

means to make a data processing system execute procedure according 

to claim 1, 3, 7, 9, 10 or 11. 

60. The computer program element of claim 59, embodied on a 

30 computer readable medium. 

35 

61. A computer readable medium having a program recorded thereon, 

where the program is to make a data processing system execute 

procedure according to claim l, 3, 7, 9, 10 or 11. 
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