System And Met hod For Assigning A Network Address To A Wrel ess Device

FI ELD The technol ogy described in this patent application rel ates
generally to the field of 5 wirel ess comruni cations. Mdrre particularly, the
application describes a systemand nethod for assigning a network address
to-a wireless device. BACKGROUND Systens for transmtting data to and from
a wreless device are known in this field. 10 The technol ogy described in
this patent application, however, overconmes many of the deficiencies of

t hese known systens by providing unique network identifications for
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transmtted through a conputer network to a wirel ess device using a

net wor k address, such as an internet protocol (I1P) address. 15 SUMVARY A
system for assigning a network address to a wirel ess device includes a
network server, a virtual device man p and an address resol ution (AR)
nodul e. I n one enbodinent, the systém s operable to push information from

an i nf or Mt i 0%ys QW iopl WA S, BsCARYSBHCARRifcd o8y W bl g8 oV oo

The network server 1s iI's operable to
receive tmork |dent|f| tion wi rel ess, deyice fromthe

0 or at | S gpean Ao, Hire Rty Eﬁ%aaf’ﬂlggtgonad&g%iﬁe%% S i tpod

wirel ess device to the 1 |nfornat|oE urce. The virtual device nmanager is
al so couﬁP’é%FSlthmg ﬁé‘eﬁ’(ﬂ% addipss i@ # Widieless device. '

BACKGROUND

Systems for transmitting data to and from a wireless device are known in this field.
10  The technology described in this patent application, however, overcomes many of the
deficiencies of these known systems by providing unique network identifications for
multiple wireless devices within the system that enable data to be transmitt.ed through a
computer network to a wireless device using a network address, such as an internet protocol
(IP) address.
15
SUMMARY
A system for assigning a network address to a wireless device includes a network
server, a virtual device manager, and an address resolution (AR) module. In one
embodiment, the system is operable to push information from an information source within
20  a computer network to the wireless device. The network server is coupled to the computer
network, and is operable to receive a network identification for the wireless device from the

information source and return a network address associated with the wireless device to the




and may be accessed on the conputer network using any of a plurality of

net wor k addresses, including the network address associated with the

wirel ess device. The AR nodule is coupled to the virtual device manager

and is operable to receive the network address 5 associated with the

wi rel ess device and determne an identification of the wireless device

within a wireless network. In operation, the virtual device nmanager

receives information fromthe information source that is transmtted from

the information source to the virtual device manager using the network
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10 network. The information is then transmitted to the wireless device via the wireless network
using the identification of the wireless device within the wireless network.

In another embodiment, the system is operable to transmit information from a first
wireless device to a second wireless device using an IP address assigned to the second
wireless device. This embodiment includes a mobile data system, a network server, and a

15  virtual device manager. The mobile data system is coupled to a computer network, and is
operable to communicate with a plurality of wireless devices over the computer network via
one or more wircless gateways. The network server is coupled to the mobile data system,
and is operable to receive a network identification for the second wireless device from the
mobile data system and to retumn a corresponding internet protocol (IP) address to the

20  mobile data system. The virtual device manager is also coupled to the mobile data system,

and is operable to receive the IP address from the mobile data system and to return a

wireless identification for the second wireless device to the mobile data system. In




operation, the nobile data systemreceives information and the network
identification for the second wireless device fromthe first wirel ess

devi ce, accesses the network server and the virtual device nmanager to
resolve the network identification for the second wireless device into the
wreless identification for the second wireless device, and transnmts the
information 5 and the wireless identification to the second wirel ess
device. In one enbodi nent, the systemuses an |IP address to transmt
information froma first wireless device associated with a first conputer
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The second nobile data systemis configured in the second conputer network

and 19 3 second mobile data system. The first mobile data system is configured in the first

computer network, and is operable to receive information and a network identification from
the first wireless device via a wireless network. The network server is configured in the first
computer network, and is operable to receive the network identification from the first mobile
data system and to det_emﬁne an interet protocol (IP) address associated with the second
15  wireless device. The virtual device manager is configured in the second computer network
and may be accessed using any of a plurality of IP addresses, including the IP address
associated with the second wireless device. The virtual device manager is operable to
receive the information and the IP address associated with the second wireless device from
the first computer network. The AR module is configured in the second computer network,
20  and is operable to receive the IP address associated with the second wireless device from the
virtual device manager and to determine a wireless identification for the second wireless

device. The second mobile data system is configured in the second computer network, and




3 is operable to transmt the information and the wireless identification
to the second wireless device via the wireless network. An exanple nethod
of pushing information to a wirel ess device using a network address
assigned to the wireless. device, includes the follow ng steps. Providing a
network 5 identification for the wireless device that uniquely identifies
the wireless device within a network. Using the network identification for
the wireless device to determne a network address associated with the
wirel ess device. Providing a virtual device manager that may be accessed
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first wireless device to a 15 second wi reless device, includes the
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second wirel ess device. Transmtting the information and the network
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network via a wreless network. Using the network identification to
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wirel ess device. Using the | P address to determine an 20 identification of
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information to the second wirel ess device using the identification of the
Wi rel ess gevkddress associated with the wireless device. Transmitting information to the virtual
10 device manager using the network address associated with the wireless device. Using the
network address associated with the wireless device to determine an identification of the
wireless device within a wireless network. Transmitting the information to the wireless

device using the identification of the wireless device within the wireless network.

An example method for transmitting information from a first wireless device to a
15 second wireless device, includes the following steps. Providing a network identification
associated with the second wireless device. Transmitting the information and the network
identification from the first wireless device to a processor in a computer network via a
wireless network. Using the network identification to determine an internet protocol (IP)
address associated with the second wireless device. Using the IP address to determine an
20 identification of the second wireless device within the wireless network. Transmitting the

information to the second wireless device using the identification of the wireless device

within the wireless network.




within the wireless network. 4 BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 is
a di agram of an exanple systemfor pushing data froman information source
to a wireless device using a network identification associated with the
wireless 5 device; Fig. 2 is a diagramillustrating one exanple

i npl enentation of the systemof Fig. 1; Fig. 3 is a diagramshow ng one
exanpl e of how data may be pushed froman information source to a wireless
device using the systemof Fig. 2; Fig. 4 is a diagramof an exanple system
for transmtting data froma first wireless 10 device through a conputer
network to a second wireless device using a network identification
associated wth the second wireless device; Fig. 5 is a diagram

illustrating one exanpl %ﬂﬁl;ﬁ—d@wﬁ%ﬁ&@ A ThRPywneasof Fig. 4 in which
the first and second wi ret th the sanme conputer
network; Fig...6 js a diagram show ng one exanple. of.how data. nBy
transmitted frden alf Pr‘g?gr%ﬁf?rpvﬁnr %’iag?ge a@\%ﬂ% Or'?gusgm e{%:agan OI\%M %“efness ® gl\l/i ce
using the systemof Fig..5 and Figs. 7 and,_ .8 are diagr illustrating
exanpl e iWPlENEM Sl dgyicg Wémgy%%%‘?ﬁ%“f lfgnaﬁcah&ﬂi %S%?ﬁt%theﬁ NaSaacte
second Wi rel ess devices are associated wth different conputer networks.
20 DEPAI LEEMICBESCRI PTI ON Referring now to the drawing figures, Fig. | is a

di agram of an exanpl e system 10 . _
Fig. 2 is a diagram illustrating one example implementation of the system of Fig, 1;

Fig. 3 is a diagram showing one example of how data may be pushed from an
information source to a wireless device using the system of Fig. 2;
Fig. 4 is a diagram of an example system for transmitting data from a first wireless
10  device through a computer network to a second wireless device using a network
identification associated with the second wireless device;
Fig. 5 is a diagram illustrating one example implementation of the system of Fig. 4 in
which the first and second wireless devices are associated with the same computer network;
Fig. 6 is a diagram showing one example of how data may be transmitted from a first
15  wireless device to a second wireless device using the system of Fig. 5; and
Figs. 7 and 8 are diagrams illustrating example implementations of the system of Fig.
4 in which the first and second wireless devices arc associated with different computer

networks.,

20 DETAILED DESCRIPTION
Referring now to the drawing figures, Fig. 1 is a diagram of an example system 10

for pushing data 11 from an information source 12 to a wireless device 14 using a network




for pushing data 11 froman information source 12 to a wirel ess device 14
using a network 5 identification 16 associated with the wirel ess device 14.
In addition to the information source 12 and wreless device 14, the
system 10 i ncludes a network server 18, a virtual device manager 20, and
an address resolution (AR) nodule 22. The information source 12 may, for
exanpl e, be an Internet or web server, a 5 software application executing
on a processor coupled to a conputer netmork or sone other type of
infornation source capabl e of comuni cati ng mnth a conmputer network. The

data ﬁfn %sbng%a | it e Qﬂ'elg:g (ﬁ@%ebﬁ STPLEd D (& tHEFnhalisy | Ce

acceSS|bIe ormation source 12, be rnput to the information

sour ce 12 thrqggw fgsss IS A5, Yten] i@@fmweﬁeng&m%gv PrESYShER OF

may be aCSU|?e I'nTormatt on source usi ng sofmne nown

met hod. The. net wor k ification anple, identify both a
host  narfEV¥BMAPFRET fq 5‘5% el 1&“@%) gloglblﬁgé‘n nane for t heynet wor k
server 18, but could al so be sqgne other type %f suj tabl e net

i denti fi cati orEReTRETRBHSR SRUER rly eiay, stogeRFampls ternet,gr aveﬁooweﬁ hame
server (DNS) operating in a conputer network. The network server 18 is
oper al§l e sofwererpplicatign gegonbingon a Bracerspt ¢oupled o ® AoMBUteiEENOKOTFO/S PEICh nanme
and host name, and identify a network address 24 associated with the

net wor k n@nemof infaaiiionsdee fapable i wpiaunicatinghwitle asempfiten nelwioek. nTheadata
server operating on a TCP/fP network, the network server 18 may receive a
domai n naneand dewiokk ideatificatioanid ﬁlatad&t stov@drein i ad emetviofy deticeagcessiide besthbve t he
dormai n and host names into an internet protocol QP) address that

Ih denti fi eafodmeei %arcen 2! Aey BEMphfonké Wdrhatibatoure 1228roagh atbatiserfadeton t he
ost nane.

from another device or system, or may be acquired by the information source 12 using some

10  other known method. The network identification 16 may, for example, identify both a host
name for the wireless device 14 and a domain name for the network server 18, but could
also be some other type of suitable network identification.

The network server 18 may, for example, be a domain name server (DNS) operating
in a computer network. The network server .18 is operable to receive a network

15  identification 16, such as a domain name and host name, and identify a network address 24
associated with the network identification 16. For example, in the case of a domain name
server operating on a TCP/IP network, the network server 18 may receive a domain name
identification and a host name identification, and resolve the domain and host names into an
internet protocol (IP) address that identifies a device on the TCP/IP network that is

20  associated with the host name.

The virtual device manager 20 may, for example, be a processing device operating in

a computer network. The virtual device manager 20 may be accessed on the computer




The virtual device manager 20 may, for exanple, be a processing device
operating in a conputer network. The virtual device manager 20 nay be
accessed on the conputer 6 network using any of a plurality of network
addresses, with each of the network addresses corresponding to a different
W rel ess device. That is, the network address 24 corresponding to the

w reless device 14 is assigned, either statically or dynamcally, to the
virtual device manager 20. In addition, network addresses corresponding to
other wirel ess devices are also 5 assigned to the virtual device nanager

20, such fdiab ulifg hy ¥ 3lpIdati Of HERRAR SRRith SEA 6F 88 Ro06@\BdRbses
W rel ess devices. The address'resolution (AR) nodule 22 may, for exanple,
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AR nodule 22 is Oﬁggg l.e to receiye a network address Zﬁ% such as qg | P
addr ess, HHECT e IR pAtion. ferrk addresies fOreFROREING 10 96 BIrC e R SHCr LR 8 devi ce
14 corresponding to the network address 24. For exanple, the AR nodule 22
may adcesissigngdotkig sl dlevise managert He sudhethabite Helul cleyico manage; SeBapy t he
virtual device nmanager 20 with a Mobile Access 15 Nunber (MAN), or other
type of wieratemsgouplelwirdlessalevioes. 26, that identifies the wirel ess device 14
within a wireless network. The wirel ess device 14 nmay be any nobile
conmuni cat i on Teviddessadasptutidn t(AR) pesdufe22 widyhifor examplee be sissofistavomiduland i s
preferably a two-way communication device. The operation of the wireless
devi ce ldcxaBiting@hya SORR5IEE Abvicestrdtihg itvh lcOmPEIST i@ Kniofe ehbediment, for
example, the AR module 22 may be executed by the virtual device manager 20, or by
10 another processor coupled through the computer network to the virtual device manager 20.
The AR module 22 is operable to receive a network address 24, such as an IP address, and
identify a wireless identification 26 for the wireless device 14 corresponding to the network
address 24. For example, the AR module 22 may access a lookup table to match the
network address 24 received by the virtual device manager 20 with a Mobile Access
15 Number (MAN), or other type of wireless identification 26, that identifies the wireless
device 14 within a wireless network.
The wireless device 14 may be any mobile communication device adapted to operate
within a wireless network, and is preferably a two-way communication device. The
operation of the wireless device 14 may vary dependent upon the wireless network in which
20  the device 14 is intended to operate. For example, a wireless device 14 that operates in

North American may include a communication subsystem designed to operate with the

Mobitex™ mobile communication system or the DataTAC™ mobile communication




20 the device 14 is intended to operate. For exanple, a wireless device 14
that operates in North American may include a comrunication subsystem
designed to operate with the NMbbiteXTM nobile conmuni cati on systemor the
Dat aTACTM nobi | e communi cation 7 system whereas a wirel ess device 14 that
operates in Europe may incorporate a Ceneral Packet Radio Service (GPRS)
comuni cation system Thus, the format of the wireless identification 26
wi || depend upon the wireless protocol used by the particular wreless
network in which the wireless device 14 operates. For exanple, wreless.
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data packet 28 over a conputer network to the virtual device manager 20.
The data pacKetopogtiomheinfematien saieceal tseriess 4 rpbwerkridensific@ions 1§y suches

i nformation source (SDR ID), 15 such as an |IP address or domain nane, to
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identification 26, such as a MAN, for the wirel ess device 14 correspondi ng
to the neopREfonding to the network identification 16, Using the network address 24, the
10  information source 12 then transmits data 11 through a computer network to the virtual
device manager 20. The information source may, for example, combine the network address
24 with the data 11 in accordance with a network data transfer protocol in order to transfer
the resultant data packet 28 over a computer network to the virtual device manager 20. The
data packet 28 may also include a sender identification for the information source (SDR ID),
15 such as an IP address or domain name, to enable two-way communication with the wireless
device 14. Upon receiving the data packet 28 from the information source 12, the virtual
device manager 20 queries the address resolution module 22 to determine a wireless
identification 26, such as a MAN, for the wireless device 14 corresponding to the network
address 24. The wireless identification 26 is then combined with the data 11 and the sender
20  identification (SDR ID), for example in accordance with an appropriate wireless protocol,

and the resultant data packet 30 is transmitted to the wireless device 14 over the wireless

network.




address 24. The wireless identification 26 is then conbined with the data I
| and the sender 20 identification (SDR ID), for exanple in accordance with
an appropriate wireless protocol, and the resultant data packet 30 is
transmtted to the wireless device 14 over the wireless network. 8 Fig. 2
is a diagramillustrating one exanple inplenentation 40 of the system 10
shown in Fig. 1. This enbodi nent 40 includes an information source 42, a
dormai n name server (DNS) 44, an address resolution (AR) nodul e 46, a
virtual device manager 48, and a nobile data system 50. The system 40 al so
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accessi ble by the AR nodule 46. AlSo illustrated are a wirel ess gateway
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virtual 4tend pn A abls pHrceessibldyibe dife s0dpls\AG: o prirafadi @€ @nBBelFstent |

the network identification associated with the wireless device 62
pr ef er abl gatéwl I8e svirglenpratwark®, aitha wirdesstderice 82+ he 15 wirel ess devi ce 62
and a domain nane that identifies the DNS 44. (See, e.g., Fig. 3). Using
t he network i dEmt DNScet AGnmodule 46, idualaleiion menager 48,42d quebile dlgtatsysteDNG 44
through the LAN or WAN for a network address associated with the wirel ess
devi ce 62are PiefennblyvmeikdabloitRiasthe same local area network (LAN) and protected behind a
common firewall. The information source 42 is preferably also included within the LAN
10 and protected behind the common firewall, but may alternatively communicate with the
LAN through a wide area network (WAN).
The information source 42 uses a network identification to push data over a virtual
TCP/IP connection to the wireless device 62. In this embodiment, the network identification
associated with the wireless device 62 preferably includes a host name that identifies the
15  wireless device 62 and a domain name that identifies the DNS 44. (See, e.g., Fig. 3). Using
the network identification, the information source 42 queries the DNS 44 through the LAN
or WAN for a network address associated with the wireless device 62. The network address
may, for example, be determined by the DNS 44 by matching the network identification to a
corresponding network address in the DNS table 52.
20 The network address is preferably one of a plurality of IP addresses assigned to the

virtual device manager 48. The configuration of the virtual device manager 48 within the

local area network is based on a networking technique called virtual host technology in




may, for exanple, be determ ned by the DNS 44 by matchi ng the network
identification to a corresponding network address in the DNS table 52. 20
The network address is preferably one of a plurality of |IP addresses
assigned to the wvirtual device nanager 48. The configuration of the
virtual device manager 48 within the |ocal area network is based on a
net wor ki ng techni que called virtual host technology in 9 which nultiple IP
addresses are assigned to a single device, either statically or

dynami cally. The I P addresses assigned to the virtual device nanager 48
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using a networking technique called virtual interface binding. This
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device 62 within the wirel ess network 60. The AR nodule 46 may, for
exanpl e, swuglgtereultiple virtual doyides.cadelr bavinga TaBIRHpekg it to a correspondi ng
wireless identification in the AR table 54. (See, e.g., Fig. 3) The AR
tabl e 54 may, Using theaepiok atdbress, tatiafonssiontsatree 42 siansnaith the data threwglythe devi ce
accessi ble by the AR nodule 46. 15 The nobile data system 50 receives the
dat a and MAKN eI #6ANIt0 @t vifthal dbviogmbiiaper 48 eThewirthal devidewmanarenddtge quets The
nobil e data system 50 is a secure gateway between the
the AR module 46, preferably using a standard address resolution protocol, to resolve the
10 network address into a wireless identification, such as a MAN, that identifies the wireless
device 62 within the wireless network 60. The AR module 46 may, for example, resolve the
network address by matching it to a corresponding wireless identification in the AR table 54.
(See, e.g., Fig. 3) The AR table 54 may, for example, be a database that is stored in a
memory device accessible by the AR module 46.
15 The mobile data Systefn 50 receives the data and wireless identification from the
virtual device manager 48. The mobile data system 50 is a secure gateway between the
virtual device manager 48 within the corporate LAN and a wide area network (WAN) 56,
such as the Internet, and transmits the data and wireless identification over the WAN 56 to
the wircless gateway 58. The mobile data system 50 preferably also converts the data into a
20  format compatible with the wireless device 62, encrypts and compresses the data into a data

packet, and formats the data packet and wireless identification for transmission over the

WAN 58 to the wireless gateway 58. The mobile data system 50 may also perform
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virtual device manager 48 within the corporate LAN and a w de area network
(WAN) 56, such as the Internet, and transmts the data and w rel ess
identification over the WAN 56 to the wireless gateway 58. The nobil e data
system 50 preferably also converts the data into a 20 format conpatible
with the wirel ess device 62, encrypts and conpresses the data into a data
packet, and formats the data packet and wireless identification for

transm ssion over the WAN 58 to the wirel ess gateway 58. The nobil e data
system 50 may al so perform 10 additional functions, as described in the

fol | ow ngyqageANNGRRctRE], ARRLEAREIRNR: folwill & -GyndaCPEPYpHIRGRSROGAIRE Nt O
the present application by reference: Intéernational Application No.

PCT/ CA02/ ' . ' - Joln;

| nf or mat il%#%zr oct??%%ét%ﬁﬁo %ﬁrﬁ%h%l}u@%og g‘& TE%F"BE%?QHS %@?‘Bgﬁpﬁg&%‘?@s" codi ng
O the f | y.. 2002; er.nat i I | i.cati,on o :
e Croa TR0 074 bt Syt afls VBRI R g SHPAFRE At Emation
Access For A Npbi l ni cation Device, fjl July 12 .2002;

| nt er nat | e“ﬁw bl PR caioR Osies belydag Tepnsee %5%&33%fﬂadhmod
For Providin Renot e Data Access And Transcorling For A Mbile

Communi cat 8&033)@%@?}?0@1 Paplicatipy NeoPCT/AGE2/ 010?2%8%@ Pyt And Msthodd®t i ons,
however, the nobile data system50 is instead referred 10 to as an "IP
Proxy. " ThrevidingrRentaio PatacAcrgssalarys tohile LFranmugigition Dayiceditied Julyd 2p2@Eent
application are therefore synonynous with the term"IP Proxy" as used in
t he abovdnterefiond rgptcativodp FCIY@A0HPP] B cattitloh Systdh dndiMehabEordatwediay 58
provi des an interface between the WAN 56 and the wireless network 60,

whi ch t r aRahate Datd&cdded And Tedeedoding Rope Mobid €emntlaithtieh Bevice] idediulyel 2s s

gateway 15 58 may, for exanple, convert the data between WAN protocol s and
_ Wi rel ess @bWaH Khese related applications, however, the mobile data system 50 is instead referred
10  to as an "IP Proxy." The terms "mobile data system" and "MDS" as used in the present
application are therefore synonymous with the term "IP Proxy" as used in the above-
referenced incorporated applications.
The wireless gateway 58 provides an interface between the WAN 56 and the wireless
network 60, which transmits the data packet to the wireless device 62. The wireless gateway
15 58 may, for example, convert the data between WAN protocols and wireless network
protocols, address the data packet for transmission over the wircless network using the
wireless identification, store and forward data to and from the wireless device 62, and
perform other typical interface functions.
Fig. 3 is a diagram 70 showing one example of how data may be pushed from an
20  information source 42 to a wireless device 62 using the system of Fig. 2. In this example,

the information source 42 first queries the DNS 44 to resolve the network identification

"USER1.COMPANY.COM" into an IP address, In this case, the host name "USERI"
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protocol s, address the data packet for transm ssion over the wreless
network using the wreless identification, store and forward data to and
fromthe wireless device 62, and performother typical interface
functions. Fig. 3 is a diagram 70 showi ng one exanpl e of how data may be
pushed froman 20 information source 42 to a wireless device 62 using the
systemof Fig. 2. hi this exanple, the information source 42 first queries
the DNS 44 to resolve the network identification "USER LCOVPANYCOM' i nto
an | P address. In this case, the host nane "USERV 11 corresponds to the

parti cul abrmikdoRliE®Ihd gmi@@amirélessv&emé 62 88 whith BRI LA bSis!tO bR AcldRtddver ed.
Using the DNS table 52, the DNS 44 determ nes the | P address

(192. 100. r onrdi t h [ j T ' !

L Conpany. CERE the S5 BBROZE, M6k (NS kol HEDin bR POz iRBTOD
response { he .l nfornation, source 42., J r he DNS . le 52
may i ncl U %eé’ogih&% é? heyneﬂqrﬁ)lg%np%ﬁg{o\}b }@I{Je‘%‘?%@;ﬁg Rg’ gﬂ‘g trgn Sml%satge
correspondi luralit - of network addresses. ving. resolved the
ot wor k1 iairert etk Mty o snags Grne subCaas soves et HEaRtE |
address (192.100.01.01) to transmt the data Lhro%gh_the LAN to the virtua
devi c€ ey dabla 82 may inqludesy plarality (I-Ne of/netyork idepdijicationsgnd geprragonding
assigned a plurality (I 10 of I P addresses in the network (i.e.,

192. 100. luelity(1-PD2f ngigorigaddrgssesi n order to emulate a TCP/IP stack for
mul tiple wirel ess devices having access to the system The virtual device
manager 48 t hdimvipgeraselyed tiee ARwonld udentifiGation, rthes oifermatine sofrcadé?r ess the

(192.100.01.01) into an identification (2000ABI) of the w reless device 62
Wi t hi n t hesulfantelfe sdirese t(W02. kOGOL.0 9 sto tet@s@iti the datalibroagh TheeL ABl @ thodrittal el ess

identification (2000AB 1) are then transmtted to the

device manager 48. As illustrated, the virtual device manager 48 is assigned a plurality (1-

10 N) of IP addresses in the network (i.e., 192.100.01.01 - 192.100.01.N), in order to emulate a

TCP/IP stack for multiple wireless devices having access to the system. The virtual device

manager 48 then queries the AR mbdule 46 to resolve the IP address (192.100.01.01) into an

identification (2000AB1) of the wireless device 62 within the wireless network 60, as

described above. The data and wireless identification (2000AB1) are then transmitted to the

15 mobile data system 50, which prepares the data for transport over the WAN 56 to the
wireless gateway 58, as described above.

Fig. 4 is a diagram of an example system for transmitting data 82 from a first

wireless device 84 through a computer network to a second wireless device 86 using a

network identification 88 associated with the second wireless device 86. In addition to the

20  first and second wireless devices 84, 86, the system 80 includes a mobile data system 90, a

network server 92, a virtual device manager 94, and an address resolution (AR) module 96.
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15 nobil e data system 50, which prepares the data for transport over the
WAN 56 to the wreless gateway 58, as described above. Fig. 4 is a diagram
of an exanple systemfor transmtting data 82 froma first wreless device
84 through a conputer network to a second w rel ess device 86 using a
network identification 88 associated with the second wirel ess device 86. In
addition to the 20 first and second w rel ess devices 84, 86, the system 80

i ncludes a nobile data system 90, a network server 92, a virtual device
manager 94, and an address resolution (AR) nodule 96. 12 The first and .

second wir el esgcdeyd CaR §éoon§6w{¥@l)éssbﬁeﬁ56é RYO gy AR Ley (GRIMAIN NGB ON
devices adapted to operate within a wreless network The network

identificaflfth Vi first
"W rel ess devi céga%gﬁn&VQ% aﬂdg@gpﬁ%p trat?%%%lﬁgnw re ess ée(;‘\llcﬁlge Zﬁe q?tﬁ&gxarrpl e
t hrough a nt a. k identificatio 0 xarrpl e,
e e doHRSoatidh & pRFS, & Bt BRI 1 L AERb Y RE o ne) ap"?'*%‘ssr%afeﬁ*%nm
for the n Work erver. 92 but.co nativ be sone . e of

| Gent 111 b DI M ks el frveeatd T OOl & s O Ee 98
within a n;@ut er  network. The nobile data system 90 % for exarrpl e, be
a pr oe‘iesslit% Sgentification 88 1y, fon sxampls, énsiHdatiehoshappe fRr e wecordpyirdessat a
system 90 is operable to comunicate with the first wreless device via

t he wirel dyieeris: susk k demeainrmsnsi fpe thenectwonkasegzr §Adbut cowldr dteimatively tesameon 88
fromthe first wireless device 84. In addition, the nobile data system 90

i s coupl eathert tigpo ufyWlestifomtpu thet vngpelgidentifict the saetndorikelessrderice 88 vatich ahe
virtual device manager 94. In alternative enbodi nents, however, the nobile
dat a systemfiermeyvopper ate on the sane

The mobile data system 90 may, for example, be a processing device operating in a
10 computer network. The mobile data system 90 is operable to communicate with the first
wireless device via the wireless network and receive the data 82 and network identification
88 from the first wireless device 84. In addition, the mobile data system 90 is coupled
through a computer network to the network server 92 and the virtual device manager 94. In
altemmative embodiments, however, the mobile data system 90 may operate on the same

15 processor as the network server 92 aﬁd/or the virtual device manager 94.

The network server 92 may, for example, be a domain name server (DNS) operating
in the computer network. The network server 92 is operable to receive the network
identification 88 from the mobile data system 90 and identify a network address 98, such as
an IP address, associated with the network identification 88.

20 The virtual device manager 94 may, for example, be a processing device operating in
the computer network. The virtual device manager 94, similar to the virtual device manager

20 described above with reference to Fig. 1, may be accessed on the computer network using
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15 processor as the network server 92 and/or the virtual device manager 94.
The network server 92 may, for exanple, be a donmain nanme server (DNS)
operating in the conmputer network. The network server 92 is operable to
receive the network identification 88 fromthe nobile data system 90 and
identify a network address 98, such as an |P address, associated wth the
network identification 88. 20 The virtual device manager 94 may, for
exanpl e, be a processing device operating in the conputer network. The
virtual device manager 94, simlar to the virtual device manager 20

descri bedinglygve gl’ﬂrélhy o8 fREeRE eada&sfeis,gwitﬁ,eaeiayle%ﬂafaa&%@e@br&_@%dnhﬁlg%n@ut er
network using 13 any of a plurality of network addresses, with each network

dd i : j i L i
Fesolut i CbERRARALRovife, SrcldifeE! AR AURRaGRIE Sip b BENRERGae
ft : fi i devi ce operating in the. .co ter
network. gt g EABSLN o SR SReDhe iAo E U F chfeliiin B ™
5 94. The Al le 96 js.. ble t i t.h t) k add
Ca" e o) e Pt Soe bRl S5L6: ST B BSOS e 005
W rel ess devi %e 86. In operation, the first wirel ess device 84 receives

data 82 afd ADRcARdneduls 86 it joperablei Onrepgve g networks addesst $qangd identifYed second

w rel ess device 86, and conbines the network identification 88 and data 82
into a daoxcHwatiag wigkss gentificatieni Ykfopthesoennd avivgdlesefesdes 800 network and to
the nobil e data system 90. The data packet 102 may al so include a sender
identificatiordn(&8BRatioD) thorfishevifdlesst deviivee|8ds seceiees alafa SAchndisa acivatrivor k
identification, IP address, or wireless identification, to enable two-way
comuni catlemificwidon8 lext $eanodatedMwithl s Secbadi wigelest eviee86) endladmbisgssthem 90
then queries the network server 92 to resolve '

network identification 88 and data 82 into a data packet 102 for transmission over a wireless

10 network and to the mobile data system 90. The data packet 102 may also include a sender
identification (SDR ID) for the first wireless device, such as a network identification, IP
address, or wircless identification, to enable two-way communication with the second
wireleés device. The mobile data system 90 then queries the network server 92 to resolve
the network identification 88 into a network address 98, such as an IP address. Using the

15  network address 98, the mobile data system 90 transmits the data 82 through the computer
network to the virtual device manager 20. The mobile data system 90 may, for example,
combine the network address 98 with the data 82 and sender identification (SDR ID) in
accordance with a network data transfer protocol in order to transfer the resultant data
packet 104 over the computer network to the virtual device manager 94. Upon receiving the

20  data packet 104 from the information source, the virtual device manager 94 queries the AR
module 96 to determine a wireless identification 100, such as a MAN, for the second

wireless device. The wireless identification 100 is then combined with the data 82 and
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the network identification 88 into a network address 98, such as an IP
address. Using the 15 network address 98, the nobile data system 90
transmts the data 82 through the conputer network to the virtual device
manager 20. The nobile data system 90 may, for exanple, conbine the
network address 98 with the data 82 and sender identification (SDRID) in
accordance with a network data transfer protocol in order to transfer the
resultant data packet 104 over the conputer network to the virtual device
manager 94. Upon receiving the 20 data packet 104 fromthe information

source, tdadet Idebidficadlel | (SBRMADAART acdrdant@r Wed theeafRopriRd WiRIRS deBrork
determine a wireless identification 100, such as a for the second

N,
W reless piewkarand iR hiieheada AR 166 Rkl u%ﬁ%vblsthg RARIGORBWAAdED the

data 82 and 14 sender identificCation I'n accordance with the

appropri aée‘é‘oﬁwﬁé@s%%eﬁ%wk pr ot ocol and the resul tant data packet 106
is transmtted over the wrel ess network to.the second wreless devi ce 86.

e 53 o B AR AR A AR AL 11

(DNS) 11 | e i tem 114, a vij rtual devi 6 and an
addr e 2@501*% ﬁ@élmﬁ%ﬁ einglydes ardgmaig, name,seryes 65N§ga &ﬁ 'ﬂfméatﬁam e
120 accessible by the DNS 44 and an AR table 122 accessible b t he AR
nodul e 11%/stem lsl& p Vvirtyak doyicsdnamagerd 16 gnd| apgddrgas I@m\yﬂopz(&R)@qduksanwm e
device 126 operating within a first wireless network 128, and a second

wi rel ess systgincelsa 3acludes aopRiSatablegl 20 adeessibde by dlon ONA f4land snndRvieblz 1232,  The
DNS 112, nobile data system 114, virtual device nmanager 116, and AR nodul e
118 are pacetsibidbyihe AR mdéue M 8. hAsotilhetra@derd aowatlesreamwap i I alfir§tlddtlile 134,
and are

et

device 126 operating within a first wireless network 128, and a second wireless device 130
10 operating within a second wireless network 132,
The DNS 112, mobile data system 114, virtual device manager 116, and AR module
118 are preferably included within the same local area network (LAN) 134, and are
preferably separated from a wide area network (WAN) 136, such as the Internet, by a
common firewall. The first and second wircless devices 126, 130 may operate within
15  different wireless networks 128, 132, as illustrated, but could alternatively operate within the
same wireless network.
In operation, data may be transmitted between the first and second wireless devices
126, 130 using unique network identifications assigned to each of the wireless devices 126,
130. For example, in order to transmit data from the first wireless device 126 to the second
20  wireless device 130, a network identification for the second wireless device 130, such as a
domain name and host name identification, may be .inp';lt to the first wireless device 126

through a user interface. The first wireless device 126 may then format the data and
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preferably separated froma w de area network (WAN) 136, such as the
Internet, by a common firewall. The first and second wirel ess devices 126,
130 may operate within 15 different wirel ess networks 128, 132, as
illustrated, but could alternatively operate within the same wreless
network. In operation, data may be transmtted between the first and second
W reless devices 126, 130 using unique network identifications assigned to
each of the wireless devices 126, 130. For exanple, in order to transmt
data fromthe first wireless device 126 to the second 20 wirel ess device
130, a nefdRbik idglﬁmdaﬁbrp akihehd Bprbfifuts %ﬁﬁfh@s Wcﬁ@do?%d%‘sﬁ& thPesuftttth as a

domai n nane and host nane identification, be |nput to the first

W reless ﬁa‘i’é/f){cget @rthh% }ég@n&vvg&l Sltglk %r\{,l%q‘%agigg 12r st wirel ess device

126 may t rmat ata an P ation usi ng the
appropri ate w.Lel ess, prot.ocol nd t ansm he,resul t.an ata t over
R erees R SRRSO SHEES, 1o Batd B et o Tt D birg e FuBBRET! comny
124 provi the wirel ess networ 132.and the
WAN 136, g%%m 1B, a"ﬂo&'f’hm Bgﬁe%gm Fat® ey wigs! e&‘*e%@?‘i""ﬁ’eég éf@%ﬁy@e&nabﬂve with

reference to Fig. 2. The wireless gateway 124 reformats the data for
transm ssﬁefﬁﬁelwgﬁ» Fignd. Tha\vireless gagvey 434 Fﬁfﬁ@wttﬁh@e datedor BanspassipgvERthgat a
system 114. The nobile data system 114 is a secure gateway between the LAN
134 and t WANWG am3emswitathedatatto themeobilsisielasyslemd 14y st em 50 described above
with reference to Fig. 2. Upon receiving data and a network identification
fromthe WAN 1Ti®Gnoltileadabdystem Iddtina sgeateegatciiad beOvegn drei [N tl Bé aidNBe ANt o
resolve the network identification into a network address, such as an I[P
addr ess, 5 elihikk @6l thi thbbilddats egand SMidektibed attev vt tifencd he FlzeWasgon
address may, for

receiving data and a network identification from the WAN 1136, the mobile data system 114

10 queries the DNS 114 to resolve the network identification into a network address, such as an
IP address, associated with the second wireless device 130, The network address may, for
example, be determined by the DNS 112 by matching the network identification to a
corresponding network address in the DNS table 120. As described above with reference to
Fig. 2, the network address is preferably one of a plurality of IP addresses assigned to the

15  virtual device manager 48, which simulates a TCP/IP stack for multiple mobile devices 126,
130 within the system 110.

Having received the network address from the DNS 112, the mobile data system 114
uses the network address transfer the data to the virtual device manager 116 through the
LAN 134. The virtual device manager 116 queries the AR module 118, preferably using a

20 standard address resolution protocol, to resolve the network address into a wireless
identification, such as a MAN, that identifies the second wireless device 130 within the

wireless network 132. The AR module 118 may, for example, resolve the network address
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exanpl e, be determ ned by the DNS 112 by matchi ng the network
identification to a corresponding network address in the DNS table 120. As
descri bed above with reference to Fig. 2, the network address is
preferably one of a plurality of IP addresses assigned to the 15 virtual
devi ce manager 48, which sinulates a TCP/IP stack for nmultiple nobile
devices 126, 130 within the system | 10. Having received the network
address fromthe DNS 112, the nobile data system 114 uses the network
address transfer the data to the virtual device nmanager 116 through the

LAN 134. byh@at¢hingUtto &8evir&ponthmagatledslflciifatios id e AR tBeube 1963, e.F.,
preferably using a 20 standard address resol ution protocol, to resolve the

net wor k - aglr &S STHeMR t#b1dMi 32189 Sfor LRI fHeGAlHMAse BUCHeRsyUeMNacdeBbie

identifies the second wrel ess device 130 wthin the wreless network 132.
The AR € ARLE, 46l Of . aSS: 1.0
matching 1"t to a é@?%é?bgﬁﬁﬁﬁg w#?g?g%ngﬁg%%?@F%gb?@%K?ﬁggﬁ§§§ﬁ$%§%¥e 122
(See, e. - Fiog..6). The table 12 , f.or. exanpl ge qi abase in a
ooty aQf il el (Tl e eads fadil e S K RmePo BaKhBNRR wor
address ipnt w reless jdentification, the virtual device pana 116.
hen: sendbe EAN HbEmERle dirSblen A deniFiertsion hits Stond MBHSH IS REHIOLAN 1 0
the nobile data system 114 for transm ssion to the second w rel ess device
130. The nobithe Bgbile dafasusicm 1144 igrmats shey wirelgs idprtficatiope ard thecdats sidand
the data, and, transmts the resultant data packet over the WAN 136 to the
wi r el ess laseiigphel pesultant datadpfickstorver thee Wrtddi 136 tdathe vaselase grteway ddd dhso
convert the data into a fornmat conpatible wth the wireless device 130,
encrypt amiditeontheassbitehdatal agstem divdl mpgr dlor corsvddithd datalintd @ foonatt dompatiblas
descri bed above with reference to Fig. 2. The wirel ess gateway 124 then
with the wireless device 130, encrypt and compress the data, and perform additional -

10 functions, as described above with reference to Fig. 2. The wircless gateway 124 then
converts the data packet from the mobile data system 114 into a wireless network protocol,
addresses the data packet for transmission over the wireless network 132 using the wireless
identification, and transmits the data to the wireless device 130. As noted above, the
wireless gateway 124 may also perform other interface functions, for instance in the case of

15  multiple wireless networks 128, 132, the wireless gateway 124 may determine which of the
wireless networks 128, 132 was last in communication with the wircless device 130.

Fig. 6 is a diagram 140 showing one example of how data may be transmitted from a
first wireless device 126 to a second wireless device 130 using the system 110 of Fig. 5. In
this example, the first wireless device 126 transmits data to the mobile data system (MDS)

20 114 addressed with the network identification "USER2.COMPANY.COM." The host name
"USER2" in this example identifies the second wireless device 130. The MDS 114 then

queries the DNS 112 to resolve the domain name and host name into the IP address
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converts the data packet fromthe nobile data system 114 into a wireless
network protocol, addresses the data packet for transm ssion over the
wirel ess network 132 using the wireless identification, and transmts the
data to the wireless device 130. As noted above, the wreless gateway 124
may al so performother interface functions, for instance in the case of 15
multiple wireless networks 128, 132, the wrel ess gateway 124 nmay determ ne
which of the wreless networks 128, 132 was last in comunication with the
wirel ess device 130. Fig. 6 is a diagram 140 show ng one exanple of how

data may 1621000502t 186k THODNS tabl 13D, VAS ﬁh@ﬁéterﬂ%é @Jsl?a@et DRI RAGNE
W rel ess deV| ce 130 using the system 110 of In this exanple, the

5.
first wing Q) 6ndidBri IdRARliSnIHPa b NG YR R DS) 20
114 addr sed V\ﬁt hjt re1 ne{wor elnrtlsld |c%1t ?%%% E%‘%g\%ﬁ Nﬁé%w

Thehostn o JSER2" in this exanple identifies the second wirel ess device
130. The TE>114 t hen queries the DNS 112 to resolve the domai n nane and

host nane |nt I dre " h table 120.
ne i1 ot r at Vit e BNERSETR2 780 0F %) B8 0DRS, g PEyhe Fick) Tidt ot o k
|dent|f|cat|ons and a cqrrespondjng .pl ural of network addr sses
Wth the Hebva§dorasstion gthiige vauahdsviee @ﬁﬁlqgﬁdm(wsn@ a#nds thodata g he

opens a 5 network connection with the virtual device nanager 116, and
sends t hedeyiseamprngend 1§iintquder tojessplve thedBgrddress gniona sogesponding @iEiless t he

| P address into a corresponding wreless identification (2000AB2) for the
second wiideitdisticie (3006AB3D forathe deeand odiesthdardce 1He  Asi descrabbeddaboiveethranager
116 is assigned a plurality (I -N) of IP addresses in the network (i.e
192. 100. Odirt0dl devit® thahéier OL6 N¥)assigedar plaralityd( 1 fLITAP eddredsePin the attaokk {ier,
multiple wireless

192.100.01.01 - 192.100.01.N), in order to emulate a TCP/IP stack for multiple wireless

10 devices 126, 130. The virtual device manager 116 queries the AR module 118 to resolve the
IP address (192.100.01.02) into the wireless identification (2000AB2) using the AR table
122, The data from the first wireless device 126 along with the wireless identification
(2000AB2) arc then transmitted back to the MDS 114, and from the MDS 114 to the second
wireless device 130, as described above.

15 Fig. 7 is a diagram illustrating one example implementation 150 of the system 80 of
Fig. 4 in which the first and second wireless devices 126, 130 are associated with different
local area networks 152, 154. Both local area networks 152, 154 include a mobile data
system (MDS 1 and MDS 2) 156, 158, a virtual device module (VDM 1 and VDM 2) 160,
162, an address resolution (AR) module 164, 166, and a domain name server (DNS 1 and

20 DNS 2) 168, 170. Also illustrated are the first wireless device 126 operating with a first
wireless network 128 and a first wireless gateway 172, and the second wireless device 130

operating with a second wireless network 132 and a second wireless gateway 174. It should
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10 devices 126, 130. The virtual device manager 116 queries the AR nodul e
118 to resolve the |P address (192.100.01.02) into the wreless

i dentification (2000AB2) using the AR table 122. The data fromthe first
wirel ess device 126 along with the wireless identification (2000AB2) are
then transmtted back to the MDS 114, and fromthe MDS 114 to the second

W rel ess device 130, as described above. 15 Fig. 7 is a diagram :
illustrating one exanple inplenentation 150 of the system80 of Fig. 4 in
which the first and second wreless devices 126, 130 are associated with

di f f er entbe neiesdtood] Gawerk WOKE dbe eriRAlim&Rs the! BERhnPIRBnNRiIMREKEeviRE, 154
include a nobile data system (~Ms | and MDS 2) 156, 158, a virtual device

nmodul e (V¥ h3@ 8y bMa) wiliil ’the éa@?e’ wi%le JRGRR. 'ileihghlgtdls%rbe(ﬁ& sTRAhAf 164,

166, and a domai n” nanme server 20 DNS 2
i r ol eoo RESG 15RO Shenth ‘?ﬁ%ué’ei %l‘ﬁ@e%? YRR Ayt se%%%ﬂa
Second wi VI ESEB i% or%ﬁ? ““gc%%m%%@’@&%é@ﬁfioﬁet however - ¢hat i n

ot her nbodlne the first a eco wi rel ess 5%$V|Ces 126, , 130 may
oper at e Wit hi ng]'fﬂﬁér o the sistemy rJ00ove tw@h repcg| 8 Fige>. (laifemay @Sd t hat
the system 150 coul d alternatlvely |nclude a single mnrelessagatema t hat
i nt er f ace&angpfttedp ghis gysica dakbetwedoihg dirst 2d secgpd pirelepedsniage 136, d30 nsingor k
(WAN) 136. 5 Simlar to the system 110 descri bed above with reference to
Fig. 5, détigrenasiwhek identafiatipns esigned titiicachs pé tlerwiSBsh deviemnl 26hd36. s and
second wirel ess devices 126, 130 using unique network identifications -
assi gned ¢xamphg in ofdet toctransmé| dasisirabe vhecist ¥R6lessl@Pice A6 to éxasapdng, wiralessr der
to transmt data fromthe first wreless device 126 to the second w rel ess
device 130, a network identification for the second wireless device may be input to the first
10 wireless device 126 through a user interface. The first wireless device 126 formats the data
and network identification for wircless transmission, and transmits the resultant data packet
over the wireless network 128 to the first wireless gateway 172. The wireless gateway 172
reformats the data and network identification for transmission over the WAN 136 and
forwards it to the MDS 156 in the first LAN 152.
15 Upon receiving the data and network identification from the WAN 136, the MDS
156 in the first LAN 152 queries the DNS 168 to resolve the network identification.
Because the second wireless device 130 in this embodiment 150 operates in association with
the second LAN 154, however, the network identification should identify the second LAN
154. For example, the network identification may include a host name identifying the
20 second wireless device 130 and a domain name identifying the DNS 170 in the second LAN
154. Therefore, upon being queried with the network identification, the DNS 168 in the first

LAN 152 instructs its MDS 156 to forward the data through the WAN 136 to the virtual
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device 130, a network identification for the second wi rel ess device may. be
input to the first 10 wirel ess device 126 through a user interface. The
first wireless device 126 formats the data and network identification for
wirel ess transm ssion, and transmts the resultant data packet over the
wirel ess network 128 to the first wireless gateway 172. The wi rel ess
gateway 172 reformats the data and network identification for transm ssion
over the WAN 136 and forwards it to the NIDS 156 in the first LAN 152. 15
Upon receiving the data and network identification fromthe WAN 136, the

MDS 156 deRicehBardfabérStvIbdiN 1523n Gt EdcBad TAN DHE 168 HRSI@SGhMe fhiheanpiaor k

identification. ecause the second wireless device 130 in this enbodi nent

150 oper i hat | j t wor k
Cdent 1 v PASTEL Mk et ban 19 STARMR NS g PRAGHEhjont R

net wor k i9ﬁ95kﬁ46ﬁ§$fﬁﬁfgﬁﬁgkﬁﬁM“%ﬁ-a host nane identifying the 20 second
and "a donai n

w reless device 1 name identifying the DNS 170 in the second
LAN 154. Thergfore on. bein ueried Wt 5; ne mg@hﬁi ntjfication,
the ONS 168 | ipHE o PE P diedt ditetbed Soupahd YD OTE et dar a
t hrough t WAN 136 to the virtual 19 device manager (VDM), 162 in th
secon$1LAﬂ%fea Pr%éblmgm@wé %}Wﬁwf RePHERs| addresses iy gidey H’eS@H@teﬂ@C%’ﬂ%t he
second LAN 154 to provide the NVM5 156 with a network address wthin the
WAN 136 f@eckt e nypitpleemobily deviges eperating i pesoeiptione withethgresseryédr EANe$34i bed
above, the VDM 162 in the second 5 LAN is preferably assigned a plurality
of net worikcludide dbs eecond nbdlerdevise di3ful Bavingret@ped the dttmend heworuhddredse
nobi | e devi ces operating in association with the second LAN 154, i ncluding
t he seconfiomuohs fist HAW t§2, #ROVDMAVéNgueties tievAaRl niddeledi@tan alndsen@td AKX 18ddr ess
to resolve the network address into a wireless identification, such as a MAN, that identifies
10 the second wireless device 130 within the wireless network 132. The data and wireless
identification are then forwarded to the MDS 158.
The MDS 158 in the second LAN 154 formats the wireless identification and data
and transmits it over the WAN 136 to the second wireless gateway 124. The MDS 158 may
also encrypt and compress the data, and perform additional functions as described above.
15  The second wireless gateway 174 converts the data packet received from the MDS 158 in
the second LAN into a wireless network protocol, addresses the reformatted data using the
wireless identification, and transmits the resultant data packet over the wireless network 132
to the second wireless device 130.
Fig. 8 is a diagram illustrating another example implementation 180 of the system 80
20  of Fig. 4 in which the first and second wireless devices 126, 130 are associated with

different local area networks 182, 184. Both local area networks 182, 184 include a mobile

data system (MDS 1 and MDS 2) 186, 188, a virtual device module (VDM 1 and VDM 2)
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fromthe first LAN 152, the VDM 162 queries the AR nodule 166 in the second
LAN 154 to resolve the network address into a wireless identification,
such as a MAN, that identifies 10 the second wirel ess device 130 within the
wirel ess network 132. The data and wireless identification are then
forwarded to the MDS 158. The NMS 158 in the second LAN 154 formats the
wireless identification and data and transmts it over the WAN 136 to the
second wirel ess gateway 124. The MDS 158 may al so encrypt and conpress the
data, and perform additional functions as described above. 15 The second

Wi rel ess gl @uRYand i ARRYEFkSEOE (AR RoMAE KOS, T98C ah\yaditibh 0shch BE tYQSea1 58 i n
t he second LAN into a wireless network protocol’, addresses the reformatted

data using, I\%rlg# a8% afc%&l%ﬁl&%%dn%?on@%@oxtkr 'g the resultant data

packet over the wr ess net e second W rel ess device 130.

Sy om 80 azg'%?ﬁl%”*o el oA e B reé%%%a ?*esﬂ‘é*‘adev? %e 126,

130 are associ h d| erent 1 g area S 2, Both | oca
aroa not (OTRGIEEN s ety L%Oeﬂamn% e v & de © st was‘%e

186, 188, V|rtual device nodule (VDM I, and vuw & 20 190, 192, and

addr ess reieu3lora CARPT moEk arelesunetworks 128, KiPqmd @ widearen neipvokyeW.

area networks 182, 184 are coupled to a common network server 198. Slnllar
to the sykite ot Sonvsaisaed, bewevandhe wirelers yawerkén déd.t 13 2Fwieless gatiaas(sid 2, be
transmtted in this system 180 fromthe first wirel ess device 126 to the
second wi V&, exkwids attewnictarl GHAN)d 36 ae ot illwsraedinrfég. &8ss net wor ks 128, 132
and a wi de area network (WAN) 136. For conveni ence, however, the mnreless
net wor k(s) 128n ti8Rstewi 180 cf$5p. Gad dmmyack:t deélned for the second ereless device 130

is transmitted from the first wireless device 126 to the MDS 186 in the first LAN 182. In
10 addition to its payload data, the data packet transmitted from the first wireless device 126

may include a sender identification of the first wireless device 126, such as a wireless

network identification, and either a network identification or a network address uniquely

identifying the second wireless device 130. For example, the data packet may be addressed

with an IP address in the second LAN 184 that is associated with the second wireless device
15 130, or may be addressed with a unique network identification, as described above.

Upon receiving the data packet from the first wireless device 126, the MDS 186 in
the first LAN 182 queries the AR module 194 to resolve the sender identification of the first
wireless device 126 into a unique network address, such as an IP address, associated with
the first wireless device 126. The AR module 194 may, for example, resolve the sender

20  identification by matching it to a comresponding network identification in an address

resolution (AR) table, Similar fo those described above, the network address of the first
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174, and wi de area network (WAN) 136 are not illustrated in Fig. 8. In the
system 180 of Fig. 8, a data packet destined for the second wirel ess device
130 is transnmitted fromthe first wireless device 126 to the MDS 186 in
the first LAN 182. In 10 addition to its payl oad data, the data packet
transmtted fromthe first wireless device 126 may include a sender
identification of the first wireless device 126, such as a wirel ess

network identification, and either a network identification or a network
address uniquely identifying the second wirel ess device 130. For exanple,

the data PRAK&UIRY 18@isHALRBH A o bﬁr%ﬁ‘y PPaddrsRs alsflmbd & BEGIM 164N 184

that is associated wwth'the sécond wrel ess device 15 7130, or may be

addr essed, i d for ARI9S, 1165 WRerds0OFE 18 Ak 9fmuIdRSHIC dgglabove. Upon
thets % PiereTs e g

receiving t ata packet fromt irst wrele evi ce the MDS 186

in the first IIIT% difjﬁ%’ tﬁeflr?ig:}sefsé iﬂ%re’éi?rgt%:lgéjéﬁ;gg%gnsraec%%&iéaﬁgnﬁ n‘\%/(ﬁ)flik '

identification o W'T e i'nto a uni que ne
address, such as an | P _address, associ at i the first wireless device
06, The REOHGDF S116 4Rl SHomIE Bimana: FrANolThe neEr, s b Grantans &
identification by matching it to a_corresponding network identification in
an addr estéble, giehiagan slecramys database, thay assecites wigurorstwerkdgsntibisations dethe t he
network address of the first 21 wireless device 126 is preferably one of a
pl ural i t ywi¢lesspenigery Es 880 wathingtrenak addresses ivmhg figpor sepondHeAN 1823 183ANhe g2,
which sinmulates a TCP/IP stack for nultiple nobile devices. In addition,
t he MDS 1B®S ¥8otqueriés thsbetivati stB2r #9&© repdresthanavorkatdoras fopthd firskwivdlesy  t he
network server 198, for exanple through a WAN. The network server 198
mai nt ai nsdexice5l 2aitcea netwadik ddendficaionclor diel firstl afiralzas devidednain akistiug, &t s
uni que network identifications for the wireless devices 126, 130 wth
net wor k  agh &k Sairdss férh@e fsedchll WirelsR e LAY WeddZnot bBidetih® the data packet
10  transmitted from the first wireless device 126, then the MDS 186 also queries the network
server 198 to resolve the network identification of the second wireless device 130 into a
network address, such as an IP address, in the second LAN 184,
With the network address for the second wireless device 130, the MDS 186 opens a
connection, for example through a WAN, to transmit the data and network identification of
15 the first wireless device 126 to the VDM 192 in the second LAN 184. Similar to those
described above, the network address of the second wireless device 130 is preferably one of
a plurality of IP addressed assigned to the VDM 192 in the second LAN 184. Having
received the data and network identification from the first LAN 182, the VDM 192 in the
second LAN 184 queries the AR module 196 to resolve the network address for the second

20  wireless device 130 into a wireless identification, such as a MAC address, that identifies the

second wireless device 130 within a wireless network,
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MDS 186 queries the network server 198 to resolve the network address for
the first wireless device 126 into a network identification for the first
wireless device. In addition, if the network address for the second ‘

wi rel ess device 130 was not provided in the data packet 10 transmtted from
the first wireless device 126, then the MDS 186 al so queries the network
server 198 to resolve the network identification of the second w rel ess
device 130 into a network address, such as an |P address, in the second
LAN 184. Wth the network address for the second wirel ess device 130, the

MDS 186 opens RomGROWERM 197, thé Ahta 8X BiihRled RS dWIDB 198MlongGrith e S¥itdest he
data and network identification of 15 the first wrel ess device 126 to the

VDM 192 i jeditiRatiBCON e %@é}lngﬁﬁ:elég metigd 180 Mar%ene@lﬁﬁmﬂé?ﬁﬁcﬁwﬁ thd Rt

net wor k address of the sec w reless device 130 is preferably one of ' a

plurali tywﬁ’éleés éﬁgrﬁgseﬁe glrg%d tﬁ Lg e@% Cg'ftlh'tﬂe P%}gf%ﬁ(fﬁe%%? lbg‘l\ko 84

Havi ng recelrve at'a net i TSt

182, the VDM 192 t d LAN,184 th AR | 196, t
r esol veeteﬁ‘émﬂ t%g?rﬂa sec(#)gw T%eﬂ?eﬁﬁaﬁ‘zbg&ﬁ éﬁ% 8 %g H%gthifﬁwfoﬁ]fo a

i 1 ol Gos HEUMHERRsD by Ris ilew deiied 20 it s oo MEBHiTE ARG TES3DS ho

data is forwarded to the MDS 188 along with the mnreless i dentification of
t he secontPéiherefosmats dadatelor sonumssiente the sewend Witglent devicedBP alpngrvithhigef i r st
wirel ess device 126. The NVMS 188 opens a connection with the network server
198, for wissdesspidentificetiorn of\Vih¢ seodd quiesl¢sesdevive 136t sk thesestwerk adilgess gndesol ve
the network 5 identification of the first wireless device 126 into the
associ at etttwad\idankifieatbheesthe Tibet widbtsss dsB&etiBén formats the data for
transm ssion to the second wrel ess device 130 along with the

This written description uses examples to disclose the invention, including the best

10 mode, and also to enable a person skilled in the art fo make and use the invention. The
patentable scope of the invention is defined by the claims, and may include other examples

that occur to those skilled in the art.
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wireless identification of the second wirel ess device 130 and the network
address and network identification for the first wireless device 126. This
written description uses exanples to disclose the invention, including the
best 10 node, and also to enable a person skilled in the art to nmake and
use the invention. The patentable scope of the invention is defined by the
clains, and may include other exanples that occur to those skilled in the
art. 23 It is claimed: 1. A nethod of pushing information to a wrel ess
device, conprising the steps of. providing a network identification for the
wirel ess gevagsitehat uniquely identifies the wreless device within a -
network; using the network identification for the wireless device to

det erm ne a ?rf‘ertﬁ%(arolfﬁugﬂgfi Q&&%'a%f&es\é\‘dgﬂdé %glfé]ﬁga% (Yit ce; providing

a virtual V|ce ma may be accesse et usi ng any of

a plurality of ne th ur al

"ncl uding ¢ he Pﬁ%‘fléaaw heflfk B RwuER ottty aotlecti IRl D RS R
transmtting infarmatjon to tgf virtual device nmanager using the network
address WEEEEIISYIEH WP RO r el ess devi ce; using the network address
associated wwth the wireless device to determne an identification of the
wirel ess devi diing thajnetwork; identifications fofothg ; wisglesst dexirs ot ISt RN BeRYSK mat i on
to the wirel ess device using the i dentification of the wireless device

wi t hi n t hasldwiss edsecigiedwithdhaayireless device;

providing a virtual device manager that may be accessed on the network using any of
a plurality of network addresses, the plurality of network addresses including the network
address associated with the wireless device;

transmitting information to the virtual device manager using the network address
associated with the wireless device;

using the network address associated with the wireless device to determine an
identification of the wireless device within a wireless network; and

transmitting the information to the wireless device using the identification of the

wireless device within the wireless network.

2. The method of claim 1, wherein the network is a computer network.

3. The method of claim 2, wherein the computer network is a TCP/IP network.

4. The method of claim 3, wherein the network identification includes a domain name

identification and a host name identification.
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2. The nethod of claim1l1, wherein the network is a conputer network. 3. The
nmet hod of claim 2, wherein the conputer network is a TCP/IP network. 4. The
met hod of claim 3, wherein the network identification includes a domain
nane identification and a host nane identification. 24 5. The method of
claim2, wherein the conputer network is a |local area network (LAN). 6. The
nmet hod of claim 3, wherein the plurality of network address are internet
protocol (IP) addresses. 7. A system for pushing information from an
information source within a conputer network to a wireless device,
conprising: a network server coupled to the conputer network, the network
server being operable to receive a network identification for the wireless
device fr j [ : R &S ssoci at ed
WU h The i e o B o e o o
manager coupled to the conputer network that nmay be accessed on the
conputer network using any of a plurality of network addresses, the
plurality o{ net addr esses 'nchﬁﬂjn t he ne rk address associ at ed

B Ut he G e e Y. SRR SR S el e s e PR iRt et o
the virtual device nmanager, the AR nodul e being operable to receive the
net wor k dHdraddessgssoci ated with the wirel ess device and deternine an
identification of the wireless device within a wireless network; wherein
the virtual device manager receives information fromthe information source
that is transmtted fromthe information source to the virtual device
manager UbiAgystdme for pushing information from an information source within a computer network

to a wireless device, comprising:

a network server coupled to the computer network, the network server being
operable to receive a network identification for the wireless device from the information
source and return a network address associated with the wireless device to the information
source;

a virtual device manager coupled to the computer network that may be accessed on
the computer network using any of a plurality of network addresses, the plurality of network
addresses including the network address associated with the wireless device; and

an address resolution (AR} module coupled to the virtual device manager, the AR
module being operable to receive the network address associated with the wireless device
and determine an identification of the wireless device within a wireless network;

wherein the virtual device manager receives information from the information source
that is transmitted from the information source to the virtual device manager using the
network address associated with the wireless device, and accesses the AR module to

determine the identification of the wireless device within the wireless network, and wherein
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net wor k address associated with the wirel ess device, and accesses the AR
nodule to determne the identification of the wireless device within the
wirel ess network, and wherein 25 the information is transmtted to the

wi rel ess device via the wireless network using the identification of the
wirel ess device within the wirel ess network. 8. The system of claim7,
wherein the information source is a server operating on the conputer
network. 9. The systemof claim?7, wherein the information source is a
sof tware application operating on a processor coupled to the conputer

net wor k. tilxgmfa;ﬁfatﬁﬁ/ sl Rircd lt@ih@‘v@reléé@@é\ﬂéer\né i€ wird R fRlvbANsing the St oCk
quotation. 11. Tesystemo claim7, wherein the information is a weather

report . LfeniHS VARl R b q@@nﬁ i ieginor K 1 dent i 1 cation

i ncludes a naire nanme identification. 13.
The system of claim 12, wherein the conputer network is a |local area
network (LAN). 14. The systenlof claim7, wherein the plurality of network

address a e i nternet ﬁ% 5 g é} ddresses 15. The sgsten1o claim7,
further conphsstRg-of s 7 whereit WE?%?H“@G&?)?W‘TWP TRENST fal  devi ce
manager and operable to interface the virtual device nmanager with a w de
area net viomputaimeiveria t he nobil e data system transnits the information to
the wireless network via the wide area network. 16. The system of claim 15,
further conprising a gateway coupled to the wi de area network

9. The system of claim 7, wherein the information source is a software application operating
on a processor coupled to the computer network.
10. The system of claim 7, wherein the information is a stock quotation.

11. The system of claim 7, wherein the information is a weather report.

12. The system of claim 7, wherein the network identification includes a domain name

identification and a host name identification.
13. The system of claim 12, wherein the computer network is a local area network (LAN).

14. The system of claim 7, wherein the plurality of network address are internet protocol

(IP) addresses.

15. The system of claim 7, further comprising:
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that interfaces the wide area network with the wireless network, wherein
the nobile data systemtransmts the information over the wide area
network to the gateway and the gateway then transmts the information to
the wireless network. 17. The system of claim 15, wherein the nobile data
system converts the information into a format conpatible with the wireless
device. 18. The system of claim 15, wherein the wde area network is the
Internet. 19. A nethod for transmtting information froma first wireless
device to a second wireless device, conprising the steps of: providing a
net wor k i dent i fi [ j ' : i ;o] [Fel-¥
transmtting ta%@%#%@ﬁ%%b%ﬁo&éﬂ@%ﬁ%@? ent%%@aﬁ%ﬁgﬁggﬁﬁaﬁg first

wi r el ess okl Gerel 8 BaRE.LERARQwilC'aR, GATBHL ShelEI HOLIH Aufsiichl ess

net wor k; ‘usi'ng the ne Ica ermne an | nternet protocol

(I'P) address .associated with the second w el ess device;, 27 using the IP
addr ess tt@nﬁg{t%ﬁ’ﬁilrﬁl% OP#é{?Fi“flfeieéf pgwoﬂgw%hgvgg%%rﬁ%nwlogﬁ. ess device
within the wireless network; and transmitting the information to the second
Wi rel ess device using the identification of the wireless device within the
wi rel ess network. 20. The nethod of claim 19, conprising the additional
step of Uk rideesystern pf elaign bS Suithsr eomaprising a gaewayeruplahia he widegwsa s Kocessor

in the conputer network to an additional processor in a second conputer
net wor k wthat iniesfpage thervdde area natmiork Wit wireless network, wherein the mobile data

system transmits the information over the wide area network to the gateway and the gateway

then transmits the information to the wireless network.,

17. The system of claim 15, wherein the mobile data system converts the information into a

format compatible with the wireless device.
18. The system of claim 15, wherein the wide arca network is the Internet.

19. A method for transmitting information from a first wireless device to a second wireless
device, comprising the steps of:

providing a network identification associated with the second wireless device;

fransmitting the information and the network identification from the first wireless
device to a processor in a computer network via a wireless network;

using the network identification to determine an internet protocol (IP) address

associated with the second wireless device;

27




wherein the information is transmtted to the wirel ess device fromthe
second conputer network. 21. The nethod of claim 20, wherein the IP
address is used by the processor in the second conputer network to
determne the identification of the second wireless device within the

wi rel ess network. 22. The nethod of claim19, wherein the network
identification includes a domain nane identification and a host nane
identification. 23. The method of claim 19, wherein the conputer network is
a local area network (LAN). 28 24. A systemfor transmtting information

froma first WsighRSP LANLCH deRriing 86 fsltifkAiBh 8F the sEOUH GBrelesOBRAdeSI NY: @
nobi | e data systeém coupled to a conputer network, the nobile data system

bei ng 09&%@9%%\%9ﬂ%@%&%%ﬁ9%5& with a plurality of wirel ess devices over

the conmputer network via dne or nore wrel ess gateways; a network server

coupled to the_nopbil e data syste the network server. bein rabl.e to
Cooive a net Vo B8 TR T tp GeRE Wik AR Srind Bellion BRI AIT 10
nmobile d ta.syst m and [e&yrng¥ correaponding i nternet protocol (IP)
address ¢ PHEICRLERVICE g the KISt PEWRE- 2 virtual devi ce manager coupl ed to

the nobile data system the virtual device manager being operable to
receive the I P address fromthe nobile data systemand return a wireless
identification for the second wireless device to the nobile data system
wher ei n t#He Thebngteodpficaingl§t eompristngitheadditivngl siet¢fon and t he net wor k
identification

using the IP address to transmit the information from the processor in the computer

network to an additional processor in a second computer network via a wide area network
(WAN);
wherein the information is transmitted to the wireless device from the second

- computer network.
21. The method of claim 20, wherein the IP address is used by the processor in the second
computer network to determine the identification of the second wireless device within the

wireless network.

22. The method of claim 19, wherein the network identification includes a domain name

identification and a host name identification.

23. The method of claim 19, wherein the computer network is a local area network (LAN).
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for the second wireless device fromthe first wirel ess device, accesses the
network server and the virtual device nanager to resol ve the network
identification for the second wireless device into the wireless
identification for the second wirel ess device, and transmts the
information and the wireless identification to the second w rel ess devi ce.
25. The systemof claim24, further conprising an address resolution (AR
nodul e coupled to the virtual device nanager that resolves the |IP address
into the wireless identification. 29 26. A systemfor transmtting

i nfor mat ixan A sRenefof triniMing M BH$atid8 Hoafa ARBATERIQIVIE tda secbhd WirclegONPUL €1
network to a second w rel ess device associated with a second conputer

net wor k, de@f&WohﬁykEﬁ%: a first nobile data systemconfigured in the first
conput er network, t % first nobile data system being operable to receive

| nformati on a%dm il%%ta A skteiin% 0 tlé({(-ocaactoimorﬁteﬁ'gl mo}khﬁuef itgbsllte %’e\tj sk s%rﬁ%ginge\/i ce
via a wirel ess network; > a netWork ServVer <t rgured’in tdﬁe FITSL C nput er
net wor k, the twor k server. being. operable.to receive the network . '

[ denti 1] CRETEBIF i FORMERIGHE P = BB SAIFSS SIS AR RS RARISHRS oY nt er net
protocol (IP) address associated with the second wirel ess device; a virtual
devi ce mERSQEMOELRIFIEIHEE™ARS t he second conputer network that may be
accessed using any of a plurality of |P addresses, including the |P address
associ at ed wi tanetwaerls serseredpiad fothe swbde date systamh ghagetwerkiiscryenteite nanager

bei ng operable to receive the information and the |IP address associ at ed

w t h t he epembledowicee asstvaek ideetification firéhd secatd wicdessdedre fremioy fapbidn
address resolution (AR) nodule configured in the second conputer network,

t he data system and return a corresponding internet protocol (IP} address to the mobile data

system; and

a virtual device manager coupled to the mobile data system, the virtual device
-manager being operable to receive the IP address from the mobile data system and return a
wireless identification for the second wireless device to the mobile data system;

wherein the mobile data system receives information and the network identification
for the second wireless device from the first wireless device, accesses the network server
and the virtual device manager to resolve the network identification for the second wireless
device into the wireless identification for the second wireless device, and transmits the

information and the wireless identification to the second wireless device.

25. The system of claim 24, further comprising an address resolution (AR) module coupled

to the virtual device manager that resolves the IP address into the wireless identification.

29




AR nodul e being operable to receive the |P address associated with the
second wireless device fromthe virtual device manager and determ ne a
wireless identification for the second wreless device; and a second
nobi |l e data system configured in the second conputer network, the second
nmobi | e data system being operable to transnmit the information and the
wireless identification to the second wireless device via the wireless
network. 30 27. The system of claim 26, further conprising: a second
network server configured in the second conputer network, wherein the

net wor kK SHy. VR Eystein ot @rahdniifiing GROREAtRN ARt WA witdREd RFickRSsosRRARENEindOr K
server via a wde area network (WAN) to determ ne the I P address

associ at eﬂmﬁduié;l nEth%rlﬁl AR WigdI&S ﬁeﬁ@é’és@@ciatg@wﬁﬂ_ Qge%%x& E&@@% ey 26,

wherein the first nobile data systemreceives the infornmat and net wor k
identifiq&%;gﬂhjron1the first wireless device over a wi de area network
(WAN)  via LW Pel ess gateway. 29. The system of claim 26, wherein the

d bil e dat .St t ' t i pf ti d wrel .
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WA [ irel t . 30. .Th t f clai,m26, wh [ he first
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networks. 3 1. A system for pushing information froman information source
wi t hi n a wisplptstdsyice Hiaagirdess actavofkr el ess devi ce, conprising: neans for
receiving a network identification for the wirel ess device fromthe
a network server configured in the first computer network, the network server being
operable to receive the network identification from the first mobile data system and
determine an internet protocol (IP) address associated with the second wireless device;
a virtual device manager configured in the second computer network that may be
accessed using any of a plurality of IP addresses, including the IP address associated with
the second wireless device, the virtual device manager being operable to receive the
information and the IP address associated with the second wireless device from the first
computer network;
an address resolution (AR) module configured in the second computer network, the
AR module being operable to receive the IP address asso.ciated with the second wireless
device from the virtual device manager and determine a wireless identification for the
second wireless device; and
a second mobile data system configured in the second computer network, the second

mobile data system being operable to transmit the information and the wireless identification

to the second wireless device via the wireless network.
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i nformation source and returning a network address associated with the

W reless device to the information source; 31 a virtual device manager
coupled to the conputer network that may be accessed on the conputer
network using any of a plurality of network addresses, the plurality of
network addresses including the network address associated with the

W rel ess device; and neans for receiving the network address associ at ed
with the wireless device and determ ne an identification of the wireless
device within a wirel ess network; wherein the virtual device manager

recei ves JdmfoeRRkdRBf {4 ML EQhPRiALN source that is transmitted from
the information source to the virtual device manager using the network

he on” sour . | ing the netuork
Fo the. w 1ol asCadfihibel REvachEhER%) A REon Mo ROTHE vl BolCor o

of the wirel ess device ithin the wi,rel ess,network. 32. The syst.em of
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manager with a w rea network t ransmt the information to. the
wirel ess %ﬁa%ﬁﬁ(@ﬁaﬁﬂm dﬁ@ﬂ@ﬂﬁﬁ@ﬁﬁé gsociped Wﬁﬂbﬂ’gﬁgope%wefﬁleeﬁi dvifes2,
further conprising: neans for interfacing the wide area network with the
W reless network. 32

28. The system of claim 26, wherein the first mobile data system receives the information
and network identification from the first wireless device over a wide area network (WAN)

via a wireless gateway.

29. The system of claim 26, wherein the second mobile data system transmits the
information and wireless identification to the second wireless device over a wide area

network (WAN) via a wireless gateway.

30. The system of claim 26, wherein the first and second wireless devices are in

communication with different wireless networks.

31. A system for pushing information from an information source within a computer
network to a wireless device, comprising:

means for receiving a network identification for the wireless device from the
information source and returning a network address associated with the wireless device to

the information source;

31




a virtual device manager coupled to the computer network that may be accessed on
the computer network using any of a plurality of network addresses, the plurality of network
addresses including the network address associated with the wireless device; and

means for receiving the network address associated with the wireless device and
determine an identification of the wireless device within a wireless network;

wherein the virtual device manager receives information from the information source
that is transmitted from the information source to the virtual device manager using the
network address associated with the wireless device, and transmits the information to the
wireless device via the wireless network using the identification of the wireless device

within the wireless network.
32, The system of claim 31, further comprising:
means for interfacing the virtual device manager with a wide area network to

transmit the information to the wireless network via the wide area network,

33. The system of claim 32, further comprising:

means for interfacing the wide area network with the wireless network.
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