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devel oped primarily to all ow comuni cati on between a sensing device
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BACKGROUND Presently, a user of a conputer systemtypically interacts with
the systemusing a nonitor for displaying informati on and a keyboard and/ or
nouse for inputting information. Wilst such an interface is powerful, it
is relatively bul ky and non-portable. Information printed on paper can be
easier to read and nore portable than information displayed on a conputer
noni tor. However, unlike a keyboard or nouse, a pen on paper generally
|l acks the ability to interact with conputer software. SUMVARY OF | NVENTI ON
1. According to the invention, there is provided a relay device for
provi di ng comruni cati on between at | east one sensing device and a conputer
system the relay device and the at | east one sensing device and the
conput er system bei ng physically separate and renote from each other, the
relay device including: a first Cﬂﬁﬁkﬂhﬁﬁ pons nodul e for receiving first
indicating data transmtted fromthe at |[east one sensing device in a
first format, thBreieply: &ues Ha cUBrEr YaErm PGl eratce B heryemsig p FgReVi ce
¥men_ pl acemr wp}la@mgghf@ﬁarogtaﬁd/ﬂ;@mdtdg@& thdhsd 0t ﬁﬁ)ﬂtﬁ)j]c@_iﬁi&nnfaiid’nS?\fhﬂ@d&ﬂ aglat a
ormng part .of .a first interfa SPos 0 rst.surface, the
| cati hareres siheehi s R L8y 4 BRRRRA By BB BES b B e
dat a and i|gag¢raeticsipnd mpre pertable ggi wfprpatiendisplayed grdicernuioy morifor- Hawivdemtike y of a
regi on assOeiih@dr Mhvkd) a pdaldg pdpkr Bherdl a6t b GBility & QG &S MmpEekbingld €d t o
generate second indicating data based on the first indicating data; and a
second conmmuni cations nodule for transmtting the second indicating data in
a second format to the conputsiMMARY @MINVENTIONreferred form the second

format is a cellAMghing RMRLiRNRh] BRSis BRVMES &l ALRERL proviaah%c&m@n%m%d& GSM
GPRS, or WCDMA. Preferabl. éhe second communi catioons nodule is also for

recei vi ng EESPOMRES Y SN 15T 2 FeCORBHE ST Sy Sidndevier ardhaBisst ofhe rel ay
devi ce i nclewsthe stedcepnd tht esmpoendysigrn beak fhesidaby eparate atdhenateSponsie otlat the and
generate a.5e400dd.AkRsface based on the response data. Preferably, the
response data includes a secpnd region_identht iindi cative of the identity
of a second regiolsiFeeBENcsien mphtinof freetduecyi dndining dpg dansaiigd e et nt er

i ncl udes aes0ae e:ntdad dvicdin AefiratfainaC b indigatng datd Beigeteraat 6y he casitk &#oded dat a
i ndicativ .Seco ' ' ' ' :

| ncor por at Ty Reg iR EE Rl il 1Ak, et i L BRGAAR of [hEL ARG

i nterface qisesedaed it sirfreethp Arisptivadrts And bring gl feet a#Ttially bess@ on deserisd it a, t he

vi si bl e i ndoaddrah laNind&iin3G A S Mn &entlt ABikatiP@bitdn adehiity 6 fiéh 4s@SRRNGHAL dat a.
More NPPOZ8: SG gfggeferably, the printer is configured to print the second

interface Onto Tha second surface such that

a processor configured to generate second indicating data based on the first indicating
data; and

a second communications module for transmitting the second indicating data in a second
format to the computer system.

In a preferred form, the second format is a cellular communications network protocol,
such as PHS, GSM, GPRS, or WCDMA.

Preferably the second communications module is also for receiving a response data from
the computer system.

Preferably, the relay device includes a printer configured to receivie the response data and
generate a second interface based on the response data.

Preferably, the response data includes a secpmd region identity indicative of the identity
of a second region associated with the second interface and the printer includes a coded data
generator configured to generate second coded data indicative of the second region identity and the
second interface incorporating the second coded data.

In one embodiment, the second interface includes visible information in addition to the

coded data, the visible information being based at least partially on the response data. More
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coded data is substantially visible to an unai ded human eye. Preferably,
this is achieved by printing with infrared absorptive ink. Preferably, the
second coded data includes at |east one tag, each tag indicative of the
second region identity. In a preferred form each of the tags includes data
indicative of a relative position of that tag. In a particularly preferred
form the relay device takes the formof a cellular telephone. Preferably,
the printer includes a page-wi dth printhead that includes el ectro-thernal
bend actuators to eject the ink onto the surface. Mire preferably, the
printhead includes noving nozzle chanbers. Further objects and advant ages
of the invention will be apparent fromthe detailed description that
foll ows. BRI DESGRIETE MNifredRRAME NCScBrehertbiedntafd sabltehurferbatimment s of
the inventi i LI now he .described nan- . i.mti ml e only,
w th ref oreadth i pRBNaP HEEE £l dEshns RallBe. HerB: i Mchiclld o FHARR °
schemat i ¢ wih igfrarddebspgpiivetiikonshi p bet ween a sanple printed netpage and its
online page desphicRblyOfs scbbnd Wbd Aath Snchds G @AM bhtay,i BN @f indicdid 6 @€t i on
bet ween a netpage pen, a netpage printer, a netpage page server, and a
net page apSBTOF‘g"ﬁg‘f“bﬁe“gg’rver; Figure 3 illustrates a collection of netpage
servers and pri niversefirrt Ereonred the diey ingludes fatt ipdieddye dfia grlatige gpsitien of et hemat i ¢
view of a tQé'_gh-l evel structure of a printed netpage and its online page
description; Figure 5 is a plan view showing.a structure of a netpage tag;
Figure 6 is a pl & Ry REwrREOR Fai’tyid‘(’)"ﬁ‘? f)”lft?ef?%é’é?lceim%ré‘flepa?net he tags
shown i n Fi gure Brefarublyahd priztedinciafes ¥ paguywitith minthestl pagieclgiendéchgthgmal med | n t he
formof a RELBRLCoRP e ikl o ofrflod Rtofel RUGRR, the Qfintfad ABudIRIGPERAESSI NY
and decoding a gorllt m Figure 8 I's a perspective view of a netpage pen and
its associ AtBYSt ag-sensing field-of-view cone; Figure 9 is a perspective
expl oded vi ew of Firher spdcpage ap@mageh 0\hel ilvehticUwi@ 18; apbdrgu ifrem 1ife dgailad
schematic bl gtli% qﬂa@ﬁow of a pen controller for the netpage pen shown in
Figures 8 an 8, Igure 11 is a perspective view of a wall-nounted netpage
printer; Figure 12 is a seBB!EJrPﬁ%Rﬁ%ﬁﬂNﬂfém@MW of the netpage printer
of Figure 11; Figedbddothed ebbdRizhi@bORdinatidn vall n®F bedegibed, y2vayoitdnng a
section of . the du Ilex d print epgu'l nes and. grl ue Wheel assenbly; NPP028-SG 4
ple only, wi o a ich:

limiting exa reference ¢ acCompanying drawifigs, m W,

Figure 1 is a schematic of a the relationship between a sample printed netpage and its online page
description;

Figure 2 is a schematic view of a interaction between a netpage pen, a netpage printet, a netpage page
server, and a netpage application server;

Figure 3 illustrates a collection of netpage servers and printers interconnected via a network;

Figure 4 is a schematic view of a high-level structure of a printed netpage and its online page
description;

Figure 5 is a plan view showing a structure of a netpage tag;

Figure 6 is a plan view showing a relationship between a set of the tags shown in Figure 5 and a field
of view of a neipage sensing device in the form of a netpage pen;

Figure 7 is a flowchart of a tag image processing and decoding algorithm;

Figure 8 is a perspective view of a netpage pen and its associated tag-sensing field-of-view cone;
Figure 9 is a perspective exploded view of the netpage pen shown in Figure 8;

Figure 10 is a schematic block diagram of a pen controller for the netpage pen shown in Figures 8
and 9;

Figure 11 is a perspective view of a wall-mounied netpage printer;

Figure 12 is a section through the length of the netpage printer of Figure 11;

Figure 12a is an enlarged portion of Figure 12 showing a section of the duplexed print engines and

glue wheel assembly;
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Figure 13 is a detailed view of the ink cartridge, ink, air and gl ue paths,
and print engines of the netpage printer of Figures 11 and 12; Figure 14
is a schematic block diagramof a printer controller for the netpage
printer shown in Figures 1 1 and 12; Figure 15 is a schematic bl ock

di agram of dupl exed print engine controllers and Menj et TM pri nt heads
associated with the printer controller shown in Figure 14; Figure 16 is a
schematic bl ock diagramof the print epgine controller shown in Figures 14
and 15; Figure 17 is a perspective view of a single Menjet TM printing

el ement, as used in, for exanple, the netpage printer of Figures 10 to 12;
Figure 18 is a perspective view of a small part of an array of Mem etTM
printing efighem §;a defailidv@wls theSinlacafifdge Cisk, fr AP FIGOREE, Me pitit @iginet bi tiSt r at i ng
t he oper at};egg ecpyigtLreofgf the Menl et TM printing el enent shown in Figure 13;
Figure 20 i's & perspeérfxl ve view of a short segnent of a pagew dth MenjetTM
pri nt head; Figu drifsea Shenpatic hlodkedieran pica WI’@WC@FTO‘%T daehe pdragesPrea ghodmit Fi gur e
22 1s a schgg&tlilgnd\qb,ew of a printer class diagram Figure 23 is a
schematic view of a pen class dia m Fiqure 24 is a schematic view of an
appl i cat i ofig€s Heg? ﬁp‘%&Pﬁﬁ?Cﬁﬂaﬁﬁ’PB‘g gle’feg p‘érg E8IT8 R ers\?f“g]\\/’\[/erﬂfmaprﬁglgﬁﬁent and
page descrisgriaedwil thssingi @guralan shovriighicee B6 i1s a schematic view of a
docunent aggl, pRae, QURGESHLR dfiérﬁﬁ&tﬂgp@ﬂ{eﬂé&e cofttoflbHsFov fn Figurd 18 £1Q5RL I C Vi ew
of a termnal elenent speciallzation claSs diagram Figure 28 is a
schemat i ¢ Kigwol o 2 gergregitt wowobhirge Mpwe arintnglegnntcis asd wiifugraamwle thei gure 29
i's a schen@tpage pribevur0fuds lYper | i nk el enent class diagram Figure 30 is a
schematic yiew of a h%/?,Perl_i nqlﬁ el ement. speci al i zafjon class diagram Figure
31 is a schelatsRa ek Gy ?B%ﬁ?lp?’ﬁ?féﬁgr&?(?ﬁﬂe’%'iﬁaspyﬁgg PEY Figure 32 is a
schemat i c Figew1 D aderded bipetsh@s® vihva gituaimying the gneragng3Scle of e dehptMpricingi ew of a
digital i n%iengelnpsﬁfm%%g&gm, Figure 34 is a schematic view of a field el enent
specialization class diagram Figure 35 is a schematic view of a checkbox
field cl asBewé ks aperspfiiuies o6 shos segment hrpasavedthemietdtrrigtheadxt fiel d cl ass

di agram Fpgi6s séhdoti@viSECIanRE bisss Mib@Mh;0f a signature field class diagram
Figure 38 |s a flowhart of An iy nptgt proc_essi ng algorithm Figure 38a is a
detail ed fIBHERH t ScBFmalidese 8Bt PREBPBchart of Figure 38; Figure 39 is
a schemat i Bigwe Bnis ofchanapadey Servedlascinermand el enent cl ass diagram  Figure 40
i's a schenBhiCoik Shatidvid RSN RaRER Rl delaRD Cl @ss di agram NPP028- SG 5

Figure 25 is a schematic view of a document and page description class diagram;

Figure 26 is a schematic view of a document and page ownership class diagram;
Figure 27 is a schematic view of a terminal element specialization class diagram;
Figure 28 is a schematic view of a static element specialization class diagram;
Figure 29 is a schematic view of a hyperlink element class diagram;

Figure 30 is a schematic view of a hyperlink element specialization class diagram;
Figure 31 is a schematic view of a hyperlinked group class diagram;

Figure 32 is a schematic view of a form class diagram;

Figure 33 is a schematic view of a digital ink class diagram;

Figure 34 is a schematic view of a field element specialization class diagram;
Figure 35 is a schematic view of a checkbox field class diagram;

Figure 36 is a schematic view of a text field class diagram;

Figure 37 is a schematic view of a signature field class diagram;

Figure 38 is a flowchart of an input processing algorithm;

Figure 38a is a detailed flowchart of one step of the flowchart of Figure 38;
Figure 39 is a schematic view of a page server command element class diagram;

Figure 40 is a schematic view of a resource description class diagram;
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Figure 41 is a schematic view of a favorites list class diagram Figure 42
is a schematic view of a history list class diagram Figure 43 is a
schematic view of a subscription delivery protocol; Figure 44 is a
schematic view of a hyperlink request class diagram Figure 45 is a
schematic view of a hyperlink activation protocol; Figure 46 is a
schematic view of a form subm ssion protocol; Figure 47 is a schematic
view of a conmi ssion payment protocol;. Figure 48 is a flowchart of
docunent processing in a netpage printer; Figure 49 is a schematic view of
a set of radial wedges nmaking up a synbol; Figure 50 is a schematic view
of aring A and B synbol allocation schene; Figure 51 is a schematic view
of a fi r stFigirdyy i&a arehafid wr?e bavaldstigathis@ngemhene; Figure 52 is a schematic
view of a fleco d ring € and.D synhal allocation scheme; Figure 53 is a

si npl e exp Bhed Vi€W o the wa liffrl n%er;grﬁrln’gure 54 is an expl oded vi ew of
the ink cafigws Bdea scimglindevwss a pubsciptipn idelivery proteede- quarter views of the ink
cartri dge;Fig&éQUi&c@ﬁxa@i&ﬁ@v&f@ﬁﬁ%ﬂjﬂl@? ftladugpaef a single ink bladder;

Fi gures 571531 angd 57b are I.at(grgl ?frﬁg .on itl,il:dl nal sections through the ink
cartri dge; "'SF Yt EOEBNGY ¢ f SRPUPRICRBUAPLMGEF vi ew of the open nedia tray:
Fi gure 59 Fignredofiy vbemptin e of o fork evbmispienvprgbeot he el ectrical system of the

printer;  hg78s AlndhdnidweRh cdnithi€Rn PHAkiPlortbiew of the el ectrical system
Figure 61 iS a front three-quarter view of the wallprinter with the | ower

front coverBreidtatprehagiohiprungricesizs UaEPBAPTFough t he bi nder assenbly;
Fi gure 63 Figur@iSrieascheiaticedovguiasd efradidl ewigofmdking uppanbg] ue wheel assenbly;
Figure 64 ﬁigm@soﬁﬁg&ﬁe%ﬁém%ghn%md@ M%&gu(,@aﬁﬁmn%; and the exit hatch;

Figure 65 1S a three-dinensional view of an interface nodule; Figure 66 is
an expl odetdews B\ir prhemats e £ Sebringgond B symbel digredonsseps 5 top t hree- quart er
vi ew of t hEguiestiita dclieitidtic vawchf a Fdcglidiigg 6 8nd ISsyabsl@ltdchtdn schiicough the top part of
the printeg. TAl L I PREFERRED AND OTHER EMBCDI MENTS  Not e:
Menj et(tm%%%%fﬁ%%%%&?%ﬁ%gwg%%guﬂréok Research Pty Ltd, Australia. In
t he pref erfigee Frivodmelad view ¢féheiithratiidedn is configured to work with the
net page nNELMAOISKEDhaG ONRWE-Qiart& YRiveMtheankdakrabd: €d overvi ew of which fol | ows.
It will be.appreciated that not . every inplenmentation will necessarily
enbody al IeF%%Dggvlsean&rered Lim%?"e‘fvﬁgassﬁgeéﬁifblyaghe&et ails and extensions discussed
bel ow i n ri&gussiSéanng &7btapedatdsal gpddongypatinalpectippntiroush the iksargide em i s descri bed in
its nost GeRdzal SrdomR-LRndrORWGEMms fien ReRMLi0r external reference when
attenpti Ng..to g.énde stgrnd t he cont ext in NPPO%%— SG

gure € of the printer,

1s a tront three-quarter view o electrical system

Figure 60 is a rear three-quarter view of the electrical system;
Figure 61 is a front three-guarter view of the wallprinter with the lower front cover removed;
Figure 62 is a section through the binder assembly;
Figure 63 is a rear three-quarter view of the open glue wheel assembly;
Fipure 64 is a section through the binding assembly and the exit hatch;
Figure 65 is a three-dimensional view of an interface module;
Figure 66 is an exploded view of an interface module;
Figure 67 is a top three-quarter view of the media tray; and
Figure 68 is a section through the top part of the printer.
DETAILED DESCRIPTION OF PREFERRED AND OTHER EMBODIMENTS

Note: Memjet™ is a trade mark of Silverbrook Research Piy Ltd, Australia.

in the preferred embodiment, the invention is configured to work with the netpage
networked computer system, a detailed overview of which follows. It will be appreciated that not
every implementation will necessarily embody all or even most of the specific details and extensions
discussed below in relation to the basic system. However, the system is described in its most

complete form to reduce the need for external reference when attempting to understand the context in
NPP028-8G



6 which the preferred enbodi nents and aspects of the present invention
operate. In brief summary, the preferred formof the netpage system enpl oys
a conputer interface in the formof a mapped surface, that is, a physical
surface which contains references to a map of the surface maintained in a
conputer system The map references can be queried by an appropriate

sensi ng devi ce. Dependi ng upon the specific inplenentation, the nmap

ref erences nmay be encoded visibly or jinvisibly, and defined in such a way
that a | ocal query on the mapped surface yields an unanbi guous map
reference both within the map and anong different maps. The conputer system
can contain information about features on the mapped surface, and such

i nf or mat i Ophichak: paerfe@tbo@iMsls anbas‘paﬁlso@me mntnﬁrfaﬂroﬁ&ﬁa& SUppI ied by a sensing
devi ce used Wlth the rm E\%ﬂh ferreg(gzxrn:lao{I e R em lo saco uterturxt!a a\éeed can
take the form of "aet] §HE ar e %a’agw epcgrrpu Fosystem on
behal f of inthqéormpéqt meryed surface.dkapisraobiysical sttfase whicl conipins @feremeetoaelnapeﬁhw th the

surface fegtpt %mtakded lird §cmp%a‘efe£y%ﬁq fuarxﬁep rref@@nc@se&aeaeg%lu&aéeﬁ bP A bRkdpRse ON the
production of, ,B i nt ract

h %fsf These are ?rf)g(?es of
text, gr apﬁ“l’i‘s&% ﬁ‘ﬂ%? 18Pt ?ERT" H 8 B’ie‘h%ﬂ"% APEY B RhPCHORET k1 ke

i nteracti vesitkelr ipagids .and ddfigrdnaticon Wag thencloce ducgnonebe appabyerfusiyislys bmk  whi ch
is subst %E:hlﬁédoﬁ(s hPVLElRk Soth %M%e%aalagﬁgn&g ﬁ@f&eﬁm s. ThEcdufpliter HQWEVEr, and

thereby the coded data, can_ be sensed an optically i maging pen and
transmtted" ‘E‘E“at“H’éf"ﬂ@P‘ﬁ‘éb‘é“ Eytweeip thy ‘PFPP?ﬁ‘é“rﬁ’F%F@rSP‘@’dHfPW?ﬂn ‘%’b‘?el "%evﬁ‘ht t ons
and hyper | basd on ofip eehcepaticd By sa@ing Hévick edd witl fhe filpped sodiate.tThe mfvgnbeist

i nfor ”‘5‘“ Jéu%ve&&ﬁtﬁ%\é‘%% o?Ean;gu%L 'mi?aﬁe%f 2%%‘& ter stém%ﬁtb\%%ff%fserver
I n one ment, text witten et page 1s autonatically
recogni zeth?afi?ﬂfa@blﬁ%W‘@d" %ope@@ﬁbme@?twpé&lethp Wf@??éf’aﬂ‘?ﬁ page system allowi ng
forms to be fill Bdid Brefelrttl @hiethe B i spadnt EchesSblgﬂﬁtpidScﬁ&mn reECadidmthadn a

net page arg auto i fie L9 o ons to be
cecarony ool VL oS Bier il i R or e, YL 8 GRAISLER ML ARRATMLEYS, 100
represent Wt whittevak i*%efﬁwwma% Iefaﬁnatl%’els fricpded gn Fﬂﬁh pAge Biing inkswrchddt h

physi cal | ysubs&auamp awmblen& @6 uRAGCIhunAR Bye. Ble@GL lidikfél/dﬁ &Lﬂ fhereby\theobQriAd ML At | ON
bet ween t he b QJ g net a?ee system dlohtﬁeee m S@ shows a "Request" form
cont ai ni ng ﬁ" é{ﬁ%l‘)p qare PAFERIRE L BB on.  The net page

consi sts of gr aphithe mefereed Fornpy dctinedutions ind dyneiligksyingadhphge camghectlickediwith that a 3
printed aspf t&ghdea%tbﬂau&fﬁ&@% nédhwbiR loP 6 glgawp%a@én@esnak nethh® &I esReNdi ng

page descript.ion st or d on, t he net page net describes th

i ndi vi dual e“ﬁ’?%ﬂé"r‘rt@” of™th Yr?é‘ldp%fbé “‘“P?%Q gé‘f‘?‘ila&‘\fl}?lér‘e‘i"%m& St f‘B‘é?t‘*&H‘é type
and spat i adompptredxt in(irariedee et adibwingfoensacebd fled @l brdntemppdigentst dgaptufes el d or
button in LOg@¥RMRlke at Quté&LJuQMytvgiﬁie&‘%hmggee-&%ﬂe?c%m%%&{s hE6d dedurdt €1 pret

i nput via the netpage. The subnmt button 6, for exanple, has a zone 7

whi ch cor r®&%Rds to the spatial extent of the corresponding graphic 8. As
illustrated i n Fagilkera@d mtE@.reﬂehpﬂgﬁnptﬁige 1 @dn re@esput @ firgdraced fhar whidfcawhi ch i s
shown in I &% fe 80t &89 LSl B o TRl Ct UG by D] il BAS 11

COI"I] unction wt a net age rinter t ernet - Connecte pri nti ng
appl i ance feBrecinen a’éﬁr § Re2gs Sy T heesxepanke shpien “Bespyest st qoppiaiag nagand
address fields and a submit button. The netpage consists of graphic data 2 printed using visible ink,

and coded data 3 printed as a collection of tags 4 using invisible ink, The corresponding page
description 5, stored on the netpage network, describes the individual elements of the netpage. In
particular it describes the type and spatial extent (zone) of each interactive element (i.e. text field or
button in the example), to allow the netpage system to correctly interpret input via the netpage. The
submit button 6, for example, has a zone 7 which comresponds to the spatial extent of the
corresponding graphic 8.

As illustrated in Figure 2, the netpage pen 101, a preferred form of which is shown in
Figures 8 and 9 and described in more detail below, works in conjunction with a netpage printer 601,

an Internet-connected printing appliance for home, office or mobile use. The pen is wireless and
NFP(28-SG



NPP028- SG 7 comruni cates securely with the netpage printer via a
short-range radio link 9. The netpage printer 601, a preferred form of
which is shown in Figures 11 to 13 and described in nore detail below, is
able to deliver, periodically or on demand, personalized newspapers,

magazi nes, catal ogs, brochures and other publications, all printed at high
quality as interactive netpages. Unlike a personal conputer, the netpage
printer is an appliance which can be, _for exanple, wall-nounted adjacent
to an area where the norning news is first consunmed, such as in a user's
kitchen, near a breakfast table, or near the household s point of departure
for the day. It also cones in tabletop, desktop, portable and mniature

ver si ons. mw@@&sse&&&lmﬁ]dthaﬁmphwﬁte@marhhorprang@@am&ummi on corrbi ne the
ease- of -use of pﬁ)er wWth t interacti Vlt

interactive medi tim °RE B &nha =i err T?‘FléChn% lﬁ’gﬁén &n- 1](} b, 1?’lltmédr acts
with the cb@ebbddlat morp rietail helowit édablenb?t Mgfe, nenaﬁehlltwmmrﬂemdes’emwgeca

shor t - r anggwastt0 mla Eakes catAdR€ brdAhuBLsaRl b@E fuBlicAidA€ il Fefed bl HithCduality BE
printer 601 sends t ger action to t5§ rel evant net age Eﬁgcg etiﬁver

for interJREPErT B‘?Pagﬁs o HHPBPPT SLEPUET d‘ﬁ‘E'i‘gﬁﬁB‘&%“S?“t@ %ﬁ“ﬁ“’ et sends a
cor r espondbngamps salfyecined agigkrt cain aca whoehe theming sofstis@rteonsemedi uch B a

net page appld: S n&fh Yheabdable] e AR hbGBHiol N hoREE MBS artBYor 1B alyUlt Bissend @
response which is printed on thé originating printer. The netpage systemis

made con5|‘iﬂ%‘?sd’bTaV“ﬁ%F@kt%ﬁ‘\’f?WFérf‘?t““?‘ﬁ“rfﬁ"ém‘fi’?ef erred embodi nent by being
used i n conj unct Neapagw driitedat geir ppisied catbieipial @abihote ehastivsadf pseswiEnthd VEMS)
based i nkltﬁﬁe}mﬁgé\ﬁmnﬁfam%rﬁ’{]ah%e‘?{c vénlleg he preferred formof this

t echnol ogy, ative spee an gh quallt printing is made nore
affordable to coﬁ%ﬁhmsn Flgtﬁe Pt the prinagsopendfl fubrants vl ﬁ@t%éﬁﬁé‘atﬁebmpeaﬁq on has
the physigehgeahad &ﬁzﬁxﬁﬁﬂcz&&sj Bha ﬂltm-aangerradm nnk@nmb PNGIRE ARdpAe: pratde MThaS a set

of letter- Sl tzer 6@1I sehn syt.h rac J[cintrhe rerlﬁvanrg ne %l l I’ nO t%#tiﬁetﬁj‘e‘ §c§n Itpound

t oget her ffor easy navi g ion and conforta et page printer
exploits tqnerogm@wrrﬁgasmcaﬁs thg [page; seryer gendp p éwﬁmmngl rmszf,asm@tapﬂ@@@s sompuish| e
service i Sofivad hakh€od & n&'ﬁ_hée @ﬁpht’b@lbﬁﬁ ehel d5 The appReaibin @b mS} Al @&, seigl cabl e
nodem service off r| ng 4 rg ant Intternet access is already available to
20% of thergsgcmsel'ﬁl@ HEPPEGE™ I3F P e e?8i™al so operate with sl ower
connections, but The Itemaae@wg:er is ghadld opesidgrably more caendnibnd yethe preferrd cophedinant

! ngefd, thg b@ﬁt f BRO% coﬁtytﬁﬁ&xmxﬁl%hb,ﬁee@B&meﬁgll'oﬂﬁéh&gcaﬁé%t&ﬁ mmmu RRJt | ng elt |
and | aser inters, a em W and w
therefore (B@mleés)sp“&'i?’é‘elﬁgﬁl??gmf‘?%’ﬁ?é ‘%’Bﬁgﬁ‘ﬁlﬁ@‘ §?%B$Y§Pg eewfé*\&}‘ X’(?f her
enbodi nmentsiptitghemadstrpageioslyist @rrorssmdry ¢4 wchrafered ipm astpegs mblrcamthas thn still

ot her embagifBthSacidilifs o QLBAGE rSYSiEMnt, %uJﬂQé& s%ﬁof%er%m@ 19&} gaggsmeﬁ er or
conput er - enabl ed device, such as a printer. a%qo g ‘:Hft |ca ion servers 14
| -

on the net'pHYeolmpep R‘deérbé“‘lfld?ﬁaﬁhiiﬁ‘?‘éifyflﬂlgd‘é‘in %tl ity
publications to Weije@ge ppiterriesis theleiwigtialabilitp ubbrobini birsncascessd ehtilv er ed
aut omat i cal, lv%f §sQ avalﬁMQ&C§s%b$HL9YsQﬁ)§£§r9%e %';..itéat ée% b b?eoﬂl&feﬁ%%cy&fe?&d

mul ti casting [nternet protoco Personal i ze pub ications are filtered

and f or mathrexdbaat Bl asePst b 2lrad Avrigbiate 4% tsieofhiemgigage printer can also operate

with slower connections, but with longer delivery times and lower image quality. Indeed, the netpage

mLJ.

system can be enabled using existing consumer inkjet and laser printers, although the system will
operate more slowly and will therefore be less acceptable from a consumer’s point of view. In other
embodiments, the netpage system is hosted on a private intranet. In still other embodiments, the
netpage system is hosted on a single computer or computer-enabled device, such as a printer.

Netpage publication servers 14 on the netpage network are configured to deliver print-
quality publications to netpage printers. Periodical publications are delivered automatically to
subscribing netpage printers via pointcasting and multicasting Internet protocols. Personalized
publications are filtered and formatted according to individual user profiles.

A netpage printer can be configured to support any number of pens, and a pen can work
NPP028-SG



A netpage printer can be configured to support any nunber of pens, and a
pen can work NPPO28-SG 8 with any nunber of netpage printers. In the
preferred inpl ementation, each netpage pen has a unique identifier. A
househol d may have a coll ection of col ored netpage pens, one assigned to
each nmenber of the famly. This allows each user to maintain a distinct
profile with respect to a netpage publication server or application
server. A netpage pen can al so be reg|§tered Wi th a netpage registration
server 11 and linked to one or nore paynment card accounts. This allows
e-comer ce paynents to be securely authorized using the netpage pen. The
net page registration server conpares the signature captured by the netpage

pen WI th awihra@y hudbed of ndyRgd Sin@FsCHl tRipgfeadedin@lematdtionicitg nithagt fendifN@RLd cat e t he

user’s i degt %!}Qouse old %a;?hoamgo ecti nofc& red J%Epgeer erl?s ong%tsfl %%0 aghn alb%lQ be used
to verlfyl ersion  of the netp *TheT tdes. Frngerprint

scanni ng, Qféhq farnéﬂ Thys dloglﬁ mqha;servmym@yam Iqeilqtmcttm&@@ W@greélteptawmnet@é? ver.

Al t hough apugxﬁzgmg(gvepgﬂaglg]@gmg&yveglel i ver periodicals such as the norning
newspaper WIthOK user intervent v&&l can be conf | ureﬁ QPg:{er to deliver

unsol i ci ted j unk”PEPFES PFILap pige lﬁf’rrﬁﬁ‘lséeir% 01 M o 01 1 VIR 1 B& i odi cal s
f r om subs cmk bedome payutehterawi sewss tThis nlloved-comete aymens ol secpelypeiberized he

net page prfL gy ﬁeﬁ;aMehkﬁ:e%e @Q&Qﬁ&ese% &xﬂﬁﬁké hE G céM&lreﬁ"by' e Vi sible
to any junk maile knows t el ephone nunber or enmil|  address. 1

NETPAGE svgfpmpmerln ngegﬁw S&?Bi‘tlér&taﬂ??ﬁ’é?e‘F to ayfhentiate o uper mdflgltydggftr i bed
using a Uni-domeercddptied Dibgr ticargidage alfd ivlujed icteafyddeditagh @rvion Af thd @psgegheragr am
consi sts OLL 1&3&% ergﬁm QD& tvegﬁea%?a%ﬁmgpwm%@qerpag o Bkl QRS ps, and two

ki nds of iati o ips ar I nterest herfe: assocratlons and
gener al i zat| ons. Aliougls 8 deipage iPHReT BY edizgiirsriodicalsudl 45 dheomomisg 2EYVBHShHI p
bet ween obyi@6itSiser inteBrentReliV@E Be doifsguad @S 10 lelvtrasDBdied fnigedie Indlsipiairtdon

rel ates afﬁltmuﬁloi‘llg d%\% geglﬂaa&g ﬁ%@iqwg%bgyg%gé&%ggm{oﬂze% Q&H‘Cﬁé) :hl &MG&QM . if a

class is ough e se ass, class A
is a generimpifl@aﬁ“ews ilike p Faxgmaghing ¢yermag ar@mguvmﬁhgﬁ ‘&‘“‘%“u‘l%élf jug mﬂler The UM
does not d{naﬁghétyle@umﬂmsers,%ﬁmmmer nodelling - i.e. classes of classes.

Each C|aSSIS dr abelled with the nane of the class. It
RFPABE AT Alffens

contains a list F6f the cl ass, separated fromthe nane by
a hori zontal | i nBachabiett model lgtthe@fstetmedq;?s@ﬁhltsmahéln@ﬁd Medebnedjapgyase (SMphr at ed

fromthe affy a@%{eAlclagalégﬁm&omfslozmt @Iobjkdt @@sseslcashnad?ea b6 helBiSnsklpgidan® Whi ch
fol |l ow, hlﬂ?vgﬁ te eratlgns are never, g % %;SOCI ation is drawn as
aline joi ‘F'\?\%’“ Py &8 85 inteRsl PP r?éﬁ"?lﬁ}l"Psa?B P ‘zé‘l‘mse REPERTRAFEH ¢ he .
nul ti pli cisogpe bthd bireatnesthipdeaeinahicct e bdaféaulmanmﬁtdagﬁbﬂ éigeneraligatigmuelatesi\n

asterisk (gl cﬁgs'eét aﬁdec%n ae uﬂml-.tsddl% h]@ Iféuxwag wamclass i ﬂ%ughzgfrag RtPRe. Each
associ at i on I's ti onal | so. o kl onal |y

| e
| abel | ed attiee$ t”?1 “‘éﬁoa“&f‘f‘ﬁ"t‘ﬁé g?“&‘ialézaiﬁ‘?“ qﬁéss@ogglbg &&FP&H‘%S“ TR T open
di anond | VML dak es danrtaggroagabidondeassdliibgliieortas{el oflapas t - of "), and is drawn

at the aggregat Okach @ﬂss(?sf drmeas a ?e%éﬂ;%' 1?&11&1%&1 itl{g%ame of the class. It contains a list of
the atiributes of the class, separated from the name by a horizontal line, and a list of the operations of
the class, separated from the atiribute list by a horizontal line. In the class diagrams which follow,
however, operations are never modelled.
An association is drawn as a line joining two classes, optionally labelled at cither end with
the multiplicity of the association. The default multiplicity is one. An asterisk (*) indicates a
multiplicity of “many”, i.e. zero or more. Each association is optionally labelled with its name, and is
also optionally labelled at either end with the role of the cormresponding class. An open diamond
indicates an aggregation association (“is-part-of”), and is drawn at the aggregator end of the
association line.
A generalization relationship (*is-a”) is drawn as a solid line joining two classes, with an

arrow (in the form of an open triangle) at the generalization end.
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A generalization relationship ("is-a") is drawn as a solid line joining two
classes, with an arrow (in the formof an open triangle) at the
general i zati on end. NPP028-SG 9 Wen a class diagramis broken up into

mul tiple diagranms, any class which is duplicated is shown with a dashed
outline in all but the main diagramwhich defines it. It is shown with
attributes only where it is defined. 1.1 NETPAGES Net pages are the
foundati on on which a netpage network jis built. They provide a paper- based
user interface to published information and interactive services. A netpage
consists of a printed page (or other surface region) invisibly tagged with
references to an online description of the page. The online page

gescri ption is rmihgﬁ AL tlaPak ﬁil))iiﬂ(@ﬂip'ﬂ)fo mbMpl&dtlQﬁdibaQ:@ craasg@hoﬁwdﬁpmcate(f he page
escription escr.i be ISl out an t-he page

i ncl udi ng ltsé% v b it S%’s Ang ueb ﬁ% ) ra”‘élé’vglcglil%fme“tt it is% Ut "8 enent s
on the paq@thWGﬂMMhﬂgﬂwbdﬁ@éns, hyperllnks, and input fields. A netpage
all ows markings Nefilcid th a netpage pen on its surface to be

si mul t aneousl y c tured ocessed by the net e.s em. Multiple

net pages can shat'@ p%ﬁ§m§§ﬁg’%ﬁﬁ@‘ﬁ@@ﬁpaﬁ?ﬁ@ﬁnﬁﬁﬁgggﬁw'¥°6p57$%ﬁV?ﬁbut

through  oOtabdnver gierfacd @nieblsbdd ifarged®n el iveadiveseivivgui shed, each netpage is
assi gned a uni qug page éogs‘?s%t e>ffa Binted TAkeS (or Bagesu#fge h@gam)smtnéabglts‘gg&d Riugci sion

to di stinguish between very |l arge nunber of netpages. Each reference to
the page d@%@@f*‘iﬂw.&&ﬂﬂlﬁgdﬂéﬁﬁ'@%é’athF Pﬁga The fiperget ‘&ﬁﬂpﬁﬁﬁé‘s il BEES s t he
uni que pagey Diipudeipade sbiiveraHp @adesipscaidn deibehie vidide gt dnyt conttndfiticipege, t he page
descri pti o 1u@ te%la% lo$ Qua MJ&QH& fal".;oeﬁes%r}bz? éﬂé,l"l}]l ROSdud th’an% £ ildfafife

Characteris fie t ags descri re detaill OW. Tags are
printed i nbwtprr ypertinkaliad msvtu Bplds.j hRetgrge alipys W% Beds Withi acrr?tplaﬂs? pen on its
i nf rar ed- r &ffhee & e VidhmltanSduI capired bl pRREYed A P hetpablegten.nf r ar ed wavel engt hs are

St D] 10 e AHREE, Bta R SRELYaet GRS S5l | o0

sensor with an appr sensor
in the net«p&b@g@sqaéfmtwagwawttm@ leagguamdaeaﬂsn\‘:tppﬁn%mqe%um@e pagnéfeﬁ@@b%{’g% system
;/iha t het neﬁa@@ﬁhaﬂﬁ?ﬁ@@%ﬁ&&bﬂb@fs?ngmlélﬁoe%éh d @r)ﬁdéréﬁ{l{lﬂﬁ& ofRfhage® MU ][1 :c cat est \|M th
e netpage pri Vi a or nge .radio.lin icien
smal | ang gengel 3% grr?‘f iRged tﬁ?ehpﬁ%e %eﬁcgp‘%nés cogodR! PPt § 9@ Srh ld%r;d fFhet ong
tag even owniqge gigagh whlddlt @memattdh@wpaglélrecm 1d¢n9ﬁwsnlwmﬂgeadqtcnmthatThP ke ayen
recogni ze ﬁaﬁﬁa@gw@smde%hgel QA2 Qs B BF e fafMaRIBEERA Th ird Rl B ATE,
S|ncethe|nteract|on i S teless. Tags are error-corre encoded to
ot S iute

make t hem parti al P8 eGFBEG Rt ab PPy ARy &S W}H HE Yerver
mai nt ai ns @clumi gdiearp paper. Nagdned whodenghche pvisivteed tireiipageye buabt ewilng it to

mai ntai N a.Ql.gt) NGha- 8L imQe sUSE ik 4PRbifM@bues for input fields in the
page description for each printed netp a%t‘“' The rel ationshi p between the
A

page descri pti on? #&iesepsdRy 0 e FHERseneh MeREPIst Pt 24 i Se gay B raseiehown i n
Fi gure 4. iblie nppge syshatvanigmeirst @#§8gQiiakeThepcd 13 wiralbd adidnemmnetipageitpte nt er

whi ch pri nlrle%ggel p‘i'inter via a short-range radio link. Tags are sufficiently small and densely arranged that the

pen can reliably image at least one tag even on a single click on the page. It is important that the pen
recognize the page ID and position on every interaction with the page, since the interaction is
stateless. Tags are error-correctably encoded to make them partially tolerant to surface damage.

The netpage page server maintains a unique page instance for each printed netpage,
allowing it to maintain a distinct set of user-supplied values for input fields in the page description for
each printed netpage.

The relationship between the page description, the page instance, and the printed netpage
is shown in Figure 4. The page instance is associated with both the netpage printer which printed it

and, if known, the netpage nser who requested it.
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and, if known, the netpage user who requested it. NPP028-SG 10 1.2 NETPAGE
TAGS 1.2.1 Tag Data Content In a preferred form each tag identifies the
region in which it appears, and the location of that tag within the
region. Atag may also contain flags which relate to the region as a whole
or to the tag. One or nore flag bits may, for exanple, signal a tag
sensing device to provide feedback indicative of a function associated
with the imedi ate area of the tag, w.,thout the sensing device having to
refer to a description of the region. net page pen may, for exanple,
illumnate an "active area" LED when in the zone of a hyperlink. As wll
be nore clearly explained below, in a preferred enbodi nent, each tag
cont ai ns a2 easngymgﬁpagnized i nvari ant structure which aids initial

det ecti on, d i ch_assi in mnimzing the effect of any warp induced
by the sur“gie \cl)\?a Bat?ﬁl "Peg?m ng process. The tags preferably tile the
entire page, anbhaardersdfoihcpdyitg ientifn e regive ihelnadt appearsy aad ghedocetivarf t he pen

can rel i abhy i WRRE iR teglof 3Sthy AMPaIsh BehtaiEMB Wik rdlatS bR rEhidhlal £¥hdR br kd Ve page It
is |rrportant that t he_pen recogni ze the page ID an 05|t|gg(% e]%l

| nt er ot i PP 1Y RE EJHs G b olRE TR, Qe BHE SoUe Ap B Teige

pref err ed ieditaddi afarfunctiénhasoriatgd @ith the invhediale aacatod thertaf witmucibe seodicgedvid t h an
entire pa%vmg t%qgertt$1§déé§gl1&rbf {hpregﬁﬁ qg@eq)a%erbeﬂ Hl@y ?@gxahéletﬁm&{n@‘atﬁygonymus

with the page | D gfe on which 'the tag appears. In other
enbodi ment®% {“ﬂ%“’}‘eé‘g‘i‘é}?\mf‘%" WHYREHNE tag refers can be an arbitrary subregion
of a page or ot haswiibe haeelearhGkplaxdnpbe, in & prefeded embidintantl eackMag bontalveaz one  of

an inter aC %xl}?&cgénf“zgyﬂgahadt %%ME @Qh%?ﬁm%l%e&%g Ig:?d\vﬂé}? asefif llgfn{(l'ﬁﬁ%ljl thé dentify

the interactrve el enent dPrecision (bits) Region

| D100 Tag 9Ertef v g imtened bythosupace i ktyalge seusiag BiPeess: Tidrepprefgrally e fe gttt i on,
typical |y jabd, atatadiiagnyRRnnant BenfadPirngkd maﬁsamﬂhﬁgelablyraﬂagwmaaita@ wensity of
64 per square i nch, 165bit tag.lD. s o 1024
Squbre | nenCor' ¥l ot b e 168 g SR o RcdoRll Bl ol poliB o O CO0F
the tag | DvefpPﬂéfeﬂcmnmthﬁlemﬂewllgslthﬂ@ieﬁgwaﬁmﬁteleﬁg regi ons and maps. The

éogf bit region I Baadréf&m eraﬁbﬁﬁle'ﬂt tm%glmptb fwalcgh tak ke dolnbilids @R ad énkitel ) ]

i fferent re |ons e, uni gue ntifie 2.2 T a _Enc ng The
120 bi to. ot igegalteniist Patt ki PR ementir vhi f e T R e REER0 omon
code. Thi sthe g @ipehss. BRGersmbodimehidihe @g@@mw@ﬂllan@r@ﬁﬁrs & bo eleairalssubfegids 4- bi t
symbol s ea@h).pagk i ofhdrdurfsed. FeOGEmAL, litQWS coincide with the zone of an interactive element, in

which case the region ID can directly identify the interactive element.

Table 1 - Tag data

Field Precision (bits)
Region 1D 100
Tag ID 16
Flags 4
Total 120

Each tag contains 120 bits of information, typically allocated as shown in Table 1.
Assuming a maximum tag density of 64 per square inch, a 16-bit tag ID supports a region size of up
to 1024 square inches. Larger regions can be mapped continuously without increasing the tag ID
precision simply by using abutting regions and maps. The 100-bit region ID allows 2'% (<10 or a
million trillion trillion} different regions to be uniquely identified. }
1.2.2 Tag Data Encoding

The 120 bits of tag data are redundantly encoded using a (15, 5) Reed-Solomon code. This

vields 360 encoded bits consisting of 6 codewords of 15 4-bit symbols each. The (15, 5) code allows
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NPP028-SG 11 up to 5 synbol errors to be corrected per codeword, i.e. it is
tolerant of a synbol error rate of up to 33% per codeword. Each 4-bit
synbol is represented in a spatially coherent way in the tag, and the
synbols of the six codewords are interleaved spatially within the tag.
This ensures that a burst error (an error affecting multiple spatially

adj acent bits) danmages a m ni num nunber of synbols overall and a m ni num
nunber of synbols in any one codeword,  thus nmaxim sing the |ikelihood that
the burst error can be fully corrected. 1.2.3 Physi cal Tag Structure The
physi cal representation of the tag, shown in Figure 5, includes fixed
target structures 15, 16, 17 and variable data areas 18. The fixed target
st ruct ur esypalb b gyibd]l SRR RkoARWH 68 BaeHrads. f ReoleR bPAGRbARROA sahest the
tag and i 8 it thdree-di mensional orientation relative to the sensor. The
data areas CORt BFH"Fepresent ati ons of the individual bits of the encoded
tag data. To achEeté-bprmbelis keprgsentaln o chatdlly orherettivay indly tigsand ddenteli ofit a

r etsol uti ?Eth@ii;a &5@@&%@@&1@@?&%@%@% tﬁ?tﬁ@.tTh;'sQQ%reg t@{atsa Bl ﬁwtqkh &3t s yields
a tag wi di anet er of about 4 |s resolution e S

desi gned t%ﬁg‘ﬁ’ég SUHPE SRR et b‘&ﬂ?“g’fag%?rae’a‘m&fn LR (T L o‘tvéf.al?%‘?%%e t he
qui et ar eaminigual Bigber ©6 stubbls it @¢ ooy celely@ad ek ntagigdsing ithie likelibyodatigishelirsdot S t 0
the effectgn%pqagg@g?c%ﬁ R the tag. The tag includes six target structures.
A detection ring_1 _aI?ows the sensing device to initially detect the tag.
The ring i523asyPRicpTaEPtrydwiuse it is rotationally invariant and because
a sinple correcrhahysdbl refrScBsipeoftthe tad, sHowh @ITOYSSS, Mdlades Gkedttdiget efubees s of

per specti v i L On. r i i I . . i devi ce
o doter m Hol Sl o e it Bhdsied ket Bl Wik %gf HELE the yaw
of the serms®prge FPhE dsieptdhnt tag dnd Anfendts dhreegdimqpaiopatiorieptatipn a¢ldtive to iy tgarer- The
orientati ofita al%@di‘bntai@féﬁz&%@t@tfohé/ﬁtﬁe&fd@ﬁhﬁbﬂof&iekﬂ:‘;ﬂﬂeﬂlfh@ d?ﬁnﬁi ng devi ceht o infer
an accurate two-di nsi ona erspectiye. tran rmao .ne ence an
e at et hr eou il HERETGNAR BhEPPRoH It 801 SRERY P BTN 208 P at L ve to
t he sensorWhelphinttdat @0 dgit penmthihie sieldy etag wihundianstet of abeut gemt &t thismsobiien t hei r

bmmunity tQe 991 Aeigndd 6 bOURLMdld 53T (SOARE dtSadis 16 Hot@BimcetBd Guic? MEPRBES ,
anongst ot her_ things, OPatI mal tagH;oackl ng .on an irregular triangular grid.
I'n conbi natoPippesiivy Rzt tagy it ey #ids Hetels (& roferivndanecr ot 88 nakes a circul ar
arrangenent of d@bearadintisdenkik lirdet tchembag @pttioraing 1Asllosh thanersing Bvipate 48, to
maxi m S 1 faifl e reGBE nfieds Bkt ol dieel SALESANL bRy Aintitidh 3ha WGP, 510 1 1

S
the formof an area bounded by two radia i nes , a radially 1nner arc
514 and a BRI &PTegHoBf dF 2@Pe Biperempgt rottetidee Sigs i gcreperivhiditigriodti Aensi on
of 8 dots d@ientdinhxid allawdthé Sn@@Sicgiad d@@minh & apiréila@S@ankd orentatioh 8f théiner ar e
514), is até%_ f® Ehe e&ugéthetsgnsgrh (= oﬁ%gfog%m lelg%g;? %rgrg/{lld aTll;ll?qug é%lnﬁrljo&hlﬁd ht of
t he wedge is afways equal "to the mninumdi nension.” Each 4-bit data
synmbol i s respreisereed lbyllogrharepuie GYige iof inbxan weuye svogiinensiggl pEwectiEhown in
Fi gur e 48. transform of the tag and hence an accurate three-dimensional position and orientation of the tag
relative to the sensor,
All target structures are redundantly large to improve their immunity to noise.
The overall tag shape is circular. This supports, amongst other things, optimal tag packing
on an irregular triangular grid. In combination with the circular detection ring 15, this makes a
circular arrangement of data bits within the tag optimal. As shown in Figure 48, to maximise its size,
each data bit 1s represented by a radial wedge 510 in the form of an area bounded by two radial lines
512, a radially inner arc 514 and a radially outer arc 516. Each wedge 510 has a minimum dimension
of § dots at 1600 dpi and is designed so that its base (i.e. its inner arc 514), is at least equal to this
minimum dimension. The radial height of the wedge 510 is always equal to the minimum dimension.

Each 4-bit data symbol is represented by an array 518 of 2x2 wedges 510, as best shown in Figure
48.
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NPP028- SG 12 The 15 4-bit data synbols of each of the six codewords are
allocated to the four concentric synbol rings 18a to 18d, shown in Figure
5, in interleaved fashion as shown in Figures 49 to 51. Synbols of first
to sixth codewords 520-525 are allocated alternately in circular
progression around the tag. The interleaving is designed to nmaximse the
average spatial distance between any two synbols of the sane codeword. In
order to support "single-click" intergction with a tagged region via a
sensi ng device, the sensing device nuSt be able to see at |east one entire
tag in its field of viewno matter where in the region or at what
orientation it is positioned. The required dianeter of the field of view of
the sensing devigelsd 8-bihiekalardd o faunet ihenixofodévbadsSdreZ flloadsd spRCkong of the
tags. Assuning.a cir.cul ar hape,..t he. m.ni um, di.aneter of th nsor
rard of  vioaglsRshEhy b SRS eidults, BullLTAT (LAHE) Siouphy iglfs &

t ri angul arto - ymbaelssofdugynsiyth cqdppidses2¢52 S1arQaligearg gligmptetyen Prayieerresrergionnd
Decodi ng Th&nd @gwkmage processing and decodi ng performed by a sensing

devi ce such as t . hetpage pen js shown _in Fiqure 7. \Wile a captured
et S b o L2 PERRREE e B R sty S el PSR e
i mage i s dembdyiitedanfeatde®O). The center of the range is then chosen as the

bi nary threshol dif®der bRGpbiiBAEIe Lok iﬂéﬁcﬁoﬂ%ﬁala@faﬂgﬂnﬁbﬁ gshnlided qnd
segnented i nto connecte i Xxe regl ons (i..e, é%@?es 23) (at 22)._ Shapes

which are SF’E?B‘gé‘Ffﬁﬁelm“Ftd’eF@gF°es§%?’ft1‘*af‘ B° A 4t Pt do gl Vi dPted. The
si ze and cegitr @ hidvief orig@gion 8 bapdtiongl. Flesoualviputecht tBificld rfvieshdhe sampinggnt s 25

are then c‘?ggip%ggﬁgmmgﬁ%ggonfopﬁlegggpds%m%fm@a _these provide the basis for
subsequent|y |l ocating target structures. Ceniral shape nonents are by their

nat ure invari ant ASSYPng3sitylaiee shary. e prigmun dispetor ofgfirosensop Self ohieyfs scal e,
aspect r atéb@ninadrehen e ddgh gatileddver efphiRgrat teingaltir ¢85, ratidbwi i@ Fikbrelbs the first to be

| ocat ed ( 6) . i - of being very well behaved when
perspecti \a/%?'éi st .5% @cﬁagﬁgf%ﬁl&ﬁgag?ggﬁ S by asgect -normal i zi n%eand

rotation- nor mal i Zbntje dateh Pelseipee andndsprslipg etk by p gensiag drrecrdets Honment s
are nor mal degeg pkilR shiowiGn Fibie RaBhilelaQaphRiGBide2EbeRY @ituirdd foRahdidksnessd ve
di stor t i onpas, o ANLJi6Rhe NELLAG S 8] blaaL ABRESL. 20 ablalhon 27
toget her provide a useful proximation 'of the perspettive transtorm The
axi s tar getinast thrggbipld fas thpémaeg 21. ke imesetis then thyeshpldedapdueranted @) comepiedatiichg
proceeds bysioRRIY Yiap@ 281Q¢ #3)NEhaes RAIABI (8AnaA NS rdpRscBAGH tafBBRBCcHTeREENL S,
and rotati gn- or | J zi Q? t hg %re ugt i ng, nonents. Once 1ts second-order
monent s ar B HOFnHlS P YR FRBOAL B EPYEE T €"REL Iy recogni zed. Note that one
third order nomefinalshapegenameds tro thdi @amigedfattblot dach shage, apdbdes blowide the
ori ent ati oRg§s Rf subRGuel 18catinkNget HNRRRs. ISl bR &AL ¥e B)EMEHNWEAnAREt ST de t o
make this %ossg bl &, Not e al sa? t hat éfft i S onl%_cgoam ble to
rot ati on- NOPRLICPAE R 8° Gy SaPLPEt 35Pas 2P I AZE ®he ring' s
normal i zati ons apix singdarges stncteretifis thepstspiecibiaied (PG Dritd lonthe advaiazdef t he axi s
target’s aB(ehlﬁ Ver; lQﬁll fdhhved wgtg;%}spéﬁ%[di&d&ﬁ IMa[chEQ{:ﬂo&:@dsﬁaEz Q%E(g—%&n@izing and

rotation-normalizing each shape’s moments. Once its second-order moments are normalized the ring

is easy to recognize even if the perspective distortion was significant. The ring’s original aspect and

rotation 27 together provide a useful approximation of the perspective transform.

The axis target structure 16 is the next to be located {at 28). Matching proceeds by

applying the ring’s normalizations to each shape’s moments, and rotation-normalizing the resulting

moments. Once its second-order moments are normalized the axis target is easily recognized. Note

that one third order moment is required to disambiguate the two possible orieniations of the axis. The

shape is deliberately skewed to one side to make this possible. Note also that it is only possible to

rotation-normalize the axis target after it has had the ring’s normalizations applied, since the

perspective distortion can hide the axis target’s axis. The axis target’s original rotation provides a

useful approximation of the tag’s rotation due to pen yaw 29.
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useful approximation of the tag's rotation due to pen yaw 29. NPP028-SG 13
The four perspective target structures 17 are the last to be | ocated (at
30). Good estinates of their positions are conputed based on their known
spatial relationships to the ring and axis targets, the aspect and
rotation of the ring, and the rotation of the axis. Mtching proceeds by
applying the ring' s nornmalizations to each shape's nonents. Once their
second-order nonments are normalized t circul ar perspective targets are
easy to recognize, and the target closest to each estinmated position is
taken as a match. The original centroids of the four perspective targets
are then taken to be the perspective-distorted corners 31 of a square of
known si ze in taghsPapespeaiveltaibt s&ﬁ@fﬁés-ld&@lﬂﬁﬂhsﬁfu be Ma&ﬁd@ﬂ@)p@doﬂpﬁﬁfaieye

transform %%m}l[r g?s&tll?)nsea%ehceom?l.(&%tbaﬁeg 2)11 tgelrﬁcngwn SR%[apre glongn rt1oeth€\'.lﬁll lan&J axg eEsOOd

equat i ons pace pdai nt pal%s (see
Heckbert, e aqufuwdafﬁmp af e pife, w%hqu*euonwﬁﬁlp PHY $ maefeds\ha apitlyigg, thavast er s
Thesi s, Delmg ‘s nahaﬁzléﬁ'ﬁs toléach@ﬁa EdnbhtsNbiRe Abir &arnh.eideymomeﬂiee@ Rirgalzedgport No.

::J?g{s SSP ef8 2({1:2 ar é’j’fslyeﬁtﬁfg tair%eti,s & e%sg t({_: %g)tglglg { %néi%% target close to ea&egsgllmrt]edl Igsclor pgr ated by

per spec
t r ansf or m telen @s ediatch The oyigiodl CQrafpldsﬁf)the&uhperﬂpmvmmaﬁ arebiletl.l tepfelstowedhe in tag

space i Nt OuelPRER-ARAEE MR R 5frlesqﬁa?@$fﬁﬁ@xlvﬂ1% R95 Jphaa nanh%nlé%ﬁpde%r&—of
b|||nearly |nter ol ate (at 36) our relevant a in the

Cnput i magE CoBA TR S8 BT R Y bt e Ffegton Sy
t hreshol d thGQHQSMMﬁaﬁpmpm@dmmga@@ep&mmab(bﬁ&huahu@ Brndar@mels cfllexn360 dat a
bits 37 hayg heeds %;g@wgﬁné r}ués{a}ssfh\é@y Deeafe,h Ee&stmheotseaafo@&a i Be RS-

Sol onron codewords i s decod 8% decoded bits 39, 'or 120
decoded bi Teshnical Regeriio- U&I‘B{CéD Rt Jliﬂﬁé‘?s% é?%?ﬂéf °§§Vﬁffbﬁf%heaefﬂén°§§>ﬁﬁreéhy

codewor d oneterefersnee)t hat codewords are inplicitly de- interl eaved durlng t he

2Pl NG P 0CESS eyl 25l Yl POl AHGRL: ol DAL SR {1

i mge whose rel ationsh ar ant ees I'T found,
is part oflmaW’téﬁbP’éP@“{Oagﬂ tag ppage @@ﬂﬁ‘?@t seaoe &tpete éherfeétl-vqﬂmslmsméms u%“éué%essf ully
decoded, tHiRidarROnBRBlatd @ i36) (B fouSrele@mOidiREht bRELs InhiBe awt rlﬁssgte THea@iondld Ven

adequate rocessin and. | aII i view 193, an
al t er nat i ch g\fcteds e%%mpsg%#l is used to sllloiilcythe resuﬁﬂogrod%lce €. ﬁnal bﬁeq%euf]r ent i mage.

The obt ai ned t ag©dwtal Bﬁ%éata:'ae% hﬂqéwnd)émnt?ct ip tigs W@}heaCh efthorix 6&hit Bradi ng t he

tag and t heylonRA Sddew@is 19(flec$d|3@(a{ﬁgto\Metd%HeJom biE01 @N20 AibdaOKN b, Jrasi tion 35
of the pen ni the oyerall orient n, 35 of the

as
e, st net BB P S er i ot et PSR SRR Sshoer ved
on the tagmamaWﬂHenkM@mnmégamwa$ rel ati onshi p between the pen s physi cal

axis and the pentg rifhkGab lm}ssougm&ésﬁ%mmg@morg@reau&nagp le@dl ts in a
region ID ata relative Before. the tag I D

IR NIRRT RPN R N e
| ocati on wiutdassfully Kecoded, then no pen position is recorded for the current frame. Given adequate
processing power and ideally a non-minimal field of view 193, an alternative strategy involves
seeking another tag in the current image.
The obtained tag data indicates the identity of the region containing the tag and the
position of the tag within the region. An accurate position 35 of the pen nib in the region, as well as
the overall orientation 35 of the pen, is then inferred {(at 34) from the perspective transform 33
observed on the tag and the known spatial relationship between the pen’s physical axis and the pen’s
optical axis.
1.2.5 Tag Map
Decoding a tag results in 2 region ID, a tag ID, and a tag-relative pen transform. Before
the tag ID and the tag-relative pen location can be translated into an absolute location within the
tagged region, the location of the tag within the region must be known. This is given by a tag map, a

function which maps each tag ID in a tagged region to a corresponding location. The tag map class
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tagged region, the location of the tag within the region nust be known.
This is given by a tag map, a function which maps each tag ID in a tagged
region to a corresponding | ocation. The tag nmap class NPP028-SG 14 di agram
is shown in Figure 22, as part of the netpage printer class diagram A tag
map reflects the schene used to tile the surface region with tags, and this
can vary according to surface type. Wien nultiple tagged regions share the
same tiling scheme and the same tag nynbering scheme, they can also share
the sane tag map. The tag map for a region nust be retrievable via the
region ID. Thus, given a region ID, a tag ID and a pen transform the tag
map can be retrieved, the tag ID can be translated into an absolute tag

| ocati on Widghintis Ben heGuRM2, a@-ﬂﬂtoﬂ]ienét;ﬁ@ﬂrﬁ‘eﬁﬂdsy(ﬁagﬂﬁﬂ I ocation can be added
to the tag locatiqn to ield an | n the region.
1.2.6 Taggi ng Scf? s T eﬁém(sjh]s i AC usesur %g%:sgrc?)“wé% angrthés S 9| Thter est,
bot h of whiceddingste syrfyes Wgw@tﬂr%é@éﬂf@ge@@g@fﬁlswhwm Fﬂeﬂg stheme pridshesseme i on. The

preferred ﬁ@ﬂm&u@meﬂemgﬁeﬁa Js@&@-ﬂﬂe&nﬂreitdg@uaﬁati ng" tags as already

di scussed. An al trﬁr natlve cod Hﬁl@lt c b%ses ol%é \?\5;? nd| cati n t gs. A

| ocat i on-i ndi cat i K8 &Y ESFEM Saetr%bev‘f PERE R PR S t hir ough
the tag maps esd epinatefrw thdtag txg chidtggeadeved te oa D andt t;i@slaed}m) qm@sqhag

l'ocation Wyt Ridtod Bk elgkégmn @ﬁlettéggemteé Bdnl Wetion! &&@é 484y t9the k3o 1b S added
to this tag | ocation to ocation of the pen within the region.

ielo

This in t{fHhayaEsolpsago e WB{‘%Y“&WW&"T%e | ocation of the pen relative to a
user interiaée ellfagghnd Schenidse page description associated with the region.
Not only is the %@9&3&]1@%3%&%@%&,@3%&@ a;f%ﬁkrastlb%ra,mﬂc@gse tRUle @errocation

relative to the user interface €lement Is identif Locati on-indi cating
tags t her efessribed sorligy iy thiy sectiony g prefepgd ¢odie a?hém%fwe%mb%%ndpwaﬂgpéws Aath in
the zone ofireaiy@BRtusded. Wnalerisfescodifif elicinaoes 6ljenditating\aesobj ect - i ndi cating tag
contains a tag | c i i in

t he page descri ?‘ é%%h%g’égégl{ o\?\ﬁaﬂﬁﬁ'hhfgbr‘%%mﬁ‘ %7%1?%"%1%(}?;&‘;0 ethe g%%gﬁe zone
of the usetssociatyd @ ﬁ’ééagéqdéﬁ%fm W’demnflw tftgh‘ecau@e‘rmhilm%f%la%éme Faéﬁilwﬁ’e maki ng
them al | | dedabd Gale parigladabes fsaipocalidndé Ftll e Lobibast e peRitacihe legich. TRE | Ng t ags

do not, therefore S ort .t pture_of an absol u e at They do,
nowsver . SORRbAYE Wani e 1opSatt e SRl EVRR el il ol

posi tion s@ﬁqyb@qngmsoeﬂeh\wwb«yreeméledeﬂxmeser w&erfeqﬁf@lmmtetreéfddm@&dﬂkuency,
the di spl apeBiafive MORE imeIR @sheRaidenR RS deamnmcmg m@@m&eﬂm thiady @ stroke
can be unanblg[ ousl| %et rr’il ned. Wth either %g‘qing% ge tt he tags
function i PR (Lﬁl"beé’?p f 9An fieeiie RRoaR idbegqna st & Ber e s d il a"“ T he netpage as
user interactiveAe|diveidgating tad edntagns izsteg 112 awfich rﬁﬂrewﬂaddlemvﬁcﬁ la wstrentprficnt ed page

using an aaaﬁeg%ltﬁé%g.@ RSt A60¢aR8 Wit 1R d88n. fADr thd a ﬂaﬁeazowome head by the
sensi ng devi ce an

or ate response to é i_.n the
net page syStEHf of g R SRR PACES PRSERBT (8 A pcge’f r PR &b di ment
of a docunetittingridiaida Gdjcctdsibniingt thes rlo aba gerefitea gipam the captrevaf ah pbsolute pen
' path. They do, however, support the capture of a relative pen path. So long as the position sampling

frequency exceeds twice the encountered tag frequency, the displacement from one sampled pen
position to the next within a stroke can be unambiguously determined.

With either tagging scheme, the tags function in cooperation with associated visual
elements on the netpage as user interactive clements in that a user can interact with the printed page
using an appropriate sensing device in order for tag data to be read by the sensing device and for an
appropriate response to be generated in the netpage system.

1.3 DOCUMENT AND PAGE DESCRIPTIONS

A preferred embodiment of a document and page description class diagram is shown in
Figures 25 and 26.

In the netpage system a document is described at three levels. At the most abstract level

the document 836 has a hierarchical structure whose terminal elements 839 are associated with
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Figures 25 and 26. In the netpage system a docunent is described at three
| evel s. At the nost abstract |evel the docunent 836 has a hierarchical
structure whose termnal elements 839 are associated with NPP028-SG 15
content objects 840 such as text objects, text style objects, inmge
objects, etc. Once the docunent is printed on a printer with a particular
page size and according to a particular user's scale factor preference,
the docunent is paginated and othermnﬁ formatted. Formatted term nal

el enments 835 will in sonme cases be asSociated with content objects which
are different fromthose associated with their corresponding term nal

el enments, particularly where the content objects are style-related. Each
printed i n@hta.:m@ge&a‘masﬂﬂmBﬁjeo&ndxt@@ge,byeas ahasOotfRECd. bed usepamaied y, to

al I ow i nput e ptured t hr.ou artlcu e instance 830 to.be recorded
separatel%”?rgﬁ?fﬁbu rgg%?gmncﬁ¥ FEHGh ¢ gﬁﬁqul %ﬁ?nw&mwm?' a5 page
descri pt i aneferdive thydesimpit & paginateld endmghstwisgbarmattgd: tFomwﬁmmaldéslem $éivdh on the
page Ser Ve siild QWSbeisddSREd wiliQohtSUGREs vhick %mﬂelfemefmmmwcmm tinowdic bei ng
forced to accegﬂvghe sour.ce docunen

S
request i ng”H*® CHPBRIGHE S PAR{CRE" XMWIE“H‘Pﬁl a‘i"?‘f’nér g‘ﬁ?ts Eﬁggéy]- rlelftgg e‘%a(‘f)l?’
exanpl e. [Tory@staet yia dohmmegrespacie algf detchibedfsarmilyt tedlcdoghentired swel pti on on
the page Saega}éﬁalma&ageqx@némo mgecoﬁarsxﬁrateﬁ,pﬁﬂ 1%u@ befpRitel Yardudh G2 iRlandds €T
actions on particul ar printed page. A formatted docunment 834 consists of
a set of Fgﬁﬁé¥?%ﬂg%%ﬁ%mﬁﬁscrlptlons 5, each of which consists of a set of
formatted term nahe pésenentts: Bﬁﬁabsﬁ&d@c&xﬁﬂtmcﬁleﬁn el derpaat sdna@sallws pader al
extent or £Q06PR ¢ y% éfu.edo H3hiSoe gff(%rggﬁsw faa@m oS BchifenPd saeaﬁyt
el enents suc I npu ocunent I nstance
correspond@n¥%1bFW§ﬁWﬁF?éﬂ“ﬂ%@ﬁﬁﬁﬁﬂ“ﬁ@haP¥¥“@6h§F§%§m@ﬂ¥ém§éFGHFWepage
i nst ances éﬁ%ﬁmﬁ@@hmﬁkmwhfmhﬂﬁﬂﬂﬁ@&ﬂﬂﬂd@dﬁ@mﬁmﬂa@&1ﬂ§5£ﬁm¢ﬂhWﬁmébﬁﬁ t he

formatted doc t. ri bes a single unique
printed neegg'e ?ﬂm é%gﬁﬁﬁmFﬁa“ﬁ %m%%ﬁg%ﬁ%? the netpage. A page
i nstance is not ﬁd&@m@ﬁf&“@@@dﬁéﬁﬁm$ﬁ§faﬁ%@fﬁﬁmﬁ%dW@bﬁ@@@ﬁﬁ@f%e%bﬁ§ of a

pfige r equesti@thondish dfSQkEIf |f&ﬂatte@\td?ﬁﬁﬁ eleﬂx‘éﬁtﬁSESGEaﬁ:Q fﬂ:ﬁin&fe& el@iend h&&t sp@fal t er m nal
el ement | nS1

2. nce exi st s if €GO ds
i nst ance- spe ‘?F%wggﬁ%?ngﬁ 1%”?%9 eac eamao? ‘Ee$ﬁ% §H@@m3 el SaF%r a
hyper | i nk iepuefeddst because it records a transactlon | D 55 which is specific
L o the patge i nst aﬁm@&mﬁmﬂta@ee siif &h@bféna%&ﬁa@&ﬁa&a He%tu?enf 044, Rodnbifd @fa@ét%fne nt
ecause it records jinpu cific to the page jns e] enen
et ance. CBESTHEES St of SR Erept o s (bRt b ER S ERRY | ows. A
term nal ekf=enpgt ingawe 136 dacidesd singleahigrrpritteBubBaged . dng peortiy thdpagd BB R{th844, a
field el emﬁ:[yége §§%c %ta&e Q%gt%aﬁ &F MR bun e R ¥BA if6d r@ﬂ?@;&fts a&%}_@n of @ Bage Fb‘awated n Figure
27. A static el enent can be a style elenent 847 with an associ at ed
styl e obj egfsogipn. 5 texthOM/eIenent 848 with an associated styled text
obj ect 855, an i Kpge iskaacERDhsisB40a wit bihcramalbdaea isstaeds Bitagecleha@npsiinc856, a
gr aphi c

only exists if it records instance-specific information. Thus, a hyperlink instance exists for a
hyperlink element because it records a transaction ID 55 which is specific to the page instance, and a
field instance exists for a field element because it records input specific to the page instance. An
element instance does not exist, however, for static elements such as textflows.

A terminal element can be a static element 843, a hyperlink element 844, a field element
845 or a page server command element 846, as shown in Figure 27. A static element 843 can be a
style element 847 with an associated style object 854, a textflow element 848 with an associated
styled text object 855, an image element 849 with an associated image element 856, a graphic
element 850 with an associated graphic object 857, a video clip element 851 with an associated video
clip object 858, an audio clip element 852 with an associated aundio clip object 859, or a seript
element 853 with an associated script object 860, as shown in Figure 28,

A page instance has a background field 833 which is used to record any digital ink
NPP028-SG



el ement 850 with an associ ated graphic object 857, a video clip el enent 851
with an associated video <clip object 858, an audio clip elenent 852 with
an associ ated audio clip object 859, or a script elenment 853 with an
associ ated script object 860, as shown in Figure 28. A page instance has a
background field 833 which is used to record any digital ink NPP028-SG 16
captured on the page which does not apply to a specific input element. In
the preferred formof the invention, ggtag map 811 is associated with each
page instance to allow tags on the page to be translated into | ocations on
the page. 1.4 THE NETPAGE NETWORK In a preferred enbodi nent, a netpage
network consists of a distributed set of netpage page servers 10, netpage
rgglStratI&wMﬁMﬁ?myﬁgéﬁhmhﬂ&ﬁﬂ&@gthaﬁeaﬂeﬁﬁna&mmnetpage apgglcatlon seavers
1 net page publicati.on,serv e t 1 connected via
a network 19 schf?theé)retf%e §F1r11f’f§fr;en“é‘fenﬂ°n aq%gnma\ﬁ;%?ﬁg CIa eQ Ei%mhr‘f?ée het page
registratHeﬂkeeﬂwenﬁqm%¢@baﬁ@@vammhhﬁQMHméwmmﬁs relatlonshlps bet ween

users, pens, PrivdNETBaceNENvbRat | ons and publ i cations, and thereby
aut hori zes varioglsﬁ ngt r ctivities. aut henticates users and acts as
Trat §°8

a signing proxy M PERTE E%W‘g oy o F9RTRNE IOL P RIRE Pase

transact i owsers 19, nethapo rqpiswationl egversall dwwtragd Wserves dgiepimnpriestivn sesrs 18s
described RRANG.HIRARE LRANE1 P BT Crepd R phflers k01 BRLALALAS: REFH B &AT o6l i Or mati on
about page descrlptlons and page instances. The netpage network includes
any nunber™&PesPEVe &@HS: each handling a subset of page instances. Since
a page server aTisocpige Mdeiirnion aser 11 i pudrvey dhidescdrdrrelgacdhipp bgeceh nstsance,
clients sug t&@%@ﬁgﬁoﬁuﬁ%ﬁfh&@&“&d tﬂ&éb?%ﬁodz&%ou@'n&%&'a){uvﬁtfés tﬂ‘e
approprlate page se page server |Inter ts such I nput
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| nt er net [ie ?rrIP%uanEa?Ix Rgm&én 81?0%&1&'&8% ﬁ%gb%gm descﬁfn%% &%%g%egxcsltagge§ Th! ge%fgag het page
page | D 50eivrikdndudes aneeitbenef axtd pEEs, h hapding eﬁ‘lb%@gef PpRgdRstancsy. @epe aerdl i ng t he
correspo ndshﬂ%& alsp &Qﬁtainél SdeBNHEL valdds ME&&Q@‘: &k@ﬁﬁde Qﬁ&dts&ﬂciﬁa@ lh?s‘tﬁd’ge ﬁx&tdréise&i server

whi ch hosts_ i nter net i cati publl at| on server
T L5 an B TR SLE 0 PRl B RclR et S RGN A hEr page

printers. 3y toghedestartion pigbekoirpspeidingpdee.i n Secti on 2. Net page servers can be
hosted on a varlgtaéggg‘e edver ko aﬁkafardoahahtf B8 §f @nd B BRINN&ES Such as

| BM Hew Pac and. SUﬁ)aHIVUI ti E@e net page servers can run
concurrenta%mﬂﬁ obpagy [HPR VA GRYY AlaRtes Mgl e server can be distributed over

a nunber of host & setSBgerprintgr useaihé Ingfnet Digrifuted Moo Fratent(yNPr @ vindedtobggolnet page
servers, ajgiphdd pRATH 's@iﬂlo%e defRrk HBGE bRRAllphes ppéegéﬂ/éfl RAIRY melchgesidiner ver and

t he page server, can also be provided directly in a netpage appllance such
as a page instance.

A netpage application server 13 is a server which hosts interactive netpage applications. A
netpage publication server 14 is an application server which publishes netpage documents to netpage
printers. They are described in detail in Section 2.

Netpage servers can be hosted on a variety of network server platforms from
manufacturers such as IBM, Hewlett-Packard, and Sun. Multiple netpage servers can run
concurrently on a single host, and a single server can be distributed over a mumber of hosts. Some or
all of the functionality provided by netpage servers, and in particular the functionality provided by
the ID server and the page server, can also be provided directly in a netpage appliance such as a
netpage printer, in a computer workstation, or on a local network.

1.5 THE NETPAGE PRINTER

The netpage printer 601 is an appliance which is registered with the netpage system and

prints netpage documents on demand and via subscription. Each printer has a unique printer ID 62,

and is connected to the netpage network via a network such as the Internet, ideally via a broadband
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net page printer, in a conputer wrkstation, or on a local network. 1.5 THE
NETPACGE PRI NTER The netpage printer 601 is an appliance which is registered
wi th the netpage systemand prints netpage docunents on denmand and via
subscription. Each printer has a unique printer ID 62, and is connected to
t he net page network via a network such as the Internet, ideally via a
broadband NPP028-SG 17 connection. Apart fromidentity and security
settings in non-volatile nenory, the net page printer contains no
persistent storage. As far as a user IS concerned, "the network is the
conputer”. Netpages function interactively across space and tinme with the
hel p of the distributed netpage page servers 10, independently of

parti cul arcofibtpage printers. The netpage printer receives subscribed

net page docunents fromn a ub |c tlon senyers 14, Fac document is
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are typi cad;&c)ions]ﬂ@ﬁmvug adr&s ShaceRAd fithCHikiAhe IRIPS G6 MRGHuRANENSL pae BerRQ 0L €ast to
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servers. ThE.0ef PAYARHEL: isCRlIbRR: R &FVRks: %Fp!zgmlagrﬁﬁs 5id%heSEGTRRL A [nRfe Of
document content into pointcasts and multicasts ~After receiving'the

poi nt cast i HeeaREe the st Heopsy o pesonafizionpags st aie AacalN HReEN

mul ti cast slqartimﬁlarasm;sg;nb'excnnﬂ bsdre poidt@st t€rhe eubbdniBer P priMéreda thapploptiel pigthetvire
conpl ete page %ﬂh eé’i’sngn ﬁploﬁgrth%né haty, A6l 864 B otf?e?%g&@érs tag % L Printed,

it can print printer rasterizes and prints and even
pages si WP%‘%%&%IISSPS%G%M“EM&aEiFOPE’lh‘éPagéf?é"é{S It contains dupl exed
print engine conthOhepagesSpubbldiandrvpr dpfitnizeN Gt Rementhtioh ioz idagmwnsﬂle&nirmto

pri nt heads, 2p0.f Qf ulil{c§stsp5ﬁ’t P2 ivin, g*&% ap%{n'cc E'OPQ JOLREGTS Bagk 9%%&%&}% Ol ref WO

decoupled ages: erization o escriptions, dnsion and
printing dﬁomwhlmPﬁQ@@ if Iy elo figegtter | nmge processor (RI P) consists of one

or nore standar OnddSIRS prief hhUREYRE theoREBph@l layold @ndlugbex@sl defidenhe €ngi ne

controll ers con: Ogt of Gustom . Pl Ocessors whi ch expand, dither and print

page i mages in (R % Prfeft SRR SRTSEY with the operation of the
printheads in th@hepmﬂmra%%g%ne%pnﬂﬁrqdd\@r@regemgeselmal!ﬁneuslfetrbqttRWbrs pithé ng have

the optiongtp Prlebddinst (ﬂigﬁxeusdnﬂg enge abseuet e alﬁl ﬁﬁllg enéuﬁg 1ut11§z|1ﬁghﬂ Bt hi s
restricts ta%s to otherwi se enpty areas of the page. Al though such pages

have nore PRt B4 I d®Pe%al ity than | R-printed pages, they are still
cl assed as net pagesprin#hgaicesbonsiet plage d@piphi 8lagesr hetisatinebizagaksdapioadeet s of

paper. N Y agdd! aster-im rocesso is e jalised
Cirtaces, 3L ERAEL RS RRRRsy Bt g e BT i D ot fRL o PR
standard DSPs 757 running in paral el. The duplexe prmt engine controllers con31st of custom

processors which expand, dither and print page images in real time, synchronized with the operation
of the printheads in the print engines.

Printers not enabled for IR printing have the option to print tags using IR-absorptive black
ink, although this restricts tags to otherwise empty areas of the page. Although such pages have more
{imited functionality than IR-printed pages, they are still classed as netpages.

A normal nefpage printer prints netpages on sheets of paper. More specialised netpage
printers may print onto more specialised surfaces, such as globes. Each printer supports at least one
surface type, and supports at least one tag tiling scheme, and hence tag map, for each surface type.
The tag map 811 which describes the tag tiling scheme actually used to print a document becomes
associated with that document so that the document’s tags can be correctly interpreted.

Figure 2 shows the netpage printer class diagram, reflecting printer-related information
maintained by a registration server 11 on the netpage network.

A preferred embodiment of the netpage printer is described in greater detail in Section 6
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surface type, and supports at |east one tag tiling scheme, and hence tag
map, for each surface type. The tag map 811 which describes the tag tiling
schenme actually used to print a docunent becones associated with that
docunent so that the docunent's tags can be correctly interpreted. Figure 2
shows the netpage printer class diagram reflecting printer-rel ated
information nmaintained by a registration server I | on the netpage
network. A prefer-red enbodi nent of tgg net page printer is described in
greater detail in Section 6 NPP028-SG 18 below, with reference to Figures
| I to 16. 1.5.1 Meml etTm Printheads The netpage system can operate using
printers made with a wide range of digital printing technologies,

i ncl udi ng delver Wil refeide @1Figups €ZREbectric inkjet, |aser el ectrophotographic,
and ot her S;54HO \éﬁlrétmflg{n{r\{“aﬂg consuner acceptance, . it is desirable that a
net page printer have the o1 owi ng characteristics: photographic quality
color printing Rheylstreasarsiompoan epetatepypippipringeey thadey Wit evidatsngeiof Jigital prigting | nt er
cost y | ow tlec_rinkoﬁ@%ﬁ,_t in(t;h!lcﬁ}lé’ (RARA &inl{(}@,sﬁielz?e‘iécmﬁ|iﬁ<jé9,ﬂ%%1?@lécﬂ§bclilotg§§}:lhi_cy?@i JuRRt t
printing i printing spee i mul.t.aneo ubl e side ri ._conpac
Por m 1 ac AT ot CReREE AT o R, b o §ees i BT B bllens g

t echnol ogychlragerigiick: of t hese characteristics. To enable to production of
printers wth t R RhkyE o lobhrlnf t he present applicant has invented a
new pri nt techn(r}%ggy, i req?%%%gﬁ%dgﬁ%s Mcmdct Tm t echnol ogy. Mcnjetrmis a

dr op- on- defrand  PHIPELY PREMNBE ogy that i ncorporates pagewi dth printheads
fabri cat ed usi ngnighreliabigtyect r onechani cal systens (MEMS) technol ogy. Figure
17 shows a, si ngllgwgﬁlltgg,spg el enent 300 of a Mem etTm printhead. The

net page wal | printer 1 ncorporates 168960 printing elements 300 to forma
1600 dpi ‘pagewi @¥ikaesHl ex printer. This printer sinultaneously prints
cyan, magenta, yewbapatcotl ack, and infrared inks as well as paper

condi ti oney and Jgglhegﬂe?éﬁotni ve. The printing elenment 300 is approximtely 110
m crons | ong by mcrons wde. Arrays of these printing elenents are
formed on W siliw#l sdebrisfizg e 301 that incorporates CMOS | ogic, data

. high printing speed

. simultaneous double sided printing
. compact form factor

. low power consumption

No commercially available printing technology has all of these characteristics.

To enable to production of printers with these characteristics, the present applicant has
invented a new print technology, referred to as Memjet™ technology. Memjet™ is a drop-on-demand
inkjet technology that incorporates pagewidth printheads fabricated using microelectromechanical
systems (MEMS) technology. Figure 17 shows a single printing element 300 of a Memjet™
printhead. The netpage wallprinter incorporates 168960 printing elements 300 to form a 1600 dpi
pagewidth duplex printer. This printer simultaneously prints cyan, magenta, yellow, black, and
infrared inks as well as paper conditioner and ink fixative.

The printing element 300 is approximately 110 microns long by 32 microns wide. Arrays
of these printing elements are formed on a silicon substrate 301 that incorporates CMOS logic, data
transfer, timing, and drive circuits (not shown),

Major elements of the printing element 300 are the nozzle 302, the nozzle rim 303, the
nozzle chamber 304, the fluidic seal 303, the ink channel rim 306, the lever arm 307, the active
actuator beam pair 308, the passive actvator beam pair 309, the active actuator anchor 310, the
passive actuator anchor 311, and the ink inlet 312.

The active actuator beam pair 308 is mechanically joined to the passive actuator beam pair

309 at the join 319. Both beams pairs are anchored at their respective anchor points 310 and 311. The
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transfer, timng, and drive circuits (not shown), Mjor elenents of the
printing el enment 300 are the nozzle 302, the nozzle rim 303, the nozzle
chanmber 304, the fluidic seal 305, the ink channel rim 306, the |ever arm
307, the active actuator beam pair 308, the passive actuator beam pair
309, the active actuator anchor 310, the passive actuator anchor 311, and
the ink inlet 312. The active. actuator beampair 308 is nechanically
joined to the passive actuator beam paj,r 309 at the join 319. Both beans
pairs are anchored at their respective anchor points 3 10 and 311. The
NPP028- SG 19 conbi nation of elements 308, 309, 310, 311, and 319 forma
cantil evered el ectrothermal bend actuator 320. Figure 19 shows a snall
part of ancoabmaionQff epinkiid Bo3Y 3€), aNEIBLE 30019 fohf laUdht@Gedd k@SHernaEEdhd ON 315
of a printjpg el,gment 300. The cross section 315 is shown without ink, to
clearly show the ink inlet 312 that passes through the silicon wafer 301,
Figures 19(a), 18y WEiboveo wpl hbwf whatay 96 prnting glerespis| 380,gfclugingtangrest Tm
printing giegfmms FHQGprindirigGietr8ne 36K The (ﬁ%@\ﬁ%tﬂnmﬁs ?uhcﬁﬁlﬁﬁmsutmisio_fcie s_@cﬁwt Ee i nk
nmeni scus . pr to printing. an.in plet. Ink is retained in e
nozzl e cha%%’é’?lnkgglgtﬁaf a?:sgs%:é’“ iﬂbeﬁlhﬁn“faﬁégoﬁhk meni scus 316 and at the
fluidic seal 305 Fzarenith) bétbhedn dchsomdrrbaatol arrised a 3Bhjeg dritthg clemdat channel
rim306. )Mpile printing, the printhead CMOS circuitry distributes data
fromthe print engin controller to the correct printing elenment, |atches
the data, and buf PEPLEHEAHESESPIRIEn il itk Bonispts dLEPIOS & RIRE FHBK ac | vo
act uat or bé&apletpak is r@ARd inlthe sozdaclember dn sieheatnsioe atltheGuk maistust306 pesisthe hr ough

the beam Rkl «ed38s foftied BAN R NSATLIGEOS 6ORE the IR Shbndel A 361 Joul € heating.
The tenperature increase resultin from Joul e heati1 ng causes the beam pair

308 to expand. AS'Mip@rigugcthe arinthepd CMOS draufiny figiributes gty feomy e pripfocpeing), | t
does not expadiies to ke Sattett phigrink Rlehers nadsShdiafaf @l arfes thehnweative heeltdnbddbeam
pairs. Thi - di i rii t t.i ] evered
End of the o bag iy AhabPhaRR: B, AR bRl AP P B e Tt
301. The |®&Fel® & ghoypmetmpigipssrrd sespifipasin fonlechrating. thy enmeratsApqrascopsiiiber 304,
The nozzl efr&@hmik @eatiddhusdOMEBeam PaiLIS08 tty\Bpatid CAQRSpatsie hdkRiop B&intphiOBO9SHRYWN | N
Figure 19(h).,This _increases.the |nk essure, forcing ink 1 out of the
oozl & 30t HUol nel ALEARGRRL B LK RIS G e B St Mo 385 0080 O 102
prevent s t iderenak ispsriiale pseldd dy fhorrrtdprersd didgf the clogothenmal begd feeator 320 t he
nozzl e chapda@iig 13Pfds tSubshe 108 ML IR L300 fradshRs (6 ROV PRt kStheXd8218RamHRP 9

equal i zes, .4 hleheact a

ar, returns to.its rigina ositio Thi,s aids in
Che-br oak. K1 Tisopl Shelie 47 s dholteys At B R RoaPrR Fiers 19095 Sh
chanber, algcredssvie kpreiugpuforsing GkGY1 ouTpfghernozzie| 302, eivburining thegnkmeshisdub 816 thy t he
action of iR PldMbALSIN SRS rQbhts B ink BRI 13 GleH Brbinelab MR Lo boMs a
segnent of a Jh%‘ée??o%d 350. In a netpage printer, the length of the

nozzl

As the temperature of the beam pairs 308 and 309 equalizes, the actuator 320 returns to its
original position. This aids in the break-off of the ink droplet 317 from the ink 321 in the nozzle
chamber, as shown in Figure 19(c). The nozzle chamber is refilled by the action of the surface tension
at the meniscus 316.

Figure 20 shows a segment of a printhead 350. In a netpage printer, the length of the
printhead is the full width of the paper (typically 210 mm)} in the direction 351. The segment shown is
0.4 mm long (about 0.2% of a complete printhead). When printing, the paper is moved past the fixed
printhead in the direction 352. The printhead has 6 rows of interdigitated printing elements 300,
printing the six colors or types of ink supplied by the ink inlets 312.

To protect the fragile surface of the printhead during operation, a nozzle guard wafer 330
is attached to the printhead substrate 301. For each nozzle 302 there is a corresponding nozzle guard
hole 331 through which the ink droplets are fired. To prevent the nozzle guard holes 331 from

becoming blocked by paper fibers or other debris, filtered air is pumped through the air inlets 332 and
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printhead is the fall width of the paper (typically 210 nm in the
direction 351. The segnent shown is 0.4 mn |ong (about 0.2% of a conplete
printhead). Wen printing, the paper is noved past the fixed printhead in
the direction 352. The printhead has 6 rows of interdigitated printing
el ements 300, printing the six colors or types of ink supplied by the ink
inlets 312. To protect the fragile surface of the printhead during
operation, a nozzle guard wafer 330 i, attached to the printhead substrate
301. For each nozzle 302 there is a correspondi ng nozzle guard hole 331
t hrough which the ink droplets are fired. To prevent the nozzle guard hol es
331 from becom ng bl ocked by paper fibers or other debris, filtered air is
punped t hr@ughhd iezl@puard dlee ting 3AntmRdro INRRO2&-330G24 dekHg, Bé ndAle giezel e guard
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threshold to l ndiveat emwhab hein Edmctpafrih hSletpé-gQ th@rpen dQ¥ines I&b&m@% Iaﬁwvsh a
interactive. el.enen 0 n t.he pen
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the force mtsrpt?ﬁé)ﬁhﬂwtoa%thwh@blnlmm@s”hmhu@ peo inlpdwr “doay’. Thishbovsd |

dynami cs qfltelacnse Q%WthetﬂageQ@ b Qfidibd’ %{}'%esﬂﬂgwﬁ@ﬁle Pty moﬁﬁﬁtotr%ﬁgesp%? tion and
e Inftrare

orientatian_of net p
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t he near es:heﬁl&@namdsofaagqameesbetheﬁqdos! tion of the nib relative to the tag
fromthe obser Vef‘he%ﬁ GG ME nglﬁgn%& bR dt li.lz,enib on the netpage by imaging, in

the infrared spectrum, an area 193 of the page in the vicinity of the nib. It decodes the nearest tag and

computes the position of the nib relative to the tag from the observed perspective distortion on the
imaged tag and the known geometry of the pen optics. Although the position resolution of the tag
may be low, because the tag density on the page is inversely proportional to the tag size, the adjusted
position resolution is quite high, exceeding the minimum resolution required for accurate handwriting
recognition.

Pen actions relative to a netpage are captured as a series of strokes. A stroke consists of a
sequence of time-stamped pen positions on the page, initiated by a pen-down event and completed by
the subsequent pen-up event. A stroke is also tagged with the page ID 50 of the netpage whenever the
page ID changes, which, under normal circumstances, is at the commencement of the stroke.

Each netpage pen has a cwrent selection 826 associated with it, allowing the user to
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i mged tag and the known geonetry of the pen optics. Al though the position
resolution of the tag may be | ow, because the tag density on the page is
inversely proportional to the tag size, the adjusted position resolution
is quite high, exceeding the mninmmresolution required for accurate
handwriting recognition. Pen actions relative to a netpage are captured as
a series of strokes. A stroke consists of a sequence of tine-stanped pen
positions on the page, initiated by a.pen-down event and conpleted by the
subsequent pen-up event. A stroke is glso tagged with the page ID 50 of the
net page whenever the page |D changes, which, under normal circunstances,
is at the coommencenent of the stroke. Each netpage pen has a current
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timely hangking tﬂaﬁbmﬁtl@@ d@ftd] riﬁkqg cncwpt%@ fde lﬂﬁva%eghd' s§cugf}‘tan@£acﬁe%%qw0gfﬁc"i’enpr I nter
it buffers digital terna menory ch "has a capacity of over

ten m nut é§% SS‘(?’(’thi’t“l %ﬁ%ﬁ‘ﬁ ei‘?(?\‘)\/f‘?‘“tnl‘ﬁ@ven\ﬁﬂ%‘ﬁmf’ H‘@elbﬁ"’i‘ldli“% ingbfdE%ai n wi t hi n
range of a pri nt ¥hen the peh isnsdfemge efyprifief if wuferd digitd inkadl intefikl. memory, which

has a capacity of over ten minutes of continucus handwriting. When the pen is once again within
range of a printer, it transfers any buffered digital ink.

A pen can be registered with any number of printers, but because all state data resides in
netpages both on paper and on the network, it is largely immaterial which printer a pen is
communicating with at any particular time,

A preferred embodiment of the pen is described in greater detail in Section 6 below, with
reference to Figures 8 to 10.

1.7 NETPAGE INTERACTION

The netpage printer 601 receives data relating to a stroke from the pen 101 when the pen
is used to interact with a netpage 1. The coded data 3 of the tags 4 is read by the pen when it is used
to execute a movement, such as a stroke. The data allows the identity of the particular page and

associated interactive element to be determined and an indication of the relative positioning of the
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A pen can be registered with any nunber of printers, but because all state
data resides in netpages both on paper and on the network, it is largely
immaterial which printer a pen is comunicating with at any particul ar
time. A preferred enbodi nent of the pen is described in greater detail in
Section 6 below, with reference to Figures 8 to 10. 1.7 NETPACE

| NTERACTI ON The net page printer 601 receives data relating to a stroke from
the pen 101 when the pen is used to i,gteract with a netpage 1. The coded
data 3 of the tags 4 is read by the pen when it is used to execute a
nmovenent, such as a stroke. The data allows the identity of the particular
page and associated interactive elenent to be determ ned and an indication
of the rel@hirsgivpasthé¢ pagaioig dfaintd The NFRGRS dGs 2Bnsprd tethabiint®, ¥lerdihe page
to be obtakheds it HARILLIS Hlrdelsfol ANk SR bl BERPIIELTg, Wher e 11

resolves VI a e page e stroke Into
addr ess ofsef"ﬁfelon‘é‘tmﬁa@a@%ra Cﬂg%*wélpg 2a3e P Spfhiltthenitesmith the stake é’stb‘?)ndl ng
page i nst apmgese&aolftﬂetpagsh@mm&dhmamlﬁamhﬁeaﬂlerrse&e thed ﬂterwmern@gah@ey mes . | f t he

page was r YYRANC | iger stroke i
al r eady hat\gge? eSyOflth réféa,nstp%ﬁg Sefrhe rltg c%\li}%mFCh ya e§‘éﬂr51\§t§?% cr?mf’?“g eg‘?{f’“{ Each

net page cohitaiped P@?lStSPﬂb,’(bera%ltagmg@SGTVWtbeio‘ffﬁaﬁ?tpageri@ﬁutpﬁﬁrs jowbisett ugh by a

net page pagenpey, ek m(dgﬂeesIaetle;@,w@pmalT;rgeormaanﬂe@muﬁeu éﬁﬁ@ﬂe&m}l@ obj ects such as
i mges, fonts ang‘,13 ces o % aﬁﬁ%ly store el sewhere on.the netpage
networ k. \Wen th g'é%epagee‘?evg recegéel R S T R s M I el T
retrieves Ve thestrekediesiics, pipt detormines whighélenkent i ¢he poge dkeeripippihé g®ke iatedectiet er mi nes

whi ch el enmrthefp;mgtbﬁnaﬁgammgﬁﬂa{atcwat SR tt BQK&elleﬁﬁt%fe%@ﬁt s. It is then
abl e to interpret stroke in . cont ext e of the rel evant

ety
element. A "click” °1i‘° T2 StYpRETE 1&‘“’[“?\@”6‘1‘“’5&&‘?‘!’8"& ﬂErPH’Pi"i“ﬁ'é"”bté’P\ﬂBje‘He the pen
down posi tsubmquangert dpeposimbdgidans thpespmepnap) oskitnng nArasbctydich id .edated blan sone

smal | maxi Yk oARaRbEGLs awmcl@tz, uesac@gtfea \éﬁ& s'cgormxgly,q 19Aggrc§&oﬁeylp tG@Ld, Ynd equ' res

a click to be activated, and accord ? ,. a_longer stroke 1s 1gnored. The
failure of B3 PRIt ok B Sla@fa‘ﬂ’”]% iuisgsfer icindicaged by the F’é"g‘i’fﬁsé‘?”sﬁ foon ni cat ed
by the | ackegh'srésppbse from the pen's "ok" LED. There are two kinds of

| nput e} enent s ik RELRAGE KRG eﬁglgﬁ;ﬂumtg ¢ pddY BELAoli i Byt LY By | €1 IS

| nput throu h aformfie l'so tri activat an associ at ed
hyper | i nk. fiefds7Anppt o b@rﬁf?fﬁl@ldﬁm?@sﬁ&ﬂﬂ?f aﬁ’"é’atﬁ’“ﬁ%aaﬁ§°°éﬂ‘3d§§?‘iﬁ$1hg a message to
a renote apphi cat-ly@emmland typically elicits a printed response in the

net page system A Link ele dentlf es the appli.cation 71 which
handl es acti vation eﬁ‘“[‘ﬁameﬁ“ ‘ﬂ’r‘ﬁ{“messalgml?“i%e?ﬂ*"‘m%"%h‘g‘}o Y F16% the

hyper | i nk %@nteﬁ@spapﬂpmtéemeipeﬁq SYS&FP "alias required" flag whi ch asks the
systemto includg Hyb@luﬂt&&hleﬁ sapmiehtﬁae@ m@lappal:aua@nl %%hdnmest RBvANPSTthd Nk

activati 0 e(%ln %1’ a link ﬁ)sgé{ @%nél}e%s & hygcr};ll S S apghcatlog an %I?a% [}flquul?elé”l 5 necorded

as a favorrt appears’i B
wh1ch asks the system to include the user’s application alias ID 65 in the hyperlink activation, and a

description which is used when the hyperlink is recorded as a favorite or appears in the user’s history.
The hyperlink element class diagram is shown in Figure 29,

When a hyperlink is activated, the page server sends a request to an application
somewhere on the network. The application is identified by an application ID 64, and the application
ID is resolved in the normal way via the DNS. There are three types of hyperlinks: general hyperlinks
863, form hyperlinks 865, and selection hyperlinks 864, as shown in Figure 30. A general hyperlink
can implement a request for a linked document, or may simply signal a preference to a server. A form
hyperlink submits the corresponding form to the application. A selection hyperlink submits the
current selection to the application. If the current selection contains a single-word piece of text, for
example, the application may return a single-page document giving the word’s meaning within the
context in which it appears, or a translation into a different language. Each hyperlink type is

characterized by what information is submitted to the application.
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The hyperlink elenent class diagramis shown in Figure 29. Wen a hyperlink
is activated, the page server sends a request to an application sonewhere
on the network. The application is identified by an application ID 64, and
the application IDis resolved in the normal way via the DNS. There are
three types of hyperlinks: general hyperlinks 863, form hyperlinks 865,
and sel ection hyperlinks 864, as shown in Figure 30. A general hyperlink
can inplenment a request for a linked dgcunent, or may sinply signal a
preference to a server. A form hyperlink submts the corresponding formto
the application. A selection hyperlink submts the current selection to
the application. If the current selection contains a single-wrd piece of
text, for exanpires coresporaijnp|hiypeiink dinstan@ys6e et a drafisadtigh €D [Fageict el BNt

gi ving the, t or a
transl ati on&?%? %QZE%QQ%%%%%‘L gthget?agng%%ﬁéhp E mtﬁ&a&&mﬁp&?% ity

char act er i PEFPHific diate herppelication ferrxieplesy lﬁlrﬁwweﬁﬁ’t’ @ perrlelgabfsrare Feinigiped NPPO28SG
23 The corwy%mﬁb@mgl@pfmmrohbﬁklfbm&h@@ce 862 records a transaction ID 55

whi ch can be spegi he .Rage i nst e hyperlink instance
appears. The traﬁga ti&%gﬁ&f’% |Sd°urﬁeﬁ§tfsgle°%us§e5r% %aée(q:elc onm 13[(1& Fo e

appl i cat i oHe sysism l&llalﬁﬁpqlfecoateﬂts)ﬁélppfiswﬁ‘ééﬂﬂ m%ﬂceﬂé%marfgﬂphype’mgewamrar nt ai ned

by a pur chasdagif & Byegiak had s ‘Qﬁbnbﬁi@l@d’ Emﬁyﬁtekéﬁ,%nﬂsr@ﬁt sindd\8e 18Y &8 MbhoRGbideSs t he
pen's current LSS sel eCtIﬁ'é‘faly eer nk. activation. The

syst em i nct UGES t’lﬁgsyé%'ﬁfn@ﬁ 688rf°f$ﬁe °Rigye 2% %hce 868 in a form
hyperlink activatihoperinkal gréve Bghisiaferduh eletngany 839 \'Vhirtb Hagan astogiated hyperlitk, del t 2"

attribute $&in in®Put 3!1 MHdn S0 6Rurd 'ﬂ)?outlg}?-é:%r ﬁ‘eﬁrerghéﬁrfamhg gro&n thelhSpehAk kyded, The

systeminc| udes an effective ret ur, n all l'i'nk act]vations. A
hyper | i nket*gPEL 888 5er &5 iR lﬁfﬁ“é]r‘f’tke%gguﬂr\?‘i‘i‘c?ﬁ “Ffﬁst" AMORS Berdited
hyper | i nk,behayior wittoaield sactRisguehaekt®d.. Ithelsp herwsdt in o@edunetpn tHith ol Gabainyelid’i el d

el ement i natm@e S5 R4 iaeﬁﬁc RYR&Ee ca%ml%ﬂ%npu%%mﬂpm& mauamreﬁ?e& QR | S

activated. A hyperlin roup can used to assocl ate i nk  behavi or
wWith a fi e%"%?ogac“rra%‘?aﬁ eﬁe&%&wdehrf’ V@aﬁm&r‘%cabtéreih@éébmforr %e?ﬂ [ARPADN Wit h
the "submitocced.ta” attribute of a formhyperlink, to provide continuous
input to apyappl gGald on. It can therefore be used to support a

"bl ackboar d" i nteraction nodel, e. where input is captured and therefore
shared as soon a4 foﬂﬂtde%&w@lec“fn?f?la%lﬁﬁ‘é filld§ gspdrio gairneslated e lof ieply on of

rel ated i nmuﬁghfarpehtdsnetps@dAtf@meﬂ@&sw@erao fuBhifbthr 5:6fe pRhmdiddPldtad applilfi@igh a

printed netpage. form%lnlagé/vs a user to submit one or nore paraneters to

an applicati on of twar program running on a server. A form867 is a group
el enent 838 in tHALASEUIRAvhslesteal &3 ip the docypient hipgarchl yit witipptedii qontaips st of

t erm nal fdff@érﬂmﬂ' RAEMEn83%. Arda rlmah&sss@ﬂ@ees&_ﬁ& FriRi eSeRdcSora Bl it ed
i nstance of a

correspond oFEEEe gnef ?tj flte}ci1 & aé"r?%?i"s bgifggrfﬁ%&’%‘%tg the ﬂreﬁnegﬁﬁlg#‘gfgf@‘? ﬁ’giz %ﬁ%@lngg has
an associ dtelidosizageihes @?SEQCIMO@BB §N pehostayre desnds an thhp¢ of e cofesionding field
cor r espondiiddentf i:a8h £hid value records input through a particular printed form instance, i.e. through one or

more printed netpages. The form class diagram is shown in Figure 32.

Each form instance has a status 872 which indicates whether the form is active, frozen,
submitted, void or expired. A form is active when first printed. A form becomes frozen once it is
signed. A form becomes submitted once one of its submission hyperlinks has been activated, unless
the hyperlink has its “submit delta” attribute set. A form becomes void when the user invokes a void
form, reset form or duplicate form page command. A form expires when the time the form has been
active exceeds the form’s specified lifetime. While the form is active, form input is allowed. Input
through a form which is not active is instead captured in the background field 833 of the relevant
page instance. When the form is active or frozen, form submission is allowed. Any attempt to submit
a form when the form is not active or frozen is rejected, and instead elicits an form status report.

Each form instance is associated (at 59) with any form instances derived from it, thus
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el ement. Each field value records input through a particular printed form
instance, i.e, through one or nore printed netpages. The formcl ass
diagramis shown in Figure 32. Each forminstance has a status 872 which

i ndi cates whether the formis active, frozen, submtted, void or expired.
A formis active when first printed. A form becones frozen once it is
signed. A form becones submtted once one of its subm ssion hyperlinks has
been activated, unless the hyperlink fjas its "submt delta" attribute set.
A form beconmes void when the user invokes a void form reset formor
duplicate form page command. A formexpires when the tinme the form has been
active exceeds the forms specified lifetine. )Wile die formis active,

f or m i nput progdied 4 @wed historyplitis allbwy adilrgttheclatéso vemsiontol € Formh & anpaitiode tilnv period 1 NSt ead
captured ipptbenbacia.Qups field 833 of the relevant page instance. Wen
the formis active or frozen, formsubmssion is allowed. Any attenpt to
subnit a form whSriEPEEcapiyiehps dizitaldek. Biegtalink 853 coppigiyefa st gf tﬁ%ﬂft@emeé&mkand

i nst ead el g6ips 874 Bach of WhicH @hdikss dfapeardr styleAafkds@7FN HadlSdraRCRndistk AssaQorat ed (at
59) with ' h PPO iding a
ver si on h?@%{egr yf’ éﬁ‘?h@&%ﬂmﬁ o Qa‘af #‘{&Q{, Ll%%mdlfdgﬁ ok He\%ltggr\‘ljsnl%%m% OrCezll'Atl IPeiYn a
parti cul arml‘F?’Péd%?fNﬁdh"“P@lb@“@eﬁcl uded froma search. Al input is captured

as digital ink. [BgideRinedt84s B3 a&ﬁé@ﬁﬁoﬁ'ﬁ&d@‘ﬁ ate;&ﬁteld@‘is mmﬁg@amd oph I oke

groups 874, eac f C nsi es 875. .Each
stroke conifarEts SS[W%? gekfe e cliasst lar%pamdSS 8?1"” ﬁlo e|3§n é{)‘%kl é&é’ﬁt‘”(ﬁ? whi ch
al so incl ulaeéielééﬁoneﬁ%msqumﬂmﬁrdﬁ nib force. The digital ink class diagram

is shown in Fi gU'AQ:h&:ﬁbox'ﬁelﬁ'hﬁ‘slag aﬁbcﬁi?@a%m&ﬂ5a1€ead%1kh@s@wﬁhﬁfi Ahehti 877, a
text field 878, a

n or,.a re fie 880. Thefleld
el ement cl G455 APSYr %ﬁ‘ﬁ g@'ﬁwﬂ%ﬁaﬂ i ﬁpﬁlﬁ:ﬁié‘l %cz?ed‘g%?t ﬁ‘ SﬁP”ceéF“S?Sr?IF“&é%‘ted? ed in a
field s zoprassBedtgthg§dd’gradd. t 0 the field. A checkbox field has an

associ ated Bool e@ﬁteﬁf@iefd@m@ﬁllassc@ﬁteé IE&QMIJG: QSf 'ag@{o@n%?ﬁgtﬁ@y% njﬁ{ykdzgngl ' ck, a
Cross, astrokgéﬁafl in a koxfleldszone

, . ed
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val ue. OnlRsteentign o HERE THEFFOR0hPIteBnARlysiapd Martins wieligame s\@éu No&
exanpl e, Tappene90, the contEats\of whidedte Rutth mcorpdfated Bpdrs-refeldaer). St at e of the Art in
On- Li ne Handwri ti t 10 i fLansa on,Pattern . al ysi s
and Machi ne I nt eﬁ%&%@gg&g{]}!ﬁg 12 cﬁ%cg%gw %&%‘ ﬁrs?tvaff@g% e cont%'ﬁfgs? of which
are her ei AWndigrhik seasuednp acemaiye lﬁélfiérzefﬁ’c’é)d“mm@“éﬂ]gn’a*t‘ﬁfﬁ evithjrespedt athe an

asi oci at ed;dd]hglofak m&iegmielpé@aﬂdaldtgeal&g&mr@c&ﬂﬁia&mt dftthe Edrﬁ'éf@méﬂthef ﬁeﬁgy di ﬁ' tal
ink capture a_sj gnat ur tonati.cal verified wt
respect to th gener%f & ‘%ﬂta VO S ﬁg\‘}\ﬁ et ueo? Be %%&Pm fatee B PR P Y nat ur e

of the corﬂs@rﬁ priyfite tSiﬁEﬁﬁfrfbkfm wﬁmf\'whiocthe Emécafmewuch swnsghfr forrh. solgenelgmheﬁd and

assi gned t®ritidaorl isehdl-uBde¥edold §see, THE cnBic! RlamShagn at Ulng ¢.SLB&RE*AkLdulsi ng t he
pen

_)

Signature Verification and Writer Identification — The State of the Art”, Pattern Recognition, Vol.22,
No.2, 1989, the contents of which are herein incorporated by cross-reference).

A field element is hidden if its “hidden” attribute is set. A hidden field element does not
have an input zone on a page and does not accept input. It can have an associated field value which is
included in the form data when the form containing the field is submitted.

“Editing” commands, such as strike-throughs indicating deletion, can also be recognized
in form fields.

Because the handwriting recognition algorithm works “online” (i.e. with access to the
dynamics of the pen movement), rather than “offline” (i.e. with access only to a bitmap of pen
markings), it can recognize run-on discretely-written characters with relatively high accuracy,

without a writer-dependent tralmng phase. A writer-dependent model of handwriting is automatically
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user's private signature key specific to the application which owns the
form Online signature verification is well-understood (see, for exanple,
Pl amondon, R and G Lorette, "Automatic Signature Verification and Witer
Identification - The State of the Art", Pattern Recognition, Vol.22, No.2,
1989, the contents of which are herein incorporated by cross-reference). A
field elenent is hidden if its "hidden" attribute is set. A hidden field

el enent does not have an input zone oJ a page and does not accept input.

It can have an associated field value which is included in the form data
when the formcontaining the field is submtted. "Editing" conmands, such
as strike-throughs indicating deletion, can also be recognized in form
fields. Bepausel dvkraindagdmetover, tidrgn legecegri tp-Bmt &hgewsary,hm wor ks "onl i ne" (

Wi th access to tﬁ?gﬁal%?s%gaﬁ%ﬁitedt D Qsaxe%sge&gl}akesr A0k WARR starRlif | 1 e’

(i.e. with access only to a bitnmap of gn it can recognize
run-on di stPetdrysl WP&StZé’i"? fwa?néedct@ that fil\ﬁﬂ%eﬁ Srdéﬂ‘t%}t‘i’k\FgFfV‘ FEgHoplemreREg.

Wit hout a iy dreke she ppatbiedito dnr djetr sndigipIials Strear iMigprdsd dapendetiondBdet of
handwri ti ng..l.s@4L9patically NPP028-SG 25 generated over tine, however,

and can be %enerated up-front if necessar Digital ink, as already st at ed,
consists of a seRirfciak srptused ik e bagkaspundt fickk ds akpRetedsasa# tsgection sestursar ti cul ar

el enment' s amﬂschﬁmara,pe@dﬁdmieonbjehats ge;{e&memerpsetm @l s@lbctibd ¥ (Rl JiBdRribe@ady for

interpretatlon not.a A n object's digital ink stream
i s appendeC eas#%gg meC&ﬂgﬁ% dtmns Csﬁnﬁw?g ink stream Digital ink
captured in the Edé«?gqﬂmﬁr@e#ﬂﬁefb‘dﬂplgmmlltemwlgmf@aa@paa&sel ection gesture.

(@] rcunscription of one or nore objects is generally interpreted as a

sel ection ects, although the actual interpretation

Ci rcumnscr.,i obj
is appli caf bber% %B?&afy"gge"]‘ﬁfﬁ’faéﬁ‘?sE’lﬁ%ﬁ?‘?“?és t hese various pen interactions

wi th a net|paQejectTapl eType- $unnumynmh pen |nteract|@mkmmﬁth a netpage
Obj ect TY PRI UIGERELOT 1 rHnkGen t+orm—to—¢gppl i cation
MK PUIGEREE ick S H@ﬁﬂ% o
FornClickubmt fo ' ﬁcat|on Sellec it E&%a selectign to
appl i catign For m f FeMiCheckBie’ Any mar ks§i“§fntf9r|ﬂu@ appjicatioa| d
ext Handwr ijt i ngConv BEeth0T @k T NK 10 T CETEmTSSiGEiR (b Spiodtin
DravvingDi H-al—nkidssi an dilgital ink t field Verify rhm'rnl ink Isi gnat ur e;
generate HYRAEHr eSPEFERUr EVFIFl si grATIANEUBFO S i assign di gilt al
signature {to fiel dText Handwriting Convert digital ink to text; assign text to
field
Drawing Digital ink Assign digital ink to field
Signature  [Signature Verify digital ink signature; generate
digital signature of form; assign digital
signature to field
None - Circumscription Assign digital ink to current selection

The system maintains a current selection for each pen. The selection consists simply of
the most recent stroke captured in the background field. The selection is cleared after an inactivity
timeout to ensure predictable behavior.

The raw digital ink captured in every field is retained on the netpage page server and is
optionally transmitted with the form data when the form is submitted to the application. This allows
the application to interrogate the raw digital ink should it suspect the original conversion, such as the
conversion of handwritten text. This can, for example, involve human intervention at the application
level for forms which fail certain application-specific consistency checks. As an extension to this, the
entire background area of a form can be designated as a drawing field. The application can then

decide, on the basis of the presence of digital ink outside the explicit fields of the form, to route the
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NoneCi rcunscriptionssign digital ink to current selection The system

mai ntains a current selection for each pen. The selection consists sinply
of the nost recent stroke captured in the background field. The sel ection
is cleared after an inactivity tinmout to ensure predictabl e behavior. The
raw digital ink captured in every field is retained on the netpage page
server and is optionally transmtted with the formdata when the formis
submtted to the application. This allgws the application to interrogate
the raw digital ink should it suspect the original conversion, such as the
conversion of handwitten text. This can, for exanple, involve human
intervention at the application Ilevel for forns which fail certain
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el enent corres nds ?hh erlink el enent and sO activating (at 895)
t he corresﬁg‘f?ﬁ §°nﬁ%/fb‘g tpﬁ’??%’F‘Wﬁ‘i‘i‘e\‘}BYS;‘“eﬁ‘ﬁmf‘ﬁb*e’aﬁsence of an input
field or hyperl i Rigyre a{pdmel mgeta@lat 18084t dfhvep BET B theetoceSt shkein Fipuiclss, di gi t al
i nk of theyRackos.oune ki &kl ;833 a ; recel Vv stroke
to the -current scel ecttl 6%[1826 of ?eﬂﬂ;s%ﬁ%%tﬁa?ao@%%n?%%ﬂe&k Oftﬁef%cf by

regi strat i B &PVER of fqiyinge 418 47 letker shedistdds p é'%f"]be’b?fWHﬁrstg’ﬂd’Yhe@?r 893 in
t he pr ocesHgishiokpiesentsiagmedma®, and NN Bsidi @CEEHad eductb gietjaelld {;al[i}é- of a
fieldis i ; d 2§ 8 % Pe O e tiNgy B ecoqwe'[nh eSS
consi sts oa:‘ﬂ rﬁ%?ﬂﬁﬁqm n g%%d&%g"g%&e FLIQ%hltd the fﬁ eallldl i°S ég >3 and (at
897) whet Higitakiplpto cawg‘ftﬁfaffxt: iR thechsipeod élmagprgpneqq argishiEtion ser‘e@nanci asmsrenga@m gni ng
(at 898) @01y thkecorektttEeotnPutbritext td 18d deld/admealtemactvte@ eating®! ¢ oIt akmihdg (at

899) whet Al LS A text fd ifaSo.canvertin at 900) the
di gi t al hﬁ[d M‘?gnﬁthr% gd Ifsd £ \)/%ﬁ”tlgn(I @hg ﬂﬁ%fgpt o g‘ﬁtblfeé’ﬁf’hgg%‘é °"8%i stration
server, rmthé}@élﬁgﬁ thgaperapﬂategegls}raqoheﬂn@o ereating @904 bdigitelsrendtex of theotténes i el d
val ue; al teg M&Bﬁ%ﬂnﬁ@ﬁhﬁ kb Wltﬂ@le(l:@lb o@@g}egmﬁuh?éfve; ha usxfmé el ged Swm@rSi ghat ure

field and if so verlf at th ink as the signature of the
pen' s owndFAe HFERTNS aglf"%) % ? f §Sp3‘b‘§’|'g icéi"@’ alngdfsggf“f‘%ﬁt 8 ey disdip!
creating (S@Daﬂgﬁmﬁeéieldlvg}utt al signature of the contents

1.7.3 Page Server Commands

A page server command is a command which is handled locally by the page server. It
operates directly on form, page and document instances.

A page server command 907 can be a void form command 908, a duplicate form
command 909, a reset form command 910, a get form status command 911, a duplicate page
command 912, a reset page command 913, a get page status command 914, a duplicate document
command 9135, a reset document command 916, or a get document status command 917, as shown in
Figure 39.

A void form command voids the corresponding form instance. A duplicate form command
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of the corresponding form also with the help of the registration server
and using the pen owner's private signature key relating to the
correspondi ng application, and assigning (at 905) the digital signature to
the field value. 1.7.3 Page Server Commands A page server command is a
command which is handled locally by the page server. It operates directly
on form page and docunent instances. A page server comrand 907 can be a
void form conmmand 908, a duplicate foryn command 909, a reset form command
910, a get formstatus command 911, a duplicate page comrand 912, a reset
page conmand 913, a get page status conmand 914, a duplicate docunent
command 915, a reset docunent conmand 916, or a get docunent status command
917, as shwvws thervorrgspaydingefoB® instincy giddheh groducesoammstivel priméddtepst dfehecatanedmondi ng
form i nst afGgce RidHBl LaRE Bref-REM 160 BIFRRbheaidY FeRARE 1Ptk 1rdbQcAlR DO the
correspondlrfr%g] forminstance a?ng t hen” produces an active printed copy of the
current fof #R%h YA dwisirepihaple fipy thy Srigad tosp aaplipaseny A reRidorE s pmedeids ns t he
same hyper {he prkresppigiing dartnl issrande[38d ten dritiaces o dcgienainied aopgl obste fofin instance with
| ndi St NGRS Al aitdaBB. b1fet Rk HaflPlonkBud BroBRR!d iRl Aor B i Sk, [ORIM cOMMAN
orm d then prod i

voids the correspondin ‘m i nstance_ahd ) ces an active printed
copy of t h&TFBPIHIE rf%‘f“dﬁ’gf@"wlt"ﬁdmg Wh gublished, 8 Whn dtc wasoraigiod, Aorgwhont a8 st at us
comrand predtt.esd @e Pro H4e@@df hefark nstaide.t he status of the corresponding form

i nstance, i ncl udi i it, when.it s orinted, .for whomit was
Sl?& X"@o@m %?ﬁeglh%?&?aﬁ% c]'pntams a transactiGil ]Ip, é%:nen%pgg%atz?nohraﬁ]t%g

printed, and the formsta orm i nstance. yperl i nk

i nst ance cBYAf ispredupipg i aere for inspme. A Fettop seahestingtd wsw Thasingtachs therofpyol ved i n
produci ng @pitEWinipReRhed S h 8pedink. A button requesting a new forminstance is

therefore typically.inmplenented as a hyperlink. A duplicate page commuand
produces a pri nt gad %%ﬁtgg of “THEME 8T e feﬁé"pﬁé)égleic?ﬁe?pa?ﬂ@‘ég Paﬁﬁp‘fl%a”f%e

backgr ound¥iH 4 ehckezduprlight el preestied. IIf the prge patias & b ai mgareoffaderm ben ths part  of
a form th@auaaiaqmgeduﬁinlasmsem@@%d%Qmpﬂak&owéﬁﬁﬂﬁatﬁ%sa%a% SHRlheat e form

command. A reset page co d roduces a printed copy .of the corresponding
page i nstafce W E"“%ﬁem gg‘iglf‘&ﬁ%dpﬂﬂ B8Y @87 drirece B'it%éh&r%‘é@?"“?df figl¢, el ge
cont ai ns adifceydedh I fhe page pantains @ formm of ippam of & Feen thch ¢he res eige pageand srimapteted S

i nf[ erpreted. as f@hnrc%&ﬁgndfQ%mp%mpgynﬂﬁmgﬁgdugég%dﬁgm oﬁm{&g ofh duces_ a
printed report qn the status of, the correspondi ng page I|nstance, 1ncluding

Who' publ i SEEPTERS RHES ffepec, g REREPEet iy st ¥asged 51 HOBG "and t he
st at us of mnigd,fand thestants ofapn foahsiscootning @ igpar bf. of . The net page | ogo whi ch
appears on ever yTﬁ%BQgQQogla%vbﬁﬁ la’;ﬂnleel Yo 19([‘1!3 gs‘\% .a;li;'as Q{éﬁ’%ﬁ%@ licdi29€
el ement. When a page I nstance is éupﬂa‘%?:at ed W t“\é\é | e?oé val ues preserved,
field val BB yrinted in their native form i.e. a checkmark appears as
a standard checkwhedka @gpaipdting: is Aiphcate® ¥ith AP Bk SprésSrved, field values are printed in
their native form, t.e. a checkmark appears as a standard checkmark graphic, and text appears as
typeset text. Only drawings and signatures appear in their original form, with a signature
accompanied by a standard graphic indicating successful signature verification.
A duplicate document command produces a printed copy of the corresponding document
instance with background field values preserved. If the document contains any forms, then the
duplicate document command duplicates the forms in the same way a duplicate form command does,
A reset document command produces a printed copy of the corresponding document instance with
background field values discarded. If the docurnent contains any forms, then the reset document
command resets the forms in the same way a reset form command does. A get document status
command produces a printed report on the status of the corresponding document instance, including
who published it, when it was printed, for whom it was printed, and the status of any forms it
contains.
If the page server command’s “on selected” atiribute is set, then the command operates on

the page identified by the pen’s current selection rather than on the page containing the command.
NPP028-SG




typeset text. Only drawi ngs and signatures appear in their original form
with a signature acconpanied by a standard graphic indicating successful
signature verification. A duplicate docunment conmand produces a printed
copy of the correspondi ng docunent instance with background field val ues
preserved. If the docunment contains any forns, then the duplicate docunent
command duplicates the forns in the sane way a duplicate form comand does.
A reset docunent conmmand produces a prjgnted copy of the corresponding
docunent instance with background field values discarded. |If the docunent
contains any forns, then the reset docunent conmand resets the forns in
the sanme way a reset form comand does. A get docunent status conmand
produces allpydlinvedmenapbrage srvet dommatdatolbs padted: Héhe coger pepdRai tRontaoL prige Nt

instance, {Ae!ddpinhll eleMBR fd?%ldés%nzﬁglﬂaéwserwggcgmﬁahd %ﬁthggduﬂﬁagﬁjzs 1J119r'éd whom it was
printed, and the stailus of -any forpms it contalns. t he page server

command’ s "on set*8@pRligption¢ap progids gplicationspecific handling by eE‘B‘?ﬁ"ﬁ%El}e B&hees on  t he
page i dent sefvegmipynd dirmemeami Byperdinkee plous Fhamipd ©Rer aativaes thé hwarlifiastobigtepage
cont ai nf NGy . ARG MEEDZE SCr2l Ll ol Qg oY OF page server

commands to be printe oesn't contain a page server
command el ement fofee¢ Ff‘é"eﬂé%’i“@aﬁéleew%asg id ér‘ﬁl@r“béﬁ?ﬂmﬁ@“tetﬁéﬁ theddemmand i s
i ?rtr;o EI Sd Asomafapd Tlmhﬂ dts ®aRavP kDM @or PR |alp€g§tahd)§b' @ﬂecbd‘ dcﬁvaﬂa-laﬁucflﬁgy ‘bé

enbeddi ng the ver.command el enpent erli gr oup.
The page S%E}vlercglagtl vgttggg%ﬁeds‘ﬁ{a%algf Thic AeLgE org edma ”ﬁtp ghraﬁ nked
group rat he#ge eHaFomRandies it OqshleCtE}éa@tele*eMer comand. A page server command
el ement i s1.8i ddeBTinNbaRS FEATUREd @ NETPAGEY | bute is set. A hidden command

el enent does not ut one on a SO0 cannot be actlvat ed
directly by a usereplie?rr%daﬂg" FOWEV &7 ‘T)%"Ig?q’f@at{;e’&“ﬂ??e 20 Hdlfeolur v
command enibdeitebiatiits a netpdef eilldeth*trefprages inferpctivi atopertipa e dagp vley acORTIRIDY has its

"on sel ectdon. Bihdsi JQ;H:E ﬁes‘éﬁﬁ the ﬂeg@pr&w@é@? OFWQB%Q%MIEM o he
preferredfOJ each gr% rlnted with the netFaeIooat the bottom

to indi catE FRArRPITS 40 B 657 HErsPs A mes spdhess YEE U BPoper ti es.
The | ogo aﬂl@@ﬁacethgtsasemlamnotmmmmsmgem)st cases pressing the |ogo
produces a copy @fe dehifit Qﬁél@pagé Eop! %%C%Si@hag&le@d];e&[ymy t{nﬂx‘gle@aﬂ{ Sege p‘?ﬂ%{ﬁduces a

copy of the en%]ﬁ .8 form a secure cunent, as a
ticket or ESHpIH °‘fp|¥§'mbttﬂ’f"5‘hha§‘f?dﬁyﬂ@“‘égﬁheé%%ﬂlbé‘?%t‘%“ﬁ%’é“ or advertising
page. The t&f aul USERHE@PSYq:TEIge copy function is handled directly by the

rel evant net page o d) by
ki ng € ho | g0 By Falmen IRA R Byl L e sAR el RN R

pref er r ed BEH58 eh%‘ﬁfsmgtk’d’éger?élﬂﬁ&%“’bﬂc digg has a single button |abelled
"Hel p". Wren prsessetbrintr @hicttichs a si ngl e page of information, including:

status of Pr i nt o gm?igéltéogsli]mabies

. top-level help menu
. document function menu
. top-level netpage network directory

The help menu provides a hierarchical manual on how to use the netpage system.

The document function menu includes the following functions:

. print a copy of a document
. print a clean copy of a form
. print the status of a document

A document function is initiated by simply pressing the button and then touching any page
of the document. The status of a document indicates who published it and when, to whom it was
delivered, and to whom and when it was subsequenily submitted as a form.

The netpage network directory allows the user to navigate the hierarchy of publications

and services on the network. As an alternative, the user can call the netpage network “900” number
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status of printer consunables top-1evel help nenu docunent function nenu
top-1 evel netpage network directory The hel p nmenu provides a hierarchical
manual on how to use the netpage system The docunment function nenu

i ncludes the following functions: print a copy of a docunent print a
clean copy of a form print the status of a docunent A docunent function is
initiated by sinply pressing the button and then touching any page of the
docunent. The status of a docunment indjgcates who published it and when, to
whomit was delivered, and to whom and when it was subsequently submtted
as a form The netpage network directory allows the user to navigate the

hi erarchy of publications and services on the network. As an alternative,
t he user céanllaapagest el spek pagbumre toywatde. TIBGPEratrual Bxate NPRGRE- BGnR ahyel | ow
pages” andr§Reak weQusds PHABNDYRREAL A he IPEnAPEEAMAY o bOKEhEr fa g&hgeS' red
docunent and__roqute it to the user's printer. Depen I ng on the ocunent
type, the ﬁ]i'fBI‘-‘(eélﬁ‘éPagBSr Y ffser pays the small "yel | ow pages" service fee.
The hel p page i s Tobhelporagd i obiviasigivhakilagle iiff thd Friitep fsi udbR to ipBntIAakt esd @e pri nt .

In this ca J I It 4 .t [ can request renote

di agnosi s %\%g? m?}m hﬁ%nh\%P T(eL &ag%gﬁ%é{i&{(}l%mlggﬁﬁ%%?r MODEL In the

fol [ owi ng 8escri PERONALZFRRYBHCATIONMPPES o canoni cal publication exanple to
illustrate per scnﬂaé foE@hthIéscﬂﬂ:(bh,aﬁw&BEseli Bs etdaﬁbnmﬁtpﬂlﬁﬂﬁmﬁ Y&iBIko ihstRoUgh news

is often u mte ape WS zine news, the
i nt ended s egsg%ahl%ﬁgrpﬂwl’an?ﬁél% glohfe i &S?e S WI IE:WS P °H?nh“§eedﬁléga g&‘ged VE8tem the
editorial ¢@pvewer aaﬁw“ﬁﬁ@aawemrhsmgd@@m@n@emeseat e is mbl ication are

personal i zed usi ngthdIr;tefia@eespatenqﬁs&edatbﬁﬂ&om&h%n@meta%nﬁhgQ@ﬂé@%&* al Rws
tated and |rrpl icitly

personal i ze to the der S, ex

capt ur ed |]?1“t(glé°ra gosnt T 8?‘51?1 od 3¢ %\I &P tTEH ﬁ“@‘g a]I ©nigr S PRSPPEY

accordi ng Qcmr@%tort@ald@ief’%ﬂbm&l stateg a&hdnpd;leﬂmgapaph iigeresP prdfilE DI @Rlerdibing
PERSONAL | Z4Agik 60 perséms@xcbmﬁg@aerga@mo%tfaﬂ@d&ogﬁﬁn ©of news sources: those
that deli blications and t hose that liver news streans. Wiile
news publ |“g5t D'g? WA nd edited by the publisher, news streans
are aggregated eAtsbtaw:nbwmadrmwstwp bipdlsi of s s@rced yhog tiepdtiva hem@cblmm

aggr egat or ang RS thRURLi¥ef ﬂ@d/soﬁ%arﬁsyﬁfhﬁ@héux pggfcgtgﬁsoggqggtr&atﬁdf agi etdlte%r‘ﬁJ dthvar ied: a

newspapers ug g newsmagazi nes, Wwhjle news streans can
"raw' newsPPEEY f“?‘“ﬁrﬁ"&a“ﬁe%% agaReRfTeL ither Y. & rewh Aublipher pr by g spyc ?eﬂrﬂ?‘é‘s witer's
col um, a depegnd v plbliettion thfalid cor@tpoidi® taeiadar nesspapdts fid B dmagazines,

while news streams can be many and varied: a “raw” news feed from a news service, a cartoon strip,

a freelance writer’s column, a friend’s bulletin board, or the reader’s own e-mail.

The netpage publication server supports the publication of edited news publications as
well as the aggregation of multiple news streams. By handling the aggregation and hence the
formatting of news streams selected directly by the reader, the server is able to place advertising on
pages over which it otherwise has no editorial control.

The subscriber builds a daily newspaper by selecting one or more contributing news
publications, and creating a personalized version of each. The resulting daily editions are printed and
bound together into a single newspaper. The various members of a household typically express their
different interests and tastes by selecting different daily publications and then customizing them.

For each publication, the reader optionally selects specific sections. Some sections appear
daily, while others appear weekly. The daily sections available from The New York Times online, for
example, include “Page One Plus”, “National”, “International”, “Opinion”, “Business”,
“Arts/Living”, “Technology”, and “Sports™. The set of available sections is specific to a publication,
as is the defanlt subset.

The reader can extend the daily newspaper by creating custom sections, each one drawing

on any number of news streams. Custom sections might be created for e-mail and friends’
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The net page publication server supports the publication of edited news
publications as well as the aggregation of nultiple news streans. By

handl i ng the aggregati on and hence the formatting of news streans sel ected
directly by the reader, the server is able to place advertising on pages
over which it otherw se has no editorial control. The subscriber builds a
dai ly newspaper by selecting one or nore contributing news publications,
and creating a personalized version ofygeach. The resulting daily editions
are printed and bound together into a single newspaper. The vari ous
menbers of a household typically express their different interests and
tastes by selecting different daily publications and then custom zing them
For each pubtunesaeite Petspral’y, eadr nopitdronakhy fedl dot pedpeobbis et ioons. Sone
sections apfg@hgsmdai |y, while others appear weekly. The daily sections
avail abl e from Tge N%nspYor kK Tinmes onljne, for exanple, include "Page One
Plus”, "National ¥ % eeion ds 5as] eptionalyorgifiny its S‘E%ﬁ’g}eh%%‘ﬂ“"ely (o t59rY | vi ng",

" Technol ogyédjuna pdlofghpontngticallf fie. e llimitfon v Ainbahif @2g89.Cinil B gesiral Spoibf i C L0 a
publicati OdF, adva'ﬁslﬂg, e&ﬁé{? qga%taa{?gl); (csé'l qﬁg%t nor;l;lglﬁ Iévﬁ %g{) 81agun?er1£a% éhe dai | y
newspaper by creating custom sections, each orie draw ng on "a y Tufrber ~ of
news stredtfs" tom sections night be created for e-mail and friends’ N
PP028- SG 30 annoWhRcesmeriss oﬁﬁbﬁﬁl&Sﬁmdesaprei@fencfe(ﬁframinﬁlﬁlﬁei’ BOhARNELAEBHS L or
specific tppi oGl ea t r eader
optional | y‘”p%%)ajgémgleg‘gﬁ;&ﬁg%r ?sr?gzlees gi%‘ﬁ %eal?y Wm{)? {re ggf) mé thqrﬁgraf“ple "redi um

or long), fﬁ?‘“sr‘ftﬁﬁ‘ﬁﬂoﬁ@&‘m“‘j}cﬂfﬁ“e as a I|mt on its nunmber of pages), and the
desir Ied Ior oport i an ariok naguRé fbd: &hﬁ?@ (oddichifP in Giti@bds trarbibndQd }ﬁatéﬁ thgi_ ﬁxﬂli:tﬁﬁ‘d I
nor ma oW, e rical rcent age) e reader also
optional |y’ hisﬁl?angl}sgt%ma% EPRRRE Yofp(mwde P@eﬁé a‘ﬁ‘ﬁ r VOIS HOR PRBFOPEAS ¢l es or
a smal | nuibier lsdﬁieqtf@ﬁqefdmartq theteedst’s Eadlhe wrder @h epepify d “dedihd age'Vwhidhtiekes (or

edi t ed) Hp@@cteﬁbes{;@nkuamdgl&a@@g forms to support this preference. An
article may al so.b or e in different versions to match the

ed
expected sophi sﬂg e(S.) WL‘  m % i F@f’gdﬁlg” FoFeeERhgPEotigeddp stn et Ard dren' s
and adul t sffachvie#ssgf@ﬁsuseflihlefe@pme!ﬂfauattey ary dqligéraino BISreEelln'esﬂibs&&beﬁQﬁ ptidding to t he

reader's aggr, sﬂkettsgﬁ&%smﬁaiﬂsﬁﬁs%bfs&bas Gigadi ng age" which takes
precedence over ’E}l?e ical age. The articles which make up each

section are sele 103?18’ ?5? i toisl"é’}’rf%r&tebﬁle et gptignally rfgableegllporaiveyssi gned
a usef ul [filteuxe} ‘Bhas is Byn eetiaiub tartiblaeyhidravededuificefitBdodsQifdime. Eaeﬂ ¥ Which

subscri be rq%aif%ﬁopgoll%}aﬁ% ﬁlt%g %rmnéy%ﬂ?ﬁﬁngtbgnoﬁﬂ%% P4t %t;[ ! t’l?]ﬁi) Qt fhe

subscribers' editions. In sections where’it 1Is apprO{) reader may
opt i onal |y EHaRiean easY thatsieat T and; RiptPd h gakingf morg ke yrﬁf@rreﬁlsrpmlkémthﬁro
articles \MmacehhehaME a sufficiently long lifetime. Each article which

qualifies for ,%\Juapsoﬁrﬁﬁ E\L/%ﬁ pt‘l!)ljltleg %cp 910!1 %1fg1rﬁ1|e£] t.':u‘ef: qhe\{'\é:fgrp eEfa ElVel)g 009191 t:,[rgins at the
end of the artic
essential reading by the editors and are delivered to most relevant subscribers.

The reader optionally specifies a serendipity factor, either qualitatively (e.g. do or don’t
surprise me), or numerically. A high serendipity factor lowers the threshold used for matching during
collaborative filtering. A high factor makes it more likely that the corresponding section will be filled
to the reader’s specified capacity. A different serendipity factor can be specified for different days of
the week.

The reader also optionally specifies topics of particular interest within a section, and this
modifies the priorities assigned by the editors.

The speed of the reader’s Internet connection affects the quality at which images can be
delivered. The reader optionally specifies a preference for fewer images or smaller images or both, If
the number or size of images is not reduced, then images may be delivered at lower quality (i.e. at
lower resolution or with greater compression).

At a global level, the reader specifies how quantities, dates, times and monetary values are
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can provide an easy choice (e.g. "liked" and "disliked' ), nmaking it nore
likely that readers will bother to rate the article. Articles with high
priorities and short lifetines are therefore effectively considered
essential reading by the editors and are delivered to nost rel evant

subscri bers. The reader optionally specifies a serendipity factor, either
qualitatively (e.g. do or don't surprise ne), or nunerically. A high
serendipity factor |lowers the threshol,d used for matching during

col |l aborative filtering. A high factor makes it nore likely that the
correspondi ng section will be filled to the reader's specified capacity. A
different serendipity factor can be specified for different days of the
week. The loedickdr Thid is@lvepipidisiak Wietsp edis hiedmpdrialyir eitriof 2 pal ﬁﬂl&bﬂe&hd hﬂﬁé er est

W thin a sgebhoflia mﬁcmc§ anmémal tﬁéloza&lgu&{aogsut b i SRR g&e

editors. The spee he reader's I nternet connection affects t e quallty
at which i hagifeEet ‘E‘alﬁesﬁ’@ de‘H’é4?%‘ihéﬁade"iﬂém}*‘ééﬂéefaubpt| onal |y specifies a
preference for fawedudeiagas ditffouliatlsal by ﬂm@@&lgﬂf tHaQdaer obﬁonaltyhﬁecrﬂdnber or
size of i n e deli vere

qual i vy (i ookl Rl T b RAP o TP G OBk MR g ST

gl obal | evigformatippeis peseppreqdatedraiehdhipass- hom/quantltles dates, tinmes and

monet ary val ues acﬁeelahBE@Zﬁ xﬁ@h%n&xﬂqﬁbmnﬁﬂ is Eh&lﬁheﬂ n%alﬂéee%rr&p&einé Ydxg
whet her units, are i i mezone, and

and a1 ocar R aplPes il R PRt PRSI B &L

t ransl at i owtrage Swfﬁwabq C@Fﬁgureff h@%ldmmn@h@mé@mamew@@mwmeb duisem t he reader's
locality byzdef ahb&san?ﬂsL@&Ai%uéneﬂsﬂmeﬂﬂmfd‘i culties caused by poor

eyesi ght, the reader o |o,nal ecifies a ob preference for a |arger
presentati on. ?ﬂ ‘éar‘f&“ i i Lc?éeﬁ'i @‘t‘fg EfgeFtdlﬂi’FgP‘Vem%\‘??dcqn@%ts

i nformati dwcaius: @mml@uy anceéaerXplpvag:e edifbhi@ cbragxg Teaayd ails) fonkatample cari eWs

publicati Ojﬂoréﬁk !@I ﬁeaeﬂ,a &g sa:ctusn {agfas%%ﬁép@%max&e%fme eﬁmﬁﬂeoﬂtgm t$ S @
property o the gﬁ&&& atl on and not preference expressed by t user.

Hovever t"’r‘i‘éemSFfé /B the s e i PGP dtect lgrep et el raadfrw&ﬂfc
transl ati ofighsdemugrgd®s.i N vari ous gui ses. 2.2 ADVERTI SI NG LOCALI ZATI ON AND
FCETI NG The PCERQRA! @A Jipeld 'y BEIAAL bAlochRNLAMenlLLREL | oclf OCLs e
adverti sing content because vertising Is Xpl ca apced to é& | oi t
the edi t or{esmipss Mreity f‘i’rpé%‘flafasﬂ‘é“cesf fﬁ‘aﬂ@*ﬁ&ﬁplaé pgfiqlar W@tslqﬂﬁép%?e% appear
in a travedssosigted witithd Ih@hcodsiphad @virohhen: \[Rindgabics tdiemelgchaitiiddrest@nd ent to
an advert ublisher) lies inits ability to
attract aérgogguﬁ&%e?%glg{s%& endl%gé\n%’ﬁ?t he right denographics. Effective
advertising is ptaceurdlsheitentsarpiiabls prpdyetas pdvyrtisired sphevioy malshiiresysiotabeal ity
det er ni neSenﬁtly(a&brﬁiiﬂed/b{E e mn&atl&w RberHBit beRge, the Shadtli kadeRh; its rélaglsHpar ti cul ar
interests and concer vaqtb%qoradvenlsi he | ocal community and

GS € pa%c a{f F
envir onrren etermne gener interests and
In the netpage system, the netpage pubhcatmn server computes the approximate multi-

dimensional size of a publication’s saleable advertising space on a per-section basis, faking into
account the publication’s geographic coverage, the section’s readership, the size of each reader’s
section edition, each reader’s advertising proportion, and each reader’s demographic.

In comparison with other media, the netpage system allows the advertising space to be
defined in greater detail, and allows smaller pieces of it to be sold separately. It therefore allows it to
be sold at closer to its true value.

For example, the same advertising “slot” can be scld in varying proportions to several
advertisers, with individual readers’ pages randomly receiving the advertisement of one advertiser or
another, overall preserving the proportion of space sold to each advertiser,

The netpage system allows advertising to be linked directly to detailed product
information and online purchasing. It therefore raises the intrinsic value of the advertising space.

Because personalization and localization are handled automatically by netpage publication
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preoccupations as well as likely spending patterns. A news publisher's nost
profitable product is advertising "space", a multi-dinmensional entity
determ ned by the publication's geographic coverage, the size of its
readership, its readership denographics, and the page area avail able for
advertising. In the netpage system the netpage publication server conputes
the approximate nmulti- dinensional size of a publication's sal eable
advertising space on a per-section basjhs, taking into account the
publ i cation's geographic coverage, the section's readership, the size of
each reader's section edition, each reader's advertising proportion, and
each reader's denographic. In conparison with other nedia, the netpage

syst em al | sWwerst cadzatistg taegimgr spareidecriitarilydtedad vedbragn ofbedtat@graghetaad | , and
al | ows  sNBduBfraghice GBS subequcht dﬁsﬁ’gg@@ati%ﬁ)ls(éffﬁﬁﬂ@é@ﬁs@itYS'auJoﬁlatl:cﬂﬂﬁs%aﬂgs% rgtlré ows It

to be sold at. closer its true value. For exanple, the sane adverti sing
"ol ote can BETEEYL0T wb@ﬁ?f@if’ﬁiaﬂl BB O RrgePeg o dAR I firectly dondis ddvapsne. wi t h

i ndi vi dual Evee thdesh dhe apraegining segreghiriistakirgaaiopbiich dfhadveisiveik tongp pibidher®apne
adverti Ser el e SAANRE6AANET P bESE LA AR PLORIILLN 18] .FRACE, sO! d tO

each adverti ser. e net page system al'l ows adveéertisrn

directly t&EO{%RFeE B ’cS‘gl]’i‘Pfhafyi RGPt eBTS e PEibieeans uray Hrdest thy.same

t her ef or e adadrdsesent enuitiplepibilisitionsval ue of the adverti sing space. Because
personal i zation gr I i re. |l ed .qutomatical ly b et page
publ i cati on Nppogé*f“'s"éﬂ,%%%“% é‘?‘ff‘é?@?"%‘éﬁ IJ;%{\}%? eipé'?‘ﬁag“"%&aalrbee‘é‘%r g?m%eéﬁlaﬁg(gvi de
ar bi t r ari | BFepRrwhin thegvklicaipa’s grditnselisoupisangitdistmyse decpubligativn g pdyottipins spacklie
subsequentmdh &afg»?&.e\g_ﬁteii@?ﬁﬂg&h@fhllﬂ ?dﬁip&ﬁﬁiesbﬁﬁ%ﬁﬁaiﬁoﬂs%eﬂg&ngﬂ%&%@, bévertidild S nakes
it nore cQst- ective, for, publishers t al with advertising aggregators
Lhan o di SREERY g ol hehCor e i N RS P P Org

aggr egat orsuppstitigk thesg neeqiintsp® rindlusipe ohipmad vier witwiated aveipen ofeadvprtitilel her s may
find t he_ Cbﬁdh@ﬁo@fstahfculW&eEi@ahleQ&Cﬁﬂ%ﬁcéﬂfemt (k}eddwﬂ%@i}l&fs Bifidul é\ei)&zﬂ@)émﬂf
aggregati oagioun'{sh m%dveertfés‘s' ng. 3’%%& 9 for .acts as an internedi ary between
advert i ser’ @ Shef" BB SRarsmatler g’%’lzﬁlcag"epﬁgn?ﬁwe advertisenent in

mul ti pl e publ i caPhawmicenient hasbepworepdtiated ttherngerédamt capidreping edinwirtadienisaneaet page
publ i cat i ad EaddhEonTREBage ARKEXCoRBndithly, Bk ABEFE M coldlmb REIRURLE &ahd ON' S

traditional, counter parh, _becausgm%he publication's advertisin space is
more conpl’ &2 ANEHE PYRGHTN RSV Ithe pgnER Rblifiens seprr uy ot cath BRS bet ween
advert i sermssomlippe piblisitiongit piglg tjreederto pdeintheptifodn dhermge Al lkevepr ef erred f or m of
t he net pages syst gspaBra¥Lees sone automated support for these negotiations,
i ncludi ng support for automated auctions of advertising space. Automation
is parti CLﬂ'%\ﬂ y giaemation Biltedng  he pl acenent of advertisenments which
generate snal | Erouenbsliafion FIO@WE and bitd paBicaad Feli@r onhinghboyimb@ Galukeged

adverti sergFégképr MG RhRG S RAL.Nas been negotiated, the aggregator captures
and edits the advertisement aid records it on a net page ad server.

Cor r espondi ngl y ,PUelis&iop eistop&REs r ecords the ad pl acement on the rel evant
net page publ i catcblmBors®t fildring VWBOR t he net page publication server |ays out
each user’,s contact details

. presentation preferences

The customization of a publication is typically publication-specific, and so the
customization information is maintained by the relevant netpage publication server.

A collaborative filtering vector consists of the user’s ratings of a number of news items. It
is used to correlate different users’ interests for the purposes of making recommendations. Although
there are benefits to maintaining a single collaborative filteting vector independently of any particular
publication, there are two reasons why it is more practical to maintain a separate vector for each
publication: there is likely to be more overlap between the vectors of subscribers to the same
publication than between those of subscribers to different publications; and a publication is likely to

want to present its users’ collaborative filtering vectors as part of the value of its brand, not to be
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personal i zed publication, it picks the relevant advertisenents fromthe

net page ad server. 2.3 USER PROFILES 2.3.1 Information Filtering The
personal i zati on of news and ot her publications relies on an assortnent of
user- specific profile information, including: publication custom zations
col | aborative filtering vectors contact details presentation preferences
The custom zation of a publication is typically publication-specific, and
so the ~custom zation information is ngintained by the rel evant netpage
publication server. A collaborative filtering vector consists of the user's
ratings of a nunmber of news itens. It is used to correlate different
users' interests for the purposes of nmaking recommendati ons. Although

t here are fendebsiwhsret Goliphmiativedilpiinggeaersirntbrefors elsé mbigriaddiby ¢he frdldvire nétpage vect or

i ndependenfbiyca@fh @y particular publication, there are two reasons why it
is nore practical, to i.ntain a separate vector for each publijcation:
there is likely P85k HRIFemdudne 1genEeqetdfrersn ¢ Exdeoitde grutpp slepiBer s t o

t he sane pubtr,eatzlobd by laaure, bdbhweeinainkdne ebagasesichensr.t o di f f erent
publicati ons; apf’reﬁn%glﬂr&éénlcégpinl:ﬁdhllgl l!ﬁgsls% II(?lantl\fYQsptdatésoan? rtigl%é? e llilite:\§ris¢=,U sers’

col | aborative filtering vectors as part of The value of 1t rand, not to
be NPP02gelde asdmpighiped uhesoip®ie. Col | aborative filtering vectors are

t heref ore al so nEhetbalinaed obydvirhengralcesnnt oy PaIGated i tHe i atdnR dsBilsy er .
Contact d i | i : [ .address., ZIP Code, state,. country,
tel ephonee&}glhh%gfése%ggdvg% So'%g%gflé eéstg %E lél,%méartf %F%asrcrhétf?\ éll% n%"&a%’ym agtaﬁet page
regi st r at | $PsdEPPpe Profeias Wit guglitadtedodit es such srage raiga andtitromerapgsr
quantities, dateporakie istriBio bR td tek@l\petBnal Gkaion 8P davamikiid tirgded, the) t he
sanme way. J}a%a{ignc%lﬁjzm%.legrb o&e @Qg{{erttnlea nqerigrl L es. on ﬁ#% Lﬂ%cal ity i.ndicated
in the user s contact detar! s AT EPERTIPER NG &t "SATEPE LR relies
on per sonarfoimstiesy pdyedivng wwbhtargstodicnt the enpis bf the femographdteassocinted withathe ust'ait us,

i ncome, prapesgaparced€ducation, or qualitative derivatives such as age range
and i ncone range l;or t hose userﬁ who ct]ioo;snﬁ tq%ﬁr,eveal _personal jnformation
for advertising PUrpSEEE™ PIHE PPRPEPHRET G SPRFETIAT SidEde by PRE™IET evant
net page r ddintifiar.and dnndmeyegistation seive nagén the rgftiogsbiphbetiaad tempss slomp in

adverti si NGgean1Pe, bALASUE R QListin PRSI, Alpulilif: deiRasaRM: G A3806LAt €d with

the user's ZJP or ZI.P+4 Code. Each user, pen, printer, application

provi der dhy" bf)‘}dia(?gtllﬁﬁ‘ﬁn1S§Sp§%‘§1ikﬁ'ﬁ§ffpi’lf°§“°8vm unique identifier, and the
net page regi st r atichnsesi0 wey bavnihniad Rsddennekalf ponsiiopandetv@ar: milem  as
shown in Aﬁb\g H{y%ﬁmge]' of u%g's t_o%é: 1faﬁgh as%r haE ngéflt,ecg:lfaﬁltt fn@ltte'r 819669}{5 Qﬁalep%ﬁocﬁcap ubl i sher

is a special_ kind of application . )
publications are delivered by default, whilst pages printed on demand are delivered to the printer

throngh which the user is interacting. The server keeps track of which publishers a user has
authorized fo print to the user’s default printer. A publisher does not record the ID of any particular
printer, but instead resolves the ID when it is required.

When a user subscribes 808 to a publication 807, the publisher 806 (i.e. application
provider 803) is authorized to print to a specified printer or the user’s default printer. This
authorization can be revoked at any time by the user. Each user may have several pens 801, but a pen
is specific to a single user. I a user is authorized to nse a particular printer, then that printer
recognizes any of the user’s pens,

The pen ID is used to locate the corresponding user profile maintained by a particular
netpage registration server, via the DNS in the usual way.

A Web terminal 809 can be authorized to print on a particular netpage printer, allowing
Web pages and netpage documents encountered during Web browsing to be conveniently printed on
the nearest netpage printer.

The netpage system can collect, on behalf of a printer provider, fees and commissions on

income earned through publications printed on the provider’s printers. Such income can include
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provider, and a publication is a special kind of application. Each user 800
may be aut horized to use any nunber of printers 802, and each printer my
al l ow any nunber of users to use it. Each user has a single default printer
(at 66), to which periodical publications are delivered by default, whilst
pages printed on demand are delivered to the printer through which the
user is interacting. The server keeps track of which publishers a user has
authorized to print to the user's defaylt printer. A publisher does not
record the ID of any particular printer, but instead resolves the |ID when
it is required. When a user subscribes 808 to a publication 807, the
publ i sher 806 (i.e. application provider 803) is authorized to print to a
speci fi ed piviritingrfeayyclighybroyghdees.o>-cmmangd ¢conpissionseand trhivpgion et Haleipziated ion can be
revoked atmﬁ@yb;my@mbmmhﬁﬁmg§ﬁ&ﬂx£@ﬁgmyﬁpr may have several pens 801, but a
pen is specifict user is authorized to use a

use
particul ar print gf‘c?’ “feﬁé Eﬁét"etﬁargf ﬁ‘ﬁcé‘fm S%Dé?}’bcaﬁﬁ Bekto apRymypte pppEe-debitrand pens,
The pen | Derpdits (reehchsttimsd dsaibel inhie perdiespopdpigonse detpl 6l3, lielutng nin, ned by a
particul ar add&%tag@gﬁpﬂo 1egﬁu§cﬁ3£r§tgﬁo"3£1 p&?eli‘e\ﬂ% 816\/ in@lu&li\hepr%? depve fid H)% {éino}{"ay A

Web term nal 809 can be authorized rint on partlcu ar g

printer, af°fiBsF Ay ~yhs ﬁ%@’@%“"aﬁdﬁ"ﬂféi ﬁé é%@@ﬂﬁr&ﬁt@erén@@q&iﬁ& é‘ﬂ@'ﬁmdﬁ % ng Wb

- browsi ng t fingherie GnY en; € Biatyrit@g inivlde 819 Autorhdlieallp @@in@Sded B tHeag@enPrahBEr . The
net page sy er provider, fees and

connlsS|on%&%ﬁh&?ﬁ%%ﬁnggﬁﬁggﬂ ﬁggﬁ$%mghﬁﬁfca |%ns grlnted on the

provi der' s2pRi nt ERCriteSildst i ncome can |nclude NPP028- SG 34 adverti si ng

fﬁes click- throughmﬁﬁeﬁxcﬁnﬁﬂﬁﬁeiE@9Eanhﬁ§kﬂn$mmﬁmdmmﬂa&ﬁﬁaéé&moﬁee; | f
the printe e _us e user is rinter provider.
ench” user - AppSiEnas. e RS ehiiics b0 iR cE e een§ St D5 s Pt o

m cr o- deblﬁgmﬁﬁwfﬁ&#é@ﬂi§P$§E@ﬁea@m@hwgéﬁéeh@ﬁhbedﬂﬂnCbhéwgwemeﬂmmg

par agr aph)4i1.contact details 815, including nane, address and tel ephone
nunbers; ggal r§ferences 816, including privacy, delivery and
Iocallzatlon % any nunber of bionetric records 817, containing the
user's encoded sffighatslgmen@tﬁ@ns a hisigelipPRhbn 848 wirs; bebaiﬂ;]amhmngtlirrkg terodel 819
aut onat i Caddedindi® bl8de e byl M%&gﬁa}@ﬁ@m@wsteﬁﬁ is &%Mﬂm a GAL JadGGRuUNt s 821

with which e-¢ s can, be nad avorites List A netpage
user can nf’a‘?r?ffrﬁ’g]%g °di“?egtt°¥g§?h iy fhowp Bﬂ\}li?r“iafséjéagmmqflﬁ‘ﬁ% %o useful docunents
etc. on thé net pageicant Bamek Avdlre |ist is maintained by the systemon the
user's behal f It gjs naﬁag@ryuaﬁgmﬁsse@er Qat&ﬁaﬁsa OV ff ook %edgag%s 94 us@é?f errred

enbodi nent of mhlch is. shown in the class glagran1|n
Hi story LiRefsonpfized euhlipalinn o 5809 R seqtiopibagiso pigjee masy ad%efb‘?i‘tsé@dﬁﬂ‘ﬁ%?l of be hal f,
cont ai ni ngpré-fonksted r@ctangles, they are placed on the page before the editorial content.

The advertising ratio for a section can be achieved with wildly varying advertising ratios
on individual pages within the section, and the ad layout algorithm exploits this. The algorithm is
configured to attempt to co-locate closely tied editorial and advertising content, such as placing ads
for roofing material specifically within the publication because of a special feature on do-it-yourself
roofing repairs.

The editorial content sclected for the user, including text and associated images and
graphics, is then laid out according to various aesthetic rules.

The entire process, including the selection of ads and the selection of editorial content,
must be iterated once the layout has converged, to attempt to more closely achieve the user’s stated
section size preference. The section size preference can, however, be matched on average over time,
allowing significant day-to-day variations.

25 DOCUMENT FORMAT
Once the document is laid out, it is encoded for efficient distribution and persistent

storage on the netpage network.
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docunents etc. accessed by the user through the netpage system It is
organi zed as a date-ordered list, a preferred enbodi nent of which is shown
in the class diagramin Figure 42. 2.4 | NTELLI GENT PAGE LAYQUT The net page
publication server automatically |ays out the pages of each user's
personal i zed publication on a section-by-section basis. Since nost
advertisenents are in the formof pre-formatted rectangles, they are

pl aced on the page before the editorials content. The advertising ratio for
a section can be achieved with wildly varying advertising ratios on

i ndi vi dual pages within the section, and the ad | ayout algorithmexploits
this. The algorithmis configured to attenpt to co-locate closely tied
editorial and adVes pingingficert merhanisguis the aspaptiaodf nigoramdon spaific noo finglg

material spge Jdit)%@la}lcymﬂiﬁalﬁb@ st bR lﬁ@&m&ﬁeée&lﬁfaﬁse TR spleifiPRflliof €ature
on do-it- yoursel The editorial content selected for the

oqgfin airs
user, i ncl T8 F@)Pf‘gejﬁﬂutg%é%'eét”efﬂm?ﬁ’&éé‘?‘sﬁﬁﬁthe iy wlich thepagnlayevt i d out
accor di ng tefrsyiadiddigsmages griydick,end pdeesf telthe entire process, incl udi ng t he
sel ection of adSAa{égt Blk]&t %grlta%%t hlﬁpfo%att@(g téxp ép?elsenféﬁ)g.f\etﬂé xtelghl) é terated

once the | ayout has converged, nE to nore ose |eve

user's st at@FaesEMD gng by ’“ﬁ’l‘sé‘feesﬁﬂ?f&‘é* PEELS BSLY- BﬁLsﬂf%’é?/ epprefierceticb can,
however, bevenmit ﬁiﬁ.ﬁdnﬁgmdapeedemga)fweergmhhmh l:;challlel tmsmgn§deg whibh ﬁaﬁﬁca&asy to- day
vari ation e the | S

encoded f z?eméf) %’W i eh%ggg s‘%:g%%}tl o gt s Sé"?ng?%g%qﬂguage dees e en%le hi IIl(=‘3m°net page
net wor k. NPPggign.3@ %e@ﬁehyphepﬁﬁaﬂmteiﬂfaldcﬂémewﬂmﬁﬁl@m [ s t he separati on of
i nformation specixhiifagt @bjéct Sichd@h e inldSein s JIBBG LO0DNaAN bhsBS QfFREED Buaghar ed

bet ween nu lle users' editions The nf or consi sts of the
page Iayoutl[ rm?ﬁ‘egr ? CObetenc?dora?rzE)t%mSn S’get‘;ec%’f rﬁws@&%% At o which the
page | ayout ref ékreslayopiisdi{agisingp of Prmyle‘sof pgpeé;ymgesnd gaamblic plmeccselsnkeftextm A text
obj ect COMbﬁ:th'&hrfnlgh'MnJhotEﬂBJb}eaﬁl AbRXh Eﬁm&%@%ﬁdﬁa& Ish@sdmsdaepsidlaga Mar kup
Language (X f% ysi gﬁ/tljg Fxten i ble n ge L%XSL XSL provi des
preci se coht?of™" 155 ay?%l” 1o "i“ﬁ(jl 1”%‘16 ayp é‘setsé‘g“l"B‘PF"f nt o

whi ch t he fomnet suitsbleferiefigiestaisiribyiton eddl siorag¢. hi s case is being provided by the

| ayout. The text object contains enbedded | anguage codes to enabl e

automati c %’%s at i an -and _enbedded hyphenation hints to aid with

par agr aph 'f f9tpage %‘?“Fﬂ’ﬂﬁ@ obj ect encodes an image in the JPEG 2000
wavel et - bgsetaywatipriessed Attribgee T Or fat . Fobmgt &fphijc obj ect encodes a 2D

graphic in S | § Vector Graphics |(S tl. The layout itself
consi sts af %B}'ggﬁ s of placed img i%gl%{:@%ﬂ?c objects, linked textflow

obj ects t fP@gyh whi[dsitkext obj ects fi ow, hyperlijnks and input fields as
descri bed |above, anm,agg\@gjg({tqmm regi |§pEs 2obgese flayout objects are
summari zed—in-Tabl he |:\\Jln||1‘ uges a cgn:pact

Graphic Posmon -
Graphic object ID SVG

Textflow Textflow 1D -
Zone -

Optional text object ID XML/XSL
Hyperlink Type -

Zone -

Application ID, etc. -

Field Type -

Meaning -

Zone -

Watermark |Zone -

NPP028-SG




format suitable for efficient distribution and storage. Table 3 - netpage
| ayout objects Layout AttributeFormat of objectlinked object |magePosition
| mage obj ect | DPEG 2000 Graphi cPosition- G aphic object IDVG

Textfl owTextfl ow I D Zone- Optional text object |IDXM./XSL HyperlinkType one
Application ID etc. Fieldype Meaning Zone- Waternarkone NPP028-SG 36 2.6
DOCUVENT DI STRI BUTI ON As descri bed above, for purposes of efficient
distribution and persistent storage ongthe netpage network, a _ _
user-specific page layout is separated fromthe shared objects to which it
refers. Wen a subscribed publication is ready to be distributed, the

net page publication server allocates, with the help of the netpage ID
server 12,28 uni QEUMENT PSTRIBEMIN page, page i nstance, docunent, and

docunent i nst anCﬁ\s da- tﬁbe@ %oV@rfor%ﬁgéég @ﬁeff?me%?&mmutl&p&lld%lglgtg]t §H1Q§ee$nsth9 f the
shar ed contg}gt and channel for each subsét, and then

tags each USEF™- ngﬁg’(%cl ?'13%"5?355;‘8 B‘ig%?“ﬁlsf??@atﬁ%ﬁ%’%mﬁ?hatf%@mﬁ{ﬂ Whigee hannel s
whi ch wi Il carryWhhea giearied poldisttents rusleeh tpydisdbatkd, [dayopige pﬂ_ﬂlﬁatﬁﬁﬁe‘l\ef t hen

poi Nt cast Sut.&as, hmulstﬁé he'ip bEXO Ut B Lt 15:‘Sae£m 'f&te%h 4 ropriate
“?" 21 £ i

page serve and when the pointcasting is e shar ed
content on QF‘P'l’éen%ﬁ’géP?’f“é’Hmétﬁ‘&ﬁnel s. After recel Vi ng its poi nt cast , each
page server and [hd sther caiphiscs ishas obtimitdd eubitth tof @aShar@hanae!5d sRa&i {ied in

t he page lm%%hanﬁ%f rf&rrl%gcht slaﬁset %l t;mén 1 te%dh 1% rms%ecﬁia Qae e‘AI;IM%CF I?anmgs tlnnt er

extracts fromthe nulticast sftreans those T erre V'its page

| ayout s. THUUG Greneelswpich ¥illrairy the pharsd F%te&ruéqﬁhbv@aftlﬁéutr%é?f‘ofeﬂmpm)g@afﬁayout s

and shar eteacloséits@4ybuts to that user’s printer via the appropriate page scrver, and when the pointcasting is
complete, multicasts the shared content on the specified channels. After receiving its pointcast, each
page server and printer subscribes to the multicast channels specified in the page layouts. During the
multicasts, each page server and printer extracts from the multicast streams those objects referred to
by its page layouts. The page servers persistently archive the received page layouts and shared
content.

Once a printer has received all the objects to which its page layouts refer, the printer re-
creates the fully-populated layout and then rasterizes and prints it.

Under normal circumstances, the printer prints pages faster than they can be delivered.
Assuming a quarter of each page is covered with images, the average page has a size of less than
400KB. The printer can therefore hold in excess of 100 such pages in its internal 64MB memory,
allowing for temporary buffers etc. The printer prints at a rate of one page per second. This is
equivalent to 400KB or about 3Mbit of page data per second, which is similar to the highest expected
rate of page data delivery over a broadband network.

Even under abnormal circumstances, such as when the printer runs out of paper, it is
likely that the user will be able to replenish the paper supply before the printer’s 100-page internal
storage capacity is exhausted.

However, if the printer’s internal memory does fill up, then the printer will be unable to
make use of & multicast when it first ocours. The netpage publication server therefore allows printers
to submit requests for re-multicasts. When a critical number of requests is received or a timeout
occurs, the server re-multicasts the corresponding shared objects.

Once a document is printed, a printer can produce an exact duplicate at any time by
retrieving its page layouts and contents from the relevant page server.

27 ON-DEMAND DOCUMENTS
When a netpage document is requested on demand, it can be personalized and delivered in

much the same way as a periodical. However, since there is no shared content, delivery is made
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Once a printer has received all the objects to which its page | ayouts
refer, the printer re- creates the fully-popul ated | ayout and then
rasterizes and prints it. Under nornmal circunstances, the printer prints
pages faster than they can be delivered. Assumng a quarter of each page
is covered with i mages, the average page has a size of |less than 400KB.
The printer can therefore hold in excess of 100 such pages in its internal
64MB nenory, allowing for tenporary hyffers etc. The printer prints at a
rate of one page per second. This is equivalent to 400KB or about 3Miit of
page data per second, which is simlar to the highest expected rate of
page data delivery over a broadband network. Even under abnor nal

ci r cunst andedly tsthehaagingpater euphd ust gmuitigns out of paper, it is likely

that the user wi whelbanameaagteqoeua%meajastém agamar it ﬁqﬂpﬁa@oﬁsﬁkﬁrﬁd ihe
printer's i s exhausted. However, if the

élﬁ éei%ﬁ%'elnter or age capacit

printer’ Y€ n‘éfB"é% T‘F?“anlfﬁ"“t“ﬁﬁh r?f?’f@atbf‘ 4§ @FPAgF AUBERt fhabl e t o
make use aietpagenfwhﬁanma%rvwhem $peecidl | inssdnceO GIC 1l mStpagd pablik@top ageerp Thd ha@kd on
server t hefoﬁltagﬂlg se@s!’el' m@%&flédgé &' vﬁnoug Blte%épégc&mel;l dﬂHﬁﬁ;t ﬁclvﬁcﬁ]{ AcBBen}jl!’owaﬁg‘St S.

When a critical nunber of requests IS recelve out occurs, the
server re- %P‘P‘?"Eg‘g’f‘l%‘ 12 %ﬂye‘gfﬁ’s%nﬂwg %W%GH%%&%C cagyRfdI Mg eirent | s
printed, amqke bedlolihe Rightr PfobAbiCe HaPprigddBate ol ﬁrﬁs‘ehtoﬂéb@aﬁﬁ inadatd-do®@n By mat,

t t.ent 2.7
o DEAND B RER YRR ARRaEAN SRLE b S B E BERGRE "0 o

be personaﬂaﬁ%@@‘ﬁ%dwdﬁﬁwwofﬁaaﬁﬁfefﬁmﬁ he sarre way as a peri odi caI
However, since t g @k Bidafilasad: aaRt amdarddai)agyeéhymrsmameg mtuﬁ’é?%& SG 37

directly to,the.reque nte t hout cas
nlon net );;agedaemsmcergltg vaﬁasbllr%qﬁgl}emﬁg do\r,%mmﬂ%lnﬁ‘) B’aner Wﬂatéts R EPélriJ% taﬁ |hid§SbI and it

is delivemededes affaff@@sﬁfgvmﬂe@%tfpa’gethﬂ@rm@gpmngerse*i tberctpatyi rotp scwéror mat s i t
as a net page hdQ ke offhe nBELP9Em ok MR LdRE:. server is a special instance
of a net page pubgl cation server. The netpage formatting server has

know edge "of varPouS I nternet document formats, includi ng Adobe's Portable
Docunent Fbtmat CRDIPGRARMG Hypert ext Mar kup Language (HTML). In the case of

HTM., it can na&aptug%s'ph% ubcl & JRbeNRhsitlve DRIt rsomnstorggeﬁﬁwasa page to
present Wb g{ﬁ es In mul ti-colum format, wt abl e contents. It

can aut ongt'f® teypaf“ﬁ%tf’ﬁ&é"saa"l“?n Ve 36%1'@’8§1aﬁ?sr°§&‘WtSErE|PPWR§’éF“*iP6“‘?1‘?@ sfEHuest ed
page. The lugeryppanpiyund publickdyedrgprigephyy i e neprgf simedic aises Thth RBispAGE
formatting. makes standard net page behavior, including interactivity
and persistence, avai | abl e on any | nternet docurrent no matter what its
origin and f or mafecreikey Avpamanhy, dlstuelao ATsyaRS T BtRe gyc R sapokanit s f r om
bot h the netrpagel peiypt £mesaiael Twepanied PREGy Pagehase Mwehges naktdirdliagdase khow edge

of the netsgggs%,e%ﬁ%ggmefsgcgmey‘_éb servers. 3 SECURI TY

Public-key cryptography, also referred to as asymmetric cryptography, uses two

encryption keys. The two keys are mathematically related in such a way that any message encrypted
using one key can only be decrypted using the other key. One of these keys is then published, while
the other is kept private. The public key is used to encrypt any message intended for the holder of the
private key. Once encrypted using the public key, a message can only be decrypted using the private
key. Thus two parties can securely exchange messages without first having to exchange a secret key.
To ensure that the private key is secure, it is normal for the holder of the private key to generate the
key pair.

Public-key cryptography can be used to create a digital signature. The holder of the
private key can create a known hash of a message and then encrypt the hash using the private key.
Anyone can then verify that the encrypted hash constitutes the “signature” of the holder of the private
key with respect to that particular message by decrypting the encrypted hash using the public key and

verifying the hash against the message. If the signature is appended to the message, then the recipient
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3.1 CRYPTOGRAPHY Cryptography is used to protect sensitive information,
both in storage and in transit, and to authenticate parties to a
transaction. There are two cl asses of cryptography in w despread use:
secret- key cryptography and public-key cryptography. The net page network
uses both classes of cryptography. Secret-key cryptography, also referred
to as symmetric cryptography, uses the sane key to encrypt and decrypt a
nmessage. Two parties wishing to exchange nmessages nmust first arrange to
securely exchange the secret key. Public-key cryptography, also referred to
as asymetric cryptography, uses two encryption keys. The two keys are
mat hematically related in such a way that any nessage encrypted using one
key can ontfyheiessagecspnystitydoth diatibe mevasois brapinkay thaGnies wi bechdsed lamssiti s t hen
publ i shed, whilet.thg lﬂtﬂlﬂﬂfeyb tkﬁﬂﬁy RBﬂkV@érghasT(hﬁe EPHQJ tbgls!ﬁgl}fe klﬁ)hy?egg' to
encrypt any, .nessage |ntentdeckir "ﬁﬁ 9 der of rivate

encrypted USTHg the BublfE™ e’VIS%? ¥ Qﬁé“‘ﬁ%??ﬂgiﬁ?tif ceH@é"f‘i/i’J‘F@ﬂt‘e&ﬁ ng the
private keytificafhapehotityis qpasted ésd paty vhisk anlehtcaexibhangetiamdssageubiictidaput i r st
having to aﬁﬁ@&ﬁs@&% iBenfiS CFL8 berklflite antildPitySRASHES ﬁlethf@Jn GaGDb) X)&&L g?&éﬁdi Secure,

it is norng for th§ hol der of the private key generate pair
Publ i c- key™ErBEagT ﬁh‘i?eaf?%lﬂ“dB’é“stfsdéﬁﬂ‘altcﬁmﬁ‘fa@é?‘éa“a“&ﬁ‘iﬁefs% s @?“@W&F‘ﬁlﬂsé‘n The

hol der of Itdzb: keprAnyat @hk eysts taRrerdfi@ahahaitskiania taashtic @fy @thér&ﬁn_ﬁagewﬁ!mﬂ t hen
encrypt t hlﬁgm N M%&r@ﬂtyttﬂ?n B én\{lﬁ'é %‘héﬁXs‘t havég%?rﬂ? H&ﬁﬁ Oclelal%cate e” %egd lgf:tc}lf:jl t the

encrypt ed hash constitutes ture er o private
key W th r%%lf)‘ell?'tthetcﬁmfi‘ﬁ%a“tb% P”B‘?EP ligsg 358 kPR decr ypt i ng t he encrypt ed
hash using the plmhcbsc:trdﬁ&ytmaredmoh&ﬁdfntsf Mibigkel h@pth@ﬁplﬁy agaiynsdd b bexd@msnnge. |f
t he signat n the messa n.the re PP028- SG 38
of the nesgélgglgtge%aélgpo\%gﬁu% %lg?gﬁ “tha Stessfoﬁgcyrbresgg‘g cr%"t()&raﬁlﬁpl?'\'ese& Rt WSt it has
not been a“RE¥F&d in tranS|t. To make public- key crypt ography work, there
hﬁs to be a vviely homdifabﬁzin@%seusablb:cwhén K&é&&acé/\ﬁci};i ﬁEﬁeptb]?cb{eeEleaﬁe in@]&%ﬁﬁﬁ@ﬁ‘@ﬂ OnA
This is nar ne using certificates ertificate authorjties
certificat etngukl nobre}q‘feen%nse 2P B 2 PRYF d"%é‘ﬁ?@‘ﬁbﬂ’?m ‘Sa{{‘ﬂ‘ HERETE QPR ¢ he
connectio rfhmtvmémlﬁcafﬁu@ﬁﬁ@wﬂ@yt witindferserediratrsifiagantortty vseTthe pubbe keiyf | cat e

aut hority otehahde |k@55mttﬁka:eﬂﬁ5a&0t8 e)'%:hh@@ E' Eéc;eyseQYon%@{ﬂtl{]{hQ et G fhgnyusesdcf?& uments,

and t hen creates ns a di ertific ontainjng the person's
identity o8¢ S‘fssm al???ﬂ t°‘f5‘ Lk S ge ‘%ﬁy‘gﬁ S’WY’?'V &E%glOP 1fan %?N??‘E%%Ye
authority Seertﬂlftt@e the public key in the certificate with a high degree of

certainty 4jat 'NE#PSGWEEQECU-EWY just have to verify that the certificate
has i ndeed been é é[‘?t he certificate authority, whose public key is

wel | - known. n%?{‘  1° BiiieRTAiPpip fEiqresdentitig 4t emmfynaevaﬁ%\j#@p hy is
only used atr@tomdefatesl -ghlygiciaty in i pHingd bidésthaithatceB@atioh @dryer @xbhA NG iSECr et
session k%%Z 153@19&%& lﬁﬁé{ueﬁzrﬂegﬂﬁ%g HXter on tﬁé%l%%ag]é %twajkl gtsggnd IDplé“I OS es. In

the foll ow n i scussi on, ‘when re rence I to t € secure ransm Ssi on
of and 1s used when the printer is first registered on the network.

When the printer connects to the netpage network for the first time after installation, it
creates a signature public/private key pair. I transmits the secret ID and the public key securely to the
netpage registration server. The server compares the secret ID against the printer’s secret ID recorded
in its database, and accepts the registration if the IDs match. 1t then creates and signs a certificate
containing the printer’s public ID and public signature key, and stores the certificate in the
registration database.

The netpage registration server acts as a certificate authority for netpage printers, since it
has access to secret information allowing it to verify printer identity.

When a user subscribes to a publication, a record is created in the netpage registration
server database authorizing the publisher to print the publication to the user’s default printer or a
specified printer. Every document sent to a printer via a page server is addressed to a particular user

and is signed by the publisher using the publisher’s private signature key. The page server verifies,
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i nformati on between a netpage printer and a server, what actually happens
is that the printer obtains the server's certificate, authenticates it
with reference to the certificate authority, uses the public key- exchange
key in the certificate to exchange a secret session key with the server,
and then uses the secret session key to encrypt the nmessage data. A
session key, by definition, can have an arbitrarily short lifetine. 3.2
NETPAGE PRI NTER SECURI TY Each netpage frinter is assigned a pair of unique
identifiers at time of manufacture which are stored in read-only nmenory in
the printer and in the netpage registration server database. The first |ID
62 is public and uniquely identifies the printer on the netpage network.
The secondvip e jegistsntion databasq thdt thepublisbe isphiberizedte dgivermitegublicgiiof iortstspecigd st er ed
on the netwer Kne V8 Rerldd Serdtel B BlenfRORES He bOulBs PREPRIE AIQEMALL, OT the
first tine ghi}e[ i ngtal I at%ngg, i.t creates a signature public/private key
pair. It tPRASHSCEFUERE Sord dhe rresUalog debasepubl i ¢ key securely to the

net page regi str affhometwmer weistratidih @eree hacarts ©QRPA foesld tphieting eahetzatob: agaé nst t he
printer’'s $@6f€lo io%d’s%wrgﬁgsts abenitidi g%?p%ﬂ@é&erecﬁ@ﬂe GeEpts the registration
if the IDs.match. It then creates and signs a certificate containing the
printer's pobli c NFBASREEWSRAUREY si gnat ure key, and stores the certificate in
t he registrati oBadlatipdpapa.is abighedliniag SedtiBeH 1B lihAdf i@ iR RFWHich &CckcPedas A
certificat Y inters, since jt as ess to secret
i nf or mat i oﬁa al |:ova!rrlrl r?éyl? ]tihg% %‘Q\gléeirﬂi%%%e %gfﬁefglgtrm%fnasgﬁvﬁ atﬁif’as?'l\ﬁge e’éﬁ%gleurmqg%?bscri bes
to a publ i @eptifigsthe pgp udhcgrigage setyorbat ed in the netpage registration server
dat abase aut hori ai ®@adehien pablchsirer nurBerrintbagt Bty Bhd £ Blik@Nad Qubire, user' s
def aul t prlim%g,roformsaA %P%%ﬁ;;imeﬂ Spr.'hlnt er. Ever didgcumsnt, saﬁan1 to a _Eri nt er
via a page server 1's addressed to a parts Cadrauderraafgny S9eghdd® by the
publ i sher Wiginvgngeteé the grintprs fese'agem pridypsinter asg (yaisteres ¢hek exgularffrachpeg eessien ver
verifies, keMPROZBvEGeIGh Mndnils ARtk & S the Blult@ N ABLBDASE atwhi@hcd A waRp! | Sher

i s aut horltﬁead t 0. del |.ve1%| tﬂ]&gpﬁlgl i cati on.tg.tlgeé%pem fied user. e page
server verTtiresPtHe gy itaturs TP ATt B PHEM ®HEP s public key, obt ai ned
fromthe publi sherm goresarstsibnatie esmopragr it knotvkandeed bg pringt I anddairatease. The

net page I eghrdlals@libPkey 3G/ VEY pRAGAERES ini GAHE oS m.%o@%gveﬁrlhgéﬁuPﬂmé%ﬂgJ I zations
to the database, so Lﬁongndas_1 %}hose requests are initiated via a pén

r egi st er ed™P G X RSHIN R0 4l PrageersiieE pieRe Sptrramix ed b {atsuge pen is
assi gned a uni qu¥herdepenichm@rwitin rhrgeref Ofrinreg Nl AL bddrpeintahdiebivet ShedileOthed 1 N

read-only i ad . d L QR SELYS%
ot anaoe, “Eogollobdt 8 BENRNL ik Bl e ARAL)SELAMIEL, A SELLSL,

networ k. ATRE{HATe IHeRiskAR foncrutgle. bromtriboren SHlonetogatre wht  reisesd oastd a
printer cahe pricrof the prifii i@En0b kN e pd FEoe DNk GRIRS hdiadbmdic ped Nt er Vi a

a radio f rr@é‘}ém(ﬁ ro%édgx@alkﬂlx\@-ﬁ]%?}é%[ mjia}::t th ﬁnowvéfletpglil, ’ﬂmﬁ 1% gag%ees \%Ith 1‘519 een J ii Q)E'eer . Once
a pen and printer are regiStered, they regularly e %ange s&8sT 6N
it until the pen is placed in a charging cup, at which time 1t initiates the registration procedure.

In addition to its public ID, the pen contains a secret key-exchange key. The key-exchange
key is also recorded in the netpage registration server database at time of manufacture. During
registration, the pen transmits its pen ID to the printer, and the printer transmits the pen ID to the
netpage registration server. The server generates a session key for the printer and pen to use, and
securely transmits the session key to the printer. It also transmits a copy of the session key encrypted
with the pen’s key-exchange key. The printer stores the session key internally, indexed by the pen ID,
and transmits the encrypted session key to the pen. The pen stores the session key intemnally, indexed
by the printer ID.

Although a fake pen can impersonate a pen in the pen registration protocol, only a real
pen can decrypt the session key transmitted by the printer.

When a previously unregistered pen is first registered, it is of limited use until it is linked

to a user. A registered but “un-owned” pen is only allowed to be used to request and fill in netpage
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keys. Wienever the pen transmts digital ink to the printer, the digital
ink is always encrypted using the appropriate session key. Digital ink is
never transmtted in the clear. A pen stores a session key for every
printer it knows, indexed by printer ID, and a printer stores a session
key for every pen it knows, indexed by pen ID. Both have a large but finite
storage capacity for session keys, and will forget a session key on a

| east -recently-used basis if necessary, Wen a pen comes within range of a
printer, the pen and printer discover whether they know each other. If
they don't know each other, then the printer determ nes whether it is
supposed to know the pen. This m ght be, for exanple, because the pen

bel ongs tamaau@smﬂwhembsﬁmmghsmﬁmadn@muxwwvmmh&mpaﬁmmeﬁmmmmmmbempminter is

meant to k‘g}%/\édgggwg}ggmgggmgﬁgﬁgr then it initiates the automatic pen
regi stration procedu rlnter isn't nmeant to know the pen, then it

agrees with the p&hPEH “?eﬁﬁB?‘é"keﬂ fathshthan pulic-ks nenpryption heesei A arevR gi ng
cup, at whpeetbrtahcreonsitaintstin the pines t he regi strati on procedure. In addition to
its publicg4D tBEUREBGE ins a secret key-exchange key. The key-exchange
key is also recorded in the netpage registration server database at time of
manuf act ure. Dur i ifgnetRegsy PSER PRoTS the [elisenoft Seas Adcpmenst sychy amntiqkpss tapd t he
printer, adupobd) @hictpageeriner adhsded 4 Heilite ;ﬂ&ﬂw&t@mﬁ&s biGyill By W%a&&l%sﬁt ration
server nera sess e ter.an to use,
and Secu?%ﬂnﬁll;sgers 0 are su a%?y Sag S%riz% A [ é)uh%syer {n%lcatesrltls ?]\.Fl‘lé){lgr t(r]E éT’%t‘B'B‘?IPSansm ts a
copy of tHé“%@é@%wk@yth‘emwﬁeyp?‘é@mawwmtatehe pen' s key-exchange key. The

printer stores thg SR&&HAR bAMink rgr&kaaaﬁswanlanslﬁa&e@ dbyertmup% speklfied @Nd
transmts the eq(g%ey sessi o the en stores the session

key inter nar e @)r%seog the gagey g‘ ﬁ%‘ilﬁ °s e ﬁ‘?‘ﬁd’ﬂ‘{fﬁ E)Véte’?’%éegboé‘ﬁw}&‘&’h
i mper sonat Cemezdﬁpefhml muintedh €Chp @lither egtnsfcs rugddi io redg mstt e bagesO Matgmardy egibns axen can

decrypt t hes@,e@&Ip%u&%ymkeeaﬁmﬁekﬁ@eme feBEns el vﬁtavgc{to e%ﬁ&h@vﬁ%?%bﬁﬁ%sl y
unr egi stere}gu%en is first registered, it is of ed use un IS

| i nked dprintgt ek st ered but " un- owned" pen is only allowed to be
used to request arciidtslsinilar thetp@gerk iINBROGBaBGsHD whselbokingdt abibne figd stration

forms, to Jr@gbsbahd RioREWet S el O 6nd g 2EW Pen is automatically Iinked,
or to add a new ga%n to an exiSting user. The pen uses secret-key rather

than public-key €8EYSIPEoPREM &Robhe %%}F‘lj%é‘ﬁéhe iy pnREsRoRY Besh¥is i nts in
t he pen. $e¢nﬁﬁmomms&hﬁdﬂeb@§ggnﬁ#§€s em@d@mfaie$hdt&ep1&§| ivery of

a facility to print waternar so on re ues
publ i sher shafHe dclide the gmp yah%twb thb das T??é‘mtﬁ‘u‘h*rep dhieeyseri rnwte%dt esmmcs

authority xmemﬁﬁdnrmhmmaﬁagafeglstraumew&rsaseeaﬁuea inGadién 2.Whi ch the printer is
able to authenti %gn inti FO0cCess u alternative

t er mar k e
dither matrix in Sp é?s?nl?e% A secPre n%argﬁ Boc:}lméegnli g% Sr caafenﬁ &;nan verl zs au%té é:&ltyt o- back
pages co ntbalf?ﬂ“?ﬁi?grltﬁﬁtatumghﬂ Wbl eveyrdhkuniqug I pisa spprircdpoument i ls only valid for the

lifetime of the document, and secure document IDs are allocated non-contiguously to prevent their
prediction by opportunistic forgers. A secure document verification pen can be developed with built-
in feedback on verification failure, to support easy point-of-presentation document verification.
Clearly neither the watermark nor the user’s photograph are secure in a cryptographic
sense. They simply provide a significant obstacle to casual forgery. Online document verification,
particularly using a verification pen, provides an added level of security where it is needed, but is stilt
not entirely immune to forgeries,
35 NON-REPUDIATION
In the netpage system, forms submitted by users are delivered reliably to forms handlers
and are persistently archived on netpage page servers. It is therefore impossible for recipients to
repudiate delivery.

E-commerce payments made through the system, as described in Section 4, are also
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coi nci de when printed. The dither matrices used in odd and even pages

wat ermark regions are designed to produce an interference effect when the
regions are viewed together, achieved by | ooking through the printed
sheet. The effect is simlar to a watermark in that it is not visible when
| ooking at only one side of the page, and is |ost when the page is copied
by normal neans. Pages of secure docunents cannot be copied using the
built-in netpage copy nechanism descrjbed in Section 1.9 above. This
extends to copyi ng net pages on net page-aware photocopiers. Secure
docunents are typically generated as part of e-commerce transactions. They
can therefore include the user's photograph which was captured when the
user regi simgeseible ir Grrpdyed 10 repidifior mat i on Wi th the net page registration
server, asgdescrgfegrdnt SSiiereEMape WIEN pPresented with a secure netpage
docunent t he recipient can veri Its authent|0|ty by requesting its
status in he usﬁ%‘?“ﬁig ECTRONC TRANSAONDSEY) a secure document is only valid
for the lifeti mheofetpagaeyﬂ@cmeme Sectit G LGI BalRGsBRT) dyflsn & hedk kpcat ed
non- cont i t ction.b p ortunlstl forgers. A
secure do%}&%%% ¥y8te?l|s ﬁ%%%n peglh d?:vgﬁpebe Ydevel o %5‘1 4 Qiseh b orgf“flze i Feedback
on veri fi cRYPEhoards, g is I’Fféfcﬁgﬁp@rt?ﬂn@a@gv HBWGI’YFT ofichf Tesemﬂatla indepeddroti ment
veri fi cat id¥ihe tyob 6fkdoynid ik GRE. t he waternark nor the user's photograph are

secure in a cryp a ) ovide a signifi t
obstacle to cas ufnl%%;r béroar%@dersaﬁ m}@mﬁ g‘tsﬁ’fe“ﬁ{g a\?‘gﬁtlﬁ‘? i @49 nd g’ﬁﬁ?“f"??ﬁ’& arly
using a ve?eﬁlﬁ?ﬂéeatci)wwhelr pbysigheredmnysadlttedrtifieareutiofity yerfiss b toyrdiwhiere it is

needed, DbutgiduStichldethils withQlie @Rtitshd by appfSPRHRE addQefiRE 9 Slelcfimit's registra REPUDI ATl ON

In the net system forns tted b users are delivered relablyto
f or ms hand‘ﬁ %%ge vl ﬁrﬁgprﬁ’é‘latgl%f‘gﬁ@‘frilmﬁﬁ? PRPEPOFINSTIEREREe BaYe siguier s.

i s t her ef dice spappbgitlsir cotbrutersy Rwing ihe pdysiettprocese pﬁsilcahﬁcatdeire wsed i mubzalyo nrET c e

paynment s @Gt OHGhad B8 SURIR nddS alBRE 5L bmbdt@m%%g;y.. é%%r e al so
NPP028- SG41|EE§)%i|blefor t he payeeto repudi at e FETRORI ¢ COWWERCE

MODEL 4.1 SECU TEEIRRERPtsn TERIRE KISt - axytly é@?‘)ﬁe Plodamsinisaaneseftkeerses t he
Secur e El estifiaws s toaideal birdmsdrSE Tterigy sdl@ionsa $/hith erafdfaini t8dholp@yle@NtndSy St ens.
SET, havi neuReRlaARsLaRegvdile MIRIRE 00 A bRl QLIBAL Fed. ar ound
payment cards, and this is reflected int term nol ¢ ogy. er, much of
t he systeﬁ?:3|rﬁﬁﬁﬁﬁﬂ@ﬂﬁ of the type of accounts bei ng used I n SET,
cardhol ders and helfech@fnt Syste@iGhsSlephge\bboishatidn €@vet hdtd 6 abxpfsk moOhdlye @pd are

i ssued “‘Rﬂ:mﬁ lﬁm&-ﬁ%ﬁ§ qﬁﬁhp&gglthelr public signature keys. The
certificate aut ority ver es 4 cardhol der' s registration details with
the card issuer H$ngpise o atee biomeidesyequthpytisae te prarranth antitorize SESghwteniat i on

details Because the system is pen-based, the biometric used is the user’s on-line signature, consisting of

l_n:

time-varying pen position and pressure. A fingerprint biometric can also be used by designing a
fingerprint sensor into the pen, although at a higher cost. The type of biometric used only affects the
capture of the biometric, not the authorization aspects of the system.

The first step to being able to make SET payments is to register the user’s biometric with
the netpage registration server. This is done in a controlled environment, for example a bank, where
the biometric can be captured at the same time as the user’s identity is verified. The biometric is
captured and stored in the registration database, linked to the user’s record. The user’s photograph is
also optionally captured and linked to the record. The SET cardholder registration process is
completed, and the resulting private signature key and certificate are stored in the database. The
user’s payment card information is also stored, giving the netpage registration server enough
information to act as the user’s proxy in any SET payment transaction.

When the user eventually supplies the biometric to complete a payment, for example by
signing a netpage order form, the printer securely transmits the order information, the pen ID and the

biometric data to the netpage registration server. The server verifies the biometric with respect to the
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with the acquirer as appropriate. Cardholders and nerchants store their
respective private signature Kkeys securely on their conputers. During the
paynent process, these certificates are used to nmutually authenticate a
mer chant and cardhol der, and to authenticate themboth to the paynent
gateway. SET has not yet been adopted wi dely, partly because cardhol der

mai nt enance of keys and certificates is considered burdensone. Interim

sol utions which maintain cardhol der keys and certificates on a server and
gi ve the cardhol der access via a password have net with sone success. 4.2
SET PAYMENTS I n the netpage systemthe netpage registration server acts as
a proxy for the netpage user (i.e. the cardholder) in SET paynent

t ransact i owsr idepiBednit tharra 1By sddramubhesonbicts me tihei ieg s tpeoxa it fremtetigathe SEhe user
and aut hor pZ@enpkhsfRBMENt S. Because the systemis pen-based, the bionetric
used is th% userg@ g,llne signature, consisting of time-varying pen
position i3 pre TPe AYKE'\fTPngerprl nt bionetric can al so be used by
designing a fi ngks ptoage sysensoludess @ingclahion e npicrabdyimentg o atowa;hemsghebe cost .
The type Ofo,Rhh@REt mm%em)?qmeﬁutgylo@fcés?%amwse on GRRIYH" R4 Hr égﬁg ﬁ,gﬁghgl ¢ tnot

t he authori zati on aspect he system The first step t o]
make SET pdﬁ'ﬁ’éer‘ﬂs’sanfl §°‘°‘P‘Blyr"’{§@ tosgliey ﬂieHEerd% B reinbyisesinfat ‘T”‘P“E’S%”tchrfedtlﬁémﬁlé% page
regi st r at i ginergsp\iererial Thie &uttérslepdii en ihellegel snﬂisrdgahlkeedr pevided @iREE., for exanpl e

a bank, where t Qﬁlelpltﬁ%rrﬁte; Eglstgr@nfop Q—c&xﬁﬁ)e%ér gqme%ogé ac% d.tsns 1E oL hfrs%ec?‘ ¥ 1%1? e user’s

|dent|ty|s verified rometric I's capture tored 1nt
regi st rat | WHTHES AHASBYTFIH By vThropthes a%&emgnt Pé@d?&&lﬂf i, 4nd spn %eﬂbhlex ogr aph
is also ommagdewmmeumgih@aﬂd&dﬂm&th&hm record The SET cardhol der

registration proggss.is _conpleted g resul.tin plvtes ature key
and certificate are eévfroorg n c"‘?fnhbéa’ TEPS B aggre?ﬁte subgeigion, streepsaornﬁcr?to‘!hgag

i nf or mat i ofhifhsvoaldglso ethegiiaabe P@F‘Wteﬁ@ therpger H’éhepfa'g@fmégldsql ptaftianty. Ser ver enough
i nformat i o4t 0 aTka@achide user's proxy in any SET paynent transaction. Wen
t he user event ual“}hg supp the bi.onetric tq conplete ment, for

exanpl e by signing a nerf’(i‘)legs $ISPHRS /T 3 B RRiepn ekt &g 8‘8’? 0P 15 PGy s i ¢
t he order fenfbadamsdronecific ramsagion IPDS dribe page Sulieqent inpitchralmh dhe pagetihraggaet page

regi st rat i ith (8kMEtion THQnBBE MBlicall@lid thir&F abiD® LbFBabfropial Rok&SBERS tO the
NPP028 SG 42, user identi fi ed y the pen ID, and fromthen on acts as the

user's pro¥¥ % onpl eting the SET payment transaction. 4.3 M CRO- PAYMENTS
The net page syst & inpdt udhes taourk e ragsi vdiohfipnot wbee sroeifi@ ymesvers the tygpliedibrow t he

user to bemusF&@‘t’H% %&@wueq&a&tg@,desmfsh paan&&e ﬂgyﬂw%x yseleloll g%ﬂ demand

and for co copyri document s, and possi bl so to a user
to be rei %g‘&P‘F“g% "é'g'ﬁ% RYE L Huser s digpal ﬁh‘}?P‘f‘%ﬁﬂngT o Péi‘?ﬁ?éﬁhf PSST MR ivARLE er i al .
The | at t erhogrepe tiatsmigue vsdr@D bekrelvn of thanthpsiedystad i eadivrulpsday bypbchidme. ThiRes user .
Wen the UsShekGhilet SpliRhiof SRR £ AuPSLULL, IR SoiRlA] | shed

whi ch ag%egat es m cro- paynent he user” recelv
regul ar ba¥P&ioraldip can settle any

The netpage registration server instead maintains an anonymous relationship between a
user and an application via a unique alias ID 65, as shown in Figure 24. Whenever the user activates a
hyperlink tagged with the “registered” attribute, the netpage page server asks the netpage registration
server to translate the associated application ID 64, together with the pen ID 61, into an alias ID 65.
The alias ID is then submitted to the hyperlink’s application.

The application maintains state information indexed by alias ID, and is able to retrieve
user-specific state information without knowledge of the global identity of the user.

The system also maintains an independent certificate and private signature key for each of
a user’s applications, to allow it to sign application transactions on behalf of the user using only
application-specific information,

To assist the system in routing product bar code (UPC) “hyperlink” activations, the

system records a favorite application on behalf of the user for any number of product types.
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out standi ng debit bal ance using the standard paynent mechani sm The network
account can be extended to aggregate subscription fees for periodicals,

whi ch woul d al so otherwi se be presented to the user in the form of

i ndi vi dual statenents. 4.4 TRANSACTI ONS When a user requests a netpage in a
particul ar application context, the application is able to enbed a
user-specific transaction ID 55 in the page. Subsequent input through the
page is tagged wth the transaction I49, and the application is thereby
able to establish an appropriate context for the wuser's input. Wen input
occurs through a page which is not user-specific, however, the application
must use the user's unique identity to establish a context. A typical

exanpl e i nvol vesEstidimiigatipt & psocidtqdorithan pppdicadon mbedtr, ead @t ogepagatatnoat he
user’s Vi rickiht onSRRRRE ok HBkidation phRidlY QLAGE it b \Ged SBT deBit BE pbAGY for c%ﬂy\ever’

t he uni que us&r | D 60 known to the netpage systemis not divulged to

appl i cati oRE"f#F €% s to prevent different application providers from

easi |y correl ati Agappliceipeproiédet bap ba @ pubtisieabdfdriodbelhanstibedtontdat Bhe sien Net page
registrat | QLbrdR Ble ik s kﬁ&%&@go ;E@él\l;éttf?el sBcrfbld ﬁ}gf?c%é{cggﬁ%eﬁ Esl te& eQéJ‘ b 118%9 ween a
user and an application via a unique alias | , as sho n Frgure 24.
Wienever tHawieadipn activates a hyperlink tagged wwth the "regi stered”
attribut e, 4.5 he nREjAgEE PEsgRIPEONS/AND COPWciThe net page regi stration server to
transl ate the as [ Lication |ID 64, together. wth.the n 1D 61,
into an alias | Dgg’%?e%qﬁ%gggﬁfﬁégﬁl BE cfgﬁg?fb% ﬁlfi'f’gh i ?étﬁls\téfbo“?ﬁ“eﬂ%ufl%@rl ink's

appl i cation. TheEapporeent fndsonient ohiost mry be feserived hyfoos erancregesoirerctiescaptioby al i as

L D, WIang i 584?.meﬁ)u£09 ldé’s@ipliib@‘g@ the IHiBlin ?&eﬁl&tﬁdaﬁ e&ala{Tt Get,| wHicR i Wik toWh 1M

now edge t he gl.obal. identit e _user. e system al.so.mjintains an
i ndependent cert ?f??l%cgfmé‘: and"pri v‘%’?’% s"feg’r‘ilgtf‘%fﬁecoﬁ%fmf %r tth%aq}é?’i}do&dgg\” er's
appl i cat i dregsortiugn (M3CoRgspurceDgscyptipn Fapphide@DFbn t r ansacti ons on behal f of the

user using only AapRldeGdchifidn MREREikGightd hdrBbs. ah AFnShutchBEaBy St €M i n
routing product bar]1 gdgﬁS%PC) %ﬁgfpfgﬁgi k" eact i_va?tile}(g%s,%he tOsyslzzil%1 records
"OF B BER A 2

a favorit e appi {°REtE OHIT TR BT P CRHEBRPHERr of ~ pr oduct
types. NFP028- SCou8NEATRNSPRITOCRS on is associated with an application

pr OV! der_! and thﬁ céﬂﬁﬁn@gﬁdﬁ?.r&t)&& Mn@@noﬁ&&ﬂqa{[ﬂn&g@f Q;&Q@ésfbetglgen%ﬁi .In
applicatio rovider, to allowit to credit and_debit the provider for

click- t hrBUGH$edY B af B ETe BN Eh eVt ait pel-ingwmiceher of
peri odi calcoggehiboeilt woitention vithehesiyisigemstenecor ds the user's wi | lingness
9 recelve, e SHRESEARRTMBRLGc B oo bk Bk SHRPS L0
enbodi mentdBFSie FagE it Eererisript o tesstion diteann is ush suiprrnt ingur e 40.
Each entity is represented by a rectangle containing the name of the entity and a vertical column
representing the lifeline of the entity. During the time an entity exists, the lifeline is shown as a
dashed line. During the time an entity is active, the lifeline is shown as a doubie line. Because the
protocols considered here do not create or destroy entities, lifelines are generally cut short as soon as
an entity ceases to participate in a protocol.
5.1 SUBSCRIPTION DELIVERY PROTOCOL
A preferred embodiment of a subscription delivery protocol is shown in Figure 43.
A large number of users may subscribe to a periodical publication. Each user’s edition
may be laid out differently, but many users’ editions will share common content such as text objects
and image objects. The subscription delivery protocol therefore delivers document structures to
individual printers via pointcast, but delivers shared content objects via multicast.
The application (i.e. publisher} first obtains a document ID 51 for each document from an
ID server 12. It then sends each document structure, including its document 1D and page descriptions,
to the page server 10 responsible for the document’s newly allocated ID. It includes its own

application ID 64, the subscriber’s alias ID 65, and the relevant set of multicast channel names. It
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Each docunent and content object nmay be descri bed by one or nore resource
descriptions 842. Resource descriptions use the Dublin Core netadata

el enent set, which is designed to facilitate discovery of electronic
resources. Dublin Core netadata confornms to the Wrld Wde Web Consortium
(WBC) Resource Description Framework (RDF). A resource description may
identify rights hol ders 920. The netpage system autonmatically transfers
copyright fees fromusers to rights hajyders when users print copyright
content. 5 COVMUNI CATI ONS PROTOCOLS A communi cati ons protocol defines an
ordered exchange of nessages between entities. In the netpage system
entities such as pens, printers and servers utilise a set of defined
protocol s tigns thegsysaseatinaisiyvaraisgitee keyer interaction with the netpage

system Each pr Otfﬁ@ﬁh%e éeﬁreﬂ dsés@l%taﬁlﬁfcﬂgn Y 2n4Rias P to%bt%ﬁ%ﬁ%@eg%‘trﬁg)ﬁ Rk N whi ch
t he horlzoh}tal 2@86?‘8 59" ‘51 resent g&a gtﬁ flow and the
vertical di ﬁ%%rﬁp% gs}ls% UL HesSRpringer o2 (vhigh may trily Elepfoesent ed
by a rect atgtreliotng eimiy hgtht e siigingt ihtet)1ed dodpplioptianderdfiser ti cal col um
representing thehi {Blidaf%r bk AN I'Lé’pagpsé['\a'eptg v&h? thte 'n@a&@igﬁﬂ&r& t’ﬁﬂe eXI sts,

die lifeline is shown as a dashed Iine. "Durin time an entity
active, thRef {8l T REestLo LR EEMrHL sgrvefdls i "f}pﬁlé’amBéE dursadiag [pedon E)Foé‘tﬂ%ol s
consi der edidtrgifye sdiperiptitn 898.eat e or destroy entities, lifelines are generally

t short |. 5.1
SUBSOR! PT1 O DL Toee BRETBEL S 38R Ret PRkt hGMRENR uf DBERRCRE o

del i very pfstTBiss “chld%‘ﬁﬁ%%ﬁ TIPS OFfogiby inies Tt ipclydgy @%fem’ﬁ?bﬁ Ofbﬁuftm»”é elpnyehy
subscri be tiameafopibs printht ©abteqabibl i cati on. Each user's editi on may be | aid out

differently, but n e ns ant ent such as
t ext objects ancfrﬁ%ﬂyehﬁ%%b%em{"giocaf%@a%e\?%stgpw pLEI:ﬁ“:at“mdf[«?‘T’]iE e”ﬁ)“l"%t ocol
t herefore deli vep§°edb?:ﬂwh‘ﬁt1°nsltaf' dietribtessalitaf thej Wﬁm@rﬁﬁrwmeeﬂubscmea

poi nt east , sclattéd Walets wartse xSIBﬁﬁﬁﬂgeCs@ﬂér@ B RhRChSvabid stbddid drGRShared BRcts
appllcatlon tains a do ment I D 51 for each

document 70 b premuﬁbseim it mﬁ af]’ilcl % PAERITHE™S 8 cpﬁmtaliﬁ(‘?’ﬁ%’ﬁfhe BRPFRELSUr €,
i ncl udi ng ml%camb@n@mndlr@@m@elpafg@red@smm phigcen$hey areoth¢nhublepa gepuber tuer 10

responsi bl }Qevfidl}gly ﬁ)JﬁQcaﬁin@éﬁﬂEﬂTstnﬁtuﬂt@ V¥ afftws %?%@ Qerbe to L.(Id cblﬂﬁétygﬁtgmén{s% own

applicatio criber’'s ali 65, and the rel evant set of
nul ti cast c ‘J;a)”éﬁs‘éshaﬁflr’égf @epwgm%@eg‘zfu?f"&ns t he rressage using its
private si%dat ur BYrEsyNK AbvATQy ERE®ICORT uses the application ID and alias ID

to obtain fromtta%re&e%gaéﬁb@agbmfﬁ@ﬁevﬁ&actmfsnf;éa{ofo@ﬁ%@ﬂm Qr ID 60, the
user's sel ected %lfpnter D 62 (which may be explicitly sefected for the

appl i cation, or Peer ks ‘Ei’saé}e‘l’%ged"é‘?‘éﬁeltﬂagepﬁep r‘i‘%eé’F‘) comgiypicate ghe gk g that | on' s
certifi catmwaresThepagppiirita #01. hé slick @debiifis thapseahd OWBatioh én fha @ezeSeleVRintet O Verify

the nMessagesl Gak be o 6P %he pRALSE: BEJY Snndud:GAUESL to the registration
server fallg |S(f the app 1§ cati on IDeeii%ndprmuT%tl ng’ ld% don't together |dent|fy a
subscri ption 808! The printer determmes via the DNS, the network address of the page server 10a handling

the particular page TD 50. The address may already be in its cache if the user has recently interacted
with the same page. The printer then forwards the pen ID, its own printer ID 62, the page 1D and
click location to the page server.

The page server loads the page description 5 identified by the page ID and determines
which input element’s zone 58, if any, the click lies in. Assuming the relevant input element is a
hyperlink element 844, the page server then obtains the associated application ID 64 and link ID 54,
and determines, via the DNS, the network address of the application server hosting the application
71.

The page server uses the pen ID 61 to obtain the corresponding user ID 60 from the
registration server 11, and then allocates a globally unique hyperlink request ID 52 and builds a
hyperlink request 934. The hyperlink request class diagram is shown in Figure 44. The hyperlink

request records the IDs of the requesting user and printer, and identifies the clicked hyperlink
NPPJ28-SG




The page server then all ocates docunent and page instance |IDs and forwards
the page descriptions, including page IDs 50, to the printer. It includes
the rel evant set of nulticast channel nanes for the printer to listen to.
It then returns the newy allocated page IDs to the application for future
reference. Once the application has distributed all of the docunent
structures to the subscribers' selected printers via the rel evant page
servers, it nmulticasts the various subgets of the shared objects on the
previously selected nulticast channels. Both page servers and printers

moni tor the appropriate nmulticast channels and receive their required
content objects. They are then able to populate the previously pointcast
docunent sinstanet 862 Skhe pagh sgveathbrowsls ithevpage 1B 68 werhspdlok adaksdDpgal ée énddocunent s
to their @ﬁgg@a@g&uo@nd it allows the printers to print the docunents. 5.2
HYPERLI NK ACTI VAT] ON PROTOCCL A preferred enbodi ment of a hyperlink
activation proto apP]éca‘é‘Fi‘d(ﬁﬁm‘?eﬁalfFS&iPFee opgmen{preefdine pswplicaioneResifip fpgie, net page
wi t h a net pdghaipendocineat Petl foarmmiDisasad @3, It i seﬂdmle db@mtd & the)@gé &sder Net page
pl‘l nter 60?0bré£1tb%s1ﬁ!: foﬂﬁe h&@r%n'tg%e A?JQC% e@ﬁg? %&%esﬂ I e?@se;[r\t%e Hjage The
printer already knows fe pe rom e pen Esnnect T on

prot ocol . E'Pﬁéleb)‘l’ie‘ﬂ‘t’]é’ieq‘ﬁ%lu%rm nes, via the DNS, the network address of the
piage 3 er \éer 10a tmenedohdygige khﬁr spaif thi E}ltpleﬂiﬁk PRGE 1D Qdéﬁ)hca‘ﬁbﬂmsldle ﬁﬁﬁp&@@%

al ready be t he u i nteracted e sane
page. The pfl"vlgk I’%!t) Eélian%;ﬁg g'o?r]g%ondmfg Hser and Ié?’] erlllggf %S%‘St \page sFrverxitreéelpts l\‘.qsr%lﬁest the page
| D and cIlif%lkhB{P@fbﬁtrF‘UPPtbﬂée’EPﬁ@%&g‘@fagléfe(ﬁetrappﬂlfﬁ@npage server | oads the page

description 5 i denuseJoh£§hgbyenrehﬁlo&a£aoduﬁelﬁﬂﬂta&ew;%m 50, Wt ¥nd
el enent’ s 40N rel evant i nput

elenent is a eﬁﬁpg'erﬂi)s 8K % %h tlr‘?fl "’géflfh ?Oﬂlgl%’ﬁél&%’mg%f‘{/’éﬁ' "g'tfiéﬁbaé%f’%ﬁ%% he

associ at ecﬁelaipﬁllepftgatiwsth@tCGhﬂraqustrhgmintet D 54, and determines, via the DNS,

t he network addr@&%ypérhﬂchs‘staa&ghaymddee nREENEI RRSLED NG ‘ﬁﬂéﬂl da&ahd on 71.
The page sgerver uses en D 61 to obtain the correspondi ng user I D 60

fromthe TESPECTETY evt?Psai'fn 2 s mesrea Fnbie élleé’gpiﬁatljil oIS e que
hyper | i nk applger@s to elstEblEQa teanghctipuHspedific eontekyfpralrelhypekdink egjuaiss. 934. The hyperlink

request class di gg.afpeitk SRS h@aﬁfagyé Gts s %ﬁg&“ﬁﬁ%% iV, th%r?ﬂyﬁég records

the IDs of the re uestlng use rinter, dentifies t cked

:
hyper | i nk Pawezéefé@%ls 7 predd ftand 8‘6’2“3*1’01‘% Sﬁ%‘éa“%%to R EEISEERISTEY s own
server | D B3y ottdivenohijys € biehlD dogepasing {oe pamnith Huhsolttiernkas b B &o&esﬁab}ﬁmg to

appl i cati qp apmguoml F@@& ulgww&ﬁd@émé‘aﬁaﬁ%&mﬁe mgssaa%gfg glﬂf %99

appl i cation-specif g{t talns a docunen an 1D ser ver
12. 1t théﬂ“‘%‘éﬂf\‘ﬂ%apPlllfé“‘H siFRlish 2 psgr- SP?feﬁcﬁ%&ﬁfé‘t@éfﬁl‘%/]é’?eﬂui@ﬁfwﬁ‘@gponm ble for the
docunent ' .51 ewl yHalohweoacRicbéymdboReirbesL W th t he requesting page server's

ID and the hy pe%énrhiﬂlsgr%wr@% trok!-::) on a netpage with a netpage pen, the pen communicates the
stroke to the nearest netpage printer. The stroke identifies the page and a path on the page.

The printer forwards the pen ID 61, its own printer ID 62, the page TD 50 and stroke path
to the page server 10 in the usual way.

The page server loads the page descn'ption. 5 identified by the page TD and determines
which input element’s zone 58, if any, the stroke intersects. Assuming the relevant input element is a
text field 878, the page server appends the stroke to the text field’s digital ink.

After a period of inactivity in the zone of the text field, the page server sends the pen ID
and the pending strokes to the registration server 11 for interpretation. The registration server
identifies the user corresponding to the pen, and uses the user’s accumulated handwriting model 822
to interpret the strokes as handwritten text. Once it has converted the sirokes to text, the registration
server returns the text to the requesting page server. The page server appends the text to the text value
of the text field.
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The second page server sends the hyperlink request 1D and application ID to
the first page server to obtain the corresponding user ID and printer ID
62. The first page server rejects the request if the hyperlink request has
expired or is for a different application. The second page server allocates
docunent instance and page IDs 50, returns the newy allocated page IDs to
the application, adds the conplete docunent to its own database, and
finally sends the page descriptions tQ the requesting printer. The
hyperlink instance may include a neaningful transaction ID 55, in which
case the first page server includes the transaction ID in the nessage sent
to the application. This allows the application to establish a

transact i obéspecBieNeTURE NERREATaWPRONeCdry per | i nk activation. |f the hyper i nk

requires a user akdnihe tle uﬁ')ut didnnt v@abée@&ertﬁ%ubﬂe%grse@& Es Jnﬁ- e  hEN the
first page server se t he ype s appllcatlon

ID 64 to t¥E FEF lgtaPpé’E‘quﬁS%%ﬂ?él?es‘gPa“ffe@%d W‘Q\lﬁk not j ust the user ID
correspondi ng t oAfibre pprixd of Badivity idths fné bfehcalghase fidy, %pﬁg@@d&&ﬁ&ﬁd&dﬁe@nto t he

appl i cati og kpatﬁlnﬁle {p&%mﬁ%ﬁgkeé B thl: trf:gis ﬁioh'q er Iri'eforalre ?§anon il fat Qeﬁdsrrgssage

sent to the application, | om ng the application esta
user - speci PPEAIEIP &% tssqpled piiathe {oFe ol whinh thesispajuse fickhis Bt & A RDWRIoT: NIG
RECOGN! Tl O JnRGBTF Qizicht ddih edniedt ofSt@forfll BhdSegdtrsiloh GdfRr QBniked 0 RaUOrdhdnllingd Net page

pen, the o d o an]slgrmok d qoth% Or%% ri nter. The
st r oke |d2t§{&} ﬁl?%ny{lh%%gﬁ M]??a ﬁ” OB B ﬂg? ﬁggf‘s °PStwar ds t he

pen | D 61, siguptareqijse ﬁthSn‘teéFledl thy e@am{ehfée ’G@@f@ﬁ‘l’q)eﬁf@' lawdhesapphmeonﬁatﬁl‘\ and 0 t he
page ser VefserliD d0no idoRifkifbl ader’ M@iﬁhcaf[tkh%p&ﬁﬁ%n% M@Jﬁm}e%ﬂ $t &éﬂ%s&%@k@%cr i ption

5 identified sterm nes ut elenment'S zone 58,
if any, tHE Str s %351?31 P%ngtrmseé’? ?O% Wi rem{”ﬁge\rg%ft‘g\?‘éf‘?fﬁ ‘r‘iﬁtﬁt“"’é?s@??e‘??? is a
text fi eI cFe’B%ThetMée f?&@easeeﬁv@rdla‘pbmmd@etthém signatke fitld addhwets ttexdssofinted d' s

di gi tal i ndsem’AiduBko Boz@er i 0d of inactivity in the zone of the text field,

t he page server nds, 1t he pen ng. the pendi ng strokes to the
registration ser@g ‘g%tflt ?‘%‘?ﬁ?ﬂcg‘&?fr%t "’g‘f‘? Thod afier Ejﬁp%‘i‘l}“&t“?ebﬂé‘lu?/‘%‘ra

i denti f i essingledormdeapigmmuitiplowdi sigpates.t he pen, and uses the user's

accunul at egls handp\@,iﬁgm}smﬂekoﬁ,%g,_ to interpret the strokes as handwitten
text. Once it haitp{?? rted the strokes to text, the registration server

returns the text embadiment pliadepmsahissicn protarol s phasmndignetér ver appends t he
text to the textFomalsugnissph otdues tiex torki lgpalink NBROZS: BGd Golbwd 15! FdASIURE

VERI FI CAT'&J&eEBQE%g%ﬁ&%E t%&nﬂc%’(ﬁ&m@ ement whose zone the stroke

intersects is a signature fie page server appends the stroke
to the signature®f 3é’F“’tT°§a8’?’5?‘%‘]“%%hymfleéﬁctlﬁatlﬁ’e%weéq’m? agg/detwr i n t he
zone of t he tshgmatidatier Fiakb chntainh e PG €D S©ind @fe c&edﬂd@tatchﬁer@@ﬂ}he ol @kheand t he

Ponds P e il Ebihat DhaluBHAL L Ol RGNS o b Li R A pl 65 @' °

sends the I cation assocl
si gnature aF%"‘éFﬂi Vigh theqorespepding digjtal &Snafurﬁeﬂﬂfl elrtmmﬂhe corresponding certificate from

the registration server 11,
5.6 CommissIioN PAYMENT PROTOGOL

A preferred embodiment of a commission payment protocol is shown in Figure 47.

In an e-commerce environment, fees and commissions may be payable from an
application provider to a publisher on click-throughs, transactions and sales. Commissions on fees
and commissions on commissions may also be payable from the publisher to the provider of the
priater.

The hyperlink request ID 52 is used to route a fee or commission credit from the target
application provider 70a (e.g. merchant) to the source application provider 70b (i.e. publisher), and
from the source application provider 70b to the printer provider 72.

The target application receives the hyperlink request ID from the page server 10 when the

hyperlink is first activated, as described in Section 5.2. When the target application needs to credit the
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56 and the current data content of the form The registration server
identifies the user corresponding to the pen, and uses the user's dynam c
signature bionmetric 818 to verify the strokes as the user's signature.
Once it has verified the signature, the registration server uses the
application ID 64 and wuser ID 60 to identify the user's
application-specific private signature key. It then uses the key to
generate a digital signature of the foymdata, and returns the digital
signature to the requesting page server. The page server assigns the
digital signature to the signature field and sets the associated fornms
status to frozen. The digital signature includes the alias ID 65 of the
cor r espondionge eppdirationT piogidea it ewds the applingior pfogiden dralitcaplicusriginalpaé pirer user s'
si gnat ur estoge@eﬁwmw reabshb, ng;gvelpﬁs&rtﬁafk@ﬁ&lﬁlg rSIROD JRBlirPh. @ form

submi ssion protogol is wr&ten Fi gure 46. Form subni ssion occurs via a

f or m hyper PPk *RRAET 1?}’af“?‘io';ﬁ“dsI Gfeﬁﬁg fooths ma“f frestsfion BEE 1 gestenelk bh Section
5.2, wth soxeapplinationdPéd.ifsioon i ID Bnand tHerhypekliak eqs-et 10f Tig réedirmobygper | 1 Nk,

t he hy per | ik ﬁgéolrrgs%gﬂdgt? aﬁﬁ%l?ﬂ%@x%ov%o%{]; acpc)(mttS?)’? It%%ggchxﬁg e aPphc%l%ag%waer

application 71 also confains form | e cur ta content of
the form If t heIf‘lf"&PHhC%ﬁPraYlﬁ’Fé ﬂ‘&ﬁvo Srdiha niiner movider ¥ seodyfbeprintseprenidst i cat i on
verifies eaght tome oligina®xigt agter mgethdaemaltuea@pelrllak %uesamm'ﬁd Rbe s sk dde

correspon i I inin corre pondi ng certificate
from thedﬁ?'g&l“g(t ng;%s?%)nt%g%%%{rﬂg? er§n (g {%\%ﬁ g’% Eff %ﬁ?ﬁ&ﬁ[‘%\
preferred ‘éf#?g'ﬁﬂ the reinten I oHhsi f%ﬁ“ﬁ#@pﬁ&ﬁ}’ﬁe‘ﬁ@“ﬁﬁ@t(@@@lﬂmﬁ@g shgorprpvidei gur e
47. In an gemary®r ce environnment, fees and commi ssions nmay be payable from
an application ovi der_to sher .on K-t hs nsactions and
sal es. Commi Ssi Oﬁge Sourc agpsllcatlon d}rowdgm%s 0 %—ﬁl%y 8?,}1% ﬁ‘E}ﬂ"f Si %%/ %‘5 eEh pe
payabl e f ravphoptna proyidéri anth the printer piowidgy pfrhd identity of the fverce gpplicatic@provifitre hyper | i nk
request |[¥.52 i SNEﬁﬁQEPQq beddkiprien f €ee or commission credit fromthe target
applicati of), Pr ovh e ge g. nerchant) to the source application provider
70b (i.e. publis Ee'?' c”ﬁ‘H’& fromthe source application provider 70b to the
printer provi der Ref@ringTadiguees Gend Sppé pevaganauiyrdesigiatee by telfeentnypeiedal 1k, r equest
ID fromt hﬁclﬁ@%oﬁs%{g\/l@i mJaQ fM%@a 1hics rm(;faﬁlrghlmlg wafls fob ﬁé%unggi f g §fee BS

descrlbedfnfSectlon When the target application nee to credit the
NPP028- SG 47 1% Bgptiae %Eﬁ“ CEBROPSH- @WH%FOS lwogeé%*a%mfaﬁélyasﬁmdéameaw provi der
credit to thef @plhgnsmalloq:a’gmﬁmnmrent doog a0 rseantetl Mo tha @payipeadnd i10KofrRquest | D.
The page slﬁﬁsYI%rloysfﬁ§cow?@0ﬂy8§>rolfinglhdeﬁ$ﬂ§!€§ tﬁnd'l&@{u%d 5‘5{‘9}% Qetnll—ftr s%abe%% matenal €

application, and sends the cred vant regrs Ion server 11
t oget her i PHETihEnable e pseto é{’ﬁﬁlﬂi"éﬁf“P Bfﬁhq IEEDGIE"““F‘I‘ yithiphe bapgel02| Thes®er and t he
hyper | i nk 10@duBeds alnkdin phkel09 egm}szubmnuan sGiefullBIthe &all @08 6f&hetﬂaesnfgqm espondi ng

appl i cati %OJ&E&Vﬂoqgﬁ 110 &S ll%]écts%%cz(’fr théa m%m parP d9 ahFRis wrh%n grrelsp%g' el

provi der.

slot 111 formed in the walls 103 of the housing 102. A radio antenna 112 is mounted behind the
projecting portion 110, within the housing 102. Screw threads 113 surrounding an aperture 113A on
the cover 107 are arranged to receive a metal end piece 114, including corresponding screw threads
115. The metal end piece 114 is removable to enable ink cartridge replacement.

Also mounted within the cover 107 is a tri-color status LED 116 on a flex PCB 117. The
antenna 112 is also mounted on the flex PCB 117. The status LED 116 is mounted at the top of the
pen 101 for good all-around visibility.

The pen can operate both as a normal marking ink pen and as a non-marking stylus. An
ink pen cartridge 118 with nib 119 and a stylus 120 with stylus nib 121 are mounted side by side
within the housing 102. Either the ink cartridge nib 119 or the stylus nib 121 can be brought forward
through open end 122 of the metal end piece 114, by rotation of the pen top 105. Respective slider
blocks 123 and 124 are mounted to the ink cartridge 118 and stylus 120, respectively. A rotatable

cam barrel 125 is secured to the pen top 105 in operation and arranged to rotate therewith. The cam
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| f the application provider needs to credit the printer provider, it sends
the printer provider <credit to the original page server together with the
hyperlink request ID. The page server uses the hyperlink request IDto
identify the printer, and sends the credit on to the relevant registration
server together with the printer 1D. The registration server credits the
correspondi ng printer provider account 814. The source application
provider is optionally notified of thegidentity of the target application
provider, and the printer provider of the identity of the source
application provider. 6. NETPAGE PEN DESCRI PTION 6.1 PEN MECHAN CS
Referring to Figures 8 and 9, the pen, generally designated by reference
numer al  10arrel 2pdfclydes s cam 3¢ &i theyfor® 2f 3 slottwithinf thy walls 18 hofghasin mgelnGant di ng
havi ng W?I ioﬁoT‘%QBud@ﬁd THS%)JS'%&Q G b13RAGS andllgétfft QithifT B QLdtl Bt fztlanpen g
conponent s e ion rota nmount ed at one en
106 of t he BBt cfﬁggﬁiq e %Q%ﬁ@%%ﬁ@ﬁ? 1oRee T % XP acheqthst PPt t he
opposi te emﬁﬂﬂ@®mombﬂhhwﬂﬁmu@mH@omm@mmﬁhethVEnnmeﬁmm$m®m3£lnﬁTMmmﬂded
plastics, ARdasised QfIBGELRM B hind HDS RBHENL: 5@%@% e %&fﬂef to enable
the user to view the status of the LED nounted w thin #% ousi ng 102. The

cover 107 i ncl utfges 30 ﬁ’ﬁlﬂoﬂ)‘hrt 109 whi ch substantially surrounds the end
108 of ther housihgcatBidzedrthimiiopupgnect i ng portion 110 which projects back

fromthe rain paidydfk. aﬁﬁgg;gﬁlﬂy&mr poob sRANdng stot | 1 1 foried

inthe walls 103 o antenna 112 i s nounted behind
the projecting pofrdbfex®Pld 12§\n 1} Apee Re ahelerd gy chayss 13@cvhisly sitshvithindtbe 113
surroundi N@udiy 18P seead BESICIORY nfolids zﬁlﬁMﬁfed :LQJZ 181 Br ﬁ&xﬁ@a@&@aretdeadiaﬁsxﬁl ve a
netal end 114 ding.corr esp qr.ew t ds 5. The net al
end pi ece 1% ;%%Qcmm (éﬂrtroova% r%cet ége napre i %L} CAr d’@n % eonl aecsg‘r’"‘r’ﬁ x b -E

mount ed wi ¥2Rifd recpieng ts{ested adintigndrog thersurfase | Tye Sesqndﬁ]@sPCF_BEDE‘ G monmisa raidlcex PCB

117. The @RiaaNApl32 whih a]lcﬁazes Hﬁ&ﬂﬂmﬁé} ahd'RF febe@otr, BGAR cbdibiler ERE 1594 B US LED

116 is noupt ed. at the t h 1 d all- visibility.
The pen can oglé‘ga e n?ﬁ}% é&no t1°S lr’%%?]l?g é"‘?”%ﬁgﬁ’éf‘i‘mﬁ‘ﬁa 'g g“’r?%?r?‘tsrrar ki ng
styl us. Arwithimke prever 103 pndrirefepts ah ifrayed thipmmerito migxrfatrtchnaresctn;pls isgds2Btovthed h st yl us

nib 121 arigageiécd2 Yode stili{)lysdnfigw%ﬁﬂ%t@hec Qitksdnrlga s;]:&gd ﬂ&'ﬁdﬁeﬁgwe i nk
cartridge nib 11 Iljoe bro forward through

open end lbfﬁe%?onfaﬁ%l%‘{’}éﬁh aéeyn‘ﬂ"“B e‘é%‘“‘ié‘ﬁ °a“b§f"“|e]opat’°l‘ S’Hm{?ﬂ’ 138emnseih oty 105.
Respect i vevatidry ehgtacts 137 eoktbe ch@Barech i2512 threa velt muberptablel bitoryt] Besits mithic e tad dge 118

and styl Us’oaljfaQQS ﬁl%&@a%f:\wthvtﬁé Vaﬁerﬁ‘cc{ngr:t@tﬁﬁ%tﬁctloﬁ @ﬂl’gtﬂ% cbif h403121ﬁ01{n%%§b%ﬁt% ed to the

pen top 105 |(g operation and arr an% to rotate therewt e cam
NPP028- SG AX™bATFEP 1198 epahierasbrasingpt th heted 39 He Wﬁ@t*@o?*}ﬁswndaﬂeéf% B thin the
wal | s 181 absb nfolwes amamfralwamEelms 4ve tafrafed blo@dipdes144 2of dagvtngldiBlapimftectt &g from

stider bl Gals 132eheR 0o Bkl io0Mrtll f) Lo BOLOE o afing Worad Rihhon OF the

cam barr el 125 the sli nove r |veto eac i other to
proj ect elclemutation &ﬁé?f"‘h‘?eﬁ‘g tariedip thetsyfagabthapen b 14 er stylvs aidhl- ThelRhol e 122
in the netphbtodisid 14 @eets ighd front It IR@BD 143 via reflectors (not shown) mounted on the slider

blocks 123 and 124.

Rubber grip pads 141 and 142 are provided towards the end 108 of the housing 102 to
assist gripping the pen 101, and top 105 also includes a clip 142 for clipping the pen 101 to a pocket.
6.2 PEN CONTROLLER

The pen 101 is arranged to determine the position of its nib (stylus nib 121 or ink
cartridge nib 119) by imaging, in the infrared spectrum, an area of the surface in the vicinity of the
nib. 1t records the location data from the nearest location tag, and is arranged to calculate the distance
of the nib 121 or 119 from the location tab utilising optics 135 and controller chip 134. The controller
chip 134 calculates the orientation of the pen and the nib-to-tag distance from the perspective
distortion observed on the imaged tag.

Utilising the RF chip 133 and antenna 112 the pen 101 can transmit the digital ink data
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101 has three states of operation. By turning the top 105 through 90 steps,
the three states are: Stylus 120 nib 121 out; |Ink cartridge 118 nib 119
out; and Neither ink cartridge 118 nib 119 out nor stylus 120 nib 121 out.
A second flex PCB 129, is nmounted on an el ectronics chassis 130 which sits
within the housing 102. The second flex PCB 129 nounts an infrared LED 131
for providing infrared radiation for projection onto the surface. An inage
sensor 132 is provided nounted on the gecond flex PCB 129 for receiving
reflected radiation fromthe surface. The second flex PCB 129 al so nmounts a
radio frequency chip 133, which includes an RF transmtter and RF
receiver, and a controller chip 134 for <controlling operation of the pen
101. An opfihish istsheyyrited £8 Becfritp andwebkigedfor efficiéntiesraibsaa) to e astpugg)sysint S Wi t hi n
the cover 107 andyuh %s&t@m%gé Qthr@JeﬁrE’r @@a,gha@ﬂ]kqats ﬂ%&%&@gﬁt@@&méﬁce' ves

i mages ont 36_connect_ the
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i nducti on char gi A§° ©afqllerchiy 1341 mowptnden the pserd fenBCB §8cdnieipe|1ek FipeB19.29 t o
enabl e r echargichgiagim illi@raluitih @oye &aﬁmlaﬁthﬁeﬂdﬁé(bﬂherdonul'm Eecondight ex PCB 129
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grip pads 2RAMAAY MIAIEO arledeprigvinglegitotdipitel cdyctn é4%cin arrdb@d tofonvdnghdpaleg ng 102

to assi stsighl iRl thdoldRnBeMobldde ;mag@@lg,gﬁl al so includes a clip 142 for
clipping the pen,101 to a ER The_pen 101 is

arranged to det e i & REe p?)lge%f"e di? d’Tterfa’feé “ﬂ@nﬁaﬁ 95 152 1‘? fragsperyen
cartridge ¢nipllen G} apsdbasartagl sigyit 154 atervbso iimfudairte thiesfp@otith v RFahipds e ahidf  t he

surface i Ninkilis %Il@icnhﬁtm_«:%dﬁab?eson%e and mduat&%@fs%nﬁea&i th @Qaﬁénmlﬁ'at a fromthe
is arranged to calculate the distance of the nib

nearest | ocation_fa

121 or 119 from #‘u ‘9‘1“'(5‘?1;1@ pé?’?“t“ﬁb”ﬁt"‘i‘ﬂ“ir?laﬁ%d?fﬁ‘feﬁ dasatipn gata, frgm dags iopy her  chi p
134. The curfice olaltlerimage lséngor 1334nnaiofsuﬂneable«sSeﬁshelamromedttIM iceiroB khellABs pN and t he
ni b-t o-tagy{i ce cO ’ e 1L he inaged
tag. Util .133?5‘3& ?z%eﬁ‘n'% Hag(ftﬁspsp&ﬁg&gz {oplf enna %?%911&”9&}0 ggé%ggcfa%ﬁo{gr a%smt t he
digital i nRegEyRe WW%@@G‘FWHPWW%IS%H‘@?%{ ed for security and packaged
for efficient tramspioasionnys, tdagntaih&mﬁ@rmubdntpgneﬁm(&aﬂaeweﬁ/\hﬁaoﬂehespaﬁu isin
range of L Bealokke 1sh Nl &ks%%te}f& gzlatﬂs‘sh' uloh 2113 Thd $188s Bt 145%d OF TR

When the pen noves’ ou range i ered Wi thin
t he pen 101§Ete§r§t1:pem @gﬁglq@g_troller ASIC. Analog RF components (RF circuit 155 and RF resonators and

inductors 156) are provided in the separate RT chip.

The image sensor is a 215x215 pixel CCD (such a sensor is produced by Matsushita
Electronic Corporation, and is described in a paper by Itakura, K T Nobusada, N Okusenya, R
Nagayoshi, and M Ozaki, “A 1mm 50k-Pixel IT CCD Image Sensor for Miniature Camera System”,
IEEE Transactions on Electronic Devices, Volt 47, number 1, January 2000, which is incorporated
herein by reference) with an IR filter.

The controller ASIC 134 enters a quiescent state after a period of inactivity when the pen
101 is not in contact with a surface. It incorporates a dedicated circuit 150 which monitors the force
sensor photodiode 144 and wakes up the controller 134 via the power manager 151 on a pen-down
event,

The radio transceiver communicates in the unlicensed 900MHz band normally used by

cordless telephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical (ISM)
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circuitry includes a buffer arranged to store digital ink data for
approximately 12 mnutes of the pen notion on the surface) and can be
transmitted later. The controller chip 134 is nmounted on the second fl ex
PCB 129 in the pen 101. Figure 10 is a block diagramillustrating in nore
detail the architecture of the controller chip 134. Figure 10 also shows
representations of the RF chip 133, the image sensor 132, the tri-color
status LED 116, the 1R illum nation gD 131, the IR force sensor LED 143,
and the force sensor photodi ode 144. The pen controller chip 134 includes a
controlling processor 145. Bus 146 enables the exchange of data between
conponents of the controller chip 134. Flash nenory 147 and a 512 KB DRAM
148 are al'¥edi Al wersdfreamprernbappige tavd didfisioal dewshinnertd errovideg inisfermnedinged t o
convert themafatag. signal fromthe force sensor photodiode 144 to a
digital signal. ese interface 152 i rfaces with the inmge
segsor 132.g A tr? aé‘?’e e%c?ﬁ‘?‘%’l‘%‘ee‘?e“i’}?%m%fh%s% %%’mrfﬁ?‘?& AEF?“@E‘?‘E(I’?éh are
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i nterference-free compuni cation
duplexed 8%” Memjet'™ print engines 602 and 603. It uses a straight paper path with the paper 604

passing through duplexed print engines 602 and 603 which print both sides of a sheet simultaneously,
in full color and with full bleed. A multi-DSP raster image processor (RIP) rasterizes pages to
internal memory, and a pair of custom print engine controllers expand, dither and print page images
to the duplexed printheads in real time.

An integral binding assembly 605 applies a strip of glue along one edge of each printed
sheet, allowing it to adhere to the previous sheet when pressed against it. This creates a final bound
document 618 which can range in thickness from one sheet to several hundred sheets. The binding
assembly will be considered in close detail below with particular reference to Figures 62, 63 and 64.

Referring to Figures 11, 12, 12a, 13 and 53 to 58, the wallprinter 601 consists of a main
chassis 606, which accommodates all major components and assemblies. As best shown in Figure 58,
it has a pivoting media tray 607 on the front upper portion, which is covered by a front molding 608

and handle molding 609. The front molding 608, handle molding 609 and lower front molding 610
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In an alternative enbodi nent, the pen incorporates an Infrared Data
Association (IrDA) interface for short-range comrunication with a base
station or netpage printer. In a further enbodi nent, the pen 101 includes a
pair of orthogonal acceleroneters nounted in the normal plane of the pen
101 axis. The accel eroneters 190 are shown in Figures 9 and 10 in ghost
outline. The provision of the accel eroneters enables this enbodi nent of the
pen 101 to sense notion without refergnce to surface |ocation tags,
allowing the location tags to be sanpled at a lower rate. Each | ocation
tag ID can then identify an object of interest rather than a position on
the surface. For exanple, if the object is a user interface input el enent
(e.g. a cowmesyinglt, onre apdh@mshtthakealg pkdduct gbreap@hling Gc@bsumers.tlagy sivithi n t he
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accel erati on nmeasured_by e accel eroneters in each of the x and
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all major conponénts and assenblies. As best shown 1 n Figure 55Ut has a
pi vot i ng rigdjingalied ythegaerorner it the figld tpprovidp g intgsaics regtired hthe ket heaapddlesed by a
front nol diay@a60EnmarenibasndhtensBlclhsNEEEAH4 (FRRib)comtcitm batidng cBRBnichandl e
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si mpl y consumer to connect the wallprinter 601 to a computer or use it as a network printer. Figure 66 shows
the exploded assembly of the module 625. The interface module PCB 651, (with gold contact edge
strips) plugs directly into the main wallprinter PCB 612 via an edge connector 654. The different
connector configurations are accommodated in the module design by use of a tool insert 652. Finger
recesses 653 on either side of the module 6235 allow for easy manual insertion or removal,
Turning to Figure 68, the main PCB 612 is attached to the rear of the chassis 606. The
board 612 interfaces through the chassis molding 606 to the interface module 625. The PCB 612 also
carries the necessary peripheral electronics to the Memjet™ printheads 705. This includes a main
CPU with two 32MB DRAMS, flash memory, IEEE 1394 interface chip, six motor controllers,
various sensor connectors, interface module PCB edge connector, power management,
internal/external data connectors and a QA chip.
Figure 58 shows the front hatch access to the paper 604 and the ink cartridge 627.

Referring to Figure 67, paper 604 is placed into a hinged top tray 607 and pressed down onto a
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clip onto the front of the wallprinter 601. Figures 59 and 60 show t he

wal | printer electrical systemin isolation. A flexible printed circuit
board (flex PCB) 611 runs fromthe nmedia tray 607 to the main PCB 612. It
includes four different color LEDs 613, 614, 615 and 616 and a push button
617. The LEDs show through the front nolding and indicate "on" 613, "ink
out" 614, "paper out" 615, and "error" 616. The push button 617 elicits
printed "help" in the formof usage ingtructions, printer and consumabl e
status information, and a directory of resources on the netpage networKk.
Printed, bound documents 618 exit through the base of the wallprinter 601
into a clear, plastic, renovable collection tray 619. This is discussed in
gr eat er detraing lhied ¢ Thie trhy &3 dsaiofuted to thefolasen 96 vik binges Gr BacBlingcHaes e, | pri nt er
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necessary peripheral el ectronics print
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and a QA chip. Figure 885%5\2 f(%&] casmr%t ﬁa?%ﬁhka@c(%lesms ototg’%andamer 604 and
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with a capacity for printing and gluing 3000 pages (1500 sheets).

Referring to Figures 12, 12a, 59, 60 and 68, the motorized media pick-up roller assembly
626 pushes the top sheet directly from the media tray 607 past a paper sensor (not shown) on the first
print engine 602 into the duplexed Memjet™ printhead assernbly.

Two Memjet™ print engines 602 and 603 are mounted in an opposing in-line sequential
configuration along the straight paper path. The paper 604 is drawn into the first print engine 602 by
integral, powered pick-up rollers 626. The position and size of the paper 604 is sensed and full bleed
printing commences.

Fixative is printed simultaneously to aid drying in the shortest possible time.

As best shown in Figure 12a, the Memjet™ print engines 602 and 603 include a rotary

capping, blotting and p}aten device 669. The capping device seals the Memjet™ printheads 705 when
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sprung platen 666. The tray 607 is nounted to the chassis 606 via hinges
700. Each hinge has a base, a hinge |ever and a hinge side. Pivots on the
base and paper/nedia tray 607 engage the |l ever and side such that the
paper/ nmedia tray 607 rotates in a manner that avoids kinking the supply
hoses 646. The paper 604 is positioned under edge gui des 667 before being
closed and is automatically registered to one side of the tray 607 by
action of a netal spring part 668. Ansynk cartridge 627 connects into a
pi voting ink connector nolding 628 via a series of self-sealing connectors
629. The connectors 629 transmt ink, air and glue to their separate
| ocations. The ink connector nolding 628 contains a sensor, which detects
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As the sheet 604 passes into the glue wheel assembly 673, adhesive is applied to one

vertical edge on the front side (apart from the first sheet of a document) as it is transported down into
the binding assembly 605. It will be appreciated that this arrangement applies adhesive to each page
during printing so that the paper movement through the printer is not interrupted or stopped at a -
separate gluing station. This increases the printer speed, however, it requires that the pages move
through the printer in “portrait” configuration (that is, in a direction parallel to the long edges). This
in turn requires the paper tray, binding station and collection station to be in portrait configuration.
This may make the overall length of the printer too great to conveniently fit into areas having limited

space. In these situations, the media tray, binding station and collection station can be arranged in
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53 not in use. It uncaps and rotates to produce an integral blotter, which
is used for absorbing ink fired fromthe printheads 705 during routine
printer startup maintenance. It sinmultaneously noves an internal capping
device inside the MenjedJm printhead 705 that allows air to flowinto the
protective nozzle shield area. The third rotation of the device noves a
pl aten surface into place, which supports one side of the sheet 604 during
printing. The paper exits the first Megyjedmprint engine 602 through a set
of powered exit spike wheels (aligned along the straight paper path),

whi ch acts against a rubberized roller. These spi ke wheels contact the
"wet' printed surface and continue to feed the sheet 604 into the second
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can be ar rsﬁﬂ:gg g1e idg«l:ument 618 in an over axis configuration,

A sensor (not shown) operatively connected to the control of the stepper motor, may be
used to determine the position of the last page bound to the document to allow the platen to
accurately adhere the next page to it.

A paper tapper 643 knocks the sheet 604 to one side of the binder 605 as it is transported
across to the angled platen 689. The main PCB 612 controls motors 695, 696 and 697 for the cable
winder shaft 694, the tapper 643 and the exit hatch 690 respectively.

When a document 618 is bound and finished, the powered exit hatch 690 opens. A tamper
sensor (not shown) is provided to detect document jams or other interferences acting to prevent the
exit hatch 690 from closing. The tapper 643 also tap aligns the printed document 618 during ejection

out of the binder 605 into the collection tray 619. Plastic foils 698 on the lower front molding 610
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NPP028- SG 54 "l andscape” orientation (short sides parallel to paper
novenent) to shorten the length of the printer. However, the gl uing
assenbly must still be able to apply glue along the |ong side of the pages.
In this version of wallprinter (not shown), the adhesive is applied to the
| ongi tudi nal edge of each page with a reciprocating glue strip. The
"portrait" binder assenbly 605 is best shown in Figure 62. It has a netal
support chassis 686, a sprung nol ded fi nding platen 687 that runs on four
traverser rods, a nolded angled platen 689 which supports the docunent 618
after the sheet 604 has been noved across, and an exit hatch 690 with
support bracket 691. The printed page 604 is fed in until it rests on the
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during ej eaBBﬂchan such as medical imaging. Offset printing of magazines, for example, uses contone

resolutions in the range 150 to 300 ppi. Higher resolutions contribute slightly to color error through
the dither.

Black text and graphics are reproduced directly using bi-level black dots, and are therefore
not antialiased (i.e. low-pass filtered) before being printed. Text is therefore supersampled beyond the
percepiual limits discussed above, to produce smoother edges when spatially integrated by the eye.
Text resolution up to about 1200 dpi continues to contribute to perceived text sharpness (assuming
low-diffusion paper, of course).

The netpage printer uses a contone resolution of 267 ppi (i.e. 1600 dpi / 6), and a black
text and graphics resolution of 800 dpi.
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out of the binder 605 into the collection tray 619. Plastic foils 698 on
the lower front nolding 610 NPP028-SG 55 work together with the hatch 690
to direct the finished docunent 618 to the back of the collection tray 619
and feed any further docunents into the tray without hitting existing ones.
A plurality the flexible foils may be provided, each having different

| engths to acconmobdat e docunents having different page sizes. The
collection tray 619 is nolded in clearsgpl astic and pulls out of its socket
under a certain |oading. Access for renoving docunents is provided on three
sides. 7.2 MEMIET- BASED PRI NTI NG A Menj et TM pri nt head produces 1600 dp

bi -l evel CWK. On | owdiffusion paper, each ejected drop forns an al nost
perfectly 6frcul BPCOMENSRAThRLOWt er dot. Dots are easily produced in

i solation, allowgagysd bﬁ@@gag&qatﬁmmgamq\ﬁénﬂ&mtpgn&&d %ﬁq% gggetnﬁl th B fullest.

A page | ay out sycontalnamxture | mages,
Cont i nuous? ©BIE SPEddntvaid&ratingiykie a‘é‘FfH“é?‘&ﬁ‘ﬁP’Eé“&P@%%@éé@dbﬂm a
st ochast i Ctodiagiptht Sipul dalDiatedddctidnt radibizatoe ard dodbnkh® bexitRgl arel MbrefoRdecoupled to

AP U9e ARG odll D8 marfri? BERAA 01, oL ST N PN AL

di t her _Produces spat i al equenc i°host to
the |imtsiss %Chléveaérfst?r@sammpre@ﬁd vwnnloéeaclsliammtdam@owew meaproduci ng | ower

spatial fr equencms detcalptukgalsb afidbls| theGrid:ed Emz@@ﬁ%&hsso WrE) tSRabiead biihe dridlcegr at ed
by the eye,, A_stochast rix is caref gll%ﬁde&gned to be free of

obj ect i onabl® nraftenzmgfmn«giel?e%?s 1i3u‘ymét"fn SFHESWATRE 18§  B¢Ffss the i mage. As such
its size typical B?a@ke@éugcqquenmwmpm@m@éay stoelgstic dalgbring bg bpgott agd

parti cul arimeymgREs of rdpma@% ldﬁ-ééﬂ;l BV Sots( ﬁleg;om};r@éedl]ﬁ%@uﬁb% SorhfR cofatds %‘ nt gnS't té
requency of abou

| evel s). Human gontr a; vi t
cycl es per™® eaéer ereegrB‘fln I‘I %%? ack :laéTra“X‘éﬁ%fﬁ?ﬁ‘E‘ﬁ °P‘5‘?“F§°8’f byer- ol et kyedt |y,
decr easi ngJOb}yOSaedfoamﬂmcormfne 1hOx@ aftre the paktoadbloyst isdhesyicl es per degree and

beconi ng i mreasunaplse ReHOREIRD & ¥ SloSisie REL: L8k 88 Bn ! wi ng
di st ance %f 12 |(:?H;(§Hhesg(aboute 36 mT)p, tf%sr transl gltaggpr o‘%ﬂmﬁmﬁla}e 00- 300

cycl es per™HEKCfepi) on the printed page, or 400-600 sanpl es per inch
accordi ng to Nyquist bs, dlvea peof dooRGCTK ¢2 hacOitde ONBMEE Bahd Ibispdonditove about

300 ppi i %o&fyreésfomafgg“rgmﬁg dub LyrpREt (ﬁ(ﬁ%Csl @1%' 161|994 %F”&Hat?o%ttéc%%o#{ 1glt%ls medi cal

i magi ng. O fset printing of nmagazi nes uses co
resol ut i orfS™PFSR &Y SoHga off stipugusIeny Sﬁ%l‘magF’ﬁ &ﬁ‘é‘l‘reqa%‘?cﬁp‘htg?léﬂhsesc@ﬁf rthdout e

slightly toonieodafmwhieh fre hertil fnedigiiRatedtbly @roskirbiaeiice), len&ﬁé(mia@x tonies Qi LS ar e
repr OduceCLg({U fOeICth ut HeHe D81 I?clfss f Xa?% d%%% ga]t<c091g}e%éd pa%c ) refore not

antialiase OW- pass ein rinted. Text is
theref ore super séttﬁ?P &efs bb‘?‘ﬁfm}gﬁt Hebi-leyrd deelyes aaize pf 7ME{ Eoltrosiclassed sabave, to

pr odijce S rompreed: vegged. wh@nz Ooioé(;sﬁﬁtﬁb&lvél)éomlﬁ}ﬁﬁgﬁ AbAEhRYsudhi B BNS -4 Fal@ile g

resol utio tinues t ercei ved text
shar pnessquglé%gn %Qq%b%accsfmfl? G, SHRE and Odmétr}l;r‘)é‘%t?%“‘f‘ﬁgnsnéf S48 Yori nter
uses a coﬁ?@ﬁé‘er%@@mmﬁ Areveif 19287th©p9ntf(nts o, W@@O@e dpuem/ in@)poraged chyacripb-ack  t ext

and gr aphiresredc®s @h-pdihiQékt &mpBRds Gk a ratio of about 10:1, giving a compressed page size of
0.8MB.

Once dithered, a page of CMYK contone image data consists of 114MB of bi-level data.
Using lossless bi-level compression algorithms on this data is pointless precisely because the optimal
dither is stochastic - i.e. since it introduces hard-to-compress disorder.

The two-layer compressed page image format therefore exploits the relative strengths of
lossy JPEG contone image compression and lossless bi-level text compression. The format is
compact enough to be storage-efficient, and simple enough to allow straightforward real-time
expansion during printing.

Since text and images normally don’t overlap, the normal worst-case page image size is
2.5MB (i.e. image only), while the normal best-case page image size is 0.8MB (i.e. text only). The

absolute worst-case page image size is 3.3MB (i.c. text over image). Assuming a quarter of an
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NPP028- SG 56 7.3 DOCUMENT DATA FLOW Because of the pagewi dth nature of the
Mem et TM pri nt head, each page nust be printed at a constant speed to avoid
creating visible artifacts. This means that the printing speed can't be
varied to match the input data rate. Docunent rasterization and docunent
printing are therefore decoupled to ensure the printhead has a constant
supply of data. A page is never printed until it is fully rasterized. This
is achieved by storing a conpressed vepsi on of each rasterized page i mage
in nenory. This decoupling also allows the raster image processor (RIP) to
run ahead of the printer when rasterizing sinple pages, buying tinme to
rasteri ze nore conpl ex pages. Because contone col or images are reproduced
by st ochas#¥escdiegereriiprdmagoy the plerpekpageivpegezirelis 112MBe gr aphi cs are reproduced
directly usikng dmeEthmemmﬁgcﬁage imge format contains a separate
foreground bi -| excf.gwbl ack | ayer roun contone _color | ayer. The

bl ack |ayer is BagerEgeTy gtfou'frlfgnsgﬁ % gﬁ%“r? ocgper Pl pHiwtopsintrd | ayer
i s dither ed. fieleibyrlegb nttaghk nam’@cer endier @d, ¢ tadiv mgmwat(eads@y@r coatelien? s,

ul timat el Ypaphhdat aa@lnu@mm: Icﬂéuftafsedand a@%@{og;t&ry snd' lﬂéﬂmétn )0 udP Rister Anab€t L €T
page of contone CMYK d has a ‘size 0SSy contone

conpr essi oNOSFYIRIT? Rﬁ]f)f 7§Zxélﬁpl%i‘§d B‘?’E‘E‘é‘g’ﬁ’ W‘PIE’@ 7;@90‘1‘13%91’ f@@@e‘q"ﬁ’f%§ it i on
t echnol ogys4MERIEERAM 657 aeilipsressin@izuansl codi ng of continuous-tone still
I rmges: ReqUI r en?ﬂat é)g@d?l%lgg:%cgs%r QI%%GS C lﬁnlcaéon%thqgenﬁe%ti‘l§ ld)and m{hclocaia‘r e

her ei n incor?orated erence contone 1 nages conpress a
ratio up VEFerorepassipeiid Ot st the bambuon §°H¥°‘Sq]EFa‘queraﬁll\?Ph@13a§1@@%r essed
page size fdds Znd>MBhrofites 8{a®m1l1psps 787 hﬂtpﬁﬁrengmg:emﬁﬁerbm]Ieycﬁélstdﬁfaanehsaﬁ- a size
of 7MB. n t S text fses. ver in ssl ess

bi - 1 cvel doinaies JkATHEN ARGl FRTBLBIAESa Rl ol S 6

538- 1988, Ht#twpint joatrdery Wg’lasdﬂllﬁémd %&ﬁ%ib’@&é? .ng Control Functions for G oup 4

Facsi m | e Equi pnemt RuA@gwEastl%%dtdaﬁpze@rﬁagélhgw%oﬁéhﬂoctlﬂe REiBagh Shrifies
i ncor por at egl rlgyse(f; 0ss- %acelr %the%ﬁ tenspoint .t ﬁe fé presses with a ratio
of about 1B™I T HIRFhG L EAMIPESIEY Saplersraads IDEDS PR BUagESthEY ed, a
page of CI\MQCMMW.I'@WM@@MG@Q iaropne (54 stoeefriiaﬂa@b@enﬁmm) Thevallexeligiriat  Usi ng

| 0ssl ess hiy lheeesetkollg@me&eglepo@s&%mmo& this data is pointless
precisely because the optimal dither_1s stochastlc - i.e. since it

i ntroduces har d- {%- %ﬁﬁb?’g’é §ngifiecapteplsr 769neonirakothe A3pst “@&?ﬁﬁ@%%‘é‘ﬂ“’ﬁaﬂe i mge
format t hemsek arenjesxcinoritshetiagerQal mplé\ﬂEarﬁttHeamghrhﬁlgmA cHiomsy JPEG contone
| mage conpr essi og, Al é?;ﬁt%ngss FH i eyf 58th§]§§ thg%%&%%o%'b&ﬂ theTPo%es,%o‘l?%Hit s

conpact enoq\g{h to be storag |'e "enough

st rai ght f GiPh&F BSFsgal 2t welkes ceﬁ%ﬁglr i T s wglefbﬁoummm?gwryeﬁheéoeﬁm and i mages
nor mal ly don't oVergr@gssort7he DSBY 758 aniMiighdl trE&E e RGFonkilB@ens&ivéEontoller . SVB
(' - magR, Qrplt%s)eba?%ﬂ}cln‘?%&p em%érgtg‘clmasﬁglgtle go%l?(ﬁlelp EQS 6%6”2.%? g%f'zcomponen(t)s Sl

(1. e. t ext
(RF circuit 755 and RF resonators and inductors 756) are provided in a separate RF chip 762. The

network interface module 625 is separate, since netpage printers allow the network commection to be
factory-selected or field-selected. Flash memory 658 and the 2x256Mbit (64MB) DRAM 657 is also
off-chip. The print engine controllers 760 are provided in separate ASICs.

A variety of network interface modules 625 are provided, each providing a netpage
network interface 751 and optionally a local computer or network interface 752. Netpage network
Internet interfaces include POTS modems, Hybrid Fiber-Coax (HFC) cable modems, ISDN modems,
DSL modems, satellite transceivers, current and next-generation cellular telephone transceivers, and
wireless local loop (WLL) transceivers. Local interfaces include IEEE 1284 (parallel port), 10Base-T
and 100Base-T Ethernet, USB and USB 2.0, IEEE 1394 (Firewire), and various emerging home
networking interfaces. If an Internet connection is available on the local network, then the local

network interface can be used as the netpage network interface.
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absol ute worst-case page inmage size is 3.3MB (i.e. text over inage).
Assuming a quarter of an NPP028-SG 57 average page contains inages, the
average page imge sSize is 1.2MB. 7.4 PRI NTER CONTROLLER ARCHI TECTURE The
netpage printer controller consists of a controlling processor 750, a
factory-installed or field-installed network interface nodule 625, a radio
transcei ver (transceiver controller 753, baseband circuit 754, RF circuit
755, and RF resonators and inductors %36), dual raster imge processor
(RIP) DSPs 757, duplexed print engine controllers 760a and 760b, flash
menory 658, and 64MB of DRAM 657, as illustrated in Figure 63. The

control ling processor handl es comunication with the network 19 and with

| ocal wirel ess Akt pdigaasiver 758 sommumisatessin thsambrenspd HYMitp harg ngrmatbowsed ol s t he
user i nt erfya@eiekaBEpHodes- &lﬁbmaan@ mftl%QQ&eﬁs&ﬂZ mm&@ﬂhﬂe&nﬁﬂa%&%@ﬁ% 757
and print gﬁg) e controllers 7 ﬁ ts. 0 gn} rf ormance

gener al - X ﬁlcrdﬁgbcéggﬁt Oﬁﬂg %’ﬁ?’%ﬁflﬁam8}3b8@§ G WHUNi cat es
W th the ‘wmmmmm@ﬁglne controllers 760 via a high-speed serial bus 659. The

RIP DSPs rasterizg amrcamasapueaﬁe i 86k bt m&%@%@&&n@gﬁnﬂf' nter's
conpr essed, Pg%g format. Each pri ine controll er expands ithers and

n
pri nt s pag@ Jugeqeryme data ™ i ‘t"édg"%ﬁf‘iﬁt‘ Wﬁ?aﬁ%fﬂﬁ'@% I3y altematies| i me
(i.e. at mn@pdlﬁ&t,p&gesntpewsesmha Uty intcffae Bt pogx@de pPohmdnica®ingivinesuialnt r ol | er s
pri nt bot hco§iii Qlt @peﬁgteet si mul t aneously. The master print engine
controller Oa ﬁ rols the Eler transport and nonitors ink usage in
conj unct i o?t ﬁWER'ﬁﬁwbﬁg\ Mfp 665 and the ink cartridge QA chip 761.
The printer cont pothber m§1gmeas,hnd€eﬂmﬁa;h;ﬁcﬁ&sdiobaiﬁstetfbeze&ﬁ;ﬁtvwee(afﬁmtbé)t h the
processor 7 S. S fikguiatign data js is
copied to %%n%éﬂ?og%?ﬁ&lmggogec@s mt\M?n eﬁsg?%é% Sor 7 E‘B PHSEBE® 757, and
di gi t al tr%ﬁ@%‘é‘?f\f?r[’%’éﬁ%onent s (t ranscel ver controller 753 and baseband
circuit 754) ar eT]lel"IDSIgrEU&ﬁlstdnﬂe @it S57)Hakh ﬁdgéltdésfaxhﬂneﬁ afSbdmpBB6 (at ARl g RE
corrponentsaste(ud Gld %]?It 755.and RE resonat c ressni |nduct ors 75%% (are
provided in a sepat B 04 BouBy SRS DBTH PSP AR BREE S e%625 i s
separ at e, 555i4)n @é? Wiﬁtﬁa‘@e t‘ptofl‘hb@ﬂ@? lallﬂlﬁdﬁlpﬁﬂqes tndst oash stmtalswnratewagye
factory- Sﬁ}ﬁ@SEﬂcaﬂElwﬁ;}s%EdﬁpSﬁisﬁﬁﬁ&dn argmlﬂurﬂ&mrysteﬁéa @é@gcﬁhﬁg&&gﬁmlt
(64MB) DRAoret-'1>nmens1 alTEf% o 2}\5 % e ppin 6\ﬁ&gl ne controllers 760 are
provi ded iT SEparats ASFELsY X5 iseotpﬁeﬂta RO K GIARERT Yige &S HReSEY 625 are
provi ded, @aelﬁntor oviding a netpage network interface 751 and optionally a

| ocal COprUt er OWat@%MQEéfon's B 8 }t @escz'égon ELRAGE t@§EMngresdlﬁB§51Q%l
interface ncI 5 . POTS nmodens, k@?lFl ber - Coax ( HFC) nodens, | SDN

nodens, Josglegply cprressed § 87%sand hep &opps Bﬁﬁb" nlé’)&"mﬁ'éﬁ%’r ation
cel l ul ar treteaplwne transcei vers, and w reless |ocal |oop (WL)

transcei vers. L [ 4 i OBase-T
and 100Base-T Et)ﬁ%r]?lﬂeat%%%%%f t&?ﬂg@ﬁégg%m%%gdggﬁ aﬁé la@ atg% IES)W d vari ous

emer gi ng HBAHE S REFGsy K h e PRrpdss fhy @ass 1Dy the 1, andgoatpgl éés E‘Hrﬂi‘i’é’t‘;‘tﬁc@‘ﬁe‘* of
avai | abl e codh tighegehaoal dutigt-werikajiorn e Rorbdii@ tHe 0@@ressed page image.

The main processor 750 passes back-to-back page images to the duplexed print engine

controllers 760. Each print engine controller 760 stores the compressed page image in its local
memory 769, and starts the page expansion and printing pipeline. Page expansion and printing is
pipelined because it is impractical to store an entire 114MB bi-level CMYK+IR page image in
memory.

The print engine controller expands the compressed page image (at 555), dithers the
expanded contone color data to bi-level dots (at 556), composites the expanded bi-level black layer
over the dithered contone layer (at 557), renders the expanded netpage tag data (at 558), and finally
prints the folly-rendered page (at 559) to produce a printed netpage 1.

7.4.2 PRINT ENGINE CONTROLLER

The page expansion and printing pipeline of the print engine controller 760 consists of a
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network interface can be used as the netpage network interface. NPP028-SG
58 The radi o transceiver 753 communi cates in the unlicensed 900MHz band
normal Iy used by cordl ess tel ephones, or alternatively in the unlicensed
2.4GHz industrial, scientific and nmedical (1SM band, and uses frequency
hoppi ng and col lision detection to provide interference-free

communi cation. The printer controller optionally incorporates an Infrared
Data Association (IrDA) interface forsgreceiving data "squirted" from
devi ces such as netpage caneras. In an alternative enbodinent, the printer
uses the IrDA interface for short-range conmunication with suitably
configured netpage pens. 7.4.1 RASTERI ZATI ON AND PRI NTI NG As shown in

Fi gure 52, hlémﬁpéedtlﬁﬁgrlr%ﬂ‘lﬁerb} tyteriars 672, 750ndanlSPE@ despdee d63a metandend |Groupdt Haat  550)

t he dOCUITEda&deiS BH0L dl@dh@%ﬁto@ﬂamﬂ@ﬂ@r okl @64, Sa ichdidh F@F”%Mdeﬁ%s (Rtneol), it
runs the agg%ggrl ate o tvvarergn the DSPs 757. The DSPs 757 rasterize

(at 552) e T 3Bt (8 i’8ﬁt°’§r‘|‘ﬂe Bt odee Meget Bpaythead350. | ast eri zed page
i mge. The main Jhopésegine sinovies3@pirateairp lebs otfpagameagtle ioﬁh ﬂ?@fni@r y 657
( at 554) 101&33 m$d MS]%Q W@Yheth%hl %&i Jﬁ%l &g'?a%e E@él Ihk glleg%u[ﬁpgad%ds ;b%le is rea& each

DSP rasterize a separ al e palgr Ps can al ways Sl nce an
arbitrary FmB S pndopssed thraegh the paat epsiie contiplleg@ipeling| Onegyge pasﬂﬂsé@sheﬁ nenory.
This strat ﬁ)glﬂng)ﬂlbyaglaﬁlad&dédﬂsﬂiﬁfe&ﬁhle&hdtbérmefs 1R utilization when

rasterizing shorty, glgt%g ;%FB IC)er mar k atgﬁi)%gng)bEcErQeresgeﬁ%%g%% i ption are

rasterized to a cont one-reso n v ssly
conpr essed2¥®d cHEpdsiEi7 e e Siroma 451%0%!‘6@% HléﬁV#@laEialﬁxer ofid retiers (OGS isbied  page

i mge. TheleidhdiRbeds (ai(eR}lccbIaMQfo 6 tad ﬂaﬁnaptﬂdﬁﬂgél%?]e&?)gq 2041t aérﬁlﬁlt EQéis‘e‘éim&l ef pDagte
tags at a ac e pa e ag

I D, and cosg?g gthe% (‘%%S) %le(ﬁm{tcﬁw bié”%g'ayer &ntrogies (afa%g)n gevflg’laélé]ﬁ%ef 8%%8d duri ng
rast eri zat horesdiie btlore@EK e @emplelstsbdevga@MYKﬁﬁg@t dihes Metfered pndcessor
750 pass eSfogea@tka GOsPaAGorRAG 6n ERARRM &.ﬁﬁa&a ﬁu pﬂa%&qf 1R bibfersCIMU: Dfinese

controll ers 6{? Each print engine control stores the conpressed
page i mage"PRUHEEMT B n Mty Dredt TB?]E"‘%%@FP%““{ W*I%Slbéf&é“eéﬁﬁhﬁ%‘ie t and
printing poﬂa,aqinblmaﬁngfﬁatg,e)temamaﬁxjeﬂmpwadmsomulegnﬂt}&ad@tbxﬂ)ﬁéwsed because it is

i pr actical to S%ﬁgnese%cg'alep% con%lers 76'0d1§ %SF'EXNK-F R 5_ gﬁ?"f’?gge (at

menory. The print engi ne con?nglél?l er expan
555), di t heeplguiagen, tbémaﬁﬂlelaowﬁmm@wum syt signat 670bDn1V emainnd@gme @& 556),

CONpOsi t eSselehtal exRARERA el BVEpin bﬂlagékereité)ﬂﬁﬁme N EEenI B &kotdiheshﬁéii mont one
| ayer (at 557), rrgende IS he exps {)1 net e tag datg |(—f 558%1 and finally
prints the fully-Fehdei 8 $ag é ag WYY F&gSB?ESH'??&eéS"éWﬁ Prvshroversiye 1.
page expansion and rendenng plpelme conﬁgunng the printhead 350 via a low-speed serial bus 773,
and controlling the stepper motors 675, 676.
In the 84" versions of the netpage printer, the two print engines each prints 30 Letter
pages per minute along the long dimension of the page (117), giving a line rate of 8.8 kHz at 1600
dpi. In the 12” versions of the netpage printer, the two print engines each prints 45 Letter pages per
minute along the short dimension of the page (8'4™), giving a line rate of 10.2 kHz. These line rates
are well within the operating frequency of the Memjet™ printhead, which in the current design
exceeds 30 kHz.
CONCGLUSION
The present invention has been described with reference to a preferred embodiment and
number of specific alternative embodiments. However, it will be appreciated by those skilled in the
relevant fields that a number of other embodiments, differing from those specifically described, will
also fall within the spirit and scope of the present invention. Accordingly, it will be understood that
the invention is not intended to be limited to the specific embodiments described in the present

specification, including documents incorporated by cross-reference as appropriate. The scope of the
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7.4.2 PRINT ENG NE CONTROLLER The page expansion and printing pipeline of
the print engine controller 760 consists of a NPP028-SG 59 hi gh speed | EEE
1394 serial interface 659, a standard JPEG decoder 763, a standard G oup 4
Fax decoder 764, a custom hal ftoner/conpositor unit 765, a customtag
encoder 766, a line |oader/formatter unit 767, and a custominterface 768
to the Mem et TM print head 350. The print engine controller 360 operates in
a doubl e buffered manner. While one page is |oaded into DRAM 769 via the
hi gh speed serial interface 659, the previously | oaded page is read from
DRAM 769 and passed through the print engine controller pipeline. Once the
page has finished printing, the page just |oaded is printed while another
page is | oRyetPn sty linitedhy thyagfprbedsfaimhe pi pel i ne expands (at 763) the

JPEG conpressed contone CMYK | ayer, expands (at 764) the Goup 4

Fax- conpressed bi-level black |ayer, and renders (at 766) the bi- |evel

net page tag | ayer according to the tag fornat defined in section 1.2, al
in parallel. The second stage dithers (at 765) the contone CMYK | ayer and
conposites (at 765) the bi-level black |ayer over the resulting bi-Ievel
CWK | ayer. The resultant bi-level CMYK+lI R dot data is buffered and
formatted (at 767) for printing on the Menjet 1' printhead 350 via a set of
line buffers. Most of these |line buffers are stored in the off-chip DRAM
The final stage prints the six channels of bi-level dot data (including
fixative) to the MenjetTM printhead 350 via the printhead interface 768.
When several print engine controllers 760 are used in unison, such as in a
dupl exed configuration, they are synchronized via a shared |ine sync
signal 770. Only one print engine 760, selected via the external
master/slave pin 771, generates the line sync signal 770 onto the shared
line. The print engine controller 760 contains a | ow speed processor 772
for synchroni zing the page expansion and rendering pipeline, configuring
the printhead 350 via a | owspeed serial bus 773, and controlling the
stepper notors 675, 676. In the 8 /z" versions of the netpage printer, the
two print engines each prints 30 Letter pages per mnute along the |ong
di rension of the page (11"), giving a line rate of 8.8 kHz at 1600 dpi. In
the 12" versions of the netpage printer, the two print engines each prints
45 Letter pages per mnute along the short dinmension of the page (8 /z"),
giving aline rate of 10.2 kHz. These line rates are well within the
operating frequency of the MenjetT"' printhead, which in the current design
exceeds 30 kHz. CONCLUSI ON The present invention has been described with
reference to a preferred enbodi nent and nunber of specific alternative

enbodi nents. However, it will be appreciated by those skilled in the
relevant fields that a nunber of other enbodinments, differing fromthose
specifically described, wll also fall within the spirit and scope of the

present invention. Accordingly, it will be understood that
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the invention is not intended to be limted to the specific enbodi nents
described in the present specification, including docunents i ncorporated
by cross-reference as appropriate. The scope of the NPP028-SG 60 invention
isonly limted by the attached clains. NPP028-SG 61 CLAIMS 1. A relay
device for providing conunication between a sensing device and a conputer
system the relay device including: a first comuni cati ons nodul e for
receiving first indicating data transmgtted fromthe sensing device in a
first format, the indicating data being sensed by the sensing device when
it is placed into an operative position in relation to first coded data
formng part of a first interface disposed on a first surface, the
indicating data including a first region identity indicative of an identity
of a region associated with the firdtLAIMBerface; a processor configured to
generate second indicating data based on the first indicating data; and a
second communi cations nodule for transmtting the second indicating data in
a second For mat At dseicenpuriding sgpmsintiophewesin seiveg seisianda deniuee | s
further adgpégthekfaytkAiancugmensi ng device identifier which is adapted to
di stingui sh the sensing device fromother sensing devices of the sane type.
2. A relay devi cefiaceomnshitgioisom@hii foa iheeivitiaeir@ iilichdi® BRoRAhid-ormRthé S a
wirel ess  LOMIUBLEAL L GRS ARLALOE Bbicaidy o Bkl Wns B0 FELAGGOLAING L Q 1 ai m 2,
wherein the wrel ess comruni cati ons %rotocél I's & cellular networ
prot ocol . Plecedninfocqn-gpergiig Roitioacia Geletiom ¢p finst eodedi dpanformipeapagti of at fires iterfrond
comuni catdipmsd sttt Qurfatts thbl El@iSatin@datAERIILE b fifsOrkgibaGRlitY ind@advE SR NERIcAat a
transnittqgakgnggngmggﬂ?M%ﬁérs&%ggn] the response data being identified
r entl y.lg.

by the first regron i A’relay devi ce according to claim1,
wherein the intes{acgo DEkARS0 WndhiEohERERRE bAMbdst onBHTEL BRc4iG, t e
coded dat a ;hg v%sib?e in orﬁ% ioﬁ Sefng béggd atéieagk part@§5%§;on t he
response Bed \ppops- SG 62 6. The rel ay device of claiml, wherein the
first conmuni catjgns,nodul e i s adapted to. .receive the sensing devjce
identifier fronwﬁﬁgéggﬁgFﬁEMIEVT%@Ef 2m$ﬁgmgéﬁﬁ$“ﬂ%5ﬁéﬁm% WERLSHE  wher ei n
the first fewwHaleemmstsstedul e is adapted to receive the sensing device

identifier as an encngpted sensing device identifier.
wherein the sensing device is er adapted to store a sensing device identifier which is

adapted to distinguish the sensing device from other sensing devices of the same type.

2, A relay device according to claim 1, wherein the second format is a wireless

communications protocol.

3. A relay device according to claim 2, wherein the wireless communications protocol is a
cellular network protocol.
4, A relay device according to claim 1, wherein the second communications module includes

a receiver for receiving response data transmitted from the computer system, the response data being

identified by the first region identity.

5. A relay device according to claim 1, wherein the interface includes visible information in

addition to the coded data, the visible information being based at least partially on the response data.
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8. The relay device of claim7, wherein the encrypted sensing device
identifier is encrypted using an encryption key. 9. The relay device of
claim6, wherein the first format conprises a radio frequency signal. 10.
The relay device of claim9, wherein the radio frequency signal is a

Bl uetooth signal. 11. The relay device of claim1l, wherein the sensing

device is adapted to store the sensing device identifier

in a non-volatile

menory in the sensing device. 12. The gel ay device of claim1l, wherein the
sensing device is adapted to store the sensing device identifier in a

read-only nmenory in the sensing device. NPPO28-SG

6. The relay device of claim 1, wherein the first communications module is adapted to

receive the sensing device identifier from the sensing device.

7. The relay device of claim 6, wherein the first communications module is adapted to

receive the sensing device identifier as an encrypted sensing device identifier.

8. The relay device of claim 7, wherein the encrypted sensing device identifier is encrypted

using an encryption key.

9. The relay device of claim 6, wherein the first format comprises a radio frequency signal.
10, The relay device of claim 9, wherein the radio frequency signal is a Bluetooth signal.
11. The relay device of claim 1, wherein the sensing device is adapted to store the sensing

device identifier in a non-volatile memory in the sensing device.

12. The relay device of claim 11, wherein the sensing device is adapted to store the sensing

device identifier in a read-only memory in the sensing device.
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