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FIELD OF THE INVENTION
[06002] The field of the invention relates generally to monitoring resource distribution
systems, such as a water utility network, and detecting anomalies associated with the distributed

network.

BACKGROUND OF THE INVENTION
[6003] The United Nations notes that water use has been growing at more than twice the rate
of population increase in the last century, and an increasing number of regions are chronically short
of water. By 2023 two-thirds of the world’s population could be under water stress conditions as a
result of increased populations. Water, especially potable water, is essential for all socio-economic
developments and for maintaining a healthy population. As populations increase across the globe
they call for an increased allocation of clean water for use, resulting in increased water scarcity.
[0004] One method to address water scarcity and conserve resources is the detection of leaks
and other events occurring in water utility networks. Some experts estimate that losses due to leaks
and theft amount to 25-30% of the water flowing through water utility networks. Therefore, a
significant amount of water may be conserved merely by addressing the water loss in systems

already controlled by humans.



BACKGROUND OF THE INVENTION [0003]The United Nations notes that water use has been
growing at more than twice the rate of population increase in the last century, and an increasing
number of regions are chronically short of water. By 2025 two-thirds of the world's population could be
under water stress conditions as a result of increased populations. Water, especially potable water, is
essential for all socio-economic developments and for maintaining a healthy population. As
populations increase across the globe they call for an increased allocation of clean water for use,
resulting in increased water scarcity. [0004]One method to address water scarcity and conserve

resources is fhggetectiopnf Jepks, ADd ASr Y SIS RECHILING BRI M RESWRTkS Some experts

estimate that losses due to leaks and theft amount to 25-30% of the water flowing through water utility

networks. Thasefereda sigrificantamnaiat Dhwaler-may:he tetsasvedmermiphy @ddressiag the water
loss in systems already controlled by humans. 1000510Id and poorly constructed pipelines,
inadequate chddisioniproteetionksyedsby the supply pressure in the system, and as a result the utility must

raise pressure in the system to make up for the losses. Raising the system pressure results in more
water being pumped and raises the energy consumption of the water utility. Indeed, water
distribution networks are the single biggest consumers of energy in many countries. By identifying
and correcting water leaks and other network issues, utilities can conserve water for futare yse and
dramatically reduce energy consumption.

j0006] Adding to the difficulty is that most water utility networks are large and complex,
and have been built through piecemeal growth, with many pipes in arbitrary configurations to serve
specific geographical needs that develop over time. Further, most water utilify networks lack
accurate, frequent, real-time customer consumption metering, which might aliow for a simple
conservation of mass input and output accounting. Additionally, water utility networks are designed
to deliver water to a large number of consumers, whose individual behavior is unpredictable and
subject to change due to many factors. Such factors include, for example, weather changes and
natural events (e.g., hot weather increases consumption, as do droughts), holidays and atypical
social events (e.g., causing consumers to remain home and water use to increase in residential
networks and decrease in business neighborhoods), and demographic changes in neighborhoods
over time,

[6047) Existing methods for leak detection in water utility networks do not adeguately
address these problems. For example, commercially available hardware Jeak detection devices used
for field surveys, such as acoustic sensors, can be effective at pinpointing a leak within a given area,
but are expensive to install and operate and do not provide rapid discovery and blanket coverage of a2

whole network. Existing water IT systems, such as the Advise™ Water Leakage Management



maintained valves, and mechanical damage are some of the factors that contribute to water loss. .
Additionally, water leaks reduce the supply pressure in the system, and as a result the utility must
raise pressure in the system to make up for the losses. Raising the system pressure results in more
water being pumped and raises the energy consumption of the water utility. Indeed, water distribution
networks are the single biggest consumers of energy in many countries. By identifying and correcting
water leaks and other network issues, utilities can conserve water for future use and dramatically
reduce energy consumption. [0006lAdding to the difficulty is that most ater utility networks are large
and complex, gfghavaPesn, RHELITEUIR PIGLE MY HOW BV MANYRINGRIRANIANSs he
configurations to serve spemﬁc geographical needs that develop over time. Further, most water utility
networks lacleaggurats; lfieguantiuaalstimng eustprmenconsun piian: meteriag iwhich mighirallow for a
simple conservation of mass input and output accounting. Additionally, water utility networks are
designed to delivierewaterttiailaliydyinvber ofcbondeararsoiviostvinlividusal dsetmaidontié urmivedictable
and subject to change due to many factors. Such factors include, for example, weather changes and
natural evenifé“dés.@‘T,aﬁlﬁrWé‘éi’fﬁ%ﬂ‘I%{é%%’@g‘E%%ﬁﬁ%?%%ﬁ%??@ﬁ?g)ﬁoﬁﬁ?ﬁéﬁ?g Antestopical social
events (€., causing coneumers to ramain home and wateruss Lo Ineraase o fesideniiat netuorks
and decreas€’Ii ]Eeusmé)ss??elgh%dr 00ds), and emographic changes’ln né/lg?%or 00d< OVer time.
100071 Existigg, methads {ondeakdstgoion inwarer4ility petworks so.net adequaishxaddiess these
problems. For example, commercially available hardware leak detection devices used for field surveys,
such as acousdiccsersosiaiiaanl heeffegtiraatnpinpoinitagea tealporithinof give Nakaekshrbare expensive
to install and operate and do not provide rapid discovery and blanket coverage of a whole network.
Existing watewoldbyibtemst sophimagtitrebiduiseétenyiwatsrladkidedmenbigerdded tavaiiable from ABB,
attempt to make some use of meter data but that use is simplistic and thus the results are of limited

usefulness. FHHBLEATBIEHHEUETSIEIME dPRERE e Kriadhti Wy _HBRNFAYEET time on specific

individual ev uch as.leaks or other network eyents, do nQt i tjrj}/ meter faults or adverse water
quality condiﬁ@tﬁgflack s?%lﬁjse{i‘ga?%naci{}g@ %I}ggé%% tgqéﬂc%tﬂ?gt(e%/tdgr% s%?éisr%l?’:fnrsokfjﬂlr{?tel§ Tietwork operation,

and suffer Ot%FeQGH%iﬁQQ@%Ig HINGEMRIRING-SYSIGIHCWIENBLIRMRE Jackile Abiity,tg:detect

energy loss or water thefts. A key failing of most current approaches is a lack of deep statistical
modeling of thedRamhunmeteredcampongnisafinatecinaiiorks dpestnotabiythe waitesconsumption

by service customers, which is frequently modeled by very rudimentary techniques, yet has a profound
impact on anytifinedysise of thenetwork b1 0008 tBligkevistpys@umiv farrd Dugopeginsitions:SCADA")
systems have become o ] ) ]

utilities malke little use of the historical data accumulated in their systems to automatically (or

otherwise) detect leaks and other anomalous network events. Furthermore, any anomaly detection is

usually limited to single-sensor fixed-bound alerts, leading either to low sensitivity or to a high

proportion of false alerts.

[0069] Water utility network operators continue to add even more meters to monitor the

activity of distribution systems. While this does provide greater amounts of data regarding the

network, and hence greater potential for understanding events within the network, the increased

volume of data often serves merely to confuse network operators further, and exacerbate the already

difficult “needle in a haystack™ aspect of water network monitoring. Moreover, the placement of

more meters is not usually optimized to improve the usefulness of data being received from the

overall system for advanced monitoring purposes. As a result, the increased volumes of data



increasingly available in water utilities throughout the world, collecting data from a variety of meters
within the network, measuring quantities such as flow and pressure. However, at most utilities these
systems are used by a few skilled operators mainly for ongoing operational needs; utilities make little
use of the historical data accumulated in their systems to automatically (or otherwise) detect leaks and
other anomalous network events. Furthermore, any anomaly detection is usually limited to
single-sensor fixed-bound alerts, leading either to low sensitivity or to a high proportion of false alerts.
[0009]Water utility network operators continue to add even more meters to monitor the activity of

distribution Sa/&f&m%Wéhﬂ&@aidfe;ea@ﬁﬁxig&g@% ameuns s datadeaarding HRenatwRkand

hence greater potential for understanding events within the network, the increased volume of data
often servesmm@eelyate cendfuseinehvaskuoprratarsdikihenandiexacerbate the already difficult "needle
in a haystack" aspect of water network monitoring. Moreover, the placement of more meters is not
usually optiniif#ddo improveuttheisefulivsssnofdiatdrhmingd ecedvediffonsiivdsovéitsystem dop
advanced moni'_toring purposes. As a result, the increased volumes of data describing network activity

are unorganiZ¥ sd SR RGNS d T pbfa abe v Sk Bk periedr e thincasamy it iBecisions

about the ste}ttélg gcf thtg acaJ rtgylit Or‘llgé\%%lé. OO(é)nltOO A %ssggsfg), theesre exists a need for improved systems
and methods o Deter anafyze a'Tetreved rom a water uﬁfﬁy network and data about the utility

network and the consumption of its resources to facilitate improved management of these resources.
SUMMARY OF THE INVENTION SUMMARY OF THE INVENTION

FB0011] Some or all of the above and other deficiencies in the prior art are resolved by a
computerized method for conserving water by monitoring a water distribution network, the water
distribution network comprising a plurality of pipes and network devices such as pressure reducing
valves, reservoirs, of pumps, for delivering water to consumers and a plurality of meters positioned
at locations within the water distribution network. The meters may be positioned on the interior or
exterior of the pipes, near the network devices, or in other arbitrary locations. In some embodiments
the method includes receiving meter data from the meters, the data representing a plurality of
parameters measured by the meters, the parameters including at least flow of the water through the
pipes. In some embodiments, the meter data is Supervisory Control and Data Acquisition (SCADA)
data. In some embodiments, the meter data is processed before being analyzed such as by filtering
out noise from the meter data and by formatting it for storage in a network information database.
[00412] According to some embodiments, the meter data is analyzed to identify water
network events, the water network events comprising leakage events and informational events
regarding consumption of water delivered over the water network and operation of the network and
the meters. The informational events that may be reported include an unexpected increase in
consumption pattern, a change in consumption pattern, a theft of water, a zonal boundary breach, a
utility meter fault, and a network device malfunction. The method according to some embodiments

may further include receiving over time water quality data representing turbidity, chilorine and pH of
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1000111Some or all of the above and other deficiencies in the prior art are resolved by a computerized
method for conserving water by monitoring a water distribution network, the water distribution network
comprising a plurality of pipes and network devices such as pressure reducing valves, reservoirs, or
pumps, for delivering water to consumers and a plurality of meters positioned at locations within the
water distribution network. The meters may be positioned on the interior or exterior of the pipes, near
the network devices, or in other arbitrary locations. In some embodiments the method includes
receiving meter data from the meters, the data representing a plurality of parameters measured by the

meters, the parametersineludingat lvastfdonacidhewatesthraughnibe,pibrs:io gamesemhodiments,

the meter data is Supervisory Control and Data Acquisition (SCADA) data. In some embodiments, the
meter data isyarecpsseddbefove being anahszdc suchies, byofilteingout noisenfrarndiieashetér data and
by formatting it for storage in a network information database. [00012]According to some
embodiment$¢thBeter §btaris aranysseitoTeriy WA Hed kO SY &3 Uise ilaieren dtvieie events
comprising leakage events and informational events of water delivered over

egarding consumptio ,
the water neRRBPR SHA o SHEHFRE REIONE AREFHHE HAEEATES TRA TSI BE GHA IS that may be
reported inclyge, 1 pIGXRESIEEIAISASE. [ CONSHTRIYY BRI 2. CHRNGR N GRISHBHGRpater a

theft of water, a zonal boundary breach, a utility meter fault, and a’network device malfunction. The

method acco&gg'ﬂg; 1R sameLmbadinentsmayiwtheringlude receiving over time water quality data
representing turbidity, chlorine and pH of the water delivered over the network and identifying network

events by defe@tidy changesin thebwitenguakityndatd oviedtinedviexcess:dira statistiealpgroportionate,
or constant value threshold. [00013]The one or more network events are reported to a user via a user
interface. in SOMfS@HTBbBIABALE(HE MRLET HStReTRIBVE}HS HIECStBIBe SR HRRID 4! Ei9they may be
accessible to g variety of interface modules that report the events in_different g/amjsg, including through

event lists, gAY 8 HSHERIAM. St BUbTRSESES ‘6ot RS 1O ANIA So e EiBigtiments, die
method IﬂClUQ&? J&q& %@9@%%99)%%{ 19%%&8!‘8&5‘&%%;1&% weather conditions in the region of the

water utility network, calendar data representing one or more factors affecting water consumption
on a given date, repair data representing one or more repairs performed on the water utility network,
and structural data representing a structure of the water utility network. As explained further herein,
this secondary data can be analyzed along with the meter data to provide better, more accurate
results and to reduce or eliminate false alarms. For example, an anomalous increase in water flow or
consumption in a given region of a water utility network may be explained by above average heat or
dryness or by a holiday or other natural or human event which causes people to stay home and not
go to work or otherwise change the typical consumption patiern at a particular location or locations.
[60915] In some embodiments, meter data is analyzed by statistically predicting meter data
for a first meter based on other meter data from the water utility network, such as by calculating a
statistical distribution of likely values for the first meter, and comparing the received meter data for
the first meter with the predicted meter data for the first meter. By way of illustration, historical
data may indicate that the first meter’s values are typically approximately double the vaiues

measured concurrently by a second meter; then the first meter is predicted to have a current reading



more sources external to the meters, the secondary data representing one or more conditions affecting
consumption of water in a region serviced by the water utility network. The secondary data could
include, for example, weather data representing weather conditions in the region of the water utility
network, calendar data representing one or more factors affecting water consumption on a given date,
repair data representing one or more repairs performed on the water utility network, and structural data
representing a structure of the water utility network. As explained further herein, this secondary data
can be analyzed along with the meter data to provide better, more accurate results and to reduce or
eliminate falggyadatms:1k ab@ramplendny anemalosisioe easehinswaianilow. oheanswmptionsma given
region of a water utility network may be explained by above average heat or dryness or by a holiday or
other naturabeideutifan levéntaihich eausds ifdoplatd stayvhdomecandurdigo the fiorkoeothdnivise
change the typical consumption pattern at a particular location or locations. [00015]In some

embodimentEom e padiciet arianyby By beirstiesty preditatsgnrretiartisel deviainrstiiadiditted on

other meter data from the watey utility network, such as by calculating a statistical distribution of likely
values for th%‘ﬁ?@?lﬁ‘?&@ﬁ%}rﬁ? e(gjc}ﬁ%%saﬂ@gl R FERU e yrﬁg}f%rrnaléffjavfio%%haep ﬁ?s’?%ee ev‘FII\}VCIIi?Wf'r%]e%? ‘Predicted

meter data fof fhe first RaIeL, mflemydpctfiugmﬂ%ﬁ@s%@alﬁﬁm@mﬁy indicae ithatdhe figst meter's

values are typically approximately double the values measured concurrently by a second meter; then
the first metepispredicteddedravaaiganusnispading inppraxinaieitdaubinibereadingsecently
obtained from the second meter. The network events may be identified by detecting an anomaly if the
actual receivediwméte mval uetfbbmbthedinstarreteptdeviatesvire mudienpre dibtdthmeterotaiudifarthe first
meter by a predefined statistical deviation, for a duration exceeding a predefined threshold, if their
frequency ocBLRBENHHHTE prevshindatsird shrertmisliscosyaatipfetiehied FIEZRBIA, or by other
means. Statistica anom‘%ly dete%tion in meter valtﬁesfeis.a robust wa éo ov%r(fé)r&et difficulties

inherent in RS RS U P TR Ra e SR B O L P Wt T R R L a0 S5 P H Oty A v Ater ¥5hSUmption

by service CUsIOMEES. WAIGH:RES-ARIQRHIGHIRAG S ARV ARAVEISRINGRaerk Sialisical structure
in this consumption, such as atendericy to periodicity, propagates throughout the network, leading to
similar or detiyigshstalist cabstibetradAdmeiervalmmallowingdamanadysis skt dieihbans that
particular meter values were generated during routine operation of the network (no anomaly). In
addition, the desetofrsiatistichbdhoniahlicdetdotion oStitosetibétehé reireal ohbforased vitheomethods

and systems of the present invention with networks that supply meter data that does not cover every
portion of theHBAFBYRINS (s eprBViaEE 0 MRalemmacSeTer B BRHERISE TSHBfetehd deficient.
Thus, for exam%jllgé he anomalyé Qﬁ}?%ion glescribed herFin IS g&igﬁggd Rlpsefg)gost usl%flélwin water
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utility networks’ HeR FETers ar& oy oregent at cenam network jurctions or iocations, or in which

meter readings, are taken; af &&@ﬁw@%&%i@s&@g&m BIRRRLDADPRIS AL ABERVISS Akt Rigyide up to

date information. Indeed, as explained above, typical water utility networks suffer from one or more of

these types affeligiengiesindharsaiehdairsphaciediomiheneiwarkhandlackagingates frequent,
real-time customer consumption metering, which might allow for a simple conservation of mass input
and output acbouatingsane eeddesigrrednondsiiesivateihtovaskaig einpreéds wf tohtuirensaivhose
individual behavior is unpredictable and subject to change due to many factors. 1000161In some

embodiment¥idsestiatiesnipréateing mistb M sty TR A TREEHiter fraeaacer more of these types of

deficiencies in the meter data collected from the network, and lack accurate, frequent, real-time
customer consumption metering, which might allow for a simple conservation of mass input and
output accounting, and are designed to deliver water to a large number of consumers, whose
individual behavior is unpredictable and subject to change due to many factors.

{60016] in some embodiments, statistically predicting meter data for the first meter based on

other meter data from the water utility network includes selecting one or more second meters as one



other meter data from the water utility network includes selecting one or more second meters as one
or more corresponding meters and correlating meter data received from the first meter with meter data
received from the one or more corresponding meters. The one or more second meters may be
selected by correlating historical meter data for the one or more second meters with historical meter
data for the first meter. In some embodiments, the one or more second meters may be meters which
each historically had close correlation with the values of the first meter. Loosely speaking, in routine
network operation, the first meter's values are expected to continue this correlation. By way of
illustration, SM&%M@Q&H@@&@E&%@M&%&%@Q%ME@E& measd et aweinatencarswmed by
several distinct neighborhoods with similar demographics, and hence similar (or proportional)
consumptionipatieme:dlinerahe e monerseconganbterseray flither berselectzddmoaeswtich are
positioned within the water utility network so as to be unaffected by local anomalies affecting the first
meter, of thesslortedRictpizebtingbivetieal tnchanpdik Bperawrrsicirashmeirs YER BeRPartsr the
same network and general area, the second meters are affected by 0t}pge same IoE)al anom?Ij S, such
' f e

as increased &3i& hses Aot Eas ST IRILRRy S PORAEF ZHERST SHBRER QRO e first
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comparison to the data frrom the second meter(s), yet a global anomaly will ndt generate a false alert,

even if its capsdaWpknawn m08M{dSama Rt alk of thacakove,and atRebsaficiangiesdn dhe prior art
are resolved by a computerized system for monitoring a water utility network, the system having a

network inforthatietvdatahasefadstaringrinetérdatecrapnesentingsaqiur ity o parametersdbeasured
by the meters, the parameters including at least flow of the water through the pipes, and secondary
data from on®wrahdrensbigisbBasheedn ditostrélamdtsngriracesshitpary daideTépresentitgdhe or more

conditions affecting consumptign of water in a region serviced_ by the Witer tiIitg/ network. The system

b
further contafR& SHRETA DS Bh Jif oLt AT S S SHBRTE TRE ?ﬁﬁf%rrbﬁﬁf: CelRd S SEshARIS d5ta to
dentity anoraligshanavir€ asalfieafion snaiRe sulduado deRiYWaIRHHIIb: REMRYIh cvents

based on thd anoma ies, the water network events comprising leakage events and other events

regarding quaatity.eF Gtalitkef waten flovirgetrouahiheopingsand fetwork devieesandppearation of
the water utility network, and an event database for storing water utility network event data
representingthiaeaanaanmbradaterd etvuoiie sv@ntsndentifie dby thd eventolagbifidatiomangine. The
system may further include a set of interface modules for retrieving water utility network event data

from the eveficHatdbasesaherapartiof it i tisdrs. ODOYEYI K5 enembatré s s dmaRBis engine

comprises a plurality of predictor modules . .
P t%e {irst %r/xeterpwill not affect the data from the second meters and so will be easier to detect by a

statistical comparison to the data from the second meter(s), yet a global anomaly will not generate a
false alert, even if its cause is unknown.

160017} Some or all of the above and other deficiencies in the prior art are resolved by a
computerized system for monitoring a water utility network, the system having a network
information database for storing meter data representing a plurality of parameters measured by the
meters, the parameters including at least flow of the water through the pipes, and secondary data
from one or more sources external to the meters, the secondary data representing one or more
conditions affecting consumption of water in a region serviced by the water utility network. The
system further contains an analysis engine configured to analyze the meter data and secondary data

to identify anomalies, an event classification engine configured to identify water utility network



for generating a statistical distribution of likely values of the meter data for a given meter, assuming
routine operation and no anomalous events, and a plurality of anomaly detector modules for
comparing the actual meter data for the given meter to the distribution of likely values to detect
anomalies in the meter data 1000191Some or all of the above and other deficiencies in the prior art
are resolved by a computerized method for managing a water utility network, the method comprising
sending meter data to an analysis engine, receiving from the analysis engine data representing water
utility network events, and displaying the received water utility network events to a user on a

computerized\dizplay.d8iGR AGHIFEING LA SeMERBPOUMEnts WAL e bVAIk avenis ierlnde

leakage events and other events regarding quantity or quality of water flowing through the pipes and
network deviagaraing Qpetationeiiinevaier OtilitynebugikthEhepwater nstilitylninetkalepirsiata may
have been identified as a result of analysis of the meter data and secondary data, the secondary data
representing Gite srerord icormditiohspdfectyiy cbiahasn frichophevattr vitregivnseritadtby the water
utility network. BRIEF DESCRIPTION OF THE DRAWINGS 1000201 The invention is illustrated in the

figures of the' FEESABETA NG RERFGEATRRAVEFS FHEh I BRed REMpRPEHRFA ST IMERS Y Which like
references are j[ntendegut fgeifecrl &&'Lke or corr§sc|g9£10%iglgsearts and in which: {0002%1 i Sé'nil d%&d 2

present blocﬁyﬁlgndr%fa‘r‘{s ep’fcﬂng syssfeetr%gl?éef ranonltorlng gﬂ/\l}%ttréerv Ing Waler BUlIEY Retw
from the event database and reporting it to users.
100018} In some embodiments the analysis engine comprises a plurality of predictor modules
for generating a statistical distribution of likely values of the meter data for 2 given meter, assuming
routine operation and no anomaious events, and a plurality of anomaly detector modules for
comparing the actual meter data for the given meter to the distribution of likely values to detect
anomalies in the meter data.
[0CO19] Some or all of the above and other deficiencies in the prior art are resolved by a
computerized method for managing a water utility network, the method comprising sending meter
data to an analysis engine, receiving from the analysis engine data representing water utility network
events, and displaying the received water utility network events to a user on a computerized display
device. According to some embodiments the water network events inciude leakage events and other
events regarding quantity or quality of water flowing through the pipes and network devices and
operation of the water utility network. The water utility network event data may have been
identified as a result of analysis of the meter data and secondary datz, the secondary data

representing one or more conditions affecting consumption of water in a region serviced by the

water utility network.



network according to embodiments of the present invention; [00022]Fig. 3 presents a flow diagram
illustrating a method for monitoring a water network according to an embodiment of the present
invention; [00023]Fig. 4 presents a flow diagram further illustrating a method for onitoring a water
network according to an embodiment of the present invention; 1000241Fig. 5 presents a flow diagram
illustrating a method for predicting measured values for a given meter according to an embodiment of
the present invention; [00025]Figs. 6 and 7 present flow diagrams illustrating attribute selection
according to an

BRIEF DESCRIPTION OF THE DRAWINGS

[60020] The invention is illustrated in the figures of the accompanying drawings which are
meant to be exemplary and not limiting, in which like references are intended to refer to like or
corresponding parts, and in which:
{66021 Figs. 1 and 2 present block diagrams depicting systems for monitoring a water
network according to embodiments of the present invention;
[60022] Fig. 3 presents a flow diagram illusirating a method for monitoring a water network
according to an embodiment of the present invention;
160023} Fig. 4 presents a flow diagram further illustrating a method for monitoring a water
network according to an embodiment of the present invention;
[00924] Fig. 5 presents a flow diagram illustrating a method for predicting measured values
for a given meter according to an embodiment of the present invention;
[00025] Figs. 6 and 7 present flow diagrams illustrating attribute selection according to an
embodiment of the present invention;
[00026] Fig. 8 presents a flow diagram illustrating a method for detecting a water leak event.
{00027 Figs. 9 - 11 present flow diagrams illustrating event detection for specific event types
according to embodiments of the present invention; and
[006028] Figs. 12 - 15 present screenshots showing a web user interface presenting event
information generated by the analysis engine according to one embodiment of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS
[00029] in the following description, reference is made to the accompanying drawings that
form a part hereof, and in which is shown by way of illustration of specific embodiments in which
the invention may be practiced. It is to be understood that other embodiments may be utilized and

structural changes may be made without departing from the scope of the present invention.



embodiment of the present invention; 1000261Fig. 8 presents a flow diagram illustrating a method for
detecting a water leak event. [00027]Figs. 9 - 11 present flow diagrams illustrating event detection for
specific event types according to embodiments of the present invention; and [00028]Figs. 12 - 15
present screenshots showing a web user interface presenting event information generated by the
analysis engine according to one embodiment of the present invention. DETAILED DESCRIPTION OF
THE EMBODIMENTS 1000291In the following description, reference is made to the accompanying
drawings that

[C0036] Figure | presents a block diagram illustrating one embodiment of a system for
monitoring resources in a water distribution system. As shown in Fig. 1, the system includes a
Water Network Analysis Engine 100 composed of various software modules and databases residing
on computer hardware and performing the functions described further below. The engine 100 may
include one or more processing devices performing the below-described operations in response to
executable instructions. The Water Network Analysis Engine 100 analyzes data received from
different meters, sensors, reading devices, or other data pertaining to a distribution network. One of
skili in the art will appreciate that unless the specific context explicitly indicates otherwise, as used
herein the terms “meter” and “sensor” generally refer to the same class of network devices and
encompass any meter, sensor, gauge, or other device capable of measuring parameters or values or a
stimulus, especially stimuli relating to a water distribution network. The system identifies
anomalies and events based on that data and provides real-time alerts or off-line data reports to users
who can then take action, as appropriate, to address any phenomena or events identified by the
Analysis Engine 100. As described further below, the anomalies and events identified by the
Analysis Engine 100 include leaks, bursts, unexpected consumption of water, faulty meters, meter
calibration problems, water quality changes, other issues important to the quantity of water being
delivered over the network, malfunctions in network devices, and other issues known to those
skilled in the art.

[60931] As shown in Fig. 1, the data received as inputs to the Water Network Analysis
Engine 100 include, in some embodiments, GIS data 101, Operation Data 102, Water Distribution
System 103, Meter Data 1 103a, Meter Data N 103b, and External Data 104.

{60032] (1S Data 101 is data from a geographical information system (“GIS”) which
describes the structure and layout of the water network and positioning of the meters across it, and

includes meter types, meter locations, meter ages, descriptions of the water pipes such as diameters
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form a part hereof, and in which is shown by way of illustration of specific embodiments in which the
invention may be practiced. It is to be understood that other embodiments may be utilized and
structural changes may be made without departing from the scope of the present invention.
[00030]Figure 1 presents a block diagram illustrating one embodiment of a system for monitoring
resources in a water distribution system. As shown in Fig. 1, the system includes a Water Network
Analysis Engine 100 composed of various software modules and databases residing on computer
hardware and performing the functions described further below. The engine 100 may include one or

more procesgiRgARYIRESREHRIIING trihalovr deseringr inRaratians ibhEe sROBSa RIS XaaIable
instructions. The Water Network Analysis Engine 100 analyzes data received from different meters,

sensors, readingdevicaspy.enotdditidaibepartminitag tocagligtdbutionaof ehiliorkh©me dfnskithin the art will
appreciate that unless the specific context explicitly indicates otherwise, as used herein the terms
"meter" and “benssrisgerrdhiheretearty #ie Yrmectnse SenaRoiREhveS EHNePROHTPAES any meter,

sensor, gauge, or other device capable of measuring parameters or values or a stimulus, especially
stimuli relatirt ¥8ed- Riatet dictn GfSHRB IR .O’f’ﬁé ?%ssf%}%?dgﬁf 2L LSt {&%hased on

Imes anomalies ana even

that data and,pt Vi%ea&ﬁ&lﬁé}]}&%ﬁﬁﬁ&@%{;ﬂﬁ%& daladenoia RUseiR Do AN e akeartian, as

appropriate, {0 address any phenomena or events identified by the Analysis Engine 100. As described
further belowtheanemalies.ansoventaddentified 2y, thendnabsiadngine, W0ineudeteaks, bursts,
unexpected consumption of water, faulty meters, meter calibration problems, water quality changes,
other issues impevtanhtdifid gubntityof \Watdelbeing tislizer edoneluthepristesorkemthdfumistions in
network devices, and other issues known to those skilled in the art. [00031]As shown in Fig. 1, the
data receivedeaehippersa theampiad pNetsEid AppfyaRIEIrR X D08 elbefe i sBrREs BRI RNts. GIS

data 101, Operation Data 102, Water Distributjé?n %ystem 103, Meter Data 1 103a, Meter Data N 103b.
and External P35 P64 5080 RIS B At 0P Het 38 5720 Y8ographical information system ("GIS")

which descriqg 36 Sruci s, N iayobah NBAALES RENIOHS APARRSHORTALDE.IRlers across i

and includes meter types, meter locations, meter ages, descriptions of the water pipes Such as
diameters  information in a digital format on operations perfarmed by the network operator that can be

correlated with meter readings to determine or refute an anomaly. For example, Operation Data 102
may include information concerning water network operations, such as routine or planned water
network operations, opening and closing of valves that affect water flow, pump operations, acoustic
surveys, repairs or improvements made to any part of the water network, dates and times of the
repairs/improvements, locations of the repairs/improvements, routine maintenance made to the
network, and access control information indicating when and where on the network technical
personnel may be active. In one embodiment, Operation Data 102 is provided by the system used to
manage the water network.

[00034] Monitored water distribution systems produce vast amounts of time dependent data
such as, but not limited to, hydraulic indicators such as flow, pressure, and reservoir level, and
quality indicators such as chlorine, turbidity, pH, and others. This data may be produced by meters
distributed throughout the network, and may be represented by the Water Distribution System 103.

Furthermore, the meters distributed throughout the network may be in arbitrary locations, or
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and manufacturing materials, partitions of the network into pressure zones and/or supply zones, a city
or area map, and additional evolving data recognized to one of skill in the art. Any other characteristics
of the geography and engineering of the water distribution system may also be utilized, as well as any
other data relied on by one skilled in the art. It is also noted that this data may be evolutionary data
including updates consistent with the evolution of the underlying resource system itself, for example
when new water pipes, connections, meters, etc., are installed or otherwise modified in the system.
Furthermore, this data may include updates when the underlying resource system is sampled or
measured, fqfexam FPl':%tWB? Br@%i@é@?a%&ﬁ%ﬁé@eﬂ%ﬂ%c&?&é QR fpaienialtatigre-os-intenal ganstriction
by accumulated solid deposits. [00033]Operation Data 102 includes asset management information,
and may be anycifaamatiorbingdigitaifosmaiceniopkeatinns parformed i ennetro tkapianaior that
can be correlated with meter readings to determine or refute an anomaly. For example, Operation
Data 102 mayyvimiuti® irfformsaioriccdicerting watercpkdework opedations: subhtaspregtiivd by planned
water network operations, opening and closing of valves that affect water flow, pump operations,

acoustic surveRErE LR8Py BARRde a6 an i paresrnathteraeiRarrdutes and times of

the repairs/improyements.locations o( e eBalisimproveNents, utie, maisnaeg made to the

CRAC awr, .
network, andcaccess controﬁ’n?ormatlon Indicating en and where 6n the networek tec’ﬁnlcal

personnel may;he a¢live: WRenermbodiment «RReERLaR Data R iseroxides by.lhesuatem used to

manage the water network. [000341Monitored water distribution systems produce vast amounts of
time dependentdaibssilich s shuknhblimitedirasdydraddie indicatans suciyascilovvhpressure, and
reservoir level, and quality indicators such as chlorine, turbidity, pH, and others. This data may be
produced by mpeterssdistritsueedothvd drejh oviteiemeawork ranealayrdsesseipriisered Bpthutivmter
Distribution System 103. Furthermore, the meters distributed throughout the network may be in
arbitrary locatfoW&*or locations that only provide a partial representation of the entire network. Meter

Data 1 103a eter Data N b resent data.praduced by the various sensors and meters in
b@?&}%@ Df:’,a)(:lt-ma I@%& {g me cﬂ::sfag'é%ig gmﬁ)rma%%n e V%r#% waler copsumption an

Water Distribution System e example of a system used to collect network data such as that

represented hy NetworkiRatankPsa andileten DAtk I8bls RRCARRSYRIGNR: REARASRIGMAY

include continuous time-dependent meter data, such as pressure of the water, flow rate of the water,
turbidity of thensedgienahl evisiasleuelstio: thasvadesyppliaf ihe nwatetls audvieseiioir shatesdaialssiThose of
skill in the art are familiar with SCADA data systems and can appreciate that the term represents an
abstraction ofdataeokiettion ftbeneaeriddubtrisiliordedssr iy thisonesetzportyibupien thefwstien of

the water network.

[80036] The Water Network Analysis Engine 100 analyzes the various input data streams and
returns output categorized and formulated as event data in accordance with processing operations
described in further detail below. Water Network Analysis Engine 100 stores data in Database 106,
and data from Database 106 is retrieved by one or more interface systems, such as Event Tracking
Interface 108, Alert Interface 109, Reports Interface 110, Proprietary System Interface 111, and
Other Interfaces 112. Water Analysis Engine 100 may also access previousiy stored data from
Database 106, to provide continuity in the reporting of events, for example to update that a
previously detected event is still ongoing, rather than detecting it as an additional, separate event.
Different types of interface systems are used to provide information on events to users or external

systems in different ways. For example, the Event Tracking Interface 108 enables users to browse
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1000351External Data 104 includes additional information relevant to water consumption and network
conditions, but not strictly within the above categories, such as weather reports, holidays or other
calendar events that affect water consumption and network behavior within given portions of the
network, or any other event by the utility itself or its customers that may impact the function of the
water network. 1000361 The Water Network Analysis Engine 100 analyzes the various input data
streams and returns output categorized and formulated as event data in accordance with processing
operations described in further detail below. Water Network Analysis Engine 100 stores data in
Database 106,and datafiem-Ratabase. Lok dsratienadhy QBe Ri-rRwe ntetfacssyriemsusich as
Event Tracking Interface 108, Alert Interface 109, Reports Interface 110, Proprietary System Interface
11 1. and Otherlrtedaessil 32iVateicAnzlysis bnginenk DG may tlshacdess {remonsyh stoled data
from Database 106, to provide continuity in the reporting of events, for example to update that a
previously datdéteth esawieinesiomgdiig atenrer tHan idst&egnd0t-as2anaa ddrisaskdsepeasgesevent.
Different types of interface systems are used to provide information on events to users or external
systems in dfffIRHEEY S Hor eah A THRPEOBRE PRI RPIrREFAC B POE IR SEYE T browse
through all e‘q’%@;tfp etected on haeo etworklevyigereas the AII]%& Itgtreerface 109,%%@1 ) g&e%!ert to users

t
. § &S, PAgers an er mohi VICES program ceive pages g}
(e.g. Via an email m%g c?r %/OICG message) or exterr?a?%ystems that have™een etermlneél Yy rule or

policy to requiie, MR Irunedialg.alention 16019 intesiaces 08l LAyl RAcaBaaH-BY various

computerized devices, such as desktop computers and laptops, cell phones, blackberry devices, smart
phones, pagetsuania pifher Mobiedevicespedgrammed:iabie ceiverpagess atnaublea tisketstand other
types of alerts. The interfaces 108-112 may be accessed by the computerized devices requesting
them from senierstconmachedehed aviyoich gy ineso Mo sieH agseson stRIREd thetesivs It or may
be pushed out to such devices for viewing by users or input into other systems such as trouble tickets
systems. OufiSRE Gt KBtwOHPRRAITES eIGE e 18b M) Beiaehsd i1 Baidp L& 66, in an
electronic Iogbfi 8.9 éwt%dg%g%e%%%& &}O ( 371Althtgél h illustrated as a single system, in various

embodiments the ustrate system ma éi’iﬁiiggrnate anaror distributed across multiple hardware

devices and fpgyspe distribitgchiogicaledhysicallyo6asadraphicalie Wialsh NeWaH-ARBlysisENgine

106 may be any suitable physical processing device performing processing operations as described
herein, in responseite: gxedutabile dnstiuctibnsoMatés dNatworkrA dalysisahgine 4 Btmayedlso include
any suitable type of storage device operative to electronically store data Figure 2 presents a block
diagram depi¢tieg furthes ddtadssetgiapztel neWesrknionito img systeginadébramigberee paible
embodiments. In.one embodiment, elements 203-207 form the Water Network Analysis Engine 100 of

Figure 1. Fig PAXMEN, GBS 7266 NISRAGHICZ00E Wt REARBIL201: E5atH 802 KBRS flation
Database 208, DABCISRAAEN GANe. A0, Reisors 405, Anoma Belesiors ShpuEysHecison

and Classification Engine atabase , and"Output Interfaces Inclu vent’ racking

Interface 210 MlgrtdnirtaggA1d (ReRathIpIglack 414, Prapsielatayatsminataseddidiand Other

Interfaces 214.
further details of a water network monitoring system according fo certain embodiments. In one

embodiment, elements 203-207 form the Water Network Analysis Engine 100 of Figure . Fig. 2
inciudes Water Network 200, Water Network 201, Data 202, Network Information Database 203,
Data Preparation Engine 204, Predictors 205, Ancmaly Detectors 206, Event Decision and
Classification Engine 207, Database 208, and Output interfaces 209, including Event Tracking
Interface 210, Alert Interface 211, Report Interface 212, Proprietary System Interface 213, and

Other Interfages 214,
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1000381Water distribution systems, represented by elements 200 and 201, are one or more
connected water distribution systems, or water distribution systems located in different areas with few
or no connections between them. In one embodiment, elements 200 and 201 may be any suitable
resource distribution network, such as a municipal, rural, or wholesaler water utility network, liquid
distribution network in a factory or other large building, or naval vessel, or any suitable resource
collection network such as a sewer system. One of skill in the art will appreciate that elements 200 and
201 may be any water distribution or collection system. Water Network 200 and Water Network 201
send time-dgpgpdent datasepiesentatiyeyabihenabuark suciasiwater fawo pressHie: tupidity,
reservoir level, chlorine level, and pH level. For example, the network may obtain this information by
using a SCARAnsystemeDditar fromiMatenh etwork 200iarbatetdde twarkd20 diffragnrepostvddita from
specific meters, or collections of meters, some of which may be related. For example, meters may be
grouped geofraphicapisytissnecsiesy Distride Mstereadipeat( a2 b SRillegiharBYart will
appreciate. The data may be sent directly from the meters o%coll cti?'rr&/sO of meters in ,lihe network, or

the data may tEHBTRBHIE NSHREYRY AR ST A BEHRE SR A it Al IR HatA Kot Be enriched by
Data Preparglion kNG &BRalRExamales AR 0T ERIRUIAIRaMARES. dhdataquehan moring and

evening consumption data. For convenience, the term "meter data" will be used in this specification to
refer to the agfualdata.fras-asingladmeierseh aspredefinad-meaningfulisambination efgeadings from
multiple meters or of multiple readings from one or more meters received over time, such as the total
sum ingoing fieveltmenDBAA 20d 2y sinblarpredefidaditaioulationigene sating. aWasaheaglofsot of
time-dependent data describing some aspect of the network. One skilled in the art will readily identify
such meaniniyidiseen bistaaenad begd dmerdprenistieiie IAPGHTEHE 196 Ttk sHeHdRIRIE fadters.
Data 202 represents other data including asset management information, which may be any
information iﬁfaswnai%%afﬁ‘ﬁ%sﬁ%vsg HFFR B ol Pﬁ%&%‘?ﬁle%ﬁﬁé%% Ch e

& o fefute an

anomaly. Fop exampls, (s maninclide, Biamalion. CoREaraing WAIPRIRRHGBeIRIanS, such as

routine or planned water network operations, opening and closing of valves that affect water flow,
acoustic survgysofepairm A dparMenenisinasietaansnameiithe walatnemerks datasmandimes of
the repairs/improvements, locations of the repairs/improvements, routine maintenance made to the
network, anddgeessceriropisibermeatiosy indicatird yehgapandliyhe ooty Betwarkiteckhioak
personnel may be active. Additionally, Data 202 includes additional information relevant to water
consumption(aNt hearaeiclb et dhrsars vt apgroristh ethefttan SRday < BrcdnBrraadis it edents that
affect water consumptign and network behavior within given portions of the, net%é\a/or , OF any other

event by the St HEM BIETRE AL SIBATEYSThAT HBSFATBACEIRS HFe A S WA nekiGk.
loo3oihetwork Anigionation.Dala ase cOmAgaidaies Kiedauideia spllapied oM e malars in Water

Networks 200 and 201, and Data 202. Data twork Information Database 203 is sent to Data
Preparation gngdine: 204 1RalaRieparaliendngine <04 aigacizesmaidfaamalereseivadndatado be
further processed. As known to those of skill in the art, data formats used by different water distribution
systems mayegffanéramacrievihiotherd Fahsxamifileithe cigfootd badonahiay dolieatsargt sterre metwork
data in a format completely different than New York City. Additionally, Data Preparation Engine 204
prepares datamseeinal sieappsihonhpaiatoh Serats Ty Hital st Aot htdRlor B Btk or
reflecting a transient phenomenan that system o[;signers SI)r network n%ana&er%\g ve decided not to
address: mefF6d5 TEMMMBHE REAEH T T SroYRAS B AP HI B eL o dh PHe tiats Sotiectey '

ffom the
network. 59'§§£Emﬁ%amsmg G HOVERT2AADEHIRIC SFaRINg A% AeRIRth iashe spegific data
being received from a given water network. Data Preparation Engine 204 extracts the data elements
from the netwRrk-data amg fimats ther Wi Raansistant larmataAmnangdilamdinianation may be
noise associated with the data transmissions from aspects of the resource, such as for example noisy
data transmissisnrfrogva metbe, ioragnorsfasfodiatiedewvith Ehe ddtaaprenstretredis; nalmdmissions or

collection. Data Preparation Engine 204 ) .
management information, which may be any information in a digital format that can be correlated

with meter readings to determine or refute an anomaly. For example, this may include information

14



may also output all data received from Water Networks 200 and 201, after it has been formatted but
with less or no filtering or smoothing, to allow the system to analyze data that could otherwise be
discarded if one of the smoothing techniques is first applied. Data Preparation Engine 204 sends
pre-processed data to Predictors 205 and Anomaly Detectors 206. One of skill in the art will appreciate
that elements 203-214 may be contained in or reside on the same device, or distributed among
multiple devices. [00040]In one embodiment, Predictors 205 contain N number of individual predictors
using various techniques. As described further below, the Predictors 205 analyze sets of data and

provide prediglignsiQf statisticabaisisiutionseitheraxnecies Astdal MetRIMAIUSSAGSIHT eI
anomalous events are occurring. As commonly known in the art, predictors may be designed using a
machine leasmihgdsameivonetohstatisticatipaialy aeothéc datecEx asppte srofntirevanacii nede arning
framework are discussed in Ethem Alpaychn, Introduction to Machine Learning (Adaptive Computation
and MachingartedthriiernatPrésdeond) s e e 6Pe Y M orsisdosatione KAk, Jaime G.

Carbonell, Tom M. Mitchell, Machine Learning: An Artificial Intelljgence Aprgroac_ .'I;:'ogta Publishing

Company (1588 /EBI 635363 0 P HE AR ifedth 5 e by rerdPE ARE Tn THET apfora H¥ore
detailed desgflp Qﬁ%ﬁ.&f\éﬁﬁn‘a%@r@%ﬁ Bf.50ms, RResific PredistorsAre PHAddn Kghrss R Hagd the

accompanying descriptions. [00041]Anomaly Detectors 206, which'may include Mnurnber of individual

detectors, resgivgcaiadistisal Rrgdictiandatafrom: Rredistossalpandipre:prosessadidiaiafiam Data
Preparation Engine 204. As discussed in Figure 5, the data set received from the Predictors 205

includes a distrabistiempanithhtihiddikelyodaiuelsrariancesamdl difigother statistipaddesiorgtariof the values.
One of skill in the art will recognize that the data set may contain multiple likely and actual values for
the meter behsbeainalyiFkin SED RN D elcbtcII 206 Mt X SYHHED HetedibrETof etiR eRefkelihood
of no anomaly for the meter and for testing the likelihood of alternative hypotheses such as specific
event types. | ﬂé?ﬁ%f?’ﬁé&gﬁé;gcﬁﬁ%ﬁ%%%%ﬁ&%gﬁ to Event Decision and Classification Engine

207. Some ofofi3sP anomaliesSpERRRILEBRAIRE AR A ANIRES AN SRTE RAFREAIRAIS O
events such as the start of an event, the end of an event, substantial change in an event, peak of an
event, and thg {iksr Networks 200 and 201, and Data 202. Data from Network [nformation Database 203 is
sent to Data Preparation Engine 204. Data Preparation Engine 204 organizes and formats received
data to be further processed. As known to those of skill in the art, data formats used by different
water distribution systems may differ from one another. For example, the city of London may
collect and store network data in a format completely different than New York City. Additionally,
Data Preparation Engine 204 prepares data for analysis by removing data not reflecting the actual
performance of the network or reflecting a transient phenomenon that system designers or network
managers have decided not to address; methods commonly known in the art may be applied to
“smooth” the data coliected from the network. Some of these methods are LOWESS and heuristic
cleaning as applied to the specific data being received from a given water network. Data
Preparation Engine 204 extracts the data elements from the network data and formats them into a
consistent format. Among filtered information may be noise associated with the data transmissions

from aspects of the resource, such as for example noisy data transmission from a meter, or errors

associated with the data measurements, transmissions or collection. Data Preparation Engine 204
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[00042]Anomaly Detectors 206 are operative to analyze the significance of any deviations of the
expected value sent from the Predictors and the actual value retrieved from the network. For each
data set, each anomaly detector determines, by analyzing the significance of deviations, the statistical
likelihood that no relevant anomaly occurred given the meter readings during a given time period. The
Anomaly Detectors 206 analyze the significance of deviations over time, e.g., over minutes, hours,
days or longer, since, for example, the continued or frequent occurrence of the deviations raise the
significance of such deviations. As one of ordinary skill in the art will recognize, a system designer
would designugy aidiuskthe.Anamalyi Ratackors 200\ tewanalyze drevialionsaveisadimeperied hased on,
among other things, the sensitivity desired for small time scale events, recently started events, which
are usually detiddtable wHédnithgyrhawetlangammiignitudesicastoppdsedite: $malbubghitude évents which
require sustained deviations over a longer time period for detection. Thus, for example, a small

deviation thatissargjescEans oribe Bropshiesreripeiistirmnmich chess ertinties Weing 15tsé!tetected as

an anomaly, while the e small deviation accurri ver an extended time period or frequently
within that pé’f?d@%%ﬁjfg aétai&’erﬁrtffé&f’ 5155% @?a liléncié(ff?%?’gn? el g§§/gfhr}eSJIH Hé%ﬁ}fnﬁ%g&gﬁé 206 and
detected as an anomaly, [A0Q43IRegAKING analvzindhesionificanse ohdswations darexemple, a

meter reading, when compared to the historical statistical data, may be significant in light of the
historical statigticahdatdickeriexample, a difference of three standard deviations or a value in the top
percentile may be a significant deviation, in other embodiments, the statistical deviation is measured
by the distribi@tie#bf deviatimasrabodifumctiyndofipatdmetsrs: @nensuckipadaidetbpradayobesthe time of
day, meaning that the significance of the deviation may depend on the distribution of deviations which

may vary acearaitderitiftesordaysohse futhen iskranfierednays itiael e sef ie8draméths such

as temperature or,humiédit , We %"er.warnin holidays, or sporting events that may change network
characteristi e SRR ALY 5F TThd 1 By AR S 0, R SA S S S P A EURBRS values

may be changed by e IeMel OhSIANSHGH Uﬂ%%’?‘e%%@@'ﬁé@éfr@r&%%%r&‘egg@@GQ&%LAS;‘EEG%W"’“”

utility manager. In various embodiments the threshold is: (I) a statistical confidence level, computed
based on thedistribrtineWfdeviaiiensiomaihe e wiationinghe digtoncdl datarstgrasvspecified
multiple of the standard deviation; or (2) a constant, above which the system detects an anomaly. In
some embodiméistssdrcurdtic:of Aleattu bltsymiueido thlwheckdteaniad (@ damina Yomdutetitiieanthan the
difference between the two; it is to be understood that the term "difference” is used to refer equally, in

the case of SHashinsbeamnehd! TP this GN8)- [BFMA2A06HE Enibsgi enMlichalikb i Setector finds an

anomaly when ther ist onsistent statistically large deviafion from expected values over a given
period. Stati gﬁgﬂr&e(fla?goemﬁﬁ/lgal&r%cg‘egt kil im ieamny }{g It 1,1a}PteH1 ezg roa z'{lg%adar d deviations

or K times thﬁum}ﬁﬂ?ﬂl@gm&aﬁnE%ﬂﬁ@ﬁi@@%@ggﬂ@ﬂ@%%mﬁpo%ﬂ e grseunt g actual

distribution of the dafa, depending on particular implementations). Furthermore, when comparing
"momentary'.fgagingsde theirdarstagivaluashdisisgdbe dvenallstamdardalemviatiensadather statistical
descriptor) of differences from expected values can produce a high number of false positives, because
the comparigtigumay;fendtharmoteypmixitggethepthigh-variance times of day with low-variance times of
day. Therefore, to reduce this error, the system compares a reading X(t) to the predicted value P(t) by
dividing X(t)-F84hko, for SxeRspI& dRetaridardige May S istslicn s At dtafigtesSBroximate time
of day, on that d,ag of the week. 'tl.'he ﬂa%nit e ftthe Bglati e Qourédsgera%atipeﬁgg Q o[Ir'%h%_ t%riod are
parameters SFSHE BTN BRI Shdtid i o S R S RS H S TS At e afvely SR shoter or on

smaller evenﬁgine 204. As discussed in Figure 5, the data set received from the Predictors 205 includes a

distribution with the likely value, variance, and any other statistical descriptor of the values. One of
skill in the art will recognize that the data set may contain multiple likely and actual values for the
meter being analyzed. Anomaly Detectors 206 includes anomaly detectors for testing the likelithood

of no anomaly for the meter and for testing the likelihood of alternative hypotheses such as specific
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1000451In another embodiment, an anomaly detector computes the area under the curve (AUC) of the
difference between actual and predicted values over particular fixed periods (or, alternatively, of the
absolute value of that difference-this affects whether or not low values may cancel out with subsequent
high values). This computation may be performed in this way, for example, every quarter of a day. The
AUC is not in itself a statistical quantity, but since these are fixed periods, the distribution may be
empirically measured: if only 5% of meter X's AUC values between midnight and 6am on a weekday
were greater than XO, then finding such an AUC value is roughly "5% probable". The length of the
fixed periodse(@apawhich perinds thewaresempassshin.are Pammarismehthemetbadawhish.enable
particular instantiations to focus alternatively on shorter or on smaller events. [00046]Event Decision
and Classificztiorsmngifeh2@hisogeratyedo compane adstitistical anaysisfrompthedpanoraly
Detectors 206 to determine the overall statistical likelihood of the no-anomaly hypothesis given recent
meter reading$TEHEE Ay ihespOP B e RdRe£88 thanstaistReaF RREfHASBES fiaf SYetit 15a5€H%n the
detection of multiple anomalies, from the same or different meters and at the same time or over a
given time p&Mgl, A5 Snsistently indicate the occurrence of the event. For example, one anomaly
may represeyfi start of 4l gXPALANG 2AGIE! ROAMA MAX JERIPSRALDARAR MVRRYCRE O (e
end of the event, and the Classification Engine 207 recognizes those anomalies as being related to a
single event.(isanQthel Sxammnigotn-anamaliesdiamn differentmetesscreiatadhtoieeeasest flow, in a
similar time and from related locations, would both indicate the same event, in one embodiment,
heuristics areassedticaetetninetiedoterallistatisticablikelihaog tkaipneiermweaditgyjdasedeon a
combination of the statistical likelihood of a reading from the temporal statistical data and the statistical
likelihood of E¥dsigih g ebnahbxpanaiestatistiunta A rsr RamplenitheHiswTRangagsfedtrta

ikely to be s high, but the Spatial
AR

comparison indjcates that the meter's current reading is gnly 159%
statistical daBFeSn AR AN GRS AL THE AN B AT Fo kR BB TR eSS high, then

the overal reading IKSINORYMAN e, [T IKEILIARR SR B0 BLEXAMEKRZIN ylames and

Tuckwell. Henry, "A Bayesian Method for Combining Statistical Tests.” Journal of Statistical Planning
and Inferencge1R99:s/8(sk-14d 3 4ifr323 HERARININGPO aed-hyJefeiensaid D@04 L xamples of events

detected by the analysis engine are a water leak, a burst, a faulty
recognize, a system designer would design or adjust the Anomaly Detectors 206 to analyze

deviations over a time period based on, among other things, the sensitivity desired for small time
scale events, recently started events, which are usually detectable when they have large magnitudes,
as opposed to small magnitude events which require sustained deviations over a longer time period
for detection. Thus, for example, a small deviation that only occurs once or fer a short period of
time such as a minute would not be detected as an anomaly, while the same small deviation
occurring over an extended time period or frequently within that period would be identified as
statistically significant by the Anomaly Detectors 206 and detected as an anomaly.

[08043} Regarding analyzing the significance of deviations, for example, a meter reading,
when cormpared to the historical statistical data, may be significant in light of the historical statistical
data. For example, a difference of three standard deviations or a value in the top percentile may be a
significant deviation. In other embodiments, the statistical deviation is measured by the distribution

of deviations as a function of parameters. One such parameter may be the time of day, meaning that
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meter, a water theft, a communication fault, a water quality issue, an unexpected increase in
consumption, a change in consumption pattern, network malfunctions such as abnormal reservoir
levels or pressures, and others. Further detail regarding events may be included such as the start time
of the event, the end time of the event, a magnitude of the event, a total water loss associated with the
event, by way of example. 1000481Event Decision and Classification Engine 207 also generates
additional data regarding each event, such as start time, end time, magnitude of the event, an
accumulated magnitude of the event such as the total water lost since the leak began, type, status,

and physicakuinits of the eyant SUERRASRIEESRR bk, didakich arirei sansentiatiany Magnitude of the
event is, in some embodiments, a value representing the size or proportion of the event, such as a

calculation ofexttinf avionelr deymadheondiiparsmmetenanischidiattnr orcehiornetchahge. This
information is stored in Database 208 to be further sent to Interfaces 209. Certain outputs of anomalies
are mapped tsnoenirs fietussisyverrbawrstiasDelilsasops B aHple S UM it d2AS 82t with
events are: type of event (as determined by the Event Decision an CIaSSiﬁC?tgé)ﬁ EnF%ine %07), start

time, end tinf@?ﬁféﬁﬁﬁﬁﬁ‘é‘} gfﬁbdf)h%fﬁ]‘é? PiteY of HRUARE Rib Y et STERR SRR AS art will
appreciate t@%&%@%y’%@% Guliei pirdicters:and anamaly deteaiaray somBaIng AaliRlical fhpinoods

from the Al Anom etecto may result in either an increased tonfidence that a detected event

is an anomaly,f maY esildn sdaskaasadrantidencentbalmdstasiedavanl ipamanensaly. In one
embodiment, the Event Decision and Classification Engine 207 may weigh the events or event parts

sent from eachriiAsicnalyob ete dtaringisallyf. devatiath énenbbedimienidthe tkvidstoDedisiansasichs a
Classification Engine 207 may assign weights to the events or event parts sent from each MAnomaly
Detector bas@dcifird prbipiviabccofiadratiodionon s PoaraBasabous Yaich e s yHfatdtidhaffom Event

Decision and Classification Engine 207 for storage in Database 2(%8 and for re{rieyal from Database
208 by 0utpﬁ't“m?é¥fa{€b§"§6§m odiments, the ratio of the actual value to the predicted value is analyzed,

rather than the difference between the two; it is to be understood that the term “difference” is used o
refer equally, in the case of such embodiments, to this ratio.

[00044] In one embodiment, an anomaly detector finds an anomaly when there exists a
consistent statistically large deviation from expected values over a given period. Statistically large
means a statistically significant relative bound (such as N standard deviations or K times the inter-
quartile range, or other standardizations which take into account the actual distribution of the data,
depending on particular implementations). Furthermore, when comparing “momentary” readings to
the expected values, using the overall standard deviation (or other statistical descriptor) of
differences from expected values can produce a high number of false positives, because the
comparison may, for example, mix together high-variance times of day with low-variance times of
day. Therefore, to reduce this error, the system compares a reading X(t) to the predicted vaiue P(t)
by dividing X(t)-P(t) into, for example, the standard deviation of such differences at that
approximate time of day, on that day of the week. The magnitude of the relative bound and the
length of the period are parameters of the method, which enable particular instantiations to focus

alternatively on shorter or on smaller events.
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[000511Event Tracking Interface 210 provides a list of events to users of the system. Users may view
individual events and their associated data by selecting a listed event. Events sent to Event Tracking
Interface 210 may be filtered by the user of the system. For example, a user tasked with only repairing
leaks may only see leak events, while an administrator of the system may see every type of event and
the event data or an aggregate view of events. Different users view different types of events, and the
needs or responsibilities of a user may dictate which events that user sees. For example, a leakage
manager may elect to view only high-confidence leak events, or only leaks with magnitude above
some fixed thggsag!d. In anahekxaRiR.kSEr Siskedavth roenitatng.onensighRerbhacd see events
associated with meter data located in that neighborhood. | n another example, managers of the Water
Network 201 see plif eveditt-aase bibedn\yith Naterbgtwdrikl 20 hverhiteriadanifiist atorslofdooth Water
Network 200 and 201 see all events related to both networks. One of skill in the art will recognize that
standard rolelisasedahser iheatfadeicaelesy behdidramd udes sariagemisnemetiousaiieficitmay be
managed by system administrators, may be used to provide this granularity (?f aégcess tq event data

and reports. T@@@?ﬁ)E@@WW%{&V@%%&R@%%WH@W&% REEHEEE 210" AT inciude the
event start time, type, location itude apd status.. Additionally,. electing 1 t may be
further preseerﬁaeeﬁxv%t%w%%%ar gﬁ%ﬁ%ﬁ%’fi@ﬁa&%ﬁ%&ilgg %%%%%%‘é%ﬁ@%éﬁrﬁ’éﬁgﬁ%%%y users
related to the;selected eupntisandaaneiations taislecieskaventsnhaps . aphandibe dikesmade by
the engine or users, as explained below. As a more detailed example, users of Event Tracking
Interface maycanrataiengyteais, amneludedhyperinkgrtatatien &l sdmdsersintesfas®Objdetss The
annotations are communicated from the Event Tracking Interface as, for example, HTML form fields
communicateeheier #iemabebiaid Shoreasth hatabasérzosdn(the wash eritedt B treenrdtd Bé viewed
by other users of the system. Users may also assign own_ership or responsibility of an event or of tasks
REIS

related to thé"&RarPte St sartert Ry ihis REgeH s SIS A RS RG S R LSRR

particular SU%ch'[edaﬁ%%\,%O an adjacent zone's water engineer, to query whether recent maintenance

. Sii
could explain a flow anoma y, or to a control room manager to recommend or request a survey and

repair. The dgipilgsl eventinfeimnation Areseniading usaninchdesdatadhalompafviharirip the user

make an informed decision about the event and act on it accordingly. For example, if the system
detects a leadqandssona sha e akevenDio-200; 20e wystenipeovidesrificeventidédtdifrem dhbaavent
record and the visualization of the data through maps, graphs and the like to show, for example, a
comparison efieleiptepeicsiictirah vederssnagaraatipeedicie Brsisasy vatnesneetse dniglististe
visualization of the event data may be in the form of a graph showing_flow rate over time and a
highlighted pFeidi st thatinerdAessthomdlly Pateetinaiebmvl B anemrley el B TRer o iEdh important
aspects of the event. Sample screenshots for the Event. T ing Inter. : in Eigs.
15, 1000 TR e s Ry certain

events that nggg.ta,88. Ausheshpid, I SRREHe Usar scheaua hihacemputerizad devicesdasignated by

the users. For example, a user may specify, through rules or policies, that certain events of a specified
magnitude geiasesatrizcamaihmessatesveinectdd ¢odthétusarwhilel dihSilsesériswfiingre 2gent or
time-sensitive types or of larger specified magnitudes get pushed out to his or her mobile phone
through text, ipergitigesehapreaiiRmalittadieins gl e dipgaseeriefsiptelfice 21l SiarrEahetin
specified data about the alert to assist the user to make an informed %ﬁecisiggtgﬁ%out the eve dt The

user can corfigiiri e K AR RS ot PR AT ¢S S &S g docations, wou

both indicate the same event. 1n one embodiment, heuristics are used to determine the overall
statistical likelihood of a meter reading, based on a combination of the statistical likelihood of a
reading from the temporal statistical data, and the statistical likelihood of a reading from the spatial
statistical data. For example, if the historical statistical data comparison indicates that the meter’s

current reading is only 15% likely to be so high, but the Spatial statistical data comparison indicates
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messages themselves and how much additional data to make available for the user to retrieve for
example through a link to an item in the Event Tracking Interface 210. [000541The Report Interface
212 is a reporting system that retrieves event data from the Database 208 and generates various
reports, tables, charts, graphs and the like to illustrate events or aggregations of events. As will be
understood by one of ordinary skill in the art, the Report Interface 212 allows users to aggregate
events and event data by any desired field(s) or parameter(s), such as geographic, time, type of event,
and the like. Reports generated through the Report Interface 212 allow users such as water network

managers tohgtierplar {Ule.eRaIks RrimPIRVEMANSte; theiknehweis thepingemanbel meters, or
other decisions related to operational, design, inventory and other considerations. [000551Proprietary

System Interfage’2 1iBeis & systelnzivitch ihtextagds, Withidnather sdffwarecpr digrapn ‘UsBelvbyiathe
operators of the water distribution system. For example Proprietary System Interface 213 retrieves
event data frisimiimatebbising GBisticeinisets drerd spueiiteepdrnsmE mbaaeuBIPHkE System to

inform maintenance personnel of leaks or other events. An example of trouble ticketing software is
NumaraW s Tradk-ft-olEr A BB aHBREeIe event data may be sent to a workflow system or

asset managgpent SYSIG,(Gueh 55 16 MAKITPTM YSIE Aalblr. IRmJBMCoRR) 9 i the

event may b readily acted upon. Event or event reporting to users, Is well categorized
and can be agapted foLUseby ammindusity sfandarsinipriacesRnenexampleofiaeckiiow system

interface is Handysoft's Bizflowt. [00056]Further to any of the previously described embodiments,

elements 203a:R20@pmay a change in consumption pattern, network malfunctions such as abnormal reservoir
levels or pressures, and others. Further detail regarding events may be included such as the start
time of the event, the end time of the event, a magnitude of the event, a total water loss associated
with the event, by way of example.
166048} Event Decision and Classification Engine 207 aiso generates additional data
regarding each event, such as start time, end time, magnitude of the event, an accumulated
magnitude of the event such as the total water lost since the leak began, type, status, and physical
units of the event, such as pressure units, pH, or chlorine concentration. Magnitude of the event is,
in some embodiments, a value representing the size or proportion of the event, such as a calculation
of extra flow over normal conditions, meter miscalculation, or chlorine change. This information is
stored in Database 208 to be further sent to Interfaces 209. Certain outputs of anomalies are mapped
to certain fields of events stored in Database 208. Examples of fields associated with events are:
type of event (as determined by the Event Decision and Classification Engine 207), start time, end
time, magnitude, and physical units of the event type.
{60049] One skilled in the art will appreciate that by using multiple predictors and anomaly
detectors, comparing statistical likelihoods from the A/ Anomaly Detectors 206 may result in either

an increased confidence that a detected event is an anomaly, or may result in a decreased confidence

that a detected event is an anomaly. In one embodiment, the Event Decision and Classification
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reside on a server or set of servers such as a web server and may utilize an application service
provider ("ASP") model to provide users of Interfaces 209 with access to alerts and reports via a web
interface. 100057]Fig. 3 presents a flow diagram illustrating a method for monitoring a water network
according to embodiments of the present invention. In step 301, the system receives data from or
about the water network, including Network data (e g, SCADA data) GIS data, operation data, and
external event data from the water distribution system and other sources. The system is operative to
receive other types of data from the same or other sources, and can be modified to process such data

with the samg, anahitical PRBEOAGE «RIRP 03 Al-Max-Reheriarmasd in ans.embedineniuly elgment 100

in Figure 1, or more specifically by element 203 in Figure 2. Next in step 302 the system analyzes the
received dataging:statistieal thaotiels Bacsithend{jaovithomdod ésgilpetd herginssBiep<ddismalcbe
performed, in one embodiment, by element 100 in Figure 1, or more specifically any combination of
elements 204v208 theriglpars sediRm ippdtdp /Somabid sipstentyyehetasdrcdisplage ditput including

events, alerts, reports, and graphs. Step 303 may be performed, in.one emhodiment, by elements
106-112 in FIUIEY, or mBAAEBEARETY b dIEHLHE SEEATHOSERS S 0GORR TR R Dresents a

flow diagram,iligtraning in fyther detail. 2 methosl for MenIarnd SYale e ATk Accorng to

embodiments of the présent invention. In step 401 the system receives data from the water network
under analysiggdhg data inglydingidentifieationianc.oregraphigal lacations ofthe wetarsindhe

network. Next in step 402 the system selects at least one meter to be analyzed. Next, in step 403, the
system predicty aitikehdidistribeitiors efd/akiesiased dnthe ahtainecdived inestep ot sEembodiments for
predicting a likely distribution of values are discussed with respect to Fig. 5. Next, in step 404 the
system deterfiiieSTHolRg dneskfaes Bl Seadutedilipsibhifibantcdebibtsr ehvdioesanee compariieithe

predicted values to the actual values. Embodim\gnts for determining the siggi icance of deviations are

discussed with P etePRy By 2 Pthe TR S HdBE TSNS OY A AL BV i n 8Y IaRio R Ny Afficant, the
system proc%99§ iR AQ2. ARt SeleeS.AnetheLIget 108, pnalyzed:: dT oweyer e susigm

determines the deViation of values is significant, the system proceeds to step 405 and detects an
anomaly. types of events, and the needs or responsibilities of a user may dictate which events that user sees.

For example, a leakage manager may elect to view only high-confidence leak events, or only leaks
with magnitude above some fixed threshold. In another example, users tasked with monitoring one
neighborhood see events associated with meter data located in that neighborhood. In another
example, managers of the Water Network 201 see all events associated with Water Network 201,
while administrators of both Water Network 200 and 201 see all events related to both networks.
One of skill in the art will recognize that standard role-based user interface, access control, and user
management methods, which may be managed by system administrators, may be used to provide
this granularity of access to event data and reports.

100052) Event data represented in the Event Tracking Interface 210 may include the event
start time, type, location, magnitude and status. Additionally, a user selecting the event may be
further presented with more detailed information such as maps, graphs, comments posted by users
related to the selected event, and annotations to selected events, maps, graphs and the like made by

the engine or users, as explained below. As a more detailed example, users of Event Tracking
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[000591Next, in step 406 the system classifies the event or event parts. Next, in step 406a the system
determines if the event or related event exists in the database. If the event or related event does not
exist in the database, the system proceeds to step 406b and creates an event in the database.
However, if the event or a related event does exist in the database, the system updates the previously
stored event in the database in step 406c¢. To determine if the detected event exists in the database,
the system compares the detected event to active events that were previously stored in the database.
An active event may be an event that is still ongoing, such as a leak that was previously detected, but
has not yet haepepaieshnienaembadimen hipdpiesmibae\weis thatarpstiladibyedhemsystem
determines if an event, such as a leak, has ended. The system determines if a detected event relates
to a previousiynstanens exenirtyulookiddgratnttie Eienldiiylaf Sireataypes fthestalt tifid/of fidrer detected
event and the previously stored event, that the previously stored event has not ended, the location of
the detected sl foamrmrap VBt storadiskvehtn BirigPAPOTH8 iR FROMYh S FHASPETER the two or
more events as ag%rn e or é)artti%ll detetctio of the same i%%/sical r§al-world event |I}.On§? .
embodiment, {When the sef/ls1 eF%Oupqea%Ssefﬁ'e event it %Sé)pa 268¢, Yhe eVt rekore remains in the

database as fhe- SAMS.CYEN, 30 Wt 5BIRMONEFAY e previpusiv st eienbuiLapserve the

detected event and its impact on the status of the previously stored event. Next, in step 407, the
system provigesthegventand-aasotigted falgdeandnerate enoibel sypiemerpablecatireporting or
storing the data. In one embodiment, the associated data provided with the event is data associated
with detectingtneerentobdreapampl8ov thensystenodetatts! apehclamsifiesoadenptng assaosisted data
provided to a user interface may be a map showing the location of the leak, as well as graphs showing
the differenc@HeHrsReibveltidfeAtid ehreiistenaing srstml RutE il esetite RB0BEdTTH<Step 408,
the system sé]e%%cﬁlsethe next tar%&t to rgpgnitor, aggl %Q}%SXES&%Q ontinues to etF%tg)gnomali?s ;ft([)r other

. ery O £C18107 & t on it acCordin I EXAampie,. ki .
meters in th DI Tt6E 1075 predents F fiow diagram iffustradng a for prediction of

values in step 403, gf, Gig 4 TiBA SHSQMLLN Rtk RASHEHS K @5‘/@@!{;tﬁ%axsflréte%@ﬁ@ﬁgkgqraqré#wtes in

step 501. Attributes are, in general, collections of data, such as the historical data from a given meter.

Historical metamoaiamay inehide Re-nietasrieadingiane:ihe.gersesmeacingedateandtingg for that meter
reading. In one embodiment, the attributes selected are historical meter data for a corresponding

meter, or meteasphasechunraaiosdcorretatiorrof thindnstonicapddicifionpibiershatertio bemplalyzed with
the historical data from the corresponding meter or meters selected. Figure 6 discusses one

embodiment B SEEHFHING COf 846 At ah Btdpchsdeuy Bt grambshovsreioyor e mriiahdtical data
from the metﬁa ? nalyzed. 1000621Next in step 502, the_system etermine the best-fit

combination o‘%éﬁ% Seecil ggrfte o of tl11'e increase 11 Jow rats Pnglcative oraien ) to@eefg tﬂe user Tocts on
important aspects of the event, Sample screenshots for the Event Tracking Interface 210 are shown
in Figs. 11-15,

{60053} Alert Interface 211 operates, according to predefined rules or policies, to identify
certain events that need to be pushed out to specific users through the computerized devices
designated by the users. For example, a user may specify, through rules or policies, that certain
events of a specified magnitude get sent in email messages directed to the user while other events of
more urgent or time-sensitive types or of larger specified magnitudes get pushed out to his or her
mobile phone through text, paging, or the like. The alerts generated by the Alert Interface 211

contain certain specified data about the alert to assist the user to make an informed decision about

the event. The user can configure the Alert Interface 211 as to how much detail to include in the
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attributes according to an error metric, e.g. by using linear regression and the root mean squared error
(RMSE) metric. The best-fit combination produces a function of the selected attributes which
approximates the data set to be predicted. [00063]Next in step 503, the system predicts the likely
value distribution of the selected attributes by applying die function obtained in step 502 with data from
the selected attributes. The resulting data set includes a likely value distribution for the meter. Next,
the resulting data set proceeds from the Predictor in element 205 to a corresponding Anomaly
Detector in element 206 of Figure 2. [00064]Generally, a prediction may be generated by selecting
several attribvtesguch-asenetendiaie seis addcanidining it teipbbdisc eha clase mppreximation of

the data set for which a prediction is being generated. In one embodiment, “independent attribute
selection," attribu duteeticrnipkoe e denbin seddonnglmeedater@ets ibhich each, individually, have the
best fit with the data set under analysis. Bg%way of example, if the error metric used.is the root of

B

mean squard WHSH (RNISET, B tHE S 5B Al ed2rEps HRe SSRRIEY SHHSET SYRRIF 95t G ets selected
will be the data, sets which .each, individually, bes roximate. the 3 i nal in terms
ataﬁj%jsgr%ea de é%r%ﬁlz{hgff‘q various r(¥ orFs, %ag‘Bp,, 81ar sl, Sglgﬁ%s, %%Qtt%esﬁizebcg 1!1]@ dss a géceq}qg (!;p

of the RIVISE, un affine transformation. To t e system finds the best fit

parameters far.eachdndiyidaldatasatiwitasesne sl imappsimating thendata seRupsler analysis),
and records the approximation error achieved by each data set with optimal parameters; the system

selects the datargets2withillowesteoig:(best EiinAardnecaf sidltin dhedastradlfidppieciptenfindling the
best tit parameters may be accomplished by well-known methods, such as linear regression. [00065)In
another emb#dinieaeoseathiin, Stive taptrivineetadtibnlikaiiors sensatieh higebdbisReport

Interface 212 alfow users such as water network managers to better plan future repairs or
improvements to their network, the placement of meters, or other decisions related to operational,
design, inventory and other considerations.

100955} Proprietary System Interface 213 is a system which interfaces with another software
program used by the operators of the water distribution system. For example Proprietary System
Interface 213 retrieves event data from the Database 208 and inputs all or a specified part of it into a
trouble ticket system to inform maintenance personnel of leaks or other events. An example of
trouble ticketing software is Numara®’s Track-It!®. As another example, the event data may be
sent to a workflow system or asset management system (such as the Maximo™ system available
from IBM Corp.) so that the event may be more readily acted upon. Event data, for event reporting
to users, is well categorized and can be adapted for use by any industry standard interface. One
example of a workflow system interface is Handysoft’s Bizflow®.

H06055] Further to any of the previously described embodiments, elements 203- 209 may
reside on a server or set of servers such as a web server and may utilize an application service
provider (“*ASP”) model to provide users of Interfaces 209 with access to alerts and reports via a

web interface.
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by selecting the N data sets that minimize the prediction error by exploring all possible N-tuples of data
sets available for prediction. For each N-tuple, the system finds the best fit parameters (to approximate
the data set under analysis, with respect to a specific error metric such as RIVISE), records the
approximation error achieved, and selects the N-tuple with lowest error (best fit). [00066]In one
embodiment, "incremental attribute selection," attribute selection proceeds by selecting the N data sets
one at a time, such that each additional data set provides the greatest reduction in approximation
error, when generating the best tit combination of already selected data sets with the new data set. At
step K+1, whesokKrdata sets. havealeatybdenseldotedidéaNetd Sy stemucaterminesnthedds | data
set to add to them by finding the best fit parameters and recording the approximation error for all
collections ofkardidata sehsdioampridateoreiratkndenicsets ahedtly Selacen msaivhnaast i dther data
sets available for iprediction; the system selects the additional data set w%if?h achieves the lowest error

(best fit). 106087 QU PHREUICEE WS ERAGTaH P 8nd el it of il HREHTA AtaPAttribute
selection' I s(e, 101 the sysiem selecls 4G 1) A3 S5L, 0 MEISL Aale. 19,304 16 0 seleed

attributes. The first data set may be selected base aving a high correlation to the meter data

being analyzggd:iNexhdp:giepof 82 IeSiRIemIsisimingsdtanaiher dakenllactiorshouidharadded to

the data set by determining if N, the number of data sets in the combination, is less than K, the
predefined nubde ehtdatasatsahemsesignsehas alonweddréhehimbinetibdiotorthéysyistem proceeds
to step 708 and performs the analysis. if another data collection is to be added to the data set, the
system procéedgtstep roardrside nhyadonertithiedliestion Woddd IenAR2dagaYsEMmNext in step

704 the system finds the best fit parameters for all data collections in the dat t, and then records
the approxin"t’ﬁﬁ‘é{ﬁeé%F§%V@Iﬁ&%ﬁ§’8§lf?&ﬁ8ﬁ@ IR axta et Ry Scﬂ‘l%ii r%psﬁg’ fhe system

determines if the,added data. set achieves th Iovy%?t gr]r&f.mﬁde[t,grlmipmgrt (L}%%M' g he added data
set does notHz;]i?f:l:}('neibea éﬂ?ﬁlé“\%%ivgs(%ngr%éot e es%}’sté/r%epr%%eedéﬂto%%ep 702. H%V\?gvieir, }f%ﬁe)}second data

collection did.grbigyRiRe JRwest 2iHsofa sysie™ NIReeSHSE) StepuOkandl addsdhasragml data
collection to the data set. The system then proceeds to step 702. 1000681Following each of these
embodimentsupatirdhtie selacticirparameiemdeptionSthe (3 may be performed, in one
embodiment, by elements 106-112 in Figure 1, or more specifically by elements 210-214 in Figure
2.
[60038] Figure 4 presents a flow diagram illustrating in further detail a method for monitoring
a water network according 1o embodiments of the present invention. In step 401 the system receives
data from the water network under analysis; the data inciuding identification and geographical
locations of the meters in the network. Next in step 402 the system selects at least one meter to be
analyzed. Next, in step 403, the system predicts a likely distribution of values based on the data
received in step 401. Embodiments for predicting a likely distribution of values are discussed with
respect to Fig. 5. Next, in step 404 the system determines if there exists a statistically significant
deviation of values after comparing the predicted values to the actual values. Embodiments for

determining the significance of deviations are discussed with respect to Fig. 2. If there is no

deviation of values, or the deviation is insignificant, the system proceeds to step 402 and selects
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proceeds by any of the methods familiar to one of skill in the art, such as linear regression, to generate
the best-fit affine combination of all the selected data sets, in terms of the error metric being used
(e.g., the RN4SE). In one embodiment, several different regressions or regression methods are
employed in parallel, and the result is the median or average or similar combination of individual
regression results. 1000691As one skilled in the art will be aware, Independent attribute selection” is
computationally the fastest but least accurate of these embodiments, "Exhaustive attribute selection” is
computationally the slowest but most accurate, and "Incremental attribute selection” may provide an
intermediatedexghab @ecuracywith-intermediale Gorpuhationahspesd Jo0Micaltenecally, the data sets
which are available for use in generating predictions include all or some of the meter data sets
received by the disterthestyslragratktide ttimeréfiasdodametanrandinlys and transformations of those
data sets such as time shifts of the time series of meter readings. In one embodiment, the data sets

which are a8t for pragicibARIEERABINED F3AH (iR A SERRIE L BN sk 3988 ets) are

the data sets fgtr nrpgters oth%trhhan thte mqter under angl sgﬁé %gjcert?'rihg@v% hifts. of h%e%{ata set for

sysie fermines event or relafeg event £x1S ASE. -% related ©
the meter bel?\g anéiyze and other meters. ‘?‘ & tinie-shifts correspond to muﬂlﬁlres ot’fe e cycle

periods expegied,ip dhe: daia SHERASNE HaY pARENMEE KiRND ANG Y &L BY o ohexamRlg.Lhe other
meters whose data sets are considered may be the entire collection of available meters, or the

collection of meievs whighemeasur e:theisasaedguantity ibehg. dobameatersysitihepneiethupaetoasialysis is
a flow meter), or only meters which are located remotely from the meter under analysis, such that a
local event registereshGy tredatvibter indear HitalySisdgannlikeiitito fstopeetten ypdptaatickdlgathireragh the

network to any of the remote meters. [00071]In some embodiments, the meter data used may be a
processed vais SR ﬂ?@%ﬁ‘i@ﬁﬁ% detected evenf to active events that were previously stored in the database.

An active event may be an event that is still ongoing, such as a leak that was previously detected,
but has not vet been repaired. In one embodiment, to determine events that are still active, the
system determines if an event, such as a leak, has ended. The system determines if a detected event
relates to a previcusly stored event by looking at the similarity of event types, the start time of the
detected event and the previously stored event, that the previously stored event has not ended, the
location of the detected event and the previously stored event, or any other data fields that may
relate the two or more events as alternate or partial detections of the same physical real-world event.
In one embodiment, when the system updates the event in step 406¢, the event record remains in the
database as the same event, so that users monitoring the previously stored event will observe the
detected event and its impact on the status of the previously stored event. Next, in step 407, the
system provides the event and associated data to an interface or other system capable of reporting or
storing the data. In one embodiment, the associated data provided with the event is data associated
with detecting the event. For example, if the system detects and classifies a leak, the associated data
provided to a user interface may be a map showing the location of the leak, as well as graphs

showing the difference in flow rate over time that prompted the system to issue the event.

25



meter data received, and may be further restricted in time from the entire historical data For example,
the data sets used for the above analysis may be the average meter values calculated over
consecutive 6-hour periods (one average value for each meter for every 6 hours), starting 70 days
before current time, and ending 7 days before current time. This could, for example, remove any
unwanted effect of recent dissimilarity between meters, caused by an ongoing effect which is to be
detected; any irrelevant dissimilarity which may have existed a long time ago (such as during another
season); and short in-day differences. 1000721Figure 6 presents a flow diagram illustrating a method
for selection pbesayesponaling dataderaearekpanicingmater predictienatdigitre, Gere poasentsia simple
subcase of the selection algorithms set forth above, in which a single data set from a separate meter is
selected as reccomenpindingdetasets Thik nsakek.use of the observation that distant meters may
usually not be affected by the same local events, such as a leak downstream of gne of the meters, but

may be similii§6directed By GRIBENEGLRHitEAT EHERB% Bvehes (LrrriLign oL el 6F8ports
t), th 2nti otential fal lerts. In step 601 .th Uariu% m];' t gat t
event), tus Prevr JP%;?%‘%}@%S? Iﬁlgr%]%gﬁ%reﬁgs.sa gFfa%SBnQ férs SIRIET eig ?la I5lagia se

including historica fa a meter. istorical data inctudes presstire a ow values and the
time associafggwith the pressue and-flow seadingrnNed. inxen fe thersysiemn selgcts a second
data set, the second data set including historical data from a meter. In one embodiment the second
data set is higtargal] datefiamzenetwalikdeseadahysiead yhdifterentainc Net-sirongly ternected
hydraulically to the network device represented by the first data set For example, the first data set is
associated wittea madies. |draredrirpddiamina tizerataivdith ecthstedrick déftariset isetpssoiaeed with a meter
located in Queens. Locations chosen may be remote enough or otherwise sufficientrlegeremoved from

the meter befaPRI RS MSIFE TR TFe NS et 87e 5B RTaPAl sl Rbr Sae o b tREIE Sre not

affected by the same pnamamor cuent, e g heltwater law isnotafiedied e same leaks, water
guality changes in-one wou Rot affect the oTher, and the &%mowever, although the second data set

will not be affected by the sameadoca dydamlic avanbheil data-seismay.stilsperiesisty the same

regional or global event, such as a warm day, or a city-wide sporting event. In another embodiment,
the second datasericbidatasetifroma diffesant/trde period of the same meter represented by the
first data set. For example, the first data set is from meter 1, and the second data set is also from
meter 1 but f@pPeents dixfiomethted dayssisronapdozsiNess hsstbroosnpiosyédardetispares the
historical data of the first data set with historical data of the second data set to determine if a close

correlation bAHHRER HIERIBE TR SR E A S TENIATAY FE S thEa ‘ReEBrdhy 8 sandard
correlation techni %no%pcinréhebggﬁ_(%m Kexisting gorrelation; techniaugs KnowR DG i are
@@er 1y and Shevi pplyi ' \ f

described in Mile , my and Shevlin, Mark, ng Reuression and Correlation: A Guide for

Students and RBesearchers ¢nage Bubliratians Ltd. (2000), ISBN 0761962301. A correlation may be
considered close if the correlation value exceeds a predetermined threshold, in which case the system

proceeds to giegH04. FoNexamypde 53thi: costetatiatiaeit dikise ddaRiisaibaried (Aisoscikiied the
coefficient of determination), which ranges from 0 to 1, then the system may recognize the meters as
attributes by applying the function obtained in step 502 with data from the selected attributes. The
resulting data set includes a likely value distribution for the meter. Next, the resulting data set
proceeds from the Predictor in element 205 to a corresponding Anomaly Detector in element 206 of
Figure 2.
[00064] Generally, a prediction may be generated by selecting several attributes such as meter
data sets and combining them to produce a close approximation of the data set for which a

prediction is being generated. In one embodiment, “independent attribute selection,” attribute

selection proceeds by selecting the N data sets which each, individually, have the best fit with the
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corresponding meters if the calculated R-squared is above a predefined value such as 0.9 In step 604
the system determines if another corresponding data set may be required. In one embodiment,
another corresponding data set may be required to facilitate more accurate anomaly detection, and the
system proceeds to step 602. If no corresponding data set is required, the system performs analysis in
step 605, and as discussed with respect to Figure 5. [00074]However, returning to step 603, and in
another example, if the correlation value is lower than the threshold, the system may recognize that
the data sets do not closely correlate, in which case the system proceeds to step 602 arid another data
set is selected:[QRAQXEHARMME smbodimanisyithe datauseddy aqradictaromayinelugaether forms of
data available to the Network Analysis Engine, such as Operation and External Data, described above.
Such data m@Msé usediifortaitampie; tobiuetherirebficicontian de, Gracate sivizel thid! ivederddita By way
of illustration, a predictor may use such data so that on% data from previous holidays (not regular

workdays) isSeeties pretitaiiaLyidiest MREIAGE TR B PToPERR CRPSTRYHB BT Bf sonal

weather, known netvork events, or lemporenynetiors Shanges, 1000761E1g, 8 presenis,a flw
diagram illustrafing & fethod T6r detecting and registering “a water 1eak event. Tn step e system

obtains pre-pracersed,fala fiam M walahsisRHENLEYRIE T Nﬁ%}’aﬁal%?, 802 the-gystem performs
e

N number of statistical predictions according to N number of statistical prediction models. Next, in step
803, and for gach pradistarothentystern comperes thieh prechatipn Satariotibeyaetiat datattoddatermine if
there exists a statistically significant deviation. If no statistically significant deviation exists for the
particular preedictdth theesystom (hrociedsstorsdpidd harckriovélensrisiprotiudied thatbstept807, the
system proceeds to step 808 to select another set of meter data from the water network for analysis.

However, in BIEHE0S, TRH Katetipalisheddnifteinroat sidie ittt T yasiesiat predictor, the system

roceeds t 04 and detects an anomaly. . . . . .
pro s 1o fé&%ﬁ ?n anotﬁer e?nqgocﬂment, yexhausuve attribute selection,” attribute selection proceeds

by selecting the N data sets that minimize the prediction error by exploring all possible N-tuples of
data sets available for prediction. For each N-tuple, the system finds the best fit parameters (to
approximate the data set under analysis, with respect to a specific error metric such as RMSE),
records the approximation error achieved, and selects the N-tuple with lowest error (best fit).
[00066] In one embodiment, “incremental atiribute selection,” attribute selection proceeds by
selecting the N data sets one at a time, such that each additional data set provides the greatest
reduction in approximation error, when generating the best fit combination of already selected data
sets with the new data set. At step K+1, when K data sets have already been selected (JX<N), the
system determines the K+1 data set to add to them by finding the best fit parameters and recording
the approximation error for all collections of K+1 data sets comprised of the K data sets already
selected and one of the other data sets available for prediction; the system selects the additional data
set which achieves the lowest error (best fit).

{60G67) Figure 7 provides a flow diagram for one embodiment of the “incremental attribute
selection”. In step 701 the system selects the first data set, or meter data, to add to the selected

attributes. The first data set may be selected based on having a high correlation to the meter data
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100077]Next, in step 805, the anomaly may be classified as an event according to the discussion of
examples provided with respect to Figure 4. For example, if the system, according to different predictor
models, issues an anomaly of a statistically significant continuing increase in flow and an anomaly of a
statistically significant short-term reduction in pressure (followed by a pressure correction), the
anomalies are classified in step 805 as the beginning of a leak event. At a later point in time, if the
system detects a corresponding flow decrease anomaly of similar magnitude, the anomaly is classified
as the end of that leak event. Another method of classifying deviations in step 805 is the use of
external data¢mcanfifpadr reflte the ammakes-detectemhin step Beddtordbainpidoifidhie daydhe
analysis took place was a holiday, in which, for example, residential water use patterns may change
significantly, tthén dargetstatistivaldeyibifots frorhettd fnteditcn biatambinptingrédse than diatistical
threshold needed to identify a leak event. In another example, a sporting event may trigger an

increased coN&tifiptionRPeR RS a5t frirriensa ies aHerFbIe DERam ings, BENSG RS SEE RIERSE this

information as external data to confirm or refyte the existence of an event. 0781l oth§r
. ) . A{d, i
embodiment? t%??@ét%nm pr%rgg/nPesff%eeagag%sfsectgg] %Ehgrn%?yck{?feg%%ﬁ}igntg é%%éuﬂ[%%r? glzhgn{%gh%en’st on the data

that produceg the, anomali, L, S¥3MRISILEE SYRIGMN Q% RRRELWRTK RRETRIIR. Bandeeidedp provide
alerts only corresponding to leaks crossing a certain magnitude threshold, having a deviation from

expected valupsiastiae:fommnene thamapspeeciieddpeandanidimeions Batedingavedaesiaindrequency
over a period of time. The sensitivity of the system to detect leaks may depend at least in part on the
user-determihednmagimttide dhesfokl] drhepliemienicakfadtineeinlstapt/ B5s pevifie gt preridttst time.
[00079JNext, in stedp 806 the system registers an event such as a leak and further provides

characteristiE&BraigeTatas febiadrnt Qi ARt SrgY FTTae thacraypitadls 8rH 15k the trend

or rate of incgce{ggf‘e of theﬁleak and,the t%teaf am?unt 0]; water that Ieaclixed o) fglé The Ieeak afl%rg and

. ata sef goes not achieve the. lowest errpr, the system procee te 2. However
characteristics of the Ieak may b Stored in & database-like element %)SSWP gure ‘5 and may also be

reproduced Qo anyAf.thei QiR 21021 hOT IV 3, AlteredisieringansayenyinsieRdas, the

system proceeds to step 808 to select another set of meter data from the network for analysis.
second data coliection to the data set. The system then proceeds to step 702.

[00068] Following each of these embodiments of attribute selection, parameter selection then
proceeds by any of the methods familiar to one of skill in the art, such as linear regression, to
generate the best-fit affine combination of all the selected data sets, in terms of the error metric
being used (e.g., the RMSE). In one embodiment, several different regressions or regression
methods are employed in parallel, and the result is the median or average or similar combination of
individual regression results.

{00069] As one skilied in the art will be aware, “Independent attribute selection” is
computationally the fastest but least accurate of these embodiments, “Exhaustive attribute selection”
is computationally the slowest but most accurate, and “Incremental attribute selection” may provide
an intermediate level of accuracy with intermediate computational speed.

[0607¢] Generally, the data sets which are available for use in generating predictions include
all or some of the meter data sets received by the system, such as all the time series of meter

readings and transformations of those data sets such as time shifis of the time series of meter
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100080]Figure 9 presents a flow diagram illustrating a method for detecting a faulty meter anomaly. In
step 901 the system selects a data set to be analyzed. Elements 902 and 905-909 represent various
predictors and anomaly detectors to determine the statistical significance of any deviation of actual
and predicted values. One of skill in the art will appreciate that each element 902 and 905-909 or any
combination of the elements may be used to determine the likely values and issue an anomaly.
Furthermore, the system may proceed by executing any combination of the elements concurrently, or
sequentially in any order. [000811Proceeding with the embodiment illustrated by flow chart in Figure 9,

the predictoranghanomaly detestarsdepresenteddnelement M rdeiemring whathesatsieithere is a
statistically significant deviation of the value transmitted, beyond what may be explained by a real

network eventhishehrasta ddakid0B8082 e fredivtar drdiznorndly detectoisréprebented bydefements
903-905 determine whether or not a statistically significant clock drift deviation exists when the first

data set is capBisteanwierraiadesniidact derthep e dnsranzebiat ahe sreesedsy
selecting a reference data set or multiple sets in step 903, and then correlating the first dat t with
the referencé“aﬁ't%"ééfﬂﬁrgﬁg(ﬂ'%ﬁ)f‘fjﬁ[g}?%f’glgg%%G}ﬁa%ams)%ter}ﬁ%eftfnc uglg & Sc')urgqmag?oengn%éayé%}sna evir?ic\rlwvl
usually have yalues | %&'&é&.Cé’)rR%%?@x\ampléh&Ja&t&fn&mgm@&'xgéésé}'seafk thasustamRracgeds to

step 905 to determine It the méter éxhibits a statistically significant clock drift by searching for the

time-shift whighproduses thelasticaseationnl demalor seessexhipitelocke driftdhagisdtthe best
time- shift is significantly different from 0), the system proceeds to step 910 and issues a faulty meter
event. (e.g. flow meters, if the meter under analysis is a flow meter), or only meters which are located

remotely from the meter under analysis, such that a local event registered by the meter under
analysis is unlikely to propagate hydraulically through the network to any of the remote meters.
[00071] in some embodiments, the meter data used may be a processed version of the original
meter data received, and may be further restricted in time from the entire historical data. For
example, the data sets used for the above analysis may be the average meter values calculated over
consecutive 6-hour periods {one average value for each meter for every 6 hours), starting 70 days
before current time, and ending 7 days before current time. This could, for example, remove any
unwanted effect of recent dissimilarity between meters, caused by an ongoing effect which is to be
detected; any irrelevant dissimilarity which may have existed a fong time ago (such as during
another season); and short in-day differences.

{00072} Figure 6 presenis a flow diagram illustrating a method for selection of corresponding
data for a corresponding meter prediction. Figure 6 represents a simple subcase of the selection
algorithms set forth above, in which a single data set from a separate meter is selected as the
corresponding data set. This makes use of the observation that distant meters may usualiy not be
affected by the same local events, such as a leak downstream of one of the meters, but may be
similarly affected by global consumption or network events {such as a warm day or sports event),

thus preventing many potential false aleris. In step 601 the system selects a first data set including
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[000831The predictor and anomaly detectors represented by element 906 determine whether a fixed
value was transmitted. The system determines if a fixed value, or data that does not change over time,
was transmitted in step 904. If the meter transmitted a fixed, almost fixed, or frequently fixed value, for
an abnormally long time, the system proceeds to step 910 and issues a faulty meter event.
1000841The predictor and anomaly detectors represented by element 907 determine whether or not
the short term variability is too high or too low. If the short term variability is too high or too low, the
system proceeds to step 909 and issues a faulty meter alert. 1000851 The predictor and anomaly
detectors repiaspripshirelemeatQO0thdriesminieimhiathek oppaitbene fHha siatistieatly:sigaificant
deviation from the amount of usual data transmitted. If considerably less or more than usual data was
transmitted, thenithed sydtémmproduces dnvarrotiady. Rordraivpféifaestinsaeas wreaendited by the
meter for three days, the system produces an anomaly. However, if the deviation between the amaunt

of data preditethtaasert dnamrtiatiudives e s dradianameifn o sotbetiment iy Sigrifieint, no

anomaly is produced..lQOOS%‘)l’h% Hredigg%r and anom ly etectory re resented ngc%lgment 909

determine Wﬁeettﬁg?SgJF lﬁ%tdt 2 VaTLRS AT unes\fjlﬁ?)%r éﬁab% %1 eer?nr%eapwgﬂ Sﬁ%%?%t)éc or example,

conservation, of massinAwnHicaiahakbeprading @ﬁ adirstdlaw petespust e aeateutharthe
reading at a second flow meter downstream of it, or the sum of several other meter readings. If such
"impossible"yaluas.atefonnchdbeisysienn proteeds iaisteplitiand issiiessaciauityhhetercevent.
located in Queens. Locations chosen may be remote enough or otherwise sufficiently removed from
the meter being analyzed such that the data sets are not hydraulically connected, and therefore not
affected by the same anomaly or event, e.g., their water flow is not affected by the same leaks, water
quality changes in one would not affect the other, and the like. However, although the second data
set will not be affected by the same focal hydraulic event, both data sets may still be affected by the
same regional or global event, such as a warm day, or a city-wide sporting event. In another
embodiment, the second data set is a data set from a different time period of the same meter
represented by the first data set. For example, the first data set is from meter 1, and the second data
set is also from meter 1 but represents data from three days prior.
[80073] Next, in step 603 the system compares the historical data of the first data set with
historical data of the second data set to determine if a close correlation between the two meters
exists. A correlation may be determined according to standard correlation techniques known in the

art, Some existing correlation techniques known in the art are described in Miles, Jeremy and

Shevlin, Mark, Applying Regression and Correlation: A Guide for Students and Researchers, Sage

Publications Ltd. (2000), ISBN 0761962301. A correlation may be considered close if the
correlation value exceeds a predetermined threshold, in which case the system proceeds to step 604,
For example, if the correlation metric used is R-squared (also called the coefficient of

determination), which ranges from 0 to 1, then the system may recognize the meters as
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[00087)After providing an event in step 910, the system selects the next target to analyze in step 911
and continues to analyze the network for other faulty meters. [00088]Figure 10 illustrates a flow
diagram depicting an embodiment for providing an unexpected consumption or theft anomaly.
Elements 1003-1005 represent various predictors and anomaly detectors to determine the statistical
significance of any deviation of actual and predicted values. One of skill in the art will appreciate that
each element 1003-1005 or any combination of the elements may be used to determine the likely
values and issue an anomaly. Furthermore, the system may proceed by executing any combination of

the elementsGaneuRmENLMeRFSEaRliallNFaRL dar 008 PldStar 1004 dha system saleots a
meter of a water network to analyze for an unexpected water consumption or water theft. In another

embodimentilthey systérselests ansbetionrefpandmiedaretvorky or mauendirk watembetwork to analyze for
an unexpected water consumption or water theft. Next, in step 1002 if the system detects an increase
in flow of theeBeffesstesurprnading drRaRRIRTSAUIS &) MdirBrBcsc s Y fAtRER b AT etk

anomaly, represented by elements §(%o -1005. In ong embodiment the system maﬁy etect an increase

in flow over the NRBHESF RS Ut lant ApBH R M P A AL St & SR

re%rﬁ)ﬁesct to Fig. 2. In

another embgodiment, E@e%%ﬁit%ﬁ'& may. detect.an JE@&%@FQQ&QW by analyzing real time data from the

meter. [00090]|The predictor and anomaly detectors represented by element 1003 determine whether
[¢06G74] However, returning to step 603, and i another example, if the correlation value is

lower than the threshold, the system may recognize that the data sets do not closely comelate, in
which case the system proceeds to step 602 and another data set is selected.

{00075] In some embodiments, the data used by a predictor may include other forms of data
available to the Network Analysis Engine, such as Operation and External Data, described above,
Such data may be used, for example. to further restrict, enhance, or categorize the meter data. By
way of illustration, a predictor may use such data so that only data from previous holidays (not
regular workdays) is used to predict values for a current holiday, or to cancel out the effects of
unseasonal weather, known network events, or temporary network changes.

[00076] Fig. 8 presents a flow diagram illustrating a method for detecting and registering a
water leak event. In step 801 the system obtains pre-processed data from the water distribution
system. Next, in step 802 the system performs N number of statistical predictions according to N
number of statistical prediction models. Next, in step 803, and for each predictor, the system
compares the prediction data to the actual data to determine if there exists a statistically significant
deviation. If no statistically significant deviation exists for the particular predictor, the system
proceeds to step 807 and no event is produced. At step 807, the system proceeds to step 808 to
select another set of meter data from the water network for analysis. However, in step 803, ifa
statistically significant deviation exists for the particular predictor, the system proceeds to step 804

and detects an anomaly.
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or not there is a statistically significant match of flow increase to the consumption pattern. In step 1003
the system may analyze the current flow increase with a previously stored consumption pattern. The
previously stored consumption pattern may include meter or network data for the past year, or any
other time frame to facilitate analysis of determining a consumption pattern. If the flow increase
matches the consumption pattern, the system proceeds to step 1006 to determine if the event can be
explained by another factor. 1000911The predictor and anomaly detectors represented by element
1004 determine whether or not there is a statistically significant reoccurring increase in flow in similar

hours. For exguppie, the system@pativzes histpsicahsdaiadasdheimeleeansysismdodetermine the

periodicity of the consumption pattern. If there exists a reoccurring increase inflow. and this did not
occur furtherdisctBeigpasictheysiemi jabeerdstecste i 1006 .16 determing fititheyevantcaniiae explained
by another factor. 1000921The predictor and anomaly detectors represented by element 1005
determine wHEtberigreitiRen areddsaissuat st eallyaigpiRcanerisaboimmty fOWPREVIHYG BYRTfAP magnitude
each time. In_ one embodiment, the system compares the periods of increased flow with other historical

flow data of HHE'HRAP BPHRANGHR R BRiEphire S FA A ECHERT IR AR i ¥ IR LB of flow
during reoccyrring periadsof e sYsism deteats st magaiiudes cagiine, g disdid pot ccour

further in the past, the system proceeds to step 1006 to determine | event can be explained by

another factog.[QQAR3)Aster A00aTheRysten etesmines iba datesiedevant sambrrefuted by

external or
magnitude, the anomaly is classified as the end of that leak event. Another method of classifying

deviations in step 805 is the use of external data to confirm or refute the anomalies detected in step
804. For example, if the day the analysis took place was a holiday, in which, for example,
residential water use patterns may change significantly, then large statistical deviations from the
predicted data may increase the statistical threshold needed to identify a leak event. In another
example, a sporting event may trigger an increased consumption in one area of the network, and the
system may be equipped to utilize this information as external data to confirm or refute the existence
of an event.

160478} In other embodiments, the system may refute a detected anomaly by applying
additional limitations on the data that produces the anomaly. For example, the system, or the
network operators, may decide to provide alerts only corresponding to leaks crossing a certain
magnitude threshold, having a deviation from expected values lasting for more than a specified
period of time, or occurring over a certain frequency over a period of time. The sensitivity of the
system to detect leaks may depend at least in part on the user-determined magnitude threshold, or
having a leak lasting at least a specified period of time.

[00079] Next, in step 806 the system registers an event such as a leak and further provides
characteristics of a detected leak. The characteristics may include the magnitude of the leak, the

trend or rate of increase of the leak and the total amount of water that leaked so far. The leak alert
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operation data In one example, the system analyzes operation data to determine if there was an
authorized entrance to the site under analysis. In another example, the system refutes a detected
event if a flow increase at one meter and a corresponding flow decrease of similar magnitude at
another meter for the same region indicates a change in flow, but not a change in total consumption in
that region. If the system does not refute the detected event in step 1006, the system provides an
unexpected or unauthorized consumption or theft event in step 1007. However, if the system does
refute the event, the system proceeds to step 1008. Next, in step 1008, the system selects the next

target to analyzeRRdcaatindemiaanalyy s-theraeivonkiosethier dnxpeoctad pkwrautharzed
consumption or theft events. 1000941Figure 11 illustrates a flow diagram depicting an embodiment for

providing a weatesaqualitjuaniomahy afeht: dntsted 1014 thE gystam stteotsisedatasetdnom tiep first site to
be analyzed. Elements 1103, 1104, and 1106 represent various predictors and anomaly detectors to
determine th&0&htistisamsiRda e apriRyodel B AT setobinaish jsreBricdaratesk &he of skill in the
art will appreciate that each element 1103, 1104, and 1106 or any combination of the elements may be
used to detefAfifdthe likely values and issue an anomaly. Furthermore, the system may proceed by

executing a &s&ﬂ%binati%EQJJB%rsism%rﬁﬁ&aﬁ%%emﬂxwarn equentially inany,erder (2RI The

predictor and anomaly detéctors represented by element 1103 determine whether or not there is a

statistically sigpifigant:chane® imdbachiecinas tuhidity « 05 if-38 leashbme sitesselected in step 1102,
the change being in excess of a predefined threshold set by the water network managers. The system

may select atleastitwoionsmoricheigind onngabitégdnstap ki@RisEhe:nunber ofvsifésiseletted may
further assist the system to more accurately predict a water quality anomaly. If the system detects a

change in stépvitioB oftietayrehmpiisteadits stap AfrbEl i Hecre it aerevjantian cam emepdited.

S A A S A A R A et S R B
issue an anomaly. Furthermore, the system may proceed by executing any combination of the
elements concurrently, or sequentially in any order.
{00081} Proceeding with the embodiment illustrated by flow chart in Figure 9, the predictor
and ancmaly detectors represented by element 902 determine whether or not there is a statistically
significant deviation of the value transmitted, beyond what may be explained by a real network
event, such as a leak.
[60082] The predictor and anomaly detectors represented by elements 903-905 determine
whether or not a statistically significant clock drift deviation exists when the first data set is
correlated with a second data set. The predictor and anomaly detectors proceed by selecting a
reference data set or muitiple sets in step 903, and then correlating the first data set with the
reference data set in step 904. The reference data set may include one or more meters which usually
have values in close correlation with the meter under analysis. Next the system proceeds to step 905

to determine if the meter exhibits a statistically significant clock drift by searching for the time-shift

which produces the best correlation. If the meter does exhibit clock drift (that is, if the best time-
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or not there is a statistically significant turbidity increase at the selected meter from the selected site,
and if so, the system proceeds to step 1105 to decide if the event should be reported. 1000971The
predictor and anomaly detectors represented by element 1106 determine whether or not there is a
statistically significant chlorine decrease at the same site. If there exists a chlorine decrease at the
site, the system proceeds to step 1105 to decide if the event should be reported. [00098]In step 1105
the system receives events from elements 1103, 1104, and 1106 and determines if the events should
be reported, or disqualified. One reason to disqualify an event is if there exists a statistically significant

pressure drogyiflowingieass, fffaena e iz ek enikanse de:thieosie selasieddrstepulilGdedn one
embodiment an authorized entrance to the site may include a repair to the site by a construction crew,

which may resuit.in a temporary turbidity increase at the selected meter. A significant short-term
pressure drop, for example, may indicate a leak event or network intervention, which should be taken

to be the root®88He of wihbe BfrRiseLIREBAlE d8 1587 rqusitresmisR et Selrsr B 2he s fepair
may be relatiyely brief, the system may not wish to provide an anomaly alert due to a temporary repair,
%}'8@8 éﬁg Fgl%@ﬁtﬁ etgygzgll'légfterm1 eé I! C? fﬁceda vajue Oly cﬁta t%lﬁl’%ﬁes not %mpgﬁ

and the systgPﬂ3 ano ata set to analyze. € system-does not

detect a presgute (lop, QL IAGIERRE 0 SHRHREAENANGE {0406 Ve IR XS ATOgRAM 1O step

1107 and provides a water quality event. After providing an event in step 1107, the system selects the

next target ta;aRplYER, i SigRLh IS AN EOREIBUES ip @Rl dnanatyork fod pthey WalRY elsality
events. One of skill in the art will appreciate that other embodiments may similarly process other water

quality parameters and indicators, taking into account the network events and activities which may

temporarily affect those other parameters. [00099]Figure 12 illustrates a screenshot of the user
interface ("U i‘fb“@@éﬁeratedf WW@@W anomaly defectors represented by element 907 determine whether

or not the short term variability is too high or too low. If the short term variability is too high or too
low, the system proceeds to step 909 and issues a faulty meter alert.

[66085] The predictor and anomaly detectors represented by element 908 determine whether
ot not there is a statistically significant deviation from the amount of usual data transmitted. If
considerably less or more than usual data was transmitted, then the system produces an anomaly.
For example, if no value was transmitted by the meter for three days, the system produces an
anomaly. However, if the deviation between the amount of data predicted to be transmitted and the
actual data transmitted is not statistically significant, no anomaly is produced.

{60086} The predictor and anomaly detectors represented by element 909 determine whether
or not the values are unsupported by other network meters. For example, conservation of mass may
indicate that the reading at a first flow meter must be greater than the reading at a second flow meter
downstream of it, or the sum of several other meter readings. If such “impossible” values are found,
the system proceeds to step 910 and issues a faulty meter event.

66087} After providing an event in step 910, the system selects the next target to analyze in

step 911 and continues to analyze the network for other faulty meters.

34



tracking interface according to one embodiment of the present invention. The screen in Figure 12
displays detected events and their associated information to a user. The user may, for example, be a
worker at a water utility network tasked with monitoring the water network under analysis. Figure 12
includes Ul screenshot 1201 which includes sections for update status 1202, events list panel 1203,
graph 1204, event information 1205, graph 1206, and map 1207. [000100]Iin one embodiment, Ul 1201
is a web page viewable to a user over a network or the internet. Additionally, update status 1202
informs the user of the last date and time that the system monitored the water network for anomalies.
Events list papgkdi203 pravidesdna dsetwith@ dstine ot previousmdetestedqvemisitiedates, times,
locations, and status of the events. Further to the embodiment, the events list panel 1203 further
allows the persepevielingineticser ihtdriace-d0lltimseidO0an erenpirsdiie sventydbtiparail203.
Detailed information associated with the selected event is reproduced as event information 1205,
graphs 1204:a¢ite )86l g 107 tE varsistbrimifion axosmdadaenetr ssuuhisbpaditst time of

the anomaly, an end time of the anomaly, a magnitude ?ft e an | b total Wateg,los_s associated
with the anoiH§®: aif Qﬁﬁ)‘%%m%ﬁ‘fswégﬁﬁ?fgawg RSP H q’ﬁ%“&@@%%.%gﬁﬁ’%%% APEd by users

0 ihe SySIer, IRLAIRORLOKIAR MRS IORAUNELOVERIS SHARA LY. iR sURICM-flARhS 1204 and

1206 include detailed information about the user-selected event such as a visual comparison of the

actual and pgedigtesh(rprdting) flaw.efnaiai abaraiaNanmeaemAdd tinbatndthavsquiatarfage 1201

utilizes GIS data associated with the selected event to show the location of the event on map 1207. In
one embodimenidiie event is associated with a specific meter, and the location of the meter is
produced on the map 1207. The event map 1207 may also be enabled to display an area of the
network affelté$By the desstd80dvbntySPBACESHAMEE Alcar RithIFWATEE '3 8Vent location is
statistically likely to be contained. [000101]Database 208 or even Event Decision ?nd Classification

Engine 207 fBPRIrsas a0 HBREShomYAIIoE: SBRIADE SPISRELREN that 5580 F5Es higte¥ data,
alerts, reportg, a%%%%_tl.ige | elysie an aeraliedaiar As ot iR AUSELIReHaRgIR Alpw a user

of the system to easily discern the location of a water leak or other event. A user interface may be

hosted on Datahagen20&xand e sentedio aymunberefilctefasesseprascriedddaymetensent 209. In
another embodiment, Event Decision and Classification Engine 207 is operative to send information

directly to elements &2 tht, JERR b8yc2dds. fODOLG2FguieckBeiHustrdte ssarsenesiishdtoéithe Ul
generated by the event tracking interface
1003-1005. In one embodiment the system may detect an increase in flow over the historical meter
data and apply the statistical analysis outlined with respect to Fig. 2. In another embodiment the
system may detect an increase in flow by analyzing real time data from the meter.
[80396] The predictor and anomaly detectors represented by element 1003 determine whether
or not there is a statistically significant match of flow increase to the consumption pattern. In step
1003 the system may analyze the current flow increase with a previously stored consumption
patiern. The previously stored consumption pattern may include meter or network data for the past
vear, or any other time frame to facilitate analysis of determining a consumption pattern. If the flow
increase matches the consumption pattern, the system proceeds to step 1006 to determine if the
event can be explained by another factor.

{00091 The predictor and anomaly detectors represented by element 1004 determine whether

or not there is a statistically significant reoccurring increase in flow in similar hours. For example,
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according to one embodiment of the present invention. The screen in Figure 13 displays detected
events and their associated information to a user. The user may, for example, be a worker at a water
utility network tasked with monitoring the water network under analysis. Figure 13 includes Ul 1301
which includes events list panel 1302, graphs 1303 and 1304, map 1305, and event information 1306.
[000103]Iin one embodiment, Ul 1301 is a web page viewable to a user over a network or the internet.
Additionally, events list panel 1302 provides the user with a listing of previously detected events, the
dates, times, meter locations, and status of the events. Further to the embodiment, the events list
panel 1302 futhenal Qus, thenpesses viewingninkad irta select @naveotia the.envapts bist panel 1302.
Detailed information associated with the selected event is reproduced as event information 1306,
graphs 1303camchit 30 mnetin afiik305xifthe wsenirnteriace 430 Xiowlizes G 8id ate @ssotidiediwith the
selected event to show the location or approximate location of the event on map 1305. In one
embodimentthfist J55 18 SpEregivdsts digp A airedsestion birHm eamerlrBlsheRgRH event.
[0001041Figure 14 illustrates a screenshot of another Ul generated by the events tracking interface
according to Bt& embodiment of the present invention. The screen in Figure 14 displays data

associated wifhg, etect%e}yr%@i%%frasaea%%mﬁé?erc%sr??%l@gm&&m% DRI o J DG LA T BieckF

example, be a worker at a water utility network tasked with monitoring the water network under
analysis, andmere:specificallyichigurs. it ientesants aroiaph mod wride piciingdatacaliected by the
system, and allowing the user to further explore, customize, and change the graphs provided by the
system for eachegeritmentichingependentiyeekploes die tiatacthed dghy vaicusvissatizatibrs dafrd using
some of the system's pre-processing capabilities. Figure 14 includes Ul 1401, meters list and graph
control panePidomeigrpreryork | dalerptRte statucanont wrisae dibempgaiitden thy1duiasveb page
viewable to a user gver a network or inter%et. The Yser of Ul 1401 mg}/ selfsa t.ong or more meters and
hye

a variety of JFABHTBEETHBM Hebs IEP R AT RoReR Werer A §8 et NS KMl A

a associated with the

selected meﬁ(ﬁér@;&%g;%%seﬁﬂg SehinALann L0 R MacReinORaR L AR

information obtained by'the system Update status 1402 informs the user of the last date and time that
the system mghitered:the water network for anomalies. [000105]Figure 15 illustrates a screenshot of
the Ul generated by the reports interface

[00093] In step 1006 the system determines if a detected event can be refuted by external or

operation data. In one example, the system analyzes operation data to determine if there was an
authorized entrance to the site under analysis. In another example, the system refutes a detected
event if a flow increase at one meter and a corresponding flow decrease of similar magnitude at
another meter for the same region indicates a change in flow, but not a change in tofal consumption
in that region. If the system does not refute the detected event in step 1006, the system provides an
unexpected or unauthorized consumption or theft event in step 1007, However, if the system does
refute the event, the system proceeds to step 1008. Next, in step 1008, the system selects the next
target to analyze and continues to analyze the network for other unexpected or unauthorized
consumption or theft events.

60094} Figure 11 illustrates a flow diagram depicting an embodiment for providing a water
guality anomaly alert. In step 1101 the system selects a data set from the first site to be analyzed.

Elements 1103, 1104, and 1106 represent various predictors and anomaly detectors to determine the
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according to one embodiment of the present invention. The screen in Figure 15 displays an aggregate
overview of the detected events and their associated information to a user. The user may, for example,
be a worker at a water utility network tasked with monitoring the water network under analysis. Figure
15 includes Ul 1501, overview selection panel 1502, event count panels 1503 and 1504. map 1505,
and graphs 1506. 10001061In one embodiment, Ul 1501 is a web page viewable to a user over a
network or the Internet. Additionally, overview panel 1502 provides the user with options to display an
aggregation of events over a selected time period. The user may choose the display of events based

on meter valyessRYeHigirlales .2 aldikisrbiheerenis: Retaiediniormatiaassegiatedayith the user
selection in overview selection panel 1502 is reproduced as event count panels 1503 and 1504, map

1505, and graphsiik0t: @eenliewrselEctionpamnel 1503ralewsibieatise nfohsaitandsfiter ievents by their
various fields and characteristics, for example, to view only recent and unresolved events, events
sorted by type daistinioaupelitelpvalnestadisws ainenonisr Worbiioneth Hrasteristieay MRsFoows software

industry standards, well known to one skilled in the art. 19001071Event count panels 1504 and 1505
display the niiFRIEP TR RAREAUEhe e Brs SR B R Mo ring tatY HHARY B, In one

embodiment a%\é@%t counfpanels i 9a ’P;lea%‘?éegiaeééﬂ% r‘égﬁ@&%ac@r%‘?éﬂé’n@qiﬂ% Rdifigrent time

periods, aIIO\;vmg user to compare and contrast the network behavior over time. Map 1505 displays

the location gpglpthet infoimation pfisyenis:eeshsingirihatRavguriryiersly RGeusredya aparea. In
one embodiment, the map depicts events and highlights areas with multiple events: locations with few

events may be<aoiecgresit, whikalgedttbnswithanaly evérischay-fiedoloiedire daGraphst 506
operate to display the evolution of the number and types of events over a time period. In one
embodimentmgrapiis 1506xdEpiceanectypasiatnnbers otisheriiseodesinsgriliig Thorettgecutive
months, for example allowing the user to compare and analyze recent trends. One of skill in the art will

appreciate tHAC KAy BT HETOHTBTETEY By TSy SBINTHE B PeBFOLH Cei ShYrdpti8tEYo better

assist a use rtﬁg‘%}gﬁgmv‘g}:peépsoanciﬁ%@qg Q%};Nﬂ]i%r, 9‘1'&? ts@?t%%%@o@e%&%%&@tep 11405 to decide if the event
should be reported.
[60096] The predictor and anomaly detectors represented by element 1104 determine whether
or not there is a statistically significant turbidity increase at the selected meter from the selected site,
and if so, the system proceeds to step 11035 to decide if the event should be reported.
100097] The predictor and anomaly detectors represented by element 1106 determine whether
or not there is a statistically significant chlorine decrease at the same site. If there exists a chlorine
decrease at the site, the system proceeds to step 1105 to decide if the event should be reported.
[06098] In step 1105 the system receives events from elements 1103, 1104, and 1106 and
determines if the events should be reported, or disqualified. One reason to disqualify an event is if
there exists a statistically significant pressure drop, flow increase, or an authorized entrance to the
site selected in step 1101, In one embodiment an authorized entrance to the site may include a
repair to the site by a construction crew, which may result in a temporary turbidity increase at the
selected meter. A significant short-term pressure drop, for example, may indicate a leak event or

network intervention, which should be taken to be the root cause of what otherwise appears to be a
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1000108]Figures 1 through 15 are conceptual illustrations allowing for an explanation of the present
invention. It should be understood that various aspects of the embodiments of the present invention
could be implemented in hardware, firmware, software, or combinations thereof. In such embodiments,
the various components and/or steps would be implemented in hardware, firmware, and/or software to
perform the functions of the present invention. That is, the same piece of hardware, firmware, or
module of software could perform one or more of the illustrated blocks (e.g., components or steps).
[000109]it should also be understood that the invention applies not only to water utility networks, but to

any type of digttibutiemsystanwOthetdypes afpdistribution aysisms.may betaillmyastewatan or sewage,
gas, electric, telephony, or other energy delivery systems which involve fluid or flowing resources from
one area to congdememsionde ety the: imentiparampayeher apdlibe stotamydistrilyutisiaol 168ltestiert system
having meters or sensors at arbitrary locations in the network measuring distribution parameters such
as flow, presginBeriitgt o theHew ohe s R IT 01 SR PSSt MmigsHatots, computer
software (e.g.,ﬁrogr ms or oth%{ instr%ctions%qand/or d?tatis ﬁ%[(ed fna achir]g rea gbl%erptedium as
part of a compUtEF ISR Hrod G aRa I IRAdEY TS ' Computel Syatem of other Hevics of machine
via a remOvaﬁﬁﬁﬁ%ﬂgﬁg},@mﬂﬂmﬁ@oﬂ&ﬁ@gg&mgé&g%'eﬂ;ﬁrtag@r & AMRYEE REATANS: (IS0
called computer control [ogic or computer readable program code) are stored in a main and/or

secondary memeias ahshSXecHes: Ry AN QHNOKE B §eaBE elentcaniEQl eS| of theatiseilito cause the one
or more processors to perform the functions of the invention as described herein. In this document, the

terms "machiperteiagialeathedivntmdilicom putesiprograpm raediten vatd dediputemasabledmedium” are
used to generally refer to media such as a random access memory (RAM); a read.onéémemory
(ROM); a rerfgirais stbiamtaarcoany hatsiaghetess sptreaiviest Missmmesong devitded M8 like); a

hard disk; or the like. 10001111Notably, the figures and examples above are not meant to limit the
scope of th eother parameters.

[8G099] Figure 12 illustrates a screenshot of the user interface (“UI”) generated by the event
tracking interface according to one embodiment of the present invention. The screen in Figure 12
displays detected events and their associated information to a user. The user may, for example, be a
worker at a water utility network tasked with monitoring the water network under analysis. Figure
12 includes UI screenshot 1201 which includes sections for update status 1202, events list panel
1203, graph 1204, event information 1205, graph 1206, and map 1207.

[G0G16G0] In one embodiment, Ul 1201 is a web page viewable to 2 user over a network or the
internet. Additionally, update status 1202 informs the user of the last date and time that the system
monitored the water network for anomalies. Events list panel 1203 provides the user with a listing
of previously detected events, the dates, times, locations, and status of the events. Further to the
embodiment, the events list panel 1203 further allows the person viewing the user interface 1201 to
select an event in the events st panel 1203. Detailed information associated with the selected event
is reproduced as event information 1203, graphs 1204 and 1206, and map 1207. Event information
1205 includes, for example, a start time of the anomaly, an end time of the anomaly, a magnitude of

the anomaly, a total water loss associated with the anomaly, and any comments supplied by users of
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present invention to a single embodiment, as other embodiments are possible by way of interchange
of some or all of the described or illustrated elements. Moreover, where certain elements of the
present invention can be partially or fully implemented using known components, only those portions
of such known components that are necessary for an understanding of the present invention are
described, and detailed descriptions of other portions of such known components are omitted so as
not to obscure the invention. In the present specification, an embodiment showing a singular
component should not necessarily be limited to other embodiments including a plurality of the same
component, aadyice-vetsandhnesspBxpligithestatect oberiss irsginvidorepmeinkapplicants«dn not
intend for any term in the specification or claims to be ascribed an uncommon or special meaning
unless explicitbyed dityfiwtlsyssrsu Carfhs ikl aah 8 Iesendindasnidnndrrooipessas thr esariclndduture
known equivalents to the known components referred to herein by way of illustration. [0001121The

foregoing ded(Fiptitt & Hiksug semadinh suhhn et S AUrdistrd AIRUHE I e PAMRLELAE 67 & Invention

that others can, by pplying knowledae witin fhe sl o foe relevant ) (mcluging fhe coptents o
the documer?t]s Cite ané’lnc%rpora €q Dy reference nerein), readily modity an /or a apt1or various

applications gpchspreific, eophRArRNS mylion undie SRerimenalienwithow.Asparting from the

general concept of the present invention. Such adaptations and modifications are therefore intended to
be within thespaeabinganshianop@fieguivalenie:of theddiseloser pmbodiments;kaseg-ondhedgaching
and guidance presented herein. [0001131While various embodiments of the present invention have
been descriéa abenab)dtl shdightkhenunsierStoo therthigsclad be thedriqgtedermsdobynvajnpiiadaraple, and
not limitation. It would be apparent to one skilled in the relevant art(s) that various changes in form and
detail could BéthimyBith&herrari 1SNt aeasards gsH e s IHtAPRIeRBBEDT the invention. Thus, the

e S R AN e g e o
may host an interactive software application that associates meter data, alerts, reports, statistical
analysis and a map of the water network with a user interface to allow a user of the system to easily
discern the location of a water leak or other event. A user interface may be hosted on Database 208,
and presented to any number of interfaces represented by element 209. In another embodiment,
Event Decision and Classification Engine 207 is operative to send information directly to elements
210,211,212,213, 214
[066162] Figure 13 illustrates a screenshot of the Ul generated by the event tracking interface
according to one embodiment of the present invention. The screen in Figure 13 displays detected
events and their associated information to a user. The user may, for example, be a worker at a water
utiiity network tasked with monitoring the water network under analysis. Figure 13 includes Ul
1301 which includes events list panel 1302, graphs 1303 and 1304, map 1305, and event
information 1306.
f000103] In one embodiment, UT 1301 is a web page viewable to a user over a network or the

internet. Additionally, events list panel 1302 provides the user with a listing of previously detected

events, the dates, times, meter locations, and status of the events. Further to the embodiment, the
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CLAIMS We Claim: 1. A computerized method for monitoring a water utility network, the water
utility network comprising at least a network of pipes for delivering water to consumers and a plurality
of meters positioned within the water utility network, the method comprising: receiving meter
data, the meter data representing a plurality of parameters measured by the meters, the parameters
including at least flow or pressure of the water through the pipes; receiving secondary data
from one or more sources external to the meters, the secondary data representing one or more
conditions affecting flow or consumption of water in a region serviced by the water utility network;

analyzing thevartesdata by statisticallprericingmeleidata foradisstraterbasedonsgeand meter
data from the water utility network and secondary data, wherein the second meter data comprises

meter data ophexl i8R, tPetrdetivédnfirstmastern dedayidntecolapatingrhie mpoaived fisstveneter data with
the predicted meter data for the first meter to identify one or more water utlllﬁ network events

comprising dﬁf@ﬁ%ﬁi&ﬂé%@%ﬁ@%&@é@é%\%’ﬁtmé&ﬁn Taf WRORERZE tha rabEfse b rdtteter

data deviatesfiom the predicted meter data,for e frst meter by & statstcal deviatioy and eporting

the one or more Waeter netwo events 1o a user Via a user |n
1305, In one embodiment, mapl303 is operative to display the Jocation of multiple meters
registering an event.
[G00104] Figure 14 illustrates a screenshot of another Ul generated by the events tracking
interface according to one embodiment of the present invention. The screen in Figure 14 displays
data associated with a detected event or selected meter or region of the network. The user may, for
example, be a worker at a water utility network tasked with monitoring the water network under
analysis, and more specifically. Figure 14 represents a graph module depicting data collected by the
system, and allowing the user to further explore, customize, and change the graphs provided by the
system for each event, or to independently explore the data through various visualizations and using
some of the system’s pre-processing capabilities. Figure 14 includes Ul 1401, meters list and graph
control panel 1402, graph 1403, and update status 1404. in one embodiment, U 1401 is a web page
viewable to a user over a network or internet. The user of UL 1401 may select one or more meters
and a variety of graph types from meters list and graph control panel 1402, Data associated with the
selected meter(s) may be produced in graph 1403, Data produced in graph 1403 may be any
information obtained by the system. Update status 1402 informs the user of the last date and time
that the system monitored the water network for anomalies.
[008165] Figure 15 illustrates a screenshot of the Ul generated by the reports interface
according to one embodiment of the present invention. The screen in Figure 15 displays an

aggregate overview of the detected events and their associated information to a user. The user may,

for example, be a worker at a water utility network tasked with monitoring the water network under
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2. The method of claim 1, comprising storing the water network events in a database. 3. The
method of claim 1, wherein receiving meter data comprises receiving Supervisory Control and Data
Acquisition (SCADA) data. 4. The method of claim 1, comprising classifying the anomaly as a
leakage event. 5. The method of claim 1, wherein detecting the anomaly comprises
determining if a duration of the anomaly exceeds a predefined threshold. 6. The method of
claim 1, wherein detecting the anomaly determining if a frequency of the anomaly within a predefined
window of time exceeds a predefined threshold. 7. The method of claim 1, wherein statistically
predicting meterydatafarthe firatmeetarbased nisecond mekae DL fromhibaiwataciutiiys astwork
comprises selecting one or more second meters as one or more corresponding meters and correlating
meter data rééedvedfioft thedfpgphidf@dwith meter data received from the one or more corresponding
meters. 8. The method of claim 7, wherein selecting one or more second meters as the one or

more corresptdffy metdrstcmbrdasntditditing hb e HrstEhiaina 17 MEGHEBPHiSFé"€econd

meters with historical metcr. data for (e fire) Mgler: AN SRIeRUPA e 90896 MGig,sgeond meters for
which a corrélation with the First meter exiars.

aggregation of events over a selected time period. The user may choose the display of events based
on meter values, events, dates, and status of the events. Detailed information associated with the
user selection in overview selection panel 1502 is reproduced as event count panels 1503 and 1504,
map 1505, and graphs 1506. Overview selection panel 1502 allows the user to sort and filter events
by their various fields and characteristics, for example, to view only recent and unresolved events,
events sorted by type, and to update event statuses and other workflow characteristics. This follows
software industry standards, well known to one skilled in the art.

{608107] Event count panels 1504 and 1505 display the number of events, event types, and
locations according to a time period. In one embodiment, event count panels 1504 and 1505 display
events corresponding to different time periods, allowing a user to compare and contrast the network
behavior over time. Map 1505 displays the location and other information of events occurring or
that have previously occurred in an area. In one embodiment, the map depicts events and highlights
areas with multiple events: locations with few events may be colored green, while locations with
many events may be colored red. Graphs 1506 operate to display the evolution of the number and
types of events over a time period. In one embodiment, graphs 1506 depict the types and numbers
of events occurring during two consecutive months, for example allowing the user to compare and
analyze recent trends. One of skill in the art will appreciate that any information collected by the
system may be reproduced on graph 1506 to better assist a user tasked with monitoring the water

distribution network.
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9. The method of claim 7, wherein selecting the one or more second meters as the one or more
corresponding meters comprises identifying the one or more second meters within the water utility
network which are positioned within the water utility network so as to be unaffected by anomalies
affecting the first meter. 10. The method of claim 1, wherein statistically predicting meter data
for he first meter based on second meter data from the water utility network comprises correlating
meter data received from the first meter with at least stored historical meter data for the first meter.
11. The method of claim 1, wherein statistically predicting meter data for the first meter comprises
calculating ajstatisgical disifibeinmoblikelyvalves:forathiefitatione telowidgTheamethladidfchdite 20,
wherein receiving meter data comprises receiving over time water quality data representing turbidity,
chlorine andiédenf tinveriione dickblivisrbel understins thettyporks aprkdAefrdneeeiinang oribeorssidie network

events comprises detecting a change in the water gquality data over time in excess of a threshold.
invention could be implemented in hardware, firmware, software, or combinations thereof. in such

embodiments, the various components and/or steps would be implemented in hardware, firmware,
and/or software to perform the functions of the present invention. That is, the same piece of
hardware, firmware, or module of software could perform one or more of the illustrated blocks (e.g.,
components o steps).

[00G0109] 1t should also be understood that the invention applies not only to water utility
networks, but to any type of distribution system. Other types of distribution systems may be: oil,
wastewater or sewage, gas, electric, telephony, or other energy delivery systems which involve fluid
or flowing resources from one area to consumers. Indeed, the invention may be applied to any
distribution or collection system having meters or sensors at arbitrary locations in the network
measuring distribution parameters such as flow, pressure, quality or the flow of data itself.

[0001 20} In software implementations, computer software (e.g., programs or other instructions)
and/or data is stored on a machine readable medium as part of a computer program product, and is
loaded into a computer system or other device or machine via a removable storage drive, hard drive,
or communications interface. Computer programs (also called computer control logic or computer
readable program code) are stored in a main and/or secondary memory, and executed by one or
more processors (controllers, or the like) to cause the one or more processors to perform the
functions of the invention as described herein. In this document, the terms “machine readable
medium,” “computer program medium” and “computer usable medium” are used to generally refer
to media such as a random access memory (RAM); a read only memory (ROM); a removable
storage unit {e.g., a magnetic or optical disc, flash memory device, or the like); a hard disk; or the

like.
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13.The method of claim 1, wherein receiving secondary data comprises receiving at least one of:
network; given date. and weather data representing weather conditions in the region of the water utility
calendar data representing one or more factors affecting water consumption on a repair data
representing one or more repairs performed on the water utility network;

[600111] Notably, the figures and examples above are not meant to limit the scope of the
present invention to a single embodiment, as other embodiments are possible by way of interchange
of some or all of the described or illustrated elements. Moreover, where certain elements of the
present invention can be partially or fully implemented using known components, only those
portions of such known components that are necessary for an understanding of the present invention
are described, and detailed descriptions of other portions of such known components are omitted so
as not to obscure the invention. In the present specification, an embodiment showing a singular
component should not necessarily be limited to other embodiments including a plurality of the same
component, and vice-versa, unless explicitly stated otherwise herein. Morcover, applicants do not
intend for any term in the specification or claims to be ascribed an uncommon or special meaning
unless explicitly set forth as such. Further, the present invention encompasses present and future
known equivalents to the known components referred to herein by way of illustration.

[000112] The foregoing description of the specific embodiments so fully reveals the general
nature of the invention that others can, by applying knowledge within the skill of the relevant art(s)
(including the contents of the documents cited and incorporated by reference herein), readily modify
and/or adapt for various applications such specific embodiments, without undue experimentation,
without departing from the general concept of the present invention. Such adaptations and
modifications are therefore intended to be within the meaning and range of equivalents of the
disclosed embodiments, based on the teaching and guidance presented herein.

[000113] While various embodiments of the present invention have been described above, it
should be understood that they have been presented by way of example, and not limitation. It would
be apparent to one skilled in the relevant art(s) that various changes in form and detail could be

made therein without departing from the spirit and scope of the invention. Thus, the present

43



structural data representing a structure of the water utility network. 14. The method of claim
20, wherein the one or more informational events comprise at least one of: an unexpected increase in
consumption pattern, a change in consumption pattern, a theft of water, a zonal boundary breach, a
utility meter fault, and a network device malfunction. 15. The method of claim 1, comprising
processing the meter data before analyzing it including filtering out noise from the meter data.

16. A computerized system for monitoring a water utility network, the water utility network comprising a
network of pipes for delivering water to consumers and a plurality of meters positioned within the water
utility networlgvheisysiemi aenpiising by any ofahnatvarkdniosadationdatabasel faestotinghneter data
representing a plurality of parameters measured by the meters, the parameters including at least flow
or pressure Gktitivvdter Yhroughdhspipdshafdlsebgndnn deddbfiorydrndeosmore sources external to
the meters, the secondary data representing one or more conditions affecting flow or consumption of
water in a region serviced by the water utility network;
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an analysis engine configured to analyze the meter data by statistically predicting meter data for a first
meter based on second meter data from the water utility network and secondary data, wherein the
second meter data comprises meter data other than the received first meter data, and comparing the
received first meter data with the predicted meter data for the first meter to identify anomalies;

an event classification engine configured to identify water utility network events based on the
anomalies, the water network events comprising leakage events; and an event database for storing
water utility network event data representing the one or more water network events identified by the
event classification engine. 17. The system.afraim 16, wherein the analysis engine
comprises a plurality of predictor modules for generating a statistical distribution of likely values of the
meter data fé%%l(a?\‘/‘@h meter and a plurality of anomaly detector modules for comparing the meter data

for the given meter to the distrig\uéioon of Ilke#ymv?%ugﬁoto detect anomalies, i thgwggt%{ed\gtta.

. : 1 F Uity network N
18. The system of claim iB, comprinslf)ﬁ’lgtje'é{zﬁ ura )C/’ 0 fnTgﬁa%rén%%\aﬁﬁeésu?dryrg rlevrln’g water utility

network evenhdata iiam Uaﬁlse{s\la% HaLa0asR Ak ARRTENG IR SRS water to condiheis GRMPUterized

method for managing a water utility network, the water utility network comprising a network of pipes for
delivering waliara@,constinersansha phdialiye ofsBeiairnesiionaes:witfodbenyaeizutility network, the
method comprising: sending meter data to an analysis engine, the meter data representing a
plurality of parameters measuetintsyetivatmitens; thdapararnemwinzincludiny of teastflonwrwhtiedvater
through the pipes; .
by the meters, the parameters including at least flow or pressure of the water through the pipes;
receiving secondary data from one or more sources external to the meters, the
secondary data representing one or more conditions affecting flow or consumption of water in a
region serviced by the water utility network;
analyzing the meter data by statistically predicting meter data for a first meter based
on second meter data from the water utility network and secondary data, wherein the second meter
data comprises meter data other than the received first meter data, and comparing the received first
meter data with the predicted meter data for the first meter o identify one or more water utility
network events comprising at feast one or more leakage events by detecting an anomaly if the
received first meter data deviates from the predicied meter data for the first meter by a statistical
deviation; and
reporting the one or more water network events to a user via a user interface.
2. The method of claim 1, comprising storing the water network events in a
database.
3. The method of claim 1, wherein receiving meter data comprises receiving
Supervisory Control and Data Acquisition (SCADA) data.

4. The method of claim 1, comprising classifyving the anomaly as a leakage

event.
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receiving from the analysis engine data representing water utility network events, the water network
events comprising leakage events, the water utility network event data having been identified as a
result of analysis of the meter data by statistically predicting meter data for a first meter based on
second meter data from the water utility network and secondary data, the secondary data representing
one or more conditions affecting consumption or flow of water in a region serviced by the water utility
network, wherein the second meter data comprises meter data other than the received first meter data,
and comparing the received first meter data with the predicted meter data for the first meter to identify

anomalies; and displaying the rageiveshwatenuilitynneokeypaisdamdHIES oR R emMpLierzed
display device. 20.The method of claim 1, wherein the water network events further comprise
identifying o dnmierecifier aatiohabevehts medelokn ghcpabeitity or quality of water flowing through the
pipes and operation of the water utility network,

6. The method of claim 1, wherein detecting the anomaly determining if a
frequency of the anomaly within a predefined window of time exceeds a predefined threshold.

7. The method of claim 1, wherein statistically predicting meter data for the first
meter based on second meter data from the water utility network comprises selecting one or more
second meters as one or more corresponding meters and correlating meter data received from the
first meter with meter data received from the one or more corresponding meters,

8. The method of claim 7, wherein selecting one or more second meters as the
one or more corresponding meters comprises: correlating historical meter data for the one or more
second meters with historical meter data for the first meter; and selecting the one or more second
meters for which a correlation with the first meter exists.

9, The method of claim 7, wherein selecting the one or more second meters as
the one or more corresponding meters comprises identifying the one or more second meters within
the water utility network which are positioned within the water utility network so as to be unaffected
by anomalies affecting the first meter.

10.  The method of claim 1, wherein statistically predicting meter data for the first
meter based on second meter data from the water utility network comprises correlating meter data
received from the first meter with at least stored historical meter data for the first meter.

11, The method of claim 1, wherein statistically predicting meter data for the first
meter comprises calculating a statistical distribution of likely values for the first meter.

12.  The method of claim 20, wherein receiving meter data comprises receiving

over time water quality data representing turbidity, chlorine and pH of the water delivered over the
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network, and wherein identifying one or more network events comprises detecting a change in the
water quality data over time in excess of a threshold.

[3.  The method of claim 1, wherein receiving secondary data comprises receiving
at Jeast one of:

weather data representing weather conditions in the region of the water utility

network;

calendar data representing one or more factors affecting water consumption on a
given date;

repair data representing one or more repairs performed on the water utility network;
and

structural data representing a structure of the water utility network.

14, The method of claim 20, wherein the one or more informational events
comprise at least one of: an unexpected increase in consumption pattern, a change in consumption
pattern, a theft of water, a zonal boundary breach, a utility meter fault, and a network device
malfunction.

15.  The method of claim 1, comprising processing the meter data before
analyzing it including filtering out noise from the meter data,

16. A computerized system for monitoring a water utility network, the water
utility network comprising a network of pipes for delivering water to consumers and a plurality of
meters positioned within the water utility network, the system comprising:

a network information database for storing meter data representing a plurality of
parameters measured by the meters, the parameters including at least flow or pressure of the water

through the pipes, and secondary data from one or more sources external to the meters, the



secondary data representing one or more conditions affecting flow or consumption of water in a
region serviced by the water ufility network;

an analysis engine configured to analyze the meter data by statistically predicting
meter data for a first meter based on second meter data from the water utility network and secondary
data, wherein the second meter data comprises meter data other than the received first meter data,
and comparing the received first meter data with the predicted meter data for the first meter to
identify anomalies;

an event classification engine configured to identify water utility network events
based on the anomalies, the water network events comprising leakage events; and
an event database for storing water utility network event data representing the one or more water
network events identified by the event classification engine.

17.  The system of claim 16, wherein the analysis engine comprises a plurality of
predictor modules for generating a statistical distribution of likely values of the meter data for a
given meter and a plurality of anomaly detector modules for comparing the meter data for the given
meter to the distribution of likely values to detect anomalies in the meter data.

18.  The system of claim 16, comprising a plurality of interface modules for
retrieving water utility network event data from the event database and reporting it to users.

19. A computerized method for managing a water utility network, the water
utility network comprising a network of pipes for delivering water to consumers and a plurality of
meters positioned within the water utility network, the method comprising:

sending meter data to an analysis engine, the meter data representing a plurality of

parameters measured by the meters, the parameters including at least flow of the water through the

pipes;
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receiving from the analysis engine data representing water utility network events, the
water network events comprising leakage events, the water utility network event data having been
identified as a result of analysis of the meter data by statistically predicting meter data for a first
meter based on second meter data from the water utility network and secondary data, the secondary
data representing one or more conditions affecting consumption or flow of water in a region
serviced by the water utility network, wherein the second meter data comprises meter data other
than the received first meter data, and comparing the received first meter data with the predicted
meter data for the first meter to identify anomalies; and

displaying the received water utility network events to a user on a computerized
display device.

20. The method of claim !, wherein the water network events further comprise
identifying one or more informational events regarding quantity or quality of water flowing through

the pipes and operation of the water utility network.
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