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when a first terminal receives encrypted second data sent by a second
terminal, obtaining a loss encryption value and a first gradient encryption
value according to the encrypted second data

randomly generating a random vector with same dimension as the first

gradient encryption value, blurring the first gradient encryption value
based on the random vector, and sending the blurred first gradient

encryption value and the loss encryption value to the second terminal

when receiving a decrypted first gradient value and a decrypted loss value
returned by the second terminal based on the blurred first gradient

encryption value and the loss encryption value, detecting whether a model

to be trained is in a convergent state according to the decrypted loss value

obtaining a second gradient value according to the random vector and the
decrypted first gradient value and determining a sample parameter
corresponding to the second gradient value as a model parameter of the
model to be trained
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obtaining a first loss value previously obtained by the first terminal, and
recording the decrypted loss value as a second loss value

Y

calculating a difference between the first loss value and the second loss
value, and determining whether the difference is less than or equal to a
preset threshold

Y

when the difference is less than or equal to the preset threshold,
determining that the model to be trained is in the convergent state

'

when the difference is greater than the preset threshold, determining that
the model to be trained is in a non-convergent state
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when the first terminal receives the encrypted second data sent by the
second terminal, obtaining first data and a sample label corresponding to
the first data

/- S11

v

calculating a loss value based on the first data, the encrypted second data,

the sample label, and a preset loss function, and encrypting the loss value

through a homomorphic encryption algorithm to obtain the encrypted loss
value which is the loss encryption value
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obtaining a gradient function according to the preset loss function,
calculating a first gradient value according to the gradient function, and
encrypting the first gradient value through the homomaorphic encryption
algorithm to obtain the encrypted first gradient value which is the first
gradient encryption value
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calculating an encryption intermediate result according to the encrypted
second data and the first data, encrypting the encryption intermediate
result with a preset public key, to obtain a double encryption intermediate
result

:

sending the double encryption intermediate result to the second terminal,
to enable the second terminal to calculate a double encryption gradient
value based on the double encryption intermediate result

-

i

when receiving the double encryption gradient value returned by the
second terminal, decrypting the double encryption gradient value through
a private key corresponding to the preset public key, and sending the
decrypted double encryption gradient value to the second terminal, to
enable the second terminal to decrypt the decrypted double encryption
gradient value to obtain a gradient value of the second terminal
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receiving encryption sample data sent by the second terminal, obtaining a
first partial gradient value of the second terminal according to the
encryption sample data and the first data, and encrypting the first partial S80

gradient value through the homomorphic encryption algorithm to obtain /
the encrypted first partial gradient value which is a second gradient
encryption value

sending the second gradient encryption value to the second terminal, to S90
enable the second terminal to obtain a gradient value of the second /
terminal based on the second gradient encryption value and a second
partial gradient value calculated according to the second data
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obtaining a second gradient value according to the random vector and the decrypted first gradient
value, updating the second gradient value, and updating the sample parameter according to the
updated second gradient value

generating a gradient value update instruction and sending the gradient value update instruction to
the second terminal, to enable the second terminal to update a gradient value of the second
terminal according to the gradient value update instruction, and updates the sample parameter
according to the updated gradient value of the second terminal

after the first terminal determines the model parameter and receives an execution request, sending
the execution request to the second terminal, to enable the second terminal, after receiving the
execution request, to return a first prediction score to the first terminal according to the model
parameter and a variable value of feature variable corresponding to the execution request

v

after receiving the first prediction score, calculating a second prediction score according to the
determined model parameter and the variable value of the feature variable corresponding to the
execution request

h J

adding the first prediction score and the second prediction score to obtain a prediction score sum,
inputting the prediction score sum into the model to be trained to obtain a model score, and
determining whether to execute the execution request according to the model score
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model parameter training apparatus

based on federation learning

data acquisition module

first sending module

model detection module

parameter determination
module
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