0 8 SEP 2006 WD 2004/017591 PCT/ CA2003/ 001244 SYSTEM AND METHOD FOR

TRI GGERI NG A PROVI SI ONI NG EVENT TECHNI CAL FI ELD The t echnol ogy e€W§g
in this patent docunent relates generally to the field of 5 provi'sioni {
systens. More particularly, the patent docunent describes a system and

met hod fo ' ing a provisioning event that is i rly well-suited
for tri ggéqu‘{r%‘%gg%fovi sioning events in a nobile datlg&z@g\ﬂ%‘gz#rom an
external system Provisioning is a 8eneral termthat is comonly used in
the field of noBYSIEMANDMERIODRQRTRIGGERING ARROVISIONINGENENEr ocess by whi ch
services provided by a service 10 provider are managed. DI SCLOSURE OF

| NVENTI ON I n accordance with the teachings described herein, systens and
met hods arrgcHRicAVEged for triggering a provisioning event in a service
provi der using a provisioning request 15 nessage generated by an external
system A provihsit@hidvgy sgstemimbig daentubednshDrelates genegally lethpriiely bsi oni ng
request_ nessage fromthe external systemand transmt information in the
provi siconiPRYSPRRyYEeMee J4omg) Barficylagy, dhes patept decumpr\desralbest & sysanygest t he

provi si oni . e rQVi.Sioni request ssa have a data
structure %ﬁgﬁ\éﬁ% gﬁﬂfgsa Ffp ﬂ%@‘é‘&lféqr e\éegtg?‘fﬁtpﬁquﬁﬁmarge%%ﬁggg er%'%/‘“gﬁ’f."“gThe body
Section Npbvisierhigaivéhtsn B ridMie hte Bdrl@ eRlch bMerdf §sten t hat I ncludes 20 ,
information identifying an entity to which the provisioning event pertains,

wherein the phroisiosingitd Rggeaatl teym Sleattis eommontyl Lkde Sin e field diTigdiieat t ri but es
defined by the external system BRI EF DESCRI PTION OF DRAWNGS Fig. | is a
bl ock di aGPramsetioas e segigrice ta Jhst asepo Py WhiGl iserviensi pievided iybd lseviefat a 25
servi C& F!’o%%éraze ias a entity relationship diagram of an exanple
provi stoning teguesisfessage format; | 0 8 SEP 2006 WD 2004/ 017591
PCT/ CA2003/ 001244 Fig. 3 is an entity relationship diagramof an exanple
provi si oning reply nessage

DISCLOSURFE OF INVENTION

fan ]

In accordance with the teachings described herein, systems and methods are

provided for triggering a provisioning event in a service provider using a provisioning request

15 message generated by an external system. A provisioning system may be used fo receive
the provigioning request message from the external system and transmit information in the
provisioning request message to tHe service provider to trigger the provisioning event. The
provisioning request message may have a data str&cture that includes a header section and‘

a body section. The body section may contain .a provisioning entity section that includes

20 information identifying an entity to which the provisioning event pertains, wherein the

provisioning entity section includes one or more altributes defined by the external syétem.

BRIEF DESCRIPTION OF DRAWINGS
Fig. 1 is a block diagram of an example system for provisioning a mobile data
25  setvice;
Figs. 2 is an enfity relationship diagram of an example provisioning request message

format;



format; and Fig. 4 is a bl ock diagram of a nobile conmuni cati on device that
may be used with a nobile data service. 5 BEST MODE FOR CARRYI NG QUT THE

| NVENTION Wth reference now to the drawing figures, Fig. 1 is albddsti® 20{8
di agram of an exanple systemfor provisioning a nobile data service 106.
The systemd.nc) s an external system 100, a provisionin stem 104 and
a nobile ?zﬂzg&ggggli ce 106. Also illustrated are a 1@6?‘8%3@?12% ng request
108 transmitted fromthe external system 100 to the provisioning system
104 and a proVisBdhrhentiveeatnnete diagen platstyrmale grovisigfing ey pEB¥Issi oni ng
system 104 1.0 the external system 100. In operation, the provisioning
system 104" enabl'es an external system 100 to trigger provisioning events
for -a'nobil e dqf g iSAotk @Rgran @r a RIATRAGRNREIoNEOME HaPRLNS BYPRIS: are 15
activation of a service, deactivation of a service, suspension of a

servi ce, mebigdphisemicedf a service, nodification of a service profile or
servi ce paraneters, and gathering of status information associated with a
service. The mpbile data service 106 includes the various systems and

devi ces usgd.t.0 OV, deAGCE 0.\ L el €SS Nnetwork froma nobile
comuni cass%_ ‘ ﬁ}. e "’i”illl: 5 9% servi ce 106 may, for exanpl e,
enabl e a mobi \nGORERAIGRAtS BB itk GfurdsOriz ANela BREk JEREL Yan Bl SuCh as
electronic mail, over a wireless network? It shou e understood, however,
t hat ot hersyssaf foi E@visiphioy & @bk data sethcd 106.0Mhel Pstén MAIDdds@n ettarhal sp®hvi ce 106 may
al so be provisioned using the provisioning system 106. The external system
100 may bé0&pyrreyeianiammsiptiens dp4 padea @ebiler datd serviset 196. Mitsi Mustraled are 25 servi ce
106 that is authorized to tri r provisioping eyents for the nobile data
servi ol 16RvNgy a1 srrenfioL ok R p Sl B 00 oot HUBEIRGr of ¢ he
mobi | e datg3e{oMishg a bRGisbAS Wb GihsGRGr HACHS ofof ontracts
enabling them toausg%t hltsa] rmgg':é%gns ata sg'rﬁv?d;:e 106.')&25‘?)%%%%%3%%6 WO

2004/ 0175%lihd$xteifaP2e03A001244 I n order to trigger provisioning events, the

external system 100' sends a provi si oni ng
In operation, the provisioning system 104 enables an external system 100 {o trigger

provisioning events for a mobile data service 106. Examples of provisioning events are
15 activation of a service, deactivation of a service, suépension of a service, resumption of a
service, modification of a service profile or service parameters, and gathering of status
information associated with a service.
The mobile data service 106 includes the various systems and devices used to
provide access to a wireless network from a moebile communication device. The mobile data
20 saervice 108 may, for example, enable a mobile communication device to send and receive
data, such as electronic mail, over a wirelass network. It should be understood, however,
that other service providers in addition to a mebile, data service 106 may also be provisioned
using the provisloning system 106.
The external system 100 may be any systerﬁ or service external to the mobile data
25  service 106 that is authorized to trigger provisioning events for the mobile data service 106.
An example of an external system 100 is a reseller of the mobile data service 106 through

which end-users can purchase contracts enabling them to use the mobile data service 106.



request 108 to the provisioning system 104. As noted above, provisioning
events that may be triggered by a provisioning request 108 i ncl u&l% %%rjvi?m
activation, service cancellation, suspension of service, service e s
nodi fication, a service status request, or others. Upon 5 receiving the

provi si onivp(gzog)g@%g?t 108, the provisioning system lgémt:%%l?%gﬁrs t he

specified event Tn the nobile data service 106. Th gt ng system
104 may al so respond to the' external system 100 by sending a provisioning

reply 110. Thel"SH8hP &ioeeriPrRyisipring syents; tie pifprnal systam E30z88pvise Provisigiiesat e whet her

t he reque i r.faile specify error,_and status
i nformati ?%@g%?%%yefg@d%ﬂ ﬁggﬁggﬁgé{aﬁ %teﬁfag?vﬁaﬁ?vgsﬁqn%iBvef‘%éhagp?f(/! si oni ng
system 104oerrwg>ge@@m|@rocs§abmgvveadastt1b@ inBIBdY doRicE BbRatRR! ki cafdBlaiddSi N9 any
supported protocol. For exanple, protocols supported by the nobile data

service 10¢pensiop df rseivigeleseRErUh@ifiddtior @dsehvity Gtatuisi roquebtRM dtherRRerapbre Pr ocedur e
Call (RPC) and Lightweight Directory Access Protocol (LDAP). In order to
comuni tat&elXing thePreyisigpiag reayesh 08¢ ihe provigieningesystem 184 triggess baspeaied the 15

provi si oni stem 1 ma e an.interface that,can b cessed using
ey U B e ERea T LG PR BB FEB PO KOy ovi i oni ng
system 104x@ary sy dkmh Y6tPoyasendlVePprdiMdicRRg ,?ébl?%dl‘mh‘égrd@%@hiﬂ%ﬁlyflﬂf mdyf OVI SI oni ng
nmessages 108 on a conputer network using the Secure pertext Transfer

Pr ot ocol (fedEXdAB)e, inditete phether e Ge3@d oRstiorgscedddd or thildd, spayiiyensrtand N conpl ex
and diverse request and 20 response details. For exanple, a provisioning
message 1(?8"}“31@%"%94 ogipelgderolperrelprgnt Hf@matieemruni cat i on device for which it is
requestjng actjyvation .on the bile data seryice 106. ., Since fhere are man
m)gi I eMda%J a se-|L eip<5°é"'§'°%'0%ﬂls§8‘| @Q ”éﬁlfd’mgg‘é'}‘?a%fw'%ﬁé%E"’@i&c\?iacség"c? Q{Bq cally has g
di fferent g i | TRyl I QE’H&‘L@' I dem t he' f or mat
of provi su?%%%rﬁgh %e@g%dapggggolio%f %ng'? LO&JOS?I(QZI e akti)lﬁfaqhtb gdgﬁlggjg‘agg?lﬁeese

conpl exi t i168 may¥ helued Redpte Methad OwocdiaN (RMY), FeRcaFesedls call IHPorayd be fornatt ed
in such a way that the nessage can express conpl ex provisioning requests

and r espongBweightiirecionhtopss Pedespl(WPAPdNst ruct ed and Interpreted by a

plurality of different external systepns 100. In addition, the format of a
provi si oni ng neLERGE EnunEslg "H’ﬁyy alprplwélgﬁergrg@&e;ngg,syége@aéHQ,itgﬁ s to be

exchanged @ iodifedyste 1048naytdRoRd QR intéﬁ@cezﬂgt%aﬂ 1R B g 200301244

supported and accessible protocol. For example, the provisioning system 104 may include a
Java™ serviet which monitors for provisioning messages 108 on a computer network using

the Secure Hypertext Transfer Protocol (HTTPS).
The provisioning messages 108, 110 may contain complex and diverée request and
20 response details. For example, a provisioning message 108, 110 may specify a mobile
communication device for which it is requesting activation on the mobiie data service 1086,
Since there are many mobile data services available, and each of these services typically
has a different system for identifying mobile ¢communication devices, the format of
provisioning messages 108, 110 should be able to handle these complexities. Therefore,
25 pravisioning messages 108, 110 may be formatled in such a way that the message can
express complex provisioning requesj:s and responses, while being easlily constructed and
interpreted by a plurality of different extemal systems 100. In addition, the format of a

provisioning message 108, 110 may allow for security credentlals to be exchanged, so that



t he provisioning system 104 nmay verify the identity of an external 'system
100 that sends a provisioning request 108, and so that the ext eQn]aI\@ysbﬁm
100 may verify the identity of a provisioning system 104 that s Adsbd ~
provisioning reply 110. Figs. 2 and 3 are entity rel ationship diagrans of
an exanpl L.SLONi ng request 5 nmessage format ap n |l e
provi si on?vr#g;{{)g’\éolﬂ)fsgpnessage format, respectively. T?}%&K?ﬁ?gﬂgéégp‘f or mat
defines the structure of@gata entities within th rovi si oni ng nmessage.

Data  ent e ROISEAR0 FYsisMLA0A fra yer fhe-tterdty Ohanspiterel systom: 100 BLERNGUl ar boxes,
ta et i1 EE: : ¢ 3
oo neat I RN AZ QR R ana) o el b BBl ohetefiP1 B o B FRUUAIY | 1108 |

cardi nal i tpyovelbnibd¥stbrd hed th&86dab Bprlosidnink plyied. ed by a numeral or set of 10
nunerals (wth "N' representing a variable). For exanple, data entities 200

and 204 (Fig. 9s. 2ane 3comendiotreletiohshipadidgrame ohav iexeype mewsioniag reguest each si de
of the relationship. This illustrates a one-to-one relationship between
data em i t7e5%99 AIMARIY AH4exaTRle Arodsiening; ey Dessagk et gesperiievéie  are
connect ed ' ' | 1. 0n.0 ide of the r tionship and
2ot of "eirele R PO s ReDMTFAR onduoB g Gy SR Parit et e, Thi s

i 11 ustrat eptiteIarb rdprlsdntdNt Fibd. @ Sndldwididdeclingliaf bbkeBNd RRYSRpiARke ONE-t0-one
rel ationship or a one-to-many relationship. Wth reference to Fig. 2, a

provi si onitiegpateegliies tre Apiesendaids fes nepedtinrthe cdetasyulat baerss Dntsadrsidedent | fi cati on
attribute, which contains a unique transaction identifier used by the

provi si onitn@naFEeding.1he cqreipgjly of yhey rglatiopebip ip flysteted dvea Bymesdl of sehgEacti on. A
transagti RIS - provi si.oning request.. .a f.esulti ovi si oni ng
event, ?&an&%&g@ﬁ@lﬁs‘?églr%sﬁﬁpggg%ﬁégi eqrhegar%ge' g?q 3?“5?%%?%&4 %déaqu%gi 200 nessage

may al SO iaRCdohtiBte@ by £Ind ih@ngainumbaUlLeacdBEEH tHoRRARARRL Fhib MRtratded Si on of the
interface. The provisioning request nessage 200 may i nclude a transaction

t ype att r ichertoene wiatiofshigefeiweers dith entlissp200aind 204.1 Oatabetiieg 20€quiestoed. As not ed
above, the type of action requested may be to activate, suspend, resuneg,
cancel , OV e coleePhba e diavingiarmeitht proevesidg &F e riptiensiiepid e, | n

dditi , th i Si i t ..200 | 5 | | ud
o oduce SRT e,y S enth e rp BT 2 Ube: B R et °
Provi s{PNiofPaddSa'asy hav@@fh%lgsi dNe-to-onl FltiGhehiBomAnb kb Fradibithbe data service.

The provi si oni ng request 0 nmessage contains a header section 202 and a
body secti on \2iddreteaite an Figll2e a eavdiphing ewjiesd 20@ Odbsexga tradynischlle Ssender secti on
206, which contains 4 0 8 SEP 2006
transaction identification attribute, which contains a unique transaction identifier used by the
provisioning system 104 (Fig. 1) to identify a particular transaction. A fransaction consists of
a provisioning request, a resulting provisioning event, and a provisioning response. The
20 provisiohing request 200 message may also include a version atfribute, which represents the
version of the interface. The provisioning request message 200 may include a transaction
type attribute, which defines the type of action being requested. As noted above, the type of
action requested may be to activate, suspend, resume, cancel, modify or obtain status
information regarding a service. In addition, the provisioning request 200 message may also
25 include a product type attribute, which specifies the service to whith the provisioning request
pettains, stch as a particular mobile data service.

The provisioning request 200 message contains a header section 202 and a body

sectlon 204 section. The header section 202 contains a sender section 206, which contains



WO 2004/ 017591 PCT/ CA2003/ 001244 information relating to the sender of the
provi si oni ng nessage, and a tinme stanp section 208, which contains the
time that the nessage was sent. The sender section 206 may incllu@eSahn 780§
identification attribute, which contains a unique identifier for the

sender. T, r section 206 may al so include a attribute, which
contai ns %&P\@@%ﬁnam-for the 5 sender. The sende&%&z\a"[o%" %06 contains a

| ogi n section 212 and a password section 214, which nmay be used by the
provi si oniVRY"&PE relaing tp4hg psnger of e ppvisipRingenessadst andtahtimg @R $aciProf t he
sender. A | I, nt naut hori ze t er nal stens from
successfu Pg);%{ﬂ%% é?’#‘%'%qﬂég)ﬁrﬁ%/ﬁf‘ thtﬁ? lltjpg lé?eo\g/%sls%e(gﬁi & sg{}cga{ é?ﬁ%%bép%('?ﬁyg. 1). 10 The

tinme stanhcR@Chd RBnRRrRYbud) Whidll Gordhink O (HRfue MchliibPif Be s¥labChyapeci fies a
date format for the tinestanp, such as that defined by the |ISO 8601

st andar d. sdrider sbdidy 2@6atdyiasn in20dk acramt altribste Ovhich @ontaiBraamjguonn@if@tieng entity
sections-210 that may be defined by the external system A provisioning
entityse&M98n 210 identifies an entity to which the provisioning request

applies. A prqyisiaoning entit ection 0 i nclude, a 15 me attribute
Wl ch' cont af naTeHER SRR faleRS R deRRPEr pPh i ity RfR e ac

i nfor mat i Qich nSleit sk byl SrélRioRIRS 4ykiéma64 mgnﬁbd AfheRRIEHRAIGAL @hedevi ce. The
provi sioning entity section 210 "may al s0O have a type attribute, which
cont ai ns bemibrh duthentitainmereveot uiadthbrteéxteial dyblemeindm dugcessiulig nterfadingt he nodel
nunber for a nobile communication device. In addition, a provisioning
entity se®thBaprovgonpgpysteshtCaifig. She or nore additional 20 nested

Bt ¢ 9107 st ot ¥ eBF6 asefia el eyl RHER Aifelnihe s e ge POV S oM
subscri be s e ik fre Gm¥dii, Qlen Lézlﬁaéqéﬁn@d by¥isolRo £lugadelf i ne a top-level

provi sioning entity section to represent a subscriber object, which
may be i dent i fihebodygeditreZod bortaisony dratoes privgsictiag antitylsesiBned10 thatrdyes, such as
MSI SDN, | MSI, or others. Specific services and entities (e.g., nobile
comuni caPp g¢ingbbiyby pemd sysigp. thievisiseing epitvesselion @40 idpntifiesrenteh@y toop- | evel
provisioning entity 210 as addjtional |.e., ne teg rovi sioning entity
Cect | ons 40 P airsb el o Boredbiiohty SFErapB R PR Aol 6 of nest ed
Provi sisONbmEatibdey wﬁ&?&oh@ﬂ%e%&% inf@rﬂlat%%ﬂtio%k g tﬁé’%ﬁi?f@u@@é{s im{}lﬁm\éﬁona
service-centric view of the data and therefore define a top-Ievel
pr ovi Si onidagifydgttiet gntity 2s a mobile communication device. The provisioning entity section 210
may ailso have a type attribute, which contains further information to identify the entity, such
as the model number for a mobile communication device.
In addition, a provisioning entity section 210 may contain one or more additional
20 nested provisioning enfity sections 210 to provide for a hierarchical provisioning entity
structure. For example, an exiernal system may have a subscriber-centric view of the data
and therefore define a top-level provisioning entity section 210 fo represent a subscriber
object, which may be identified by specific provisioning data items atfributes, such as
MSISDN, IMSI, or cthers, Specific services and entittes {e.g., mobile communication
25  devices} may then be represented within the top-level provisioning entity 210 as additional
(i.e., nested) provisloning entity sections 210 for the purposes of provisioning.

In another example of nested provisional entlty sections 210, an external system may

have a service-centric view of the data and therefore define a top-evel provisioning entity



0 8 SEP 2006 WO 2004/017591 PCT/ CA2003/001244 section 210 to represent a
service, which may be identified by specific provisioning data |[§)$n§
attributes such as price, service plan type, service nunber, or h Eg 2006
Specific entities (e.g., nobile comunication devices) and subscribers may
then be rgpLeagisad Within the top- level provisi Orﬂc@ﬂ:@dﬁ%ﬁoﬁ% as additional
(i.e., neste provi sioning entity sections. A nunber © Hbscribers may
t hen be nested iECh t hat each ?‘,ubscri b_&r f[ eBr esents a separate
provi si onitAY? F RIS EETGHESRMOE NN MREPH P LY SRSATGBRVISERINg #7%2 18Fovi si oni ng
request ( Gufbuies QR fille, SREY HGRRACLINBTALL: Pbindts PSHER] dniles ¢ SUDSCT T Der s)
[ 2 I nore 1

Each provisioning entity sectio contalns one provi si oni ng data
i tem sectmopmScomnicabord BsWtks} laRNEUBELriBkeS fal tHRANbE Iretditdd VARinGRd ol NS
information that lIdentifies a 10 particular entity to which the

provi si onileve prayigioming enfig et addiienal (Becrasted) provisieninLeitity ygeiansof nember bf es nmay be
provi si onecL, a %)rovi sioning data |tem section 216 includes a nane

attri but e SUOSERRIER™RY dhen f e Besfadesuel ghat ofach sHbserhgt irPseint F¥P2@nt ai ned I n

t he secti : : j j t he

provi si on;BFr%é'SlEa'EgéEﬁ%g&r;ﬁkggl(t:hhh@enbr%?%%8@%& étliﬂﬁ\)e;g '@%EM %ﬁ%& (L'\é'déﬁﬁhf i cation

Number ( Pls®)ice @ti@ﬁ@ﬂb{@tp@dﬂ?laisju[)gcﬁﬁ’ers)va billing identifier, an International
Mobi |l e 15 Equi pnent Identification identifier (I MElI), an electronic serial

nunber (ESN), Baehlpmivisiorieg érdiyaskctioMdtii ¢optaBellose ohi here plodsioririgt data et i fi er
(IMSI), a Mobile Subscriber Integrated Services Digital Network nunmber
( MBI SDN) , SBRions21PneRjpufiaatne ertp &R 218CagctPn| Biaing fofoapatien the idgntifiefifus | t he

i ver o <PRIIRE S p" BT Bl P Bel; bt AR AL i1 6. 20

Provi si Onigfied REAURTrovIERASAS Bidviskdhho IR iterh HctishA T McBdes RehaMk bitdo@, 1 N
Extensi bl e Markup Language (XM.). XM. is a w dely supported | anguage that

i s used t ehidetpeigestthetypd ofrimfermaiinh that fsosontainédoin titeasettion.e kahexagpel tizet ween
different systens and organi zations. The format of an XML nessage is

defi ned byaBe tikkuRBAY sPRyilydhabibe ipioyigioning dataiiey sedian 816neppias a Peprehat may be

used to Che

te an X sage t? t contains. . a. provisionin uest 25
conform ng e_ﬁl g‘ﬁ“ﬁ"ewr{)'\'ﬂr_err’réﬁﬁ%' F%_[?g'fc gfa e %%P%{d"'ﬁ'ﬁ r’san_slgéemftk?r“% fMolg'ﬂé Uni ted
St at es15Pr elishAni@éntificAR idehtel IMEINGh ol@BbAOs3r4 Admbel\Eish) o fRorR@&A | NCOr por at ed
herein by reference. Wth reference nowto Fig. 3, a provisioning reply
message 300bileeBubscriger toglatint lentificrgivSad Mobib Suesridebyistae SembesvBigital t h r ef erence
to the provisioning request nessage 200 of
Network numbsr (MSISDN), or an integrated Circuit Card identifier (JCCID). Thus, the
message can specify requests to provision entities on a plurality of diverse systems that use
different schemeas for identifying entities,
20 Provisioning request messages 200 may, for example, be written in Extensible
Markup Language (XML}, XML is a widely supported language that is used to define the
format of information to be exchanged between different systems and organizations. The
format of an XML message Is defined by a Document Type Definition (DTD). An example
DTD that may he used to create an XML message that contains a provisioning request
25 conforming to the formal illustrated in Flg. 2 is set forth in United States Provisional
Application No. 60/403,634, which has been incorporated herein by reference.

With reference now to Fig. 3, a provisioning reply message 300 may include the

same atiributes described above with reference to the provisioning request message 200 of



6 0 8 SEP 2006 WD 2004/017591 PCT/ CA2003/001244 Fig. 2, such as a
transaction, identification attribute, a version attribute, a tr[fgss”&i %5
type attribute, and a product type attribute. The provisioning @a g
nmessage 300 contains a header section 302 and a body section 304. The
header segti contains a tinme stanp section 3 nd may contain a 5
sender segioizgdr%még% and a transaction code |i st sec%?sglr?iﬁ(%a?m*ﬁe time stanp
section 308 may include a format attribute, which specifies a date fornmat
for the tififedtaippas & tiwgadien denificationestiipwed aygrsipmattribse ssGmeaciandiar d. The
sender section 306 ma ntain |login 314 and assword 316 sections, which
an externgftr'bg{%s?@n? E@é“cﬁ&{}e @@”t?'og'lgﬁth?élﬁ'P'i‘"@a[ngQessﬁﬁ%s?(’sF%‘ﬁl"ﬁ@ system 104
by sendi NgeRieidefih So0Rk R 8odySRidn 3040 1t may, for exanple, be useful to
aut henticate a provisioning system 104 when provisioning nessages are sent
asynchr onousl yrhe lheadas yeatidnr 302 Ciohtain® 3 iong i stghp Rctiop 13081 i iy n@nteig@l y nmessage i s
not returned in response to a provisioning request nethod. |Instead, an
asynchriongensierreeliondiargd 8 yraseqipt ewrelishesction 33% Khefinedyemention 808 mavdi cate that a
message was, successfylly received. A provisioning reply is not sent until
after the’“f"é"ygep?| &W%i%‘?ﬁ“%gw l%ﬁp@g‘ﬁes %ﬁﬁbg’wtfﬂ’ g@e@?@@'%p'ﬁﬁ‘%?s f?'?t i s useful
for the exbbna) yYSoesm ihehd THEELR S bEERL Ll Wil GreyRt em Lhat has
sent the response prior to taking any action based on e contents of the
provi si onipagwsre 318 . selidfs, t WIS ae tdkeMalCgdem! 1Bt mSeabé ah adthbhtisR€td on may be
used by the provisioning system 104 to return error information or status
i nf or mat i orvisigningtsyaten 104 brsqurioy & giodsidning rapyquest to the 20 system that has
sent t{be request. The transaction code |ist section 310 may include a najor
code at’t ri but & M PR hesispietoRythenticalt & REovHoPE sy AR ™ t he
nmessage. o Lr A i.on..c I io I el yde a
descripti §%€Ig<€r¥l¢gi Eﬁtgsg?ésvvﬁfec%gge%%%gz@g&t hgn gags&gr c?éj?i ﬂ%&égﬂ‘g the maj or
code. The ploligiiHRCeplP Restasteis hbisbtuBEE i redpordd B & BRLIAbINY BRRsIAketiTRl €
transaction code 25 sections 318. Each transaction code section 318 may
cont ai n arnsterd, er asypeheongusanaserging Bdtemaetumnean wknodedgamept to bdicalebetizon 324, a
status code section 326 and a status description section 328. The error
code sect M§FFagD ¥ag Sucesssiulysresgivedy r oy PORRRNNG TBYY hetesepthnth A0itS oni ng system
104

15

provisioning request has been processed. Thus, it is usafui for the external system 100 to
verify the identity of the system that has sent the response prior to taking any action based
on the contents of the provisioning reply.

The transaction code list section 310 sectlon may be used by the provisioning system
104 to return error information or status information refating to a provisioning request to the
20  system that has sent the request. The fransaction code list section 310 may include a major
code aftribute, which defines the most severe error returned in the message. The
transaction code list section 310 may also include a description atribute, which describes

the error defined by the major code.
The transaction code list section 310 confains one or more transaction code
25  sections 318. Each transaction code section 318 may contain an error code section 322, an
error description section 324, a status code section 326 and a status description section 328.
The emor code section 322 specifies an error occurring while the provisioning system 104

performs the action requested in a provisioning request message. The error description



perforns the action requested in a provisioning request nessage. The error
description 7 0 8 SEP 2006 WD 2004/017591 PCT/ CA2003/ 001244 section 324
describes the error specified in the error code 322 section. The fstS&Pudlis
code section 326 identifies the status of a provisioning systementity
resul ting_fr he processing triggered by provisioning request. The

st at us de%?ﬁ&%@%ﬁﬂ section 328 describes the statud®T %?$ﬁ%% i n-the
status code section 326. 5 Values for the error code section 322 and the
error desc@PHipt BYrdeswibesi the orsp specifipdinfliy erof prsle 382 eactiodEeAtausi®if e of t he.
transaction_ cogde.list section 310, may he defined by the rqvi der of the
br ov o1 on RGOLYEhte S SEHE AP RO e BN BTN o M REREPS v or

MBj or Er T QiooDBS6f hiiddAfg ease FRAfR ik 6585 5a8 1R 2 4APQrger vi ce

Al r eady Ac#?ve &éq036)2ﬂ5%g Service Nqﬁﬁ%uspeﬁﬁié%lglo4o 210%0 Service
Deact i vat egecifiddin 5@ sl Ok Setiari 326. Suspended 21510 21500 No line items found
46010 46000 Insufficient Perm ssion to Request Activation 46020 46000

| nsuf fixi ent Pé&iues osthe srrergodReagolion B2rndding aymat deseripligndiedtion §24. evd or6030 46000

I nsufficient Perm ssion top Request Suspend 46040 46000 |nsuffjcient
Por i ssi o BIRGHRETONE oL ibe TR0 SRPOB-FIRD 19 B LMY By Bi I 1 i ng

| dentifier : ' | Gl t 61040 61000

| nval i d Rgﬁﬁ@%gﬁﬂ%@%%%ggb%ﬁ%ﬁ*@@gﬁé%ﬁgb@@ggék@?ﬁ éﬁ%ﬂQ%% Dat abase 61080
61000 Invalid Data: Mssing I MSI 61090 61000 Invalid Data: M ssing |nput
Information 61100 61000 Length nust satisfy range 61110 61000 Must bel ong

to set Error | Major Error Description
Code | Code
0 N/A Success

" [21020[21000 Service Already Active
21030 {21000 Service Not Suspended
21040121000 Service Deaclivated
21050 [21000 Service Suspended
2151021500 No line items found

46010 {46000 Insufficient Permission to Request Activation

46020 | 46000 Insufficient Permission to Reguest Deactivation/Modification
46030 | 46000 Insufficient Permission to Request Suspend

46040 (46000 Insufficient Permission fo Réquest Resume

61020 |61000 Invalid Data: Missing Billing {dentifier

61030 |61000 invalid Data: Insufficient Input

61040 [61000 Invalid Requast: Service Inactive / Service Not Found in Daiabase
61080 {61000 Invalid Data: Missing IMSI

61090 161000 Invalid Data: Missing Input Information
61100161000 Length must satisfy range

61110 161000 Must belong to set

61120 |61000 Must satisfy both length range and content format
61130 {81000 internal Error: Please confact product support
61210 (61000 Invaiid Data: Requestor Resolved to Other

61220 |61000 Invalid Data: Requestor Not Found

51510 161500 System Error: Please try again fater

10 Values for the status code section 326 and the status description section 328 may be
defined by the provider of the provisioning system 104, and may include the foliowiqg

examples:



61120 61000 Must satisfy both length range and content format 61130 61000
Internal Error: Please contact product support 61210 61000 Invalid Data:
Request or Resol ved to Other 61220 61000 Invalid Data: Requestor Ndt SEBupRls

61510 61500 System Error:

code sect]
t he prOV|
exanpl es:

oo

8 0.8 SE

Pl ease try again |ater
nd the status description section defi ned by
e provisioning system 104, and §%%H@%§§Eu?he
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Servi ce Deactivated after

Mbdi fi cath
vi a. Handh

L UTT \Juv

Jnl_ 10, C‘—\
I E e

1C

rvicg Degclive

TOrCTO e = =y

\fed.w ol

Sepyics

Deaq‘fvated"aﬂﬁ'ﬂogl-

rcatidﬁC 4 "'1

provi sio

Mg epty

Sehice Stispefiled> '
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1P OvVIsT U

Haite RlHvEeY sectiom 3121

addi ti ona

W7 Nested

IR IRetvaieh TBHAHdRdid Y SECT

addi ti on,

1€ach pro

\8ebiice AttvBted viERE

by Secti

ge Activated 17 Service Activated

est The body section 304 of the
provi sioning entity sections
y include one or nore

ions 312, as described above.
n 312 nmay contain one or nore

In

provisioning data Ttem section 320. The body section 304, including the
provisioning entity 312 and grOV|S|on|ng data item 320 sections, are
simlar tot hJﬁéij’éﬁ%qﬂ'i’fti’é’d ofihe wavisigning reply 84 eonteias eng OFIT\gre P@VIS'Pfthaddl tion, the

21 <o cont ANy EepediesErbeianm <l bt peCode ik STB=hlIPRECT cbove,

whi ch 10 ,speci at Iy provi si oni ng
entity segt I on r%‘fgﬁﬁjflémis ‘6?5551 |éé%8%cnmiegl H&}S %;\hr?ﬁgé(rggﬁqgo%'?%@hat may be
used t @ Creatidf i@l xVhanemimdie ohAbre paIkiaiHySdats itefrs@dtiod BEMI Thg bb@pPl y nessage

confornming to the format illustrated.in Fig. 3 Is set forth in United
section 304, including the provisioning enfity 312 and provisioning data item 320 sections,
“are similar to those described above with reference to Fig. 2.
In addition, the provisioning entity section 312 in the provisioning reply message 300
may also contain a transactlon'code section 318 section, as described above, which
10 specifies error or status information related fo the provisioning entity section 312 in which it
is contained.

. An example DTD tha_t may be used to create an XML messaée that contains a
provisioning reply message conforming to the format illustrated in Fig. 3 is set forth in United
States Provisional Application No. 60/403,634, which has been incorporated herein by
15 reference. Also included in incorporated United States Provisional Application 60/403,634
are example XML programs to perform provisioning transactions that are comprised of a
provisioning request and a provisioning reply, including transactions to activate a service,
cancel a service, suspend a service, modify a service, and provide status information for a
service,

20 Fig. 4 is a block diagram of a mobile communication device 410 that may be used -
with a mobile data service 106, as descrlbpd above. That is, the communication device 410

is an example of a provisioning entity 210 for which a provisioning system 104 may provision

a moblle data service 106 in response to a provisioning request message 200.



States Provisional Application No. 60/403, 634, which has been incorporated
herein by 15 reference. Also included in incorporated United States

Provi si onal Application 60/403,634 are exanple XM. progranms to perfQePmyiig
provisioning transactions that are conprised of a provisioning request and
a provisi ly, Including transactions to activate a service, cancel
a servi ce%ﬁﬂug’ig&ggg a service, modify a service, andPrOIE%¢at us
information for a service. 20 Fig. 4 is a block diagramof a nobile
comuni cat i on THR PRI cammurizlign %SP ‘H@*"ﬁ@@ﬁa tﬁﬂj‘ﬁcﬁ"%“h’ﬁﬁlm'%@&ﬁ?%”ser vice 1086,

as descri Th icati an exanpl e of
a provisi gg?’n?@ﬁ’f %ﬁ f"S'iI‘O ?Cﬁ fp%"(‘,‘iﬂgg nf’“ﬁ‘ arg)/?f't%H{pTdﬁo may provi sion
a nmobi | e dalids #8 ¥ 'sé}ﬁi\%ng rék@?o%%@%ars&eaﬁerﬁﬁp\é'n%érgfﬁbﬁkgtl%%@ﬁ-t message
200. 9 0 8 SEP 2006 004/ 017591 PCT/ CA2003/ 001244 The' nobil e

conmuni catange wikdass cemddrikcalians lsutekgsted 440, ans eey wes indlide, oter detdecfpb-ocessor 438,

a display 422, a Flash nenory 424, a RAM nenory 426, auxiliary input/out put
(110 5de\‘>‘1’5é9€‘§ 4&%38Th%¢ra§@eiva|41beﬁeteranlwcwswemeﬁnﬂ reggige anenggscidRer 434, a

m cr ophon rel ess c on stem 440, and
Ty o oo AR e ML i RRER eBr B8 e aRe et ARBLEFBLr 411

pref erabl yrokbdgd: HQ@SWM RS Bhdh bR/ 26 %Vo%wé’eﬂﬁ@ Bfé?e?abﬂy%iudes‘lalﬁuran recei ver

412, a transmtter 414, one or nore local oscillators 413 a digital

Si gnal P oDeDEBOModtRE 424M42UN that dae bddxacifed e i njcropRiessbriigs (adorae 410
preferably includes a plurality of software nodul es 424A- 424N that can be
execut ed BPPHRG. heiidingr wescgmmumragon(rmddlpda% laedatapgmmyRication npdleudi ng a voi ce

t 4p  a dat t dul 246, and
oi ur 16 y 68 SRR afer RaPRraUTRRE WA EOPTOa S THGNAOP. i ural iy of

other fupgtiopns. The nobile cormunl cation device 410 |Is preferably a

t wo-way communi cation device having. voice and data communi cation

capabi | i ties. Thémbbile Somrhditcalibe \dbvics 4Bl pref bl B iveeal# codvaiicaonwevieee net wor K,
such as an analog or digital cellular netwrks, and may al so 15 communi cate
over a dafhevingerigppid dafheoryshigasiomnepabliien Tt lwoihk devdneanatepomousiadte n Fig. 4 by
t he conmmuni cati on t ower 4%]{9, and 9:% be separate conmunicati qn net wor ks
using sef% &t Penfe (e §F &n RS, of diok, calluigr Retvakg AP control | ers,

etc., 124 Wmlplﬁzal’e %Le?%rtﬁ{aerghvork. The voice and data networks are depicted in Fig. 4 by

the communication fower 419, and may be separate communication networks using
separate infrasfructure, such as base stations, network controllers, etc., or may be integrated

into a single wireless network.
The communication subsystem 411 Is used to communicate wih the voice and data
20 network 419, and includes the receiver 412, the transmitter 414, the one or more local
" oscillators 413, and may also include the DSP 420, The DSP 420 Is used o send and
receive signals to and from the transmitier 414 and receiver 412, and is also utilized to
receive control information from the transmitter 414 and to provide controi information to the
recelver 412. If the volce and data communications occur at a single frequency, or closely-
25 spaced set of frequencies, then a single local oscillator 413 may be used in conjunction with
the transmitter 414 and receiver 412, Alternatively, if different frequencies are utilized for
voice communications and data communications, then a plurality of local oscillators 413 can

be used to generaie a plurality of frequencies carresponding to the voice and data networks

10



into a single wirel ess network. The comuni cati on subsystem 411 |s used to
comruni cate with the voice and data 20 network 419, and I ncl udes the
recei ver 412, the transmtter 414, the one or nore |ocal oscil IgatOOQ 4;38%
and may al so include the DSP 420. The DSP 420 is used to send and  Fecef v%e
signal s tg, %bql{:romthe transmtter 414 and receiver 412, and is al so
utilized 8 87 I"ve control information fromthe trCJWéﬁ‘i"?’?“é%“um and to

provi de control infermation to the receiver 412. |If the voice and data
communi caﬁ1%ﬁ§h%®&9wnf&rﬁ@d§1&hﬁjﬁh@9mN@qﬂimsj/ﬂsoﬁs@red’@@ﬂyd ipBlgshHeed set of
frequenci gs., then Iatfgr 413 may be used in conjunction

with t hen'lf)!?'"gﬁ%vr‘ﬁe#fbe 'H%ﬁu?fﬂﬂﬁ %’@?9\?8 WRBIUCIU- or nati vely, if different

frequenct s afntibtoh vRA iflles ¥RV £ HRIRIoRAib® Bt AMUNI cat i ons,
then a plurality of local oscillators 413 can e used to generate a

pluralityfof the eqguendiate cetuespPoOnd &g itko bétheenv e CBSRING0 daddatwet works 10 O
8 SEP 2008 WD 2004/017591 PCT/ CA2003/ 001244 419. It shoul d be under st ood

t hat alPt hBlggrroesRerr 4%f: etheaistaliorglesian of tm eorrd@picettoedutiswt@ﬁ 411, guchtase nobil e
devi ce 41 coulg] b‘ﬁ used Gt Si n %??ntenna H‘?ﬂ% | nf or mat i on,

whi ch i nclUTHEEY 581N GUPTE™ 57§ 5t BPPhiey r‘rﬂfl BRY P 96‘75’ HPELE8d to and
fromthe commBkERhih TRt i Binldh tpsﬁééﬁgnFérQﬁarlﬁa%Pth%ZO and the 5

m croprocessor 438. e det al eS| gn o he ‘comruni cati on subsystem 411,
such as fmtquem«cyhagaamﬁide ewmmmt.onmbgetbmom deqyred td epeRite wii e, nMay be
dependent upon the comunication network 419 in which the device is

i nt ended WMebitoghr Retad ACPhandiox Ganshab PadkéteRadid Seivice (GPRP) ety commuinipdiiona

comuni cati on subsystem 411 designed to operate with the MbitexTM

Dat aTACTMEWRIfo AAGERE r 230 P%cq?@@”eg%a |?Pe§?FvW'8'ea'Qngh§) vRligly 20T c¥iuni cat i on 10

networks angh, AR heRorRE sgcﬁsds%%ﬁfjAMng%wbﬁﬁ%éQf%M@t@émé’&r' ety of

voi ce conmmuni cati on networks, suUcC PCS, etc.

Qt her typesa &d volahewaifbotoicpsratd ahdRelSted, ARY BisS BPRAIAL itidhg noBleegr at ed, may
also be utilized with the nobile device 410. Dependi ng upon the type of

net wor k 4d®ic¢ 610. net wor ks), the access requi rements for 15 the dual - node

nobi | e devi ce 410 may al sq var For exa In the Mpobitex and Dat aTAC
dat a net wor ks PeRra#Ng ‘éOOBér{ﬁtt‘f@s"f "‘r‘g'ai(%rt“g@@('is)otﬂe peeessieulRsTRsf¥i ng a uni que

i dentisi cak !dl?arlmode mobile device 410 may also vary. For example, in the Mobitex and DataTAC
data networks, mobile devices are registered on the network using a unique identification
number associated with eéch device. In GPRS data networks, however, netwark access is
associated with a subscriber or user of a device 410. A GPRS device typically requires a
subscriber identity module ("SIM"), which Is required in order to operate the device 410 on a

20 GPRS network., Local or non-network communication functions (if any) may be operable,
without the SIM device, but the device 410 will be unable to carry ouf any functions Involving
communications over the data network 419, other than any legally required' operations, such
as 811 emergency calling.

After any required network registration or activation procedures have begn

25  completed, the mobile communication device 410 may send and receive communication
signals, including both voice and data signals, over the network 419 (or networks). Signals
received by the antenna 416 from the communication network 419 are routed to the receiver

412, which provides signal amplification, frequency down conversion, filtering, channef

I1



nunber associated with each device. In GPRS data networks, however, network
access is associated with a subscriber or user of a device 410. A GPRS
device typically requires a subscriber identity nodule ("SI M')E]( B"@EPh?ﬂ[ﬁ
required in order to operate the device 410 on a 20 GPRS net wor Loca

non- net wo ication functions (if any) may b erabl e vvithout t he
SI M devi cg‘)ﬁ?‘ %Mﬂe device 410 will be unable to ci’r‘?&&‘%‘{‘}?"% functions

i nvol ving comuni cations over the data network 419, other than any legally
required SRSHA iclnAnd SRAY rﬁ's"a@m‘gifla"@ﬁéﬁﬁé’tﬁ&i} ceamersiopg . Anafeg df 98l requi red
network re st rati.,on or dures have conpl eted, the

b e cofuaCen B refbivef Slate) o doRLBRGOLfeiaRaEn RRE R, St B8 o

signals, kil sdioRgarbRbH d\é&idﬁ&toao@‘éerﬂﬁﬁe%l whghebse 49)/ 8% a bilar RBARART K 419 (or
net wor ks) Signals received by the antenna 416 fromthe comunication

net wor k 48ighairiebe tarteitled 10 tHeh@iworkcH b derprocdshad (ewh inolduigedariddasded)gnal
anplification, frequency down conversion, filtering, channel 11 0 O SEP

2006 WO E'Bot?)ﬂ/D@E?@@E"W/W@D@/fhmtl@mﬁ@éﬂé@tf|di§1*fi‘ tasanglog ceersigmy al so

Fecel ved Brynar BisPolk ?oﬁtviéﬁfﬁé%ﬁ"gs%ﬂ%fﬁ% R T B Lch s
di gi tal dﬁéﬁ%#k‘hf%tdof)ﬁb Hthidth! AsDR REIL B REsH3] Ak PSP 420 In a

simlar manner, si.gna s to e transmtted to the network 419 are processed
(e.g., rmdnd:@imﬁbeamduemmd) Fid 413 bbth @oideSind datd coanimelinidstiongpthedevibed t o t he
transmtter 414 for digital to anal og conversion, frequency up conversion,
fil teri ng410anq1|incltﬂ@m0icttatinc&tﬁ@swvaﬁm f'ggitrernsc@i@r fonsanswiting ARCIgeEMEE net wor k 419
(or %Works via the antenna 41 shoul d he u erstood t hat al t hough a
si ngl e‘ t r XiFECENa% PR speqnd TRRERAST PWaIi‘?“@“'“QAP”f’ E?FG'B'&“E‘ AFNEE and data

COMMUNI Cat | 0Ny o f5HESng () BorlFbickidF AR, esiient P hisd grpce vers - a

first transceiver trans tting an cel vi ng VOl ce SI gnal s, and a

second tr AB&Ee aNEransfitter doAtis NFb dxBigpl@ itk GaACIevll afpgnedatb aodm@ialich. i n addition
to processing the comunication signals, the DSP 420 nmay al so provide
recei ver signdlstinathes micelyasr412 ond righsmitien i 14 raw e eadantively g@ntrn"erietvg'l@ applied to

comruni cati on nals ILn the receiver 412 and transmtter may be
adapt i vel guteneRte Pﬂ'gl:%‘ﬁmﬂlﬂoﬁtﬂ@‘h'mpg Ipjthe [S%{:i‘"?% oé{'["?rgﬁnsﬁ? ‘Q?BF‘? rﬂf g

| npl erggnt ﬁlgcrrfth'ﬂws B Qépbe‘&ﬁae%gga}%& b&35Ab KRlia Al thisdateabagbl ths coul d

al so be i mented 1nt provi nore sophi sticated control
of the transceiver 411.

The microprocessor 438 preferably manages and controls the overail operation of the
mobile communication device 410. The microprocessor 438 may, for example, be one of
various types of microprocessors or microconirollers, of, alternatively, may be a digital signal

20 pr0clessor DSP 420 or some other type of processing device. Low-level communication
functions, including data and volce cémmunications, may be performed through the DSP
420 in the fransceiver 411. Other, high-level communication applications, such as a voice
communication application 424A and a data communication application 424B may be stored
in the Flash memory 424 for execution by the microprocessor 438. For example, the voice

25  communication module 424A may provide a high-level user interface operable to transmit|
and receive voice calls between the mobile communication device 410 and a plurality of
other voice devices via the network 419. Similarly, the data communication module 4248

may provide a high-level user interface operable o send and receive data, such as e-mail

12



of the transceiver 411. . The m croprocessor 438 preferably nmanages and
controls the overall operation of the nobile comunication device 410. The
m croprocessor 438 may, for exanple, be one of various types of SEP 200
m croprocessors or mcrocontrollers, or, alternatively, may be e{} gi ‘g,;t aa

si gnal ZOWQ %Fﬁﬁr DSP 420 or sone ot her type of Q’gﬁ@??;%if@ogzatﬁje"i ce.

Low | evel nication functions, Incl.uding data
conmuni cati ons, may be perfornmed through the DSP 420 i the transcel ver
411. Ot heessigeghliese GEpNESS HQIMRIOR $HOR *%z%m%%a?ﬁ §ifs , DetseEM Mg MG o ce

| 424 ' | 424B
ray bo st orEHnCRR (B A A0aRIY Ao TR aT IR PRI RE HE, o7 ocessor

438. For @xapmbessor Hﬁtﬁmyphlgﬁlngﬁcmm& BéVich Rlibspaidial gjcﬂ%%.ermsptaprow de a
hi gh-1 evel user interface operable to transmt and receive voice calls

bet ween t 422, Fiadhi hemay A, mndan imcoessieerhare (RAMD 426 chudliapd loputibuteuy (181 ot her voi ce
devices via the network 419. Simlarly, the data conmuni cati on nodul e 424B
may prdvi ebsystemp 4ab. seadieprt tdelfeyhortddis, éE%‘k?Sﬂé‘% ¥sraahang 4 AghuR %P ecei ve data,

h - /
i s, or G REDHEr A anoat PP s Faatedbaf O EE L TECTE

communi cagj,on device 410 and a pl ural ity of ot her data devices via the
network 419. The nicroprocessor 438 may al so interact with other device
subsyst ens, sgehe aithd fibsydiemplsiown it Big, 4 perfarshcomenicafiond@lbied fenattbosn access
menory (RAM 426, auxiliary Input/output (1/0O 5 subsystens 428, serial
port 430, wn\ee@ag@@]prcﬁuhggtemg@@am@ﬂdedggden T Ob?’tﬂﬁ’f#@?]@"“&% Inzadifidr $Meange

comuni cati ons sub ste 440 devi eneral ly
desi gridt e®® %%mﬁfﬁay °8r 4?% ds(ﬁsﬁéyg% e'Pr@' be St A %ow%%uﬁlg%lggf orm
communi ca,Q- ffbiglse hubt!RE BTy o WAL BRSO 1 CHanSHIAS bREa Bl pr OVi de
"resident™ or on-device functlons In addition, sone 10 subsystens, such
as keyboatdhmtidatian detaors,pand eiadZediizyt fnectians @dchf asra dsuiltor omtesknlistert i on r el at ed
functions, such as entering a text nmessage for transm ssion over a data
conmuni caoﬂ"@rﬁ’oﬁé»ﬁ)mﬂ%ionsand devi ce-resident functions such as a cal cul at or
or task list ot her

by the m crop%@‘c’:’é cﬁys"%g %Sédi’vﬁte 'ﬁ'%f%%mt%sor%d gy $¥ ShRp R Qf tware used

15  persistent store such as Flash memory 424. In addition to the operation system, which
confrols low-level functions, the Flash memory 424 may include a plurality of high-level
software application programs, or modules, such as a voice communication module 424A, a
daté‘communication module 424B, an organizer module (not shown), or any other type of
software module 424N. The Flash memory 424 also may include a file system for storing

20 data. These modules are executed by the microprocessor 438 and provide a high-level
interface between a user of the device and the device. The high-level interface typically
includes a graphical component provided through the display 422, and an inputioutput
component provided through the auxiliary /O 428, keyboard 432, speaker 434, and
microphone 436. The operating system, specific device applications or modules, or parts

25  thereof, may be temporarily loaded into a volatile store, such as RAM 426 for faster
ope.ration. Moreover, received communication signals may also be temporarily stored to
RAM 426, before permanently writing them to a file system located in the persistent store

424,
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15 persistent store such as Flash nenory 424. In addition to the operation
system which controls |lowlevel functions, the Flash nenory 424 may

include a plurality of high-level software application programg,i &EP 2008
nodul es, such as a voice comuni cati on nodul e 424A, a data comuni cati on

nodul e 4 il rgani zer nodul e (not shown), or an ther type of
softvvarezﬁ@a??l”gﬂ%ﬂN. The Fl ash nenory 424 al so rra)]/% /%é?“ﬁﬁ@lépfi | e system
for storing 20 data. These nobdul es are executed g?; t he mi croprocessor 438
and provi de aAhisypioniask aprlication aiofide d24bthab ey Peulsetedotnta ffie @elPce and t he

devi ce. The hi.gh-| | i f ypi cal| ' des. a. j cal
e e e i A, MBSk o AR oo
through thgs RHbralitR shenldsQadrdr oVofY BRI R andSRRAKRE. fhdtbppiRRdn M crophone

436. The operating system specific device applications or nodul es, or
parts 25 mveein mapylsd ptctonpior e vdicg conmdédtidnrhaiula 4204 Bt mbegiyor e, such as
RAM 426 for faster operation. Mreover, received communication signals my
al so bé trwprotalls: Mise reaily elsd andomayRENVINGERG! wilhdielata cpmmERGREoN TSAURFY t i ng t hem to
afile systemlocated in the persistept, stare 424 13 0 P 2006 WO
20041 01723 HBE P ERb GO OIS B, S0 I SRR L TEIORSBT T 424N ¢ hat may
be | oadedy, Gt E‘ﬁhér\?%'le k;fmmmgaw%faas kIR 6 Yo GBtatdBmiicafiorfdug@nal

i nformati on manager application providing PDA functionality, such as
cal endar £4Bniagbe iRPEeENhIBERIFGM madnb.t ask i tens. The application nodule 424N
may al so interact with the voi ce communi cati on nodul e 424A for, managing 5
phone cal | s, Vhs Geshmeanory, 424 tay proxidel a fa\sveiens by faqiitate sleregqwitiM dfd dat a

{7 ans s ciegen TR 4w o U G oy e YBIRRY Rl Py SHRoChE vol ce

conmuni Caﬁ(ﬁn@pei | iRelf 240 RRfnEWHEhE vEQIH G ok Rn BRI edu#24B may be
integrated 1nto the PIM nodul e. The Fl ash nenory 424 may provide a file
syst em t o4d4aciMBivie Be Slredsagetwok 4R, Mdaia datd Qerhd @apreterablylseardlesslyce. The PI M
application may include the ability to send and receive data itens, either
by it sel fintegrated, rsyrobropizadcanid andajidt Yia th evirglessgetwarkdtH1 9wl 2ceoearAIY%Et i on nodul es
424A, 4246, via the wireless network 419. The PIMdata itens are preferably
seanl ess| §P' Of fata frmn Sered ey fRePRati WP MatHCBYEY sé’at?mvﬁﬁre%‘ére%? &l ess networ k

419, WiSt hmf?rorcéﬁ) EJSEE%}Q% s associated with a particular user.

The mobile device 410 may also be manually synchronized with a host system by
placing the device 410 in an interface cradle, which couples the serial port 430 of the mobile
device 410 to the serial port of the host system. The serial port 430 may also be used to
enable a user to set preferences through an external dévice or software application, or to

20  downioad other application modules 424N for Installation. This wired download path may be
used fo load an encryption key onto the device.

Additional application modules 424N may be loaded onto the mobile communication
device 410 through the network 419, through an auxiliary 1/O subsystem 428, through the
serial port 430, through the shortrange communications subsystem 440, or through any

25  other suitable subsystem 442, and installed by a user in the Flash memory 424 or RAM 426.
Such flexibility in application installation Increases the functionality of the device 410 and

may provide enhanced on-device functlons, communication-related functions, or both. For
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set of data itens stored or associated with a host conputer system thereby
creating a 15 mrrored systemfor data Itens associated with a particul ar

user. The nobile device 410 nay al so be manual Iy synchroni zed w fjhg &SHPo900
system by placing the device 410 in an interface cradle, which couples the

serial po f the nobile device 410 to the serj { of the host
system T{‘{ézgg&"rgﬁl port 430 may al so be used to eﬁ’gkﬂéﬂ“ﬁ%}’&‘? to set
pref erences through an external device or software application, or to 20

downl oad &¥aTEl: SRS i CRMPUTISRERRIIGEIONS Bk opbe FIeRiPalt PAETSRP. RIS Wi r ed

downl oad , 0 | i,Qn onto the device.

Addi ti onaPRutaJ&? i c%@ﬁg%éﬂ@gﬁﬁqlgnf tﬁ%ﬂﬁ%yﬂ%@%%@g%@% o the nobile

conmuni cat i on wrd HeGRobflel EorirfnRAtBR dévite 4k \WoEktind 1Pa dbircomgihicaonauxi liary 1/ 0
subsystem 428, through the serial port 430, through the short-range

conruni catriodm 8 reseitrEs!\sigha suchiB a tod meshzge wghwabmag@dowoloak willde processed 'subsyst em
442, and installed b% a user in the Flash nenory 424 or RAM 426. Such
f1 exi bidl i Pyihe Hangpsier £ ane Aroyidediaing BicropiqoqssrE fed wBish vH arefarphy Y BHal ity of the

devi 41 N i - i j ..
device. 410,800 neTRUIY LTS SAURGE SR SRk L BB v
2004/ 01759dvicB 48, @raz0ios (18P i dis Sivbde Qlata I8 As! lsGchCANgmaN infeddab@NugigPl | cat i ons

may enabl e el ectronic comrerce functions and other such financi al
transact i thaskeyboar &3P ertichrisrprefetasly rrgpotnpiete diplranomericdkbghoaldain otthe theobi | e
comuni cati on device 410 is operating in a data conmunication node, a

recei ved SWERAY styleyalfiouah gther slvles pheanplste dphapunipee kpyReRdBiRhIED &, Wil l be
processed, 5 he transceiyer 411 and provided to. the mcroprocessor 438,
it oh O rripaiekag ele Y BRk B el el PouE FEBERS Al siiRa ™Mt por o ¢ he
di splay 444 a AliraitPraBiBAIOVER¥es 468 whith AkPihdudd b YhunbiheefifMt 65icd 28. A devi ce
user may al so conpose data Itens, such as enail nessages, using the
keyboar d 4déhpadMaivetety o spitcrése a adakey inautceinh| @d. eThalcprhjgusedeata iemsdnpltoar d | ai d out
in the QWERTY style, although other styles of con&l}ete al phanuneri c
keyboar ds Patie Hseamay then @Gfakﬁ?@‘?@ﬁ oPsyREMBNiERtON Retyork FELVigyke YREE¥VeUser i nput to
t he devi cg 410 is further enhanced wth a plurality of auxiliary 1/0

devi ces 4 é; whi ch may include a thunbwheel input device, a touchpad, a

varietjs of SWiERER mdbid rii@hicAtBR Blvics Wid & Rperfing in  RfceCRMMBTGEJat a | tems
I nput by the user may then be transmtted over the communication network
419 vi a t hedd, tanceril \oedration of the device 410 is substantially similar to the data mode,
except that received signals are preferably be oufput to the speaker 434 and voice signals
for transmission are generated by a microphone 436. Alternative voice or audio /O
subsystems, such as a volce message recoyding subsystem, may also be implemented on
20 the device 410. Although voice or audio sighal output s preferabiy accomplished primarily
through the speaker 434, the display 422 may also be used to provide an indication of the
identity of a calling party, the duration of a voice call, or other voice call related information.
For example, the. microprocessor 438, in conjunction with the voice communication module
and the operating system software, may detect the caller identification information of an
25 . incoming voice call and display it on the display 422.

A short-range communications subsystem 440 may also be Included in the dual-

mode device 410. For example, the subsystem 440 may include an infrared device and

15



411, 15 Wen the nobil e comrunication device 410 is operating in a voice
comuni cation node, the overall operation of the device 410 is
substantially simlar to the data node, except that received sijgpatisp ay085
preferably be output to the speaker 434 and voice signals for transm ssion
are gener m crophone 436. Alternative voi Lo 1/0
subsysten@b%@ﬂ@ﬁsﬁs a voi ce nessage recording subs&?ﬁl‘&ﬁf&#@)}mél so be

i npl emented on 20 the device 410. Although voice or audio signal output Is
pr ef er abl SR ABFYIE AEtcopPPealS: 7§ BluelRpBUY Rhortiangs pieirss communicaoRe di spl ay 422

may al so /| i Nl i ' ity of a calling
party, t hg‘g%gﬁgﬁ F%ﬁe fgr][cgéaﬁln\%?a@ V@ﬁg‘wﬁ'&g %@{eﬁé%sge\%ﬁ%deéjegg % rel ated
information. THSwitkaRRriftion LBR. exshfids AP HISHRS HRIIvARRBR, ihdlde@fewagt i on with the
voi ce communi cation nodule and the operating system software, nmay detect

t he cal | emoded @mt difoi to @habtnea per§oprskitediiothe aft tamake2dhd usd the dwentiop. Videce cal | and
display it on the display 422. A short-range communi cati ons subsystem 440
may al So BentahleIserpsf I?‘ﬁ ivepdionimay incluqp gleerfedmiies thet gocuHg thosscsiilpi I8, t he
subsyste %Aég may include an infrared device and 15 0 8 SEP 2886 WO

2004/ 0175 CT/ CA2003/ 001244 associated circuits and conponents, or a

Bl uet oot hTM short-range w rel ess conmuni cati on nodule to provide for
comuni cation with simlarly-enabl ed systens and devices. This witten
descri pti INDUSIRIAL ARBRHPABRITYO di scl ose the invention, including the best
node, and alsq to enable a person skilled in the art to make and use the

i nvention. Thdhe igvegtiandiqvides & sysieairad grthedhier Figapana 3 BTAVISRRY iHE Bidle ot her
exanplﬁs tsha&. Saeur, tuqeatproée rsnki I Ived ii n the ar tb‘! I NDLéSWTRIffAL APPLI CABI LI TY
The i nVentif6n° pﬂ%\v/"?dse's OSYEP T, PLOY O BT it ™o rl?aaé%?l r’lc§ mp"”rnovi si oni ng
event thatyerddsys@mparticularly well-suited for triggering provisioning
events in a nobile data service froman external system .16 QN Sr,P 1QJS
CLAI VEB: .
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1. Asystemfor triggering a provisioning event in a service provider
network using a provisioning request nessage generated by an external
system conprising: 5 a provisioning systemoperable to receive the
provisioning request message fromthe external systemand trangm tSEp 245
information in the provisioning request nessage to the service provi der to
trigger the provisioning event; the provisioning request nessage having a
data structure that includes: a header section; 10 a body section; and a
provi sioning entity section contained within the body section that includes
information identifying an entity to which the provisioning event pertains,
wherein the rovisioning entity section includes one or nore attributes
defined b texternal systemthe provisioning entity section having a

hi erarchical data structure |nclud|ng a top-level 15 provisioning entity
section and one or nore nested provisioning entity sections associ ated

with the tlophisgsiem i tggesiod i R@Es@ﬁiﬂﬂ teyer%étﬁlsaw*cemldaﬁ Rt B8 es of the

tolot | evel Q,wgm;ﬁg QEWd&Qmaﬁﬁﬁd §e)1er§temy grexiindl dyltem,vesipisthgpr ovi Si on;gng eny ty
sections are define N
wherei i t he on%p'S‘f’s’Wés ?TP F#‘ﬁm CF@/@E Billigorng ﬂﬁsgye%g%@ﬁg'f"t

provi si o g 20 section
| ncl ude a extame! system b trenspit dforinglisn in the y@ﬂ%ﬁwsémﬂﬁ#w&%ﬂge Tem of claim

1, wherei rigravia@rtgﬁiggé}ﬁhgm;@oahg@v@ut es of the provisioning entity section
include a typeggltrtg{té{gnﬁggma\,ﬁ%{mesga%%h geasda%trﬁaﬁrbt%tiw .Oof the entity. 25

4. The system erel e attribute rdentifies a nodel
nunber of the enti P)P\ead%secm syst em of cI aiml, wherein the service
providgy is a .nobi Iaemagagaatmgaﬁndl ce provider. 6. The systemof claiml,

wherein the provisiy \ﬁ&nfngghﬁf% ?ﬁ'ﬁg&rdf\n}i{ﬁlh B body Mbiléf 8t Aotids P OVi si oni ng

data item section Ci al ne ovi Si oni n entity, section t hat
i dentifi egnfgma‘mﬁqngpraﬁn wHB t?V“‘Fb‘“%\HP\S‘?P"E‘W@"?W B’?ﬁa 5%/% ¥ent pertains.
7. The syqir@mmﬁg et suchon ivdugeeine o here plribtiies téfined hyrtha axyemaa;ssatemm | e

communi ¢ atdr&:ﬂ ion lﬁ%bﬁﬁy sectibA havin Ti‘ﬁarﬁ%ﬁ%i@ﬁ@étm@ﬂu@ ifBuing Wielile t he

provi si oni'ng. sect | I'ncludes one or nore” attri ei defi ned by
t he exi®er rPAIVisEyiag ity EFFt‘@ a"‘l‘ﬁ'ée ¥ YordIRrted PreYisioVRe ity FRsis ﬁ55t°ﬁ'@ ne or nore
at t ri but eswigthettbeleps provisibon ertjty dediion, wheran atiribotes ofiihe tnjelevel grogisioime attri but e

that Ide nté.niiﬂ; €:ii6h dr¥RGe Wsteh RiREIBRNY Mty b88bnddRiehhdaby theldRRmat system.

2. The system of claim 1, wherein the one or more attributes of the provisioning entity
20  section Include a name attribute that identifies the entity.

3. The systemn of claim 1, wherein the crie or more attributes of the provisioning entity
section include a type attribute that identifies an entity fyps of the entity.

25 4. The system of claim 3, wherein the typs attribute identifies a model number of the entity.
5. The system of claim 1, wherein the sarvice provider is a mobile data service provider.
6. The system of claim 1, wherein the provisioning request message further includes a

30  provisioning data itern section contained within the provisioning entity section that identifies a
particular entity to which the provisioning event pertains.

7. The system of claim 6, wherein the particular entity is @ mobile communication device.

35 8. The system of claim 6, wherein the provisioning data item section includes one or more
attributes defined by the external system,
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provi sioning data itemsection. 5 10. The systemof claim9, wherein the
type of Information included within the provisioning data Item section

i ncl udes a personal identification nunmber (PIN) for the entity. 11. The
systemof claim9, wherein the type of information included within the
provisioning 10 data item section includes a product identifief &0f - p-,e
entity. 12. The systemof claim9. wherein the type of infornmationin lhded
within the provisioning data itemsection includes a billing Identifier
for the entity. 15 13. The systemof claim9, wherein the type of
information included within the provisioning data item section includes an
i nternational nobile subscriber identity lIdentifier (IMSlI), for the

entity. 14. The systemof claim9, wherein the type of information included
w thin the provisioning 20 data Item section includes a nobile subscriber

i nt egrat ed 95@'?‘?\}55’%%%“&3%1 § whergiehqenac mamiskibutes aftiesmnFondaaigment i ty. 15,
The syst emsadiorchahidan Bamadiasutd that idbifids\qigpeef inbfstunmiutaiwithintleuded Wit hin the

provi si oni wé%@%% LSSt 1 on includes an Integrated circuit card
identifieriag(llls I )aﬁﬁor the entity. 25 16. The systemof claim1l, wherein a

data structure rel ationshi p between the provisioning entity section and
the one or i0wTe sgxtbr 4f cloima wiprainhsty@nuf ipreatibr itgudsdwitninaivprovisioeing op | evel
provisioni H&a%ﬁéa&%n%ﬁ&ds%@e@&gr i&éﬁ@ﬁc&%ﬁn%bsﬁ@ggfaﬁé& provisioning entity

sections is defined by the external system e systemof claiml,
wherein the one or nore additional provisioning entity sections each
contai n a pt.olhesystan of gaicid® wherdingthe igodf inbnnatidrBnclubewitingtisgmvisbning ai m 17,

wher ei Mot h@aiR iy dettioR Heclgsd@kaud: ieMis &5 b @Ry, cont ai ned within the 35 _
addi tional provisioning entity sections each include one or nore attributes

defined by the external system 18 0 6 SEP 2006 19, A provisioning data
structure d%ofhedystam & clgiorPpuheein thetipked inbrmatic invidédwithissie pravisianisy st em

data item section includes a billing identifier for the entity.

15 13, The system of claim 9, wherein the type of information included within the provisioning
data item section includes an intemational mobile subscriber Identity identifier (IMSI), for the
entity,

14, The system of claim 9, wherein the type of Information included within the provisioning
20 data item section includes a mobile subscriber Infegrated services digital network number
(MSISDN) for the entity.

15. The system of claim 8, wherein the type' of information included within the provisioning
data itern section includes an integrated circuit card identifier (ICCID) for the entity.

235
16, The system of clalm 1, whereln a data structure relationship between the provisioning
enfify section and ths one or more additional pravisioning entity sections, the iop level
provisioning enlity section and the one ar more nestad provisiohing entity sections is.deﬁned
by the external system,

30

17. The system of claim 1, wherein the one or more additional provisioning enfity sections
each contain a pravisioning data tem saction.

18. The system of claim 17, wherein the provisioning data item sections contained within the
35 additional provisioning entity sections each include one or more attibutes defined by the
external system.
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for triggering a provisioning event in a service provider, the system

i ncluding an external systemthat generates a provisioning request nessage
and a provisioning systemthat 5 receives the provisioning request nessage
fromthe external systemand transmts information in the provisionin
request message to the service provider to trigger, the provi%ﬁo&ﬁﬁgﬁmﬁ
event, the provisioning data structure conprising: a header section; a body
section; and 10 a provisioning entity section contained within the body
section that includes information identifying an entity to which the

provi sioning event pertains, wherein the provisioning entity section

i ncl udes one or nore attributes defined by the external system and
contains one or nore additional provisioning entity sections that include

informati gn Al deabiifydaROtQREreQlordiiN £ coplict letdtble raiuni forase e swkteah t he

provi si oning, gv_ent ertajns 'gnd 15 wherei.n fhe s?é?;’?m%diﬂ%’%ﬁeﬁgﬂél“ onal

provi si onfoh ggwp[ay;;)rgvg&n[ng%e AR SPHSE AL Bne- oF hore  atir) buf es def i ned

by the extstenathasyseries 2 Qrovifibring rasvess insaIaNe 204 FaP ST e PESH % ai m 19,

wher ei g tn_.%% sou.iese'_,rreﬂéum%gr @‘ﬂu&?tmd'@%aﬂ@n the ektumals sisteen RO Visssi ng dat a
021 h i.Sioni

structure, . e pr.qvi.si oni n LUCL LI, ; LB erein the
one or mF@"H?‘PPi‘%ﬁqaeE’gﬂgoTWemq %58\7? %agﬁﬁtﬁée%\%if&y&fg\é@%r?%n%#g%& Itﬁgge a nane

attri but e ptobisibningienti the provisivningedats srycture SOMPIF@: pr ovi si oni ng data structure
of claim 19, wherel-Redip® one or nore attributes of the 25 provisioning
entity section chlége_a ype attribute that identifies an entity type of
the entity. ZERE'PFBW si oning data structure of claim22, wherein the
type alotri but e preisinningieatly sechcrontaingd withisthefody sretiothatinFudesn 24 The

provi si oniifameish®ehbiintCdninbty @ witdhahapraionind evedt perting wherelitoe provider |Is a
nobil e data_servi LOvi der £ VI SisO0 Laden gture of claim
19, WnereipﬁvFﬁgn%?@&sglct@%!nglg?eéaat% gu%rﬂgr?g(a:t u@gé &?ﬁ%lﬂg} in_&fﬁgl fg a

provi si oniangceniaing OP?@TW%%“{C&'BPP‘E@HP‘%'%“W?CHW? Hah BOPTPEEEM ng entity 35
section t hahtriaessicf mes addifimet dntitiss &r wigahtitit provisioning et pengingi@o¥i si oni ng event
pertaifis. ,42nine i3S REAYHAE iskihdtery/ Halohd Each ncbdbrlo?orsher ei n t he
particlilar entity Is a nobile ,

‘ _ attributes defined by the external system.

20, The provisioning data structure of claim 18, whersin the provisioning request message
- Includes the provisioning data structure,
20
21. The provisioning data structure of claim 19, wherein the one or more atributes of the
provisioning entity section include a name atiribute that identifies the entity.

22, The provisioning data structure of claim 19, wherein the one of more atiributes of the
25  provisioning enfity section include a type attribute that identifies an entity fype of the entity.

23. The provisioning data struciure of clalm 22, whereln the type aftribute identifies a model
number of the entity.

30  24. The provisioning data structure of claim 19, wherein the servige provider is a maobile
data servica provider,

25, The provisioning data structure of clalm 19, wherein the provisioning data structure

further includes a provisioning data item section contained within the provisioning entity
35  section that identifies a particular entity to which the provisioning event pertains.
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conmmuni cation device. 27. The provisioning data structure of claim 25,
wherein the provisioning data Itemsection 5 includes one or nore
attributes defined by the external system 28. The provisioning data
structure of claim 27, wherein the one or nore attributes of the

provi sioning data iteminclude a nane attribute that identiflgﬁﬂat yzg%g
information Included wthin the provisioning data Item secti 6 The
provi sioning data structure of claim 28, wherein the type of information
included within the provisioning data item section includes a personal
identification nunber (PIN) for the entity. 15 30. The provisioning data
structure of claim28, wherein the type of information Included wthin the
provi si onea)ghe plodsioriigBatettétan of dh 2sedeainticictlariedimisizmaile f or t he
entity. B&mz Emgﬁggﬁilonlng data structure of claim 28, wherein the type
of information Tncluded within the provisioning data item section includes
a billing identifier for the entity. 20 32. The provisioning data structure
of claim2g, Th%ﬂbiﬁbﬁhgtchfa étr)dﬂﬂreﬁfdaimfza,rmteirﬂm grovisionitig data et keation he

pr ovVi fs%om g%jé’ntl HO?%W%E%A n%ﬁneldrbﬁtﬁé mlk yét ernational nobi | e subscri ber

i denti Ier e entity 33. The provisioning data
structure of claim 28, wherein the type of information included wthin the
provi si ongfor hd@ﬁoﬁqslbﬁi@ﬂamhttaﬁ of mhmﬂlﬁme&ﬁmﬂmr ok stribuEsof hat egr at ed

Servi ces ﬁwgt&;‘ daB G cKiad' AR ?g\ﬂ esa %Héﬁon Rbuaeline

prowsmnfJ a structure o etype of Information
i ncl uded B'@“Wih? RPYisieing %%@F@Pﬁﬁi‘ng data item sectl on includes an
integriated circuit card identifier (ICCOD) for the entity. 35. The

provi si Ongygrhg%}&ﬁﬁﬁiﬂg%g&é’&ﬁc&fe of bidinBa Mehera e t?befﬁﬁd#ﬁLtfbn%{c[uHEJ ure

rel ati ons ovi Sl oning entl t secti on H}\Bfone or nore
addi t i onaW'"ﬁ?@?P@V‘ﬁ?ﬂ‘wa@d I“tsﬁcﬁc‘ﬂg'dé’%‘??ﬁ R?F?Q“ e’ﬁ‘gﬁ"?fé'a""g\? Ext er nal
system 2e@nfity. SE P 2U )u 36. The provisioning data structure of claim 19,
wherein the one or nore additional.

15  30. The provisioning data structura of claim 28, wherein the type of information Included

within the provisioning data itern section Includes a product identifier for the: entity.

31. Tha provisioning data structure of claim 28, wherein the type of information included
within the provisioning data item section includes a billing Identifier for the entity.

20
32. The provisicning data structure of dlaim 28, wherein the fype of information included
within the provisioning data itern section includes an infernational mobile subscriber identity
identifier (IMSI) for the enfity.

25  33. The pravisioning data structure of claim 28, wherein the type of information included
within the provisioning data Itam section Includes a moblle subscriber integrated services
digital network number (MSISDN) for the enfity,

34. The provisioning data structure of claim 28, wherein the type of Information included
30 within the provisioning data item section includes an integrated circuit card identifier ({CCID)
for the entity.

35, The provisioning data structure of claim 19, wherein a data structure relationship

between the provisioning entity section and the one or more additional provisicning entity
35  sections Is defined by the external system.
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provi sioning entity sections each contain a provisioning data item section.
37. The provisioning data structure of claim 36, wherein the provisioning
data itemsections 5 contained within the additional provisioning entity
sections each include one or nore attributes defined by the external
system 38. The provisioning data structure of claim 19, wher mngtpeﬁmﬁ
provi sioning data structure includes a transaction identification
attribute that identifies a transaction, wherein the 10 transaction

i ncl udes a provisioning request nessage, the provisioning event and at
provi si oni ng response nessage. 39. The provisioning data structure of claim
19, wherein _the provisioning data structure includes a transaction type
at-t ri but e3% Hae PrEETeNgSatR strucyie sicdairn 19, wherein B onder merewiidiionsti ng event . - 15
40. The pproviiding Bhtlgscdming eSdhicbfthibl b Bro@ioilgia@itt@.sedagr €i n the provi sioning
data structure [Includes a product type attribute that identifies the
service provider. 41. The provisioning data structure of claim19, wherein
t he heade}’- Joeppaveningciisgbucture oigidim 8% wherein twe pravislatingigeté tenasesinsler  of t he
provi s§ ongonBinekpdithinahé aktihiz? prodsloning AP ENdnS e idd BhdorFidrd/ct ure of claim
41, mherqhﬁmh %Eﬁgsgg&a%%%tlﬁpmlncludes an ldentification attribute that

i ncl udes an T er ror the gender of the provi sioning data structure
and a nane attribute that includes a nane for the sender of the

provi si onagnslpiasiontiy dalalstGdiuis B ciefh19, WhsteiR B bhovlsBRhg Gatd bt ruct ure of

claim4l,, ' e fiop j.ncludes a tinme stafp section that

i denti fi e'g&%%% ?%%%%EF%%‘%@%&%@F@‘ '%er?bfﬁ"ﬁaﬁﬁ?séc@f"rwa‘ i s generat ed.

30 4410 THENERCER RAUWIRT nEroddeninagequgelmestage fheireyisipning svaphemdei. n t he

provi si ongroMsicARg fespdrsbifiestiage.l S  created using an extensi bl e markup | anguage
(XM.). 45. The provisioning data structure of claim19, wherein the

provi si oni ng systemtransmts a provisioning reply nessage to the external
syst em | °°r d8pRRYEenng delRetrprtus Pistaim i S whereig the provispBingrdata siptureand  wherei n t he

provi si onhekgios £ pargacies ypgetribine thatkRaindslagrafiasich $ipe Bf e pd@bishingdvédict ure. 21 0
8 SEF;#Za?l 46. The provisioning data structure of claim45, wherein the

header section includes a login
40, The provisioning data structure of claim 18, wherein the provisioning data structure

includes a product type attribute that identifies the service provider,

41, The provisicning data structure of claim 18, whereir the header section Includes,
20 information relating to a sender of the provisioning data structure,

42. The provisioning data structure of elaim 41, whereln the Header section includes an

identification attribute that includes an identifier for the sender of the provisioning data

structure and a narne attribute that includes a name for the sender of the provisioning data
25  structurs,

43, The provisioning data structure of clalm 41, wherein the header section ncludes a time
stamp section that identifies a time at which the provisloning data structure is generatad,

30  44. The provisloning data structure of claim 18, wherein the provisioning data structure Is
created using an extensible markup language (XML).

45. The provisioning data structure of claim 19, wherein the provisioning system transmits a
provisioning reply message 1o the external system in response o the provisioning. request

35  message, and wherein the provisioning reply message includes the provisioning data
structura,
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section and a password section for authenticating the provisioning system
5 - 47. The provisioning data structure of claim45, wherein the header
section Includes a transaction code list section that includes error
information relating to the provisioning request. 4%. The provisioning
data structure of claima45, wherein the header section |Include$ SEFLQHRS
transaction code |ist section includes status Information relating to the
provi si oning request. 49. The provisioning data structure of claim47,
wherein the transaction code |list section includes a nmajor code attribute
that identifies a nost severe error fromthe error Information. 15 50. The
provi sioning data structure of claim47, wherein the transaction code |ist
section |ncludes a description attribute that describes the error

i nf or mat i4n Thexpovisioning data structure of claim 45, whersin the header section includes a iogin

section and a password section for authenticating the provisioning system.

3+ 47. The provisioning data structure of claim 45, wherein the header section includes a

transaction coda list section that includes amroy information relating to the provisioning
request,

48. The provisioning data structure of claim 435, wherein the header section includes a -
10 traneaction sode list section includes status Information relating to the provisioning request, -

49. The provisioning data structure of clalm 47, wherein tha transaction code list section
Includes a major code attribute that identifles a most severe error from the enror Information.

15 50, The provisioning data structure of clalm 47, wherein the transaction code list section
includes a description attribute that describes the error information,
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