1 SYSTEM AND METHOD FOR OBSCURI NG HAND- HELD DEVI CE DATA TRAFFI C

| NFORMATI ON  Descri ption Hand-hel d data processing devices are frequently
wireless and allow users to 5 communicate with a variety of other devices
and systenms. As part of such comuni cation functionality, hand-held data
processi ng devi ces generate and store data relating to the conmunications
whi ch have occurred using the hand-held dgvices. To inprove operating
functionality of such devices, the storage of certain data relating to
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entering an appropriate password. US 2004/0015644 discl oses a cache nenory
used i A5 a SeBOVRiGHtienaApratipnscarried out by the hand-held device. It is known to operate such
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caches in an ordered manner, such as a “move to front” cache in which the most recently

accessed entry in the cache is placed at the front of the ordered cache.

Hand-held data processing device design includes the determination of what

information is to be retained in caches, for how long, and whether to retain cache data when

20 the device enters a locked state. With respect to the last design consideration, hand-held
devices may be placed in a locked state in which much of the communication and other
functionality of the device is disabled. Typically, a user must enter a password on the hand-
held device to continue use of the device after it has been placed in a locked state (although
certain functions, such as incoming telephone call reception may be permitted). The

25  intention of the device entering the locked state is to heighten the security of the hand-held
device. Unauthorized access is intended to be prevented by the device being placed in a
locked state as it is intended that only the authorized user will be able to take the device out

of the locked state by entering an appropriate password.

US 2004/0015644 discloses a cache memory used in a security controller,

30 comprising a means for transforming between an address tag and a coded tag address.



30 conprising a neans for transform ng between an address tag and a coded
tag address. 2 However, it is possible for attacks to take place on the
security of the hand-hel d device even when the device is in a | ocked state.
An unaut hori zed access to the device may allow a probe to be used to
access the contents of nmenory on the device. Another type of attack
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quisition of traffic pattern 1 nformation by an unauthori zed
potentially placed at risk. In addition, traffic information relating to communications
carried out by the hand-held device is potentially made available to the attacker if such
communication information is stored in a cache. For such a cache in which the entries are

20 ordered based on their most recent access, such as a move to front ordering, information

about the recent communications of the hand-held device user will be available from an
analysis of the location of entries in the relevant cache. Based on such information, an
unauthorized access to the device may allow an attacker to determine traffic patterns for

the device and hence provide knowledge of common communications carried out by the

25 Uuser.

It would accordingly be advantageous to provide a system and method to allow
communication-related data to be retained in a hand-held device cache during a locked state
but which makes difficult the acquisition of traffic pattern information by an unauthorized

access of the hand-held device cached memory.



access of the hand-held device cached nenory. 3 Brief Description of the
Drawi ngs I n drawi ngs which illustrate an enbodi nent of the invention by way
of exanple only, FIG | is a block diagramof a system overview of a

hand- hel d data processing 5 devices of the preferred enbodinent. FIG 2 is
a bl ock diagram showi ng a high-1evel abstraction of the relationship

bet ween a processor and cache nenory of tBe preferred enbodinent. FIG 3 is
a bl ock diagram showi ng a high-1evel abstraction of index and nenory bl ock
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corresponding to device co nication 1 nformation, the cache nenory bei ng
access- 6r deicegesdlof thagrafseed oplerdamienn  of the communi cati on device, the
device being configured to enter a | ocked state, the nethod conprising the
steps of the corRTGNR ¢4 blonk dizgtae sithefing iamiptalcvelabdradtiog of éie 1efatid0siemt ri es

in the cache nmenory for reqrdering within the cach nory, the
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state, responsive to the trigger to enter a |ocked state, the
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menory, SO as € acceéss-ordered. 25 In accordance with an

aspect of 1 ntion there is provided the above nethod in which the
access-lgrdm&e menory is a nove to front cache nenory with a front
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secure operation of a hand-held data processing device with communication functionality.
In accordance with an aspect of the invention there is provided a method
implemented in a communication device for use in increasing the security of the
15 communication device, the device being a hand-held data processing communication device
comprising an cache memory for storing cache entries corresponding to device
communication information, the cache memory being access-ordered during user operation
of the communication device, the device being configured to enter a locked state, the
method comprising the steps of the communication device defining a reordering set of
20  entries in the cache memory for reordering within the cache memory, the communication
device accepting or generating a trigger to enter a locked state, responsive to the trigger to
enter a locked state, the communication device redefining the ordering of the cache entries
in the reordering set of cache entries, relative to the contents of the cache memory, so as to

no longer be access-ordered.

25 In accordance with an aspect of the invention there is provided the above method in
which the access-ordered cache memory is a move to front cache memory with a front

portion and in which the step of defining a reordering set of entries in the cache memory



further conprises the step of selecting entries for the reordering set from
entries located at the front portion of the cache nenory. In accordance

wi th an aspect of the invention there is provided the above nmethod in

whi ch the step of redefining the ordering of the cache entries in the
reordering set of cache 5 entries conprises the steps of stepping through
the entries in the reordering set to successively select each of the
entries in the set, for each selected entry randonmy selecting an exchange
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i ncl ude t hexsttabdgey aprocegonef a odmmuatcations delvikifagmpdecentmgrthe abovens of a
hand- hel d dat,a processing device such that when the device is placed in a
| ocked st a8 cached data is retained in the data cache but traffic
information for the device.,is obscured. 5 Descrjption of Preferred
Enbodi fent s In accordance with a further aspect of the invention an apparatus is provided
comprising a hand-held data processing communication device comprising a cache memory
for storing cache entries corresponding to device communication information, the cache
memory being access-ordered during user operation of the communication device, the
device being configurable to enter a locked state, the computing device, apparatus and/or
20 system comprising: means for defining a reordering set of entries in the cache memory for
reordering within the cache memory, means for accepting or generating a trigger to enter a
locked state, means, responsive to the trigger to enter a locked state, for redefining the

ordering of the cache entries in the reordering set of cache entries, relative to the contents of

the cache memory, so as to no longer be access-ordered.

25 Advantages of the preferred embodiment of the invention include the storage of
cache information relating to communications of a hand-held data processing device such
that when the device is placed in a locked state the cached data is retained in the data cache

but traffic information for the device is obscured.



The preferred enbodinent will be described in detail below by way of
exanple only, in the context of hand-held data processing devices 10
havi ng wirel ess comruni cati ons capabilities and a battery, as generally
illustrated in FIG 1. However, although the system5 and nethod is
particul arly advantageous in the hand-hel d data processing devices 10, it
w || be appreciated that the principles of the systemapply to other
hand- hel d data processing devi ces having conmuni cation functionality and
t he system and .net hod gdescrjhed are not intended to be limted thereby.
The pref er reG BRI HERIEISEEIROANENS anpnt ed as a data processi ng devi ce
program product that includes program code for 10 operation on a
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memory and processing capacity are constrained by desired limits on the size and weight

of the devices.

20 Hand-held data processing devices 10 each include a housing, a keyboard 14 and
an output device 16. The output device shown in FIG. 1 is a display 16, which is
preferably a full graphic LCD. Other types of output device may alternatively be utilized.
A processor 18, which is shown schmatically in FIG. 1, is contained within the housing
and is coupled between the keyboard 14 and the display 16. The processor 18 controls the

25  operation of the display 16, as well as the overall oepration of the data processing device

10, in response to actuation of keys on the keyboard 14 by the user.

The housing may be e¢longated vertically, or may take on other sizes and shapes
(including clamshell housing structures). The keyboard may include a mode selection key,
or other hardware or software for switching between text entry and telephony entry. The
30 housing contains the primary power supply, in the embodiment shown a battery 170, a

secondary power supply, which may be a small rechargeable battery or capacitor capable



6 of sustaining power to the processor 18, NAND flash 116 and SDRAM 118
for the duration of an AutoSave interval and a Power Controller 190. In
addition to the processor 18, other parts of the data processing device 10
are shown schematically in Fig. 1. These include a comrunications
subsystem 100; a short- 5 range conmuni cati ons subsystem 102; the keyboard
14 and the display 16, along with other ingput/output devices 106, 108, 110
and 112; as well as nmenory devices 116, 118 and various other device
subsyst ems J&Qastli% r B &%gﬁ&de%rg&‘ghgﬁnlﬁaéhsl 1%%@%’&%61 Pd Homanay RE
conmuni cat i on devic avi ng vol ce an ata commruni cation capabilities. In
addi ti on, therdahafpnooesSivegntdaml ael dPopselattalley 19as the capability to
comunicate with 10 other conputer systens via the Internet. QOperating
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storage elenent. Tn addition,* system Sortware, specific vice
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control basic_device operations, such as data and voi ce comuni cations 130A

and 1308, magdibien, the etk peepesing devierel) prelerablxibas thg crpabilitice ceremunigate with
addition, a_person ue,ég%%%qgg#%gngan?ger (PIM application may be
nat Ae -

instal l ed during ure. is preferably capable of organi zing
and managi ng data itens, such as e-mail, cal endar events, voice nmails,
appoi ntnents, andpeasingisyasm sofivarcRh:dtappby Grlirocesks 1@l is prederablesatdin a
capabl e 25 of sending and receiving data itens via a wirel ess network 140.
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15 into a volatile store, such as a random access memory (RAM including also DRAM and
SDRAM) 118. Communication signals received by the data processing device 10 may also

be stored to the RAM 118.

The processor 18, in addition to its operating system functions, enables execution
of software applications 130A-130N on the device 10. A predetermined set of applications
20 that control basic device operations, such as data and voice communications 130A and
130B, may be installed on the device 10 during manufacture. In addition, a personal
information manager (PIM) application may be installed during manufacture. The PIM is
preferably capable of organizing and managing data items, such as e-mail, calendar events,
voice mails, appointments, and task items. The PIM application is also preferably capable
25 of sending and receiving data items via a wireless network 140. Preferably, the PIM data
items are seamlessly integrated, synchronized and updated via the wireless network 140
with the device user's corresponding data items stored or associated with a host computer

system.

Communication functions, including data and voice communications, are

30 performed through the communication subsystem 100, and possibly through the short-



30 performed through the communi cati on subsystem 100, and possi bly through
the short 7 range comuni cations subsystem The conmmuni cation subsystem
100 includes a receiver 150, a transmtter 152, and one or nore antennas
154 and 156. In addition, the conmunication subsystem 100 al so includes a
processi ng nodul e, such as a digital signal processor (DSP) 158, and |ocal
oscillators (LGCs) 160. The specific designzand 5 inplenentation of the
comuni cati on subsystem 100 i s dependent upon the communication network in

whi ch the d% Eay %ﬁ&ﬁbé%g)ngggﬂsﬁﬁg%xg’g}éé%&Hﬁqﬁﬂggﬁior} %b%ﬁs?énggﬁo i1 cﬂ.{deigé&@me?’ a

data processin evi ce communi ca system

desi gned t o Iopes atuesntttin] I2hendbly draxdiManidahas THAGHN 166, kendfiah, lacket Radi o
Service (GPRS) nobile data communi cation networks and al so designed to
oper at e wi t [FOBYMIBEatign sabsygieet(p afo neludes &pioremingano de, seelnwesr ddigitegpegnahs

AVPS, TDMA, P tc, Qther 1y f.-dat a and, v.oi ce, net wor ks,
both separ ath % a" i(lgf?gb @%ﬁc} ?%ﬁ&/osgilggmf)g@ﬁﬁpﬁi Egedslj(ﬁcﬁﬁ dteﬁlgn &5‘11 a

processi By d@yleagnidionNEIMOIJmBGE SN QBB B épéteReRRAdhOY upon the
type of conmunication system For exanple, in the bitex and Dat aTAC

net wor ks, nsbmnEIngalion astvenrl i Shich ghesdasa prbeossighievinet \os kntersied go aparateqbier
personal idepntifi cgti on nunber or PIN aSSOfi ated wth .eachgsg,evi C 0 In GPRS
networ ks, hSREURT: & HER REFES W 4 ee; 10 ma e fude @ FommeHicetion §BewFeBet%r  user

of a devi cededefddRS oPeMILRith ARIALBHSTHED a1 B SUDSEEAI PAEKd R&BTJ $obvice
nodul e, commonly referred to as a SIMcard, in order to operate on a RS
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as denodul ati on gﬁzéw Oréél(?%%F RV UFRER!S SPH %Fn‘ﬁﬁ% HB?H! thﬁi%%}??aq Ofr’c.‘imﬁgca%on

transmit t edgfsert.er @ﬁ&r\/i?lfékinjtﬂé) MibBeRERE BRBAAC havwdrkRvliakedcangde encoded)

by the DSP 158 and are then provided to the transm tter 152 for digital to

anal og tonveagsitaad of theopeewerk usprgcomigespassnnal idetficatign nambler 61 Rt associatad
with each device. In GPRS networks, however, network access is associated with a

subscriber or user of a device. A GPRS device therefore requires a subscriber identity

module, commonly referred to as a SIM card, in order to operate on a GPRS network.

When required network registration or activation procedures have been completed,

20 the data processing device 10 may send and receive communication signals over the
communication network 140. Signals received from the communication network 140 by
the antenna 154 are routed to the receiver 150, which provides for signal amplification,
frequency down conversion, filtering, channel selection, etc., and may also provide analog
to digital conversion. Analog-to-digital conversion of the received signal allows the DSP

25 158 to perform more complex communication functions, such as demodulation and
decoding. In a similar manner, signals to be transmitted to the network 140 are processed
(e.g. modulated and encoded) by the DSP 158 and are then provided to the transmitter 152
for digital to analog conversion, frequency up conversion, filtering, amplification and

transmission to the comununication network 140 (or networks) via the antenna 156.



transm ssion to the conmuni cati on network 140 (or networks) via the antenna
156. 8 In addition to processing conmunication signals, the DSP 158

provi des for control of the receiver 150 and the transmtter 152. For
exanpl e, gains applied to communication signals in the receiver 150 and
transmtter 152 may be adaptively controlled through automatic gain
control algorithnms inplenmented in the DSP 858. 5 In a data comuni cation
node, a received signal, such as a text nessage or web page download, is

processed by the ﬁpéﬂmmx%tﬁz@&s%gé&ﬁﬁﬁmc%@&l ?igﬁ‘%lb Shé Dﬁiﬂzskg r&ies BF g&:f%%?m
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type of input devic e compose en be transmtted over
t he conmuni cati on network 140 via the comuni catl on subsystem 100. In a
voi ce comuni cat i o dedeymoveicatién mpée,atiecsivef sifi, del begtdxsneidagt antwenl | y

simlar to the gita cqQnmuni catl%n node, except that received signals are
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nessage recording subsystem ma evi ce I n

addi tion, thstgitsphizydigBayhy, cabkanbgvely id doagdother AmilRey I/@QﬁmwlloatAQBv;@@de,
for exarrple to dlsp{‘S y the identity of a calling party, the duration of a
voi ce cal |, BF! Behako Gempesediity itqad siehias qrngilragsseges, Boathe kevhoard FHasngor

conmmuni cgt i %ﬁm%ﬂ*?é)éﬁ&ﬁm}eﬁ@kge@ﬁe GOETIA G5 Ito%hg & %g&ﬁ} 08 %tt@r% Q%L i ng

device 10 and ot her proxi'nmate systens or de hee

necessari | y disominileartypdefiges deﬁ@d‘. TexaoRipesed Mea BOAE trak ARGE- LB LIEG P NS
subsystem ng(%/ i nclude .an infrared device and associated circuits and

conponent s, Bf CHNBRREEENR hetworle bthviatheranemumsainresubsyspiavd@e f or
comuni cation with simlarly-enabled systens and 25 devices. In FIG 1,

m croprocessor 1§,qf,, %npﬂﬂcﬁﬁh%&fé)?@é@ Bgﬁﬂﬁgﬂ gfgth% %ﬁg%e %&%maﬁmal

connection to RAM 118 a a connection I caI
in data prooesasitnghadini casmuandissmble erage tha ré@eveﬂrsegnarsraeao@ﬁbadlarre nt,
m cropr Ogesspeakm IPO and signals for transmission are generated by a microphone 112. Alternative
voice or audio I/O subsystems, such as a voice message recording subsystem, may also be
implemented on the device 10. In addition, the display 16 may also be utilized in voice
communication mode, for example to display the identity of a calling party, the duration of

a voice call, or other voice call related information.

20 The short-range communications subsystem enables communication between the
data processing device 10 and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-range communications subsystem
may include an infrared device and associated circuits and components, or a Bluetooth™

communication module to provide for communication with similarly-enabled systems and

25  devices.

In FIG. 1, microprocessor 18 of hand-held data processing device 10 is shown with
a connection to RAM 118 and a connection to flash memory 116. As is typical in data
processing devices, and is the case in the preferred embodiment, microprocessor 18 has
available to it memory storage units that operate at different speeds. In the example of FIG.

30 1, RAM 118 is faster access memory and flash memory 116 is a slower memory unit. As



available to it nmenory storage units that operate at different speeds. In
the exanple of FIG 30 1, RAM 118 is faster access nenory and flash nenory
116 is a slower nenory unit. As 9 wll also be appreciated,

m croprocessors may al so include nenory storage units within the

m croprocessors thensel ves. Al though this description of the preferred
enbodi nent refers to nenory storage units9 nenory conponents or nenory
storage devices, it will be wunderstood that the physical arrangenent of
such menory w#Hhaly@by appkb@atd@Sict gﬁ‘ﬁ&g ates
to a hand-hel d data p$p00e55| ng ddg%/?%gsfﬁg{a?ﬁgédﬁ%@&&% ormu%% ggiﬁ‘g%ﬁgnd
whi ch mai nt a‘ihﬁ§ﬂIQYOM$WISIh¢mSGImnﬁﬂtino@vtﬁlcseiescrlpmmyhe wefeped entbotionerithe
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be obt ai ded mEfeoed kesnbodinuad tedatek toEohamtiftietd i bmcmk@ distceqhattinasddggpry in
hand- hel d data raqcessin evi ce, 10 of FIG 1, the preferred enbodi nent
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identified as lI'ikely to be cesseg processor
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stored in f %rerm%)’/ ‘{fi6 may be copied into a nmenory cache |ocation
defined in KAC?E 8518 dIEGRHen é@é@émlﬁlg)ﬁledﬁmﬁmﬂtl@@@@na@f the gevigapermits
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permits nore efficient software opération as access SN
will be faster than access to data in flash nmenory 116, for exanple. 20 As
is shown in the dvaffitiently make dseagrthemmfno?ﬁha&d -Held 8418 prycessid @dice 10 of

enbodi nment S _are sep tely defined and generated for different
types of dafééalcrnﬁ BHGFF&T% ﬂr@%@tﬁa@é PBViggsor megREngIchige digdise P82 asineory o
access RAM 18 iFAWk1Brabingl. f Ll fi ate
cache 200 and \7\3/e1b page gage%e&%@m@ fﬁé\%%:{al be?@n%@uﬁ?%%’?%%ﬁ éeyuonfg |antlrktla i

i n particul akptifed heliR0Ptd or awesud by yheogodtdskhradtirsharsl-ges Hedbd. ¢n t%xample
Securit certlffl cates. are ﬁgﬁ i n secure conmmuni cati on between the
1

hand- ha?{% dEVEERalRy shgpRd h dafegueasisiprily deir deHagiarempst Eifsmanbe eepied t y
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byt e-array fornat I n'so
software applications selected from 130A..130N. The presence of such data in RAM 118

permits more efficient software operation as access to such cached data will be faster than

access to data in flash memory 116, for example.

20 As is shown in the example block diagram of FIG. 2, in the preferred embodiment,
caches are separately defined and generated for different types of data. The simple
example of FIG. 2 shows processor 18 able to access RAM 118. RAM 118 includes, by
way of example, security certificate cache 200 and web page cache 202. For secure
communication functionality in particular, cache 200 for security certificates is desirable,

25 Security certificates are used in secure communication between the hand-held device and
other data processing devices and systems. A security certificate is typically stored (in
flash memory 116, for example) in a byte-array format. However, for use in software
executing on microprocessor 18, the security certificate is made available as a Java object.
"The conversion from byte array form to Java object form is typically a relatively complex

30 operation and therefore it is preferable {o retain the Java object form in a memory cache



executing on mcroprocessor 18, the security certificate is nade avail able
as a Java object. The conversion frombyte array formto Java object form
is typically a relatively conplex 30 operation and therefore it is

preferable to retain the Java object formin a nenory cache 10 for future
use. For this reason, the preferred enbodi nent includes a defined cache for
security certificates. In an alternative désign for hand-held data

processing device 10 a single comunications-related cache may be defined

to include hefeie@eReqws 5seioNhd bl%ﬁeileﬁ%ﬁnboéirﬁé?ﬁmhﬁcs%%ﬁn@d EREDE,MRY
include security certificate i nformation entries and web browser page

entries. Secigeunty cedriichtes.cat e cache 200 is defined to include an entry in
the cache corresponding to a certificate. In the preferred enbodi nent, the

t i ncl ud t b f tificate, . cl d d
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entry structure that differs fromthhe cache entry structure I ne

cache 200. Asxampld, budber Gl mei atoddle seowdty ectifichie iolfefinmiidii «:Jﬂnen‘artdheeh:ache
entry structure wll ically not be significant for the cache reordering
descri bed. rbd?Wfql“pggergélg the description set out below relates to cache
200 as a representative cache defined in the exanples of the figures. 15

In the exanpl e ofgeblGy cemff&a%rc@%mcs%%ﬁﬂa@{&%néiﬁd \A%mgﬁmﬁy&mg on

m croprocessor 18. Fufther, cache nanager I's s SO executing on
processor 1$0r1afm¢ndlm'gé® epelrtléitcatmg Imlterpr@{faecdibmlhgdmt e @04 indlnided the b

appr eci at ed, fic how ..cac 2 re managed will depend
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code that is exécutable by m croprocessor IS operative to nmnage

access to aﬁ@bltemilmirmtemhwahﬁ‘ém(fmm azlelﬁa ﬂnm:jf dtmcRedidfid Bt €ach820& As

bl ock di agr an)r@howi n% ab%a hi gﬂe _of ?‘E‘ ction, the format of cache
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in di ffer ent ways. These inplenentations provide for

15 In the example of FIG. 2, operating system 204 is shown executing on
microprocessor 18. Further, cache manager 206 is shown also executing on processor 18
and interoperating with operating system 204. As will be appreciated, the specifics of how
caches 200, 202 are managed will depend on implementation design decisions for hand-
held data processing device 18. In the preferred embodiment, cache manager 206 is

20 executable program code that is executable by microprocessor 18 and is operative to

manage access to and the maintenance of caches defined in RAM 118.

FIG. 3 is a block diagram showing, at a high level of abstraction, the format of
cache 200. In the preferred embodiment, entries in the memory caches are ordered relative
10 a specified first entry, or front entry, of the cache. As will be appreciated by those
25  skilled in the art, the ordering of the cache entries, and the definition of the front of the
cache, may be implemented in different ways. These implementations provide for
identifiable entries in the cache that are ordered, based on the most recent access to the
cache entries by the microprocessor. In the preferred embodiment the ordering is relative

to a front entry and to each other.



identifiable entries in the cache that are ordered, based on the nost
recent access to the cache entries by the mcroprocessor. In the preferred
enbodi ment the ordering is relative to a front entry and to each other. 11
In the preferred enbodi nrent as shown in FIG 3, cache 200 is provided with
an index 210 that defines the ordering of the entries in cache 200. Entry
order is maintained by operation of cachdlmanager 206 in a nove to front
arrangenent in which the nost recently accessed entry in cache 200 is
noved to the frong¢ G AR di .S ] : -hejng
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599" (of ton {natieE B dRlcalibor iR doblog whRls SRR TSR Y o RRTE it
210, and t hefatdesy toahé vardfuisicacleashges (Rdaxe?dQn Wik Hed e phos hethcdaun ddied30
index. In this manner, cache 200 effectively maintains a record of the nost
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2, respectively). In the preferred enbodinment, a simlar arrangenent is
def i ned I{ usPWgifxstieache manager 206 operation) for other caches such as web

page cache 202 that maintains copies of web pages accessed by hand-held
data processing %Yén?gs IgaQt of application execution, microprocessor 18 execution seeks access

0
el ow

to another entry in the cache, cache manager 206 code executes such that the identifier for
the other entry in memory block 212 (often the memory address) will be placed at index
entry 0 in index 210, and the other entries in cache index 210 will be pushed down the

20 index. In this manner, cache 200 effectively maintains a record of the most recently
accessed cache entries. In the simple example of FIG. 3, therefore, cache entry D is shown
as having been accessed prior to entry C, and F is shown as accessed prior to D, as is
reflected by the relative locations of those entry identifiers in index 210 (at index entries 0,
1, 2, respectively). In the preferred embodiment, a similar arrangement is defined (using

25 cache manager 206 operation) for other caches such as web page cache 202 that maintains

copies of web pages accessed by hand-held data processing device 10.

The access-ordering of cache entries, such as that found in the move to front
arrangement described above, provides for efficient use of the memory cache. However,
knowledge of the use of such an arrangement and access to the cache contents may

30 potentially be used by an attacker to obtain information about communication traffic on

the hand-held device. As will be apparent, by access-ordering the cache entries, such as in



The access-ordering of cache entries, such as that found in the nove to
front arrangenent described above, provides for efficient use of the
menory cache. However, know edge of the use of such an arrangenent and
access to the cache contents may 30 potentially be used by an attacker to
obtain informati on about conmunication traffic on the hand-held device. As
w Il be apparent, by access-ordering the gache entries, such as in 12 a
nove to front manner, traffic pattern information will be potentially
reveal ed by , },BSPECH ! | jag,. O ' I: | e of
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used to answer an,i i 1) | | ' '
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access device 10 using keyboard 14 or other input devices 106 (such as a

t hunmbwheel ) lggrdssighat m dhe eeppmunicaiiegpfuagtias afithe dewigeavij! berwveildlader a
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| f the passwatileitslepiipRrcaBCButih@heleMicCenushblt. TR MBplethht@idnQFkach sirked
However, after 15 successfully exiti n% the | ocked state, the comrunication

and ot her f §héamansmytyr dfferpay hangl-held dayvieesrade available to the user. In
the preferred enbodi nent device 10, a | ocked state may be entered by the
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state may b&egntel bHondtherinpit deniast {06 tsyuck s & tHmMtheeDIuBY a heckd@biatted by
the user or an administrator for the device). Further triggers for
entering a Foglagd osvidaerchsihaaehe desyiacereen respiiieg (hRyssrdainnpt p pessmoed Ths a
cradle or X [r f defin amount _of tjne,si,nce the previous
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force the device 10 to |ock. As suggested by this list of
15 successfully exiting the locked state, the communication and other functionality of device

10 are made available to the user.

In the preferred embodiment device 10, a locked state may be entered by the user
using keyboard 14 or input device 106 to choose to lock the device by selecting a lock icon
displayed on display 16. Alternatively, a locked state may be entered after an inactivity

20 timeout (as may be defined by the user or an administrator for the device). Further triggers
for entering a locked state include: device 10 being physically returned to a cradle or
holster; expiry of a defined amount of time since the previous locked state exit
(independent of the activity or inactivity of the device); and receipt of a command by
device 10 from an administrator to force the device 10 to lock. As suggested by this list of

25 potential triggers, device 10 of the preferred embodiment is designed to often be placed in
a locked state in typical use. As device 10 is a mobile, wireless hand-held unit that
potentially stores confidential communication and other information, the use of a locked

state is part of the device operation intended fo maintain the security of the device.

Because the locked state is entered and exited frequently in typical use of the hand-

30 held device of the preferred embodiment, entries in caches such as cache 200 are retained



25 potential triggers, device 10 of the preferred enbodinent is designed to
often be placed in a |ocked state in typical use. As device 10 is a
nobile, wireless hand-held unit that potentially stores confidenti al
conmmuni cation and other information, the use of a |locked state is part of
t he device operation intended to maintain the security of the device.
Because the | ocked state is entered and exited frequently in typical use of
t he hand- 30 hel d device of the preferred enbodi nent, entries in caches
such as cachg ROReanaikah LN ' id 119G -
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entries hn qaChLingAotieqalhered so 15 that during the locked state, cache
200 no longer has™a nove to front ordering. In this way, the entries in
cache 200 are retained to allow for continued efficient access to such
data, but traffils theyfrofenmt icompdintat, lnowiver, endieratiis énfoanabinak bestubad by the
inspecting the nove to front ordering of the cache, is obscured, FIG 2
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the entries in cache 200 are retained to allow for continued efficient access to such data,
but traffic information, that could otherwise be obtained by inspecting the move to front

ordering of the cache, is obscured.

FIG. 2 shows cache manager 206 interoperating with operating system 204. In the
20 preferred embodiment, operating system 204 will communicate the request to enter a
locked state to cache manager 206 (amongst other executing applications and utilities).
Cache manager 206 includes code executable by microprocessor 18 and operative to carry
out the reordering of the communication-related memory caches, as described below. An
alternative architecture (not shown) provides a different cache manager for each of caches
25 200, 202 so as to provide cache management functions related to the characteristics of the

different types of caches used in device 10.

In the preferred embodiment example of FIG. 3, a reordering set 214 of entries in
cache 200 is defined. The index arrangement of cache 200 results in this definition of the
set of cache entries being carried out with reference to index entries. In other cache

30 implementations, such a set of cache entries may be defined in other ways. For example,
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0..5. For other move to front caches, the definition of the front portion of the cache will
vary, depending on the size of the cache and the communication patterns of the device.
Where for a particular communication mode there are limited communication-related
20 cache entries likely to be generated in typical device use, the size of the front portion of the
cache for such communications may be relatively small, and conversely where the number

of entries is anticipated to be large.

Where the cache is access-ordered (based on relative access times for the cache
entries) but is not a move to front arrangement, reordering set 214 is defined to include
25  that portion of the ordered cache whose entries includes data reflecting the aspect of the
device traffic that is intended to be kept most secure. Typically, this will be the cache
entries most recently accessed. However, it may be that in some cases the least recently
accessed cache entries will be of interest to a potential attacker and reordering set 214 can
therefore be defined to include the cache entries that have remained unaccessed for the

30 longest time. As will be apparent, where constraints of the performance of device 10
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appreciated, other reordering techniques may be used (such as sorting the entries according
to a selected hashing function). Such techniques will result in the cache entries being
reordered such that the previously defined access-order of the cache entries is disrupted so

that previously available traffic information is obscured.

20 As will be appreciated, other methods of carrying out such a reordering are
possible. For example, where the cache size is large relative to the reordering set, it may
be possible to interleave the reordering set entries within the larger set of cache entries
without disturbing the ordering of the reordering set entries relative to each other. Such a
reordering will, for certain cache structures, effectively destroy the relationship between

25 the position of entries in the ordered cache with the recent communication activity of the
device. These techniques are defined such that when device 10 enters a locked state,
following such a reordering, the ordering of entries in cache 200 as a whole is no longer an
access-ordering and information about device traffic, such as the most recent

communication carried out on the device, is thus obscured.
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menory (200) for storing cache entries correspondi ng to device

communi cat i depastingfromrth¢ inoaptisrthe cache nenory (200) bei ng access-ordered
during user operation of the communication device (10), the device being
configurable to enter a |l ocked state, the nethod conprising the steps of.
t he conmuni cation device defining a reordering set of entries (214) in the
cache nenory (200) for reordering within the cache nenory,



10 the conmuni cation device (10) accepting or generating a trigger to enter
the | ocked state, responsive to the trigger to enter the |locked state, the
comuni cation device (10) redefining the ordering of the cache entries in
the reordering set of cache entries (214), relative to the contents of the
cache nmenory (200), 15 so as to no |onger be access-ordered. 2. The nethod
of claim1 in which the access-ordered cache nenory (200) is a nove to
front cache nenory with a front portion and in which the step of defining a
reordering set of entries (214) in the cache nenory (200) further conprises
the 20 step WE €bA®M:ing entries for the reordering set fromentries

| ocated at the front portion of the cache nenory (200). 3. The nethod of

claiml or glaimg j ' he step of .redefining.the arderi of. the
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representing secutr}t}/ cerificate.information. 5. The nethod of claim3 in
whi ch the entrieéafhlﬁﬁﬁﬁ#Qdﬁﬁﬁﬁﬁmﬂﬁ stPSpri se data 5 representing web

pages recently browseehdiginigubitgioBnaieahi ra_sre&%\éhﬁgs&_ﬂo@)enme@gz11151% fiet hod
of claiml1 in which the reordering set of entries (214) is selected to

conpri se cache entri esadigviemyoryr(@0Qrformeoedegingavitan thef capheniefmiorngd

attributges. 10 7. A program pr.oduct. for |nproving the securi of . a
‘ e g e ies Qe B ST A T TRy e

conmuni cat i ons devi ce,
communi cati ons devi cetitslatited sieei um havi ng conputer or communi cations

devi ce readabl e program product code enbodied in said nmedium said program
code bei ng execut abl erﬁyowlﬁf@dbggtggebto gqter the locked state, the communication

device (10) redefining the ordering of the cache entries in the reordering set
of cache entries {214), relative to the contents of the cache memory (200),

15 so as to no longer be access-ordered.

2, The method of claim 1 in which the access-ordered cache memory (200) is a move
to front cache memory with a front portion and in which the step of defining a
reordering set of entries (214) in the cache memory (200) further comprises the
20 step of selecting entries for the reordering set from entries located at the front

portion of the cache memory (200).

3. The method of claim 1 or claim 2 in which the step of redefining the ordering of
the cache entries in the reordering set of cache entries (214) comprises the steps of
25 stepping through the entries in the reordering set (214) to successively select each
of the entries in the set, for each selected entry
randomly selecting an exchange target entry in the cache memory (200)
and
exchanging the selected entry in the reordering set (214) with the exchange

30 target entry in the cache memory (200).



comuni cations device for inplenenting the method of any one of clains 1 to
6. 15 8. A hand-held data processi ng conmuni cati on device (10) conprising
a cache nmenory (200) for storing cache entries corresponding to device
comuni cation information, the cache nmenory (200) bei ng access-ordered
during user operation of the comuni cati on device (10), the device being
configurable to enter a |locked 20 state, .the device conprising: neans for
defining a reordering set of entries (214)8|n t he cache nenory (200) for
reordering within the cache nenmory, means for accepting or generating a
trigger to ehter Theanetbek eﬂclsmaﬁ en whinbahs entries pomeinvey ¢aghe 90) congerise daa

enter the | ocked 2late. f({);rc Reg é‘ﬁ .25 ordering of the cache
entries in the reésrder] Hé %é&rl%?er & Pepiey (214), relative to the

contents of the cache nenory (200), so as to no |longer be access-ordered.

9. A data proce55|ng system or network conprising at |east one device
accor di ng t o @F{ng of claim 3 in which the entries in memory cache (200) comprise data

5 representing web pages recently browsed using the communications device (10).

6. The method of claim 1 in which the reordering set of entries (214) is selected to

comprise cache entries having one or more of a set of predefined attributes.

0 7. A program product for improving the security of a communications device, the
program product comprising a computer or communications device usable medium
having computer or communications device readable program product code
embodied in said medium, said program code being executable by a processor of a
communications device for implementing the method of any one of claims 1 to 6.

15

8. A hand-held data processing communication device (10) comprising a cache
memory (200) for storing cache entries corresponding to device communication
information, the cache memory (200) being access-ordered during user operation
of the communication device (10), the device being configurable to enter a locked

20 state, the device comprising:

means for defining a reordering set of entries (214) in the cache memory

(200) for reordering within the cache memory,

means for accepting or generating a trigger to enter the locked state,

means, responsive to the trigger to enter the locked state, for redefining the
25 ordering of the cache entries in the reordering set of cache entries (214),

relative to the contents of the cache memory (200), so as to no longer be

access-ordered.

9. A data processing system or network comprising at least one device according to

30 claim 8.



