WO 02/ 11360 PCT/ US01/ 23676 5 SPECI FI CATI ON CRYPTOGRAPHY PRI VATE KEY
STORAGE AND RECOVERY METHOD AND APPARATUS 10 1. Field of the Invention
The presevio 02/tent i on rel ates generally to cryptography sSPET/@R®L23Mr €
particularly, the present invention relates to an apparatus and nethod for
stord ng and recovering the private key in a public-key/private-key

crypt ography system 15 2. The Prior Art The RSA (Rivest, Shamr, and

Adel man) schene is a popul ar PO FGUWAITI OREy cryptography. The RSA
schenme uses: a public Icey, consisting of-a public nodulus n and a public
exponent e; and a private key, consisting of the nodulus n and a private
exponent ¢ A0rdAR bk bRIVRIBIKIEY BTCR 285 ANBAGECHRRRY SrrhigoBrodpct of
two distinct prinme factors pand q, 1.e., n = pq. e factors are secret

i nformati on and not discl osed by ARPARATES of the private key. The public
exponent e is an integer that is relatively prine to the values (p - 1) and
(ql- 1). The private exponent d is an integer such that ed nod (p - 1) = ed
mod (q 1 Bihidofkhe PVen@fpP! i cation of the RSA schene is to encrypt nessages.
Any party can use the 25 public key to encrypt a nessage that can only be
decrypt ed byThdprebanit deentodn tehéespeneatlp tkayptogtaphy nydhens. Nboressagaady be
encrypt %d, where mis gn integer in thg ra}g(gﬁqoo <.m < Cg The, eHcrypt ed
message Nt PSCRGAYETHER raatet AN ADDAIAHS pnd-fpt U PP BN IEPY P Ed Fres sage,

the hojgiake Rly heublib %8y /BrikRY-keP BBt RSapRysy&emd n. For instance, party A
w shing to send an encrypted nmessage to pafty B would encrypt the nessage
by Iobt ai ning party B's public key. 30 Since the nessage can only be
decryptgd};wi%h 'I[HQ correct party B private key that will be associated
with the parryos ‘gublic key, only party Bis able to decrypt the nessage.
Anot her appl i cat i Die REAt(ReeRSAhSaHEIR] AdeltnanSicBEmEBSSHGRSr fdieohpidier of
the private key can apply a signature to a nessage that can be verified by
any parksy qisptagraphe 'BuﬂoﬁSg sRlsyne usegta pHubie keneconpistaneyel a pybbie madyhsd angher e m
is an i r..l ) 8 < St ' re.s.i ted as -
s = andi] ﬁ%ogﬁn?XP%&ggT%@waﬁh@{eﬁa h%@ﬁlrsggg 8%@1%6%%@1 Sg{;%tsd (lavcaf)éu pl%ggmllgléy to

compuut eThY publisendttus islaf idtbger adt iethe praduchattiabekstinoepruat Get@t prmd ghe

signature is wvalid. 1 WD 02/11360 PCIT/ US01/ 23676 ,
1.e.,n=pq. LThe factors are secret information and not disclosed by the holder of the private

key. The public exponent e is an integer that is relatively prime to the values (p — 1) and (q —
1). The private exponent d is an integer such that ed mod (p—1) =ed mod (q—1) = 1.
One application of the RSA scheme is to encrypt messages. Any party can use the
25  public key to encrypt a message that can only be decrypted by the holder of the private key.
Let m be the message to be encrypted, where m is an integer in the range O <m <n. The
encrypted message ¢ is computed as ¢ = m° mod n. To decrypt the encrypted message, the l
holder of the private key computes m = ¢® mod n. For instance, party A wishing to send an
encrypted message to party B would encrypt the message by obtaining party B’s public key.
30  Since the message can only be decrypted with the correct party B private key that will be
associated with the party B public key, only party B is able to decrypt the message.
Another application of the RSA scheme is to sign messages. The holder of the private
key can apply a signature to a message that can be verified by any party using the public key.
Let m be the message to be signed, where m is an integer in the range of 0 <m <n. The
35  signature s is computed as s = m® mod n. To verify the signature, any party uses the public
key to compute m” = s°* mod n. If the value of m” matches the value of m, the signature is

valid.



5 The security of the RSA schene rests on the presunmed difficulty of
determning the factors of the public nodulus. That is, givenn, it is

bel i evedWwoobedgery difficult to determine the factors prpangsgqsemh that n
= pg. The difficulty of the factoring problemincreases as the size of p
and 91 increases. In a practical inplenentation, p and q each consi st of
hundreds or 10 thousands of binary digits (bits); since n is the product of

p and q, it,Thowcudiymdites BS Afschameiicsidon tay prepisneshdiffscudty ofidetsrmming thedul ar

exponeng.i at i oper.ati on.uUs in RSA is.a .C uationl% . i ve.
operati %aﬁt.or eh%gﬁ%}ce P ‘i/lusosﬂlaﬁés’ %16’8? gtlit gsnbel %ger&etgg)gsveé'p 1%(%(%:&%{& %ﬁey near | y

Wi th t hgefoidieh an@lq sath tat A e ExRBMROLy anNtheFhaskigs proBlehyintdehdes ahehenumber
of bits in the nodulus. Fortunately, 15 there are sone wel |l -known net hods

that redecd i 4l cispasest iloaaracisygdmplemeniptiondard ¢ prchegpeipi<d hypdeegeor

Gl © i leaRBE LY cigds GROCRTE s f Boblor DAY, g P RARRERMAURE Z

| ar gel yori thelepedwdseritsof the size of the public exponent. A popul ar choice
for the public exponent is e = 216 + 1; this value appears to be_ energing
as a def act ol & BAGHAGCHPSRCHIBHOD OPRAT Bt inRSA IBRKEPPEGHAMHLY HBEREE are e =

3 and e . =17 ' I LG : . L I of
the ReASTBITe gy BERARY o Mok fBARDERL aphimGRIPRAELY IR ERRPSE, O

r el ati vefl bitsiim éheppapsnane ahdqenicaticplly svithrelsagebarrof bes irff the ancslufpnaFartenately,
Unfortunately, the private eﬁ)ﬂoﬁnentﬁj cannot be picked small. Its val ue
canfot HE™® ¢ g Wehdaann methedsdhats “P%?}V ORPUIEG8 B Sehat ed mod (p - 1)

= ed nmod (g 7o fodute the elzpéhsg%f ﬁ{%gig?lé%—léeﬁépérﬂﬁ)ﬁﬁﬁs §&ﬁ1318ﬁ té Bk theQftibhc and ¢

being large and arbitrarily se . a result, | i's an integer of a
si ze coenpanaiiltebe o swhlnumber. Hehipishkeaptabbrlbdcasserthe Feugtynefkbs RENschupersse  of

the private-k operation.relatively high. In other words, it is relatively
expensi @Egefydng%@(?ﬁ%tdyeﬁé%ﬁs ée Blfbl%reég‘?[éen& éipé’ﬁﬁﬁﬁ?l_éqlceﬁ%é tf@)@ﬁ%ﬁ%e of
privat ec@ieiRREE 2t 0N] CRL R HPLIEE D RYerbibing ok RQlcfRiwaRIaReRheger 30
Theorem (CRT). The CRT requires the conmputation of several quantities, as

f ol 2bwsapplipationg. tlepr cpmmon)choicdgjate eg= frond ¢ g 17. IYith @ smadipubkiacxpoventoldieq = 1.
e R BRSO SR o 1120
PCT/ USOi} el @Bvely inexpensive to encrypt a message or verify a signature.
| Unfortunately, the private exponent d cannot be picked small. Its value cannot be
freely chosen; it must satisfy the condition that ed mod (p— 1) =ed mod (q—1) = 1. The
25  security of the RSA scheme rests on p and q being large and arbitrarily selected. As a result,
d is an integer of a size comparable to that of the public modulus n. This makes the expense
of the private-key operation relatively high. In other words, it is relatively expensive to
decrypt a message or create a signature.
The expense of private-key operation can be reduced by using the Chinese Remainder
30 Theorem (CRT). The CRT requires the computation of several quantities, as follows:
d,=dmod (p-1);
d,=dmod (q-1);
v such that pv mod q = 1.
Then, the private-key operation y = g* mod n is computed as:
35 a = (g mod p)® mod p;
b = (g mod q)* mod q;
y=a+ [(b-a)vmod g]p.



5 1If the expense of conmputing dp, dg, and v is neglected, the conputational
expense of the private-key operation using the CRT is about one-fourth

t hat of e optidv@t e-key operation not using the CRT. Thi BCT/&S@/13aT6g€e
reduction in conmputational expense, and it nmakes the CRT desirable for
manys appl i cations. 10 Unfortunately, the expense of conputing dp, dq, and v
is not necessarily negligible. Accordingly, many applications sinply
preconput e t Héhaedpgess effcodputing d,. dndngd vanoededdede theeompuidtiongl axpetsetofie

factors an as_part of. the vate key.. Al | .gation that stores the
par et WP pBfterkef 3oflity Shigh 1%, AR T LGk i RER of s ety TSt o
usi ng t h& veifE thd CRTL M@iis 1s@asdse RORSHON B GafRuRhAIHPENLXARTIS hakdsab ORT t he
five paraneters requires b bits of storage, 15 where b is the nunber of

bi ts i ndesirpble fer mamwt anplieftianie nmodul us. Thus, the total storage for the
priyate key j ' I i.cations ver I : private
keyﬁgs {p, qbﬁfé%lan%lafys%/ © eich glgsgt% f %%g@illt?ngb Pé&b%%dz;‘ggnogp E(fe}%“léa?%%%%%g?' st or age
space r aqedrdiagly, idany Bgplappbhcainbbipredusippddths tvalues of dhe,, piid vah@siseythas {p,
g}, the private-key storage space is reduced from5b bits to 2b bits, a 20
reduct i ¥ANSHYIA thedatiors RANDY 85 Pap e Privatp Ken pAniapRiGaHAD sk SLofesde conmput e
dp, dq, ti i LV - : 1 1 y be
an uneB PR OB o o B e bl e A AR B PRy MNP e

t hese i kauesssibble campomatiemdl ckpenae.| Bagchad slie Svepdrametets raqucks tbobisrof atoeagdi gi t al

signatures. The card stores a set of RSA private keys, with each _k used
to tf eat'8eigibgniedrgider Bf bit ]é}iafogP"ef%Pt%Gf %éjé@da% ﬁ?@éﬂw wtal sHgagedpr ﬁiyeg ht be
used to ri@a%@gq%gqﬁtghases made with a particular credit card; another key

may be Bsed to sign electronic mail nmessages; another key mght be used to
si gn bank t rneactipphsiticantoseven stoBeg tugeivefe keytas {powde.okiv} ishet smart card

has a |imted. anpunt_of storage space. It is i.rable for the card to
Store alSNily PRTAE PR Ay EUC pTaTREc Sravfsed T e B e ol RN HES nor e,
becausey@frivhe key QéN{ﬁQ%IE fhetp?ﬁlat%%ﬁltst(ﬁﬁg’e@pﬂ@esis FeRICBP B PGRSIS 06 btk th

limted conputing capability. SinCe it is 30 undesirable for the signature
condiut ateiduetiondytaafieetoant 2.Ho Hiwexen therapphtatioh mustrghenjqomipyte dypdyr 2t eacho

mnimzg the ¢ ut at.i onal _expense .of. the,RSA private-ke eration.

Anot her tmg &cpsREBR Pl AR ey BHOEEE BlinlpoS 520 yROHALE CPbuBRER P c omon
way to Corfp}élh@xﬁﬂple@ﬁan@?ﬂic‘éﬁi)ﬁ QMR tRddd ifguésSart @ cofcriElsad lotl-Gosedmgat i t hm or
common variations thereof. Euclid s algorithmis a sequence of arithnetic

oper at i ¢#id ugadde ceeate digital signatugess dihgsagistampea potob RS pri@te koysi witkgeahs x and
z, find F ) =.J: " q % ti S on
e oo A PR 5 i DR B, RN ERRY
val2fes €fn purohasés Maye calisepadti@ianrgalit dard; Atothedely iy b idelin®tiot eRpesEti ons
such as multiply, subtract, etc. Such dependency may nake the private key
st or ed Wk Fepsages; gnother key might be used to sign bank transactions; and so on. Because of
its low cost, the smart card has a limited amount of storage space. It is desirable for the card
to store as many private keys as possible in the limited space. Furthermore, because of its
low cost, the smart card has a simple processor with limited computing capability. Since it is
30  undesirable for the signature computation to take an inordinate amount of time, it is important
to minimize the computational expense of the RSA private-key operation.
Another issue associated with computing d,,, d,, and v is security. A common way to

compute d,, d;, and v from p and q is to use Euclid’s algorithm, or common variations

9
thereof. Buclid’s algorithm is a sequence of arithmetic operations that can be used to solve

35  the problem, “Given integers x and z, find y such that Xy mod z = 1.” The sequence of
operations depends on the numerical values of the operands; that is, a change in the
numerical values of y or z may cause a change in the order of arithmetic operations such as

multiply, subtract, etc. Such dependency may make the private key stored within an

3



WO 02/ 11360 PCT/ US01/ 23676 5 application vulnerable to discovery by an
attacker who cleverly chooses inputs to the application while neasuring
ext er nal IWoO avai3b@bl e responses such as el ectrical current PAT/&#)1/23676

el ectromagneti c em ssions, etc. Such attacks have been successfully carried
out on actual security devices, both commercial and governnental. To
reduce vulnerability to such 10 attacks, it is desirable that the sequence
of opera;iphoa{tmnuxaﬁmbraldeo:@dnsmeer}dw arda);tachasrth/o cloterlyothangs inputhtotthe val ues of
p and g. Continuing with the ex the | owcost smart card, the card

i ncl ude®PRRatioR Y %@Fﬁ%mes SrEERSY awal%a% resRANSESTISH 8% el?ﬁ@Cﬂﬁ&ﬁP%trdfaW
expone nélb@tfdn%%n@@@&ﬁ}s%ﬁﬂ§ e eS:IJCh @ttﬁ@‘ haviOenNGcdsiif %@aﬁﬁ@& oGS Aklpns, the

nodul ar exponentiation is vulnerable to attacks of t e 15 just
descri b@duntycﬂemduda@th/mmEbatnl ind goxtemmmtfld dict radices Vuﬂl‘wealnlwrt@e@ésor is

car | esi. ure that its eration S not
depbha aircEnd §FtE RS RE SGpench s orSTon Figa St Sl aRTd 19 al so0
r equi re&ahge@gm%lg&ofgﬁnd@d v during an RSA private-key operation,
then the conputation of dg, and v is an additional source of potenti al

vul ner abi | i tG}ontilfmm&mtbéhetwampkd@féblem pest sipafticasd, thelserdciopipdessan on of dp,

dg, and v, nus ence .of rations . .t does not d on the
val ues %rfthlﬁe%\%aopﬁowéis?‘}c8&6‘(3%;#%&58 g’reémo‘glﬁ?’rr%p%qndggon Qpeﬁgtﬁpnﬁgseéjglﬁp e€d using
nmodul ar DeXROPEHE-REY BPeriiichs! the nfiRlakksiheMtiAidds ulnBREledo akhiks of tHeaypsrar t
card may use the coprocessor to conpute v, elimnating any new

vul her alvist desgribeds doi rafles Wiilnegatibiyie §1Fqlilgﬁt“901<ﬂﬂ§%9§\¢@¥003$59f 18§a¥¢é@11>'pféﬁ§@511 eto
conput e% %sﬁ@ (?ha? s é&fdeﬂge ?&B&ﬁfon? é@e%%@&%lﬁh?%g the off?]lﬁge (%&DI%E'EI? S

needed to conpu p*an gina oes no uce hew

vul ner ahdwdviey, thddrhfrougld i higo wqaﬁadtdtg)n@use:d{,sa and hdarih9anREA @ivate-key
applications that use the CRT, not all applications do. Sone_applications

per f or nPREEYIEy fhgatle Wp%ﬁ%fld@rﬂqvﬁnﬂﬁfdé@n@gﬁﬁq@nﬁlﬁ@um@Rﬁ?Ot@Ptﬁée that is a
si pl erv&lﬂrgﬂﬂygl‘mdﬁc@fhpsemw @ﬂmﬁ@ﬁﬂ@%l&éﬁco&ﬁn&wﬁ%ﬁuw ﬁﬁm hG&kO]s,

st orage space security are ortant” I ssues. 30’ nost direct
way2( o sigoerese tofiepgaiiviad thatdyes hot deperahor(ORE vajups bLpbndg Smce p asd qraes t he

par anet ers %\p d&, where n is the IQJPH"C nmodul us _and g t he rlvatg
exponenPIm&ygPehy RRebe FrmRmedusing, lar GERpuEitiPp o t ‘E)OB‘?I? onv=p
A ter nafn'oéiﬁl Yohub,Ph@sAQR AT mAPRE tGAddppibesdob fo BIhMAL ¢, é‘iﬁﬂin%}gl yRvst ored

simply as {p, q}, where p and q are the prime factors of n. Each tinme a
pri vat evidegraloper asoGated svmberohmutmgiv He®emeraiids totgroesiblep aeepute dpamnd e

stored val ues .aof stored,in this the private key requires

b b1 1 strgngeiter SBBbnihienng hus. paoE seteBie is Al pomrHG b HE R T Hab TR o

The7_5 COfRdRL neNingbdite 4 RW Puladdbifity.s @ single mul ti IOI y operation, si nce n
pg. This is an inexpensive operation conpared to nodul ar exponenti ati on,

and si nce i tAltboughghegtesedipg discussion has focused on applications that use the CRT, not

all applications do. Some applications perform the private-key operation without using the
CRT, since that is a simpler (although more expensive) operation. In some such applications,
storage space and security are still important issues.

30 The most direct way to store the private key in a non-CRT application is to store the
parameters {n, d}, where n is the public modulus and d the private exponent. Storing the
private key this way requires 4b bits.

Alternatively, in a non-CRT application, the private key could be stored simply as {p,
q}, where p and q are the prime factors of n. Each time a private-key operation is performed,

35 nand d are computed from the stored values of p and q. When stored in this way, the private
key requires 2b bits. This is a savings by a factor of 2 over storing the key as {n, d}. The
computation of n from p and q is a single multiply operation, since n = pq. This is an

inexpensive operation compared to modular exponentiation, and since it is a single operation,

4



4 WD 02/ 11360 PCT/US01/23676 5 it introduces no new vulnerability of
exposing p and gq. However, as with dp and dq in the CRT case, the

conput at ive@owi13éo from p and q may be a significant conputB€CT/OR@I236%6pense,
and it may introduce a security vulnerability due to a conputationa
sequence that varies with the values of p and gq. 10 Accordingly, it is an
object of this invention to provide a paraneterization of the RSA private
key forit G¥bdagplnoaRix alserhbitty dfeRBodiRsp asd qr Bgecsgaaewithdpartdd, if tid

par anmet er set %P’ g, dp, dg, v} and that provides better conputational

ef fi ci €ARY cesfafherapa I aboRel d rapend A 13 begsignifjgant computatpral eXpENSHj ect  of
this i 100 : i : or i : i : Jeey for
non: CRETGPRL S ogREeY il ARERIFLE 0 n IRl B SRl Y3 foric bbEY o)
set i n,thdyaluasdf p @t q.pr ovi des better conputational efficiency than the

m ni mal paraneter. set {p, . 1t is,alsp an object of this inventi to
proi de a FROT @BEIYCHE\%%PC ‘iﬂ%ifftph thigyentinaytg ﬂé‘i“;é&sa Hﬁalé‘ﬁ@naﬁfonéﬁdﬁ‘i ﬁgA

non- CRT, T A t [ nge i s

R e R A R e (S
vul ner ahj 8}, vy ahdthat pacidss bitsr cempliationa effivichep éradhe miniBRI FFADESCRItAP] ON OF
THE | NVENTI ON To overcone these and ot her shortcom ngs of the prior art,

di scl ose€d herein is an apparatus and nethod for providing a cryptography
private key gi{Ofa0s G8)ectloB @Y BN ¥ntinN8Movilid @baRRkRrik A& TIh SRS B private

requi renents and enhances security. Mre particularly, the systemof 25 the
pr edent kayfoeneri-OR Tapplicatss thapresea desh etorasrspderiban the flt parametek et {fy én st or ed

par amet er not .previ.ousl | o and provi des.a qreans .for. gonputing

Cer tan rip g P e ol SR eRRCY PR e Ry TERREe 0l 0

vul ner abi | i t] @SalsdMEHENDE thiOfnvEdtich tb PYSAEE Pihehiss foP cBpliaipahd ORTCRT

paraneters dp and dg, and the non- paraneter d, with snaller paraneters
e

k p, kcparaneieis,d, uas geand theinpn-GIRE pergmesss doin «mprneg quch that the gorpieEonahe
| t hat sati i ips:. Kk - = 1 -1) node=1;
o et RkitobO8 of Al AR PR Ll el A e

ramge ofulderfilsili(yeto-attdgks tharekplsitwach ddpasdereach requires no nore bits than
the nunber of bits needed to _store the public exponent e. In the popular

t
case of e = 216 + 1, eBBRHIOPERGRIKHONMGH KHEINVER SO ed as a 16-bit val ue,
(kP - 1), (K ovekdom@thebKarid other shERRSGEMEY 8 the prior art, disclosed herein is an

apparatus and method for providing a cryptography private key storage and recovery scheme

that both lessens space requirements and enhances security. More particularly, the system of
25  the present invention provides a means for deriving the private key from stored parameters
not previously employed and provides a means for computing certain parameters while at the
same time reducing security vulnerabilities. |
One aspect of this invention is to replace the CRT parameters d, and d,, and the non-
CRT parameter d, with smaller parameters k,, k,, and k, respectively. The values of k,, Kk,
30  and k are the values that satisfy the relationships:
k,(p—1)mod e =1I;
k(q-1)mode=1;
k(p—1)g—-1)mode=1.

35 Each of k,, k,, and k has a value in the range of 1 to (e — 1), inclusive. Thus, each
requires no more bits than the number of bits needed to store the public exponente. In the
popular case of e = 2'° + 1, each of k,, k;, and k can be stored as a 16-bit value, (k, — 1), (k,

—1), or (k — 1), respectively.



5 WD 02/11360 PCT/ US01/23676 5 In contrast, dp and dq each require b bits
of storage, and d requires 2b bits of storage, where b is the nunber of
bits in av@pt/msed actor p or . A typical value for b is 5erer/use@swspondi ng
to a public nodulus having 1024 bits. In this typical case, dp and dgq each
require 32 tinmes nore storage space than kp and kq, and d requires 64 tinmes
nore storage 10 space than k. A CRT application that stores kp and kg can
recover dp amdodigatsyd tahe df edchaequity b itd af sraargeo ard d gyguire§ 3b bitg of storagg.e -

Cor es Wriaits BeavabetOhgeche frane Bhibng £ APRERT PR 1E51 0" 1

1) (e - deklesporRiing 18 8aHHc Hodii8H8viaaI 1024 Bitd. ORhis typicdl @RNee8 eidsd iendleger
division; in each case, the dividend is a nultiple of the divisor, so

t her e itequice 32 Hmehaore starage spsice thaatk, ehé ke apdH eefuaies 6hEmes a10de s1REgEcor r ect
resltblts IS %i v%n at the end of this summary. 20 These cal cul ations for dp,
dq and’P4°% aﬁ' Fe the application to performdivision by the public

exponent e. ACKDaEplRRAOA Gat dtors k, idvk Shefeconyt dandd, Bywhedoldowingundesi r abl e
operation. Furthernore, if an application inplenents the division using the

usual |¥glatifng si on sequence of operations, the sequence of operations may

depend on the val - p .q, making the private key vulnerable to

at t acks that(i’exglﬁ;&f ggghkdﬁzghdence. 25 To avoid the need for division, a
CRT appl i catdenflcagy +egevar)ldp. and dq using the follow ng calcul ations:
conpute u such that ue nod 2b = 1; dp =1 + - 1)(e - kp)]u nod 2b; dq
= [ + Qaon-GRT applicatien ﬂlahﬁﬁreéﬂi.ca@ﬁcﬂeﬂcﬂﬁlgwf&%ﬁflpﬁﬁéli%lﬁ“@gn recover d

Wi t hout using_di vi§i iqythe %,oé.l owi ng cal culation: conpute t such that
to nod 22b = 1? 54?12?8¥1)¥q-i? e-k)]tmod22b. A proof that these

cal cul akieacls offiheseccdl dudations,I“Ettepressntt trgeges diyisien imeachlveses tie dividend & asumary.

Ignoring for t ment the conputation of u.and t, it is.clear .that these
cal cul a‘%iﬂz?ﬂ?ie %‘J&ﬁ? g’g’ 150k O RS USS Fepail5T ‘gé’,m%rathag tl%FF‘éC@BWﬁE?%Xl%lﬂ;lﬁ y

I nexpengiet f—églgtsiigtgfvgggggle@gdgpgﬁgglﬁmaryul nerability. Each cal cul ation
consists of two or three integer nultiplications, three or four integer

addi®t i ons/ subBltasactlcelatonsdaridady, rnd d 2equitgrthe sppdicatiim to pspfermdiasion née
mul ti pl Ii)u ?12: ieg{)]énent e. In some applications, division may be an awkward or undesirable
operation. Furthermore, if an application implements the division using the usual long-
division sequence of operations, the sequence of operations may depend on the values of p
and g, making the private key vulnerable to attacks that exploit such dependence.
25 To avoid the need for division, a CRT application can recover d, and d, using the
following calculations:
compute u such that ue mod 2° = 1;
d,=[1+ (p- (e - k,)Ju mod 2
d, =[1 + (g - 1)(e — k,)Ju mod 2°.
30 A non-CRT application can recover d without using division via the following calculation:
compute t such that te mod 2% = 1;
d=[1+(p-1)q-1(e—-k)]t mod 2%.
A proof that these calculations yield the correct results is given at the end of this summary.
Ignoring for the moment the computation of u and t, it is clear that these calculations

35  for the recovery of d,, d,, or d are computationally inexpensive and introduce no security

q7
vulnerability. Each calculation consists of two or three integer multiplications, three or four
integer additions/subtractions, and a “mod 2°” or “mod 2**” operation. The multiplication,

addition, and subtraction operations are similar to the operations used to implement modular
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addition, and subtraction operations are simlar to the operations used to
i npl emrent nodul ar 6 WD 02/ 11360 PCT/ USO1/ 23676 5 exponentiation. A single
nodul ar ex@emersse ati on uses thousands of such operations, PEDUSHER36EAded
burden of a few nore operations is negligible. The "nmod 2b" operation is
simaly truncation to b bits, and the "nbod 22U' operation is truncation to
2b bits; these, too,. are negligible. The sequence of operations does not
depend expohdieiaviah.uasirgfle podulagexpacttirtiod Asesahoushads asuctaopdrationsplostirent ed

wi t hout jntroduci ng_new vul nerability to attacks t exploit K such
dependettded dyigen Phe foyh Wore oRssRians Apttediel 'él?e gn‘é‘L%ato,Peli 100 45 29BY t 0 see

there | RuR@uGPOH bty she8MSmod' e GRIRIE N @RAHOPR NHirs! TRl 45 Lite private

key, so it Introducés no potenti attack on the private key

r egar dl mgdigibie. Hiw setjuérse iofipperattntsaides hdt deperal athe valees digp ot dpesotlonput at i on
is 15 inexpensive, as follqws, First, consider the. case where the public
ex inerfelGi{HOn 4R 56 RBlemgpied ithgu {lipHuRg e VilgeRiLeY Rnailatks g explgit
fixed val-H@eps@ehde. caN sinply be stored once for all private keys and
retrieved as needed. Even if the private keys of interest are of different
| engt hs, t hafumgg nolweto thaberepwhtidn ofar irelt, décensyimspetthert hengsdcurtyasuey, only

one valye for u.or .t needs to be stored, 20.that val ue being the one that
cor r eapinaePBH b e e aiob R eyt ks e S B g ordBHC0F e
Maxi munpy afivse 1&? RooBf L Gf M@xk/liﬁisQﬁPleﬁieﬁiéldy I8 alsb W6 M thd Sinidtativads 2b" f or
u or "nod 22b" Tor t. In the popular case where e = 216 + 1, it is not

eveld neicexpeasiyetas felwvye u or t; either can be generated using the

i nexpensive gal.cul ations: u J.1 . . .

(235 216) +( D DABP DR et oAbl pent ¢ ip g g for alyprivate keys,

t=[ 1+( Zﬁﬁhﬁ 189et %643%@3&(@%&&%)@ 2By %ét&)edi.qnc@ lfdmd pzlﬁziatelFf@ltfy_s aicher )
common choices of e such as e = 3 or e = 17, a simlar calculation can be
der i vedetriesed ahepeded nEyeeif theruivgiaaya ol whaest wirerfclitferantlgnethe thatpoMnt e is
differe [ . Y I

appl 1 ol upOth gt it L8 the By ol ¥etnd R Whek nE RS pE Bred ¢

corpout ethat aduebdiig fht ioaathay eorrdvpeiidseo de largastivabie ofibt For esipecdf BOthtothan
nmodul us that is a power of 2 (lsuch as 2b or 22bc)i' Sugh Igngthm;‘ ar.e
vel | - knGmagHaum yalvsuthgsiossthralye sarsipehdievamcaizd peing @5%21 P ShsMOduch an

al gori t4wn i s 3} laﬁaqémaggp&e%% £d 25, PafIs Rk e{diePANAD sRXPRBENLY AL ON

operation; in pa many applications that use Montgonery
mul ti pl ¢andteigencraietivsingitse mepmansivarcaleelatisnst or i npl enenti ng nodul ar

ot ar 35 ARAhENErats 3 Gher o ti T h EopiCat) bral ARse of executi ng
sucly an the @l goy(Fhomiss,. (psuagkdy Gmaldiey , 013 _212) 4 | Jmod 2% .
For other common choices of e such as e =3 or e = 17, a similar calculation can be derived.
Second, consider the general case Where the public exponent e is different and
arbitrary for each private key. In this case, the application must calculate u or t using a
general-purpose algorithm that computes the multiplicative inverse of a number with respect
30  to amodulus that is a power of 2 (such as 2° or 2*°). Such algorithms are well-known and
computationally inexpensive. In many applications, such an algorithm is already
implemented as part of the modular exponentiation operation; in particular, many
applications that use Montgomery multiplication, which is a popular means for implementing
modular exponentiation, include such an algorithm. Compared to the expense of the modular
35  exponentiation operation, the computational expense of executing such an the algorithm is
usually small.
The discussion here has focused on the case where the public modulus n is the

product of two primes, p and g. This is the usual situation in the RSA scheme. However, the

7



The di scussion here has focused on the case where the public nmodulus n is
the product of two prines, p and gq. This is the usual situation in the RSA
schene. MoOwversgo the 7 WO 02/11360 PCT/ US01/ 23676 5 RSAPETN&MR236HN be
generalized to a nmodulus that is the product of j prinmes, where j is an
integer, j >:2. Such a generalization is described in U S Patent No.

5,848, 159. The invention here applies to the generalized schene. For

exanpl onsi der CRT appljcation. w .prine .factors pi 21 ..., P,.
Ther e ke Candee e AR G RRutbS R et e BE} TPy B Vs o ok (i
10 - 1)infegkr, :j]za. Buck a generalitatioh @s @RBibedliNes.§ MRyt IND) 5,888059 dIThé Hrvegidmaced
by ki when the key is stored, where ki is the value such that k1(pl- 1)
nmod e =hete apies exiho genaplizadsehame. Korleaanpleecapisider a CRTrapphicationtyiteprimgi )] /

e or dig=[1+ (pi - e - Kki. 1 _mod. 2bi.. where i s-an.inkeger h that
o1 < SuftCioly v Pr-&ve haSs A bie B E 8 et Bh ety SaR0abIbPF g Gy | he
formul as1f ki 8n, 2d4., j.ame agplyfthe Bivedtioni @acﬁrdpi\éeéplﬁdbﬂth)Kl@WhE@ﬁHm& is15 dp =[1
+ (p -1)(e - kp)L_/ e (1) yields the correct value for dp bé show n%othat

edp nodstPed-where k; ig the wduegsueh that ki —1) modes = 1, fLo regqvet difporn Eeepledatsfow t hat

. I - ¢ that.. t A at i . .
't egor” Vet (B B B AEba Py By R aR " PhGRRD chieolr oA,
a nul tipke oin®y, iSihecalue that@bisfies &) mod ¥p&p. - 1) - 1], it follows that ais
a 20 multiple of e. Nowlet dp be as in (1). Then edp nod (p - 1) = a nod

(p - 1) = 1.Pipof of theolioemuldsofomd),.ad,( and dNExist ikes praved thatthetfpendler nul a dp =

[+ (p-D(e -1 ,)]u d 2) 25 yields _the correct value for dp by

showi ng thatié"déh&‘&gg?kiﬁ/g 1. Again Ie(tlga =1+ (p- 1(e - lcp). It

was pr ey Al : j f(p€. 1)S01. We can wite a = ce,
EYERY BleeosBOMIT R aoy %oilﬁ%'gltatéﬂb?ndg (g% 1)301

where c is an integer. Sin b and 0<- (e - kp) <- e, it
fol | ows thatL@ a< h+<peZh(e -hbncEiret we eed t@phovithat & &t a aipltipde afse, soith@pthe Then:

5 5%l 8 Y e s L6220 R 25 L 0
k,(p— 1) —1is amultiple of e. Since a=e(p-1) - [k,(p—1) — 1], it follows that a is a
20  multiple of e. \

Now let d, be as in (1). Then ed, mod (p—1) =amod (p—1)=1. This proves
formula (1).

Next we prove that the formula

d,=[1+ (p-1)(e—k,)Jumod2° (2)

25 yields the correct value for d, by showing that ed, mod (p—1) = 1.

Againleta =1+ (p—1)(e —k,). It was previously shown that a is a multiple of e, so
we can write a = ce, where ¢ is an integer. Since0<(p—1)<2°and0<(e-k)<e,it
follows that 0 < a < e2®, hence 0 < ¢ < 2°. Now let d, be as in (2). Then:

ed, mod (p—1)

30 = efau mod 2°] mod (p — 1)

= e[cue mod 2°] mod (p — 1)

=e[c mod 2°} mod (p — 1)

=ecmod (p—1)
=amod(p-1)
35 =1.

This proves formula (2).

The proofs for formulas



This proves fornula (2). The proofs for fornulas 8 WO 02/ 11360

PCT/US01/ 23676 5 dq =[1 + (g- 1)(e - kq)] / e (3) dg=[1 + (g -1)(e -
kg)] u nodv@b2/(By0 are i dentical to those for fornulas (1) ROTUS®)236%i t h: dq
repl aci ng dp; kq repIaC|ng kp; and q replacing p. The proofs for formulas

10 d=[ 1+(p- 1%0%11%%? tl % &(,? = [1 +(psd) (g- 1) (e-k)]tmod22b (6) are

simlar tot The argunents for (5) and (6) are

i denti cal todtﬁnse(qeﬂ)(e(—lql)]alﬁd)d(z?) respe((;ml vely, wth: d repI acing dp; k
repl aci ng acing 2b. The
concl usiﬂéhde&f1<>%1§5%t%sa%ﬂ¥gﬁrtm @Séﬁd @as@lﬂil sdctlﬁa%wlé\a%nﬁa ¢ acing i gnd dd15 1) =
1. Frorr}#)m:g follows that ed nod (p - 1) =ed nod (g - 1) = 1. Viewed
froma first vantage point a cryptosystem private key recovery device is

di scl osed, c’ﬁhneppnosfsrfgrfqnmuhsbl nati on, a processor, a nonvolatile nenory

space operati co e d processqr, and a set of private key
paraneters st ﬁécﬂpn 15& ?)r( J@la)a% e 5y space utilizing | ess storage

space than the iqlg q’m@ﬁ@r_@ Tm({dozzq dp @&§ . v} and 20 providing better
conmput ational efficienc an t e mnimal paranmeter set {p, g}, wherein the

pri vat eark eymitzato these M(ﬁif)eandc(Z} r'Bm agmrderstefordﬁ) mddﬁ)a@repd@nmaleto Ilegse for
t d th t t t
b1 vat e ke 1 Got ST S D R it el on s Bre iRy —?8 key

par amet g1g%* RpRciBMPI Thé Paefusionldfithé Zighthehtds SadH @ SehsMNRACA0d G — $
private key paraneters than the full paraneter set {n, d}, 25 and prow di ng

betkSer BombuFeamh gnwit felidwscthairesymed - { e cdimedda- Dar breter set {p, q}.
SR 7 DESCR T O € TUERANNG ) SUEES FLG ol 18, REUGIII gl agram of

the crypt osys em éenvi ronme

f | owc haditclededacdmprisingeineanibatayioh ra)lblaaa@éraﬁ heiivoldtilé Aenjdr g st opm&ﬂﬂy on. 30
FIG 3 is a flowhart of a second exenplary inplementation of the present

i nvent i gwpledp gpid prqcgssgr.fang kbt Privitedkey paramesste ﬁﬁareéirlp Sﬁlmoé‘ﬁ%lﬁftﬂﬁt i on of
the preg aqlg td; ex
i npl em&*ntg 131%){}’ Sﬁ)\ég\l‘l&t 1ﬁzgn%1re§5§ﬁa§e ; g%tﬂl{a o HE Ipér etié}ssegw [ ’\ﬂkh&?qt?} of afifth
exapl apmsvidmg mmmﬁmammhl tffieicpcethan thel minémal maram&ér det &, qf, whemirf thewchar t
of a sixth e rylnpéwggentatlon f the esent |nvent|on FIG 8 is a
'S 5 Tl BWHERD Gp v Yesy B i k) STOFRE) RS G0 IRSHTBA S he. pr esent
Viewed from another vantage point a method for recovering a private key is
disclosed, comprising in combination, storing private key parameters in a memory space,
utilizing less storage space for said private key parameters than the full parameter set {n, d},
25  and providing better computational efficiency than the minimal parameter set {p, q}.
BRIEF DESCRIPTION OF THE DRAWING FIGURES
FIG. 1 is a schematic diagram of the cryptosystem environment of the present
invention.
FIG. 2 is a flowchart of a first exemplary implementation of the present invention.
30 FIG. 3 is a flowchart of a second exemplary implementation of the present invention.
FIG. 4 is a flowchart of a third exemplary implementation of the present invention.

FIG. 5 is a flowchart of a fourth exemplary implementation of the present invention.

FIG. 6 is a flowchart of a fifth exemplary implementation of the present invention.
35 FIG. 7 is a flowchart of a sixth exemplary implementation of the present invention.
FIG. 8 is a is a flowchart of a seventh exemplary implementation of the present

invention.



invention. 9 WD 02/11360 PCT/US01/23676 5 DETAILED DESCRI PTI ON OF THE

| NVENTI ON Persons of ordinary skill in the art will realize that the

fol | ow ngvaextvpti on of the present invention is illustprarise/sntey and
not in any way limting. Qher enbodinents of the invention will readily
suggest thensel ves to such skilled persons having the benefit of this 10
discdlosure. Fig. 1 illustrates a cryptosystem 10 capabl e of taking

advant age of the invention. The r 0_si nd decrypts
nmessages provi ded t o H&T %W%Pﬁs@légh%i)}tfﬁé@ﬁmystem 10 uses the
RSA scheme R thOPBleﬁg}?oFﬂlqg trfwmawﬁt Q@Hieytﬂtﬂtﬂafolﬂakmngp&ésw fsVstiren 10 has

a processor at cont S operations of the cryptosystem 10. The 15
crypt osgt'steamnjzéhthmsis diustmii vewrdy and cgpn ecewsp HmihGR) Other cmhodifnantis lof theet es t he

conput ati ons ed jn the A schene Wﬂb nin ng.,.The

oy at naionatl T shEGeh T RCvE Gy ey Thetry peving trebeae b danid

nonyol afikdiGusd orage 18 within the crytposystem 10. The crypt osystem 10 is
capabl e of storing a collection of private keys in the nonvolatile storage

18 and sel ectflgnlgﬂlalsquattwat:le/pmysttm 10eapabdeloff toking a;:l‘aarttagﬁmf&he wivemiong Ibe 20

decryption, acco nds iven t. t via t o] 12. The

cryt posSFERRNSER jit(gmgg% ﬁeé? SE6 %ftsiprli%“g?fiaodhbllalagqgé lglligt l’r%%rresponds to
any pr'é&?ﬁt@s;‘éﬁéﬁﬂlmg&@(ﬂhé RSAN@he O ép&@hh'tl@e§ Mh@ged d&ramthe ra@sni tting the
public key to an external device 20 via the port 12. The crypt osystem

10 is cqm@tbtssétem l@bwear PJIOPWQOIDH hat @nrerewﬂaqmra@p@& pﬁ@e chdesysieinHe. T,

| |
oL SRl B P P AR 9 R D B By HERoFRNRLR em
and q Ofisell hﬁh@ﬂ&ﬁﬁ&@eﬁﬁ)&wt@dn&stgr@tﬂg?aﬁdf@&t Yipun@i TheghivatbRe RANGd22 paf@wi tes a

random seed that is applied to an al gorithmthat %nerat es p and gq. Wen
st ori ngsigHes prd degteptingys stored 1%@9&%3%@@%9@ aihin fhscaytppwyseael). i nst ead of

SLOTI NG B aNfh ey LKA 10% LARLH UL ciRNEh, B By APRLN G e al gor i thm

to the 30 see rivate s used t n -or crypt. The
cryt posiymiventikGtoragal S ancCsprbihg aptivate keptd hmguspdlfmaet@rka;tsr ggrinvg oked to it by
external devices 20 via the 1/O port 12 a tori rivate E(Fsinthe
norifol afecr@tignGicagyedingtg compnands givaafq ‘}Vlﬁ‘rtg?/pg’ rf %CIEWSW' | f be

encrypt gdafy of Q&nlgtﬁlﬁ(t 'hé PO de‘irethéct%bﬂgs Eﬁ@to%? k)h‘%/atlé%é%/ kRadd HPkRd esponds to

one of the privat presen in the’nonvolatile 35 storage 18
of t he mmyplokyksirega llx)and lmarsunﬂtnng tlegamblic ﬂchﬁtocaryqattmy]steewcm vikethe 462 s t he
encrypt ed ivate key using the private key already in nonvol atile storage
18, t helPTs f%r es the

The cryptosystem 10 is capable of generating private keys and storing them in the
25  nonvolatile storage 18. When generating a private key, the cryptosystem uses a random
number generator (RNG) 22 to ensure that the prime factors p and q of the private key are
arbitrarily picked. The RNG 22 provides a random seed that is applied to an algorithm that
generates p and q. When storing the private key, the cryptosystem 10 may store the seed
instead of storing p and q, recovering the values of p and q by applying the algorithm to the
30  seed each time the private key is used to sign or decrypt.
The crytposystem 10 is also capable of accepting private keys provided to it by
external devices 20 via the I/O port 12 and storing the private keys in the nonvolatile storage
18. An externally provided private key may itself be encrypted by the external device using
the public key that corresponds to one of the private keys already present in the nonvolatile
35  storage 18 of the cryptosystem 10. In such a case, the cryptosystem 10 decrypts the
encrypted private key using the private key already in nonvolatile storage 18, then stores the

decrypted private key in nonvolatile storage 18.

10



decrypted private key in nonvolatile storage 18. 10 WO 02/11360

PCT/ US01/ 23676 5 Regardl ess of whether a private key is generated by the
crypt osyswem/186®r provi ded by an external device 20, thePCTHYRUIESYBtem 10
is capable of using the invention to reduce the anount of nonvolatile
storage 18 ngg eésfbf%&m&rtafb%v%'1<\éﬁﬁse%elﬁeaéted8@0thé erypREOMERn T0Ne pRividat e key
qui ckly and without introducing securi vul nerabllltles The crytposysten1
10 has lrmwyen@naledeatce@wmewaxm@mtem1Chlgwpabée ofrsing the inveainotbie ra@seitesd t o
trade off storage space versus recovery speed. In a first exanple, and
referring nowto Figure 2, initially store the private key paraneters as
{p, a, &Feurk@fndnvoldigs Sorage aeqhe@ﬂeart@ sﬂoﬂﬁth@ qahfme ﬂ(@?tdﬂﬂ?co elcotrenPpidtate

modul us; v is the value satisfyin ? kP is the val ue

sati sf yqugaukqiz@pand witherdnteoducing Sﬁﬁé‘ﬁé velnﬁrgbx fiigs. pwhfr PytpEsysisipdAdAt maand kq

f h K
![rs]eltd“js uzf]téjd‘é@afl I?Sn(q%lo &%glgvenggﬂc Qe;?ﬁeév‘\}gl) e d)gf; QX%g%%%a%{ﬂggfsxﬁt € gy in
mod (q reccix)edys?}j&%d i's the private exponent cal culate dP = [1 + (p - 1)(e

- kP)] u nod 2b, dg = [1 + ( q-)é}O g)]. u mod 2b, where b is an
i nt eger s&%hflﬁﬁ&tcarﬁple wrﬁfﬁdnagao Fl@H@ %niugalﬂwoxﬁ‘dhﬁ@ng%t@ KeY¥ DATARCIGE nod

2 s RlR 2 FERRRT pKATRL e BRI GLEEAEAR AMcLRd Ay G: e vhRL LT 81 1Y

store t ey p ters P, and
kg are ssisfyingtgvembd gst 1; dcgaanhb e/aluI@atrséyamy Ry(pt-hig mcpi’e #at ehkme\e, is fheqmbhcorrput e
the value v satisfying p Then proceed using v }
as iM tfﬁ@ows%ndésquéfalusﬁa%fmg #%qulamcge énaForr%qoafﬂ‘rﬁh%@ﬂﬁ%wk%ﬂﬁ#aur e 4,
initial y ar s ;

wher e: lg%lglzé]i@g?? e bﬁewg g%l?h%#fﬁgt ggﬁerqgrgg% é) ag‘?firlrée&lfact ors

p and gprvatet dxpoperts) aacbcuimdd{) a$] +dpe Kee,—- ll:@d u zud 2 7 cape[lais(ql—nl)t(hek{)] ngtod
exanmple,, T recover the vat e ke a rithmto the seed
Lot Bcobel teRD S AT esgrud bieh ¢ 2 Sen 2 8&5@@%@%@4 g e V)

as in the first exanple. Nunerous seed al gorlthms are known in the art.
See for exanple algorithnms that generate prinme nunbers froma random 30
seelf) at Appesrdns eRample] EidRsfcgGig IMDVStO Pepard, mtumllmtoxedh@mmwé¢km| onal

I nstitute of St ndard Techn "Di nat u tandar (DSS) "
F'ps pOtsTRen B ST Aok SR b Tt i i Bl P aRtiE, 73 AP el o
to Fi gusevale kdynfﬂ?s't abpute e Salbde ssiNRd v K@M 9 Par THEd pfoaeaﬁus{ngS@eq, kkP, 1cq
} where: seed, |kP and kq are as in the third exanple. To recover the 35

privat eque}yas 1ﬂlth%flfsh@§ﬂflyp ¢he algorithmto the seed to recover the val ues of
p and q. ?ﬂu &%ﬁlﬁge Ush ?&6]%11’1% nlogl'tol%ulgg hn‘ﬁﬁy Sgbtrée ﬂﬁe éﬁ%%férlg exanple. In

an alternate e the \ ar et er s usi ng
any25of lﬁdﬂﬁneters as {seed, k kq v}, where: seed is the input to the algorithm that generates the

) Ko,
prime factors p and g of the public modulus; and k;,, k,, and v are as in the first example. To
recover the private key, first apply the algorithm to the seed to recover the values of p and q.
Then, proceed using {p, q, k,, k,, v} as in the first example. Numerous seed algorithms are
known in the art. See for example algorithms that generate prime numbers from a random

30 seed, at Appendix 2 of [FIPS186] U.S. Department of Commerce/National Institute of
Standards and Technology, “Digital Signature Standard (DSS),” FIPS PUB 186-2, January
27, 2000.

In a fourth example, and referring now to Figure 5, initially store the private key
parameters as {seed, kp, k,} where: seed, kp and kq are as in the third example. To recover the

35  private key, first apply the algorithm to the seed to recover the values of p and q. Then
proceed using {p; q, k,, k,} as in the second example.

In an alternate embodiment, initially store the private key parameters using any of the

formats described in the previous four examples. When recovering the private key, instead of

11



formats described in the previous four exanples. Wen recovering the
private key, instead of 11 WD 02/11360 PCT/ US01/23676 5 using the

cal cul at ivo@92/i1860 dp and dq described in the previous exanpCBES0ICbUl at e dp
=[1+(p - 1)(e- kp)] | eand dq =[1 + (g - 1)(e - lcq)] /e. Al so, as
anot her alternative in the preceding exarrpl es, instead of storing kp and

p and kg could be calcul ated from , and e. Fach oul d orrput ed
u5| r?g e e %ala‘Iﬂ@B‘PfiStfﬁﬁiip 1 da cessrmehin/F v cEpEPiEYfCalcy af%ugﬁ R s

| nt deUCP)(@ %%Wé 'aha’dV“ @f@b'li)det LY 5]%%%8 dsNBoBEOMRRAGRIvEfin @19?)&'&%5&
depends on 4nd 10 q ivel'y, in the case that e is I me s wth

t he pomthple\salhsteaceohtdﬂﬁg k; ahd ked;g lan¢ Bcdudd be calpulsted frosi mg, anﬂmlfzﬂch

exponent i i on, u5| th for -1 1)e-2
e ot hiie s Bp Rl e Dt PRtk R e B iR Getr alitbughiidts, ¥
becausqn&ﬁﬁﬂo&&%H?ﬂﬁﬁnﬁVwﬂ&ﬁﬂﬁﬁkQﬁémﬁ@ﬂmQ@qﬁﬁﬁ@ofBﬂﬁﬂﬁﬂﬁ%@%mﬁﬁoﬂp%ﬁﬁ qg.
Since e i's a snal conput ati onal expense of conputing kp and kg is

of tldn rediliegiativelyc onthbarced thas etihprimhs, asowﬁuthatpomlat Vc’éb@)@ﬁ@é ol, etahleczﬂelﬂc
private-ke peration.. In a h exa e Fi gure 6,
ot R S At lndeb i, PR forBfs b T b By ar e
the prine fhectans Qb vkliendURhbR 1ﬁﬁiﬁ1&bﬂ1§a@6ﬂ1ﬂy vluﬁlehfbﬂlty%eb@lse ﬁh@tl sfying k(p
- 1)(q - 1) nod e = 1, where e is the publ i c exponent. To recover the

pri vat esequaage phoparetiansiean bpandeRTepedanicrt 1 iﬁld @ Sinopteds & small sumher, publ i c

T))((jul us, al’%)%tagrigtagi ﬁ%ér‘ls\\,’\ﬁ’té%omgu& sgqg%%?trlfﬂ lesgogre% gtﬁbf P%gregqgtt)h%a;d[é : (2 E }

and st ic®nipueatiéahlugpeme oFfibe RYA peivietked dperatidn. 1 N a sixth exanple, and
referrlng now to Figure 7, initially store the private key _paraneters

usi ng t hel# eflﬁh@xampkh and iefarAn@ R Bleuisa Anitialky ter the PHKAE 7Y Dapclesy
I nst eaga[ gi) Jfﬁé}fbghérl;ep &?JZ@EHC%& I?;E}né ?imq! ﬂfﬁl% hQﬁ@ﬂoathl%ﬁ Wit heStap! e

cal cul I'n a seventh exanpl e, and
ref er risagsfpogy M(p— F]J)@}J—F &) BodEri T, maalefe/e Sty plliﬂice:xponenat '€o i@y&verphﬂf puiredter s

using the format in the fifth exa overln rlvate key,
first eamxbmeélseﬂéwaﬁ tf%"f‘e%fp@né‘gpw}élﬂﬁ&lh etmgheawé éﬁ“i“gﬁ ferPridther ~ of
th ri t S. 2 ate key
i n 2 he GEohE QP 2piihl 1 SPTHES, DINGR TZVAREPIC hibRePRICK® D 19,
and dq thatg ﬂﬁ‘dar(dqq<21)a,ndamjthe®aipelsmstfhegtﬁamué2@ sshti sfying pv nodg=1.

Whi | e enbodi nents and appli.cations o th| |nv ntion_have en shown and
descrlbed? 13 FIX e E@ ?Ie]ﬁgnf)gtf’lfln: t’ragéjsmliefhﬁémé(? €hat nany nore

nodi fi cat Peaﬁlefeb@@sm élerfeﬂﬁatenee f@@l%meree Wﬁ@rﬁel@beerwgtm@gﬁva@@p@rtl ng from
t he inventive concepts herein. The invention, therefore, 1s not to be

restrict ethsterd eptising theralogpition forat dashiabesiip dheiéih exauipts, calcutete d = [1 + (p
25 -1} g-1)]/e.

In a seventh example, and referring now to Figure 8, initially store the private key
parameters using the format in the fifth example. When recovering the private key, first
compute the private exponent d using the calculation in either of the prior two (fifth or sixth)
examples. Then, to recover the private key in the usual CRT form of {p, q, d,, d,, v

30 calculate d, = d mod (p — 1) and d, = d mod (q - 1), and compute the value v sat1sfy1ng pv
modq=1.

While embodiments and applications of this invention have been shown and
described, it would be apparent to those skilled in the art that many more modifications than
35  mentioned above are possible without departing from the inventive concepts herein. The

invention, therefore, is not to be restricted except in the spirit of the appended claims.

12



WO 02/11360 PCT/ US01/ 23676 5 What is clainmed is: 1. A cryptosystem private
key recovery device, conprising in conbination: a processor; a nonvolatile
menory spe@e2/oper ati vely coupled to said processor; and 1PCHUSett236f6 pri vate
key parameters stored in said nonvolatile nenory space utilizing |ess
stosage space than the full parameter set {p q dP dgq , v} and providing
better conmputational efficiency than the m ninmal paraneter set {p, q},
wher ei Whiids plaimertis: key can be recovered fromsaid set of stored private
key parlarrete S. ﬁ 'I;he cr% tkos /stem private ke .recov{en@/ gev,i ce of claim1
further 'COfTIéICTSyip 1Y SEEPIEEE X 5PN Y IV B SRR S H R R R E 3R i ned by t he
parameters {yhrficeskor;! cq , v} wherein p and q are given prine factors of a
public nodul us, kP and kq are derived fromkP (p-1) nod e=1 and kq (g-1)
mod e=1, e iasncaveglalilempublyi Paeoqretéivelyaeupiedite saié progesor;@bth pv nod gq=1. 3.
Thglgcr ypt Osyatsstetegf ﬁr‘}aYaf(eSI ep‘%?ﬁ’mét?r%%%’o%&”m%ﬁ%’ r?o%vglfétifél fRLdd sfphléet ﬁfzin%ol%” S1 Ng.
a cal cul ator "in acti coopéeration w sald processor and confirgured to

cal cul at@agFspa®itfan oid fRladahidrer 33 g KR8, Midndlproddicdg beatashguationsl active
cooperation with said processor and configured to calculate dqg from

dg={ | +(4iayqcy-they he mpEng parameerwpicibe A Whereindhe privaiksy @ids re9PNe™ed is | ess

than 2 .q LS ol ] nmod 2b =1. 25 4. The cryptosystem
privat tehcﬁlggm?g%too\;esﬁ);é% Vitce %ﬁcpaﬁ}g?tﬁ]ﬁg further conprising a private Kkey
par aneter asRerdby@osys@in pssdrkdyi mepvehedgpricevaitabaikely fupteacmhmissng @idisedd dq
v} from_said stored and cal cul ated val ues, 5. The cryptosystem private key
r eddverdf PHEE K8y pRragelsriierined by g Paé%‘ﬁf)tﬂssﬁpn@ :’l%a{gﬂj’c}c eé?}Pé’taSﬁ 4 BEC active

cooper %g!zélﬁ;b{}ghi%cf#&é Qf ggm%%ﬁ&fuhﬁnﬂ RN LS ded Roffl C(g-ggf#l?d@gl andl k;'r om

dp=[ 1+ d a dg calculatdr in active co tion wth said
pr ocesgqgil) andl exdné igagiedn peblaixpoteat endiyis derived Gony dwihgd §Fle-1cq)]/e. 6.

The cryptosystem private ke ecover evice of claim5 further conprising
2 orivabe Oy R aneler ph e i ero el s heling Ribersaedod ey

parameters {1 GaiclRitdidn actiwe dobMiPaER With 3ad PrXesdr ARl Giflefitdaab edicimlaues. 7.
The cryptosystem private key recovery device of claim1 further conprising

sai2d sdtom df=[p+(pvbBlekRbympdPanet ers defined by the parameters {p q kP kq}

wherein p anaddq%aﬁl:qlﬁltorq}l 4&iVe cooperation with said processor and configured to calculate d

from d=[1+(g-1)(e-k,)Ju mod 2°; and
wherein b is an integér such that p is less than 2° and q is less than 2°, and ue mod 2°
=1.

25 4. The cryptosystem private key recovery device of claim 3 further comprising a private
key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v} from said
stored and calculated values.

5. The cryptosystem private key recovery device of claim 2 further comprising:
a d,, calculator in active cooperation with said processor and configured to calculate d,

30 from d=[1+(p-1)(e-k,)]/e; and

a d, calculator in active cooperation with said processor and configured to calculate d,
from d=(1+(g-1)(e-k,)1/e.
6. The cryptosystem private key recovery device of claim 5 further comprising a private
key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v} from said

35  stored and calculated values.

7. The cryptosystem private key recovery device of claim 1 further comprising said set
of private key parameters defined by the parameters {p ,q .k, ,k,} wherein p and q are

given

13



13 WO 02/11360 PCT/ US01/ 23676 5 prinme factors of a public nodul us, kP and kq
are derived fromlcp (p-1) nod e=1 and Icq (g-1) nod e=1, and e is a given
public e¥ponzm3s0 8. The cryptosystem private key recover yPAdBUS@IR36T6 cl ai m 7
further conprising a v calculator in active cooperation with said

Progessor a r@nﬁg Al ogyéfegpﬁb%cqﬁ&ﬁllfﬂs Cand IIqO%nAeFl\é/Fcrln Hgglflg'(gf hlg}rg) d%=1H9 kﬁg a

cryptosystem pri va recover i'Ce conpri'si

dp cal cul at ajg- I)rincaté:tl\(end:emregménpjiblmdxbomltd processor and configured to
calculate dp_ from dP=[ 1+( 25 (e-kP)]Ju nod 2b; a gg%gl culator in active
cooper ati on Wetqw@awteﬁm awé% gy r&ﬁeveézsﬁw@%?fefdal LFQPRFIHRE 2 ¥y om

da=[ | +(&Qch éag&alhggm JBllﬁgraaQn v@tﬂ@alba%r §&afld o dﬁ%ﬁéa ﬂo%ﬁ:ﬂﬁa&ﬁ% y%\hat pis

| ess than ess than 2 ue no The cryptosystem
pri vat enkéy=t.ecovery device of claim 9 further conpri SI ng a private key

par met er assenbler for assenbling the private ke rameters {p g dp dq ,
]1%r om-sai d- ResTYPIREY SR PR (§ 5K ﬂve\y}éﬁg‘é‘%"’ 01‘5;&1%'%1{;,‘{)@‘?{/%@8%%’9 m private

key recovery, &leeél&@ateﬁmf‘al:memo% £t S G4 th GRRIYrb &k 8 ‘and ori e B Gl BkeOd, 1 N

active cooperdtion with said ?ocessor and configured to calculate dg from

dp=[ 1+(fpert AgeLkfp) 1 Nk, )hanéZHq cal cul ator i n actl ve cooperation with sal d

M. crypt osystomp ety Prraiet y oSt ra fdibfordirielite i ng

a 25 pl‘ﬂr(ylﬁtde——[hﬁyl pﬂé.ﬁ%}ﬁbd@&;%ﬁﬂﬂ er for assenbling the private key
parameters {p q dg", v} fromsaid stored and cal cul ated val ues. 13. The

cryipt oswlsqrembas |avmtegdréyclr belavisrsss dean Tand isleas then 21, and bemagoRpFl-si ng sai d

} “wher ol il s AR Pt Bebfeh oY ool g RRLAFRLGE Sorho R pliftdy ¥

e=1, e key @regnetemswﬂélblcfoem@menﬁg theé prisvaBked @ataveters (O ﬁ]y d[]’rD(ZI} fteﬁh, saahd
seed is a value derived froma random nunber generator.

cr ypt osyee pipealGEpied kalies.ecovery device of claim 13 furt her corrprl sing: a

p cal Cuﬂt 2t OrTl#encrgﬁBké\)é%:n? gﬁgﬁé E%%! dl%'éox‘/@r% Hﬁi@% thcﬁélﬁf‘@ﬁﬁﬁ{er @6}9% dgured to

cal cul ate p In active ration with
saixd processod, @luﬁlazmﬁlagwmopaaﬁai withahid pgoceSsor fan@nmrﬁfguﬁbceteedlcuna& d,The

cryptos stem r| vate key recovery device of claim 14 further conprising: a
dp cal Eﬂ’rétdm gé? *Wdec¥per ation with said processor and configured to

cal culate dF, a d, calculator in active cooperation with said processor and configured to calculate d,
from d =[1+(q-1)(e-k,))/e.
12.  The cryptosystem private key recovery device of claim 10 further comprising a
25  private key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v}
from said stored and calculated values.
13. The cryptosystem private key recovery device of claim 1 further comprising said set
of private key parameters defined by the parameters {seed, k, .k, , v} wherein k, and k, are
derived from k;, (p-1) mod e=1 and k, (9-1) mod e=1, e is a given public exponent, v is
30  derived from pv mod g=1, and seed is a value derived from a random number generator.
14. The cryptosystem private key recovery device of claim 13 further comprising:
a p calculator in active cooperation with said processor and configured to calculate p
from said seed; and
a q calculator in active cooperation with said processor and configured to calculate g
35  from said seed.
15.  The cryptosystem private key recovery device of claim 14 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)Ju mod 2°

14



fromdp=[1+(p-1)(e-kP)Ju nod 2b; 14 WD 02/11360 PCT/US01/ 23676 5 a dq
calculator in active cooperation with said processor and configured to

cal cul at ev@g2/183s@m do [l +(g-1)(e-1cqg)]Ju nod 2b; and wher eP@THSIIL23aT6 | Nt eger
such that pis less than 2b and q is less than 2'', and ue nod 2b =1. 16.
The cryptosystem private key recovery device of claim 15 further conprising
a private key quubngtiencheseopbatiof odthasiklgrbiessg ahdeonfigurat © dabylate dg
parameters {p q dp dg v} 10 fromsaid stored and cal cul ated val ues. 17.
The cryfﬁ?@é&%[tléfﬂ‘&(ﬂféﬂ‘bm%ﬁ :8€overy device of claim14 further

conpri SiAg..; - I i N [ r:atd ht hnd kGl 0cegsor and
confi gﬁxklfe?%mtngo fgglpgﬁla tgaéc]‘g{ haﬂ]‘I?l()S%g%I%}:ﬁ[gll%%ga %1?5#%21&1%&"}2/,(3? and a dq cal cul ator
in actilWe cdbpetraptosystam ptivaakey mcovay devicaniclaioni ) futheticompangal at e dq

15 fromdq [1+(g-1) (e-kq e._18. The cryptosystem private key recoyery
devi ce RtV ]éqyrﬁaia,-mqtarr%Sﬁgé‘%;élmlaﬁgpngngtﬁé&qv ‘%ﬁ‘&y&’égﬂqui?faﬁar% » f8s&hbl er
fo(rjloassig |sbi'&%t6r9c?a1ﬂf&a‘f&fl@ce&@éﬂu@@r aneters {p q dp dq , v} fromsaid stored
and cal cul'ated val ues. 19. The cryptosystem private key recovery device of

cl ai m 117.ur t Hier crgpiopysiesi pgvaakey seoverpdevite pr ¢loiat ¥ Rethepeeapitieg's def i ned

by the paraneter seed, .k .k wher.ei n. k and k re .derived, f kP
(p-1) nod ezﬁé@‘??zc%or(la-aﬂven@d’%g‘iﬁf?n Jifhgaid pdf’??é%orgﬂﬁf?%ﬁ%%%%tr?ec(r%%c,uiag% seed
is a vaﬁrgﬁcg_e[qwlgqi)(gq Medad@@ndom nunber generator. 20. The cryptosystem
private key 'recovery device of claim19 further conprising: a p_cal cul ator

in active coofgeraaulaier wiachvesedoperstion sdhori dpracespapf sonfigwad uialauldigdpy 25
fromsaid s gﬂ; azg _Zc)g/ calculator in active cooperation with said
pr ocess PPAa 3&‘5 F&8F cal cul at i ng q fromsaid seed. 21. The

Crypt osyst enTRy éryploSyskay pfiefo ey yecdesty eeviod oftlainl 2 urther thwaprigiogpri sing a v
calculator in active cooperation wth said processor and configured to
cal cul ap@vale keyopargoetenmserpblertor assemblipp ghechriMgtedey RaEmeier 8o - é{a sMécovery

devi ce rEmCslaﬁf%rg&aﬂ&léilaﬁﬁteg%ﬁﬂég sing: a dp calculator in active
said p !

cooperatiron w rocessor and configured to calculate dp from
dp=[ | +(p9.1) (Th&k@)ptosysisin Pliyvata key revabayldavioe of caiac i fwther comerising emdwett h sai d

D oo and conligured Lo sl el e do PR trom Ao LLE g hew)]y o
than 2bge AR tiden M—ﬁ%gdleﬂ and k. (q-1) mod e=1, e is a given public exponent, and seed
is a value derived from a random number generator.
20. The cryptosystem private key recovery device of claim 19 further comprising:
a p calculator in active cooperation with said processor and capable of calculating p
25  from said seed; and
a q calculator in active cooperation with said processor and capable of calculaﬁng q
from said seed.
21.  The cryptosystem private key recovery device of claim 20 further comprising a v
calculator in active cooperation with said processor and configured to calculate v from pv
30 modg=1.
22.  The cryptosystem private key recovery device of claim 21 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)]u mod 2°;
a d, calculator in active cooperation with said processor and configured to calculate d,
35  from d;=[1+(q-1)(e-k,)Ju mod 2°; and

wherein b is an integer such that p is less than 2° and q is less than 2°, and ue mod 2° =1.

15



15 WO 02/11360 PCT/ US01/ 23676 5 23. The cryptosystem private key recovery
device of claim?22 further conprising a private key paraneter assenbler for
assenbl i woohe3pri vate key paraneters {p q dP dgq , v} frpar@adk3steored and
cal cul ated val ues. 24. The cryptosystem private key recovery devi ce of
claim21 further conprising: a dP calculator in active cooperati on with

sai & prices Sﬂfe ansooeteht gnv&d kéy)reca‘i'eﬁ:}a Ha\n& ofirlaift027F fudiiner comprising a

dP=[I +(p-1)(e-kP)]/e; and calch |nat|ve C00 eratl nvmtg sald
pr ocessiytva yd’@??F‘Peé‘EfraéﬁFntl e"cgif @g 03 ePWB%‘&&PFrf f?él ed)]Y

The cryptasy; ﬁtsﬁﬁ%cpéﬂd’@a‘icﬁlé‘tgd’v%rg very device of claim 24 further corrprl 5| ng
e

a private key paraneter asse r for assenbling the private key
paranmetzt.s {PheprRogigtem piivatd ey reonvespielisd ercémirramjfmmbnmmprsmglal ues.

The cryptosys I vate e recover evi.ce of clai her. c ISI ng

sai d st ol brrlrRR g creTar e HaRsHEd TRt By el € s S BT,

whegrei nfr&n@nqlq(paf)ge QI))]/{g,rhndpl’l me factors of a public nodulus, and v is

derived from pv nod g%l.” 27. The cryptosystem private key recoveré devi ce
f

of cl ai m 26 4 dyraaleslatgonpetiv engper2bomwiiP saidipsedeatonend porfiguradtocesplatead i on

with s r configured to calculate kP fromkP (p-1) nod e=1;
a kq cgﬁl%rﬂl ?qu"ﬁ(eé@ﬁ?/e cooperation with said processor and configured to

cal cul ag% quheferQI‘Eb &atchfipAyatdREy RTdverpaevivher @iith 24 fusthar invekinpub| i ¢
exponent. 25 28 he crypt osystem private key recovery device of claim 27

furt herprc\@tqifqysqaragnet@r agferelpicion assembling temrivatekep paraateiass (M H, sai vt

pr SETo] ! gsgo%ﬂ a?c%l;}tgdgﬁhcm ate dP fromdp=[l+(p-1)(e-lcp)]u nod 2b;
g cafcula in ac ive cooperatl on with said processor and configured to

cal cul axé dQThefdrypr@Qteﬁﬂ P Gertd k€ erelo 6y devieofZhiman thrBRr vhapitsiig &nid setan
i nteger such that is less than 2b and q is less than 2b, and ue nod 2b

=1. 29. ofmﬁ@a@rlwm@meéﬁ%fme@dwéhke@ramé@m@r 4 -devhersinor ard GRmSEs ur t her
COMPY | S forchl LS Sk SoARATRS O ASRETRLAT,Y Ahggsgemdl ing the private

key par ers om sai d store al cul ated val ues. 35
30. Th eQ7c Iy prtesy pitespsien pavae keyreceeny deycaeidldm 2 fuethat afnrﬂﬁmﬁng t her
co rising: a dP c]z}ltcul ator in active ﬁoo peration wth sal sor and

| gur ed tbkcalclifee s aopRtRL it CHA DTS Iep P Eonfigiged b calculiie k,
from k, (p-1) mod e=1;

a k, calculator in active cooperation with said processor and configured to calculate k,
from k, (g-1) mod e=1; and
wherein e is a given public exponent.
25 28.  The cryptosystem private key recovery device of claim 27 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)Ju mod 2°;
a d, calculator in active cooperation with said processor and configured to calculate d,
from d =[1+(g-1)(e-k,)Ju mod 2°; and
30 wherein b is an integer such that p is less than 2° and q is less than 2°, and ue mod 2°
=1.
29.  The cryptosystem private key recovery device of claim 28 further comprising a
private key parameter assembler for asserrfbling the private key parameters {p ,q ,d, .,d, , v}
from said stored and calculated values.
35 30. The cryptosystem private key recovery device of claim 27 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,

from d=[1+(p-1)(e-k,)]/e; and

16



16 WO 02/11360 PCT/ US01/ 23676 5 a dq cal culator in active cooperation with
sai d processor and configured to calculate dqgq fromdq [1+(g-1)(e-kq)]/e.
31. The ov@prosyst em private key recovery devi ce of cl ai nPGDUSUra3bmY
conprising a private key paraneter assenbler for assenbling the private
key parameters {p q dP dg , V fromsaid stored and cal cul ated val ues. 10
32. The cryptosystem private key recovery device of claim1 further

conpri si ng gad ¢aksulatorgh apiivoepoperégn ith satd perosswe pndeenfigpradie cplsplateeders {p
g} whereln . iven prinme factors of a public nodulus. 33. The
crypt osfg‘!ér{’élm[g%o@{%kﬁé’% recovery device of claim32 further conprising: a

kP cal cail. at orheiciyp6syisiedn fRONEkE tebovery Hdvicadfdl ArO3RRiSHEr eorthroRfd gured to
calculate 1, 15 fromk (p-1) nod e=1l; a kq calculator in active
cooper a¥1V8ie ey tparagRater gsporiiesior aswpabinhibe piivelg key rammetarad{ e A6 -df rvim kq

(0-1) gy €5k st Gi &N ReEyiifes? 91 VEN public exponent. 34. The
cryptosystem private key recovery device of claim 33 further conprising a v

20 10al c3d. at dFheicyEodyisieen pohapeket icosveny ddvicadfatlgnorfsther canghistgndaidiseted t o

calculate v frompv nod q=1. 35. The cryptosystem private key recovery

devi ce BPU¥pgKRY BArametarh delined iy the pargmetsisyp -6 AMdgTeat Bang g agcgiygreprime

cooperafta'&tg O\Pja%ta? @hg)dgfugcessor and configured to calculate dP from
eI

dP=[ 1+(p- b; 25 a dg calculator in active cooperation with
sai d prijcesslir cayyoystein privae keyrecatecudatie aplaifr Fhiudhe] donfmising e- kq) ] u nod

2b; and wherein b js an integer such that p is less than 2b an IS less
Chan 2b, " and InaiBlnR v eRRoDRET b e PEERE A S BeE P SElS Bl devi co
of 16l aifmﬁﬁi{%,u[)trhggeggnpri sing a private key parameter assenbler for
assenbl i ng e private key paraneters {p q dP dq , v} 30 fromsaid stored

and cal cul atady celablaéy.in 3qtiveltveperijpt with said prqpesspated k@figuerido ealguldli,ce of

claim34 furfher conprising: a dP calculator in active cooperation with
sai d p%ﬁ%gﬂs@ﬂa{[ﬂa&%iﬁ ured to calculate dP fromdP=[1+(p-1)(e-kP)]/e;

and a dq calweréthefis b BivRatpubEc &gRRgftati on with said processor and
configured to calculate dg 35 fromdo [1+(qg-1)(e-kqg)]/e. 17 WO 02/11360
PCT/ USGH 238h cryptosystem private key recovery device of claim 33 further comprising a v
20 calculator in active cooperation with said processor and configured to calculate v from pv
mod g=1.
35.  The cryptosystem private key recovery device of claim 34 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)]u mod 2°;
25 a d, calculator in active cooperation with said processor and configured to calculate d

from d,=[1+(q-1)(e-k,)]u mod 2°; and

q

wherein b is an integer such that p is less than 2° and q is less than 2°, and ue mod 2° =1.
36.  The cryptosystem private key recovery device of claim 35 further comprising a
private key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v}
30  from said stored and calculated values.

37.  The cryptosystem private key recovery device of claim 34 further comprising:

a d, calculator in active cooperation with said processor and configured to calculate d,
from d=[1+(p-1)(e-k,)]/e; and

a d, calculator in active cooperation with said processor and configured to calculate d,

35 from d=[1+(q-1)(e-k)]/e.
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5 38. The cryptosystem private key recovery device of claim37 further

conprising a private key paraneter assenbler for assenbling the private key
par anet engoPpi1ge@P dq , v} fromsaid stored and cal cul at BATWaIWAET6 39. The
cryptosystem private key recovery device of claim1 further conprising said

set 5 Oof3gdr i ViR riiRYs yRRAPEY£E &%%%@%ﬁd&»@&%@ﬁf %&tﬁé&&?ﬁ% a V)

wherein v is derived frompv 1 g=1, and seed is a value derived from

a r anddmivaigriss pagjereteraaseamblagior Fsemblingihe pyigate dep Phspateterk &y .9r.dcdyetly devi ce
of cl aif% 39 .f utrot hdsrn CONpPL i Si gﬁ:ea p calculator in active cooperation with
sai d proc?%gaégls ot goc |uéeﬁ?e ¥6 cal cul ate p fromsaid seed; and a q

cal cul a89%0r iTheag{pt¥ssEROPEVA k@ﬂre%&e?y 8¢k ¢F QG BSE AfrthaNEbrBMikingdaiesbt t O
calculate g 15 fromsaid seed. 41. The cryptosystem private key recovery
devi ce Wfrigptaikay paramefars definediyyrthe pargmetgrsiseedave ohgtadn viihderivef fiom pv

cogper at. | Wi I [ o [ t ulate kP from kP
(pg?) a}rr%%&)@_:lla B&;S%?j 1%3&3@%3%%%% f%@lggtr?ﬁ\ﬁé)ﬁrg%%rgg?ra%%ngﬁ{o\%ﬂ th said processor
and corf0. ghe esptodystéh gutivatetkel GecoRbryfdeoiae loficlatin 39 futitkr esthprisingt wherein e is
a given public exponent. 42. The cryptosystem private key recovery device
of cl ai m 41 ¥RGAHBHOEBIASHIVE PoRPerafion vithayaid prasessor apdgonfigered Buidsadie 8n wit h
sai d prfp&]g%gg and, eonfigured to calculate dP from dP=[ 1+(p-1)(e-kp)]u nod
2b; 25 a dq calcufator in active cooperation with said processor and

confi gured tag cAdudatbaireactige chopemtic ={ithisagl drp¢@sdpndiwonfigu2d fo cahailatbigrei n b
i's an iinteger such that p is less than 2b and q is | ess than 2b, and ue nod
ob 121, from3aigReeder ypt osyst em private key recovery device of claim 42

furtheryico IS i : ling the
b vat o ey okttt bRl BRI oA R o ol cal at e

val ues. 44. alfealcoippiros pstivwmoppéragdrewkle yaid pomessoy atkvordgucdd te calcntalk,
further cogp{])i jz)i ng' a dP calculator in active cooperation with said
pr oces<E™ n® PIAP? GTthed to calculate dP from dP=[1+(p-1)(e-k )]/e: and a

dqg cal cul at Cafkqicﬂlcaﬁtdr\{@ aSPRRYOAGEh With Qai&%ir&e@io?ﬁﬁ&wﬁfﬂ@l 6 eftigred to
calculate dq '35 fromdqg=[1+(q-1)(e-1cq)]/e. 18 WO 02/ 11360 PCT/ US01/'23676

5 29, Tren by @ptlosydeehapdi vate key recovery device of claim44 further

i si i.vate k t bl f bl i th ivate k
ggg;r:;lepg ?rgpeéélél%lsgag}eéé\r}%%{)ﬁ‘ggxp%ﬁer%sse er for assenbling the private key

42.  The cryptosystem private key recovery device of claim 41 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d =[1+(p-1)(e-k,)Tu mod 2°;
25 a d, calculator in active cooperation with said processor and configured to calculate d,
from d,;=[1+(g-1)(e-k,)Ju mod 2°; and
wherein b is an integer such that p is less than 2° and q is less than 2° and ue mod 2° =1.
43.  The cryptosystem private key recovery device of claim 42 further comprising a
private key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v}
30  from said stored and calculated values.
44.  The cryptosystem private key recovery device of claim 41 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d =[1+(p-1)(e-k,)1/e; and
a d, calculator in active cooperation with said processor and configured to calculate d,

35  from dq=[1+(q—1)(e-kq)]/e.
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fromsaid stored and cal cul ated val ues. 46. The cryptosystem private key
recovery device of claim1 further conprising said set of private key
par amet emg0odriisped by the paraneters { seed, } wherein seRPdI/US01Z3¢#E ue
derived 10 from a random nunber generator. 47. The crypt osystem private

Koy 5t eaver yndewl s ALt hal N 08 LUNIBPh SN ol cRbaMALeT 0

active cooper at | rocess

sai d seefiatedeyl parandal assérﬁlﬂarfot Essamb]m@the(mpetre&by(parametdﬂs mgqidpﬁgce};sor and
capabl e of cal cul ating 15 fromsaid seed. 48. The cryptosystem private
key redimesiid é@&?‘%@‘%‘fﬂlﬂl“’é?@ﬁ%‘?esfurther conprising: a kp calculator in

active mgf‘tf'%tdﬁﬂow&éﬁl gﬁ{éag LPRESREY dARE SOMihPH fffhet 90rﬁ it @f@sdtP  Trom

kp (p-1 Fator in active cooperation sal d processor

and cordflpgluatedkeyq»ammemarh defindddy tB@pérammekxq{s(sqd 1 whexih wsd;ts anduslereidn e i s
public exponent. 49. The cryptosystem private key recovery device

of glé)l ai H@Sr?ﬂﬂoﬁrhg mE?frgﬁPF@Foﬁg av calculator in active cooperation with

sai d procegsefy Pﬁﬁgs BJ VANRY Ry |cféWc§To?clén£'21@%1@P{el cBRGrising: 25 50. The
cryptosystem privat ey recovery device of claim49 further conprising: a

dP cal cul at carp caicdattor eaative pesrstition with faidpiodessoarasepable nficadondtingur ed t o
cal cul 3; eﬁjo ﬁcijp [1+(p-1)(e-1kP)]Ju nod 2b; a dg calculator in active
cooper f(?IBﬁalgms? '88Yd processor and configured to calculate dq from do

[I+(g-1) (e- Iacaéellmar@@lnz&uvaesop%&tm(mm $hidpioSesddr dnd@PSHle sBedclkalg P 1S
less than 2b and q is less than 2b, and ue nobd 2b =1. 51. The cryptosystem

prilat efrdmyaldé@@/ery device of claim50 further conprising a private key
par anet

dP dq ,
vi fro sai Ctr%l?e%@*geﬁ%lg%‘? u‘fS;ae %\;egnglé&éée g@alblr%eﬁgﬂrhglp Otn? r%%[{e’% gri \?atg

key recover ya ldevico@utéfinab@idBobPerhtit Wah seidR6desion@nd B&fﬁguﬁdﬂ wabrulaadlgr in
active cooi)eratl on with said processor and configured to calculate dp from
<

dp=[ 1+(fprm X¢ @-kPppde=land a dq cal cul ator in active cooperation with said

ggf‘ﬁgggr Pg%dl@%g%}?g@g%@% GRbEH; A it 9aid ST RP ahd EdlighhdFrolGRUASK, 19 VWO
20 fromk, (q-1) mod e=1; and
wherein e is a given public exponent.
49.  The cryptosystem private key recovery device of claim 48 further comprising a v
calculator in active cooperation with said processor and configured to calculate v from pv
mod g=1.
25 50.  The cryptosystem private key recovery device of claim 49 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)Ju mod 2°;
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(q-1)(e-k,)]u mod 2°; and
30  wherein b is an integer such that p is less than 2° and q is less than 2°, and ue mod 2° =1.
51.  The cryptosystem private key recovery device of claim 50 further comprising a
private key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v}
from said stored and calculated values.
52. The cryptosystem private key recovery device of claim 49 further comprising:
35 a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)]/e; and
a d, calculator in active cooperation with said processor and configured to calculate d,

from d=[1+(q-1)(e-kp]/e.
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53. The cryptosystem private key recovery device of claim52 further
conprising a private key paraneter assenbler for assenbling the private
key parameoersi3ppp q dp dqg , v fromsaid stored and cal cuber/®@donvabises. 54.
A cryptosystem private key recovery device, conprising in conbination: 10
a processor; a nonvolatile nenory space operatively coupled to said
processor; and a set of private key paraneters stored in said nonvol atile
nmenory $pacelladyptbéisien pgvatd kesresdarpdevispalicaaitthdhfurther damprispeg anet er set

oo e B S e  e STRR 00 ar S b SRl o B o co
of cl ai%rﬁ%aiﬁ‘éf&r&?%nc?&% %E%Mm)ééai d set of private key paraneters defined

by the paraneters {p, q, erein p and q are given prinme factors of a
publ i ¢ Sodul Aisrypkosysteoheprivadkefy rernvkypdeljoege dprising i@combaradior: i s a gi ven
public exponent. 56. The cryptosystem private key recovery device of claim
55 Ourther COMPFFEPhg a n 20 cal culator in active cooperation with said

processor angRefakienedotyospaed @p&@%gﬂc&lmmt@gﬁa procedsor; HA@ Crypt osystem
private key recovery device of claim5b56 further conprising a d cal cul ator

in active cobpéphpiivaie it prramstarspiasediswid sonyoladie ngupwdPaes awl Wilizirge d

fS Lgﬂq t g:{s%gérgéel%pég% &-%aﬁ gl‘herrtgﬂ p%.tgaﬁgt%mslgéf ni[, gé tgr?&l F%)%ic%ﬁgbgélt% Bg@Bufl‘?ﬁ%&ﬁ] i nt eger

Cr ypt ossf¢ieeyPihby Sletmik@ialpac@yedred/iqgse of claim 57 further conprising a
private key Fgl;_rarret er assenbler for assenbling the vate key paraneters

| n,15d} ¥ om Bhe dtyptesysicseipayaie keyl ©opwredevies efedainst gﬁﬂh@t Ayt s by
i vat : ce of ' i si _cal cul at
L et RISl ST oy ShE b Mafich (1 0K | SEHERED BIgRY gRuLpruEg Bl B O

from 3fimsfatichPofl) peblit)mhddnlusbR is ddrved fippt KPYH(ED) |od vat enkeyis b gdeuer y
device of claim59 further conprising a private key paraneter assenbler

for asS®®HFERBPNCRe private key parameters In, d} fromsaid stored and
cal cul d ' . : | ge of
?f? : uv’ﬁlhegér??%tg%tenq- Pﬁ\é&% %%; QeI H%:\g%é[ YA Sk Sy r BECU RN iSHEVA £

claim rt ristn a dp ta ator I n active cooperation with
sai2d proabessorinaotveanpegtioe dithaaidaireedsstrend ponfiguoed Wratulaben {pail)=pgand a

do cal ) o oo 5L Ve, SSORSTSLLON W L sold, meocenser and cont [ gured (o
calculator in active cooperation with said processor and configured to calculate d from
d=[1+(p-1)(g-1)]t mod 2%, wherein te mod 2%=1 and b is an integer such that p is less than 2°
and q is less than 2". |

25 58 The cryptosystem private key recovery device of claim 57 further comprising a
private key parameter assembler for assembling the private key parameters {n, d} from said
stored and calculated values.

59.  The cryptosystem private key recovery device of claim 56 further comprising a d
calculator in active cooperation with said processor and configured to calculate d from

30 d=[1+(p-1)(g-1)]/e.

60. The cryptosystem private keil recovery device of claim 59 further comprising a
private key parameter assembler for assembling the private key parameters {n, d} from said
stored and calculated values.

61.  The cryptosystem private key recovery device of claim 57 further comprising:

35 a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=d mod (p-1); and

a d, calculator in active cooperation with said processor and configured to calculate d,

from d;=d mod (q-1).
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5 62. The cryptosystem private key recovery device of claim®6l further
conprising a v calculator in active cooperation with said processor and
configuredovpviced cul ate v frompv nod gq=1. 63. The cryptPEe)IS@M3pTs vat e
key recovery device of claim62 further conprising a 10 private key
par gnet er assenbl er for assenbling the private key paraneters {p q d, dq ,
v} “fromsaid stored and cal cul ated val ues. 64. The cryptosystem private
key rec@er yTigestyp@sptent bavate by fecovdre deviospl dlainmnGt flmthdpcmﬂ)mxinh@a or in
active c eration with said processor and confj alculate dp from
dp=d nod qugat@)m 25HYP AeoPEraHeD Bl e CRTBfesH i 25 EPRA %E‘Efg el Bohbsal o
processgpqgog configured to calculate dg fromdg=d m)d (g-1). 65. The
cryptosystem private key recovery device of claim®64 further conprising a v
cal cul addor |Theamrypmsystnmopﬂva¢ keynreabtdry sevide mﬁdmﬁs@bﬁlrmadccunprﬁm@a ed to
ulate v from 20 66. .. Th

|
oV el ke e a e R Dlefon RrerRlnG e i ey Rag e (B e sk o

for assgshlshiadid bR dylifekeMuar aneters {p q dp dq , v} fromsaid stored
and cal cul ated values. 67. A nmethod for recovering a private key,

conpri sthhg i Theapbionstdnoprivate key faegvesy ﬂvﬁteommnp@ﬁ Brheeempnsizg: menor y
space; 25 utiliz ess stora ace. for, said ke ers than
The ul i - par i utin S it gl b e ot bd Bt B HE R fna

ef fici Eﬂil&yldtg ﬂloatq 1¥apgnel parameter set {p, q}. 68 A et hod for
recovering pr|va e key, conprising in conbination: storing private key

parlaneters i md@WM@Iyn gplaeecooperation Mithisaig drecsssos and agffigpette calsolatndd
privat ef(l)< ragﬁ s than the full parameter set 1In, d}; and providing
better CoO elta Al ef fici ency than the mniml paraneter set {p, q}. 35

21 65.  The cryptosystem private key recovery device of claim 64 further comprising a v
calculator in active cooperation with said processor and configured to calculate v from pv
mod g=1.

20 66.  The cryptosystem private key recovery device of claim 65 further comprising a
private key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v}
from said stored and calculated values.

67. A method for recovering a private key, comprising in combination:
storing private key parameters in a memory space;

25 utilizing less storage space for said private key parameters than the full parameter set
{r.q.d,.d,,v}; and

providing better computational efficiency than the minimal parameter set {p, q}.
68. A method for recovering a private key, comprising in combination:
storing private key parameters in a memory space;

30 utilizing less storage space for said private key parameters than the full parameter set

{n, d}; and

providing better computational efficiency than the minimal parameter set {p, q}.

35
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