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When performing such transactions on line consumers are concerned
25 about the privacy and security of their information. In particular the use
of shared computers by a number of different users at the same location
increases these concerns as confidential information is on display in open

application windows for other users to view,.

30 When a number of users share the same computer it is possible that a
user may not log off or shut down thelr application correctly and leave
sensitive, confidential or personal information on display in open
aﬁplication windows for a subsequent user to view. The information
contained in the open application windows could be used by another user to

35 gain unauthorized access to another persons’ bank accounts, share-dealing
accounts or credit card details. This is a particular problem for network
applications accessing confidential information on-line. The security

concerns can mostly be mitigated by explicit ses‘sion management .

40 Hypertext Transfer Protocol - HTTP, which defines the ways in which
network applications interact with network sexvers; performs session

management. HTTP is a ‘request-reply’ protocol in which the client sends a
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user gaining access to a variety of different applications that a user may
25 be logged omn to, but session management does not provide management of
windows and consequently an unauthorized user will be able to view any

confidential information on display in an open application window.

Where an explicit log off has not occurred in the application window
3¢ there are a number of design implications that can be considered when
deéigning the user interface with regards to the management of windows.
Broadly these fall intc the following categories which are; not launching
any further application windows, only launching a single application
window at a giﬁén time in an application window that exhibits modal
35 behavior, or closing the application’s home page window by using the
application’s File - Exit route or an operating system provided function

such as the ‘X’ icon or task manager.

One method of providing the management of windows in an application
40 is to use an interpreted client side programming language to provide the
required functionality. Using an interpreted client side programming

language such as JavaScript, the management of windows is limited to



| anguage such as JavaScript, the managenent of windows is limted to WO
03/ 069465 PCT/ GB03/00549 3 creating new application windows with defined
properti esomB/obmbyht, wi dth, color and style. A client siPda/gBoagozmMT Ng
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speci fied JavaScript code or function on the occurrence of an onFocus O

generated event. The onFacus, event occy 30 _or form
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cl osed | eaving the nodal application wi ndow open. 40 The repeated calling

of the self. fOCL%heCBLngﬁg%f”kuEQtf%ncBﬁlﬂie parent window enables the selection of
25 the parent application window and captures the event generated by the
onFocus () function. The onFocus ()function carries out a check to determine
whether the launched application window exists. The onFocus event handler
executes the specified JavaScript code or function on the occurrence of an
onFocus () generated event. The onFocus event occurs when a window, frame
30 or form element is given focus by the user. The onFocus () function works
in the Intermet Explorer® browser and the Netscape 4.xx® browser, the

Macintosh ® and the LINUX® platforms.

A disadvantage of this function is the inability to minimize the
35 modal window in the Microsoft Windows® operating system. The function can
be fatal in the Netscape 6% browser. When the close button on the parent
application window is selected and the modal application window is open

the parent window is closed leaving the modal application window open.

40 The repeated calling of the self.focus()function in a child
application window, allows a timer to start when a document is loaded into

the application window. The timer rapidly and repeatedly calls the



application window, allows a timer to start when a docunment is |oaded into
the application wndow. The tinmer rapidly and repeatedly calls the WO
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accordance with the present invention there is now provided a nethod for
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applications support different levels of HTML and the amcunt of JavaScript
functionality that an application can support depends on the interpreter

in the application.

25 Another method of closing opened application windows is by a system
provided function such as the ‘X’ icpn on the application task bar, the
task manager or by the use of the File/Exit on the menu bar. Although this
closes the opened application window it provides nc automation of the
close action of any network or non-network application window launched

30 froﬁ within the initial application window and relies on the user to

perform the action.
Disclosure of the invention

35 In accordance with the present invention there is now provided a
method for effecting the closure of an application window in response to
an event associated with its parent application window comprising the step
of, polling on an indicator associated with the parent of the application
window and in the absence of said indicator accessing a system provided

40 function causing the closure of the application window. The present
invention provides for the automatic closure of a child application window

in response to an event associated with the paremt of the application



wi ndow and in the absence of said indicator accessing a system provi ded 40
function causing the closure of the application wi ndow. The present

i nventi orwproawedes for the automatic closure of a child appricEBioosdow ndow
in response to an event associated with the parent of the application WO
03/ 069465 PCT/ GB03/ 00549 5 wi ndow. The present invention closes the child
application wi ndow when the parent application w ndow no | onger exists.
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the program code relne fects._t e of ;an.appld gation
wi ndow i n PeSPHHE 83 “[“68 ‘i 8% R ??lnoél | neq‘? %n%%?éntﬁoa 1 i cation

wi ndow. 30 nAEEQﬁ‘télin‘@ PotH-dehe¥ &hasﬁi@&ﬁcﬁlof‘h%eﬁ‘i“’e?élﬁ?mi n\‘?g‘ﬁtaﬁPB?‘llPaF:ﬁ%?e is
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system conprising peans. f.or RALLLNG QVeaN bPHGH A nGSSRCLALRT ¥ chet he
indicator of the parent of the application window. Preferably the method

provides for an application window to-operate in a network environment.

25 According to a second aspect of the present invention, a computer
program product comprising computer program code stored on a computer
readable storage medium, when executed on a computer, the program code
embodied therein effects the closure of an application window in response
to an event occurring in the parent of the application window.

30

According to a third aspect of the present invention, there is
provided a system for effecting the closure of an application windows in .
response to an event associated with its parent application window, the
' system compriéiﬁg means for polling on an indicator associated with the

35 parent of the application window and in the absence of said indicator
accessing a system provided function thereby causing the closure of the

application window.

Preferably the system provides means for polling on said indicator
40 of the parent of the application window for the existence of said
indicator to determine whether the application window is not to be closed.

Preferably the system provides means for detecting the occurrence of an



35 parent of the application window and in the absence of said indicator
accessing a system provided function thereby causing the closure of the
appl i cat iwo osgiosdesv. Preferably the system provi des neans fPer/grIBlodsag on
said indicator 40 of the parent of the application wi ndow for the

exi stence of said indicator to determ ne whether the application w ndow is
not to be closed. Preferably the system provides neans for detecting the
occurrence of an WO 03/ 069465 PCT/ GB03/ 00549 6 event, wherein the event is
navi gat i ngetedta wesoin e ottestdis ohvidreinapl B CRSPBYCSS cBbRAideopreRe.
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exist throughout the user’s session and the data is not lost. The present
invention therefore does not need to keep a list of what application

25 windows are open and what event handlers are in use at any given time.

The present invention further provides an advantage in that the
described method, computer program product and system operates across a
variety of different applications and is not application specific.
30

Brief description of the drawings

The invention will now be described by way of example only, with
reference to the accompanying drawings, in which:
35 '
Fig 1 illustrates a portal environment as accessed in a network or

non-network environment asg found in the prior art;

Fig 2 illustrates multiple applications in a portal environment as

40 found in the prior art;

Fig 3 shows a flow diagram illustrating the application window

closing method of the present invention;



35 Fig 1 illustrates a portal environnment as accessed in a network or

non- network environnment as found in the prior art; Fig 2 illustrates

mul ti pl e wppBioewbs ons in a portal environment as 40 found@CrrGROB®OFPI OF

art; Fig 3 shows a flow diagramillustratimng the application w ndow

cl osing nethod of the present invention; W 03/069465 PCT/ GB03/00549 7 Fig
4 illustrates the relationship between nmultiple application w ndows as
descri bed by the present invention. Detail ed description of the invention

5 Referring to fiig 41jllasporteal thenvelarinesitiplbetycer J8e8iDye aPHECRBIR

appl i cat i on,;249¥& M saadet- VWK b3, t1E0ptaans snvehtiaal.i ty of hypertext links to
ot her services 4 for exanple banking 5, insurance 6, investnent 7, |oans

8, pensions 10 and savings 11. 10 Clicking on the service's hypertext |ink
can agcess %M%%E%%—%Mends a request nessage 13 through
the network 3 to the network server 15 containing the URL Z?Of cwork
the-required resHfrEEnITh? fifet o PkPIERY e 15150, sl'uﬁcfﬁséc‘eéa *hRale "6f "t he
request ed regoucaoh2? avdr kb nkheoied worktsiomy erpliBakidadst Buerr e FiTké to
contents i ndekeply-ioEssage- bandiler paghint e, agiuehke 3,t Ondtdsenapplri catanen 2.
The requestged resource, %ﬁdis%v#é’sa%d into an application wi ndow in the
portal envi r'ofnent f., plurality of services can be accessed and | oaded
into*3 plurality 20 of launched application wi ndows whil st retaining
access to the poftizkitmer thragervire! hevPatti<al Liafpfit ACFVF Wi FRIGWSS 4+ The
Referring tahigaridn ddideraneteghbasikimagsdge arcessed by seteotd aged hke " sign
ﬁn' hypertgﬁl@twkh@lgewexf lrlgr@{r&giw{gegmtwgawb.@mﬁegé%ﬁee@fmysb@r@ E@gtal
onme page : new appl.ication wi_ndow i s nche i e
toget her wit¥r"PHE 558¢ lglwh%“’r?é“ﬁa‘é% tg‘i."aéo%ﬁ?‘??d‘e’%n?tﬁ“aﬂ T %?%‘a%e%ﬁl‘%é requir ed
t o beé5i nputtienketudrs PET it FHRES PREF FRF| BIN8s IS5 RS itdehtiPyY tHESHEer*t 0
t he appl i catirengh Greenarwbolg-30nohds spricessian by Tenpiateededh reevong 12 is

appl i cati om sRdoM t33ad Spbaitaened widispliaytRgpérdal Sénkonpidtons, pertai ni ng
30 to the manage accounts w ndow, as a selection of hypertext |links 26. To

manage a current account, the current account 26 h%gﬁertg%% dink i it
sel ected-and a thiFdapsyi Carrbi SHentBvP2429°8SF4uABh T2 BUr PR A B%ﬁaoﬁsy
20 of launched application windows whilst retaining access to the portal home

page in the initial application window.

Referring to fig. 2, Internet banking is accessed by selecting the

‘sign on’ hypertext link 20 from the Internet banking section of the

25 portal home page 21. A new application window 22 is launched and displayed
together with the portal homepage 21. Confidential information is required
to be input into the application’s form fields 25 to identify the user to
the application. Once a log-on has succeésfﬁliy completed a second
application window 23 is launched, displaying a list of options pertaining

30 to the manage accounts window, as a selection of hypertext links 26. To
manage a current account, the current account 26 hypertext link is
selected and a third application window 24 is launched. Further options
are displayed in the newly launched application window. In the example of
fig. 2, by way of an example only, a total of four nested application

35 windows are open on the computer screen. Each application window is

dependent on the application window that it wag launched from.

The present invention is equally applicable to both network
environments and non-network environments, where the required information
40 is contained on a server located on a network or stored on a user’s

computer disgk storage system and accessed off-lipe.



are displayed in the newly | aunched application wi ndow. in the exanple of
fig. 2, by way' of an exanple only, a total of four nested application 35
wi ndows awe pexdedn t he conputer screen. Each applicati on PETrGE»ms/00s9
dependent on the application window that it was |aunched from The present
invention is equally applicable to both network environments and

non- networ k envi ronnments, where the required infornation 40 i s contai ned
on a server |ocated on a network or stored on a user's conputer disk
storage system arefeactessed wf £idi ne. tAADPOB/06B4E5PRETAGE0BLO0549S 8

Referring nowrlQedig, &spwﬁn@%ﬁ@hlyp&r@xpagakama b€ e&wmeslmnmeﬂ 31,
di spl ayl ng_L1e. QYRST LEX ook LI Snl Q. ALOSY. S Hcen Wet il LeppUl Siide of the

port al envi FORTENt ari a Instantiated in the

| aunched pottsErhihEfatie the H@BRFIEE? P%tcfép%?ﬂfé’ﬁ?e 8’18?5??1 Féatt SPWMITEOW i s

| aunclied 33afypyisetient ihgloa typevtaetl 33 Mk felontitsea BEerwxthéiepagem TheThe
<body> tag pdchiendiephgage in a launched application w ndow contains an
onLoad() function. The onLoad() function calls an initial 10 functlon The
initial function carries out a check to ascertajn if fhe g g curre
| oaded into the TDIPER 572 4PpEr% At WBTEBW T Bt AP REh *PY a1 AbT e AT d f or
exanpl e ' Keep@péns B4onkdadf hgunalidnal THeungkdasti) rieraries aaVe?I ge igfitisly se’
35, tike ini bh@ciodb thynGlik 041 ¢essasnchackengpushetdesk ttheassaiiahl arexiest s
for mseconds @ur JQ@&; ﬁL&QAAﬁnwrthLhgppti%gatonap?ak&@ct LOadO D8 gk reshed

by a user or ~another application tér mseconds the initial function

resumes itsv¥Hebk® &?mfﬁefpﬁoexaﬁ%%qﬁﬁpoﬁ?ﬁrl%l e 37. If the initial function
finds that the ' KeepOpen' variabl'e exists, the initial function returns a
value of true 38zf Hhe idinkii alunfinat Lmragwpsramw@ki nG.1kbe 3@Xxi steenseciafi t he

variahl e f0£u%?1830%99§s %ﬁe@ﬁ@lgewhe@f@lecc%dérahegsla @kigt@ fémctsg%dgewres

its check on I nit function contlnues

t hrough t hi S5y 6LESS E‘Pﬁ H“e {47855 @RI E Ol B rFéﬁfF—ﬁg Y GaltiE 8F ' fal se'
35. The i ni thghef areliertiopauses checking on the ' KeepOpen' variable for m
seconds 36 to allow for the parent application being refreshed. After m
seconds the inithal,, 30 JMBEES QR TESUIBS £l S ek R Lihe cﬂégﬁpgaowe

variggle. 11 the Keeppen, varjaple, does, not &xlst,thena valu

variable exists, the initial function returns a value of true 38. The

‘KéepOpen’

initial function stops checking the existence of the variable for n
seconds 39. After n seconds the initial function resumes its check on the
‘KeepOpen’ variable,

25

The initial function continues through this process until the

initial function returns a value of ‘false’ 35. The initial function
bauses checking on the ‘KeepOpen’ variable for m seconds 36 to allow for
the parent application being refreshed. After m seconds the initial

30 function resumes its check on the ‘KeepOpen’ variable. If the ‘KeepOpen’
variable does not exist then a value of ‘false’ is returned 41 and the

child window is closed 42.

The present invention allows for the inherent problems of netwark
35 page delivery latency when an application is reloading or refreshing data
within its window. The present invention provides a method for polling on
the existence of an indicator to determine the indicators existence. If it
does not exist, the method pauses for m seconds before checking the
existence of the variable. This process allows for the data within the
40 application window to be refreshed without closgsing any dependent
application windows. This achieves a further advantage of not destroying

the data structure of the application’s window that is being refreshed,



child window is closed 42. The present invention allows for the inherent
probl enms of network 35 page delivery |atency when an application is-

r el oadi ngworospefsseshi ng data within its wi ndow. The pres@at/GBuBaM4dON
provi des a nmethod for polling on the existence of an indicator to
determ ne the indicators existence. If it does not exist, the nethod
pauses for m seconds before checking the existence of the variable. This

process allows for th ,d,atajh 'tEi n the 40 a péication wi. ndow to tgjg
Pefreshed WRTHGHL B8} g ahy ABPEhdERE=™ SPp| 164t 0" W RISV THFS Weffeves
a further agksRirRgehef PYREENH s PBYioRgthetséotratassirictagdetofcephe 1ist of
appl i cat i onWisaowappiowat hat wisddoei o beét eshethat\Wsrhd/ Ro6debs Red/ B34 0549

9 unlike a txaditional.desktop systemthe flags exist throughout the users
sessi@n. The present invention therefore does not need to keep a |ist of
what application wi ndows are open and what event handlers are in use at

any given time. BeTRETery PAY Howt¥ o 4 PH.the BfeseRe ivestiivr. i nwentdldhy of
plurality o#pplappticaticiowi quors leanciel Faunehedof &omrnkl knkiforpent alzach
envi r onment apfaaelc i APPLALA 1 HBPERAQW d:S HERSRILH 160 dhhe APRLE cathongt hat
it was launghed from 10 Wen closing the finance application w ndow 51 by
navigating to a resource outside of the portal environnment or clicking on
a close button, the personal bank account,. application w ndow 52 and the
current account Wegmpkiesnyorent tbowe5&piiititipe clndsedl Fheastigaeny aceaount
appl i cat i oncddpuntadavs b bs WhePSnARDt e:0 rbkiRnpes:S QNakkiRgNkn ACERIAL button,
appl i cat i Nyl BUOYnZ: pankNEcdEhS AR DANKA ARGRNNG,ARR! LEaLl00 W NdoW, 02 1S
dependent on tl.e f1nance aEiopI ILcation w ndow 51. éac W ndow I's’ dependent
on the wi ndSFTRAT% A8E PPalihthdd F16ifas the 68F AFomE PRPt et H#ibendent
wi ndow. EacHndPyuTic he dlepppiertart direwbsrdonst dkek asgowtte applisabiora wpadent2 and
child, but 20 patsonafl wankusddoent applicatiborinisdey is depanehedd Lo W t hi n

the parent rappbiGabh ocwbndawsdhenel g ¢10ah1 1048, &hihd o%pagé %@ﬁ%&ﬁt at
wi ndow. \Wep cl osf N he .current eaggo,unt asppl i cation w ndow 43, only tﬁe

{
Feat Fon' W ndbw 53 WIS ¢PoEE SERSFRRT ¢180R% Rth exi st

current account. appircation W ndow
25 in this SXRAPTE BPHEFEHFe ¥ hddies WadHscFolsi Af a meryor ead chohd page
wi ndéWv 50, ¢fie £f rafivecl@ppinctaticon winddew 5 lawtdned peoaonathihamée peeaUNt S
appl i cat i onapat DEIN 08 2widid8w th@refore creating a child application window.

When closing the current account application window 43, only the
current account application window 53 will close, as there does not exist
25 in this example a dependent window.

When closing the portal home page window 50, the finance application
window 51, the personal bank accounts application window 52 and the

current account application window 53 will close.
30



current account application wi ndow 53 will close. 30 WO 03/ 069465

PCT/ GB03/ 00549 10 CLAIMS 1. A nethod for effecting the closure of an

appl i cat iwo osiopdesv i N response to an event associ ated w PRTIGEB)3oaF4ent
application window, the 5 nethod conprisilag the step of: polling an

i ndi cator associated with the parent of the application w ndow and in the
absence of said indicator accessing a system provided function causing the
cl osure of the application w ndow. 10 2. AE hod as clained in claiml,
further conprising the step of:' polling o said indicator associated with
the parent of the application window for the existence of said indicator
to determ ne. whathehot hvrapfickcciig ohe wilodow o$ aobppicheiql osathw 16 3. A
net hod as claigmde ity chalvihe, aWbeiekd Pkl wsgpgier&a%p@ﬂiegimat Qnadyir trher
conprisses the .step mofr'.sglomditlé)rsltn Jhe status of said indicator associated
with the parent  of E,’t i a?p,p jca? on window. 20 4. A nethod as clained in
clai m 3, wher ei NP AINVhiIESIRRGT FESPHEA LS t s T PEEEY PhdirCatRR 167t e
parent of twesdepphiddni O whsrdow ¢ ewidesdidagpridmgepaiment afstbherovided

appl i cati onswidrdeny d-0shey Lef reshed wetdiRubppidestiykngohe data within the
application window 25 S. A nethod as clainmed in claim1, wherein said
eventloi S navi gati n‘gﬁ?ﬁqo a resource outside of the application's .

envi ronment?- 6. A AY P Sa €1 EMSF et ST ai THEEPSTuTeT R 1 18 e ap i 85t i on

wi ndow oper at esPéhiizgnet weik iedidatonmerseciB8@d7vith pey rederds of | Hiened in
claim 6, whes®iiRaiwd Qindtal oxappd ikabtdaie WM REONS ndl & toa UL d@dednina net wor k

envi ronnent ., 8. A GRMRPL 8L R L0LAMRT 2dUCt GORPriiSkpg, conmputer program code
stored 35 on a conputer readabl e storage nmedi um which when executed on a

conputer, the program code enbodied therein effects the closure of an
appl i'Cat i on®- wi nBoWtPAS rags ptriged tie ghrievéntvhasse pat Bdowet Ipafif sindaeatrr
appl i cat i onfusdhadown@sisdsatmeadtém oclbaim 1. 40 9. A systemfor effecting the

closure of an appbdiGatiQN b RYOWs LB sJi8SPANSErdP aal-BYeM As50aGjabed i th
its parent ggppzhlec%;l on_w_ndow,. the system conprising

plicatron window

20 4. A method as claimed in claim 3, wherein said monitoring of the
status of said indicator of the parent of the application window provides
for the parent of the application window to be refreshed without
destroying the data within the application window.

25 5. A method as claimed in claim 1, wherein said event is navigating to

a resource outside of the application’s environment.

6. A method as claimed in claim 1, wherein said application window
operates‘in a network environment.

30
7. A method as claimed in claim 6, wherein one or more application

windows are launched in a network environment.

8. A compuﬁef program product comprising computer program code stored
35 on a computer readable storage medium, which_when executed on a computer,

the program code embodied therein effects the closure of an application

window in respomnse to an event associated with its parent application

window as claimed in claim 1.

40 9. A system for effecting the closure of an application windows in
response to an event agsociated with its parent application window, the

system comprising :



WO 03/ 069465 PCT/ GB03/00549 11 neans for polling on an indicator
associated with the parent of the application wi ndow and in the absence of
sai d i ndiwatosemetessi ng a system provided function causiPag/GBed/oei4osur e of
the application window. 5 10. A systemasiglainmed in claim9, wherein the
system further conprises; neans for polling on said indicator associated
with the parent of the application w ndow for the existence of said
indicator to determ ne whether the application window is not to be closed.
10 11. A syst em ¥&0¢| HTRH A9 Tarh BUFRB e PRESAREcR Ve Rt 8 PrRrRgatt fbSt o
a resour ce apwi$¢aid oof witdew sl ix &t oxbsenen\dfr emiveAhdick2or Acsystiem assystem
claimed in glorigad funshieheidhsPed lthage1fsusicd tndliagal Qlaridd whibadwher
conprises: means for nonitoring the status of said indicator of the parent
of the application window._13. A systemas clajnmed in claim112, wherein
sai d Aeans for MAFELTT A§ '20™the st dtits® of "5 T FRYISYSED F4EE5¢i ated with
t he parent asferheesapplication w ndow allows for the parent of the

appl i cation wi nd@ant ofdieps Bfihg SHEdaidvihBotdtcdesddoaying oot c}é tHakand ke

appl i cation i pdow.. 4, HiA%StAD 28 &aLIRL.I O Jad r%ﬁlggcat%ewld@?&ﬂieeﬁeans

for nonitorin 25 the statys of,. said 1ndicator o e parent o

appl i cati oﬁ”h\fngl?ﬁfo&}i? oapﬁzlc%tll%e"&?dfﬁ’ ovi BRSs "8 We&€%¥%br the parent

appl €ation window to be closed wthout closing a required application

wi ndow. 15.11A systsentas acl diateel iin €ladinn 9 wheheire kai S avehtappl rpabh imgwtfdow

30 operat es, kB Ret WHHIEWE FINEBM icalbon A SYsl8ARAs . Cl ai med in claim 15,
wherein one or nore application wndows are | aunched in a network

envi ronnent. 35 , , _
12. A system asg claimed in claim 11, wherein polling of said indicator

15 further comprises:
means for monitoring the status of said indicator of the parent of

the application window.

13. A system as claimed in claim 12, wherein said means for monitoring
20 the status of said indicator associated with the parent of the application
window allows for the parent of the application window to be refreshed

without destroying data within the application window.

14. A system as claimed in claim 12, wherein said means for monitoring
25 the status of. said indicator of the parent of the application window to be
closed, provides a means for the parent application window to be closed

without clesing a required application window.

1s. A system as claimed in claim 9, wherein said application window
30 operates in a network environment.
is. A system as claimed in claim 15, wherein one or more application

windows are launched in a network environment.

35



