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SYSTEMS AND METHODS FOR TWO-FACTOR AUTHENTICATION 

Abstract 

 

Techniques for allowing a first device to access a server are 

disclosed. According to one embodiment, the server receives a 

first authentication factor from the first device and 

authenticates the first authentication factor. The server then 

automatically authenticating a second authentication factor by 

activating recording of a keystroke timing data using the 

first device, which is transmitted to a second device, and 

recording of a keystroke typing data using the second device 

in response to successfully authenticating the first 

authentication factor. The first device is allowed access to 

the server in response to the server receiving a notification 

of a successful authentication of the second authentication 

factor from the second device, wherein the successful 

notification is generated according to a comparison between 

the keystroke timing data and the keystroke typing data by the 

second device. 

 

(FIG. 4)  


