
WATCHDOG TIMER                 2177241 The invention relates to data
processors using watchdog 5 timers. A watchdog timer is a timer which is
continuously running while the data processor (computer) is operating and
which causes a system reset if the timer reaches a predetermined value. In
normal use the primary operating routine of the computer is arranged to
reset the. 10 timer at intervals, so that if the computer is operating
satisfactorily the timer never reaches its predetermined value. However, if
an error should occur which results in the computer executing an endless
sub-loop, the timer is not reset and continues to count to its
predetermined value, at which point the endless loop is exited by the 15
system reset. A known computer system employing a watchdog timer is shown
in Figure 1.  The computer is arranged to execute its primary operating
routine cyclically and to Jump from the primary routine to sub-routines (in
order to perform specific tasks) as necessary. The primary routine 20
contains, at predetermined locations, instructions to reset the watchdog
timer. The positions within the primary routine of these instructions to
reset the watchdog timer are so chosen that in normal operation of the
computer the watchdog timer does not reach its predetermined count (and so
cause a system reset) between any two 25  consecutive instructions to reset
the watchdog timer.  Thus, if an error occurs in a sub-routine (e.g. a
repetitive call to the sub-routine from within itself), the watchdog timer
will not be reset and will reach its predetermined count, so causing a
system reset. Such watchdog timers are well known. However, it is still 30
possible for such a watchdog timer to be "fooled" if, for example, an
endless sub-routine (which should cause the timer to reach its
predetermined count) also contains an instruction to reset the watchdog
timer.  In such a case the watchdog timer is continually reset in the
endless sub-routine, which carries on executing indefinitely. 35
It is an object of this invention to provide a watchdog timer for use in a
data processor wherein the above disadvantage may be overcome, or at least
alleviated.   



-2- In accordance with the invention a data processor including a watchdog
timer comprises: first memory means holding a primary operating routine for
cyclic execution during operation of the data processor, 5               an
address bus for addressing locations in said first memory means, a timer
for continuous operation during operation of the data processor and for
effecting a system reset in response to the timer reaching a predetermined
value, 10               the primary operating routine including at
predetermined locations instructions to reset the timer, whereby in normal
operation of the data processor the timer does not reach the predetermined
value, characterised in that the data processor further includes 15
second memory means for holding the addresses of the locations containing
the instructions to reset the timer, and comparator means coupled to the
address bus and the timer for preventing the timer from being reset in
response to an instruction to reset the timer unless the address on the
address bus is one of the 20 addresses held in the second memory means.
Preferably pointer means are provided for pointing to the address held in
the second memory means which is expected to be next encountered and the
comparator means is arranged to prevent the timer from being reset in
response to an instruction to reset the timer 25 unless the address on the
address bus is that pointed to by the pointer means. One microprocessor
including a watchdog timer in accordance with the invention will now be
described, by way of example only, with reference to Figure 2 of the
accompanying drawings, in which: 30               Figure 1 is a schematic
diagram of a known computer system employing a watchdog timer already
described above; and Figure 2 is a block-schematic diagram of part of a
microprocessor employing a watchdog timer in accordance with the invention.



-3- Referring now to Figure 2, a microprocesser 2 includes a first memory 4
holding the primary operating routine of the microprocessor, an address bus
6 for addressing locations in the first memory 4 and a watchdog timer 8.
The operating routine held in the first memory 4 includes, at 5
predetermined locations, instructions to reset a continuously operating
timer 10.  In this aspect of its function the watchdog timer 8 operates in
the conventional manner described above. In order to prevent false
resetting of the timer 10, as will be further explained below, the watchdog
timer 8 includes a second 10 memory 12 holding the addresses of the
locations in the first memory 4 which contain the instructions to reset the
timer 10. The watchdog timer also includes a pointer register 14 associated
with the second memory 12. The watchdog timer also includes a comparator 16
having a first input connected via a latch 18 to the address bus 6 and
having a 15  second input connected to a latch 20 to the second memory 12.
The comparator output is connected to one input of a two-input AND gate 22.
The other input of the AND gate is connected to receive a "reset timer
request" (RTR) signal produced upon execution of an instruction in the
primary operating routine to reset the timer. An enable input of the 20
comparator 16 is also connected to receive the "reset timer request"
signal. The AND gate output is connected to the timer 10 and also to the
pointer register 14. In use of the system, immediately following power-on
or a system reset the addresses of the instructions to reset the timer in
25 the primary routine In the first memory 4 are read in order from the
first memory 4 and written into sequential locations in the second memory
12. The pointer register 14 is set to its starting value (e.g. zero), and
the contents of the memory in the location 12 pointed to by the pointer
register 14 (i.e. the address in the memory 4 of the 30  first instruction
to reset the timer) are loaded into latch 18.  The timer 10 is set to its
maximum value and begins counting down. As the primary operating routine is
executed the addresses on the address bus 6 change, with each new address
being loaded into latch 20, until at some point the address on the address
bus becomes the address of the 



35 first instruction in the memory 4 to reset the timer. At this point the
instuction to reset the timer is executed and a "reset timer request"
signal is generated and applied to the    -4- input of the AND gate 22.
The "reset timer request" signal is also applied to enable the comparator
16.  The comparator compares the values held in the latches 18 and 20 and
if the values are the same produces an output signal which is applied to
the AND gate 22 and 5 causes the AND gate to produce its output signal. The
output signal of the AND gate 22 causes the timer 10 to be reset and also
causes the pointer register 14 to be incremented. Thus the pointer register
now points to the next location in memory 12 which holds the address of the
next (i.e. second) instruction in the primary operating routine in 10
memory 4 to reset the timer, and the contents of the newly pointed to
location are loaded into latch 20. Thus, as the primary operating routine
continues to be executed the next (second) intruction to reset the timer is
reached and a "reset timer request" signal causes the comparator 16 to be
enabled 15  and to produce an output signal.  The AND gate 22 is thus
caused to produce its output signal which resets the timer 10 and
increments the pointer register 14, causing the latch 20 to be loaded with
the address of the next (third) instruction to reset the timer which will
be encountered. 20               Thus, it will be understood, in normal
operation of the microprocessor (i.e. when instructions to reset the timer
are only encountered at the next expected address in the primary operating
routine) the watchdog timer 8 acts in the same way as known watchdog
timers, resetting the timer 10 and preventing the timer from "timing 25
out" and causing a system reset. If, however, an instruction to reset the
timer 10 is encountered (e.g. in a subroutine of an application program
which is not fully de-bugged) at an address other than the next expected
address (which would have caused a known watchdog timer to be erroneously
30 reset) the following course of action occurs. Execution of the 



instruction to reset the timer causes a "reset timer request" signal to be
applied to the AND gate 22 and causes the comparator 16 to be enabled. Now,
however, the comparator produces no output signal because the address held
in latch 18 is not the same as the expected 35 address held in latch 20.
Thus, the AND gate 22 is prevented from producing its output and the timer
10 is not reset, nor is the pointer incremented.    Thus, the watchdog
timer 8 behaves properly and will only reset the timer 10 if the next
encountered timer reset instruction is at the next expected address;
otherwise timer reset instructions encountered will be ineffective,
allowing the timer 10 continue 5 counting down until it "times out" and
causes a system reset. In this way, it will be appreciated, the watchdog
timer 8 will not be "fooled" by an unexpected reset timer instruction in an
infinite loop into resetting the timer and allowing the microprocessor to
become "locked" in the infinite loop: the watchdog timer 8 will react as
required if 10  such an infinite loop is encountered, causing the timer 10
to "time out" and to generate a system reset. It will be appreciated that
although in the above described watchdog timer only a single comparison
occurs when a reset timer instruction is executed, if time is available for
a number of 15  comparisons an alternative approach can be adopted where
instead of utilising a pointer register 14 and latch 20 a "polling"
sequence may be performed each time the comparator is enabled, whereby the
address in the latch 18 is compared in turn with each of the addresses held
in the second memory and a comparator output signal is produced only if a
20 match is found. This approach would have the advantage of allowing any
reset timer instruction in the primary operation routine (and not just the
next expected one) to reset the timer, and the "polling" process could be
speeded up by always first comparing the address in latch 18 with the next
expected address in memory 12.    



-6- CLAIMS 1.          A data processor including a watchdog timer
comprising: first memory means holding a primary operating routine for 5
cyclic execution during operation of the data processor, an address bus for
addressing locations in said first memory means, a timer for continuous
operation during operation of the data processor and for effecting a system
reset in response to the 10 timer reaching a predetermined value, the
primary operating routine including at predetermined locations instructions
to reset the timer, whereby in normal operation of the data processor the
timer does not reach the predetermined value, 15
characterised in that the data processor further includes second memory
means for holding the addresses of the locations containing the
instructions to reset the timer, and comparator means coupled to the
address bus and the timer for preventing the timer from being reset in
response to an instruction 20 to reset the timer unless the address on the
address bus is one of the addresses held in the second memory means. 2.
A data processor according to claim 1 wherein pointer means are provided
for pointing to the address held in the second memory 25 means which is
expected to be next encountered and the comparator means is arranged to
prevent the timer from being reset in response to an instruction to reset
the timer unless the address on the address bus is that pointed to by the
pointer means. 30  3.           A data processor according to any preceding
claim wherein the data processor is a microprocessor. 4.          A
microprocessor substantially as hereinbefore described with reference to
Figure 2 of the accompanying drawings.    


