WATCHDOG TI MER 2177241 The invention relates to data
processors using watchdog 5 tiners. A watchdog timer is a tiner which is
continuously running while the data processor (conputer) is operating and
~which causes a systemreset if the tiner Yeaches a predeterm ned value. In
normal use the prinmary operating routine of the conputer is arranged to .

reset the. 10 tinmer at intervals, so that if the conputer is Qperatin
satisfactorily the tinmer never reactgCHRGS FIMER:t er m ned val uil m\él i f

an error should occur which results in the conputer executing an endl ess
sub-loop, the timer is not reset and continues to count to its
predeterm ned val ue, at which point the endless loop is exited by the ﬁaﬁ‘

systemreset. A known TegTHhV@ItidNSHeTatesPte Mabd protedsoird Ogs fnignwatchdog h
in Figure The conputer is arranged to execute its primary operating
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order to perform speciAivatchddgs timer risc astimey. whillch s icontinuogsly muneing
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cause a stem reset,) between a consecut.i ve instructj t o .s.eset
Che vt citiogtimeroat intalssr sobhak, By tBe SHOUTS dseonsrasing satfaagtony
repetitive cgdel timert Reverilreachds Hes fpredeterined ivalatf ) Howénvenyaif adogrtamer
W |4z not be S ] r Lt d ) , i ng a
sys:f"em reset{h%gggh%gf‘\é%jga Fi&rqurté g"r?“&e 4*&%ﬁmgemge?§%tﬁ?¢% still 30
possi bl e forsubndbop whe ctiey ts mot resefeand sontinuestto ﬁ@ﬂ“'@x"&rﬁ)ﬁ%, an

end ess Sub- ek By hEA! FH1uBNM dnfeHFRihDOune! BRI esS TRACHS Idxdted by the

predetermn ou so cohtalns an itnstruction to reset the watchdog
timer. 1B sexstem ves€d-the watchdog tinmer is continually reset in the

endl ess sub-routine, whilgibwhacdnpasepnsyten nphoyingdefwatichdéy tidér is shown
dat . processBr ARy T ERmte; S HrBHESE. Yo Greplled dos ey ondpELid P
al | evi at ed. routine cyclically and to jump from the primary routine to sub-routines
(in order to perform specific tasks) as necessary. The primary routine
20 contaiﬁs, at predetermined locations, instructions to reset the
watChdbg timer. The positions within the primary routine of these
~instructions to reset the watchdog timer are so chosen that in normal
operation of the computer the watchdog timer does not reach its
. predetermined count (and so cause a system reset) between any two (h
e 25 consecutive instructions to reset the watchdog timer. Thus, if an .
error occurs in a sub-routine (e.g. a repetitive call to the
sub-routine from within itself), the watchdog timer will not be reset
and will reach its predetermined count, so causing a system reset.
Such watchdog timers are well known. However, it is still
30 possible for such a watchdog timer to be "fooled" if, for example, an
endless sub-routine (which should cause the timer to reach its
predetermined count) also contains an instruction to reset the watchdog
timer. In such a case the watchdog timer is continually reset in the
_ endless sub-routine, which carries on executing indefinitely.
35 It is an object of this invention to provide a watchdog
timer for use in a data processor wherein the above disadvantage may be
overcome, or at least alleviated.
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-2- In accordance with the invention a data processor including a watchdog
timer conprises: first nmenory neans holding'a primary operating routine for
cyclic execution during operation of the-ddta processor, 5 an
address bus. for addressing locations in said first nmenory neans, a tiner
for continuous operation during operation of the data processor and for

effecting a system resetin BcéRIRMSHIER thCidvel®ion’ 326{Y" r'cg:e@E@rd%gf fdingd
val ue, 10 . Lhe ‘PI’I mi\r ‘operating routine inchuding at
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secqQnd~ggnory %gﬁiqu@ﬁ%dq%ﬁ? ﬁogtegglg{rogsgés%%fé%‘?eﬂ%@éf?’bns cont ai ni ng
the instruc®ions to resen addressnhus, fandddoegsdngt mcatimss it csapdetirst t he

address bus amp@mbFemeddgr for preventing the tiner frombeing reset in
response to an instruction,to reset the tinmer un|less the address on the

address bus is one of tHet¥Eradar Lontinugusqoneratine decivgdoprnasion wEathe
Preferably poidaterproeessoraamd Fopvéfdedtngr a Pgisten Yeske fnhpeditfses® ke d in

t he second menRLY.. ns. which i,s, expected.to be next encountered and the
conpar at or nea égyi‘ g‘sg 1£ﬁg3cf’rte8eb‘?’r56'é?1 vlai'ﬂée’ti_ mer frombeing reset in

response t&0an instructithe primerseperatingi rartied incledingt &t prddetrenimed t he
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descri bed, by Shalherfata anpeessoni the kiner dessenobcreach whegpradeteriinete
acdettpanyi ng dadyé,Ngs, in which: 30 : Figure 1 is a schematic
di agram of a known conputer syste npl oyi ng a wat chdog tiner already -
descri bed above; and Fi F'éa%‘%rise? g‘l‘ '@’!@ﬁ'&hﬁ‘eﬁﬁ?q Procesgennfurthern inchides
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locations containing the instructions to reset the timer, and

comparator means coupled to the address bus and the timer
for preventing the timer from being reset in response to an instruction

~ to reset the timer unless the address on the address bus is one of the
20 addresses held in the second memory means.

Preferably pointer means are provided for pointing to the
address held in the second memory means which is expected to be next
encountered and the comparator means is arranged to prevent the timer
from being reset in response to an instruction to reset the timer

k‘/. 25 unless the address on the address bus is that pointed to by the'pointer
means. _

One microprocessor 1nc1udfng a watchdog timer in accordance
with the invention will now be described, by way of example only, with

~ reference to Figure 2 of the accompanying drawings, in which:
-30 Figure 1 is a schematic diagram of a known computer system -
employing a watchdog timer already described above; and

Figure 2 is a block-schematic diagram of part of a
microprocessor employing a watchdog timer in accordance with the
invention. '



-3-"Referring nowto Figure 2, a mcroprocesser 2 includes a first nenory 4
hol ding the prinmary operating routine’of the mcroprocessor, an address bus
6 for addressing locations in the first menory 4 and a watchdeg timer 8.
The operating routine held in the first3 menory 4 incl udes, at 5 .
predeterm ned | ocations, instructions to reset a continuously operating
timer 10. 'In this aspect of its function the watchdog tinmer 8 operates in
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oel ng | 0adaduelf0 (RERFR1gPa1 BRbdced! uRA Ex At n 'oPCaP EERR LTh HCLREIT eSS
bus becones .t he address
primary operating routine to reset the timer. An enable input of the
20 comparator 16 is also connected to receive the "reset timer request"
signal. The AND gate output is connected to the timer 10 and also to
the pointer register 14.
| In use of the system, immediately following power-on or a
system reset the addresses of the instructions to reset the timer in
25 the primary routine in the first memory 4 are read in order from the
first memory 4 and written into sequential locations in the second
memory 12. The pointer register 14 is set to its starting value
(e.g. zero), and the contents of the memory in the location 12 pointed
to by the pointer register 14 (i.e. the address in the memory 4 of the
30 first instruction to reset the timer) are loaded into latch 18. The .
timer 10 is set to its maximum value and begins counting down. As the
primahy operating routine is executed the addresses on the address bus
6 change,_wfth each new address being loaded into latch 20, wntil at
some point the address on the address bus becomes the address of the
35 first instruction in the memory 4 to reset the timer.
At this point the instuction to reset the timer is executed
and a "reset timer request” signal is generated and applied to the



35 first instruction in the menory 4 to.reset the tiner. At this point the
instuction to reset the timer is executed and a "reset timer request"
signal is generated and applied to the -4- input of the AND gate 22.

The "reset tinmer request” signal is al so"a‘bm ied to enabl e the conparator
16. The conparator conpares the values held in the latches 18 and 20 and
if the values are the sanme produces an output signal which is applied to
the AND gate Afpuin of Sthea ANR gatk22ANDTheat'eeset pimatucequess” mitgpat isi ghsd . The
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oper ati on of tibeatiiof’ 9 96880 kntd 1etcw\Azen instructions to reset the tiner
arwnly encountered at ect ed addr 855 voll i he

he nex |mar Qpgr ati ng
ne) the watchdog tlTh’é? &5a t'f ?1“‘1" e%%rﬁé foﬁy"ﬁ?nfié)on iWﬁ%
tiners, resetexecutedethe mext J(@eemrﬂ)piﬂmntimgtbhes‘etrr&e timen s meaulyedzand
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timer 10 is ef n a neo a& I'on progra
which is nds fand|to deodm:ggQU)OU&PUhrﬂGmdr-es'B\Q)ﬂN@rgattH fincthusxeausedcta ed

address (whi cf;s ro@ited | PR \RERUISThA WRPH rd8d1h Ry tt1iné*Pr10t6’nd3@In@:‘énléﬁ€9Lt%y
30 reset) the | po rlnl'.e?'WrQ 1s%ggrls4e ggus%ﬁalghg ?gi‘::clfnr 0 tongeC tI8ed with t?le address
of the next (third) instruction to reset the timer which will be
_encountered. o | -

20 . ' Thus, it w111_be undérstood, in normalioperation of the
mfcroproceésoh (i.e. when instructions to reset the timer are only
encountered at the next expected address in the primary operating

| routine) the watchdog timér 8 acts in the same way as known watchdog
timers, resetting the timer 10 and preventing the timer from "timing
~ 25 out" and causing a system reset. |
If, however, an instruction to reset the timer 10 is
encountered (e.g. in a subroutine of an application program which is
not fully de-bugged) at an address other than the next expected address
(which would have caused a known watchdog timer to be erroneously
- 30 reset) the following course of action occurs. Execution of the
instruction to reset the timer causes a "reset timer request" signal to
s be applied to the AND gate 22 and causes the comparator 16 to be
enabled. Now, however, the comparator produces no output signal
because the address held in latch 18 is not the same as the expected
35 address held in latch 20. Thus, the AND gate 22 is prevented from
producing its output and the timer 10 is not reset, nor is the pointer
incremented.



instruction to reset the tinmer causes.a "reset tinmer request” signal to be
applied to the AND gate 22 and calses the conparator 16 to be enabl ed. Now,
" however, the conparator produces no output signal because the address held
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utilising a pointer register 14 and latch 20 a "polling" sequence may

be performed each time the comparator is enabled, whereby the address .

in the latch 18 is compared in turn with each of the addresses held in

the second memory and a comparator output signal is produced only if a

20 match is found. This approach would have the advantage of allowing any

reset timer instruction in the primary operation rout'ine (and not just

the next expected one) to reset the timer, and the poHing process

could be speeded up by a'lway_s first comparing the address in latch 18_

with the next expected address in memory 12. N



-6- CLAIMS 1. A data processor .including a watchdog ti nmer
conprising: first menory neans hol.ding a prirmary operating roytine for 5
cyclic execution during operat.ion of the data processor, an address bus for
addressing 1ocations in said first menory 6eans, a tinmer for continuous
operation during operation of the data processor and for effecting a system
reset inm response to the 10 tiner reaching a predeterm ned val ue, the
primary operating routine including at pggsigiser m ned | ocations instructions
to reset the tiner, whereby in nornmal operation of the data processor the
ti mer does not reach the predeterm ned val ue, 15

characterisedli.n that tHedatd prprescessinciidinigharwatohdogd @smere comstigemgr v
meaps fgr holding the a I i_.0 i e .

i nstructions to reset t&gpﬁﬁngﬁ?waﬁgs}%oﬁgg% O?%@ﬁ%bﬂgggéﬁéhgt%outt%e for
addr ess busb ag¥clite executdon gluriing:\oparatign: ofc the ndataf procebstmg reset in

response to an instructignaddres® HuSEér bdBrddsiRg 1otk stﬂxesﬂﬁlﬂ“ﬁﬁtog the

address bus is one of the addresses held in the second nmenory neans.
A dat a proces&EPORcBBMng to claim 1 wherein pointer means are provided

for p?i gtitngbto thte addraesﬁndiegdr idﬁn’::hﬂxoaecdmdaﬂmt ByriAg opaa aiomioﬁhth'tes

expected to Xt _encount e a conpar.at or ns is arran 0

prgvent t he t%ﬁgf Prob sr%i%ﬂj{?85ee[r}gfeﬁpﬁgsﬁg%§§e‘?d‘eéé?%ﬁsf? @FF%%"?gﬁe_reset

the timer Ul &dsen reachidges predetavminettivedse,ous is that pointed to by the

pointer means. 30 3. e primarf‘.o?@?f‘tiﬂéof:&&?ﬁ’é ﬁE?ﬁ’Jﬂant tp?e&‘erﬁérﬁfrf‘e%em ng
iS a mcCroprocessor. 4.

cl ai mwherei n_the data, processor
ni CrOpr ocessonOSAHONBNSAruGtigas Hor sesalethe Limeec wheeabywin morerleoparat ion

Figure 2 of tlae fecdabfpyrbidssdratiendfmer does not reach the predetermined
value,
15 characterised in that the data processor further includes
second memory means for holding the addresses of the
Tocations containing the instructions to reset the timer, and
comparator means coupled to the address bus and the timer
for préventing the timer from being reset in response to an instruction
20 to reset the timer unless the address on the address bus is one of the
addresses held in the second memory means.

2. A data processor according to claim 1 wherein pointer means
are provided for poihting to the address held in the second memory
25 .means which is expected to be next encountered and the comparator means
is arranged to prevent the timer from being reset in response to an
instruction to reset the timer unless the address on the address bus {is
-that pointed to by the pointer means.

N\

‘ 30 3. A data processor according to any preceding claim wherein
the data processor is a microprocessor.

4. A microprocessor substantially as hereinbefore described
with reference to Figure 2 of the accompanying drawings.
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