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[0121] 0£^®{H*iSSP1 03 bits MISil o 1 mm*? h7 
-^I o 5 tcDmcDmrn^mtzt^ IP*>. 
0£^®{H*iSSP 1 o 3 b Its * ̂ 'J ®tf#SP 1 0 2 

±iBa{s^sr^LTti;^o t/c, et^a^ts 
931 0 3 b (i% jIMx-*©$Irc3!e7£Bi^MrSP1 04 (&$) 

±iBa{s^sr^LTti;^o et^a^tsspi 03 b 
its ±3a<D&?izmm<Dnm*'( $.y?*$mtzz£iz&''js ±§E®W 

QM) %'&mm>M%mzmtsbz>z.tif prtg-c&^o 
[0122] 

T®{SMiI^:^T'r£70py^A(Cfc^NTa{HX^-^(h LTjtotU #£ 

7°• y"7 .Me £Mil^atit7 L T L19 RTt&tttf £> £0 ^£ 7° • 
S^W^)W x7(Ci;£MiI^it7 LtLt 

9<h, ZtllZttbTs ±IB®{H^{¥ 

it^tlZ>B$m (JM) %<&Wm'M&f£lZ!gtsbZ>ZfT:\ iili'7J^x71C 

^zm^mfi^^-D-Ds ^(D^mzmfrtzzt # •nrtg-e & & 0 

[0123] B£^®{H*iSSP 1 o 3 b Its ±§Sa{H»PSP 10 3a (C>tf LT 

i 1 0 1 t h 1 — 0 1 0 5 h(DW\(Dmm(DW]t^B7js LTAV<Q4# 

•Mmm cm# 30##) tfmmbtcmz. MISH O 11. ais 
*? h7-^ 1 o 5 tomommomm^^bx^et^a^tssp 
1 0 3 b (i% 

P^'JIXffSPI 0 2 ify U SP 1 0 1 

^a^tsspi o 3 b ±mnfemmtLT>&mm'MR(Dmtkm$R^m 
tfeSo 

[0124] W.lZs B£^®{S*iSSP 1 o 3 b Its IXtfSP 1 0 2frf,/f'J 

-o^m^t^m^^j^m^w^ntcms 0 4(c>^ 
LTs —^IEIIPP 1 0 3 d (Ci; ^ tl/c®/fHx — $ (DM 



WO 2016/047110 27 PCT/JP2015/004742 

ztcs "torn. 0 3b(t ±m^ 
®{f 7° • h =1)IIZ £ IN T UN f, ft £ 0f^ ZJU =f U X A (C M t £ If SB £ Be 

#ran 0 4(ca^pLTti;iNo 

xits m&t&o 

[0125] Bt^a^tssM o 3 b 0 4 y&iz&m^Mm 
931 04 d) fribs 
^^Tt<fclN0 Bt^a^tSSM 0 3 bits MISil o 1 £ 

s iIfg*vS7-£1 0 5 ,h(Z)^(Z)a{H^{¥±LTlN^ji^(c(i, ^rais 

i o 3 aizm^bx^^i\ 

[0126] 1 0 3 b Its B£^?*/TSB 1 0 4 lz£ V Mm^S UtcM\E^~ 

^£*fg (Mr) U ^M*/T©i£H(Cg-3VT. ^©Siyi^tSo 

B£^®{S*tSSB1 0 3 b (i% #£^©4M£Sg:i:jiiRUTJ:iN0 

[0127] Bi^iifg&SSBI 0 3 b (i% #£^£©MiI<h LT. 

S 1 0 1 £jlfg*v h7-^7 1 0 5 t(Dm<Dm\E(DW\t%mE%m^ 1 o 3 
a(C^LTt<UNo tLtcs B£^®{S*iSSB1 0 3 b M^lts 

©Mil<h LTs MffttcgSI 0 1 h7-^ 1 0 5 £©^-Ci£g 

m$tl2>T-*%&&LT:b&\,\ Zfcs Bt^a^tSSBI 0 3 b (i% MA. 
vJU7x^#tcjS^]^ftJ&:iNj;9jc, iHrWfgil 0 1 £MiE*v K 

7-^1 0 5 ^©F^©®^^©^ <fclN0 #£4#£© 
MiKis ^f^ft/cafSx-^cj^UT, ^a&^&^ftTiN-cfc J:IN0 

[0128] }%lZs jlfgx —*§E&93 1 0 3 d IZ-DI^XsftBUf &o 

[0129] ii{gx-*§E&931 0 3 d Its ItliBSB 1 0 3 a IZ&l^X** 7°^^ £ 

ft/c±IE®/fHx — 9 its Iff-^§Eli^ 'J is 1 0 3 e lZg~J^Xs IlSf 

-turnB 1 o 3 f iz\m (%tm tz0 
[0130] afSx-^IEiitf lJ is 1 0 3 e its ItliBSB 1 0 3 a (Cfc^NXdp^ 7°^ 

^^ft/ca{Hx-^©{^#^g©¥y^(cffliN^ti£ifSB-e^£o 

[0131] jI{gx-*§E&#'J *> 1 0 3 e ICtt, 

?iZs ^^©0t^®{S7°p K=UU (m5iz&ij&5 o 1) (Dmmts afix 
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0 2) £tfS£ti2>0 0£^®{H7°P h 

PJU5 0 1 (C^LTs Iff- ̂IBliSI 5 0 2 ^MjlSfa^ *o tl&0 Iff 

-^§EtiSl5 0 2tt, 0£^®{H7°P h P JU 5 0 1 ^Ti£gfg£ tlZM. 

(is®) (mm xh%o 
[0132] Iff- U (> 1 0 3 e Iff- ̂IEHPB 1 0 3 

d;6^T-t£MiI©ft# (^5££tt£5 0 3) 

ilft# 5 0 3 (i% 0£^®{H7°P KPJU5 0 WC)tf LTM^fatt£tl£o Mil 

ft# 5 0 3tt, ±IB®{Hx-^IB®Sl5 0 2^Mtct 

, 1 o 3 d 

[0133] 0t-^-®{H7oP KPJU5 0 1 lZlts MTL&S fl:^ft^00-^-®{H7°P hPJUo 

tizs mm^mm-fn s=uu^»jRrti^»j^ (i D) m^^nx 

[0134] o 2ic&, ( 
mm iz&-3^T$m-zntcs mm^-toim mm 

nx t <£ i\ & y iz&% mm^-$ IEUSI 5 0 2 iz 
its $!lx.ti\ — — $ %:{%. 

#t & ̂  -f $ > VRTtgfclf $ tlX fc <fc IN0 

[0135] Miift#5 0 3tc&, mmmtfvimmimmta, (»^) (cs 
-3^xmm,^titcs ®{HX-^IB^ 103d (Dp^n^t 

[0136] 0!J;Ltf, m5lzG\mtZ£?lZ, 0t^®{H7oP hPJU^ TS S L/T L S 

J Xfc>Z>i§cis Iff-5 0 2 (C& r (Appl icat ion 

Dat a J £ ^ 9 'If tlSo Ilff-

^IB®PB1 0 3 d ®{§x —^ L/c$n^ ±13®®^ — 

5 o 2 ^mtct tm^btcm^izits Miift^s o ^iz^u^utcm^^ 
UT So 

[0137] &fc\ ®{HX-^IB®SI5 0 2(C&, 0t^®{H7°P KP;U5 0 

UCj:oT0t^b^nfejiMiE&tCd3lNTglO© (0t^b£tl/c) itf-^ 
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tmzy WMCDT-** $mt zzt 
tlTt <fclN0 

[0138] ±§EL/ci:9(C, 0£^®{H7°P S =UUC <fc oTtt, jIfgE&©0H^blCffllN 

£ ft fc jIfSE& (C a IN T st£0 ©Iff'- $ £ s 201 £U£© jlfgx - f£V& 

s t/c, aiss^t^b 

) msrr£0i^Mr9n 04^ 

©lif-^ i£gfg£ ft& * -f $ > <h 
M$hXfoZ>0 

[0139] Iff- ̂HEliSI 5 0 2 hZl&s JilEtCPS^^ ftt% 
y y mmRrfgfcif nx £ i\ 

[0140] ±mm IJ*> i o 3 e&, <t y mm? 
-*§E&SP1 o 3 d IC^&sS^ftTlNTfc <fcl\, 

[0141] Iff-^IEIIPP 1 0 3 d (i% ±§EfftB|] Lfc±§E®{f!x —^lEliSI 5 0 

2*ffitct£nM[stcMmT-**s 03 flirts 

o 

[0142] 03 uzs m6tz®mtz£?tz. 

— ^IZ'Dl^Ts ^ilif-^©^{HTi^cSlt'SfiSIx (HI6CD60 1) % 0f 

^®{H7°P KPv'U^^'r^U'lf^ (@6©6 0 2) % RXf. §E&£ft£jIfg 

(IH6CD6 0 3) IE 

Hx —•£ 6 0 3 (C(i% ^^I®f—^ ^r i? 7°51 i7 -f ^.y 9 

[0143] (0£^?*/fSP 1 0 4 ©j*$) 

&ic, pi o4tcoiNT^-ri>o * 

TSP I o 4(M^c-^N-a^-t&0 

[0144] 0£^?*/TSP 1 0 4 ±HE* ^ 'J MSP 1 0 2 U 
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If SB (&5&) (CS-3VT, 

M7-* iz # £ ft £ ±§E0£^$t©|i*li di "T £ c 

[0145] 0£^?*/TSP 1 0 4 ±§E>I{gx-*§E&SP 10 3d £ <fc y&#£ftfc0t 

ICg^T. ^§£0£^$t©|l*li©^fr^ ZElAN0i^£tta}f£o ^©*1 

0£^b£ftfc®{Hx-^£IL<m^t£ft$tT-&& 

o &fc\ 0t^fl¥#rSP1 0 4tt% ±§E0£^®{H7°P h=UHC£^Tffl 

£ (0t^7>'UP"lJ XA) ^LTfectUo 

[0146] 0^§Mrgpi 04®^fifti|DUtMt5o 

[0147] 0£^?*/TSP 1 0 4 l*s $t|l*Mtt!±!SP 104 a, RXfs 0£^?!^P 1 0 4 d 

*MtZ>o 0^§MrSP1 0 4£^T£C:fte>©«$^ffi©^tt. *tl?tl 

[0148] %Ts *^M#J(C&tt&$t|l*}itt!±!SP1 0 4 alZ-D^xmmtZo $tl£ 

littdiSP 1 o 4 a ^Itli^^lf n 104bt ^Efi&ftSP 104c^ 
^1"So 

[0149] $t|l*Mtt!±!SP 1 0 4 a ±§E* ̂  U ^> X&ftSP 10 2a ft/c 

^f^lf^BI 0 4bJCS^lNT. 

U^I±ix-^^^±IE0t^©^li^ttl±l'rSo W%s $tll*litt!±!SP1 0 4 

a (i% $tli*M¥y£1f $B 1 0 4btcS^lNT. 

t>gS1 0 1 <h, jlfg*v h7-^ 1 0 5 £©^©00^jifglCffllNi3ft£0i 

. &fc\ $tll*litt!±!SP1 0 4 a (i% 

$tx-^l*li£tt!±!L/c^ ^Mkil©^7£. '<mt&0£^?!^P 1 0 4 

d (C®^P 

[0150] £t\ $tll*litt!±!SP 1 04a(Ci:&, ±§E* ̂  U ££tt£±§E 

0t^0^tCOlNT^-ri>o 

[0151] ±§EU £<£•?£, V^lCfclNTMrtt 

t>gS1 0 1©*^'Jgpi 01 btc^^ftTlNSx-^-efeSo * 
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^ 'J MSP 1 0 2 tf/. ^ 'J £p1 0 1 b IB* ̂  'J 

$4 *^E'JTIiix-*©F»3!§Ui^fe£o ZOtcSb, 

&>Z>o 

[0152] t/c, Mrtt&gSI oucaws^^u^l 01 b©=3'Si#m (*^'J 

^wrx) ip*>. itis 
littHHnP 1 0 4 a (i% &*tj:y->(X<DT-$<D*frt>. 

I^i5So 1 G B (^-{\L : G i gaBytes) CD* ^E U — *? 

fribs 12 8 try K (mt: bit) zm-Ss "trnrn 
(DWLtfU* IC & £ £ £ % ^ ̂  ^ t±j 1" £ Wft jfr ̂  <h 
£ft&0 

[0153] ±§E*^'J^x-*lC^3ift£x-*© 

(flUtf, T-^gft07>yAtti) . #&$t 

T1 — *? (D-hEE* ^E U — *? (C <13 — y (IBS^ tl^'fiS^s 

IBS^ ft^x-$ (DM.Zf) 

[0154] ilEitx-^O^Ui. 

o ffi2>gzftlZtes $!*.#, ±§EB£^®{H7°P h=UWC£lNTffl^tl&B£^ 

(Bt^z^P'uXA) , *-* (tt 

5&) , Mrtt&gSI 0 1 lc£tt£i^Bi^;&^clllT£4ra© 

^Tii±i (&£&) f^#£ft&0 JM*$y<hLT, ^©Bf^ZJUP* 

U X A (C £ ft £ Bt^CD^S JbWcfc 3 *1^ ±I3^X - * ©M 

t/c, ^BB^ZJUP'U XA(C£^Tffl^£>ft 

SBt^Uffl^E- Ktc^T. ±§EB£^$t£#frB£^bMiIM^^f^s 

±UmT-*(DftfflLtfmteZlm'&tf$>Zo &fc\ 

- Kli, Bf^ZJUP*1; XA<h LTXP y L/cif^r (C, 7°P v £ 

s<fc y 

[0155] $t|l*litt!±!SP1 0 4 a (i% ±§E*^ 
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ttdiSPl 0 4 a ±§EB£^$t©^M£tt!±!^tgT-&&o 

[0156] B£^7JUP*UXJMCM-tS*fu£P!sL *fu^i$^cS 

~3\sTs (Dn^mtmn 
(T-*) &wMTzz£tfprffi-e$>z0 tbZs nzmwMLfc±BamT-

# — f — kt Z Z £ IZ J: V s * t 'Jffit&T — fCDip 
fr b ±§E m?- * itii * i±i RT mm\\ *mizz£ # RT tg-c $> s 0 

[0157] *s\mt 

ffi-e&Zo m#. Mffi*/ZTA(D=L—if, h&^&w^m (u 
Ts TZL-Hf^j £fotz) tfs MISil o 1 IZ&^Ts B£^$t£!±! 

^tgft^i$ffl©B£^a{H7°P^A£^-tS0 ^LT. 

. m?L&s ^'jsxftan 0 

$ >VlZ&\,^Ts iiMf gs 1 o 1 unm 

Ts ^i$7°P^Afr£>!±!2j£tl/c (ILU) Bt^^^-TSo Z.CD&0 

<>JMTZ£IZ£<>JS Bt^Ms^ ntc&mz&mtz>ftWL*te 
\titZ>Z.£tf~^i^foZ>o £tcs MTL&S Bf^jStcMf 

&-jM&*fu£p^ m?L&s iz 

S-3VT. IEUT1-^ izn^(Dn^^t S d £ RTfg-e&£o 
[0158] t/c, ^^IL—Mtsn o 1 (Cfc^NT±IE^7° 

P^A^frUfc^C, Mrtt&gSI 0 1 

SAP l^7^UTfeJ:l\ 7^lfcAPIi:|^tl 

ssitwtsctiay, B£^$t£A#u ^Bt^it^titT1-^ 

©M£MftS0 t/c. Mrtt&gSlCfctt 

S^^EUPPI 0 1 b^^otClBS^tlT^S^^rliS-rSo ^§£^--+f^£ 

s ^9 LTtf^ti/cIMISip^^s ±IEHTJ— *? £ LTJjX 

ItSo &fc\ AP I £7v Jl£P©M-e£>So<hfr<^ 1¥ 

$ffl&I$0,E£:i=al§"3~ So 
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[0159] ±§E^x-* 

LT £l\ 

[0160] ±mmbtc&nz, ±§E^fi^#(cj^i;T. siT-^ro^t^^-rf-
^£^<£JJXHLT y<^-yitt^ztiz^^s * ̂  $ (D^frb ±. 
IB^X - ̂ mm * i±i RT mm\\ zm-tzzt #RTtg-c & s 0 

mntzte. *=Ei)mi$T-$iz£v-cmT-$feffi*mm (tti±i) 
tztiLW. (*im) ^ 

[0161] o 4 a 

tt. $tll*litt!±!SP1 0 4 a (i% ±§EB£^$t£#fr$tx-^*M£tt!±!^tg& 

1 04b^ffl^T, 

S o 

[0162] 1 0 4 b (£% ^ 7 <£•?£, (Bf^ZJU 

ZPJXA) (H7(ca^s7oi) t. ( 
^7££tt£7 04) •h^r^'TSo $tl£}i¥y£Sl7 0 4&, 

XA 7 0 1 ^tlSo #S$tl£}i¥y£SI 7 0 4 

nntzt, ̂ tii¥y^s^7 0 4 
(is 'Mt^-$IZ&-3X^T, * ̂  'JvM^'-^iz^ttiS 

±§EB£^$t£#fr$tx-^C§^1-Sfrgfr£¥y£RTtg& 
s^t-e&So 

[0163] t/c, 1 o 4 b "J XA 7 0 1 >b 

tl/c, ^^Bt^Z^^UXAtCWrSBt^/^*-^ ®7©7 0 2) £, 

iiMfgs 1 o 1 (C£lNT0t^7>'U^lJXA7 0 1 (CWTS 

(@7©7 03) t £M(c#A,-et<u\ 
[0164] Bs"^-7JHf'jXA7 0 1 ICtt, U XA^f^iJ 

RTfi^i^sy^ (ID) 



WO 2016/047110 34 PCT/JP2015/004742 

[0165] (»^ 

) <*^No 

[0166] 7 0 2tt, i7 Bf^ZJUP* U XA 7 0 

WC£^Tffl^£>ti&$t(Z):§l£ ($MI) t Bf^Uffl^- K(CMl"£If 

£#A,-et<U\ Bt^ftJffl^E- Ktt, ±§EL/c<*:9 (C, Bt^ZJUP'U XA 7 

0 1 <h LTXPy L/cif^C, 7°P y y 

§{kt5BS©il^-e&5o #£B£^-K<hLT. CBC (C 

ipher Block Chaining) t-h,JP, GCM (Ga I o 

1 s/Counte r Mode) ^tlT^So 

[0167] 0 3it MISH O 1 iz&^Ts Bt^zju 

=f U X A 7 0 wc M1" £ £ ti/c 7 -f 7=? U (c M1" S If SB, 

mnttmmwi o 1 <tyjn*ftic 
^Sijtff ̂  7 0 3 MISil 0 1 ©OS (0ij*.tf. 

W i n d o w s (©IIF^I) % Linux (gUi^I) =f) % RXfs Bf-^M 

iS^IS (CGN (Cryptography Next Generat i 

on) API, OpenSSLf) RTfg&lf n^S> o T t <£ 

[0168] ±IEI^0^ Lfc$t^M¥y£ff^ 1 o 4 b <fc y 

1 0 4 a 

[0169] ±|E© J: 9 &$tll*M¥y£ff^ 10 4b (JftlCtt^f 7 04) IZ 

S^VT, ^ltlittl±lSP1 0 4 a (i% UlI±ix-^C#£tl£^(Z)x 

[0170] UTs $tli*litt!±!SP1 0 4a(Ci;S. 

Ts i7 

[0171] i7 iztimt Z> £ ? izs Bt^7>'UP"lJXA7 0 1 ^ TAESj , 

7 0 T 1 2 8 tTy KJ Xtt T2 5 6 tTy hj , Bt 

TCBCj 

[0172] $tll*litt!±!SP 1 0 4 a ±§EB£^7JUP*U XA 7 0 1 &tfBf 

7 0 2(CM^fa^^tl/c^ltli¥y^S^7 0 4£#BS-t£o ^ 
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LTs 0 4 a 0 2tl/c* 

X> KP tf-tS)SliL1 6 

Ay KX&3 2tU h©x-^Tl±i;&ttl±11"£o 

[0173] — foZT-fSMMtZ-a h P tT— (£1 

T, rf-^©x>hPt:-j ^©f 

-^^I±i(C-a t/c, 0f-^i& ( 

&iute£j^;/c-t±fciN) sL&m-e&&z£tf£^z£frbs 
T-$(Di&tes Z(Dtcdbs muzm^TZ 

<fc9^y^S^tcS^iNT. itlSlittaiSP 1 0 4 a&, tf£o£tf;*:£ivfii 

— •£ £'afrf — if-LTtttJtl RTtb"CS>i>o 

[0174] &fc\ £©*££&* Ilft©ffi*©!+1l^&£ffllNTllti}Rrt£ 

T?&£0 0 4 a (i% flUtf. $tf-^ 

^li©*H{I^ (Xtt#ifc) £ LT^I±1 LTt cfclN 

o (Xtttfifc) ©Hai^i^ mn©M"e&&;:<hfr^ 1¥« 
mmz^wttzo 

[0175] t/c, 0!J;Ltf, i7 iztimt Z> £ ? izs 0£^7,'UP*IJXA7 0 1 ^ TAE 

SJ , 07 0 2©igtf T 1 2 8 tTy h (3M£ : b i t ) J , 

0t^Uffl^-K^ TGCMj ©Jf^^^-TSo 

[0176] o©*I^ iltlittaiSP 1 0 4 a ±§E0£^7JUP*U XA 7 0 1 J&Xffe 

7 0 2(CM^fa^^tl/c^ltli¥y^S^7 0 4£#BSU 

U — *? iT-^bs ro X 3 0, 0 x 0 2S 0 x 0 0S 0 x 0 0S 0x4 b 

, 0x5 3, 0x5 3, 0x4 DA^»SliLfc5 6 0/H h (3M£ 

: by t e) ©f-*J IZWi^t 2> £$}%.[; tcT-$ 2>o 

Mtsn o 1 izsttzftfefDmnmrnzsv-c. 0£^$t£#fr$tf-
i7£<£•?£, £ 

©<£9&IBSA^->£$t^}i¥y£S3t7 04t LZ^mtZZ.£lZ£V, 
iltlittaiSPI 04att, #£SBS/**-VlC^grr£f-*£. $tf-^ 

LTttaiRrtg-e^^o 
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[0177] 0 4att, ^ 'J -* (D^QfaW. (00*. 
t^Sl) frb. JillftftfeOV-JX (flUtfl/W h) t-Disy 
ftfefoy-4X<DT-0 4(CS^\NT, 

- $ iz m ̂  t £ S fr £ ¥0 M L T fc <fc IN0 

[0178] Bt^a^tssM 0 3bt^s ftz^mmtzmtzmm?-$zmmu/c 

©t§£\ ^l^0t^®{H(CM'r£00^7>'U^lJXA7 0 1 

7 0 2©1f*gtt. ilMf-^fr^yBJ^maCDlf^ 

£c t/c. Mrtt&gSI 0 1 (cMlT£^Iijtfi^7 0 3tt, 0i^$#rgp 

1 0 4 ic"T£#©;£&ICcfcy, SSfc]©1f£g£ LTl? 

o 

[0179] &fc\ 0t^^U=r'jXA7 0 1 7 0 2^prasl 

1^ iltlittl±lSP1 0 4att, 0 4 blCg&Sftfc^T© 

0 4%m^T, 
aiiiLtfc<j;i\ zom^. m^-r^0t^?i^P 1 0 4d^ tc 

UXA, RXfs ^J^=> 

[0180] t/c. $t|l*litt!±!SP1 0 4att, mT-*feM*lto&tZ£mz* ^(D 
00 ^MiE 7° • h =l MZ £ IVT lif - ̂ £ 0£^b £> £ IN ^ Mil (C 
iNp>ni>^©ffe©^^if^ (J-^Ts r0t^Miif-^j £*rr **!£•#£> 

£) £IXt#LTt<UNo 

[0181] #£0t^MiIf-^(c(i, JJIT® J: a tit t «t IN 

o IP"^ #£00^MiIx-^(C(i. XAt LT7*P y ^00^^ 

ffilN CD^OlS'fb^^ *? (IV: Initialization V 

ec t o r) ^#ttlTt<UNo t/c, #£0i^4Mx-* (C&, ^^©0f 

—K (C <13 l/Nx^ IN *—*y ($!lx.fc£\ —K 

(C & •!> :£ 7 > nonce (number used once: — J3£ 



WO 2016/047110 37 PCT/JP2015/004742 

#) £tcs il 

T — flZ&s —^ tlT t 

<fcl\, &fc\ ±§E(CPg££tit\ Bf^ZJU^'J X 

A ̂  B£^/ *#lCJfci;T jfrg <h ft £ fiES© X - ̂ t tlT t <£ 

[0182] 1 o 4 a(i, Bt^a^tssB 1 o 3 b hzwrmm 

fiyfiEPnP 10 3a $ £rIXt# Ls *? tkMtfr't &Z £lz 

<fcy. #£B£^MiIf-^£l3tf§LTt<U\ t/c, $t|l*litt!±!SB1 04a 
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ES) , 1 0 4 d 7T>> 7°S 1 6 0 1 fr£>MiI£^T U ^ 

1 o 4 c ^ e>ixy &t0 

[0264] ±=B7T^ 7°S 1 6 0 1 75HS 1 6 0 7 ©4MIC <fc y, 

[0265] fcfc\ B£^B!^1 0 4 d ±§Ef£B,S L/c®{Sx-* ©^MtSCD^T 

Bt^a^tSSM 0 3 blCilftUTfcJ:^ UT'^S 1 6 0 8) 0 

[0266] ±=B7T^ 7°S 1 6 0 8 (C£tt£a£n£S^ttfcB£^®{H*iSS& 1 0 3 

btt, ±IEI^0^L/cXxy 7°S 1 1 0 7fr£>MiI£^Tt£0 d©Ji^ 0t 

^a^tsspi 03b&, 

[0267] 1 OOlCfclNT 

£t\ ®{SMilSP1 0 3^ MISil Olt, 

1 0 5 t<om-eftM<DBt7°• S=Ul4Cg^lNTi£gfg£ft£jilfgx — 

tbXs aisMiispi o 3 m^mmommzs-j^x. 
mnttmmwi o 1t mm*? v^-o 1 o 5 tcDmcDmmmtk^itt 
zvgmms Mtsn oi©*^'jgpi 01 bizfrfctzt* 

[0268] ®{SMiISP 1 0 3 -f $ ^ U SP1 0 1 b IclElt 

*^UIXt#SP1 0 2 (Cft LT^tSo 

[0269] £Lt<fcy, 1 0 0lC<fcfttf, 

gpi 02&, MISil 0 1 t. mm*? K7-* 1 0 5^©n©Ii 

K£B£^blT£B£^$t£#fr*^ Mrtt&gSI 0 1 ©* 

u PP 1 01 b^^ixtfRitg-e^^o 

[0270] t/c, ®{SMilSP1 0 3 OftlCttBi^ilfg&SSPI 0 3 b) Us ±§E^£ 
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IliliJUSM 0 3a (Cft LTs H 01 

t K7-*i o 

tfeSo 1 0 3U, ±§E0£^$t 
tf* ^ >j SB 1 01 b izm$$n&rnmzmttz 11><prtg-e&*0 &-t?& ^ 

MISil 0 1 <h, jlfg*v K7-* 1 0 5 
its ft sd^iCcfcy, ®{SMii©jitT(c#9 0t^©)i^^^M^^^i± 
t\ *^'Jgpi 0 1 b(C±§E0£^$t^M#£ftT^£o<h^SM£ft£frp) 

Z(DtctSb, *M1fo]&Wz&tf2>MtiT*/7>TA 1 0 0(ci;ftti\ 
0£^$t£#fr ^ U £ d <h ^RTfg-efe^o 

[0271] J^±«fcy, *^jfej^cj;fttf, Mrtt&gSI o 1 £ilfg*v K7-* 
1 0 5 ^©^-e00^®{H7oP hP^CS^VTiiSfH^ft^afSf1-*^? 
*/TL/ci£|l(CS-3VT. ^§£00^®{H7°P h=UKC£tt£0£^MiI(Cffl^£> 

o 

[0272] <fcymisftictt, *^M#JUCi:ft&\ ±mm^mmiZl:V^m^tlZ> 
mitT-tzftrntzz tizjav, ±iE0t^®{s(cfc^NTffl^ 
tfMrtt&gSI 0 1 ©*^'Jgpi 0 1 b(C#£t&frgfr£¥y£U 
W^iSlltcS^VT, *^'Jgpi 0 1 b £&*#;*ft£f-*£®tf#RTfg-efe 

S o 

[0273] t/c, 1 0 0 Us ±IE(CJPA.T, J2TF© 

[0274] 1 0 0 IZ&^T&s 0t^fl¥#rSP 1 0 4A< 

. ±§El3tf§L/c*^ 0£^$t£#fr$tf;;-*©M£ 

1 0 4 b) ICg^T. 0£^$t©|l*li (Itf-

${\m) ztemrzo ^Mrgpi o 4 i o 
4e(cS^^T, ±IEttl±l (^t 
^) 0^§MTSPI 0 4it mz^m&^tz&'i 
\>sTs t. 
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[0275] y, A lOOli, mi&T-t 

SP 1 0 4^x * 'JUIi^f— — * ©4#HS(£:ilirf— * (HIS 
04 b) lcg^iNTif-*4£*i£ttdi'f $tf-

* ©4#HSUC-n3& L&l/Nf— * ̂Ts if-

&0 t/c, ^©if-*^ii©^(c#tti£iL^if-*^¥y^Ritg-e 

ftZZtfrb. *mMMmz£tt2>Mffi*/7>TA 1 0 Ott, *^'J^f-

[0276] t/c, A 1 0 OlCfclNTtt, ±IEttl±lL/c 

Bt^MrSPI 04^\ B£^b£tl/c®{Hf-*£ 

^RTfi-efeSo 

[0277] t/c, A 1 OOlCcfcfttf, ®{SMilSP1 0 

3tt, Bt^Mrgpi 0 4(ci;y^^ti/ca{Hf-*^ffl^T. mfrttMB; 

i 1 0 1 <hs K 7 — * 1 0 5 <h tl^jfi'tef— * ©ft 

^£MrRTtg-C&£o ®{SMilSP1 0 3 (i% ^Mr^JMC]&i;T. 

. ±§Efft0£ L/ci; 9 o ̂ ^RTfg-efe^o 

[0278] j^±<fcy, AI ooits mnttmmwi o 
1 iilfe^y K^ —* 1 0 5 ti/cjfifef— 

^t-SP^m/TRTfg-e^^o t/c, 
f A 1 oo&, ±§EMr©a6iiic:j&i;T. 
?-$>z0 *£MBMlz£tf&Mtif*>7>TA1 0 0 (i% flUtf. 
iiMf gs 1 o 1 x7|0ffI©V7 h^i7 

• 7°py^A(ci;£0t^a{H©ft#^m/TRrtg-e^£o *^M#JUC 
A 1 OOtt, ^V7 ht7x7 • 7°P^A^ 

gsi o 1 0t^a{s©ft#^m/fRitg-e^ 
y. mmmsmzs-^v-r. 

[0279] <m 1 ©^M#j©^wy> 
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wTs ±mm btc.w> \ (Dmmzm(Dmz{mz.-?^TtmTz>o 
[0280] ±§E m 1 <D£MBWZ£^ TIZs 1 0 4 a &s IXtfSB 

1 o2iztii^rm§$tifc/^vmmT-tfrbs 04 b 
(cS-^VT, 

[0281 ] iz a w- & aisu 1 0 4 a±iBiftEi u - * 
omm t, ±§EB£^$I£ $.mt z>&iz & ̂  f - * t?s> & nnfaf - * 

lJ$I±if1-*;6v^tt!±!'t£i:9s ±§Ef§ 1 
0 4a^ItSo 

(is SSLlcmp re master s e c r e t ^ps ma 

ste r sec ret ^§X1b -z> X & <£ lN0 

[0282] tm 

*§(C, ±IE*^ 

p^Silio oft^bCDx —($!)x. 

h£s fs * ©JiHB* U TI±?I 

f— * (c & •?> IBS A * — > (IBS^ IBS^ ti^-f— * ©MtJ* 

) #£^ro 

[0283] t/c, Bt^Milx-*. ±IEif-*©^ 

us <h mm iz% Bt® m? iz M t &(c j& i; x m& & m^tfh £ 0 

±IEBg^®{H7°P 

ZTYXA, Mrtt&gsi o 1 iztettz^m^ttizMtzfa 
izjtvxs # £ f ^ & 0 

[0284] ^©Bt^fZJUP'UXA^Bt^M^- K<h UTGCMm^ 

ntcm^t. CBC^-Kt>mm^ntzm^tx&s Bt^Miif-$t LT 
!&H <h — * CDffifI^#l&y % "^CDx-* 

. pfrM(Di&z^f£.-znZT-$ t£>£0 

t/c, $?*/fft#>gS1 0 1 Bt^MiI©^T^(CJtNi;T. U 

•!) Bs^MIMx- * ©IBS{iS^^^'2)i#*n iP$b%>0 

[0285] 
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^ 'J $Iiix-* e> dft«b<Dx-

d ̂ ^RTtg-e^-So #^0!UC£tt 

£>il£*$J$aiSB 1 0 4 a ^'j^Jix-*^ 

^fte>©x-*^*$£M£i-r3o m(£\ dti?>0x 

-*<z>^*i£#^ (aai) tzitiw. (Jfp/f) <fctN0 && 
VMi, ®|a.fc£. ^©x-*7^tie>©x-*(Cl£^t" 

z> £ ̂u ̂  f £ /c & (D ¥u fejjfeH#tx£ £ tix ̂  x & <t IN o 
[0286] ±§3H 1 1 0 

4 bicjiijQSftTt.fcUo s/c, fr/c&jij^st 

) tb X, i^ttajSPl o 4 a ICaiflnSftTfc £l\ 
[0287] 1 04dit ±.immtt?-$mm%^& 

Lfctl^lCte, m t&BMT—Wfeffifrio. ±!3ix —*^fi££j$LT 

ui^o —i^x-*^. 00-^iifi 

7°PS=1>IU (£>£V,N&, b^JlslZ&^Xm^ibtl&Be^T7 

JU=T'JXA) #|R(£\ S S l_7°P hPJKDtl^ p 

re maste r sec r e t maste r sec ret^^fe 

&TJ\ maste r s e c r e t AV^0B^-®IH(C;^1,N-2)M# 

SSL^p hP,»U0tt*ll<h UT^^tlTU^o 

[0288] 1 0 4 d _b|3H 1 It 

1 o4 d&x ±13111 ommmtmm, mmm 
H¥U£1f*8 1 0 4 e lZ&-3vX%WiMm&%:<DJ&&*WMtZo 

[0289] io4d«% itf-^roriwu^i 

IE LINUX-* i:. iii^^Iif-*t, 0t€&Sx-* ££. 3? 

^/flaH^^pP 1 04 f (:H$i<) LTtct^/N^, 

[0290] ±130J:9 (C^^tl/c^^iJtcaW^MlTvXxA 1 0 Ott, pffM(D 

$]M&&lz&-3^Xs 0f^Milx-*®{iilis Rtfis i*^x-*©ltli(D 

'>&< ^t^RltlAN^aaiWfg-e&So 
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1 ooi/ts ±§ESSI 
£$?!rcL/ci£IKcS-3VT, t%$SL 

tfpitg-e^^o 

[0291] t/c, 1 0 0 ±§Efn 

at^ifr>7jAi oo£mmm$L%Mtz>(Dx\ ±IBHI©^M#J 

[0292] <m2omimm> 
*f£BRlZ£ttZm2(DmMMmzz>VT. il 7*mMLT$mt 

&o ii 7xmrnMrnzsttzMtir>mi i 

[0293] 1 7 0 Ott, IfMfSgSI 701 ̂  

»^h7-^1 7 0 5 £©^-e^fT£ft£Bi^&{g£Mr-r£o 

. 1 7 0 0 (i% i^Mr^JMCg^lNT. 

[0294] itnmmmmnont <<h t >ntis&nou^uSPI 7 
0 1 b£:£U »yh7-^1 7 0 5 (Cft LTafHRl mizmm* tltc. 
&M(D>mmm^w-Z'$>z>o 

[0295] mzmnmrnrnwi 7 o i it 
^ti/cP>H0zL-*^©1fSB®{HgS-e^^Tti;^o t/c, IfMISgS 

1 7 0 Hi, 1f*B4MgS#©&ffi/\- K^xZ^W^bRltg^m^©^! 

lbS^C£^TJl{££tl£. (VM) TfeoTt <fclN 

o 

[0296] IfMfSgSI 7 0 1 lC£tt£>H1l9n 7 0 1 a ±§E^M#iUC& 

tt£>1t1|gpi 0 1 atmm. *^'JSP1 7 0 1 b(C§E'Si£tl/c£fflf-*& 

t/7°P^A£!^!±! LTs ^§£70P^A(C^g£ftfc£ffl}|tJIMiI£^ 

tTf£CPU^\ MPUfCilHi^So 
[0297] IfMfSgSI 7 0 1 ICfcttS^'JSPI 701 b ±§E^M#JUC 

fcHts*^'jSPi 01 b^iti^ ifnmmmm.^ 7oic^s^^>^f 
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lJtLT&fgU 70 1 

t/c, *^'Jgpi 70 1 b IZim (§E'S0 

, (*>7°) RtffiX&Zo 

[0298] i out. 

rasn o 1 tmmt iT<j:i\ 
[0299] »yh7-^1 7 0 5 (i% ^$71 te$7l 

<fc ytij^tu iiMomiEXu 
S7-*-eS>£o t/c, »yh7-^1 7 0 5&, 

MI(C£^Tfft0.E L/c^-ffl0t^®{H7oP S =UUC<fc y /cli^^: 

. 1fM{SgS1 7 0 1 (CftLTJi{£prtg-e&£o #£ilfg*v K7-* 1 

7 0 5 (i% ±§E^M#iUC£tt£®{H*>y K7-*1 0 5 LTi: 

^(DX\ l¥ifflftf£0.m£;tB&-t£o 

[0300] )XlZs iii/7rA 1 7 0 0 ©Jij^C-^Tf^-t £c 

[0301] 1 7 0 Ott, UIXt#SP1 7 0 2 <h, 

®{SMilSP1 7 0 3^iiSo 

[0302] &fc\ Mr>XfA1 7 0 0©^Mli(t > H°ZL 

M^bSlgtc 

£tcs IB^TAI 7 

0 0©#Mli®Flli, ^$71 

©SfeSlitC J; y % ®{HRltbtcS^^ tiTl^o #'2>®'fH[°]litis JH^P©K 

LX£WXs l¥iffl^l^0^(im'r£o &~FN ffi^jAI 7 0 

0 © ^ (C dN T15^ 0^ 1" £ o 

[0303] ixttsp 17 o 2±iEitnmmmm17 o i ^uSP 11 

0 1 -*©'>&< £fc-SP£IX?#Rrtg-C£>£o P^'JSPI 

70 1 blC&ft (§E'S0 IfMfS 

gsi 701 uixt# 

gpi 7 0 2 (i% ±§E^M#JUC£tt£*^ UIXt#SP1 0 2<h^§ 

<h ITti^o 
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[0304] jfifSMilnB 1 7 0 3 1fM{SgS1 7 0 1 £s mm*? K7-* 1 7 

S^VT. ^§£0B^®{H7°P hPJU(C&tt£0£^MiI(Cffl^£>tl£0£^i£ 

'J 93 1 70 1 M 

{SMilSPI 7 0 3 (i% ^M^L/ciSHtCg^VT. ±§E*^ UlXtfSPtCft 

L T ±§E 'J SB IC&ft £ ti/cx - * ©I3tf§ % o # £ ®{SMilSP 1 

7 0 3 ±§E^M#iUc£tt£®{HMilSB 1 0 3 <h |W]$S<h LT 

[0305] ®{SMilSP1 7 0 3 (i% mPLits mmT-$*MffiTZZtlz£V. 

©0B^®{H7°P hP;KCfc^NT±IE0t^i(CM'r£^^©^#^IiL/c* 

^LT. ®{SMilSP1 7 0 3 (i% $y?izti^r, *^uixt# 

93 1 7 0 2(CftLT. *^'Jgpi 70 1 b ft/cf-*©IXt#£J^ 

[0306] JJI±0«J: ^ tlfcjBtf i/7fA 17 0 0 Oft £ ^'J ®tf#931 7 

0 2) IfMfSgSI 701 ̂  mm*? K7-* 17 0 5 <h©P^©® 

itMMgsi 701 

©^^'jgpi 701 bfre>sx?#RTti'e&£o afSMiiSBi 70 

3if. USPI 701 b(cM#£tiT^£<h 

Ltcmsiz. IXtfSP 1 7 0 2 left LT * ̂  'J 931 7 0 1 b iz&ft 

$tltcT-#<D%L^%l!i^TZ>frioV$>Z>o 

[0307] j^±<fcy, *mMMmz£tt2>Mffi*/ZTJx 1700 (cj;mnmm 
111 7 0 1 <h, jlfg*v K7-* 17 0 5 £0^^^^tl£0£^®{S(C 

IfMfSgSI 70 1©*^'JgP 

17 0 1 b^^IXtfRltg-e^^o 

[0308] 1 7 0 0 ±=E0f 

§itf-*£Mrr^c:£ic<fcy, ±iE0t^®{S(cfc^NTffl^e>ns0t^ 

$t^§£1fM{SgS1 7 0 1 © * ̂  'J 93 1 7 0 1 b(C#£t£frgfr£¥y 
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%.tz0 Xs 7 o o m% 

[0309] </\- h^x7My7 h^x7 • 7°P^A (P > • 7°P 9=j 

A) CDtij5£> 

uTs FO ^-rmmz^xm 

[0310] i^TfDmmz^Xs ±§E^M#i(C£^Tfft0£LfcMr>XxA m 
§100, i§i 7 00) tkZtsbTs mz TOT>7^AJ tfotzm-S 
tfh%o t/c, ^»i/XTA©#Mii *^uixt#sp m 
§102, i§1 7 0 2) N ®{SMilSP 1 0 3, 1 7 0 3) , 0f 

§m/fSP 1 0 4) %%tisbT, mz mtirisXTAvmi&mmi tm 
TZim'&tf&Zo 

[0311] ±=E L ±§E^M#i(C£LNTfft0£LfcMr>XxA&, 

(DmS lz£ 
t/c, ±§E^M#i(C£^Tfft0£LfcMr>XxA 

[0312] ctyiftfiCli, ±§E^M#J(C£LNTfft0£LfcMr>XxA&. Hffl 

(DJ\— ^(DMiSs ±§Ei§-IU(C;^ L 

tc&mf&mmiz. -SPX^SP^ifcA-^17 
SLfciMi) <h LT^H£tlTt<U\ 

[0313] 

^n^n©afi^^Rrfi^fllIl]E&^S o C (System-on-a-

ch i p) £©*§•&. 

&tZ>T-*&s S oCi; bXm^tltcR AM^I±i^7^y 'KI 

[0314] t/c, £©*§•&, LTtf, JiSQCDjIfgA 
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b tsv - kfy'z&m L T t £ i\ 
[0315] Ifc, JIJZE A, ACDUtj^H^tf.. 

mi FCx/t \%Z>J\-K^X^C^-C^T^ 

tll)^IV7 h^x7 • 7°P^A (P>£°XL-* • 7°P^A) 

[0316] M 1 8(C£tt£>ltJtgS1 8 0 Hi, P U * P 7°P "tr y V 

f©)IS®IgitS)i>o >imgS1 8 0 Hi, 0iUtf&a£-f£^}ff£14§B 

tt^gl 8 0 3K§3'lt£tlfc#ffl7 7 hCx7 • 7°P V=? A£s34I^S 1 8 

0 2(C!^ti}U il.V7 h^x7 • 7°PA^£oT4M£^r UT £ 

<fclNo 

[0317] IBISES 1 8 0 2 &, 18 0 1 frb0W*lW<£, RAM (Ran 

dom Access Memory) H© * 'J SSTrS) y, V7 h^i 

7- 7°P^AJp£ffif-*^£!3'li't30 IBH^SI 8 0 2 (i, U 

fgtt© * ̂  U gitfe T t <£ IN0 

[0318] fgtesBltg® 1 8 0 3 &, ®J A. Iffllf * KTK 7>JP, 77r> 

XL * ̂  U (ci; 5¥Stt§3ligS©<fc 9 ft, ^^©IBltgST'feSo 

8 0 3 (£, ^IV7 ht7x7 • 7°P^A^x-*^£=3'Si 

[0319] ?s«> h7-^^V^7x~^1 8 0 6(i, h7 — 

> * 7 x-XglTfe y , 0IJ A. LAN (Local Ar 

ea Network) >*7 x — 7>lsS=f LTt <£^0 

[0320] 0iJx.tf, 

j&mm&s mfgii o 1, wnrniiin 701, M, ais^y K 
7-* ( 1 0 5, 1 7 0 5) <h, ^*y K7-*-f >*7x-X 18 0 6 

[0321] &fc\ ±§E^M#J(C£tt£Mr>XxA&£lN&m/T>XxA(Z)*Ij5£ 
(#(C, (10 3, 1 7 0 3) ) *yS7-*<>*7 

x-7.1 8 0 6^MiiTfeJ:l\ 0ij*j£, ^©?yh7-
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8 0 6ATOtgi1 01, &£Wi1f*g>I{ggS1 

7 0 1 <h}g^£ft, K7-*-r >^71-7 1 8 0 6 h 

7-* (10 5, 17 0 5) <hg^£ftTt<U\ 

[0322] 7lS 1 8 0 4 &, mtf, 18 0 5 IZtttZT 

- * ^P» $ ^Mill" £ SS"e£ o 

[0323] §Elt&te 1 8 0 5 &, 0JA.lilf < 7,*, M^f < 7,*, 7^? 

i'l^'Jl, x — *£§E$l^tb&£E^itf)!lE$iMS^"C&£>o 

[0324] A!±i2K >*7x-7, 1 8 0 7 &, MBgS£©^©Adi;*j£frj®l'f 

s-es>i>o mtf, ^Ad^-f 

>*7x-T,^^LTS^^ti/c^-fflAl±l7:gS (0!l*.tf. *-#-K, v 

^7,, x-f 7,7°U-f g®, 7°'J>*^) ||i/7T A(Cft LT^ 

[0325] ±^Lfc^M#i£Wcf£0£Lfc*;pg0^C£LNT&, i 1 8 (C 

0y^L/c/\-

TtJ:Uo ^LT, ^0^(Cfc^NT(i, #£/\-K^x7gS(Cft LT, ± 

IE^M#J(Cfc^NT^0^L/c^t^^IlpIt^ci:7 7 ht7x7 • 7°P^A 

*mi££ftTt<U\ d©if^, #3gS(CftLT{£i£L/c7 7 h^i7 • 

7°P^A£, >HHgS1 80 1 tf^frrSd^CcfcoT. *HfgEW^3E 

£ftTt <fclN0 

[0326] ±$Lfc^M#JUC£LNT, ±IE&M (flUtf. IK H 7#) (C^ 

L/c^tfs ±^L/c/\- y^?r£ft£77 ^i7 • 7°P^ 

^ACD^fg (Mil) 3M£-e&£, 77h7i7f9a-J^Ltii1"SC 

£#"C££0 Ills dtl^©l®(C^L/c;&7 7 h7i7f^2-^©^ 

mi. l^0^©jIl:±(Z)tij^-eS)l'J, 

t#£o 

[0327] 11, RXf, 11 7 Izm^Ltc^^Vy 

cfte>077 K^xZ^^-JU^gfgttlEttgSI 

8 0 3 (ClEtt LT£$, }HJIgS 18 0 1 «ft^ft©MiI£^T-t 
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, 7 8 0 2 <fc 9 liJ5£ 

IttiUo 

[0328] t/c, :tl?)©77 ^ U ^ 7°P -fe 7PM 

mwvm&v^mz £ y, £{sji-e $ ̂  <fc 9 L T t 
<fcl\, £©<fc 9 y, dtl£>©77 h 7x7^7^-^^ ffis 

izmmpsmz&Mpsffi-e&Zo 
[0329] mzs _h§Ei§-7 7 h^x7 • 7°P 7*^ A&IEttM; 18 0 5 (C|E®^tlT 

Ul^o ±§EjIfggS#©di^lS!Pg. fc^WiilffllfcPg^CfclN 
T, i&tK^'T 7g®1 8 0 4£II;T^§£77 K7X7 • 7°P7*^AW 
gfgtelEltgS 1 8 0 3(C^£ft£<£9liJ^tlTt<U\ 

[0330] £/c, ±§EMr>XxA(Z)tij5£^||£7 7 h7x7 • 7°P7^A<h LT^I 

±IE^M#J(Cfc^NTI^0^L/c. £lT©^fj5£^ll(CSI't£ 

7 (is jS"tj]7^7 77 "7~ 7 ̂  7. ^ l/N "C % 

fgtelEltgS 18 0 3 ic§Eli£tiTfc<£IN0 77 

10 2a, if-7IXt##lJ 1 0 3 c, ®{Sf-7§Eti# U *> 1 

0 3 e, lif-^m 1 0 3 f , 10 4b, 

g|S 1 0 4c, *6 1 0 4 e, 1 0 4 f 

tl'So 

[0331] &fc\ ±§E©il^C£lNT, ±!Eil^>Xf A^0#I7 7 h^x7 • 7° 
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