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(57) Abstract: In order to execute specific processing in accordance with
communications data sent and received between an analysis-target device
and a communications network, using an encrypted communications pro-
tocol, this analysis system comprises: a memory acquisition unit that obtaing
data held in a memory unit, from an information communications device
having a calculation unit and the memory unit; a communications processing
unit that instructs the memory acquisition unit to obtain data held in the
memory unit, if a determination has been made that key data is held in the
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memory unit, said key data including an encryption key used in a prescribed
encrypted communications protocol used between the information commu-
nications device and the communications network; and an encryption analys-
is unit that extracts correct key data capable of deciphering the communica-
tions data, from among candidates for the key data extracted on the basis of
data that exhibits characteristics of the key data from among the data held in
the memory unit. The communications processing unit executes specific pro-
cessing in accordance with the deciphered communications data.

.. INFORMATION COMMUNICATIONS DEVICE
.. CALCULATION UNIT

... MEMORY UNIT

.. MEMORY ACQUISITION UNIT

.. COMMUNICATIONS PROCESSING UNIT

.. ENCRYPTION ANALYSIS UNIT

.. COMMUNICATIONS NETWORK
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