DI A TAL- SI GNED DI G TAL DOCUMENT EXCHANGE SUPPORTI NG METHOD AND | NFORMATI ON
PROCESSOR | NCORPORATI ON BY REFERENCE This application clainms priority based
on a Japanese patent application, No. 2004-399236 filed on Novenber 29,
2009, the entire contents of which are incorporated herein by reference.
BACKGROUND OF THE | NVENTI ON The present invention relates to a technol ogy
for supporting creation and validation of a digital sign for a digital

o order topradant i ahnpack Srat T kP S R G P B ke O
often attached to a digitalJxocﬂﬂggbRMﬁgﬁ%ﬁjQﬁg3-§556§en5ible Mar kup

Language (XM.) (called XM rernafte fna transmtting
i nformation processor having created the XM. docunent (call ed docunent
creating device, hereinafter) The digital sign is created by encrypting,

ith i ' ti devi , di t I
Chashval ue) PO HIE RSP ERRRICE] gnaa. ‘O the other hand. om0 1€
i nf ti havi i ved.the XM d t with_t digit
é;”gﬁr ?22: FZFpQ?Sfﬁ?tﬁgé ;%%bﬁ%@%ﬁ%f%famE?Jamé%cv”@%{%@tﬂ“gpﬁs g_gﬁs'tg%%?geé‘ |

I ges val U 0 e ocune | ecr S e | Sl gn
mﬁ?h a publpé%ﬁgv:3@3%&F%Biﬁﬁén@OCrgggﬁﬁééﬁz?ﬁeghﬁaépon hidFefbl 8o, 9

2004, the entire contents of which are incorporated herein

by reference.

BACKGROUND OF THE INVENTION

The present invention relates to a technology for
supporting creation and validation of a digital sign for
a digital document to be canonicalized before adding and
validating the digital sign.

In order to prevent disguises and falsifications, a
digital sign may be often attached to a digital document
described in Extensible Markup Language (XML) (called XML
document, hereinafter) 1in a transmitting information
processor having created the XML document (called document
creating device, hereinafter). The digital sign is created
by encrypting, with a private key of the document creating
device, amessage digest value (hashvalue) of an XML document
to be signed.

On the other hand, an information processor having
received the XML document with the digital sign (called sign

validating device, hereinafter) calculates a message digest



conpares the results of both of themso that the validity of the XM
docunent can be confirmed. Incidentally, the sign validating device fails in
val i dati ng an XML docunent since even a change in nunbers of blanks and

| ine breaks while the XML docunment with the digital sign is being
transmtted changes the digest value of the XM. docunent. Therefore, when a
sign is added to an XM. docunent and the sign of the XM. docunent is
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digital sign is being transmitted changes the digest value
of the XML document. Therefore, when a sign is added to
an XML document and the sign of the XML document is validated,
both of the document creating device and sign validating
device perform processing for canonicalizing the XML
document before the calculation of a digest value thereof.
The canonicalizing processingisbeing standardized by World
Wide Web Consortium (W3C). For example, Boyer, John.,
"Canonical XML Versionl.0, W3C Recommendationl5March2001",
[online], 15Mar. 2001, [searchedon 20 July 2004], Canonical
XML on Web page, URL:http://www.w3.0rg/TR/xml-cl4n
(hereinafter, referred to as Document 1) and Boyer, John
and et al 2, "Exclusive XML Canonicalization Version 1.0,
W3C Recommendation 18 July 2002.", [online]}, 18 July 2002,
[searched on 20 July 2004], Exclusive XML Canonicalization
on Web page, URL:http://www.w3.0rg/TR/xml-exc-cl4n/

(hereinafter, referred to as Document 2) are publicly

available as standard specifications.



i npl enenters ~such as -vendors) may interpret the conventional, publicly
avai |l abl e standard specifications differently, for exanple, which may
differentiate nethods of inplenmenting processing for canonicalizing an XM
docunent. Thus, when canonicalization results are different between the
docunent creating device and the sign validating device, the validation of
anXM. sign maybe failed though the XM. docunent is not falsified.
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document. Thus, when canonicalization results are
different between the document creating device and the sign
validating device, thevalidationof anXML signmaybe failed
though the XML document is not falsified.

Accordingly, itisanobjectof the invention to prevent
adisagreement betweenaresult of canonicalizingprocessing
to be performed before creating a digital sign and a result
of canonicalizing processing to be performed before
validating the digital sign for the document to undergo
canonicalizing processing before both of the creation and
validation of the digital sign.

According to the invention, there is provided an
information processor which supports an exchange of a
digital-signed digital document, the processor including:

a communication means which is connected to a network;
and

aprocessing means which, when the communication means
receives a sign request including a first digital document

froma first computer on the network, canonicalizes the first



to the first conputer, wherein, when the conmunication neans receives a
digital sign created by the first conputer by encrypting the digest val ue,
the processing neans creates the first digital docunent with the digital
sign fromthe digital sign and the first digital docunment and causes the
communi cation neans to output the first digital docunent with the digital
sign to the first conputer. In the information processor, when the

comuni cat i en ¢iBANS JLeRLYES,a ¥ahhdathan A; Lnel pdhng 21 pUbLice Kkey
for validati nggla SECOCIS’ld Ié}g{l t%? ééoc%mstﬁta vviztlﬁpd;%csfrltogél{% s?@nc ;ang taheS
digital sign frem ] ter qfqgﬁ £t r9gessi-ng pgans
conpares a valﬁg-Sﬁiiﬁhgggﬁgpgggﬁggpghd' t £§%§8¥¥gf s?%%gmﬁthathe Eublic

key and a digest ualue.pf . ﬁf&&@?ﬁﬂiﬁééﬁé t%OSHi‘Egﬂtt ﬁ"i‘é'(?ﬁiq"%éﬂ $8d Ry the

canoni cal i zi ng processingand causes e conmuni cati on neans out put the

result of the qgﬂpa£%§g@ E%H%ﬁgﬁgﬁpond conmputer. According to the invention,

a di sagreenent can preve etween a result of canonicalizing

processing to bewﬁ’leerrfé)irr{mdw?:%fnorghggfcﬂée. e?cgitggnaqgegnge%%%]ep\;es

. &, . a
canoni cal i zi ng processing to be per ore validating e sign for a

digital d t healizl ng: t h
Cr eat o and VAl T4t O 0P 4 e Sion TaLE Snd AL Denol{ FS APE S

described tREQUENN s ENF21BES98He TPRFEELERRLORe A WALEEUNERESERRALNG Of

digital document with the digital sign from the digital sign
and the first digital document and causes the communication
means to output the first digital document with the digital
sign to the first computer.

In the information processor, when the communication
means receives a validation request including a public key
for validating a second digital document with a digital sign
and the digital sign from a second computer on the network,
the processing means compares a value obtained by decrypting
the digital sign with the public key and a digest value of
the second digital document <canonicalized by the
canonicalizingprocessingandcauses thecommunicationmeans
to output the result of the comparison to the second computer.

According to the invention, a disagreement can be
prevented between a result of canonicalizing processing to
be performed before creating a sign and a result of
canonicalizing processing to be performed before validating
the sign for a digital document to undergo canonicalizing

processing before both of the creation and validation of



nat ure and advantages of the invention may be realized by reference to the
remai ni ng portions of the specification and the attached draw ngs. BRI EF
DESCRI PTI ON OF DRAWNGS Fig. 1 is a schematic configuration diagramof a

di gi tal - si gned-docunent exchangi ng system according to an enbodi nent of the
invention. Fig. 2 is a hardware configuration diagramof an information
processor included in the digital-signed-docunent exchangi ng systemin Fig.
1. Fig. 3is n&ﬁlonal configuration diagramof a docunent creating

devi ce |nclu ed I'mthe digital-signed-docunent exchanging systemin Fig. 1.
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is a flowhart of processing for creat I gital -signed docunent to be
per f or med 'QnEp%he attached drawings.

BRIEF DESCRIPTION OF DRAWINGS

Fig. 1 is a schematic configuration diagram of a
digital-~signed-document exchanging system according to an
embodiment of the invention.

Fig. 2 is a hardware configuration diagram of an
information processor included in the
digital-signed-document exchanging system in Fig. 1.

Fig. 3 is a functional configuration diagram of a
document creating device included in the
digital~signed-document exchanging system in Fig. 1..

Fig. 4 1s a functional configuration diagram of a sign
validating device inéluded in the digital-signed-document
exchanging system in Fig. 1.

Fig. 5 is a functional configuration diagram of a
digital~signed-document exchange supporting server
included in the digital-signed document exchanging system
in Fig. 1.

Fig. 6 is a diagram schematically showing a data

structure example of a sign history table.



di gi tal - si gned-docunent exchangi ng system according to the enbodi nent of
the invention. Fig. 9 is a flowhart of processing for validating a

di gi tal -si gned docunent to be perforned in the digital-signed-docunent
exchangi ng system according to the enbodi ment of the invention. DETAI LED
DESCRI PTI ON OF THE EMBODI MENTS An enbodi nent of the invention wll be
described below wth reference to attached drawings. First of all, a

schematic configuration of a digital-signed-docu t exchangi ng system
according to this S Bnboli KEnt® Wit FIBEdeSs FBBAL ﬂéf, SO u%f@%e is
used as an _exanple of a docunent to. undergo canonicalizin rocessin
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Fig. 9 is a flowchart of processing for validating a
digital-signed document to be performed in the
digital-signed-document exchanging system according to the

embodiment of the invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

An embodiment of the invention will be described below
with reference té attached drawings.

First of =all, a schematic configuration of a
digital-signed-document exchanging systemaccording tothis
embodiment will be described. Here, an XML document is used
as an example of a document to undergo canonicalizing
processing before both of the creation and validation of
a sign thereof.

As shown 1in Fig. 1, the digital-signed-document
exchanging system according to this embodiment has multiple
information processors (document creating devices 10A to
10Nanddocument validatingdevices 20A to 20M) which exchange
a digital-signed XML document (called digital-signed

document, hereinafter), an information processor



As shown in Fig. 2, each of the information processors included in the

di gi tal -si gned- docunent exchangi ng system has a nenory 1, an.externa
storage device (such as a hard disk) 2 in which a programfor inplenmenting
a requested function is installed, a reader 3 which can read infornmation
froma portable storage nedium (such as an optical disk) D, a CPU 4 which
executes a program | oaded fromthe external storage device 2 or portable
storage nmediumD to. the nmenp ni_ cation_device 5 which trols
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server 30. %%rse as%ee%{c}crlf 1d,etaar{ lesxtvgrlrlla estorage device {(such as a hard
disk) 2 in which a program for implementing a requested
function is installed, a readexr 3 which can read information
from a portable storage medium (such as an optical disk)
D, a CPU 4 which executes a program loaded from the external
storage device 2 or portable storage medium D to the memory
1, a communication device 5 which controls communication
via a network NET, an interface 6 to which an external device
is connected, and a bus which connects these components with
each other. Here, the external device to be connected to
the interface 6 may be an input device (such as a keyboard
and a mouse) 7 which receives an input from a user or an
output device {suchasamonitor andaprinter) 8whichoutputs
information to be provided to a user, for example. The
program on the external storage device 53 may be installed
from the storage medium D through the reader 3 or may be
downloaded from another information processor on the network

NET through the communication apparatus 5.

By executing a program in a hardware configuration,



described below. Fig. 3 is a functional configuration diagram of each of

t he docunent creating devices 10A to 10N. Each of the docunment creating
devices 10A to ION inplenents a storage portion 120, a processing portion
110, a communication portion 140, a secure session control portion 130,
and an input/output portion 150. The storage portion 120 stores information
required for adding a digital sign. The processing portion 110 perforns
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devi ce and an out put device. e processing por I ncludes a sign

requesting gﬁné%%q:an%%eastéﬂgepo@d on o as@ie@it@il sign £f eat ivﬂqlgo%zgi on

112, a docu zing portion 113 and a control portion 114. he sign

requesting pges$$a9e,ofeathgg portion 111 creates a sign requesting message
to the digitaI-S|gned-d%%§nent exchange supporting server 30. The digital

sign creating pokbiionslig engiypisontit Rod Rrdyaleskeya; adhashovakbuen
created by the digital-signed-docunent exchange supporting server
of the document creating devices 10A to 10N.
Each of the document creating devices 10A to 10N
implements a storage portion 120, a processing portion 110,
acommunicationportion 140, asecuresessioncontrol portion
130, and an input/output portion 150. The storage portion
120 stores infofmation required for adding a digital sign.
The processing portion 110 performs processing for creating
a digital-signed document, which will be described later,
by using information within the storage portion 120. The
communication portion 140 communicates with another
information processor via the network NET. The secure
session control portion 130 performs processing (such as
authentication and encryption of a communication path) for
securing the security of data to be exchanged with another
information processor on the network. The input/output
portion 150 controls an input device and an output device.
The processingportionllOincludesasignrequestingmessage

creating portion 111, a digital sign creating portion 112,

a document analyzing portion 113 and a control portion 114.



30. The docunent anal yzing portion 113 anal yzes an XM. docunent for

di splaying data of a digital-signed docunent, for exanple. The control
portion 114 controls these conponents. The storage portion 120 pre-stores a
private key 121 to be used for creating a digital sign and a public key
certificate 122 including a public key corresponding to the private key
121. The storage portion 120 further stores a digital docunent 123 to be
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for example. The control portion 114 controls these
components.

The storage portion 120 pre-stores a private key 121
to be used for creating a digital sign and a public key
certificate 122 including a public key corresponding to the
private key 121. The storage portion 120 further stores
a digital document 123 to be digital signed and a
digital-signed document 124 created by the
digital-signed-document exchange supporting server 30.

Under this functional configuration, each of the
document creating devices 10A to 10N can request the
digital-signed-document exchange supporting server 30 to
add digital sign to a digital document created by a user
in accordance with a command from a user.

Fig. 4 is a functional configuration diagram of each
of the sign validating devices 20A to 20M.

Each of the sign validating devices 20A to 20M has a

storage portion 220, a processing portion 210, =a

communication portion 240, a secure session control portion



session control portion 230 perforns processing (such as mnmachine

aut hentication and encryption of a conmmunication path) for securing the
security of data to be exchanged with another information on the network.
The i nput/output portion 250 controls an input device and an output devi ce.
The processing portion 210 includes a sign validation requesting nessage
creating portion 211, a docunent analyzing portion 212 and a control

portion 21323thersd ¢h Mabhdablhepukeguestidyy pssagem £r£adt BgePebkRn211
creates a sign validationrequesting nessagetot he

di gi t al - si gnedr doguaeptexechange sypperisingservergls i the docusent eanalynzi ng
portion 212 analyzes an XM. docunent for displaying contents of a

di gi tal -si gped tdocid®nt) f95 i xaWldon acehyed J&om aidaedneptnereati.ng
device. The control portion 213 controls these conponents. The storage

portion 220 Talessa-ShRhas catdid t@br 8t gRed documptin22htand wPHbl heokeyr
certificate 223 attached thereto fromone cf the docunent creating devices.

Under this fiuretipdel oo &4b PNy s@achy 8f ntdhie;igneral | daté ngedavicces
20A to 20N can request the digital-signed-docunent exchange supporting

server 30 teekQidigidahtyahi date i digsdabesikgnad daci®ndingcesvued frisom
n

one of the document creating devices, for exanple, in accordance with a
comand froma@nuses - alrt Ben® iick ta Jiunet & 08ak r GRRfiicGUIAt | Oe sthaghabkeh ohhe

di gi tal - si gned-docunent exchange supporting Server 30.

path) for securing the security of data to be exchanged with
another information on the network. The input/output
portion 250 controls an input device and an output device.

The processing portion 210 includes a sign validation
requesting message creating portion 211, a document
analyzing portion 212 and a control portion 213. The sign
validation requesting message creating portion 211 creates
a sign validation requesting message to the
digital-signed-document exchange supporting server 30.
The document analyzing portion 212 analyzes an XML document
for displaying contents of a digital-signed document, for
example, received from a document creating device. The
control portion 213 controls these components. The storage
portion 220 also stores a digital-signed document 221 and
public key certificate 223 attached thereto from one of the
document creating devices.

Under this functional configuration, each of the sign

validating devices 20A  to 20N can request the

digital-signed-document exchange supporting server 30 to

10



The di gital -signed-docunent exchange supporting server 30 inplenents a
storage portion 320, a communi cation portion 340, a secure session control
portion 330, a processing portion 310, and an input/output portion 350.

The storage portion 320 stores a history nanagenent database 321 nanagi ng
sign history information and validation history information. The

communi cation portion 340 communi cates w th another information processor
via the network NET. The secure session control portion 330 perforns
processi ng Eddett 2 asvabt AeRei afidn Ed Ther§pt FeR VG codmthY 84t £ 6Apat h)
for securing the securitg of data to be exchanged with_another information
processor oRTheChettist kKAOTHECHoCRESP RGN I eV 0RSS10 ot f &I yn éPeati ng
processi ng and sign validating processing, which will be described |ater,
in accordaRCEMdaree reglibse Framadtot heP™i Af &Sfdti on processor on the
networ k. The input/output portion 350 controls an input_ device and an

out put device. Th&ifrocedsi g Iparas orr3LocrRéigdes o o gekidvaruet EPegating
portion 311, a di ita!-signed docunent creating portion 312, a digital sign
val i dating Porditent 3989rgd-gertmaidat &* YarPEst SHFROrtHo% 8%4VERd % -contro
portion 11 315. The digest, value creating portion 311 cal cul ates a__ digest
val ue from a nessgaé11?%%9%?bﬁ%ﬂgpﬁaﬁﬁﬁﬁﬁﬁ%P% sPERP S Fuesi U ReERgBI rom a

docunent creating device. The digital-signed-docun?nt creat“gg,gortion 312
creates a dicgitsll 2 Vst GREGTEECIENT T BY 20§ YT HACE EF Ael Adi WY SFghL 8l ue,

portion 340, a secure session control portion 330, a
processing portion 310, and an input/output portion 350.
The storage portion 320 stores a history management database
321 managing signhistory informationandvalidationhistory
information. The communication portion 340 communicates
with another information processor via thenetwork NET. The
secure session control portion 330 performs processing (such
as authentication and encryption of a communication path)
for securing the securityof data tobe exchangedwith another
information processor on the network. The processing
portion 310 performs sign creating processing and sign
validating processing, which will be described later, in
accordance with a request fromanother information processor
on the network. The input/outpﬁt portion 350 controls an
input device and an output device.

The processing portion 310 includes a digest value
creating portion 311, a digital-signed document creating
portion 312, a digital sign validating portion 313, a

certificate validating portion 314 and a control portion

11



public key certificate and a nessage to be signed) from docunent creating
device. The digital sign validating portion 313 validates an XM. sign in
accordance with a sign validation requesting nessage froma sign validating
device. The certificate validating portion 314 validates a public key
certificate attached to a digital-signed docunent. The control portion 315
controls these conponents. The history managenent database 321 includes a
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validated date information 321B, of a sign, information 321B2 indicating a

result fromyygyiidati QQgQEdadé&Bﬁeﬁ@%)ﬁl%gﬁhﬁ $ifd ngrf'c%'diﬂlg@li £A4H DY 18,

success in validation or the string i'ndicating a fail invalidation),

val i dated dat g uifaf MaLy 0P k12 r3ZLBI o LolddJd §at€y HBT 9F FRELIN £32%B4
indicating a result of validation relating to the validity of a certificate

(here, theasyddthne K’ chkB@itGad Ngetheeval Tt ¥igh the sSi%lin NGa1ibGting

indicating the invalidity) , identification information 21B5 of a

val i dat or opoa-tdeyh ce 9fvdihegy et kdat o1, thn in accordance with a sign
validation requestingmessage froma signvalidatingdevice.
The certificate validating portion 314 validates a public
key certificate attached toadigital-signed document. The
control portion 315 controls these components.

The history management database 321 includes . a sign
historymanagement tablewithwhichsignhistory information
is registeredor validationhistorymanagement table storing
validation history information. As shown in Fig. 6, for
each <created. digital-signed document, created date
information 321A,, identification information 321A; of a
signer or a device used by the signer and digital-signed
document data 321As; are registered with the sign history
management table. On the other hand, as shown in Fig. 7,
for each validated digital-signed document, validated date
information 321B; of a sign, information 321B; indicating
a result from validation of a sign (here, the string "OK"

indicating a success in validation or the string "NG"

indicatinga fail invalidation), validateddate information



di gi tal -si gned docunent data 321B6 are registered with the validation

hi st ory managenent table. Under this functional configuration, the

di gi tal - si gned-docunent exchange supporting server 30, in accordance with a
request fromone of the docunent creating devices, adds a digital sign to a
di gital docunent created by the docunent creating device and, in accordance
with a request fromone of the docunent validating devices, validates a

wtha I mone of the do . devi ces,  validat
gital si gt@z%a%fdsggetlaél%agg%%érfgggngggfcg%gﬂ@éz%Iﬁm tyssﬁcgatn%%%@meg

devi ce. xt, processing to gital - cunent

exchangi ng syster i1l ohe  deserlhed.  The Aracessing Lo be; perloryed,  n the

digital -signe ocunent exchangi ng system of 't I ment i ncludes

di gital -si gpgd- 9999{1@3“ ?g)“'e?%ilf‘i%atﬁf Q%C‘ng%i 991(1@“33%@%%%& %?#§?e%éocum“t

val idating process ch w e describ

digital'Siggggigg%q tt%%gaﬁhgglE%QQ Singg@ﬁ%iéﬁéétﬁ%ﬁlqﬁ?g?%%%9£%?meen

processi ng creatihg a digital-signéd cument to pe

e oy Do PLEE, e CORUTRL Brchanae 24on0s o ot Vo5 1304, opFe
digital-signed document data 321Bs are registered with the
validation history management table.

Under this functional configuration, the
digital-signed-document exchange supporting server 30, in
accordance with a request from one of the document creating
devices, adds a digital sign to a digital document created
by the document creating device and, in accordance with a
reqguest from one of the document wvalidating devices,
validates a digital sign of a digital-signed document from
the document validating device.

Next, processing to be performed in the
digital-signed-document exchanging system will be
described.

The processing to be performed in the
digital-signed-document exchanging syétem of this
embodiment = includes digital-signed-document creating
processing (1) and digital-signed-document wvalidating
processing (2), which will be described below.

(1): digital-Signed~Document Creating Processing

Fig. 8 i1s a flowchart of processing for creating a

digital-signed document to be performed Dbetween the
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When a user inputs a command for an XML sign to an input device in the
docunent creating device 10k, the input/output portion 150 gives the
command to the control portion 114. The control portion 114 commands the
secure session control portion 130 to establish a session with the

di gi tal - si gned--docunent exchange supporting server 30 in accordance
therewith (S101). In accordance with the command, the secure session

control porti.on 130 transnits a secure eSS|on esta request to the
digital - S|gne§'&bgh h?ns Hgﬁﬁglsupﬁﬁﬁil%%ge server gé F%ngvﬁrigg 2ha

comuni cat i P r{i.on 140, .Thus tual , aut.h tiQ ngr n of a
connunlcatlgﬁ pgtetxa?% %%?f%? 10kg“ % lChgeguﬁé %§%§éfﬁﬁa%og?§ § %g% ?on 130
in the docunent eating device 10k and th secure ssi g cant ortion
330 in the digitaﬁ%5|g%e ‘ﬁ%&ﬂllﬁi Excha %6e s%ﬁporgﬁﬁg % Ever 58% ?hat a

b bl i shed b d 10k
and t hZeéf'g%E‘féfcae” G BRI G ErngeD SrpoTt itk o BP Ser b p Sabb Cand

h h f
can be oot aBPFEREN Bot bebh The - BoraHERE “%eoa?.heexccé%“%%?l%éganta' oo

digital-sig o]o} t exchan su ortlng server 30. After the ec re
Seasi on s eSrabPrinea PR nay, SR e T PetteRy SrBRSAg8 cr EaL T Ry

portion Illpbgtahe dogyygnt to establish a session with the
digital-signed-document exchange supporting server 30 in
accordance therewith (5101).

In accordance with the command, the secure session
control portion130transmits a secure sessionestablishment
request to thedigital-signed-document exchange supporting
server 30 through the communication portion 140. Thus,
mutual authentication and encryptionof a communication path
are performed by the secure session control portion 130 in
the document creating device 10k and the secure session
control portion 330 in the digital-signed-document exchange
supporting server 30 so that a secure session can be
established between the document creating device 10k and
the digital-signed-document exchange supporting server 30
(5802 and $811). Thus, the security of information to be
exchanged from this point can be established between the
document creatingdevice 10k andthedigital-signed-document
exchange supporting server 30.

After the secure session is established in this way,

the sign request message creatingportion 111 in the document

14



creating device 10k | oads a digital docunent 123 to. be signed fromthe
storage portion 120 and creates a sign request nessage including the

di gital docunent. Furthernore, the conmunication portion 140 transmts the
sign request nessage to the digital-signed-docunent exchange supporting
server 30 in accordance with a conmand fromthe control portion 111
(S803). In the digital si gned- docunent exchange supporting server 30, when

Lne, CoTin e 0 BOLIUAN S40, spslise e o nsieuest essade, e,

control portion |rst extrac S|gned

from the. XMz (S, FEAUESL o P %@Q&slﬂdﬁlov%& e exteacted d%st Vnggeurrent

123 to the ue creat ng portion the

creating po%glt éﬁgLug P¥gg5§ tﬁ a??ﬁ%%ﬁ' % 1%§J£9h§yho %rﬁkg§13)

canoni cal i zes resu érm ned canoni cal’i zi ng et hod

and  cal cul a %%@Qgégyegﬂgo&o;%@s anenLealized lals @gk AAYEWENL o Then,

contr ol portion communi catiron porti to retur

resul ting h%%ht %Ige 859?3§8Fo E%n;g%cunen éﬁ 8r%9 Qgg@ i.on

portion 340 urnsgthe |ce 6k as

a di gest vaIQe ;820 ggogagn ghE@ do ééﬁﬁ%néz%rg QeﬁiVIce ﬁ%£5§é§%

conmuni cati on portlon £ t'he doc creating ecelves the
di gest val ug and ghen transmts the received digest value 820 to the
control portlon &14 %

In the digital-signed-~document exchange supporting
server 30, when the communication portion 340 receives the
sign request message, the control portion 315 first extracts
thedigital document 123 tobe signed fromthe XML signrequest
message and gives the extracted digital document 123 to the
digest wvalue creating portion 311.

Next, the digest value creating portion 311 converts
the digital document 123 to XML form and canonicalizes the
result by a predetermined canonicalizing method (S813) and
calculates ahashvalue of the canonicalizeddigital document.
Then, the control portion 315 commands the communication
portion 340 to return the resulting hash value. In
accordance with the command, the communication portion 340
returns the hash value to the document creating device 10k
as a digest value 820 of the digital document 123 to be signed
(S814) .

The communicationportion 140 of the document creating
device 10k receives the digest value 820 and then transmits

the received digest value 820 to the control portion 114

15



(5804). Then, the control portion 114 commands the digital sign creating
portion 112 to create a sign value fromthe digest value 820. in accordance
therewith, the digital sign creating portion 112 |oads a private key 121
fromthe storage portion 120 and encrypts the digest value 820 with the
private key. Thus, a sign value is created (5805) . Here, while the digest
val ue is encrypted by the docunent creating device, the

di | - f
igita S'QW%QKQQCU”%ﬂRa?Xﬁggﬁgg %h %E&Qﬂcﬁ?ﬁ!@rc§ﬁma%§Mbgﬁ% QEQHEQ@

processing if the private cument creating ice 10k can

transmi tted oy heo 4 gi¢ al o st 9ngddocyrent, cexchange: SHPPOY i ng: Sar Ve %,

Then, the control portion 114 [oads a public key certificate

cor r espondi B Jd he 1B yabe key L2, s d&@ceft%fé\slﬁﬁ,eaéﬂ@elgf ttames%gn

val ue fromthe storage portion 120 and transmits the sign value 8217al ong

with the pUQ@é%taﬁﬁy %?&tkﬂl?gbekéggskppkq%anng I2§Hﬂﬂ§9t%@9§8895ge

exchange supporting server rough the connun cation portion 140

o0 LA s oaggdpsuel, srchenss gpacii g, sy 30, e

t he conmuni cation portion sign val ue public key
certificateyl22 f%%ﬂ§h25£‘ e%é%:e%%é?Yb%%d581%%réh%ﬂ¥¥§EHE
portion 314 gives the rece sign value 821 and pub ic key certificate

2z o the il g vl L sorty o 85 catgenes Lo .

(5816). Morenspegisfiitcallys gned-document exchange supporting server 30
may perform the processing if the private key of the document
creating device 10k can be transmitted to the
digital-signed-document exchange supporting server 30.

Then, the control portion 114 loads a public key
certificate 122 corresponding to the private key 121 used
for the creation of the sign value from the storage portion
120 and transmits the sign value 821 along with the public
key certificate 122 to thedigital-signed-document exchange
supporting server 30 through the communication portion 140
(S806) .

In the digital-signed-document exchange supporting
server 30, when the communication portion 340 receives the
sign value 821 and public key certificate 122 from the
document creating device (S815), the control portion 314
gives the received sign value 821 and public key certificate
122 to the digital sign wvalidating portion 313. In

accordance therewith, the digital sign validating portion

313 validates the sign value 821 (S816). More specifically,

16



16 the digital sign validating portion 313 decrypts the sign value 821 with
the public key within the public key certificate 122 and conpares the
resulting value and the digest value 820 created in step 5814. If the
values agree as a result, the sign value 821 is a digital sign by the
docunent creating device having sent the sign request nessage. |n other
words, a success in validation of the digital sign is determned. if the

val ues do nat, AQLag - 1he, %anvgﬁhﬂgtl%fqr]{ F O s diala \S/éltgntmé Lhen

document creatlng evice ~ havi ng sent S|gn f eques I'n"0o

words, a dd vahi datican eﬁetg& %%t Al gﬁﬂﬁlﬁiet&{éﬂ edbaild the

valldatlon of t igital sign su i tal -signe ocunent

t _ d
G g tal doosint “1oatEoTeE g A fLe g 508 r@%ﬁlh%@&%%b%an%%@*ﬁéﬂgﬂﬁﬁ% ey
certificate gy Q%”lu% he Cupd Ol dcg%% s %3%%1%‘&“&%%%1%%51%%' <8 r%'egnec'

docunent to t docune creating Vi Cce through the conmuni cation

portion 340 (58a17r)e51€PE' theother, hand. wbensthe valddar]onsof Lhe digital

sign fails, thé rol port urns a nessage |nd|ca I'ng the fact

to the documgnt, 52L0g eyl g8, 10k £ boongh e sarmigl calhon « pRLLLAR 340

rﬁ?é
Then, the control portion regli sters correspon ormat 1 on anong

the di gital i gned doeurrnt - 3%%%%9%% 1ker8.od he %%aa@glqaatleﬁéw and

the identification ornatlon est1 nati on docunent creating
devi ce is determined. 1If the values do not agree, the sign value

821 is not a digital sign by the document creating device
having sent the sign request message. In other words, a
fail in validation of the digital sign is determined.

If the validation of the digital sign succeeds, the
digital-signed document creating portion 312 creates a
digital-signed document by combining the digital document
123 to be signed, the digest value 820 and the public key
certificate 122. Then, the control portion 315 returns the
digital-signed document to the document creating device 10k
through the communication portion 340 (5817). On the other
hand, when the wvalidation of the digital sign fails, the
control portion 315 returns a message indicating the fact
to the document creatingdevice 10k through the communication
portion 340.

Then, thecontrol portion 315 registers correspondence
information among thedigital-signeddocument 321Asreturned
here, the c¢reated date 32127A; and the identification

information321A,0f thedestinationdocument creatingdevice

17



17 10k with the sign history managenent table (see Fig. 6) in the history
managenent database 321 as sign history information (S807). when the
comuni cation portion 140 of the docunment <creating device 10k receives the
di gi tal -si gned docunent fromthe digital-signed-docunent exchange
supporting server 30, the control portion 114 stores the digital-signed
docunent 124 in the storage portion 120 and commands the docunent anal yzi ng

portion 113 ltOQth\’l%:@?! P @ngq'l gn'htsaé d%%ma gﬂgﬁqegtab@[%4 s%'en%ll% 6hyN

accor dance t he conman ument” anal'yzing portion 1 anaﬁyzes

the digital 3gjgn r7H§ Q%Qr p nakysi s_ces t o, apQut,put
devi ce thrgu ?ﬁg ?ﬁ ut /out put %%%tﬁ%%t%gg %SSO%§ ié éli\Emen a uge&
inputs to a EQHH& C o&qmand  for transmtting the digital-signed
docunent toqg S|gﬁﬂ99y+|3g?|ng ‘devi ce ~Such as the sign valldatlng devi ce

20k) . the input '{/\'J?llétnp"{:th@O%%fnﬁﬂn}é%tglo\ﬁe%épgl8 maRd 0 éﬁﬁ th

portion 114. in accordance erew t t he contro portion s t he

di gi tal - si gned 4 Q‘H?E@év}%é hig mrteb:eeﬁ;& a%gtl BiQn - %)Iﬁé]&] <§889 chhe

| oaded docunent to the selected sign va evi ce throug t he

CO”““”'Cat'?QcHPgﬁ%gﬂéyﬁi %géngﬁgbhﬁkméhgggQc@%gﬂﬂ?gﬁpggl%qﬁﬂiggrver

Processing Fig t of processing for validatin

di gi tal - si gned dpgUmeni,{ O, ?e p%efgp&ﬁmq 1Ret YegRn ckhey ndi %tgaitﬂggeen@acunent
exchange supporting server

document 124 in the storage portion 120 and commands the
document analyzingportionll3 todisplay thedigital-signed
document 124. Finally, in accordance with the command, the
document analyzing portion 113 analyzes the digital-signed
document and outputs the analysis result to an output device
through the input/output portion 150 (S808).

Here, when a user inputs to an input device a command
for transmitting the digital-signed document to a sign
validating device (such as the sign validating device 20kj,
the input/output portion 150 gives the command to the control
portion 114. 1In accordance therewith, the control portion
114 loads the digital-signed document 124 from the storage
portion 120 and sends the loaded document to the selected
signvalidatingdevice 20k through the communicationportion
140.

(2) digital-Signed-Document Validating Processing

Fig. 9 is a flowchart of processing for validating a

digital-signed document to be performed between the

digital-signed-document exchange supporting server 30 and
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18 the sign validating device 20k having received the digital-signed
docunent from a docunent creating device. In the sign validating device 20k
havi ng received the digital-signed docunent froma docunment creating
device, when a user inputs a conmand for validating an XML sign to an

i nput device, the input/output portion 250 gives the command to the control
portion 213. The control portion 213 conmands the secure session control

portion 230t esi@blish sgeune Sesgiona iyt he, gy ghtal resiegrRdr dogunent
exchange supporting server 30 in accordance with the command (S901). In

accordance W;tdy the-coppRId odde SCEUEEoREESHBR U Ot e POE OB 23R e .
transmts a secure sesSion establishnment request to the

di gi tal -si gned- doguenl. exehange ; SURNAId RS i SEVB! n3Q ity Qugh & the
conmmruni cation portion 240. "Thus, nutual authentication and encryption of a

conmuni cati @n atd - 8% §nRer JIRELPY EhEnSECHLE 19RSSH 0f £9P1 hEl gRefiidON 230
in the sign validating device 20k and the secure session control portion

330 in the dirgid &l & gnedigloednBnt oRXEhaNgsr SHRRARN Ny 81 WelL 34 &0 ddat a
secure session can be established between the sign validating device 20k

and the digitalnpusi gRed-doCUPERBt i@XehaNas SHPPEbLING SEryYer g30.65392 and
S911). Thus, the security of the information to be exchanged fromthis

poi nt can be®atabhi shedhRetipen-dheposigBnvalidat i deyh €e020koanrd dihe
di gi tal - si gned-docunent exchange supporting server 30.
213 commands the secure session control portion 230 to
establish secure session with the digital-signed-document
exchange supporting server 30 in accordance with the command
(S901) .

In accordance with the command, the secure session
control portion230 transmits a secure sessionestablishment
request to the digital-signed-document exchange supporting
server 30 through the communication portion 240. Thus,
mutual authentication and encryptionof a communication path
are performed by the secure session control portion 230 in
the signvalidating device 20k and the secure session control
portion 330 1in the digital-signed-document exchange
supporting server 30 so that a secure session can be
established between the sign validating device 20k and the
digital-signed-document exchange supporting server 30 (S802
and S911). Thus, the security of the information to be
exchanged from this point can be established between the

sign validating device 20k and the digital-signed-document

exchange supporting server 30.



19 After the secure session is established, the control portion 213 in the
sign validating device 20k commands the sign validation request nessage
creating portion 211 to create a sign validation request nessage. in
accordance wth the command, the sign validation request nessage creating
portion 211 | oads the digital-signed docunent 221 to be validated, the
public key certificate 223 and the TA certificate 222 fromthe storage

portion 220 and CF?%%‘%S.’CI}% g, valdidatii gn irse%!éec%bﬂféﬁéa,e +Rel ugh pgot hem

Then, the control portion 213 transmts the sign validation request

message Cf%to%%]% thes siggghvea'sii %%riiroea%%% JB$52a8€ 0 £! €ahhBggROfhEon 2

11 to the digital- signe ocurne exchange upporting server 30 through

the communi %qtginomé)i){&é@ﬁ'o%4%0ecgl%29§)m sEBgfeh%fleﬁ‘ - pognads,dogiirent

exchange supporting ~server en the comuni catioh portion 340 receives

the sign velidald on Legyest Tessags 1he,cont kol RO o BLA.cExXEEAELS the

di gi tal -si gned docunent; public key cer I cate TA certificate fromthe

sign val i dat - r e e d.gi\ve he. digit.al Si
Vel dating part on 313 T UB10) . a asadr danbe  PRorGM the TPRS dibr {3151 gn

val i dating RoLLiom 31302100108 I288 2% N0 daaurent; Wk LRI docbhent 201

o : i .
digital -signed docunent first, calculates th ash value (digest value) and

then decryptg Besign ;valley ofr tdg wich gi tial y sl gpedsdagurent swhth the public
key included in the

certificate 222 from the storage portion 220 and creates
a sign validation regquest message including them. Then,
the control portion2i3 transmits thesignvalidation request
message created by the sign validation request message
Creatingportion2ll tothedigital-signed-document exchange
supporting server 30 through the communication portion 240
(S903) .

In the digitazl-signed-document exchange supporting
server 30, when the communication portion 340 receives the
sign validation request message, the control portion 315
extractsthedigital-signeddocument, publickeycertificate
and TA certificate from the sign validation request message
and gives them to the digital sign validating portion 313
(S912) . In accordance therewith, the digital sign
validating portion 313 canonicalizes an XML document within
thedigital-signed document first, calculates the hashvalue
(digest value) and then decrypts a sign value of the
digital-signed document with the public key included in the

public key certificate. Furthermore, the digital sign
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public key certificate. Furthernore, the digital sign 20 validating portion
313 conpares the digest value resulting fromthe cal culation, and the val ue
resulting fromthe decryption of the sign value so that the sign of the

di gi tal -si gned docunent can be validated (5913). As a result, if the digital
sign validating portion 313 determ nes that the val ues do not agree, that
is, that the sign validation fails (5914), the certificate validating

port i on 340, 6030l ¢ e Soramini oatian. PosLian 38,0 614D - Lbe vahidat i on

result, "FAI e sign va atlng devi c as a return nessage to

the sign vakk@ﬁt'apeg%@g%hat(l%%)a hete ang, Lipbher digi LAl si on

validating portion eterm nes t at t e vaﬁues agr ee, at t he

si an val | daan, aiceapds < 5914)  Lhe GERLIS1 £at @ Al Ldal | agpordd opy 314

val i dates t ey certific Gsed for the sign va Yat i on. us, in

the dioitahs gﬂ%qd OG0B NG BLENANOS SUPPOT LENG GSRfLr | .?:@13 {he vali d'ty of

the public used T e sign va tion can be fur checked. Mre

speci fically, the%gegtkggeatte -tvfﬁ'r!ﬁi@tafﬁ 1 PRIt 598344 1884 AP i $hes ADE

val i dates an authentication pa fromthe trust "anchor (TA certificate) to

a target Ce@ﬁ%fﬁ8%%§mﬁjﬂﬁi S|gne G keY, SRLLLThGat & t o, Pee vaﬁhgaggd)thg@re

specifically, digt -docunent exc ange supporting server

obtains ceghlld CAL &S 10k e AHNEN I(88hIQN PALRANG: FheakBVAl ] fhdYing
portion 340 controls the communication portion 315 to return
the validation result, "FAILED", to the sign validating
device 20k as d@ return message to the signvalidation request
(S915) .

On the other hand, if the digital sign validating
portion 313 determines that the values agree, that is, that
the sign wvalidation succeeds (5914), the certificate
validating portion 314 validates the public key certificate
used for the sign validation. Thus, in the
digital-signed-document exchange supporting server 30, the
validity of the public key used for the sign validation can
be further checked. More specifically, the certificate
validating portion 314 establishes and validates an
authentication path from the trust anchor (TA certificate)
to a target certificate (the public key certificate to be
validated). More specifically, the
digital-signed-document exchange supporting server obtains
certificates on the authentication path and the invalidity

information (CRL/ARL) relating thereto sequentially from
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information (CRL/ARL) relating thereto sequentially from21 a directory
server provided by a certificate authority and, at the sane tine, validates
whet her the certificates are invalid or not. Alternatively, certificate
validation requests nay be transmitted to a server which validates a
certificate on behalf (called certificate validating server, hereinafter)
and may receive the validation results so that an authentication path from

a TA certlflcgéﬁec% %@féér ey .Ge ng(xué%}pg%ﬁ canuggo§%H3p%h heq and
0

val i dat ed. I & val idirty he pu Yy Use ét i on
s determ ned 4@ 185Ul LigLhe carlidi cate, cypLidat 'engceprO{{fP{? 2314 diyes a
command to the connun|ca ion’ {1 onh- 320745 e sigh va

lt, "S D th ti i
VAL D, odt Be T aRemited 2%%“%%%?5%\7%2& a%%%‘{%,?aé%ace FELEEET0b, U
message to thesign. val} d@é'E’P Reguested S99 ngtt;sl&atweg qessage
o the sign'va o) ques nessa eis transn1 e control “pértion
213 I dd
218 el e lwfgro?;a%%@%h.%ﬂ L5 PA B o an ko cate

or "NG" ) 32182, n%f Cﬂ%& flfel%gétle\ge 3l v'g Vzﬁ'@ldér?’}eP’%}lB?s Jtgnyati on

|'r'1d|'(':at|n9 avalda resu tOt certi |cate
o o e {ﬁ%‘@g'«»@ ST 08 I 0,01 el ot gr g e oo
val i dating %%@‘5%rt1flcate thereof can be established and validated.

If the validity of the public key used for the sign
validation 1is determined as a result, the certificate
validating portion 314 gives a command to the communication
portion 340 so that the signvalidation result, "SUCCEEDED",
and the public key certificate validation result, "VALID",
can be transmitted to the sign validating device 20k as a
return message to the sign validation request (S215).

Thus, when the return message to the sign validation
request message 1s transmitted, the control portion 213
registers, as the wvalidation history information, sign
validated date information 321B;, information indicating
the sign validation result ("OK" or "NG") 321B,, certificate
validated date information 321Bs, information indicating
avalidationresult relating tothevalidityofacertificate
{"OK" or "NG") 321B,, identification information of a
validator or a device used by the wvalidator (here,

identification information of the sign validating device

20k) 321Bs, and a digital-signed document 321Bg transmitted
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20k) 321B5, and a digital-signed docunent 321B6 transmtted 22 to the
digital - signed-docunent exchange supporting server 30 in step S903 with
the validation history managenent table (see Fig. 7) of the history
managenent dat abase 321 (S916) . In the sign validating device 20k, when the
communi cation portion 40 receives the return nessage from the

di gi tal -si gned- docunent exchange supporting server 30 ~S904) , the control

ocul t and ERot Ual T BPLY S 6 HE BUBPFERRE) CErPrSaid ot heng ghever o

| i dat i = | t th d di spl it t put
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| mput / out put SB5r {1 8n 250 51t e ORI TST RTR BREFOF port | R 213, I m

d th ith, .the control ti 213 1 oads t di gi t.al - si d
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ersating proseasiin (1) cand dho sl sLaned Soguent yalidari g, pLpsegs!
created and canqqi ¢ahLziNg ANOCESU NGRS 40e X and the valiqity
of the public key certificate or the sign validation result)
from the return message and displays it on an output device
through the input/output portion 250. When a user inputs
a command for displaying the digital~signed document to the
input device here, the input/output portion 250 gives the
command to the controlportion213. Inaccordancetherewith,
the control portion 213 loads the digital-signed document
221 from the storage portion 120 and commands the analysis
to the input/output portion 250. In accordance therewith,
the document analyzing portion 212 analyzes the document
data of the digital-signed digital document 221 and causes
an output device to diSplay the analysis result through the
input/output portion 250 (S905).
The digital-signed document creating processing (1)
and digital-signed document validating processing (2) can
implement canonicalizing processing before a digital sign

is created and canonicalizing processing before the sign

is validated in a common digital-signed-document exchange
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is validated in a common digital-signed-docunent exchange 23 supporting
server. Thus, a difference due to a difference in nethods of inplenenting
canoni cal i zi ng processing can he prevented between a result of

canoni calization of a digital docunent with a digital sign to be validated
and a result of canonicalization of a digital docunent when the digital
sign is created. Therefore, a digital sign can be securely validated for an

XM documnguwﬂm@ sanpatcal +2aki on o f PFc SEGRE ANeaRd yaligdationcef a
digital sign, for exanple. Wen a new standard specification is adopted,

the digitaknsi@nedsdocyrent,exqlange, SUPPASL] R9180HRY I YesHeedscha be
conpliant with the new standard specification so that the nmanagenent | oad

on each usepeGafePenteAW At c e FlultNERIMPLE c 51 HEEcaBGGRTIdWoER dhyStal
enbodi ment, the digital-signed-docunent exchange supporting server nanages

a sign histgpyuaich@ wign yahigdathonshiyst @by peah 4 1Nf I MR 1 O ProELs$er On
the network can use history information common to jobs such as creation of

a seal recopd eg%-ni\efbillieza?@i%%é%%ﬁiﬁ*ﬁ@@%@@@ﬂeﬁesmeae@h@b@y@i@gla

di gital docunent to be signed for exanple, the digital-signed-docunent

exchangi ng systemsase0bdERg t Onkhicsr o irtbedirgnt JMmY; iagdcansh8ns & SuaBY y
digital docunent as far as the digital docunent is a digital docunent to

under go caganiiGald&i Ngo Pr 98 egRiNg Rt hef s gy stgned _rd el or ezavabhdat ed.

Whi | e the docunent creating device and sign validating
for creation and validation of a digital sign, for example.
When a new standard specification 1is adopted, the
digital-signed-document exchange supporting server only
needs to be compliant with the new standard specification
so that the management load on each user can be reduced.
Furthermore, since, according to this embodiment, the
digital~signed-document exchange supporting server manages
a sign history and a signvalidation history, an information
processor on the network can use history information common
to jobs such as creation of a seal record book.

While an XML document has.been described above as a
digital document to Dbe signed for example, the
digital-signed-document exchanging systemaccording tothis
embodiment may add a sign to any digital document as far
as the digital document is a digital document to undergo
canonicalizing processing both before signed and before
validated.

While the document creating device and signvalidating

device are implemented by different information processors
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device are inplenented by different information processors 24 above, one

i nformati on processor nmay have the functions of both of the docunent
creating device and sign validating device. Wile the description above
assunes the case that the function of the docunment creating device is

i npl emented by one information processor, the function of the docunent
creating device may he distributed to nultiple information processors. For

exampl e, a5 SHOMN L il A SBEUIPOL SCLEALLNS SYS! OMEL0Z,L0 gt gem ¢ he

series of steps 38 nstructed by connecting the

| nf or mat | onpRceRear, {ShgBGLERt I Aloul o) A4 ol ARerL oM L easions 904

t
to S806 in he Information protessor (sign requesting device) 11
to perform the ;steps S801 to SB803 and S807 via a LAN, for exanple. In this
case, the sign requesting device and sign creating device need not be

pl aced physical | y,ina %§g3§$§?928mﬁhhl%H%é%?§§§ﬂm€£9ﬂ%9 quq%¥ﬁ:E§§y

created by conmbining a cunment, a sign value and a public

cer ti i cat e el de, %eé%rﬂeogo@g{ﬁ%ggecr@wffégi %8%%%?[‘%%% chenadded, to

the signed document as require exanp _ _ o _
nf or mat 1 o (Such 40" AR FLENE 0K - SRA" | F addh CAS66 B The ker var) "6t he.
digital-si gped: y EXCHANPS S UARALLING: SETVE TR IBYp PE 1 £ HELRER sidRc uded
in the digital-signed docunent” so that a
processors. For example, as shown in Fig. 1, a document
creating system 10Z to perform the series of steps S801 to
S807 in Fig. 8 may be constructed by connecting the
information processor (sign creating device) 12 to perform
the steps S804 to S806 in Fig. 8 and the information processor
(sign requesting device) ‘11 to perform the steps S801 to
S803 and S$S807 via a LAN, for example. In this case, the
sign requesting device and sign creating device need not
be placed physically in a same place.
Whileadigital-signeddocument is createdbycombining
adigital document, a sign value and a public key certificate
in the description above, other information may be added
to the signed document as reguired. For example, when
multiple digital-signed-document exchange supporting
servers exist, identification information (such as an FQDN,
URI and Ip addresses of the server) of the
digital-signed-document exchange supporting servers may be

further included in the digital-signed document so that a

sign validating device can search the
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sign validating device can search the 25 digital-signed-docunent exchange
supporting server to which a sign validation request nessage is to be
transmtted based on the identification information. Qher processing nmay
be perforned by the digital-signed-docunent exchange supporting server. For
exanpl e, processing for encrypting an XM. docunent itself and processing
for decrypting an encoded nessage of the XM. docunent may be perforned

thereby. | m%ﬂﬁaltgl@%&mdo@ﬁﬁéﬁetém&eﬁ s%%ﬁii:f@fn@@%rr%ﬂ 08 vafickh
decryption needs to be shared by a docunent creating device, a

di gi tal - si ghed-@peUNBRE: teXHhaRAR SHPRRLLING: S&r¥eh ARE & sisi e ¥ ¥ddat | ng
device. The specification and drawi ngs are, accordingly, to be regarded in

an illustrajd ventat hendilfan 2 16st thebirwa tisghse. It will, however, be
evident that various nodifications and changes may be nade thereto wi t hout

departing fromthespirit @@geggqgg of nbe ipeentieRr s sed foyth dHe the
clains. 26 | WE CLAIM 2 1. An information processor which supports an

exchange 4df@i{a§ dii gintcdl -5 9nedn di gikt-alardRCUWBRb o r ENE gPISRGEASOr  Por

conpri si ng: comuni cati on neans which is connected to a network;
example, processing for encrypting an XML document itself
and processing for decrypting an encoded message of the XML
document may be performed thereby. In order to do so,
encryption keys used for encryption and decryption needs
to Dbe shared by a document creating device, a
digital-signed-document exchange supporting server and a
sign validating device..

The specification and drawings are, accordingly, to
be regarded in an illustrative rather than a restrictive
sense. It will, however, be evident that wvarious
modifications and changes may be made thereto without

departing from the spirit and scope of the invention as set

forth in the claims.
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7 and 8 processing nmeans which, when the communi cation neans 9 receives a
sign request including a first digital docunment 10 froma first conputer on
t he network, canonicalizes the first 11 digital docunent by canonicali zing
processing, calculates 12 a digest value of the canonicalized first digital
docunent 13 and causes the comruni cation nmeans to output the digest val ue
14 to the first conputer, 15 wherein, when the comruni cation nmeans receives
a 16 digital sign created by the first conmputer by encrypting 17 the

di gest val ue, the processing nmeans creates the first 18 digital docunent
wth thq_digktg&jﬁgpn fromthe digital sign 19 and "he first digital
docunent” and ¢ ugb the communication 20 neans to output the first digital
docunent, with the digital 21 sign to the first conputer. 22 1 2. An

i nformati on processor according to Claim1l, 2 wherein, when the

i i i . | i dat i incl udi blic k
for val i aat g 278 BECBEIRT Ryt CHoEaheNE nrs R 1 410 ST &Rt ho
in 6
SS

digital ,5 sign_frqom a, ,second conputer.on.the network, the process

means compare & val He Ctt ol A By §ee LI ngCERET gl ¢ i e 7 10 GREWFER ¢ he
public &fy gn% %idhggsj val ue of the second 8 digital docunent

canoni cal i z&d By f%e‘%anonicalizing 9 processing and causes the

ggm{"eﬁ%?“ on meaps, Lo QULRY A NG 10 iUl t; Of e, conparLson, Lo, Lbg, second

7 and

8 processing means which, when the communication means
9 receives a sign request including a first digital document
10 froma first computer on the network, canonicalizes the first
11 digital document by canonicalizing processing, calculates
12 a digest value of the canonicalized first digital document
13 and causes the communicationmeans tooutput the digest value
14 to the first computer,

15 wherein, when the communication means recelves a
16 digital sign created by the first computer by encrypting
17 the digest value, the processing means creates the first
18 digital document with the digital sign from the digital sign
19  and the first digital document and causes the communication

20 means to output the first digital document with the digital

21 sign to the first computer.

22
1 2. An information processor according to Claim 1,
2 wherein, when the communication means receives a

3 wvalidation regquest including a public key for validating
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11 1 3. An information processor according to Claim2, 2 wherein, when the
val i dati on request includes a 3 self-sign certificate of a certificate
authority, the 4 processing neans validates the validity of the public key
5 by using the self-sign certificate as a trust anchor. 6 1 4. An

i nformation processor according to Claim?2, further 2 conprising: 3 storage
means whi ch stores sign validation history 4 information, 5 wherein, when a

val ue objai B:%je QXnQQH%{P{%E'Qj&@&nth%ﬁEE al 451 Q‘Eaﬁnéjiﬁndérﬂﬁ?%%evé‘wﬁtgﬁ the

second digit docunen are conpared, the processi hg neans stores, as the

sign 8 yal iidati gn i st glsaxgmif QIR 0L Jrﬂf@{m}é%fgclw&r@rw@ss%naecond

digital docunent with the digital 'sign, a result of 0 the conparison and

| dentifigati.an jniqnmiion vaébﬁesswaqnglﬂlbgpm%ﬁp&pné_;,h@hét95 gogameans.

12 28 1 5. An information processor according™to Caim1, further

conpri si : : ich 0 i j i of LO
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i nformation i ncludi
9 processing and causes the communication means to output the

10 result of the comparison to the second computer.

11
1 3. An information processor according to Claim 2,
2 wherein, when -the wvalidation regquest 1includes a

3 self-sign certificate of a certificate authority, the
4 processing means validates the validity of the public key

5 Dby using the self-sign certificate as a trust anchor.

1 4. An information processor according toClaim2, further
2 comprising:

3 storage means which stores sign validation history
4 information,

5 wherein, when a value obtained by decrypting the
6 digitalsignandadigestvalueof the seconddigital document
7 are compared, the processing means stores, as the sign
8 validation history information, information including the
9 second digital document with the digital sign, a result of
100 the comparison and identification information of the second
11 computer in the storage means.

12
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7 first digital docunent with the digital sign and 8 identification
information of the first conputer in the 9 storage neans. 10 1 6. An

i nformation processor, conprising: 2 storage neans which stores a digital
docunent to be 3 canonicalized before a digital sign thereof is created; 4
i nput receiving neans which receives a command for 5 adding a digital sign
to the digital docunent; 6 communication means which is connected to a
network;; 7sand 8nproeesshng: BRANS,MhEchy ANeD RS J PP\ 4 8L €1 ViRgLARANS 9
receives the command for addi ng,” causes the communication 10 neans to

out put & siggmggqggﬁkgjncluding the digital docunment 11 to a server on the
network, when the conmmunication means 12 receives a digest value of the

di gi tal ydocunent %EB% emeld SEMURH sEeULS e rdigidal iS{An-Ryt 8BRTYPLINg
the digest 14 value and causes the comuni cati'on neans to output the
digital 4 15 sign {,o.the seryer, and Mhen: t Re QMmN satheRMeans, regei ves
16 the digital docuﬁentIVAth t%e gigital signggreated ?ronlthe 29 17 digita
sign and t hgdigitial UWTENE o f EQMLEREy SENVET n r SERLES ngl & dd1gs digbtaks,
QOcunent_mjtﬁgﬁhg’dfﬁﬁﬁgl sig%_in the storagépr19 ﬁeaﬁgg 50 1 7. An

i nf or matg on, pr ORESSOky KPAPELS D Eo2nSkAAYE (MBS 6R ShOT S AdLgkt al

docunent with a
7 first digital document with the digital sign and

8 identification information of the first computer in the

9 storage means.

10
] 6. An information processor, comprising:
2 storage means which stores a digital document to be

3 canonicalized before a digital sign thereof is created;
4 input receiving means which receives a command for

5 adding a digital sign to the digital document;

6 communication means which is connected to a network;
7 and
8 processing means which, when the input receiving means .

9 receives the command for adding, causes the communication
100 means tooutput a signregquest including thedigital document
11 to a server on the network, when the communication means
12 receives a digest value of the digital document from the
13 server, creates the digital sign by encrypting the digest
14 valueandcauses the communicationmeans tooutput thedigital
15 signtotheserver, and, whenthecommunicationmeans receives

16 the digital document with the digital sign created from the
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3 digital sign; 4 input receiving neans which receives an input of a 5
command for validating the digital sign; 6 comunication nmeans which is
connected to a network; 7 and 8 control neans which, when the input
receiving neans 9 receives an input of the command for validating, causes
the 10 conmunication neans to output a validation request including 11 the
digital docunent with the digital sign and a public key 12 for validating

he digjtal  si h k 3.and, .wh h [ i
moans. Tocol Y86 T8 oS aPE BYOA I Sahpart QNGB vea 470 GBS Val RECOFStne

di gital,doc nt,. 1 nd, a val ue obtai ped decrypting the digital _sign
w oh T CRERE R ed N Bt BtaS PReR B85 et pat cohe 158 BE A
digitaleigﬁeg di gital docunent exchange supporting 2 method in which a
server Havig®&drmmuni cation neans 3 connecting to a network and processing
means sypports an 4 exchange of a digital docunent with a digital sign on
the 5 hetwork, 30 6 the nethod conprising the steps of: 7 when the
connuniqatign nqus r.eceives a sggn re%uest 8 including a first digital
docunent’ from a fiFst ¢Sl etC™ 9P HRCERS et ok T ¢an8fical i zi ng the first
di gi tal ,docunent 0_by canoni cal.i.zi.n rocessi ng and, cal cul ati.ng.a,digest
value. 71 of the EERBRECATIZA FIHG! GG AST HoChant i HEShrotels A

3 digital sign;

4 input receiving means which receives an input of a

5 command for validating the digital sign;

6 communication means which is connected to a network;
7 and
8 control means which, when the input receiving means

9 receives an input of the command for validating, causes the
100 communicationmeans tooutput avalidationrequest including
11 the digital document with the digital sign and a public key
12 for validating the digital sign to a server on the network,
13 and, when the communication means receives a result of a
14 comparison between a digest value of the digital document
15 and a value obtained by decrypting the digital sign with
16 the public key, outputs the result of the comparison.
17

1 8. Adigital-signeddigital document exchange supporting
2 method in which a server having communication means
3 connecting to a network and processing means supports an
4 exchange of a digital document with a digital sign on the

5 network,
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12 neans; 13 transmtting the digest value to the first conputer 14 by the
communi cati on neans; 15 when the conmuni cation neans receives a digital sign
16 created by the first conputer by encrypting the digest value, 17
creating the first digital docunment with the digital sign 18 fromthe
digital sign and the first digital docunment by the 19 processing neans; and
20 transmtting the first digital docunent with the 21 digital sign to the

first comuter bythgenlqggyp;gg%%ggégﬁgp§jmg%;g%?§ éFdigitaI docunent

exchange supporting net to dai urther conprising the

step of ;7 3 when thecyathdatan souestol neludes, acselbeshon of pertitioate

of a certificate authority, v ating the Y ity o Ic Key by

hoing the sebinuiah ool tEILER! AL 0 A% Al LRl RORIGN BY £1E PTOGRRALES

neans. gram causi ng a server avi ng communi catl on

connecting tg aphehwark and %ﬁ?&‘?%ﬁhggz% nt%hteo R togﬂdgf’ﬂtﬁ PEOLERENAY T

: or
supporti'ng an exchange of ‘a gita ocu 4 W't gital sign on the

net vor kg O, biSc2hgaeEsshing Comrislag, 1he S1.eRs 0l i when, b sampuni.gat i on

nmeans recei ves a Sl gn reque includrng a cunent from a

first compuber:,8 a8 NEF oLk ¢ ;GANCRL 6al2I B9-hRGHH £ $tndi gl LAk sdogyment

12 means;

13 transmitting the digest value to the first computer
14 by the communication means;

15 when the communication means receives a digital sign
16 created by the first computer by encrypting the digest value,
17 creating the first digital document with the digital sign
18 from the digital sign and the first digital document by the
19 processing means; and

20 transmitting the first digital document with the
21 digitalsigntothe first computer by the communicationmeans.
22

1 . A digital document exchange supporting method
2 according to Claim 8, further comprising the step of:

3 when the wvalidation regquest includes a self-sign
4 certificate of a certificate authority, wvalidating the
5 wvalidityof thepublickeybyusingthe self-signcertificate

6 as a trust anchor by the processing means.

1 10. A program causing a server having communication means

2 connecting to a network and processing means to perform
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9 by canonicalizing processing and cal cul ating a digest value 10 of the
canoni calized first digital docunent by the processing 11 neans; 12
transmtting the digest value to the first conputer 13 by the conmuni cation
means; 14 when the communi cation neans receives a digital sign 15 created
by the first conmputer by encrypting the digest value, 16 creating the first
digital docunment with the digital sign 17 fromthe digital sign and the

first digital docunent t he rocessi ng neans 19 transmtting the
lrst dii B CHOMENT ME 17RO oo A EACAATGE F enat PrEed CompUEEr by

the co ni cation ans 11 A gram according to Caim 10, cau5|ng

t he sepegr "3 4 Joé *%?F?ihélﬁ?béﬁﬁ f%% ?EFFﬁéﬁiconpr|S|ng the step of: 3

when the valldatlggﬁyp uest includes a .self-sjgned certificate of a

certificate autho 1§ Hat g CPRRT 154 i ?ySSFpﬁhé’ ublic key by using

the sel fgsign certificate 6.83,a dryel,anchor by Lhe B eesghng lEany 32

7 including a first digital document from a first computer
8 on the network, canonicalizing the first digital document
9 Dby canonicalizing processing and calculating a digest value
10 of thecanonicalized firstdigital document by theprocessing
11 means;
12 transmitting the digest value to the first computer
13 by the communication means;
14 when the communication means receives a digital sign
15 created by the first computer by encrypting the digest value,
16 creating the first digital document with the digital sign
17 from the digital sign and the first digital document by the
18 processing means; and
19 ‘ transmitting the first digital document with the
20 digitalsigntothefirstcomputerbythecommunicationmeans.
21
1 11. A program according to Claim 10, causing the server
2 to perform the processing further comprising the step of:
3 when the validation request includes a self-signed
4 cexrtificate of a certificate authority, wvalidating the
5 wvalidityof thepublic keybyusing theself-signcertificate

6 as a trust anchor by the processing means.
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