| VALI DATI ON CHI P TECHNI CAL FIELD This invention concerns a validation
protocol for determ ning whether an untrusted authentication chipis
valid, or not. In another aspect it concerns a validation systemfor the
protocol. The protocol may be used to determ ne the physical presence of a
val id authentication chip. The untrusted chip nmay be associated with a
consunmabl e so that validation of the untrusted chip authenticates the
consunabl e. BACKGROUND ART 1 Introduction Manufacturers of systens that
require consumabl es, such as a {aggpapnioORteng hat requires toner '
cartridges, have struggled with the probl'em of authenticating consunabl es,

to varyi nEFEVEALFELDs iccess.  Most have resorted to specialized packagi ng.
However this dogsinkeionséo@nshioaRiati@btdideol@RAE@ iR Vhaher & SsteamaNUf act ure.

The prevent.ion of .copyi.ng IS . rtant .for two reasons: . To protect
revenues E{MPS&C?U%?/ i IQ%%I?)’%T §°§'rlr]ﬁ?1r£§?‘ear€ ERiF A G v iRt Fism
damagi ng trelecohadyde yspd oglpternfmg the physigphplessncged o rlif adthehticeticaahip.rike marystall og pri nt

nozzl es idhipaihyibssdcRied it Idoffimable sSSRPRIIAHI R BE LtAlkRiplSndlLXE eMel y | arge
and const ant | ¥, 9" oW ng field. This invention is concerned wth

aut hent i cat1ng consumabl es. In nost cases, there is no reason to prohibit
the use of consumables in a third party product. The invention concerns an
aut hent i cgddrgiiNiPakpat contains an authentication code and circuit
specially designed to prevent copying. The chip is manufactured using the
standard Fl ash nenory nmanufacturing process, and is | ow cost enough to be
i ncl uded ¥ n comgodmiiines such as ink and toner cartridges. Once progranmed,

e uchent | C kGl B QLR JEOURLE ARLbL LR o R RHORLL = QULAS nes Sf nce

t hey do not constitute an encryption device. herefore

pract i cal F9seintir atrsrisd avith e profleryafguthengiptingsopyymatiet) to wrvieglgirk ef eccessse in t he
world. 3 Misnieepteriaitdspbeslngl phikhgngd HobevelitlBCAoSSREstdp@biiBreMNeheR@AC Rloge t hat are
referred &&Mﬁ.ﬁ%ﬂ{ﬁ} ntfoll 6 b g{lﬁg&m%fforwem sggcunent. 3.1 Symbol i ¢

Nomencl ature The f OW ng s nonmencl ature i s used throughout this
docunent :* AUTHP@ G roverigh|l e 1. Summary of Symbol i ¢ Nomencl at ure

Synbol Descri pt'l-rocﬁ'l:vcnt poorly manufactured substitute consumables from damaging the base system. For

example, poorly filtered ink may clog print nozzles in an ink jet printer,

2 Scope

Authentication is an extremely large and constantly growing field. This invention is concerned
with authenticating consumables. In most cases, there is no reason to prohibit the use of consumables in a
third party product.

The invention concerns an anthentication chip that contains an authentication code and circuit
specially designed to prevent copying. The chip is manufactured using the standard Flash memory
manufacturing process, and is low cost encugh to be included in consumables such as ink and toner
cartridges.

Once programmed, the authentication chips are compliant with the NSA export guidelines since
they do not constitute an encryption device. They can therefore be practically manufactured in the USA

(and exported) or anywhere else in the world.

3 Concepts and Terms

This part discusses terms and concepts that are referred to throughout the remainder of the

document.
3.1 Symbeolic Noemenclature

The following symbolic nomenclature is used throughout this document:
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F[ X] Function F, taking a single paraneter X F[X, Y]Function F, taking two
paraneters, X and Y X | YX concatenated with Y XAYBitw seXANDY X v YBitw se
X ORY (inclusive-OR) X O YBitwise X XOR Y (exclusive-OR) -, XBitw se NOT X
(conplenent) X *- YX is assigned the value Y X {Y, Z]The domain of
assignnent inputs to Xis Y and Z X= YXis equal to Y X#YXis not equaltoY
LLXDecrenment X by 1 (floor 0) nXlincrement X by 1 (nodul o register |ength)
Erase XErase Flash nmenory register X SetBits[X, Y]Set the bits of the Flash
menory remb&tlesmﬁawsgn@ﬂc%n;ﬁmm?,hl ftRight[ X, Y] Shift register X right
one bit pestd of aki-rg—haput—bitfrom Y and placing the output bit in Z
3.2 Basic _Terns yﬂ'bﬁgssaqe denot ed by M P& nt ext. The procedss of
transfornifgl Minto ci pherFl@mtonﬂtahﬂgheihﬁepdﬁ:ﬁne&uhst ance of Mis Hidden, is

-

call ed e(frxwlun The £ Raek—i-ft-o—v-i-s Called
decrypt i DBt erri ng to E&%ﬁgrt% F%O?\p e ES%(anndas E._and the decryption

function |asl D, we have th%“fnﬁfifqnéf\?dwéﬂ'dentltles EEM = C DC =M

Ther ef or 3 Ng Tol TOW Ng T Oty aNS vt T Uer D[ Bf M= WM3-3—Symmetjric
Cryptography A symmetric lencryption algorithmis one where: t he
encrypti dr<¥¥nction E rel |@§“§96‘%V(1K‘2E“S“’eﬂ% decryption function D relies
on key KZ,xgyKZ can be Jefhwad X XY fleiuddbr) K carm pederived—firom K2. In
nost symetric algorithms; Kl equals K2. However, even if K3 dogs not equal
K2, giver that one key claBi™H®NSErX Geepleesin t he ot her, a singl e |key K can
suffice flof he mat hemat 1Rl dghdduhRlly ThusT  AUTHZ0-SG=3EK{M = C
DK[C] =

X {¥,Z} The domain of assignment inputs to X is Y and Z
X=Y XisequaltoY
XY Xisnotequalto Y
Ux Decrement X by 1 (floor 0)
fix Increment X by 1 (modulo register iength)
Erase X Erase Flash memory register X
SetBits[X, Y] Set the bits of the Flash memory register X based on Y
Z < ShifiRight[X, Y] Shift register X right one bit position, taking input bit from Y and
placing the output bit in Z
32 Basic Terms

A message, denoted by M, is plaintext. The process of transforming M into ciphertext C,
where the substance of M is hidden, is called encryption. The process of transforming C back into M is
called decryption. Referring to the encryption function as E, and the decryption function as D, we have
the following identities:

EM]=C
D[C]=M

Therefore the following identity is true: D[E[M]] =M
33 Symmetrie Cryptography

A symmetric encryption algorithm is one where:

. the encryption function E relies on key K,
. the decryption function D relies on key K,
. K, can be derived from K, and

. K, can be derived from K.

In most symmetric algorithms, K, equals K,. However, even if K; does not equal K,, given that
one key can be derived from the other, a single key K can suffice for the mathematical definition. Thus:
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The security of these algorithns rests very nmuch in the key K Know edge of
K all ows anyone to encrypt or decrypt. Consequently K nust remain a secret
for the duration of the value of M For exanple, Mnay be a wartine
message "My current position is grid position 123-456". Once the war is
over the value of Mis greatly reduced, and if Kis made public, the

know edge of the conbat unit's position may be of no rel evance what soever.
O course if it is politically sensitive for the conbat unit's position to
be known even after the war, K nmaygli@yecto remain secret for a very |ong
time. An enornous variety of syrmetrlc al gorithns exist, fromthe textbooks
of ancient history through to sopﬂlfg]ulgat ed nodem al gorlthms Many of
these are i nsethyseritly pf thdvadigontiche reste veypharh & theslieg K. KieehigeqiR alldva @gyo@ect i on
3.8) can t%@ﬁc?ﬁ§(§‘fdwrjlpy Caﬁs&?gﬁyk%s@éxga%{ d SEQEP&LQ‘[CE&QUO@%F&N&] hgﬁ& Fl§r can be

derived. The sSecurity particular symetric algorithmis a function
of two t hPAGRS MRy b§f‘ PRHEE Frettee "YRersit gesttion Mgidpngiismis3 Hifidimee B¢ warffe key

[ 78] . Theovsthevalyt bi N fs geonlyerbdyondi etnhlmKlxsmdieiniuhe,u{encndvﬂedgeu&lﬂieicd‘nybat Wn@kying on its
resi st anc}%s&l&h rﬁgyxpgﬁg;é?eg%gwhaﬁg&%p 5§c &éeel?t§§gl;t Cle'se%m? t)e “for the co dbd ! Itpn t he

| onger that an orit as remai ned th ye remai ned
unbr oken I?"ﬁ““f”d%b?ﬁ“{%l@‘t cvgt afferheired Burhate thipmaip PPéfeh%fr@’eé’é@ﬂF@Gt he algorithmis
likely to be. Byenoﬁmtﬁxraﬁﬁfi of sﬁmﬁ@ﬁbra%ntﬁxlng&fst frhﬂlhfe hﬁ%odﬂ:@&f aﬁ@ntlb@&f‘ ¢ oh
scruti ni r aphi e un secure. Even if the
al gorit hrzntﬁl.? é%}fo S%F)]%Rl%%% OBC C%or?‘l% Et1$%any WP tfqese are msef B tgagﬁnodefn Ir]g:ytafl%y {5y y every
key - seeteChPJé‘Ef’t‘ (S?Prﬁegl‘)B?’ i)@)sm@ﬁﬁéﬁv eiarl the itls?ethmlt@ht exfantthapK|chn Yyderfvedind.
However, the nIhceeck@ysr tﬁeﬁ@ﬁ&ﬂa@-éﬁ*metrﬁﬁlgﬂfﬂﬁﬁ15&@%3‘[1011'3%@ ihirfds: R skdubfe | there

areNkey t mof Ntries. If the key is N bits |ong,
it will %nﬂman&m?ﬁﬁo‘?ﬂ”ﬁ lr;gl‘Jes with a 50% chance of fording the key

after only hal¥hestrosthpiap pigorighng @ NfﬁC)llt toTihatify| relpigeen iN risdooRBSTyploepiconger it

wi Il t akenhdds (fséersdctﬁil@sﬂ(ﬁ)éddnﬁﬂclh&&lg&%ﬁ Bﬁalgﬁ%ﬁ h%@&igﬂirﬁd hxtthe'pﬁbhc\é%a&n]g%k \%51 ah
ecret and time for whic

good key | en s on the value of t

the secré rfmauggfmbf‘g( ﬂ’glé‘{g’roéfmen%§° TP theRoresrag ‘gacﬁl?é’“%ﬁﬂﬁ‘f’lﬁ'ﬁd’er%’sour ces. In
1996, an camrabtwegﬂc«;igpntbﬁ theidhed et eeromiiégid by gt @opipheds isankkelyangut er

sci enti stgefel eased a report [9] describing mnimal key |engths for
symetric ciphers to prow de adequate commercial security. They suggest an
absol ute ni ni i ks e ih Rerecdy sEmedths spboyay e break it e Teyery Hen-a%¢ or 20
years, dhdiosB8ash ctchiadlly kiacipie 8 will be/found SHodwk YR iR SH08d IR PiBheSe e thERiode Rey§ AT T €T

attac kS tlﬁ@er{o Qerd-fédel'f thglre G& I\h(%ys 1§ %ﬁ‘lrtﬁé a ma:gl}{ %oiﬂp t'i‘lgs R theieci' 18 bltgs\e}‘\% gwgvljlllr ed to

account for future surprises In cryptanalysis tech i gnor e
nost hi sttﬂ‘FPE’é’f‘m‘é‘?ﬁ%t‘W‘ﬁs ¢V P Fftaﬁﬁﬁf@f@qmg H’ék@’rﬂﬁﬁﬁﬂlsh% ﬁhftaﬁﬁlmés’@aﬂ &h¢ nsecur e,
especi al |13hggiNtetoneR denonga Ml fakgo 2106y, @@henck B hRATecul@ idMMhht nilkggUSS t he

fol | ow n%o@& 189 fehgtdbcfggends on% value of%vé’rséc%band th'?%a for LV ch the s%crgt m%st%m%gy 20-SG 4

as well as available computing resources.

In 1996, an ad hoc group of world-renowned crypiographers and computer scientists released a
report [9] describing minimal key lengths for symmetric ciphers to provide adequate commercial
security. They suggest an absolute minimum key length of 90 bits in order to protect data for 20 years,
and stress that increasingly, as cryptosystems succumb to smarter attacks than brute-force key search,
even more bits may be required to account for future surprises in cryptanalysis techniques.

We will ignore most historical symmetric algorithms on the grounds that they are insecure,

especially given modern computing technology. Instead, we will discuss the following algorithms:

. DES

. Biowfish
. RC5

. IDEA
331 DES
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DES (Data Encryption Standard) [26] is a US and international standard,
where the sane key is wused to encrypt and decrypt. The key length is 56
bits. It has been inplenented in hardware and software, although the
original design was for hardware only. The original algorithmused in DES
was patented in 1976 (US patent nunbey 3,962,539) and has since expired.
During the design of DES, the NSA (National Security Agency) provided
secret S-boxes to performthe key-dependent nonlinear transformations of

tﬂe ﬂEtA a blt oc kpgm@mnmlsﬁs@mrmbs M BB RAleMShoRal smrd%f@ﬁ,%éﬁxnﬁeqﬁw Si dg t
t he I Ly as rev xes were specifically designed to
be resi sFEhF DR cﬁn éfygthﬁe Fy Ié?g@*di[%i’gf )I/tg’ia eI RPIgRAEf B VIR 219921 | usi ng
1993 t echw8argylthopgh3ig: dyiginal BERN ey foctmniwire onle Jby @igaal algyrithm 0148 toaVES wdesi gned $1
mllion rnaching mr(ﬁgﬁaa@nﬂgm@er@rgyéﬁ,gmaﬁa%sﬁéeeaﬁ&d' n only 35 minutes. For $10
mllion, thekﬁ‘}/ &?Q B{%E'é In on mnutes. DES is clearly not
secure now, and "¢ [ IBEEBTRES §§S‘§ Q‘Iai“ﬂ“al(%‘f@lmﬁfﬁﬁcﬂﬁy@mwe@%ﬁe%‘toxﬁﬁo DES,

cal | ed t rpepbre+tBESy-A@emion eordisatiraesformations €tfitidaeBlodk. Ky Silferkatial c@;anaemﬁ K3. The

keys are codvile i i\ehs Kl a ned to be
y waed olvé} ciJﬁ%dB@lEN@XV' if ek F@&ﬁﬁ?hat@i?é’s{ - p‘% [%Mﬂ]: liy dcgigncd to be, - ng DES

DK3[ EK2[ DKI %L he mai n advant age

i npl ement &t tgdjéfﬁﬂﬁmﬁ]é”@?éﬂystso give nore security than si ngI e key DES.

Specifical |y, Asdeptited DESR]QsiE$99P IOknOIL, OF6- mem&izUaalbefé&ov&&ybﬂa%H@MJ of 112

bits [78]4esidde Ve, ui v o i Q 168- bi t
ci érr[ 59ﬂrﬁﬂlgﬁ'§ﬂﬂggﬁal o §ab q }o Fat‘%ﬁc ’%ﬁ%nn IF.I 1??:]; or %fo rl.’[flﬂ? ??

key (3x56 one m expec %I pl e- DES
decodi ng %Be/rﬁ‘io"’f‘é‘?‘i‘d’bﬂﬂw BigYPHOP Cle%(]pm‘?ttswem\bmct%éb%bjm e Stmt es. 3. 3.2
Bl owfi sh Buwew i sh is a symetric block cipher first presented by Schneier

in 1994 [76] k var.i e 32 bits ¢ 448 bits, is
unpat ent ed, an%gamﬂqﬁﬁ?%éfau ﬁ%%gggl more%eaﬁ o ¥1|1;%uéres ﬁ?ys Ka&eeddh: ™t i's nuch
faster t Hars spEssd imhe v hashera gorit hm conS| sts of two parts: 'a

key- expansi on part and a data- encrmbbmlquc Key expansion converts a

key of at nost 448 bits into sever rays totaling 4168 bytes.
Data encryption occurs via a 16- r%ﬁﬁt{iﬁﬁ%ﬁ{a}d network. All operations are

XORs and addi tThemsinadvaBaze bf ttiple-WB$ o $hat anisting (FESumplémal@dionaican dyuskdwo kirps per
round. | tmo‘fm&dn@ e sﬂgéﬁgﬁb%e&{ﬁgfy}/ﬂ e s |g§restp|&ﬁec§ m?eq%%%lgﬁjfég Xe%%,l!hgp except
t hat the 3%1 e arraé used in the reverse or

i npl enent'at PRS- HpkR Féf‘%??%otﬁ’éa%%’dwe:lmamﬁnﬁfd 16% WY(%P@GWDF m@t that do
not have msivghexpyoemetry. [ 77] describes the published attacks V\/m ch have
been nount ed t Q hm r enmai ns as of
February 1998%‘5‘5{“&%%1%@%[}%0%&? #ggﬁeﬁﬁfﬁ?%ge COE é‘?’:elf"poﬁtgg BEEh the

di scover y8¢d ¥&6t ai n weak keys. These weak keys can be tested for during
key genersaty omBlovwtiesk nNore information, refer to [77] and [79].

Blowfish is a symmetric block cipher first presented by Schneier in 1994 [76]. It takes a
variable length key, from 32 bits to 448 bits, is unpatented, and is both license and royalty free. In
addition, it is much faster than DES.

The Blowfish algorithm consists of two parts: a key-expansion part and a data-encryption part.
Key expansion converts a key of at most 448 bits into several subkey arrays totaling 4168 bytes. Data
encryption occurs via a 16-round Feistel network. All operations are XORs and additions on 32-bit
words, with four index array lookups per round,

It should be noted that decryption is the same as encryption except that the subkey arrays are
used in the reverse ofder. Complexity of implementation is therefore reduced compared to other
algorithms that do not have such symmetry,

[77] describes the published attacks which have been mounted on Blowfish, although the
algorithm remains secure as of February 1998 [79], The major finding with these attacks has been the
discovery of certain weak keys. These weak keys can be tested for during key generation. For more
information, refer to [77] and [79].
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AUTH20- SG -5 3.3.3 RC5 Designed by Ron Rivest in 1995, RC5 [74] has a
vari abl e bl ock size, key size, and nunber of rounds. Typically, however,
it uses a 64-bit block size and a 128-bit key. The RC5 al gorithm consists
of two parts: a key-expansion part and a data-encryption part. Key
expansi on converts a key into 2r+2 subkeys (where r = the number of
rounds), each subkey being w bits. For a 64-bit bl ocksize with 16 rounds
(w=32, r=16), the subkey arrays total 136 bytes. Data encryption uses
addition pmd 2wchO? and bitwi se rotation. An initial exam nation by

Kal i ski and Yi uggested_ t ndard ear and differential
crypt anal ysi s gp earb¥§ ?%ﬁ?sé%g?gé;&?ésf@h%?sﬁém@ﬁGBF‘L’ K Yedek a8l e  n of t he
al gorit hmoumhéfyrlc&(ﬂv,ﬂlﬁwermtusaﬁ364a3ﬁttb@clktszeemeel2&hldke&2 round RCS require 245
and 252 chosenmhwsatgmns ang§p&q&a ﬁéﬁi ¥ke ;vmlsah&ontp*aﬁaAd'a'ast%ncZi&@%Q kPN 4 5

and 6 round ﬁ 247 and nown al ntexts ese
attacks a?‘@mlflﬂlﬂ%’ﬂ% mthksé‘{}“eﬁ (E’Bere ’Nb?%“‘ﬁ“’é&‘é’ﬁ'ﬁo}"iﬂs)hﬁﬁ&e%‘ Yde‘d%‘én and
Mei er [ 47Fordésbit hlivkdzeavith @§otndp 601, rlicy, the mbkidyi atthys il 835Ky ©d) DatRéRrypdvat

| moroved beagakl Al etk BufAct or of 128, showing that ‘RG5 has
certain weak keys, I'S protect ed by multiple patents owned by RSA

Laborat ori es. ‘%P?‘}“&lé’f‘@é“aﬂﬂ’sbtyKBBSkb%‘tié’fnﬁéﬂ syggesigd Batjstandan] ligeayand difareial e| oped i n
1990 by LayptatigsisMpsseyinpmd]cal firtie 68t Blbckmm:\afsmabn@ermgahthhhﬁmﬂr Reheipher was
cal | ed Pal?é'ckséféﬁ 4 tgnal ysi s was r Bi_ham and
Shamir in 1991, 19;0 dﬁ{@@ h@e\/\%g hd ¥ t FONGF Ra RS PgiY Wt‘”ﬁz qu’u%;f‘ 188 ng

publ i shed™i%?’ EWZO%RF “1{355% 1‘9@@@1@2@3)3%65«@931@1@ agpekemnénon 64- bi t
pl ai nt eXtofhléng&kS The sane al gorl thmis used for encryption and

decryption. Mb erall egar.d t secur | ock al orithm
avai | abl e today gf’%%"} %0 vel (g%nangﬁelte&é g\/\,ﬁ%c‘? d‘& HHEBY ¢ hat | t
i s pat ent®¥ tbwmﬁ@ﬁeaﬂ@mksbsa%mqfogs ShowslgﬁediGSrilas"lc@%) weaBkgs.a | i cense
nmust be obt ai nec if frewedtdse Qjﬁklﬂi@%ﬂé@\vﬁ@%? REA Lbokh®Bed A icemse DY gﬂm&eﬁ ItoC

Crypt ogr 1ph]%( An asymmetric encryption algorithmis one where:

encryption tfunction E relies on key K1, the decryption functi on D relies
on key K334 KADEAnnot be derived fromKLl in a reasonabl e anount of tine,

and KI cannqjeva@peslﬁarlbmq Lhifa R ey ! 5, %fﬁ%@&ﬁﬁ&%ﬁ@ﬂ%ﬂ u;%]fe: Wbl E;‘ﬁy bThUS'

e alg r|t are also ca ecause
one key IE’EE': % %glrﬁ’éalé 3iS‘c°5 Waﬁqlﬁﬁ%"ereglm?ﬂé“ zad shegyirdn {381, ﬂ§ l%ﬁ%‘é’ﬁ@és (usi ng
Kl) but Gmn;thbrhé“mbllsmulvhem@pﬁbhslectmn?%apmm[sng decryption key (K2)

IDEA uses 128-bit keys to operate on 64-bit plaintext blocks. The same aigorithm is used for
encryption and decryption. It is generally regarded as the most secure block algorithm available today
{78][56].

The biggest drawback of IDEA is the fact that it is patented (US patent number 5,214,703,
issued in 1993}, and a license must be obtained from Ascom Tech AG (Bern) to use it.

34 Asymmetric Cryptography
An asymmetric encryption algorithm is one where:

. the encryption function E relies on key K,
. the decryption function D relies on key K,
. K2 camnot be derived from K; in a reasonable amount of time, and
. K1 cannot be derived from K in a reasonable amount of time.
Thus: Eg M]=C
Di[C]1=M

* These algorithms are also called public-key because one key K, can be made public. Thus
anyone can encrypt a message (using K,) but only the person with the corresponding decryption key (Ky)

can decrypt and thus read the message.

In most cases, the following identity also holds: Exa{M]=C
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can decrypt and thus read the nessage. In nost cases, the follow ng
identity also holds: E1&[M = C AUTH2O-SG -6 Dxi[C] = M This identity is
very inportant because it inplies that anyone with the public key Ki can
see M and know that it came fromthe owner of K2. No-one el se could have
generated C because to do so would inply know edge of K2. This gives rise
to a different application, unrelated to encryption - digital signatures.
The property of not being able to derive K, fromK2 and vice versa in a
reasonable time is of course clouded by theDglfﬁ]Qgpt of reasonable tine.
What has been ﬂe nstrated tine after ti.ne, that a calculation that was
t hought to reqlP¥ en“yllsovﬁﬁ'I‘f’?%“ﬁ?@“ﬁ%é’??hﬁﬁémﬁ%@tb fhe e ke & pssedduct i on
of f ast er and@omyihdt ércane fipavtheadvgorof KhVe-ost eise cohichagaeneratekl ¥ bofausa Sydwye tvbild

al gor i t hnplySnbiasee o). ”Fhﬂ%n@é et | loald fﬁe}én%plfagh%n uﬁlfela&m eQJr)%Q%»]erﬁngtaIf actoring

| arge nunbers (nore specifically large nunbers that are the product of two
| ar ge prlsﬁ%ﬁ‘)‘“ ‘and the difficulty of calculating discrete logarithnms in a
finite field. Haetperdyugndt eigeble AURDEIKS fibs K MIjvRE tdida@th It:z@miaae améhamd probl em
gi ven tod@oxrs§clwa9ﬁ;y%%&g£ﬂ?9f,9jmﬁﬁz% DAL GRs bedEunBLRRLE, SAQURY Bl S 1 AL

factoring 1s getting easier aster an antl Ccl pate vest

1977 sai dca{CHIé‘fOH RO Gropghgto seatives lefie gie h%@?ﬁﬁ@}ﬁdwmbéf bmeenm@wmmﬁfawﬂ i on

year s [ 30Jompuhters, hOO digaithitnd Otc dihg hdcurﬂjplcﬁfﬁ@ﬁnnl&ﬁﬁ a]gcﬁrﬁﬁﬁs@d’ Rehd E)ﬁt]hc d1ﬁ%ﬁ>l@rro@bd39 Eio

Schnei er, er t. the i t oday

Chat - your Sttt Sl feblmt A TRSC k Sel i Y Gt Rl R R |

| ast for R@pRinreatnd theqihruliasalplaing disgipte logarithuas io  fifjis ﬁelmﬁaqmng Rirsrest revi sed

Ihl s key | engihisesfdnnb ?jﬂaegﬂar&&&ﬁem ﬁ]%n%&%@%&e‘ﬁsta&ﬁg&f RlafuSmAigy T}typgjiﬂllemggggr Ity
asting un and .1 ts for hi aoecyr asting unti

[69] . SClI::l?" ger.flc\gf 1sg%§factortm§ 555 ea%ﬁ:rtlclzisucha ter Flgeﬂedl ]#{}1/1&;\8&111 ][937 iﬂdélfaé ct agai nst

cor porati %@mahé%gmﬁe}uﬂhfe wowd @M‘iolquaii@m@l 3[68(‘3)]30] PUBY4 xcl2f-digit aumbptvagr aphy was

i nvent ed moracﬁiﬁAaMrd[algid‘sc&le@ﬂ Goutield a8 tiulﬁMael@] get tREbel deBéé‘rRﬁB genbl y by

Merkle [57 Alth tent ed e concepts (US
pat ent ki b gm g 90 P e fi"gdiigg?%%%q@ts %Ség’bg’f”éﬁ?aéq g PO PH 1097, A
nunber ofnopwbﬂ be@ncwely R@Mﬂg} pvisgirbékey lengtH egdmates IS0 kd SEgestdMBSR bidfe highpr act i cal

to inpl ef@&ﬁhty 1RRG unﬁl&ﬁir)s &9@%4%%&0&1&%&&&%&3 u&?¥ s [@] @L}M§i QS'ES 264?8‘1”' re
enor nous Sti |l others, while secure,

practi cal b‘tf‘ %/)'F re§‘€(?gfné1rde§/t88‘i"§°t apinsLigwaratiyns Tlﬁlg%"emﬁﬁ‘ﬁﬁl““ﬂl?m? @O]key syst ens are
hybrid - a pubtubly kekeypiogephais rented iS¢yt ik baiPEMlinkn [A5]RYWRL ri ¢ Sessi on

key, and ﬁ&ﬁéﬂd&lﬁ)ebysﬁéﬁ% B9 muéh%)lﬂ' 2 glg;ll{gcpl{ anIi D!l%rkle gt%nltleadt rl:?r?cs g&?ﬁ ﬁatéb\ | Of the

al gorithms have emin terns |on er is
si nply nd’t“mb%%‘b%ﬁ’% %‘f%ﬂr&ﬁ”@h‘éﬁsﬁmﬂsﬁw iBl¥%es p and q rrust be chosen
careful ly - themgbaredpuble kegticipo@apkic aigaiihstakd ABS at: h;qi—acﬁoano et Qaed nore

easi |y SoNPeRlad tssenw;n% KA BN e kel B suftlls, IRBSLIC LRSS, &Y
exanpl e. oCHER BrrsHeEsa)fof ’Wéﬂk ESprsshcaes AT e, mﬂx@e@s kensgtena brs ytod - spdliv e.  OF
t he practiegmbchalisgas st Badsiit bl SemdRHd SdssidRY, iafd (B lifdlsdsiidvn kel Rsci @l i@W ng ar e
di scuss eqlcmal messages.
All of the algorithms have a problem in terms of key selection. A random number is simply not

secure enough. The two large primes p and g must be chosen carefuily - there are certain weak

combinations that can be factored more easily (some of the weak keys can be tested for), But

nonetheless, key selection is not a simple matter of randomly selecting 1024 bits for example.

Consequently the key selection process must also be secure.

Of the practical algorithms in use under public scrutiny, the following are discussed:

. RSA
. DSA
. ElGamal
341 RSA
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RSA DSA ElGamal 3.4.1 RSA AUTH20O SG -7 The RSA cryptosystem|[75], named
after Rivest, Shamr, and Adleman, is the nost widely used public key
cryptosystem and is a de facto standard in much of the world [78]. The
security of RSA depends on the conjectured difficulty of factoring |arge
nunbers that are the product of two prines (p and qg). There are a nunber
of restrictions on the generation of p and q. They should both be | arge,
with a simlar nunber of bits, yet not be close to one another (otherw se p

=qg =1pg). |’Mhea€$GLicbipﬁ£ysteﬂm}’ nﬁﬁ&h@é‘r?w@@‘éﬁaﬁygﬂi@@ﬁeﬁgn A mdd \ﬁﬁbqjylgedShom d
be strong Rl e US patent nunber

4, 633, 036) covér?‘gtosy;tenfﬁ%l 39 ac&’egf‘?@‘? Pﬁ‘@ s"%%?’\’&’%@ primes p and q such
that n = pq anhefsgotigpf Righ depdnds doelfeicenjetiret! diffiveltod froutiatlirgnambys thabheasi bl e.

The RSA ahggbdictbitRatian » WRS). Iﬁ&yggaﬁ&bé%ﬁéstﬁéd&s%ﬁh@ @éne% £l anﬁ 405 829) .
The paten es on Sept enber glt Si gnature

Al gori t hnjhy §h°§1ﬁ {’%ﬂ‘ imay P(Hli‘ ﬂ%‘ﬁ%ﬂ@ﬂ’“&g b‘ffa*’f noé)?e Oﬂq%%to Bhreginether (OSiegn@aPﬁme

St andar d £ 0GS)n {d218n, mAS; akedrs ReSsugdelteBR P edd qQﬁou!-&ﬁJ% Q&Jngﬁnr% Eb%j[’ "ﬁlé z edl ¢
i mes. sl ower or

encrypti diti 0 10 to 4
Si gn)a/tlto ur gﬁﬁ\'}lgfl e 24 7 ﬁ&[pﬂtﬁfr@%?ﬁgg‘?’;’g)?@é?vﬂsﬁ “ﬁ@%‘!sts’tﬂ‘?%mé‘llwt’f”g Rrdgrimey
al gorithm ?(ﬂéééucsé?e‘tr!w agd Bet@ing ) is bpBAedkele cgmpetiatalpinfepstild. es on fi ndi ng two

primes p and OmsWEA alghithm fatdli WisEERd Briios3 (ﬁﬁg QLA Bl Q105 SONAEL Blend 78], 2
1024- bi tp, vaI ue.is gs,ag"{’ é)oﬁd for long term DSA security. wever the DSA

st andar d “FFo7" HBEL rmit values ofp larger than 1024 bits (p nust
al so be a3l tPpte of 64 bits). The US Governnent owns the DSA al gorithm

and has at | easis @flsgaii@Rigo _I_ﬁg‘rmaﬁgug’thfﬁ%gs?%gdaséa&%ﬁﬁ%@%d% [anied in

1993) . er _according to K s "Th at ent Foreign
count er pmé,\"’fe“g ﬂ)a??) [ﬁ*@yﬁ‘ﬁl @E‘E’Q itfppot b&\}‘%ﬂd F%ﬁ?“é‘%i‘ engyRriops I prdisien. ampw lott en
per m ssi dPAL Pbnisdp tatdyimpesjuventor signfiture @ytidibdibeRol DSA belidillySsesgesgnnment. " In a

much strqagg%agmfs@ggeggﬁ%%T states in the sane docunment [611 that DSA
does not infringe third party's rights: "N ST reviewed all of the asserted

patents and cdfitt Kf8&dereiR s Ehesrﬂﬁ‘rf‘édﬂfﬁ W RS Ret aruthehat o fividesgddAtyyrdiDS®.  Extra
pr ot ect i Giahnaiet [78]0€10240bit 4 talti isiréiuBedtfbt@onk ke psh@écurnf DoR&kr thd¥8$A Wnbidea Prevent an

g;?gglt z Ia'f_]?élj:a%eggm'g%t%h&gg} lLré%mag i’UZngltng Sso é%%ﬁfggltf Qfeﬁﬂ bgs(}ver nment for
gl“ he US Government owns the DSA algorithm and has at least one relevant patent (US patent

5,231,688 granted in 1993). However, according to NIST [61]:
"The DSA patent and any foreign counterparts that may issue are
available for use without any written permission from or any payment
of royalties to the U.S. government.”
In a much stronger declaration, NIST states in the same document [61] that DSA does not
infringe third party's rights:
"NIST reviewed all of the asserted patents and concluded that
none of them would be infringed by DSS. Extra protection will be
written into the PK1 pilot project that will prevent an
organization or individual from suing anyone except the
government for patent infringement during the course of the
project.”
It must however, be noted that the Schnorr authentication algorithm [81] (US patent 4,995,082)
patent holder claims that DSA infringes his patent. The Schnorr patent is not due to expire until 2008,
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It nust however, be noted that the Schnorr authentication algorithm][81]
(US patent 4,995,082) patent holder clainms that DSA infringes his patent.
The Schnorr patent is not due to expire until 2008. AUTH2O SG -8 3.4.3

El Gamal The El Gamal schene [22][23] is used for both encryption and digital
signatures. The security is based on éhe conjectured difficulty of

cal cul ating discrete logarithns in a finite field. Key selection involves
the selection of a prinme p, and two random nunbers g and x such that both
g and X agggl effalnhan p Then cal cuI ate y = gx nod p. The public key is vy,
g, and p. The ghrlﬁlate key is is unpatented. Although it uses the
pat ent ed Diffi FAIERBE Eﬂzi[@] k"é‘i?ﬂd £<erE}P PERRiCES1d figie] sienaiess Broperradmtiss
expired |lwseli%ﬂxec@jeaam&ﬁﬁpulblofmldmyngemaétym@arﬂmsamdﬁxﬁtbgém al si gnatures can
now be safely nts.

Cr ypt ogr aphi ¢ Iéha%a%g}ré\“%%%ggs%%%fsegedogrg%%gm%? < an g%lﬂé tbg &t xé“ M8bts The
general profecanpr & lsfs “%i‘né hiaen elgate r sgpveise Thsmeblisésl is 1€ ﬂP@)ﬂ ﬂilﬁmveiequel% ntity
aut henti cation. The sinplest form of chall enge-response takes the form of
a secret pass B responds
with the corr\Q%]{ngaé?é@%E% eaBﬁ\Jﬂ? lg'?seeség gﬂ%eniﬁ We@éiﬁvrig ee main
probl ems Wikl thme?a‘quSrF‘ﬂPlt?fi @9%EIC@W¥1@H®F bftyc?e%”}’ptlorl-‘qnfl digita) signomeecaB ndvals:
reSpondeCEaiMyﬁlkbdtuhtﬂoupﬁﬁﬁg&QgﬂrdIﬁﬂypa&lﬂﬁerVel’ Cwll know vvhat the password is.
Secondly in order_to verif Thirdly, if C

i nper sonat es éry? {igamg &Eﬁiflpgﬁi\?sém’fsﬁg"ﬁ%fgl§ e ’6“"@“”‘1%‘{ °?fF<| ng C was A),

t hus conproni sThqgenﬁlﬁbmpGE‘svﬁaerbﬂeﬂﬂweﬁ@na PoGRY tgrbvidesidntity swighticagonalheai ku) as

t he passwakgksi ﬁmf@%haﬁéhfg$ fegﬂoﬁ‘s@ﬁakes%cr&u;%?a Were@h 8word SSHIE B hdRLe@nyone s
able to cog) in.a country where intellectual

sswor,d
property }émrﬁbaf‘d ggﬂ?@"@f‘%‘?ﬂ‘ mﬁfﬁﬁecf%g’goﬁfAeﬁ”Wf%@f‘hfﬁ?ﬁ ¢ chal | enge-response
protocol s is tHat agtieceaminiprople(ns igh bis &indrafistajplipic paesol. Hibty, m:delmhast y to anot her

(the veritdgiadd i tﬁkqﬁ;a{:}&a o dbRGvek 8 209 %/hmhe eas%% fs‘tSeJSH& 1?.
associ at elgetﬁ\gnth (?t entity, wthout revealing_ t secre tse to the

verifier PG i eﬁ?ﬁd’?b%&“[ﬂ%ﬁ C imperpopalesye fer %mlk?ew ﬂleé’&%‘é‘”%?" C
crypt ogr dpnking €hvat Aehgeonpepioing the psotoalcol s, wWith some schenes the verifier

Oue LNe 8 Gl o Pl Ly DEHSiah DLl a8 iRl gcglas‘é@%ﬂ[gzg]y the

verifier. A good overview of these prot [ 78],
and [ 56] .35GPRg datanyge f§ ableinsony ﬂselyé%wrﬁi derlcraprledht@ry where esHeohelardoeny, t he
act ual criypt eseaghi ¢ chal | enge- response prot ocol s used for authentication

are detailed i La sections. nce of Zero
Knowl edge Pr 0o S} ae ogr%%% zcc;m%’e Lesponse toco ésrtlg{%ﬁg%ty(gl 81311&;18)&\'1‘0%% ot ocol

first ded€idenise piptedihg éﬂﬂﬁFﬁ) hI dealn’eﬁtfghamorvleﬂgﬁ off 2eEpref kgowngtx bfeqaspwted yitused i n

Smar t Cal’fliiaSenﬁJ@[ wifhhﬁ rPRO&Escok: i34t H 8B trdriﬁ@rtcﬁl% tlﬂe%ﬂ:]tt{cglq}f{] Gl the e];é}ﬁlzgf Ot ocol’
ef fecti veness | i ap t hat i onal

ut a
i nf easi blcgse toO r)ép 0 ag}Pc cg\aslpexclggfreésp?nae &ré’![gg) } s%me sclreglfsgﬁh xgaﬁ%g%ci tsgle Feﬁlfeég er with
unknown fade ’Gloihzfathlﬂ gpact lsrmt svei knopn bw&bveyxﬁequl gavd berrtiewt of thede@rotocols can be
found in [25], [78], and [56].

Since this document specifically concerns Authentication, the actual cryptographic challenge-
response protocols used for authentication are detailed in the appropriate sections. However the concept
of Zero Knowledge Proofs bears mentioning here.

The Zero Knowledge Proof protocol, first described by Feige, Fiat and Shamir in [24] is
extensively used in Smart Cards for the purpose of authentication [34][36][67]. The protocol's
effectiveness is based on the assumption that it is computationally infeasible to compute square roots
modulo a large composite integer with unknown factorization. This is provably equivalent to the
assumption that factoring large integers is difficult.

It should be noted that there is no need for the claimant to have significant computing power.

Smart cards implement this kind of authentication using only a few modulo multiplications [34]{36].
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assunption that factoring large integers is difficult. It should be noted
that there is no need for the claimant to have significant conputing power.
Smart cards inplenment this kind of authentication using only a few nodul o
mul tiplications [34][36]. AUTH20-5G -9 Finally, it should be noted that the
Zer o Know edge Proof protocol is pat ep%_ed [82] (US patent 4,748, 668,

i ssued May 31, 1988). 3.6 One-Way Functions A one-way function F operates
on an input X, and returns F[X] such that X cannot be determ ned from

F[X]. Wen theﬁlﬁauyst MG R Bt i1 Fer@ RndGuet ﬁ%mﬁotd@& 1s>1<.vateﬁap[8ﬁk[ag paet ai ns
fewer bit 74#%2\& H‘%@ 93 | 1'isions nust exist. lision’is defined as
two differ ispSHUEY Vali®s produci ng t he sane F[X] value - i.e. X and
X2 exist ¥éch OmaWaxFungtiofd yet F[XI] = F[ X2] When X contains nore bits than
F[X], the inpug ﬁlélk%tyﬁR@n&@%B&ﬁé%ﬁ%1h1§ht§0aq§re‘1’l‘@r¥1=fx? s&ﬂ%@b@oa&ﬂ;‘? cf OUt put. In

many cases, X i s broken into blocks of particular_si ze, ressed
over a nuffsERrgromFitingben ‘K}ﬁrec‘h“‘)t’ﬁ*é“cfi?}’toﬁt‘}fe fymatghe: aP@)HPf&iC%@}“hEWt’TF?éS #put to
t he next.X. Tve colifiqpsitusoéxist. Aecomiaishis dafinaitas 0 diffrehd¥einpdt &ilcs Arodupidé thonaee X has
been con u | fdh sion function CF is defined
ae tuo dhiT g P LA R L B0 G R 0 nputs X, and X2
(p055| bly i dentVhegl ontainemeyp bits than BZh, ﬂ!ehlaﬂtut mEFYEe\ydmproése)t inso@-fraf2e cré®)the Not e

t hat the @lﬂuﬁlnexﬁhﬁﬁca@efs s PHRMGRs ISt éf%'p%ﬂcu@i?ﬁ:% HtonPRAA4 ERAL nubdberloP €aSY tO

conpute an X2 iven X1. W are only interested one-way functions
that are T4S “n)é ]%m 8ur%h e ‘i%“d&a‘a%@ i to\k%’ & ﬁﬁﬂ‘f”i}“ ot gﬂﬁq‘é“‘fhé'é‘i“‘é‘)& i the

det er mi nilat PIéPUO'WGe nhas bﬁqmmsutmdsA piawdo-calfigonro the extrapleksdoni fimegtinffFéy defified as

i mpl ement @b b@ent u&ﬁnﬁﬂu@@% an@, £ AR &, WsL, ook [b?gldelm%caf) Q@gﬂ/&ﬂr@ch%i ween

calls to X cannot _be determ ned becadse X 1S not even
used by S Yo Sy ﬁgz?a{ﬁ ﬁﬁt‘lﬁx&mﬂfﬁf’w spudpygoliiion dess affgneprdpat fisersicent
i npl enent@porm X Thiegiviuiad of F is therefore not of interest. In the scope

of this docunegt are YWy ReRstddlh S8 ﬁl‘Hctfoﬁk tﬂzﬁ'ﬁ‘re fgld &Y}{'&lg?n h{la(&[rirg% of 20§, way

functions; Encryptl on using an” unknown seq uences

Hash Functfgird o §§’5‘t§f{§ ORGIFRERCfions thet g r@S‘ﬂ@i" igdifferqnt Ef?&?ﬁ‘&‘#ﬂ’t“l%hcwlidﬁg an
Unknown  Keyxawie \aexﬁﬁs«sagn:ﬁnabanmymsm B&Ia@g'erﬂT[X}mkdﬁﬁcwﬁe deB¥milled t he
encrypti key K, it is
conput at ﬁ%ﬁg#%g i eegggieﬁi’g %Ig&%’lﬁt ai ntpﬂ}lq#ggﬂwaﬁf'{[ yption function
is only dﬁé‘e‘ﬂ%{'\é“‘f“ﬁrm&é‘mﬁe?@sﬁlsfe"[of?élo%ﬁyﬁefeétrral ns hi dden. An encryption

al gOI’I t hm doedn metcopd &&ﬁs&leﬁﬁkﬁthﬁd&]ﬁtewéﬁddfﬁcﬁe BlGHRALES of ISt Wy Satehhst hat it is
possible to ret_gonstltoruct Mﬁ%ﬁ function D. Consequently F[X] contains at

| east as ‘many AR AAE™ ™Fbr nation is lost) if the one-way function F
is E. SyrmmetriRendomomppdrsgrenedsgori t hns (see Section 3.3) have the advant age

over asynnet rig . runctions

. Message Authentication Codes

mren ﬁrr di%ferent

=

3.6.1 Encryption Using an Unknown Key

When a message is encrypted using an unknown key K, the encryption function E is effectively
one-way. Without the key K, it is computationally infeasible to obtain M from EK[M]. An encryption
function is only one-way for as long as the key remains hidden.

An encryption algorithm does not create collisions, since E creates EK[M] such that it is
possible to reconstruct M using function D. Consequently F[X] contains at least as many bits as X (no
information is lost) if the one-way function F is E.

Symmetric encryption algorithms (see Section 3.3) have the advantage over asymmetric
algorithms (see Section 3.4) for producing one-way functions based on encryption for the following

reasons:

. The key for a given strength encryption algorithm is shorter for a symmetric algorithm than an
asymmetric algorithm
. Symmetric algorithms are faster to compute and require less software or silicon
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al gorithns (see Section 3.4) for producing one-way functions based on
encryption for the following reasons: The key for a given strength
encryption algorithmis shorter for a symmetric algorithmthan an
asymretric algorithm Symmetric algorithns are faster to conpute and
require less software or silicon AUTH2Q-SG -10 Note however, that the
sel ection of a good key depends on the encryption al gorlthm chosen.
Certain keys are not strong for particular encryption algorithns, so any

keyf needz ]EO bHotE Eﬁnfeﬁiﬂ haOthe sefebioBBEY ddod ]%E?Eep@ﬂﬁﬁ@nth@é&@pt;ogﬁ oﬂﬁ@@&llosteﬁ) ll‘oledd
per f or med,.f or sel.ect i-on ess |Ike remai n hidden.
506, 2 RanGomnkSRE ol SEFEER m““%b??%’?’%‘@? alé"rP}é{%dscﬁﬁPth??‘%eé‘g\g RRYTEALE Ra, R,

..., R, Reﬂg,th TWH@@?SMEM tleiqéw(bneelfﬂm}edfqn Rovtstletion the gessdifrelyy hakeyR{ilkjemniet ur ns t he
Xt' randogdginber in the random sequence. However we nust ensure that F[X]
IS repeat e for., a given X on different inplenentations. The random nunber
sequence ?ﬁ%reﬁ?ﬂdgmhﬁg‘ﬁﬁggteq‘ﬁgcefruly random |Instead, it nust be

pseudo- r andom Caskitldy a tandongemberatqoemedikR N g., BSR. OfVe &ﬁﬁe{lﬁ&dnfe-iu@yﬁlﬁ(&leldf‘ There are
a | arge nuohesk Fd rdnSRURSCGRNGE LS. MMet Bn&lﬁi aeaveﬁ&g }%9‘% Langem.n ”&%Bef

gener at or Knuth, in [48] describes gener at or

(i ncl udi X&?EP?@P‘FE‘J&PW %“)dlffeéﬁﬁhlmt’h@m&é'ﬁ@r% fa“fﬂ“b‘blp‘é??ﬁeqa%ﬁé?fﬁ?fed Wit h
const r uct dangt tchenrankion. d@isady it vaE bapstidgfanti@y, Blith Gl BaneyoMhakinh @scGEX e St at e

of the fdgid in [60]. The majority of random nunber generators produce the
i °s random nunber fromthe i-1 rte state - the only way to determine the

it number is Hreiae@tageavnyes A ifsprs copeoimed i dafining gqof gendom numbdr genefators| ar ge, it
may not Kethpih§s] dee@ibestwihatiinkés afg&i’erator I’gb&f' @ﬁd]ﬂlﬂﬁg statiIRWENAY), hd8E 8ndr@ @ type of
randomn ?eﬁnsgs%&ﬁgea qng}glgtm %es ﬁore ng%vlé:ﬁa a\ %qgvalsurvey of e\c;%%?t dt]a \‘_El um Bl um

and Shub Ine t genérator as
pseudo- raﬁfh’dﬁ{ -Eequence generator to quickly produce from short seeds,

| ong sequence srh(e ahjohiy B&)md‘&nlﬂaﬁmlﬁp@ﬁ&ﬁtmh ﬁo&M&ﬁlé/ i réﬂ@dﬁ: ﬁu%b&%o&@ﬁb@fla&%g by
successi vtge nJ the . x ener at or

101 - mor e eheRS Pl A e g b SR < ES v et
gi ven cerliearaﬁw@léfswﬁ@ﬁz@prsuoupon whi ch  nodem crypt ography relies, a BBS
generat or pas S@svetkink@ E‘%lt%e st rhilabd %ﬁlﬁbelséeﬁérité'tﬂiagﬂes A6S ;aﬁdom-qaceesﬁﬁ% ener at or

e S SRR 00R 0 e G I g P A S,
state of stdvercgemerat owuitkly ryeduen/riyyshwseciiergeeguences (K Diiy Okt dppeadin@rety 1S a
random i nfSae. gs,@la@y b%%ééssn% ):ZA%EofE B bpin li*ﬁey'defb.ecpt‘ﬁ@y%@ﬁg&ggm gb] g the

| east signifi % X1 =XZI extr pr operty,
knowl edgé"”BJPm‘ErV Siaedd °%S|%Rﬁ§ SR JO8Y hAYed TRLECR FEraR S HRPLPRSHPGROYHSET | n t he

sequence naderh odyptapnphy relies, a BBS generator passes extremely stringent statistical tests.

The BBS generator relies on selecting n which is a Blum integer (1 = pg where p and g are large
prime numbers, p # ¢, p mod 4 = 3, and ¢ mod 4 = 3). The initial state of the generator is given by x,
where x, = x° mod », and x is a random integer relatively prime to ». The i pseudo-random bit is the
least significant bit of x; where:

%X modn

As an extra property, knowledge of p and ¢ allows a direct calculation of the i/ number in the

sequence as follows:
_ X;-X¢ mod n where y = 2'mod ((p-1)(g-1))

Without knowledge of p and g, the generator must iterate (the security of calculation relies on
the conjectured difficulty of factoring large numbers).

When first defined, the primary problem with the BBS generator was the amount of work
required for a single output bit. The algorithm was considered too slow for most applications. However

the advent of Montgomery reduction arithmetic [58] has given rise to more practical implementations,
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X, .x0 node where y=2'nod ((p-1)(g-1)) Wthout know edge of p and g, the
generator nust iterate (the security of calculation relies on the
conjectured difficulty of factoring | arge nunbers). Wen first defined, the
primary problemw th the BBS generator was the anpbunt of work required for
a single output bit. The algorithm was  considered too slow for nost
applications. However the advent of ntgonmery reduction arithnetic [58]
has given rise to nore practical inplenmentations, AUTH2O SG -11 such as

[59]. In ﬁl@ld:isgiﬂ B ad¥@&i, F/ad¥ani 0V YiRd] Hadd tho AN QO%QMeﬂdﬂlg L 91]: s&eh)@tl Jgependi ng

on the S|€ anl @%ﬁl bits can safely be taken from x;

conpr oni sPRGTHEY Leetrpiy *grtheyh eomp th5seouiny SF TS §TEFTHR- onI y take | bit per
Xi, N bits (andsshreingee il thlerl dit porsNbits (brddérerot W itgretivas Etleibit fens@boi fimyion) ar e
needed | Nar @R i RacIBREAQn ﬁ%n'}kn@én'i an%E}d?J%Q&ﬁ%E@BbseJQ ngQEa TR TS

observer, (H%I ven a particular set of there i's no way ?o eterm ne the
next bit H%Fhe‘FFFd‘ﬁ & 8gTgpig s BEbPif ‘?ﬂeeythaf} ETSOfSHémRabﬂ‘t}’ Yiha xa saf @are hi dden,
they act kiddes thegyct asqurkey, iid i iS conPifithalyiidasiblt b rike heagpullird dhadomp@e,0ut put

it SUT e ANey S Lbudfonaif)inBfhe B delehmide IncuidPort QUPHLALLRNANY | T €aS bl €

to determne e va use generate a given seu o-random
bits. Thi @eqdaﬁld%'aﬁﬁhélwkaége e trgteratore- BrYeL prynt v ﬁ@pwodml ues of i

can produidenticdl siexaﬁueﬁoaé offai giverﬂaquﬂa@ asbifof ﬁnc@hl\bﬁi) Hvenigt, b aﬁcf‘q e kndwn, BirhS Of
random bi tse)nF[lEven i f only

be deri ve% at 1 can ?nly lfe dbm}%d asba. SFI%{ ?osseblhle%\f%l d1a cg zéva%ug(org PLF Erlél'] (181f1aub§f3r se if
t he donai iis pwojthep the kg Slbﬂ*h@nsrleflveedme@f possibilities is reduced
further). Hovvemﬁewttﬁ@aaee }amen@ mblle&lﬂga $J3d 5 &ld atnu Bgood s@@QGh PirRigk Rhierdnd a
good seed. i68]‘5ﬁ51 par ‘ré r ﬁ_% Jfgl %} r| b robI emin

sel ecting" 13 ehsé‘ §m6"f e¥°?1‘§gf) Ef)'i‘aglﬁ? R ﬁ?‘&?esaﬁes not
creat e a Stargisiagle piclcof kbwi ivuain Insteatgit ¢yeates m@teeefd'anqus Iengtle,ancdaslme ykesiteof

various |@agichsn) c%dih@lﬂﬁld ms&%&%eﬁﬁ& be &A@lrzed‘mﬁqmzm GUE] BRighebBHSa @ BBS
generator can alized with rangomst e - it mght be on a

0
Jhort “cychitOag seriealbimiiobinsccised ol PR SRERBLR Soehroriodyn b a6t m ne
t he | engtseedafiver trgaip gremepds dooditiams gt wen seed gi ven certain strenuous
condi ti on§6§orHﬁhF§nc§m§ Hash Functions Special one-way functions, known as
Hash functions, map arbitrary |l ength msssages to fixed- |ength hash val ues.

Hash functio nssPEt‘i“’é opeaYa¥ fnghipnt, knoya ayflagh funaGpiteranapiiraripngth megsagss odxpst-t r ar y
| engt h, dengéddhash vhlugs AlidsiDfindias agk ref@tEp foas BMNSi6R MR ouperis oﬂamtﬁfyd@gthtacha@r oduce a

fi xed | engich At Pl 8 B RSEL 005 Beilce N1RUEAN, SBIUSSRL) AN, cpponent i n

order to nake It I SI ONS ermne ITnformation
about M fiRgmrpiNcatiopermpaRsat i e¢ritasakp § didfisuls teifisd ,coﬂmym andh fysietereRinel ons require
t hat the ﬁmhtlcaiagﬁﬁMﬂ%mH[M] pr ei mage resistant, in that f or a gi ven Xi it
is difficult tg flind, X2 HLX
118805 35 Sl bl @l il 2
appl i cations a eg (1).1sercoq1s1ons Iy %)%s most applicati Josrr?qﬁ.lﬁe[tﬁ(%lhe Basﬁlg%qnl I SI Brﬁlmlg%SI St ant
(i.e. it Tev&os b tsefonpgign Xoit fsﬁﬁ@cutthﬁnd Pﬁe@sla@ééi [ = 26 Xedditighmeshat H[ X1] =
H X2] ). H@mytﬂﬁs alsd SeqRiRSE Ha@ﬁféoﬂitﬂn an@]calh.slrctn rbs%taﬂtr(l ORHIR B%Lcﬂgﬁnmgt her a
col li si on-r eselsg‘%‘ anrag% Qu%l?[ﬁ? Pﬁgﬁt LHEQ ) l'ﬁn G’gvhe |d(ge ﬁ;}z . can ex st at all.
The prindly a CAtion s e R f"hm s RELPBABE an i nput
message ivme@era cgulgqntrggstant hash function, in the ideal sense, can exist at all.
The primary application for hash functions is in the reduction of an input message into a digital
"fingerprint" before the application of a digital signature algorithm. One problem of collisions with
digital signatures can be seen in the following example.
A has a [ong message M1 that says "I owe B 310", A signs H[M, ] using his private
key. B, being greedy, then searches for a collision message M, where H[M,] =
H[M,] but where M, is favorable to B, for example “I owe B $Imillion”. Clearly it
isin A's interest to ensure that it is difficult to find such an M.
Examples of collision resistant one-way hash functions are SHA-1 [28], MD5 [73] and
RIPEMD-160 [66], all derived from MD4 [70][72].
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"fingerprint" before the application of a digital signature algorithm One
probl em of collisions with digital signatures can be seen in the follow ng
exanple. A has a long nessage M that says "I owe B $10". A signs H M]
using his private key. B, being greedy, then searches for a collision
message M2 where HHM21 _ H[M] but whgre M2 is favorable to B, for exanple
“I owe B $Imllion". Clearly it is in A's interest to ensure that it is
difficult to find such an M2. Exanples of collision resistant one-way hash
functi ons3.ase ﬁlﬂﬁ 1 [28], I\/D5 [73] and RIPEMD-160 [66], all derived from

M4 [70][72]. Ri vest int roduced MD4 [70][72]
in 1990. It is on yqrrug"@rﬁJ 16ne 4&81?%2}82{?3) E& ogly Fne’i’ﬂoﬁeé‘rherﬁheéausquﬁ'a@ﬁ

f unct i onswarheshdmetiopeee farivelgmempayy frieoMDKD4. MD4 i s now consi der ed

conpl et el y br 01@@@ 1s[n3}8]:c£n§{9e]red c@mgf}a;r bx%ﬁélnl[fSﬁ'lﬁqlﬁhaQ @Jﬁmgﬁs GRbEH ALl At ead  of

searched f ! dr} glt np E could trivially generate a Substitute
nessage mﬁ‘ B 'th t?ﬁﬁ*ﬂnp HasFr ‘%QF]HE“’EEY FHEH? f“@’it‘ﬁ‘éﬁ m%%f‘sl‘ég‘@‘hl‘%e samge 6. 3, 2
MD5 Ron Ruagtestue pythe widindedsshd®d,[ 73] in 1991 as a nore secure MD4. Like MM,
MD5 produggss: aypt28-bit hash vaI ue. MD5 is not patented [801. Dobbertin

describes the status of MD5 after recent at t acks 420] He descri bes how
pseudo- collis %"eﬂé‘%}@d‘lﬁ%"e\‘ﬁm Beiie 199k avmepre sepnen MRt iLikg MPAdBR predisesian t he
conpr essi k?ﬁ-bftharslztrah@nMDamdotmélﬁed[s(ﬁcent I y, coI I | Si ons have been found. This

schenmes wh he exi stence o I SI ons éfuences
However ‘Slelﬁlli‘a‘@tbi’*qnlf"““‘b’é‘ I‘/H%Sek‘}dla%m&a Wléﬂewa?m WWFS@F} funFtwnaddimmle on, the

HVAC- VD5 I&@ﬁt&t tollBiony(1E @tbedaint. Ahis Srckhs hatND3 ﬁlod]d)ﬁot b@IstQ&tc&gpr&Ymﬂ | @%ﬁal recent

at t acks. 8l.I1sS Vv

To0- bt & e sl it blichecof R it Pl on ety Hfyeverdie 2 s

desi gned B4ied P%ﬁqneaf@c@erﬂey Irtaﬁeuqm BTHMAG-MISYcopspct (sseSektipn B l6e. 1Dis gitt al

Si gnhat ur eaffechtddn dadedectdd@Biks. The ori gi nal published description was call ed
SHA [27] ,; bt Mery soon afterwards, was revised to become SHA- 1 [28],
supposedl y to correct a security flaw in SHA (al though the NSA has not

rel eased the réthbladits ol similei dHiSnigit e bl debitthiash velha(vis)only Fisaeebiape no known

crypt ogr apdivelud! HaC KSasAinbtSdd Slubed [b; gﬁ]a NISthand Rs ks Qe ?SQﬁeEi)l&Fﬁ?él tam:] ats ﬁ

brute f because o
result. %1 eaﬁjgﬂbc%gb Jﬁ?er?%lﬂf{} P%%@‘? ?f’ﬁ‘élpwai‘“aé{?ﬁicﬁ%ﬁ ldutspiseenriierpards e t al
si gnat ur eevirad tberoing SH A-0 28], alpgoedly tnertetfzistvetty Ay PEHA (OfholdbHhe N2Q1)s nand has at

| east oneexéaeéd%%mhm%{cﬁ?Jasogluébeﬂﬁﬁ&@Eha «¢31, 688 granted in 1993). However,

according to I¥| pat ent and any foreign counterparts that
may i ssue are F g Wlfca'yptq;ga@hlc attacks against SHA-1 [78]. It is also more resistant to brute

force attacks than MD4 or MD3 simply because of the longer hash result.

The US Government owns the SHA-1 and DSA algorithms (a digital signature authentication
algorithm defined as part of DSS [297) and has at least one relevant patent (US patent 5,231,688 granted
in 1993). However, according to NIST [61]:

"The DSA patent and any foreign counterparts that may issue are available for use

without any written permission from or any payment of royalties to the U.S.

government.”

In a much stronger declaration, NIST states in the same document [61] that DSA and SITA-1 do
not infringe third party's rights:

“NIST reviewed all of the asserted patents and concluded that none of them would

be infringed by DSS. Extra protection will be written into the PKI pilot project that

will prevent an organization or individual from suing anyone except the government

Jor patent infringement during the course of the project.”
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W thout any witten perm ssion fromor any paynent of royalties to the U S
governnent. " In a nmuch stronger declaration, NEST states in the sane
docurnent [611 that DSA and SHA-1 do not infringe third party's rights:

"Nl ST reviewed all of the asserted patents and concluded that none of them
woul d be infringed by DSS. Extra protgction will be witten into the PKI
pilot project that w1l prevent an organi zation or individual from suing
anyone except the governnment for patent infringenment during the course of

the project." AR behded ﬂlatEﬂdSEhnbt@lM@ﬁé@Jcatxoﬁ@lg&ﬁﬁn?gg]t(bggaténhﬁmg norr

thenti 8 S tent hold
oot bR AR b B R e 3 b "

expire W’EliQOOQ(E@@BMﬁDﬂnS@ﬁ@m@IaﬁfMW&ldoes not affect SHA-1. 3.6.3.4
Rl PEMD- 168)¢.54 PRiviPwviROs0[ 66] |s a hash function derived fromits predecessor

RIPEMD [i i] ( 0, Eu nCormunltysRIPEpr ect in
Tb05) hs i1s REHEDIRE LS knet fu e The Mo GaTe e REEMDG 1 KR byl
Tuned f or thsBirensar @ mimupilyes REFH mtiecoind 993N ASESIImnb sx@g@i@;mmmsgmdﬁ’&eE’Em 160 is

i ntended g0, lﬂésgl‘{lidﬁe Bor B! en ¢ 2 . OLE.
Al t hough tha% gyeaﬂ; en no gﬁ%%%s@éoﬁ&%tbgé S %&re%%;’éﬁﬁl%ggsmm ‘ﬁo

conpar at i ¥&Y* Se‘ﬁ‘&@’ BydP yuBERM¥t ensi vel y crypt anal yzed. The ori gi nal
RI PEMD al gor i t Alfhofighferakas: bsqeac sifctesdill hiyaclde@s RUIESMD-160at ik a:';‘a:lp%uvkllslawand

cryptogr zed HE- ck VDS n [ 20])
chomed" aROME o bag e Miyed 16 dE RN AR B e TR IR E 5004 Motigh
the att actﬂéeS‘étI]fB?/%’dm@WF?PtW&Eﬁk%‘ﬁl\é%‘} ThegecspiBasises MIpdBawiled in f20]) Bhosadel  and
Bossel aersmifauwtaRessesih (e RIEVENE thREh@;tioﬂU@th@gmﬁM\érﬁh@Q{o%my tRbREND- 160.

RI PEVD- 16\9631&11%33!:5”&{(/‘981119 !letéln Fan BOB e furﬁler s Mén%%ﬂﬁpg%{; gl?ﬁs I&P%ﬂj&g S royal ty

payment s enticatr on age
aut hent i cHPE¥R-184n be sum"red up as follows: How can A be sure that a

nessage  SuppoSEBEMD 60 InEhd pblicRothA€ bndfréins BS 1idvBssa0R yAY bhygRid cation is
di fferent; fromenti Mthentgltcﬂlemrlltclogatl on (described in t%e section on

crypt ograp I c chall en -resp onse protocols). Wth entity authentication,
one entity (t H@ceqoblee)ssamaeﬂhe@caum @n bgfamingd up a8 Bllewsot her (the verifi er)

Wth nessage aut heﬂﬁw&ﬁpﬂb@ﬁlm%ﬁe%a%%@fe@lﬁﬁo%gshnﬂBWOﬂg?Sure that a
gi ven nessage i it |Sfr .e. ‘1t" has not been tanpered

with en route I\flessa ”t“ @n“cag‘(%’tsg‘ép % °’£“§mﬂ%§‘flﬁe‘?f’é?tioﬁﬂescwI‘”éhetSFﬁt‘gn%"ect| on has a
brief ovenviogarhisfchrierss agponseutdi@nts) With entity,autbenriontien, odedny (@dlablifity yvecan be

found in ifs@Blity BaRREr (MR Ye rWlth%gsraéeodﬂth%n%caqgﬁ we HE Ll érl%%u?rﬁ festLon for a

message. Hash functigns such as t% enerating a “Val ue t hat
t

i s repredBht HYPPESHE L IRE Gt i fgmte X B aotbra tagieigd vidh enlr?\‘f‘ﬁftomd’a@nnot be
derived fspumtd inaletiasion. Wetlile this sétied Hapd i@ieBdvbR kK obyesage MhOndcSioh, AnlRRt ween A and

B, is t0 gbmie8SGED antoh Bound in [36].

A one-way hash function is not sufficient protection for a message. Hash functions such as MD5
rely on generating a hash value that is representative of the original input, and the original input cannot
be derived from the hash value. A simple attack by E, who is in-between A and B, is to intercept the
message from B, and substitute his own. Even if A also sends a hash of the original message, E can
simply substitute the hash of his new message. Using a one-way hash function alone, A has no way of
knowing that B's message has been changed.

One solution to the problem of message authentication is the Message Authentication Code, or
MAC.

When B sends message M, it also sends MAC[M] so that the receiver will know that M is
actually from B. For this to be possible, only B must be able to produce a MAC of M, and in addition, A
should be able to verify M against MAC[M]. Notice that this is different from encryption of M - MACs

are useful when M does not have to be secret.
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nmessage from B, and substitute his own. Even if A also sends a hash of the
original nessage, E can sinply substitute the hash of his new nessage.

Usi ng a one-way hash function alone, A has no way of knowing that B s
nmessage has been changed. One solution to the problem of nessage
authentication is the Message Authentigation Code, or MAC. Wien B sends
nmessage M it also sends MACCM so that the receiver wll know that Mis
actually fromB. For this to be possible, only B nust be able to produce a

MAC of M and 1w siﬁ@@istttﬂe@lﬂd ofléonsﬁtlﬁxkgl M RE &Pk Sash BndtBE s toyenéé@sﬁg@inﬁﬁ LahMA‘C[ M.

Notice that athistiris different fromencryption of M- MNA are useful when
M does not "HaAVEDFHS YeelECr ot . AUTH2O SG - 14 The si npl est net hod of
constructi-ng aH#i\@Be npwmesaded®M] f unction is to encrypt the hash value with
a symmetrj.c al gibidistlekiidgh the input nmessage HHM 2. Encrypt the hash
EKITHM] This | S .nore sec than first encrypting the rressaege and t hen

1y

re i _
hashi ng t he entP{/pP¥asHEE g‘ﬁb@ st enciyp{inedbaffstaps 40d then hagyneiisieprgrricd myHessgr aphi c
functi on sanybeetisedsymwietib chiezrapip fbpioh adnde add, atth ag GPropfade adtingad vant age of

each typediggxsaﬁtﬁéeg?gcﬂ e%@s%ﬁnegﬁhf)%ct%ng‘.@gndsﬁ%hﬁﬂ. 3. 4. HOWE"e.r’ there are
advant ages to using a key-dependent one-way hash function instead of

t echni ques t hafo 4% REFFASATYIGELS (oisian k- densiaden Shfoiid havidredon instsidewdd, because
one-way hadhiqfes thettubecnayption e as bl shvonh KboRJch faster than encrypti on;
Message sj ze, use_ EK i t .least the sa ize as M. while HM is a
fixed si zJe (us L?g‘i%r Y Cau%eooﬁ%?mdyehra%‘btﬁnfﬁ%“ﬁﬁllgfréefa ??fgﬁ'%fgswigi‘-‘faern%?‘é/ sof t war e
requi rememt s -MesengedzechveansediK[Mais bt 14astitstsinprize avd, wiylpidglid afixkdsizeloasaly conpl ex
than their enciyfich:pPsRasagh.¢punterparts; and One-way hash function

i npl enent ati on re not considered to be encryption or decryption devices
and therefore ]Zﬁ’ PGPS PREEmR - sedsppdry bagdufhrcrions are tpicalyiglistropalen ot ed

t hat hash f unchdnorg eweypdonresse covatipgisnalll y desi gned to contain a key or to
support Messagg,.aut RERRbEBH hidfinefifioR JfeiiHbhs- 8% B 0% MRENGMS Of using
hash functions to perform ssage au hient 1 catl on, “RRT Ing’vari ous
functions thatdedemantherrirearpas whigeso Wi eporseorralss prefixes, suffixes, or
bot h ha¥e beent sméﬂcpl&Sﬁﬁd il) {h&@}asﬁnﬁtﬁ]:ﬁopd\@eﬁéneeefroﬁgﬁﬁﬁ?iegigneh%oﬁ%%kﬂ%irtgave belen
success att acked. s isticat nean : itiona
MACs havgll SER a1 Sélg}'lse té“&‘y a%% 6581% SW%%CC %‘0 Sst[l%‘ig hgsﬁé‘]l%‘b"@%)‘loip’f "fatrices
[49] (i nctesyganrythettieation ssiuding eree fupftionFiBRcdpentaele (ubssazerawithFeadprined, t

Regi st er )suffiQRSdr b4tk havOBted propdsdd {51181 VAo TRE: SRR ASETbe il s@ideskRll,l 7] 1N

particul ar_is,.gainin ccept s a.solution for Internet nessage
aut hent i cag?(’%eéir?gg%’ ﬁ?@?@m‘fé’? ?@Eﬁgﬁ@? A‘?%Bmﬂ%f‘,c%}‘f’sbﬁl’lf&%?% bagd @ YR 37 wr apper

usi ng t hechemes [8] and Toeplitz matrices [49] (including the special case of LFSR-based (Lincar Feed Shift

Register) constructions).
3.641 HMAC
The HMAC construction {6][7] in particular is gaining acceptance as a solution for Internet
message authentication security protocols. The HMAC construction acts as a wrapper, using the
underlying hash function in a black-box way. Replacement of the hash function is straightforward if
desired due to security or performance reasons. However, the major advantage of the HMAC construct is
that it can be proven secure provided the underlying hash function has some reasonable cryptographic
strengths - that is, HMAC's strengths are directly connected to the strength of the hash function [6].
Since the HMAC construct is a wrapper, any iterative hash function can be used in an HMAC.
Examples include HMAC-MD35, HMAC-SHA1, HMAC-RIPEMD160 etc.

Given the following definitions:

. H = the hash function {e.g. MD3 or SHA-1)

. n = number of bits output from H (e.g. 160 for SHA-1, 128 bits for MDS5)
. M = the data to which the MAC function is 10 be applied

. K = the secret key shared by the two parties
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underlying hash function in a bl ack-box way. Replacenment of the hash
function is straightforward if desired due to security or perfornmance
reasons. However, the nmjor advantage of the HVAC construct is that it can
be proven secure provided the underlying hash function has sone reasonabl e
cryptographic strengths - that is, HYAC s strengths are directly connected
to the strength of the hash function [6]. Since the HVAC construct is a

wr apper, any iterative hash function can be used in an HVAC. Exanpl es

i nclude HVAC MpRy HMVAGs Rbded 4R RI PEMD160 etc. G ven the fol |l ow ng
definitions: Hthe hash function (e.g. MD5 or SHA-1) n= nunber of bits

out put from H 8% g. = P66 rwertcdSiyfimes 128 bits for MD5) M= the data to which

t he MAC f unct i T HMAQ Ogdiiehnapglfélieds:+K= t he secret key shared by the two

parties AJTH20p8G: k1564 = Q% imes opad = Ox5C repeated
64 tinmes The HVAC aIgorhly{éﬁ%%p%egég&gf%e\%{sﬁgefﬁgé end K to 64 bytes by

appendi ng? Ox OG B the 4 o35 strive cretied ipfl) withipad XOR the 64 byte string created in
(1) with 3.pad appendppefdadEiiahs s BrmriM trandig2pf4 byte string created in (2)
4. Apply to h r.e enerated.in (3) 5. XOR the 64 byte string created
in (1) vvi{'h op%pd)%é.ﬂo,&%gggﬁ%gfﬁgeﬁmﬂgsult from(4) to the 64 byte string
resul tingfr orA@kihe 64byteppink gregipdtin(1) wigh apet put of (6) and out put the result
Thus: HVACI M appblla(ie K fsulidfl)4) o thl dalbyle Brihdd@dking 7rd¥h {5) The recommended key

| engt h is7 at I[gaﬁ,tHﬁ bi LSy ﬁd‘st hgu&b {ht srlmul d not be | onger than 64 bytes
(the length of PR RALKPRY CHPHRR ™ PUAMREF Y onger than n bits does not add to
the security oftughe function. HWMAC optionally allows truncation of the

final output e.g. truncaﬁﬂdgam]g}ﬂ[g@@%ahﬁ}f{mpmwwtS. The HVAC
[51] was | [

desi gners' Request for Comments as 1ssued 1n"1997, one year after the
al gorithm was FersPmmeraedden iensth is apfrast n iy Yol it gioulf petde longst b¥eY ongest
known at t(ee lengityaff it shidyBIGeK) SA kel 8o g thadn hild @ock h gdian By seafrinc@ e inmtt@as for t he

hash function J;(86S; ' IS Lo v bhmractical . for
mnimlly r easonaglg%o%g_lghﬁoﬁwug%{ciﬁggﬁ%m@ Q%H!p%fﬁ'rrtp@%a!n&ft? Iiwyg)ltsc%%%lp@g%ts'a hash
function |ike TEEMKeletenerRegisetiuiCormeryt [Rllivgs isspoign Bi97 e Yeweftetthicacker needs
t 0 acqui ragotithm vaofikeaiodites TRgRsigids DRitkd GalicQfongafhowt MENUERL: fMhLR; the sane
secrel XSl A0 RROH o300 0B RLRARLE ey NS 40 Sty 1o Lhe

real i sti dogednddr sunimnaly regsopdblsdishifeniépnti of 64 bytes this would take 250 000

years in a As an example, if we consider a hash function like MD5 where the output length is

128 bits, the attacker needs to acquire the correct message authentication tags

computed (with the same secret key K) on about 264 known plaintexts. This would

require the processing of at least 264 blocks under H, an impossible task in any

realistic scenario (for a block length of 64 bytes this would take 250,000 years in a

continuowus | Ghps link, and without changing the secret key K all this time). This

attack could become realistic only if serious flaws in the collision behavior of the

Junction H are discovered (e.g. Collisions found after 230 messages). Such a

discovery would determine the immediate replacement of function H (the effects of

such a failure would be far more severe for the traditional uses of H in the context

of digital signatures, public key certificates etc).

Of course, if a 160-bit hash function is used, then 2* should be replaced with 2%°.

This should be contrasted with a regular collision attack on cryptographic hash functions where
no secret key is involved and 2% off-line parallelizable operations suffice to find collisions,

More recently, HMAC protocols with replay prevention components [62] have been defined in
order to prevent the capture and replay of any M, HMAC[M] combination within a given time period.

Finally, it should be noted that HMAC is in the public domain [50], and incurs no licensing fees.
There are no known patents infringed by HMAC,
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continuous 1 Gops lint; and w thout changing the secret key Kall this
tinme). This attack could becone realistic only if serious flaws in the
collision behavior of the function H are discovered (e.g. Collisions found
after 230 nessages). Such a discovery would determ ne the i medi ate
replacement of function H (the effects of such a failure would be far nore
severe for the traditional uses of Hin the context of digital signatures,
public key certificates etc). O course, if a 160-bit hash function is

used, thefy2s’ ngﬂll\qmggrsg,ﬁphg,g@qrymgmsggg This should be contrasted with
a regul ar colljsion att&ack 0 i ¢ hash functions where no secret

key is invol velf&ifdt 2E8%8F P, ‘Trﬁ?%w QF B PR VY {rien bisafredy brrgexaningd ce to find
col |'i si ondoweNdyrrendpie oenitet geperdddidiCony isoey @okisinitwihedrvatp kaytogaphy egtuitgAndc OoNponent s
[62] have,begR.defined in order to prevent the capture and replay of any
M HVACM conbination within a given tine period. Finally, it should be
noted that HwvaEReeQreadargeumbss B ifsacs gefisened “[‘t?béf]ﬁnm&ﬁ?ﬂ’di’ﬁﬂ%‘m‘é‘mﬁﬁ ZFeRifsi ng f ees.

Ther e ar eKuugh, laidMes@rhtortkenakafargemeeped gdoy (MG stiididaledtsRGnd thbeederal Random
Nunber s 6&g;lgnle-lrds qg%o Yﬂdﬂl n@éﬁﬁﬁ‘%%ﬁm ﬁgr%a Lé%/%sdaoﬁzg vel%ug%rgf &%‘glpeegt sg% H‘E%? tor as a

one-way function ‘$as a een examne wever, random nu
generatorﬁe}dﬁéﬁﬁ% i's very chh intertwined with crypt ography, security, and
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The actual type of random number generator required will depend upon the implementation and
the purposes for which the generator is used. Generators include Blum, Blum, and Shub [10], stream
ciphers such as RC4 by Ron Rivest [71], hash functions such as SHA-1 [28] and RIPEMD-160 [66], and
traditional generators such LFSRs (Linear Feedback Shift Registers) [48] and their more recent
counterpart FCSRs (Feedback with Carry Shift Registers) [44].

3.8 Attacks

This section describes the various types of attacks that can be undertaken to break an
authentication cryptosystem. The attacks are grouped into physical and logical attacks.

Logical attacks work on the protocols or algorithms rather than their physical implementation,
and attempt to do one of three things:

. Bypass the authentication process altogether

. Obtain the secret key by force or deduction, so that any question can be answered
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is able to calculate future "random' nunbers, it can | eave sone protocols
open to attack. Any new protocol should be examined wth respect to this

situation. The actual type of random nunber generator required will depend
upon the inplementation and the purpgses for which the generator is used.
CGenerators include Blum Blum and Shub [10], stream ciphers such as R4
by Ron Rivest [71], hash functions such as SHA-1 [ 28] and RI PEMD-160 [ 66],
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aut hent i catheughthpfoos eyse athdkogeklyer Obtain the secret key by force or

deduction, so 4 : i n be answered AUTH2O SG -17 Fi nd enough
about the natur)g%glpg@%g aﬁ%@%ﬁ?ggtg | ng questions and answers in order to,
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and protocol used by a security chip, the circuitry of the authentication
part of the c S“i?h%tcré‘&?ﬁﬁfﬂ‘ﬁ’der physi cal attack. Physical attacks cone in
four mai riheatesk stylalabdrbufytmstiiee takaoradeafledibiiewat t ack can vary: Bypassing the
security chip @l i i.nat i f. the.chi iple in

oper ati on (desﬁsﬁg%ﬁ%?%nﬁaﬁ o%f‘g%%?sﬁﬁgﬁe\?}%h%ﬁgr% g bes’a%%&rraﬁ(%é’?p i on of
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ar e det aisysgh, beh aMbterdbaheaatidnpAtachoes sdiisyaeggest sol utions to these
attacks. J4, ”EﬂogicMAQt%?&” bes each attack type. The exam nation is
restricted to the context of an authentication chip (as opposed to sone

ot her ki nd of Thesyaiasknareshpstiwhich dp petdensed onghstphisiseliimel¢mennlonaf thached t o sone

System  3nBtodyskagditephorfidAgks ploiRSCand e 3Gk Ty SR albRESs W LAMORAmBQt depend
on the physie¢al inplenentation of the cryptosystem They work against the

pr ot ocol and t he securi ty of the algorithnms and random nunber generators.
3.8.1.1 GCi¥herGiphertexsmply aggckack This is where an attacker has one or nore

encrypt ed NnesS@ag@Svhelah atBbker MPLLr HsiL &gryf)tgﬁnéégﬁ, all encrypted using the same

algorithm. The aim of the attacker is to obtain the plaintext messages from the encrypted messages.
Ideatlly, the key can be recovered so that all messages in the future can also be recovered,
3.8.1.2 Known plaintext attack

This is where an attacker has both the plaintext and the encrypted form of the plaintext. In the
case of an authentication chip, a known-plaintext attack is one where the attacker can see the data flow
between the system and the authentication chip. The inputs and outputs are observed (not chosen by the
attacker}, and can be analyzed for weaknesses (such as birthday attacks or by a search for differentially
interesting input/output pairs).

A known plaintext attack can be carried out by connecting a logic analyzer to the connection
between the system and the authentication chip.
3.8.1.3 Chosen plaintext attacks

A chosen plaintext attack describes one where a cryptanalyst has the ability to send any chosen
message to the cryptosystem, and observe the response. If the cryptanalyst knows the algorithm, there
may be a relationship between inputs and outputs that can be exploited by feeding a specific output to the
input of another function.

The chosen plaintext attack is much stronger than the known plaintext attack since the attacker

can choose the messages rather than simply observe the data flow.
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3.8.1.6 Guessing attack

This type of attack is where an attacker attempts to simply "guess” the key. As an attack it is
identical to the brute force attack (see Section 3.8.1.5) where the odds of success depend on the length of
the key.
3.8.1.7 Quantum computer attack

To break an n-bit key, a quantum computer [83] (NMR, Optical, or Caged Atom) containing
qubits embedded in an appropriate algorithm must be built. The quantum computer effectively exists in
2" simultaneous coherent states. The trick is to extract the right coherent state without causing any
decoherence. To date this has been achieved with a 2 qubit system (which exists in 4 coherent states). It

is thought possible to extend this to 6 qubits (with 64 simultaneous coherent states) within a few years.
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all). The odds of one person sharing a birthday with another, is 1 in 365 (not counting leap years).

Therefore there must be 183 people in a room for the odds to be more than 50% that one of them shares
your birthday. However, there only needs to be 23 people in a room for there to be more than a 50%
chance that any two share a birthday, as shown in the following relation:

Prob = 1—nPrin’ =1-365P23/365% = 0.507

Birthday attacks are common attacks against hashing algorithms, especially those algorithms
that combine hashing with digital signatures,

If a message has been generated and already signed, an attacker must search for a collision
message that hashes to the same value (analogous to finding one person who shares your birthday).
However, if the attacker can generate the message, the birthday attack comes into play. The attacker
searches for two messages that share the same hash value (analogous to any two people sharing a
birthday), only one message is acceptable to the person signing it, and the other is beneficial for the

attacker. Once the person has signed the original message the attacker simply claims now that the person
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e message is simply a serial numl?er, the clone manufacturer need simply provide a lookup

table that contains values for past and predicted future serial numbers. There are unlikely to be
more than 10° of these.

. If the test code is simply the date, then the clone manufacturer can produce a lookup table using
the date as the address.
. If the test code is a psendo-random number using either the sertal number or the date as a seed,

then the clone manufacturer just needs to crack the pseudo-random number generator in the
system. This is probably not difficult, as they have access to the object code of the system. The
clone manufacturer would then produce a content addressable memory (or other sparse array
lookup) using these codes to access stored authentication codes.

3.8.1.13 Differential cryptanalysis
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such bl ocks are a sparse subset of all possible blocks. For SHA-1, the
nunber of 512 bit blocks is approximately 251212160, or 2352 The chance of
finding a block by brute force search is about 1 in 2160 3.8.1.11
Substitution with a conplete |ookup table If the nunmber of potential
messages sent to the chip is small, then there is no need for a clone
manuf acturer to crack the key. Instea “the clone manufacturer could
incorporate a ROMin their chip that had a record of all of the responses

froma genui neni@@eﬂmt&yptanﬁysgq&@xsbe%ra&actemér@ﬁaﬁyﬁﬁpﬁ{gheam@re LAk E wint e key,
e nore _space is required for such a | ookup

and the | arger _the respo

table. 3. lg“"%‘ gergﬁffsaf“ﬁﬁﬁg‘i%gﬁ“ﬁﬁ‘Pﬂ’eﬁmg‘f:?ﬁftéf’ém?%%%ﬁlﬁzeflabl e If the nmessages
sent to the chExkstiag dffsowshowksprediviy ddpbrdent Dlathdﬂﬁ[lctﬁrheﬂS tefds.ae tsed@IDESr andom
then the ﬁb@a@m&gﬁﬁqy @ﬁﬁoumﬁr glg&nﬁmsgafcr é%ﬁR Eatvsm} OKUD, L abl e. For

exanpl e: t he message 1s _sinp seria one nanuf act ur er
need si nﬁ“ﬁckﬁrcé‘i/‘f“ﬂ‘étaléfﬁ@%ﬂbal h’t‘f‘é’&i“% by Hélf’“%ﬁft%ﬂs?fgl W%U’Sﬁé’é for past and

predi ct eds f ut LIMEunSaﬁ&ffa'lencélhlﬁﬁiﬁﬁxﬁltheIh@feﬂaoﬁd@dd@htls kely to be nore than 109 of
these. 1f th tesaﬁdgfo th¥ t he dadg' t hen the cl one manufacturer
can produce a T00KUp i%g SRS C he address. If the test
code is a pseudest Flaqmdmmwn@ﬁ&regthwsd agginse{iffirentialickptagadysis afee haploess voos t he dat e
as a SeejescribddeThidiNGv&tOR Bie SRAKS s@&ﬂahﬁrd‘é‘%teld'tbgéacﬂl@y%%graﬁ}ﬁ: oS, ﬁmver

pseudo-random nunbe nerator in th I'sS i.s probably not

i F11 cul EomE B PRSP ) o e e b G%E'y‘ée&ﬂ@ecem@e dhpeloiie bad ef e cl one
manuf act werdin sdeslotidifféremialpraski /@ aad didxot abnbct toelicl slgsigads keepubtiznonthy( or ot her
sparse argg;lymﬂlgsgf}%gg)bstﬂﬁﬁdﬁgﬂg&gse codes to access stored authentication
codes. 3.8. Dfferential pt anal ysis AUTH2O- SG -21 Differenti al
crypt anal y5| S Iﬂé%ﬁpﬁ&“ R ’t“a{ ’\%ﬂ%?aé substinpigpagior allph g nessase-dHigds YR 2

gener at e dreabmitienticktivd\whip tipfubgeed eincasysatdevtbnt 6 withinf 1B Bie@sbld Thelclhae @@c oded
streans C ependent
on the. sty ol 46 1ol b leilht AT bR e FEEPTTETS
Al t hough HtsHEHR5KY i t hms such as HIVAC— SHAl have no S boxes, an attacker
can undert ake Gndié & ﬁéseage tatainknig kaeaaartfoalekedb)y ceHiEle Ah alﬁbuagm@tnawesm wal

anal ySI S Cﬁ%{xe ateM \’%Made{ lbl]:tfm?agf &) a%% t({ srg'llt))s‘f{ u?e theur(])\qrn Eorrll e esée?:{aﬁ SF pa%'%%?p out pUt S

M ni ma erence ou rcorrespon _ ‘Al gorit hns
wer e st r éﬁ’gffhéﬂnaé@g&@éwqﬁiﬁf "Yeﬁ f feeniveth yqupineseagy p@‘&hﬁﬂymﬂgﬂ @?ﬁ@eée isA¥esgdr ocess was
descri bedeceith tﬁe foBovi@\hRERLt 1.1 tHe BRIRPRS) Uelable HREUsHitHD the SEMAL Bl sabPbRACH

crypt ographi c r|t recent al gorithnms devel oped in
secr et ha\%e}i éllgﬁ OWI E%Eggﬁstg ‘i“ﬁ’%"ﬁ §&89%1 opers had not considered certain

styles of di ffl‘é¢s9m A'allenmamca@oées [+ert Hevalptddi ahmbro mesags fubgstutivh@lacksal gori t hms to

public sqrgjjjsrn/wergbég,gee;,ﬂg h@ﬁé@fﬂﬁy‘bstl tution attacks In certain

protocol s, g g can subgtl tutekp or all of a nessage.
This is Wh er e pseu o-ran om number generator 1s used to generate keys, there is the potential for a clone

manufacture to obtain the generator program or to deduce the random seed used. This was the way in
which the security layer of the Netscape browser program was initially broken [33].
3.8.1.16 Bypassing the authentication process

It may be that there are problems in the authentication protocols that can allow a bypass of the
authentication process altogether. With these kinds of attacks the key is completely irrelevant, and the
attacker has no need to recover it or deduce it.

Consider an example of a system that authenticates at power-up, but does not authenticate at any
other time. A reusable consumable with a clone authentication chip may make use of a real
authentication chip. The clone authentication chip uses the real chip for the authentication call, and then
simulates the real authentication chip's state data after that.

Another example of bypassing authentication is if the system authenticates only after the

consumable has been used. A clone authentication chip can accomplish a simple authentication bypass
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real authentication chip is plugged into a reusable clone chip within the
consunmabl e. The clone chip intercepts all nessages between the system and
the authentication chip, and can performa nunber of substitution attacks.
Consi der a nmessage contai ning a header followed by content. An attacker may
not be able to generate a valid headegr, but may be able to substitute
their own content, especially if the 'vaI'i d response is sonething along the
lines of "Yes, | received your nessage". Even if the return nessage is
"ves, | l;ye.,ﬁrﬁl'la\t/lﬂéja 1B£@f Jofﬁlel:tf?}%ﬂbgthg?s%%?tg@consumablélﬂ?be@c&étﬁ& BEnt prgtouaol?l eto
substltute the original nmessage before sending the ackno grrent back to
the ori glhr?&?‘m’ggﬁﬂl@t‘e"eﬂﬁgr?@ge Aut henti cati on Codes were devel oped to conbat
nmessage subst i Oastinfamuaitackddiown as e 8K chtudity HRev &S @adizliinveledd reitpcinhe key

gener at or r keys,
Pherc i 5 The BB AR R v AR L R Pl AR W BB AR 2 o
progr am ofe %Yﬁerﬁw%%mt Pea "diarO mestes dlopsed the oy Bicspgentpirs wwd«}/smpiy dejist ch t he
security thiayeysage hndinbaddaiios GapeoiaAWS Sl DYE@®MWas i nitially broken [33].
3.8.1.16 e henti cation process It may be that there are
probl ens ﬁf)?ﬁém ‘f'{%re}’ﬁta?tcté‘tl on protocols that can allow a bypass of the

aut hent i cat i orff prople ke tagikeys et firethe pospjbility thiy éhsecorid tallsononeise dldk &llinghe key i s

conpl et _e|1ﬂay|b6 Rl 1S368ion (bawigarnla@ etcatrévaﬁ‘gkeerg beﬁ%rdﬂ@ed@ﬁ@ﬂyeteporrs it or
deduce it n exa

ste aut hent i s, at power-up,
but does ¥ o‘fcl:&%srkl‘ﬁ%ﬁ"[ac are ycg‘??ﬁer a‘gd[eﬁé?th?‘?ﬁéer gl%i’“? %‘L?%@B‘P%‘ﬁ%ﬁﬁsﬁﬁﬁbl ewth a
cl one autdrarld, e amiberpf pdeile clniming alicanvalyel with tiz deepmengofitied ity seadarddnvechi p. The

cl one aUtrEh%ﬁﬁy'(M@}t/JuQé"lQ%)'b&n%ﬁﬁﬁg ﬁots@s Jn%a«LnermfBvi‘)%wsgrizs@ps%m@&me@%&& cal |,
and t hen nt i catlgwnchl p's state data after that.

I}.?,glhﬁll %VeI% é I‘elﬁ Cr t
Anot her &X&IfSF8 ‘BFpY A TET Tl ?1 Hersc getiobhiioriRe f t he system aut henti cat es
only aft e¥8.2 hePhygahsuahbl e has been used. A clone authentication chip can

acco er| ish a Sf h@mllgmﬂ%’lﬁtgﬁcg Lés&ﬁtdnﬂ!é}néﬂ%{?&%? aﬁ%ﬁ%@atlgignecagllsQMn §é11‘i@d}1 ﬁﬁﬂ ng a

| oss of connection after the use of consunmab fore

aut hent i dt /18 Afepkenay phypical prggss tooths Pist 3&&?%%"'@&;@%@{6&%‘% & att“@‘i’é‘e‘? IFW% nous
attack kmnevamreisn RO, wiile it telaing htiaeld aésirhqxhat B &seter e |s siody bIFkettmen@pf. aci ng a

m croconty o) | 6. &Rl RokOr @ satellite TV system Wien a subscriber stopped
payi ng the Subscription fee, the systemwould send out a "disable"
nessage. Home\ié?kebfﬁé“’??éwR‘ﬁ“éftéa“é’éfﬁﬁ‘%/@{eFtb’rA%QMW@P%P@M@F@ébﬂd{l hi s nessage
and not paBE ket (fc@nsemmsmﬁenm&wgielﬁhyﬁ b abted ﬁoildan-\r% ey.3h @mne%cS 1.17

Garrot e/ br I F%ﬁa t t 81&5\/[18 co é%gy msr:ﬁnoY_\fSL%lgha?coByréht text uc%as asha{kg) 380 SIISbIIlOL Ity t hat

t hey coul art "Sonmeone iroh (bri be,
garrote etiicin, bF‘@vSewgefee%mgng thatmeglgmmfﬂ@dhlwptcweewacmmtr:swhppﬁ y for

princi pl antclEh@s Sropdth aGkiSespdcRd.USual | y cheaper and easier than other efforts
at deduci xanpl e, a nunber of people claimng to be

i nvol ved 3%‘%%%%§%3%@6%ﬁﬁpof the Divx standard have recently (My/June
1998) been maldcmgsenuiinserng oftheachipay Wisteyan efackeifiDemaeship andpsalizes thdvgreddf ect t hey
woul d Once the circuitry has been analyzed the inner workings of the chip's algorithm can be recovered.
Lucent Technologies have developed an active method [4] known as TOBIC (Two photon
OBIC, where OBIC stands for Optical Beam Induced Current), to image circuits. Developed primarily
for static RAM analysis, the process involves removing any back materials, polishing the back surface to
a mirror finish, and then focusing light on the surface. The excitation wavelength is specifically chosen
not to induce a current in the IC.
A Kerckhoffs in the nineteenth century made a fundamental assumption about cryptanalysis: if
the algorithm’s inner workings are the sole secret of the scheme, the scheme is as good as broken [39].
He stipulated that the secrecy must reside entirely in the key. As a result, the best way to protect against
reverse engineering of the chip is to make the inner workings irrelevant.

3.8.2.3 Usurping the authentication process
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li ke to help develop Divx specific cracking devices - out of principle.
3.8.2 Physical Attacks The followi ng attacks assune inplenentation of an
aut henti cation mechanismin a silicon chip that the attacker has physical
access to. The first attack, Reading ROV describes an attack when keys
are stored in ROM while the remaining,attacks assume that a secret key is
stored in Flash nenory. 3.8.2.1 Reading ROMIf a key is stored in ROM it
can be read directly. A ROMcan thus be safely used to hold a public key

(for use in asymuRbE dsfunkcd Ma%%‘%lmpmaufacm;hame@smbmelhgs@telﬂgﬁd/c%sﬁmﬁy- In

symmetric, cryptography, a is conpletely insecure.” Using a copyright
text (suct™&% a haiku) as the key is not sufficient, because we are
assum ng t hat ¥thesapleoiminmd)is ofed fin eongivinjoatios bade@nl the byRgmiai Arug@lpétény Wher e

intellect Hlakntgzgtgﬁ) Qﬁﬁ, Xndi a%ﬁrﬂﬁl&steﬁ Q&Bﬁﬁf)lg g.ttheg’tic%ioa 'cl%p,'ﬁgﬁla? b ossﬁﬁs?eqfito{}ﬁeer Lhg of chip

A 1) non-
Rever se engi neeri IS where an attacker ope e Chi p and

ng of the chi
anal yzes fH&d @i‘prtﬁﬁ‘?eFP%f?eat@ﬁ@é‘“ Frécagipn bipi i erger fppbtafydhericonnd pypyerd [ thigisi nner
wor ki ngs ©fa ddae medifaplusr wugiot Hati eadmetht RGOMEY V6hid onlyleens willeehyatRgi es
have deve, ' th KN .as TOBIC (Two photon OBIC, where
OBl C st anlbtgB?%r@%;?l‘%%?ﬁ%ﬁg%ﬁﬁ%%d%@éﬁca&g%@ht) , to image circuits. Devel oped
primarily forThsplgmagverastodpfapyritathe phentiprtiorereswssifplipnt hesme antbed mgeany back
mat er i al SlpgifaDitladddeddGbel RESchRE B 83 U6, i 6Rin Gmuldtedbds bonthd: RitShe sydtd t hen
f ocusi ng ‘Lieg{glgragtﬂe %ggons%cgsge%%k 'I]QC% exgit.t ation wavel ength is specifically
chosen not 10 T hauce H EiFFEnt i YTREP S REP&hof fs in the nineteenth
century niated Medifigtioneaisiemassunpt i on about cryptanalysis: if the

al gorithm s i NNRYLINARF MhakdSwiRFelhd shRenSiRkIBis §8G &I o REept fiGie SENEABIes. TiRe Schene is
as good a ro d_that the secrecy nust reside

K 39].. He i pul at.
entirely a?tﬁcgtnf‘? E{ae{l/’?nglb%f T eé(ﬁﬁ{’%%e"?’ﬂ% “5%‘% fonmglf’é’r’ O RbE XyGHT e

wor Ki ngs i 11 el @yt this khdBf ack ridiiks Rich that B YA Yeln Gl L haRlLREERS AUTH2O 5G
-23 It gélgbe .assunmed t hat an¥el cl one manuf acturer has access to both the

syst em antf¥EHETTRIMBT g EWFGh Shete youkpahallaee 18 ehfiier adyatogrsfarfhs gpsumer to
comuni canfapkelyathweedifitaien, siys itewnld ngicalytvoid steatysyd e mautkkie bt doaBt | on chi p,

and a nongd&MShed <& SHIRRES AL REDLIGAL W ns qumeliiéa;aﬁ»var?qégg%%ﬁ%ngé e for

the non- trusted chip to interr oq?at e a trusted authentication in order
to obt ai rehEeionBYY alyersdpia ygipn-free VI pavers {althouglyit shauld besiqtsd thatrikis inaetir er woul d
not have usoclghe t@kuiiables, bl &xtHeaytigindlRym o shind caipapesRMHE; thrgetddfdrGe hBBerSYSt €M
into using,the responses fromthe system authentication chip. The
al ternative method of usurping the authentication process follows the sane
met hod as &% Direggiiehing of ehimeneratios by qopvettioual iSeking on 3. 8. 1. 16, i nvol ving
si mul at ed | os3f@fp dp&rinton EduldMe tifeclBevl 64ifiTh SYRENIEME: TAMENBI NiicoRbhe) br
processes,, E@é&eon elar?i,c tﬁé ke§s| JJHE get rlec%gieg stﬁ%g/ érg (Pe\a{l\glﬁ'oeng &é internal non-volatile memory and
loaded into work registers.
These forms of conventional probing require direct access to the top or front sides of the IC
while it is powered.
3.8.2.6 Direct viewing of the non-volatile memory
If the chip were sliced so that the floating gates of the Flash memory were exposed, without
discharging them, then the key could probably be viewed directly using an STM or SKM (Scanning
Kelvin Microscope).
However, slicing the chip to this level without discharging the gates is probably impossible,
. Using wet etching, plasma etching, ion milling (focused ion beam etching), or chemical mechanical
polishing will almost certainly discharge the small charges present on the floating gates.
3.8.2.7 Viewing the light bursts caused by state changes

Whenever a gate changes state, a small amount of infrared energy is emitted. Since silicon is

transparent to infrared, these changes can be observed by looking at the circuitry from the underside of a
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3.8.2.4 Modification of system This kind of attack is where the system
itself is nodified to accept clone consunables. The attack may be a change
of system ROM a rewiring of the consumable, or, taken to the extrene case,
a conpletely clone system Note that this kind of attack requires each

i ndi vidual systemto be nodified, and would nost I|ikely require the
owner's consent. There woul d usual |y have to be a clear advantage for the
consuner to wundertake such a nodification, since it would typically void

warranty éﬁlﬂ;dWW{ﬁean@iﬁﬁ prl)de&% ‘yeap@c 1§H?i§ﬂt eﬁ(ough HBe Wﬁng@fy Sl a

nodi fication vw%2 gear advantage to thé cons software patch to
change f90BYY Sy U B 2kpaeey: Pﬁtffh’t“ﬂz‘ﬁl[%?ﬂr dF‘fe@BCdIBY/E?I‘frI“a?@d? 41 t hough it
shoul d bePivetadd Intagitg Civus Ahdyzad If deGstatelw$ £regibtenisknoens tmebh ihesyatdhink thaat her

ori gi nal sfisQ aahg}%vam wﬁn%a%e%ac&aﬁpwﬁmm 95k B Qs ; ﬁﬁl & ttleRe r%%thef

countries Direct view ng of chip operation y convent i onal
probi ng | atE?ﬂ‘i)”&‘ﬁ@P%ﬁ"? on could be directly viewed using an STM (Scanni ng
Tunnel | i rgs. 8 CVl@s&ﬁg)(he)(ey@ﬁsmgﬁhﬁlSEi’BCtron beam t he keys coul d be recorded as

t hey are read Aﬁo%r&‘}ag% t!:s Je\rllc%l kri I Oas a%lc ln Elecggc%ltfe}{m?‘ﬁ%r scog§¢§ﬁﬁ4 nt 0 work

registers. These forns o fonve nal” pro 5%2 require actess to the
top or frafpys thy ded visying plehargss wighip ¢ ¢hin [37]; The SBRME pas@ tungsteg pwbgthiispéaetd avi ewi ng
of the ?%71 mlmatete}sebdvemeamp, lath ﬁlhaomh@mwﬁemﬁ;{g aC:@ISi_ciﬁ)Q Atnhat sf'gﬁheﬂwi@at ihng ]
gatesoteFa e expos U IS em then the
key coul erbeftgﬁhaelgfo © auses %’lm tcflreég? %Owgmﬁﬁh '%ﬁ ro? I’{%qu%ca ing Kelvin
M cr oscopirent ﬂe%e@meﬂds SII thedopitutidrad phisqef the Aﬁmgsal |them\sighal Wntbhtmgeddlf gehar gi ng

t he gat ess,glnglm@mﬁg;&y,lﬂﬁpm&%@ge@mr&me@g wet etching, plasna etching, ion
mlling (f 9u§ﬁ QN ﬁﬁfm etching), or chem cal mechanical polishing wll
al nmost CEI’ A1 A OGP ge the snal | charges present on the floating gates.
3.8.2.7 View righentrer discighiic chuwitstopergtesuBatkldoyonsatiesighla g eiseiiiRéariedly a gat e

changes Sk&pdsivedqSfRint caR FBMIE hQE sibrdk bl BHld BREHENEN infor@ioh f&fow il RERerST | 1 CON
IS trans rent %o infrared, these changes can be observed by | ooking at

the ci ch weefedfYst he under si de of a AUTH2O SG - 24 chip. While the
em ssi on 3ADWSEevinsLbataptians i s bri ght enough to be detected by highly

sensitive eq ETMaly:cTal i Agae@ﬂe%% fiRfe s%ﬁcalno@aﬁarpeq%m;%&m&gm & [89],

devel oped IBM 1S called Pi cosecon rcuit yzer). |If
the statdf &B?re i a g propedysigpal tORJﬁanUOaﬁn Fpcier cpn m%nﬁe'ﬁhe\féeffeeﬁqeh@lﬁt%m qceg. st er
change OWeben prbgrBnndifid 6ve1reeheeah1g1ﬁds}al<ﬁxtacrhe\badngtﬁn Al cah kR fnfohnatiaidBodt fhet he dat a

i's part Q(fe Aﬁ&gﬁ%ﬁ a}z\ﬁh@%rﬂa\:etﬁn«%&ytpe%{ ser., t?br%&qglm? ga]rd%?‘%i(n:g 8.2.8 View ng the

keys u3|ng non- 1 nvasi ve t I'ng device own as a Scanni ng
El ect ri c 3ot ditiiferpntig) Bauli daalpds (SEPM allows the direct view ng of charges
wi thin a chip 1hdéfack dBeneSEPMubIRS of: HitdRGSY BRizR0R Bfcré iRl rallidioploaced a

environmental stress. In most cases such an error is more likely to adversely affect the chip (e.g. cause
the program code to crash) rather than cause beneficial changes which would reveal the key. Targeted
faults such as ROM overwrite, gate destruction etc. are far more likely to produce useful results.
3.8.2.12 Clock glitch attacks

Chips are typically designed to properly operate within a certain clock speed range. Some
attackers attempt to introduce faults in logic by running the chip at extremely high clock speeds or
introduce a clock glitch at a particular time for a particular duration [1]. The idea is to create race
conditions where the circuitry does not function properly. An example could be an AND gate that
(because of race conditions) gates through Inputl all the time instead of the AND of Input, and Input,.

If an attacker knows the internal structure of the chip, they can attempt to intreduce race
conditions at the correct moment in the algorithm execution, thereby revealing information about the key
(or in the worst case, the key itself).

3.8.2.13 Power supply attacks
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few m croneters above the chip, with the probe and circuit formng a
capacitor. Any AC signal flowing beneath the probe causes displ acenent
current to flow through this capacitor. Since the value of the current
change depends on the anplitude and phase of the AC signal, the signal can
be imaged. If the signal is part ofv\%he key, then that part is

conprom sed. 3.8.2.9 Mitoring EM enever electronic circuitry operates,
faint electromagnetic signals are given off. Relatively inexpensive

equi pment can ook LAk 85815 i@ osk SR &Q&Ergcag'alw &N RudsRf A jon to
al l ow an attacker toea%ltte% %cté t he I? @é} 3.8.2.10 .%w %nggi gld ftliﬁe%atl ons

Even if KESRY VhsFRibRrope iy/npesshesd or ‘EeFfé"‘ls%i ipbe %.“SldF {he torkieg epsrafing veliger BAge enever
regi st er snecdifactgrahesshiad 8 a clotif glitch emeodugion oftirghin e ewsgiiosséfgpaticuladinnioiie. rati o,

an attac kﬂlre I(EQQt Iﬂ’%gi’Ugila )@annglge gr ﬂ'oi;'n slhgtgl }‘E]Ig%%‘, 5@3& 8?3%}61:1 dt d‘@g&ﬂi(‘,

programr ng over eit | or a an reveal
i nf or mat i %{Bﬁiﬂe‘f‘ﬁ“éedSR@Vmfﬂt“ﬂ%l@%"“&‘h@ﬁyéﬁvﬁhﬁse have al ready been used to
break snesd.2.conddswiiddaRON. 8 2.11 Differential Fault Analysis This attack

ass_urres I ntr Odé'll%%t}e b?ts m%f can e&regw%gtenb m%:? lgslerz (91 tclar?rlQGroscope lﬁ) to 1tE r 1 adé atl on, or
envi ronnent al I'n cases such an error 1s ei T(

adver sel ylegmflipgen fliﬂrfeﬂswﬁﬂgﬁ lqgec H the Rbeontaiphipstmetions i mrchsdeimply nertq@h)an rat her

than causfadrenediase ahonelhaﬁg,eﬁp W in6lcon@idnel ]Jrﬁ:vﬁ%lcrhﬁﬂgﬂlakg%ﬂe dIsﬁﬁﬁ@ﬁ&d faults
such as ROM ove destructio to produce

aoful QSR Lt iR R ATy S el Bl IRy St ot gned
to properﬂ%ﬂtﬁﬁ\%t&ﬁ@g@ﬁfﬂOM@awertal n clock speed range. Some attackers

attenpt to i ntiRAUERKS @Ik Swd Aiekdig: C DY running the chip at extremely high
cl ock speeds or |ntroduce a clock Ig{lltch at a particular tine for a

particul at dur'@®f SR 1he N afghs g or Mhelpespiior MiERCoPR SRS BRY Wifer e t he
ci rcui try doesohot sef amdedsit dndiviping pissr This givanmesharepeescape inl tatmibef nanifidddbh ¢fat e t hat
(because of ragg.mepnditions) gates through Inputl all the time instead of
the AND of Input, and Input2. If an attacker knows the internal structure
of the cHip, tHejorbssm areanpios eidlopting exdseiorcrbed in [BF sel 831 rfacused clesiien cor r ect
monent in the mmmbﬁahgea%xewaeip&nmg ElE’lﬁ'Bﬁbﬁto ﬁtey@ﬁga tage teetfopthiraichioain 8bout t he

key (or in the. as ke y attacks
AUTH20- SG - 25 alv?{set esc et? ingat L eHus a1¥ack 1r°. Fc?enaglly af’a‘zl% ﬁ) wor 91\1/1\5{1-13\7[1%9%1,[ t acker s

can al so produewsog) i tches in the power supply V\/nere the power is increased
or decr easgethe aeb&s@utiish de t he wor ki ng operati ng voI tage range. The net

effect is the nme as cl,oc itch - ror in the
et on of - dnmrranyfur et biE st b e ko fRo b BRSNS P 11 om
XORi ng t Hecigetipn [1grwhtne Bites bidf Shimigpresemedda bitecloereD S Thepomk wisanuset diser Speci fi ¢

i nstruct lcgiPé to%ﬁro§ A i e&@%&%%ﬁ&%&h%@ﬁ&%ﬁﬁ&k%ﬂa tisesh ayeal ed.
3.8.2.14 ROM can be overwritten using a

aser curETePLRRAIE P Iy ARSI FeptS58gfe g o ek B and Sham

described the effect of forcing a parucular register to be affected in this way - the least significant bit of
the output from the round function is set to 0. Comparing the 6 least significant bits of the left half and
the right half can recover several bits of the key. Damaging a number of chips in this way can reveal
enough information about the key to make complete key recovery easy.

An encryption chip modified in this way will have the property that encryption and decryption
will no longer be inverses.
3.8.2,17 Overwrite attacks

Instead of trying to read the Flash memory, an attacker may simply set a single bit by use of a
laser cutter microscope. Although the attacker doesn't know the previous value, they know the new
value. If the chip still works, the bit's original state must be the same as the new state. If the chip doesn't
work any longer, the bit's original state must be the logical NOT of the current state, An attacker can
perform this attack on each bit of the key and obtain the n-bit key using at most # chips (f the new bit

matched the old bit, a new chip is not required for determining the next bit).

AUTH20-5G



depending on the sense of the logic. If the ROMcontains instructions, it
may be a sinple matter for an attacker to change a conditional junp to a
non-condi ti onal junp, or perhaps change the destination of a register
transfer. If the target instruction is chosen carefully, it may result in
the key being revealed. 3.8.2.15 I\/bd|2f6y| ng EEPROMIFI ash These attacks fall
into two categories: those simlar t6 the ROM attacks except that the

| aser cutter microscope technique can be used to both set and reset

i ndi vi duadspigtfestc];laﬁ,g Qitsegs much greater scope in terns of nodification of
al gorithns. ectron [v)eam progranmm ng of floating gates. As described in
[87] and [32],Mest Thdfﬁﬁg’&‘&}‘tésf‘é{?t“%f’?e"“?fé'é?fﬁeﬂ%}ﬁdE’?ﬁ%‘ﬁgg’r%‘ﬂ%ffémt&ﬁef&ésp“d@ft| ng

el ect r onsindwiOBIST (BuDdnB¢gETestparki h@n paist Quéd oftdheheGtan pathstandtad cibeitry avlodesled, as
descri be%cte@s atta?»ﬁe}]doutl;tttﬁm@tt f@pJﬁ tte%mpéat&ﬁttt % tro@oﬁpéa?es 1@+ ttgtrtamg%ahtlst

mul ti-1|evel menor estruction erson and Kuhn
descr i bedoteplly brHseddegiEg lﬁﬁﬁm@f‘ortaﬁ%}“ %W‘GR%P rHESEESt  Sof t war e

Encrypti on [ 1]Testwheants iBifsamaandomohaaihip m@s@mtlﬂﬁlanamcuaﬁlg ek iembERs The
attack [ e tro N, IVI dual at t he
har dwar \gﬁns(b oirt #Egge@’ m&%l?ec?on%}ilt&ﬁﬁ%lecﬁl loc%: i pﬁ{gr claﬁrecg}ﬁeé: the??tect of
t he attac,q{m‘%@santibent?fmﬂéﬂﬁlh particular bit of a regl ster to be "stuck". Bi ham
and Sham 3.8.2. peehdr egduabliRe ef f ect of forcing a particul ar regl ster to be

affected in t n|f| cant bi t ut fromthe
round functi onma?“s?s re’é?mt“g&gw lof%aﬁlﬁ erthﬁ g FRYEY B&]i’ a&ﬁ"t@]‘g‘ °Mits of the

| eft hal fremavelong dneugh fodh conlsiddréd I@amiart@cévmacksmrembvetmwg ok sqnkivekey. Damagi ng
a number x%mﬁl%nﬂﬁs febh hdVeSinlRAM @R cf8) @adorku@raégugﬁ), a:mft&tl Rl 0b rab@Lt the key

to make co recover nencr nodi fied in this way
will have® {TE% e%(tt‘ %éstm‘}éﬁ’é?afg)ﬁﬁuﬁwe‘ﬁ’ﬁﬁ @ﬁtﬁaﬁﬁ%ﬂw FMaps Bnger be
i nver ses. cletésu&xanpleﬁs @pébx/\ﬁi] eerad eacikysydansyae debigodd withyn mgpntatc pogarckhtthoé Fl ash

MENOry, afh atﬁg@&mhemcﬂpm MHseSEIperRd. %Qgta&emat a0 YBBly Bhenhe chs@ser cutter
m cr oscope. h the attacker doesn't know the previous value, they

know t he rﬁ@?/veﬂ\? hipp, pod rfEeE fie sexderapie “th?IR? Peified hit' s original state must
be the saf2.WCHihteldwckt ate. If the chip doesn't work any | onger, the
bit's origi “a'tfﬁé ?&Qa ro?ﬁag{ebiﬁule‘ﬂﬂh&@&f ei?t?c &oﬁl%hq?‘é&%ftﬁe §§t%%
attacker can orm ack on each of 1 nd obtain the

n- bi t keymtﬁ%‘teﬁ’@mated%ws rﬁwffﬁgmeforsee%v%@wqﬂpﬁbe%@cﬁvwwﬂe1%| d bit, a new
chip is nftbraegui freantn@d intkerhEdhfpiindtdgs, thbeorRenp bdidep stagéiﬂ[dﬁ%ﬁbvﬁﬁ attadRer 3. 8.2.18

Test cir t ack S Chl |rc r
desi gnedq%jliéatv'(g: Cé%%do% & tlﬁ\gnr?% act g‘tcf(ﬁé%ﬁﬁsaff’r aﬁf&sgmf’t&t Pa ctl“ E‘Tcg’i‘aaAf’Bw It In
Sel f Testl‘f)aﬂ'éf#&“%%wf%%ﬂtﬂa@amm flass 6%@@ atgvlser gy peiqakar h@maﬁlleﬁwréag?" circuitry

i ncl udes 3mgeﬁ.sjaaa&sgmgput mechani sns for all the enbedded I at ches. In
SONE Cases the teSt Cltttte au] tr at1or(1)¥lnps F %F%%rr?i’x:;elg)(mte %elg:rctq(eytSupp sean

i nformati on aBoUT tHE BHHIEH gr st
attacker builds a clone authentication chip and adds it to the pile of chips to be programmed. The attacker

has especially built the clone chip so that it looks and behaves just like a real authentication chip, but will
give the key out to the attacker when a special attacker-known command is issued to the chip. Of course
the attacker must have access to the chip after the programming has taken place, as well as physical

access to add the Trojan horse authentication chip to the genuine chips.

SUMMARY OF THE INVENTION

This invention is a validation protocol for determining whether an untrusted authentication chip
is valid, or not, including the steps of’:

Generating a secret random number and calculating a signature for the random number using a
signature function, in a trusted authentication chip;

Encrypting the random number and the signature with a symmetric encryption function using a
first key, in the trusted authentication chip;
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Test circuitry is often disabled once the chip has passed all manufacturing
tests, in sone cases by blowng a specific connection within the chip. A
determ ned attacker, however, can reconnect the test <circuitry and hence
enable it. 3.8.2.19 Menory remanence Values remain in RAM | ong after the
power has been renoved [35], although ghey do not remain |long enough to be
consi dered non-vol atile. An attacker can renbve power once sensitive

i nformati on has been noved into RAM (for exanpl e working regi sters) and
then attenpt t@ssﬁl%aﬁi chd¥pted YAHHEnfb @I mrI s aé%@e%lsuth&nézp&tchm

agai nst securlt stens, that have regu RAM chi ps assic exarrpl eis
cited by fiysed ern calioneBiBurity system was deS| gned with an automatic

power - shut - of f Dectyptirtg theSndrypieg mdc&dnwﬂheranct di‘@atme ks Smneais @echypticap@iond. The

at tacker WaguRRkAcl.% il ARk YcABERuLAS o remove the RAM chips, and
retrieve the eﬁ){Fﬂ ecause the va uesq;«)r S|sted 3.8.2.20 Chip theft attack
If there are a“#fuktnse S’éﬁaugf fopg doeppietandpm perphernising fho gignage frstien dhei on chi p,
each of thesedsilgaatonthisi be examined in terns of ram fications for
security shoul 0 ated 8 e xa ion is programed
into the chip (?)n mjggléggnat%% %E{ﬁat?f @J%“%%lﬁaug %“e“s’lg%rr}he 7250w an
attacker %tPi¥dave access to key |nformat| on or reduced efforts for attack.

Simlarly, if 1atebidp masmsmls@aaudesrna&hIeycrﬁ;uageﬂw dee@ls}wraﬁszu rf.@néamy wefore
programing, .does itmgmve an attac dvant age?

n
3.8.2.21 Tro R A R T T e y é/ngm?%étog}l‘ft“ﬂséer‘ilta}‘%eé‘f‘?aﬂ?il /i ps nust be
programred w tﬁ?cwf@ééﬁwdmmbsmp@emmc egartptekerctigisingle scantl beyein

aut hent i Qﬁat}u@ted@thgrﬂmmaﬁlc@ﬂds it to the pile of chi ps to be programmed. The

attacker has Ceolmgemﬁ] bui | t tbhe cl on Chl EJ[{hat it | ooks and behaves
just like a red o) o4 0 o o L eI’*’"“’ ke R HerREY out to the
att acker apheticgiosghici al attacker-known command is issued to the chip. O

course the atfhae k@ﬁt BTN w@@aﬁ@o@ml% edcQpld it gmegecaﬁdtkef mmecol?&&%ﬂﬁgam“ ng has
t aken pl sical .~ access to add the Trojan horse

aut hent i ?}]i‘:t'ﬁng‘ﬁteéﬁ‘iﬂﬁ“‘tcéﬁ“ﬂlﬁ'@g FRstie chips. SUMVARY OF THE | NVENTI ON Thi s
i nvention i s @theabipedtatsidommgphieatincod adleticad®h eligriobé mgelidhet her an unt rust ed

aut henti cat i OnthWoﬁceys'ax% ng n:qu 1R trufi@and ﬁn%Jtéd%tﬁ'&u%a £0% tbe@eener ating a
secret random nunber and culating a signature for theé ran n Aumber

using a *§fgnature function, in a trusted authentication chi p, Encr ypting
t he random nuritherandwmchuinbe mﬁjr B pdiickited oMl infiheruSiyd aNEY] it éheuI@MEcy@EﬂdQB sdedact i on

usin g a lﬁlréﬁﬁfferléﬁ%umll &1&3 Q? hilfng %&t rﬂ)g raaﬂ cgrp l?url]ntblel‘cﬂ?' ! %enef‘rgedo after, e%gl; sy cces% C? 27

Passing the encrypted random nunber and signa ur romithe tr
aut hent i ¢&t%%R- chip to an untrusted aut hent| cation chip; Decryptl ng the

encrypted r and@myﬂﬁﬁﬁeénc@ﬁﬁur&h@ﬂﬂ&ylﬂé Eeld/\ihbchh @mp‘éymTEt ric decryption function
using the fir Slrheel,< elnc Qec teﬁltlfl (Enrlrll“la% € geldaon ym cgilm(t:r?isttéd cnlpChl P

The signature function may be held in both chips to generate digital signatures. The digital
signature must be long enough to counter the chances of someone generating a random signature. 160
bits is the preferred size, giving someone 1 chance in 2'% of generating a valid signature by random.

A prove function may be held only in the untrusted chip to test the decrypted random mumber
and signature. It may return the random number encrypted with the second key if a signature calculated
from the decrypted random number matches the decrypted signature. Otherwise it may return 0, which
indicates the chip is invalid. The time taken to return 0 must be identical for all bad inputs. The time
taken to return the random number encrypted with the second key must be the same for all good inputs.

A test function may be held only in the trusted chip and it may return 1 and advance the random
number if the untrusted chip is valid. Otherwise it may return 0. The time taken to return 0 must be
identical for all bad inputs. The time taken to return 1 must be identical for all good inputs.

This protocol may be used to determine the physical presence of a valid authentication chip. In

this case a system may call the trusted chip to generate a random number, then call the prove function in

AUTH20-8G




Cal cul ating a signature for the decrypted random nunber using the signature
function, in the wuntrusted authentication chip; Conparing the signature
calculated in the untrusted authentication chip with the signature
decrypted; In the event that the two signatures match, encrypting the
decrypted random nunber by the symmetric encryption functlon using a
second key and returning it to the trdéfed aut hentication chip; Encrypting
t he random nunber by the symetric encryption function using the second

key, in &a@&u%&éd%ﬂ:ﬁ%@ﬁ{hﬂ%ﬁ thg@gt'f&h@uo%m tne mgfeggﬁg 'F%?Jﬁm%d LPmL,@adom nunber s

encrypted usj nc(rzj t he secaond ﬂlﬁ%’ trust entication chi p; In the
event t hat™riREd Vil sPasHEpif sA é?ceﬂfélr?éwwéﬂedtféw ﬁ@heelvrét%@waw@? mat ch,
considering the matnbmﬂioedncaustmmanmwtm()ﬁﬂmmnﬁ@ tHeenethad, indludibd xaisted Se

consi deri n chip to be invalid. The tw keys
Aﬁgletglggﬁyaﬁpr alﬂ§ Enqga 133;1 1c%f?o cﬁ

are held I n trust e untrusted authentication chi ps, and nust
be kept secr etThevHFéedra&h%%P?ﬂfhEeqduﬁﬁﬁy r@@l@@ﬁé?f@?l@utooﬁlsmqmcteMIpmst ed
chi E, it ﬁﬁtﬁbﬁdﬂdbﬁ)s&ﬁ&k@&foﬁiﬂélﬁxb@loﬁﬁﬂﬂﬂfknat&%?uhctgnd}fferent hl nitial val ue
each tinme. A ngw ener at e ter. each success
validation. nﬁ ymrect) eI 1rgtgloncmﬁ)[1chlul?i Pnnme:trr;rc‘ﬁ ne 10ﬁ%11dgecir)ﬁ)t1% tl?f‘rﬁn . The
symret ri ctve éﬂéﬁeylﬁtfs thn fhreg ﬁmmomd b@amlﬁdicf@ml apd p proverfenclimitte s teadectpipl The

si gnazUrQleﬂlg'ﬁ@Hsﬂ{éyEﬂa)forgﬁmh@tliﬁicfyﬂtem'in@glﬁgécgfﬂéﬁ generatte di gi t?I .

si gnat ures [ nat ur.e nus e |lon Q counter e
chgnces of 502@5 é’gﬁ‘é 8?%‘?5 “dmﬁayrbﬁﬁ SR Ei "ec"m%%%"“%ﬁh?‘%‘ Hogeye he

pr ef er r edrusiEgdip ngishbe p ghysiorrewirvetictticbin et chip2mayG@veolc sganeradisngue, aral i d

si gnat ur endd¥nal 88@@R A prove function naybe held only in the untrusted chip
to test the de@ﬁ@t ed randg}m nunber and signature. It may return the

random nunber Jes P PHOY R ISBe8Hd key if a signature cal culated from
the decrypted Thasnd@memﬁrda:errevmn:ctcheSg thdratheecatippprodssSTigmak uirgng ikdaar W se 1t

MRy I et urfiyor lswﬁurﬁﬁed i lﬁéﬁcﬁmaﬂs d&ﬁ ﬁmalﬁhelnmﬁdnﬁem;f he time taken to

return O nust be identical for all bad i nputs time taken to return
t he random nuneakeicrappibrilf Wbtlerf’ft’%‘é’s £t prat R PUREOf thpyenciypion gwesss- Aor  al |
good i npuitsckeraring il Froma Gith@na vmyrahx&nhﬁinﬁler el signdnite pat@ndrypted waklhe isikepnd i t

MRy 1 el Unfe ko UaATNERGR (i AN YRR d fnd G SN GRC P, | S VAl T

QO herwise 1t may to return "&nt i cal
for all B’é’éf‘ail%piﬁt‘@ﬁrsfﬁéalsﬁ’??éﬂlsﬁk‘é#t?E)Ghe@ﬂﬁr“rﬁt@krrust be identical for all

good |nputs Tk Systph teas @ deEfMeéﬁ&naﬂﬁﬂdoﬁ&st@ﬁteﬁlﬁEﬂcﬂ%lﬁkﬁ@:pﬁﬂb@'a@ﬂﬂ presence
of a valigd alft'(t)hoer th| S case a systemmay call the trusted

ticati.o
chip to gengra eraa ? dsorrcﬁl“ﬁrﬁé uwldeo{tﬁ #P&al| the prove function in AUTH20- SG

-28 the u nt r ushhere ate hiﬂpnbelmf arelf- iiqm‘rl#ﬂyﬁd elall cryptahpdy2¢desginmétiaddorithms forghdobe t r ust ed

chi p.  Theroubdis ﬁsﬁﬁmﬁm ﬁclﬁ@agpb@m-ﬁ@@&emea&e&iemmma consunmabl e so that

val i dati on of t unt r ust ed (r:u p aut he ti cates Elhe consunmabl e.
erangeo signature functions €xists, om message au

entication codes to random
number sequences to key-based symmetric cryptography. Signature functions and symmetric encryption
algorithms require fewer gates and are easier to verify than asymmetric algorithms.

Secure key size for symmetric encryption does not have to be as large as for an asymmetric
(public key) algorithm. A minimum of 128 bits can provide appropriate security for symmetric
encryption.

In another aspect the invention is a validation system for determining whether an untrusted
authentication chip is valid, the system including a trusted authentication chip and an untrusted
authentication chip. The trusted authentication chip includes a random number generator, a2 symmetric
encryption function and two keys for the function, a signature function and a test function. The untrusted
authentication chip includes a symmetric encryption and decryption function and two keys for these
functions, a signature function, and a prove function. The prove function operates to decrypt a random

number and signature encrypted using the first key by the trusted authentication chip, and to calculate

another signature from the decrypted random number, for comparison with the decrypted one, and in the
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The invention al so concerns a validation systemfor perform ng the nethod,
including a trusted authentication chip and an untrusted authentication
chip. The trusted authentication chip includes a random nunber generator, a
symmetric encryption function and two secret keys for the function, and a
signature function. The untrusted autggntication chip includes a symetric
encryption and decryption function and” two secret keys for these
functions, and signature function, and a prove function to test data
decrypt edeveluﬁlmge cmgan@dn iShoo gs@ea}]ta@rﬂnlpahgr%dum AR @?hqﬂecs%em& ﬁeg ,3155 LG, t he
second key. remal nder o e system may be sof tware ware or a
conbi nat i Bk 8#16 tesbRpetion g s attedichia thfﬂ% PRgieRly geﬁsats TS BPEFEversiop R g rengom

aut hent i cabensitdthgsecoR®kdy atdtb Pnpha Yt with ke recdied Sasieh th tdliedidad unGhdddGhiplr €, Or
they may pe diff %gg}megreﬂﬁnventlon has the foll ow ng advant ages: The
secret keys are eal ed during the authentication process. The tinme
varyi ng randon$gﬁdﬁﬁ@?ﬂP§d%$E¥9@?@%”*@@“%%&@“@% is not reveal ed during the
aut henti cat i om@ze@aaeﬂowhgaamfaai@me&@mﬂménn&aubd.d a table of values for the
i nput and out put pomgﬂpfess An attacker cannot call Prove
without a valid®r and°Sighature pair encrypted with the first
key. The secdhﬁ4meyh@§@Wﬁ@meﬁ®r@ﬁwe%P%tant to a chosen text attack. The
randon1nunber;gggMaagyﬁﬁﬁﬁﬁgayﬁgpﬁ&xmmgl|dat|on so the first key al so not
susceptible t asy to design,

a_chose Xt ajtac syste
especial | y |nq@%ﬁﬁsd§?ﬁgv 16311 IV “Q?mﬁﬁ%XFgﬁg%F”ﬂ§ETs as no encryption
or decryption kig 7iseqkt fled diggdns fodeadrthérdtentiodmspg ProbhdC2. are a nunber of

vel | - document g @Mcﬁmmaag;iﬂfomamm&a&lbﬁs%%Eolc&l&@s to choose from for
i npl enentation |nclgﬁ%@%6'atent free and |icense-free solutions. A w de

range of signattifé ol @y phigmaximahprig SR gandom PRt SR™on codes t o
random numberFis@Qise hogsliggomlogycipasied. symetri ¢ cryptography. Signature

functions and;ﬁg@pggg&ﬁug@&&y&gm&ﬁmxg&ggﬁh&hns require fewer gates and are
easier to verify than asxnne ric algorithnms. Secure key size for synmmetric
1

encryption doé@gﬁ%FaH%W% ipgganpef an aversig O3 Ganpigipr usad a5 ey HRRSETPT & e ST i ¢ key)
al gori t hmetedionlimiofBig 10f 128 bits can provide appropriate security for
symetric en j.on ation
system f or deﬁ&¥ﬁ$%?ﬁm:mﬁggﬁg&ggadﬁ%ﬁrdéyg Siok drhgﬁ?lcacﬁgn cﬁﬁﬁlls valid,
t he systéﬁWWﬂHWUdPﬁﬁ“a trusted authentication chip and an untrusted

aut henti cat i orFig M P a cildiR dibdrahSrext azlﬂiah&ﬂﬂ1m§1&hdnﬁfion€dﬂhQMbl€dvbl—@€S a random

nunber gener at.or encryption ct ys for the
function, a SIPO q?lsv‘:%%e cm?nt(%?%rampréw LS tOr?é% ctio m“Fﬁ%"%ﬁ% ﬁ%st ed

aut henti cati orFl&Mpaplrreitélem@lﬁﬂyﬁﬁﬁenmqmn@mpmon@ﬁﬁhamﬂM@éwm| on function
and two keys figy 11 He8RdandihElain @8t She n@nsRloBRAMHLCROE URGH} &iFig. 0D @ prove
function. The prove function operates to decrypt a random nunber and
signature encrypted u5|ng the first key by the trusted authentication chip,
and to céd ES Q NiTpdat ure fromthe decrypted random nunber, for
conpari son mnth t he decrypted one, and in the AUTH2O SG - 29

g3lsa aa own%%

4 Requirements

Existing solutions to the problem of authenticating consumables have typically relied on patents
covering physical packaging. However this does not stop home refill operations or clone manufacture in
countries with weak industrial property protection. Consequently a much higher level of protection is
required.

The authentication mechanism is therefore built into an authentication chip that is embedded in
the consumable and allows a system to authenticate that consumable securely and easily. Limiting
ourselves to the system authenticating consumables (we don't consider the consumable authenticating the
system), two levels of protection can be considered:

Presence Only Authentication:
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event that the conparison is successful to encrypt the random nunber with
the second key and send it back. The test function in the trusted chip
then operates to generate an encrypted version of the random nunber using
the second key and to conpare it with the received version to validate the
untrusted chip. Brief Description of Bhe Drawings Fig. 1 is a data flow
diagram for single chip authentication.” Fig.2 is a data flow di agram for
doubl e chip authentication. Fig. 3 is a data flow diagramfor Protocol P1.

Fig. 4 is a dapa;fhaw oqu%g @éyénteocrfaﬂu&mﬁa onagpls teEécgné ahtﬁenaca%tcg,p fehOW

di agram for Protocol g Is a data diiagramfor rea
aut hent i cat i onb"ﬁ‘g’i“’h’@fiaP?bSF%’EGTheréo‘fumabPF@slmﬁ aT‘ée“éFddfé’f%“‘FIV -ow di agram for read
aut hent i cadnsombudiiRgmPAahetieltion?2. Fig. 8 is a data flow diagramfor read

aut henti cati O%ﬁ%%%ree{og&%qgﬁ]e (l:;?)sencg 5tg.he a%hén%ca%o ngx égtfgko?‘%ut%[n % f a 160-bi t

maxi mal - peri od er gener ock di agram of
a clock filterauthmjtigation ghiy rgusgpngy 1?5&@? lﬂfetﬂ?ed’éﬂlaPﬁnWa e tFartprohirdelceeiecdh | i ne.
Fig. 12 is a |1ﬁ)éﬂibkoﬂ¢l&@f&ﬁ§b@§nd@dﬂro@;\dﬂﬁ1§d ze nMOS tran3| st or used as test

transistors i t 1f\ﬁ'mfprotecglon ggressg@ﬁerenti;]fieq]ul(r)e];nexllzt!f g‘{_.el pnmatllgcon Igis tﬁfjl circuit

di agram of par etection mc "N XOR
gates betfaneenble h@flmﬂlﬂﬁa@qq@H irRjrépr tolpaevent cleneg yarsianf @fheahagimnooﬂ‘tﬂnﬁ&h@ Inor mal

FET i npl QFEEEHS@-EdGQEh];S)J}lmﬁd KMk MR i iEtnation Ebcle thélc%néuﬁlaﬁlé)deﬁlggtﬁ}{eﬁﬁbﬁt@@ mt di agr a{n
IS, .a circui

for the t i Sto rter.of
g o b el Baed ot RN R S Sl il peicocn iRt CH oo 17
is irrpeda@rﬂr@elmﬁgvanheﬁmhmhbptranS| stors of the CMOS inverter of Fig. 16.

BEST MODES OF ﬂehﬁrehl%h{ﬁ%ﬁduﬁa?&témaﬁrqm §t§5%@ﬁe§n%§xﬂdn@tgcn§9iryédngﬁb§edt o the
probl em of aueﬁ at i ng consumabl es avea%ygll cally relied on patents

h
coveri ng T8 }Fefb@@l%’ﬁé? Fys SHESRRBRF ST goats not stop hone refill

oper ati onsl or Altndcattenuf acture in countries with weak industrial property

protecti on. CORSGAMARLEMN rd fRls Bl GRESebRY Bl Al REQLASIIiRALL S Tequired.

The aut hentication mechanismis therefore built into an authentication chip
that is eMbeess IHresEfd t%'Bﬁ%aEﬁPébeéte’aﬁﬁhe&P‘laB%? cgpsumableaie donobeopsidenkii cat e
t hat conslimabhaasenititeh yhaate &asimkalle aldol atithdnkich€es the bisSa] FoeSathgle, ithehosy St em

aut nent | Galg GANSHTAP &3, AN GRDSLAR, hidpuagRsgTaDLe aut hent cating

t he syste protection ‘ed: Presence Onl y
Aut hent i cat | orfior Xesrrip Onigapthentication, we et bitsasped Bpfiay aythvaticption slip s @hsiealyn
aut hent i Gadsé@ FodttnfimizSle Li@Sine hthediRerion Wk BigiHebda bé R&ired Mafkta€aiata actually came

from the authentication chip, and that it has not been altered en route, These issues cannot be separated -
data that has been altered has a new source, and if the source cannot be determined, the question of
alteration cannot be settled.

It is not enough to provide an authentication method that is secret, relying on a home-brew
security method that has not been scrutinized by security experts. The primary requirement therefore is to
provide authentication by means that have withstood the scrutiny of experts.

The authentication scheme used by the authentication chip should be resistant to defeat by

logical means. Logical types of attack are extensive, and attempt to do one of three things:

. Bypass the authentication process altogether
. Obtain the secret key by force or deduction, so that any guestion can be answered
. Find encugh about the nature of the authenticating questions and answers in order to, without

the key, give the right answer to each question.

The logical attack styles and the forms they take are detailed in Section 3.8.1.

The algorithm should have a flat keyspace, allowing any random bit string of the required length
to be a possible key. There should be no weak keys.

The examination of a solution to the requirement of authentication is examined in Section 5.

4.2 Data Storage Integrity
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be renmoved and used in other consumables as |ong as be used indefinitely.
Consumabl e Lifetinme Authentication: This is where not only is the presence
of the authentication chip tested for, but also the authentication chip
must only last the lifetinme of the consumable. For the chip to be re-used
it must be conpletely erased and reprﬂgranned The two | evel s of
protection address different reqU|ren8 W are primarily concerned with
Consunabl e Lifetime authentication in order to prevent cloned versions of
hi gh vol une c i secure state
i nformation a5g§¥£$ﬁgﬁ%%a(ﬂﬁg%P&§gﬁ§§£bau$ﬁ' %@3&?@' H%gmﬂﬁh d be not ed
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wi t hst ood t he TéleWtqfﬁya@ﬁn@ﬁmﬂ@t@memarmqq@qw@amwob@ﬁ@neeces@esd by the

aut hent i Q@f;s'aﬁl{‘se&ahrﬂorﬁﬁﬁ)ﬁIaﬂm:ﬁﬁaté’d%?'ttﬁ%ﬁlﬂnﬂ@a@on%t&@l& by |ogical neans.
Logi cal t4>é\’r/)2p f at g%{ﬂﬁe e extensive, and attenpt to do one of three

t hi ngs: ass"i'E “ cation process altogether Obtain the secret
key by force dhongadhicttitodata caxbetdivaipd iaiayhedullewing onesd2aperiding amtbewpplizdtionfi nd

enough a%@wﬂlb@d;ﬂ&én@ﬁuﬁnb%o#e%o@MEs@%B&so@@aHz@ﬂs questions and answers in
order to, without the key, give the right answer to each question. The

| ogi cal #ttackeaies and the forms they take are detailed in Section
3.8.1. The al gesdwhen shoul d have a flat keyspace, allow ng any random bit
string of the equ ,ﬂ |l ength to be a possible key. There should be no
weak keys. The %xa?ntﬁ ation of a solution to the requirenent of

aut hent i dxpd Onlyi s alktandedetol bé stor@anthe ehvp Bring anPuiBgiriag/ Segmrageg diaze elghd t y

AUTH2O- SG chip's life, but from then on should not be allowed to change, Examples of Read Only
data items are consumable batch numbers and serial numbers.

ReadWrite data is changeable state information, for example, the last time the particular
consumable was used. ReadWrite data items can be read and written an unlimited
number of times during the lifetime of the consumable. They can be used to store any
state information about the consumable. The only requirement for this data is that it
needs to be kept in non-volatile memory. Since an attacker can obtain access to a
system {which can write to ReadWrite data), any attacker can potentially change data
fields of this type. This data type should not be used for secret information, and must
be considered insecure,

Decrement Only data is used to count down the availability of consumable resources. A photocopier's
toner cartridge, for example, may store the amount of toner remaining as a Decrement

Only data item. An ink cartridge for a color printer may store the amount of each ink
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-31 Although authentication protocols take care of ensuring data integrity
in comruni cated nessages, data storage integrity is also required. Two

ki nds off data nust be stored within the authentication chip:

Aut hentilcation data, such as secret keys Consumable state data, such as
serial nunbers, and nedia remaining e%ge The access requirenents of these
two data types differ greatly. The authentication chip therefore requires
a storage/access control nechanismthat allows for the integrity

requi renents of eacalo;%a%ecrlrnﬁt@aimﬂéy @&mggﬂ@ee%&l:maqpoft@mﬁ dhgqui r ement
of data storagelntegrlt Is examned in tion 7, the
requirenents of the®f XeloRy- a@ewna@taaﬁafr%mé?a%ﬁnﬁéboﬂma@flws e. 4.2.1
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keys and %86 Elﬁ}actmmrom 1iQsig o AR RALAE sbi¥d AR s@ule e il L AlB arf oo COl S.
4.2.2 Cons bIe t at e Data Consunabl e state data can be divided into the
fol | owi ng" &E&%‘ pending on the application, there will be different
nunber s of3 eadaipfactinese types of data itens. Read Only + ReadWite +
Decrement Onl yth@@&mQaw oSt bt ﬂﬁ@gﬁwtngnmmgéo@dn heler td VR ufehMitdd oML T NQ @

manuf act urin st age of chip's life, but fromthen on

shoul d noaflﬂ‘fi%gt ?i“s’f“cfgré‘h"é?? é"“sﬁﬁa;}‘?‘bl es of Read Only data itens are
consunabl e batThh anhentraticn chip chosld piec a stamiendiremgactuRepiveds sechakaFlashi Bhisdhangeabl e
state infQg ikpn, for exanple, the last time the particular consunable
was used. ReadWite data itens can be read and witten an unlimted nunber
of tines ‘duri rlPFRETRiIngs e riAgloE i SBHYB] e. They can be used to store
any state i nfeRal-idgncdahoul-ichecdensigabl e. The only requirenment for this
data is that ::1% needs to be kept in non-volatile nmenory. Since an attacker
can obtai’n accdSeEEF a system (which can wite to ReadWite data), any

att acker Reamdlgre bféhﬂanatdtiyatigxtmhrge ughdttiee cirfuite] o the exfthentivtipnpyrpef the Thip suglbd a t ype
shoul d nqtsishe: Wisided Q{acks Gi6h atlabf BREBA b mauf s, Tdhen tRGo VP HE ABHEDN

i nsecure. Decrement Only data is used to count down the availability of
consumabl8”r esources. A photocopier's toner cartridge, for exanple, nmay
st or e t he anpWBipassifig thomeenticfimEhiH altgeethsr & Decr enment

. Physical examination of chip while in operation (destructive and non-destructive)
. Physical decomposition of chip
. Physical alteration of chip

The physical attack styles and the forms they take are detailed in Section 3.8.2.

Ideally, the chip should be exportable from the USA, so it should not be possible to use an
authentication chip as a secure encryption device. This is low priority requirement since there are many
companies in other countries able to manufacture the authentication chips. In any case, the export
restrictions from the USA may change.

The examination of a solution to the requirement of manufacture is examined in Section 10.

5 Authentication

Existing solutions to the problem of authenticating consumables have typically relied on
physical patents on packaging. However this does not stop home refill operations or clone manufacture
in countries with weak industrial property protection. Consequently a much higher level of protection is

required.
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Only data item An ink cartridge for a color printer nmay store the anount
of each ink AUTH2O SG -32 color as a Decrenent Only data item requiring
three (¢ne for each of Cyan, Magenta, and Yellow), or even as nany as five
or six crenent Only data itens. The requirenent for this kind of data
itemisithat once programmed wth an i3 itial value at the

manuf act uri ng/ progranm ng stage, it camonly reduce in value. Once it
reaches the mninmumvalue, it cannot decrenment any further. The Decrenent

Onl y data ite M ls ot eﬁHﬁEIYto Ex%%é %%gmwcamm&hﬁs &&rgteltefyﬁgo@}ﬁonlg 'Blte cation.
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shoul d usg_a standard manufacturing process, such as Flash. This is
necessary £ All ow a great range of manufacturing | ocation options Use
wel | - def i ned dn#uspettwelgedminea dunkee pfiveitasefy that ciddy ysed fos oansunRblgem tibndisationf  t he

aut hent i GadethwihGREAR v SBMat tﬁehevaﬁthgewﬂatarsaavmagésQeeaawahﬁmaﬂs%& Wt pRrt of the

chip nust be reS|s t to attac sical. attac n four
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aut henti datfthﬁrwhhqhe epmegigetdhems deRinpsi ie Sdcti@daie aald thﬁrZewarromeqlge\RAwf ein

oper ati onglgst ructi ve and non-destructi ve) Physi cal deconposition of
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expor t abltestfvapinptokeet abifhf regeore pdgingdroglbinnoithelgeativn stdp i lognakotheiggorigimic

aut hent i Gafel Qi fdlibiedsht Bhe:RoHR oEBCHIP bR IR sfbe bl 1R vhif, duPMYt {‘ﬁE' ority
requi rement singe there are many conpanieS in other countries able to
manuf act BFEEHEYaut henti cation chips. In any case, the export restrictions
fromthe USA rmythcﬂiam@melﬂ'm tmeazmanaﬂmlxaﬁgeofe tﬁc&@lleugeu@dilffetr@t daktexinieqUI r enent
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solutions to the aut hént1 cat1 ng consu typrcally
relied orhat ﬁwéﬁee@] wilhagt bl t%ﬁi*ﬁ%t@@gﬁﬂgﬂﬂ%b@wb%% d@a@aﬂﬁr@t stop home
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authentication. Although the protocols differ in the number of authentication chips required for the

authentication process, in a/f cases the system authenticates the consumable. Certain protocols will work
with either one or two chips, while other protocols only work with two chips. Whether one chip or two
authentication chips are used the system is still responsible for making the authentication decision.
5.0.1 Single Chip Authentication

When only one authentication chip is used for the authentication protocol, a single chip 10
(referred to as ChipA) is responsible for proving to a system 11 (referred to as System) that it is authentic.
At the start of the protocol, System 11 is unsure of ChipA's authenticity. System 11 undertakes a
challenge-response protocol with ChipA 10, and thus determines ChipA's authenticity. In all protocols
the authenticity of the consumable 12 is directly based on the authenticity of the chip associated with it,
i.e. if ChipA 10 is considered authentic, then the consumable 12, in which chip 10 is placed, is
considered authentic. The data flow can be seen in Figure 1, and involves a challenge 13 issued from the
system, and a response 14 returned by the chip 10.

In single chip authentication protocols, System 11 can be software, hardware or a combination
of both. It is important to note that System11 is considered insecure - it can be easily reverse engineered
by an attacker, either by examining the ROM or by examining circuitry. System is not specially

engineered to be secure in itself.
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in countries with weak industrial property protection. Consequently a much
hi gher | evel of protection is required. AUTH2O- SG -33 It is not enough to
provi de an authentication nmethod that is secret, relying on a hone-brew
security method that has not been scrutinized by security experts. Security
systens such as Netscape's original ﬁr oprietary system and the GSM Fraud
Prevention Network used by cellular p dnhes are exanpl es where design
secrecy caused the vulnerability of the security [33][91]. Both security
systens wpje IEJ‘@*% prutEe H&WMI onal neans that would have been detected if
the conpanies follo open design process. The solution is to
provi de aut henIPP@%ftpr%ﬁOlwwq@%}ﬁgmfﬂﬁtafhlnﬁaR?éeqwrefi Histigdscrhip AR (referred £ a8 (Hipf
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(the algorith ner wor but not

Che® ace Mot By s Sap + et STOUSFS EF Brp b slameny2t ST Fonge
(1.e. thevohallahgérmagiod?? foerdipl 22acistem2ie), where the response depends on

t he chal lgnge ﬂgﬁqn&hﬁlﬁﬁgﬁeﬁaca“msgéﬂﬁédtﬁggﬁaj nvol ves a random nunber so
t hat any observer w | not be able to gather useful infornmation about a

subsequent i df il SRSy wEesiegion Fapre oy nismed Rt delidptine te grerrnest
Presence oOrkyutnttaGanbipreibbueh the felichtvetionabip bedRbttdedateGnformlidnndelgh t he

Pr Ot 000! Sralohle ol kERHERGY vl BHLNGRLLEALLRN chi ps Tequired for the

aut hentication process, in all cases t stem aut henti cates the

consumabl e. CePfeaPHOBItEREFEcd Frppeolsdy gnd P\??nf‘iqﬁm‘éi”? prsfientispfion gltips Yislec hi ps,

whi | e ot Irestodor Eatcacia! iSiplentdnied Waigleithet 68 of W0 agithation\higd her one chip or two

aut hent i Cﬁi Ori*r%@'o?? are used the systemis still responsible for naking
the aut hehtlcat i on decision. 5.0.1 Si ngl e Chi p Aut hentication Wen only one
aut hent i cat i orfreipriohPliisa degidechirgrotecpldtwa aithestieatiensehiphite sawedcisrh a single chip

10 (ref efdheficdiion &% Chbille bivhwipSAASI bl e for proving to a system 11
(referred to as Sy e@FtQZtN%ittbis uthentic. At the start of the
prot ocol , ¥system | A& FAL & O8F“Bhi pA' s authenticity. System 11
undert ake® a chal |@rrge ranéapombe. Preptadbayt ol sereChit pst bseedadhdittshus

det erm nes Chi pA's m&éaaammmwfm chih o hns@REOIRERESHith DB iRULARREEI ty of the
consunabl e 12 |s dléﬁﬂ%) base on the authenticity of the chip associ ated

withit, i.e. U9 consi dered authentic, then the consumable 12,
in which chip Ekﬁhauslermhaloedl;p qommnaimrfslﬂcdmgé@lcaldudamm c. The data flow can be

seen in FHLusdn 1. %%S@v&hg@gncgslgggghgﬁgﬁe&g issued fromthe system and

a response 14 returned by the chip 1
S[X] Returns Sg[X], the result of applying a digital signature function S to X based upon the

secret key K. The digital signature must be long enough to counter the chances of
someone generating a random signature. The length depends on the signature scheme
chosen (see below).

The protocol is as follows:

System 21 requests 30 Randomf)] from ChipT 23;

ChipT 23 returns 31 R to System 21;

System 21 requests 32 S[R] from ChipT 23 and also requests 33 it from ChipA 20;

ChipT 23 returns 34 Sgr]R] to System 21;

ChipA 20 returns 35 Sga[R] to System 21;

N
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In single chip authentication protocols, System!| 1 can be software,
hardware or a conbination of both. It is inportant to note that System| 1
is considered insecure - it can be easily reverse engineered by an
attacker, either by exami ning the ROMor by examning circuitry. Systemis
not specially engineered to be secure %n itself. AUTH20O SG -34 5.0.2 Doubl e
Chi p Aut hentication In other prot ocols? two aut hentication chips are
required. A single chip 20 (referred to as ChipA) is responsible for
proving tp a Chi pA
20 is asés)om ;%%Elrg\g\%n%hlm{%gk %{nsurr[glg Iﬁﬁeg%%%gmeﬁ Brﬁﬁ;? i nclgﬁegidwﬁ%ﬁﬁ%atl on
process, Syst dfirfhirddicessidsedingtida  trusted aut henti catl on chip 23 (referred
to as ChipT ) .TheRatdfidibdaebaadnin Bipdrdient | cati on protocol s, System 21 can be

software, hardyare, Ofsseh ﬁ(agé%agsve?o comgrehe%@glmws&vqgmggm&;{%& &r{w be a

physi cal authentication ch A 20 have
t he same thereeerigrogyGhipdtand @npwﬂr thesap The Fistern 2mprpfvrezlsesaﬁdeq@rﬁ t}rm(ezo have
different i ntme BRbicpdiPHEIHIPE Sics id @ pladsa flow can be seen |n Figure 2, and
can be seen t |nvol Ve S&c&gl%ﬁ“g e 24 }Iiro stem 21 to A 20 and a
et Fot 1 one BB O PR Sa iy TS o BBt pA 20 t o
system 21 and rrevh@raniigitil cignaRire $[Kbinancdmi Xpifat 2@tches the PEY] eeneiditd byt tiustBf esence Only

Aut henti cat i Omu&éﬂgﬁwh&(&ﬁ)%umgﬁheﬁ&r this level of consumable
aut hentication we are only concerned about validating the presence of the

aut hent i c’at i onf P& Agysn OAF‘tgFﬂﬁﬁ‘&ﬁ by Heoudientiprtion shia top Re 'ens $d aeamdetepitigticnf st at e

i nformati on, tiielombihafFsgEnasedHy ath hutlich@htion lipsds snfl Qfidietiete @ mowed|fs} aRhe be

consi dered segy, actJQrt@&acfeghgké}CfaLtéad HIRE BREALGD. ool REQSRS: KM AL
require two authentication c rot 0co ement ed

usi ng either dh@ﬂ@rhatlwc%?fﬁaﬁfth%ra@ww@maﬁgﬂuusc@p@ﬂprc@iew@qbym Prot ocol P1
is a doubl e Chiyfinp TREFGEIM fiuichith deHnOERcH ik t@lﬁeﬁfﬁielaﬁthéﬂﬁ@nd}ﬁﬁi&dlshﬁéj) Each

aut hent i car Ory@lh Radant a1y 1%d 0h! QAR UaRic iRt oMok i MISt be
seeded with a degigefof éﬁ@mta@ Ppures de SQPallltmef thQIPﬂdetae‘Fm‘@h%epﬂ@twswlhm@ sar@fghges Wit h
each invocati an iflenteh@tionRBR QS Gt A5h chiEachicApbdgnd ioahisRRnChi p cont ai ns
the foll ow ng Iolgmcal functions: Randon{] Returns R, and advances R to
next in sequed®R ™EE™ Returns SK[X], the result of applying a digital

si gnature fund’trqt@nlfsh@@ewabfaﬂswgvpon the secret key K. The digital

si gnat ur g rrustKngtlr&ghgadgﬁ}glgg{ga,gtgang(g%}ltp@gcesg he chances of someone generating
a random signature. The | ength depends on the signature schene chosen (see
bel ow). The pr%’t’eé ot clons chip cappnt pegetate Sk[X] without K or access to a real authentication Chip.

. System is easy {o design, especially in low cost systems such as ink-jet printers, as no

encryption or decryption is required by System itself.

. A wide range of keyed signature functions exists, including symmetric cryptography, random
number sequences, and message authentication codes.

. Keyed signature functions (such as one-way functions) require fewer gates and are easier to
verify than asymmetric algorithms),

. Secure key size for a keyed signature functions does not have to be as large as for an
asymmetric (public key) algorithm. A key length of 128 bits provides adequate security if S is a
symmetric cryptographic function, while a key length of 160 bits provides adequate security if 8
is HMAC-SHAL.

However there are problems with this protocol:

. It is susceptible to chosen text attack. An attacker can plug the chip into their own system,
generate chosen Rs, and observe the output. In order to find the key, an attacker can also search
for an R that will generate a specific S[R] since multiple authentication chips can be tested in

parallel.
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. System 21 requests 30 Randoni{] from ChipT 23; 2. ChipT 23 returns 31 R
to System 21; 3. System 21 requests 32 S[R] from Chi pT 23 and al so requests
33 it fromChipA 20; 4. ChipT 23 returns 34 SKT[R] to System 21; 5. ChipA
20 returns 35 SKA[R] to System 21; AUTH20O-SG - 35 6. System conpares
SKT[R] with SKT[R]. If they are equal, _then ChipA is considered valid. If
not, then ChipA is considered inval i'd® The data flow can be seen in Fi gure
3: Note that System 21 does not have to conprehend SK[R] nmessages. It nust
nmerely chgck t -t h n - fr.om Chi pA and Lpl are .the sane.. The
System Zl.et herlg %)I}dggatgtgégn%%t%y ?%%13? (r:hgsefl %}y eé“i/r%m Cg)e goéngg? i 'yﬂg Bt ocol PL
lies in two plslEdise 2 sophkeyslarepdsion fhe glgordimd@eing @yelCopain kranare vak foomsizdn ps
contain the segagogihmkey, so anything that can produce a digital signature

S[X] from an t hat ches, the . gengrated by_a trusted . authentication
chip (ChipT) >r$[u“§t°‘9°b°§ %‘i ‘?‘fé"‘rﬁ‘t"f‘%‘?"aﬁll‘ﬁ)%"“gBﬁ?ﬁfsﬂ°‘6?“vﬁyﬁ°é1ﬁé?q&¥ee1&e‘wg dipejto

aut hent i cat i orpathiippéecharst be | arge and non-determnistic. If the domain of

R generatgd b _iné oGtk ORa &N . Site o ol need for
g Y Bh in G ROl BR plaicBTRihge f ARA, LAGE E oh & AR

a clone manufacturer to crac 6 Y. ] ] one manuf act urer
coul d i ncor pordt&v4 breseieraple isiman-ingthyHiddlp dif nef 555 Repotila@es Chipdthadiesn ipft t he
responses fr omvaldde aith mere lelepble of atrhe-icel ARIAIS @idh't sByR fithe system The Random
function does strictly have to [ he aut hentication chip, since
Syst em can potlg_%%siswﬁi/mgegn Tar gec?ﬁ%aghéa&ggél% (S)l?ﬁnﬁﬁdlr%%%é’F E%g%‘atﬁ%eﬁ%“g’ wever it
si nplifies thehipgiegidget bepxrayedfiophtheitf Acmsutheysonihie usedesstiorgengfptiohe r andom
nunber gener atdaticedd || be the same for all inplenentations that use the

aut henticatio hi educin assible error in system, inplenmentation.
Prot ocol P1 hgglgrgté’g%lr)glf ‘mé%\r}lﬁn?dg‘ﬁtzn A T cten‘fr’é’\?éréﬂﬁgé’ﬁthﬁlu‘g?rﬁﬁ "? he

aut hent i cdraniage Qyerdesymmetdy ogsen thk keva nesfisgn be letgeqmnd tinerotyptipe pleoratineis BifeX] Wi t hout
K or acceggnli® idsif®@l authentication Chip. Systemis easy to design,

especially in | ow cqgst stems such as ink jet printers, as no encryption
or decryption l?Jir focp tﬁ‘"?%’é "’Ea@em:%%‘f‘@‘ﬂ‘:t‘f"? Wepticatiop c Sd‘é‘“&%f?d‘é""’d?"”‘ﬁ’éﬁ?@ﬁe'

si gnat ur elhfsueartsit@tmchediybien squitenalautiénfigtionaipetd dach consypibbegea@pdsyan r andom

nunber segy&RcRs, cndNd Nessage authentication codes. Keyed signature
functions (such as one-way functions) require fewer gates and are easier to
verify tidrf adyMeFic algorithns). ~Secure key size for a keyed signature
functions doedn st clzayBysted nhg casin addrggm@snt biprocesing ESyTARdriatiGaly( Prbl | ¢ key)
algorith i l.des I if. Sis a
symetri 2?1 Séf’fb ye E%é%eggﬁ%%rﬁaﬁé%@”&% lhg\ﬁg P‘%X%ngmﬁflg%&? E%Bf%%ég&%%{?? bﬁ rovi des
adequat e desirabls- iUfs?ofiaq asgnmetrical encryption algorithm allows the ChipT portion of System to be

insecure. Protocol P2 therefore, uses asymmetric cryptography.

For this protocol, each chip contains the following values:

Ky ChipT only. Public key for encrypting. Does not have to be secret.
Ka ChipA only. Private key for decrypting. Must be sccret.
R ChipT only. Current random number. Does not have to be secret, but must be seeded

with a different initial value for each chip instance. Changes with each invocation of
the Random function,

The following functions are defined:

EIX] ChipT only. Returns Exr[X] where E is asymmetric encrypt function E.
DIX] ChipA only. Returns Dia[X] where D is asymmetric decrypt function D.
Random|] ChipT only. Returns R | Ex[R]. Advances R to next in random number sequence.

The public key Ky is in ChipT 23, while the secret key K, is in ChipA 20, Having Ky in ChipT
23 has the advantage that ChipT can be implemented in software or hardware (with the proviso that the
seed for R is different for each chip or system). Protocol P2 therefore can be implemented as a Single
Chip Protocol or as a Double Chip Protocol.

The protocol for authentication is as follows:
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is HVAC- SHA1. However there are problens with this protocol: + It is
susceptible to chosen text attack. An attacker can plug the chip into their
own system generate chosen Rs, and observe the output. In order to find
t he key, an attacker can also search for an Rthat will generate a
specific SR since multiple authenti g?ti on chips can be tested in

paral l el . AUTH2O SG -36 Dependi ng on“the one-way function chosen, key
generation can be conplicated. The nmethod of selecting a good key depends

on the algori tg}ﬁgﬂpgj ng. 438 T.Sggd%ﬁmctlggys are weak for a given algorithm
The choice of the keyed oné-way functions itself is non-trivial. Sone

requi re |3 censi¥y 2dedesd! Ry BerdHto Heterébti on. A nan-in-the niddl e coul d

t ake actimon orsykthe2pdand 42tCRiphA's DGR AGEpRulyed BLR;passing it on to ChipA - it
woul d be pref l.g If t n-i.n-the-m.ddl e did not see Runtil after

Chi pA hadﬁseeﬁghﬁgﬁﬁmsv\%%l’ %@dg%%’ﬁ&ﬁ% “preferable if a man-in-the-mddle
didn't see R atystenpl compgres® fram Gljnngdtte the original R/ grmerased bylsdipd 354 thfy atche  128- bi t
key size needegud,@en BREA BEE ConSiBGaIVRRAY If ndthEnipALIIiPiGvagoUl d not be exported
fromthe USA th@ﬁﬁa#lohe oul d he uged as strong encryption devices. If
Protocol P 1 is inptenehted W th S as an asymetric encryption al gorithm
there is no dustemtdes tdellovitzadeytpavet ri ¢ case - the keys needs to be

| onger and the e tekRElONs @t BQdel il S MeflicaR¥ PGRS VE 10 silicon. Protocol
P1 nmust be inplenented wWith two authentication chips in order to keep the

key secur®e. THYE Exdiinaclensshiv easpqy eagcrale Spithen ki prerscestrio 2igt RBREI cation chip
and each «conswmbkes Kgmmpme@bamnplmhtaﬁdaﬁnbﬁ@@hm?&m @ in iBedurehafdiv@tQeol P2 I n
sonme cases, Syste cQnt ai.n ar ge unt o ocessi ng power .
A tor nat vl y SR SRar L B o b HERBID F PhEEERRPIBRN, | o ge
quantities, irhieggration of ChipT into System maybe desirable. Use of an
asymet riscal  apefiyipg h Hysidh 88, kiRl Q¥&eskhe Chi pT portion of Systemto be
i nsecure. Protocol P2 therefore, uses asymetrijc cryptography. For this
prot ocol ,* eacht &R 2 eurhest we!-fasamenisd prd oiptgnabaed asanmegr alghiithms Beflge  publ i ¢
key for encryptomToimpaesitatial inkiedigy phentliee 8@ ticegde-free MG pA only. Private key
for decryptin ' . Current random nunber. Does
not have to bgiogjé%:é?’tg{c’?&%lz?ﬁgﬁgﬁgl?m@é&ggég%eﬁml%‘fth adifferent initial value
for each *chi p Hongtishsew seathbirrgdideniopds et by Gemitared i fimumAes s fodom

function. The shahlieerphefapiyGh Prolds] BY) erhe @&dcRRM intermediate memory used by the

encryption and decryption algorithms is correspondingly larger.

. Key generation is non-trivial. Random numbers are not good keys.

. If ChipT is implemented as a core, there may be difficulties in linking it into a given System
ASIC.

. If ChipT is implemented as software, not only is the implementation of System open to

programming error and non-rigorous testing, but the integrity of the compiler and mathematics
primitives must be rigorously checked for each implementation of System. This is more
complicated and costly than simply using a well-tested chip.

. Although many asymmetric algorithins are specifically strengthened to be resistant to
differential cryptanalysis (which is based on chosen text attacks), the private key K, is
susceptible to a chosen text attack

. It would be preferable to keep R hidden, but since Ky and in fact all of ChipT is public, R must
be public as well.

. If ChipA and ChipT are instances of the same authentication chip, each chip must contain both
asymmetric encrypt and decrypt functionality. Consequently each chip is larger, more complex,

and more expensive than the chip required for Protocol P1.
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E[ X] Chi pT only. Returns EKT[X] where E is asymetric encrypt function E.
DO X] ChipA only. Returns DKA[ X] where D is asymretric decrypt function D.
Randon{] Chi pT only. Returns R I EK[R]. Advances R to next in random nunber
sequence. The public key KT is in ChipT 23, while the secret key KAis in
Chi pA 20. Having KT in ChipT 23 has the advantage that ChipT can be

i npl emented in software or hardware ('\R/th the proviso that the seed for R
is different for each chip or system. Protocol P2 therefore can be

i npl erentged a [sngl e ip.Protacol or as a Double Chip Protocol. The
prot ocol for Zlat@ilﬁglﬁ}%%?tggtfofc%? ?é’m%%n?%ﬁ‘iocc)% %tomiqoﬁ%@f%?"%mgfgt em 21 calls
40 Chi pT's Rartisf/ e thippstill nped the pymuigegirgdetedicing tha qeoRmfies PRFRIR[This & Syst em
21; 3. System gifet6ink flafvd nGRbRAT Systing idR6sirnBles, Bt okt BEl BekEKTH Rlcount 4. Chi pA

20 returns 43 oht.ai ned b EKT(R]]; 5. stem 21 caonpares R from

Chi pA 20 to thﬂgb%clp%zl aﬁ%’fﬂt‘ﬁt‘é‘b"ﬁg’ﬁg’t“gg‘gﬁ{?L@?Vﬁ'ﬁ%ﬁ{sﬁ’ f‘?fé@e%ﬁ%‘?d %qual , then
Chi pA 20 i s consided ggnyakiyplion fdviceot , Chi pA 20 is invalid. The data flow
can be segs i npkihipe 40 Protocol P2 has the foll owi ng advant ages: KA
(the secret ke 2 if not reveal ed during the authentication process G ven
EKT[X], a cl orfé®@KHp LSt soiE ARt PRPlgps ipbstrpt ipdiogrolstd eable it gatgairse g

Chi pA.  SIfACE[Xkadibelghtheréd ty ihE at@ker Déheie iFd o Petbed@mplwetse Inyhat Misspdhttanvar e or
ni nsecwcﬁos%ﬂ%ﬁ 1t i here 8 aRRbke té)gass%escqngsgﬁcrﬁlgakxuﬁg %ﬁ?rgl_?ﬂllpis“ Q)glhg; nsunmabl e)

is required to be a secure authentication L{)} 1| 5 a physi cal
chi p, Systigptihs intesasdiateysiens kgiying thy plpeof Ry FaotacohiiZrppropt dofthis it Ciicitinent ed and
cr ypt analpyzledndlsydaRes fidt sci@d. BaddifidiEnct R iseihaas it if foO&biigh ko i)y LeemAt at i on,

i ncl udi = [ - | utd Pr.ot | P2 h
;n ﬁ u lrib Ie P Qg I %%ggrgx&%&%rtggﬁg%&g@%dglﬁ ge%ue%?e of bits Bhid bel_sigbvs\ﬁ Vt%(i fora Clﬁer %? 0 as

| or satlsfactory Security, each Key needs to
be 2048 HBrrdem a8t by remitaskerum 128 bits for symmetric cryptography in
Pr gt gcol P 1) .ThIEtﬁltiaﬁﬁﬁfdn&mdotinhﬂmgiﬁtsﬁglnﬁf&ml Mat USBA cdYest MR waiR GaEY PL | ON
an ecryptli a ithnms is,. corres i.n rger... Ke eration is
on- ¢ 11 v LR CARE ShlF doty G81 LSRROR b the ool caip S BEPRE Bibdhc et as
a core, thadcaperesd e a shifttane Syptom aske ingluded g5k ABICi cpre). BmonegricgnapationSyst em AS| C.
I f Chi pT theterdrip sa0®NL8d as software, not only is the inplenentation of
Syst em open t rogramyin rror..and_nan-rigorqus_ testing, but the
integrity of &ﬁc’et&cglgi%ﬁ]?e%g}fegﬁgsﬁﬁ?fﬁ@ﬁ&*fgggtkeﬁgiuﬁﬁaﬂwt?rff@ Ferot fhgor ousl y
checked fs@natgaeiR. ThizhaymadtRat jcorio Cliip/SybdreRris ethited dnd varifiedby Chipaplf iheBtied and
costly tRaRy, EhiRLoéryps RAEnBnY\REcha ke§Sh@6hfbbitR result. The System sends the output from

ChipA back to ChipT where it is corrpared against the known R encrypted with the second key.

For this protocol, each chip contains the following values:

K Key for encrypting in ChipT and decrypting in ChipA. Must be secret.
K Key for encrypting in ChipA and ChipT. Must be secret.
R Current random number. Must be secret and must be seeded with a different initial

value for each chip instance. Changes with each successfil call to the Test function.

The following functions are defined:

E[X] Internal function only. Returns Ex[X] where E is symmetric encrypt function E.

DX} Internal function ChipA only. Returns Dy{X] where D is symmetric decrypt function
D. |

SIX] Internal function only. Returns S[X], the digital signature for X. The digital signature

must be long enough to counter the chances of someone generating a random signature.
160 bits is the preferred size, giving someone 1 chance in 2'° of generating a valid
signature by random.

Randomf] ChipT only. Retums Eg [R | S[R]L
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Al t hough many asymmetric algorithnms are specifically strengthened to be
resistant to differential cryptanalysis (which is based on chosen text
attacks), the private key KAis susceptible to a chosen text attack It
woul d be preferable to keep R hidden, but since KT and in fact all of ChipT
is public, Rnust be public as well I f Chi pA and Chi pT are instances of
the sanme aut hentication chip, each chlg must contain both asymetric
encrypt and decrypt functionality. Consequently each chip is Iarger nor e
conpl ex, i Py

AUTF 20" S8 TP EnE BERR M 0B kMR PRt TR BT, cave
cost and reduce con%trl@ﬁﬂ“fﬁbéfdemﬁ%éqrglhmdé@tﬂs TPWEGH%@WW%M to be

manuf act ur ed, reducludrmgcatﬂam@emmes of scale. This is offset by the
relative rs of ma : " | t.aken into
account . lDE’rTJgjﬁocol g‘ @éa%“t“ﬁtégﬂ% ¢ F‘@'%ﬁouﬁ?ﬁﬁl %g eg (%?tr%de fromthe
USA, since they \/\DUP‘Hmb% Th%wlﬁrewéﬁursﬂmeﬁee idevdipal/dot slidad e E’@sﬂmeS 1.3

Prot ocol P3 Prot ocaokkelP réhrh 8Pt Smubt®e SO LW f@ AR R inbft€ probl ens inherent in
Prot ocol s PI f X FK[X] can be gathered by the

attacker (wher ee?r(’%ml%”a“@g}cgmﬁmaffo(ﬁ%‘f’s P1is wrseinthat it is open to
a chosen kext osttradkeally 10 GhipTs Rendeh dmetiodesi rabl e t o pass t he chosen random

nunber Rj‘rom(ﬂp]pjgrgt@m@hlgfglﬁﬂs\m Q@K;ten;he i nternediate System know ng the
val ue of R t oc i S since CP%?] is public and hence R

is not s ret PR L‘Br (fhdﬁ‘i“Pé‘?"ﬁ Ctﬁnlp§ss?%ﬁtfé‘r[ﬁ‘ is not enough to sinply
pass an “encr y@tredhdesrmrsdii[Bf S[RI1taod Glenlptés itsoivn SR ] basedaupclohe eguelfc el bits

coul d be substM,H]tm@,gCﬁ@gr@“ﬂggggmr@mr&q@g@%néﬁﬁy@nce of bits by the

attacker._The sol ut| on Is to encr bot h and R s di gltal signature so

that Chi pA carsYfeRe! sas 4 Ghipd” S.Tﬁstfuathpﬂ rgeine deadupRd Fehtpfir B ge’rae don' t

want to reveal:tslawnE&ersitcoﬂnmealt@gmtbdt&ﬂntpl@rlﬂhm@leqlﬁa(:lﬂ:ep@mmﬁnot be

i ncor porat ed QR4 38k b, é&@&ﬁ?t §ysf26 21, @leo{*@ﬁgzx 3is @&siﬁ%&‘g@daﬁer of or e

Synmmetric encryp ption can ore e safely used. Protoco
uses 2 sets of ‘R’@?‘gledtl’ﬁéﬂq“l?rlst key is used in ChipT to encrypt R and the
signature of Rhe#eleneiyptad Rairss:sent to Chi pA where Ris extracted and

verified by t.he id, ChipA encrypts R using the second
key, and out Stﬁr‘goﬁohghﬁsetgufflﬁ)w%adva%%efem sends the output from ChipA back

t o Chi pT 'wher éuiand Kdthe epamahersol ara py iropiepted tirmg K ewkenRaémeroppst ed with t he second

key. For &his g 9&9%‘1 cBafedke RN Rerb Rt @'tﬁ?nk'ﬂ& rév@zhédqwldg%e\é&héﬁﬁéuodq Key for
encrypting in T and decr

g‘/‘%tl ng{t e secret. K2 Key for
encrypting in @?F%ﬁnéﬁﬁk?ﬁﬁ?"ﬁ bleb’éxs‘:éﬁf]é'flueslf?r&?rrl%nt r andom nunber .
Miust be secr etAmanstkéndsinotlall Breedations taid R | SIR] faeresimdpted Rith KaK, is wadefoe: f Or each

hi t . tion. Th
chi p i nst ane gg?sggagggggixgteg: ?gign; SHFSERSL Yo £k i 200 KeBho okinCt i 0N The
SuUsScep € 10 a chiosen iext attac

. System is easy to design, especially in low cost systems such as ink-jet printers, as no
encryption or decryption is required by System itself.

. There are a number of well-documented and cryptanalyzed symmetric algorithms to chose from
for implementation of E, including patent-free and license-free solutions.

. A wide range of signature functions exists, from message authentication codes to random
number sequences to key-based symmetric cryptography.

. Signature functions and symmetric encryption algorithms require fewer gates and are easier to
verify than asymmetric algorithms.

s Secure key size for symmetric encryption does not have to be as large as for an asymmetric
{public key) algorithm. A minimum of 128 bits can provide appropriate security for symmetric
encryption.

However, Protocol P3 has a number of its own problems:
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E[ X] Internal function only. Returns EK[ X] where Eis symmetric encrypt
function E. DI X] Internal function ChipA only. Returns DK[X] where Dis
symmetric decrypt function D. S X] Internal function only. Returns S X],
the digital signature for X. The digital signature nust be long enough to
counter the chances of soneone generatjng a random signature. 160 bits is
the preferred size, giving soneone 1 éhance in 2160 of generating a valid
signature by random Randonf{] ChipT only. Returns EKL[R J g R]] AUTH2O SG

-39 Test [ X] ChAlRm ﬂrhe)é are'g ar% nmr%léegr‘ af%@g g i\'{g‘ctlglﬁs or %\szcflm%e of E arid 5 her wi se

returns 0. The ti : must BirCar o A
i nputs. The t|f#?ﬁ"ift"aiké?ﬁl‘tféqurféb@}“@gld“@rmB%‘ﬁﬂb@mqﬂd‘ent| cal for all good |nputs.

Prove[ X] Lhi pA@iang o&aé aludearer@gfp%nlalg&tﬁlﬁ q&es} dMdrldd eanB%o%mateE@& dthdaf S[Y] =
Z. Oherw se e.identical for

1
21 Soag et Tyt o b Gpt Bt AEE R Sl Corbiale R e S F R o 1)

good i nputs. THeerighmot ocol for authentication is as follows: 1. System 21

calls 50 Ch' p-lif Ehi {3@99%%%%%&9:@3 of are sﬂyaﬁﬂena%txén%fﬂréa& cﬁ&r ITEEQC‘LI‘%HI boﬁt[ R] ] T 0

System 21 3. m 21 cal | s. Prove function, passing In
S[R|]; 4. Chi pwmzeina@&wﬁ%%demt [ﬁRﬂwn@f&RﬂrnSmaWHYtaafr@tﬂl%ﬁfré%f ‘P‘Tr%‘mﬁﬂi’ﬁva[ R]
based upon themdeﬁxrey@tned;e Eaan thé chtpheluuémmmcﬁlrpl whith prlly =€ trervhifurb BonkiK2 [ R] .

O herw se, Chi urns 0: 4 Ts T st. functi on,
passing in the re uhrcntm?fmﬁmﬁ Prosg m%‘ %Té% Séveé?sg éig?i “%tc%m%?/’\‘n Bko[R and

conpares it aghtigndest, ﬁ‘ﬁechiphﬁmnwlaq hfemanwf#cﬁmerydusmthewamlesmeﬁe ChipAis
consi dered valwxﬂbrﬁ%xﬁcﬂ;pA&ugte&nwﬁmﬂe&@pmldsmemh@ﬂg.tha&nsa@aue Chi pA 20 is

consi dered i nva isre rne The data fl ow can be
Coan er B e cnipthd et S L O bt B T i it in Bl e ton "
(the secret ke%ylgaﬁemqmcomléwhﬂlnéucmurenlngdthEmmpﬂﬁbnt| cation process The

time varyjng Cﬂ?@c&éoﬁ%%thé?méaﬁorﬁ!ﬂ% YR1d€G be SPokdddbmlte Us&i ARE mEe¥sAwed during
the authenticatig qRrocess. attacker cannot build a table of X, EK[X]

val ues for Kl S“"%"'“%WIFQEQ%{}“ annot call Prove without a valid R |
SR pai rsmcrgqﬂitbdamoteh Kl. K2 is therefore resistant to a chosen text
attack. Rponf yGe‘?nQr\ﬁ with avalid call to Test, so Kl also not
susceptible to a osen text attack. Systemis easy to design, especially
in | ow cost s3}’§?t‘é°ﬁ*sp3§if€?1m%§‘ssefuﬁq<"ffhét‘h“’ﬁll’ifeﬁ@c“%f‘r%‘ﬂy aydenigitionpietpsplit §157 or
decrypti cnmhlng islT@@Alddrabsht 1Y chalemitefom th&@dpbnse. HHRGELP@I&] P3 Ryt of

wel | - doc L{mp eengm% oq enc%gt}na&gryyu%egnd s%énngt?}é ﬁlnc%on%‘l rga%mlg Et rrllrgrse e;[tp%ns(i\’v 111 81 ICI)I[ om
than Protocol P1. In addition, export regulations imposed by the United States make this protocol
problematic.

With Protocol P2, even if the process of choosing a key was straightforward, Protocol P2 is
impractical at the present time due to the high cost of silicon implementation (both key size and
functional implementation).

Protocol P1 is therefore the current protocol of choice for Presence Only authentication.
Eventually, as silicon costs come down with Moore’s Law, and USA export regulations are relaxed,
Protocol P3 will be preferable to Protocol P1. When silicon costs are negligible or tight integration is
required, Protocol P2 may be preferable to Protocol P1, but the security protocol of choice would still
remain Protocol P3.

5.14.2 Clone Consumable using Real Authentication Chip

Protocols P1, P2 and P3 only check that ChipA is a real authentication chip. They do not check
to see if the consumable 22 itself is valid. The fundamental assumption for authentication is that if ChipA
is valid, the consumable is valid.

It is therefore possible for a clone manufacturer to insert a real authentication chip into a clone

consumable. There are two cases to consider:
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for inplenentation of E, including patent-free and |icense-free sol utions.
A w de range of signature functions exists, from nessage authentication
codes to random nunber sequences to key-based synmetric cryptography.
Signature functions and symetric encryption algorithnms require fewer gates
and are easier to verify than asynmmet, E)I c algorithns. Secure key size for
symmetric encryption does not have to be as large as for an asynmmetric
(public key) algorithm A mnimmof 128 bits can provide appropriate
security for nunber of
its own pr obl Zﬂr{msgfggs %g%g %glw%lxﬁ{getnﬁ%@g\%%ﬁgtgﬁ g%po&g CITJIE‘? cge}l%?\eﬁe er of

avai | abl e fundﬁ?sﬁ%lfscﬁo@ﬁm@fmefscouldﬂl@fe@mﬁ‘é’@e @)YahEC(é*PMla@eP"é’aci?éﬁ trivial.

Sone require Idoﬁ@iﬁﬁﬂ&l@}ud.ﬁ@b%&a@&ﬁc@{ﬁﬁiﬂﬂ@@aﬁtdln@ﬂw authide@emaichig in@nhd he chosen
encryptl on al Q:OII;I ta[ig‘s S%alggcﬂgqnagt u? wuq‘cpnopq re opergtgl;[sed The method of
selecting a goodsmﬁ &’e}b Fre e &7 orli‘ﬂ’ used. Certain keys are
weak for «a gi \Jemsesa#hgrgﬁtattﬂmqw Wiitten@hhﬂmt\thmmat@hﬂlpﬂﬂlap@ maydt sgvc estiady t he sane

aut henti cati ong mc%&alﬁﬁe@pm%@mfd&sam@@ﬁ cho&mﬁcﬁlke?ﬁﬁﬂ%%%e and
decrypt functiogn nore conpl ex, and

Conse nt | ar ger
nore expensi vé”%gi?i\? %/tﬁ% ‘Elﬁfeﬁh qurre CtFrBIrb“E‘isé‘thBG‘f‘ aped) BHUEPHEHRP i a s
encrypt funct issnaiggybyck. The htfacltefse:halﬂ@lhﬂi)tsnl@qurmm@hn plemddbr/alpewermmt o 2 chips

to save cost anee &qyﬁﬁheqlmly%estetvmuégfﬁof;{%lramuhmﬁ&mﬂzﬂ@plﬁtb atpamsnnenioly need to
be manufactured, reducing the econom es of sc ortunately, Chi pA

must contain BJHE "éeﬁé’f%’tes TSRS tERRY SR AR ﬁlffi‘rﬁ‘é acé‘ﬁ’i‘f‘é‘ﬁ??ﬁfb‘fgém
aut hent i cat i orrequbit puthh@icdiiat G@resiofan bdy@sstdMireatyiigie reBaidenidatiqashiprdile al so
contai n signat i i chi

9 r%hrdf%mfteUth%%'ts%l?be S é&eﬁ'g,( ! B%ﬁﬂg}ﬁ{] s R e Elﬁutkiclﬁ&u&ﬂ‘ﬁg p

required for Protoco entication IpS C not be
exported frombehasioriythis gf?ﬁifbf‘eﬂﬂthﬁétyat%@w%@Waséévpgwdfé@ébpog@rrl@n‘an@rfﬂ yption
devi ces. 5. 1. dioAddbictaunenialdaladc8sis n&t.alihéhtichteener al Conments Protocol P3 is

the, st Seoun Gl i WILEE PLASENE %Wt Al RENA] K3 Q0B GLOCOL . si nce

nothing is reveal fromt

Prot ocol sPaesightiipledill ranis ér?efr@tﬁa%nih@ﬁowpewé myestspeopd Wgﬂp@fpm reawd

si gnatu (r]I gn fdamed banal aum&mumgn itlp. OBEQUAPRR ST ¥&e brﬁto&ils'chlﬂﬁgseﬁﬂ b@ﬂuaﬁ’ér@L ocolh P
1. In addition Xpo tions,i gse the, United, States make this
ot acan et oPat ol it Bt MR BIS Sl e B S PI BT oot ny s
key was s:pnsamg*ﬂforward Protocol P2 is inpractical at the present tine
](cjue to the hi ghneQafunm@bic Shikdr Sé%@cyblé’ﬂl!r?e@iﬁé@ite%w Qﬂna@lﬂ?ér&eéfl@ﬁ/hen%g%?o wrog |
O]l{l ngLIOIOQ rqsw@éﬁ@g@rq%g!&t&%vto&% %%}(; qnﬁ 8&‘3{38?{1 to {)e SIelgcgss e%chtclo%e golflxgugngbé pr otoco

must include a valid authentication chip. The chips would have to be stolen en masse, or taken from old

consumables. The quantity of these reclaimed chips (as well as the effort in reclaiming them) should not
be enough to base a business on, so the added protection of secure data transfer (see Protocols C1-C3)
may not be useful,

5.1.4.3 Longevity of Key

A general problem of these two protocols is that once the authentication key is chosen, it cannot
easily be changed. The effect depends on the application of the key. In some instances, if the key is
compromised, the results are disastrous. In other cases, it is only a minor inconvenience.

For example, in a car/car-key System/Consumable scenario, the customer has only one set of
car/car-keys. Each car has a different authentication key. Consequently the loss of a car-key only
compromises the individual car. If the owner considers this a problem, they must get a new lock on the
car by replacing the System chip inside the car's electronics. The owner's keys must be
reprogrammed/replaced to work with the new car System authentication chip.

By contrast, a compromise of a key for a high volume consumable market (for example ink
cartridges in printers) would allow a clone ink cartridge manufacturer to make their own authentication

chips. The only solution for existing systems is to update the System authentication chips, which is a
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Eventual ly, as silicon costs come dowmn with More's Law, and USA export
regul ations are relaxed, Protocol P3 will be preferable to Protocol P1.
When silicon costs are negligible or tight integration is required,
Protocol P2 may be preferable to Protocol P1, but the security protocol of
choice would still remain Protocol P3, 5.1 4.2 O one Consunebl e usi ng Real
Aut hentication Chip Protocols P1, P2 and P3 only check that ChipAis a real
aut henti cation chip. They do not check to see if the consumable 22 itself

i's valid. dhend badalie a&@clﬂt aél%gm{ an%sé ansmrs%agmscaﬁgad9@oﬂk8mEMLea Chi pA

is valid, the consumable is valid. is therétore poSsible Tor a clone
manuf act d?‘é’i‘“"ﬂ?hi"'i’i’éeeq“’c‘reéls?"éﬁ‘llm@ﬁf‘thent| cation chip into a clone consunable.
Ther e ar .2 wo Casasbled.ifefisA drdnticalibll H20- SG -41 | n cases where state data is

not witten tq, mv@%&tﬁyaﬂ@s&t@&c&&ma,te b&c&&dw gfhsgelqgéhgs +e¥ce JFgysabl e.

Cl one nmanufacturers co ore recycle va e into a clone
consunabl athenfipgtien ¢hipyaspwell prsgmringtha tfﬁia?ﬂPeiﬂE‘m“tn cb‘9 laﬁ‘éPfﬁﬁ idpng pehepgrtesbls cat i on

chip i nt Qn kddfion fz)o;ai&uﬂmlalaem&utﬂéw&h&mmpmﬁésa@w&@s afdlidadd dfﬂM@Mﬂledtldaﬁfn stop
refill ﬁipg‘;ngmé space ntmhtab% eﬂlh enti {eg as weﬁ In th;s secgont we a‘é‘%uln% E] tQhe C?uthentlcatlon
a or

aut henti cation chip conpl etely
used up. %\%é&?@rwﬁtgh inkeeriley é§6<mt- ceﬂa@ para OEIPW ekaad Qelwrheqs ate nReewlimp, ng the

pi glgybaCﬁnlﬂ&sta&&reM%embh@(&&Qaa&onmuﬁoi&ﬁ_ﬁ;_ﬁ@fmbw l'ds a chip that h%s a
real authentication c c e attac i pE) is
therefore a nma “"H“’{"ﬁg %pdﬁ%e% lﬁ’ftg‘%}égilanducﬁ req“ﬁ?l%‘?“h‘&’ﬁﬁgmﬁ% IJO’t ®menory
st at e valRerofG2ean behimpleracated aginelvithet proat fwo putkenfiqatidnghios. i t s own nmenory.  Chi pE

then exanies pedigeis from System and takes different actions depending
on the reque ion reqluests can be passed djrectly to the real

ut hent j cat
aut henti cat i orsi[th@ﬁf‘)b"c"\}\ﬁﬁ opble © R RESRP(TE YRRl hipsAte B e T B BYORRF a
menory t lvadh apteadsbidrecbipreedinsghstidiloning eddes:on chip behavior. In this way the

aut henti ggtion chi kid: ba@lWaNs RPPE&Ke fefeSh at power-up. Chi pE can do
this because the data_access 1s not authenticated. Note that in both these

cases, inMZorder to ¥Y&F dgratingfilil MUtR? iRPhg its data accesses were
successf B, Chi pE Stuirkdt randgriumes. Tdoes @abavaid boientt, Bidinhdbe edidePwithand 1 n t he

second case, a cl OQﬁ:fepem t141§rah§eqa'l“élagh%gg(L)nlstglcg%(ﬂ!n%és%thte cgegs%ll aut henti cation

chip. Consequently any o hese protocol s can be use |n Situations
where it is not costthefisaien gs gefinpddyy the TetGimetiopmnuf act urer to enbed a real

aut henti qati on chi mdnra,me&t&}fbfﬁﬂiaﬁmmbuep Par{ df thidpace oSl pEbenERARGL be
recycled or refilleg ?d%snoy vt benaa d tectl on enough to use a Presence
Only aut henticati on B t IT For* 3 one 3perat| on to be successful each
cl one consumabl e rﬁﬂ@tauih%i:‘cudechwWlﬁ#@sdheafﬁl@h’elﬂﬂqg@dtﬁiwnthi p. The chips would

have to Ixjst ol en eRehBSisEion @aszy k@:&@ms{[xpm bl of £PHH mgwﬁgnatm%nmnt ity of
t hese recl ai ned chlsptsxqjasd]\l/ve l,as th g clainmn hem) shoul d not
be enough to base & DUSFREES" otﬁ &0 Eeﬁ 3%@@%@6?8’5@%%“%@6 &BEure data
transfer (see Prot ceoklsto@iun@Bhe chamys of simepre sensefing a random signature. The length
depends on the signature scheme chosen (see below).
Random][] Returns R | Si[R].
Test[X, Y] Returns 1 and advances R if Sg.[R | X] =Y. Otherwise returns 0. The time taken to
return O must be identical for all bad inputs. The time taken to return 1 must be
identical for alt good inputs.
Read[X, Y] Returng M | Sg[X | M] if S [X] = Y. Otherwise returns 0. The time taken to return 0
must be identical for all bad inputs. The time taken to return M | Sio[X | M] must be
identical for all good inputs.
Write[X] Writes X over those parts of M that can legitimately be written over.
To authenticate ChipA 20 and read ChipA’s memory M:
1, System 21 calls 60 ChipT's Random function;
2. ChipT 23 produces R | Sg;[R] and returns 61 these to System;
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5.1.4.3 Longevity of Key A general problemof these two protocols is that
once the authentication key is chosen, it cannot easily be changed. The

ef fect depends on the application of the key. In sone instances, if the key
is conpromsed, the results are disastrous. In other cases, it is only a
m nor inconveni ence. For exanple, in Z car/car-key System Consumabl e
scenari o, the custoner has only one s t o car/car-keys. Each car has a

di fferent authentication key. Consequently the |l oss of a car-key only
conprom ses t ol onsi ders this a problem they
rrust get 532 nevh\?%ftlerﬂgi é{ihsd&%mp%ggreadémé%p ags‘é}glgg%Rt%ﬁ@aSyst em chip inside the
car's el €t r orfritd 20rsiemyidbrnd Skl nust be  reprogranmed/ repl aced to work
with the new csisteddySdatyB4altpre Mst adiibg Pasiky ipM 48§ Sg@ntMjast, a conprom se of a
key for g hig n aQr_exa rtridges in
printers) V\oulrhdmgﬁl?g\%e%grg? %Q%%?mn?%ﬁb l(%{heres Onseggcl:steiutl}l%llr% A imake their own
aut henti cation chlﬁ9381d6¢ﬁ@1ﬂﬁﬁlcylf§=61hwﬁ28ﬁCﬁ@#defe‘kllﬂéﬂ@lﬂng systems is to update
]the SystelmI authﬁi&hﬁa&da&&t&&lmgmM,ngshndnﬁmmAUTHZO SG - 4ZS§ostIy alnd .
ogistically iC exerc In_an consumers stens al ready
work - t?\le d§ g he SE}“ és |vent1°nﬂ°a’f§ gm Hei r existing equipnent. 5.2
Consumabl?e L| fﬁtﬁmnmwmewmd@atfqr@ﬁeddmc’@lhlp@oult,evel of consunabl e

aut hent i cat i ony ¥RpAf uikARCHal Med- \M&@“Mélsacd@aédr@m&ase@meatence of the
aut henticatio ensurl\%?]PF@a the authentication chip lasts

as
only as long a pﬁgﬂoé”gtﬁrsrﬁﬁ‘?ﬁb‘f‘eé‘“"a“‘fnﬁss& n“to validating that an
aut hent i cat i oriThe hisphinstopete stemtProtawrl Gleéstha A Xt @awhs beahllet Hizecdy taseaitSkiBA isi on

chip's MgRGaY.SRAFE, KHSm, @gtﬁgkpagntl cated as well. In this section we
assume that  the authentication hi p's data_ storage |ntegr|ty is secure -

certain parte@lsrlspaddt y }é‘rsé"t%’éfd‘ b@)"heiialleb{tFFéP%“’hthéheI?é%fﬁl"\ﬁV‘}cP‘é‘ whil e others

are Decrenent Only (see Sect iaoskef nfugiperfonn @ biut ff@teveddharipg muliilsaaligas ot ocol s

are presented. Protocols C | @%er$%$§§ @H;egg\(rgi[g(ﬁ\%on chi ps,
while Protocol C2 can be i enent ed us er one or
b S o

aut hent i c&ttoh! @i SsR | 5] Boesjnopyeymgesgi digept] P BB fosY 3pd dhsutsiuEns & hi p
protocol (two authentication chisng alkpt tb eaudekB Y callinpTest Hilplaneth @GR ,  each

aut henti cati on chip contains Lues. Ki | cul at i ng
FKI [ X]. Must be secret. K2 ereu{valrues %’8@] E\kl'jl °rag1l“—el2§' E%R{Jto?bzﬁg secret. R
Current random nunber. Does rf@"t?eﬂqfa?)’é”fle’@m@d?ﬂépcb%tbyrﬁﬂsmﬁe seeded with
a di fferepdxiNicklisal,alumdbprxieacibe 6RpiRd bP&L@ NG te cAiBANEETd kidwagch

successful authentication as, defj.ned_b he Test fynpciion. M Menmory vector
of authentication chip. Parts}f)g'“[}hi"%"éﬁ‘é %%ﬁmoﬁyﬁéw[%g%ﬁﬁh@w each
chip (does not have to be a rabntome theiRdaefupctiokbec hbra foeptackati.on chi p

contai ns l%elﬂ%(fﬂ bR PO 1\!(]09' cal s .ﬁ,dﬂ{?ﬁéh ibPDfic, Rl er kUL R Ak tht)gé%aésqpea&n' y.

Ret urns SK he result of apply g Igital signature function
given out by the Random function (since X and Y are validated via

K;). Thus a chosen text attack must first collect pairs from Random
(cffectively a brute force attack). In addition, only part of M can be
used in a chosen text attack since some of M is constant (read-only)
and the decrement-only part of M can only be used once per
consumable. In the next consumable the read-only part of M will be
different.
Having Sx[X] being called indirectly prevents chosen text attacks on the authentication chip.
Since an attacker can only obtain a chosen R, Si[R] pair by calling Random, Read, and Test multiple
times until the desired R appears, a brute force attack on K, is required in order to perform a limited
chosen text attack on K. Any attempt at a chosen text attack on K; would be limited since the text
cannot be completely chosen: parts of M are read-only, yet different for each authentication chip.
The second thing to note is that two keys are used. Given the small size of M (256 bits), two

different keys K; and K, are used in order to ensure there is no correlation between Sg;[R] and Sg;[R |
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S to X based upon either secret key Ki or K2. The digital signature nust be
| ong enough to counter the chances of soneone generating a random
signature. The length depends on the signature schene chosen (see bel ow).
Randonf] Returns R~ SKI[R]. Test[X, Y] Returns | and advances R if SKZ[R I
X] =Y. OGherwise returns 0. The tirre4t4aken to return O nust be identical
for all bad inputs. The tinme taken to Téturn 1 nust be identical for all
good inputs. Read[ X, Y] Returns M( SKZ[X | M if SKI[X] Y Q herw se

returns Oy The uleloR: ekkafsgﬁglﬁpqotgc?ku%sﬁ?g@@ (R R0 S8l (36 Al 22

i nputs. The tinme taken to ret for all
good i npuleRger Ky pipcs inxgractiye; § is kel to e lipfrgiets Oﬂhfrytl@g‘é\(f%ﬂx%% 1féa1fIMé‘éj1 ti mtely
be writt eSHAN &% key léhgth alitrRiRiumGal 6 bﬁammgzﬂxama tort&a@y £dai Mrosecfmmmrly M 1

System 2 X dom, el 3 ) . | SK1[ R]
and ret urlﬂﬁ%‘?tj%rf§ fQQO QI?CP{%%‘ H{we E\%ﬁ%%“g%% &%h 30 § %%0% g poss'ﬁ Gug 6% Chi pA's
Read f unctipeer, wqwa@gaswgt wﬁscweresmchnﬁqnf couldidete@pipgiite ez@ct p@wrmqwd 6@1@% ial SK2[ R |
M: 5. SysbeaduBilbi@hbsatBs iR bfitns cdete sﬁc}ﬂ%ﬁm B oR 8 ]ng in Mand SK2[R |

M; 6. System S resp T he. r sponse 65 is 1,
then_chi pa 20 Ken AR FRRR T ket B et "tﬁﬁ?w%f gl fidind
i nval i d. oFder euetvenetH, Sathd parswnﬁmkeomumws@@e@ﬁcptﬂ,sacﬂmﬁ@n@ ifhore 1. System

call's ChigfensiveMdnlca fAQQ&Eh%@meﬁ§%é &ga]ﬂe@foMachGlupT) HrniladlP AU fE Y hcat i on
pr ocedur e Qut ; is authentic and Mlel,, =

ar
M the o TR e Bt <ol B\?Wg &g anf S Séfdhaf okl S0 0055 Brenrsd
aut hent i claghi speed.iThusshahwhip kan obliy give SspecHivefnbar sf R, ShiRigaitsawaob eceithio dine Pr ot ocol -

A is thal KK ok hidSelakifd directly. Instead SK[X] is cal | ed
indirectly by Random Test and Read: Randoni] calls, SKI X is not chosen

by the cal | er. heenly Pogifiinite RpirepRat GRRIMGHH driket thefimingafar goa@ FipRiNaBst By s t
per f or m ahdxaunt egdrdieseef tsdapuClalue shdrge wuintvalpd & 0Ciaditating abad MpuldaBIbeRead, and

Test to q;?&ﬁ&éa npthéjsgtﬁé &ﬁ)qnt%f txrﬁﬂa ga.Ldagss o[? %ére th%_ E‘ {s)& tinéﬁ? chﬁ% EEI]G Does

not return result direct u npar es the resu en I‘etUI‘I’IS 1
or 0. Anyhfiresthiog 6b°a@’dJa s ab*gﬂt @awqt MEveTEEY s giferibpih Beadiapdekestt r yi ng

di f f er entfuncddises of SK2[R 1 X] for a given X is reduced to a brute force

search where L, EYE cho atta Y] calls SKi
[X] X and SK errh%s%tog eabo&P otoc@%g 1sthatfef1 mrg1d %EupA re‘illuuﬁ%s t al ready

know t he aufkentigripy ®{[Chipai Fhe Sgitqwen batare ébat the qoeﬂ%njsrqf gegorly fM)ys whagRhipAGlaimgn
att acker it s be if Sgo[R | M] is returned correctly. A clone chip may pretend that M is a certain value (for

example it may pretend that the consumable is full), but it cannot return Sg,[R | M] for any R passed in
by System. Thus the effective signature So[R | M] assures System that not only did an authentic ChipA
send M, but also that M was not altered in between ChipA and System.
Finally, the Write function as defined does not authenticate the Write. To authenticate a write,
the System must perform a Read after each Write.
There are some basic advantages with Protocol C1:
o K, and K; are not revealed during the authentication process
* Given X, a clone chip cannot generate Sg,[X | M] without the key or access to a real authentication
chip.
+ System is easy to design, especially in low cost systems such as ink-jet printers, as no encryption or
decryption is required by System itself.
* A wide range of key based signature exists, including symmetric cryptography, random number
sequences, and message authentication codes.
¢ Keyed signature and oﬁe-way functions require fewer gates and are easier to verify than asymmetric

algorithms).

AUTH20-8G



able to use the Read function for a brute force attack on Kl. Read[X, V]
calls SK2[X 1 M, X is supplied by caller. However X can only be those

val ues al ready given out by the Random function (since X and Y are
validated via Kl1). Thus a chosen text attack nmust first collect pairs from
Random (effectively a brute force attgck) In addition, only part of M can
be used in a chosen text attack since sonme of Mis constant (read-only)
and the decrenent-only part of Mcan only be used once per consumabl e. In

the next .cogemmb}sezetf(t;@kgy@@ggnememmaﬁoahoegh M&éﬂtddaapﬁr el f, 8L SRk il BV NG

SK[ X] being ca indirect]y prevent osen text attacks e
aut hent i cat (RyRlicdsY) gleoritkgp. rf‘c*em’awméﬂ %r@é’r%ééwrwrﬂewe@m&reﬁecan% I*f(§3%9n R SKI[R|

pair by cal Isym@txﬁandmg’aphﬁefaduonaﬂldlﬂaﬂﬁts padVillds pleGuatelsiciig if g NIat R adesi red R
appears, a br %o%seglpeglﬁfwﬁﬁﬁ Et%lfol 8{131 %ﬁ%»ray tggulﬁ!le (?cgte ICngg 18 10 reacItQ Jgreltrljtsor m a

limted chosen text attac hoSEh $ Q¥ t ack on
K2 woul d PéASHEBE si nce the text cannot be conpl etely chosen: parts of M
are read-onl y Thyse&curdy bifiigs Rotbeof @pen@tiincabdengnd ¢ LatsbiaRe SRR donthiSorker@Nd thi ng
to note igs that, two keys are used. Gven the small size of M (256 bits),

two different }<eyys {1 and K2 are used in order to ensure there is no
correl ati on betlhewh SERI farpe zupmdeySK2fnRuA RO BG is dadidatagddd inipdentettétraef or e used

to help Fh'éﬁﬁl%{c e@yﬁ&awﬁlﬁ&yﬁbgagﬁﬁ&%|a%l)ntﬁ'ﬁstr@&1i?§be lln{gellaﬁd tﬂ@éﬂm@ﬂgﬂgh to use a
single aﬁgn gmskegéeglqjcelnl‘%ra@u] SIS ¥ have |imtations on
key | engt ? ¢ RPTIEYe f priIgn; Qs pr°{°ﬁ°é %BV“?%F‘F@’[“W“P% a maxi mum of
160 bi t s.alsaddinngPrerorobChits to the key adds no protection). It is therefore
safer to protegp &r;&lema%geo@ﬁ%&mel lsaiamecme%m@wn&%%mré&oit i's

pot enti al tacker via_sone as-yet undiscovered
t echni que éo}ii?g‘ﬁf“ 1}1&93}] H‘?‘ﬁéa“tbﬁéﬁlﬁﬁ“ﬁ’d&‘f anglyzed finen fprmqf dilferentinlaepkdt vopldde ¢ o
parti cul arefdgabtic it it mdhovonss id the daseanid] Ptoagsl (Bal cul ate SK2[ X | M based on

SKI[X]. As an @a@epblnﬁe%%m{em& m {Ranfemand cﬂiﬁsﬁﬁ or%%é%clfe%g]%%{e o Chi pA

shoul d be di sabled so In order to generate rs,

att acker SHUSt Thigreapsilat ‘?ﬁ‘b%@te‘af"'qw ﬁf‘la“the%‘ﬁﬂ‘l‘%?hlﬂﬁﬁilﬁaﬁh@?%‘emq“emnm ve t han
Chi pA (smmhemamay&tpem nmust be obtained for each ChipT). Simlarly, there
shoul d bega B p,Qves del ay between calls to Random Read and Test so that
an attacker cannot call these functions at high speed. Thus each chip can
only give a spge IR EHENERmapronRin adge aopgnt plprqcessipgienyer Alianatiesht &F n ti e

peri od. FR@tandDsfRyskeik Qhmed hBfactS€8n ﬁ%@ﬁﬂaﬁlﬁhey 1nte£ﬂﬁotfb@bhﬁp’§ﬁ%%§tén§m53ﬂb@1 ng

requi renpﬂnst ‘tﬁ; UFe %%%Lm&h ca{encrwtxon algon tl m fggél{e%ﬁnﬁg %o? steﬁl t{%‘ st be the

same regardfl €ss o ‘ndi cating a
bad |nput“)se‘%ﬁfslff‘i’fb@lC%)‘h@@f@é»e'ebsrﬂwmtﬂh‘ecgm@aa}munt of time regardl ess of where

the error is lmrthlbemtoawaohclﬁﬁ&&ﬁjﬁ@ﬂﬁfoﬂ&ﬂngtmxésefOre not |earn anything
about vvh was bad C%b%utl hlie ut val ue %?I s true for both Read and
Test functions. AnSPhEF A lﬁé eﬂ%’fpémgaBB‘ﬁf"’t GEVESF™E | is that reading
dat a frorKAChi pA al ﬁlpﬂeafuaneasekemﬂotﬁﬁenpuneamdmmpg Shitphsecrdine Syst em can be
sure t hatR the cont lep? oﬂ;. Cﬂi@éﬁp{ﬂdoﬁl%mﬁeﬁ ﬂ%ﬁht@b‘t@& sgéréff,l HiPmust be seeded

with a different initial value for each chip instance. Changes with each successful

authentication as defined by the Test function.

M Memory vector of authentication chip. Part of this space should be different for each
chip {does not have to be a random number).
There is no point in verifying anything in the Read function, since anyone can encrypt using a
public key. Consequently the following functions are defined:
EiX] Internal function only. Retums Ex{X] where E is asymmettic encrypt function E.
D[X] Internal function only. Returns Dx[X] where D is asymmetric decrypt function D.
Randomf] ChipT only. Returns Ex[R].
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it to be if SK2IRI M is returned correctly. A clone chip may pretend that
Mis a certain value (for exanple it may pretend that the consumable is
full), but it cannot return SKZ[R1 M for any R passed in by System Thus
the effective signature SK2[R 1 M assures Systemthat not only did an
authentic ChipA send M but also that Mwas not altered in between ChipA
and System Finally, the Wite functi oﬂ as defined does not authenticate
the Wite. To authenticate a wite, the Systemnust performa Read after

each Wit g9 € afunidMha POsES RAFYSR 39ET aﬁehéralsﬂefa@s%e @]e iefflo and K2

are not revealed durl n% t he aut hent catl on process one chip
cannot generate SKZFR™Q oppt bideist for elhadjingyts, 6?‘1 theipegaker §§ roqurp bggpst be the
authentication chispme fobylisoedimpuss. easy to design, especially in | ow cost
systens sygiys in r K gtl eGryption is
required E& éy]:t emk?dtzp?oln& A ﬁlcr‘éf‘a[fﬁéﬂgwgercﬁ 2 %Q%’“"a“‘“ on ﬁr € exists,

i ncl udi ng symet ri c“iriyiptisefivelp asplicr andom nunber sequences and message

aut hent i cariieX] CodeWrites K@%Eﬂiosﬁbﬂ@@fMﬁlﬁtcﬁﬂﬂg@tﬂﬁélWﬁ‘éﬁ]&ﬁﬂ ons require fewer
gates and are .gasi ve as t O SG -45
Secure key si z@efnga(rﬁcgey?{ 1S"&Iblé1 Eﬁvg%‘tr}lr‘c@% c,yt|Aolsnmgg'8g(ﬁf1 gg%?é:h{%i}lﬁé’ as | ar ge
as for arrdesipgaibat ChipT Ca(lfgtlimpleelelk@yt) sofivgopi hetipre fvidritisipruise heR isfexded of 128
]Plts prO\Aﬂll\éll\ﬁﬁilifﬁfbﬂtrrﬁﬂ&hﬁﬁrﬁaeﬁf@%ufﬂssréferﬂc)jf Sis a syrmetr:c cScrpr (,\)/%E; agﬂlA%
unction I ItS pro S Ity | IS -
Consequent | y, ﬁ?t’fcﬁ (#)8‘1“5%86}?”%?&6 F@ ?ﬂ?@%@mﬁﬂ althenticate ChipAis to
read the cont eftagthepticateChipgAind repdhipAs mefoy Meecuri ty of this protocol depends
on the underl yw ggngqaygmsﬂﬁegﬁmﬁagﬁﬁggndonm n of R over the set of all

Systens. Althg an be an ed signature function, there is no
advant agé't o |C#‘31T§§€{?)ﬂcfsta“%ﬁ§mmé§b%ﬁ@t]¥ ®sicryption. The keys for
asynmet rixk al dgostenh nellyid€iiiphb R finotrgiarassivg ¢h H{@;encryption algorithmis

mor e expenSIveth;;;mutarﬁs%Mﬁm[mW%@éoﬁwam@gmn@ gt ocol for use with
asynmmetric alré - Prot ocol . pri‘mary Sadvant age of Protocol

Clis that t St%‘r’]u“é‘usf761ChRTF§esk‘?1’éﬁ‘}WF aewgng%aﬁ%%%lt“@cm Consequently R
SKI[R] p&irs a&ipTiae caodlatee DL, [@N 0 pndtogpeaes it d RaM or m of differenti al
attack. I+ wo ' : 8 nknowy S the,case with

Pr ot ocol ' lHeranﬁ ﬁhp%e‘fe%u%pbﬁﬁdni (r:r‘{i)ii’r[Vﬁ E{her Rt \E/f\bﬂleélz%%A%? I'cation chips
in order to k enyidengdaughertis. If%@él&ﬁé‘)‘swﬂs@eff’ﬁbla‘ﬁbdthat each Systemrequires an
aut henti cat i orro@tah@ua&d\emdﬂmegmmlnembml res an authentication chip.
5.2.2 Pr tocol ‘Kﬂ stem qmy. cont ain a | arge anmount of

Wgs ein nte nétlo? assing in M g,.;
proceSS|ng po

I ve
The authenncatlon procedure for a Read is carried out;

3. If ChipA is authentic and M,,.,, = M, the write succeeded. Otherwise it failed.

The data flow for read anthentication is shown in Figure 7:

Only a valid ChipA would klmw the value of R, since R is not passed into the authenticate
function (it is passed in as an encrypted value). R must be obtained by decrypting E[R], which can only
be done using the secret key K. Once obtained, R must be appended to M and then the result re-
encoded. ChipT can then verify that the decoded form of Exa[R | M] = R | M and hence ChipA is valid.
Since K1 = Ka, Exr[R] % Exa[R].

Protocol C2 has the following advantages:

. K. (the secret key) is not revealed during the authentication process
. Given Egr[R], a clone chip cannot generate R without K, or access to a real ChipA,
» Since K1 # K4, ChipT can be implemented completely in software or in insecure hardware or as

part of System. Only ChipA is required to be a secure authentication chip.

. Since ChipT and ChipA contain different keys, intense testing of ChipT will reveal nothing
about K.
. If ChipT is a physical chip, System is easy to design.
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i nstances of systens that are manufactured in |large quantities, integration
of ChipT into System may be desirable. Use of an asymmetrical encryption
al gorithm can allow the Chi pT portion of Systemto be insecure. Protocol
C2 therefore, uses asymmetric cryptography. For this protocol, each chip
contains the follow ng val ues: KT Chi_g only. Public key for encrypting.
Does not have to be secret. KA ChipA only. Private key for decrypting and
encrypting. Must be secret. R ChipT only. Current random nunber. Does not
have to bg sec , { val ue for
each chip i nstg%%:eéreqéumﬁp%Weﬁ%O&ﬁgrg%%n%%%%%eg%S%%tg tn{ﬁf:ngtol%lér? as defined
by the Test fufiet fOBWPIEWng@‘%WI“@‘%Ra&P“fEFF m?i‘dlcﬁ’é%@”qeé‘é'étloéh chip. Part of this
space shoulhd beveslif S @bl borewiesd cdithat CHipA re(qd@@&eﬂ@@ﬁecﬂaﬁﬁ?h%ﬂ ééﬂ‘%ﬁoﬁl&mdom
nunber). There is no n in veri in the Re unction

si nce anyone can én Sg?yptd?‘ﬁ’ésﬂl&e %MEFG%&MCEé'ﬁudQ%’ﬁ?é’&ﬁ‘éeﬁ‘F? VﬁFﬁéﬂ%l | owi ng
functions are Xefiitseifdo bykjsXhe duthteativamb pfotenatt i on only. Returns EK[ X] where E

i s asymetriC @il Hroth di@tiaO ubber oFdidthvahiler Nal function only. Returns
DK[ X] where D |s asymmetric decrypt function D. Randon{] ChipT only.
Returns EXT] R] AL W@OS@RS&@d%@?‘E‘XbO‘h@SY‘R@?W THeryat angdviderypy fastiondivR | f DKT[ R
I X] Y. O heConbegeentyedath chip ilargeliord dofiplet, adird @penkiad thbi theChifbGhireld &or
identical for @ld.pad inputs, and the tine taken to return 1 nmust be the
sane for all good Inputs. Read jX] ChipA only. Returns M1 EKAIR I M where
R = DKA[ X (dd®ssatigactanessturifypqath keg nagdsdo beat§obits [ogmupsfefd ¢act mivigfum of LASIbItT ) .

Wite[ X] Wi tefsrsgﬁnmytaacrpd&;gsaghyna%@c@&l)I\r‘rﬁeia@tm&@%térﬁgﬁawrﬁ% Wed®§ mar i T en

over. The public secret key is in ChipA
Havi ng KT in (fr’i‘l“pr‘#‘ %anlé-rf%tma?&f\?gth‘g%é8°WeW3Td"@E'EI\TS “can be inplemented in
sof t war e *or hdfchgerertiqnis toh-trivied Rpudomingmabetshatnofobdkegeeded with a different
nd DRI ERAL x| GR FaLARL ol 8Pk artel R bR HeR VR U 1
System 21 cal I‘is 190 Chi pT's Random function; 2. ChipT 23 pr oduces and
returns sl EKTF&lipt ©inpysieed as &)ﬁw&?ﬁ&foﬁiﬂyzﬁ-th&ﬂpieﬁmn?&oms%nﬁ aetad fg nction, .
passing in EKT]R 20. ret totalnlng
by DKA[ EKT[ R] ]Jr glagmngym?r ag(ﬁff"mé P‘fslées 111e§n %e cf"ﬂ‘?‘}l\/"f‘falng ARUSing in M
and EKA[R | I\/]Pﬂmﬂe'esr@qﬁgﬁg@@lﬂmﬁe@kﬁﬂ&@e@hMPEK#\{OROﬂSyMn} Talﬂdnmmpar es it to

RJ M 7. Systceﬁi)lzcgte@a@gdg@tﬁﬁ%ﬁ@[}agmgéwgutt&mdq;}%pT 23 If the response 75 IS

1, then Ch| A consi dered aut henti ¢ A 20 i s considered
i nvalid. P A%t%ougﬁ many asymmetnrc agonthms are specifically strengthened tg be resistant to

differential cryptanalysis (which is based on chosen text attacks), the private key K, is

susceptible to a chosen text attack
. It would be preferable to keep R hidden, but since KT and in fact all of ChipT is effectively

public, R must be public as well.
. Protocol C2 authentication chips could not be exported from the USA, since they would be
considered strong encryption devices.

As with Protocol Cl, the only specific timing requirement of Protocol C2 is for returning values
based on good or bad inputs. The time taken to return a value if the input is good must be the same
regardless of the value of the input. The same is true if the value is bad. The time taken to process good
and bad inputs does not have to be the same however. Attackers can therefore not learn anything about
what was bad (or good) about the input value. This is true for both Read and Test functions.

5.2.3 Protocol C3

Protocol C3 attempts to solve one of the problems inherent in Protocols C1 and C2 in that pairs
of R, Fg1[R] can be gathered by the attacker (where T is S or E). These pairs can be used to mount a
limited chosen text attack on K, and can be used for differential analysis of K,. It is therefore desirable
to pass the chosen random number R from ChipT to ChipA without the intermediate System knowing the
value of R. Protocol C2 cannot do this since ChipT is public and hence R is not secret. In addition, since
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To authenticate a wite of Mi,, to ChipA's nenory M 1. Systemcalls
ChipA's Wite function, passing in Mew,; 2. The authentication procedure
for a Read is carried out; 3. If ChipAis authentic and M,,! = M the
wite succeeded. Gtherwise it failed. The data flow for read

aut hentication is shown in Figure 7: |y a valid Chi pA would know t he
value of R, since Ris not passed into the authenticate function (it is
passed in as an encrypted value). R nust be obtained by decrypting E[R],

whi ch canr @idniom, BGs BOBBuM S SIS 116 28 BfchyBled KN %ﬁat%%@ h Aol )R must be
appended to Mom St hen ﬁi érﬂg)sﬁi re-hgncogle011 ¥ c(gérql tﬁen ver| fy that

Ch
t he decoq‘géllfei”fil}1 UBEAPIRIT copl “Ff“lt“tﬁ\jll %Ag fﬁ’éﬁé"é‘d@ﬁeﬁ'ﬁn‘ieé’ﬂ?}‘aﬂ’i’@e Si nce KT
~ KA, EKTuRjker EKn[ R] Protocol C2 has the follow ng advantages: KA (the
secret key) i Sfrﬂa%lutfoﬁ‘fé‘%@én%?pt@%krﬁgdﬁ@ﬁﬁg&% %&'s&@At'cﬁ%ﬂA%ﬂ&?ﬁﬁ waQn\ﬁSP

EKT[R], a clone chip canno generate Rwt or access to a re

Chi pA.  FeRUedby Chipk Ainceys dpp’t w3 todéveﬁlﬁpp%eﬂ%?eé’@‘{?@ﬁﬁ?%?@?ow ﬁ%@d‘f‘@%r e or

i N I NSec Usegnchpboeding acsivas: Symrdrbefnclﬁ;eshmmsmﬂoye) @Heﬁb&ohéw:fy@ﬂidﬁdneﬁ to be a
secure a nt aip.different keys,
nt ense ?‘sﬁ%‘%@% B b O R R S AR B Pl 17T
physi cal ®f Yp‘se Systemis easy to design. AUTHZO SG 47 There are a nunber
?f wel|l—docurremtemanﬁereﬂslypgemhc%zeme?smmweuﬁl@ipqwén%@maha)thshose from
or inple at inclu ent-free .a icense tions. Even
£ syst ertiaut o doe ol 08 BRLE R dehr BT e €S BT ket o i o7
Chi pT couthipA- Hahedyis whid \(dip AfcaqrypGhil bﬂ\ussqgrﬂ@éecmﬁ key) andputpT the gesutlta e Syoat d have
to be di rekad odput khe CBYS bRMo dRPYIvinkis @lifvelitd ByRRSSR hbie RULHRM Jigatd on

pr ot ocol . Fbg\gver Protocol C2 has a nunber of disadvantages: All

aut hent i ca?l on’chi ps need to contain both asymetric encrypt and decrypt
funct i onal i t y.For @ismrotogelesath cip eantrips daifqllowine vadweger, nore conpl ex, and nore

expensi vekt han the ]Cé}'f&eﬁc%kﬁlgﬁ@dhlffp:[nddgfﬁ LRGSR MustFEQbecRalt | sfactory
?ecurl ty, 2reach keyt%ﬁ%%wb% be % bi t %c?%r ggeg%g at mdnl rr;Jm Ofd12§ bits
or symmetric cryp a‘%f: iated internediate
menory uskd by the CtentmrapﬁnnimumbanMudeﬁcquandomustaplega(adeldwitlmdnff&emﬁﬁtraESpond| ngly
llarger. Key gener atjOf:Lsh &Q)r]ns%éevélﬁllges m%&%@%ﬁto%e%eg%c&FOd keys.

If ChipT is inplemented as a core, there ma frculties Itn linking it
into a gi¥en Syst enfleuRE] ector "tf?“d(‘iﬁ‘f°ﬁ“Pni°'§p |Pl"|‘i)‘l’félﬁﬁﬁfcééf‘°51§b%‘éiff?f%%f"é"’a%ot only
i s the inpl enent at icbip (duks bylsvembopemlomaumi)ogr amm ng error and non-ri gor ous

testing, but tHEhN8Ofhdi¥nsQfe dbilEs.COMPI I er and mat hematics

E[X] Internal function only. Returns Ex[X] where E is symmetric encrypt function E.

D[X] Internal function ChipA only. Returns Dg[X] where I is symmetric decrypt function
D.

SEX] Internal function only. Returns S[X], the digital signature for X, The digital signature

must be long enough to counter the chances of someone generating a random signature.
128 bits is a satisfactory size if S is symmetric encryption, while 160 bits is a
satisfactory size if § is HMAC-SHAL.

Random[] ChipT only. Returns Eg[R | S[R]].

Test[X, Y] ChipT only. Returns 1 and advances R i Fyo[X | R] = Y. Otherwise returns 0. The time
taken to return O must be identical for all bad inputs. The time taken to return 1 must be
identical for all good inputs,

Read[X] ChipA only. Calculates Y | Z from Dy, [X]. Returns M | Ego[M | Y] if S[Y] = Z.
Otherwise returns 0. The time taken to return 0 must be identical for all bad inputs. The
time taken to return M | Eg,[M | Y] must be the same for all good inputs.

The protocol for authentication is as follows:

1. System 21 calls 80 ChipT's Random function;
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primtives nmust be rigorously checked for each inplenentation of System
This is nore conplicated and costly than sinply using a well-tested chip.
Al t hough many asynmmetric algorithnms are specifically strengthened to be
resistant to differential cryptanalysis (which is based on chosen text
attacks), the private key KA is susceptible to a chosen text attack It
woul d be preferable to keep R hidden, but since KT and in fact all of ChipT
is effectively public, R nust be publlc as well. Protocol C2

aut henti cati oncmqgsfetﬁgwl@m@ siREwRGh$ed fromthe USA since they would
be conmfered Str E?"’lﬂ %ECE?{VB‘&I on devices. As with Protocol C, the only
specific tinin StF’@g = Regd fppcponopasyss in BalRASIRIat |y ni ng val ues based
on good of badChipfpiitdscrypiaiai[Ril $iBll ik eatrulaes itsetvo B[R] baswdlpurethd decryfiel R. ket | S

good nust be ttnené@ﬁr%mpmgﬁsu@us@m BLIM 1. Mg &Hip Ma@etarﬁwt The sane s
true if the value is time taken to rocess bad i nputs

does not have %yéteIBél ?"H%Ms%‘ﬁ’ér Sﬁﬁ%@\?&‘i‘m Pﬂ&*‘f“&@@r‘%mr&e&ﬁ“ i‘qqéﬁ@fld)?“bcﬁﬁ 3| earn
anyt hi ng about genarduatits wasEL[a0 R| afd cgomet) it afadsitthetipat valp Uf thayateWqual, B s i s true
for both Read @pdh Jh8SlondiddilG Q0%+ enpts to
solve one of the pr oi‘{oerlns |ﬁn er enatﬁf%m%‘e(g%%{):g gkéﬁgﬁé%@g%mﬁd?{%%al rs

R FKT[R can bergst e &dem21lt he attacker (where Fis S or E). These pai rs
can be used tonﬁﬂumovacanbdsmntneﬁg&@msen text attack on K2i and can be used
for differentigl ana %s ﬁ)go L { |s therefore desirable to pass the
chosen random nu rom“ﬂ% ’f‘m B ohi PA wi thout the internmedi ate System
knowi ng t*e \lﬁlathKxifhe Rerefery yemtrf@@eédmlthedmhemma@n@mq@e Chi pT is public
and hence R i srid@he %ﬁﬁgechaneﬁg@ RAAGL Q5o ek G Got IMQ%%@% aéﬁenﬁah& random

it is not enough to n? ags, an encrypted version ChipA (as in
Pr ot ocol %Cf’sﬁd}é‘a&ac %Yﬁ%% Wl g T eE X B velees ds iy o Hse substl tuted for a
di f f er ente randnmrmermammeaIDReamwﬁm)uhwam&lm S[Eltphia ek Bpted \Tlhﬁclsmllmm:rmel sto .
encrypt both R.anh. %}&o&h%aﬂckswﬁggggwn&smMﬁaca%f’ SX o LT R was in

fact generated b nce want to rev st be a
Doubl e Chi p PrSBEtCB’é‘B'F to(aGH‘?SEFI‘e’Ea*F?ﬁ%E‘ is tiye thpthedicd B HRY galpen ean bac%léﬁftd\kﬁiﬂle Syst em
or be &cl udedttaﬁerﬂﬁttﬁ@éﬁ:n@ﬁme]d htion Betlvyl @RscOaIGes\WRYhd dipeivaRSdrSthe RQE enough,
si nce i pA ecover nd R s s u Symmetric encryption can

t herefore bemﬁgc Smceuseer%lare f’kncw’f ‘f’%ﬁer ef ore uses two keys. The first
key is used |rﬁy@mpvasv@deqmgspﬁplaﬁlahdfcphwstemgﬁ&tsuﬂ(eetorﬁntﬂ,asﬁqe encrypted R
and signature g, glngrdg&ypgylp,%qﬁm%@syﬁeﬂlﬁsegxt racted and verified by ChipA
If the Ris vali pA encr usi ng the second ke and outputs

the resul’t. TH@“S?@P@?W"“S‘E a X‘FW@“&G WFP%W’BW%%WW%GH?S@@%GF e it
is verified adaiimgitmdnhdonkfibyinchiding pmfnyﬁéeadd Mdeiish-fitd@lntiaecond key. For this
protocol,, eac hA &iﬁé Hn %%pgl%uu%&mhte feixm{) sééael & esn:ticalt<1Xn clggé/s t(}c o cr ypting in

Chi pT and decryptin e Secre
number sequences to key based symmetric cryptography

. Signature functions and symmetric encryption algorithms require fewer gates and are easier to
verify than asymmetric algorithms.
. Secure key size for symmetric encryption does not have to be as large as for an asymmetric

{public key) algorithm. A minimum of 128 bits can provide appropriate security for symmetric
encryption.
However, Protocol C3 has a number of its own problems:

] Although there are a large number of available functions for E and S, the choice of E and § is
non-trivial. Some require licensing due to patent protection.

. Depending on the chosen encryption algorithm, key generation can be complicated. The method
of selecting a good key depends on the algorithm being used. Certain keys are weak for a given
algorithm,
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K2 Key for encrypting in both Chi pA and Chi pT. Must be secret. R Current
random nunber. Must be secret and nust be seeded with a different initial
val ue for each chip instance. Changes with each successful call to the Test
function. M Menory vector of authentication chip. Part of this space

shoul d be different for each chip (d% s not have to be a random nunber).
The followi ng functions are defined: F Internal function only. Returns
EK[ X] where E is symmetric encrypt function EE D X] Internal function

Chi pA onl y. Reﬁf@ﬁ@ﬁaﬂﬂh}ﬁh‘a}@"ﬁ%faﬁceg)f*ﬂ% séyermﬁ&ﬁltaﬁmfi&ﬁ; ééEH chfp WS %,ﬁmn@k S[X]

Internal function aonly. Returns [ X], I git I gnature
digital signatUPECHEEFYHE %?ﬁlgptéwﬁf{PQﬂltbt G°@WW§F3°¥H@1&H§ﬁe@§e Eﬁml’éeﬁ’rreone
generating a radomesiegiathdi te chipl2@irbi ﬁ)ﬁPrﬁt&OH’lS}ﬂ]ﬁdlSﬁl?.EJsGdicyypSﬂlﬂcﬂoﬂaﬁtyS is

symretric, encry 8,160 oS sat |osfaa Slze
HVAC- SHAT, Ranég“rt:‘rﬁ%&% o ka,% ‘%utrwnshlﬁ{? R %‘f‘ﬁ?‘]“g °‘i“812’t‘ Y)‘Zg Y] ohi pT
only. Returns desighyest MW&%I HFPdlt? beE#@Z‘Ef%UFedR]eduﬂmE/ﬂle @WWOEWM eturns 0. The

time taken t(]jx{f@hﬁz&é]y @hlam&hstla&ltdnd%ﬂ;teh&?dt ad‘d%crﬁak ImalaAind dRdbsble The ti ”E
taken to return 1 [:"1'10 . thel|arden ctal f.or ?a{llg ood i nput s. Read‘j;g[X{Fi

onI y. Cal cul at BEERycqosHE ek f';ﬁ WO ERpS P Chige PUERS] Gopipin Ypnafire

O herwi se ret um#@g@lemﬁwCpmmthmﬂ@mhlp@qmtliwﬁm@cqmm be identical for aII
bad inputs. Thgotodol FBmthBliER04 &ﬁ@&uwaatﬂwekpoﬁéﬁ%m the D9A, Qﬁhb%téq S EJ:&ﬁd SATE for

all good inputs. The protocol for authentication is as f System
21 cal |'s 80 CHIPFETRIAEHFFunction; AUTH2O SG -49 2. Chi pT 23 retur ns 81
EKI[R | SiH] AwgitbygNens21; 3. System 21 calls 82 ChipA's Read function,

passi ng i4h FKl cdhBal comdints 4 Chi pA 20 decrypts EK [R 1 S[R]], and
calculates i1ts own *ﬁR!h based upon the decrypted R If the tw match,

Chi pA 20 r et urfigogECng oyt fopyre phthe thrpe{opspmatie lafippeushontcatiop pragedy, sie  Syst em
21 cal | s BthinChsirpddedhdait the chalidngeafom tiasbid€ Hoever) Protodl UB RedreM and EK2[M | R].

Chi pT 23 1m?lglﬂ§1'faa$neo? eﬂchig 1091%ﬂ1§%%£ %&flﬁ %ﬂﬁ S'cn&%”@&fn R ot e%?sﬁv%%& silico he I n.pUt

val ue. are |s consi dere ™ 1lis
retur ned g P f@cﬂfétléﬁ?d?‘fn emortmstﬂamwrﬂmswe?@thmpd Hatesrakeyhis PrstOFCét urned 85 to
Syst em 2lrobEheticlat a fl ow can be seen in Figure 8: Protocol C3 has the

fol lowing advaghagssi Xl Rl R L8 SEISL KeXolufre Il Leyeal ed during

the authentication pro nme “var Ypted, so
that it ipragal Ptéwgﬁswm@nﬂﬂp feghethfgh C@mﬂqrélmnum@me@htlonmlmﬂdes szcapd at t acker

cannot buichbordl ihABh&LeEn). X, EK[ X] values for K, or K2.

Protocol C1 is therefore the current protocol of choice for Consumable Lifetime authentication.
Eventually, as silicon costs come down with Moore’s Law, and USA export regulations are relaxed,
Protocol C3 will be preferable to Protocol C1. When silicon costs are negligible or tight integration is
required, Protocol C2 may be preferable to Protocol C1, but the security protocol of choice would still
remain Protocol C3,
5.2.4.2 Variation on call to Test[]

If there are two authentication chips used, it is theoretically possible for a clone manufacturer to
replace the System authentication chip with one that returns 1 (success) for each call to Test. The System
can test for this by calling Test a number of times - N times with a wrong hash value, and expect the
result to be 0. The final time that Test is called, the true returned value from ChipA is passed, and the
return value is trusted. The question then arises of how many times to call Test. The number of calls must
be random, so that a clone chip manufacturer cannot know the number ahead of time.

If System has a clock, bits from the clock can be used to determine how many false calls to Test
should be made. Otherwise the returned value from ChipA can be used. In the latter case, an attacker
could still rewire the System to permit a clone ChipT to view the returned value from ChipA, and thus

know which hash value is the correct one.
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An attacker cannot call Read without a valid R1 S [R] pair encrypted with
Kl. K2 is therefore resistant to a chosen text attack. R only advances
with a valid call to Test, so Ki also not susceptible to a chosen text
attack. It is true that the EKL[R J S[R]] values can be collected by an
~attacker, but there is no correlation hetween these val ues and the out put
value fromthe Read function since there are two unknowns - R and K2.
Systemis easy to design, especially in |ow cost systens such as ink-jet

printers, as "Dy “%m:cra;emfwme W nAge E%ekllcme canglaaweps@d gwa RYS éﬁmn'tﬁﬁe' f.
Ther e arean 0, OCU nted and t ana Sy Metric

al gorit hn%oe?%) r(?ﬁ"érg & CF‘tb‘:ﬁI\eé o 1101 @ﬂ?éﬂf‘%tlt‘“f“b‘f?s"d’? reE“mE W@ICE?GF%th?)%}ts@ﬁt free
and | i censwihfsreaeonsthd watiaton sn cally¥o Bestlie optiamg) depphidigi og ki@ (Systeen, fhel DQisimbE, AXi St S,

from mes S@g,alkayhlb&fuah&@m ert,e Goslesd sacﬁngma Sy J (o %‘%E[fl%a%e 39 o & based
syrmet ric cr%)pt Ogimgym nat ur e unct I ONS an tric encr yp]F

al gori t hnieK@aTne: ?“S’&%ff‘b%’t ‘éﬁﬁwﬁ‘keasé%éﬁ%*‘r’mﬁ@ﬂde\f@ﬁ OPVPIPPfahBasymret ric
al gori t hnentrastiSeiding eckleyic ®iaz@ndrOnhayby tonEldrddovoaRHilypt | on does not have to be
as 1 ar ge afed 0t AL ARIIRIUGAERed RIS hipal o1 LM A m ni mum of 128
bits can pr ovi de appropriate security nmetric encryption. However,
Pr ot ocol halsis anmn%grdewemtﬂse At ?fr‘“f@}ﬁ remapfingfhefrg setthreponsuaplde a | ar ge
nunber Ofpo&ibﬁllf tBddofsuibHICE ds8diSrstf DdlonEcaaRshaSie cctuﬂlﬁ'ak@ B Rk LR chifactiauddd wiitd 1§

non-trivi urre,llcensin rotectlon pendi ng on
the chos e%l Sgﬁ%?ﬁ%ﬁ g‘%res an%!rhlriaﬁ?nar gﬁesgél?l“é?oa lﬁ ité mB‘gm&té?ﬁﬂtﬁ %%d The

met hod cﬁFtacé(é‘lﬂbré‘!“i‘fPﬁg”%@I @@ﬁwck@ydﬁ@peﬁh@ﬂ@m&ﬂh{a al gori t hm bei ng used.

Certain keyss atoagsrpleKepr a given algorithm AUTH2O- SG -50 |If Chi pA and
Chi pT are inst nces enti cati each chip nust contain
both symetr |‘§ge§ﬁ% P mfb{em ‘Hesaté"é’rpmﬁ%“g et s ﬁﬁ“ﬁvtlgﬁﬁ) ]?&fdee‘i]i‘f’ﬁp?f each chip
is lar gercamﬁtﬁﬁ%lym)‘rhp#ged( In sogp dstmoseheawmmorsised a kdyamid bvalisadnibys, widlg it ated f or
Prot ocol daedit 8hbiGRrBRAYSD 8RB Y mdrdiRfld002! 1t Y. I'f the authentication
chipis bsroke |nto twot chips to save cost and reduce conplexity of

desi gn/tes3t \A/(?"sé"r?aﬁg"g‘i"fll need to be manufactured, reducing the

econom es of s”sﬁalbsenbed Urdediot ihdd eddyBectich b.pA 1 Ansdcols B hindiOn als @eroeiaéls fpt  and
decrypt, cﬂ@&' E'\Q:mﬁfhl? o Qﬂ,%h' BRRL&ne AW BRI &AL La%?n(&mspge&&ﬁ régﬁ)lr are(:) f the two

chi ps. Bot ¢ S al so ain signature functions, t hem nore
conpl ex CHZS® IPFPEOC‘E:If\?J‘pa“?’gﬁmubéarcfeﬁ‘]’!efﬁrpé‘t‘tfeléf’l@dCl Pr ot ocol CS aut henti cati on
chi ps coul d ndiowber,@xposlt Bichni COeoniathenutiSA theSankGempdaays: ar e consi dered strong
encryptiqn de 4 ditional Notes 5.2.4.1 CGeneral Conments

Pr ot ocol Q'CB |\s{)bt%ﬁe%ulﬁel@r§a%m§de‘§gre “Of the three Consumabl e Lifetine

aut henti cat i Oﬁotﬁgqulm;@plgpengtlma keyed one-way function; and

. both require random number generation functionality

Protocol C1 requires an additional key (K») as well as some minimal state machine changes:

. a state machine alteration to enable Fy;[X] to be called during Random;
. a Test function which calls Fy,[X]
. a state machine alteration to the Read function to call Fy,[X] and Fg,[X]

Protocol C1 only requires minimal changes over Protocol P1. It is more secure and can be used
in all places where Presence Only authentication is required (Protocol P1). It is therefore the protocol of
choice.

Given that Protocols P1 and C1 both make use of keyed signature functions, the choice of
function is examined in more detail here. Table 2 outlines the atiributes of the applicable choices (see

Section 3.3 and Section 3.6 for more information). The attributes are phrased so that the attribute is seen

as an advantage.

AUTH20-8G




nothing is reveal ed about the challenge fromthe response.

Pr ot oco
si gnat ur
1. In ad
pr ot ocol

C3 requires
e functions,
dition, export

probl emati c.

key was straightforward, Protoco
due to the high cost of silicon inplementation (both key size and

functi onataphdOEERRL 3 dyRBhiic NoRh@figte C | is therefore the current protocol
e—for—Consumable Lifetine aut

of choic
costs co
Pr ot oco
negligib
to Proto
Pr ot oco
aut hent i
manuf act
returns

C3 will be preferable
| e or tight
col C, but the securit
C3. 5.2.4.2 Variation
cation chips used, it
urer to
I

i ntegrati or

repl ace the Sy
(success) for each ca

nme down with Moore's Law,

to
i's
y p
i
it
ate
|l ek

i npl enentation of encryption,
making it nore expensive in silicon
regul ations inposed by the United States make this
Wth Protocol gg, even if the process of choosing a
at the present tine

C2 iS5 inpra

henticati

ctical

on Event ua

However,

II\/

Pr ot qcol | Cl .
required,
ot odol of c
cal | |[to Test
neorgtically
emaut hentifa
{ @ Tesz. | Hhe

and USA expofr

t rijegul

when Si
Prépt jocol

h&(:
jgl
[0S

£

L_

£
%‘n

(IJ 19%

O

roa
t& g

es

cal ling
expect th

moer —of —tTmes

'ﬁ&[of Patdh .

resi

to bhe O Thd

b f |

- N

tTmes—wirth
hal tli t ha

ash

r et ur ned

Rﬁaﬁwer POFEERi pA is pa

1ISSe

| ne

af ue

yat

s called

1s

guesti on

¢ (Bélex@dﬁlteﬂ @6m @k UB@w nafi

ol Avh

y t

oh

cal |

act

e N
ot

LD €

decryption and
t han Protoco

C

as silicon

At | ons are rel axed,
icon%tosts are

be preferable
[l remai n

t wo

cl one

ne t hat

t for this by
ue, and

, the true
trusted. The
r of calls

must b
ahead of

+hat
SO-tHRat—a—C€+o6

IIUUII[
Etﬁma |f System has a

IC \¥3

cl oc

TG T

fro

TOT

pbck

O
IOV
[

can

determ n
r et ur ned
coul d st
val ue fr

P riferved anSizef (bilss©r walnl s
) M@Lﬂﬂﬁcafi&no m Chi pA can |

JERTOR™ and t hus  knq

tl 6B

& wh

)@ us

hitsd
he

rl o

e 160t

Iatt_ ase,

viiew

an

6% a) 18

[a)
hel2¢

oY'? ¢

AUTH2O 9
conpl et €l
consuna

EryddhalFdheAanack-Bte case Of
(xpa&m%&%gy a clone

this is"the |lim

*CO

ca

Syst

t ha
do
iri

ot
S 1
ng d

Sé en
equi
an

~

heCar
re authenticated

ing

For this

(Pﬁﬁ%%ﬁﬁﬂ@ﬂﬂﬂmvﬁﬁﬁhtlon

8N

s

tlzﬁs [$ 5 F

[160 ¢

t he Syst
Addi ng ¢
printer)

My slolEs IeQSHIRRDT €, ar
(

2

h
br_ e

1T
ol

i S
foF- f a

e
smal

LowyliEd ceBpii¥er ed not

Wwor

as

e i

conplicqg

thesch dethea:ont r ast addl

1gs

C tQ

a (
Ay

[Ade ITH

Nt |

-dat i

y b

qa

wor t hwhi it

i nporta

i€ 1ves rote‘f‘o* u1va ent
t to UdenreRBent EF] EXits)

¢H?

[®)
ol "d mC

B SR

Al Al
TH ot et

nsumabl e renni ni ng bef ¢

L% L Y

consunab

| e

w t he nunber

be used to

hepw se t he

att acker
the returned

rct one.

be

the System

lependi ng on

to be made.
| desktop

s’ made nore

2 consi der ed
bn Chip It
)re use t hat

is

pdrﬂteix@mnatlblf of {Thide Tehmsaihaatbk ehoics is u@tivefyi beistsn tige 3HNNE capenustsinabl e

coul d fakgq Be RAASn g;quéﬁwm(bt'obﬁﬂrokf@ side A0 kéy%eﬂeﬁtmt&'ﬂﬁun%é I@a!ndc}ﬁ{.' own address

and t hen
this at

ear_.as

G O

Sia P

EW cons

acik%%ﬂve

bl
S b peidiogpn

1'S |

ortant to note that

Spnd fircg e sk onsumabl e.

5. 2. 4. 4 longevaly yZS(bfts KB&IAC-MDS is also eliminated. The choice is therefore between HMAC-SHAL

and HMAC-RIPEMD160.

RIPEMD-160 is relatively new, and has not been as

extensively cryptanalyzed as SHA-1. However, SHA-1 was designed

by the NSA.

SHA-1 is preferred for the HMAC construct for the following reasons:

SHA-1 was designed by the NSA;

SHA-1 has been more extensively cryptanalyzed without being broken;
SHA-I requires slightly less intermediate storage than RIPE-MD-160;
SHA-1 is algorithmically less complex than RIPE-MD-160;

Although SHA-1 is slightly faster than RIPE-MD-160, this was not a reason for choosing SHA-

1.
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A general problemof these two protocols is that once the authentication
keys are chosen, it cannot easily be changed. In sone instances the
conprom se of a key could be disastrous, while in other cases it is not a
problem See Section 5.1.4 for nore information. 5.3 Choosing a Protocol As
described in Section 5.1.4.1 and Sectign 5.2.4.1, Protocols P 1 and O are
the protocols of choice. Eventually, “as silicon costs cone down with
Moore's Law, and USA export regul ations are relaxed, Protocols P3 and C3
will be pref erﬁlato@olh@um)ﬁm@ﬁxﬁlg ma@ﬂre%e prl;kaxmﬁhmpﬁ § infaforNd G
contain Q t he sane conponents: th require rea n Mﬁlte access;
bot h rqurP N $pi%8fent ati on of a keyed one way function; and both require
random nuivber Qendngt Rodoh Manbérdiadératoy Protocol C requires an additional
key (K2) as V\ellinch Qf%’lcﬂ B{oE@J recﬁl&t?stagan mn{%@r %%ga?og%e generg Sngu%tt machi ne

alteration to enable FK1 [ calle unction
whi ch cal jeeedifeshexgpnse faatélteaﬂtnémﬁ@ﬁ?rﬁéﬁnaptfcbwaﬁhedﬁe efg!! @ﬁ@mﬂ@a@t lfqrmétcieém to call

FKITX] and FKQ&%&nﬁhdﬂmmﬁ&sﬁhe@ﬂkﬁcﬁﬁﬂﬁhSﬁﬁmﬂh@Mﬁ&imﬁh&ﬁﬂ?&mﬁyﬁé Prot ocol P
1.1t s Mgc?reaa%gsgg f?onﬁa gal glﬂ}(e I%Oltjl%ﬁg B:’;jace {hf? re?pogste ei?ltowggfvlelo B re zp c e onl y

aut henticatron1s requ eréforet pro "6col ~ of
choi ce. Gh%PeWIﬂEﬁla]tanPﬁ@#é’erGPSlePeeﬂtoaﬂh@ﬂ@rPﬂ‘é@th make use of keyed signature

functions, thercherar r@fdo?fl&iﬂﬁfslﬁeﬂ edxcﬁ SO ﬂnﬂﬂQ diﬂareimﬁ(ﬁlgldtgﬁ)@ihﬂ rcbl@tﬁlﬁ% Ta3| e 2
outli nes the e ection. 3 an
Section 3 éonf enme jl?s ' ‘%r it} 1%51 V%Be lgpﬂgtr?n‘ré? §h°§ﬂ%2’ °BRYAEBY 482t hat t he
attribut e’hy%w@%r?mfa@a@ﬁn axdnhargatigred fromu] m@amandé@ piiabieno onSyhervalrese Of

Synbol i ¢ N RO A bbSut whittia phakldhartia LAKbCATEE 70E seagﬁyﬁﬁhﬁst%&@%p@nkﬁ d
generation Can be eﬁgpgépd fromthe qg&rFas Preferred Ke I.ze (bItS) for

Tl,

use i n168TIFABGEEL LIRS SHTLorSBPVESDT SRR elgtrih pi goed may be

(bits) 64 64BAeHR&GHbIAR P FttfRker to generate and therefore know the set of all R values in all Systems.
Having a different R seed in each authentication chip means that the first R will be both random

and unpredictable across all chips. The question therefore arises of how to generate subsequent R values

int each chip.

. The base case is not to change R at all. Consequently R and Fy[R] will be the same for each
call to Random([]. If they are the same, then Fy,[R] can be a constant rather than calculated. An
attacker could then use a single valid authentication chip to generate a valid lookup table, and
then use that lockup table in a clone chip programmed especially for that System. 4 constant R
is not secure.

. The simplest conceptual method of changing R is to increment it by 1. Since R is random to
begin with, the values across differing systems are still likely to be random. However given an
initial R, all subsequent R values can be determined directly (there is no need to iterate 10,000
times - R will take on values from Rq to Rg+ 10000). An incrementing R is immune to the
earlier attack on a constant R. Since R is always different, there is no way to construct a lookup
table for the particular System without wasting as many real authentication chips as the clone
chip will replace.

. Rather than increment using an adder, another way of changing R is to implement it as an LFSR
(Linear Feedback Shift Register). This has the advantage of an attacker not being able to
directly determine the range of R for a particular System, since an LFSR value-domain is
determined by sequential access. To determine which values a given initial R will generate, an
aftacker must iterate through the possibilities and enumerate them. The advantages of a
changing R are also evident in the LFSR solution. Since R is always different, there is no way to
construct a lookup table for the particular System without using up as many real authentication

chips as the clone chip will replace (and only for that System). There is therefore no advantage
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Cryptanal ysis Attack-Free (apart from weak keys) Qutput size given input
size N>_N>N> N> N128128160160 Low storage requirenents Low silicon

conpl exity NSA designed a Only gives protection equivalent to 112-bit DES
An exam nation of Table 2 shows that the choice is effectively between the
3 HWAC constructs and the Random Sequgnce. The probl em of key size and key
generation elimnates the Random Sequence. G ven that a nunber of attacks
have al ready been carried out on I\/D5 and since the hash result is only 128

bits, HVAC NMD5inhsirdlaRrebiplbd 86k to (Rhﬁé&ﬁl‘aleés%f ﬁl@ﬁlﬁéﬁgﬁ) Et%lpﬁ&%g@
HVAC- SHAT and wc Rl PE 160 RI P is relative new, ‘and has not

been as ext enRY Y @A éF‘i’d'ie’ﬂ??éhd"“é ifgtime seq Qb yalpa{n @ Sigpiation. (i & i@ gned
by the NSA. SHeeutinilgs iprhefrétiol edddmpess theUHMQﬁLéﬂms»tchan@atR fiaply hdaehef Ol | OW ng

reasons; S%d%mw@éoﬂ&%kﬂﬁ%gncbe}ﬁ o J‘c%nééﬁﬁw nu§t1|é rarly (%Q\ﬁ.?ér;k FED 1%3 &yl ensively

crypt anal yzed w t hout being broken; ures s
i ntermedi at e s‘f"iﬁ?ﬂdg‘j@"“llﬂtia&rf‘“%‘@?r o “‘ffﬁf)“"o“g}%l‘% %_Ptl‘fté-“eéll gorit hm cal I y | ess
conpl ex than RHeRadvbn niiGHa; geﬁéritli@ﬂgfhhlﬁﬂié\aﬂhehﬁzaﬁdnlcﬂhtshﬁérefom%ﬂt iekith

Rl PE- MD- 11%@ bltstagcl.l ﬁvur%§ 9?%& 9@‘&1:!&??‘%&1]1 ?% ?n eegé?ll%ﬁll cﬁ?to whlcwgeds %;acF t is

Pr ot ocol Cl usin cal o1 ce
exani ned 17° biwp-dar %T}-S"Eté’ln pf theyL 68 kigst fprgagimalsperio §B§|3n@e FSRariltiome Kiovplesll
Gener at or2'Eaetieb isthbia veleseitd) jaaais HRY, 6066 Iaﬁq i pye] m&m& ik 1?@ @?fﬁe RLHRRI g

ener at or n; 0 a ndom
%u nber s gléfgg r1s a?Pg% 1§Elhearnog Iﬁanyﬁfts are usefd (% glg onl?(ns out lgggﬂsh%e uﬁﬁﬂég]i%gfgg lf the
r andom nubsEtesrefied B SRydthgnprpdaps eﬁef@éwngmmﬁ@ﬁg%@t@mml cptbndly e | y
record t heneed REGR] fagsponses from a real aut hentication chip, and place the

responses int 24 0 cl on Wth such t k there is
no need to ob?ral n %tsee% %i?pfo ea?g?%‘yémg k%ﬁ’bc IHW%%%F%8% é"é’l‘gﬂs Syst em
must be miﬁp@#@ﬂtneéﬁ@u@nsv@ﬂbé%npred| ctable, or non-deterministic. As
such, the ini tdiak mvgtswdeic%ed% a(lﬁé;zﬁnalﬁeﬁsl@m%eﬁlci)so ﬁQQMJbQuQ@mPJcM ammed with a

random
pryel el |y denglelshulengpTInTheL sbhersd hen s AtvELeell Tandom |
bit will 2@ a0d HandGhiftifilthe saditnté te hifh orirs bit. NE@Theb® qé trewpbeithg Fn{R]karcbe
conmput er -Llfed FNBHRRMBRIqagner ator. Qtherw se the generator al gorithm and
seed may Sl?Se Holding Out Against Logical Attacks
Protocol C1 is the authentication scheme used by the authentication chip. As such, it should be
resistant to defeat by logical means. While the effect of various types of attacks on Protocol C1 have
been mentioned in discussion, this section details each type of attack in turn with reference to Protocol
Cl.
5.5.1 Brute force attack

A brute force attack is guaranteed to break Protocol C1 (or in fact, any protocol). However the
length of the key means that the time for an attacker to perform a brute force attack is too long to be
worth the effort.

An attacker only needs to break K; to build a clone authentication chip. K is merely present to
strengthen K, against other forms of attack. A brute force attack on K, must therefore break a 160-bit
key.

An attack against K, requires a maximum of 2'*® attempts, with a 50% chance of finding the key
after only 2'* attempts. Assuming an array of a trillion processors, each running one million tests per
second, 2'%° (7.3 x 10"7) tests takes 2.3 x 10?2 years, which is longer than the total lifetime of the
universe. There are around 100 million personal computers in the world. Even if these were all connected
in an attack (e.g. via the Internet), this number is still 10,000 times smaller than the trillion-processor
attack described. Futther, if the manufacture of one trillion processors becomes a possibility in the age of

nanocomputers, the time taken to obtain the key is still longer than the totai lifetime of the universe.
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conprom sed enabling an attacker to generate and therefore know the set of
all Rvalues in all Systens. Having a different R seed in each

aut hentication chip nmeans that the first Rwill be both random and

unpredi ctabl e across all chips. The question therefore arises of how to
generate subsequent R values in each5$h| p. The base case is not to change
R at all. Consequently R and FKI[R] wi'fl be the same for each call to
Randon{]. If they are the sanme, then FKI[R] can be a constant rather than
cal cul at egiszAnGuegstl,%q alq,gyl d then use a single valid authentication chip
to generate a vali Ioo p_table, and then use that |ookup table in a
clone chip pr oI@PéPﬁ?FEtHalé’é’ﬁ%@}eé‘laFV%}m Faratmphy stesHie kay et given epough s not
secure. threangitrpipt €8ty pessibie @it hn sedkodll 6ftaiCieirg] Thi iRddnGcal 10 tHe BakeGsRNt 1t by
1. Since Jgfc!k%es'e%ﬁi%é thrp?gh&%gnbmt b& ?de\égijorgg%“/a& c% of glcl:cf fs?sroF nlgeds ystems
are still Tikely to bé random I'ven an al R Subsequent
R val ues can b@eaeﬂef?ﬁsmn%ﬁm&wvmg thh ©n thg ﬁ%trmeéc? Ropcopesisert, e 10, 000

tinmes - Rhbwicd bfsbrdefe xﬂﬂm\g&hdi&ﬁprfzé ﬁ@u&)yh@mﬁ@ﬁﬂ@@%umBﬁhgh&&rg%{memm@]gf Ris
erent,

i mmune to I sl {t.ac
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repl ace. atdﬁ@ﬁmﬁma&tha@emaﬁglemlmly_us| ng an adder, another way of changing R
is toi (Li near Feedback Shift Register). This has

t he advan agen(g‘fané\‘ﬁ’cﬁfnf"é&rkaé?ﬁhot being able to directly determne the
range of R f orTodrqalKs, b qushtam c@ymmitersrptaiging 66 qalits krFSRtied & an eprokpnat slgdrighm

det er m neghsby beiR GARRAHRE uﬁb%&f%§§8 ﬁ%%kﬂgmelmn%y lmlt BESH12 A b G | Ni ti al
R will gener at & cker nust iterate throu possibilities and

enumer at &R fh?ﬁ‘gsl‘g{g‘ygﬁ AL cogputers is tahgiehily mey ’gﬁ“éh‘%l’[a@% Wit YRS i n t he

LFSR sol Wveousing 5hgabit fantgm acbmmsts 2'tfi tésfsereeqpiredtidyesck a 1 @ bitGeynaysuhidg aconst r uct a
| ookup t afiheorh Bliich BE i@ ﬁﬁabﬁchélﬁpu§YSséaambWt$ W‘tkc%ﬁ p&lc}'})@ecgﬁl (I%?(E}M fﬂ-[ eal
onfy fo

aut henti cation_ chips as the cl'one chip é) ace r that
Systen). ""Fﬁeélf‘éﬂqeg eitlﬂjétf”éiﬁﬂjr“@ ﬂﬁ&%?}%ﬁfelﬁgewﬁ\w ‘B’(]%O“Fﬂrsl n having a nore
conpl ex fafict idphettextoliangekR Regardl ess of the function, it will always be

possi bl e for_af AldaCkShunlid doh&lal i LALLHAL s thlenlo'{jﬁggﬁtahs%ﬁﬁém Qagygiues in a

si mul ati on, The primary randommess of R
Usi ng an aPEse 6%14%@@6‘#% t%?‘??‘é TegtHopesr, siyen bt elbgese ells feptrevsdithieg restricted

to a Coniﬁﬁﬁ&dd«(@relmuml’hhﬁed’farlﬂgﬂﬂ{eblaﬁltextl(tﬁ@wa&kgvoad bENGBRR ol trondir F@aL | Y

cal cul at e:ia naqmtacl«f xSk iterate through the LFSR N tines). The Random
nunber gener at or ‘RN The aut hentication chi pis therefore an LFSR 91
with 16(§Sﬁﬁt§<ﬂaﬁupl‘ﬂ@£ﬂmttﬁ§is 92, 93, 94 and 95, which feed an excl usive-OR

gate 96, whi cheik ﬂlS}t o E(ﬂmef,CEﬂG@c r toé chiPeddibl veBrden tﬂ_@@séﬁ LeGid on of the 160

bits for clethrouhall
>160- 1° s RE PR oS Ty eyl 5 BBy tos rif oot paRering b ¢ e
[78], as asmfbﬁ‘dmsflefl\fom gfthegﬁ.ladexewelxlawp kherefotefeSRel © lealpfalraskeqwmnlanitdxeatttadkot many
bits are ap$ecthofnas, a;@ggback (only 4 out of 160 bits are used), although

maxi mal - peri Ogr lrFSE Wi gi m)reKta ps Iof fller% slightly nore protecti on agai nst
differenti al Ipﬂbuflc ﬁ]érlit’g? agaipsp K, multiple calls to andom and Test must be made (with the call
io Test being successful, and therefore requiring a call to Read on a valid chip). This is straightforward,

requiring the attacker to have both a system authentication chip and a consumable authentication chip.
For each K;: X, Sg[X] pair revealed, a Ky: Y, Sg,[ Y] pair is also revealed. The attacker must collect
these pairs for further analysis.

The question arises of how many pairs must be collected for a meaningful attack to be launched
with this data. An example of an attack that requires collection of data for statistical analysis is
differential cryptanalysis {see Section 5.5.13). However, there are no known attacks against SHA-1 or
HMAC-SHAI1 [7][56][78], so there is no use for the collected data at this time,

Note that Protocol C3 is not susceptible to a plaintext attack,

5.5.6  Chosen plaintext attacks
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collected R F[R] pairs. The 160-bit seed value for R can be any random
nunber except 0, since an LFSR filled with Os w Il produce a never-ending
stream of OGs. Since the LFSR described is a maximal-period LFSR, all 160
bits can be used directly as R After each successful call to Test, the
random nunber (R) nust be advanced by (XORing bits 0, 2, 3, and 5, and
shifting the result into the high order bit. The new R and correspondi ng
FKI [R] can be retrieved on the next call to Random 5.5 Hol di ng Qut

Agai nst Logi cagivéithamkk &yﬁin@lgrﬂ ﬁﬂlthegnhﬂy% ﬁl&iﬁ‘y %Saﬂ&ﬂttchgs@& ﬂlﬁrﬂcx%s%%&rgpoﬂ sed by

t he aut hentication chi S resistant to defeat b
Be s S?K%f”‘@“ “%?“F 'gls grn (?érpf“Ba§°rﬁ?g‘8“sadélf“"%ﬁhf’%‘c‘8¥21§m6’ﬁ aiyclpy ocgl a

| ogi cal neans.
have beewhishdnteitaneastiopgedioneefagickthan 4 diride dheeh ploniexietaak.| s each type of

attack in turny Wlogéﬂ pfaﬁte%aﬁﬂ:ﬁ% nb oE fb%tageﬁl%{ KIQmw there % b v&%; ﬁﬂ gc;afleg ?o%odﬁ‘} tack A
brute forﬁ b\/@ g ar.ant ee reak Protocol I n
pr ot ocol )" Veps ”fﬂ%t SAYPA ﬁB‘ft“’f‘ e %E@f“‘}’i’é%‘i‘ﬁ%l’rf"ﬁ‘?tthetrﬁé‘t pfibasing ith o

attacker K@ performa brute force attack is too long to be worth the

effort. Apsattag Fﬁ%cﬂ&kﬁ/plﬁﬁéﬂ%t&&sbr eak K2 to build a clone authentication
chip. K is nerely present to strengthen K2 against other forns of attack.

A brute force HEt¥IMief Fackipnopppstible sgaipd Ko piacerkn éaRt sascaptible t9ichosengdajntexpn at t ack
agai nst Kidtadke flaiveses a PartithfoinnbiiNiOfitack 160 ssitld 24Tt B, espbctally Gncd O GR@RAGR Of

finding tJ&&u&QX S a:@&%gg}lﬁ}%@"hﬂbkg% %‘1% r'i@écke? tSSstexfle"sna?yum[be%va?l%)leaiE étt Olch % ';(I‘ Il l)|4|7;) n

processors, eac one mllion secon
tests tak@®e pstgoss, sy Maﬁé‘aﬁ%car)M| chis Ionger than the total Ilfetl me of

t he uni ver se.TheAE oaﬁgeucapleu&ud sebBifly iBaindc LIDRROF SRRA bla B RIRIRI[F). ’rﬁi's 1§ he

wor |l d. Even ecte i.n
I nt er net )’ %mar}lnl?r bécau% er i s S Slnl‘ fhai K00} qfn P a@ﬁgﬁa ??“lfttoﬁ';ﬁg?%l Ha, b
trillion- "Eﬁ%@é@@ﬁhﬂ%&ﬂtha&%lf@e@eﬁ fhipleash fupipn #relf whenfihctitpet vauablefisetratisevaf one
LIt akan o oot At fo Ky oAl fhetibd Y ‘Qb‘i"“ﬁ"‘ SOBaRl AlREATRE S S the
i me taken ain the ke st i oner e total lifetime o e
uni ver seq i%%&@ Eﬂm%n%ogy“éh& Lo BFRL ‘EJQEtR“tIﬁPm P8t heoretical |y
possi bl e t hat Tnorly valwekibst candn caleqiqyllby art @atéwet}ﬂeAﬁayéndIMAd[th] Thisyen enough
time, andsddoyuRds S48 Yhe BARS ndh Gundbb RS an@&d@cte%gtka@ﬁ %ng rblgzgf C@gfp%;lgl% key.

This is |de ute force attack descri ove e 2 159

I
attenmpts 3 gkse‘b%c?’?ﬁgg lg’eTxﬁ‘?‘L@nﬁ stgtsadioees Biveen ellewd dpta Givsp dRiiiser s The
chances ob dgbrBoheyrsindipispitgkesn aginst3el Akiey HMACL, Pretotdl C$is rdsisyntitssthe? 160.  For

conpari sQg, t1{'ch:ﬁosemﬁxﬁ%at82ks %%Q%?ﬂot‘ééon& B9 06 Ed o r g naus state
IotteryanélJ bei ng ki ll ed tnlnglnt% SAME |sonly1|n261
[78]. The cgnar?d'ép"é‘if“lﬂfﬁ'eﬁﬁék guessi ng the aut henti catl on chip key on the

first go i s 1 AnianacRe 64, onlpiiuei aipSp@eMatedheR of e TiPand RO IiBCEANARING exact |y
the same t]?eEeOa‘PahJJanui%u&x?&h&?thtfem tagamﬂtethek"’e‘:ytysonB in the Earth i.e. extremely

unl i kely

With both the Test and Read functions, a 0 value is produced if an error is found in the input -
no further information is given. In addition, the time taken to produce the 0 result is independent of the
input, giving the attacker no information about which bii(s) were wrong.

A purposefu] error attack is therefore fruitless.

5.35.9  Chaining attack

Any form of chaining attack assumes that the message to be hashed is over several blocks, or
the input variables can somehow be set. The HMAC-SHAL1 algorithm used by Protocol C1 only ever
hashes a single 512-bit block at a time. Consequently chaining attacks are not possible against Protocol
Cl.

5.5.10 Birthday attack
The strongest attack known against HMAC is the birthday attack, based on the frequency of

collisions for the hash function [7][51]. However this is totally impractical for minimally reasonable hash
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5.5.3 Quantum conputer attack To break K2, a quantum conputer containing
160 qubits enbedded in an appropriate algorithm nust be built. As
described in Section 3.8.1.7, an attack against a 160-bit key is not
feasible. An outside estimte of the possibility of quantum conputers is
that 50 qubits may be achievable wi thi;y 50 years. Even using a 50 qubit
quant um conputer, 2110 tests are requi red to crack a 160 bit key. Assum ng
an array of 1 billion 50 qubit quantum conputers, each able to try 25D
keys in | fufdich@eaeonh-{ bemegmacnganaa@g E@fosi¥id RS the %Euemg Exdrolblp@E N9 the
key woul d take an average of 18 billion years. 5.5.4 G phertext only attack
An attaclég‘?ssaé%tﬁatllsé’ﬂ%ﬁc[l a ciphertext only attack on K1 by nonitoring calls
t o Random and HRetaw] C1 wepchashing Ka fyn afdigitd] gigriatng. TalShsent sendRe adnbantht hast .
However, auaee@oratb@&male resliwaesﬂ%m%%lldsauﬁm@mg@eﬁﬁ,aéméefaeammnaaa%neaﬁ; A3 wel | as

the hashed for m of ext, the attack be transfo into a

st ronger EF‘EP%W‘%H%({[%J:IE[ 1, buthasq sepolareritisingyt valie R geebirtdayattack gaginn pl ai nt ext
attack | tpossihlee@syis bdasoOhaeeiagahak AificveBARday7iREn deferitddanCHARE AL hibkebet ween t he
System a i he fl ow of data.
This 11 onpst Mk QULRRRS BRbh ARfbR AR, H0GRE W O llfindcn?t Of The

pl ai nt extPersghyiohestyowr highdhor e be used to launch a known plaintext attack
agai nst both meaml:c@mu&me}e&wwm@mﬁaaa&kvaa.ga; J&&{mdﬁﬂkwhﬁlalbftﬂzlaﬁcf‘a calls to

Random a ncq SIE l§lt 1%%;16 same rgrc.% Iug a{g | IE/[ﬁ:: %owevell‘ thed§ystﬁl;1r gljﬁhent:lc%!:og%h% (g%a(s: I?Ost sful, and

therefore re a va
strai ght frefe Gomcﬂeﬁk}’ﬁw ithy Tteﬂﬁ éungfion eikisturng b ot{kdzeeniing 4y vdiethyr dhtedpsh value

aut hent i Gaédued). ThetdRrédcond, 9 BEEHIRE bR thaumemagheaad (erbr&htb Bnd 2 SoBkioBAGH Kl: X

SK1[ X] pal vea s al so | e The attacker
st sol 1 ere £l matls T b Rl iR e R, Pimises of how
many pai r@CfﬁE@tO@)@a@mfﬂ\@meﬁ“ﬁnﬁn@hqrwmhgﬁlulofutcmdbetmﬂye, acwonched wth
this dat a;onsze;ﬂabwmnlh@ve% upddle Aedi a&]KuutableBefér@&té!nﬁﬁng «fRlheatidArmRbidata for

statlstlcal n sis is._diff nt i al ypt anal ysi s see ect|0n5513)
onever | HERE Ri 8o R ARk B A S ey RSO ST

[ 7]1[56] [ 'ﬁ@‘}e ac®® t¢ hBsemcasymablgs & bfugrfortdreardpbsl dectiled atdbad, akatonpdaktan the me.  Not e

t hat Pr Otlf?&&'eo%dn%xel@é)ﬁntﬁyé;%g&h@ﬂeﬁm&&na pl ai ntext attack. 5.5.6 Chosen

pl ai ntext attacks AUTH2O S 6 G ven that the cryptanalyst has the ability
to nmodify subi@’ﬁf?éhet a“"é%@é“ﬁlelalgaa‘lmﬁ'fl%ﬁtaé‘a%é{%‘@dmﬁlﬁéhrealtC%“W%Emuﬁt§e of previous
exper i menkgsmer@d, itgredpe@mpointion: dpas tondmatlon unh tHidiendadapik. ve chosen pl ai nt ext
attack, which is certainly a stronger formof attack than a sinple chosen
pl ai ntext attack. A chosen plaintext attack is not possible against Ki,
since there is no way for a caller to nodify R, which used as input to the
Random function (the only function to provide the result of hashing with
KlI). 5.5.7 Adaptive chosen plai ntext attacks
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This kind of attack is not possible against KL, since KE is not susceptible
to chosen plaintext attacks. However, a partial formof this attack is
possi bl e agai nst K2, especially since both System and consunables are
typically available to the attacker (the System nmay not be available to the
attacker in some instances, such as acspecific car). The HVAC construct
provi des security against all forms of chosen plaintext attacks [7]. This
is primarily because the HVAC construct has two secret input variables

(the resu:_l;guofSl{bmum{nlvgghgql,mp@@nok@r}gﬂethe secret key). Thus finding _
collisions in function itself when the input variable is secret is

even harder t r‘ia“P‘?‘?}‘&]’lmrl?ﬁr seegit o em {4 0% g The %t Cf‘faé‘ﬂa‘f"ﬂ fEfton. This is
because tdutrertiortivechipy i thetino etgte dta i cangad Cessquertly thstddvralcofsmot valperetiied 8441 N

Protocol eyl leﬁeQﬁﬁxﬁugstﬂﬂQﬁﬁl% E@ ], GhiciBl 2 LdORHLAQUE put from SHA-1. The
only val ues that can be col 'ect & an attacker are HVACI Rl and HVACI R |

M. These ar erfiBring 168k ooy af nisp bttﬁéaltwreﬂuwa%ﬁ @ netes.on2 6 1 381 f, and

reduc e) t Neraiyids,@edainyomde Ghdehian lamgm?% foemym;mamtablleymssofccms& Twé.knoé &@ﬁtaﬁeﬁg ion
5.5.13 xam.ni n t st| a i et wee ol lecte ata. Gven
t hat ther ecﬁulwthemegag?f?el}en e iG1valgss S i1 ana V§i %mplitet' T?Lf “%G% nst SHA-1 or
HVAC, Pr orselekly@ropsdle esi stant to the adaptive chosen plaintext attacks.

Not e thatsﬂzotmgimtﬁ,ﬁwl@a@lp,;rse%bﬁglgmﬂlebl e to th| ) attack 5. 5.8 Purposef ul
error attack A attgéwegablcan ort]%/ ]g nch a g"n‘ﬁ #1 error attack on the
Test and Read % tPAEY PR 10 fSqnly feaphleid e mpssesp EEPHA® hat val i dat e
i nput agaPmeewiptrdickidy sathelhanpilputdly miemTest and Read functions, a 0 value is

pr Oduced i f anI’h%Edh@fm ﬂu%lb;rq{quedeﬁ'wﬁlheﬁl uhl@BHﬁ randoﬂﬂuirnw}tggtﬁ&ed iﬁmrm d)Qn s
gi ven. ﬁ%ddl tio gﬁ aken produce t result 1s | ndependent

of the aF evegh %eﬁ“'ds ‘f"H’@SS ‘fyaf&ﬁ@é’rl°nﬁ‘8a‘1“ﬁftb?ﬁﬁ{“?°6’ﬁ”hétﬁwsﬂm rage ikt s) were
Wr ong. A fon pll Spgafs fincesactoyit lad dnagiklated chbive pBiedg eofr ui t | ess. 5. 5.9 Chai ni ng

attack Any forgn.ofie Fahéc' &R%H@;&e@g%uﬁﬁéms &ot'}?otssﬂ}lé.'tgbﬂﬁ%vﬁ%glogﬁ??a%lfhashed s

over several blocks, or the input variables can sone
HVAC- SHAT!3 P4 6¢ FSF%‘H?E%*H’%WWE?E%&P&W lepkup [3plg isdhigrefore nebaspopsiblegtiadkngl e 512- bi t
bl ock at a ti rweGanSespsitin thys ddaainmiuRigudi th &ﬁ;lws;«hanrt& rigt offF0S fok Dhi€enagai nst

Prot ocol ﬁ%'%r%{[ﬁxs‘?a jogag’!)r{l};h ggybasé%%lffgﬁl i(t> écurr rcsul ttaa%aliiolag;m agal nst

HVAC is t rthday attac isrons for the
hash f uncgtyft%a‘{‘hfff["sti’]l chipioRaadest fupdips a‘ldstﬂlta@i’fgéwe;ﬂ“inhﬁpﬁtﬂﬁﬁmtheffetrlferiferral ly

r easoEa_bhedolﬂas Boedhy Elﬂ?@l cadbe bulitrwifidhva bxﬂ)ﬂﬁi)m&ﬁﬁfé reBFonsokOr thdt parﬁvﬂldlr hﬂ@ obR[ t hday
attack is_o ssage

Pha 1 riaotliol BRRRDRY & WIS AGeREbABHE 10 ARG I puathElin hbip BESE 076

The Syst enrestipenagornin b BOM;: Rlzptattapkes pvill tb@ﬂﬁ)rﬂe@sﬂ Ppdmdi edid Buﬂteuﬂcative cripggonse from
a valid aulhsenticati-0mu&M®. Since the authentication chip nust respond

B S Sy IS BB VLS, 1 0
al ready hefere s@gh@m@psgdf camgetion gﬁ@ﬁgmﬁmf a_ne[\natbllkemsumable The clone consumable

would therefore need to contain responses for authentication of a full consumable and authentication of a

partially used consumable. The worst case ROM contains entries for full and partially used consumables

for R over the lifetime of System. However, a valid authentication chip must be used to generate the

information, and be partially used in the process. If a given System only produces # R-values, the sparse

lookup-ROM required is 207 bytes (20 = 160 / 8) multiplied by the number of different values for M.

The time taken to build the ROM depends on the amount of time enforced between calls to Read.

After all this, the clone manufacturer must rely on the consumer returning for a refill, since the
cost of building the ROM in the first place consumes a single consumable. The clone manufacturer's
business in such a situation is consequently in the refills.

The time and cost then, depends on the size of R and the number of different values for M that
must be incorporated in the lookup. In addftion, a custom clone consumable ROM must be built to match

each and every System, and a different valid authentication chip must be used for each System (in order

AUTH20-SG



must instead search for a collision nessage that hashes to the sanme val ue
(anal ogous to finding one person who shares your birthday). The clone chip
nmust therefore attenpt to find a new value R2 such that the hash of R2 and
a chosen M2 yields the same hash value as HER I M. However the System

aut henti cati on chip does not reveal tge correct hash value (the Test
function only returns 1 or O dependlng on whet her the hash value is
correct). Therefore the only way of finding out the correct hash value (in

order to bﬂ%&h&ﬂh luld%br(ﬁmy ubed dhtd). Tﬂeraée%unoa%!;@cﬁomﬁ,'mQws!aﬁ%g&@e}ek&y chi p.
But to fi nd t he coc%r ect val ue neans. and si'nce

decr ement 2SHSP Lrietermige vhetherar nop s 9°f a&?ﬂi lst"f‘i’éth‘f’}é'ﬁa"r BFiPsF nﬁa‘i‘fi@“ﬁf M cannot
be changed, a 4&wrempleors vmblsestoncbdt taslbouel 01000 pracad i@ ldktneadsseenswwmbl e
before at &I%m&&gen @nl{'r{iaﬁlg (Iﬁtm%&lok ﬂ;rﬁllcs(?&nam};g? alﬁll td@llgl)p&tl séé?nd bef%vegl ch[slllg e force

attack search on th function find a succ equiring each clone
consunabl 24 & supfp sesteny the srarse 8"%""@5}@‘? é‘?ﬂ“@bﬂ‘?&rﬁ frelile }“d consppqy i Q0K Berpeanberear ch,
as descr i the the adveietiontoalk€ROMaR@RSs te R@Burigicn oflalvilﬁtahtﬂ&m@ﬁontch@ sdBhMRIGS, | N
this case, I h hat ther| ng of a
hash val uclalarlge% nfu?tg% ugrta%dé‘%?&%:no%g 5@5%.'5&%&“%1%&?@%5@8?%“ ent g}% e‘%/hers &% s no

poi nt fornoacoaeﬁmveé@%@mvms &metign fos ¢ Fghe copfumatig (elesp e deneaereumaheTH20- SG - 58
5. 5h11 Smbﬁauotvu&ﬂtamfedmbE@I@eﬁeﬂmlqﬂ@u{ha&kumsmakﬁ The random nurrber seed in
each Systemi The worst cas entication
chip is that f\[(i:‘) acg ne {nanu a{urcr 18 501% otogae%@%bﬁesoggudgﬁgFcus&ow&?)&’[ f Ofcagh QWHRL + ot

val ue r etdip Aetmaan epfier agreparhreonldde tofupdate Sydénptogeraitietsdy ighdre theuthemicGKR{R. | M ,
whi ch | S Rrh&0inlirhatdalsstSectibs 8014, Ng a 160-bit | ookup of a 160-bit result,
this requires tes, certainly nore

.9 x 1049 tes, or 2.6 tera
space than is ‘$ CEEING) yeth’fSS%]fﬁgbsﬁglﬁ?s &Rt %}'Ftém a‘ﬁaﬁ]f’?dc?fcp%%‘ﬂ’ﬂ“é (b§B8E (Y even
t ake i nt ghe hrncoefiits dcheringdtrh gteniystonChsatibhgotiieiva Mratantowill téipendoMe A

conpl ete ob@@&h%oﬁs@ﬁ&tﬂ’e dn8 addRpdcioq Eﬁps ﬁi@ﬂpée@%lfbﬁe &M&b me?roﬁﬁmég&gn
Substi tutj on V\ntﬂceggggarse | ookup A sparse | ooku able is only

feasi bl e TFFHES ee%“%’r??”‘"f%" *ﬂ%opﬁd}feﬁgﬁﬂd&%ffﬂfﬂ&‘it ’ﬁn‘éﬂ"]@ %5 omehow
pr edi ct alvhsqmersatithenmetblxdino tbd flane mandctprer fonclfilnthaline the sardolonanbipher R i s seeded

w th an Wﬂomff&@ﬂgpg}ﬁ g, gathered froma naturally random event.
There is no possi. bility for a clone manufacturer to know what the possible

range of Ris XFB‘i‘gdgefen@}%@ﬁﬁreh?lvw&?eé%wnbﬁetsmﬁ&? o4 beish 8y weddwPEhance of
being | @nd @ber Sinfigelgbrhigns Bﬂﬂg&gh@iheﬁlgoﬂthﬁk $uclSys SIVRATB SHLS] dselafi PAdRdcol T hdve NoOt
possi bl e nt)?bm‘ég lalgatfa k%lpt%[g l%l%ﬁ&& Ozl(c}’ligerenﬁ hge Eck%t et bestzli’lzlsén ]lan::n aélolf SySt ens.
The general sparse | 7e I & therelore hot a posst bl e St s

However, it i< posdMipimal- @feﬂepleﬂuén@drbalnema@?@mmtpw know what the range of

Ris for a giuen SMhﬁﬁlmﬂgﬂén@edﬁ%&sQﬁdtﬁ&%mbdn&nE Ry loading a LFSR with
t he current glsﬁlt froma ?emauthentlcatlon chip's

B BSGe oG
Random f unct i 0ff, “*AR§" figrd Sﬁém?osr‘?é BfPubaiet el opliffted Threofestivtr e, 1 f
this i s fdofegtocal Jpecheaia kROM ptntexber flyun d tartialtyi addptive dhdseropMintexe gnatkai n t he

responses()bfn@ﬁslyttﬁﬁsttepg&ﬁg'cﬁ&élerfi%llrb%%?euQqul i.e. a ROMspecifically for the

consunabl es of that particular System But the attacker still needs to
pl ace Hashing aigonthms in general are designed to be resistant to differential analysis. SHA-1 in

particular has been specifically strengthened, especially by the 80 word expansion (see Section 6) so that
minimal differences in input will still produce outputs that vary in a larger number of bit positions
{compared to 128 bit hash functions). In addition, the information collected is not a direct SHA-1
input/output set, due to the nature of the HMAC algorithm. The HMAC algorithm hashes a known value
with an unknown value (the key), and the result of this hash is then rehashed with a separate unknown
value. Since the attacker does not know the secret value, nor the result of the first hash, the inputs and
outputs from SHA-1 are not known, making any differential attack extremely difficult.

There are no known differential attacks against SHA-1 or HMAC-SHA-1[56][78]. Even if this
does not change by the time Protocol C3 can be affordably included in an authentication chip, a move to

the Protocol C3 will eliminate this attack, and is therefore atiractive.
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correct information in the ROM The attacker will therefore need to find a
val id authentication chip and call it for each of the values in R Suppose
the clone authentication chip reports a full consunmable, and then allows a
single use before sinulating |oss of connection and insertion of a new
full consumable. The cl one consunableﬁomould t herefore need to contain
responses for authentication of a full" consunabl e and aut hentication of a
partially used consunabl e. The worst case ROM contains entries for full and
partially use%&@a@wﬁgmﬁﬁm détgredﬁis&ys ommah}(ﬁ&érgﬁ?mﬁjm Y bl gobAever. a
valid authentication chip_nu be used to generate t rnatlon and be
partlalIym@§§ﬂmPﬁdHH€“ﬂP%%@§§ﬂc1f a given System only produces n R val ues,
the sparse | ookup-ROMrequired is 20n bytes (20 = 160 / 8) multiplied by

t he nunber of different values for M The tine taken to build the ROM
depends on the anbunt of tinme enforced between calls to Read. After al

this, the clone manufacturer nust rely on the consuner returning for a
refill, since the cost of building the ROMin the first place consunes a
singl e consunmabl e. The cl one manufacturer's business in such a situation
is consequently in the refills. The tine and cost then, depends on the size
of R and the nunber of different values for Mthat mnust be incorporated in
the | ookup. In addition, a customclone consunable ROM nust be built to

mat ch each and every System and a different valid authentication chip
nmust be used for each System (in order AUTH20-SG -59 to provide the ful

and partially used data). The use of an authentication chip in a System
must therefore be exam ned to determ ne whether or not this kind of attack
is wrthwhile for a clone manufacturer. As an exanple, of a canera system

t hat has about 10,000 prints in its lifetime. Assune it has a single
Decrenent Only val ue (nunber of prints remaining), and a delay of 1 second
between calls to Read. In such a system the sparse table will take about
3 hours to build, and consunes 100K. Renenber that the construction of the
ROM requires the consunption of a valid authentication chip, so any money
charged nust be worth nore than a single consunabl e and the cl one
consunabl e conbined. Thus it is not cost effective to performthis
function for a single consumabl e (unless the clone consumable sonmehow
contai ned the equivalent of nmultiple authentic consumables). If a clone
manuf acturer is going to go to the trouble of building a custom ROM for
each owner of a System an easier approach would be to update Systemto
conpletely ignore the authentication chip. For nore information, see
Section 10.2.4. Consequently, this attack is possible as a per-System
attack, and a decision nust be nade about the chance of this occurring for
a given System Consumabl e conbi nati on. The chance will depend on the cost
of the consunmabl e and aut hentication chips, the |ongevity of the
consumabl e, the profit margin on the consunable, the tine taken to
generate the ROM the size of the resultant ROM and whether custoners
will cone back to the clone manufacturer for refills that use the sane
clone chip etc. 5.5.13 Differential cryptanalysis Existing differential
attacks are heavily dependent on the structure of S boxes, as used in DES
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and other simlar algorithms. Al though other algorithnms such as HVAC- SHAl
used in Protocol O have no S boxes, an attacker can undertake a
differential-1ike attack by undertaking statistical analysis of;

M nimal -di fference inputs, and their correspondi ng outputs

M nimal -di fference outputs, and their L?]orrespondi ng inputs To | aunch an
attack of this nature, sets of input/'c? tput pairs nust be collected. The
collection fromProtocol C 1 can be via known plaintext, or froma
partial | ysgfgapmny,gal@,ﬂ%&@eﬂbﬁg nt ext at t ack. Qoviously the latter, being
chosen, wll be nore useful. Hashin orithns in general are de5| ghed to
be resistant t DU VHETARATICkT ke & Ps) SK[ Hrelugs where theak valuet graypiniggldy been

speci f i cadifforens biidengiiies the satisépdfiirakds Yetiyen tHeutBids SMIATIR XEARSI@Rn kSee Section
6) so th ¥gg& put will still produce outputs that
vary in ZJMS{HI%?W&I% mg |$§Ilb8rrs}}f%|ﬂons (conpared to 128 bit hash

f uncti onshhe qvq%tm&&w RIISEYRS tohp tq ql?fa@rnmmlbﬁhf@@pq Yoralustin pxlerrieomparg the SJX] SHA- 1

i nput / outyautks, set , due to the nature of the HVAC al gorithm The HVAC

al gori t hm hashe: an unkno e and the
regult o?ﬂgt hi s as'h Ba . crerﬁe#e Sta\ﬁﬂmglyex meén"gré’a d’afkeléentunﬁﬁmq ’}éVaI ue. Since
the attacker Cﬁfé’@v%@t‘“‘ wenw@mclw@epmxmmwmnarqla@skmm GiceXe first

hash, the i nplﬂlﬁxﬁﬂﬂs caQUAIPBHE SBndrdtQHY Qe The @Eﬁoﬂ%cﬂ%ﬂ@MSysﬁﬁiﬁhtﬁQtléﬁéﬁ
dlfflcult The differential

differential ta trenel
attacks agai ns cih SIIEEA )i%rrm Ragfipta pulfiele ’[‘e?gf°°rdﬁ§§??h?l?serf'?ﬁ1’§“ nG&RE hot change
by the tine Prssftrdlcmstt@beamielﬂgomh&gph}atﬂdyvaluqaédrmw mhinimally diffirdneXivibeat i on

chip, a nove tt@mdgmefg&g&gqhas,@omg%[gh#,aﬁqcipate this attack, da'[]d :Sd
ol | owi n more detaile

therefore attr

i otussl i of ik O s RN AP P diSors, Sl pgs. 15

aut henti cat i omnbfh’rapomgaminm K1 B} retok viCihe RAWTINR©On,SBich 6ibdlesH 8] far &M ni mal

Di fference | ng%#mm (5] b, m{%r;@- %nMamsaﬂqégﬁgﬁhawlgﬁm@ch&gsabﬁ eviishod val ues

where the X v es are. m ni nmal different, and exam nes estatlstlcal
di fferences betREER aﬂ‘ﬁ@“&ﬁ‘?‘ﬁﬁ@”@?&f‘%“"' FRYLAL hoicR mP%FhF’éfé’re&ﬁ ligitedpy| yes t hat
only differ bymehsipasstvkl nunber of bits. The question then arises as to how

to obtai n i nlqﬁs@hisywawﬁﬁrmﬁécm | 465t 0 lml&tdﬁgmcteaea% r?qyaersgmin N&oratd X

val ues. ne mnimlly
differ entf"‘)(‘at B[ YDltgughagalid Pﬂbmbwa@h@btmeﬁ&%é}e Reraiﬁlﬁé{nct@hovsepaaw X val ue
and obt aIKinca)nfse?ci@hﬁngS&tacl{e?Qan\éﬂir PHEvideDhet @@ X.if th@lﬁhve[oﬁﬁlndﬁdﬂﬁraﬁpr@ﬂxﬁte o Y bﬁ
gener ate m function.on a_.System aut.he tion chip,
fhe att a%%aﬁﬁtﬁs or 1gLF yr}cﬁéﬂg 8 taming lgt eTpgroPnae air ﬁ‘?%g%nr e&ulres %tﬁ-utagéér ved pair
ina tablsearchﬁiﬁom%@ﬁom@@lcwlh@mmbb bﬁm%mnwcamgmlstshenm@tamdﬁwaﬂnes for

enough mmhcnsai fhétish feff&ﬁwaﬁomwa&ck Iﬁﬁhddé}ﬁ&'h&cﬁkc%n nlyledhiled bd HAY nﬁ&al ysi s of
t he SKI [ needs to statjsti ci’;\l y exam ne

m ni mal | rd%(ipfl ‘ﬁ?‘i‘s COI%)OH@IF@S[S 5% SltcI%Jnacl %aﬁ“f‘faf- lown paits can be generated in paraif

The second way to limit an attacker's choice is to limit M, or at least the attacker's ability to

choose M. The limiting of M is done by making some parts of M Read Only, yet different for each
authentication chip, and other parts of M Decrement Only. The Read Only parts of M should ideally be
different for each authentication chip, so could be information such as serial numbers, batch numbers, or
random numbers. The Decrement Only parts of M mean that for an attacker to try a different M, they can
only decrement those parts of M so many times - after the Decrement Only parts of M have been reduced
to 0 those parts cannot be changed again. Obtaining a new authentication chip provides a new M, but the
Read Only portions will be different from the previous anthentication chip's Read Only portions, thus
reducing an attacker's ability o choose M even further.

Consequently an attacker can only gain a limited number of chances at choosing values for Y
and M.
5.5.13.2 Minimal Difference Qutputs

AUTH20-5G




only way of generating X, SK2[X] pairs is via the Read function, which
produces SK2[X] for a given Y, SKI [Y] pair, where X =Y | M This neans
that Y and the changeable part of Mcan be chosen to a limted extent by
an attacker. The anount of choice nust therefore be limted as nuch as
possible. The first way of limting aqi attacker's choice is to limt Y,
since Read requires an input of the ormat Y, SKI[Y]. Although a valid
pair can be readily obtained fromthe Random function, it is a pair of

Random s choosiids widh aﬁ%ﬁa@&k@ﬁcsgwogﬂlsyxﬁwa%\éé Q@retttleeﬁl,fo]QMSmehﬁmxh y have
om or if_they know K1. t ai ni ng

obt ai ned e ap riate alr
t he appr o%&?r?ff éxB{)eé?nqus s tﬁﬂ?’l‘b‘i‘i&?‘?“éﬁﬁ??"%eé‘ﬂﬁXb‘fal‘}f’senfeé}“*l%reh?éaﬁ@ﬁ] valgiowi ng K
i s only |tgiodadifr bpe sdiidyl eunldyr qféitst or mi ng cryptanal ysis on pairs obtai ned

from t he €Ie fﬂ L8) la CRCr va 0, €11 gh
Random can on?ﬁbmﬁgeﬂylgga}lhﬁdthso%ngﬁ%{ ?I%e}slta &E%Mtéﬁéé ELE?QE}V mxhqgcr 0SS

Syst em chi%g8 WO%‘é?létF e Betdimbivg 2 ;3%& Vay fenghipn WEPAY Berssarenfiutha prletay fame
second we att@kdr tomduntan sttt @diaahg iOb ak@eali Gsdr@d X X pbirs i04 taﬁ& Aseaat the

attacker Iﬁusﬁjaé (})'e é\é(li ttﬂ-mi%ﬁ Bng g§s?rvM val-tlx-g%?r ellor;%ﬁ ﬁ%aﬁ{ﬁ &Iérent? S‘gﬂf \zalue to making sone

parts of M Rea ferent ron chip, and
ot her partrderigke amalyéleﬂrl et Ol valvph BV therrapigs otesvogt thavlagiimelly | deal |y be

differe ntdlﬁmm BRE Mrtadll (RIS Ex@intlP BmBAIdR: to 510 re6btof] o ahd thaXihBBd df@N) agdich as

seri al r;%% Sio tgla,[h h nunbers, or random nunbers. The Decrenent Only parts
of M mean %or 4n attacker to try a different M they can only
decrementsQHO%CSE%FE@SQSFMW!?@FRMW times - after the Decrement Only parts

of M haven bﬂ&rforrtiﬁﬂtiﬁﬂd attaEl@to Be ctaFHES Sut R lohScotARMUM mEcosttia # 88du@dRtden OOt ai ni ng
a new aut

es_a new portl ons
T b i R P R Rt P o Salit watbreitpied e gip - Grrasziim B
portions, W@Hu@ercepéahwgﬁngmawbalmea@ kex. Howensr this tttack dpesoiotgigauddsepair f u r t her.
Consequengihdkeran attacker can onl y gai n alimted nunber of chances at
choosing values for Y and 2 Mnimal Difference Qutputs AUTH2O SG
-62 This is \Aké?l%“eﬁﬁheﬁﬁaﬁ%’wh’f’ “1""%1?3‘8%5" ot ogpassgp a Yritegpmpand fothersdl where t he
SK[ X] valatentigatien ¢hipnioraivéryhe sabsdqhiat Raad conamadd exsariumals: colet Sdpaise G if dal

di fferencgse . , ot rear e o d oYal.wes that
onl y_di f?"i’?t;?:‘f%ﬁﬁ?ﬁﬁ oo RarhEnh R I o BC®, 1S

way for dRd Reapediinheybirhdavatiack septin, grpttapkersogs only dgfexpmdns “SIQE‘SK]"*II“‘*I"H do so
woul d Vi clkiailly updagngfMta réah@lip, Shick tha at@tlier daynof wHACH 16 EvdntdhAGin SIHAT dent by .

Conseque rStthé(m E&?no‘t)gélly sﬁé@%% éyg{er\r; ea%ﬂgrz@éa@%[ mugtgna{&) 1ok dl?‘rﬂr}lgg‘}s&bseq%?n ostt

nature is'to recor irsina arch must
t hen be made tﬁa%wﬁs‘tbf?@ﬂatb%?hr@ald\ﬂ&re@é@ewwcceﬁ%ahs ¥Hy wglif Systeiit f f er ent
SK[ X] V&|u§i&$esﬂ16a1ﬂﬁﬂﬁ:lf’&c&1k1&1a&leiﬁlﬁﬁlin@bdﬁﬁ'@-itlsa&a' ysis of the X values. G ven

t hat thi ssg%qtﬂe(,g,seegqlrlgnmtre an a | mninally different input attack

(whi ch i S-&xtrenary P red {ﬂélf the restriction on Mand the choice of
R, this att é&kpswo r@monmﬂeilbftrfgeﬁeratosls 8sed W givtstatedes. tharbis the paintidfratipeecks | n

order f OfmahltheGurki O6taiDthe fdnbraGkordgtnlif toRlvcs BfraRidhn seed uéch OB weOBSWTRD! € nust

contain g L’CE %18 seac':{ilrtlt)h F Qc}r Iotc tﬁ‘etl\lle(t)scape browser was initially broken [33].

5.5.16 Bypassing the authentication process

Protocol C1 requires the System to update the consumable state data before the consumabie is
used, and follow every write by a read (to authenticate the write). Thus each use of the consumable
requires an authentication. If the System adheres to these two simple rules, a clone manufacturer will
have to simuiate authentication via a method above (such as sparse ROM lookup).
5.5.17 Reuse of authentication chips

As described above, Protocol C1 requires the System to update the consumable state data before
the consumable is used, and follow every write by a read (to authenticate the write). Thus each use of the

consumable requires an authentication.
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chip, but one that is effectively reusable since it never gets decrenented.
The cl one authentication chip would intercept nessages, and substitute its
own. However this attack does not give success to the attacker. A clone
aut henti cati on chip may choose not to pass on a Wite conmand to the real
aut henti cati on chi p. However the subsequent Read conmmand nust return the
correct response (as if the Wite had succeeded). To return the correct
response, the hash val ue nust be known for the specific R and M As
described in the bir ct i . tac .determ ne

t he hash val ueI Pabvggug%ttn%%ﬁ)%ﬁ Eg@%ﬁ;ﬁ ?lgngl "N |eﬁltl(%g?ngcg#%}|%& kﬁ]\%Ellﬁ g@@éﬁggat t acker
does not Srvieta pgucg decrempiipd tp Pré{l)i@?wa% fhereire gefhe uysg in amyher @RUARYS not hel p
since the Systws addthealhelddthe For Gditiefticafibh thipiha€ ibld DereRedl @hiyigh AenfiLilpS equent
o ont y e e RE el B BRbel R bR Sl st RS TR (00
it is usebkbafc gffagicfopersRresarrgOnky evthaybcatidvand egpsuygmble Fifitior aythenticafieudo- r andom
nunber gengsBiOrabesgsded to generate keys, there is the potential for a

clone manufacture tq obtai.p the generator programor to deduce the random
ceed used.  Thi e hemdres AU oA Diremeh Oar g TPt R Net scape

br owser \fagem,miectapthdntisatidyr abip@emnptdBjeused whhoideBy pawbichyerrdrerensd eantalic at i on
process ProtQels stliod &fkts kfwdieor BY $d£Me.0 updat e the consunebl e state data
before the consunable is wused, and follow every wite by a read (to

aut henticate the wite). Thus each use of the consumable requires an
authentication. If the System adheres to these two sinple rules, a clone
manuf acturer will have to sinulate authentication via a nethod above (such
as sparse ROM | ookup). 5.5.17 Reuse of authentication chips As described
above, Protocol C requires the Systemto update the consunabl e state data
before the consumable is used, and follow every wite by a read (to
authenticate the wite). Thus each use of the consunable requires an

aut henti cati on. AUTH2O- SG -63 |f a consumabl e has been used up, then its
aut hentication chip wll have had the appropriate state-data val ues
decrenented to 0. The chip can therefore not be used in another consumable.
Note that this only holds true for authentication chips that hold
Decrenment-Only data itens. If there is no state data decrenented with each
usage, there is nothing stopping the reuse of the chip. This is the basic
di fference between Presence-Only authentication and Consumabl e Lifetine

aut hentication. Protocol O allows both. The bottomline is that if a
consunmabl e has Decrenment Only data itens that are used by the System the
aut henti cati on chip cannot be reused w thout being conpletely reprogramred
by a valid programm ng station that has know edge of the secret key.
AUTH2O SG - 64
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5.5. 18 Managenent decision to omt authentication to save costs Although
not strictly an external attack, a decision to omt authentication in
future Systens in order to save costs will have widely varying effects on
different markets. In the case of high volune consumables, it is essential
to remenber that it is very difficult 0 i ntroduce authentication after
the market has started, as systens reqw ring authenticated consunables wll
not work with ol der consumabies still in circulation. Likew se, it is

| Mpract | ek 1st Ol EGARE bt oMok fBhidnaDy 3l oBQY Stage, as ol der Systems
will not work éﬁ o he new, unauthenticated, consumables. |In the second

case, ol der “&téﬁ“”ﬂ?’énleﬁﬂ'ﬁ} PlEia F ASFISIOR fooP i qUIBRAUalon %E‘F“Ff‘ggyﬁtﬁé“ Gy st em
aut hent i cader torsaxe lésp wilbhavawigelnpingneciitbqs dhldilerchtasiriedse sanme programmi ng :
interface, but 1n\ﬂ4€! aRe of@kol%ﬂ@&muglgﬁlél Y@ ¥Sentid Focrgge%bx_lnﬁqt it isQIQrﬁ dl%%:uﬁ E)e System

may be programmed to test for an ways-succee ction, and shut
down. W tiffedtee apilentiaronage tymstkeches waed. py W@mre%mwﬁgnb@ﬁedm%fhmw wite
consunabl wswirs wall s1is tonf@iables sl in cir&%MﬁleeM&eI ihis Hﬂﬁacﬁkﬁtte &Ecoﬂtﬂﬂe c Opyr i ght
PII:IIOtS eICtS I nagtthel{tlﬁaglog EI’% ?@%PII e|: Iasthdep é l sl \%ﬂ %?t work \71%1% n mﬁlﬁ?uﬁlerﬁtmgyd consu?nabl HOWEV er,

i ntroducdnée %@déeﬁﬁmt@%ﬁ‘ Gav\kﬁ %%Vl@l&kb@é@teﬂaiﬁﬂ@ems e Sﬁ@m@y@mmq@hg

cl ogged F@ZZ’H@& clufi that lﬂé’ thé¥a@E prdi@nhig ﬂ@ﬂ'ice Q!Ulawl'hbie)’feét mﬁ&tmn hBeR sibRds. bPSS 1N

mar ket acce t he ex var r ant e Si gn| ficant.
In the case eo © aYStémma |W°§é‘a‘mg§{3§ tnﬁran TER S&§¥e§1 %‘E’P"q(@%j/@ ut gywn

door/ door - key, W@Oﬂ@m’r@ﬂmﬂweﬁectﬂml ieghlatongp Dﬁlmhwdnme QOhEdehsmt c@fftain.

aut hent i GatieR Wit te Yhibtk Srd SHsHE @R Brotdeioh, fle bhoBAbil AN b ROUL: 45 BELLUESH ONS.

This is caus the onsu |d the entire set of System and
cOnsunabBﬁ"W T AHE P P %ﬁ@ﬁ‘)ﬁ@l“’a@ d S AR e ognisgdurs ClesecprsiraPlst i be
att ack Thilschfcomsah d@thagatqt@f:cﬂystm {ea@ndlyggsions sifaprintemiuon o flualitwinky tHec s t ances:

K1, K2, andinR.dkecabhRadid ﬂh@&géngﬁ;qwgﬁlané'h%aﬁhﬁlgbg sQQEAKTer, or the attacker
can coerce future val ues of be recorded. |If humans or

conput er syst eRi g5 PP sRerialized pafiive. Iﬁ?’“’BQ‘?%ﬁfﬁaﬁﬁeYSP‘é‘{OPréq‘fordﬁyﬂbiomRH‘B% the keys,
there i sinilr dmaviom the ofmisfir o«f enti@nticatinlxefipretspreins Gatvidl @dedthout Rpdusskhe

pr ograrrmﬂg 1@6(:3%%%&13{1&6@58 s&ﬁ'thgprlngessetof ' hcp@oqhd bIPS t‘m.%%logbf&é] ptg in [89],
whi ch covers the process in nore detal I'S specl I ca fo

reduce t KP&"Possibility. The | evel of security against this kind of attack
is ultinmstseldy Gurebedbribeaftackor the System Consunmabl e owner, to be made
according to t,[tpl%ﬁg%%ﬂﬁg% n¥ys ccessﬁlﬁr?oﬁé' ce. For tancarrpl e, a car conpany may
wi sh to keep a record o al eys nanu acture SO that a person can
request & newkp @éRwahwdaeretfcnﬂedbsh@thmgmmmwer this allows the

potenti al, COWH]EeQchﬁ@chfcoer&hﬁm@mlﬁeﬁ@f]ﬁ@i’z, ﬂ@k%t?cord@d lowi ng an attacker to
make keys foréﬁ \H/ he manufacturer' s existing cars. It does not allow

an attacker t Okﬁ’ffé’“tfré?’“e&ﬁ)‘iﬂ?%‘*woé]&?éOg”@‘m‘@ igpdo nptkaow e keys (heksa s o

i tsel f nagnoaingot bidorceam briyeptti@tcanidvinl teth. (diht pregranksiyg dfhd@benticatiuichigs a certain
nunber Ofdesg%@ kn%eétfan 9Q£H&'1ﬂ§5}tmdh §¥he$%és§ B';h%re dgtgﬂqstspt%{ﬁcilﬁlaes%gd%§s I'f no
record is kept whi ch key I s Use a particular car ere no way to
make add?dP?edIF'l%ﬂ‘)SﬁlQ’éli}% shoul d one becorre | ost. Thus an owner will have to
repl ace his cdamné kvehofisbrafidy hgaaikt taskiadif preacloin tltidhttly hilsisioafor t€ys. This is not

necessar IS&'MEH@C&Q\QH&%I‘C B\HI%E O made according to the desired level of service.

For example, a car company may wish to keep a record of all keys manufactired, so that a

person can request a new key to be made for their car. However this allows the potential compromise of
the entire key database, allowing an attacker to make keys for any of the manufacturer's existing cars, It
does not allow an attacker to make keys for any new cars. Of course, the key database itself may also be
encrypted with a further key that requires a certain number of people to combine their key portions
together for access. If no record is kept of which key is used in a particular car, there is no way to make
additional keys should one become lost. Thus an owner will have to replace his car's authentication chip

and all his car-keys. This is not necessarily a bad sitnation.
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AUTH2O- SG -65 By contrast, in a consumabl e such as a printer ink cartridge,
the one key conbination is used for all Systens and all consunabl es.
Certainly if no backup of the keys is kept, there is no human with

know edge of the key, and therefore no attack is possible. However, a

no- backup situation is not desirable %or a consumabl e such as ink
cartridges, since if the key is |ost “§ more consumabl es can be nade. The
manuf acturer should therefore keep a backup of the key information in
several parts, . I ) [ i ne
their porti onsB%ﬁ%ag’vlgsf&tg%ﬁ% %CF%EE;E/E tfﬁ%&?ﬁ%@%ﬁ%ﬁ%ﬁ?éogg%%d&ﬁ%é&;ag%ui red if
case t he df¥yensretlaramimgles Catabnit prdeelar eidhaeysiviepatieeis ne bprgpyitk ase, none
of these iabwladyk sf i IRy, agBthdddbre I @G oss(Bld Hotes@] & no-badkBESudtion BusraNs ar e

i nvol ved J.n.. i Re, %%%%1% L igt‘hQ 4885k ol ord S 80ALLAGK agal nst

t he progranm ng stage of the chips” See SecCtron Y and f%’ Yor rore

det ai | s. "epdpifhonamagTHboveharie keap ¢ baekun of thelsy induamition injsevera parts-RiNG: SHAL

al gor i t hMertACiukBE oBftoRBusPlogether dd¥biae EMbr{of to Keddal thOfull kI EmAMITHR | M K2)
This part_exam ne?ft hethHl\éiAC- SHAT .al ggrithdm ibn 9r ter detail than covered
so far, dnd ©OLEEr I FES Al I TR0 61 faﬁa% Fithmthat requires fewer
menory resour desnytchramondyé these attcksale agdef Rrotpgol ©hitsel§ sitceldivi@aihaee i@ @l gori t hm
i s descrihedinkdtca8s bR, Bst@d 4visdan altfdi ST progBinGl s@agis%fmel; iAVMeP Section
definitiaons; = the_ hash function (e.g. or SHA-1) n = nunber of bits
out put frgcf’ﬁ‘ilﬁgkf«%{r&".re‘ﬁ?@gs‘for SHA-1, 128 bits for MD5) M= the data to which
the MAC function is to be applied K = the secret key shared by the two
parties g pad @uib siapeated 64 tines opad - Ox5C repeated 64 tines The
HVAC al gorithmis as follows; 1. Extend K to 64 bytes by appendi ng OxQO
byt es t o tPRECRAFHPr gethensicatiorythe HMASASHVL algos i 49i0&opas%Ed in (1) with i pad
3. Appenc dat amsaceHm M, K¢, drhe 64 byte string created in (2) 4. Apply Hto
the stream genarated,i 5. XOR the 64 byte string created in (1) with
opad 6. Appenmg%‘m(s@@@from (4) to the 64 byte string resulting from
(5) 7. Apply THispert phaingsiediMAGEH { b3lzaaithe ip gepardettibbancexsiel so fFhand:

describes an optimization of the algorithm that requires fewer memory resources than the original

definition.
6.1 HMAC
The HMAC algorithm is described in Section 3.6.4.1. In summary, given the following
definitions:
H = the hash function {e.g. MDS5 or SHA-1)
n = number of bits output from H (e.g. 160 for SHA-1, 128 bits for MD3)
M = the data to which the MAC function is to be applied
K = the secret key shared by the two parties
ipad = 0x36 repeated 64 times
opad = 0x5C repeated 64 times

The HMAC algorithm is as follows:

Extend K to 64 bytes by appending 0x00 bytes to the end of K
XOR the 64 byte string created in (1) with ipad

Append data stream M to the 64 byte string created in (2)

XOR the 64 byte string created in (1) with opad

1

2

3

4, Apply H to the stream generated in (3}

5

6 Append the H result from (4) to the 64 byte string resulting from (5)
7

Apply H to the output of (6) and output the result

HMAC[M] = H[(K @ opad) | H[(K © ipad) | M]]
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HVACCM = H(K Oopad) I H (K (5 ipad) # M] AUTH20O SG - 66 HVAC- SHA1l
algorithmis sinply HHAC with H = SHA-1. 6.2 SHA-1 The SHAl1 hashi ng

al gorithmis described in the context of other hashing algorithns in
Section 3.6.3.3, and conpletely defined in [27]. The algorithmis

sumari zed here. Nine 32-bit constants_are defined in Table 3. There are 5
constants used to initialize the chaining variables, and there are 4
additive constants. Table 3. Constants used in SHA-1 Initial Chaining

Val uesAddirfia¥&EE9 6L & st R4S aPF Y 13X 5A827999 h20OxEFCDAB89Y 2Ox 6EDOEBAL
h3Ox98BADCFEY 30x8FIBBCDC h40x10325476y40xCA62C1D6 h50xC3D2EL1FO

Non- opt i Yed Bifxl1 requires a total of 2912 bits of data storage: Five
32-bit chai ni Nthe\$&Al bdshiesalgrithmdedesdniegl.in thi gontelt of dthder hdskingagdriths in SEdtige 32- bi t
wor ki ng V%f‘»f’-ghﬁc%mﬁi'ét@lgggﬁéﬂgﬁﬂ] B Fhoribin i BioFere, M€ 32-DIL L eMpOrary

vari abl e 1's defi ned E‘Fr% It tenporary reglsters are defined:
Xo-79. The f olNPOltigossipe F dehaedip Tablest TheedrofSspnsapiaused tofnitislize thp cheinipgct | ons
used in SHAab]ssSydrﬂaekare4MBm¢oﬁ§tdnan Nomancl ature +Addition nmodulo 2 32 X "
YResult o ;II F-otg h—Y—bi+ puo; ti-ons f( Y Z)(XAY) V( XAZ)
g(x v, zLL %E’\I"’A31 @‘t?‘ifefm?h\} (YA Z) h(X.Y.2)X(c)Y(thZ The hashi ng

al gor i t hm &Y ChaizingValfigsy st | y padditingCinstants nput message to be a multiple of

512 bits [gapd |ruxt€t7a$g3@|1ng rthe [ciyaning yﬁAgg%@s Hi5 with hl-5. The
padded nes then nrocessed_in 512-bj chunks __wi th the output hash

val ue bei p§’ t he FﬁEﬁﬁ?ABfgo bit vyallue gi veﬂxWS’?W conclat enati on of the
chaining vatipblesseaitrE H2 | H33l H4 | dHmridbecsteps| of the SHA-1

. SN N raat or etait
al gori t hnrgpernowgxanEped—n gr gt et el At cine
h3 OxC3D2ELF0

Non-optimized SHA-1 requires a total of 2912 bits of data storage:
*  Five 32-bit chaining variables are defined: H;, I, H;, H, and H,.
e  Five 32-bit working variables are defined: A, B, C, D, and E.
e One 32-bit temporary variable is defined: t.
e  Eighty 32-bit temporary registers are defined: Xy..
The following functions are defined for SHA-1;

Table 4. Functions used in SHA-1

Symbolic Description

Nomenclature

+ Addition modulo 2*

Xa«Y Result of rotating X left through Y bit positions
fX.Y,7) EAY)Vv(XAZ)

gX, Y, Z) KAY)vXAZ)V(YAZ)

WX, Y, Z) X@Y®Z

The hashing algorithm consists of firstly padding the input message to be a multiple of 512 bits
and initializing the chaining variables y,.s with h,_s. The padded message is then processed in 512-bit
chunks, with the output hash value being the final 160-bit value given by the concatenation of the
chaining variables: H1 | H, | Hy | H; | Hs.

The steps of the SHA-1 algorithm are now examined in greater detail.

6.2.1  Step 1. Preprocessing
The first step of SHA-1 is to pad the input message to be a multiple of 512 bits as follows and to

initialize the chaining variables.
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6.2.1 Step 1. Preprocessing The first step of SHA-1 is to pad the input
nessage to be a nultiple of 512 bits as follows and to

chai ni ng vari abl es.

initialize the

AUTH20- SG - 67 Table 5. Steps to follow to preprocess

the i nput nessage Pad the input nessageAppend a 1 bit to the nessage Append
O bits such that the length of the pa%ged nmessage is 64-bits short of a

mul tiple of 512 bits.

of the ori

glnal i nput nessage.

Append a 64-bit "value containing the length in bits
Store the Iength as nost S|gn|f|cant bi t

through te

%ébfe@ ﬁtgp% %n TS s@foaéﬁéhe n;pu

2.2 Step 2

IEGS%I I LT L Ilb L,Iloll III Ilg vart olU]
Processing Th

HL - hii

H2 - h2,

i nput ness
bl ocks. E
as | nput W
(I nput Wor
| nput Wor dj
Xj-14 X -
H4, E F Hb
E4D, DFC,

s Bafiehedemit meswehe processedMMVéabWUeéﬁgmﬁﬁ@ message in 512-

e padded
bi t

ach 512-bit block is in

br dO_15. Table 6. Steps ow _for. eac
Ha_15) Copy the 512 inpuP66EF k?HFS“?%WﬁBEH?

WBfend @hils@h thaQhoenddh- oﬁihﬁ aWd%ssa

|t bl oc

-0 to 15 X

eferred to

Expand Xo- 15 into X16| ABpeod a 4tiliraliocor@iniy thElengtlf HbitsDf (he )
16) << 1) Initialize worki I @%ﬁ}tﬁhé_@nh 2, C -
b Round | For j=0 to 19 Igléiiﬁ 5?5?412 C D) +|‘§i§smﬂé{|
E(B<< 30),B<- A A4-t Royfgnsopppitfiz @h%’ S gjerificant

bea << 5)

D + E +

Kuithy Mg o] B <<

LEL Y] .l.\l’.)\ (‘ G+ / D/’Jﬂ\ BEA

6) 5 1o /?;FHzte—R?lﬂnddﬁﬁQR—hs 40 to >

L+ h(B, C,
Ot t+-

((A(< 5)+4f

|.1 L=} l—\,l—\

to 79 t- (¢

chai ni ng vari diikesiid igput thssage ¢an ndsipbefproefdsed. B,
We process the message in 512-bit blocks. Each 512-bit block is in the form of 16 x 32-bit

words, referred to as InputWordy.;s.

t Dnllnrl A
T \waw )

LA B |

Table 6. Steps to follow for each 512 bit block (InputWordg.;s)

Copy the 512 input bits into X,_;5

Forj=01to 15
X; = InputWord;

Expand X5 into X4.7

For j=16 to 79
X} « ((Xj-3 ® Xj~8 @ Xj.]4 @

Xjag) « 1)

Initialize working variables

A(—Hl,B(—Hg,C(—H3,D(—H4,E(—H5

Round 1

Fori=0to 19

te—{(A«S5)+HB,C,D)+E+Xj+yp)
E<D D« C,C+(B«30),B—A At

Round 2

For j=20 t0 39

t—{(A«3)+hB,C,D)+E+Xj+yy)
E< DD CC«B«3),B— A Act

Round 3

For =40 t0 59 ¢

te— ((A«3)+gB,C,D)+E-+Xj+yy)
E«D D« C Ce(B«30),B—A At

Round 4

For j=60 to 79

t— ((A«5)+h{B,C,D)+E+Xj+y,)
E«D D« CCe(B«30),Be—A At

Update chaining variables

Hli <y +A H, < H, +B,
M, +C H, H,+D,
HS(—H5+E

The bold text is to emphasize the differences between each round.
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H3- H3+ C, H44- H4+D, H5<-- H5+E The bold text is to enphasize the differences
bet ween each round. AUTH2O- SG -68 6.2.3 Step 3. Conpletion After all the
512-bit bl ocks of the padded i nput nmessage have been processed, the output
hash value is the final 160-bit value given by: H | H2 1 H3 |1 H4 | H5.
6.2.4 Optimzation for Hardware | nplenentation The SHA-1 Step 2 procedure
is not optimzed for hardware. In par't6 cular, the 80 tenporary 32- bit

regi sters use up valuable silicon on a hardware inplenentation. This
section £ri D imzation to the SHA-1 algorithmthat only uses 16
terrporar?/bezrse |§§§§ Ff"ﬁetnreductlon insiliconis from2560 bits down to
512 bits, a sa‘ﬁ\/‘i‘eﬁgl B 3 13Vvi plogp oheyagdsd inpyt megggec byt besa piopges-therteithast ore

appl i cat|@ms;st}buballlm-mlhaluagiwme;ptchpH;||Hg|[1HgIB115p storage space nust be reduced
wher e pos | e z ase d on the fact that although the

ori gi nal é%‘p O%f’m'zatmmorﬁlﬂ'fdaa'r(eqmgiemﬂg anded into an 80-word message bl ock,

t he 80 words afhe SHAt! Slﬁﬁﬂéatoé@“@@rfpmtlmﬁ@ fer| bgrd wire. mmarticplara@iel$ & teroperary he  wor ds

rely on tﬁiﬁeg@b’f&s\/ﬂs@t}iaﬂlﬁﬂe\@m&&ﬁm@mllrﬁwar@qﬂfﬂleﬁmgn trhie s8R and@ds sor ds can be

cal cul at ed .on-t he essi as 6 words for
he baokiF T et Grtsneis SR PP r dP ARG SO a Mot REBAT TP Rck of
whi ch r edirat 2560 bies dewreto 012 bite 2 sayina gf ovin2000t ire ltarfialy egstbe inpottagt isepre a | ar ge anount

of st or agflicalRal b&kin tﬁmmedn@ﬂx@%cﬁf: swag@sp%&e%kt%e YehdEwilere p\efelbuse a5 bit
counter to couq% t hrough the ite i s can be achi eved by

initializing a $BM“rgy ??ﬁe&"“{ﬁffﬂﬁtﬂéﬁt?‘T’?&‘Pgh%°‘6$mﬂ?‘w°é‘i‘1’aeséﬁ§%‘i’%“t‘fé%t| ng it
until it exp@aadhrecsan(w-uiord npsegrbidel thedd avds drbimot diblattdvgay the afgovichml bidi®nas | f

they wer efhmordsvl\ay SR s d M)ﬁﬁ§’m@ﬁﬁ&tﬁexén&h bokaQh B ceafculatéi dn-theAl Ulwdexes
increment, (wth waparound) during the course of the algorithm H2O SG

-69 Tabl eMpne RS e » SPResF &b keep ‘f"B‘F‘SI fﬁf\ﬁ“’fbé‘ik‘”é‘&éqﬁef%’ieé Wt ‘teq‘HF Biang

(I nput WOraentstbp kdep irick at widéh registek iveigie vaed nap] 106 de effebllis to Bivda latge amdontbf H3, D H4,
E 4- HS Ni,4z 13, N24-8, N3+-2, Nd4-0 Round ODo 16 tinmes XN4 = Copy the 512
input bits rnto Xo | ordN4 nputwW, { 15~

Rather than index X by a single value j J, we use a 5 bit counter to count through the iterations.
This can be achieved by initializing a 5-bit register with either 16 or 20, and decrementing it until it
reaches 0. In order to update the 16 temporary variables as if they were 80, we require 4 indexes, each a

4-bit register. All 4 indexes increment (with wraparound) during the course of the algorithm.
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1 N2, 111V3]ophon

CF(B" 30),B<- A A4
) << 1) 14-((A<<5)

NG (D XNA) << 1) t4-((A<
D4- C

\

+ E + XN4 +yl) [UNL,

C4- ( BK30) , B4- A, Ad-t Round 2D8 20 times XN4 4-

a3 ~t 4 Round IADo 16 tinmes t *- ((A <
I 11v2, [1f2 fIN ]Jopriona] |1 N4

--t Round IBDo 4 tines XN4 f--- ((XNL
+f (B, C, D)+E+XNd+yr) N1, N2, UN3, XN4

< 5) + h(B’"C, D) +E+XNd+y2) 11NL, UN2,

5) +
O XN2 ED

((XN 1 (r)XN\2

UN3, UN4

CA- (B << 30) B 4- A A< t Round 3Do 20 tlrres XN4 4 ((XN1 (D XN2 (D

XN3 ( ¢) X
|1 N4 Ex<-

I\flﬁﬂablf: ‘HOCQ Am;s*?g S‘tépg\& cﬁlgﬁ)f?&ea}&

T yo} III\IJ_,

§ ’bﬁoﬁﬁ%ﬁ%ﬁoﬁéd@” imes XN4 4--- (

2, UNS,
XNL O

XN2 (B Xhﬂmeqbzw&nw@}wt 4t
"IN2, |'NS3,

' XN4 E4- D, D4- C, Grg(

AG{IA, B< B), Cr-HEB <@ - Hs E + XN4 +
30)- B4, A M | Hpdate chaining va

<_"13
+C PAA-HA+D B54- H5+FE The bhold tex

4) frNL,
ri abl esHl
isto

4-- HL +|A_H2 4- H2 + B H3u
enphasi ze W& i f f er ences be
i ncr enent|idegy @é N2 inphidits i ik,
software | i npl enment ati on wou
at the end of the 16 tines t

t%gﬁu@éch round. AUTH2O SG -70 The
N3 durixg-Reuivted) and 1A is optional.

| d not m since it takes
hr ouqh[ﬂphi[& ngﬁ“m’ 4 counters will

A
ti me, and
be their

ori gi nal |Wahnddg. Designers o
counters [together to save on

fDhtrtgwar e may W sh to increment all 4
control (hOGh C1B, C, D)+ B+ Xy + 1) [N, 1Ny,
ﬂNﬂ]optional ﬁNat

E<«DD«CCe (B«30),BeA At

Round 1B

Do 4 times
Xya ¢ (XN1 © XN2 6 XN3I @ XN4) « 1)
t ((A«5)+1(B,C,D)+E+ Xy + 1)
TNy, NG, 1ING, TN,
E«D D« CCeB«3),B—A A+t

Round 2

Do 20 times
Xnig < ((XN1 @ XN2 @ XN3 © XN4) « 1)
t < ((A «5)+h(B, C,D)+E+ XN4+y,)
Ny, TN, NG, N
E«DD«C,Ce—(B«30),Be—A At

Round 3

Do 20 times
XN4 « ((XN1 @ XN2 & XN3 © XN4) « 1)
te— ((A«5)+gB,C,Dy+E+ Xy +y3)
iN, TIN,, NG, TN,
Ee«DD«C,C+<B«30),Be—A Act

Round 4

Do 20 times
Kpg ¢ ((XN1 © XN2 @& XN3 @ XN4) « 1)
te— ((A«S)+h(B,C,D}+E+ Xy +p4)
N1, fiNz, N3, N
E«DD«CC¢« (B«30),Be— A At

Ubpdate chaining variables

H <+ H+A H,« H; +B,
H, < H; + C, Hy < H, + D,
Hs < H;+E

The bold text is to emphas
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Round O can be conpletely omtted if the caller |oads the 512 bits of
X0,15. 6.3 1 MAC-SHALl In the authentication chip inplenentation, the

HVAC- SHA1 unit only ever perforns hashing on two types of inputs: on R
using KI and on R Musing K2. Since the inputs are two constant | engths,
rat her than have HVAC and SHA-1 as sep7$rate entities on chip,. they can be
conbi ned and the hardware optim zed. 'The HVAC- SHAT test cases descri bed by
Cheng and Aenn [ 14] will remain valid. The paddi ng of rressages in SHA-1
Step 1 (a1 bl fne idreiblioR pRINOonltN SirinfRndtind PLALBORS, A BfarlieSSagE) 1S

necessary, to ensure di'fferen nessages W fie sane after
paddi ng. ~ gplsrentafian wopld ot igeementihny S‘?etlvfﬂ‘é%m’i‘?f andratdlccgdel thedé Flmﬁféhr@!igh@‘ecan be
const ant 1@, all 4coades dildatheit drinalphing DRigndyit Bir@rhaytvi tShierdenaligor i t hm i s
used, whe are used for tenporary storage. These 16
register scrogl}tfgp‘{oget%gog%l recgm}l)ﬁ)fo e t he optim zed HVAC- SHAT hardware. The

N ne 32- bfenddie pagemslenly omitty %@thygallqr I%ﬁ%thgilﬂlbits H&qui red, al though the fact

t hat theysare HM[AEtSHKJS |s an advantage for hardware inplenentation.

storage: i vaos bR Pt SRl SR iR SR s e anc
H5.  Fi veondga typss Of/wrﬂk‘ii Wdh!ﬁszg KamdesRaMelSMsz Piag:theAnpuBare Gyo Opstaariehgtis, Fi ve

32-bit Vanhaiaesavi AMACORDSLAL Y &ﬁaﬁf%xe@ﬁﬁhfp'tﬂ@lcaﬂt%gbﬂa&?ed {ﬁﬂftﬁelhmﬁggre One
n i enpor ar

32 bit tenpo i ne y

regi ster sn}é)‘?‘ ?;}fe %8 BJS’CS tf%Caselsﬁlésc‘f‘l?fliP%%ewng\ﬁg’“%%]t"f‘%ﬁg‘mﬂ@@’ér| be the steps
for the two tyjhesaddine efahebmges @ SHMAGHGHAL 1 bit, 6 sBnglof bR, ak(ittle ldnpth bfee case of
produci ngnetsﬂ@e) %@M&Qﬁﬁs@&a&lﬁkﬁﬁe@ges FilGot ok B gzﬁlc aheQBHfdm g'j?éxgﬁl Ris a

bits can therefore take advantagée s fact

const ant t h. of

during pr S@éjgaéwﬁlb PSS CHBFS B Ha PaGREr e o554l ng the first part of the
SHA- 1 al gori t Hapdditen,|tgadin{@dVEsich af@etSHyL; 1 atpadthin as@byhearnly 1RaLBI0v@ds of t he
opt i ni zed,R066SSn forde SHER ?6) s 3iYo Q@ﬁ n the
follown 1rstse S: @Taﬁpsor G - 71 'I'rg Itce 8. %a?&g%ﬁé{??% %@E%&%{ﬁ

St epDescr €LEﬁ'f"?t‘.")nActl on 1Process K (r) ipadX0 F K1 O 0x363636... 2X515 +-
0x363636. .. 3He Nine 32-bidcobstaienpeass , Bt aticequbdl MGaSE hR¥O-Kht Eeﬁreﬁx&mﬁé 0

is an advantage for hardware implementation.

Hardware optimized HMAC-SHA-1 requires a total of 1024 bits of data storage:

. Five 32-bit chaining variables are defined: H,, H,, H,, H, and Hs.

. Five 32-bit working variables are defined: A, B, C, D, and E.

. Five 32-bit variables for temporary storage and final result: Buff160, s
. One 32 bit temporary variable is defined: t.

. Sixteen 32-bit temporary registers are defined: X 5.

The following two sections describe the steps for the two types of calls to HMAC-SHAL.
63.1 HR, K]

In the case of producing the keyed hash of R using K, the original input message R is a
constant length of 160 bits. We can therefore take advantage of this fact during processing. Rather than
load X;.;5 during the first part of the SHA-1 algorithm, we load X5 directly, and thereby omit Round 0
of the optimized Process Block (Step 2) of SHA-1. The pseudocode takes on the following steps:
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7Process Bl ock 8Buffl 601.5 - H1-5 9Process K (r) opadX0-4 <- K1 1
OX5C5C5C. .. 10X5-15 F- Ox5C5C5C. .. 11H -5 4- hi-s 12Process Bl ock
13Process previous Hx] XO-4 <--- Result 14X5-15 0 15Process Bl ock 16Cet
resul tsBuffl 601-5 H-56.3.2 HR I M K2] In the case of producing the
keyed hash of R Musing K2, the ori g,i nal input nessage is a constant

| ength of 416 (256+160) bits. W can't herefore take advant age of this fact
during processing. Rather than |load X0-15 during the first part of the

SHA- 1 al gof ittt 4-i?@-—§6r15—d1—recﬁ—y,—and—t—hﬁeby—ofn—t—‘?ound 0 of the
optim ze 5?%?’&33@ (& "(Ktep 2) of SHA-1. The pseudocode takes on the
fol | owi ng Stept eps: PPFHIUOSG - 72 Tabl e PAct@al culating HER | M K2]

St epDescriipt 1 onAct ggcegslﬁ@gg§s K9 T papRUd_kZa05s368%363636. 1 . 2X5- 15 +-
0x363636.—.—-3H1 5 L hl 5 4Process Bl oc S5Process R MX114 Ei- R 6X5-12 4- M

7X13- 150 |8Process Pl ock 9Tenp <- Hl_5 | ¥OPrde¥8836k- O opadXp|4 <- K2 O
0X5C5C5C.[3. TIX5. 16 T- OX5C5C5C. .. 1ZId, 55 NI_5

4 Process Block

5 Process R Xos <R

6 X5 0

7 Process Block

8 Buffl 60],5 «—H;;s

9 Process K €0 opad Xp4 « K; @ 0x5C5C5C...
10 X5_|5 « 0x5C5C5C...

i1 His < hs

12 Process Block

13 Process previous H[x] Ko ¢ Result

14 Xs15¢0

15 Process Block

16 Get results Buff160, 5 « H,;

632 HIR|M, K

In the case of producing the keyed hash of R | M using K, the original input message is a
constant length of 416 (256+160) bits. We can therefore take advantage of this fact during processing.
Rather than load X.,s during the first part of the SHA-1 algorithm, we load Xg.i5 directly, and thereby
omit Round § of the optimized Process Block (Step 2) of SHA-1. The pseudocode takes on the following

steps:
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13Pr ocess Bl ock

Bl ock 17CGet

vari abl es

non-vol atil e vari abl es are defined: Al
d Var

vari abl es req

14Pr ocess previous H x] X0.4 F Tenp 15X5.15 F O 16Process

resultsResult F H1_5 7 Data Storage Integrity Each
aut henti cati on chip contains sonme non-volatile nenory in order to hold the

requi red by Authentication Protocol
H20- SG - 73 Tabl e 10.

ui red by Protocol

d . The fol

bl e NaneSi ze (in bi

| owi ng
Non vol atile
ts)Description

M 0. .15] 25616 words (each 16 bits) containing state data such as seri al

esshMbde val ues
that KI and K2
of clock ticks

secret key

If clear, the
set, the RND and
t be called. If
and WR functions

are in Flash

repl ace the ol d.
bits set. This
ry based

nunbers, nedia remaining etc. KE160Key used to transform R during
aut hent| cation K2160Key used to transform M during authentjcation
R160Cur r|etible P fradtling B Y. ¥t cess32The 16 sets of 2-bit Acc
for M n][ SYRAE[ Bhserfpabn ChecksuntTeUYddkdn I K2]. Used to Verity
have not beel {an‘nnr nrl \I\l t h I\II T| pl/s’l’)'!'I a m n| MM nnn’hnr
bet ween [cal | s ]%rﬂfe??écy@l?é%ed funct%ﬁ?@l@/\?’pﬁé@ﬁilf set, the
i nformatfion (K1, K2, and R) has |heenwokistdzen to the chi p.
secret ilpfoerratien—has—noet—been HFFPPeﬂ—yeP——¥S¢FHSPed%+FW
TST funcitlons| can be call ed, but| "RDEHE WR functions canno
clear, tjhe RND and TST functi ong ramastocbe cal | ed, but RD
can be catted—TFotal—btts962 Notre—that—f—these—~variabtes
menory, |it islnot a sinple matter to wite a new value to
The menory mudshredss Rdphsed first,| %ad-Rhen the appropriate
has an effectjom the algorith XJSEGMO change Frastr e
vari abl gs. _Far exanple, Flash m)rv cannot easily

7 X1315(—0

3 Process Block

9 Temp < Hy5

10 Process K @ opad Xo4 — Ky ® 0x5C5C5C. ..

11 X5_]5 « 0x5C5C5C...

12 Hys<¢ hys

13 Process Block

14 Process previous H{x] X4 ¢« Temp

15 Xs1i5¢0

16 Process Block

17 Get results Result «— H_5

7 Data Storage Integrity

Each authentication chip contains some non-volatile memory in order to hold the variables

required by Authentication Protocol C1.

The following non-volatile variables are defined:
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Note that if these variables are in Flash memory, it is not a simple matter to write a new value to

replace the old. The memory must be erased first, and then the appropriate bits set. This has an effect on

the algorithims used to change Flash memory based variables. For example, Flash memory cannot easily

be used as shift registers. To update a Flash memory variable by a general operation, it is necessary to

Tollow these steps:

1.
2
3.
4

71

Read the entire N bit value into a general purpose register;

Perform the operation on the general purpose register;

Erase the Flash memory corresponding to the variable; and

Set the bits of the Flash memory location based on the bits set in the general-purpose register.

A RESET of the authentication chip has no effect on these non-volatile variabies.

M and Accessmode

Variables M{0] through M[15] are used to hold consumable state data, such as serial numbers, batch

numbers, and amount of consumable remaining. Each M[n] register is 16 bits, making the entire M

vector 256 bits (32 bytes). Clients cannot read from or written to individual M[n] variables. Instead, the

entire vector, referred to as M, is read or written in a single logical access.
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a Decrement Only nunber. 10NVSRDecrenent Only (Not The new 16-bit value is
only witten to Mn] if the Mobst SignificantM n+l] can also be witten. The
NVBR access Region)node allows nultiple precision values of 32 bits and
nore (multiples of 16 bits) to decrenent. 11RORead Onl yThe new 16-bit val ue
Is ignored. Mn] is |left unchanged. ng 16 sets of access node bits for the
16 M n] registers are gathered together in a single 32-bit AccesshMde
register. The 32 bits of the AccessMde register correspond to Mn] with n

as follows: Nﬁ@cgrr?be }e%d &sﬁlgqﬂ% R}D](r %8 c&nrﬁan@ a§d é}ntle§§ vga tﬂe \QR Qd T?x Each

2-bit val ue |s stored 1n hi/ ormat. Consequent | wer e access
node NBR, SORmes oy geoped if fé@eégsﬂwwew (SLIWE“‘?}Z 1ppnd tb&@eté@g%% P st er

woul d be: cohsuinablelnod-Irstel-clip ¢(1dTknsted =D - 11- 11- 01- 01- 01- 01- 01- 01 During executi on
of a WR (writ m}\j\ﬁ m or,e and a
deci si on nade %ltshg& %wéglggﬁe%%eo\%h%%m tﬁata g ﬁ\?\ﬁﬁ’lfér B I gtceelr%e ol d. The

Ac cessMbREmpisgns Eash dytatyreepn hgdymbe r?q#eotzsatnwbm m@m tn 2éqﬁltpca9 bsiagtrte8dt Access
Mode) Cqmlﬁﬂy cHN&Tnl @ythbﬁllentt’hﬁeﬁﬁ&fﬁlﬁﬁd W MM ¥adGOse afnk ﬁl@éhd'oﬁmb&ﬂﬁllmgneg SO any
Decrement_ Onl y,. val ues.t ha a ges nust be shift into a
posi tive am a{)ﬁnéy for rﬁasons of secunfy as desgrqaecll:i] g}&ﬁca g g ITge %1{%‘@:@ rrglrsrsécﬁxf arboﬁtv::(glgt aitem
range of TaB@lt:o 50 nust have t he range shlfted to be 0 to 100. The System

Table 11. Write Permissions

Data Type Access Mode
Read Only Can rever be written to
ReadWrite Can always be written to

Decrement Only | Can only be written to if the new value is less than the old value.
Decrement Only values are typically 16-bit or 32-bit values, but can
be any multiple of 16 bits.

To accomplish the protection required for writing, a 2-bit access mode value is defined for each

Mi[n]. The following table defines the interpretation of the 2-bit access mode bit-pattern:

Table 12.

Bits Op Interpretation Action taken during Write command

00 RW ReadWrite The new 16-bit value is always written to M[n].

01 MSR Decrement Only The new 16-bit value is only written to M[n] if it
(Most Significant is less than the value currently in M[n]. This is
Region) used for access to the Most Significant 16 bits of

a Decrement Only number.
10 NMSR | Decrement Only (Not The new 16-bit value is only written to M[n] if
the Most Significant M[n+1] can also be written. The NMSR access

Region) mode allows multiple precision values of 32 bits
and more (multiples of 16 bits) to decrement.

11 RO Read Only The new 16-bit value is ignored. M[n] is left

unchanged.

The 16 sets of access mode bits for the 16 M[n] registers are gathered together in a single 32-bit
AccessMode register. The 32 bits of the AccessMode register correspond to M[n] with n as follows:
MSB LSB
15 |14 (13 [12 |11 10 (9 8 7 6 5 4 3 2 1 0
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must then interpret the range O to 100 as being -50 to 50. Note that nost
i nstances of Decrenent Only ranges are Nto O, so there is no range shift
required. For Decrenment Only data itens, arrange the data in order from
nost significant to least significant 16-bit quantities from Mn] onward.
The access node for the nost S|gn|f|ca]r§t 16 bits (stored in Mn]) should
be set to MSR. The remaining registers - (Mn+1], Mn+2] etc.) should have
their access nodes set to NVBSR |f erroneously set to NVBR, with no

associ at ed MER:J gkl BAGRAMYERR Gad Clhsdnhy, By %9\9  fekthd: BRRDGRACNL 1Y

i nstead of being preci st on_conpari son. cating M and
AccessMd¥l 601153%cceé%rﬁo‘iﬁg‘of%ﬁ?d?“i‘\‘?"%@@difE’?ﬁ‘s‘@“"’“}fb? KI KI |s the 160-bit secret
key used to transform Ridutiingi-tha-authent-deatoian-opoot ocol . Ki i s

programmed al gpg lnguosﬁorﬁ%av@@%mmganadéﬁie%{g&] ey Ja*%ntegc QoA £ P

SSI (Set Secret rmation nmust
clients crifienmyr pde hsher dapewinl vilve wilgpriantie ot hat make use of K, are RND

and RD. RND I’eTHdEAB&ssMoﬂ@leﬁlstR,ls sSlsing e avBRicRiolRcHigs SAM (SardeyR meeper, while RD
requires %IW SK, pair as input. KL is used in the keyed one-way hash
function &ﬂSHAT such it should be programmed w th a physically
gener at ed r and¥is thi %@Fcrelgﬁat@r@r @drfrisonts epsigiplsp ey Degremandumyahisethgmenon.  Ki

nust  NOTrelite GRREE ALQImWM: bdihkeCRIIRBERIve FHE. FRABAAPL RUBRERbBGAGRAt Or . The
secur 1 B A 0y LTRSS Bl el S
per son canust thendnterpreigherrangof ty 1066 beingre8 to 5P Srtrtit mopt hetade ofBeciementifuilyt ai s as

0. K is ﬁ%mto(bagol%r@heﬁgﬁgsh@m@uypon executl on of a CLR command. It can
only be progrgcmrﬁ?"rﬁ?év non-zero val ue bK}‘the SI commmand. 7.3 K2 K2 is

the 160-bit s Qs frgos, FRpees A Morderfgmeshisnilisent df@fent i cati on
pr ot ocol . sigkiZicans 16-rqogtideviined Mihlengariv Thiackeds méda ¢ ks wost sigadfidantfs bis (§idred

aut hent i GRMAMGM R s& IR (TREfem=RES € stérp(fhﬂﬁn[@:l(\gf?% ctc. Zmdem 468 Kz nust

be kept secret clients cannot direcily read O SG - 76 The comands
that makeé™qfeeedt™MdRare RD and TST. RD returns a pair M 5K2[M I X] where X
was passed i n Igroowestpict tb NBISBawiam escatdd 0ISRhegidikat LA R Rfion #i8Be I equi res an

M. SCL Mol oAl OBk oS B, AR, OB RIES from the authenti cati on

chip's RND funct | IS usedint fone- way hash function
HVAC- SHAL. As Es"ﬁ%ﬂeslof al@%MMaW%%%?%WW befpunghingedsing i cal | y gener ated

random number ,k,gat hered from a physically random phenonenon. must  NOT

b ﬁ e 9 gﬂte L P o] i sﬁléé,\fph %ﬁ sccreﬂcnguse & -trre;nl“sl ﬁqgr%?m@ l@enﬁc&&%%goﬁoacg 1se%c£§raé%§ng g u Ir Int g a;y
that is ribmsyish Bx fhepksam prd R \méﬂrtheeﬂ}éﬁmpaém thip’ssi8T (S@ecretéilf?)eﬂptsaehcomalmdt 0ss a

fair coi rsik6g, ﬁmsnmccpta&eeemt@emﬁeaﬂ&aﬁeadk and tails as 0. K2 is

aut omat ol Y fiL $5000 QbR £X5HY 0 r8 o SrRSOMRL ] LaSan 0N ¥ be

a random number, while RD requires an X, Sg;[X] pair as input.

K, is used in the keyed one-way hash function HMAC-SHAT1. As such it should be programmed
with a physically generated random number, gathered from a physically random phenomenon. K, must
NOT be generated with a computer-run random number generator. The security of the authentication
chips depends on K, K; and R being generated in a way that is not deterministic. For example, to set K,
a person can toss a fair coin 160 times, recording heads as 1, and tails as 0.

K, is automatically cleared to 0 upon execution of a CLR command. It can only be programmed
to a non-zero value by the SSI command.

7.3 K;

K; is the 160-bit secret key used to transform M | R during the authentication protocol. K, is

programmed along with K, Checksum and R with the authentication chip’s $SI (Set Secret Information)

command. Since K; must be kept secret, clients cannot directly read K.
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to a non-zero value by the SSI command. 7.4 Checksum The Checksum regi ster
is a 160-bit nunber used to verify that K, and K2 have not been altered by
an attacker. Checksumis programmed along with K,, K2 and Rwith the

aut hentication chip's SSI (Set Secret Information) conmand. Since Checksum
nmust be kept secret, clients cannot d|7r6ectly read Checksum The commands

t hat nake use of Checksum are any that' nake use of K, and K2 - narrely RND,
RD, and TST. Before cal culating any reveal ed val ue based on K, or

checksum on K, rfithidal S nRlGLUeRE BURBAEL ﬁqnm;e%sagﬂﬂ%mw%] %hg

Checksum val ue. The checksum cal culated is
If K, andVRP*5HdR s0pt A e aeaminrs tp e §R funetionsFS Trreaisgn My ProlM IR paifas ppt. IeveI
Fl ash val vigs: Bhswbidindidromtedthétitatibd@ip @NDf fu8dnl On process instead of just

e subsel Usel f Al SRLESRMoAY | KakHEACREAH WIS AUIATBLECEL

cleared to O upon execut1’'on of rogramred to
a non- zer Bithaphrsialygerqredsmpon pigbam gptherpd Borra a}wefcqﬂsmrl@@uéepomerios B mpg0- bi t
random NUNDEbe gpebted rblﬂzfa chEiprddr OB RARATRChRlb & e itdr] hl“hl;(secﬁ‘ﬂﬂoﬂﬁa% aﬂ\h@nhcatnk}ﬁ SSi )
(e Sechih AL ) SOMEh, SO5R0 ko Il B Bl Sgiet, o1 noe
changed O%HWOWHEOPF@fauftoh’elﬁ@i%tfP@fﬂﬂ’@hPﬂplsaSémdﬁéﬁawet to any chosen vaI ue

by a call er Rqlgaumakangbmaaﬁgtotohsm@&u%m {onRRAS HES hBL prbBGndRal T OM the

previ ous i 0 generate the SIC2[M1 R] value in the
non- truste non ”5 eq’gmﬁssggcogﬁ’aﬁé(ml pA). Both RID and TST are only used in

trusted al# hen‘tflleelatmon chips (ChipT). IsTrusted is a 1-bit flag register

t hat determ neﬁm\@h&mﬁrmg%r@Qﬁsotmuﬁb&tg%@{olv&@;m&m %@hh&n&be&l Hééded chip
(Chi pT): t ’dcﬁeéks ted bit IS set, the chip .is consjdered

trusted c R isrpeEpied dlgng vl Ke i Wi "r"S‘Pe‘f“ﬁ"r?E‘Hh&’rﬁssf%‘t not RD
or WR). Setrcftltlferrda@o'ﬁb epgn@okl. Binte Gheckadmagust betkiye seetai, pliehts canad disotystder ed t o be
trusted. dhasgiore RND and TST functions cannot be called (but RD and WR
functions can he called instead) stem never AUTH20 SG -77 needs to call

RND or TST on PRECEHHSTRBS “ieé’lf (egksum are apydhat mpks uhohKeend Kaplapely 8NBrn 1 to a
functi on RHyedhi B9 Heéfre caamdm@ mmhlmluVHAsmﬂﬁ{obr BMhecksilion Ksahd Ksked bit has

t he addedca@mm,@aﬁ By & gﬁqgaﬁlt, QGked aﬁf@mﬁfe cfgﬁ@ml QPCHEteBSme%{;&ﬂ pairs

obt ai nabl e an att yet st mal nt ai Inte r|
Aut hent i c"él“? 1 bt ocol . To obtain valid R SKI [R] pairs, an attacker
requires a SySfEEnaxj daemriedhahahmreveﬁhlia@,meweﬂycthe mmmn@c@mem&svsgom | ess

readily ql!e% 6&r%lv§%écg%ﬁ ﬂ;[ope%s ifis eag utq\‘.l?sﬁtlhe subse s%dn? ﬁ:preseg Vfilrcll vaIlPt%Tr usted bit are

cleared t
hecksum is automatically cleared to 0 upon exccutmn of a CLR command. It can only be

programmed to a non-zero value by the SSI command.
7.5 R and IsTrusted

R is a 160-bit random number seed that is programmed along with K; and K, with the SSI (Set
Secret Information) command. R does not have to be kept secret, since it is given freely to callers via the
RND command. However R must be changed only by the authentication chip, and not set to any chosen
value by a caller.

R is used during the TST command to ensure that the R from the previous call to RND was used
to generate the Sg,[M | R] value in the non-trusted authentication chip (ChipA), Both RND and TST are
only used in trusted authentication chips (ChipT).

IsTrusted is a 1-bit flag register that determines whether or not the authentication chip is a
trusted chip (ChipT):

. If the IsTrusted bit is set, the chip is considered to be a trusted chip, and hence clients can call

RND and TST functions (but not RD or WR).

. If the IsTrusted bit is clear, the chip is not considered to be trusted. Therefore RND and TST

functions cannot be called (but RD and WR firnctions can be called instead). System never
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the issuing of the SSI command. The IsTrusted bit can only set by storing a
non-zero seed value in Rvia the SSI command (R nust be non-zero to be a
valid LFSR state, so this is quite reasonable). Ris changed via a 160-bit
maxi mal period LFSR with taps on bits 0, 2, 3, and 5, and is changed only
by a successful call to TST (where 1 55 returned) Aut henti cation chips
destined to be trusted Chips used in § stens (Chi pT) should have their
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o,
mechani sms F event From genera alls to TST
and RD f"H’F\Wi’W”f”ﬁ’gﬁ"@ﬁﬁr The;seretaefal Q§R uptpl, betrﬂemrniswsforre@rrmlectp e@Rrate| mi ting

har dwar e 6 RTHesshtL trtsttasys&rxﬁ:‘m rup%rstmn tobsRALERY IRl 1 668G KechfRPHAREK Alhdg at a
_speed noréa%bt s?(? ﬁ/l‘ %1& non vallc!?1 1a1 )éllue Qra t%ustech 133028%2%%%@?1% mﬁ%ﬁtgag Fﬁt)macrmh?nm sm

is the 3 S reg i &t I'sus
nunber of7.&| ocﬂIWtﬂlttelks that rrust el apse between calls to key-based
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can en
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A client cannot directly access the STWritten bit. Instead, it is cleared via the CLR command
(which also clears K;, K; and R). When the authentication chip is programmed with secret keys and
random number seed using the SSI command (regardless of the value written), the STWritten bit is set
automatically. Although R is strictly not secret, it must be written together with K, and K, to ensure that
an attacker cannot generate their own random number seed in order to obtain chosen R, Sg,{R] pairs.

The SIWritten status bit is used by all functions that access K, K,, or R, If the SIWritten bit is
clear, then calls to RD, WR, RND, and TST are interpreted as calls to CLR.
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of MnTicks are to be set. The practical effect is that an attacker can
only increase the value in MnTicks (since the SMI function only sets
bits). In addition, there is no function provided to allow a caller to read
the current value of this register. The value of M nTicks depends on the
operating clock speed and the notion what constitutes a reasonable tine
bet ween key-based function calls (application specific). The duration of a
single tick depends on the operating clock speed. This is the maxi num of

t he i nputy£l oclkmﬁmed and the authentication chip's clock-limting

har dwar e. For ? W the aut henti cation chip's cl ock I|mt|n§1 har dwar e
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at t acker va&e oy tickis baspl @ 1344 e CWHP 3t therinpupdacl whsefl0 MHHGWewddf | MHEJhe KS does
make an abiask s tszsemrl@ tﬂtzf(tutcgut ttock)%bea&r@ 1@3@% fARgymabl e has a different

M (part of Mis randomread-only d er to l"aunch a differential
attack, mini mef1ghe thratiereladel i sypshedyiTiFt qelpgari batey Thnyelie baMigitky be
achi eved it intmi mgbe oCizRSHuRR] 6 psClahiea cmllsrtg thd Rey-tadell BDtahd/EITYG RS ant  part

of M &%%W_fé’ rgdlfnﬁmgﬂ&ﬁ%rb %Htédﬁygﬁe%nrgﬁo? ogeat‘"gttﬁg‘g(h(ter to use a si ngl e

chi p, S causes t e use o be slowed down. If
it takes a yeal'rjosrthe iRyt gesk Sﬂe%nﬂ@ﬁ%hq%ﬂxﬂ“mqochww@@h Yioveseptrachi ng f or
val ues t anikie@inRf Bsethinfl baw@n tdllado kagtttaeakuntdahas the mtree@;mmltktae s&esto 00d,008t t ack and

oS PR MRkl 855000 e LPRRR AR NERR s PyfLgRDL ' o2t 0"
si npl e op&haMindiskc@hirria A susk that theppunt efdiote besweed eallatol B Ttiesc@od, thai eadmmands and

par anet errsquneqe&saﬁy ga‘neate ITIRERARNY BhiksQihlyatquPnP 1 OLOE oflorage) HAGHAKL hent i cat i on
chip is defined ncatlg, toSstemv serial interface as a

i ni mum i APl enent aatn 8?1“ Ptntagngreg ”Y?ﬁ B é4&é?l ¥rats ghnedgiiedal ent chip

that o pe rehip cos S¥hpegrs if 1 billige ghips were used, makmg such an attack completely impractical in terms of

time (not to mention the storage requirements!).

With regards to K;, it should be noted that the MinTicks variable only sfows down an attacker
and causes the attack to cost more since it does not stop an attacker using multiple System chips in
parallel. However MinTicks does make an attack on K, more difficuit, since each consumable has a
different M (part of M is random read-only data). In order to launch a differential attack, minimally
different inputs are required, and this can only be achieved with a single consumable {containing an
effectively constant part of M). Minimally different inputs require the attacker to use a single chip, and

MinTicks causes the use of a single chip to be slowed down. If it takes a year just to gef the data to start
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interface (such as 8, 16 or 32 bits). Each command is defined by 3-bit
opeode. The interpretation of the opcode can depend on the current val ue
of the IsTrusted bit and the current value of the IsWitten bit. The

foll owi ng operations are defined: Table 13. Authentication Chip Conmands
OpaTbWwhdl nput Qut put Descri pti on 000--C,R--C ear 00100SSI[ 160, 160, 160,
160] - Set Secret Information 01001RD 160, 160][ 256, 160] Read M securely
01011RND-[ 160, 160] Random 01101WR[ 256]-Wite M 01111 TST[ 256, 160][ 1] Test
10001SAM é&k}h%r%ﬁes@&ﬁe@Q% MRl Rial P WA iorlalds E Lot &‘I&A&ﬁ 19k Omd SMT 32] - Set

M nTi cks Opcod |sTrusted value IsWitten val ue Mhenonic e [n]
nuner ogfy F@&%ftélﬂlef’i&ﬂ'c“ﬁ%?"é?’r‘ﬁ?'@? Any command not defl ned in this table
(for exanple opcode 111) is interpreted as NOP (No Operation). This is is
regardl esg of L&Iﬁeu‘téﬂfo}ﬂ%h'ﬁ%oﬂﬁnah&sw' tten val ue, and includes any opeode

ot her than SS| Witten = 0. Note that the opcodes for RD and RND
are the sane, H"aﬂ &%teélﬁoﬁéluﬁﬁﬁeﬁ&’é’é‘hfwhewté’ﬁﬁmww.asw opefetiop gmmegadishind 1 un
upon r eceThitsedibn delnsls m@mdle;ownhdds é’x'ﬂ@&&det@ﬁeﬁd@ﬁry@&rllhﬁﬂﬁenMﬁdnlbeP@ifoccﬁ be

| sTrusted bit re the IsTrusted bit is
Cl ear RD an d %%?t{ljéﬁg%lg%l%%p IS.dI x{e%ge?e as C(?l’lll'ﬁl)ﬂ] ?0 ytc.tﬁm Vlaflse?lgll,ll%t I'Fa CF al%l t | s Set
RND and TSTUumigplpmeniation It fs apyavial mpieety deﬁPhén ftqmal@é%@tbﬂfm@GFWraWd@Wlawe mut ual |y
AUTH2O- SGnteldde g@uhilati§ i1y 6r 306fsyeen trusted and non-trusted aut hentl cation

chi ps, and the_sane nf.orces.t rel ati opshi f the
conmands i s e>e<EaaFn]%h°e ?‘f\l ge ccﬁ’ fs%ltc’?cﬁ%e Jghulﬁ%te Vit g ‘%ﬁ‘s‘a“ f5PE 1 Hat some
al gorlth@‘“ﬂ%‘éﬂl@ﬁé@?ET@%MWW@?@HMV&!}G@&'@SEWﬂ@@h menory is assuned for
the i npl ement atthe @loRing BRAtoN Bk adfinke vari ables. 8.1 CLR-CLEAR |nput; None

Qut put: i rlla%le 13. Authentication Chip Commands

op* [T" | W | Mn? Input Output Description
000 | - - CLR - - Clear
001 |0 ] 581 [160, 160, 160, 160] - Set Secret Information
010 |0 1 RD 160, 160] [256, 160] Read M securely
010 |1 1 RND |- [160, 160] Random
01 |0 1 WR [256] - Write M
011 i 1 TST [256, 160] [1] Test
100 | O 1 SAM [32] [32] Set Access Mode
01 |- |1 |&T |- [1] Get IsTrusted
110 |- |1 |SMT | [32] - Set MinTicks
@ Opcode

" IsTrusted value

¢ IsWritten value

¢ Mnemonic

¢ [n] = numer of bis requied for parameter

Any command not defined in this table (for example opcode 111) is interpreted as NOP (No
Operation). This is is regardless of the IsTrusted or IsWritten value, and includes any opcode other than
SSI when IsWritten = 0.

Note that the opcodes for RD and RND are the same, as are the opcodes for WR and TST. The
actual command run upon receipt of the opcode will depend on the current value of the IsTrusted bit (as
long as IsWritten is 1). Where the IsTrusted bit is clear, RD and WR functions will be called. Where the
IsTrusted bit is set, RND and TST functions will be called. The two sets of commands are mutuaily
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Changes: All The CLR (Clear) Conmand is designed to conpletely erase the
contents of all authentication chip nmenory. This includes all keys and
secret information, access node bits, and state data. After the execution
of the CLR command, an authentication chip will be in a programmuabl e state,
just as if it had been freshly rranufasﬁtured It can be reprogrammed wth a
new key and reused. A CLR command consists of sinply the CLR conmand
opcode. Since the authentication chip is serial, this nust be transferred
one bit afxcrsifeb f ;@g?@g

conmponent .. A g&g%{grr?rﬁ%d%? réo(athﬁgérdea:%1 %?Aggs@%%%pg/gh@g S%I%)gi)g&ﬂ? &%h R opcode. A
total of B¥W¥P-are transferred. The CLR command can be called di rectly at
any time. The Erlleitheebmeingsisex@mingd in dpal ih 8 tubsephedy sediib@INGRIGH sdhe Cl ear ed
first, toy ich .as RND, TST,
RD and \AR)QH%Q}QLI@SJBHK(;%E%(E I\/g%h h%l %ngIL;@éw%lﬁl%%%ggm &?oreelmgf'{}éng "Ten shno “an
attacker Vhtiled*ilsbve power at sone point after they have been cl ear ed, and
mani pul at&1 M ¢hwerebgar have a better chance of retrieving the secret

i nformation V\nfnﬁna partial .chosen text attack. The CLR command is

i npl enented with the foll oW ng steps: Table 14. Steps in CLR conmand

St epActi on 1Er@&eutSfapgitten, |sTrusted, K1, K2, R M 2Erase AccessMde,

M nTi cks Once ¢haagshi p has been cl ear ed it is ready for reprogramm ng and

reuse. A blank.c .S of no u an attacker, since _although they can
create any vaIk{Jhe%? Rﬁhmr)((%ﬂn?gﬂd'ﬁ es}g@ d" Freme &ﬁﬁse\/@ei PR "f%la“the’l?éi;“”bas ed

f unct i onschigintemoyyoFhisinaindpsall keym yndiserfed inframitiom agesss Kodezhirel ad@itawi date. Afer thercor r ect .
It iS NOtexBREADEME YLI SRS mtmathﬂwwﬂesﬁq?%gmﬁmésw jubehEiek faaCl | ed
for any QpC ‘g ot heg ‘Pﬁ" R _An attacker y have to RESET the
chip. TheFe& m?“&ﬂ“&fa Wy’ EPREPE™E Wl&rf"s“ﬁ\”éeytaﬁ‘a‘i““s secret information
has been dest roa{BRicommakd sgsittsvd siblly the CER k@msant! opcads. ﬁh&mkleﬁenmﬁu&cﬁiﬁ;ls - Set

Secret | n&ei, Wﬁﬁ%e%ﬂ%&é@bﬁ§ltlﬂ19ﬁﬂéb1tclﬁ]crls@]3to%%§%m &ﬁmL_c[bGO bits, 160
bits, 160 bits $0 bits ut; None anges sum R,

SI Wi t t erfompRst ¢ Tdkronga dS‘SﬁherE gentgs b2 pfie ?"6?1)"”‘?5@#%‘?*@ s used to
| oad t he tisferié® and associ ated Checksum variable, the R variable, and to

set SIWitten I calls to RND, TST, RD and WR
'ﬂl@ eLﬂ{ §0T1{n%§& &g bg Jaﬁ&%u‘zcﬁg' at a.g}t t@%[

commands. An conmand consi st command opcode fol |l owed by the
secret infor ﬁr&FPré?{ of Saspre isdippsyiany Wﬂ‘ttqﬁémﬂbe clpeged figsh dccdisglprfugthegl cafds fodeyi st er s.

Si nce t hecastinetiin GahaORNID, ISP, AISand &R) At the AdcBMod¥BAS ardiBeatcll BlsE ﬁlwr@tﬁh one bit
at a ti er 1s.LSB t.o for An SSI
com‘randn:%nsl a%;}g& %g%{ogee S oS Pt agg 51 eﬁgavf’ eenggfe%ggg@{x)lggpu%?@? QLB’ %Y by bits

0- 159 of h@‘ﬁ:é better chance of retrxevmg the secret information with a partial chosen text attack.

The CLR command is implemented with the following steps:

Table 14. Steps in CLR command

Step Action
1 Erase SIWritten, IsTrusted, K, K,, R, M
2 Erase AccessMode, MinTicks

Once the chip has been cleared it is ready for reprogramming and reuse. A blank chip is of no
use to an attacker, since although they can create any value for M (M can be read from and written to),
key-based functions will not provide any information as K; and K, will be incorrect.

It is not necessary to consume any input parameter bits if CLR is called for any opcode other
than CLR. An attacker will simply have to RESET the chip. The reason for calling CLR is to ensure that
all secret information has been destroyed, making the chip useless to an attacker.

8.2 SSI - Set Secret Information
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new val ue for K1, bits 0-159 of the new value for K2, bits 0-159 of the new
val ue for Checksum and finally bits 0-159 of the seed value for R A
total of 643 bits are transferred. The K1, K2, Checksum R SIWitten, and
| sTrusted registers are all cleared to O wwith a CLR command. They can only
be set using the SSI command. The SSI_cgommand uses the flag SIWitten to
store the fact that data has been Ioaéed into K1, K2, Checksumand R |If
the SIWitten and IsTrusted flags are clear (this is the case after a CLR

instruction), mphen Kl, 2k, Cheelksun apshiR 136 6is! RagRdicbid t he new val ues.
If either flag.ls rs]]\it, an attenpted call to SSI results in a CLR command

bei ng execut ed"B'Hc® only an attacker or an erroneous client woul d
attenpt to chdﬂgegd&-eys df1, Khéheclamd gt Béedn, lnisedit cal ling CLR first. The

SSI command alfhg s§ﬁ§a séc@mkoﬂ;twcaqminh?sglsé&%pﬁmbm ©nd mcx@& oealgh R If R

= 0, then the hip i.s considered untrustworth hd therefore |sirusted
remai ns afidyle tf“? lfsgvipa'e}e agdfa ppt %W@“&‘Pﬁ“ﬁIST?“‘Edch’ﬁ%@HétPréﬂust‘?W woftH2rdand
t her ef or eWR sdnutigtseln B camrhant! Condists MateeSSt damatdipccaetotivwrg bpthe tcbrer | sSTrusted bit

only oc %r?nag(ylrté) E‘e%totréagn t§§k1, ﬁO EH&EL allgj 1? );%gistgry tsi?;he%lk %@%ﬂt@%ﬁg n} (ﬁs seic‘izgt o be

reused, the R comman e cal e safely
reprograrﬁﬁ‘éﬂuwettf?nséwe‘&’s}ebéé‘rﬁ?’&ﬁd“"h‘ﬁ%fd‘ffﬁ%ﬁ taMER Er pash eomyrged ompimetided into M

using the SAMressdch&ammmﬂﬁe senl RELiISBI2 omemﬁroﬁlzowfdumem&toa@ Wideh the
1ok oM NG LaRSE: AR &1 Sror ahEP Sl s REbi CRIRBARL. 2LABOCHI QG R ZKT F Read

160 bits fromc ien SCKSUMF Read 160
bi ts frorfivellyibine-13FRE the sepbeptie {8 8- 4 fotaboffopbits ete ransfersi F(R# 0) IsTrusted *- 1

7SIWitten F Irné] K2 Cn&faumBR, BwaudBRnd IsRaael rbdiid sre 2 cleiéd b Ylwitlra CLOO bits,

160 bits] 256 bits, 160 bits] Changes: R The RD
( Read) co%ﬁngpﬂgyﬁggn%oSLéé% M?SI Jéea #% he entire 256 bits of state data

(M froma ndieB¥lyenned asss the s Sé‘é[tlitﬁtyrm st the fa@tHaydat hysdkdndoadedtitie Kt. Keat i on
chip wil Ic%@&ppaaal ROOHhE S&rltiyn 4n@ Istrh@eﬁﬁags L&A s is hDEasOMERELRBhdrSeebfyom t he RD

O, G R SFe I R B MBSt FRER S Lo
for | at erSSUssuilt ina C&B cquamdnd pa)e executed, since only an attacker or an erroneous client would
attempt to change keys or the random seed without calling CLR first.
The SSI command also sets the IsTrusted flag depending on the value for R. If R = 0, then the
chip is considered untrustworthy, and therefore IsTrusted remains at 0. If R # 0, then the chip is
considered trustworthy, and therefore IsTrusted is set to 1. Note that the setting of the IsTrusted bit only
occurs during the SSI command.
If an authentication chip is to be reused, the CLR command must be called first. The keys can
then be safely reprogrammed with an SSI command, and fresh state information loaded into M using the
SAM and WR commands.

The SS1 command is implemented with the following steps:

Table 15. Steps in SSI command
Step Action
1 CLR
2 K, « Read 160 bits from client
3 K, < Read 160 bits from client
4 Checksum < Read 160 bits from client
5 R < Read 160 bits from client
6 IF (R=0)
IsTrusted « 1
7 SIWritten « 1
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TST returns 1. Since the authentication chip is serial, the command and

i nput paraneters nust be transferred one bit at a tinme. The bit order is
LSB to MsSB for each conmand component. A RD conmand is therefore: bits 0-2
of the RD opcode, followed by bits 0-159 of X, and bits 0-159 of SKI[X].

323 bits are transferred in total. Xcand SKI[X] are obtained by calling
the trusted authentication chip's RND comand. The 320 bits output by the
trusted chip's RND conmand can therefore be fed directly into the
non-trustges chigy- ReaddD conmand, with no need for these bits to be stored by
System The corrmand can o the follow ng conditions have
been net: P¥ien = 1 |hd%§f$ﬁgﬁ@g’ﬂmﬁ?&1 Checksum and R have been
set up via the()'éssllt commbdrfa [ XM= [256 Hisuis0 bitk] = 0 indicati ng the chip is not
trusted since ¢fangs; Not per mlited to generate random number sequences; In
addi tion, call 38 RD rrust wait for the M nTicksRemai ni ng relgl ster to reach
0. Once it has P®&GiBeadhcompynd is ysgd t pegyrely waq the eRsftgecl Wi ot A Eke®m % ensur e
that a mmpitrusadtaitheatisatidnl chip] Arhsevabdintiesitaton tiipwill tepdrDeon@Aiy & the RD

M i Cks Redid {1 CighPtis BER o kBl AR ik kol B Jﬁ&hﬁﬁstééﬂﬁmoﬁm g verifies

that the s have not been_tanpered wt IS 1S acco %/_
i nt er nal | SpstEhiRFicstiap chay Ry verifiqeqn. withghe feﬁmeﬂ@swﬁﬁ%ﬂerméé%g‘@ﬁm hi s
gener.at i orsTagahnclionpar i son nust t ake the sane anount of tine regardl ess of

whet h the k . t 1
et her € e§{l§ce ﬁﬁle guﬂfegtr cat(iat lgﬁ [s as:%u Ehe s\% c? %xd tmrrl'fats ar%ge ers t(x)mst be ans%elrr]e t he

attacker can gain 1n re-incorrec
i nternal pebl§peat |TB‘hb“f°&4eF1§PWWM@.@WM@WWCP@POE@F-WWW%M all the
key i nf oriadféramiteitlofmie/Rcdptase yioaestyhayo-1 Per g hhcpbnsbflsdﬂifs@m 163 vl St ored

as mul ti lt? s?erreg mqscrn X Ig?]lf ‘are oﬂtamecH)l lcgtd mglﬁl:[-el stgiva%%en[u&a%on%a S should be

used for e veriticatio rocess iN used to
represe ntcoveﬁqddT he 3PQiits outimpby thadiruipd @ip' SIRINDZD’BWFMWEH thérefpre bfeﬂed $itegtlylinty e used, Kl

and K2 arlﬁn—tr@siefieﬁﬁéMﬁl:ch‘nllﬁg@whlhﬁogne&ﬁﬁlhhds‘g&fsws@;edﬂ)ﬁ@stfngr a total of 640

bits. Once th er nal key r he, RD command checks to
see if the |ngrhf’ﬂbp%nrﬂ% & glyg 'escv‘gkfe\rllvg’ tﬁ%ﬂ §g'f°§ 13%“5& P8R by internally
gener atirg SKISIWpjentdr t he i riplitating thagRigKy, ﬁBansumenmhavﬂ@eﬁ feeuplvishd $S1 agai nst
the input SKI[X]. This generafianqapd conmparison nust take the same anmpunt
of time regardl ess of whether the input parameters are correct or not. If
the times are ottt R@ sane, diratinsithechia fs netdmsterhiinge it isnespermiticd e catststet  whi ch
bits of SKI [X] are incorrectranddbiiddt) s&faenc&3 The only way for the input
parameters to i.nva stem (pa t bi ts)

a case of the lgv)vf?dgﬁlﬁn ga(l)ﬂrslgou na%‘llspwaltf{)qﬂe iche"@mfg("%sgr °B gah ({]gﬁcsct“giﬁg chi

(gener at %ty shdky rpeifer isysloagnd with Minfickaolensors tahreminiridime wilbalipesrbeishinallsA
constant wyabue of O is returned when the input parameters are wong. The
time taken for returne . same f al | uts so that
attackers can qneeahrfllrlllel?SR PRTHG "abst rel\%dbf“”\'?\}}al}gm?‘?ilffaql?@ © ‘Eeﬂgesﬂﬁ

par amet erksysthespaottheqtanmpeted Wlﬂeahl%heccthplutl by/iafemelly gaireeatinm‘Sl[KUIKalaed The 256 bit

comparing against Checksum. This generation and comparison must take the same amount of time

regardless of whether the keys are correct or not. If the times are not the same, an attacker can gain
information about which bits are incorrect. If the internal verification fails, the CLR function is called to
clear all the key information and effectively destroy the chip. If K, and K, are stored as multilevel Flash
memory, the full multi-level Flash values should be used for the verification process instead of just the
subset used to represent valid values, For example, if 2-bit multi-level Flash is used, K; and K, are
effectively 320 bits each instead of 160 for a total of 640 bits.

Once the internal keys are known to be safe, the RD command checks to see if the input
parameters are valid. This is accomplished by internally generating Sy [X] for the input X, and then
comparing the result against the input Sg;[X]. This generation and comparison must take the same
amount of time regardless of whether the input parameters are correct or not. If the times are not the

same, an attacker can gain information about which bits of Sk, [X] are incorrect.
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content of Mare transferred in the followi ng order: bits 0-15 of MO0],
bits 0-15 of M 1], through to bits 0-15 of M15]. SKZ[X | M is calcul ated
and output as bits 0-159. The Rregister is used to store the X val ue
during the validation of the X SKi [X] pair. This is because RND and RD
are mutual Iy exclusive. The RD command,is inplemented with the follow ng
steps: AUTH20- SG - 84 Table 16. Steps in RD command StepAction 1IF

(M nTi cksRemai ning # 0) GOTO 1 2M nTi cksRenai ni ng F M nTi cks 3Hash <-

Cal cul ate SKI[Hle ohly Kr%} fo%nﬁft par&ﬂé@%hohengaﬁﬁlKMnemtﬁsténh@ksﬁ ration
nmust take const ant time so a a}ﬁ_&vﬁker canngt det erm ne anég out the

validity BF"bEFEIEGIvaPs B Ongcy e, 8 brgusted e (FPIRE: ‘%éé’&l 160
bits f ronan@tménmthﬂtl&tsmcatmfiaﬂlmmcams@n@m%Gﬂolﬁﬁl@ed Whelahinput pextbetdGPe bits from

client) I\m)s-g trmrmettmﬁfogp@t,@&aufa@d HABle dhedlife SOMBhARurs! sbfﬁaamk@&aafemc ker
cannot det F‘iu how nmuch of their guess iIs correct. F (OK) Qutput 256

bits of M Bt B ERaldyt put 256 bits of 0 to cli ent 10Hash - Calcul ate
SKZLR | M 111k GKnp@abrirticrsifi: bobrt @rifikl tHdasthuttrhucs hie eMulalel S Bstbput 160 bi t

of 0 to CJoLt@rREfﬁar% nBlé'Brred B%Q%%%L%‘&H& pi L;?Wof#@t @EB 15 E%’M@(P;Lo'?lgh Q0 P{ts160 bits,

160 bits] 1% I'S use lrent to
obtain a Qﬂaﬁ qE 1l SSI@F | P[I]:\‘]‘ calpylated grgoutpu s ity 0-459.
The R register is used to store the X value during the validation of the X, Sk,[X] pair. This is
because RND and RD are mutually exclusive.

The RD command is implemented with the following steps:
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subsequent aut hentication via the RD and TST conmands. Since there are no

i nput paraneters, an RND conmand is therefore sinply bits 0-2 of the RND
opcode. The RND command can only be used when the follow ng conditions have
been net: SIWitten = 1 indicating that K, K2, Checksum and R have been
set up via the SSI comand; and AUTHZ0O-SG -85 [IsTrusted - 1 indicating
the chip is permtted to generate random nunber sequences. RND returns
both R and SKI [R] to the caller. The 288-bit output of the RND command can

be fed st rahfis $E% A &HRRE LT USTED Chip™s RD commend—as the | nput
par amet er ¢ There is no need for the client to store themat. al Sl nce

they are notstef’reqw red agai n. However 4He& TST command will only| succeed if
t he random nunber resTedRemlifini 0@ RD command was obtained first fromthe
RND command. |f |a cal IG%( onIy calls RND nultiple tinmes, the sanp R, SKI [R|
pair will |[be retiurned each tine. R wll only advance to the nekt random
nunber in|tBe sequmcthaangamndessful call to TST. See TST for nore
i nf or mat i pn7;—Befro € | formatton—theRNBD—ecomrant—Lhecks to

3 : .
ensure that the Has}l&ea‘fcuia é? 18lt;kén tanpered with by calculating S[KI | K2]
and conpafi #g acaolﬁﬁ(flaklec@sdqsum)lf t he keys have been tanpered with the
checksum w | | fcujq i ion. If Ki

otétmﬁl l’%‘clgeljatﬁm grﬁll;t t:f?(g onRarfliASH aﬁﬂﬁceﬂéfééﬂo{ﬁe%m%@

and K2 are store mam)%y ti-level Flash
val ues shopul d be %@Hgftt?FtﬂF’H’élWéPfﬂaf"é‘&%ﬁbﬁsrPf dflocess instead of just the
subset usedsto renrr(e@gpt valid values. For exanple, 1T Z2-bit multi-Ievel
Flash is |used, %d% e effectively 320 bits each instead of 160 for
a total of 640 tlts The Rcommand i s i npl enented with the fol] ow ng
steps: Tabl € 17. tcemdmmbm\iﬁmﬂmrand St epAction I Hash <-Calculjate SKI[KI |
K2] K <- HHash 2Npte—that—thi-s—operation—rust—take| const ant
tinme so an Z’?t aq k%as éﬁc“a!egépgrm ne anything about the validitly of
particular Bits o@KHaGhsh =Blekt 160 DK fro@ake@) CLR 40ut put 160 bits of| Rto client

SHash F Chl cul atl encih s GO U LB0ccRlchifl oo HER A Qafol &Uknifl 5 TST - Test

how much of their guess is correct.

9 IF (OK)
QOutput 256 bits of M to client
ELSE
Output 256 bits of 0 to client
10 Hash <« Calculate SR | M)
11 IF (OK)

Output 160 bits of Hash to client
ELSE
Output 160 bits of 0 to client

8.4 RND - Random

Input: None
Output: R, S¢)[R] = [160 bits, 160 bits]
Changes: None

The RND (Random) command is used by a client to obtain a valid R, S¢,[R] pair for use in a
subsequent authentication via the RD and TST commands. Since there are no input parameters, an RND
command is therefore simply bits 0-2 of the RND opcode.

The RND command can only be used when the following conditions have been met:

. SIWritten = 1 indicating that K1, K,, Checksum and R have been set up via the SSI

command; and
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| nput: X
Changes:

command opcode foll owed by input para
Since the authentication chip is serial,

at atime. The bit order is LSB to MSB for each conmand conponent.

command i& therehadei; bits O- ]%dl%ﬂé HEHbN eﬁﬂﬁéﬁqggenérgté LE Gl

bits are transferred

SK2[ R |

X]

[256 bits,

160

bi t s]

M R and M nTi cksRemai ning (or al
The TST (Test) conmand is used to authenticate a read of Mfrom a
non-trusted authentication chip. The TST (Test) command consists of the TST

M bits 0- 159 of SniR I

| ast 416 input bits are obt ai 1#H"SS t he out put

419

Qut put :

ters:

1 or

o=1 I

bit]

registers if attack detected)

X AUTH20O- SG -86 and S[ R |
this nust be transferred one bit

Int

X .

A TST
bits 0-255 of
otaf Si nce the

bits froma RD command to a

non-trust ed aukNerntursabthB8nndchil[B] tottkeallenti re data does not even have to be

stored by the gleni outpﬂt%tf ﬁl@ﬂNDtcgﬁ-ﬁmedEﬁ b&

trusted authentication chip's
be kept f B

c

omran

i stbaﬁf%hpiﬁa %%q%degl gglehépv 1{19

e SBphRaAEetersy i %ewrisn0 neghieProrliens s@m thenyps ally sipg thenarp nethe

t he
M shoul d

f ol | owi ngregamndhigtinGhserake THIR@mmaRtwill offy ddetd ieBe fandominBdbee plsded GitcthatD K1, K2,

Checksum apd R mgﬁa,&mt &}

indicating the chip1s permt

addi ti on,

ensure t
conmmand t
is

Te ﬁfo

éyyun1t|ne\mll

myﬂﬁﬂ

ia.Lhe SS

conmand;

and

enerate r andom number
cal 12 taerpaly ey metwleﬁl@Ps thiy gty R i Rk paevilbbarretagedreeditiotedt t o
reach 0. ‘ANoAly hdvale thedhedd Exnddi nuinB@ il BHeGleR% afi® a hbeQad ok g sddRTirg ks to
to TST. The TST

en checks to nmake sure that the keys have not ben tanpered. This

el apse between calls

1
In

| sTrust ed
sequences.

acconpl i shésdbropuming enribimptiopetheR P pargnagfl fiecks tolkEjuredimdthelomplard g agai nst

Check 3 Iu m bea_lhllcnﬁpegzﬂ REh ot daQﬂatﬁlQ Q[Kl P@]Tmrcblﬁﬁﬂnggéﬁﬁst élﬁkﬁuﬁ) hﬁh§ﬁpﬁlamwt of tine
regardl ess o

t he sane,

tanépered tw% a e

DS

ct or

Qﬁraﬁet?ﬂﬁ]feym‘?“@ﬁ“’ﬂnlf Kad & correct .

not

times are not

If the i ritesdpaultilgest Flish ommprosibe fall faglti-letvél Elag vRluésishrartd bo nseil §r thabdridichiibio ¢l ear
all the Hﬁdéeds ﬂf@t@d’d@ﬁ)&t% sl uRhl fo@éiﬂéséﬁ?‘ba){d dﬁﬁg EOex b, if Ebft Qlultl—lgvellﬁaslﬁgd K2 are

stored as
be used

kR s ey st et o) fo

mul ti -1

evel
ﬂmﬁFﬁfﬂE¥“the subset used to

repr esent vaI i The RAPwersmanE grimpxaanet @jth thé foBeviing stepsrul ti - | evel

[ ash val ues shoul d
Fl ash i s used,

of 640

i nput M val ue.

sane, and O if
save space on

| f
in the

r each time RD

until the entire

Kji and K2 are effectively 320 bits each instead of 160 for a total
bits TST gauysesthe internal Mvalue to be replaced hy the
SK2[ M | R] T3 Y itses mBAPcgP@idd, and conpared agai nst the 160 bit input hash
val ue. A Bi ngkege OJtput bit Is produq&ﬁmll |T they are the
they ar e !‘IUI eh III(Er?AGﬁ ew%%‘]lltblllul |v4 ‘v’a! ge IC fn
chip, andlis the Flgs i TST are nutual |y excl ysi ve conmands.
the output bit is IHLR(H&mummakﬁﬂbto be the next random nunber
sequence.| Thi s fo tﬁ?% er t ew ran nunbHg
and TST are callef ]Sf:hea r less'ﬁﬁmtum[1 TRV N CO?S%BQ “PE ag?&ér GEpt
i nput strjng has bé@ﬁmwﬁﬁﬁéﬁﬁﬂmm%@ﬂWﬁéb“ﬁh@mmhrm$ofﬂﬁh
3 IF (—OK)
GOTO CLR
4 QOutput 160 bits of R to client
5 Hash < Calculate Sy [R]
6 OQutput 160 bits of Hash to client
8.5 TST - Test
Input: X, SR | X] = [256 bits, 160 bits]
Output: 1 or 0 =11 bitj
Changes: M, R and MinTicksRemaining (or all registers if attack detected)

The TST (Test) command is used to authenticate a read of M from a non-trusted authentication

chip. The TST (Test) command consists of the TST command opcode followed by input parameters: X

A
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time to evaluate the conparison in the TSTfunction is always the same. Thus
no attacker can conpare execution tinmes or nunber of bits processed before
an output is given. The next random nunber is generated fromR using a
160-bit maximal period LFSR (tap selections on bits 5, 3, 2, and 0). The
initial 160-bit value for Ris set upyia the SSI command, and can be any
random nunber except 0 (an LFSR fill ecig wth Gs will produce a never-ending
streamof 0s). Ris transformed by XORing bits 0, 2, 3, and 5 together,

and shi f tina@,.fl |x31680Qc b tadhehdicGitn cip Risdriakl s Bﬁstﬁa@@m&@d%ﬁgrﬁ%g 6. TR hyl €Sul T as

the input bit new Rw || be returned on the next call to RND.
The LFSR ?rgerfsﬁggéoq}#ggﬁé‘éac TRy B%HODF‘?‘i Fig. 9. Note that the tine taken for

0 to be returnédST camadSF thagte: e 0LIvéthe BTEopf@le, fetlovedigdbitd MPHFtosMSHELs 04 hat

at t acker s156@fs, LR 4@951@51@%@@9&&% WHRGinlAR, kN3 lirlplh bﬁ{)é?é%btamﬁas R The TST
conmmand Is‘éﬁ‘&% emented with the follow ng steps: . Steps h TST

command SP £ REoPREd ("I\ﬂ"r‘?“f‘f’ﬁﬁ@ﬁé“f’& 163 “H‘@h‘#’ %eﬂw@@eww%wmml ning F
M nTi cks Siraidly theclic@alnsted damebiSkin b deseﬂ dik2qly té@&m&teﬁhhsdﬂuwu@}ﬁg'kgsmﬁ Not e t hat
t his oper acker cannot determ ne

anyt hi ng ?3‘3‘8{& ?ﬁg&sglﬁiﬁﬁfﬁ?@o ﬁﬁ] trﬁ% %%D%Q@E%f Hash 51F ((-OK) OR (R =
0)) GOTO CLR 6NefsT H%BOIBY'E@S%W b follgyringrppdifpnshavatstropdtate SIt2[R 1 M
8Hash " (dHash siwhiext=1160 bi t Sindi20#p thd: KERL, )Chéﬁﬁ&lﬁiﬂh&‘l@havgme§se@|ﬁﬁﬁ@tﬁésy@ must
take constant time so an attacker cagnot det erm ne how nuch of their guess
is correct. 91F (OK) Tenp FR EFA&%¥ %9 R Advance TEMP via LFSR R Tenp

10Qut put 4 bi tislfste@K It 0 cl i enibdiddneghet chiptis peeniizdd denegdtpldymadutence R directly
in Step 9 since Ris Flash nmegpkyes and nmust be erased in order for any set

I.s rempved fromthe authentication chip durin
glt ;pt o becore 0addmon calY\eo TST must Wrérl?t for the MinTicksRemaining register to reach 0. Once it has g

done so, the register is reloaded with MinTicks to ensure that a minimum time will elapse between calls
to TST.

The TST command then checks to make sure that the keys have not ben tampered. This is
accomplished by internally generating S[K; | X,] and comparing against Checksum. This generation and
comparison must take the same amount of time regardiess of whether the keys are correct or not. If the
times are not the same, an attacker can gain information about which bits are incorrect. If the internal
verification fails, the CLR function is called to clear all the key information and effectively destroy the
chip. If K, and K, afe stored as multilevel Flash memory, the full multi-level Flash values should be used
for the verification process instead of just the subset used to represent valid values. For example, if 2-bit
multi-level Flash is used, K, and K; are effectively 320 bits each instead of 160 for a total of 640 bits

TST causes the internal M value to be replaced by the input M value. Sg.fM | R] is then
calculated, and compared against the 160 bit input hash value. A single output bit is produced: 1 if they
are the same, and 0 if they are different. The use of the internal M value is to save space on chip, and is
the reason why RD and TST are mutually exclusive commands. If the output bit is 1, R is updated to be
the next random number in the sequence. This forces the caller to use a new random number each time
RD and TST are called.

The resultant output bit is not output until the entire input string has been compared, so that the
time to evaluate the comparison in the TST function is always the same. Thus no attacker can compare
execution times or number of bits processed before an output is given.

The next random number is generated from R using a 160-bit maximal period LFSR (tap
selections on bits 5, 3, 2, and 0). The initial 160-bit value for R is set up via the SSI command, and can
be any random number except 0 (an LFSR filled with 0s will produce a never-ending stream of 0s). R is

transformed by XORing bits 0, 2, 3, and 5 together, and shifting all 160 bits right 1 bit using the XOR
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9 after erasing the old value of R but before the new val ue for
reprogrammed. We therefore have the
due to an
and K2),

witten,
si tuation
att acker.

and takes action if the
be avoi ded by having a second 160-bit
toggl ed after the new val ue has been | oaded.

Bit,

then R w ||
of | sTrusted=l,

Step 5

be erased but not
yet R=0O, a situation only possible
detects this event (as well

| ash register for

as the check of KiI

attack is quzgted. AUTH2O SG -88 The probl em can
R and a Validity

It has not been included

R has been

in this igple/Bhakbiol biOTheBRARMMSbe rfmSIRAAR ned bl 1d ENS HLPLERACHe @lnk OWS it,
Fgaaﬁ regi ster would be useful for this purpose. -

an extra
Wite In

1 OEQIt

Bt™ None Changes: Mie,,,

8.6 WR

[256 bits] MA W (Wite)

command is useldoﬂt@atﬂp@a@@k@lfe“wbetrabrh@if{mﬂtsé"mﬁtbm@maﬁaﬂbﬁgn@ults kentication

chi p st at@sdiab@es cmalmﬁagmmhabwashﬁvﬁﬁ dbodt fhe PR, SECUT €.

f ol | owed

t he change was

VR comman
Since the
transferr
conmand c
f ol | owed

M 15]. 25
when SI'W
up via the
not been

wite to

as store
the SAM c
Fl ash nme

erased, ah
di fferent

by an.

It nust be

via a RD command) to ensure that

of data to be

£ LW

S lSIIEII
=0 Qne

IL,olLIUII L,III |9 Ib DCII Lllc ew val te—1or—w

by bits

t fen =

pnponent

F piiRcks®emeeng =05  t her ef or e:

0-15 gbr¥h A, bits 0-15 of MI], through to

$SI ¢

nflln

OB Calcdlasb M, [£.6N 1S 0, then KT,

rat and the CLR command is called inst nnd\

h épECI
din th
bmmand.
DI V mis

e NaegieshiotertibegisshieiconshiteimbeCasadiaeanbitt S C
v lue tq. t he fact
grglm\é/rlln n{%q}:)(;upi%e S ofpa rl]laroqtltﬁl\l/gefq-t hIS of M nl

e ta n Into acco

nd>t hen
cycl es

thé-aRPDFT@te bits set :
, 1t |eavesLthe possibility of attack open.

St

hat

Iﬁgggentlc ted read o
°‘§§“ﬁ§€%8??ﬂﬁ“§&edvﬂﬁhﬂm°&wd is called by passing the

jTamtmquﬁﬂﬂﬁmmaﬂnh@ t he nem1256 blts witten to M

be

bit at a time. The bl% Order is LSB to MSB fbr each

bits 0-2 of the WR opcode,
bits 0- 15 of
- ef N only be used
MinTikfRemginingg- Mipdfck1, K2, Checksum and R have been set
KZ, Chieckisum and R have
The ability to
f QK w(Hash - Shegb¥®) ned by the correspondi ng Accless Mode bits
n be set using

Mn] is

nmust be

Since these two stieps
n attacker can

occur on

renove power—after —erasiu new val ue.
However, thére ishﬁﬁJEHVQﬁpﬁdEmﬁﬁman attacker in doing this:| + A
Read/ Wite chﬁgge@hﬁghéhgqg,y@ls nmeans 1s oT no advantage since the

at t acker L M —\, C E anyway. A Read
Only Mn] angedHf’?S1 (§H€’69 f‘ﬁﬁf]sso §“’§F‘1t)ows an addl ti onal known text pair

(where the INote(hai this ti@adorahust thie catsiagjitimako anatddie canhdr f utjure use M n]
val ues, they are @l:tgrﬁxﬁng){o&muc%gf #4r guess is correct.

9 IF (OK)

Temp < R
Erase « R
Advance TEMP via LFSR
R < Temp

10 Output 1 bit of OK to client

Note that we can't simply advance R directly in Step 9 since R is Flash memory, and must be
erased in order for any set bit to become 0. If power is removed from the authentication chip during Step
9 after erasing the old value of R, but before the new value for R has been written, then R will be erased
but not reprogrammed. We therefore have the situation of IsTrusted=1, yet R=0, a situation only possible
due to an attacker. Step 5 detects this event (as well as the check of K; and K,), and takes action if the
attack is detected.
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information is given. A Decrenment Only M n] changed to O sinply speeds up
the time in which the consumable is wused up. It does not give any new
information to an attacker that using the consumable would give. AUTH2O SG
-89 The WR command is inplenented with the follow ng steps: Table 19. Steps
in WR coomand StepAction 1lDecEncountergd FO EgEncountered <- 0 n<- 15 2Tenp
<- Read 16 bits fromclient 3AM +- AccessMde[-n] Conpare to the previous
value 4LT <- (Tenp < M-in]) [conparison is unsigned] EQ <- (Tenp = M-,n])
SVE <-  ( AM=RW The phobibh can¥Sm)oided byThaviMg { &AM FoMVBRIN rididPRs RREOINMiGiEES:, v LT))

P B e b b e R |

((AM = N\vESR)aceaburgEhip enasstablovesdt. AEGra 1aGbiaRlesh reoptet Wenldietefidbr bsyubbrde set and

SIF (n 70 QO3 o7 ShM . Set AusessMolie | nput | Accesshbdel Tow, = [32
n : - Se ess e I nput: =

bits] Cut pu'tc;:(ﬂ;%'ttéessl\/bde = ?”bé?@i‘ts]changes: AccessMbde The SAM ( Set

Access Mode) cowpwtind is Nmed to set the 32 bits of the AccessMde register,

Changes: M

A WR (Write) command is used to update the writable parts of M containing authentication
chip state data. The WR command by itself is not secure. It must be followed by an authenticated read of
M (via a RD command) to ensure that the change was made as specified.

The WR command is called by passing the WR command opcode followed by the new 256 bits
of data to be written to M. Since the authentication chip is serial, the new value for M must be transfetred
one bit at a time. The bit order is I.SB to MSB for each command component. A WR command is
therefore: bits 0-2 of the WR opcode, followed by bits 0-15 of M[0], bits 0-15 of M[1], through to bits 0-
15 of M[15]. 259 bits are transferred in total.

The WR command can only be used when SIWritten = 1, indicating that K, X;, Checksum and
R have been set up via the S8I command (if SIWritten is 0, then K, K;, Checksum and R have not been
setup vet, and the CLR command is called instead).

The ability te write to a specific M[n] is governed by the corresponding Access Mode bits as
stored in the AccessMode register. The AccessMode bits can be set using the SAM command.

When writing the new value to M[n] the fact that M[n] is Flash memory must be taken into
account. All the bits of M[n] must be erased, and then the appropriate bits set. Since these two steps
occur on different cycles, it leaves the possibility of attack open. An attacker can remove power after
erasure, but before programming with the new value, However, there is no advantage to an attacker in
doing this:

. A Read/Write M[n] changed to 0 by this means is of no advantage since the attacker could have
written any value using the WR command anyway.

. A Read Only M[n] changed to 0 by this means allows an additional known text pair (where the
M[n] is ¢ instead of the original value). For future use M[n] values, they are already @, so no
information is given,

. A Decrement Only M[n] changed to O simply speeds up the time in which the consumable is
used up. It does not give any new information to an attacker that using the consumable would

give.
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and is only available for use in consunmabl e authentication chips (where the
| sTrusted flag = 0). The SAM command is called by passing the SAM command
opcode followed by a 32-bit value that is used to set bits in the
AccessMode register. Since the authentication chip is serial, the data nust
be transferred one bit at a tinme. Thggbit order is LSB to MSB for each
command conponent. A SAM AUTH2O SG -90 command is therefore: bits 0-2 of

t he SAM opcode, followed by bits 0-31 of bits to be set in AccessMde. 35
bits are tranmmm&mdlam@lemeﬁmﬁmea@wmgaeﬂsegl ster is only cleared to O
upon execust conmand—SiH-ree—an—access—rpde—of- 00+ndicates an
access nndgd%ﬂgﬁm??rgg%f g) not setting any AccessMbde bits dfter a
CLR neans|thep all of M can be read fraewtieand witten to. The SAM|comand
only setsfiprts i Mode Tegister-—Consequentty a chient—|can

change the@accecgkﬁgﬁ% %?§$for Mn] fromRWto RO (read only) by setting

t he appropri at e |BEssoynpred <39~ bit word, and calling SAMwith that| 32-bit

val ue as the inpyt_paraneter. This al | ows t he programm ng of theg access
node bitslat diflfferent tinmes perhaps at different stages of the

manuf act uf £ng pr JeBe s Rembio bigfkemyica, the read only random data cdn be
witten t)3dur|rgwgpgmkg@@&@¢m<ey programm ng stage, while a||odeg a
second pr stage for ens _such as consumable serial nunbjers. Since
t he SANIC?ﬂ%%%gh F9m§%¥§mﬁlts the effect is to allow the accesy node bits
correspongd#ng tdeknhbhp<mqggye@@mﬁﬁ@amﬁM%@@ﬂplther MSR, NMVBR, or| RO It
shoul d be| not ed %B ,g 3& ﬁs node of MSR can be changed to RO| but this
woul d not | help a T {SREM 8 nce the authentication of Mafter |a wite to
a doct or ed5aut hemtd caaMeRwVv p woul d detect that the wite was ndt
successful and |hence r h peration. The setting of bits cqgrresponds
to the way that Flash(@§ﬁ6¥8£vgrﬁs best. The only way to clear bijts in the
AccessMode regi ster, K(@M?NMﬁh]fe(DtB@nmmvaT)lDecrenent Only I\/[n] to be
Read/ Wit gzTs51 o] llle EER—comandnot—onty—¢gr ases
(clears) .ﬁe Ac§g§§ﬁggég?€gpg%e%ﬁﬁ%u% al so clears the keys and all of M
Thus t he Accesshbde[ nJ(AbtBMERyxlesBondiany) to M n] can only usefulfly be
changed opce between G ;%%4connand returns the new val ue
of the ActessMde reglsterﬁ%ggﬁggﬁ?ﬁghgﬁproprlate bits have been set due
to the input parf&agreemered gy(&MHAM¥FYAEMIWi th an i nput paraneter gf O,

AccessMbdg w Il not Qnghﬁmggpnﬂﬁmgm&ggqugre the current val ue |of

AccessMde-—will1ihe returned to the.caller. he SAM commmand -is iml enent ed
With the foOvRRRIhE eridiseess Mads set ansyritadhesw Mirmiggoplicatitrand St epAct ijon 1Tenp F
Read 32 bjts Trom@nment 2SetBits(AccesshWbde, Tenp) 3CQutput 32 bijts of
AccesshMbde to client %ﬁ%hﬁLq]' Get |IsTrusted

D

Mf—n] « Femp

8 Un
9 IF (n = 0)
GOTO 2

8.7 SAM - Set AccessMode

Input: AccessMode,,,, = [32 bits]

Output: AccessMode = [32 bits]

Changes: AccessMode

The SAM (Set Access Mode) command is used to set the 32 bits of the AccessMode register,
and is only available for use in consumable authentication chips (where the IsTrusted flag = 0).

The SAM command is called by passing the SAM command opcode followed by a 32-bit value
that is used to set bits in the AccessMode register. Since the authentication chip is serial, the data must be

transferred one bit at a time. The bit order is LSB to MSB for each command component. A SAM
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I nput: None Qutput: IsTrusted =[1 bit] Changes: None AUTH2O SG -91 The
AT (CGet IsTrusted) conmand is used to read the current val ue of the

| sTrusted bit on the authentication chip. If the bit returned is 1, the
authentication chip is a trusted System authentication <chip. If the bit
returned is O, the authentication chip,i s a consumabl e authentication chip.
A G T conmand consists of sinply the T command opcode. Since the
authentication chip is serial, this nmust be transferred one bit at a tine.
The bit odd@iand 1§th¥r§i8ret‘tﬁ’ts D@Bftﬁ@gm@&bdecfamﬂlgybﬁ@gpm&to pvefefd T command is
therefore senhi[?fpsg’ 0 01:1 the1 G T opcode. A total of 3 bits are

t ransf er r&g™ G i ol emented with the fol | owing step: Table
21. Steps in GFHFAe@mhszdﬁreﬁttewmctmedltﬁn'ulpnntexelc@fﬁn o5t @@ dominaridoSick irlent 8. 9 SMT
- Set M natb&skrﬁode bmlﬂdwatgéhg&gss w8 RWRADIESY, ndVheRibl Gty See MWL BR 2RI S]

M nTi cks %m aésigt M nTi ck command is used to seét bits in the MnTicks
regi ster i B be Oﬁﬂ’ﬁl'r‘ﬂ}‘f’ﬁul’ﬂmber of ticks that nust pass in
bet ween cal |l s TI@ SABcommehdRily scfttdts BME Acomamidelrepister. Cakdg@gtibyclipasam Nng t he SMI
command ogadee bl QRSO BiaPRaRkiy o/ Rb Uead's ng{]by san&sé%e%?érgqnﬁt@&ﬁ% iH.In the

M nTi cks register. Since the authentica a nust
be t rans R PER s caling W‘E"ﬂ]&h‘ﬁ PAriit valug prgthgprut E?F*’éf@?ef iChis llops heprrasnming ofeach
conmmand aﬁ&mmﬁde biAnt Giifene @I Biahags St ‘ﬁﬁhedhﬁdgése;fthbm&@fa&u&g@focesi lner SMT

OpCOde %‘L %A@lgregcy?n%l %ﬂﬁogl\%}ﬁag QIIII‘EGE tot[do b%hea ]Ill%lali( yﬁ)ro(gfa ngéta%e Wlapl ts are

transferred 1 n tota regi s i's on upon
execut i orplpFinga erond progrprRiES stage (o5 lt?]’@fs aﬁconﬁuﬁd?lwﬂ%eunﬁqm no ticks need to
pass between Csidck fhe SQM%&ﬁmhﬁSﬂﬁseidﬂﬁgﬁﬂe@ﬂ&t is thRBow WA stdsONSIe Bﬁsy therefore be

call ed asogrgs n s the n ws the chip
to run. (%'ﬁ%tto conma css% o%ﬁ“ &/{%ﬂ EIM SR %e{%a];t CLV‘@P E? %Oteflg’ " ow a
client t@c‘?éﬁtmoée AMIFecan bathangsl tyRoi hﬂbfhleafs@d pdhbel dnpsackie| siye the aufhenticdtier cal | s

are nmade. of Sﬂiﬁ%ﬂ aAGitdto bh&ct&dﬂaﬁthénﬁcaadnrcﬁi@%ulg ﬁ'&echtﬁffe Rk eek suc@Bd sAtting a
bit that r onl sl owt The setting of

S t further.
bits cor rheﬂé ﬁgr? ?etoger%t% SI%G WA ‘f’f%fts Eraem ?1%@6?‘{9)3’ \??Efmga%h BROP Woffskeshnl y way t o
clear bits in ThhenlivayTe dm blrsegthse@FS,sMﬁctwregetcafqnbfempb tochaggeDaremadt Welyof 10
ticks tO Min]tobeRead/Write, is to use the CLR command. The CLR command not only erases {clears) the

AccessMode register, but also clears the keys and all of M,

Thus the AccessModefn] bits corresponding to M[n] can only usefully be changed once
between CLR commands.

The SAM command returns the new value of the AccessMode register (after the appropriate bits
have been set due to the input parameter). By calling SAM with an input parameter of 0, AccessMode
will not be changed, and therefore the current value of AccessMode will be returned to the caller.

The SAM command is implemented with the following steps:

Table 20. Steps in SAM command
Step Action
1 Temp < Read 32 bits from client
2 SetBits(AccessMode, Temp)
3 Output 32 bits of AccessMode to client

8.8 GIT - Get IsTrusted
Input: None
Qutput: IsTrusted = [1 bit]
Changes: None
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a value of 4 ticks, is to use the CLR command. However the CLR command
clears the MnTicks register to O as well as clearing all keys and M It
is therefore useless for an attacker. Thus the M nTicks register can only
useful ly be changed once between CLR commands. The SMI' conmand i s
inplenented with the follow ng steps: AUTH2O SG -92 Table 22. Steps in SMI
command StepAction | Tenp F Read 32 bits fromclient 2SetBits(M nTicks,
Tenp) 9 Programm ng Authentication Chips Authentication chips nust be

programed w tfhe|®g((%ﬁistbﬁst§§§dﬂnﬁm& Eﬁ@fl Btk AR chrRndva ROYHeGInls¥d BEGURL

envi ronnen entlgzﬁonc b}é theeg [qn % rocedureﬁ cover both |ogical and
physi cal Se&UFiTY ﬁfgt{f Kuried &gy 198 i 1§  Besled Systemputhenticgon nat K, |

K2, R, andiptHée blawdlcmd WPrthe auéabrtme@macrh@ 1ge¢mesuatalédaubtyntaatph§&$i cally random

process, and n@bli@ém%a&ﬁ@ﬂﬁk%fsmﬂlﬁthk égfégm?ﬁg%?%gﬁ@ﬁ%ge agﬁaférﬁ%%ﬁ éh]ﬁ‘%g;[ let y

the order in whi c

secure. ﬁﬁ%l%ﬁ@sg@éﬁ#%‘??%%itFfé“ﬁ’FJ(?&B‘EO%T‘S B (YRR ot vesh copandyr ogr anmi ng
stati on |®ompinygi LGIT cymm@clis thgrefero sent al Bits 0K, of hia GBI Kabcsdevaiondl §8eiteke bot h duri ng
t he key aggpgLali on stage and during the lifetine of the storage of the
keys. In addition, the programm ng station nust be resistant to physical
attenpts to obtSOH smmapigimplsipentydavithdipdoliovisg siepit hent i cation chip has its
own SeCUI’TabljéZmS&‘bﬁﬂGEHfB)mfn@t{d ensurl ng that KI,” KZ, and ] Checksum are kept
secret, ”“Steg" Pr ografi1ig St-at- Ot rHst—al-so Ir(CCp K; and K2 safe. The
physi cal it:urltv of _the Droqrarf#ﬁ Ay station is nentipned briefly here,
but has |an 1entl rQuigsbleTmeqdtbitefcliptts own [ 85]. 9.1 Q/erv ew After

manuf act ure, an audthentication chip nmost beprogrammed before it can be
used. In gl hi P, val ues for K, and K2 nust be established. If the chip
is desti nsZ';' dg%ﬁ St Mnlicksy qut hentication chip, the initial value for R
nmust be deterrﬁlmd | f the chMipTiis.ceBebingd to be a consunabl e

aut henti cati ompghiP, Rgyst be set to 0, and initial values for Mand
AccessMbde nust be set up. The follow ng stages are therefore identified:

0. Manuf act ur €M22¢Met er mi ne IMeEfkct i on bet ween Systems and Consumabl es 2.
Det er mi ne Key sThe S¥IT BesMaTivks) BennEan B usea bl seitSin HOMiETidk ﬁ@tstM aRdheGdeSefirRr

Syst ems Qﬁkqnlfl}ﬂlﬂﬁ E{EH?&L c%‘%xc]% P &%%a%%%%eebﬁaﬁatg q’g’inan%w The com< 3 da nd Lnhused M

5. Program State cces e consurra syst emis no
| onger r &dfisH PEEFSS‘%H‘@ SATcammand oaseehiolaved At 4 Brbitonlhgthat rpsdddo et bits i the

MinTicks register. Since the authentication chip is serial, the data must be transferred one bit at a time.

The bit order is LSB to MSB for each command component. An SMT cormand is therefore: bits 0-2 of
the SMT opcode, followed by bits 0-31 of bits to be set in MinTicks. 35 bits are transferred in total.

The MinTicks register s only cleared to 0 upon execution of a CLR commmand. A value of 0
indicates that no ticks need to pass between calls to key-based functions. The functions may therefore be
called as frequently as the clock speed limiting hardware allows the chip to run.

Since the SMT command only sets bits, the effect is to allow a client to set a value, and only
increase the time delay if further calls are made. Setting a bit that is already set has no effect, and setting
a bit that is clear only serves to slow the chip down further. The setting of bits corresponds to the way
that Flash memory works best.

The only way to clear bits in the MinTicks register, for example to change a value of 10 ticks to
a value of 4 ticks, is to use the CLR command. However the CLR command clears the MinTicks register
to 0 as well as clearing all keys and M. It is therefore useless for an attacker.

Thus the MinTicks register can only usefully be changed once between CLR commands.

The SMT command is implemented with the following steps:
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reused. This is easily acconplished by reprogramed the chip starting at
Stage 4 again. Each of the stages is exami ned in the subsequent sections.
AUTH2O SG -93 9.2 Stage 0: Manufacture Al though the nmanufacture of

aut hentication chips is outlined in Section 10, a nunber of points can be
made here. The algorithms and chip prqgess is not special, and requires no
speci al security. Standard Flash procésses are used. At the end of the
manuf acturi ng stage, the authentication chips are tested by being

pr ogr amMmethbld\db IR PRABMICHL@indl €ST programs. 1here 1s ng JTAG test nmechani sm
A theft pft—authenticati-onchips -between-the chip manuflacturer and
programmjn gSt"é’t atlion would only A9 de the clone mandfacturer with bl ank
chips. Thi s rT'EI’Ehyémfi@Wa@mtﬁteﬁ’OIﬁ "Eamsal e of authenticdtion chips, not

anyt hi ngatthentigcatedh HEY henti-ecat+on—ehi-ps—Sinee{t he progranm ng
station ig t he c§ﬁ lté"Tl\"’hn‘fﬁ’at’ll S W|th consunmabl e and sygtem product keys, a
cl one manufacturer would not be able to programthe chips with the correct

key. C ong manphaGhif smRitadod&Abl € to programthe blank chips for
their own systens and consumabl es, but it would be difficult to place these

items on the rAYIRCAIGRICRPIERS B @togErmEhYity lopcalitfeqregpformytion mayphesiealef t woul d
be diffi cudure engropase Canspaisitly @ progranpning pro&ad{?re&)eagaotﬂtogﬂ%hﬂ@msmﬁ sdeliit@r act i on
Bet ween Syster@og@aqecgaggmg 82or Mot 81 ﬁnROJnd%%d Pufly R4t & and wha

i s a Consunabl e needs determ ne fofe a aut he |ca fon chi ps can
be progr afffEtd PA gy ff?fd‘?'f@é"ﬂ@“ta@dbféb}‘rﬁ@é‘m&ffo’uts alghtheproenEwmabs et can be
used in vwmarabrﬁmicenmso&hmq,a&lplrogmma@m@dm&y@tcmﬁeoaﬂd Consunabl es nust
share the sa 0 need shar e, st at e- dat a usage
mechani sns e\rlrgPrl]lbs?c%lseéug QJtPa% {)1%“ -Eglr?% % CPOREmE gStf’tf?ntlSpaﬁfcaﬁyﬁ% Kot yet
been det ¢PFined K: gmaie sqs1e bel dirips e koy g@qqatmn@fag@né fyring fhe|lifotéme d{dy storahe car

i tself i softideySysidaiihn, &R ProbbamBa EiatleR :Sst 88 Bsistdnl® pﬁyaleai hltFé&@ls afobtamer e are

sever al C ch cont ai.ni n e n tion as
t he speC|cgl&r(§)£§%g§eyg %ﬁ a“%eltf]lcaglé“& ca?’]lts Sy Steny ™ \Ag'ﬁ}lsﬁisé%ﬁ’fs}}f?%% fﬁ‘f ent key
(shar ed Hypetksun aglrepicegye)but thy Megmamnyigs Satinn mushlsetkeapdd abdKpsatt. erJmhoml car

wor ki ng  isecud@of iiefrogrMMRh\RkicEX ABRb A bSedly Rat, 1RfhFnRROL REORLEFd fat requires
a partlcig r toner cartridge. In sinple terns the photocopier is the
System the toner cartridge is the consunabl e. However the deci sion
nmust be rPede dvetviewnhat conpatibility there is to be between cartridges and

phot ocopi ers. Aﬁéﬁnﬁﬁﬁ&ﬁ% Qﬂautlﬁﬁ&a&yngﬁ@{nh&@éﬂrtygrgﬂﬁfeﬁb%gﬁcdn%e Ls%& B10f the
phy5| cal &Sckg‘g%p‘%( he toner cartr gl certain cartrid W ||

won' t fi t“uPH" r?B‘Héq m‘ﬁ%?ﬁ@aﬁ?‘%ﬁ ﬂt?éf B&fd&%‘fnetdﬁ‘ébed‘ég’ftﬁha“ﬂ’é’éicﬁofbﬁ%? f or t hat
copi er. \¥eenitial saitelferR incelteidorrmidail. pirherhip ivtbeidsd b Be: RIRORRhattaE chitISt  Wor K
t oget her mtbessa@waam@ s 6 and RLQLTRLIA0 v LD, A0dI i on, each type of

consunabl e requires erent way O I ng p(the state data).
Al t hough the Wa§ollewiggages i theeefysdenifgd | vary from application to

appl i catiocon, tMmeumaairhiod of al |l ocating

1 Determine Interaction between Systems and Consumables
2 Determine Keys for Systems and Consumables
3. Determine MinTicks for Systems and Consumables
4 Program Keys, Random Seed, MinTicks and Unused M
5 Program State Data and Access Modes
Once the consumable or system is no longer required, the attached authentication chip can be
reused. This is easily accomplished by reprogrammed the chip starting at Stage 4 again.

Each of the stages is examined in the subsequent sections.

AUTH20-8G




M n] and AccessMode[n] will be the sane: AUTH20O SG -94 Define the

consunabl e state data for specific use Set sonme Mn] registers aside for
future use (if required). Set these to be 0 and Read Only. The val ue can
be tested for in Systens to maintain conpatibility. Set the remaining Mn]
registers (at least one, but it does ngt have to be M 15]) to be Read
Only, with the contents of each M n] conpletely random This is to nake it
nore difficult for a clone manufacturer to attack the authentication keys
(see Secte.pn Sgtage hBh@hdnat Ng exanpl es show ways in which the state data

may be orgam z e, 1.Supppse we. have a car with assom at ed
car - keys. 6“%%1 Oflghibe)}“aﬁ'ﬁEx égg%a‘éﬂ’e%ﬁagyntc Bh %‘ﬁlﬂﬁ‘gﬂ%f%“m Unt GEBFyY PeNL i £y
each car- %e?erflaﬂphﬁe given car. The 256 bits of Mcould be divided up as (
fol | ows: Tabl eriRigorkdh fd dmforddeiislnd o], AGERBIGS Gedidt by SRR TDET (16
bits) 1-4RCCar engfne Snurrber r(64 Sb| tsgdc R@§ ﬁ)t%tjrec{é}%anm on 0 (64
bits) 9- IBROEAEINIbit data (112 blts) If the car manufact urer keeps al |

| ogi cal keys frthezhd ofdlgmspuficturingstaye, ttirel auth@licarf@t dhips art BstetiR bEiaQirepi@ngd New

physi cal mrpaéﬁaxarwpr@a%%aeg%;m HedffPe 1ost. The new car-key would
contain a new Key Number but have the sanme K and K2 as the car's

in
aut hent i cat i on* 8 bfauwcawgﬁ?%ﬂﬁﬁc% ‘PWE‘%@@M Fr‘égf%@?n%ﬁfﬁﬁb‘r%ﬂdt o be

i nval i dat @ty pdvidle the Xianphaduthdtura whik YaikS:hib© Thiy merelfﬁuﬁxkpm’m;ﬁyﬁ& ﬁmom ght reﬁw rﬁ

Key 0 (t Y ungni:g' io cen al Tl then Key
0 yagal( n%%%%%ﬁic %) n)ot ﬂ%?%lpiadtﬂ%% tgcf% an%v\? V% rtkbl ips. Sﬁxc? tﬁeepr%go_rla 11% Plré WOr st
case, foris @%W@h@fmﬁ@ cengyaRls yad sywgmeprpdystikeyst adone manyfgisiorouldfoibegi cal keys
coul d be ageme;rragr@dthé Ebiips twhlemé:aﬁmala@ glt:u& RS GREIrad Relda Rk ﬁ@,}ogﬁa&helsﬁms i f
desired. engi.ne nu e e

parti cul a;ﬂ}g%?@e ?’Stems Se °8“S%‘ b b“t lpw “U qu‘t'bc%mtpﬁ? lg"*ge ‘éé"y P’éﬁf ﬁl“ﬁet

i nf or mat |‘ﬁﬂi‘°‘1t§?}?9ﬁ°la§1 aé‘ilime#sﬁ%@ﬁheémdéb%ilfﬁsuk to Bps@n isifespapindé 2 Suppose we

have a phit ocopign: D&&ﬂﬁedﬂb&cﬁﬂﬁmﬁembtkﬂsJhﬁdoﬂdﬂhﬁﬁ@sd every 100, 000
copies. 32 bits gare r

u re the nupber o es renmi ni ng. The
256 bits of M couird B A P\ ls ?jeyatemﬁn‘}a‘%a? Bf YR ﬁ\f‘ﬁgii?ztbb‘%%g %éfBrF &%24
Phot ocopiaathengicapisigehgs prntbs progrannned A decision needs to be made about which Consumables can be

used in which Systems, since all connected Systems and Consumables must share the same key

information. They also need to share state-data usage mechanisms even if some of the interpretations of
that data have not yet been determined. |

A simple example is that of a car and car-keys. The car itself is the System, and the car-keys are
the consumables. There are several car-keys for each car, each containing the same key information as
the specific car. However each car (System) would contain a different key (shared by its car-keys), since
we don't want car-keys from one car working in another.

Another example is that of a photocopier that requires a particular toner cartridge. In simple
terms the photocopier is the System, and the toner cartridge is the consumable. However the decision
must be made as to what compatibility there is to be between cartridges and photocopiers. The decision
has historicaily been made in terms of the physical packaging of the toner cartridge: certain cartridges
will or won't fit in a new mode! photocopier based on the design decisions for that copier. When
authentication chips are used, the components that must work together must share the same key
information,

In addition, each type of consumable requires a different way of dividing M (the state data).
Although the way in which M is used will vary from application to application, the method of allocating
M[n] and AccessMode[n] will be the same:
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M n] AccessDescri ption OROSerial nunber (16 bits) 1ROBatch nunber (16 bits)
2MBRPage Count Rermaining (32 bits, hi/lo) 3NMSR 4- 7ROFor future expansion =
0 (64 bits) 8-15RORandom bit data (128 bits) If a lower quality inage unit
is nmade that nust be replaced after only 10,000 copies, the 32-bit page
count can still be used for conpatibildsty with existing photocopiers. This
all ows several consumable types to be used with the same system 9.3.3
Exanpl e 3 Consider a Polaroid camera consunabl e containing 25 photos. A

16-bi t count dopink Ge Sdnbuntahl@ttat Sata QUi EA t 0 store the nunber of photos
remai ni ng. The_256 ts of Mcould be divided up as follows: Table 25.

Canera 255 M bt ©mRpPHYARSEs s Py imeersd) $Eérhe%ﬁlmb58ramtli@6d Baly-dye 1 ROBat ch
nunber (16 bi t&ue 2BRREket fosin Resres i nptafnldmpdtibitiyy. 3- 6ROFor f ut ur e expansi on =
0 (64 bitg) 7- Eggg 144 Th 0 i ng val ue at
MZ] all ows a %Eﬁ or O?MAA&C&Q@%%t&:astone u{l?(}ogs Eha.thtoliJ ﬁ[l‘?ﬁ%crﬁea h t he sane
camera Syst em Oy vithha pesfeats Oféfa%‘éwﬂlf@ﬁsletﬁlﬁmn@ﬂwmhlssﬁnqhh@m difeult forgj al to
progr am Suppoa@eaaamﬁl&nafa&a{akthek\fﬁlehtﬁﬁtroﬁdéa@tsbmc&b} he canera, a new type
of camera was ’i'ntfoﬂ?dn €xam, l!essh S M %1%91 fate dat: ngd consumabl e, but al so
can process a new tilmtype. ‘W(‘é‘iy gan' e"aésaa?‘Bay EFEME“Fi Im Type. Od
filmtypesdhout@mple10, and the new film types woul d be sonme new val ue. New
Systens can t@b&s@ﬁéﬂﬁmﬁgﬁw@ﬂcasg«)ait&i cafeb: Il Nabit %X%Eﬂ@lsmﬁ!ltﬂn E’zﬁ‘:ﬁ&% a
non-zero valeg 1deé; V\% realize inconpatibility with new fil' mtypes. New
Systens wotif'da’ 8 e”? APE"GY of M 3] and so react appropriately. To
mai ntai n corrpanP@ﬁqhﬂ%yquufdbbhmdmtmaebhwnnbl e, the new consumabl e and

System N&geis2E PaftaveMGie Sane Key Trnformatiom as theotd—gne. To nake a
cl ean break—wth a new Systemand.its own special consunmabl es, a new key

set woul d béMbbquiredd® 3. 4 Exanpl e 4 Bweirtien a printer donsumabl e
containing 03 i nks] cyaxy nag yamm&ﬂdﬁyﬁbl ow. Each 1rnk anoint can be

.J P ALITLIODA ha 2E6 hito ~f €M ~An 1 Vi
decr enent eq_separatetyp ATHES: engmenumber(g45_lts) bits—ef—M-ecoul d be divided up
as foll ows

5-8 RO For future expansion = 0 (64 bits)

9-15 RO Random bit data (112 bits)

If the car manufacturer keeps all logical keys for all cars, it is a trivial matter to manufacture a
new physical car-key for a given car should one be lost. The new car-key would contain a new Key
Number in M[0], but have the same K, and K as the car's authentication chip.

Car Systems could allow specific key numbers to be invalidated (for example if a key is lost).
Such a system might require Key 0 (the master key) to be inserted first, then all valid keys, then Key 0
again. Only those valid keys would now work with the car. In the worst case, for example if all car-keys
are lost, then a new set of logical keys could be generated for the car and its associated physical car-keys
if desired.

The Car engine number would be used to tie the key to the particular car.

Future use data may include such things as rental information, such as driver/renter details.
93.2 Example 2

Suppose we have a photocopier image unit which should be replaced every 100,000 copies. 32
bits are required to store the number of pages remaining.

The 256 bits of M could be divided up as follows;
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Table 26. Printer's 256 Mbits M n]AccessDescription ORCSerial nunber (16
bits) 1ROBatch nunber (16 bits) 2MSRCyan Remaining (32 bits, hi/lo) 3NVBR
AMSRVagent a Remai ning (32 bits, hi/lo) 5NVSR 6MSRYel | ow Renmai ning (32 bits,
hi/lo) 7NVBR 8- 11ROFor future expansion = 0 (64 bits) 12-15RORandom bit
data (64 bits) 9.4 Stage 2: Determ ne (Keys for Systens and Consunabl es Once
t he deci sion has been nmade as to whi ch™Systens and consunabl es are to share
the sane keys, those keys must be defined. The values for KI, K2 and their
cor r esponGLAT > LPERK S il Nerefore be determmned—tmmmmst cases, K, and
K2 will he_generated once for all time. Al Syst.ens and consunmabl es t hat
have to vor MMged herAfBSt h how and in t RESHRIAr e) need to |[have the same K,
and K2 vglues. K, |and K@ nusteribihenel gseidhe kept secret sirnce the entire
security meeghani-smforythe C‘“‘tt%m’ ""na"f.m?! e—conbinratien—+9g made void if
the keys |are conpronised. |f Bt e OB DS 0 1vor omi sed, t he damage depends
on the nynt¥er of syst MR and BenSunelrmesing BAditt ido)ease to which they can be
reprogranmegd Wt megggen-conpr om sed keys: In the case of a photocopier
with tongrcartrigges, the worst case is that a clone manufacturer could

t hen manyf dcture fhei r®¥Bwn aufe s eansionT Li# B (or worse, |buy then),
program thes-ishi ps| W tkot he woin kieke (1288 t hen Tnsert theminto their own
consumables—n—the—ecase—of a—car—wth—ecar—keys—each—car-has a di fferent
set of keys. This leads to two possible general scenarios. The first is
that after thefehwreranditcdmescieaiyis madeghapmasgbearniase afiertonlytl He00ceniss, thed2-bitand K2
are del etfagk 5oht B shIERQEM @ kodfa@itity Vi 488nPhStods iR ThHRBRNs RGediRBdsubfgr € is no

way to cor‘rp{%m' ch and K2t. However no nore car-keys can be made for that
car w t hoth® “rapf h*RYPRE car's authentication chip. The second

scenari o 433 t Hiaampk@ car manufacturer keeps K, and K2, and new keys can be

made for the C@hsidefa FAINE e BoRimdic (AREhitt2 s PRARSA 14 coutRWERRE gAYl d make
a car-key sgem a partjcular car. The keys and random data used

fi c%l I]}/ for £
in the aufHErt? ¥YE oA S PSS H€r ef ore be generated by a neans that is
non- det er m ni skhe 254bits ciddpiukitbe Hyidgloppubiiwsgener at ed pseudo-random nunber

cannot be AR ESG =P sedbecause Tt—Ts determnistitc = know edge of the
generatorn’s seed gives a uture numhers). K, and K2
Min} Access Description

U] RO Serial number (16 bits)

1 RO Batch number {16 bits)

2 MSR Photos Remaining (16 bits)

3-6 RO For future expansion = 0 (64 bits)

7-15 RO Random bit data (144 bits)

The Photos Remaining value at M[2] allows a number of consumable types to be built for use
with the same camera System. For example, a new consumable with 36 photos is trivial to program.

Suppose 2 years after the introduction of the camera, a new type of camera was introduced. It is
able to use the old consumable, but also can process a new film type. M|3] can be used to define Film
Type. Old film types would be 0, and the new film types would be some new value. New Systems can
take advantage of this. Original systems would detect a non-zero value at M[3] and realize
incompatibility with new film types. New Systems would understand the value of M[3] and so react
appropriately. To maintain corpatibility with the old consumable, the new consumable and System
needs to have the same key information as the old one. To make a clean break with a new System and its
own special consurnables, a new key set would be required.
934 Example4

Consider a printer consumable containing 3 inks: cyan, magenta, and yellow. Each ink amount
can be decremented separately,
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shoul d be generated by a physically random process,
random bit generators based on natura
subj ect to influence
i nperative that such devices be tested periodically for
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general scenarios. The first is that after the car and car-keys are programmed with the keys, K,

and X are deleted so no record of their values are kept, meaning that there is no way to

compromise K, and K, However no more car-keys can be made for that car without

reprogramming the car's authentication chip. The second scenario is that the car manufacturer

keeps K, and K, and new keys can be made for the car. A compromise of K; and K, means that

someone could make a car-key specifically for a particular car.

The keys and random data used in the authentication chips must therefore be generated by a

means that is non-deterministic (a completely computer generated psendo-random number cannot be
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such as 2 seconds mght be a conpletely reasonable value for a System such
as a printer (one authentication per page, and one page produced every 2
or 3 seconds). 9.6 Stage 4: Program Keys, Random Seed, M nTi cks and Unused
M Aut hentication chips are in an unknown state after manufacture.
Alternatively, they have already beep,used in one consunmabl e, and nust be
reprogramred for use in another. Each authentication chip nust be
physically validated (to ensure it is not a Trojan horse authentication

chip - sefed3e6hieds deaegmzist%O)m@édgea;fﬁl@ genaagrsgsqurv@gmmMme@ew #€¥s and new

state dat Val i dat| cl.earing and sub eq ent progranm ng of
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a partially chosen-text leotftac erent to_fhe purchase

of a number of "SYSTE exampeacﬁnon'detﬁ?né”i“ﬁ‘f’ F\aa 031 ‘msg fsé&m%?“etf[}%" HEi2SEE 1% chip. The
security tmss fopk, @ﬁl@tﬁ@esﬁorléﬂg@ fleag Foomh Witesclniend ¢realt 4 om 0 igpnisted ood sodnd t he

randommessga ﬂéy ﬂ%grﬁﬁh@ ﬁgv-lcegfh ey Gl @MCH&e@mmgve;E[ be%étr% EPRsHaRL) e
Aut hent i cat a no d Consunmmbl e

S
At hent i CBTESA CERIe o S rEm I SRR e ol PReTER e BRI of t he
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The future use gram*re with O, d the random M n] nust be
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Checksum I Ster
case of the photocop1er / toner cartridge, K; an K, must be retained for as long as the toner-cartridges

are being made for the photocopiers. The keys must be kept securely. See [85] for more information.
9.5 Stage 3: Determine MinTicks For Systems and Consumables

The value of MinTicks depends on the operating clock speed of the authentication chip (System
specific) and the notion of what constitutes a reasonable time between RD or TST function calls
(application specific). The duration of a single tick depends on the operating clock speed. This is the
maximum of the input clock speed and the authentication chip's clock-limiting hardware. For example,
the authentication chip's clock-limiting hardware may be set at 10 MHz (it is not changeable), but the
input clock is 1 MHz. In this case, the value of I tick is based on 1 MHz, not 10 MHz. If the input clock
was 20 MHz instead of 1 MHz, the value of 1 tick is based on 10 MHz (since the clock speed is limited
to 10 MHz).

Once the duration of a tick is known, the MinTicks value can be set. The value for MinTicks is
the minimum number of ticks required to pass between calls to RD or RND key-based functions.

Suppose the input clock speed matches the maximum clock speed of 10 MHz. If we want a

minimum of 1 second between calls to TST, the value for MinTicks is set to 10,000,000. Even a value
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AUTH2O- SG -99 6. Set bits in X corresponding to appropriate Mn] with
physically randomdata 7. WR X] 8. Load Y (32 bit register) with 0 9. Set
bits in Y corresponding to appropriate M n] with Read Only Access Modes
10. SAM Y] 11. SMI[ M nTi cksconsumabl e] The non-trusted consumable chip is
now ready to be programmed with the gggeral state data. |If the

aut hentication chips are stolen at this point, an attacker could performa
limted chosen text attack. In the best situation, parts of Mare Read

Only (O adnsha@a@ééam ﬂl@h@)sacamdpie&btrb@oﬂa@mma@&% sgasieni\éuchca@m]@&@w chosen by an
ia the er of RD aIIs by an attacker obtains

attacker (Mmf: ) % c{gg
FK2[ M | R"FEF2U8° PY Risr-&t Jr P gﬁprf"fluuée 74t oS F9A* on, M can be conpletel y
chosen byan a&taadk&ogl(amllfmellalhdomSZ&BMmh@csamHJnmsﬂchor state data). In

both cases how&gmaﬁmmﬁga}aﬁm&%@%a&bmﬁlﬁc@@ymmm@xyftﬂéyhﬁes' nce it is
suppl i ed %yﬂggﬁnﬁe%o RND from a System aut hent| cation chi only way to

obtain a 0 onggpnsumphle, and njusbe grprogrammpd foy ‘FeEH’EﬂH"HEﬁE aﬁ‘éﬂ“éﬁi“‘t“hat i f

St ages 4 chiponst baplkysicaiy vildgeditwtenare it it § Bidjan Rir@gitadidatigh chpatde Oeetigd he

pref er r echoant), LAl u &m&%mnévyié}gﬂl%&mtﬁ& chi ps cannot be renpved in
bet ween the sta? nce there 1s°no possi It%/ of the authentication
chi ps being st¥lgonclesrag %“dﬁﬂﬂs‘?ﬂtmmﬂfﬁ%a‘ﬁé‘&% ofaphentiglionbigy Bt pfselace ina

aut hent i cqe;turecmogedmnmg SBdtioDERir@ et Vide ESB]rfﬁﬁndﬂﬁﬁBﬂdtﬁoxﬂﬁo& mepﬁyaeﬂuhguea&mks of the

Systent Cg %@9 R0 deci.sion i s re in Stage 5,
and in [ j: Iggegva eébg%&%’go (r:ﬁéf?lﬁ (fgrm&ufg él%lsﬁ?gségeémp Sﬁrﬁps hi's stage is
only requttkd Rresra@mar?ﬁweé Saﬁtfhéh‘ﬂliﬁé'aﬂttlﬂaﬁ?h@hl ps, since M and AccessMde

regi sters canndte & idlobes e&teaeysayhsch@m saddtviiestod 1€ Abs Qawgeﬁémtam midige £ Ut Ur e use

and random vaI u S, been 4. The

r emai ni ng SFAt enverﬁQ yﬁléae(:‘f r%ng émce?soanfiarrgrrgﬁ%mg? %gowé’%gsq%% Bted Access
Mode val désmqﬁfééfdn,mh‘flfeuowwtorde@@dnnqmcumnmrmgenmn@med of this stage will
be limted by Hftervaksg stored in the MnTicks register. This stage is
separ at ed{1 fro %tqage 4 on account of the differences either in physical
location or iHWne between where/when St age 4 is perforned, and
wher e/ when St dged B (18 bipreiftal wihdhysicdlbahddym d8t ages 4 and 5 are perforned at
the same 4ime gsf[K kg:cg@elmnﬂgpgramn ng Station. Stage 4 produces valid
authentlcatlonﬂ; ]Pi[f%i but_does not load themwith initial state val ues

(ot her t iPan 0) Hfidicks=ph al | ow t he progranmm ng of the chips to coincide
W t h producti Ohe hitheetication shipfs now eadyferatree intd\h SremgihsSbageonpleein be run

mul tiple fi eag€aCh tine setting a different state data value and Access
Mode value,” It 1s nore |ikely to be run a single tine, setting all the
remai ni ng st at'EheSsEm ayhaniradon chigs awyqlin aythis peinte alone wamiEREFoBld B dhemnb de

val ues. RogenaxaRER] @ir{ik 0Lt Ja@ioh 4 knden @,ﬁramemsre]t oriPuse WARGRhibHE bat ch
nunber ) uced accordi ng
to the Bb%m?ﬁ{f:a nct(g)ﬁg%r%rﬁa ]1012 t)eﬁlsngo%fﬁ?ghc’&% aseo a’?umberoﬁgﬁgrrnsdg?"hto match if
t he st at é;ow&gqtglstpw@é@lcgpn ghip. The secunty relies on the strength of the Authentication

protocols and the randomness of K; and K.

9.6.2 Programming a Non-Trusted Consumable Authentication Chip

If the chip is to be a non-trusted Consumable authentication chip, the programming is slightly
different to that of the trusted System authentication chip. Firstly, the seed value for R must be 0. Tt must
have additional programming for M and the AccessMode values. The future use M|[n] must be
programmed with 0, and the random M[n] must be programmed with random data. The following tasks

must be undertaken, in the following order, and in a secure programming environment;

1. RESET the chip

2 CLR][]

3. Load R (160 bit register) with 0
4 SSI[K,, K,, Checksum, R]

5 Load X {256 bit register) with 0
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physically different factory. AUTH2O- SG _100 The Stage 5 process invol ves
first checking to ensure the chip is a valid consunabl e chip, which
includes a RD to gather the data fromthe authentication chip, followed by
a WR of the initial data values, and then a SAMto permanently set the new
data val ues. The steps are outlined h 1. IsTrusted = A T[] 2. If
(IsTrusted), exit with error (wong Ki nd of chip!) 3. Call RND on a valid
Systemchip to get a valid input pair 4. Call RD on chip to be programed,
passi ng lfﬂ val $eflbils K Lorl@bidi to%aﬁraﬁm?él\ﬁgﬁbﬁthlﬂh}swﬁlﬁrghrﬁ&ﬁﬁe)ta with results from
a RD of %ﬁatl on chip on valid Systemchip to ensure X
and consu | e p are valid 7. If (TST returns 0), exit with error
(wrong coﬂqsunaibiadaYei‘:‘iiquréfgtsrer)wBOen) 8. Set bits of Xto initial state val ues
9. WRX] gL0. L@@ﬂts\ﬁl%%e%bﬁdn{g‘ﬁgdp&%ﬁ{a)e ]tvtllthq{eé]d]()nlﬁ@crcespm&s of Y
corresponding to Access for new state val ues . SAMY] O course
the val i d%ti onS‘A(“@t éps | to 7) does not have to occur |f Stage 4 and 5

fol | ow oniif r orsMOMEnT&RQLDGK] ON t he sanme Pr ogranm ng Station. But it should
O o &t | CHUGEn Skh AL B0 WAL o 3LAB 12 ploboen bl e REPRRALE,

programm ng process rom o fent i cat | I ps are now
stol en, they afte ﬁi&feé‘é?é‘y’“ﬁ*?l@q*“éf?ﬁﬁat“Plﬁ)IP"“lﬁ@éa‘Faﬁ‘eaCOﬁ]&P?rfoéﬂP Bpitedepsgiumabl e.  An
at t acker teﬂu&ad( Mtadli%stfsfﬂﬁtuﬁl]lﬂt&ﬁﬂvﬁhb R&d DAY Q ad fahmmaﬁpﬁ&mma}ahl@mde&nh a theft
woul d i mot le lﬂ rgber ttgckerc(waﬂle%Rpr Odu%s%num er o caﬂbberan ttaclgem)lgas stolen. A
single t hafP": Create a sup constant enough to pfovide clone
manuf act ufxdMd Wof hhlalteé%imhff‘f(é% ﬁltuvt@ﬂ@ésqnﬁewplﬂﬂ?@h‘&m tyrap attapkﬁe(sm@ellf or the

chips i E : 156 bissaxve&lsetdff@ safe aokboth Edaﬁmwv@rh@@w&eﬂcmom 4y mf‘erformf smce
consuna

Quthentication. c in order to
partially cﬁugehegg @ lstma sop roﬁlyf’“Bl? “?lént’fc%m’%g“‘gﬁe ER. Waﬂ‘?e"}’téma§ﬁ’ﬁ%&‘§pe0| al
security Elyrdéa@ifomaf@%e keys if such an attack were to occur. 10 Manufacture

This part nakesshsads rgt%mataﬂs@mm &e@&%%ut%ﬂ&e%ﬁﬁo@ﬁ&h&in@ SRR (the
i npl ement atj on of . aut h‘al?t at iQn Wi | e ch% conment s %ﬁesent ed here
]tua.fl

are gener®&ifrod g ifegls WHGHe B ‘%&’g’& PITHEqVEh bgsvech fhe Sogeh &SSP BSFi on chi p
f or Pr ot cewl po@ibility oFtthe awthenfieridni cbigs betng stolan ¢ thid pgiat. ThdeEsiahao progra st i t ute a

strong enghyitdiBchiR ¥ for tfd ¥ned Blpeil LB reqﬁr@mmfamé §5%m Ry Jgﬁﬂes afely
manuf actured in any country (including t and ‘exported to anywhere in

the worl dna“"lfﬁﬁur?fl?’éslﬁe‘f‘?‘%ﬂ‘%ﬁf"a‘?lﬁ"él%ﬁtlﬁé'i%‘i %Pfillrb[ﬁ chip nust be resistant to
physi cal %t t acitage A: BdgamSYataibata sRIMNEE@Ctodes Ng | NPl enment ation guidelines is

presented, T olhaugd 0% RGGE tofdhd 81 hmt GG nRs SimPY $ldCRkessMode

registers cannot be altered on System authentication chips.

The future use and random values of M[n] have already been programmed in Stage 4. The
remaining state data values need to be programmed and the associated Access Mode values need to be
set. Bear in mind that the speed of this stage will be limited by the value stored in the MinTicks register.

This stage is separated from Stage 4 on account of the differences either in physical location or
in time between where/when Stage 4 is performed, and where/when Stage 5 is performed. Ideally, Stages
4 and 5 are performed at the same time in the same Programming Station.

Stage 4 produces valid authentication chips, but does not load them with initial state values
(other than ). This is to allow the programming of the chips to coincide with production line runs of
consumables. Although Stage 5 can be run multiple times, each time setting a different state data value
and Access Mode value, it is more likely to be run a single time, setting all the remaining state data
values and setting all the remaining Access Mode values. For example, a production line can be set up
where the batch number and serial number of the authentication chip is produced according to the
physical consumable being produced. This is much harder to match if the state data is loaded at a

physically different factory.
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defenses (ordered by attack). AUTH2O-SG _101 Note that manufacturing
coments are in addition to any |egal protection undertaken, such as
patents, copyright, and |license agreenents (for exanple, penalties if
caught reverse engineering the authentication chip). 10.1 CGuidelines for
Manuf acturing The following are general, guidelines for inplementation of an
authentication chip in terms of manufacture (see [84] for a detailed
description of an authentication chip based on Protocol O). No special

security isr eﬂ‘lé'SfaEéjS H&b@és mgolwéagrsm@&tng@oteuguya}g@ cﬂprsCae\:%ﬁd consemAALdRGLOCES S
M ni nrum sj | ter Noi Se CGenerator  Tanper

Prevent i olﬂ‘ﬁ'é?ﬁ%a%?e &t ?rﬂlﬁ d%f?j?‘?f’ﬂﬁhf ?'Vhenucﬁ%f%lf‘@]ﬂwmfﬁm%ﬂ?ﬁ“’f%ﬁﬁer det ecti on
Boot ci r culuts; yndftten a B.Add Regnapendy seathe oodbia v@pe.cihabteps aipbahiedbad: i on of FETs for
key data pat hsirf®la gppnect ons in polysilicon |ayers where possible

Over Under Power_ Det ection Unit test circuitry Transparent epoxy

packagi ng- Fi naf {I§frusied), ‘a“td’éthé‘FOéﬁwrﬂ@tkéldPB"h}?&nuf acturers of Systens, the data

line to the SySdl®MD AuthlRISyita@adhipan g« hi4lid apél pkihe data |ine to the Consunabl e

aut henticatio See Section 10.2.3. 10.1.1
St andard %r oc;bsaglk?ﬁ H%EEOI)G {F% #J‘ﬁas&%@mhi ﬁ'ftaa"be i nplenented with a

st andar d Yranufiged ¥(Abi seigeregth resliche wHapheyicatiphip | s necessary to:
allow a g eat Gfaairlgfomahﬂfaﬁtéﬁﬁﬁlbweinﬁ&)tQaﬁ@&ist@ﬂbl@ﬂihp 2b%iidt ake advant age of

wel | - defi.ned have t echnol o e cost Note that the

st andar d 7gr ocglggs)gt%itﬂnfs Ie’fltWI PAYSTCAT 9%““8?1 L%grr?ysﬁ%i hani sms.  10. 1.2

M ni mum s ze méblfaaﬂh@nmﬁwéamwhw&:hi p nust have a | ow manufacturing cost in
order to de i mvhp@ed as the authentication nechanismfor |ow cost
consunabl 83 %? 3t2t%eref ore gsi rable to keep the chip size as low as

r easonably posISf:"'j E2OEEER MR ent i cation chip requires 962 bits of

non- vol atlill e rishios yiY ¢orepording ikcorreess Medes fooneagptate values

12. SAMIY]

Of course the validation (Steps [ te 7) does not have to occur if Stage 4 and 5 follow on from
one another on the same Programming Station. But it should occur in all other situations where Stage 5 is
run as a separate programming process from Stage 4.

If these authentication chips are now stolen, they are already programmed for use in a particular
consumable. An attacker could place the stolen chips into a clone consumable, Such a theft would limit
the number of cloned products to the number of chips stolen. A single theft should not create a supply
constant enough to provide clone manufacturers with a cost-effective business. The alternative use for
the chips is to save the attacker from purchasing the same number of consumables, each with an
authentication chip, in order to launch a partially chosen text attack or brute force attack. There is no

special security breach of the keys if such an attack were to occur.

10 Magufacture

This part makes some general comments about the manufacture and implementation of
authentication chips. While the comments presented here are general, see [84] for a detailed description
of an authentication chip for Protocol C1.

The authentication chip algorithms do not constitute a strong encryption device. The net effect
is that they can be safely manufactured in any country (including the USA) and exported to anywhere in
the world.

The circuitry of the anthentication chip must be resistant to physical attack. A summary of
manufacturing implementation guidelines is presented, followed by specification of the chip's physical

defenses (ordered by attack).
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required for optimzed HVAC-SHAL is 1024 bits. The renmainder of the chip
(state machi ne, processor, CPU or whatever is chosen to inplenent Protocol
Cl) must be kept to a mnimumin order that the nunber of transistors is
m nim zed and thus the cost per chip is mnimzed. The circuit areas that
process AUTH20- SG -102 the secret keyyinfornmation or could reveal

i nformati on about the key should al so %e mnimzed (see Section 10.1.8 for
speci al data paths). 10.1.3 Cock Filter The authentication chip circuitry

i s designed t oNnaPBe: dafitabiutibl aamemﬁpa%hdeﬁwﬁ{oqg)kle%pﬁa&t&m%aken%&%@ the user
directly SUFEHES t he cl ock si ha&?f:for an attacker to

attenpt B THEPIEE A EEEE LB takfof)?f‘é‘mi’lﬁ g Frspe sremegeeiei ¢ ti mes
during prutedisitogehip\n exanpl e of this is where a high clock speed (higher

t han the @iy C%le’,nés%‘q@ﬁhg‘@ﬁgng or) may prevent an XOR from working
properly, and of the two inputs, the first mag al wvays be returned. These
?

styl es of tran@’ie QQPW‘P%?IF ¥e“‘§fltgé‘é?é’§esé%fhmﬁ@m9@?‘i}‘ “fai‘@i’”é‘?ﬂm‘h‘ihlp i} BEWWEr i ng

secr et keyanifadhoe (’S‘&t[ﬁ@lﬂ;ra&ﬂﬁle&]di:‘d@phﬁ(bﬂandtﬁﬁﬂﬂ&aﬂbrﬁﬂlplbﬂse:ﬂ5’]Pr&6tdl ¢1l]ne The | esson
to be le 1S cl ock signal cannot be trusted.
Si nce thgﬁ%%gﬁtcjr%gmeﬁwg?gr’f%f”hg%%'ﬁ@tmﬁ rcﬁsgt ed, it nmust be limted to
operate Up to Hendskpaish frequency. This can be achieved a number of ways.
In clock il tqr{mﬂa{agls@g(le@gﬁﬂeglet ect unit 101 passes the edge on to a del ay
102, which in turn_ enables a gate 103 so that the clock signal is able to
pass from the 956! port 104 to the output 105. Figure 10 shows the O ock
Filter: Whe de¥wsy Gefeewtkd be set so that the maxi num cl ock speed is a
particul gr fr ). Note that this delay is not

progr am*rg.bl e f—‘ﬂ}{,‘?é}%}@v%ﬁ adﬁgﬁs%imﬁ"ﬂl &red clock si gnal woul d be further

di vi ded it er rfat¢oied memeorg tyith fampkr detek@onl . 4 Noi se Gener at or Each aut hentication

chip should C(mt)pduau@yﬁqbaa gehshaler that generates continuous circuit
noi se. The noi se W ll i nterfsere wi th other electromagnetic em ssions from
the chip'®s regﬁﬁf‘%ﬁl‘WWW@P%%FEgﬁ@IkeéﬂﬂaWse to the 1dd signal. Placement
of the noise gnaeb@b@bnsnﬁpdm@mc@nayhrss/ueee@auw aut hentication chip due to
the | ength of c; nensn o%srgtl'ls)etectxo \qal engt hs. The noi se generator is used to
generate ‘el ectToni ¢ not pIe state changes each clock cycle, and as
a sour ce *of ps}é}u@ocmcamiom bits for the Tanper Prevention and Detection

circuitry (seer aﬁ%&kht% Q ). A sinple inplenentation of a noise
generator is ar |tp%)%>g<’| rrax]st’g"lmg eriod LFSR seeded with a non-zero nunber.

The cl ock used™Pibp a%%“%?%%tog’éﬂ’é@%lfeﬁﬁfgﬁﬁﬂf ghede fngimPaRyssre t he maxi mum
cl ock r ataethenfi@ior dnip aﬁd%#)dataﬂmé)ﬂ‘oGiﬁl‘Coﬁsﬂmg:ﬂﬁ'bﬁfh&fnemarSchfﬂJﬁfét e HR safk 1pesSsi bl e.
10.1.5 Tasgp%rmgrlggentl on and Detection circuitry A set of circuits is
required to test for and prevent physical attacks on the authentication
chip. H¥ddeStapdand Precessct ual |y detected as an attack may not be an
intentional physa@ahticaloh aGKsholld bd ibplkh@le vl £standard manufacturing process (such as

Flash). This is necessary to:

. allow a great range of manufacturing location options
. take advantage of well-defined and well-behaved technology
. reduce cost

Note that the standard process still allows physical protection mechanisms.
10.1.2 Minimum size

The authentication chip must have a low manufacturing cost in order to be included as the
authentication mechanism for low cost consumables. It is therefore desirable to keep the chip size as low
as reasonably possible,

Each authentication chip requires 962 bits of non-volatile memory. In addition, the storage
required for optimized HMAC-SHAL is 1024 bits. The remainder of the chip (state machine, processor,
CPU or whatever is chosen to implement Protocol C1) must be kept to a minimum in order that the

number of transistors is minimized and thus the cost per chip is minimized. The circuit areas that process
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i nportant to distinguish between these two types of attacks in an

aut hentication chip: where you can be certain that a physical attack has
occurred. where you cannot be certain that a physical attack has occurred.
The two types of detection differ in what is performed as a result of the
detection. In the first case, where_the circuitry can be certain that a
true physical attack has occurred, erasure of Flash nenory AUTH20-S G - 103
key information is a sensible action. In the second case, where the

Ci I Cui t I yh€ARBQLy idRmSMEEor bduld@Bvetidighkion ISt ROCYEHORE alsd ST iB8mIz&1 Ghi | |
certainly, but the acti on shoul d not

Action nust be taken,
be the e%eﬁénﬁé?g?og?ggag% SR i nformation. A suitable action to take in the
second ca¥d.3 sClackdhiltey RESET. If what was detected was an attack that has

per manent |y dafmgmnmgonqnb emu&@% REHE 6 BPhd @RS, s¥\éciﬁl: cI0GGHed raifeXt ti M and
on the other hand, what was det ected was

the chip | | RESET _

part of t% ° 5 Pifh m@ﬁw’ ‘Eslt‘}‘?gjf"é‘?ﬂﬁnf‘lo‘h%?ﬁ‘blﬁf"f Pk i pitempt RERORSRFAcE ot
harm t he doe@monst!mgm@dcuewatméoﬁicmfneammwbssiﬁ@atn eantb W this ys whara A bigh flecke
know edgestp@ela@u%her tha 1 PQANESs &élgrre&l%r) med Brevedll dh m&&ﬁ@&%&% qoal

attack, a %{fto revéal Infornation a out t zg owever be
the resul#° Slputaﬂne f gy abspitRecetisid, Thete S@’lemﬂtryn%ehtéa@tamc calfbeaferp@%émtabm
sequence. redobrering sct itk i oFmatited $dd hie bedhldycumBRIERRT [5) 41 [01Thp lessan@ boRimar ase t he
key. If the ghi i hothing is lost. If the Systemis
faulty, ré(}petalgéggh %‘%‘ﬁ@ﬁ)%& {é&(l:%ﬁ%% ﬁ"éq;e‘(?onsurrer to get the Systemrepaired.
In both cases i#fethe @ppisiopietand cangotde F‘I‘SFedll‘i‘Ft“ﬁﬁie limftedyp pr¢raeyp fAs reexifeman  event
t hat ci r Cheighendy. tmﬁm&m&@@%@ﬂ%faa@ut is the cutting of a data line
within the chi [ st ect e d only be a
result of falﬁfl?Ckﬁl rhm&a e é hlr%?ﬁasseaefe(,gf?ntSPgéI 1(&3)1% g@’f%m“f“r\ ei t her
case, theﬂnéﬁleasmf@oéﬁo %lﬁélesle@vsalalpswblerormwﬁemmesnpatpgéh@‘itbtheoqmaews to take.
Consequent |y %@ﬁ;@uﬁd&@&%bmh@a chip should have 2 Tarrper Det ecti on Lines

- one for defi C onefor ossi bl e at Connected to

t hese Tanper &Fée?ys oﬁd%eﬁezgoga Fﬁ'a%'@u“éclﬁ%ﬁlﬁfé s gparticy e@?enﬁe(f‘é ?“b t est
units, eddBz)iNatt thaythisfdelny iglndt progreminabieortisiized. t anpering. In addition, we want
to ensure thaﬁhehi?e%edm@mgfnﬂ%mgsmgﬁerme&%m@rﬂﬁlyg@mS themsel ves cannot
al so be t amper d wth. At one end of the Tanmper ction Line 110 is a
source of! 6§e e CEMEIM bits 111 (clocking at high speed conpared to the
gener al oper atHariguutherticasiof ¢typ)shoultrenthio ik Seisc @ererathaizereiafettontinudieseduitbed above
i's an adeguatg, ,ﬁ)gy{;,ﬁﬁmermem{a%pgregzma BlehSenRARA Ao QUG tl8a byl 5RT Paths

- one 112 carries the origina andt e ot arries e inverse
of the dafidmoiste helgd vignalpblacsment ¢ ﬁ#e@a@weaqﬁatqrmmnéﬁsuemana cWopé%p Yearrying
these bi tisthalesgth of tehistiaysenclapayve the general chip circuitry (for exanple,

t he nmenory, itry e w.re st .al so
cover the rangl%mhqb getg%ﬁrl'e ﬂ?gteg{o ng{%ﬁl% eLg nic ngtse 1tnclt181%ta-[e c%ealges eflc coc I¥B1 & of

pl aces vi®d &l S‘)@‘-’Q"ME‘@"'&@@M bitp fog WETWHCSP%F@IOHFW@FG@WP Gl(oﬁlﬁﬁjﬁeﬂss’?etmnd be), a 1
i s out putip.1apd used by the partl cuI ar un|t (for exanple, each output bit
froma menory A Efnal‘q%unp%nexg G950 an01se era or is 3Q4%]t mf'ixlmwgenogﬂ-ﬁ% Sﬁgﬁl\g{t nez r ;Isﬂralel y

come toget her ‘at menory Erase circu ere
is triggered by ﬁlefﬁlp@#msqdﬁ@ﬂxmse ganarae sedld b ruplieg dt hnmaiigunaclepimdter  of

triggers,for@RGhip el @Eoigh@raR aPRYh in6id as possible.

10.1.5 Tamper Prevention and Detection circuitry

A set of circuits is required to test for and prevent physical attacks on the authentication chip.
However what is actuaily detected as an attack may not be an intentional physical attack. It is therefore
important to distinguish between these two types of attacks in an authentication chip:

° where you can be certain that a physical attack has occurred.
. where you cannot be certain that a physical attack has occurred.
The two types of detection differ in what is performed as a result of the detection, In the first

case, where the circuitry can be certain that a true physical attack has occurred, erasure of Flash memory

AUTH20-8G




attack on the chip. Each trigger has oversize nMOS transistors, such as
116, attached to G\ND. The Tanper Detection Line physically goes through
these nMOS transistors. If the test fails, the trigger causes the Tanper
Detect Line to becone 0. The XOR test will therefore fail on either this
clock cycle or the next one (on average), thus RESETing or erasing the
chip. Figure 11 illustrates the basic Circuitry of a Tanper Detection Line
with its output connected to either the Erase or RESET circuitry.

AUTH2O- SGeey d@AmAIAR is FAHRGE adiBh. Blthd QEbndba0E whidSihe &@u&wﬂ%gﬂ swﬁagatau@ 120 of
an out put, transi eac test, as |IIDustrated gure 12: It is
a\?\%ﬂl

S 116 f
not possi Bf &P ’d]ﬁ‘eéeaﬂf(“ g r?ﬁ‘@‘?‘ Petats ATJ"H@“% hipksn-oH the SePudmeibet he f1 ow
of | s andhQgasuf phHmgretiey infamdtm 4 euitldeactidihe tapdORtbe estrgl cyvo isladhip RESE. Gre fail .
As the TapRef.sRataatvaldniBacR BYSHheR Tﬁaxenﬂpmgea ﬂ;euﬁ?mmﬁ&%nmﬁ %ﬁ&m obdyr 1S NOt

possible to elimnate an artlcu ar test w thout breakin Tanper
Det ect L& timegnd the ghipya RESRT agqim 41, onfhe othepiand, yjoat wosdetsered wa?ﬁ%{ﬂ\?a?l?ﬂé&y of
pl aces al @agidghevirbanged tHoelig @RESET willswihamohdey. t o reduce t he chances of an

attack, Fi gur &y I3l biabe 816 b8 R TH A So Fjoue L G o

general ly at 1 anper. ect | ne 1
di f f er ent SligarpEbGR nttw&melrwtvk atippding 9 frevedh mbamakoreboqt 3G keva b mew hewmven kered t o
be gener ahd ra@ltafﬁau@%n&h&n bnaﬁpmaerktd&e)wﬁﬁfér-mbdqﬂene@ﬁkktheualfdr& be@to &0~ UNi t .

A sanpl e uld. b ave in each ANDed with a
gi ven Ohi }Hﬁg%})mﬁ ,andlﬁ) erase y_IJﬁ' &pgastpowermig v d:Hnngtshlosi?ttthe gstﬁaz_gET Lf OK
is 0, th ulUrrPReatvsiRESEﬁ“a‘fﬂlﬂ Cem«ttm copfymernie gt the RESETepairdd. In heth Psgtpher Det ect Li ne
i's functi®ihuigicofdieaily, the chip wi I | either RESET or erase all key

information. 1I{ the R ase een destroyed, then this
uni ¢ Wil 1 ot 4 EsaErBRe ottt e i e P s HE IR on of 't he
RESET andingEwgkjrthe thip Ifahmaﬁ&éfsmméﬂpedeteqtqdomovlﬂynlyse areuly ofpdmiiteitip sensitive. |t
needs to HRnuRicALiRCRE) drin AUAN IR SATBe WaYiredBtht R6red ¥R YA sedsBIEREp tests.
There is o, poi nt generating a RESET pulse if the attacker can si nply cut
the wire P&KY; ng to the RESET circuitry. The actual inplenmentation wll
depend ver y mudinseguentiyrach angenticntibrechipl seatdddvedt TairpeS Bitectiamtinds o vnetfbralsite t ens ar e

cl eared. Jhg, TRMREHr bdsMiSati@Y YondelIi 15 B3 q‘argﬁpﬁ&@mm&g {;vsdfa belmber b1€ Chi p.
The generator _and gate are on gne | evel, while Tamper Det ect Lines

run on a Taé’Vngeﬁ‘H’BE}@“f‘ﬁ‘E Geiriesting fpdifforeyt forms oampepg. gﬁ"”ﬂﬁ%??“’%‘t"ﬁ”‘f"ﬁrrper
det ect i onhdt the TenroDer@nioUgies bH@ GichlP kiymstvel end et &t inpd-arwimt | on or program

code in Flash [ Féégnxoft;réiﬁmﬁér%%@maar;ﬂp{mmaa@gn %gg&a%!r?ng%msqig@&d from an

attacker who wou atte or set program
code or |abYieh smedeorarercd . eﬁﬁ@fﬁ#@@ﬁ&?ﬁ HPHitE dde NeisstCoaane st described ﬁ’g"eused in
t he Tanpes an aeLLEL0H ThI dofidtitddbits fasheisbdgh Bﬁ)dhf&ﬁﬁ:h\/@ﬁls obB @1 2fchrrisd hmibihal Of t he

sol ution d f% athg thg g{gelil E’; c;[arrlll‘g‘sF thet Q\feezrs;rgfrm c{ata ta%lc:lgt Iiaa(s)s@d HOQ& ag %%gr%r 1 Iql ’lr %Lsy above

carrying these bits are in the layer above the general chip circuitry (for example, the memory, the key
manipulation circuitry etc.). The wires must also cover the random bit generator. The bits are recombined
at a number of places via an XOR gate 115, If the bits are different (they should be), a 1 is output, and
used by the particular unit (for example, each output bit from a memory read should be ANDed with this
bit value). The lines finally come together at the Flash memory Frase circuit, where a complete erasure is
triggered by a 0 from the XOR. Attached to the line is a number of triggers, each detecting a physical
attack on the chip. Each trigger has oversize nMOS transistors, such as 116, attached to GND. The
Tamper Detection Line physically goes through these nMOS transistors. If the test fails, the trigger
causes the Tamper Detect Line to become 0. The XOR test will therefore fail on either this clock cycle or
the next one {on average), thus RESETing or erasing the chip.

Figure 11 illustrates the basic circuitry of a Tamper Detection Line with its output connected to

either the Erase or RESET circuitry.
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each Flash or RAM bit. This ensures that an attacker cannot probe the
contents of Flash or RAM A breach of the covering wire is a break in the
Tanper Detection Line. The breach causes the Erase signal to be set, thus
del eting any contents of the nmenory. The high frequency noise on the Tanper
Detection Line also obscures passive;gbservation. The second part of the
solution for Flash is to use rrultr-level data storage, but only to use a
subset of those nmultiple levels for valid bit representations. Normally,
when mul ti -1 evgk Tﬁtaﬁbet&tarta&enastsgo (S E  the @aift i fEn JubRBtahdieh: 98 16 H@l ds rore
t han one bit.._ For a 4-voltage-state transistor can represent two
bits. Asstith “Sgatfﬂelﬁ %nd maxi mum vol t age representing 00 and 11
respectively, ItiaeotMHz@b@@cﬂliwﬁnnevDetmIdnbls'mcam@lstna@é@pﬂ&rﬂo&s:éhtand)ds and 10.
I'n the aythen! bLedhsQReCHik RoR'Es5R0d 'rh%;%fote*}zﬁt AVRe f@n&?ﬂhﬁ‘ete&%&e%ﬂ;%ﬁalt to

represent a single bit, and consider the two extrenes to be invalid states.
If an at tpaaﬁsétm%rtlfaéhﬁftsﬂtamprsatleé) iats fratete estpitovbhierkia e Simahe ot her
by cl osi ngteorLigeutting the gate's circuit, an invalid voltage (and hence

invalid stat e)It'rs ldl‘tzln?ﬂaatlﬂé%%(ﬁ@ﬁa?%lu@%o O\tanét;'gf pEiQt!S g%}éggﬁee”%%r er e I s to use a

parity bit. The data part e register can gal nst t he
parity biltine m'fft?htorﬁdrqe ths shangpp pich a@rt Eievrg i3 Hetrateydhe kot ppkigle X8R ng from

FI ash andndRAidl gaeraltyhe 130f funethdEampat Delat @@ 1D0yio 8e Wb e diﬂfereﬁt@&fs ofiAd &ngp. (ONE
per bi t ) é: ql ese%lgs CI)B(} (‘IQI? begcoo%ﬁred tg%n?gx%rannlg %%F{Jﬁ lglt %hﬂt cat dbe use ﬁ' £

Det ecti on Cl rcurtr & PASEEE t hr ough
(t hus st opiPTigo-amt attacker fromcutting the data lines). V\hrle t he

nul ti-1evel dFlzaablplahagcemutdma td HavEH ORI if Qh ﬁ??mﬁ@ﬁﬂﬁ&d dilfaQrveBdigik  such a;

program co nTi Icrent . ecting K, an
CE o arttaR g 1Ttk e?hear%ﬂ( at B %ngjnsonta ggg;{&&sf)’s TSN [%Mg%%g "3t 15)

r epr esentBEYGT df thé Faylper Ibftetst I@fe igdanctiening corkpethe e Ehlmtitelsheulp‘isﬁétor doeslhkey activate

t he Tarmaam@atnemhb QRS B @raselcQiitk@Ys HRbd de IS, BAVRs DRSM @t Bncibd, oy does
activate he Ta Detection Line, it nust have been a 1. For this

reason, art*HeA aﬂ‘Brn vol atil e menory can activate the Tanper Detection
Li ne, but K, Adrkeddé@nationst thaBESETGohERGUiendnt yssingd kisainy issetysetkxt ensgivedtk f or

tanmper i ngof (e p@reaedﬁz muéh the%t,gmatng Be fatmtatttfmagap and qﬂert 195 ogt gdSerar

(i.e. 320 bits instead of 160 bits for each proguced and
the resul%Es EBH‘B%‘@EFa&@‘éﬁﬁ%‘t“‘?ﬂ%°“@%‘é‘%’€ﬁ?tngwwmﬁ‘&?@ﬁ a&r«%b a clear of
al | key implérgennmedn vailh depd:dl. viry fruBiomitwhedis © bé didayed IRESED 26 liRg thisoigha s code
Program ¢ode, shoul d be kept in nulti-level Flash instead of ROM since ROM
is subject to_ being altered in a non-testable way. A boot nechanismis
‘therefore requitf Egaeolires seyerthiaiojse ergeraiohckaiie of hehy- Fhegstrrans mdNOY #icash
menory |sarddaoaerteuendateaﬁermam@areas&tamesrat&nanevetam%aﬁtg@aea)r The boot circuitry

must not i W at chine would suffice. Oherw se the
boot codelgggur}ﬁoﬁc edmed"oﬁ léhtra'ﬁlp%r?etﬁ%??et ectabl e way. The boot circuitry nust

erase all Fl adhs mtmoprsh to el kore secrhisfommation s program eqde indilpsikaemora bk Fldsen | oad
t he prognamoSQEER AN nAs!De ﬂiBt@&édM‘roEﬁLhﬁEttabﬁ:r PhASRM 08iRIenciBAGE B9 a bA®ulRF OJr am

code. Q 1et't)¥mr§ eamacrclee 0 t aC e me tl L hee Ctrx" 0 %oprr[t % b%lgeusedom th %‘tnaft e, and
t hen | oad" priogt am code X hgtf g‘?f‘?’%“t%’ﬂ ?E@ € © lamper
Detection Circuitry (descnbed above)
The first part of the solution is to ensure that the Tamper Detection Line passes directly above
each Flash or RAM bit. This ensures that an attacker cannot probe the contents of Flash or RAM. A
breach of the covering wire is a break in the Tamper Detection Line. The breach causes the Erase signal
to be set, thus deleting any contents of the memory, The high frequency noise on the Tamper Detection
Line also obscures passive.obscrvation.
The second part of the solution for Flash is to use multi-level data storage, but only to use a
subset of those multiple levels for valid bit representations. Normally, when multi-level Flash storage is

used, a single floating gate holds more than one bit. For example, a 4-voltage-state transistor can

represent two bits. Assuming a minimum and maximum voltage representing 00 and 11 respectively, the
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exi sting keys. The state machine nust also check to ensure that all Flash
menory has been cleared (to ensure that an attacker has not out the Erase
| i ne) before | oading the new program code. The | oadi ng of program code nust
be undentaken by the secure Programmng Station before secret information
(such as keys) can be | oaded. This st must be undertaken as the first
part of the programming process described in Section 9.6. 10.1.8 Speci al

i npl enentation of FETs for key data paths The normal situation for FET

i npl emnt@%hﬁﬁﬂle%@lﬁag&s%r&@ﬁﬁ ad IOaIthénﬂyaﬁéﬂc@Jp %Qnus‘é’ﬂ'le% mlli('ﬂé/ (a1BY l__é%§ a pM3s
transistor 141 conb{ag 142 as shown in Figure 14.

apn nMOS transi st
Ho 15 | RrpiEnoTEa e b DG O RHEL CREEr FrVRIT RS | Bur | ng
t he tr ansitct bastait M@beoneswayazwet bypéosinget catfing thagate’ Bi@uinae nealid oblfagd (e NMOS
transi st Ofenct4Ra1fiNdic) A&PMOS transistor 141 have an f AUTH20- SG - 106
i nternedi ate resi stance. The resultant power-ground short circuit causes a
termporary i ncrBEsgoRdRat pfghe splpion &5 RAM Mty upef pprity pit. The Stapeid ofthsrregisfra caaj or | ty
of cur r ente chooked ugmit theypadsy GMIBict @ili roematdh agerah htastyount of infrared light is
emtted durl nonk B SHAE hof FhdUbd radlh orpﬁevfﬂ%%é@%, tmgéégﬂe& s Rlak | €1
substrate (silicon is”transparent to infrare 1 1A of
|i ght is P&FRE9capqcted pdheapmeryl spme Detsetion Ling Taﬁ&mpﬁ%@wwpgwwa@ul@ Pferhe
transi st cmstﬁme:y@aﬂaspis@mﬁm@m&ustst@ﬂsgmna&acm ﬁ'blhﬂl&tnfg@i&@@th timgce. For )
circuitry that Hulat cr at i on ormation nust be
kept hi dden. Wﬁrpﬁ% mélru?\ia eﬁ}aésg %’ﬁecq’op eﬁou%h Bﬁﬁ%mieéﬁfma%fm i 2 ntaticon shoul d
t her ef or eofreRipadbfinTisks, i [spotnffigiens for h@te‘ttﬁa{(l and lisa P@F@r pddeclfctgns gya gate
parti al | ysee3bcibt m m$) Wepletdtrink B aihold St d@@ asl mntpfbeotk@wet dmﬁ’t waeat&fle t wo

non- over | n n chanl sm

Oy 1o GO BRoPENG iekb oG E viaR oD St rnE TP EES e 02
i S connectwthayabeen asleﬁfwmrgraqneaﬂl%r wph-volaiilé mepddBSat pgirmtd the Trper BtctioThe
transiti QineCRUIK PR X, haksot. Qjoﬁ’&@leﬁtﬂ eeRbNalsk oD ikl Br biRnisd o@ﬁ:kand% nce 01 and

4)2 are non-ove t have a

si mul t anetUE TR Jé R&Bﬁ?gt&é’n f%‘saf‘w‘i?”a(a% gZOrLT‘ﬁE‘Stgagf’glﬁo S’és f%‘ﬁﬁ%ﬁf{(‘rfmgf(ﬁ 16, and
t he i npedenioed.dndilys msvitcempeied agaihdt the[Ciherddubny Any regHmatal ca@iOEIsanafell kgr s can be
posi ti onggk,MB@ds Critical non-Flashing CMOS conponents. These inverters
shoul d take their i np ut signal fromthe Tanper Detection Line above. Since
t he Tarrpelp'lﬂet]‘)é’e't‘i“'ﬁﬁ if‘ﬁé"ag'ﬁ%l"é‘ﬁ'@g‘cﬁﬂﬂ tiple times faster than the regul ar
operating cir Cuigtamycodd shanldtetkept frfultGlvel\Flhsh idseadanf ROBINsikcaROMaGS subjeq@ it - bur st s
next to % ver whel s
obser vat ﬁ%ﬁg?g@ggmﬁéﬁr Eéél%al nt Q%P,ﬂ”&}?e{ﬁgﬁﬁ%t egéeﬁr?}g%?&eg)‘)&m}ml’}b%h B(fdg to detect
what swi t“i‘fﬁf‘ﬁﬁm%‘ﬁ‘éﬁ(%lfs &ﬁ@%%ﬂ%ﬁ%lﬁ?ﬁ%@%@%%ﬁbr oper. These regul ar
CMOS i nvert er SThwbdot clﬁh&pm&iﬁdesetmnew- alsAQT RASBachibdCouRIRMAL OBErwGE Ui t  noi se,

reduci ng N rin ful EM. There are a nunber of side
effects Eéel%(tmg gshm%ogl%a?gﬁ%uﬁlgﬁ%% wny CMOS: The effective speed of the

chip is reducedebppt ssgritemyshesase plsidash Fﬂméorbehﬁtch@ epqurschie epserc wirkedlenétpei e, Thi s
is not aipded b@meademsw&mﬁm@&tar@a vetdicoading M1€p3H MR de. Dkheflich@Nt  dr awn

by th | th t t
otcury . TASEY B et BEPUES b S Tort B Pt PRV L or .

existing keys. The state machine must also check to ensure that all Flash memory has been cleared (to

ensure that an attacker has not cut the Erase line) before loading the new program code.

The loading of program code must be undertaken by the secure Programming Station before
secret information (such as keys) can be loaded. This step must be undertaken as the first part of the
programming process described in Section 9.6.

10.1.8 Speciai implementation of FETs for key data paths

The normal situation for FET implementation for the case of a CMOS Inverter 140, which
involves a pMOS transistor 141 combined with an nMOS transistor 142 as shown in Figure 14.

Fig. 15 is the voltage/current diagram for the CMOS inverter 140, During the transition, there is
a small period of time 150 where both the aMOS transistor 142 and the pMOS transistor 141 have an
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Routing of the clocks increases chip area, especially since multiple
versions of 4) 1 and 4)2 are required to cater for different |evels of
propagat/ion. The estimation of chip area is double that of a regular

i npl enentation. Design of the non-Fl ashing areas of the authentication
chip ar¢ slightly nore conplex than tp, do the same with a with a regular
CMOS design. In particular, standard-cell conponents cannot be used,
maki ng these areas full custom This is not a problemfor sonething as

smal | as ﬁ@n&&i&t@%&l&t&u@@&h@r@guﬁiﬁk PoweP@bihb ghuh a;clmyca\ﬁ@%teﬁﬂ;@a&ﬂt&&@m%' p does not
have to be rotected in this ‘manner. Connections I n pol y5|I|con

| ayers wHEFetaukE fa5) aéCOW%t}"%‘@ee‘PﬂJ‘ﬁ&%fl‘”ﬁTeét GOTSW@“(% A M5 dsviee AratigmRrteh t he
key or seiefradd ligatticentited dming i choltdirdniz, andieie bé viewetl heougiohy Slichs @birate ayieeis.  \Wher e
necessar y; tréntiﬁ)én&@{ﬁﬁg?d 11 r}i?sﬁaﬁﬁ arﬂuunR‘ﬂL H'N §1t50 &ﬁ%e% g@% _IL% gha%%% fﬁ p metal layer

(containing t n‘g ectl on Li nes
Over Under%b@é&mglﬁéfhé ISR &aJﬁP%Pa‘Eé‘t‘?ﬁm&lﬁ‘f‘WélﬁﬁlP‘bla‘FF%’PF“@ﬁPp requires an
Over Under PowerFobeitcaial th@tnnaupmﬁtestsa:rq@ k&bt natid@\Mach 118&1&1@4@1 mubiibt 8KEddeAAn

Over Under E)Qr\{l\q{ve %ﬁﬁn&%(ﬁ%ﬁ& 1] ?e;ngrﬁ u%n Bmgvﬁﬁlergtlo?tbe use(? fO{ ﬂlddaga Stﬁsstha{t h e power

| evel agal nst nce 1o ensure i cer
t ol erancemamPH’ete%#%Y%én@%llmﬂkala@ﬂYP@le@a\/@PQﬁ@g@ﬁR@fﬂErence and two

conparat ors. g uerneesBmpehe Rekef tah bviQubdnRRn LARRRELEH id NtO the
RESET Tanper Detuectl on Line, %uskfgjsfﬁgggﬁrﬁréSET when gthrang erg‘%l A side
&

ef f ect of ORI &itrd &ripthhaf a“lﬂé’{%diallsbsﬁ’rsdﬁ {nq & it qeagectekio f preond gt Bjef dr ops
during a JIQNErS-trathdwr, 168 TRESkstidnSar dhlyGEepied i ,111 JohnUﬁatﬁﬁ afi AGcleRYSiD§ Kand

registers,, 10.1.11 No tes r Test vvare op an aut henti cation
ChPb° courtd apgostuphy MFaboSarEa A udit o g e Bt
aut hent i cedstaor. Teispupshehoddin gt 16con tha impedanye dBig@T ioFigdgan pat hs The

aut henti cat i Oanﬁm Pegﬁ‘IE&SéMéé‘ﬁ&eﬁ&QEaﬁbpfosﬁ:&ﬁ&ﬁéal é?m&ﬁ A resiliey ddbs test vectors.
Thi s shoul d be OSSI iﬁ'ﬁ‘iﬁ%‘g@le aut hentication chip is not conplex.

10.1.12 'I"P’éf?f’élf)"ﬁsr e’@ﬁb’?&‘ﬁ/ eﬂfgnpﬁfégnﬂffPﬂé‘ﬁtTF‘B%f’f P'HFF“&%‘E alhl‘é"éosé“cf’o be
packaged thaTatmpamspeios hinc gioaikymsitplé mes fstelikaniikodgolal dpargrng cidyitryf thenepr ogr anm ng
station teRGaMeR bl Fa@o@n%hpﬂ{]s?sqwﬂtt GHn-FILGE: 6@%&5&% SRRCkAGh htdoes hot

conpr onm se the securit e aut henticatl on since an attac can
fairly edSfPye IP%‘FPW@“%{‘ o wisEroY faghlisht probserver willimagpe a‘vi%ﬁo defert what mltsk%t i on see
Secti on Ier@tiodhrddelnfird% the &ﬁlp?opae'ﬁhe&tr%ﬂEECHOS RhytetsGal aldleifabitesy iMidatee thi s

part om YnESEELRGRMRRLIALIE SR AFRELAl, LGnRy( st ee this document does
not cover ~a specl on of aProtocol Cl authentication chi p),
we can still Rfea@éﬁ'én‘@ibgélﬁwfieﬁmmtbe@mfﬂgluﬁlﬁﬁhlag§Mp§ S resistance to

physi cal .att acte eiﬁcﬂ%%&:éd &&ue@mp Qfedid@b 0o e i hiseliile 0 @ c1RREN ciBhYshical attack
can be found |lr]1mSect|

1S not a pro lem or an ‘authentication chip.

. The amount of current drawn by the non-Flashing CMOS is reduced (since the short circuits do
not occur). However, this is offset by the use of regular CMOS inverters.

. Routing of the clocks increases chip area, especially since multiple versions of ¢1 and ¢2 are
required to cater for different levels of propagation. The estimation of chip area is double that of
a regular implementation.

. Design of the non-Flashing areas of the authentication chip are slightly more complex than to do
the same with a with a regular CMOS design. In particular, standard cell components cannot be
used, making these areas full custom. This is not a problem for something as small as an
authentication chip, particularly when the entire chip does not have to be protected in this
nmanner.

10.1.9 Connections in polysilicon layers where possible
Wherever possible, the connections along which the key or secret data flows, should be made in

the polysilicon layers. Where necessary, they can be in metal 1, but must never be in the top metal layer

(containing the Tamper Detection Lines).
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AUTH20- SG - 108 10.2.1 Reading ROM This attack depends on the key being
stored in an addressable ROM Since each authentication chip stores its
aut henti cation keys in internal Flash nmenory and not in an addressable ROM
this attack is irrelevant. 10.2.2 Reverse engineering the chip Reverse

engi neering a chip is only useful whep,the security of authentication lies
in the algorithm alone. However our authentication chips rely on a secret
key, and not in the secrecy of the algorithm Qur authentication algorithm

is, by C%tltlﬁséver@;%}ﬂ&ermﬁéﬂh@tny case, an attacker of a high volune
consunabl e is dto q]’l? been able to ohtain detail ed ﬁ ans of the

internal s of t Bjicatiop chip rgpiressn OvpadsrPryerlegion Py R pregenthogiet RYERYY ng t he
chip i tse«‘}xtfacksa@ @pbdetbweoDdtdrdordinidetct tshatver, 2lifpias osl tesh Gie phwee Btal aghldstd. 3

Usur pi ng \tzmgeaa&enﬁwta &a&e PR KRS mmm%& ﬁe%nﬁG%%n@Lls$é?é ﬁﬁmgeme&reﬁé tack can
take, each wth vary ﬂ% Vg rees success. In all cases, It unmed

that a c|38ﬂ8mﬁefﬁlti*faa°& 4 ﬂFﬁfPOW&R}%etea%é% woyd Pf‘cPPﬁ‘eftﬂ’éme}’é Bé%%??alpfrhe
consunabl Betd@sileshus ciingi RESEeentdiygettit enpt to build a chip that tricks
the Systemintpreturn [ an

aut henti cation %o% ' ISx%ﬂ%%%<9F§ﬂ%%mkg%%§$%?%m?ﬂﬁﬂ§ 8o gggl A8 Fhe first
reason |§bﬁﬁéﬁES§9§P§ﬁ?§h@ﬁ%ﬁ¥?&ﬁwmﬁﬁ“@ﬂﬁﬁ% and Consumabl e aut henti cation
chi ps, alfohawgtv pdhyisiuaal | y |dent|cal are progranmed differently. In
particular, the RD.o code code..ar as are the WR
and TST o codesS hi{d‘égs?“ ar’ha‘éu Cap MB ?uo(fl WESIIYEE%‘%\I%%WEGI%E@FS ié‘\a BY'% ommand
since ev f&ﬂ“@mﬂFanP%ClﬂﬂSh?‘l&f}ﬁr@ﬂfe'@ala@I&T@faqiappﬂhﬁ RND i nstead The second
reason this atﬁh@@d{helﬁ&ﬂthdﬁ cﬁla;nbst msreﬁ#m» teSBRAY AR @rdsAleci 13 t8is sHoliBGS ar e
provi ded fr%?k&@ﬁ %M mto .t ggst m and Consumabl e aut henti cation chi ps.
Consequertty Her “eht's 5’ %"m’eét is being transnitted to or received
fromthe w{lﬁérTratlSIﬂarF#teptathkkE!g builds a clone chip that ignores WR
commands (Whi cifhe ARk @BRALH) RRAGORIATBEN & trah AR it ol RpBGQImaldd vyNSUT €5
t hat the subsequent RD w II% %et ea?wt hat tt?es%V\R %y gsg%(;tc ocrgur ma% y System
Wil 1t her BPERmEe sHECRRRE AT PR taks T8F TRarcR SR&RENSHIPE 20 hus thmartlng
t he att ackspromifdrbe gamity of the atthent@atich cldpmsime taatidker can faiilly atsibsrehos 8 cliif fradnt act
bef ore aq{sbﬁmgtug%}ﬂs}e infohdlRseh BR 10NN LGy | on does not  take place, the
use of the consunable doesn't occur. An attacker is therefore limted to
nodi f yi nd® @acﬂ“%???éﬁ??ﬁ”ﬁﬂd%?d§or cl one consumabl es to be accepted (see
Section 10. 2. 4viilrhisdett aily des@besnesi (Bluadia genthill iGmalsihenahs) docdfnPdods dvb@didri cat i on
of syst €My JE%C ﬁl’ép&@lex%%on Eptﬂ}&gcoﬁél aqglg'!tlttgtlﬁr?ghlrpz e c§n sgll?mak%Q(Lm ﬂsseg'vgt?onsys'[ em s

aut henti cation one t t's success ror each call to
TST. Thi So@hfrchechiphfispes towyssylsﬂft@we@ﬁqnpm ca@yl & lof eaphmbgsicakagpckeach
aut hent i cad be@dund iMskdtiot he2first few tinmes providing fal se val ues, and
expecting a fail fromTST. The final call to TST woul d be expected to
succeed. The nunber of false calls to TST could be determ ned by sone part
of the returned result fromRD or fromthe systemclock. Unfortunately an
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attacker could sinply remire Systemso that the new System cl one

aut hentication chip can nonitor the returned result fromthe consunabl e
chip or clock. The clone System authentication chip would only AUTH20- SG
-109 return success when that nonitored value is presented to its TST
function. C one consumabl es coul d thegb return any value as the hash result
for RD, as the clone System chip woul d declare that value valid. There is
therefore no point for the Systemto call the System authentication chip
mul tiple folzr;esnea&hgﬁgwp rew ring attack w Il only work for the Systemthat
has been rew reh Rg not for all Systens. For nore jnformation see
Section 5. 2. 4. THR2ckeesyds prpefey boing fosdin Bddesshle ROM, Pincepachapihenicatioc of t he
Syst em RQMp sibteeitF@bicpigr lgems in dogiel Hash mogorg kitdeneiglarsddrbdadie ROM thiusitoknig | cat i on
never OCGHLSanclN€re is nothing that can be done about this, since the
System I’EITB.I ns in the hands of a consumer. Of course this woul d void any
war r ant y, 193¢t Reyerse @gnetinethe ) consider the alteration worthwhile if the
cl one consumalieeerstengneeitdza@hip ksyonlg beapwinn the sexoiitg ofa@@ehiitayioralitainlit@bl e t han t he

original j JLhe e cens fACL ML e@gf&f >, determi ne
how [ i kelégﬁ?ﬂaﬁ}ag@(&% q{n%gl Iﬁ%ﬁ?ﬁ%%’ lﬂé%g%t%? atgg&;mﬁ 2 {Lﬁde gi ven
t he pri ci¥grémr O pyheatigiong{setitiis, laﬁante@mebtmﬂ @gny ?aﬁf’eE{lPéPFéf‘gf of vifighsy st em

service, @aaBin@ablk @ alsiRedtORSETERE abRfto B Rl pbiRYSFite atenlBAi fb g@. | on
performed, an suners. wau er f or med.
The i kel | hood” BT Bflef AR BFFE HPistmelR b8 s kTRl i e el

artifici alojthrsat. of the consunmabl e marketing schene. It is one thing for a

consumabl @230 mqﬁ}{gqﬁ@ﬁﬁlﬁﬂnﬁgﬁjﬂ}g&sscl one manufacturers. It is quite
anot her for a,lﬁ’onsurra bl toQ be cgro&lect ed g% a_.form of exclusive
s ¥

T censl ng_ ar r aitgERER= e TEPut o AR e FrUREYy et L o
artifici abassres Gtz clohqminhigetfrgrwiithave ars@s to buth &e Syseemandib¢ copgmable desikns. t 0 go to

the trouble ofAmmktrﬂapgmtnbeb Build % $iS Mo Rk dhd YNe irftd D0GinT R Pkt 3o WHsBdd S
goods. Inthe | atter C(ﬁ%./(l%hlsurrers are far more |lik to nodify their

System R gREating g Bﬁqe?ﬂcatic’g F's BRIBPTE1e fqrETAERsei ﬁgté YR code, and
wi Il onl yyptmyutienticatioDviiipsphd§@sunfable mtichihtioneljp0zithouth plyysisallpidenticalome t he  USA
will not ppdg@amettdlﬁamﬁy%tf;gtmthphﬁ% foae aﬁ‘lﬁgle ﬁNBngEwy%éeB@qs arE L QRE _OT

Australia wll In a ayer ven that certain DVD titles
are not é‘@‘éﬁ%‘@f"é‘eﬁ ﬁsaqtqm ﬁl“@‘ﬁ‘f“ﬁ‘”’r?g“ Chyp caﬁ@é%@@lﬁ?@&ﬂi‘ﬁ‘l“’fl‘t yjuce ghepealtsnces,
pricing ditérhreeenaes 0 RNDiikenD) Thfscdosd @ﬂ&etﬁls amwoummslumrs@aﬂaa\t@lafmd their
DVD D' Y46 oo oq,sdea £ 05 REGEPE QML Sod ogtttn%ayauh%ec Bn aERSCARGIhpSe L on 19
usually af tenlnvo i errng a evmre d’sthe
owner's Wﬁ’iﬂtﬂacrli‘tpfaﬂ shohapE beirg t@é%‘tl@df%efeét/\ﬁéi&mﬁéﬁeth?foney But the

i nteresting thftﬁ@atth&kexﬂﬂﬂ(ﬁ alczsnetdn@tthat Bfores Ivmg,elmms (\ﬂﬁchm&é&mﬁ@hetcheumesuner
can use clone 8? cons

temaini O oco ns sthat esubse uchn eectth E 41 \!VR(aqlnXt c T[leal
consumabl €s, romﬁ f"teere regi ons. rodi ti cat i on s performed to
renove whtten willjhesfueinongo ahprd ath (b psgiofthe ‘b’aﬁﬂmﬁlé? thupthwardd tenatticke. Thoroanmer by
the movi estﬁ;atmamaeer sithilarésh&ds of 3R w@ye aufentY b IVHCONS MRAl RIS 6eAR that is
vi ewed as_ unf ai | e making nodifications to their

Systems. “HHER tﬁ?‘fse flégecmgf‘m%%’cff?s [99"™a systemis for a clone manufacturer
to provide a cormpicktr &l therafdrolpaited Sygiddyivgdaciclysitrakeglechoiae consuaplestd s. Thi s

may be sipRpE: GRIRGEA {020 okl PledlhRlinRtnB8l ents. Ei ther
10.2.4 Modification of system

The simplest method of modification is to replace the System's anthentication chip with one that
simply reports success for each call to TST. This can be thwarted by System calling TST several times
for each authentication, with the first few times providing false values, and expecting a fail from TST.
The final call to TST would be expected to succeed, The number of false calls to TST could be
determined by some part of the returned result from RD or from the system clock. Unfortunately an
attacker could simply rewire System so that the new System clone authentication chip can monitor the

returned result from the consumable chip or clock. The clone System authentication chip would only
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way, it is beyond the scope of the authentication chip and depends on the
technol ogy or service being cloned. 10.2.5 Direct viewing of chip
operation by conventional probing AUTH2O-SG 110 In order to view the chip
operation, the chip nmust be operating. However, the Tanper Prevention and
Detection circuitry covers those secyhﬁqs of the chip that process or hold
the key. It is not possible to view those sections through the Tanper
Prevention lines. An attacker cannot sinply slice the chip past the Tanper

Prevent i 0Bubnd¥@sss wﬁegﬁhahmnaorw Yalue B %@éﬁted {ohl@ﬂﬁﬁ%en %@&Lguﬁlabléslc&ﬁémé}nd cause
an erasure of aI (¥ %éﬁﬁlolz\er-up %l destroe# ng the erasure

circuit ry‘e‘i”’%‘a?‘?’o‘fa“gﬁsf q heghapplt °§FR€éfhfﬂéne 7 Pirareldidpdse trrydueiaidy iy o)

f eedi ng iintherefngind pqphtdor trRiSlsenib tdil tin: Sysuneaeteitivetivh clogmblople Gidspitvéd | cause t he

chip's r qgwlklagat@&%@&mmmﬁo; &ys;s{e% tﬁa@ha§£egpretvﬂgh%1'd9&'f&gﬂ sysRmS Fbr e L1 ~€ Chip
for an attack, then, gwres the attacker to delete the Tanper Detection
| i nes, s‘f‘%‘ﬁ“"ﬂf“ﬁ’e“eﬁe&é’ﬂﬁ 4of Flash menory, and sonehow rewire the conponents

t hat _re! i ed onAhh_ﬂar@ampﬂﬁadldoﬂeSystenEvenaplacfema]It bftmemysenmmfldrﬂaaodpp&@gran{ he act
of slici nogdetcgﬁbe amarpd sto(llr,aI tgé z§utll|egt\flc§ 1onvx¥levle{]oc<q9§tl‘llne ? t1¥n qﬁa?rgangg dﬂ? er:;out ar ge

patterns in the non-vo menor Ing t I process
fruitl essincgie %YSEmEﬁnFaé’étﬂ thf-i }@Ws Glod ‘@?S“Wﬁeoﬁ?élﬁse\ﬂ@? 'aftllilq ‘@ldmwmfbuttthre

aut hent i Chsu@et 1k kqse iR afdrdticetlor®@hilditthe dide cdnb@abit Rete a8y GeafdA@ Fl ash

nenory were ex av&&%lethan gHtmaglltschar ging them then the keys could

pr obabl y be’ Ve sing an STMor SKM However, slicing the chip
to this |evel WﬁWCOW@@#m@Pfﬂ@"f@fm@S@@teése Jetgrompedioathiksty iinmﬁ@sgf thke. Using
vvelt | et l(lhldaﬂre lphfeﬁaam@xﬁigﬂ iRtGhde Eiod ﬂmphl:lhmwﬁé o@@&éﬁls@ﬁd cdmﬁrlat B, ﬁ{eﬁhengfl i S[" ng
Wi al no er i sc on oating
gates THISFEH7E s il RerrarotEhe Py Sl pfiGoRh pofare 0y vir:

mul ti - | evetsuptrawinlhgripgeythe hodifcatfonenbvmnedg t he | i ght bursts caused by state

changes All segf mo@&lﬁyﬁc@mﬁrﬁasntnbéssemmltmhe&@d SR6L Sy JFBY cddRinRbRBL i ON
are inplemented in the non- bed above, This prevents

the em sSTHIHFRME HafS F‘i”{gfmﬁf‘:"‘}ﬂ“&%le *°o'i?ﬁ’§°fe§teg #AH Fl9re DRIl ¢ er s
pl aced i muitd apstler ffur @ Xenaniale't warkdt @ bia prowebibdighiforg oCMOBsive licénsihg stengmyntf ai nt

em ssi on Shat &8s %ﬂat %@1&@@%2&0&5%@&&%&%&%&3 IR ﬁl@ ?o';'rgeﬁ t:as::r Iaﬁnér&\{eet{o{ &rs are

connected_to the Tanper tection circuitr e Sstate many
times (atikelRE Mighe ttqule}e R modifyne theinsyseartn al!?&fr?ﬁi%@ﬁiuﬁgura\?@@dé tiythelggange.
10. 2. 8 Vicaw dagsuibreark By mort Sliefigo adifSHRYISARSERM: aitbAtiK DVBIEBEDED B! y thvvar ted

by addin a@eﬁaﬁtﬁ{{eg@yc%ﬁe L9 uﬁw@;pﬁﬂ% Sﬁiﬁé Edin thaw VAL daa]?w%‘%t a coul d

etch a ho e In at e _ he Tanper
Det ect i oﬂJScﬁWlHH?tﬁ’Pymdé%Wﬁlﬁ’éelaﬁb%W@FfOIEFﬁPM t’H‘fé’rélisgﬁlanlb}@twlPaas cause

circuit masmplme Giv@h thet cmatnlma):ﬁtua&ré I)bt DaildbleGt ﬂaagarns st @gabe dr hatyt he one
that the t acker. attac 0 etch a hol e

r
(ﬁ’lf%e Teices, rlcm 1tlfereuces 01gt & qtf ﬁe eases n%aneycctonsamers ﬁave %dtdﬁlrre‘q_))g/ﬁ players | not

in the noise circurtry coverin ar eas,
f unct i on,megdifigd elaeceSBP it knyregionyEhe abﬁlécatlwl ip esaally simple diheften mvolves

soldering a single wire), voids the owner's warranty, and often costs the owner some money. But the
interesting thing to note is that the change is not made so the consumer can use clone consumables - the
consumer will still only buy real consumables, but from different regions. The modification is performed
to remove what is viewed as an artificial barrier, placed on the consnmer by the movie companies, In the
same way, a System/Consumable scheme that is viewed as unfair will result in people making
modifications to their Systems.

The limit case of modifying a system is for a clone manufacturer to provide a completely clone
System which takes clone consumables. This may be simple competition or violation of patents. Either
way, it is beyond the scope of the authentication chip and depends on the techmology or service being
cloned.

10.2.,5 Direct viewing of chip operation by conventional probing
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An SEPM attack is therefore fruitless. 10.2.9 Mnitoring EM The Noi se
Gener at or descri bed above w |l cause circuit noise. The noise wll
interfere with other electronagnetic em ssions fromthe chip's regul ar
activities and thus obscure any neaningful reading of internal data
transfers. AUTH20O-SG - 111 10.2.10 Vigwi ng ldd fluctuations The sol ution
against this kind of attack is to decrease the SNRin the Idd signal. This
is acconplished by increasing the anount of circuit noise and decreasing

the amount of gigBRal weJﬁtﬁfcﬂhPép'éﬁuoﬁecB@Jhﬁatrﬁﬁtb‘ébﬁeHﬁhé H(ywé%rctﬂeﬁln@?r acts as a
def ense a}gal nst EM attacks) will also cause  enough state changes each

cycl e t o OPSUSR BAIFrCiNB ST FUr™ iRfesPHeRsPHRe fhip t’t‘ﬂﬁ%“"feffd’rg‘il‘b‘ilt‘éﬂfey TFisnoiddi ti on,
t he speC|Iabmbllhmvﬁxalshlswgor@}mghuﬂqs)TﬁrparPtraféntxomhmi t he key-carrying data pat hs

of the chip pgrﬁget@att&m&wstnﬁwslltgmtp'p%whggﬁeg@,eﬁ;nevétt@tﬁ gt@rrtg%u%&%y o This

has the benefit of reduci ng anmount o 2.11
Di f f er entPafamperdietection hingsand caperp grpswigiof a ketSatﬁWOtVﬂbert Sigply deseovinedeiertirvduced i n

a non-t argediegis fid sitidnt, Eiycelt}@mium@fch@ij}OKMt@(h@MﬂMﬂ feeduagdhtatﬂumm it Grithin

environ k ff ck. of this nature is
a \élhangget:g etna%lgfé (87 Sip 1 Sl geucg F\ée%lé%r eﬁ?/ngl?&ﬁ& at e? ncatmﬁﬂﬁ’vl (bad parity).

I nval id stat esTanPFd‘P Hlaﬁhlbé’F pnt affackthencrequisestthecittiplier orslete Thgrfpaper Peteatien linet
Gi r cui t r ysop@RGEraG@t S SNmEhoRS bi{d%oxﬁefhmtz Revirk 8Y compbita® thhth'@xea- amechijont get.i on

Li nes co circ rror ntrodyced in the
oy rant it A TR U] f s o i oo I o ko el U

Det ect i orpattdnidn the fontvpletilmenmay thaf@étisetbftherﬁnm#_hﬂméhelpwcaﬁ fréittsed, the chip will
ei t her cqrotzlsnmt&w&@tt@&oﬁbﬁaﬁ%&t@?e the key upon a power- up,

renderi ng the ruitless non-t ar get ed
attack and hop| %‘ﬁ’éttcau"f’ e W?r?t%‘?“ra‘ﬁsﬁﬁ‘f‘ ﬂbeggfmn&gm%/ ﬁg‘%‘éﬁFsﬁ} ROy ¥fFPect ed in
just the expagiit wvbayt'ﬂ,lsdammatﬂteadk@rthqksysbaﬂd moballf be tigweil digeethossingp i STMae a
targeted ggawlt (such as overwite attacks, gate destruction etc.). For
information on_these_tar hgd faul t attacks see the rel evant _sections

bel ow. 10. 2. 12'CCEERIGIEEE atttlétﬂ?é‘“ﬁr%* dsrhgpaing e spiey s propelly fmngEsileabov e)
el i m nat d&ing lvet gpbms iphirhd dcingfionohilhied ogdhethicdh madhbraalk®lishing OilPald B3t deassy suppl y

at t acks mgha%é e SRR ROUBecohth G e e bl Iyl ASRE b DR ﬁ?sﬁtﬁ%%oﬂ hffiates the

possibilit power supp y attac Overwiting
Aut hent i c“é‘t"’l%ﬁf’éﬂ}l&f’é’elgtaﬁ‘r‘%mﬁfyogr am code, keys and secret information in
Fl ash menory, vd&edngwhé light bursts caused by state changes

All sections of circuitry that manipulate secret key information are implemented in the non-
Flashing CMOS described above. This prevents the emission of the majority of light bursts, Regular
CMOS inverters placed in close proximity to the non-Flashing CMOS will hide any faint emissions
caused by capacitor charge and discharge. The inverters are connected to the Tamper Detection circuitry,
so they change state many times (at the high clock rate) for each non-Flashing CMOS state change.
10.2.8 Viewing the keys using an SEPM

An SEPM attack can be simply thwarted by adding a metal layer to cover the circuitry.
However an attacker could etch a hole in the layer, so this is not an appropriate defense.

The Tamper Detection circuitry described above will shield the signal as well as cause circuit
noise. The noise will actually be a greater signal than the one that the attacker is looking for. If the
attacker attempts to etch a hole in the noise circuitry covering the protected areas, the chip will not
function, and the SEPM will not be able to read any data.

An SEPM attack is therefore fruitless,

10.2.9 Monitoring EMI

The Noise Generator described above will cause circuit noise. The noise will interfere with

other electromagnetic emissions from the chip's regular activities and thus obscure any meaningful

reading of internal data transfers.
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in ROM This attack is therefore not possible. 10.2.15 Mdifying
EEPROM Fl ash Aut henti cation chips store program code, keys and secret
information in multi-level Flash nenory. However the Flash nenory is
covered by two Tanper Prevention and Detection Lines. If either of these
lines is broken (in the process of d@§h[oying a gate via a laser-cutter)
the attack will be detected on power-up, and the chip will either RESET
(continually) or erase the keys from Flash nmenory. This process is

descr i bedgloSeiehih R, lndads Even if an attacker is able to somehow access
the bits of Flash and destroy or short out the gate holding a particular
bit, this w | |TeseEn pgistthiskndef piaghds RgeaniseifeNGrin the [dpignat 1B §e. These are
bot h i nvadceahpligiediyesrehgng thehaaoa biveniitingiat dnd Gecehiing e alS@ee sighal.t he mul ti -1 evel
.Fl ash menory (ﬁfall\%lsée e t\épcmmqulngh rﬁstoqgt?a% aQltEnse E‘l{g@iln%tgi/ﬂ att\é\!lc?f‘m&t}@t agsg't a val ue
is transferred from Flash, detection circurtry Wl cause the Erasure
Tanper DEPUSE B Frapgeh@ch elplo opsoprg gymsaninefyl éymagsign wihedddtignathe r emai nder of
Fl ash menory ?[ndddRﬁﬁﬁ%i sﬂegiatrlla(tﬁ-méa]hﬁg cmﬁf$1in@1eialsx%:5tibﬁl&‘tﬁe|6kéy-&h9igﬁ «Ihmafplaamﬁ, and
non- secr | ration ta.is read fro. i-|eye S menory,
it is notetE 5 c#&(fleg?ne cﬁ Thedk& gvgl%\l/sg N %ﬁg'i'/s Of%f'ﬁ%gbﬁ‘sséatbfnﬁjflté’\rff?g'fpfn@%leabout t he
key is giaremtalesml. |nstead, a specific key validation nechanismis used
to protect the secret key information. An attacker could theoretically etch
of f the upper levels of the chip, and deposit enough electrons to change
the state of the nulti-level Flash nenory by 1/3. If the beamis high
enough energy it AUTH2O SG - 113 m ght be possible to focus the el ectron
beam t hrough the Tanper Prevention and Detection Lines. As a result, the
aut hentication chip nust performa validation of the keys before replying
to the Random Test or Random commands. The SHA-1 al gorithm nust be run on
the keys, and the results conpared against an internal checksum val ue.
This gives an attacker a | in 2160 chance of tricking the chip, which is
the sanme chance as guessing either of the keys. A Mdify EEPROM Fl ash
attack is therefore fruitless. 10.2.16 Gate destruction attacks Gate
Destruction Attacks rely on the ability of an attacker to nodify a single
gate to cause the chip to reveal information during operation. However any
circuitry that mani pul ates secret information is covered by one of the two
Tanper Prevention and Detection lines. If either of these lines is broken
(in the process of destroying a gate) the attack will be detected on

power -up, and the chip will either RESET (continually) or erase the keys
fromFlash menory. To launch this kind of attack, an attacker mnust first
reverse-engi neer the chip to determne which gate(s) should be targeted.
Once the location of the target gates has been determ ned, the attacker
nmust break the covering Tanper Detection line, stop the Erasure of Flash
menory, and sonehow rewire the conponents that rely on the Chi pOK |ines.
Rewiring the circuitry cannot be done w thout slicing the chip, and even
if it could be done, the act of slicing the chip to this level wll nost

| i kely destroy the <charge patterns in the non-volatile nmenory that hol ds

t he keys, nmaking the process fruitless.
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10.2.17 Overwite attack An overwite attack relies on being able to set

i ndividual bits of the key w thout knowi ng the previous value. It relies
on probing the chip, as in the conventional probing attack and destroying
gates as in the gate destruction attack. Both of these attacks (as
explained in their respective sectionsg), wll not succeed due to the use
of the Tanper Prevention and Detection G rcuitry and Chi pOK |ines. However,
even if the attacker is able to sonehow access the bits of Flash and
destroy oOfo, 25 ObifferebH bl Gn@3ke hol ding a particular bit, this will force
the bit to ha\éﬁﬁno C rg) or a full charge. These are both invalid states
for the aut hent i EEERGAM HF‘ﬁor%arﬁ’élEﬁléce {2 g arRgied fashion by jonigqtig igEetass v (onl y
the two mdidigh.enddnaitonsersal grewallicdost lifieefictthvfiin atak af tiahanee is 8 cHangersFlashr ed from
Flash detgglnABaubhd mivhEdstatth &Jmaﬁ@pah@? Invﬁfd%élég ﬁdI?d’FQ% atSli&e el gpaﬂﬁgsg% to

be trlggered - thereby erasing the remal nder of Fl ash nenory an

t he chi p. af”ﬁ“ﬂ‘?@“?&ﬁﬁ“\%’f“&“%ﬁﬁ}“%@&keyon t anpered val ues read from RAM
Wil cause t heSincErhaSumer FaspeaiLilbeteeaticdsy hinipdlatia Bty ing @i aftodubdl iDVer wri te
attack 'Smélla%% fiflo &%&,L ﬁ%emn%%ag Jn%nmﬁé{n LR oni}‘%]‘e%&lafk gny working

regi sters or e aut entlcatlon C i61°di ng ﬁart of the
aut hent i cDoﬁ“‘i"’H’r‘i‘ Lk‘@yssaff@ﬂ‘f‘énthf‘p@!ﬁé’i““ pithercatyally REWTW@PKIPW@ thekgy woep powgnd RAM
woul d conﬁalx’e:uenrrg(mehﬁz{cdﬁﬁlh@s i nformation for sone t| ne after the renoval of
power. If the L.hpene sliced so st.er s/ RAM wer e
exposed, wit holﬁaltal elpflasné TG T RER te‘}atttﬁtk 0819 aftaJ“St(Shul g‘%%@gﬁ é’p Be vi ened
directly affﬁ“éﬁdﬁ’gl“ﬁﬁlesmwamﬂ‘HQ@%@bﬁtﬂ?mffm t infreduecpdéreatrsidaul dmclize f ound
above, i nvedieie d@SE dapldedictoh ctlp F@ASEMAGRIA Bbse RERE 01t irhad), s@ltatksn \Wien
power is r%ons\éeld all registers and RAM are cleared, just as the RESET
condition causes a clearing of nenory. The chances then, are less for this
attack td93deBedglihattdfcky a readi ng of the Flash nenory. RAM charges (by
nature) are ”Uﬂ'hgc%él@mite)‘(deﬁﬁﬂedﬁiﬁlﬁ@ chihiasd SIRbYity of N6k SlikfiaGs Of the chip to
reveal tlkjig geAlN certainly cause the charges to be lost (if they
haven't bedH IS%"P”%‘P%?V“‘H‘ue to the menory not being refreshed and the
tinme taken to ThePlaimiedbeer Deteationyit (dekribed dbteddiminags thhprsabitiny ef doweri t | ess.

10. 2. 19 Ghi B Adeft attack There are distinct phases in the lifetine of an
aut henti cation chip s can be stolen when at any of these stages:
After mﬁﬂ#éﬁt‘ﬂ’r‘@“‘“&'ﬁt“%@f ore progranming of key After programm ng of key,
but bef ore pr cghermizatiogclifs setedtogratiabdz, keff dnd secitiDigiAMON N0 nembit0d ghat a, but
before i@éﬁéﬂ/ﬂﬂﬁ%a‘gf&%&ﬁeﬁﬁor on Otg ple or system After insertion into the

system or._consuma et ween the chip manufacturer and

pr ogr anmilfid-13 Medifying W‘HM@MW provi de the

Anuthentication chips store program code, keys and secret information in multi-level Flash

memory. However the Flash memory is covered by two Tamper Prevention and Detection Lines. If either
of these lines is broken (in the process of destroying a gate via a laser-cutter) the attack will be detected
on power-up, and the chip will either RESET (continually) or erase the keys from Flash memory. This
process is described in Section 10.1.6.

Even if an attacker is able to somehow access the bits of Flash and destroy or short out the gate
holding a particular bit, this will force the bit to have no charge or a full charge. These are both invalid
states for the authentication chip's usage of the multi-level Flash memory (only the two middie states are
valid). When that data value is transferred from Flash, detection circuitry will cause the Erasure Tamper
Detection Line to be triggered - thereby erasing the remainder of Flash memory and RESETing the chip.
This is true for program code, and non-secret information. As key data is read from multi-level flash
memory, it is not imediately checked for validity (otherwise information about the key is given away).
Instead, a specific key validation mechanism is used to protect the secret key information.

An attacker could theoretically etch off the upper levels of the chip, and deposit enough
clectrons to change the state of the multi-level Flash memory by 1/3. If the beam is high enough energy it
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cl one manufacturer with blank chips. This nmerely conprom ses the sal e of
aut hentication chips, not anything authenticated by the authentication
chips. Since the progranm ng station is the only nechanism wth consumabl e
and system product keys, a clone manufacturer would not be able to program
the chips wth the correct key. O ong,manufacturers would be able to
program the bl ank chips for their own "Systens and Consumabl es, but it
woul d be difficult to place these itens on the market w thout det ect i on.

The seco nﬂlgﬁt@é Pas@fite bhghd thé:@éan'&lryeéfn {BJ%Q&E{EE Taﬂxp@ P&'vénﬂ@r;dn@ﬂet&m&{ EnedMs a
stinct O r ami ng

aut hent i cat asses rou or i
phases. 'I‘Ig;ﬁu %8‘2‘% 113 P "Bﬁttpe’if?ﬂnl W@lfdﬁtm I"ﬁth%lw llf’g’ epl)f”i‘?éo P‘%"fi"m S eit uation
i's where m@amawmﬂawmb@@npmgmmm@p 18 Geyalahd b redvlts @mpeathiyinsk t €. | f

this wer ean%a@@ﬁ&sun@&lueaﬁhﬁs%% e‘{n a&é&k@r%ﬁltz““%ﬁ?ﬁce Bﬂ:jékﬁlﬁ%bhl@@/hi%ﬂ%%el ve chosen
text attack cLﬁJﬁt e chip. The SHAI algorithm is resistant to such

attacks. #of° F?ﬁ“?f‘ﬁ%%?’r‘&?“’&’ﬁcéﬂé% Section 5.5. The third formof theft
woul d have t o 4 bkéfyHERROMIThshataviaenertttie fipitiegr amm ng stati on and the

i nstal | atjonef @t cul’pgtta@kgt hentication chips would already be progranmed
for use in a part |cu11 ystem or for use in a particular consumable. The

only use theseG"’(‘f’rPeﬁ"é“CWa‘\/“é‘a‘ikéreH Pfieabilily sl angtiaske toanadifienineirtegte & causk Be  Syst em
or clone dEpnEvERIThSrmat@naRtngSYEIURABIoAER: dok eleiuﬁy&iaimmpma@d se@@dlfo%&doﬁm woul d
not even LI I\ ent bgat i For I such a

t hef t \/\ouﬁogf’?ﬁ%k]o co?{l}e re en i1 C?He]getgzho laes er Fof See%ﬁeﬁ tL ) %(fn chi ps
stol en. Ahegirergs af %eﬁ@wtlg %W&ﬂmhﬂatﬁétm& P@@teeteﬁonsznmtuy aed)ﬁsﬂmwﬂl eithotRFFET 0

provi de (Ilzdhﬂﬁlam&bbﬁ'a%@ﬁl&&@{ﬁony\ﬂﬁshnﬁm&f}st effectl ve busi ness. The final form
of theft is t.em surra f.is stolen. Wen the theft
occurs at the r(r)e{?\“ﬁ? ral%’ l§}r{(§°rff1 tag ana%ogf "s'“écurtlretverse'elpﬁlf'eﬁf:%’f%l“prfﬂgettenﬂlge enhanced.

| f the tHeéidh ce@ghaniddn japdetsd. @nceehcslecathntof ihstametrmlmlw begrf decomiody the atadkyr f or t he

ovvnﬁr of rﬁd@tﬁaﬁéﬁ{( &%@%g?ﬁﬁpﬁ?gkt&c@& 1%, sﬁﬁ%’é'ﬁﬁ%@of@iﬂ%ry, %lhs%me‘ﬁaﬁfé{vlré ybI
mechani s a ntjcation chi ses assune . tha e consunmbl es
and syst effs “RPETH" 5%’1—?2% ggpg%i‘éestlf‘?é"“ﬁ’ﬁﬁ’d§“?5‘wa?1@°‘6&5anE” thogoisRftfent |y,
havi ng t héim=d okei itrwikds doe, t fof @slpngehetcp tohtigs iset willintoyt 1igély ddwey theey's.
10. 2. 20 ThRjARBRESR: AhlaiGke &JJM@:@MG&%&& iz nelpRUAL ¥ffes@n att acker
i nserti ngl a fake authentication chip into {he progranm ng station and
retrievi A EIHE D after it has been programmed with the secret key
i nformation. Tmwvefitatik telfesof bdiﬂgeﬁletotsmdhaﬁlﬂ$1tﬂﬂ'ﬂﬂﬂdﬁwmbhtm&ghlﬁgi cal and
physi cal , AV}

p§e%'f6hlsr Jfafu%( It rQ}éE % the%ﬁsg QIR t]}e%?régéngr?ai(%roblﬁg{lﬁacﬁtaxrdadc ymL%%%uTs

manuf acture a se aut Hent I cati wher e
t he ef f or'hthf gatsgssopetiop piacky Bpth of these at@s@aﬁw@lamecb@&ieﬁreﬁgctt"h&emsoe@r@tl nftey f or a
speci fi c sa@aged Sue tatht e Bt ﬂ:&'ﬁiﬂp&ﬂ’r@hit]ﬂl 4n8 DBBSGibn Cikdsfdy ¥nd ipORAEN an att acker'’

efforts, whi l ‘éféé the attack r'islaglt % sor%ehlfnrx} cccs(s: [ Eigsiogglg*ma%/de&%)é\@r/resg%t val uabl e'

The pr obI em arl °Jes ion TS una Troj an
hor se autoHehrtgeEdelilipg Paé’mﬂbf bitrtblm”él f@fé%tthe Iitriehave gofpherke dr ¢ fulllghergsy Blsseam of

aut Bfant I Cbathhlﬂgldtsﬁ%s ﬁHﬂl@ﬁlﬂfeﬂﬁﬁfoh&ﬁpﬁﬁégQOf t%lﬁﬁlfél‘ﬂa@ﬂneﬁ@ryt(&}@y tﬁéﬂvb??t I ﬁay ?n
probl emis 0. hav station attached to
the end of d({l%sgates odu q%{ll (i 4’%{ ‘rif‘ga Va&ﬁ fSyans eggds%‘irglq?sﬁgm ??ﬁ‘ﬂ’tﬁ’&'ﬂtfyd?lg“@& H%sts are

Erasure Tamper Detection Line to be triggered - thereby erasing the remainder of Flash memory and

RESETing the chip. In the same way, a parity check on tampered values read from RAM will cause the
Erasure Tamper Detection Line to be triggered.

An overwrite attack is therefore fruitless,
10.2.13 Memory remanence attack

Any working registers or RAM within the authentication chip may be holding part of the
anthentication keys when power is removed. The working registers and RAM would continue to hold the
information for some time after the removal of power. If the chip were sliced so that the gates of the
registers/RAM were exposed, without discharging them, then the data could probably be viewed directly
using an STM.
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programmed with the manufacturer's secret key information. The chip can
therefore be verified by the d authentication protocol, and give

i nformati on such as the expected batch nunber, serial nunber etc. The

i nformation can be verified and recorded, and the valid chip can then be
reprogrammed with the System or Cons ﬁabl e key and state data. An attacker
woul d have to substitute an authentication chip wth a Trojan horse
programmed with the nmanufacturer's secret key information and copied batch

nunber data frﬁf@f;sh&fe;&mvb%%ua@;blasen&llaﬁ%uc%omdpfensl sgaﬁstw&gu% BRgsi bl e i f
t he manufacturer’'s secret key is conprom sed I s changed regul arly

and not KWBREOWH ‘Séenl‘ﬂff?f’aﬂye%?‘er? d RAM aﬁ’rﬁ}“ﬁ‘ﬁ"‘@é‘f“@ &F?Hf“&?monﬁﬂ@e’*ﬁanuf acturing
plant is dofipoénesed at the end of the manufacturing chain. Even if the

sol ution descryqped Wems, LrQleE&‘?‘othHQa‘?r%ék%@cheeJtﬂa% f%%?&h@#f’tﬁeh ijm&loy oj an horse
attack does noth(%o away - It e manufacturer's

physi cal R4 akarss ywnﬁﬁﬂeéwr%ﬁﬂmowdwn FlaggumegsTheslighgpshedir e spest it y at t he
manuf act LRAN’]gnli @ﬁ@ny ise ﬂﬂéh&rgag @fbe Tokt @i thSPHakidnit Bddn foktiplyl dBe fo Ghe B Rodyb@ANS par ent
epoxy on a n the chip before progranming it.
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orientation, Tmsééﬁ?ktsrﬂ@reéﬁwlebﬁe hi gh resol ution photo-imaged and X-rayed
from mul tjopl@ CHig @eit heRg, and the inmages conpared against "signature”

i mages. Any c not.. mat nature i tre a Trojan
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Spr i nger -Ver | an pame P ARSI . M nd Needham R,
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426- 441. AUTHZ reSbrogradifing o Htatb\tided, BR befble insédicafidto th%m;uhﬁtﬁl&&r;s?stenﬁ- K'Ej and

Leyl and, P.C.,, 1995 . Th Squeam sh Ossifrage, Advances in
Crypt ol ogy - A’&ﬁq’ﬁﬂ’mg’iﬁ%?%%meoer&?nﬁ'ﬁ“aﬁ{eSprl nger- Verlag, pp. 263-277. [4]
Bai ns, S., 199¥theigpbiteesh the chipmemifattmienqld pgraiming Sitor would onlyBiovidatheLucent

teans t a&%n@ﬁ%fa&ﬁmﬁﬂﬂl blaﬂgglﬁﬁé efhﬁ%b:@% ccu%ﬁ'r@rﬂﬁ&ttﬂe\éﬁé %mutfléﬁtldaﬁ&g;hfag notEETl nes,
Decenber 22, 19 Nar asi rrhal u,

A D., Ngdpythingaut s %@ijygﬁé‘%ﬂﬁ@twﬁ% émc‘*»é@ypr@rwf@s%?g%wg oty meshrpish
Resi st antm@ewsmlelam fyhen Rodstdasen didne Tinmufisiuentoukdaiot Hesble Seegraintthe chipy ot ocol s,
Proceedi nﬂ& tgc%ngect llc{r\l%n;t%%factﬁ'ers %ﬁlh §$ dbﬁ@%ﬁgﬁmnﬁhe Qgﬂc%ﬂ%’afoMelrlo%as M Roe,
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http//wwwresearc Ity/ keyed-
situation is where no state data has been programmed, so all of M is read/write. If this were the case, an

attacker could attempt to launch an adaptive chosen text attack on the chip, The HMAC-SHAI algorithm
is resistant to such attacks. For more information see Section 5.5.

The third form of theft would have to take place in between the programming station and the
installation factory. The authentication chips would already be programmed for use in a particular system
or for use in a particular consumable. The only use these chips have to a thief is to place them into a
clone System or clone Consumable, Clone systems are irrelevant - a cloned System would not even
require an authentication chip. For clone Consumables, such a theft would limit the number of cloned
products to the number of chips stolen. A single theft should not create a supply constant enough to
provide clone manufacturers with a cost-effective business.

The final form of theft is where the System or Consumable itself is stolen. When the theft
occurs at the manufacturer, physical security protocols must be enhanced. If the theft cccurs anywhere
else, it is a matter of concern only for the owner of the item and the police or insurance company. The

security mechanisms that the authentication chip uses assume that the consumables and systems are in
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LNCS 196 ’doém)tj g@ g\%{y_-%%el'e%QS removed to the manufacturer’s physical location. A better solution

requires no physical security at the manufacturing location.

The preferred solution then, is to use transparent epoxy on the chip’s packaging and to image
the chip before programming it. Once the chip has been mounted for programming it is in a known fixed
orientation. It can therefore be high resolution photo-imaged and X-rayed from multiple directions, and
the images compared against “signature” images. Any chip not matching the image signature is treated as
a Trojan horse and rejected.
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CLAIMS:

1. A trusted authentication chip for use in validating an untrusted authentication chip, the trusted
validation chip including a random number generator, a symmetric encryption function and two keys for
the function, a signature function and a test function;

wherein the random number generates a random number;

wherein the signature function calculates a signature for the random number;

wherein the encryption function encrypts the random number and the signature;

wherein the chip is adapted to pass the encrypted random number and encrypted signature to an
untrusted authentication chip; .

wherein the chip is adapted to receive from the untrusted authentication chip a version of the
random number encrypted by the untrusted authentication chip; and

wherein the test function operates to generate an encrypted version of the random number using

the second key and to compare it with the received version to validate the untrusted chip.

2. The authentication chip according to claim 1, further including a random function to produce
random numbers from a seed, and the function advances afier each successfl validation, so that the next

random nurmber will be produced from a new seed.

3. The authentication chip according to claim 1, where the signature function generates digital
signatures of 160 bits.
4. The authentication chip according to claim 1, wherein the test function is held only in the

trusted chip to advance the random number if the untrusted chip is valid; otherwise it returns an

indication the chip is invalid.

5. The authentication chip according to claim 4, wherein the time taken to return an indication the
chip is invalid is the same for all bad inputs, and the time taken to return an indication the chip is valid is

the same for all good inputs.

6. The authentication chip according to claim 1, wherein the chip is used to determine the physical

presence of a valid authentication chip.

7. The authentication chip according to claim I, wherein the trusted authentication chip has the

same internal structure as the untrusted authentication chip.

8. The authentication chip according to claim 1 wherein the first and second keys are kept secret.
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