ON CARD DI SPLAY OF DATA FROM SECURED CHI P REFERENCE TO RELATEDAPPLI CATI ONS
Reference is hereby made to U. S. Provisional Patent Application Serial No.
61/ 193, 9080 2hidgessIanuary 7, 2009 and entitled O\ CARD PRTERIACE)0814VETHOD
FOR ACTI VATI ON OF A SECURED DUAL- | NTERFACE SMART CARD M CROCONTROLLER, and
to U.S. Provisional Patent Application Serial No. 61/202,182, filed
February 4, 2009 and entitled O\ CARD | NTERFACE FOR A SECURED

DUAL- | NTERFACE SMART CARD M CROCONTROLLER W TH A SI NGLE | NPUT/ QUTPUT PI N,

t he di sclosures of which are hereby incorporated by reference and priority
of which are hereby cl aimed pursuant to 37 CFR 1.78(a)(4) and (5)(i). FIELD
OF THE I NVENTI ON The present invention relates to smart cards generally and
nore particularly to smart cards based on secure smart card chi ps.
BACKGROUND OF THE | NVENTI ON The foll ow ng publications are believed to

e, o5 bl S bl 0 I o0 08 > 470 00
6, 769, 607; 7,128,274 and 7,530, 495. U S. PUBLI SHED PATENT APPLI CATI ONS:
2005/ 0231490; 2006/ 024 , 7.0 , 41183; 2008/0011833 and
2009/ 02%5996; NXP publ i ﬁ%ﬁ%%gﬁﬁggigpéggﬁ%ﬁ Smove" avail abl e on the
Internet at the URL http://ww . nxp. conlinfocus/canpai gns/cartes/index. htmnl

PCWorld publication "Visa Toys with Credit Card D splays" available on the
I nt ernet at the URL Reference is hereby made to U.S. Provisional Patent Application Serial

No. 61/193,908, filed January 7, 2009 and entitltd ON-CARD INTERFACE &
METHOD FOR ACTIVATION OF A SECURED DUAL-INTERFACE SMART
10 CARD MICROCONTROLLER, and to U.S. Provisional Patent Application Serial No.
61/202,182, filed February 4, 2009 and entitled ON-CARD INTERFACE FOR A
SECURED DUAL-INTERFACE SMART CARD MICROCONTROLLER WITH A
SINGLE INPUT/OUTPUT PIN, the disclosures of which are hereby incorporated by
refer;nce and priority of which are hereby claimed pursvant to 37 CFR 1.78(a)(4) and

15 (5)0).

FIELD OF THE INVENTION

20 The present invention relates to -smart cards generally and more

particularly to smart cards based on secure smart card chips.

BACKGROUND OF THE INVENTION
25 '
The following publicationé are believed to represent the current state of
the art:
U.S. PATENTS: 4,667,087; 5,478,994; 5,485,520; 5,590,038; 6,202,927;
6,247,129; 6,595,342; 6,641,050; 6,769,607; 7,128,274 and 7,530,495.
30
U.S. PUBLISHED PATENT APPLICATIONS: 2005/0231490;
2006/0242698; 2007/0235539; 2007/0241183; 2008/0011833 and 2009/0255996;

1



http://ww. pcworl d.comarticl e/ 115910/ visa toys with credit

card_di splays. htm Publication "Anti-fraud credit card features E-1nk

di spl ay" woaniebbs3ion the Internet at the URL PCT/IL2010/000014
http://ww. gi 2mag. conm enue-credit-card-visa-fraud/ 13374/ pi ct ure/ 105352/ SUVWM
ARY OF THE | NVENTI ON The present invention seeks to provide an inproved
smart card based on a secure smart card chip. There is thus provided in
accordance with a preferred enbodi nent of the present invention a
retrofitted credit card including a certified smart card chip, a display
and retrofitted enmulation circuitry operative to enable the certified smart
card chip to communicate information to the display notw thstandi ng that
the certified smart card chip is configured for comrunication only with an
ext er nal r ead/ wri teNd@vpubEcatiEﬁhéer"érahmﬁajnsonphmb@edvdilabla@ndredametwi th

anot her er d odi ment o the resent i nvent aretrofitted debit
card |ncIu |ng %§$?Wwwéﬁp§%% %%@ a%?ﬁkmgméﬁgbb%ﬁ and retrofitted
enmulation circuitry operative to enable the certified snart card chip to
conmruni_cate i nfor o the. du ot n hat .the certified
smart card chip |ga%@§gwéBW@ﬁmFﬁ Eﬁﬁﬁﬁ Eﬁtﬁgﬁ ﬁﬂb hm@Ha %t er nal

read/ wi t endeyineenet &NBE BRILS furt her provrded in accordance with yet another
preferred, enbodi nent . ; ted smart card

i ncl udi ng P R articicit iy Lo} it S8l od enul ati on
circuitry operative to enabl e the certrfred snart card chrp to comuni cate
information to the dlsplay’potmnthstandln%_that the certified smart card
chip is configured ?ﬁ#m@SWHﬁﬁPé@P¢6Wd6ﬁW9 frtees BrinkedisRlphaAvailadlegein i t e

devi cegy They@tekst ¥@he THEt her provided in accordance with still another

preferred enbodi nent of the present invention a retrofitted smart card
i ncl udi ng hip demiw. gizaae.eappmue-credit-card-visa-fraud/13374/picture/105352/




card chip including secure access circuitry permtting comunication
exclusively with a certified smart card chip reader, a display and
retrofittwo20iwionisdry operative to enable the certifi edPswarto1@anodiachip to
comuni cate data to the display and also to comunicate with the certified
smart card chip reader. Preferably, the retrofitted card al so includes a
generally credit-card sized substrate supporting the certified smart card
chip, the display and the retrofitted circuitry. Additionally or
alternatively, the retrofitted card also includes an el ectrical power

el enent operative for powering the certified smart card chip, the

retrofitted circuitry and ¢ spbayEANaNgbhvel y or additionally, the
retrofitted card al so i ncludespower managenent circuitry operative to

provi de electrical power to the certified smart card chip and to the

display generally afNQUeAuerdhaRPLDE ib bRic hiimBECOr Rty & pr ef er red

enbodi nent of the present invention t substrate has a thickness which
does not exewedn@ri®ardghif.n accordance with a preferred enbodi nent of the

present. invention t retr of i . C S Qi Ldes ofcbt ofhd Mnar e for
oper atlgng the certi }(%]éedgtsthr?gptotvﬁ:dg?gl %h&gﬂgt Q]II%E?{ I'n tehg%ggiglén%f; of an
ext ernal peaght wvettendeeiraiited Bregit eard icjudinglrecertified ofnprt tard clipracdistlayy i ncl udes

har dwar e ext ern o the certified smart chi it i onal or
al ternati ¥& §/e,tr°f}{1|eedt R S ULPE raé‘éer{:? e@%@%%es&ﬁsegég’t%tccam% déHl |¥Op which is
oper abl e teanmomvais irfaimetidata thendigplay tobwidhstaeding thealther @aifiedrsiag @alvi ce and

e RB Seekh B SO SEPSRa el AP LERAPLATRRIL TR, O, Lhe presen
interfiace and a comnhagd ik @Bs ptovided fnaeeordmiae tvittl anethdr ipecfatddshibatienent _
NHER S RN R ARG R R G AR
of use. display and retrofitted emulation circuitry operative to enable the certified smart card
chip to communicate information to the display notwithstanding that the certified smart
card chip is configured for communication only with an external read/write device.
15 There is further provided in accordance with yet another preferred
embodiment of the present invention a retrofitted smart card including a certified smart
card chip, a display and retrofitted emulation circuitry operative to enable the certified
smart card chip to communicate information to the display notwithstanding that the
certified smart card chip is configured for communication only with an external
20 read/write device.
There is yet further provided in accordance with still another preferred
embodiment of the present invention a retrofitted smart card including a certified smart
card chip including secure access circuitry permitting communication exclusively with a
certified smart card chip reader, a display and retrofitted circuitry operati&e to enable
25 the certified smart card chip to communicate data to the display and also to
communicate with the certified smart card chip reader.
Preferably, the retrofitted card also. includes a general‘lyAcredit-card sized
substrate supporting the certified smart card chip, the display and the retrofitted
circuitry. Additionally or alternatively, the retrofitted card also includes an electrical
30 power element operative for powering the certified smart card chip, the retrofitted

circuitry and the display. Alternatively or additionally, the retrofitted card also includes



Preferably, the retrofitted card also includes a bus which interconnects
the certified smart card chip with the contact interface. Alternatively,

t he retrovptzbmd7essd al so i ncl udes a bidirectional connecriibi1wmioots

i nterconnects the certified smart card chip with the contactless interface.
I n accordance with a preferred enbodi nent of the present invention the
retrofitted card al so includes a nmanually operable display control switch
Preferably, the retrofitted circuitry includes control logic circuitry

whi ch receives electrical power from power managenent circuitry.

Addi tionally, the power managenent circuitry includes a switch actuation

sensor whi i 1 Q. I C S . Lerably, the
switch act Egﬁrg%a%g ns gfrjm%sr}%}\yirb%g%hgeoégﬁ %Vg%%g%ﬁggltli%?%u? gﬁ& eg%fnlaﬁst and
second r el eard clopendito the displiyt senerAididitmponeddayping freest i rst rel ay control

circuit is operative in response. to-.the swtch . actuation .output to provide
el ectrical power to%i1 hgco{:dglrl%i ‘?il%é%tprserﬁ@arrre? erélgn?%mg%o .thel Fr’wresggtclwe&g%%@ew th a

preferred sibbtodd msntthidfnetdvehigh dsendt exeeeéNBnon t he second rel ay control
tuati on .out t opr ovi de

circuit.is operative in response to.the swifch a ut

el ectrical power to?rf Ficeco{:d%lﬁ%r %?Bbefegegfw\ém?ﬁl?]w,&tﬂl‘? %esﬁfltslBYe&gorﬂ?vaer and to
an i nt er vatetrbfittegircardRiiefindladek yetrofihrntivedres fof bpdretthgCled driifled ombmcdraidgs real tinme
clock circyitry proyiding.real tjnme security code generation. There is also
provi ded i I?&%Bﬁﬁe?ﬁ%eém%&aﬁ % B’taLI@?d/BP@;ééY‘?%d enbodi nent of the present
invention a method ofefgsuy,i m'engtr@ﬁmaﬂaﬁbmitrpaﬁaud&tﬂagavaﬁ@eﬁerﬂmuwme di spl ay
function including praviding.,a certified smart card chip, associating a

di spl ay wi ‘feﬁ“fféaémg’é PeriALdEpT altee?ﬁﬂgsggﬁﬁe A RY cai cBiptet nal

read/ Wi t esnthetdafEcHifOwRIR ) @etabR t6 Crhrnini@ft &fBsly #ah dn eAbmall:eadpaEUNI cat e
with the display notw thstanding that the certified smart card chip had

ori gi nal | yie8&eAG B thgdiseldys or secure communication only

In accordance with a preferred embodiment of the present invention the
retrofitted card also includes at least one of a contact interface and a contactless
interface mounted on the substrate. Additionally or alternatively, the certified smart card

15 chip is employed in a retrofitted context to operate in a manner other than its intended
manner of use.

Preferably, the retrofitted card also includes a bus which interconnects
the certified smart card chip with the contact interface. Alternatively, the retrofitted card
also includes a bidirectional connection which interconnects the certified smart card

20 chip with the contactless interface.

In accordance with a preferred embodiment of the present invention the
retrofitted card also includes a manually operable display control switch. Preferably, the
retrofitted circuitry includes control logic circuitry which receives electrical power from
power management circuitry. Additionally, the power management circuitry includes a

25  switch actuation sensor which is coupled to the display control switch.

Preferably, the switch actuation sensor provides a switch actuation output
to first and second relay control circuits. Additionally, the first relay control circuit is
operative in response to the switch actuation output to provide electrical power to the
certified smart card chip.

30 In accordance with 2 preferred embodiment of the present invention the

second relay control circuit is operative in response to the switch actuation output to



with an external read/wite device. There is further provided in accordance
with yet another preferred enbodi nent of the present invention a nethod of
provi di ngvea 2dmni7p48dard with a cardmount ed di spl ay funct iPOm/ILIOGH/ @D Rig
providing a certified smart card chip, associating a display with the
certified smart card chip and emul ating an external read/wite device to
enable the certified smart card chip to comrunicate with the displ ay
notwi t hstanding that the certified smart card chip had originally been
configured for secure comunication only with an external read/wite
device. There is even further provided in accordance with still another

preferred gm i e venti. : of providing a snart
card with nggfégt%%lgyg “ﬁ?gopﬁ%y&g ﬁzr)llcftopl\éncr&fuﬁgrp’u%iaﬁlts%?}g\(}f& |rna§8§° Brtified
snmart car dingvaptimassoci ating a display with the certified smart card chip

and enmul ating an external read/wdte device.to enable th ertified smart
card chip to commnli)gegetr%lw tﬁ % Tt lﬁg‘l?scﬁrl%ai}songltc@nd?shrse%aﬁ F Pt At he
certified mnading cat dne kicprifgaddeogengiatial. | y been configured for secure

comunication only wth.an external read/wite device. There js still

furt herscpr ovi ded | n)ﬂé%%gra&sa?ﬁé%“éﬁ%tlﬂ At aa ot @Oﬁ’%?%?%%e‘& fHent of the
present i nfetht ippsierd inentiod af @ethed oF ipehivittingaa Sc;’éﬂ[tfjcaﬁﬂmﬁhvﬂ Ei}g@ldﬁlﬁﬂ’edmurt gd

di splay fupction incl udi rovi di n certified smart card chip including
secure ac cﬁ?iayc]?‘?%fltl?@ucg& Eﬁof"fi?nﬁga g%%ﬁ‘ﬁﬁin?l@gﬁa@n"hé& EFneirteg ¢ APkh a

certifi ed iffaght cedifiel GhirPcal@ade ind @88aGiah eR@mal WASPHRYieWed b dnbigle certified

smart card, chip.and causjng the certified smart_card chip _to_comunicate
data to t HB® & %W%@&%@@%ﬁﬁﬁﬁ wih the\fisply ppvihganding ®at ®fmrt card

chi p rieadekstifice kRARBAY chibMed BRERAN RES SorfiBGbd 88 Sedut Wi @LisP6Ay firmare
residing on the certified smart card chip for operating the certified smart

card chi pvélthnéé?tnaﬁ?a‘ﬂ/%it%§@ﬁce of an external read/wite device.
Addi tional ly or al tegdpatd Vigtér prbAGadiBiNQLo@hRR with yet another preferred

embodiment of the present invention a method of providing a debit card with a card-
mounted display function including providing a certified smart card chip, associating a

15 display with the certified smart card chip and emulating an external read/write device to
enable the certified smart card chip to communicate with the display notwithstanding
that the certified smart card chip had originally been configured for secure
communication only with an external read/write device.

There is even further provided in accordance with still another preferred

20  embodiment of the present invention a method of providing a smart card with a card-
mounted display function including providing a certified smart card chip, associating a
display with the certified smart card chip and emulating an external read/write device to
enable the certified smart card chip to communicate with the display notwithstanding
that the certified smart card chip had originally been configured for secure

25  communication only with an external read/write device.

There is still further provided in accordance with yet another preferred
embodiment of the present invention a method for providing a smart card with a card-
mounted display function including providing a certified smart card chip including
secure access circuitry permitting communication exclusively with a certified smart-card

30  chip reader, associating a display with the certified smart card chip and causing the
certified smart card chip to communicate data to the display and also to communicate

with the certified smart card chip reader.



i ncludes providing a switch actuation signal when a user actuates a display
control switch and responsive to the switch actuation signal, supplying a
vol t age twothw/woesssi fied smart card chip and sinul t aneo@sTYLZG0/0@DiNG a

cl ock oscillator which begins to provide a clock signal to a clock termna
of the certified smart card chip. In accordance with a preferred enbodi nent
of the present invention, the nethod al so includes supplying a voltage to
the certified smart card chip enabling the certified smart card chip to run
retrofit firmvare installed thereon including node of operation
identification functionality, which enables the certified smart card chip

to distinguish bet WeESRer U6 1AL R thodl R1s6 QRATRHRL %ir@r}eﬁ!ﬂt'ﬁr&m@&nﬁéﬁ&hgonm
contact or contactless snmart card reader and stand-al one operati on.

Addi t i onal 9ythe eerBlieletmsioragd dip foneparing thawertificd serar A shipgtisasin Bper at i on
enpl oyi Ng Ake.£88hn &Qéfﬁal%adyvnﬁ? a@ﬂ@% g@&ﬁoﬁa@l&'& Ql@én?atl‘ogy e Blefodard for

non- st and- al one operation erably, hod al so I ncl udes t he node of
oper at i on ineladasi Hrpuding enswiigh ceivatinal $131$&1 s’éﬁslanlgfex/vh‘éwﬁ@ra thplagepitedl dat a

termnal QG FRE O;ﬁso:,nﬁlb@% tﬁ@ﬁz{ch%@tﬁ%o@}?@aﬂ ﬁ;tpggn%a%ﬁé ol 1Y heQert#RH O | 09I C

state, whereln a p tive logic state | hat conventional contact
smart car ¢mragadet chisangaindtaneably poogimgecded osallattreviadr beginis édpromde t car d

chi b and 260008, SEALE OALGRLRS il shliecserpl /T ed smart card chip is

connect ed or o accordance with a
preferred enbodi nenin an:f:orddnm pmmsaquenrm/@nitqdmm vfitee preschodvertioo, thacl udes

t hat when ¢t r.t car i t.es t and: al o e node of
ooy at on malfof i bR e S R5trealb PnoRARY SRt 1B HIPBSHRGT, |
fir mvalle cneniﬁedxlsman@;ammmp:mt 1@ netrdfo fmnd/afermmlleldeth@mntmélu&dg ma tofcard chi p;

p. ther %tprer%lon 1c{ent1f%va\tl‘? 100 funnipona?lty, W f?:hcelngb €s ﬁne gjfsed sm(a?iglc\ellrecfj Chl_‘p 5n a clock
distinguish between operation in communication with a conventional contact or
contactless smart card reader and stand-alone operation. Additionally, the method also
includes the stand-alone mode of operation employing at least some of the same data

15  terminals which are used for non-stand-alone operation.
Preferably, the method also includes the mode of operation identification
functionality sensing whether the serial data terminal of the certified smart card chip is
in a positive or zero logic state, wherein a positive logic state indicates that a
conventional contact smart card reader is galvanically connected to the certified smart
20 card chip and zero logic state indicates that the certified smart card chip is connected for
operation in a stand-alone mode.
In accordance with a preferred embodiment of the present invention, the
method also includes that when the certified smart card chip operates in a stand-alone

mode of operation, at least one of the following steps occurs:

25 L retrofit firmware controls communications to and from the certified smart
card chip;

I the retrofit firmware employs the clock signals received from a clock
oscillator;

III.  the retrofit firmware operates the certified smart card chip for processing
30 and displaying secure data on the display;
IV.  the retrofit firmware configures a display driver to display the secure

data;



oscillator; Ill. the retrofit firmvare operates the certified smart card
chip for processing and displayi ng secure data on the display; TV. the
retrofit woOrowan7e4ssonfi gures a display driver to di spl apCrhezsecwwns dat a;
V. the retrofit firmvare sets a predetermined tinme duration on an interval
timer; V. the retrofit firmvare issues a single instruction which results
in the sequence indicated below. the supply of electrical power to the
certified smart card chip is term nated, thus disabling the retrofit
firmvare; and once the supply of electrical power to the certified smart
card chip has been termnated and the retrofit firmvare has been di sabl ed,
the display drimer GRUSESHL ﬁﬁn&'&ré RLEN p&éaeféhﬁlﬂlfcﬁx *aﬁraagm &n fidbRall OF @
predeterm-ned tine duration; and at the end o e predetepnined tine
duration, the suppl yiest; el ectrical power to the display is term nated. BRI EF
DESCRI PTI ON OF FHE Y NGS £ Qlalfp; iilgf'ta ﬂ}%@%&rﬁ& W\Lﬂldp?esmdﬁlr teOOd and
appreciated nore fully fromt ol'l'ow ng det al c?descrlptlon taken in
conjunction with théeqj#eawm@sat@drbem ch: Fig. 1 is a sinplified pictorial
Lpastrat on of @ scenar i SRIPAPLEAHLNdol 4 S cHiRaSlogR BN, €1

a a erre

constructed and operative in cordancerw enbo Rent of the

present i nieaninptoh; thﬁldgﬁab@ngtbeatrsﬁtrfmnwfareemdpl ctorial il I ust ratl on of a
scenari o denonstrating t a.credit car ed .and
operative in accordance \}%Pe L s '%’rpé? erfrﬂ%C 'Enb3df” tgé §f ?régaerﬂt

i nvent i on; chip has been terminated and the retrofit- ﬁrmware has been disabled, the dlsplay driver
causes the display to display the secure data for a predetermined time duration; and
10 at the end of the predetermined time duration, the supply of

electrical power to the display is terminated.



Fig. 3is asinplified illustration of a smart card constructed and
operative in accordance with a preferred enbodi nent of the present

i nventi orwOnrreloudb4sg a banki ng industry certification staoaarzgo/ewopl i ant
smart card chip retrofitted to work with a display in a stand-al one node of
operation; Fig. 4 is a sinplified electronic diagramof the smart card of
Fig. 3; Fig. 5is asinplified electronic diagramof control |ogic
circuitry formng part of the circuitry of Fig. 4, Fig. 6 is a sinplified
el ectroni ¢ di agram of power managenent circuitry form ng part of the
circuitry of Fig. 4, and Fig. 7 is a sinplified general flow diagram
illustrating retrofit- graiy BHSORBPTEONOF THE arpvenary ed enbodi ment of the
present invention. DETAI LED DESCRI PTI ON OF A PREFERRED EMBODI MENT Ref er ence
is now nade to Fig. 1, which is a sinplified pictorial illustration of a

scenari o denonst r atfag,bypi £:dbntidd Svigl beduilBidod daPidbpreahd neansiluct ed and
operative in accordance with -a preferred enhodi nent of the present

i nvent i onfromnthet fotpnving rgtefled) dpscriptiony kel dd GRWHICHAR SUGNEEtIaERE 18 to a debit
card igclygding a certified smart card chip and is retrofitted for
stand-al one operation. The term"certified smart card chip" is defined as a
smart card chip whilip 1 & opigiphified pigtosipleilatitation 6f @ samare dahensiaing only with

an_exter “%J%Jaﬁa&/ rd &nd%yp({, )%sﬁnﬁﬁ@é Shd @&rﬁmqph&%ﬂa&&@ﬁ bfkadamart card

chips are I ps ich co one or both of the follow ng
certi fi catmbodistend thegsesert BOEERE; 7816 and | SO TEC 14443. Such chips

P EAS: (150 TEC 1dbe Pt SRR R B o U L ety TR s
- Eval uat i ompicel ieesfi mcrbdit cdrl, westuiclet yng aparative-ig pecordanfeswitn @ prefereedel 3 and 4,
embodiment of the present invention;
Fig. 3 is a simplified illustration of a smart card constructed and
operative in accordance with a preferred embodiment of the present invention including
a banking industry certification standards compliant smart card chip retrofitted to work
15  with a display in a stand-alone mode of operation;
Fig. 4 is a simplified electronic diagram of the smart card of Fig. 3;
Fig. 5 is a simplified electronic diagram of control logic circuitry
forming part of the circuitry of Fig. 4;
Fig. 6 is a simplified electronic diagram of power management circuitry
20  forming part of the circuitry of Fig. 4; and

Fig. 7 is a simplified general flow diagram illustrating retrofit-enabled

operation of a preferred embodiment of the present invention.



| SO'I EC 7816 Identification cards ~ Integrated circuit cards parts 1-5,

| SO DEC 14443 ldentification cards - Contactless integrated circuit cards ~
Proxi m t ywoanuw7psst s 1-4, and EMWCo. As seen in Fig. 1PCI/ICZNG00VeTS,

consi dering a possible purchase, queries the anmount renaining on her smart
debit card 100 typically by pushing a button 102, thereby activating a

di splay 104 which displays her debit card balance. It is a particular
feature of the present invention, that by virtue of the stand-al one
operation of the smart debit card, the consumer may obtain an indication of
t he debit card bal ance at any | ocation and not only at a point of sale

termnal or ATM DHTAISEBRAISERIBIEN OhAlPHErERIESPEABODIVERE act i vated by any
ot her suitable activation activity, such as a user-secure bionetric

interaction with the user or the entry of a pin code. The consuner, noting

that the debit cardrPRlARCEs indw! MeM kd FiEN, HRkn tibe @fagﬂi%eaﬁlp?&&fm pur chase,
goes to an ATM 106 to add value to the smart debit card. It 'is appreciated

that the filladmtiohobe sepyaiingderaonssaive itypeal mep 0hd seart dgfrh ¢ad copsiiuetedebi t card
is highly sg di el BELOGimER Led iEAkiia TRt andar ds
commonl y use&Hi&%@\f hlgagégg%&lgg&?ﬁ%%t r;?, such as °{?ﬁ}%§% rlgfl.g‘%erllégggﬁabove and

i s not acdews|lagt debittched” 4o Repdrthropghonerebnmiota dbli cerdciapludimpe cedifisimer
confirnms t ' I 1 nd- al one operation of the
smart debi%‘%ggfglgia%lﬁ%ng E%ﬁ&%@%gg%%gah?gﬁﬁ%%@%gur chase. Follow ng the

pur chase, the consufies teponfceitified shet ypdathid idelsfivedcasr d sivalt aaclectyy usi ng t he

smart debi fyGatdoliafyShARNAlORG RIS PREL AP I SELST FRGR LS now made
to Fig. 2, Ich is a’sinplifred pictorial i ustration of & scenario
denonstr atdemge.t ypi cal use of a smart credit card, constructed and operative

in accordance with ) ef erred er}bo L ent oga Jhe present iic vent ion. The
term"smart credit rg? ed§§ R fﬂ'g%%%aﬁrt et &p°d ?2111% re |°tmp@'ard
i ncl udi ng veithcaretdrfboedof the following certification standards: ISO/IEC 7816 and ISO/IEC

14443. Such chips preferably comply with additional standards, such as Common

Criteria EAL4+ / EALS5S+ (ISO/IEC 15408 Information technology -- Security

15  techniques -- Evaluation criteria for IT security parts 1-3) , FIPS 140-2 level 3 and 4,

ISO/IEC 7816 Identification cards - Integrated circuit cards parts 1-5, ISO/IEC 14443

Identification cards -- Contactless integrated circuit cards -- Proximity cards parts 1-4,

and EMVCo.

As seen in Fig. 1, a consumer, considering a possible purchase, queries

20 the amount remaining on her smart debit card 100 typically by pushing a button 102,
thereby activating a display 104 which displays her debit card balance. It is a particular
feature of the present invention, that by virtue of the stand-alone operation of the smart
debit card, the consumer may obtain an indication of the debit card balance at any
location and not only at a point of sale terminal or ATM. It is appreciated that the

25  display may be activated by any other suitable activation activity, such as a user-secure
biometric interaction with the user or the entry of a pin code.

The consumer, noting that the debit card balance is insufficient for the
contemplated purchase, goes to an ATM 106 to add value to the smart debit card. It is
appreciated that the function of adding or subtracting value from the smart debit card is

30  Thighly secured in accordance with one or more certification standards commonly used
in the banking industry, such as those referenced above and is not accessible to the

holder of the smart debit card.



smart card chip and is retrofitted for stand-al one operation. The physi cal
di nensi ons of the card are preferably in conpliance with the above

st andar dswoAs1msgess3i n Fig. 2, a consumer, considering aPpodsiond/eoopur chase,
gqueries the anmount remaining on his smart credit card 200 typically by
pushing a button 202, thereby activating a display 204 which displ ays
remai ni ng authorized credit anmount. It is a particular feature of the
present invention, that by virtue of the stand-al one operation of the snart
credit card, the consuner nmay obtain an indication of the remaining

authori zed credit at any |location and not only at a point of sale term nal

or ATM It i's appreciit@dsinalcobiehsthe BhdkdRYit Reaaalh b LHaliaigiy Ot her
suitabl e activation activity, such as a user-secure biongtric interaction

with the uSesainn of e sé‘?ﬂ“r‘iﬁbéfcaré 9 theg gereeedr e mkma pirehase. fotlowige tvat  hi s
remai ni ng uichak BeoksBdl borltfms Yihd iyfdaRBtdehiPbark fb%laﬁ&n%;ggmﬁh%dm&w chase,

then proceeds to nmake a purchase. Follow ng the purch e consuner
confirms tHePIPBHHE adtapdrignamede allapistionzed credit card anount by using the

smart ceedit card i Q(e?eréic@rﬁg'@dv@%dgotgeﬁg ﬁ,ogﬁlrl tEsoghsiﬁljpﬂ'lﬁfegggﬁctroﬁgissuri ng.

the consuner that the correct anmount was charged to his credit card. It is

appr eci at edlusiirdion ohe sewigiie demprptraling wpiediuse obr dmare stedit bed, ¢nasteictedbove with
reference Lo @e%vé—in%goraa@% %&f{iﬁéﬂ%ﬁcﬁéd é?lj;boﬁﬁ?e%{ ofgtﬁé gréeﬁp Boddds! % and

operative in accordance Wt resent 1nventi er exanpl es include
el éct r oni ctermesmart ¢redit caod" asarsad thaougheit ecfers dnd credit cad snobualivigraodertifiedds .

Ref erence | I ich is a sSi ified illustration of a
smart cardhgﬁg&%%ﬁgg?ﬂ%géghg%%§g%£@%'?$36?%H%E%Ebﬁéﬁﬁﬁa&fwﬁngmﬁfgferred
enbodi Ant thefard hre prefersblntin commiahceonittathelatione btaretianiy. a certified snmart card
chip, retrofitted t in.a stand:al on

. %s S énkinviéi%.& 3 o%i S lef:i ¥ erl 0 'b? C ode.of ; ;
operation. The retrofitted corvesti onal sHart tafdout ?H%g%?%§@ﬁ¥”|nventlon
may be enplhoymdusemnaidiabioh hiasrehrocredit &ad LOCHpRBaiaShURSEME hektbered, nabove
wth ref ert%grce;gy gc%vallztgn%sa display 204 which displays remaining authorized credit amount. It
is a particular feature of the present invention, that by virtue of the stand-alone operation
15  of the smart credit card, the consumer may obtain an indication of the remaining
authorized credit at any location and not only at a point of sale terminal or ATM. I is
appreciated that the display may be activated by any other suitable activation activity,
such as a user-secure biometric interaction with the user or the entry of a pin code.
The consumer, noting that his remaining authorized credit is sufficient
20  for the contemplated purchase, then proceeds to make a purchase. Following the
purchase, the consumer confirms the updated remaining authorized credit card amount
by using the smart credit card in a stand-alone mode of operation, thereby reassuring the
consumer that the correct amount was charged to his credit card.
1t is appreciated that the debit card and credit card described hereinabove
25  with reference to Figs 1 and 2 are examples of smart cards constructed and operative in
accordance with the present invention. Other examples include electronic identification
cards and electronic access control cards.
Reference is now made to Fig. 3, which is a simplified illustration of a
smart card 300 constructed and operative in accordance with a preferred embodiment of
30  the present invention and including a certified smart card chip, retrofitted to work with a

display in a stand-alone mode of operation.
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1 & 2 or as any other suitable secured card which neets the
above-referenced certification standards. As seen in Fig. 3, smart card 300
conpri seswa2mwwesssi onal smart card substrate 302 on whipCl/IL®10roentsed at

| east one and possibly both of a contact interface 304 and a contactl ess
interface 306. A certified smart card chip 308, which includes a secure
communi cations controller, is nounted on substrate 302 and is enployed in a
retrofitted context wherein it operates in a manner other than its intended
manner of use. Certified smart card chips 308 are designed for

communi cation of secure data stored on a smart card exclusively with a

tified t ik td chi i | oyed
certified smart carghd Rag@ked hRfenEiBkal !s&hﬁéaré%ﬁgﬁg 3‘%%3?5 lmhﬁo&m%ﬁ g%;lsyerm oye

in the exanple described herei nbel ow i s AT90AZ -1, commer c
avai | abl e FIRINCARHR febttsagr gtodt sard 3 Yescribaddierpirrbeewih iSRrendotodigsCA USA. The

certified smant ofas Gng Yikr 3088 SE&HAP L¥d CORER! DRSS BE UG v I kRencsHCN as
custoner identification and account data, as we as secure access
circuit ry,ceﬁf’éﬁt&néﬁp@ﬁr@modi ed in a conmunications controller and in
firmarse, designed fo;REENE. §OMTUNLLAG - re dat xcl usively
with a certified snar%'cé?gi%ehcg¥?b%?88§@%g%ﬁ%§%F§§%ﬁVm@ﬁF@‘égﬁﬁects t he
certifi ed Subpipie 302 pd vhithps ®oButed atHeasberteaat! ppsstbyr baile ef BEshtacCmidract | ess

interface3306,d s kical: c ] ifie rt..card chip 308 via a
bi-directiong? cSﬁﬁggggéﬁ%ﬁ%%g@?hgggﬁ%g%%ﬁ%émﬁ?FlpéggP@P Fﬁﬁg? odi ment of
t he i nvents¢@s canmiindgations @tolies, ivouonnizd corsubsiaet ¥0atad 302mplaged @ 4 ypi cal |y

coupl ed vi ! i.ver 314 to a bus 316, tionally a keyboard 317
and/ or anlr%ﬁ%ﬁg ?Oglgegg‘gﬁ%%? TLPEAICH &) HPALE %tg‘?r%ﬁn% 1@?‘5@1@%& rﬁg al so be
coupl &8 t &eliifivd 301 card chips 208pae tésimbafor beamutieatioh of keuRldeseed divent i on
that retr fshgrtgﬁyhg%uégggr{%ﬁgam%%gﬁ%%%ah%ﬁan\éérQeq, typically in

communi cation W

The certified smart card chip that is employed in the example described
hereinbelow is AT90AZ3636CFT, commercially available from Atmel Corporation
2325 Orchard Parkway San Jose, CA USA.

15 The certified smart card chip 308 preferably contains secure data, such as
customer identification and account data, as well as secure access circuitry, preferably
embodied in a communications controller and in firmware, designed to permit
communication of the secure data , exclusively with a certified smart card reader.

A bus 310 typically interconnects the certified smart card chip 308 with

20 contact interface 304. Contactless interface 306 is typically connected to certified smart
card chip 308 via a bi-~directional connection 311. In accordance with a preferred
embodiment of the invention, a display 312 is mounted on substrate 302 and is typically
coupled via a display driver 314 to a bus 316. Optionally a keyboard 317 and/or an
audio transducer 318 and/or a real time clock 319 may also be coupled to bus 316.

25 It is a particular feature of the present invention that retrofit emulation
hardware 320 is provided, typically in communication with buses 310 and 316, for
enabling retrofitted stand-alone operation of certified smart card chip 308. It is also a
particular feature of the present invention that retrofit firmware 322 is provided, also
typically in communication with bus 310, for operating certified smart card chip 308 in

30  association with display 312. Retrofit firmware 322 preferably resides on certified smart
card chip 308 but alternatively may reside elsewhere on the card 300. A battery 324 is

also provided inter alia for powering the display 312, retrofit emulation hardware 320

11



enabling retrofitted stand-al one operation of certified smart card chip
308. It is also a particular feature of the present invention that retrofit
firmvare 8020i0807p488vi ded, al so typically in comruni cati @oT@iL20m0/b0e814310, for
operating certified smart card chip 308 in association with display 312.
Retrofit firmvare 322 preferably resides on certified smart card chip 308
but alternatively may reside el sewhere on the card 300. A battery 324 is

al so provided inter alia for powering the display 312, retrofit enul ation
har dwar e 320and certified smart card chip 308. It is appreciated that
retrofit emul ation hardware 320 may alternatively be enbodied in a

pr ogr ammmﬁc&@ﬂfagcsgq g]fmgﬁddsy{)%o@pﬁo%@ a?ed‘i'l'la‘é péu%ﬁt GRNAH R IhafMiateCIP0326 i S

pref erably provi ferably directly coupled to retrofit enulation
har dwar e @Zﬁaltmte’phfm@mb@dlmwammﬂéﬁm@a ¢pyice4, 5 and 6, which together are

a sinplified electropig %%%E&Qi‘e spiag grltgﬁl@% Rf ré:fklgbl%?prova&dseen in

Fig. 4, the follow'ng als o rei smart card chip 308 are
connect edaltdprbf@abmecﬂl&@@uldndﬁORSToﬁtbmtlhﬁw hardwer&320IPWR | i ne; CLK via an

ISOCGLK |ine ﬂe%renc'ea}s W Sad 119305200 51 X3 1 @n) R I, Cont act

interface 304 (F I'S tonnected vid bus 3 fo certitied smart card
chip 308. sﬁﬁ'phﬁ&tﬁlé@&mcndﬂlganfdcﬂm B0 e JFiBP. i s preferably enbodied in a

paral | el connect ed nduct ??ﬁ th%a orﬁgsgﬁx% CI t%ofé%ﬁﬁed’%a?&a; égg’d%% define an

antenna. The conta SI gL prefera I's connec et ween t he
RFI and RE2 doandrtgdab HuoB16:MeCC end iRiSTe toth v tn EXerPWIRI Jne3@8.Kvvia an

-direct 311 3 rn|n wtothe retrofit
emJI at i onimﬁ ?g\%i ?@ 6’?2'%&5}“91?6’ %\d;(g he alh "®4 that the retrofit
enul agpon har dwar e Chafhei ifRtbdes4 PR 3)ad cdnagrital da mmwng/cem&dwmaah recei ves
el ectrical power from power managenent circuitry 408, which in turn is
connect edcqrgclygﬁf)%ry 324 (Fig. 3).
Contactless interface 306 (Fig. 3) is preferably embodied in a parallel

connected inductor 402 and capacitor 404, which together define an antenna. The
contactless interface 306 preferably is connected between the RF1 and RF2 terminals of

15  the certified smart card chip 308 via bi-directional connection 311 (Fig. 3).

Turning now to the retrofit emulation hardware 320 (Fig. 3), it is seen in
Fig. 4 that the retrofit emulation hardware 320 includes control logic circuitry 406
which receives electrical power from power management circuitry 408, which in turn is
connected to battery 324 (Fig. 3).

20 As seen particularly in Figs. 5 and 6, power management circuitry 408
preferably includes a switch actuation sensor 410 which is coupled to switch 326 (Fig.
3). Switch actuation sensor 410 provides a switch actuation status output via bus 316
(Fig. 3) to first and second relay control circuits 414 and 416, which form part of the
power management circuitry 408.

25 Relay control circuitry 414 turns on a FET 418 when switch 326 is
actuated. FET 418 functions as a relay such that when FET 418 is turned on, electrical
power from battery 324 is supplied via bus 310 to certified smart card chip 308 at the
VCC power terminal and as a logic reference to the RST terminal thereof.

The output of FET 418 is also supplied via a resistor 420, to bus 316

30  (Fig. 3) to serve as a pull-up logic reference voltage.

Relay control circuitry 416 turns on a FET 422 when switch 326 is
actuated. FET 422 functions as a relay such that when FET 422 is turned on, electrical

12



As seen particularly in Figs. 5 and 6, power managenent circuitry 408
preferably includes a switch actuation sensor 410 which is coupled to
switch 3280QBiogn798p. Switch actuation sensor 410 provi desTALEW/ @14
actuation status output via bus 316 (Fig. 3) to first and second rel ay
control circuits 414 and 416, which formpart of the power nanagenent
circuitry 408. Relay control circuitry 414 turns on a FET 418 when switch
326 is actuated. FET 418 functions as a relay such that when FET 418 is
turned on, electrical power frombattery 324 is supplied via bus 310 to
certified smart card chip 308 at the VCC power termnal and as a logic

ref erence #&Q%ﬁﬂe@%ﬂ Zlg%ﬁptp Qﬁ&;g‘i@%ﬁrr@/ﬁqﬁmgy %O%Irol 0%08 cfls%la ! SO up

supplied via a resi st 0" Sery
| ogi c ref edizec 814 dFigade. anefoaan momvtal gimecidR6uivhicly f&hB paur m&therremofEET 422

when sw th lﬁztgson catreu ed. FET 422 functions as a relay such that when
FET 422 is 1Purne Ctl’l cal power frombattery 324 is supplied via an

| NT PWR | i ne to conBraﬁd:ryImgmmsmﬁcﬂydswphﬁymféspemefre o314 4dhiagon Sthte nd to an

interva i C ol s of t it emulation hardware
320. Ba% t eSrV{} Cbg\%é?d Péwo&aﬁ?@ltffr?e EIB% ﬁlfcgﬁrylzg?ég M U5 98K cierilEt i on state
0}‘ S\li\ﬁ tch mﬁoréferablphhﬂﬁt&ls al’ogsl&tal bicitRtoe M@EthIchlpf‘dﬂc?eEyn &ﬂtﬁut(tcb:hgeal amewﬁealh time
clock circ 9 ra I es a crysta or 432 IC

provi des a‘ﬂ %\f%ﬁ’u‘% @'a“im %Vrﬁgg‘lcfggt%n@?ﬁrﬁ ﬁaﬂ%fegjf g%?@% t3h\/- 8564- C2,
commerci al Ag available fromMcro Crystal AG Wnhl estrasse 14 CH 2540

G enchen, Switzerland. Th t put of | ti | ock chip 434 b
suppl i ed VYUETrF | dCHmart Ceatoiene AiviszesiBd. e atip] eeahiims ek ER nal s

t her eofo vigahusy 84 Gup @&1&5 @értlﬁ&ﬁérﬁartdf&ﬁd ang 1gsat 3O100RBAT 131 Rnhi@Ck

circuitry 319 is use for real time security code generation. Such real
time genertBeredf Wabuy ﬁ%@ ceplil dogic 406 and bus 310. Real time clock circuitry 319 is

useful for real time security code generation. Such real time generated security codes
may be displayed to a user on display 312 and employed for transaction authentication.

100 and 101 terminals of certified smart card chip 308 are connected via

15 respective SDA and SCL lines to corresponding terminals of control circuitry 442,
which forms part of control logic circuitry 406.

Control circuitry 442 includes command interpretation functionality
which directs outputs received along the SDA and SCL lines from certified smart card
chip 308 to one or more of the following elements of the retrofit emulation hardware

20 320 and of the display driver 314: relay control circuitry 414 via bus 316, relay control
circuitry 416 via bus 316 and interval timer 426. ‘

Control circuitry 442 also includes active pull-down circuitry, which
couples the SDA line and thus the 100 terminal of certified smart card chip 308 via a
resistance to ground when control circuitry 442 is powered.

25 Reference is now made to Fig. 7, which is a simplified general flow
diagram illustrating retrofit-enabled operation of a preferred embodiment of the present
invention in a stand-alone mode of operation.

Referring to the example illustrated in Figs. 4, 5 and 6, when the user
actuates switch 326, this provides a switch actuation signal, which is sensed by a switch

30  actuation sensor 410, forming part of the retrofit emulation hardware 320. An output of

switch actuation sensor 410 causes relay control circuitry 414 in the retrofit emulation
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may be displayed to a user on display 312 and enpl oyed for transaction
authentication. 100 and 1A termnals of certified smart card chip 308 are
connect edwoi2a1wgs4sact i ve SDA and SCL |ines to correspon@cCmgLia0/oq00ti s of
control circuitry 442, which forns part of control logic circuitry 406.
Control circuitry 442 includes command interpretation functionality which
directs outputs received along the SDA and SCL lines fromcertified smart
card chip 308 to one or nore of the following elenents of the retrofit

enul ati on hardware 320 and of the display driver 314: relay control
circuitry 414 via bus 316, relay control circuitry 416 via bus 316 and

interval ti (> i i i | - down
i out try, "R oo e nRegs i b daRel A RER, 3EC HE Y,
certified &mminglsoheatifiddi ynaB@grdvhip HW8r esi st ance to ground when control
circuitry 442 is po e fee I S.: N0 to Fig. 7. .which.is a
sinplified general ﬁ@%ﬁﬂﬁ?ﬁ;ﬁéﬁ&?ﬁ%ﬂgﬁFﬁt*%%EEQPr% i%ggﬁaepgdx%%gration of
a pr ef err edirentyoioriethe rafofit hmujptiesendwarn32rio supplyi awvoltagt ol batenni24node  of
operati @n. f .0gq.t he .exanmpl.e il lustrat i.n Fi 4. 5 and 6, when
t he use? af:otRﬁlgﬁ %aéle%\g\}yt%ﬁ&%%l?c ?r:%slﬁt& é%&lll%%d;co gglvﬁuicgwyg%.z dléfﬂ?eorﬁg f'gnal ,

whi ch i s semsleibnthardwasad20ch aClotlabiciiiates @8 begidd 0, prbaidéera ripcpaighalob t he

retrofit epul ation har re.320,. out put ., of. switch actuati on sensor 410
causes reIg@C%%%%PBWaéﬂﬁ%ﬁf??ﬁmﬁﬁgﬂWW“fﬁéc?ﬁ%%%fit emul ati onhardware 320 to
supply a vol tage fr dfichéfit®EnarB2Ad shipubdsasteaubdnytht @ TO0LZAGBECENAhiRST

term nal s of ce[ti ied.snmart card chig 308. Th? out?ut ﬁf switch actuation
sensor 410%§1%H ¢ §8‘23°1$°efn§9’g689ﬁ”feﬁllem FHPRIY ¢ XQlEpepshtor the PRy BP5tt

enul at 1on har dver Rrdidls tof saEPphiYs May Ok tre@fred kOB Bt o ¥trat@4entilation _
ctuate clock oscillator 428 and control circuitry 442 in

si mul t aneo Séé a _
the retrof & f2ti on hardware 320. O ock oscillator 428 begins to provide
a clock signal to it is appreciated that switch 326 may be embodied in a push button as

illustrated in Figs. 1 and 2 or alternatively may be any other suitable type of switch such
as an optical, touch, audio or other switch or a combination thereof.

15 The provision of voltages to the power VCC, reset RST and clock CLK
terminals of the certiﬁéd smart card chip 308 enables certified smart card chip 308 to
run retrofit firmware installed thereon including the retrofit firmware 322. The retrofit
firmware 322 includes mode of operation identification functionality, which enables the
certified smart card chip 308 to distinguish bétween operation in communication with a

20 | conventional contact or contactless smart card reader and stand-alone operation in
accordance with the present invention.

The foregoing functions are functions which were not originally enabled
by the certified smart card chip 308 but are enabled by the retrofit provided in
accordance with the present invention. More specifically, the retrofitted functionality

25  enables the certified smart card chip 308 to operate in a stand-alone mode of operation
employing the same data terminal, IO0, which is used for non-stand-alone operation.

Preferably the mode of operation identification functionality senses
whether the serjal data terminal I00 of the certified smart card chip 308 is in a positive
or zero logic state. A positive logic state indicates that a conventional contact smart card

30  reader is galvanically connected to the certified smart card chip 308 via contact interface
304. A zero logic state indicates that the certified smart card chip is connected for

operation in a stand-alone mode. The retrofit emulation hardware 320 provides a zero
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the clock termnal CLK of the certified smart card chip 308. If certified
smart card chips 308 other than the AT90AZ3636CFT chip are enpl oyed,

speci fi c worenrog7e48qui renents for supply of voltages to Prh@E/Ipmagoqoorseset and
clock termnals of such chips my be required to be net by retrofit

enul ation hardware 320. It is appreciated that switch 326 nmay be enbodi ed
in a push button as illustrated in Figs. 1 and 2 or alternatively may be
any other suitable type of switch such as an optical, touch, audio or other
switch or a conbination thereof. The provision of voltages to the power
VCC, reset RST and clock CLK termnals of the certified smart card chip 308
enabl es cegdid Ethe dosEBridn 16 AdAteRnBAIBODAN EHékbEeRtE of dr extdridniaxier Bynst al | ed
thereon including the retrofit firmware 3%$ The etroflt firmvare 322

i ncl udes Msaes YrobE@HrPYA cireldty lorTehinicoM ™ BRI &Ilty, whi ch enabl es the

certified smart carg i RseBB8of fh SlisrhdlHeHdES fhelREWRE RmaR bRL dhg1308n
communi cation with a conventional contact or contactl ess snart card reader

and st and RAYowETPEREYIBhthe exigemeb radicd Wit ifefapt ¥eht | ifithy BHPion. The

foregokng g RGk %Shﬁ&&aré Lwa%t h&“ﬁreé@’ﬂﬂ GP MRhBCNRS rQlabOisnahplyaanaly ed by the
certified smart card chip 308 but are enabled by the retrofit provided in
accor danceomnuhicatios myyeerie conivalats ipifakBPe 18 séberioerraFVifch 18ds pek rof i tt ed
functi Onala&t’hé‘tedagx?ob#hﬁ§ ool B8ty h@éjxs%%&w&@d thith hhdoreé%tﬁapthe%ﬁ@t e ina

st and- al one node of operation enpl oyi ng sane data termnal, 100, which
i s used f onlldowmn e almhepeaﬁwpalttumtedﬁh@ﬁ@ exlginplet deecrivpd berpip Vdﬁler ation

pdent ! 4 CRlAQfte HN1aLd 32k! g%rssrgo%%ﬁnmgﬁ&%a (B8 GhleAhoclaia il th{H Nal | OO of

the certi Smart=c¢ard I'sIn a positive or zero og| state.
posi tilge hmgemat&i dmeﬁmnmrmhtyelsastman cammgmvaion unabntztintsaioterfaeradlc card
Lgﬁ?:;tlsﬁgé %Vd¥pﬁgpegpted to the certified smart card chip 308 via

It is thus appreciated that the present invention provides a retrofitted
smart card including a certified smart card chip including secure access circuitry
permitting communication exclusively with a certified smart card chip reader, a display

15 and retrofitted circuitry operative to enable said certified smart card chip to
comumunicate data to said display and also to communicate with said certified smart card
chip reader.

Once the mode of operation identification functionality indicates
operation of the certified smart card chip in a stand-alone mode of operation, the

20  following takes place:
A. optionally the retrofit firmware 322 decouples the serial data terminal
100 from the communications controller which is built into the certified smart card chip
308;
alternatively, the retrofit firmware 322 employs the communications
25  controller which is built into the certified smart card chip 308;

whether or not the retrofit firmware 322 decouples the serial data
terminal 100 from the communications controller which is built into the certified smart
card chip 308, the retrofit firmware 322 controls communications to and from the
certified smart card chip 308 via data terminal 100

30 B. optionally, the retrofit firmware employs the clock signals received from

clock oscillator 428;
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304. A zero logic state indicates that the certified smart card chip is

connected for operation in a stand-alone node. The retrofit emul ation

har dwar e WOQowovisdes a zerol ogi c state connection to tireTdntoaco®@oni nal | OO

in the absence of an external reader by neans of active pull-down circuitry
| ocated in control circuitry 442. In the presence of an external reader,

the certified smart card chip 308 may communi cate with the external reader

via contact interface 304 as if the retrofit firmvare and hardware was not
present. If a contactless reader is enployed, the comunication nay be via
contactless interface 306. In either case, switch 326 is not actuated and

thus control circui t¥m4fRly &emﬁoﬁpﬁw&@lemws él&ﬁ sfgﬁéykécm%@ﬁmme active

pul | - down CII’CUItlﬁ{IS not “operative. is noted that th eexanpe
descri bed Hefkedsqil Ofwlkéﬂ%méﬁ@@ﬁ?cbsnﬁﬁg@rd chip 308; r ef ers to comunication via

contact interfage 3Q4 relbfGhRGrAPHI %Y%Qﬁie Lh@fiedl 0 tdaﬂf‘éﬂl#) ¥s gsed on

communi cation via contactless interface 306 may be alternat y provi ded.
It ist huspra‘ﬁ@ﬁﬁlégzﬁlﬁitfé@ktb’ﬁmsequﬁed%@sféﬁﬂlsplﬁ‘x/elﬂt| on provides a retrofitted

smart_card [ nol uding, g aehblibld RERLLSALANGNAIABIL YiA . BoRUr g access

circuitry permtting communication exc usive a cert smart card
chi p readefig. hthti rsmﬁflrmwdreraéﬁ r@!flt?weséldcmrmmmiroyrddpbnmfme an m@nﬂbl e said

certified rﬁ)'ﬂavrotl ﬁ:earlhgl&? c%%aec %9 a&u&o&té\ggltq al so to

cormuni cat'e wi th sard smar car lfnﬁléa node of
oper at i on Qfebisi ¥10 end busr»lﬁ mmw&yn:hlvmtﬁyléu ndi cat es operation of the certified

ol ace: A opti onal | 3 B EEE OF F R Rl SR BRS bRl Bih Frie el “dat
term ndl KO X teretrdfe ficowae 322 adiiicyasthe eenfiaithd nilabd @bdii sndwat frdmiant o t he

certified nsltrgzanra S (fcg'iatclh npemory of the certified smart card chip 308 and outputs it to

display driver 314.
D. the retrofit firmware configures the display driver to diéplay the secure
data;
15 E. the retrofit firmware sets a predetermined time duration on the interval
timer 426;
F. the retrofit firmware 322 issues a single instruction which results in the

sequence indicated below:
the retrofit emulation hardware 320 terminates the supply
20 of electrical power to the certified smart card chip 308, thus disabling the retrofit
firmware 322; and
preferably once the supply of electrical power to the
certified smart card chip 308 has been terminated and the retrofit firmware has been
disabled, the display driver 314 causes the display 312 to display the secure data for the
25  predetermined time duration set on interval timer 426;
at the end of the predetermined time duration, the supply
of electrical power to the display driver 314, the display 312, the interval timer 426 and
the control logic circuitry 406 is terminated.
It will be appreciated by persons skilled in the art that the present
30  invention is not limited by what has been particularly shown and described hereinabove.
Rather the scope of the present invention includes both combinations and

subcombinations of the various features described hereinabove as well as modifications
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alternatively, the retrofit firmvare 322 enpl oys the comuni cati ons
controller which is built into the certified smart card chip 308; whether
or not thwonretwwddss firnmmvare 322 decoupl es the serial dacaiLmmeevals | OO
fromthe communications controller which is built into the certified smart
card chip 308, the retrofit firmvare 322 controls comruni cations to and
fromthe certified smart card chip 308 via data termnal 100 B. optionally,
the retrofit firmvare enpl oys the clock signals received fromcl ock
oscillator 428;alternatively, the retrofit firmmare enploys cl ock signals
received froma clock oscillator built into the certified smart card chip
308; C t -t tcard chip
308 for ppg%ggi?ﬁ&huwéﬁdlsp ayﬁ%%mgggggéﬁgg%gg% tﬁg&%&gmﬁg&%ﬁTg In the
exanpl e ofdeacripéibp endeeihich ate sofrin hedribarei nabove with reference to Fig. 1, the
retrofit firmvare 322 retrieves the current debit card bal ance from an
internal non-volatile nenory of the certified smart card chip 308 and
outputs it via data terminal 100, bus 310 and bus 316 to display driver
314. In the exanple of a credit card described hereinabove with reference
to Fig. 2, the retrofit firmvare 322 retrieves the remaining avail able
credit anmount froman internal non-volatile nenory of the certified smart
card chip 308 and outputs it to display driver 314. D. the retrofit
firmvare configures the display driver to display the secure data; E. the
retrofit firmvare sets a predetermned tine duration on the interval tiner
426; F. the retrofit firmvare 322 issues a single instruction which results
in the

17



sequence indicated below the retrofit emul ation hardware 320 term nates
the supply of electrical power to the certified smart card chip 308, thus
di sabl i ngwvohleiwmsp4sef it firmvare 322; and preferably oncecrhexauppbis of

el ectrical power to the certified smart card chip 308 has been term nated
and the retrofit firmvare has been di sabled, the display driver 314 causes
the display 312 to display the secure data for the predetermned tine
duration set on interval tiner 426; at the end of the predeterm ned tine
duration, the supply of electrical power to the display driver 314, the

di splay 312, the interval timer 426 and the control logic circuitry 406 is
termnated. It will be appreciated by persons skilled in the art that the
present invention is not limted by what has been particularly shown and
descri bed herei nabove. Rather thecﬁbéﬂ@4§f the present invention includes
bot h conbi nati ons and subconbi nati ons of the various features described
her ei nabove as well as nodificationsthereof which would occur to persons
skilled inl-the art dpoiofitieddfedlcarheorpiségoi ng description and which are not

inthe prior art.CL A I MSid si%a{t%ragﬁi. tted credit card conprising: a
certified smart card chip; a gisp ay; and retrofitted emulation circuitry

operative to enabl e sai o dieplasi fided smart card chip to commnicate
[ nformation to said di splay.natylbst anding chhat,sal dagerkhtiedpmart card
chip is configured for conmunication only an external read/wite
devi ce. 2.smArtraatd dfip td eshnidedicatie mémolatimntprshigi digplay notwithstanding that said
certified smart card chip is configured for communication only with an external

10 read/write device.

2. A retrofitted debit card comprising:
a certified smart card chip;
a display; and
15 retrofitted emulation circuitry operative to enable said certified
smart card chip to communicate information to said display notwithstanding that said
certified smart card chip is configured for communication only with an external

read/write device.

20 3. A retrofitted smart card comprising:
a certified smart card chip;
a display; and
retrofitted emulation circuitry operative to enable said certified
smart card chip to communicate information to said display notwithstanding that said
25  certified smart card chip is configured for communication only with an external

read/write device.

4. A retrofitted smart card comprising:
30 a certified smart card chip including secure access circuitry
permitting communication exclusively with a certified smart card chip reader;

a display; and

18



a certified smart card chip; a display; and retrofitted emulation circuitry
operative to enable said certified smart card chip to comruni cate

i nf or mat iwo 20w/@adsd di spl ay notw t hst andi ng that sai d cecrilfiedo®oart card
chip is configured for conmunication only with an external read/wite
device. 3. Aretrofitted smart card conprising: a certified smart card
chip; a display; and retrofitted enulation circuitry operative to enable
said certified smart card chip to conmunicate information to said display
notw thstanding that said certified smart card chip is configured for
comuni cation only with an external read/wite device. 4. Aretrofitted

smart card conprising: argefifdd diRdinSPbhtiEAotknehll Raib ReknAl B P854r € access
circuitry permtting conmunication éxclusively with a certified smart card

chi p readefhip & efingpindspte datd ioetaidodirltvetndadlsodaicemipupisete atihseidtcsrtdigdbl e sai d
certified gpart. fakfdo.chi.p to comunicate data to said display and also to
conmmuni cat e vmtf'n sg{jrg certified smart card chip reader. 5. Aretrofitted

card according to any of the preceding clains and al so conprising a

generaliy gredit-cand,_sj . u i I ANEN! mart card
chi p, séai d§'di spl ay é\nr %ﬂgéﬁ% ?%?f%#ﬁnﬁgegp (QZIIB{’) élfjjfht@?pﬁ&gﬂg%%ri%% P Jcl)cflgltm?ed card
accor di ng tompaisipg e feerchadlypraigedidnized bubismate supdoréihg seid opgutifisii sngpriaeerél ect ri cal

power el en&% 82886{5815. ve sfa%rrev?&%%@icf?&itﬁf’?‘i d certified smart card

6. A retrofitted card according to any of the preceding claims and also
10 comprising an electrical power element operative for powering said certified smart card

chip, said retrofitted circuitry and said display.

7. A retrofitted card according to any of the preceding claims and also
comprising power management circuitry operative to provide electrical power to said

15  certified smart card chip and to said display generally at non-overlapping times.

8. A retrofitted card according to claim 5 and wherein said substrate has a

thickness which does not exceed 0.8 mm.

20 9. A retrofitted card according to any of the preceding claims and also
comprising retrofit firmware for operating said certified smart card chip at least in the

absence of an external read/write device.

10. A retrofitted card according to any of the preceding claims and wherein

25  said retrofitted circuitry includes hardware external to said certified smart card chip.

11. A retrofitted card according to any of the preceding claims and wherein
said certified smart card chip is a smart card chip which is operable to communicate
data only with an external read/write device and with said display.

30
12. A retrofitted card according to claim 5 and also comprising at least one

of a contact interface and a contactless interface mounted on said substrate.
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chip, said retrofitted circuitry and said display. 7. Aretrofitted card
according to any of the preceding clains and al so conprising power
managenerwoenroap4ssy operative to provide el ectrical porer/ILm1ea0d14
certified smart card chip and to said display generally at non-overl appi ng
times. 8. Aretrofitted card according to claim5 and wherein said
substrate has a thickness which does not exceed 0.8 mm 9. A retrofitted
card according to any of the preceding clains and al so conprising retrofit
firmvare for operating said certified smart card chip at |least in the
absence of an external read/wite device. 10. Aretrofitted card according
to any of the preceding clains and wherein said retrofitted circuitry

i ncl udes hardware external to said certified smart card chip. 11. A
retrofitted. card acéarhifitigd cadangordifg tchanymf deadeasding chimsandrivhewdtier ei n sai d
cer ti fi ed SORElirERLEHIRolif i PSRl P REAoRR ML obSa@BEL AL, 1O
conmmuni cate data only With an external read/wite device and wth said

di spl ay. Xher than @ mesiniled mehnemofdisaccording to claim5 and al so conprising at
| east aqne of a contact interface and a contactless interface nounted on
said substrate.13. Aretrofitted card according to any of the preceding

cl ai ns and4wher ei n Asa¢tbfitted tdrfl hexdrdiugap tclagmd 2 achdlgp domipesipg @ pedvhich a
retrofitte contht.éorgﬁ%rate i% ﬁ.na ner, oth%n than its intended manner
of use. 14MCROPELE 3HT PTRETERY BECHP T TR P W4 % and al so conprising a
bus which interconnects said certified smart card chip with said contact
interface.,.15. Arejrofitted card according.to.claim12 and .al so conpri sing
a bi di rectPonal coﬁ%eEWP% ¥ ?rha?WF@F%g%ﬁ%FP 1ngﬂ 880 t PR & far t car d
chi p wiot h bidettionantonadtios Sviidht Bkdramfectslid Lerfifddr artt dagdl chigredthagagdr di ng to

any of the grecedin clainms and al so
contactless mntertface.

16. A retrofitted card according to any of the preceding claims and also

comprising a manually operable display control switch.

15
17. A retrofitted card according to any of the preceding claims and wherein
said retrofitted circuitry comprises control logic circuitry which receives electrical
power from power management circuitry.

20 18. A retrofitted card according to claims 16 and 17 and wherein said power

management circuifry includes a switch actuation sensor which is coupled to said

display control switch.

19. A retrofitted card according to claim 18 and wherein said switch
25  actuation sensor provides a switch actuation output to first and second relay control

circuits.
20. A retrofitted card according to claim 19 and wherein said first relay

control circuit is operative in response to said switch actuation output to provide

30  electrical power to said certified smart card chip.

20



conprising a nmanually operable display control swtch. 17. Aretrofitted
card according to any of the preceding clains and wherein said retrofitted
ci rcui trywoanwia7ss83 control logic circuitry which recei Pe3/IEt@@b00DGIRAI power
from power managenent circuitry. 18. Aretrofitted card according to clains
16 and 17 and wherein said power managenent circuitry includes a switch
actuation sensor which is coupled to said display control switch. 19. A
retrofitted card according to claim 18 and wherein said switch actuation
sensor provides a switch actuation output to first and second relay control
circuits. 20. Aretrofitted card according to claim19 and wherein said

first rel aj. control AGttfdfitled cdrg aQRRTIRE o\CRirh$1 7 £INORFEwWhQein il s&Whd Ch
actuation output to pravide electrical power to said certified smart card

chip.21. A° %F?‘B‘F’§ fif Hléaﬁﬂa%véd%r%fp?ﬂj%t%sa& SR agtpatigRPulPYt EnRfoviler ei n sai d

second r elekyrRONdwRl t& ki€ Cbhtrdl So QP BRrélity Qo iaNtiidpBSRARNSCarldCto sa%' idresod t Ch
actuation output to provide el ectri cal power to said control YOQIC

circuitry, U a di splay driver and to an interval tinmer. 22. Aretrofitted
card agcording to any of the preceding clains and al so conprising real tinme
clock circuitry providin real time security code generation. 23. A nethod
of prOV|d@ﬁg a credhtre WPKhmﬁo@@%ﬁmﬁﬁwnﬁéhedm@phmychmmmmxbnmnonpr|S|ng

provi di ng campeditd EA19the I irbd oo id ' W th said
certified sngrﬁggér ch |pf H&grgﬁﬁ a?ﬁﬁ%ﬁgggéngaﬁgﬁa&%%%#@?lte device to
enabl e said certified smart card chip to communicate with said display
notw thst andi ng thaf sahsh Ger %\Ildlﬁcg a credit card with a card-mounted display

10 function comprising:
providing a certified smart card chip;
associating a display with said certified smart card chip; and
emulating an external read/write device to enable said certified
smart card chip to communicate with said display notwithstanding that said certified
15 smart card chip had originally been configured for secure communication only with an

external read/write device.

24, A method of providing a debit card with a card-mounted display function
comprising:
20 providing a certified smart card chip;
associating a display with said certified smart card chip; and
emulating an external read/write device to enable said certified
smart card chip to communicate with said display notwithstanding that said certified
smart card chip had originally been configured for secure communication only with an

25  external read/write device.

25. A method of providing a smart card with a card-mounted display
function comprising:
30 providing a certified smart card chip;

associating a display with said certified smart card chip; and
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smart card chip had originally been configured for secure conmuni cation
only with an external read/wite device. 24. A nethod of providing a debit
card wit wea 2svud94ssunt ed di splay function conprising: provimimgomosertified
smart card chip; associating a display with said certified smart card chip;
and emul ating an external read/wite device to enable said certified smart
card chip to communicate with said display notw thstanding that said
certified smart card chip had originally been configured for secure

comuni cation only with an external read/wite device. 25. A nethod of
providing a smart card with a card-nounted display function conprising:

providing a certified sgR{fatifRhd coBing; re@eﬁﬁﬁ&lc&iﬂc@@o anaﬂlesgaicayem»ﬁadh sai d
certified smart card chip; andenul ating an ext &Ed/wilte %fVlce to
enabl e saP@a&pgdhirele comapnicair Witk Figh dvBIaE ot i spl ay

not wi t hst andi Bgy hidthad 8lidnA8S bk b&ﬁigﬁf@@rﬁgr s@@fr@c&ﬂhﬁu&ﬁ% ehlyGvithadnl y been

configured for secure conmunication only with an external read/wite

devi ce. 2@¢@Aﬂﬁﬁ¥W®@eﬂﬁwﬁbrOV|dlng a smart card with a card-nounted display
functign conprising: providing a certified smart card chip including secure
access circuitry permtting comruni cati on exclusively with a certified
smart card chip reader; associating a display with said certified smart

card chipysand causi ngsal f GREGhL 3 sHRIbCRll Lok Anearap,cat e dat a

to said dlsplay an ot cate with said certified smart card chip
r eader . - function comprising:

providing a certified smart card chip including secure access
10 circuitry permitting communication exclusively with a certified smart card chip reader;

associating a display with said certified smart card chip; and

causing said certified smart card chip to communicate data to said

display and also to communicate with said certified smart card chip reader.

15 27. A method for providing a card-mounted display function according to
any of the preceding claims 23 - 26 and comprising:
running retrofit firmware residing on said certified smart card chip for
operating said certified smart card chip at least in the absence of an external read/write
device.
20
28. A method for providing a card-mounted display function according to
any of the preceding claims 23 - 27 and comprising:
providing a switch actuation signal when a user actuates a display control
switch; and
25 responsive to said switch actuation signal, supplying a voltage to said
certified smart card chip and simultaneously actuating a clock oscillator which begins to

provide a clock signal to a clock terminal of said certified smart card chip.

29. A method for providing a card-mounted display function according to
30  claim 28 and wherein said supplying a voltage to said certified smart card chip enables
said certified smart card chip to run retrofit firmware installed thereon including mode

of operation identification functionality, which enables said certified smart card chip to
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27. A nmethod for providing a card-nounted display function according to any
of the preceding clains 23 - 26 and conprising: running retrofit firmare
resi di ng wo 20evd94sartified smart card chip for operati ngCsaLmiwerdi4f i ed
smart card chip at least in the absence of an external read/wite device.
28. A nethod for providing a card-nounted display function according to any
of the preceding clains 23 - 27 and conprising: providing a switch
actuation signal when a user actuates a display control switch; and
responsive to said switch actuation signal, supplying a voltage to said
certified smart card chip and sinultaneously actuating a clock oscillator

whi ch begi digireisRT RS %yefaltigﬁ KinStiRhnidaBoft Wit GK cdrnSEHoBa! cQfact @) d
certified smart card chip. 29. A nmethod for providing a card-nounted

di spl ay f uieetactess sparbeadd regdear encstaridralang operatianher ei n sai d suppl yi ng a vol t age
to said certified smart card chip enables said certified smart card chip to
run retrofit firmvare installed thereon including node of operation

i dentificatlion func®i watbd for, providing aenaabhemtsiadisplaefuntfdnestcedimgttocard chip

todi stinguyhh ﬁ%mre‘re%%%{d%{ah&’-’alohé‘m%%%%%%@é& %glbrl%{j_h%ﬁhat a5 0NE Q{ #gnal

contact” or contac Ss smart card reader and's one operation. 30. A
met hod f orsape detiadérmipas vdaehdreresed fa dontsispd-alynd apaetiomn according to claim 29
and wherein said stand-al one node of operation enploying at |east sone of
the sane data term nals which are used for non-stand-al one operation. 31. A
met hod for3lprovi di ng maectbad tbr moenidieg a diagiphayntddudiglidyofunattmarcdirdigg tt® ¢l ai m 29

opS, e oL, TRR . ADELALL O LOSR LLASRL RRLUDGY BBl enoes,
posi tiNe akic 2@iabdhtogErainal af Qid vérefiel smagt QaabtHip Weinl 0fpsRive toak&oilogt cat es t hat
a convent is%?e?lwh%ge% %Cptosi 1@ Ec}giccgcarltg indicates that a conventional contact smart card
reader is galvanically connected to said certified smart card chip and zero logic state
indicates that said certified smart card chip is connected for operation in a stand-alone
mode.
15
32. . A method for providing a card-mounted display function according to
claim 31 and wherein when said certified smart card chip operates in a stand-alone
mode of operation, at least one of the following steps occurs:
L retrofit firmware controls communications to and from said certified
20  smart card chip;
IL said retrofit firmware employs the clock signals received from a clock
oscillator;
OI.  said retrofit firmware operates said certified smart card chip for
processing and displaying securé data on said display;
25 IV.  said retrofit firmware configures a display driver to display said secure
data;
V. said retrofit firmware sets a predetermined time duration on an interval
timer;
VI.  the retrofit firmware issues a single instruction which results in the
30  sequence indicated below:

the supply of electrical power to said certified smart card chip is

terminated, thus disabling the retrofit firmware; and
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reader is galvanically connected to said certified smart card chip and zero
| ogic state indicates that said certified smart card chip is connected for
oper at i orwDron/wH48ad- al one node. 32. A nethod for provi écmgLzieerdianount ed
di splay function according to claim3 1 and wherein when said certified
smart card chip operates in a stand-al one node of operation, at |east one
of the follow ng steps occurs: | . retrofit firmvare controls

comuni cations to and fromsaid certified smart card chip; Il. said
retrofit firmvare enploys the clock signals received froma cl ock
oscillator; Ill. said retrofit firmvare operates said certified smart card
chip for processing and elicspgheagipply edastrwalipdveer on ssidicettifled phay carlV. sai d

retrofit fiug he. conf. e I shl dri,ver ta.display said secure data;
U sai d rer ot el Bt 63 & SR B B R B P e 6 En 1 ntorva
tiner; VI.cansee sziddisphy to disptaywar ecirs sate for a pridagineinddiitd digdtioannahi ch results
in the sequence indicate el ow. . the s I f .electrical power to said
certified smart card chi%'£%eP%%ﬁfﬂ%P§g&gPﬁ ps Ayretity e SUpRLY 08¢ ¢
firmwarke; detmatpvdne sididpiayaf teahiegtd.i cal power to said certified snart
card chip has been termnated and the retrofit firmvare has been di sabl ed,
sai d display driver causes said display to display the secure data for a
predeterm ned tine duration; and at the end of the predeterm ned tine
duration, the supply of electrical power to said display is term nated.
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