1 for PCT/ DE95/ the encryption and decryption of

d.tal i nformation decryption facility The invention
relates to a proceduﬁﬂNW@Wﬂ@Mﬁmﬂﬁcryption and decryption of digital

i nformati on by means ion facility, the decryption facility
guaranteeing 5 access td"8dt'hori sed persons and preventing access by

unaut hori sed persons. Digital information lis i ncreasingly being sent via
unsecured di stri i | s. This information, however, can be secured
if the authori?gaﬁ%gﬁg%ﬁmﬁgaghe only one to receive the key and to be able
to decrypt the Prédedureafor e enthgption and fdecrypfior bedigy informbtidiebph@amnd 626 1 n
such a way that only authorised persons nay use the key and 10 that it is
not possible tée%ﬁ@§N1@C@H( An encryption/decryption unit (EDU) is
described in publication US 84/01856. The aimof this inventionis to
enabl e the secure exchange of a key via unsecured data lines (e.qg.

t el ephone |ine - : | cent SSi N 4 (GPL):
menory with raﬁ?gﬁgéﬁgé%Egéégﬁ?%qyﬁéﬁﬁﬁéﬁgég§kgx ﬁgﬁb%kkgvgﬂ%§ER§E%%gﬂ15
stored and a " ddban®ivarbypheon oftaadedaption (DY, the pleogpssofacilay buaraiteeidgd i n
a ceramc nodule, to nmake it inpossible to nonitor the conmand processing.
Furt her more> ede§ys EOAYRIHEAPRSORS AddEeventing peatstbyirBtiodsddIessoshe CPU t o

process encryp o . i | i het Wo
ok, ~each o g dERRHEy W HERCRIGAMDRAL LR S uRELARY AL HERRL
partner in 20 amyiyfr@atidhowane, tastescurtief thaautheyisedapeesdnhiepheoipioned t o

formthe so-called session key. This session key is then used to encrypt
and transfer thkerecaiveithelgysnd to bpablgite derraritthywfesmating. sTherjianster ehtheikey” i n

the fact that : ecti on i r | red.t han h ndNi'S
is required mﬁ?%Srﬁ?§g%%§%£@*%é%gdgg%ggéﬁﬁgéfﬁgﬁ?gé%éégﬁggggr ﬁ%ﬁgyﬁggkey
whi ch is then tramnstast gssibr thhpassat ber EDU and 25 conbined to formthe

conpl ete key. Furthernore, it is possible in this way to send information
to recipient groups with the sanme encryption since a different key is

An encryption/decryption unit (EDU) is described in publication US 84/01856. The
aim of this invention 1s to enable the secure exchange of a key via unsecured data
lines (e.g. telephone lines). Every EDU contains a central processing unit {CPU),
memory with random access (ROM), in which key exchange keys (KEK) are
15 stored and a "data-encryption standard" (DES) coprocessor; all imbedded in a
ceramic module, to make it impossible to monitor the command processing.
Furthermore, every EDU contains a special circuit which enables the CPU to
process encrypted commands. When a connection is established between two
EDUs, each EDU selects a part key. This part key is transferred to the partner in
20 encrypted form and tested. The two keys are then combined to form the so-called
session key. This session key is then used to encrypt and transfer the information.
One disadvantage of this invention lies in the fact that a two-way connection is
required to exchange the key. This is required with this method because each EDU
produces a part of the key which is then transferred to the other EDU and
25 combined to form the complete key. Furthermore, it is possible in this way to send
information to recipient groups with the same encryption since a different key is

generated for each connection of two EDUs.
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gegerated for each connection of two EDUs. 2 for PCIT/ DE95/ 00738

P i cati on EP 0266748 descri bes a coprocessor with decryption properties
and non-readable key plates. These key plates are transferred to the
coprocessor using a transfer nodule. Once the key plates (for a specific
program are transferred to the coprocessor, the transfer nodul e becones
redundant. This prevents the key 5 pl ates % rom bei ng transferred nore than
once to sever al, CORreReSIRy7Sg This nmakes it possible to decrypt prograns

to decrypt prograns to ich the key plates were transferred in the
coprocessor. TiRebliiasac\E026748fdebdrites iansopnddessor wichwes@yptianSprobadtied and
transfer token nust be trapsferred to a special nenpry unit (hardware
transfer nodul 8pnvgadable ke plateso Thesedwr dlatesip drantfersed (isthe cpRiasessar ubiag | y

tails handli [ ' h
customsr . Thi s ‘NEBRE" rioapie, DEE (DR et or ARpbARLBAELERN LB AGER 0 (e

transfer nodul ehehasprbesedte tliee tramsiieniho dli Ibeedtads, redtindasit. MHis pRASHt Rhe kep
transfer the keia via el ectronic nedia. According to publication FR-A-2 681
165, a procéduPitessirun daimefteansierred amse yhenace 1o sevard fceprogesspisf Ghisemaksh

b e - i ch h,h fil i th I
addr coses and THE SO CROBh DL HTCRIF AT arod Rl vhich o Kbt BaEe ¢ Ehe

i nformation iSt@ﬂﬁEMéﬂﬁ\dhéB%prb@esfsérrSt card, transferred in encrypted form
fromthe first to the second card and finally decrypted on the second card.
Thi s procedur e Tihe disrdvasege 08 élais byvenhien, flaorevehais thitea gressfepttploam sngt be

decryption only 20.use the contents of one rt of t ne fil s key.
This part is i %@H%Frfrf’cgdo bY SPREY nLeTPIY, 4B e@g%avgf% tWHPtg% r?gapuiféeﬁhﬁs &ﬁ%
first card gndpbésnat @idREnt 6n LHL THRCOMGally Thtbss FBANSe bRBlentMThR! A6kuBOXES
exi st in which the sane reference file is stored. Since this reference
file is unknowmusbbe tddirdctpdita thesnd anstacidr. ddss means beat ke inforgmtion batneebe t he
two cards vvhiclgi i ndi Sates a_ _position id’l tl[?e referen(f:e file The contents
ecrypted again as the transfer module has become redundant. Moreover, 1t 1s not

possible to transfer the key via electronic media.

According to publication FR-A-2 681 165, a procedure is known for the encrypted
15  transfer of information between two microprocessors which each have a memory
file with several addresses and the same contents in each card. Using this
procedure, the information is encrypted in the first card, transferred in encrypted
form from the first to the second card and finally decrypted on the second card.
This procedure is characterised by the fact that the encryption and decryption only
20 use the contents of one part of the memory file as key. This part is identified by
means of address data which is used by the first card and transferred to the second.
This means that two black boxes exist in which the same reference file is stored.
Since this reference file is unknown to third parties, an address can be exchanged
between the two cards which indicates a position in the reference file. The contents
25 of this position are then used as symmetric key in both cards in order to encrypt
and decrypt data (keys). The disadvantage of this solution is that the data from one
card is transferred to the second card. Furthermore, it is not possible in this
solution to exchange the individual encryption algorithms centrally in the end

devices in order to dynamise the conversion of the keys and the data.



2500f this position are then used as symmetric key in both cards in order

t ncrypt and decrypt data (keys). The di sadvantage of this solution is
that the data fromone <card is transferred to the second card.

Furthernore, it is not possible in this solution to exchange the

i ndi vidual encryption algorithns centrally in the end devices in order to
dynam se the conversion of the keys and tihe data. 3 for PCT/DE95/00738 The
sol ution accorqggpbfq?ﬂyghkhggtion EP- A-0 033 014 is the standardi sation of
the encryption and decryption algorithns used, w thout any val ue being

pl aced on theS&eablgaon hdvwedibe tnpubilicativel EP-A20 032 0U4 & the slahdgBeaich dfahaot ed
that these algorithns are to be used at a | ater stage to encrypt and

decrypt the cofb&npitomped deqyptinn algoathmst ysed, withett any THuee d6ingt plagedags unes
that both parti S i r i h Ngq.t rit cr.et or
nmust be sure tlﬁ}ge?et%géﬁ\}/l\nﬁlpl b%{é‘? t‘?%téfeh’ig gag\elégﬁltl}gglet Q%fﬁ% ?\lge sngFét?tsitg% ithses% hat

the receivers afgotitten@esase used at HRYerBtigsUe ehbriypt Atk @itiy@Nhe E@tents and
i ndependently transfer the key [l)_rograms to any number of key PCs making it
possi bl e fof udgyalBrngies af ptad Thapalptéan essurpescidatsbath pariiss shegean intgesthe t ask

of the inventi Be iin?gdfh%i a?ﬁo\fﬁi]rg? sé%r&[)cgcrgﬁjs 'be S]é%r th%thﬁlgg 3}\%{1 Ef)gmﬁegg@%dvtag}tagﬁ si ng

decryption of digi ormation ne rll)s a de

whi ch i nf or mabF ee seRfioRes Mhsthe irddetvers dfMhembsese, iffthenslirfue/@s ihRns&Y eha!
receivers and where the encryption of the information requires little

t echni cal admi midspengenthe trafisfer the keyheragipymy ¢y gny ammper of ey i Mg edkisgcior el y
and transferred ir afmanneté Wnidﬁg (iLSVguar ant ee??them secure agai nst

detection. Mor 88VEY "I HENGRT TN B ﬁSttS)eaCB‘Eﬁ DPE2ESr the owner of the
decryption facility to pass on a key since the distributed algorithnms for

encryption and decryption of the transferred key cannot be exchanged

bet ween enanyptlihentasin b d@e rifpdnkion it aosi dévelopsa procddukd ifbr thy enérgptidd apgnt ,
it is possible to use sonme nethod of encrypting the keys. 20 The nodern
possi bi | ities @fciypléaikphdical Bifermppon b méags af tahdeangtipnofacifitye usingswhick  of

> Iopﬁg'r' ed plai n,d eXtiRn(URBRGINRLES ih WL R AP F1Y shika SRR NG
the encryption of the information requires little technical administrative effort,

whereby keys can be distributed securely and transferred in a manner which

15 guarantees them secure against detection. Moreover, it should not even be possible

for the owner of the decryption facility to pass on a key since the distributed

algorithms for encryption and decryption of the transferred key cannot be

exchanged between encryption and decryption facilities.

To fulfil this requirement, it is possible to use some method of encrypting the keys.

20 The modern possibilities of breaking an encryption algorithm rely on the presence
of so-called plain texts (unencrypted information) and the corresponding cipher
texts (encrypted information). To break block systems such as the DEA, the text
volume must be very large. This is necessary to implement methods such as Biham
and Shamir's differential cryptoanalysis. At the present time this method is the best

25  attack on block encryption systems such as the DEA in existence (described in Eli
Biham and Ali Shamir "Differential Cryptoanalysis of DES-like Cryptosystems" in
Journal of Cryptology vol. 4 pp 3-7-2, 1991).



tis (encrypted information). To break bl ock systens such as the DEA, the
t 9 vol ume nust be very large. This is necessary to inplenent nethods
such as Biham and Shamir's differential cryptoanalysis. At the present
time this nethod is the best 25 attack on bl ock encryption systens such as
the DEA in existence (described in Eli Bihamand Ali Shamr "D fferential
Crypt oanal ysis of DES-1ike Cryptosystens” 4n Journal of Cryptol ogy vol. 4

pp 3-72, 1991) foﬂpcf@Egg%%g)?%/ 00738 It is inportant to nmake the process
for encrypting the key as difficult as possible to discover. It is

necessary, theitef dnportdndtkeeke theeprvadssifee eatryplig the dep hedifficikta pavablbabl e to
third parties as |low as possible, particularly with regard to the key
transfer. 5 Thid8C®4$h be achi eved by encrypting the keys with frequently

h [ i I ' +n LR third [ i,shing t
Goarypt the. ke Aoess e Thort B8 1o KPR J bbb SR b BRI e

encryption progesies asloshagsslble [pirfcddriowie adpard Pdahe kBLGAlsts. keys can be
made avail able to specific persons or roups infy, t hese persons or groups
havi ng excl disi J&iskeioviieetigieved by igacikpiing the kése mjthtiresmenhoelasging lenciyptian so
necessary to create a special processor .as part of this, process. This

provi des a cheze-iffra%()zri'ﬁ1 Ssz@ﬁrnéear?‘%ﬂ}?g lﬁpad?%st‘?’{g@ﬂ?it%ae%rﬁ%t tkgifgysarﬂﬁ‘gtﬁi%?lg%ti ng
the key decryptie@ cRIcRHE Sfzofifldh N&lerPEind thedeSPHoR Prockds it Shaaks® necessary
to ensure that it is not possible for the authorised receivers of a 15 key
decryption process from passing this on. According to the invention, this
is solved by the characteristics |listed in Patent Caim1l and Patent C aim
2. Preferred dévs dpneress Hrat speeificekestcan heninpde available|ta specifiTipersony @nt i on

decryption al gorEhra e RS BERtSes il Bk SRkt o ko8
10 decryption process.
It 1s also necessary to create a special processor as part of this process. This
provides a cheap and secure method of distributing the keys and protecting the key
decryption process against being passed on.

It 1s also necessary to ensure that it is not possible for the authorised receivers of a

15  key decryption process from passing this on.

According to the invention, this is solved by the characteristics listed in Patent
Claim 1 and Patent Claim 2. Preferred developments of the result from the

subclaims.

The invention is depicted using Figure 1, which shows the decryption facility for
20 key decryption algorithms, and the process for implementing encryption and

decryption of digital information.

To explain in detail the decryption facility for key decryption algorithms shown in
Figure 1, it is depicted as used in several PCs, whereby digital information is sent
to selected owners of decryption facilities.

The depicted decryption facility consists of an integrated circuit 1, which is

assigned a central processing unit CPU 2, an internal, non-readable, volatile



diypti on of digital information. To explain in detail the decryption

f lity for key decryption algorithms showmn in Figure 1, it is depicted
as used in several PCs, whereby digital information is sent to selected
owners of decryption facilities. The depicted decryption facility consists
of an integrated circuit 1, which is assigned a central processing unit
CPU 2, an internal, non-readable, volatile 5 for PCT/DE95/00738 nenory
wi th random acegssse PR3 /@y3or ki ng menory and an internal, non- readable,
non-vol atile nmenory wth random access ROM 4 [in which two internal,

non-readabl e dewhypy iwith adndomi 4doess KAM angd wévkir embpy et amngtedal indner f ace
5 ~which is set up between_the central processi n}% unit CPU 2 and the PC 6
and is 5 |inkedeadablenronplgily memoare withtrandem pecgss RQNH4 (i yhieh wip internal,

[ di ' ' ' r 1N f f key. d [
ol gort ¢ him t oo Eery a0 SRePRES SldRHin, (o HCEM AR bEled et S GREE K ucor

sel ects an encrghidh BselLif Beividem thEbkntiilipSodessidgOutie OP8Ed 4n@ tBOPIYBtandL® t he
key when it is later transferred. O course this encryption algorithm nust

be kept setrefinkgidtantia PEed st the dataopagh 2o ,pansisdpartieliu rtegratganto an
encrypting keys. Stegeral. ariations of the DES, for exanple (e.g. with
different S boiné%%rfle FrEPher encryption processes would be suitable here.
The decryption al gorithm EE which corresponds with the encryption algorithm
15 EEU is now encrypted to obtain the illegible algorithmEEV. Now every

user of the dedhyptansfior bAgikey dgcryponhlgbithnt @ oldeaiptich ReitC aikes PROE tast O
the distributign point. Contact can be made e.g. verbally (including by
t el ephone), i U SE t en form or el ectronical | y. The user nust identify him

0 e el T v M P LR A B0 SRR DB
decryptionif acithd key aheh ittis latsefransf@rdde Ofdodiselthis encryption algorithm must be
kept secret and must be secure enough to provide security when encrypting keys.
Several variations of the DES, for example (e.g. with different S boxes), or other
encryption processes would be suitable here.
The decryption algorithm EE which corresponds with the encryption algorithm
15 EEU is now encrypted to obtain the illegible algorithm EEV.
Now every user of the decryption facility who wishes to obtain a key can report to
the distribution point. Contact can be made e.g. verbally (including by telephone),
in written form or electronically. The user must identify him or herself using the
public serial number of the decryption facility. Since this serial number is assigned
20 only once, it is possible for the decryption facility and its users to be uniquely
identified by the decryption facility. The distribution point can now decide whether
the receiver is authorised to receive the decryption algorithm. This may depend on

payment.

If the receiver is authorised, the encrypted decryption algorithm EEV is transferred
25 to the user of the decryption facility and is decrypted in the decryption facility to

obtain the algorithm EE.

Keys which were encrypted using the encryption algorithm EEU can now be

decrypted.



[ tified by the decryption facility. The distribution point can now

d de whether the receiver is authorised to receive the decryption

al gorithm This nay depend on paynent. If the receiver is authorised, the
encrypted decryption algorithmEEV is transferred 25 to the user of the
decryption facility and is decrypted in the decryption facility to obtain
the al gorithm EE. Keys which were encryptéd using the encryption algorithm
EEU can now be qﬂﬁf for PCT/ DE95/ 00738 The exanpl e bel ow

descri bes the S?bce§§ﬂ£§25g %ne of digital information is to be sent to

sel ect ed customesxarﬁé,lbb@lbwtdt@mb@ggle precdie sent the entire information but
not all are to have access to all of the information. One econom cal

real i sati on herevalame ef digitaljafognatian ibte besendto sel¢asedscustrfnearsrell ofithginzare

CD- ROM These ga%g ne k@ cap be.pro uc§§ ec?ngnic [y in large pug&ﬁrs and
are capabl e of "3t°5r 1Ay W FICAPFEmGUT, PHE N8k A48 10 Havg Assess o 4l ofdRe
sense, theref oifornifion] asR atdnoffical Nealisafied MRtd &) 4.8 encuupir@ohosmqy a
CD- ROM send it to all custoners and assign authorisation to the custoners

so that they odermaientvie GIxREOMatlihese daatrhedidican ibevemtlied, ecanomonllgan i on
is transferred,as 10 follﬁms. Tﬁg CﬁB are di tribu{ed ta.all_custoners.
Customer A is (HEHBYTRYE plHa5rcaptRle OLRPIEHY TS g dPImey ohiath 1HAPPERss [y
nunber SN=1. Cugl@WBiseAhkRrdre, fo5a8deVal dithe iiTBinhAnBn eddtyStell THQK BRI GB- 1 S
encrypted on the CD- ROM using encryption al gorithm EAU whi ch corresponds
wi th the usual Riivleserdl it td Bll destoyets anl assigo rauthoms&ERnusi thg duktereesysthat

according to the formul a NV: = EAU ( K) Now Custoner. A nust receiye the
key. The infor MY GR Wedhs HoEwAtiop &%ﬁ‘rg@ IXENtion, ALtharisation 1k drapsferred, ag e

decryption |y, follows.

The CDs are distributed to all customers. Customer A is in possession of the
decryption facility with the serial number SN=1.

Customer A is to receive information B. This information is encrypted on the CD-
ROM using encryption algorithm EAU which corresponds with the usual internal

15 decryption algorithm EA using the key K according to the formula
NV:=EAU (NE, K)

Now Customer A must receive the key.

The information distributor prepares the transfer of the key to the decryption

facility. The information distributor selects an encryption algorithm EEU, which is
20 to be used to encrypt the key which will be transferred later. This encryption key is

only ever transferred in encrypted form, never openly.

The internal decryption algorithms EI and the corresponding encryption algorithms

EIU for all decryption facilities which have been issued to customers are available

to the manufacturer of the decryption facility / the information distribution point in

25 a database.

Let us say that EI1 is the internal decryption algorithm EI of the decryption facility

(with internal serial number SN=1) belonging to Customer A. Let us also assume



fog@.lity. The information distributor selects an encryption al gorithm EEU,
his 20 to be used to encrypt the key which will be transferred | ater.
This encryption key is only ever transferred in encrypted form never
openly. The internal decryption algorithns El and the corresponding
encryption algorithnms EIU for all decryptjon facilities which have been
i ssued to custoners are available to the manufacturer of the decryption
facility / thegdOr/Siidsamsdgstribution point in 25 a database. Let us say
that Eli is the internal decryption algorithmEl of the decryption facility
(with internal tiselIaU inthebercnBhoi hldoeton gomespbodiay $é &k and\is kretwrusnlalts o
assune 7 for PCT/DE95/00738 that ElLl Uis the encryption algorithm
correspondi ng th Brnutagtarer of the GREryBeRfagilty. t he nmanufacturer of the
decryption fackhit The.: , i i b - t
decryption facﬂ%%#%?B%Sﬁﬁéﬁﬁéﬁg?ﬁgkggﬁké?%ﬁg(gﬁb@?pg%%ﬁgﬁﬁabgg}Q§QWH§'

encrypted usi nghishen@icriietiasr BigOrdnchiptddEUsing @or éseiodi Mgofi®ni TEEU
decryption algorithmEE which is to be transferred to form the illegible
key S, acco?di sgreonfiag ftelthedesgptiosr deerahmEEE virh Ky beTthinsfesied itg foed key

Sis transferr 0 fhe decryption faciljty. cpurse, to decrypt this

key, the decry%@?@81P§%FYSt?%%éln 6ﬁ%aﬂyg“éﬁgc6W3@'A 10 al so needs the
decryption algorithmEE. Since this nust be kept secret, however, it s
transferred in encrypted form This entails the decryption algorithm EE
bei ng encrypted usi 8g=ER® @jcryption algorithmEI U corresponding to the
internal decryption algorithmE of the decryption facility to formthe
illegible algorithmEEV, according to the following 15 formula: EEV.= EIlU

(E5) This encrypted a9 D ERY.os 1 APLSLSE AQufe decrvtion

Of course, to decrypt this key, the decryption facility belonging to Customer A
10 also needs the decryption algorithm EE. Since this must be kept secret, however, it

is transferred in encrypted form. _

This entails the decryption algorithm EE being encrypted using the encryption

algorithm EIU corresponding to the internal decryption algorithm EI of the

decryption facility to form the illegible algorithm EEV, according to the following

15  formula:
EEV:=EIlU (EE).

This encrypted algorithm EEV is transferred to the decryption facility belonging to
Customer A. This can be done e.g. verbally (including by telephone), in written

form or electronically.

20 The encrypted algorithm which is transferred and the encrypted key are relatively
short. This makes it virtually impossible to crack the internal decryption algorithm
of the decryption facility EI. As shown above, for cracking algorithms to be used
with any chance of success to break the encryption, a large number of plain and
cipher texts must be present. This is virtually impossible here because of the small

23 volume of information forwarded.



i oner A. This can be done e.g. verbally (including by telephone), in

-ten formor electronically. 20 The encrypted algorithmwhich is
transferred and the encrypted key are relatively short. This nmakes it
virtually inpossible to crack the internal decryption algorithm of 'the
decryption facility El. As shown above, for cracking algorithns to be used
wi th any chance of success to break the eﬁ%ryption, a | arge nunber of plain

and cipher texls ggsgsent. This is virtually inpossible here
because of theﬁ*rracFTl@E %voPurre of information forwarded. 8 for

PCT/ DE95/ 00738 Thheeceers deiysiot dadiltpls mow fmade bpdrytioral now made operati onal .
The process when the power supply is switched on or following a break in
processing i s afefRIPFEIsVhenntiec aawerapupphodeswitehpduan torcllowing, Asbraaks dn f

test with the | J\?% ) adable, 5 non-volatile nmenory with random
access ROM 4 ahgﬁcﬁé l?\tagrd;lgl(v,%' non-readable volatile nenory with random

access RAM 3. The semedlpodeadite phifCeUE2 Guns\d &lf t6160ikS the ih@fiBtiodreaddbfe, User
of the decryption facility now enters the encrypted decryption algorithm
EEV i n the PC gounvolagilgdgemery with fangdes pegess BOM 4 andre @irenalpnetraddallept i on

al gorithm EEV | w read into _t decr ypti it L,a the interface
5. Next the de(\:@f}g 4 g‘ﬁ%é)?yg@?%ht ﬁ}%gg i & Cegsswgs%ﬁfhlf ncoéﬁic)/ t%la(:? SfmBEV i s

decrypted wi t hchdgshigksntiohhe decryption algorithmEl stored in the
internal, non- readable, non-volatile nenory with random access ROM 4 using
the internal 5Thessgpefitbe dperypeersiapility Thw snient thielesciyhtedadentyptibn pleocigssi ng

unit CPU 2 Carrﬁ\gﬁntﬁ?ﬁcné)ar?rﬁig%ﬁébqﬁtahgtﬂ%ﬁf the decryption algorithm El

stored in the © {/Bi atile memory with random

?gﬁeg \st BOVllél antle AR6RYRYI dRryphien 8ReFMRE EEV AW PladARtcAdhg AebtPibERNiIRS
via the interface 5.

Next the decryption algorithm which is present in encrypted form EEV 18

decrypted with the help of the decryption algorithm EI stored in the internal, non-

readable, non-volatile memory with random access ROM 4 using the internal

15 decryption process EI. This entails the central processing unit CPU 2 carrying out

the instructions of the decrypti‘on algorithm EI stored in the internal, non-readable,

non-volatile memory with random access ROM 4 and decrypting the encrypted

decryption algorithm EEV as follows:
EE:= EIl (EEV).

20 Since the internal decryption algorithm EI1 matches the encryption algorithm ETU1
with which the decryption algorithm EE was encrypted, this process reproduces
the original decryption algorithm EE.

This is stored in the internal, non-readable, volatile memory with random access
RAM 3 which means that it cannot be discovered by external sources. This means
25 that it is not possible to pass on the decryption algorithm since it is worthless in

encrypted form and is not available in unencrypted form.



Ema- Ell (EEV). 20 Since the internal decryption algorithmEl |l matches the
e@ryption algorithmEIUL wth which the decryption al gorithm EE was
encrypted, this process reproduces the original decryption algorithm EE
This is stored in the internal, non-readable, volatile menory with random
access RAM 3 which neans that it cannot be discovered by external sources.
This neans 25 that it is not possible to9pass on the decryption algorithm

since it is wortbepHER/00eRgrypted formand is not available in
unencrypt ed forrﬁ 09 gfaor PCT/ DE95/ 00738 The decryption facility is now

ready for use &hd detrypsomfavilipos siolM eadyofor aspuidittih eowkeysilde td Bemgertypt i on
of a key which has been transferred to the custoners in encrypted form
t akes pl ace askevKt ows: 5 The CPU | oads the key S via the interface 5. The

non-readabl e k . at | ' i L1 i Lity is now
used to comput otg RETRUSSLLONIGRIch 3y blor Bak e RN LBl A el 00
never be foundfaut skeeplidecasdeitowpti on facility and cannot be |0 detected.

This nmeans that it is not possible for anyone to pass it on. The

i nf or mati on’ f r GRF (RE) rdRbwikes Sviihe derdaFei a the interface 6. Next it is
GecryPren b ne e oSSR My R e T B B )

al gorithm of the decryption using , K 5

The decrypted usddaorabipate tEkbpadddfdindtdt theforiald: he central processing unit
CPU 2 viathe interface 5 and is thus available to the customer. Access to
the encrypted information can thus be nmade flexible. It is possible to

K:= EE(S).
This key K can never be found outside the decryption facility and cannot be
10 detected. This means that it is not possible for anyone to pass it on.
The information from the CD-ROM is now loaded via the interface 6.
Next it is decrypted by the central processing unit CPU 2 with the usual decryption
algorithm of the decryption facility EA using the key K:

NE:= EA (NV, K)

15 The decrypted information NE is then output by the central processing unit CPU 2
via the interface S and is thus available to the customer.
Access to the encrypted information can thus be made flexible. 1t is possible to
make parts of the information on a CD-ROM available to specific groups of
receivers or individual receivers without it being possible for them to pass on the

20 keys. This means that keys can be encrypted with different encryption algorithms
and decrypted with different decryption algorithms without the decryption
algorithm having to be known or having to be available beforehand in the

decryption facility.

The transferred key decryption algorithm cannot be passed on or detected since it
is transferred individually for each decryption facility in encrypted form, is stored

there in non-readable form and is made available for internal use of the decryption



parts of the information on a CD-ROM avail able to specific groups of
r&€ei vers or individual receivers without it being possible for themto
pass on the 20 keys. This nmeans that keys can be encrypted with different
encryption algorithns and decrypted with different decryption algorithns
wi t hout the decryption algorithmhaving to be known or having to be
avai |l abl e beforehand in the decryption fé%ility. The transferred key
decryption al gorithm cannot be passed on or detected since it 1is
transferred individually for each decryption facility in encrypted form is
stored there in non-readable formand is nmade available for internal use
of the decrypt ifePCH/OESa@o7RECT/ DE9S/ 00738 facility with the correspondi ng
serial nunmber only. This nakes it possible to exclude decryption
facilities too fromreceiving informati on. Reference nunbers used |
integrated circuit 5 2 central processing unit CPU 3 internal,
non-r eadabl e, ﬁglatiLe nory mﬁtg,randon1access RAM 4 internal, |
non-readabl e, FSHLLY VAR ithe cRERtOPdIRE: teriak pEBRsTaerlks d hisomakes jthpessibicdo 6 PC

10 a data pathe%*%ﬁagﬁﬁﬁﬁgﬁ@Eﬂﬁkg9%?§%ﬁ§?&ﬁ§§$@hﬁﬁ?ﬁgged CPU = central

processi ng unit ata encryp a = i'nternal decryption
al gorithm for decrypting information

Reference numbers used

| integrated circuit

5 2 central processing unit CPU

(V8]

internal, non-readable, volatile memory with random access RAM

4 internal, non-readable, non-volatile memory with random access ROM

5 interface

10 a data path



S54mAU = encryption algorithmfor information distributor for encryption of
i rmation, corresponding to EA El = internal decryption algorithmfor
decryption of transferred decryption algorithms ElIl = internal decryption
algorithmfor the decryption facility 10 with serial nunmber SN=1 ElU =
encryption al gorithmcorresponding to internal decryption algorithmE E

| U = encryption algorithm correspondi ng th the internal decryption
algorithmE i fgrpdPeEeedoyegi on facility 15 with the serial number SN=1
EE = decryption algorithmfor the decryption of encrypted keys EEV =
encrypted decryption algorithmEEU = encryption algorithmcorresponding to
EE 20 NE = non-encrypted or decrypted information NV = encrypted
information Key K = key for the decryption of nmessages Key S = key which
has been encryptbbevigiongjusede encryption algorithm EEU for the decryption
of messages 25 (:_) =is the result of 12 for PCT/ DE95/ 00738 Patent clains
1. Procedure for the encryption and decryption of digital information by
means of a decryption facility consisting of an integrated circuit (1)
which is assig a centr i unit CPU (2), an internal,

non-r eadabl e, 3%ﬁétile n§%g¥§8§#%ﬁﬁgbpgonal 5 access RAM (3) as working
memory and an iDE&rnal = daeta-eheggadi @andaed- vol atil e

EA = internal decryption algorithm for decrypting information
5 EAU = encryption algorithm for information distributor for
encryption of information, corresponding to EA
El = internal decryption algorithm for decryption of
transferred decryption algorithms
Ell = internal decryption algorithm for the decryption facility

10 with serial number SN=1

ETU = encryption algorithm corresponding to internal
decryption algorithm EI
EllU = encryption algorithm corresponding with the internal

decryption algorithm EI1 for the decryption facility

15 with the serial number SN=1
EE = decryption algorithm for the decryption of
encrypted keys
EEV = encrypted decryption algorithm
EEU = encryption algorithm corresponding to EE
20 NE = non-encrypted or decrypted information
NV = encrypted information
Key K = key for the decryption of messages
Key S = key which has been encrypted using the encryption algorithm EEU

for the decryption of messages

25 (%) = 15 the result of



@'y With optional access ROM (4) and an interface (5), whereby each
eMryption facility differs fromall others as a result of the contents of
the internal, non-volatile nenory with optional access ROM (4) and is
partially integrated into an integrated circuit (1), the interface (5)
bei ng between the central processing unit 10 CPU (2) and the personal
conputer (6), whereby the interface (5) i $2connected to the per sonal

conmput er (6) V'f(?rlach RsRARg (@), characterised by the fact that the
di stributor of the decryption algorithmencrypts this using an encryption

al gorithm (EI' U which corresponds to the decryption algorithm (El), 15 and
whi ch can be decrypted using the decryption algorithm and the encryption
al gori t hm ( El UPagndclaiesr ypti on al gorithm (ElI) are stored unit-specifically
in the internal, non-readable, non-volatile nenory with optional access
ROM (4) which is present internally in the receiving decryption unit, so

that the d t] | garithm (El) cannot be .l.cly .accessed or detected,
N T i P
decryption al ggedrd,fpd Acilit _0@§§ﬂid§Mf‘a9'?nte§I§Fe'dlc'irtcﬁﬁt andvititl 8 abSordaGr &Rirgd

within the decryption facility. Procedure for the encryption and decry
ption of digit atodessing uratt COU (BYy ampuersalphorareadade, wotatienmémaenyl witlyoptional

characterised by th that in Step | fhe decryption gorithmjs
ccryptod byt A< EAM itk ng memane b ott S BRSO Bl

encryption al g@feit Rl odlioMlaEdesé ROKAPN AR Ytk @adeRS), %!&%B‘b?%%&l{ er of 13
for PCT/DE95/ 00738 the decryption facili'ty and corresponds to the

decryption al g@ndrylbtmr(tﬁti_)ityi diffd:rhéond;ébmtyms lap A resalttof g dontdnonet th&Emwrsdl) U ( EE)
TS, e Y B PHE imeln with oftional acoess ROM'(F5 andls parsially mieerated heo
an integrated circuit (1), the interface (5) being between the central processing unit

10 CPU (2) and the personal computer (6), whereby the interface (5) is connected to
the personal computer (6) via a data path (a),
characterised by the fact that
the distributor of the decryption algorithm encrypts this using an encryption
algorithm (EIU) which corresponds to the decryption algorithm (EI),

15 and which can be decrypted using the decryption algorithm, and the encryption
algorithm (EIU) and decryption algorithm (EI) are stored unit-specifically in the
internal, non-readable, non-volatile memory with optional access ROM (4) which
is present internally in the receiving decryption unit, so that the decryption
algorithm (EI) cannot be publicly accessed or detected, meaning that the user of

20 the decryption facility enters the encrypted decryption algorithm in the decryption
facility and this is decrypted within the decryption facility.

2. Procedure for the encryption and decryption of digital information by means of a
decryption facility, characterised by the fabt that

in Step |

the decryption algorithm is encrypted by the distributor of the decryption algorithm

using an encryption algorithm (EIU) which is known only to the manufacturer of



i p@aStep 2 the decryption facility, using the central processing unit CPU

( with the internal, non-readable, non-volatile nmenory with optional
access ROM (4) runs a self test and the encrypted decryption algorithm
(EEV) is read in to the decryption facility 10 via the interface (5) and
then decrypted with the aid of the decryption algorithm (El) stored in the
i nternal, non-readable, non-volatile mem)ll§/ Wi th optional access ROM (4),

using the foll gy AResyREsen method (El) EE =El (EEV) whereby the result
of this step is t[‘ﬁeprome the original decryption algorithm 15 (EE),

which in Step 3hd decsgvied fidility hed tortespoals,to tiendecagpdabhigorishol ¢RI irethaenor y
wi th optional access RAM (3&, where it is undetectable from outside,
maki ng t he decHl§gypeRn yicasifpigvy eady for operation with the decryption

al gorithm (EE), theEg_g):r:ﬁﬁ%@@ of the key (S) taking 20 place in Step 4 as
foll ows, the CPU | oadi ng ey (S) via the interface (5) and the key (S)

bei ng decrypt egd bis &deeyptenilsaithpr (@RS SE Rehsedtidd toThé detlypeish matilithe
decryption algorithm (EE) according to 25 K =EE (S) resulting 1n the key
(K) being avai lfellsveng winichhe decryption, and in Step 5 the digital

i nformation isidstcr&pted by the central processing unit CPU (2) with the

i nt er nal decryp”[ SR “al gorithm (EA) using the key (K), which does not appear

30 outsi de t he thgdRgpaibedadlity Glsin thd dentREFREEEAG uhR @ULER) Wil the internal,
PCT/ DE95/ 00738
non-readable, non-volatile memory with optional access ROM (4) runs a self test
and the encrypted decryption algorithm (EEV) is read in to the decryption facility
10 via the interface (5) and then decrypted with the aid of the decryption algorithm
(EY) stored in the internal, non-readable, non-volatile memory with optional access
ROM (4), using the following decryption method (EI)
EE:=El (EEV)
whereby the result of this step is to reproduce the original decryption aigorithm
15 (EE), which
in Step 3
is saved in the internal, non-readable, volatile memory with optional access RAM
(3), where it 1s undetectable from outside, making the decryption facility ready for
operation with the decryption algorithm (EE), the decryption of the key (S) taking
20 place
in Step 4
as follows, the CPU loading the key (S) via the interface (5) and the key (S) being
decrypted by the central processing unit CPU (2) using the decryption algorithm
(EE) according to
25 K:=EE (S)
resulting in the key (K) being available for the decryption, and
in Step 5
the digital information is decrypted by the central processing unit CPU (2) with the
internal decryption algorithm (EA) using the key (K), which does not appear

30 outside the integrated circuit (1), according to



Neg=FA (NV, K) and is output by the central processing unit CPU (2) via the
K rface (5) and so nmde available to the receiver. SEE SEPARATE SHEET
WTH DIAGRAM 5 Sunmary The invention is a procedure for the encryption
and decryption of digital information by nmeans of a decryption facility,
the decryption facility granting access to authorised persons and denyi ng
access to unaut horised persons. The task éf the inventionis to devel op a
procedure for the encryption and 10 decryption of digital information by
means of a decfypRG¢HWEYREA738y, using which information can be distributed
in a user-friendly way to several receivers and where the encryption of
the information reqiNBE:eBAI(INM,Ke t echnical admi nistrative effort, whereby
keys can be distributed securely and transferred in a manner which

guar ant ees t hegné Badiitsutdgahd&dnti@dehroedssiaR unff OPNEY) WY e irtérfaB 98 ghanet be
possi ble 15 for the owner of a decryption device to pass on a key since the

distributed aljgeiavailebleftotheigesiygiti on and decryption of the transferred
key cannot be exchanged between encryption and decryption facilities.
According to the invention, the task is solved by the distributor of the

decryption algorithmencrypting the latter wwth an encryption algorithm
(EIU) which 20 corﬁ@@ﬁﬂﬁﬂgEAEEﬂﬁéEEEéVVB{E%AGQM@dYithn1(EI) which is
present internally in the relevant receiving decryption unit, and by the
fact that the decryption algorithm (ElI) cannot be openly accessed or

di scovered, and that the user of the decryption facility enters the
encrypt ed décrypmngny al gorithmin the decryption facility and this
algorithmis then decrypted inside the decryption facility. 25 (See Figure
1)

The invention is a procedure for the encryption and decryption of digital

information by means of a decryption facility, the decryption facility granting

access to authorised persons and denying access to unauthorised persons.

The task of the invention is to develop a procedure for the encryption and
10 decryption of digital information by means of a decryption facility, using which
information can be distributed in a user-friendly way to several receivers and where
the encryption of the information requires little technical administrative effort,
whereby keys can be distributed securely and transferred in a manner which
guarantees them secure against detection. Furthermore, it should not be possible
15 for the owner of a decryption device to pass on a key since the distributed
algorithms for encryption and decryption of the transferred key cannot be

exchanged between encryption and decryption facilities.

According to the invention, the task is solved by the distributor of the decryption
algorithm encrypting the latter with an encryption algorithm (EIU) which

20 corresponds to the decryption algorithm (EI) which is present internally in the
relevant receiving decryption unit, and by the fact that the decryption algorithm
(EI) cannot be openly accessed or discovered, and that the user of the decryption
facility enters the encrypted decryption algorithm in the decryption facility and this
algorithm is then decrypted inside the decryption facility.

25 (See Figure 1)



