
SPECIFICATION  A CARD CAPABLE OF AUTHENTICATION  Field of The
Invention [0001]  The present invention relates to a structure of an
object such as a card, a bank  note, securities, etc., which is often
forged or counterfeited and which requires  authentication to check
whether it is authentic or not. The invention also relates  to a
method for identifying authenticity of such the object. Background
Art  [0002] In the present-day society, which is often called a
card-oriented society, a great  number of different types of cards
are widely propagated. Specifically, a cash card  and a credit card
issued by a credit company which are relating to the assets of
property owners and a prepaid card as securities, and identification
cards such as a  driver's license, a health insurance card and a
passport are widely used. [0003]  In many of the cards relating to
property or securities and bonds, necessary  information is written
on a magnetic stripe disposed on the surface or on the rear  surface
of the card. By using automatic machines such as an ATM (automated
teller machine) or a manual reading device, the magnetic information
is read from  the magnetic stripe, and various types of processing
are executed. [0004]  Fig. 1 shows an example of a flow of processing
the cash card currently in use.  (1) When an owner of a card inserts
the cash card into a card slot of a terminal  -1 device such as an
ATM, a sensor at the card slot senses the inserted card, and the  



card is taken into the device. [0005]  (2) When the card is taken
into the device, the terminal device reads card  information from a
magnetic recording portion of the card. In case of a cash card,  the
card information such as a bank code, a bank branch code, a type of
account, an  account number, etc. is read. A card identification
number, the expiration date, a  type of account and an account number
are recorded as the card information on the  magnetic recording
portion of a credit card. If a personal identification number is
recorded on a cash card or a credit card, the personal identification
number is also  read. [0006]  (3) The terminal device judges whether
or not the inserted card is a valid card,  which can be handled by
the terminal device. [0007]  (4) If it is not confirmed that the card
can be handled by the device from the card  information thus read, or
if the information on the card cannot be read because the  card is
broken or stained even though the card is a valid card, the terminal
device  judges that it is an invalid card which cannot be handled and
discharges the card.  [0008] (5) When the card is a valid card and
when the information on the magnetic  recording portion of the card
has been read correctly, communication with a host  computer starts.
[0009] -2 (6) The host computer requests the inputting of the
personal identification  number. 



[0010]  (7) In response to the request from the host computer, the
card user inputs the  personal identification number. [0011]  (8)
When the card user inputs the personal identification number in
response to  the request of the host computer, the host computer
compares the inputted  personal identification number with the
personal identification number which is  stored in the host computer
and which corresponds to the card information thus  read. [0012]  (9)
If the numbers differ, this fact is recorded on the magnetic
recording portion  of the card, and the inputting of the personal
identification number is requested  again. In a case where the
personal identification number inputted again is proper  and valid,
subsequent procedure is carried out. In a case where the inputted
number differs from the stored number, the inputting of the personal
identification  number is requested further again. If erroneous
inputting of the personal  identification number is repeated three
times, the card is invalidated and is, for  example, taken into the
terminal device as the result of invalidation procedure.  [0013] (10)
In a case where the personal identification numbers are equal, the
host  computer judges that the card user is a legitimate card owner
and requests the  user to input the amount to be paid. 3 [0014]  (11)
The user inputs the amount which he (she) wishes to draw.  [0015] 



(12) When the amount to be paid is proper, the amount is paid and the
cash card  is discharged from the terminal device. Then, the payment
is recorded on a  bankbook, or a slip indicating the dealing is
issued, and the processing finishes. If the personal identification
number is recorded on the cash card, the dealing is  carried out
under the assumption that the personal identification number is
valid.  Then, the personal identification number is erased from the
magnetic recording  portion. [0016]  Fig. 2 (a) illustrates an
example of the cash card used in the processing flow of  the
currently used cash card as shown in Fig. 1. The reference number 1
shows a  cash card body made of a material such as plastics. On the
surface of the card, a  magnetic stripe 2 where information is
recorded and an arrow mark 3 to indicate  the direction to insert the
cash card are disposed. Although not shown in the  drawing, other
necessary matters are entered thereon by embossed characters.  [0017]
As information written in the magnetic stripe can be easily read by
using a device  called a skimmer, the card may be forged, and often
causes damage by using the  card thus forged. [0018]  To cope with
this problem, an IC card incorporating a semiconductor memory has
been used. Banks and other organizations have been making efforts to
propagate  this type of card to replace the magnetic card. -4 [00191
However, the information stored in the memory of the IC card is still
possible to be  read. If more elaborate forgery is attempted, we may
not be able to say that the 



IC card is absolutely safe. In addition, the IC card is very
expensive compared to  the magnetic card, and it would be hard to
expect the rapid propagation of IC cards.  [00201 In case of the cash
card used in banks, it would suffice if the card can be used  within
the boundary of one country. However, in case of the credit card, the
card  is necessary to be used also in foreign countries. It is
practically impossible to  replace all of the credit cards, i.e.
magnetic cards, used in the whole world with IC  cards under unified
standards. [00211  Further, in cash cards and credit cards, the
information such as the name of the  card owner is marked by
embossing, and these types of information are also used  for the
magnetic information. In this respect, the embossed information may
be  used as a clue or a key in the preparation for forging a card.
[00221  If the magnetic card or the IC card is lost or stolen, the
card owner may easily  become aware of the fact of loss or theft.
However, when the card returned into  the hand of the card owner
after it has been stolen, in particular, when the card  owner does
not aware of the fact of stealing, it is liable to cause damage by
the use  of the forged card. [00231  A personal identification
number, consisting of 4-digit numbers, has been used not  -5 for
preventing cards from being illegitimately used by the prevention of
the forgery  but as the means to determine whether or not the card
user is proper. Since  assumable numbers have been often used for
these personal identification numbers,  there have been many cases of
the loss and damage. In recent years, the personal  



identification number is stolen not only by assumption of it but also
by peeping  such as the means of stealthily taking a photograph of
the personal identification  number. It is now very difficult to
prevent the illegitimate use of cards by using  the personal
identification number. [0024]  For the purpose of preventing the
damage caused by the forged card, some adopts  the biometric
technique using the pattern-recognition technology. The typical
examples of the biometric technique are iris recognition,
fingerprints recognition,  palm-prints recognition, finger vein
recognition, palm vein recognition, and  hand-back vein recognition.
These recognition is, except iris recognition,  contact-type or
non-contact-type. It is necessary for the recognition to register the
pattern in advance. Time and procedures are required for the
registration of the  pattern, and also time is needed for the
recognition of the pattern itself and for  determining, and that
results higher costs. [0025]  In case of the contact-type
recognition, the user must come into direct contact with  the
detection device, and there arises a problem that the user may feel
physiological repugnance or disgust. Also, in a case where the user
has injury on  the physical part necessary for the biometrical
recognition, or in the worst case  where the user has lost the
physical part to be needed for the recognition, it is  impossible to
use the biometrical recognition. Also, the recognition is partially
made during the process of identifying, and accordingly, it is not a
perfect method. -6 [0026]  In the system using the biometrical
recognition, the card user himself or herself  can only use his or
her own card. When the card user has not enough time to use  



the card personally or does not find a card processing device nearby,
even if the  user wants to entrust a representative or an agent to
use the card, it is not  allowed. This is very inconvenient for the
user. [0027]  As one of the means for preventing the forgery, an
embossed hologram is mounted  to form surface irregularities on the
plastic surface in case of credit cards, prepaid  cards, securities,
etc. This embossed hologram is very difficult to duplicate. In  this
respect, it is actually impossible to forge the card provided with
the embossed  hologram. In the current condition of the use, however,
it is a person, who read  the embossed hologram at a glance. Thus, it
is possible that the card is forged to  use by using the embossed
hologram of similar type. [0028]  Fig. 2 (b) illustrates an example
of a credit card with the embossed hologram, on  which the card
authentication is verified according to the human sense. The
reference numeral 1 shows a credit card body made of a material such
as plastics.  On the surface of the card, a magnetic stripe 2 where
information is recorded and  an arrow mark 3 to indicate the
direction to insert the cash card are disposed.  Although not shown
in the drawing, other necessary matters are entered thereon  by
embossed characters. [0029]  This cash card 1 is inserted into a
terminal device with a portion with the arrow  mark placed at the
foremost position. Near the foremost portion on the card, an
authentication verifying chip 4 consisted of, for example, an
embossed hologram is -7 mounted.  [0030]  



The magnetic stripe is disposed, unlike the cash card, on the rear
surface of the  credit card, but the direction to insert the card
into the terminal device is the  same. As a result, the direction to
read the magnetic information on the credit  card is reverse to that
of the cash card. [0031]  In the verifying chip 4, a pattern "A", as
an example, is confirmed by a person, who  inserts the card into the
terminal device, visually, i.e. by sensuous means, but is  not read
by the card terminal device. [0032]  The authentication verifying by
sensuous means provides high effects in primary  screening but its
reliability is low because there are variations in the ability of
each  individual person who confirms and identifies or there are also
variations in the  identifying environment and psychological and/or
physical conditions of the person.  [0033] When verifying the
authentication by using an auxiliary tool, it is carried out by
ultra-fine lines, special lines and micro-characters by using a
screen with special  shape, a magnifying device such as a magnifying
glass or a special type filter  generating optical interferences.
[0034]  Practically, a material having a special optical property is
mixed into the base  material, laminated film or ink using such as a
base material with light-emitting  property, a light-emitting
laminated film, light-emitting ink, thermo-chromic ink, -8
photo-chromic ink, etc., and the auxiliary tool of a special filter,
a ultra-violet ray  lamp, etc. is used. However, these are also low
in reliability because recognition  and identification are
consequently relying on the human sense. 



[0035]  The authentication verifying by mechanical processing is to
verify authenticity by  mechanically detecting the property of the
object material. The magnetic property  and the optical property may
be used for the detection. [0036]  Practically, a light-emitting
material or a magnetic material is mixed into a base  material,
laminated film or ink and a detection device is used. Or, specific
coded  information is magnetically or optically added by using OCR
characters or magnetic  barcodes, and a magnetic or optical detection
device is used. [0037]  In the authentication verifying by the
mechanical processing, an artifact-metrics  system using an artifact
without having reproducibility, randomly arranged in a  medium, is
used instead of the information specific to the living body. This is
described in "Financial Business and Artifact-Metrics" published by
the Institute for  Monetary and Economic Studies, the Bank of Japan
(http://www.imes.  boj.orjpfjapanese/jdps/2004/04 J-12.pdf) and "The
Patterns of Artifact-Metrics in  Financial Field"; 6th Information
Security Symposium
(http-//www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf).  [0038]
In the artifact-metrics system, a light reflecting pattern of
granular substances, a  transmission light pattern of optical fibers,
a parallax image pattern of polymer  fibers, a fiber image pattern, a
magnetic pattern of magnetic fibers, a -9 random-recorded magnetic
pattern, a random magnetic pattern of a magnetic stripe,  a random
electric charge pattern of a memory cell, a resonance pattern of
electrically conductive fibers, a resonance pattern of a vibrating
seal, etc., which are  



formed by chance, are used. [0039]  As the matters subject to the
illegitimate use or the forgery of the card, "the  information of the
descriptions of the card" added when the card is issued to a user
and "the information of the card" given to the card in the
manufacturing process are  included. ("Handbook on the Technique to
Prevent Forgery on the Surface of  Affiliated IC Cards", published by
the National Printing Bureau, the Ministry of  Finance (see:
http://www.npb.go.jp/ja/info/ichb.pdf). [0040]  The information of
the descriptions of the card is the information which is accorded
and printed on the card body when issued to the user, and which is
relating to the  card issuance such as the card owner information,
the period of validity, etc.  Falsification, which is a typical act
of the illegitimate use of the card, is an act to  alter all or a
part of the information of the descriptions of the card, done by
erasing  the genuine information and adding illegitimate information.
[0041]  The information of the card is the information of the card
itself, other than the  information of the descriptions of the card
in the issued card. It is the information  relating to the card body
such as the physical shape of the card, background  patterns applied
to the card in pre-printing factory, printing layer on underlying
layer and laminated protective layer, etc. [0042] -10 Forgery is an
illegal act carried out for the card body. It is carried out by
duplicating or imitating the design, patterns, etc., relating to the
card body to forge  a card, which is similar to the authentic card in
the external appearance. Actually,  



the design, patterns, etc. on the surface of the authentic card are
read by the  means such as a scanner, which are then, edited or
amended by using the means  such as a printer. [0043]  Many types of
techniques to prevent the forgery of the card body are known  through
combining the printing mode, types of ink, printing patterns, etc.,
only in  the printing art, but no decisive technique is known yet at
present. [0044]  The methods for authentication verifying to
recognize and identify the forgery can  be roughly classified as a
method based on human sensuous ability; a method using  auxiliary
tools; and a method by mechanical processing. [0045]  In the
authentication verifying by the human sensuous ability, the
authenticity of a  card is identified by the sensuous ability such as
the visual sense, the tactile sense,  etc. The means to identify by
the visual sense includes colors of the card itself, a  watermark and
a hologram, which changes the color and patterns provided on the
card by changing the viewing angle. The means to identify by the
tactile sense  includes detecting the surface irregularities added on
the card and detecting the  texture of the card body itself. [0046]
Actually, a logo mark, a special font, printing lines for preventing
duplication,  special color ink, embossed hologram, an optically
changing material, a latent image - 11  pattern, etc., which are
difficult to duplicate or copy and in which the authenticity of  the
card can be easily identified by the visual sense are used. And
embossing,  surface irregularities, perforation, etc. are also used,
on which the authenticity can  



be identified by finger feeling or by the visual sense. [0047]  Fig.
3 shows a conventional example of a card, to which an authentication
verifying  chip of an artifact-metrics chip using metal granules is
mounted as disclosed in  Japanese Patent Laid-Open Publication No.
H10-44650. Fig. 3 (a) is a general  view, Fig. 3 (b) is a
cross-sectional view and Fig. 3 (c) is an enlarged view of the
verifying chip. [0048]  In the card 1, the artifact-metrics chip 4 in
thin-plate shape made of a light  transmitting resin mixed with metal
granules 5 is layered on a card base member 7,  having a light
non-transmitting property, which has an opening for the
identification  purpose on it. And a non-transparent card surface
plate 6 is further layered, in  which a magnetic stripe 2 and an
arrow mark 3 are formed thereon and another  opening is arranged at
the same position as the opening on the card base member  7. [0049]
The metal granules 5 are mixed three-dimensionally in the light
transmitting resin  without regularity. As a result, the arrangement
pattern of the metal granules 5  observed through the opening is
inherent in each of the artifact-metrics chip 4.  [0050] By utilizing
these characteristics, a light to pass through the artifact-metrics
chip 4  is photographed via the opening, and the arrangement pattern
of the metal granules  -12 5 can be observed. Therefore, it is
possible to identify each individual  artifact-metrics chip 4 and
then, the card. [0051]  



Fig. 4 shows another conventional example of a card, to which a
verifying chip of an  artifact-metrics chip using fibers as disclosed
in Japanese Patent Laid-Open  Publication No. 2003-29636. Fig. 4 (a)
is a general view, Fig. 4 (b) is a  cross-sectional view and Fig. 4
(c) is an enlarged view of the artifact-metrics chip.  [0052] In the
card, the artifact-metrics chip 8 containing a mesh member 9 and
short  fibers 10 three-dimensionally mixed in a transparent resin is
placed into an opening  of the card base member 1, which has a
non-transparent property, and a magnetic  stripe 2 and an arrow mark
3 are disposed on the surface thereof. On the  artifact-metrics chip
8, an interference pattern is generated by the pattern of the  mesh
member 9 and the short fibers 10. [0053]  This interference pattern
is inherent in each of the artifact-metrics chip 8, i.e., in  each
card. By utilizing this characteristic, the pattern of the
artifact-metrics chip 8  of the verifying chip is photographed by a
transmitted light or a reflected light for  the card to be
identified. [0054]  Mechanical reading of such the pattern of
biometrics or artifact-metrics is generally  performed by an
image-pickup device and the result is identified by a
pattern-recognition technique. In this respect, there is a
possibility that forgery  can be made according to a duplicating
technique. -13 [0055]  As the artifact-metrics chip consists of a
real substance, not of an image, it is  impossible to arrange the
component elements of the artifact-metrics chip intended  for the
forgery identical to those of the authentic one. However, the
possibility  



that the same pattern may appear according to the same component
elements, even  though incidentally, cannot be entirely denied.
Therefore, a forged object thus  obtained incidentally can be
regarded as the authentic object. For this reason, it is  very risky
to confirm whether the card is authentic or not, depending only on
the  artifact-metrics chip. [0056]  As described above, the technique
to determine the authenticity of the card itself is  not yet firmly
established, and a card, which cannot be forged, is not realized.
Also, the technique to eliminate the use of a forged card is not yet
realized.  [Patent Document 1] Japanese Patent Laid-Open Publication
No. H10-44650  [Patent Document 2] Japanese Patent Laid-Open
Publication No. 2003-29636  [Non-Patent Document 1] "Financial
Business and Artifact-Metrics" published by  the Institute for
Monetary and Economic Studies, the Bank of Japan  (http://www.imes.
boj.or.jp/japanese/jdps/2004/04-J-12.pdf) [Non-Patent Document 2]
"The Patterns of Artifact-Metrics in Financial Field";  6th
Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf)
[Non-Patent Document 3] "Handbook on the Technique to Prevent Forgery
on  the Surface of Affiliated IC Cards", published by the National
Printing Bureau, the  Ministry of Finance (see:
http-//www.npb.go.jpfja/info/ichb.pdf). Disclosure of The Invention
Object of The Invention  [0057] -14 The present invention provides a
card for increasing security without adding basic  changes to a cash
card or a credit card as practically used, and a method for  



processing the card. [0058]  It is an object of the present invention
to alleviate the burden on authentication  verifying work and to
exclude the possibility that a forged object obtained  incidentally
or by chance is regarded as an authentic object. Means for The Object
[0059] To attain the above object, in the invention of the present
application, an  authentication verifying chip difficult to be forged
is added and an authentication  verifying device is added to a device
for processing the card for authentication  verification of the card.
[0060]  The following can be adopted for the authentication verifying
chip: granules such as  metal granules dispersed in a transparent
medium; fiber pieces dispersed in a  transparent medium; an
interference pattern between a pattern having regularity  arranged in
a transparent medium and fiber pieces dispersed in the transparent
medium; an embossed hologram; fluorescent granules dispersed in a
transparent  medium; and radioactive substance granules dispersed in
an arbitrary type of  medium. [0061]  Further, in addition to the
verifying chip, another type of chip is provided. The  information
described in the verifying chip is digitized and the digitized data
is  encrypted. Then, the encrypted data is entered in the latter
chip, and this is used -15 as an authentication certifying chip.
[0062] 



When the card is used, the image of the verifying chip on the card is
read and  digitized. At the same time, the encrypted data of the
authentication certifying  chip on the same card is decrypted. The
data decrypted from the certifying chip is  compared with the data of
the verifying chip. If these are equal to each other, the  card is
identified as an authentic card. If not, the card is judged as a
forged card.  [0063] For a cryptosystem, as the simplest way, it is
used a secret-key cryptosystem  where only the card issuer knows the
secret-key. It is also possible to use a  public-key cryptosystem, in
which different keys are used for encryption and  decryption. In a
common-key cryptosystem, a public-key and a private-key are  used and
either key can be used for encryption or decryption. [0064]  To
alleviate the burden of encryption/decryption, hash algorithm such as
MD5  (Message Digest 5), SAH-1 (Secure Hash Algorithm - 1) SAH-2,
etc., are used.  [0065] For example, the card ID and information of
the card owner are added or mixed  into the digitized data and are
encrypted on the whole. Further, a digital  watermark is entered to
the digitized data. Turning of the digital data to hash  value,
adding the ID and owner information and entering the digital
watermark may  be adopted alone or in combination. [0066]  In the
device for processing the card, the authenticity of the card is
identified prior  -16 to the starting of actual operation such as
inputting the personal identification  number. The device discharges
the forged card or gives a warning, or takes the  forged card into
the device. 



Effects of The Invention  [0067] Granules such as metal granules
dispersed in a transparent medium, fibers  dispersed in a transparent
medium, an interference pattern between a pattern  having regularity
arranged in a transparent medium and fibers dispersed in the
transparent medium, fluorescent granules dispersed in a transparent
medium and  radioactive substance granules dispersed in an arbitrary
type of medium can be  obtained only incidentally or by chance, and
are impossible to be duplicated. An  embossed hologram has a
three-dimensional structure, and is also impossible to be  duplicated
unless a replica is produced directly from the prototype. [0068]
Also, a forged card attempted by duplicating the magnetic recording
data or the data  in an IC chip can be excluded, and it cannot be
used. [0069]  Further, when it is attempted to illegally use the
card, such the use can be rejected  and damage or loss can be
prevented before it actually occurs. Or, an illegitimate  card may be
allowed for the use to some extent, but it enables to easily specify
the user of the illegitimate card by finally ensuring to hold the
illegitimate card.  [0070] In a case where the verifying chip and the
certifying chip are both present on a  single card, the authenticity
of the card can be confirmed without resort to the host  server, if a
crypt key is given to the terminal device such as an ATM. 17 [0071]
Even when the same artifact-metrics are obtained by chance and the
same hash  value is obtained incidentally, unless algorithm of ID of
the card or information of  



the card owner further added or mixed to the hash value is known, it
is not  possible to know the crypt key used for encryption. Thus, the
degree of security  is very high. Brief Description of The Drawings
[0072] Fig. 1 is a flow chart to show a flow of the processing of a
currently used cash card;  Fig. 2 shows a conventional type cash
card; Fig. 3 shows an example of a conventional type card using
artifact-metrics; Fig. 4 shows another example of a conventional type
card using artifact-metrics;  Fig. 5 shows an example of a card, on
which an authentication verifying chip is  mounted; Fig. 6 shows
another example of a card, on which the verifying chip is mounted;
Fig. 7 shows still another example of a card, on which the verifying
chip is mounted;  Fig. 8 shows examples of the mounting position of
the verifying chip; Fig. 9 shows other examples of the mounting
position of the verifying chip;  Fig. 10 illustrates a mark for the
position alignment; Fig. 11 shows the verifying chip prepared
according to random numbers;  Fig. 12 is an example of random numbers
to be used in the verifying chip;  Fig. 13 shows an arrangement
example of random numbers to be used in the  verifying chip; Fig. 14
shows an example where the random numbers used in the verifying chip
are in binary numbers; Fig. 15 shows an example where the random
numbers used in the verifying chip  are arranged as binary numbers;
-18 Fig. 16 shows an example of the additional random numbers used in
the verifying  



chip; Fig. 17 shows an example where additional random numbers used
in the verifying  chip are in binary numbers; Fig. 18 shows an
example where additional random numbers used in the verifying  chip
are in quaternary numbers; Fig. 19 shows an example where the random
numbers used in the verifying chip  are arranged in quaternary
numbers; Fig. 20 shows examples where another authentication
verifying chip is obtained  from the verifying chip prepared on
random numbers; Fig. 21 shows an example of a card mounted with the
authentication verifying chip  and an authentication certifying chip;
Fig. 22 is a flow chart to show a flow of authentication certifying
of the card shown  in Fig. 21; Fig. 23 shows another example of a
card mounted with the verifying chip and the  certifying chip; Fig.
24 is a flow chart to show a flow of authentication certifying of the
card shown  in Fig. 23; Fig. 25 is still another example of a card
mounted with the verifying chip and the  certifying chip; Fig. 26 is
a flow chart to show a flow of authentication certifying of the card
shown  in Fig. 25; Fig. 27 shows still another example of a card
mounted with the verifying chip and  the certifying chip; Fig. 28 is
a flow chart to show a flow of authentication certifying of the card
shown  in Fig. 27; Fig. 29 is a flow chart to show a flow of
processing a cash card according to the  



present invention; Fig. 30 is another flow chart to show a flow of
processing a cash card according to  -19 the present invention; and
Fig. 31 is still another flow chart to show a flow of processing a
cash card according  to the present invention. Brief Description of
The Reference Numerals  [0073] 1 card 2 a magnetic stripe  3 an arrow
4, 8, 12, 15, 18, 21, 22, 32, 42, 46, 61 an authentication verifying
chip  5 metal granules 6, 14, 34, 44 a surface plate  7, 44 a card
base member  9 a mesh member 10 short fibers 11, 31, 41 a card
capable of the authentication verifying  16, 19, 22, 23, 25 a pit 17,
20, 24 a portion where the pit is not formed  33 fluorescent granules
43 radioactive substance granules  44, 49, 54, 59 verifying chip 47
an IC chip 48 a position alignment mark  49 a line to start the
reading  



50 a line to finish the reading 51, 52 a line to indicate the end
portion 62, 64, 66, 68 an authentication certifying chip 60, 63, 65,
67 a card capable of the authentication certifying  -20 Best Mode for
Carrying Out The Invention  [0074] Description will be given below on
the best aspect for carrying out the invention by  referring to the
accompanied drawings. First, the following describes an
authentication verifying chip for a card .  [Embodiment 1 of the
authentication verifying chip] Fig. 5 shows a basic arrangement of a
card, on which an embossed hologram chip is  mounted as a verifying
chip according to the embodiment 1. Fig. 5 (a) shows a  general view,
Fig. 5 (b) is a cross-sectional view, and each of Figs. 5 (c) to (e)
shows an enlarged view of the embossed hologram chip. [0075]  A card
11 comprises a surface plate 14 with an opening being mounted on a
card  base member 13 having a non-transparent property, and an
embossed hologram  chip 12 being placed into the opening. On the
surface plate 14, a magnetic stripe 2  and an arrow mark 3 are
disposed. [0076]  The embossed hologram is composed of a pit portion
with depth equal to 1/4  wavelength of a laser beam used and a
portion where the pit is not formed. On  the pit portion, a reflected
laser beam is eliminated by an incident laser beam, and  the
reflected laser beam is not detected. On the portion without the pit,
the  reflected laser beam is detected as not eliminated by the
incident laser beam.  



[0077] The laser beam used is an infrared laser beam with 2. (lambda)
= 780 nm (2. /4  = 195 nm) in case of a CD. In case of a DVD, a red
laser with I = 650 nm (2.  /4 = 151.25 nm) is used. In case of the
next generation DVD, using a blue-violet  laser with 2. = 405 nm, an
ultraviolet laser with 2. = 351 nm or a far ultraviolet  -21 laser
with ,1 = 266 nm is under study. k /4 is 101.25 nm, 87.75 nm or 66.5
nm  respectively. [0078]  Fig. 5 (c) shows the most basic structure.
Pit portions 16 with the depth of 1/4  wavelength of the laser beam
used and portions 17 without a pit are arranged with  an adequate
distance between them one another on a hologram chip 15. In the
example shown in this figure, each solid line shown by bidirectional
arrows  indicates that both incident light and reflected light are
present. Each broken line  shown by a uni-directional arrow indicates
that there is incident light but no  reflected light is present.
[0079]  Fig. 5 (d) shows an example where the direction of the laser
beam is inclined.  Unless information on the tilt angle is available,
it is difficult to read the data  written therein. In this example,
inclined pit portions 19 with the depth of 1/4  wavelength of the
laser beam used and inclined portions 20 without a pit are  arranged
with an adequate distance between them one another on a hologram chip
18. In the example shown in this figure also, each solid line shown
by bidirectional  arrows indicates that both incident light and
reflected light are present, and each  broken line shown by a
uni-directional arrow indicates that there is incident light  but
reflected light is not present. It is almost impossible to duplicate
this  



structure. It is possible that the structure shown in Fig. 5 (c) and
the structure  shown in Fig. 5 (d) coexist. [0080]  Fig. 5 (e) shows
an example where laser beams with a plurality of wavelengths  are
used. Unless information on all of the laser beams used is available,
it is  difficult to read the written data. In this example, a pit
portion 22 with the depth -22 of 1/4 wavelength of the red (R) laser
beam; a pit portion 23 with the depth of 1/4  wavelength of the green
(G) laser beam; a pit portion 25 with the depth of 1/4  wavelength of
the blue (B) laser beam; and a portion 24 without a pit are arranged
with an adequate distance between them one another on a hologram chip
21.  [0081] In the example shown in this figure also, each solid line
shown by bidirectional  arrows indicates that both incident light and
reflected light are present. Each  broken line shown by a
uni-directional arrow indicates that there is incident light  but no
reflected light is present. It is almost impossible further to
duplicate this  structure. It is also possible that the structure
shown in Fig. 5 (d) and the  structure shown in Fig. 5 (e) coexist.
[0082]  [Embodiment 2 of the authentication verifying chip] Fig. 6
shows Embodiment 2 of the verifying chip. Fig. 6 (a) shows a drawing
where a card is seen from above; Fig. 6 (b) is a cross-sectional view
of the card;  and Fig. 6 (c) is an enlarged view of the
cross-sectional view. A card 31  comprises a surface plate 34 with an
opening being mounted on a card base  member 35 having a
non-transparent property and a verifying chip 32 composed of
fluorescent substance granules 33 mixed in synthetic resin being
placed into the  



opening. Another surface plate may be layered on the verifying chip
32 and the  surface plate 34. [0083]  The card base-plate 35 is a
thick plate made of synthetic resin widely used in a  cash card or
the like or a thin plate made of synthetic resin used in a prepaid
card  or the like. The verifying chip 32 has such the area and such
the thickness that it  can be placed into the opening of the surface
plate 34, and fluorescent substance -23 granules 33 are mixed
therein.  [0084] For the material of the surface plate 35, either of
synthetic resin transparent to the  incident light and to the
reflected light for the card or synthetic resin  non-transparent to
the incident light and/or the reflected light for the card and to
other visible lights may be used. For the surface plate layered
further on the  verifying chip 32 made of synthetic resin and the
surface plate 34, synthetic resin  transparent to the incident light
and the reflected light is used. [0085]  [Embodiment 3 of the
authentication verifying chip] Fig. 7 shows Embodiment 3 of the
verifying chip. Fig. 7 (a) shows a drawing  where a card is seen from
above; Fig. 7 (b) is a cross-sectional view; and Fig. 7  (c) is an
enlarged view of the cross-sectional view. A card 41 comprises a
surface  plate 44 with an opening being mounted on a card base member
45 having  non-transparent property and a verifying chip 42 with
radioactive substance  granules 20 mixed in synthetic resin being
placed into the opening. On the surface  plate 44, a magnetic stripe
2 and an arrow mark 3 are disposed. [0086]  



The arrangement pattern of the mixed radioactive substance granules
is inherent in  the verifying chip 42, i.e., in the card 41, and the
card is identified by this  characteristic. [0087]  [Example of the
mounting position for the authentication verifying chip] Fig. 8 shows
examples of the mounting position of the verifying chip on a card
according to the structural features as described above. The
verifying chip 46 can  -24 be mounted, other than the position at
about the central portion of the card body as  shown in Fig. 5 to
Fig. 7, at the following positions: at the foremost position in the
middle portion as shown in Fig. 8 (a) ; at the central position in
the middle portion  as shown in Fig. 8 (b) ; at the posterior
position in the middle portion as shown in  Fig. 8 (c) ; at the
foremost position in the lower portion as shown in Fig. 8 (d) ; at
the central position in the lower portion as shown in Fig. 8 (e) ;
and at the posterior position in the lower portion as shown in Fig. 8
(f). While it can also be  mounted at a position in the upper
portion, it is desirable for the mounting position  to avoid the
position in the upper portion, when there may be influence on the
reading of the information from the magnetic stripe. [0088]  [Example
2 of the mounting position for the authentication verifying chip]
From the viewpoint of maintaining higher security for the card or of
providing  better convenience, attempts are being made to use the IC
chip in an information  storage medium. The IC chip has a
semiconductor memory in it. If the  semiconductor memory is
irradiated by an electron beam, in particular, by 3  (beta) ray, the
memory written may be changed in some cases. [0089]  



Among the radiations, a (alpha) ray can be shielded even by a piece
of paper.  For this reason, there is almost no need to give
consideration on the influence to  the semiconductor memory. However,
for the purpose of shielding 8 ray, an  aluminum plate of 1 mm in
thickness or an acrylic plate of 10 mm in thickness is  needed.
Therefore, in a case where radioactive substance granules emitting 0
ray are used, the influence by 0 ray can be avoided by disposing a
verifying chip  36 and an IC chip 80 with a distance of 10 mm or more
from each other. [0090] -25 [Reading position of the authentication
verifying chip] Physical standards for a cash card and a credit card
are strictly stipulated from the  viewpoint of the practical use.
Accordingly, physical standards of the components  to be mounted on
it are also strictly provided. However, it is not entirely deniable
that deformation may occur due to the excessive use. [0091]  To cope
with such the problem, it is desirable to arrange a position
alignment mark  48 as shown in Fig. 10 on the verifying chip. In a
simple case, only one position  alignment mark may suffice. However,
in order to ensure the more reliable  position alignment, it would be
desirable to have plural marks. [0092]  In order to perform the
reading more reliably, at the same time with the use of the  position
alignment mark, it would be desirable to arrange some other marks at
the  position to start the reading and the position to finish the
reading of the authentication verifying chip. For instance, a line 49
to start the reading in moving  direction and a line 50 to finish the
reading in moving direction and further, lines  51 and 52 to indicate
the end portions may be arranged. 



[0093]  The reading of data on the verifying chip is performed by the
relative movement of  the authentication verifying chip and the
reading device. To ensure the reliable  reading, it is necessary to
synchronize the movements of the authentication  verifying chip and
the reading device. If a mark for synchronization signal 87 is
disposed on the verifying chip, the movement of the reading device
can be  synchronized according to the reading of the mark. [0094] -26
The reading start line and the reading finish line and/or the mark
for  synchronization signal can be also used for signal normalization
in the signal  processing. The position alignment mark, the reading
start/finish lines and/or the  mark for synchronization signal are
made of fluorescent substance. For instance,  these can be prepared
by an adequate printing means such as an ink jet printer.  [0095]
[Embodiment 4 of the authentication verifying chip] The
authentication verifying chips on the card as shown in Fig. 6 to Fig.
7 are of  artifact-metrics. The artifact-metrics cannot be forged,
while it is also impossible  to control the pattern when
manufacturing. In Fig. 11 to Fig. 20, examples of the  arrangement of
the verifying chip by using binary data suitable for mechanical
reading, prepared by a computer are shown. [0096]  In the verifying
chip shown in Fig. 11, 1024 binary data are arranged in a matrix
form of 32 x 32. In this figure, the position where binary data "0"
is written is  shown in blank, and the position where the binary data
"1" is written is shown with  the mark 



[0097]  Now, a method to obtain the binary data is described. Fig. 12
shows an example of  true random numbers with hexadecimal numbers of
256 digits, which are obtained  by detecting a radiation ray
irradiated as the result of nuclear fission of radioactive
substance. Random numbers used for a crypt key or the like are
generally  supplied as hexadecimal numbers as such. Fig. 13 shows
hexadecimal random  numbers shown in Fig. 12 arranged in the matrix
form of 8 columns x 32 rows.  [0098] -27 The hexadecimal numbers can
be expressed by replacing with binary 4-digit  numbers. That is, "0"
of the hexadecimal number corresponds to "0000" of binary  numbers.
Similarly, "1" corresponds to "0001", "2" corresponds to "0010", "3"
corresponds to "0011", "4" corresponds to "0100", "5" corresponds to
"0101", "6"  corresponds to "0110", "7" corresponds to "0111", "8"
corresponds to "1000", "9"  corresponds to "1001", "A" corresponds to
"1010", "B" corresponds to "1011", "C"  corresponds to "1100", "D"
corresponds to "1101", "E" corresponds to "1110" and "F"  corresponds
to "1111". [0099]  Based on the expressions as given above, 256-digit
hexadecimal random numbers  shown in Fig. 12 are substituted by
binary random numbers as shown in Fig. 14.  One digit of the
hexadecimal number can be replaced by 4-digit binary numbers.  Thus,
256-digit hexadecimal numbers correspond to 256 digits x 4 digits =
1024  digits in binary numbers. These binary numbers can be obtained
directly in a  random number generator, and in such a case, it is not
necessary to perform the  substitution operation. [0100]  



These numbers are arranged in the matrix of 8 columns x 32 rows in
Fig. 13 and  further arranged, for each digit of binary numbers, in
the matrix of 32 columns X  32 rows as shown in Fig. 15. [0101]
Finally, the position corresponding to "0" of the binary number in
the matrix of Fig.  15 is left without writing the information.
Information is written to the position  with the mark "'
corresponding to "1". The arrangement of the authentication
verifying chip as shown in Fig. 11 is thus, obtained. The verifying
chip prepared in  this way has the information of 32 column x 32 rows
x 1 bit = 1024 bits for -28 authentication verifying, that is, it has
an authentication verifying key of 1024 bits.  [0102] For the
embossed hologram shown in Fig. 5 (c) and the fluorescent substance
shown in Fig. 6, the lights with a plurality of wavelengths can be
used. Next, an  example of the pit arrangement of a verifying chip of
a card, which is of binary data  suitable for mechanical reading, and
is prepared by computer and which uses the  lights of generally
called red (R), green (G) and blue (B) is described. [0103]  These
"R", "G" and "B" can express the total of four conditions including
"0" where  no data is written. In other words, these can be handled
as quaternary numbers.  The quaternary numbers can be expressed by
four 2-bit numbers: "00", "01", "10"  and "11". [0104]  Fig. 16 shows
hexadecimal random numbers of 256 digits shown in Fig. 12 and
further hexadecimal random numbers of 256 digits which antecede
those. Here,  what is shown as "hexadecimal random numbers group a"
is the same random  



numbers as shown in Fig. 12, and "hexadecimal random numbers group b"
is the  random numbers, which antecedes "hexadecimal random numbers
group a".  [0105] These hexadecimal random numbers group is converted
to a binary random  numbers group. Fig. 17 shows the random numbers
divided for every 2 bits in  order to convert to the quaternary
numbers expressed as "0", "R", "G" and "B".  [0106] Further, binary
number "00" is converted to quaternary number "0", binary number  -29
"01" to quaternary number 'R", binary number "10" to quaternary
number "G" and  binary number "11" to quaternary number "B" as shown
in Fig. 18. [01071  The quaternary numbers thus obtained are arranged
in the matrix of 32 columns x 32 rows, similarly to the binary
numbers shown in Fig. 11 or Fig. 15, and these  are shown in Fig. 19.
The verifying chip thus prepared has the information of 32  columns x
32 rows x 2 bits =2048 bits for authentication verifying, in other
words, it has an authentication verifying key of 2048 bits. [01081
Now, referring to Fig. 20, a method to obtain a plurality of
verifying chips from one  random numbers group is described. Fig. 20
(a), Fig. 20 (b), Fig. 20 (c) and Fig.  20 (d) each shows a matrix
pattern of 16 X 16 based on the matrix pattern of 32  x 32 in Fig.
11. Fig. 20 (a) has the origin at the coordinates (0,0), Fig. 20 (b)
has the origin at the coordinates (1,0), Fig. 20 (c) has the origin
at the coordinates (0,1) and Fig. 20 (d) has the origin at the
coordinates (1,1). In this way, it is possible to have a plurality of
matrix patterns from one matrix  pattern obtained from the random
numbers group shown in Fig. 12. 



[01091  For the purpose of obtaining a plurality of matrix patterns
from one random  numbers group, it is also possible to use various
methods such as a method to  change the use position to start the
random numbers group shown in Fig. 12 or a  method to change the
preparation position to start the matrix pattern shown in Fig.  13.
[01101  In so doing, a card issuer can maintain secrecy by arranging
one random numbers  -30 group as a master random numbers group and
can obtain a plurality of matrix  patterns based on the master random
numbers group. It is also possible to  automatically control the
plurality of matrix patterns based on the information of  the origin.
[0111]  In the examples shown in Fig. 11 and Fig. 15, the
authentication verifying  information is recorded by binary numbers
expressed in 1 bit, and in the example  shown in Fig. 19, the
authentication verifying data is recorded by quaternary  numbers
expressed in 2 bits. In addition to these, it is also possible to use
octal  numbers expressed in 3 bits and hexadecimal numbers expressed
in 4 bits.  [0112] [Embodiment 1 of the certifying chip] Fig. 21 and
Fig. 22 show an example of a card to certify the card itself. Fig. 21
illustrates the card and Fig. 22 shows the functions of an
authentication verifying  chip and an authentication certifying chip.
[0113]  On a card 60, there are provided a verifying chip 61 where
information for verifying  



a card Authentication "A" such as artifact-metrics is stored; and a
certifying chip 62  where the authentication verifying information
"A" is digitized to the digitized data  Message "M" and is encrypted
to the encrypted data "C" and is stored, and both are  non-separably
mounted on the card body. On upper portion of the surface of the
card 60, a magnetic stripe 2 and an arrow mark 3 are disposed. [0114]
Instead of the magnetic stripe 2, or together with it, an IC chip can
also be used.  The verifying chip 61 and the certifying chip 62 may
be arranged at separate -31 positions respectively as shown in Fig.
21 or these may be disposed adjacent to  each other or may be united.
[0115]  Referring to Fig. 22, descriptions below explain, on a basic
example, the functions  of the verifying chip 61 and the certifying
chip 62 on the card 60 shown in Fig. 21.  In Fig. 22, the steps (1) -
(5) show the flow when the card is prepared by a card  issuer. The
steps (6) - (10) show when a user uses the card by means of a
terminal device such as an ATM. [0116]  (1) A verifying chip 61 is
prepared, in which card authentication verifying  information "A"
being artifact-metrics or an embossed hologram is stored. Because
all artifact-metrics are different from each other, all of the
verifying chips 61 having  artifact-metrics are different from each
other. [0117]  If the verifying chip as shown in Fig. 5 to Fig. 7 is
prepared by using the data of 32  bits X 32 bits = 1024 bits (307
digits in decimal number) or more with the  number of bits according
to the method shown in Fig. 11 to Fig. 20, the probability  



of the existence of the same verifying chips can be very low and it
is negligible.  Because the embossed hologram has a three-dimensional
structure, it is impossible  to make optical duplication, and
accordingly, it is very difficult to forge it. [0118]  (2) The
information on the verifying chip 61 is read by analog or digital
means.  In order to accurately perform the reading when the card is
used, it is desirable  that the reading is performed after the
verifying chip 61 is mounted on the card 60. -32 [01191  (3) The
analog image of the verifying chip 61 thus read is digitized to the
digital  data "M". In a case where the data to be stored in the
verifying chip 61 to be read  is digital data, the digitization is
unnecessary. [01201  (4) The digital data "M" is encrypted, and the
encrypted data "C" is obtained.  As a cryptosystem, a secret-key
cryptosystem and a public-key cryptosystem can  be used. [01211  A
crypt key used in the secret-key cryptosystem is called a secret-key.
In recent  years, with the propagation of the public-key
cryptosystem, more and more people  refer a private-key used in the
public-key cryptosystem as a secret-key. In this  respect, it is also
called a common-key to avoid the confusion. [01221  According to
"Modern Cryptography" published by the Institute of Electronics,
Information and Communication Engineers (Japan), the process to
obtain the  enCrypted data "C" by Encrypting the Message "M" by using
a crypt Key "K" is  expressed as C = E (K, M), and the process to
obtain decrypted data by  



Decrypting the enCrypted data by using a crypt Key "K" is expressed
as M = D  (K, C). [01231  Here, following after the above, the
process to Encrypt the digital data "M" by a  Secret-key Ks of the
secret-key cryptosystem to obtain the enCrypted data "Cs"  is
expressed as Cs = E (Ks, M), and the process to Decrypt the encrypted
data  "Cs" by the Secret-key Ks to obtain the digital data "M" is
expressed as M = D -33 (Ks, Cs).  [0124]  The process to Encrypt the
digital data "M" by a Pulic-key "Kp" of the public-key  cryptosystem
to obtain the encrypted data "Cp" is expressed as Cp = E (Kp, M).
The process to Decrypt the encrypted data "Cp" by a priVate-key "Kv"
to obtain  digital data "M" is expressed as M = D (Kv, Cp). These are
transmission of a  crypt key. [0125]  The process to Encrypt the
digital data "M" by the priVate-key "Kv" of the  public-key
cryptosystem to obtain the enCrypted data Cv is expressed as Cv = E
(Kv, M). The process to Decrypt the encrypted data "Cv" by the
private-key "Kp"  to obtain the digital data "A" is expressed as A =
D (Kp, Cv). These are the  digital signature. [0126]  (5) The
encrypted data "Cs", "Cp" or "Cv" are stored in a certifying chip 44,
which is non-separably mounted on the card body 60. For the storage
of the  encrypted data, adequate means such as the optical reading
and recording method,  the magnetic recording, etc. for barcode or
two-dimensional barcode, etc. may be  



adopted. [0127]  In a case where the card 60 is an IC card with an IC
chip mounted on it, it is also  possible to store the encrypted data
in the IC chip. To be a non-separable  structure, they are integrated
or a method such as welding may be adopted. Also,  the encrypted data
may be recorded on the card itself instead of mounting the
certifying chip on the card. -34 [01281  (6) When the card is used,
the encrypted data "C" stored in the certifying chip 62  is read.
[0129]  (7) The encrypted data "C" is decrypted by using a
predetermined cryptography  algorithm and the crypt key, and the
decrypted data "M" is obtained. [0130]  (8) At the same time,
information "A' " of the verifying chip 61 is read. As the  reading
means, camera is generally used, while a reading head or a scanner
other  than camera may be used. [0131]  (9) The information "A' " of
the verifying chip thus read is digitized and the  digital data "M' "
is obtained. [0132]  (10) The decrypted data "M" is compared with the
digitized data "M' ". If these  are equal to each other, it is judged
that the combination of the verifying chip 61  and the certifying
chip 62 is legitimate. If these are different from each other, it is
judged that the combination of the verifying chip 61 and the
certifying chip 62 is  



not legitimate, and the card is judged as illegitimate. Thus, the
authenticity of the  verifying chip 61 is certified by the certifying
chip 62 which is togetherwith present  on the card. [0133]  In this
example, the data "M' " read from the verifying chip 61 is compared
to the  -35 data "M" decrypted from the certifying chip 62. It may be
possible that the  encrypted data "C' " obtained by encrypting the
data "M' " read from the verifying  chip 61 is compared to the
encrypted data "C" read from the certifying chip 62.  [0134] The data
on the certifying chip 62 is encrypted. In this cryptosystem, either
of the  secret-key (or the common-key) cryptosystem using a single
crypt key and the  public-key cryptosystem using two crypt keys can
be adopted. In the public-key  cryptosystem, a combination of the
public-key and the private-key (the secret-key) or a combination of
the private-key and the public-key may be adopted  when used for the
encryption and decryption. [0135]  When a user uses the card by means
of a terminal device, the crypt key for  decryption is used. The
crypt key is stored within a server or within the terminal  device.
If it is so designed that the crypt key is stored within the server
and when  authentication verifying of the card is needed, the crypt
key needed then, is  delivered to the terminal device each time, it
can be a method with high security  on on-line basis. If the crypt
key is stored within the terminal device,  authentication verifying
of the card can be executed only on the terminal device on  off-line
basis. However, if the terminal device is stolen, the crypt key is
also  stolen. If it is so designed that the crypt key is stored in a
DRAM in the terminal  



device and the crypt key stored in DRAM will be lost when the power
to the  terminal device is cut off because the terminal device is
destroyed or stolen, the  stealing of the crypt key can be prevented.
[0136]  [Embodiment 2 of the certifying chip] When the data stored
for confirming the authenticity of the card is transmitted from  -36
the host server to the terminal device and the authenticity is
verified on the  terminal device, or when the data of the card is
read and transmitted to the server  and the authenticity is verified
on the server, the storage data volume in the server  and the
transmitting data volume become large because the digital data volume
of  the verifying chip 61 is large. [0137]  To cope with such the
situation, if MD5 (Message Digest 5), which is the typical  hash
algorithm, or other hash algorithm such as SAH-1 (Secure Hash
Algorithm - 1) or SAH-2 is used, the data can be converted to the
16-byte hash value  regardless of how large the data may be, and
falsification of the original data is  always reflected in the hash
value. If utilizing these characteristics, the storage  data volume
in the server and the data transmission volume may not be so large.
To alleviate the burden for encryption/decryption, hash algorithm is
used. [0138]  Fig. 23 and Fig. 24 show an example of a card using the
hash algorithm. Fig. 23  shows the card. Fig. 24 shows the functions
of the verifying chip and the  certifying chip. [0139]  On a card 63,
there are provided a verifying chip 61 where card Authentication  



verifying information "A" such as artifact-metrics is stored; and a
certifying chip 64  where the authentication verifying information
"A" is digitized to the digitized data  Message "M", turned to the
hash value "I", and "I" is encrypted to the encrypted  data "Ch" and
is stored; and both are non-separably mounted on the card body. On
the upper portion of the surface of the card 63, a magnetic stripe 2
and an arrow  mark 3 are disposed. An IC chip may be used instead of
the magnetic stripe 2 or  together with it. The verifying chip 61 and
the certifying chip 64 may be arranged -37 at separate positions
respectively as shown in Fig. 23 or these may be arranged  adjacent
to each other or may be united. [0140]  Referring to Fig. 24,
descriptions below explain the functions of the verifying chip  61
and the certifying chip 64 on the card 63 shown in Fig. 23. In Fig.
24, the  steps (1) - (6) show the flow of the preparation of the card
by a card issuer.  The steps (7) - (11) show the flow when a user
uses the card by means of a  terminal device such as an ATM. [0141]
(1) The verifying chip 61 is prepared, in which card authentication
verifying  information "A" being artifact-metrics or the embossed
hologram is stored.  Because all of the artifact-metrics are
different from each other, all of the verifying  chips 61 having the
artifact-metrics are different from each other. In particular, it  is
impossible to duplicate the artifact-metrics having the
three-dimensional  arrangement, and it cannot be forged. [0142]  If
the verifying chip as shown in Fig. 5 to Fig. 7 is prepared by using
the data of 32  bits x 32 bits = 1024 bits (307 digits in decimal
number) or more with the  



number of bits according to the method shown in Fig. 11 to Fig. 20,
the probability  of the existence of the same verifying chips can be
very low and it is negligible.  Because the embossed hologram has a
three-dimensional structure, it is impossible  to make optical
duplication, and accordingly, it is very difficult to forge it.
[0143]  (2) The information on the verifying chip 61 is read by
analog or digital means.  In order to accurately perform the reading
when the card is used, it is desirable  -38 that the reading is
performed after the verifying chip 61 is mounted on the card 63.
[0144] (3) The analog image of the verifying chip 61 thus read is
digitized to the digital  data "M". In a case where the data to be
stored in the verifying chip 61 to be read  is digital data,
digitization is unnecessary. [0145]  (4) The digital data "M" is
turned to the hash value "H". The hash value  obtained when using the
MD5 algorithm as widely used, is of 16 bytes (= 128  bits). [0146]
(5) The hash value "H" is encrypted, and the encrypted data "Ch" is
obtained. As the cryptosystem, the secret-key cryptosystem and the
public-key cryptosystem  can be used. [0147]  (6) The encrypted data
"Ch" is stored in the certifying chip 64, which is  non-separably
mounted on the card body 63. For the storage of the encrypted  data,
adequate means such as the optical reading and recording method, the
magnetic recording, etc. for barcode or two-dimensional barcode may
be adopted.  



[0148] In a case where the card 63 is an IC card with an IC chip
mounted on it, it is also  possible to store the encrypted data in
the IC chip. It may be integrated as a  non-separable structure or a
method such as welding may be adopted. The data  may be recorded on
the card itself instead of mounting the chip. -39 [0149]  (7) When
the card is used, the encrypted data "Ch" stored in the certifying
chip  64 is read. [0150]  (8) The encrypted data "Ch" is decrypted by
using a predetermined cryptography  algorithm and the crypt key, and
a decrypted data "H" is obtained. [0151]  (9) At the same time,
information "A' " of the authentication verifying chip 61 is  read.
As the reading means, camera is generally used, while a reading head
or a scanner  other than the camera may be used. [0152]  (10) The
information "A' " of the verifying chip thus read is digitized, and
the  digital data "M' " is obtained. [0153]  (11) The digital data
'M' " is turned to hash value and the hash value "H' " is  obtained.
[0154]  (12) The decrypted data "H" is compared with the hash value
"H' If these are equal to each other, it is judged that the
combination of the verifying  



chip 61 and the certifying chip 64 is legitimate. If these are
different from each  other, it is judged that the combination of the
verifying chip 61 and the certifying  chip 64 is not legitimate, and
the card is judged as illegitimate. In this way, the  authenticity of
the verifying chip 61 is certified by the certifying chip 64, which
is  -40 togetherwith present on the card.  [0155] In this example,
the hash value "H' " obtained by the hashing of the data "M' " read
from the verifying chip 61 is compared to the hash value "H"
decrypted from the  encrypted hash value "Ch" read from the
certifying chip 64. It may be possible that the encrypted hash value
"Ch' " obtained by encrypting the hash value "H' " by  hashing the
data "M' " read from the verifying chip 61 is compared to the
encrypted  data "Ch" read from the certifying chip 64. [0156]  The
cryptosystem and the method to use and manage crypt keys used in this
embodiment are not different from the case of the Embodiment 2 of the
certifying  chip, and new description is not given here. [0157]
[Embodiment 3 of the certifying chip] There may be the cases where
the verifying chip is destroyed or stained and the  authentication
verifying information cannot be read. In such the case, the card
cannot be used even when it is legitimate. The following describes
the  arrangement to cope with such the situation. [0158]  Fig. 25 and
Fig. 26 show an example of a card using the ID of the card. Fig. 25
illustrates the card. Fig. 26 shows the functions of the verifying
chip and the  



certifying chip shown in Fig. 25. [0159]  On a card 65, there are
provided a verifying chip 61 where card Authentication  -41 verifying
information "A" such as artifact-metrics is stored; and a certifying
chip 66  where the authentication verifying information "A" is
digitized to the digitized data  Message "M", turned to ID-added data
"I" by adding data such as the ID of the card,  and "I" is encrypted
to the encrypted data "Ci" and is stored; and both are non-separably
mounted on the card body. On the upper portion of the surface of  the
card 65, a magnetic stripe 2 and an arrow mark 3 are disposed. An IC
chip  may be used instead of the magnetic stripe 2 or together with
it. The verifying  chip 61 and the certifying chip 66 may be arranged
at separate positions respectively as shown in Fig. 25 or these may
be arranged adjacent to each other  or may be united. [01601
Referring to Fig. 26, descriptions below explain the functions of the
verifying chip  61 and the certifying chip 66 on the card 65 shown in
Fig. 25. In Fig. 26, the  steps (1) - (6) show the flow when the card
is prepared by a card issuer. The  steps (7) - (11) show when a user
uses the card by means of a terminal device  such as an ATM. [01611
(1) A verifying chip 61 is prepared, in which card authentication
verifying  information "A" being artifact-metrics or an embossed
hologram is stored.  [01621 Because all artifact-metrics are
different from each other, all of the verifying chips  61 having
artifact-metrics are different from each other. In particular, it is



impossible to duplicate the artifact-metrics with three-dimensional
arrangement,  and it cannot be forged. [01631 -42 If the verifying
chip as shown in Fig. 5 to Fig. 7 is prepared by using the data of 32
bits X 32 bits = 1024 bits (307 digits in decimal number) or more
with the  number of bits according to the method shown in Fig. 11 to
Fig. 20, the probability  of the existence of the same verifying
chips can be very low and it is negligible.  Because the embossed
hologram has a three-dimensional structure, it is impossible  to make
optical duplication, and accordingly, it is very difficult to forge
it. [0164]  (2) The information on the verifying chip 61 is read by
analog or digital means.  In order to accurately perform the reading
when the card is used, it is desirable  that the reading is performed
after the verifying chip 61 is mounted on the card 65.  [0165] (3)
The analog image of the verifying chip 61 thus read is digitized to
the digital  data "M". In a case where the data to be stored in the
verifying chip 61 to be read  is digital data, the digitization is
unnecessary. [0166]  (4) The data such as the ID of the card is added
to the digital data "M" and  ID-added data "I" is obtained. [0167]
(5) The ID-added data "I" is encrypted and encrypted data "Ci" is
obtained. For  the cryptosystem, a secret-key cryptosystem or a
public-key cryptosystem can be  used. [0168]  



(6) The encrypted data "Ci" is stored in a certifying chip 66, which
is  non-separably mounted on the card body 65. For the storage of the
encrypted -43 data, adequate means such as the optical reading and
recording method, the  magnetic recording for barcode or
two-dimensional barcode, etc. may be adopted.  [0169] In a case where
the card 65 is an IC card with an IC chip mounted on it, it is also
possible to store the encrypted data in the IC chip. It may be
integrated as a  non-separable structure or a method such as welding
may be adopted. Also, the  encrypted data may be recorded on the card
itself instead of mounting the chip on  the card. [0170]  (7) When
the card is used, the encrypted data Ti" stored in the certifying
chip  66 is read. [0171]  (8) The encrypted data Ti" is decrypted by
using a predetermined cryptography  algorithm and the crypt key, and
a decrypted data "I" is obtained. [0172]  (9) At the same time,
information "A' " of the verifying chip 61 is read. As the  reading
means, camera is generally used, while a reading head or a scanner
other  than the camera may be used. [0173]  (10) The information "A'
" of the verifying chip 61 thus read is digitized and the  digital
data "M' " is obtained. [0174]  (11) The data such as the ID of the
card is added to the digital data "M' ", and  



-44 ID-added data "I' " is obtained.  [0175] (12) The decrypted data
"I" is compared with the ID-added data "I' ". If these  are equal to
each other, it is judged that the combination of the verifying chip
61  and the certifying chip 66 is legitimate. If these are different
from each other, it is  judged that the combination of the verifying
chip 61 and the certifying chip 66 is  not legitimate, and the card
is judged as illegitimate. [0176]  In this way, the authenticity of
the verifying chip 61 is certified by the certifying  chip 66 which
is togetherwith present on the card. [0177]  The data recorded on the
certifying chip 66 is the encrypted data which is obtained  by adding
the ID to the data based on the data of the verifying chip 61 and is
encrypted. In order to confirm the authenticity of the verifying chip
61, it is  necessary to add the ID to the data obtained from the
certifying chip 66 prior to the  comparison of the data. By keeping
this ID in secret, any one who does not know  this ID cannot
cryptanalyze to know the crypt key. [0178]  In this example, the
information "A' " read from the verifying chip 61 is digitized to
the digital data "M' ", further added the card information, and thus
obtained data "I  ' " is compared to the data "I" which is obtained
by decrypting the encrypted data  Ti" read from the certifying chip
66. It may be possible that the digital data "M"  which is obtained
by removing the card information from the data "I" obtained by
decrypting the data Ti" read from the certifying chip 66 is compared
to the digital  data "M' IT obtained by digitizing the information
"A' " read from the verifying chip  



-45 61.  [01791  The cryptosystem and the method to use and manage
crypt keys used in this  embodiment are not different from the case
of the Embodiment 1 of the certifying  chip, and new description is
not given here. [Embodiment 4 of the certifying chip]  [0180] The
card where both the verifying chip and the certifying chip are
present is under  the control of the user. In the verifying chip, the
authentication verifying  information subject to the encryption is
present not in secret. In the certifying  chip, encrypted data of the
authentication verifying information is present. Then, if  the card
is given into the hand of any one who has malicious intention or if
the  user has malicious intention, the encryption may be
cryptanalyzed and the crypt  key may become known. Descriptions below
explain arrangements for preventing  such the situation. [0181]  Fig.
27 and Fig. 28 show an example of a card using the electronic
watermark.  Fig. 27 illustrates the card. Fig. 28 shows the functions
of the verifying chip and  the certifying chip shown in Fig. 27.
[0182]  On a card 67, there are provided the verifying chip 61 where
card Authentication  verifying information "A" such as
artifact-metrics is stored; and the certifying chip  68 where the
authentication verifying information "A" is digitized to the
digitized  data Message "M", turned to data with electronic watermark
"W" by adding the  electronic watermark to "M", and is encrypted to
encrypted data "Cw" and is stored; 



-46 and both are non-separably mounted on the card body. On the upper
portion of  the surface of the card 67, a magnetic stripe 2 and an
arrow mark 3 are disposed.  An IC chip may be used instead of the
magnetic stripe 2 or together with it. The  verifying chip 61 and the
certifying chip 68 may be arranged at separate positions
respectively as shown in Fig. 27 or these may be arranged adjacent to
each other  or united. [0183]  Referring to Fig. 28, descriptions
below explain the functions of the verifying chip  61 and the
certifying chip 68 on the card 67 shown in Fig. 27. In Fig. 28, the
steps (1) - (6) show the flow when the card is prepared by a card
issuer. The  steps (7) - (11) show when a user uses the card by means
of a terminal device  such as an ATM. [0184]  (1) A verifying chip 61
is prepared, in which card authentication verifying  information "A"
being artifact-metrics or an embossed hologram is stored.  [0185]
Because all artifact-metrics are different from each other, all of
the verifying chips  61 having artifact-metrics are different from
each other. In particular, it is  impossible to duplicate
artifact-metrics with three-dimensional arrangement, and it  cannot
be forged. If the verifying chip as shown in Fig. 5 to Fig. 7 is
prepared by  using the data of 32 bits x 32 bits = 1024 bits (307
digits in decimal number) or  more with the number of bits according
to the method shown in Fig. 11 to Fig. 20,  the probability of the
existence of the same verifying chips can be very low and it  is
negligible. Because the embossed hologram has a three-dimensional
structure,  it is impossible to make optical duplication, and
accordingly, it is very difficult to  



forge it. -47 [0186]  (2) The information on the verifying chip 61 is
read by analog or digital means.  In order to accurately perform the
reading when the card is used, it is desirable  that the reading is
performed after the verifying chip 61 is mounted on the card 67.
[0187] (3) The analog image of the verifying chip 61 thus read is
digitized to the digital  data "M". In a case where the data to be
stored in the verifying chip 61 to be read  is digital data, the
digitization is unnecessary. [0188]  (4) Electronic watermark is
added to the digital data "M", and data added the  electronic
watermark "W" is obtained. [0189]  (5) The electronic-watermark-added
data "W' is encrypted and the encrypted data  "Cw" is obtained.
[0190]  (6) The encrypted data "Cw" is stored in a certifying chip
68, which is  non-separably mounted on the card body 55. For the
storage of the encrypted  data, adequate means such as the optical
reading and recording method, the  magnetic recording, etc. for
barcode or two-dimensional barcode, etc. may be  adopted. [0191]  In
a case where the card 67 is an IC card with an IC chip mounted on it,
it is also  possible to store the encrypted data in the IC chip.
Forming a non-separable -48 



structure or a method such as welding may be adopted. Also, the
encrypted data  may be recorded on the card itself instead of
mounting the certifying chip on the  card. [01921  (7) When the card
is used, the encrypted data "Cw" stored in the certifying chip  68 is
read. [01931  (8) The encrypted data "Cw" is decrypted by using a
predetermined cryptography  algorithm and a crypt key, and the
decrypted data "W" is obtained. [01941  (9) At the same time,
information "A' " of the verifying chip 61 is read. As the  reading
means, camera is generally used, while a reading head or a scanner
other  than the camera may be used. [01951  (10) The information "A'
" of the verifying chip thus read is digitized, and the  digital data
"M' " is obtained. [01961  (11) Electronic watermark is added to the
digital data "M' ", and the data with the  electronic watermark "W' "
is obtained. [0197]  The decrypted data "W" is compared with the
hashed value "W' ". If these are  equal to each other, it is judged
that the combination of the verifying chip 61 and  the certifying
chip 68 is legitimate. If these are different from each other, it is
-49 judged that the combination of the verifying chip 61 and the
certifying chip 68 is  not legitimate. 



[0198]  In this way, the authenticity of the verifying chip 61 is
certified by the certifying  chip 68 which is togetherwith present on
the card. [0199]  The data recorded on the certifying chip 68 is the
encrypted data obtained by  encrypting the data which is added the
electronic watermark to the data based on  the information of the
verifying chip 61. In order to confirm the authenticity of the
verifying chip 61, it is necessary to add the electronic watermark to
the data  obtained from the verifying chip 61 prior to the data
comparison. By keeping this  electronic watermark in secret, any one
who does not know this electronic  watermark cannot cryptanalyze to
know the crypt key. [0200]  In this example, the information "A' "
read from the verifying chip 61 is digitized to  the digital data "M'
" and is added the electronic watermark, and thus obtained data  "W'
" is compared to the data "W" which is obtained by decrypting the
encrypted  data "Cw" read from the certifying chip 68. It may be
possible that the digital data  "M" which is obtained by removing
card information from the data "W" obtained by  decrypting the data
"Cw" read from the certifying chip 68 is compared to the digital
data "M' " obtained by digitizing the information 'A' " read from the
verifying chip  61. [0201]  The cryptosystem, the method to use and
manage crypt keys used in this  embodiment are not different from the
case of the Embodiment 1 of the certifying -50 chip, and new
description is not given here.  [Embodiment 5 of the certifying chip]



In the examples of the certifying chip as described above, the basic
arrangement is  shown in the Embodiment 1, hash algorithm is added
thereto in the Embodiment 2,  the ID of the card or the like is added
in the Embodiment 3, and the electronic  watermark is added in the
Embodiment 4. As a result, it becomes difficult to forge.  In the
technique added with these features, it is also possible not only to
simply  add only one of these features but also to combine several of
them. That is, the  hash algorithm may be combined with ID of the
card or the like, the hash algorithm  may be combined with the
electronic watermark. ID of the card or the like may be  combined
with the electronic watermark, or the hash algorithm and ID of the
card  or the like may be combined with the electronic watermark.
[0202]  Descriptions below explain the flow on the card
authentication verifying process.  [Embodiment 1 of the processing
flow] Referring to Fig. 29, the Embodiment 1 of the flow of card
authentication verifying  processing is described. (1) A card user
inserts a cash card into a card slot of a terminal device such as  an
ATM by setting the portion of the card marked with an arrow at the
foremost  position, the sensor at the card slot senses it, and the
card is taken into the device.  [0203] (2) When the card is taken
into the device, the terminal device reads the card  information from
the magnetic recording portion of the card. [0204] -51 (3) The
terminal device judges whether the inserted card is a valid card
which  can be processed by the terminal device or not. [0205]  



(4) If it is not confirmed that the card can be processed by the
device from the  card information thus read, or if the information of
the card cannot be read because  the card is broken or stained even
though it is a valid card, the terminal device  judges that it is an
illegitimate card which cannot be processed and discharges the  card.
[0206]  (5) The terminal device reads the authentication verifying
data from the verifying  chip by mechanical scanning using the
movement of the card when the card is  taken into the device or under
the stopped condition after the card is taken in.  [0207] (6) The
terminal device judges whether the card authentication verifying data
thus read is valid or not. [0208]  (7) In a case where the terminal
device judges that the card authentication  verifying data is not
valid, it is judged that the inserted card is not a valid card.
Then, the card is discharged from the terminal device, and the
processing is  terminated. [0209]  (8) In a case where the terminal
device judges that the card authentication  verifying data is valid,
it instructs the user to perform further input operations, for
example, input of the amount to draw. 52 [0210]  (9) The user follows
the instruction and performs the input operation such as the
inputting of the amount to be paid. [0211]  



(10) The host computer judges whether the content of the input
operation such  as the amount to be paid is adequate or not. [0212]
(11) If the host computer judges that the content of the input
operation is  inadequate, for example, the balance short in the
deposit, the card is discharged  from the device, and the processing
is terminated. [0213]  (12) When the host computer judges that the
content of the input operation such  as the amount to be paid is
adequate, the output operation such as paying of the  amount is
performed. Then, the card is discharged from the terminal device and
the processing is terminated. [0214]  [Embodiment 2 of the processing
flow] Referring to Fig. 30, Embodiment 2 of the flow of the card
authentication verifying  process is described. In the flow of the
card authentication verifying process, if the card authentication
verifying data is not valid, the card is discharged from the terminal
device in the  Embodiment 1. In the Embodiment 2, if the
authentication verifying data is not  valid, the card is taken into
the terminal device, and an alarm is given. In so  doing, it can be
easy to dig up the illegitimate card. -53 [0215]  (1) When a card
user inserts a cash card into a card slot of a terminal device  such
as an ATM by setting the portion of the card marked with an arrow at
the  foremost position, the sensor at the card slot senses it, and
the card is taken into  the device. 



[0216]  (2) When the card is taken into the device, the terminal
device reads the card  information from the magnetic recording
portion of the card. [0217]  (3) The terminal device judges whether
the inserted card is a valid card which  can be processed by the
terminal device or not. [0218]  (4) If it is not confirmed that the
card can be processed by the device from the  card information thus
read, or if the information of the card cannot be read because  the
card is broken or stained even though it is a valid card, the
terminal device  judges that it is an illegitimate card which cannot
be processed and discharges the  card. [0219]  (5) The terminal
device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the
card is  taken into the device or under the stopped condition after
the card is taken in.  [0220] (6) The terminal device judges whether
the card authentication verifying data  -54 thus read is valid or
not.  [0221] (7) In a case where the terminal device judges that the
card authentication  verifying data is not valid, it is judged that
the inserted card is not a valid card.  Then, the card is held in the
device, and the alarm is given. [0222]  It may be possible that the
alarm is issued only at a place remote from the terminal  



device, and a message of operation failure is displayed on the
terminal device. This makes it easy to have the user of the
illegitimate card under control.  [0223] (8) In a case where the
terminal device judges that the card authentication  verifying data
is valid, it instructs the user to perform further input operations,
for  example, input of the amount to draw. [0224]  (9) The user
follows the instruction and performs the input operation such as the
inputting of the amount to be paid. [0225]  (10) The host computer
judges whether the content of the input operation such  as the amount
to be paid is adequate or not. [0226]  (11) If the host computer
judges that the content of the input operation is  inadequate, for
example, the balance short in the deposit, the card is discharged
from the device, and the processing is terminated. -55 [0227]  (12)
When the host computer judges that the content of the input operation
such  as the amount to be paid is adequate, output operation such as
paying of the  amount is performed. Then, the card is discharged from
the terminal device and  the processing is terminated. [0228]
[Embodiment 3 of the processing flow] Referring to Fig. 31,
Embodiment 3 of the flow of the card authentication verifying
process is described. 



In the flow of the card authentication verifying process, while if
the card  authentication verifying data is not valid, the card is
quickly taken into the terminal  device and an alarm is given in the
Embodiment 2, if the authentication verifying  data is not valid, the
process to use the card continues in the Embodiment 3. In  so doing,
it can be easy to dig up the use of the illegitimate card. [0229]
(1) A card user inserts a cash card into a card slot of a terminal
device such as  an ATM by setting the portion of the card marked with
an arrow at the foremost  position. Then, the sensor at the card slot
senses it, and the card is taken into the  device. [0230]  (2) When
the card is taken into the device, the terminal device reads the card
information from the magnetic recording portion of the card. [0231]
(3) The terminal device judges whether the inserted card is a valid
card which  -56 can be processed by the terminal device or not.
[0232] (4) If it is not confirmed that the card can be processed by
the device from the  card information thus read, or if the
information of the card cannot be read because  the card is broken or
stained even though it is a valid card, the terminal device  judges
that it is an illegitimate card which cannot be processed and
discharges the  card. [0233]  (5) The terminal device reads the
authentication verifying data from the verifying  chip by mechanical
scanning using the movement of the card when the card is  



taken into the device or under the stopped condition after the card
is taken in.  [0234] (6) The terminal device judges whether the card
authentication verifying data  thus read is valid or not. [0235]  (7)
In a case where the terminal device judges that the card
authentication  verifying data is not valid, it instructs the user to
perform further input operations,  for example, input of the amount
to draw. [0236]  (8) The user follows the instruction and performs
the input operation such as the  inputting of the amount to be paid.
[0237]  (9) Then, the card is held in the terminal device, and an
alarm is given.  -57 [0238]  It may be arranged that the alarm is
issued only at a place remote from the  terminal device, and a
message of operation failure is displayed on the terminal  device.
This makes it easy to have the user of the illegitimate card under
control.  [0239] (10) In a case where the terminal device judges that
card authentication verifying  data is valid, it instructs the user
to perform further input operations such as the  input of the amount
to draw. [0240]  (11) The user follows the instruction and performs
the input operation such as  the input of the amount to be paid.
[0241]  



(12) The host computer judges whether the content of the input
operation such  as the amount to be paid is adequate or not. [0242]
(14) If the host computer judges that the content of the input
operation is  inadequate, for example, the balance short in the
deposit, the card is discharged  from the device, and the processing
is terminated. [0243]  With the arrangement as described above, the
time, during which the user who  uses the illegitimate card uses the
terminal device, can be extended. This means  not only that gives
longer time for capturing the card user, but also that makes it
possible to obtain further evidence such as the user's fingerprints
from the input  -58 operation.  If a contact-type touch switch is
adopted, this makes the taking of fingerprints  much easier.
Industrial Applicability  [0244] The card with the card
authentication verifying chip and the card authentication  certifying
chip as described above can be adopted in the applications such as
bank  cash cards, credit cards, prepaid cards, membership cards,
securities, ID cards,  admission allowance and other types of
certificate. -59 CLAIMS  1. An object for authentication
verification, for which authentication verification  is needed,
wherein specific and non-duplicable information for identifying said
object is added to the object in such manner that it is non-separable
from said  



object. 2. An object for authentication verification according to
claim 1, wherein said  specific and non-duplicable information for
identifying said object is an  artifact-metrics pattern. 3. An object
for authentication verification according to claim 1, wherein said
specific and non-duplicable information for identifying said object
is an artificial  pattern. 4. An object for authentication
verification, for which authentication verification  is needed,
wherein specific and non-duplicable information for identifying said
object and information for certifying the authenticity of said object
are  non-separably added to said object. 5. An object for
authentication verification according to claim 4, wherein said
specific and non-duplicable information for identifying said object
and said  information for certifying the authenticity of said object
are added to different  positions. 6. An object for authentication
verification according to claim 4, wherein said  specific and
non-duplicable information for identifying said object and said
information for certifying the authenticity of said object are added
at the same  position. -60 7. An object for authentication
verification according to claim 4, 5 or 6, wherein  said specific and
non-duplicable information for identifying said object is an
artifact-metrics pattern. 8. An object for authentication
verification according to claim 4, 5 or 6, wherein  said specific and
non-duplicable information for identifying said object is an
artificial  pattern. 



9. An object for authentication verification according to claim 8,
wherein said  artificial pattern is digital data arranged in a matrix
form and said digital data is  based on binary random numbers. 10. An
object for authentication verification according to claim 9, wherein
said  artificial pattern is a part of digital data arranged in a
larger matrix form. 11. An object for authentication verification
according to claim 6, 7, 8, 9 or 10,  wherein said information for
certifying the authenticity of said object is encrypted  data
obtained in accordance with said specific and non-duplicable
information for  identifying said object. 12. An object for
authentication verification according to claim 11, wherein said
encrypted data is encrypted data obtained by encrypting said specific
and  non-duplicable information for identifying said object. 13. An
object for authentication verification according to claim 11, wherein
said  encrypted data is encrypted data obtained by encrypting hash
value of said specific  and non-duplicable information for
identifying said object. -61 14. An object for authentication
verification according to claim 11, wherein said  encrypted data is
encrypted data obtained by encrypting the information consisting  of
said specific and non-duplicable information for identifying said
object and  identification information of said object. 15. An object
for authentication verification according to claim 11, wherein said
encrypted data is encrypted data obtained by encrypting the
information consisting  of said specific and non-duplicable
information for identifying said object and an  electronic watermark.
16. An object for authentication verification according to claim 11,
12, 13, 14 or  15, wherein said encrypted data is encrypted by using
a common-key of a  



common-key cryptosystem under the control of an issuer of said
object. 17. An object for authentication verification according to
claim 11, 12, 13, 14 or  15, wherein said encrypted data is encrypted
by using a public-key of a public-key  cryptosystem under the control
of an issuer of said object. 18. An object for authentication
verification according to claim 11, 12, 13, 14 or  15, wherein said
encrypted data is encrypted by using a secret-key of a public-key
cryptosystem under the control of an issuer of said object. 19. An
authentication verifying system for verifying the authenticity of an
object,  wherein specific and non-duplicable information for
identifying said object and  information for identifying the
authenticity of said object are non-separably added to  said object,
and the authenticity of said object is judged according to the
information  for identifying said object and the information for
identifying the authenticity of said  object. -62 20. An
authentication verifying system according to claim 19, wherein said
specific and non-duplicable information for identifying said object
is an  artifact-metrics pattern. 21. An authentication verifying
system according to claim 19, wherein said  specific and
non-duplicable information for identifying said object is a plurality
of  artificial patterns. 22. An authentication verifying system
according to claim 19, wherein said  information for certifying the
authenticity of said object is encrypted data obtained  in accordance
with said specific and non-duplicable information for identifying
said  object. 23. An authentication verifying system according to
claim 22, wherein said  encrypted data is encrypted data obtained by
encrypting said specific and  



non-duplicable information for identifying said object. 24. An
authentication verifying system according to claim 22, wherein said
encrypted data is the encrypted data obtained by encrypting the hash
value of said  specific and non-duplicable information for
identifying said object. 25. An authentication verifying system
according to claim 22, wherein said  encrypted data is encrypted data
obtained by encrypting the information consisting  of said specific
and non-duplicable information for identifying said object and
identification information for said object. 26. An authentication
verifying system according to claim 22, wherein said  encrypted data
is encrypted data obtained by encrypting the information consisting
of said specific and non-duplicable information for identifying said
object and an -63 electronic watermark. 27. An authentication
verifying system according to claim 22, 23, 24, 25 or 26,  wherein
said encrypted data is encrypted by using a common-key of a
common-key  cryptosystem under the control of an issuer of said
object. 28. An authentication verifying system according to claim 20,
21, 22, 23, 24, 25 or  26, wherein said encrypted data is encrypted
by using a public-key in a public-key  cryptosystem under the control
of an issuer of said object. 29. An authentication verifying system
according to claim 20, 21, 22, 23, 24, 25 or  26, wherein said
encrypted data is encrypted by using a public-key of a public-key
cryptosystem under the control of an issuer of said object. 30. A
method for processing a card, wherein card authentication verifying
information is recorded in said card, and said authentication
verifying information is  compared with said card authentication
verifying information and the processing as  desired by a card user
is performed only when said authentication verifying 



information and said card authentication verifying information are
equal.  31. A card processing method according to claim 30, wherein
said card is  confiscated when said authentication verifying
information is different from said  card authentication verifying
information. 32. A card processing method according to claim 30,
wherein an alarm is given  while continuing the processing when said
authentication verifying information is  different from said card
authentication verifying information. -64 




