SPECI FI CATION A CARD CAPABLE OF AUTHENTI CATION Field of The

I nvention [0001] The present invention relates to a structure of an
obj ect s GPREGFIGATHDN, a bank note, securities, etc., which is often
forged or counterfeited and which requires authentication to check
whether it is authentic or not. The invention also relates to a

met hod for identjfying authentici f ch the object. Background
Art [00@2?&@@@@&5@#@&5@{@3}@ ichis often called a

card-oriented society, a great nunber of different types of cards
are widely propagated. Specifically, a cash card and a credit card

i ssued by..a cr.edit y which are relating to the assets of
propertyﬁgaﬂég?ﬂghgggﬂﬁﬁgpaid card as securities, and identification
cards su a driver's license, a health insurance card and a
passport are wi dely used. [0003] In many of the cards relating to

property THe SRE&Mt tav&ficHEEIREHES a SHRCAREIT¥n dbicP sl hOB chi, WiHahken
on a magnetic stripe disposed on the surface or on the rear surface

of the carte, SByutiiés)@t@uwhivhtis oftendhiged oroahtepfeitad aAd Miich tapmice d
teller machine) or a nmanual reading device, the magnetic information
is read fautranticagommeleckowhathenit is anthentie pomet.t yHesingéntmoalss s¢lates
are executed. %004], Flhigy 1 shows .an exanple of a flow of processing
the cash tea@rmeteddanideptifying awhentiorly efpgichdhe ohicst of a card inserts

the cash card into a card slot of a termnal -1 device such as an
ATM a sensor at the card slot senses the inserted card, and the

Background Art

[0002]

In the present-day society, which is often called a card-oriented society, a great
number of different types of cards are widely propagated. Specifically, a cash card
and a credit card issued by a credit company which are relating to the assets of
property owners and a prepaid card as securities, and identification cards such as a

driver's license, a health insurance card and a passport are widely used.

[0003]

In many of the cards relating to property or securities and bonds, necessary
information is written on a magnetic stripe disposed on the surface or on the rear
surface of the card. By using automatic machines such as an ATM (automated
teller machine) or a manual reading device, the magnetic information is read from

the magnetic stripe, and various types of processing are executed.

[0004]
Fig. 1 shows an example of a flow of processing the cash card currently in use.

(1) When an owner of a card inserts the cash card into a card slot of a terminal



card is taken into the device. [0005] (2) Wen the card is taken
into the device, the termnal device reads card information froma
magnet i ¢ degerstich@gs porA T acensdreatcthe dard slot aensesithe insestedacard), andtthe
card informati on such as a bank code, a bank branch code, a type of
account , carf isstaker itothiaericeetc. is read. A card identification
nunber, the expiration date, a type of account and an account nunber
are recorded as the card information on the nmagnetic recording
portion 8 fredit card. If a personal identification nunber is
recor ded R g cash card or a credit card, the personal identification

e 3! a0 G o e o S

or not theé’inser card; andled by

the ter mipRImdeyl &Bm & A0fAktic ('ééor&ihﬁi rtich BOtheCQARL! MARGsd bRh chdifesar d

can be handled by the device fromt card 1nformation thus read, or

i f the i nherchrt infiimriohkack as d wakRete,kebirkobraRer avde atthpe of aécduh§ an
broken or stained even though the card is a valid card, the term nal

devi ce jascdyad mungtter) ¢étci & madi NV ahiddideatifitatvon clumbennidie dxpirhton dett, and
di scharges the card. 0008] (5) When the card is a valid card and
when t he typg of aeponphanshan pecorahemper ateaespiiedgsgbe carshingirmagion oar the

has been read correctly, co ni cal.ion with a host., conputer starts.
[0009] - z?awnfﬁecwﬁgﬁ%ﬁaﬂggﬁ e s K ideRgBtiopmber is
per sonal fegc?rﬁ%h fo'ncaa(t:a's Rard' 31%) Thedit card, the personal identification number is also

read.

[0006]
(3) The terminal device judges whether or not the inserted card is a valid card,

which can be handled by the terminal device.

[0007]

(4) If it is not confirmed that the card can be handled by the device from the card
information thus read, or if the information on the card cannot be read because the
card is broken or stained even though the card is a valid card, the terminal device

judges that it 1s an invalid card which cannot be handled and discharges the card.

[0008]
(5) When the card is a valid card and when the information on the magnetic
recording portion of the card has been read correctly, communication with a host

computer starts.

[0009]




[0010] (7) In response to the request fromthe host conputer, the
card user inputs the personal identification nunber. [0011] (8)
Wien t he ®ar dThe besti gpmpuser requpsts $ba anputties of thecpersenal ign
response to the request of the host conputer, the host conputer
conpar es BHMEInputted personal identification nunber with the
personal identification nunber which is stored in the host conputer
and which corresponds to the card information thus read. [0012] (9)
If the ngfggéf differ, this fact is recorded on the magnetic
recordin ion of the card, and the inputting of the personal

i dentificghiog J{fé:éggrﬁe ﬂ'osthé‘r%g : t $5m ARAhSt opRt&affe M Ret ﬂ@:uts the

personal identi on nu Inputted again'is proper and valld,

subsequeferfynaf Ridutificdtionciinibegd out. In a case where the inputted
nunber differs fromthe stored nunber, the inputting of the personal

i dentification nunber is requested further again. |f erroneous

I nputting of the personal identification nunber is repeated three
tinmes, tH®0thld is invalidated and is, for exanple, taken into the
term nal device as the result of jnvalidation, procedure. _[0013] (10)
In a caselBiheWVhen the gandseses inpuis the persapaldde R NEMBER il ERSPORSfeto

ot ccoTBE Sl 05, MR SR AR e MRS a1
The user J paiaPidelRnAIRY HunifirWith end 38%onti80RFichfos hitkiber LASHE

stored in the host computer and which corresponds to the card information thus

read.

[0012]

(9) If the numbers differ, this fact is recorded on the magnetic recording portion
of the card, and the inputting of the personal identification number is requested
agam. In a case where the personal identification number inputted again is proper
and valid, subsequent procedure is carried out. In a case where the inputted
number differs from the stored number, the inputting of the personal identification
number is requested further again. If erroneous inputting of the personal
identification number is repeated three times, the card is invalidated and is, for

example, taken into the terminal device as the result of invalidation procedure.

[0013]
(10) In a case where the personal identification numbers are equal, the host
computer judges that the card user is a legitimate card owner and requests the

user to mput the amount to be paid.




(12) When the anmount to be paid is proper, the anount is paid and the
cash card is discharged fromthe term nal device. Then, the paynent
is record®@1éh a bankbook, or a slip indicating the dealing is

i ssued, and_the processing finishes. If the personal identification
nunber i stldécoFleusesrinpuie tha amayat whighnke dshke)i Mashes togawi ed out

under the assunption that the personal identification nunber is
valid. Then, the personal identification nunber is erased fromthe
nagneticd?ﬁﬁﬁLding portion. [0016] Fig. 2 (a) illustrates an

exanpl e cash card used in the processing flow of the

Chove " (42 WHER B Aot By e pltubsy che i PARRRA U RS o

surface qf dldifarGRA Grord thaRERhAI Gedick! PPnén, WHEByHBACKTRLLRRIch a

recorded and an~arrow mark 3 to i1 ndicate rection to irnsert the
cash car thagkbook, 9PassHg- indicithiiele dling Buéd) ahBthe %f@@séiﬁg fiaidnes.
necessary matters are entered thereon by enbossed characters. [0017]
As i nf or MAtheopersondltidmtificatibre nomperis westdedpm thercable caals they deating by
using a device called a skimer, the card may be forged, and often
causes damnged byt wadendhe hesumspiran thatithe pengenal idavdgatiompumbpeisyyalid.
this probhlem an IC card incorporating.a sem ¢conductor nepory has
been usedlhaBa e Parsangipentification NREDED Hserged paethempgneficaerening t o
propagate this type of card to replace the magnetic card. -4 [00191
However, RH5BO%nfor mation stored in the memory of the IC card is still
possible to be read. If nore el aborate forgery is attenpted, we my
not be able to say that the

[0016]

Fig. 2 (a) illustrates an example of the cash card used in the processing flow of
the currently used cash card as shown in Fig. 1. The reference number 1 shows a
cash card body made of a matenal such as plastics. On the surface of the card, a
magnetic stripe 2 where information is recorded and an arrow mark 3 to indicate
the direction to insert the cash card are disposed. Although not shown in the

drawing, other necessary matters are entered thereon by embossed characters.

[0017]
As information written in the magnetic stripe can be easily read by using a device
called a skimmer, the card may be forged, and often causes damage by using the

card thus forged.

[0018]
To cope with this problem, an IC card incorporating a semiconductor memory has
been used. Banks and other organizations have been making efforts to propagate

this type of card to replace the magnetic card.



IC card is absolutely safe. In addition, the IC card is very
expensi ve conpared to the magnetic card, and it would be hard to
expect the rapid propagation of IC cards. [00201 In case of the cash
card used in banks, it wuld suffice if the card can be used wthin
t he bound@8P3®lof one country. However, in case of the credit card, the
card is_necessary to be used also in foreign countries. |t is,

pract i calfigwaviesodigipfosmation stsed &b thy megrory ok the Kecardds sgd possiple to be
magneti c card usegBLn th? whol.e world with IC cards, under unified
St andar d45aG odbmere Siabeidis Torgetyes aftempter i may malibe e sy, it the

i nformati@n_such .as e name.of .t.he and owner is marked b

enbosst ndC s Heoutsly sBRTORY hadifitn (AR GFERYET FREASYe Simpsped to
magnet i C . R | i i Ayl

e usea e nePlic . 2l e i BRAREL to Eliect THe R bRt b Gtk

[00221 If the magnetic card or the IC card is lost or stolen, the
card owner may easily becone aware of the fact of |loss or theft.
However, (@02 the card returned into the hand of the card owner
after it has been stolen, in particular, when the card owner does
not awar dn@fise dfcthamsh cfirdsused| inhgnks,tit would siffiee if dhe sarslecad dreaggedoy
the use of the forged card. [00231 A personal identification

nunber, &dHEN $he heunshryofiprg couninbe tiowavss, Beape o the wedit cagl, fthe card
Th e o oapyECirste Wb GRich bl i BcHR B RObR

[ S bl 419) h b ft f
'hese perOnct 2 ALAE rrellErBR |ErBaPEte Rty asrlgbUBERo sy a3BCor
the loss and fdrRRYSinci N tiREEl Years, the personal

[0021]

Further, in cash cards and credit cards, the information such as the name of the
card owner is marked by embossing, and these types of information are also used
for the magnetic information. In this respect, the embossed information may be

used as a clue or a key in the preparation for forging a card.

(0022]

If the magnetic card or the IC card is lost or stolen, the card owner may easily
become aware of the fact of loss or theft. However, when the card returned into
the hand of the card owner after it has been stolen, in particular, when the card
owner does not aware of the fact of stealing, it is liable to cause damage by the use

of the forged card.

[0023]

A personal identification number, consisting of 4-digit numbers, has been used not



i dentification nunber is stolen not only by assunption of it but also
by peeping such as the means of stealthily taking a photograph of

t he per sdomprevarimg tards tifomn bemgrbegitimately sised by vhe pralienfion of the forgery
prevent the illegitimte use_of cards by using the personal _

i dent i fi datiadkhemeses to Hepruiine whetherer Bt s eardfusgr es/pI9PERg Jhee
damage caused hy the forged card, sone adopts the bionetric

t echni quaSsiyRIRic PHEDSEY hatenbecacoltan veshior é@%ﬁ@dreawa?ﬂ%ﬁiim@amumber&
exanpl es pf the hionetric techpi.que are,iri s regognition,

¥ noar pr ithete Bie iRl casEs Otk [oss and Shisaed « 10 fecent3pars shs personal
recogni ti.on...Hal ln rec Lt] hand- back I DL ni{ion.
These. r edBgHtRALR HEiBel REpith i By arsition o Bt s} FEEbhl
non- cont | : hii 0 t he
non- SONt akn by B rldagd 8 SRSAARALKIAOS phiOEHBANE LR AR Fon
regi st ratjygibedf It i€ nowalcrgdifficdneh prevent tHEEillegitineRe @de bPEardd®y using
recognition of the pattern itself and for determ ning, and that

resul ts hhelpersonalsidentififa@idhnunibercase of the contact-type
recognition, the user nust cone into direct contact wwth the
detection device, and there arises a problemthat the user may feel
physi ol ogi cal_ repugnance or disgust. Also, in a case where the user

has i nj ur 024!t he physi cal part necessary for the bionetrical
recogniti e . where th has I t he

physi ca bLPE)E’rtbg {pairm”s?te%@ﬁ\&%‘éﬁﬁ%ﬂ;@&%gﬁﬂ%ﬂﬁcﬁf&%@@d %%&gg%d@rtso
use t he . Iget é &) nl!ltil 0 -IIe 1 cO nctl .| g tlia. y
made duri g ECWE\ %ﬁ&géﬁﬁ l%f %8@@?‘?? |(?‘F8, 8&%{@‘& Z‘Pﬂ@?&%ﬁ Fysp t a
Pt ¢ Eatifes of the BiERwiciEctidife 42! e dtide BBl YIRS Hpmition,

her own GanA.-pritie FedoBfitidA! fngtsSleir AsopRitioRNPAA vdih Fecoitibie and

hand-back vein recognition. These recognition is, except iris recognition,

contact-type or non-contact-type. It is necessary for the recognition to register the
pattern in advance. Time and procedures are required for the registration of the
pattern, and also time is needed for the recognition of the pattern itself and for

determining, and that results higher costs.

(0025]

In case of the contact-type recognition, the user must come into direct contact with
the detection device, and there arises a problem that the user may feel
physiological repugnance or disgust. Also, in a case where the user has injury on
the physical part necessary for the biometrical recognition, or in the worst case
where the user has lost the physical part to be needed for the recognition, it is
impossible to use the biometrical recognition. Also, the recognition is partially
made during the process of identifying, and accordingly, it is not a perfect method.



the card personally or does not find a card processi ng devi ce near by,
even if the user wants to entrust a representative or an agent to
use the c0@6lit is not allowed. This is very inconvenient for t he
user. [OOZEL As one of the means for preventing the forgery,
enbossed Indhe gysiem ysing ihe divmatscalgeaesnitiom dhe icardedsor imselb or bﬁraelrfe
plastic surface in case of credi.t ald cards, securities,
etc. Thi <aBHARSE S8 NIRATORATAWR Satdler %@Pfthﬁ card tses hes ot capugh fipe torfse

{ ﬁipiﬁéostbs&'a?dnﬁ‘%éﬁ‘ﬂiﬁorﬁ% o e Bting de0eL et ¥R G
< posei et ne RRehEdt ¢ {0t ERRERRTE AR NG B BB ERRadles

hol ogram Bw%m TR lﬁwgﬁ,emﬁz%@seéﬁhlgwezuge@) i1l ust rat es an exanpl e

of a cre t card wt ogram on which the card

aut hentlcatlon I's verified according to the human sense. The
reference nuneral 1 shows a credit card body nade of a material such
as plasti[@®27] On the surface of the card, a nagnetic stripe 2 where
information is recorded and an arrow mark 3 to indicate the,

directi ors @ne nédwt mears fospreventiagdhe forigeps saembossed bolgaramis mieonied

L”nbé_i‘ieﬁrt% SR SPRRGE MEEBRBe EL‘“ &iiicoaiTaos 1 Shicn et s brgpaid
For enoat SHE% SPOHTItGRe BICL ABIS Srtinesed naferin ¥ yet wictly g dugheart n
aut hent i (\tﬂ}ﬁ I%EPé(&r ft 1%’ E&QH@E irﬁg%sﬁ)?{] g%%?g tl?é carfchrO\? {135'%31 th2 embossed

enbossed ogramI's™ -
hologram. In the current condition of the use, however, it is a person, who read

the embossed hologram at a glance. Thus, it is possible that the card is forged to
use by using the embossed hologram of similar type.

[0028]

Fig. 2 (b) illustrates an example of a credit card with the embossed hologram, on
which the card authentication is verified according to the human sense. The
reference numeral 1 shows a credit card body made of a material such as plastics.
On the surface of the card, a magnetic stripe 2 where information is recorded and
an arrow mark 3 to indicate the direction to insert the cash card are disposed.
Although not shown in the drawing, other necessary matters are entered thereon

by embossed characters.

[0029]
This cash card 1 is inserted into a terminal device with a portion with the arrow
mark placed at the foremost position. Near the foremost portion on the card, an

authentication verifying chip 4 consisted of, for example, an embossed hologram is




The magnetic stripe is disposed, unlike the cash card, on the rear

surface of the <credit card, but the direction to insert the card

i nto the mamtedal device is the sane. As a result, the direction to
read the magnetic information on the credit card is reverse to that
of the cash card. [0031] In the verifying chip 4, a pattern "A", as
an exarrpl[z) ﬁ confirmed by a person, who inserts the card into the
term nal Q\W e, visually, i.e. by sensuous neans, but is not read

by the ¢ termnal devi The a thetlc |on verlfyl
Sensuous S SHHRE 1, H"%ﬁt‘f 1]§e fﬂsﬁ flrlﬁg
reliabil | o V. iy f
each indi é/qlti mé?@%adigﬁ%gbg%éﬁ P&r‘rﬁﬂle %dr&ﬁjxgtﬁr}fl?ltggﬁlﬁgl @ﬁh#éefsarg al so
vari ationgy of [ e SRHior
physi cal 2B 1 %nfsbé‘?“%ed‘tﬁ&?g@ﬁ“ rE LR e gRACATKERILON bf he SRelie
aut hent i Gakd RNreR¥rseStontBadr thexdabh @spd. tool, it is carried out by
ultra-fine lines, special lines and mcro-characters by using a
screen with special shape, a magnifying device such as a magnifying
glass or a special type filter generating optical interferences.
[0034] FO0831]cally, a material having a special optical pr operty is
m xed into the b?yﬂn material, lamnated filmaor ink using such as_a
base mat dRithe VEPEHNg FiRd drhattermgA’s 35 SBRTRPlG, 1$ © mmwaﬁsrsom who
bhot o- chibcts et inss The teftnal Syide, Viagis o b eehSiys sheansy bytis,
a ultra- I sed. However, these are also Iow
‘ﬂol? ir%;i b he &ﬁ»ﬁﬂengf&m g‘%\g%é! ! er, the

in reliabi cause rec and |dent|f|cat|on are
consequently relying on the human sense.

[0032]

The authentication verifying by sensuous means provides high effects in primary
screening but its reliability is low because there are variations in the ability of each
individual person who confirms and identifies or there are also variations in the

identifying environment and psychological and/or physical conditions of the person.

[0033]

When verifying the authentication by using an auxiliary tool, it is carried out by
ultra-fine lines, special lines and micro-characters by using a screen with special
shape, a magnifying device such as a magnifying glass or a special type filter

generating optical interferences.

[0034]
Practically, a material having a special optical property is mixed into the base
material, laminated film or ink using such as a base material with light-emitting

property, a light-emitting laminated film, light-emitting ink, thermo-chromic ink,




[ 0035] The authentication verifying by nechanical processing is to
verify authenticity by nechanically detecting the property of the
obj ect nyihREd-ghromib enkyReN Chnd they Apdlidry todlnd atdpeciabfiiteqla yltrapesley rayay
be used for the detection. [0036] Practically, a light-emtting

mat eri al lamppettagnetedc Hetvererlthess aexadsh jomt m mliblaility bemtuse redognition
lam nated filmor ink and a detection device is used. O, specific
coded i réndridentifivatips anmeenseijuentlyyradying oni tbalhunaadwade.by usi ng OCR
characters or nagnetic barcodes, and a magnetic or optical detection
device is used. [0037] In the authentication verifying by the
nechanica&xﬁﬁ cessing, an artifact-nmetrics systemusing an artifact
W t hout haVt g reproduci bility, randomy arranged in a nedium 1is

acor | bect T atehiuof 2alhk B AERa pblee e B AeadSh by
(e pr /) i gl apRRRAEIEt: PRI s et T Rt elc RRERY

Pat t er ns gfd thetdptieatpriddrity Gfay e udddn®Bp ehlieteb@bl”; 6th I nformation
Security Synposium

(http-//ww. imnes.boj.or.jp/japanese/ ki nyu/ 2004/ kk23-2-6. pdf). [0038]
In the artifact-netrics system a light reflecting pattern of

granul ar 9861 ances, a transmission |ight pattern of optical fibers,
a parallax imge pattern,of polyner fibers, a fiber image, attern, a

magnet i ¢ Pactelly, »iighagmuting matpaalor amagnetymatarag IRtEym base

attern, a random magnetic pattern of a.magnetic stri , a rand
P eetr i e HeTaR B Alay obmkans, 3 Setefion HOvies e it SRBeHicfpoded

el oot 11 Cal i CRRINCLYEd LS P opRedi§RIORAGS RBlJ BCR BlarfrdsAbhfibric

barcodes, and a magnetic or optical detection device is used.

[0037]

In the authentication verifying by the mechanical processing, an artifact-metrics
system using an artifact without having reproducibility, randomly arranged in a
medium, is used instead of the information specific to the living body. This is
described in "Financial Business and Artifact-Metrics" published by the Institute for
Monetary and Economic Studies, the Bank of Japan (http:/www.imes.
boj.or.jp/japanese/jdps/2004/04-]-12.pdf) and "The Patterns of Artifact-Metrics in
Financial Field"; 6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf) .

[0038)
In the artifact-metrics system, a light reflecting pattern of granular substances, a
transmission light pattern of optical fibers, a parallax image pattern of polymer

fibers, a fiber image pattern, a magnetic pattern of magnetic fibers, a



formed by chance, are used. [0039] As the matters subject to the
illegitimate use or the forgery of the card, "the information of the
descri pt irandonptedonéed magtietadpitternhe rartdom magneticspattaned at magneticestripe,
and "the information of the card" given to the card in the

manuf act @randomp redectae charge patternakbd memegrmglos kesgmaneepattemmifque t o
Prevent For QH on the, Surface of Affiliated |IC Cards", published by
the Nati @m?-n lyronductiverfthens, a resomansefatiprip pf a pibsaheg seal ceic., which are
http:// . npp. go. j p/jalinfq/ichb.pdf). [0040] The information of

t he desw‘iﬁ‘?‘g&‘gc nc?h%rec%ea' is the information which is accorded

and printed on the card body when issued to the user, and which is
relating to the card issuance such as the card owner information,

t he peri C{GOﬁ] validity, etc. Falsification, which is a typical act

of the ilTegitimte use of the card, is an act to alter all or a
part of thehenhftdmiduBecPto fHeilldgititdt®usOBs thd fdrBeryCatitfle cERNEHRY
erasing the genuine information and adding illegitimate infornation.

[0041] Tiferrhaticn ofetheadesofiptidie ofahe chsl"talded when whé card iefissueed to aruber
itself, other than the information of the descriptions of the card

i n the i ssdéthegafatmation iof thehearidhgendo itha candahahée mpprufactireng: prode dsoaty
such as the (i)h si cal shape of the card, background patterns applied

to the catduqad. pldlandbaek ap thedeshyiqupte Rrevegt Fapeary on thedwfage of
T egal Mtsd B Sarkti brghees by HiE NasGug Ptnis Busear e Hapidisy o ™"
card boc S g REp- I kBRI 0% Re’ aut hent i ¢ card i
t he external appearance. Actually,
(0040]
The information of the descriptions of the card is the information which is accorded
and printed on the card body when issued to the user, and which is relating to the
card issuance such as the card owner information, the period of validity, etc.
Falsification, which is a typical act of the illegitimate use of the card, is an act to
alter all or a part of the information of the descriptions of the card, done by erasing

the genuine information and adding illegitimate information.

[0041]

The information of the card is the information of the card itself, other than the
information of the descriptions of the card in the issued card. It is the information
relating to the card body such as the physical shape of the card, background
patterns applied to the card in pre-printing factory, printing layer on underlying

layer and laminated protective layer, etc.

[0042]

- 10 -



t he design, patterns, etc. on the surface of the authentic card are
read by the means such as a scanner, which are then, edited or
amended Rorgeryrig anhibegedantscarsiad I@uaﬁ)rathprcard body. [ d!01«$3;]amwhnyt bypes of
techniques to prevent the forgery of the card body are known throug
conbi ni nglupheatpg Qﬁlnn@uﬁsdbe dﬁyg@sp%temﬁl@tc prelatinmty B casd hody & éorge
only in the_prjntin de0|5|ve echni que is known
present. J¢od4yhic H%%%iax&estﬁ¢ ahiheAtiE GARD Bt GRUTIR] RPEAGNES Act alﬁn

et hod babeReEnHEe e Bt L HFRER D (B plBATl E@ﬁ%'r%gsr's%iﬁy.
2t hent Eﬂ%@gn@fs@%?faﬁﬁv%ﬂ?%h W ies R ey iRl by e means

aut hent i gty 20% @intgArd is identified by the sensuous ability such as
the visual sense, the tactile sense, etc. The nmeans to identify by

t he visual sense includes colors of the card itself, a watermark and
a hol ogram which changes the color and patterns provided on the

card by di843) ng the viewi ng angle. The neans to identify by the
tactile sense includes detecting the surface irregularities added on
t he card May teesof ‘tmj:mcms te @xeveng the farkerycefrthie lsartl bodysaerknopmo46]
Actually, a | ogo a special font, printing lines for preventing
dupl i cat .tbwughscg uapgétw @rmtla& m(é‘ﬁba@@é@f it DEWERE PAHEBH: €t 9BJy In
changi ng nat er attern, etc., which are
G117 cut (B grintipe et puC 5 Seeisedreinidteit o ThE et ty of | the
card can be easily identified by the V|sual sense are used. And
enbossing, surface irregularities, perforation, etc. are al so used,
on whi ch figpgq4put henticity can

The methods for authentication verifying to recognize and identify the forgery can
be roughly classified as a method based on human sensuous ability; a method using

auxiliary tools; and a method by mechanical processing.

[0045]

In the authentication verifying by the human sensuous ability, the authenticity of a
card 1s identified by the sensuous ability such as the visual sense, the tactile sense,
etc. The means to identify by the visual sense includes colors of the card itself, a
watermark and a hologram, which changes the color and patterns provided on the
card by changing the viewing angle. The means to identify by the tactile sense
includes detecting the surface irregularities added on the card and detecting the
texture of the card body itself.

[0046]

Actually, a logo mark, a special font, printing lines for preventing duplication,

special color ink, embossed hologram, an optically changing material, a latent image
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be identified by finger feeling or by the visual sense. [0047] Fig.
3 shows a conventional exanple of a card, to which an authentication
veri fyi ngattem, gtof whchaareidifictlt te tnploste b popysambinmwhigh the antheasicityg of
nmount ed as disclosed in Japanese Patent Laid-Open Publication No.
H10- 4465@8he Earg. cap Heagasily idenjtiedrhyl thewisugl sensg arg yseyl. | 4nd embossing,
cross-sectional view and Fig. . I s an enl arged .vi ew of the

3 .
veri fyi n§uERepITegwdaries, pﬁd@moeéé:t)a- are 3lspaussd op ynchaEhe petheatcity can

t hi n-pl ate .gh de of Light ransm.tting resin mxed with netal
gr anul estbg lagnatﬁfﬁ‘i’g%’egngﬁf fgelghc?g @éi@ HSWSen%e:  having a I ght

non-transmtting property, which has an opening for the

I dentification purpose on it. And a non-transparent card surface
plate 6 i ther layered, in which a magnetic stripe 2 and an
arrow mark are formed thereon and another opening is arranged at

the same B@s3 shéWws 3 TohvintRRENEREN NS of B a6l whddPard RitABAtication[RPHvthg

The netal granules 5 are m xed three-dinmensionally in the Iight

t ransm t tchipgofr asamifactirhdteigs chipowsing imeyal ghsnudes Bsmbtntet hae discdlasedenment
pattern of the netal granules 5 observed through the opening is

i nher ent Japanese Ratsit (laed-@pen PablicationNe HEhigs5). Fiods(]) Bya gendraki ng
these characteristics, alight to pass through the artifact-netrics
chip 4 ivée‘bh]%‘goérd’ﬁbh'écﬁ Gro8S-BeRI08plHEWRnd g 8 He) dp aaepdarsed visar olthe
of the nmetal .grapules -12 5 can be observed. Therefore, it is

possi bl eVFB'fWg%Eﬁ'ipfy each individual artifact-netrics chip 4 and
then, the card. [0051]

[0048]

In the card 1, the artifact-metrics chip 4 in thin-plate shape made of a light
transmitting resin mixed with metal granules 5 is layered on a card base member 7,
having a light non-transmitting property, which has an opening for the identification
purpose on it. And a non-transparent card surface plate 6 is further layered, in
which a magnetic stripe 2 and an arrow mark 3 are formed thereon and another
opening is arranged at the same position as the opening on the card base member

7.

[0049]
The metal granules 5 are mixed three-dimensionally in the light transmitting resin
without regularity. As a result, the arrangement pattern of the metal granules 5

observed through the opening 1s inherent in each of the artifact-metrics chip 4.

[0050]
By utilizing these characteristics, a light to pass through the artifact-metrics chip 4
is photographed via the opening, and the arrangement pattern of the metal granules
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Fig. 4 shows another conventional exanple of a card, to which a
verifying chip of an —artifact-nmetrics chip using fibers as disclosed
i n Japaneseanbs ebserved. d]?hﬂefﬁforﬂ?ulblsl masiblntoNdentifycach dBeidudli g. 4 (a)
is a general view, Fig. cross-sectional view and Fig. 4
(c) is arﬂ@lﬁ%ﬂ’@é‘@s\/‘?féwwdt n:a'ihﬁ%t metrics chip. [0052] In the
card, the artifact-netrics chip 8 containing a nesh nenber 9 and
short fibers 10 three-dinensionally mxed in a transparent resin is
pl aced i Qgﬂ opening of the card base nenber 1, which has a

non- tranrs@? t property, and a magnetic stripe 2 and an arrow nmark

5, “an i noapr £ruils eEHELLARRRSbAS AR A g, ELMPITC! i i Bl
nenber 9 ot hRufoiip WhTThetdas HRORIL infiptné L PALAY EAGDRAL Ler n

is inherent 1 n each of the artifact-metrics chip 8, 1.e., each

card. By RifblicatzonNo! 2003-29636aCFRy 4sta) Cis g@epﬂtalew,nngt 4tdw is a
artifact-netrics chip 8 of the verifying chip is photographed by a
t ransm t tezdssH$eghivnalrview raefl |[Rigt4edc) iighn ehlarged viewcafrtiie tactifaet-metrics chip.
identified. [0054] Mechanical reading of such the pattern of

bi ometrics or artifact-netrics is generally perforned by an

i mage- p| evice and the result is identified by a

pattern-r %fn tion technique. In this respect, there is a

Posel bl htnd ok LGE 05 AR SRR e o SRS,

componentiiete g itk fineffobdBOfixed i Lurah BREER 85 i6 BigBEA 8150 Giéning

ngg?m :d?;ﬁ/ﬁ‘é 8@l bas@ héR& BfwhitE h@é‘hhﬁ)ﬂtt&'ﬁlsﬁ%nt HRWRYE, and B&nagnetic
stripe 2 and an arrow mark 3 are disposed on the surface thereof. On the
artifact-metrics chip 8, an interference pattern is generated by the pattern of the

mesh member 9 and the short fibers 10.

[0053]

This interference pattern is inherent in each of the artifact-metrics chip 8, i.e., in
each card. By utilizing this characteristic, the pattern of the artifact-metrics chip 8
of the verifying chip is photographed by a transmitted light or a reflected light for
the card to be identified.

[0054]

Mechanical reading of such the pattern of biometrics or artifact-metrics is generally
performed by an image-pickup device and the result is identified by a
pattern-recognition technique. In this respect, there is a possibility that forgery

can be made according to a duplicating technique.
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that the sanme pattern may appear according to the sane conponent

el enments, even though incidentally, cannot be entirely denied.
Ther ef or €0085f or ged object thus obtained incidentally can be
regarded as the authentic object. For this reason, it is very risky
t o confi rAs theetrhfact-etricachip iconsistishf rat ieal subshagice, viatpadragi inggentt s on
the artifact-nmetrics chip. [0056] As described above, the technique
to det er iinpessible taaraage tke egmponant eleraents jof ke artifact-megricy shipf infgnded

est abl i shed,, and a card, which cannot be forged, _.is not realizedq.

Al so, thdog @@hﬁrwl edlt@ﬂmti@@w? 15}@ hensic Ef-or%aisevsa,rf&ei&os ﬂltx/et
real i zed. %t![_)tgatent cunent 1] Japanese Pagl_(lant Lai d- Open  Publ i ctation
No. H10- AR¥EHC P Rartermmay ) CC&’&%&%&% PEBN COMBPRIEIGSefnents, even

bl i i . . ) - :
e RN 5o bR R I A B
honeLar U BRI BTy By Shanenef L i

"The Pat ternsisRy td\confirar whiter ithe chfdl i&iandtigitiel orfiot] dEpendiiglonly on the

I nformation Security Synposium

(htt p: / / \antifactrmetrisj chap.. | p/ j apanese/ ki nyu/ 2004/ kk23- 2- 6. pdf)

[ Non- Pat ent Docunent 3] "Handbook on the Technique to Prevent Forgery
on the Surface of Affiliated I C Cards", published by the Nati onal

Printing Bureau, the Mnistry of Finance (see:
gzt p-//w]\!L\Qﬁﬁ@g go.jpfjalinfol/ichb.pdf). D sclosure of The Invention
' The |I. ' 0057] -14 T ' ' '
car d  or ARCHBFhaPERethe (A S0 A By Cmait o R 4B B o
card or 3¢ LeHKImEAattRneS, 30k’ LRIk YwHRE Lan Aol Bed 8 nbt eatized.

Also, the technique to eliminate the use of a forged card is not yet realized.

[Patent Document 1] Japanese Patent Laid-Open Publication No. H10-44650
[Patent Document 2] Japanese Patent Laid-Open Publication No. 2003-29636
[Non-Patent Document 1] "Financial Business and Artifact-Metrics" published by
the Institute for Monetary and Economic Studies, the Bank of Japan
(http://www.imes. boj.or.jp/japanese/jdps/2004/04-]J-12.pdf)

[Non-Patent Document 2] "The Patterns of Artifact-Metrics in Financial Field":
6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf)

[Non-Patent Document 3] “Handbook on the Technique to Prevent Forgery on
the Surface of Affihiated IC Cards", published by the National Printing Bureau, the
Ministry of Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf) .

Disclosure of The Invention

Object of The Invention
[0057]
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processing the card. [0058] It is an object of the present invention
to alleviate the burden on authentication verifying work and to

excl ude tTre peseithinventjon pravides factage dorabpreasing seaimtydwithouti addingdiasic
or by chance is regarded as an authentic object. Means for The bject
[0059] Tehangesite a eashaaed er aisredt cardrastpracticalle ysed rangfa mgthodries ent
application, an ut hentication verifying chip difficult to be forged
i s added PAPRFSEIRE Pﬁéﬂ{:‘i cation verifying device is added to a device
for processing the card for authentication verification of the card.
[0060] The follow ng can be adopted for the authentication verifying
chi p: graﬂbgé@s such as netal granules dispersed in a transparent
medi um  fi pi eces dispersed in a transparent nediun an

interfer QP?searpﬁniéi & & tﬂ@?ﬁ?@e@xt InRatiba"to ghé%hfégth %Hhﬁbﬁ%uﬂéﬁﬁéﬁﬁﬁd in

a transparent Ium an | ber pleces dlspersed In e transparent

nmedi um  aRr@IRe Rk analte ekaitle the foRRABR! thaf Afetges oﬁie%@@bﬁﬁﬁdi na
transparent = nmedi um and radi oactive substance granul es dispersed in

an ar bi t riacigleritylhe opby chedbetimreg1d6d hs afrauthemtic obfecaddi tion to the
verifying chip, another type of chip is provided. The information
described in the verifying chip is digitized and the digitized data
Is encrypted.. Then, the encrypted data is entered in the latter
chip, andleMissfor fhgd@bjectis as” an aut hentication certifying chip.

[0062] (0059]
To attain the above object, in the invention of the present application, an
authentication verifying chip difficult to be forged is added and an authentication
verifying device is added to a device for processing the card for authentication

verification of the card.

[0060]

The following can be adopted for the authentication verifying chip: granules such as
metal granules dispersed in a transparent medium; fiber pieces dispersed in a
transparent medium; an interference pattern between a pattern having regularity
arranged in a transparent medium and fiber pieces dispersed in the transparent
medium; an embossed hologram; fluorescent granules dispersed in a transparent
medium; and radioactive substance granules dispersed in an arbitrary type of

medium.

[0061]

Further, in addition to the verifying chip, another type of chip is provided. The
information described in the verifying chip is digitized and the digitized data is
encrypted. Then, the encrypted data is entered in the latter chip, and this is used
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When the card is used, the inage of the verifying chip on the card is
read and digitized. At the sane tinme, the encrypted data of the

aut hent i cstanoautbenticatipn wgrtifgmgerhem t he sane card is decrypted. The
data decrypted fromthe certifying chip is conpared with the data of
the verifying chip. If these are equal to each other, the <card is
identifieﬂwgg an authentic card. If not, the card is judged as a
forged card. ][0063] For a cryptosystem as the sinplest way, it is

d -k . wh Ly. the. i k h
Socr et - kegnen ihg Gardh 8 BsBE ABe maed oF (e Ve ipi it O dhe BRI sEPEMR,
whi ch di f e i Dk | iy
comon. kBHEHL, e Tafic e, HleRABEATRE 2 GEpEMI e

ei ther keypgf e shineafDls GRAFHEL! Ohelatd REEYBIdHRom HOCAkifyiFR chip is

al l eviate the burden of encryption/decryption, hash algorit such as
MD5  ( Mescpnfifardd G4thtthe)dataSéiHthe ebEgitg ehipas If thegontd édlat tol pachAbther, the
etc., are used. [0065] For exanple, the card ID and infornmation of

t he card cawhes identfiedtiaedn anthentiedard. nlfmdthehediagd is peldedias a forged anrd.
encrypted on the whole. Further, a digital watermark is entered to
the digitized data. Turning of the digital data to hash val ue,

addi ng thfa Ig]and owner information and entering the digital

wat er mar k-498y! be adopted al one or in conmbination. [0066] 1In the

devi ce f rocessing the card, the authenticgity of the card is

dent f 1 chprt Paptosyie, 45 AR Shralbf Al of Miseild Sesferke oblbuntn,

i nputtin i it i Inper . LG I rges

the 1 or ol Aty TRERd (SGRE Acnhh8 ehecilkREE 1 K50 DU I ISEE 2

the devi qRiblic-key cryptosystem, in which different keys are used for encryption and
decryption. In a common-key cryptosystem, a public-key and a private-key are

used and either key can be used for encryption or decryption.

[0064]
To alleviate the burden of encryption/decryption, hash algorithm such as MD5
(Message Digest 5), SAH-1 (Secure Hash Algorithm - 1) SAH-2, etc., are used.

[0065)

For example, the card ID and information of the card owner are added or mixed
into the digitized data and are encrypted on the whole. Further, a digital
watermark is entered to the digitized data. Turning of the digital data to hash
value, adding the ID and owner information and entering the digital watermark may

be adopted alone or in combination.

[0066]
In the device for processing the card, the authenticity of the card is identified prior
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Ef fects of The Invention [0067] G anules such as netal granul es

di spersed in a transparent nedi.um fibers dispersed in. r.ansparent
medi um & ti?‘ﬁtséﬂ@gcggéét“ﬁLPIP“efF‘H%éF%%"@“HH}& rPef’Plf’@.{J\?i1 r@nﬁ@&m ity

d | .nedi fi di s d i h
Fr anopar cHimR AE oS GRS e toieed SARLBLATEN Fertife) OF e
medi um aﬁﬁerda&wzﬁg;ﬂ{gé%ygg ance granul es dispersed in an arbitrary

type of unmi ca tarned only incidentally or by chance, and
are inpossible to be duplicated. An enbossed hol ogram has a
t hree-di nensional structure, and is also inpossible to be duplicated

unl ess a Ef&dts 68 The [pv&adigsed directly fromthe prototype. [0068]
Al so, a forged card attenpted by duplicating the magnetic recording

data or tf@6@ata in an IC chip can be excluded, and it cannot be
used. [0069] Further, when it is attenpted to illegally use the
card, sucbranmesusnehaarmetal gegnalsasatisp wantrgpsparentasedivam fibers
prevented before it actually occurs. O, an illegitinate card may be
al | owed fépparsed i@ tfagspasap @ﬁ@lwm.,anbmerfqremamtgeén hstEeen 3 padpaci f y
the user of .the illegitimte.card by finally ensurjng o hold. the

1T oo t1 MR N GROECT i 3 teaSep e L AUL PO Pt binMg 1 he
certifyi ' r h ' - LGLEY
of "t he cafatafer edi o ARBESEH Bilfles TsPEHEq 5 dransBfreRb bRAM S
crypt keyei I ' I ; 1]
B! whorratiablie Sulcbartcd SR BRbarSEN iff Sp it AP pR ATdideh RN

same hashoht¥iakd @niySinefdeatall§ GribyiHAaed, ant Yare HbSEHIAtEBE idupreadéd.| APf
the card or infornation of
embossed hologram has a three-dimensional structure, and is also impossible to be

duplicated unless a replica is produced directly from the prototype.

[0068]
Also, a forged card attempted by duplicating the magnetic recording data or the data

in an IC chip can be excluded, and 1t cannot be used.

[0069]

Further, when it is attempted to illegally use the card, such the use can be rejected
and damage or loss can be prevented before it actually occurs. Or, an illegitimate
card may be allowed for the use to some extent, but it enables to easily specify

the user of the illegitimate card by finally ensuring to hold the illegitimate card.

[0070]
In a case where the verifying chip and the certifying chip are both present on a
single card, the authenticity of the card can be confirmed without resort to the host

server, if a crypt key is given to the terminal device such as an ATM.
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the card owner further added or mxed to the hash value is known, it
I's not possible to know the crypt key used for encryption. Thus, the
degree of security is very high. Brief Description of The Draw ngs
[0072] Fi thl s a flowchart to show a flow of the processing of a
currently[%QZ cash card; Fig. 2 shows a conventional type cash

art Ef act e PREH agaméar- haRtts ek ofRined mﬁﬁﬁfaﬁmﬁrhﬂwnype
o cnan A SichRahe B doaRiny, Fhtlss AOABR AT AP LAy rfaflon 9P
anot her qyanple oﬂl 2 F'ad@éh W%&%d&%\éq{ gﬁxzhm@ ! ﬁwhsltqpuae ed;

Fig. 7 shows sti not her exanpl e a car the veri fy| ng
chip is rgudsibRdo kxﬂvgtheScxgbpméy aseRIremchiptione TRuE)the depRe dfiseburdy
t he veri fy| ng chip; Fig shows ot her exanples of the nmounting
posi ti on ipfvetshbhigheri fying chip; Fig. 10 illustrates a mark for the
position alignnment; Fig. 11 shows the verifying chip prepared
according to random nurrbers Fig. 12 is an exanpl e of random nunbers
to be used,in the verif chi,p; Fig. 13 shows an arrangenent
exanpl e dIriefRSEPHARSGE §et MalgSsed in the verifying chip; Fig. 14
shows an [ﬁ@? | e where the random nunbers used in the verifying chip
are in bi g?nunbers Fig. 15 shows an exanpl e where the random

I N AR s e e e e

the verifgh " shows a conventional type cash card;

Fig. 3 shows an example of a conventional type card using artifact-metrics;

Fig. 4 shows another example of a conventional type card using artifact-metrics;
Fig. 5 shows an example of a card, on which an authentication verifying chip is
mounted,;

Fig. 6 shows another example of a card, on which the verifying chip is mounted;
Fig. 7 shows still another example of a card, on which the verifying chip is mounted;
Fig. 8 shows examples of the mounting position of the verifying chip;

Fig. 9 shows other examples of the mounting position of the verifying chip;

Fig. 10 illustrates a mark for the position alignment;

Fig. 11 shows the verifying chip prepared according to random numbers;

Fig. 12 is an example of random numbers to be used in the verifying chip;

Fig. 13 shows an arrangement example of random numbers to be used in the
venfying chip;

Fig. 14 shows an example where the random numbers used in the verifying chip
are in binary numbers;

Fig. 15 shows an example where the random numbers used in the verifying chip

are arranged as binary numbers;
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chi p; OWs an e wher e additj onal random nunpers .used
in the V%Fg f@iﬁi’ﬁwsc% ?;:ag}p@e P#ﬁlﬁ r‘rﬁ‘g g ngmpersiusedp e ygniying

exanpl e re additional random nunbers used in the verifying chip
are in g ernary nunbers; Fig. 19 shows an exanple vvhere t he random
nunber s | r r
nunbers; ﬂi%equ %wgh m@faﬁﬁé Qﬁlggg dépgﬁagn cgl?g@ﬂ}bﬁ |ca |ﬂ§% verifying

verlfylng h Bi .fromthe verifying chip prepared on
n@h‘ir& éxfgé?&%&ﬁ%@r

random nunber s hows an exanple of a card nounted with the

aut hent i gat i18/shoRks! dnyésRehplé wher@ A6difionA Hhidihh naafbeBNuSAT in thyiveeifghg P;
Fig. 22 is a flow chart to show a flow of authentication certifying

of the cahg sbdnvquatemdry qunibkrs;Fi g. 23 shows anot her exanple of a
card nounted with the verifying chip and the certifying chip; Fig.
24 is a FigpiOcthams anoexample avhiere theofandomhrumberstised i ¢he vésfymg dfipt he
card shown in Fig. 23; Fig. 25 is still another exanple of a card
mount ed mmm&ed\;erquagﬁrawcrmr@beaﬁd the certifying chip; Fig. 26 is

Shown | R ShoRd Hafho efy“’e%%v@%?ehq?{‘%u't%%icﬁ fior E5iteieIgp Fiobigd™
gogrg\?vdp#()h{]ﬂ{ %@rl fc\h g# &?ﬁaerqg) %ﬂsgzglr??f S/lhlng o1|‘:i ?hezgairz
o Bt 0 %m@azorgﬁ%gﬂ e o e o
and an authentication certifying chip;
Fig. 22 1s a flow chart to show a flow of authentication certifying of the card shown
n Fig. 21;
Fig. 23 shows another example of a card mounted with the verifying chip and the
certifying chip;
Fig. 24 is a flow chart to show a flow of authentication certifying of the card shown
m Fig. 23;
Fig. 25 is still another example of a card mounted with the verifying chip and the
certifying chip;
Fig. 26 is a flow chart to show a flow of authentication certifying of the card shown
in Fig. 25;
Fig. 27 shows still another example of a card mounted with the verifying chip and
the certifying chip;
Fig. 28 is a flow chart to show a flow of authentication certifying of the card shown
in Fig. 27;
Fig. 29 is a flow chart to show a flow of processing a cash card according to the

present invention;

Fig. 30 is another flow chart to show a flow of processing a cash card according to
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present invention; Fig. 30 is another flow chart to show a fl ow of
processing a cash card, according to -19 the present invention; and
Fig. 31 itBedresentanention; iidw chart to show a flow of processing a

cash card_acgordir to the present .inveption. Brief Descriptjon of.
The. Rer orBRcat ey andfer EwiaR B sngws HowasitesSoea gh Gidacter

4, 8, 12, ..-32, 42, 46, 61 an authentication verifying
chip 5 &gﬁgFIégﬁﬁﬁﬁg% Pn14, 34, 44 a surface plate 7, 44 a card
base menber 9 a nmesh nenber 10 short fibers 11, 31, 41 a card
capabl e of the authentication verifying 16, 19, 22, 23, 25 a pit 17,

20, 24 a Bdeft DestriphioneftTie ReferéikeMimémtsred 33 fluorescent granul es
43 radi oactive substance granules 44, 49, 54, 59 verifying chip 47
an 1 C chip0¥8la position alignment mark 49 a line to start the
readi ng 1 card

2 a magnetic stripe

3 an arrow

4, 8, 12, 15, 18, 21, 22, 32, 42, 46, 61 an authentication verifying chip

5 metal granules

6, 14, 34, 44 a surface plate

7,44 a card base member

9 a mesh member

10 short fibers

11, 31, 41 a card capable of the authentication verifying

16, 19, 22, 23, 25 apit

17, 20, 24 a portion where the pit is not formed

33 fluorescent granules

43 radioactive substance granules

44, 49, 54, 59 verifying chip

47 an IC chip

48 a position alignment mark

49 a line to start the reading

50 a line to finish the reading

51, 52 a line to indicate the end portion

62, 64, 66, 68 an authentication certifying chip

60, 63, 65, 67 a card capable of the authentication certifying
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50 a line to finish the reading 51, 52 a line to indicate the end
portion §3st Kthde G6r Cﬁg?].ﬁ@ Out TROTheaiiogn certifying chip 60, 63, 65,
67 a card capable of the authentication certifying -20 Best Mde for
Carryi ng[@®4]The I nvention [0074] Description will be given bel ow on
the best aspect for carrying out the invention by referring to the
acconpanDedcuiptzon wijkbe Eivestheldwenftbé best aspedefor catrgmganit the invention by
authentication verifying chip for a card . [Enbodinent 1 of the

aut hent i cefermang tocthier accompanicg irawiggs.5 shows a basi c arrangement of a
card, on_which an, enbossed. hol ogramchip is .mpunted as a verifying
chip accEighi§e fQlaving élﬁ%&%eﬁé‘ﬁtauiheqﬂcgg%v(:%g?%% for 2 g&tler al ~ vi ew,

Fig. 5 ' = ti Y .and f Figs. 5 t

Chows an LEARRAGRERE G RETsalibE ¥ GBFhm cni p_ [0075] A car¢
shovs an Q L Pam ohi |
cara " bablE momsat & Beie Bl fertchittea tafd P BRICR o BBk, BE Al it R i

enbossed gfygklg&fl %s”ﬁ vERfyng! éhip %&Q‘dﬁigat%%g irtla(i;ﬂﬁ?)dhﬁ@ntoﬂe 'Fi@% ?()91 shBfs a

surface , a magnetic stripé an arrow nar are

di sposedgei&QirGkw, Fie 5 (H)03s 8 drdielseptiainl iviews, aidasell of Figs. i (c) pay (é)on
with depth equal to 1/4 wavelength of a | aser beam used and a
portion shewean lkealapged viewnaftthé emiedsedChologtam plip. portion, a refl ected
| aser beamis elimnated by an incident |aser beam and the
reflected | aser beamis not detected. On the portion without the pit,
the reflected | aser beamis detected as not elimnated by the

i nci dent [P %‘ﬁr beam

A card 11 comprises a surface plate 14 with an opening being mounted on a card
base member 13 having a non-transparent property, and an embossed hologram
chip 12 being placed into the opening. On the surface plate 14, a magnetic stripe 2

and an arrow mark 3 are disposed.

[0076]

The embossed hologram is composed of a pit portion with depth equal to 1/4
wavelength of a laser beam used and a portion where the pit is not formed. On
the pit portion, a reflected laser beam is eliminated by an incident laser beam, and
the reflected laser beam is not detected. On the portion without the pit, the

reflected laser beam is detected as not eliminated by the incident laser beam.

[0077]

The laser beam used is an infrared laser beam with 1 (lambda) = 780 nm (A /4
= 195 nm) in case of a CD. In case of a DVD, a red laser with 2 = 650 nm (2
/4 = 151.25 nm) is used. In case of the next generation DVD, using a blue-violet

laser with A = 405 nm, an ultraviolet laser with A = 351 nm or a far ultraviolet
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[0077] The | aser beamused is an infrared | aser beamw th 2. (Il anbda)

= 780 n . =1 :d 5&5@ I Y r

| aser vmnﬁ?%f véth%O n%lé?gﬂﬁlél ﬁn: 1 &%5%\%qsilsmuﬁé)§§ﬁ’ ?%7%35239{)?&?&2{4
next gengedfelAeli)VD, using a blue-violet laser with 2. = 405 nm an
ultraviolet lasefr with 2. = 351 nmor a far ultraviolet -21 |aser
with ,1 =266 nmis under study. k /4 is 101.25 nm 87.75 nmor 66.5
nm respectively. [0078] Fig. 5 (c) shows the nost basic structure.
Pit porti(6088]16 with the depth of 1/4 wavelength of the | aser beam
used and portions 17 without a pit are arranged with an adequate

di st ance FE@tENé@n shoresrtlon moah basie stroetuze. hdhibperiens Hopvitls the depthef 1/4
exanple shown in this figure, each solid |ine shown by bidirectional

arrows WRIElagEsok thgtlasesiheamnusedeand naryars Anavithent attearel arganged veth

hat - herd RaTAIE AGCelTegmEob (e 5o aBpirgE onct hoigfam Sipif i i °°
0079 El Ry | | I

bearn 1 5 enERpR bW BB BT, U 15 iR ) bRGRERBaP et | S5,

it is di ifdieibs ta@ bﬁﬁﬁﬂlgd%ﬁt ﬁél;nﬁaend"féﬂt&é%ﬁ Hé%fra?é Bresla{?tét Hagh B¥EUTR Fne

inclined pit portions 19 wt dept h of 4 wavel ength of the

| aser beghbwa e AAfl-diRctiohRries indidites thavithdteus irciddnt lizhe buhié anged
wi th an adequate di stance between them one anot her on a hol ogram chip
18. I n t meflectexdiiplet istpresentn this figure also, each solid line shown
by bidirectional arrows indicates that both incident |ight and
reflected light are present, and each broken |line shown by a

uni -directional arrow indicates that there is incident [ight but
reflected®7Ynt is not present. It is alnost inpossible to duplicate
this

Fig. 5 (d) shows an example where the direction of the laser beam is inclined.
Unless information on the tilt angle is available, it i_s difficult to read the data
written therein. In this example, inclined pit portions 19 with the depth of 1/4
wavelength of the laser beam used and inclined portions 20 without a pit are
arranged with an adequate distance between them one another on a hologram chip
18. In the example shown in this figure also, each solid line shown by bidirectional
arrows indicates that both incident light and reflected light are present, and each
broken line shown by a uni-directional arrow indicates that there is incident light
but reflected light is not present. It is almost impossible to duplicate this
structure. It is possible that the structure shown in Fig. 5 (¢) and the structure

shown in Fig. 5 (d) coexist.

£0080]
Fig. 5 (e) shows an example where laser beams with a plurality of wavelengths
are used. Unless information on all of the laser beams used is available, it is

difficult to read the written data. In this example, a pit portion 22 with the depth
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structure. IS possible that the structure showmn in Fig. 5 (c) and

It
the St USKU7E waBlBHAN O L Bea TR HhsioRiita ol Q0 2Flitn Gl byr b1

an exanple ere aser beans with a urdl wavel eng are

used. Unl | (I:é;?gppbffﬂfé A2eRN @ lasef bbdiR; 4 BRYorhSRIS WiRLthd depdl 3F 1ab! e,

it is di toread the witten data. In this exanple, a pit

portion ZgavMdnth bethéepiud (B321a0ér Béan;vvaided ?@ﬁioh 2o witheutr £pit GRY akrasgsd
beam a pit portion 23 with the depth of 1/4 wavelength of the green

(G | aserwitieamadequaitd discarice batwéeniliem bhe atdstheh onfa Holdgrameshap hgt h of
the blue (B) |aser beam and a portion 24 without a pit are arranged
wi th an adequate di stance between them one another on a hol ogram chip
21. [0081] In the exanple shown in this figure also, each solid |ine
shown by 081t ectional arrows indicates that both incident | i ght and

fl | i gh .Each k | i .sSh b . ;
i et odnith Mampleoon i RiCEs TR a5 et s v shirm by Didirectional no
fl ted liaght ,i e -l t-qi | t, | k- furth t
ool ©ont et G2eRm ibiakd TRl LB iphCal bl | Bach
P0o6g) " HEben find Shodi by ol dhicbHENaFroR Hikaldl fafithede i incidRf ighe

shows Entipe in@%ﬂe@ce@flitghh% preseédty | ds althést ifnpBssible (fadtheh@y\GuplicafcatMid g
where a card is seen fromabove; Fig. 6 (b) is a cross-sectional view

of the castdicturendlths glsofpoksiple thadtheestrartgedshowaninoFigt 6e(d) and the
cross-sectional view. A card 31 conprises a surface plate 34 with an
openi ng s¢ructureshowadndfigab daf dcoesist nenber 35 having a
non-transparent property and a verifying chip 32 conposed of

fl uorescent substance granules 33 m xed in synthetic resin being

pl aced i n[[O%Sé?e
[Embodiment 2 of the authentication verifying chip]
Fig. 6 shows Embodiment 2 of the verifying chip. Fig. 6 (a) shows a drawing
where a card is seen from above; Fig. 6 (b) is a cross-sectional view of the card;
and Fig. 6 (¢) is an enlarged view of the cross-sectional view. A card 31
comprises a surface plate 34 with an opening being mounted on a card base
member 35 having a non-transparent property and a verifying chip 32 composed of
fluorescent substance granules 33 mixed in synthetic resin being placed into the

opening. Another surface plate may be layered on the verifying chip 32 and the
surface plate 34.

[0083]

The card base-plate 35 is a thick plate made of synthetic resin widely used in a
cash card or the like or a thin plate made of synthetic resin used in a prepaid card
or the like. The verifying chip 32 has such the area and such the thickness that it

can be placed into the opening of the surface plate 34, and fluorescent substance
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openi ng. Anot her surface plate may be | ayered on the verifying chip
32 and the ur face pl-at 4.. [0083] The card base-plate 35 is a
t hi ck pl M‘ﬁrﬁ%‘ég‘ﬁe &}’fﬁcﬁ@t F9% esin” wi del y used in a cash card or
the like or a thin plate nmade of synthetic resin used in a prepaid
card or the like. The verifying chip 32 has such the area and such

the thickipggsg) that it can be placed into the opening of the surface
pl ate 34, and fluorescent substance -23 granules 33 are m xed

t her ei n. ForQA84latEnil dfiBe BBiErd plateods, teitdes bf Epthetid Bdsin %nslﬁiréﬂitetro bk

synthetic resin transparent to the incident light and to the

r ef | ect edndidgittlight and he tharefleotedshygiit Het the caed ion synthetit resinpar ent to

the incident light and/or the reflected light for the card and to

ot her vi giopHzanspatent torthe insidest Hghtrand/ermtheseflected lightifor theyerdeand to

further on the _verifying chip 32_nade of synthetic resin and the

surface pitherevisible Lights may; ke used n For theswiace platedayared fwighereoht the ght

and the reflected. I jght .is_used. .[ 0085 Enbodi nent of the. .

Ut hent | CETYGRE SR A4age B PRThRGTEoN abHE Bs8 ER 345 SgAhEHg resin

verifyin ' | 7 [, W ard is seen from

above; Fflaa%@bﬁ*(e Bﬂ(?gleaméi?%ggﬁ ec%nlﬁotﬂgﬁ‘%?%% Wgﬁ‘fj%#?sﬁﬁ 7 (c) is an

enl arged view of the cross-sectional view. A card 41 conprises a

surface plate 44 with an openi ng being nounted on a card base nenber

45 havi ndpo8®n-transparent property and a verifying chip 42 with

radi oactive substance granules 20 m xed in synthetic resin being

pl aced i riBmbdiEmenediofithe frtheidcasion fvaciéyingkhipeé 44, a magnetic stripe

2 and an arrow mark 3 are disposed. [0086] _
Fig. 7 shows Embodiment 3 of the venfying chip. Fig. 7 (a) shows a drawing
where a card is seen from above; Fig. 7 (b) is a cross-sectional view; and Fig. 7
(c) is an enlarged view of the cross-sectional view. A card 41 comprises a surface
plate 44 with an opening being mounted on a card base member 45 having
non-transparent property and a verifying chip 42 with radioactive substance
granules 20 mixed in synthetic resin being placed into the opening. On the surface

plate 44, a magnetic stripe 2 and an arrow mark 3 are disposed.

[0086]

The arrangement pattern of the mixed radioactive substance granules is inherent in
the verifying chip 42, i.e., in the card 41, and the card is identified by this

charactenstic.

[0087]
[Example of the mounting position for the authentication verifying chip]
Fig. 8 shows examples of the mounting position of the verifying chip on a card

according to the structural features as described above. The verifying chip 46 can
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The arrangement pattern of the mixed radioactive substance granul es
card s %”gnb&qteé@oetaéreilia%yﬂh@%é%aﬁbgﬁ G el POrpR G i calBodyas
mount i ng sﬂﬁx%ptlh‘iﬂ 724t pﬁgfﬁllg@h@ﬁébsﬁﬁfnkf Xi 38 fﬁﬂén%st riiogmoﬁ g*%ﬁé!"s

exanpl es "0 "posi e verifying c

accor di ngyjyajet ﬂtﬁnéﬁ rag %hHﬁrﬁ' TRRLYNDS Athd e&m%@nﬁmﬁm Tiidle portion
4

verifying chip 46 can - e mount'éd, ofher than the position at

about t hes@piwhah Figrs I(Bﬁ zﬁfthé hesteaiod pb@ﬁiﬁn@ﬁ thes fifiidle ipdrtiddas Shdven in
Fig. 7, at the follow ng positions: at the forenpst position in the

i ddl e p&igi ®richsatsheferenmstpgsitién (mhe lowfer poetiaread skowipasFig. n(d)n at
the mddle portion as shown in Fig. 8 (b) ; at the posterior

posi ti on the centgalrpasition indheilowenportionwas shawnrndfigss ((¢); andaat Uhhe
forenmpbst position jn the | ower portion as shown in Fig

the cent PRRLEEIOEPOPISIANIIA the boWwesartiph Ae SBAWALN divih (D n thle b careylso be
(. i {}.gqu%e@a > JosBiohah Y uhescptipioR i G fo? g mipnE posfion”
port! on. shlay tﬂsgmfs&i%h% RE ubBE: SRHBL PeRARIERI bd TRERLE oh e

position Tn er portion; ere my uence on t

readi ng Q'Ea(hﬁg of m@fﬂmmnf&&ﬂ‘%ﬁlggﬁﬁpﬁ%ﬁ@;t ri pe. [0088] [Exarrpl e

2 of the nounting position for tion verifying chip]
From t he vi ewpoi nt of maintaining higher security for the card or of
providing better convenience, attenpts are being nmade to use the IC
chipin d@OB&Jornation storage nedium The IC chip has a

sem conductor nenory in it. If the sem conductor nenory is

i rradi at e[cE)dammzafehﬂ nounkiagppsition far thecauitbenticatios vefifyaigaghiphy, the
menory witten may be changed in sone cases. } 0089]
From the viewpoint of maintaining higher security for the card or of providing
better convenience, attempts are being made to use the IC chip in an information
storage medium. The IC chip has a semiconductor memory in it. If the
semiconductor memory is irradiated by an electron beam, in particular, by 8

(beta) ray, the memory written may be changed in some cases.

[0089]

Among the radiations, « (alpha) ray can be shielded even by a piece of paper.
For this reason, there is almost no need to give consideration on the influence to
the semiconductor memory. However, for the purpose of shielding 8 ray, an
aluminum plate of 1 mm in thickness or an acrylic plate of 10 mm in thickness is
needed. Therefore, in a case where radioactive substance granules emitting S
ray are used, the influence by 3 ray can be avoided by disposing a verifying chip

36 and an IC chip 80 with a distance of 10 mm or more from each other.

[0090]
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Anong the radiations, a (al pha) ray can be shiel ded even by a piece

of paper.._ FQr this.reaspn, there is al gpst no .need to give
considera{;ﬁeéamgd)o?’r%’ni‘%ftﬁﬁéHg’@npﬁat‘Oc‘h‘éeréf}éWg uctor menory. However,

Lo cknos PHBRACs Bt forcd Ontabdad Alredt MR sBit Sttt Roh e
Ther ef . i i ' I ddnRfs
Tar v SR FERMIBRALRY SRR R et
veri fyi ng,efi rHoux?t% g.ggf af}ezglg? Sty odelh. HBWEIANRSs Yot LR QeniBle

from each ot her. eadi"'ng position o aut henticati on
verifyi nghghddfdmiition Bay o8& AR tdSthe AkcésshSikecard and a credit card
are strictly stipulated fromthe viewpoint of the practical use.
Accordi ngly, physical standards of the conponents to be nounted on
it are also strictly provided. However, it is not entirely deniable
t hat def di0f8ll on may occur due to the excessive use. [0091] To cope
with such the problem it is desirahle to arrange a pqQsition

al i gnmentTtheene With sysh ghpyprpblem At ds dasirable tonaTange; 4 pesyaon: Algnment mark

?n”B'r ggf%@gdseﬁ’gﬂ%ep cFie” lﬁ@iotaitE% EEBHEE i R HATTY Gt AR $1¢ TANEH be
readi ng AEAmPER bk s B BV ool CuRGROR BB, (o
al | gnmenty ;aRiok alighmeRt! i wlldeS he @ik foolhagrrer B3¢ n0kE other marks at

the position to start the reading and t osition to finish the
readi ng of the authentication verifying chip. For instance, a line 49
to start the reading in noving direction and a line 50 to finish the
readi ng i[@0p®Vi ng direction and further, lines 51 and 52 to indicate
the end portions may be arranged.

In order to perform the reading more reliably, at the same time with the use of the

position alignment mark, it would be desirable to arrange some other marks at the
position to start the reading and the position to finish the reading of the
authentication verifying chip. For instance, a line 49 to start the reading in moving
direction and a line 50 to finish the reading in moving direction and further, lines
51 and 52 to indicate the end portions may be arranged.

[0093]

The reading of data on the verifying chip is performed by the relative movement of
the authentication verifying chip and the reading device. To ensure the reliable
reading, it is necessary to synchronize the movements of the authentication
verifying chip and the reading device. If a mark for synchronization signal 87 is
disposed on the verifying chip, the movement of the reading device can be

synchronized according to the reading of the mark.

[0094]
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[0093] The reading of data on the verifyi ng chi pis performed by the
Feadi ng. dO wading st daF andiiee rerfiag FRh g ndr e as&fé‘ﬁséi;?y to
f%2°?Li@lsﬁﬁckﬁ@&z@ﬁgfﬁﬂﬁﬁhﬁ 7% %ggfﬂﬁ”t ' °"" 'a?ﬁaﬂwe{l i g Sigad =1
can bo S00irig T The SbBtofalBnm b iR SHELadil Eﬁﬁ/ﬁrﬁﬁ%ﬂ% %@Ké{ﬁleza
The readi k%ﬁ&%rndhk&ﬁz gﬁ‘al ragegﬁiﬁaa inﬂﬂbﬁféﬁtrﬁb%ﬁft@r Fd%fi

for sync roni zati on Ssigha SO use or Signal nor ITB I zat I’ on

in the sitiead canMbeoprpateithy dhadRfatd ?ﬂﬂuﬁé h#ane shc® & ket peathirng
start/finish lines and/or the mark for synchronization signal are

made of fluorescent substance. For instance, these can be prepared
by an adequate printing nmeans such as an ink jet printer. [0095]

[ Embodi me®09%] of t he aut hentication verifying chip] The

aut hentication verifying chips.on the card as_.shown in Fig. 6 to Fig.
7 are of Ed?'?‘?@‘ﬁ@lltﬁﬁf thecauthamticaipn vesEog el cs cannot be for ged,

ot ant e St enidERaR VeR %gt&ﬁacom & s3ity S i P 5P B it of
Lhe. ver | T.yipgr SRV THS A BRI 0hiostE RS Ve 75 BRTiBhssbe

readi ng, ‘prepared by a conputer are s € VEerrtylng

chi ho r

folrlron gf \gg cbﬂggl ﬂrerﬂa %%f%%é‘ﬁ?e gﬁhgsﬁthlqgg %\Eer e%o?pla%a@a{%%& 8‘6
I's writt eRrangemehONtheveRIfARk chiz}:%"ﬁ( hﬁﬁg PRy idaf WahR foPend2hadicyl dat a
"1" is witten is showm with the

reading, prepared by a computer are shown.

[0096]

In the verifying chip shown in Fig. 11, 1024 binary data are arranged in a matrix
form of 32 X 32. In this figure, the position where binary data "0" is written is
shown in blank, and the position where the binary data "1" is written is shown with

the mark "*".

[0097]

Now, a method to obtain the binary data is described. Fig. 12 shows an example of
true random numbers with hexadecimal numbers of 266 digits, which are obtained
by detecting a radiation ray irradiated as the result of nuclear fission of radioactive
substance. Random numbers used for a crypt key or the like are generally
supplied as hexadecimal numbers as such. Fig. 13 shows hexadecimal random

numbers shown in Fig. 12 arranged in the matrix form of 8 columns X 32 rows.

[0098]
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[0097] Now, a nethod to obtain the binary data is described. Fig. 12
random nunbers, wi t h . hexade |mal unbeirs of

256 di g1t The FRROHAL TUEDST B Do e PP
| ad ot e gk orgse o of uRUELERE P Sy §°‘%$5‘f"°ﬁ§5° d ’E@Og of binary

gener al |y, Sige! Iﬁﬂllﬁﬁqux%g&%h%{ds%'}%ﬁ %2 gﬁi;fg%'% r@lsQo " (P“ WS

hexadeci 11 random nu sho in the matrix

form of &&elsgm % '9811onp" co&éa,Q&%is mzﬁlﬁ(b"e"fﬁ'@offt@,ﬁbﬁ@ toMOTHET Frcan

be expressed by replacing with binary 4-digit nunbers. That i§, "O0"
of the h@o@ﬂa@poﬁ@ tomonDET "'P'@o&ﬁ%g@fﬂﬁsto}"ﬂllmo@ ‘coPfesPhual i "1000TDeg"s .

Simlarly, corresponds to " ' corresponds to "0010", "3"
correspo rmlmdspoﬁMl”lOOl‘ﬂ“A'bmrrmpnd&jﬁ) 119109180 (‘:orré@ondo to éH}idh,d@"t 0
"0101", "e6" corresponds to "0110", "7" corresponds to 0111 " 8"
corresporm)s‘ret’smﬂm 1100'0"D" eesrespopdntis"k161", 1BY torrespunds go f lablpl'ﬂraué "Fo
"1010", "B" corr sponds fo "1011", "C' corresponds to "1100", "D'
corresporﬁi’§1'f’c38(’n 911 11V g corresponds to "1110" and "F" corresponds
to "1111". [0099] Based on the expressions as given above, 256-digit
hexadeci mal random nunbers shown in Fig. 12 are substituted by

bi nary ra[qé)gghnunbers as showmn in Fig. 14. One digit of the

hexadeci nber can be replaced by 4-digit binary nunmbers. Thus,

256-di gi tg M%G@F%ré&mﬂ@ﬁ e &one ”2’56 RighAexdi&tihal Xanflosli fichers

1024 digits in y nunmbers. These binary nunbers can be obtal ned
directly dhdwh in"EigdDIaRUSIbRtnEEA OF My ramdbn Rufibers & Siase id Figl 340t

necessary to performthe substitution operation. [0100]
One digit of the hexadecimal number can be replaced by 4-digit binary numbers.
Thus, 256-digit hexadecimal numbers correspond to 256 digits X 4 digits = 1024
digits in binary numbers. These binary numbers can be obtained directly in a
random number generator, and in such a case, it is not necessary to perform the

substitution operation.

[0100]
These numbers are arranged in the matrix of 8 columns X 32 rows in Fig. 13 and
further arranged, for each digit of binary numbers, in the matrix of 32 columns X

32 rows as shown in Fig. 15.

[0101]

Finally, the position corresponding to "0" of the binary number in the matrix of Fig.
15 is left without writing the information. Information is written to the position
with the mark "*" corresponding to "1". The arrangement of the authentication
verifying chip as shown in Fig. 11 is thus, obtained. The verifying chip prepared in
this way has the information of 32 column X 32 rows X 1 bit = 1024 bits for
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These nunbers are arranged in the matrix of 8 colunns X 32 rows in
Fig. 13 and further arran f.or each digit of b| ary nu w b
the matr ia%ﬁeﬁnﬂs@tl%vmfng%h%zs,rlb%s A ay catwnﬁe@ g, kepfg;? 4 bits.
Finally, the position corresponding to "0" of the binary nunber in
the matrix of Fig. 15 is left without witing the information.
InfornatH@Q b MW|tten to the position wth the mark "

correspo Rdft The arrangenent of the authentication

hi p br o P E‘?‘”ﬁ‘%‘@ﬁm i B PR, A B Ered R SEhsaeTd,

x 1 bit 'shé%‘inllﬁgsﬁ frak 1ipR& with eﬁlhtaﬁ%f bPWav&EhdtHS Bh bé hdbd. Nestt abas
an aut hentication verifying key of 1024 bits. 0102] For the

enbossed dxamply aftheivarrangement o a(veYifging chipeoffd evdewhiehtis 96 biifagn dsta
shown in Fig. 6, the lights with a plurality of wavel engt hs can be
used. Nesujtalin forermepinicabreadueg, pind is prepagahby computervadiwhichgseshihe of
a card, which is of binary data_ suitable for mechanical reading, and
i s preparightygt &Qﬂ@wyetﬁallsﬁdedw{&hgxﬁ@és(%@ndml%t(g) dp dgserihed) | y

cal I ed red (R) green (G and blue (B) is described. [0103] These
"R', "G' and "B" can express the total of four conditions including
"0" V\/ner p data is witten. In other words, these can be handl ed
as quater glnunbers The quaternary nunbers can be expressed by

four 2- b"l‘}f SRUVREI g anOBr cafd %:x%géghe £ fodr coﬂdﬂﬁ:ﬂ)‘éhnglﬁhﬁﬁ "$6 whBAS

hexadeci mal~ random nunbers o Igits shown 1 n

further hRX@£% Whkieh2NHOShEH WRds tHésezé’_aﬁ 1 Bdridfed'ky &ﬁht&‘htaﬁyc R@@bers.

those. Here, what is shown as "héxadeci mal random nunbers group a‘
is the saffe fwile@ary numbers can be expressed by four 2-bit numbers: "00", "01", "10"

and "11".

[0104]

Fig. 16 shows hexadecimal random numbers of 256 digits shown in Fig. 12 and
further hexadecimal random numbers of 256 digits which antecede those. Here,
what 1s shown as "hexadecimal random numbers group a" is the same random
numbers as shown in Fig. 12, and "hexadecimal random numbers group b" is the

random numbers, which antecedes "hexadecimal random numbers group a".

[0105]
These hexadecimal random numbers group is converted to a binary random
numbers group. Fig. 17 shows the random numbers divided for every 2 bits in

order to convert to the quaternary numbers expressed as "0", "R", "G" and "B".

(0106]
Further, binary number "00" is converted to quaternary number "0", binary number
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nunbers as shown in Fig. 12, and "hexadeci mal random nunbers group b"

is the random nunbers, which antecedes "hexadeci nal random nunbers
group a".'01T@105ternaasBURBSL dEe PRETY RERASM 10 40 gHategrasy pumbez ofy ard ed
to a binary randgm ,nynbers group. Fj ., k7 shows t rapdom nunbers
di vi ded M%\P@Fﬁ’eﬁ gft@ qqﬁ‘teq?iﬁ'a’g?“‘f’hgrcﬁ\ﬁérsthow PHe8ytfat er nary
nunbers expressed as "0", "R', "G' and "B". [0106] Further, binary
nunber "00" is converted to quaternary nunber "0", binary nunber -29

"01" to bgr nary nunber 'R', binary nunber "10" to quaternary
nunber " and binary nunber "11" to quaternary nunber "B' as shown

0 Fi 9. Yhe {Oit6ithry RHADGMALRS BBt AR Farghit in Y RiaRBeloPS2 cafuiraROCd

inthe matrix of 32 colums x 32 rows, simlarly to the binary
nunbers sko8® rows,Fifilady t@thdbiparyl bumbag dhdesein Fipel 5boWiy, 118, ditheks.
The verifying chip thus prepared has the information of 32 colums x
32 rows r@shows i=Figld9i The fverifiang bbipt thuspreparedhad tiengforimation lné 32
words, it has an authentication verifying key of 2048 hits. [01081
Now, ref oMM 0 3Riyws28, 2hiise=ROAB bits &tauthendication serifingfn other

verifying chips.,fromone random nunbers gr i.s described. Fig. 20
(a), Fi g%%gsr(ls)*@s#{lgﬁ@@h{:ﬁt}%wné}ﬂgﬁﬁey 2?%@ btSch shows a matri x
pattern of 16 X 16 based on the matrix pattern of 32 x 32 in Fig.
11. Fig. 20 (a) has the origin at the coordinates (0,0), Fig. 20 (b)

has the qi;gen at the coordinates (1,0), Fig. 20 (c) has the origin
at the coordinates (0,1) and Fig. 20 (d) has the origin at the

coor di nat\sw (rbfeking!th Hifl 50, Wehetholl tb%b&ﬁ’ﬁ%i;%ﬁliﬁpoﬂ\ﬁéfﬁyiﬁﬁ%iﬂsaﬁ&h%n@f
matrix patterns fromone matrix pattern obtained from the random
nunmber s ghfddin S8Werd Brdupds déderibed. Fig. 20 (a), Fig. 20 (b), Fig. 20 (c) and Fig.
20 (d) each shows a matrix pattern of 16 X 16 based on the matrix pattern of 32
X 32 in Fig. 11. Fig. 20 (a) has the origin at the coordinates (0,0), Fig. 20 (b)
has the origin at the coordinates (1,0), Fig. 20 (c) has the origin at the
coordinates (0,1) and Fig. 20 (d) has the origin at the coordinates (1,1).
In this way, it is possible to have a plurality of matrix patterns from one matrix

pattern obtained from the random numbers group shown in Fig. 12.

(0109]

For the purpose of obtaining a plurality of matrix patterns from one random
numbers group, it is also possible to use various methods such as a method to
change the use position to start the random numbers group shown in Fig. 12 or a
method to change the preparation position to start the matrix pattern shown in Fig.
13.

[0110]

In so doing, a card issuer can maintain secrecy by arranging one random numbers
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[01091 For the purpose of obtaining a plurality of matrix patterns

fromone random nunbers group, it is also possible to use various
net hods £HeUP 2&2 Mastarianders nusrhesy Breupeangseanyhiain; agplurality phmateix e

random nunberssl?ga[go(gp stgovvn in Fi a 12 ohrg a net h?d.t chan%? t he

pr epar at iPBHEPSITASEE AN LHE JRAFRT TARUOTRAUMBET FLQUR n 1K pesSpigto 13,
[01101 In,so.doin a.card,i ssuer. can. maintain secrecy by arr.anging
one r anddHitatisalle Sonts) Be ARt maAuixRRtterty Based iorb e antprBlaliod 0
can obt aitﬁ'e%ri@i urality of matrix patterns based on the master random
nunbers group: Tt is also possible to automatically control the
plurality of matrix patterns based on the information of the origin.
[0111] In the exanples shown in Fig. 11 and Fig. 15, the

aut henti dggipn verifying information is recorded by binary nunbers
expressed in 1 bit, and in the exanple shown in Fig. 19, the

aut hent i datheexamplet whogn dafag.ild amkcBigdes, thy agtsntxadeny verfyiviger s
expressed in 2 bits. In addition to these, it is also possible to use
octal nomfornatiaxisrresensiediby Bnarytimahers kepredeed mal briuanbmsthexgrampled

in 4 bits, [Q112] [Enbodinent 1 of the certifying chip] Fig. 21 and
Fig. 22 SHBWA4R Fé&aJEQpF@ authgniagatigniveriapg idata 1sifecrded by gatermary g 21

Illustrates,the card and Fig. 22 WS |t functions of.an
Ut hent | CTIRSRS GERERAATY 2 Bfs-p 18,400 EAD A CheTh fosrerPRsRf 1 nsryoctal o,
[0113] Qﬁnf’bp?é‘égprggsfedt 19 Fit@hfid REQe Lt Autifetd YRS B Liiryhere
I nformati'on ftor verrtying
[0112]
[Embodiment 1 of the certifying chip]
Fig. 21 and Fig. 22 show an example of a card to certify the card itself. Fig. 21
illustrates the card and Fig. 22 shows the functions of an authentication verifying

chip and an authentication certifying chip.

[0113]

On a card 60, there are provided a verifying chip 61 where information for verifying
a card Authentication "A" such as artifact-metrics is stored; and a certifying chip 62
where the authentication verifying information "A" is digitized to the digitized data
Message "M" and is encrypted to the encrypted data "C" and is stored, and both are
non-separably mounted on the card body. On upper portion of the surface of the

card 60, a magnetic stripe 2 and an arrow mark 3 are disposed.
[0114]

Instead of the magnetic stripe 2, or together with it, an IC chip can also be used.
The verifying chip 61 and the certifying chip 62 may be arranged at separate
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a card Authentication "A" such as artifact-netrics is stored; and a
certifying chip 62 where the authentication verifying information
"A" is dingsttionsdespectinelydisgihownan Bat 2l onthrsegnay b dispasddsadiacent i1 ed
to the encrypted data "C' and is stored, and both are non-separably
mount ed (ﬁﬂcﬁlﬁ’éh@&fdn%é‘?.m@ﬁdupper portion of the surface of the
card 60, a magnetic stripe 2 and an arrow mark 3 are di sposed. [0114]
I nstead of the nmagnetic stripe 2, or together with it, an I C chip can
al so be U@ﬁq The verifying chip 61 and the certifying chip 62 may
be arrang 31 separate -31 positions respectively as shown in Fig.

21 or th i O, -ad] ac t y -t ed.
[o115)  Aepelii TR RRORRLGRAACEIbw AplaBf ch SR oPimiBY R IHA GRS
exanpl e, dfhge fvléﬂﬁ}iia@@ﬁip Glfaﬂd%ch%i'ﬂiﬁrﬁig%iﬁ 62 Rnttheafd 5O8L6®A tih FYg. N,
chip 62 on the card 60 showmn in Fig’ 21. In Fig. 22, the steps (1) -
(5) show InfEigf 2)whalseapst (10 c&bY shewnthefrwedrhby the cardds prepsuted by Bheard
steps (6) - (10) show when a user uses the card by neans of a

t ermi nal idsuerceThaistepas(6an- AN shot #8ien 4 t3erAisesthé gindghychiepnsaf a s
prepared, in_which card authentication verifying information "A"

bei ng ar ttefminal detiee suchoas amAdMossed hol ogramis stored. Because

all artifact-nmetrics are different fromeach other, all of the
verifying chips 61 having artifact-nmetrics are different from each
ot her. [O@ZE If the verifying chip as shown in Fig. 5to Fig. 7 is
pr epar ed Li ng the data of 32 bits X 32 bits = 1024 bits (307

Lo t he ol RodRBE RFig P fepel bWhER ot ARFepdariph Sriifie” ©! 19

information "A" being artifact-metrics or an embossed hologram is stored. Because

all artifact-metrics are different from each other, all of the verifying chips 61 having

artifact-metrics are different from each other.

[0117]

If the verifying chip as shown in Fig. 5 to Fig. 7 is prepared by using the data of 32
bits X 32 bits = 1024 bits (307 digits in decimal number) or more with the
number of bits according to the method shown in Fig. 11 to Fig. 20, the probability
of the existence of the same vernifying chips can be very low and it is negligible.
Because the embossed hologram has a three-dimensional structure, it is impossible

to make optical duplication, and accordingly, it is very difficult to forge it.

[0118]
(2) The information on the verifying chip 61 is read by analog or digital means.
In order to accurately perform the reading when the card is used, it is desirable

that the reading is performed after the verifying chip 61 is mounted on the card 60.
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of the existence of the sanme verifying chips can be very low and it
is negligible. Because the enbossed hol ogram has a three-di nensi onal
structurel011flis i npossi ble to make optical duplication, and
accordingly, it is very difficult to forge it. [0118]..(2). The . .

i nformati B okhe RBalOR inage pbthenveminng chin 6hthus,read as digitizeddp he gigital

means. |p ofder .to accurat el erformthe readi ng when the . card is
lsed. it ud T Tty &S e e ARG Stp e B e VRl R chip G Be réaa
veri fying_chi. 1 unt ed on the rd 60. -32 [01191 (3) The

anal og i 3&@@1@# g?ﬂeﬁ%ﬁg&ﬁ%ﬁ%n &%F?)neégﬁams read is digitized to the
digital data "M'. In a case where the data to be stored in the
verifying chip 61 to be read is digital data, the digitization is
unnecessafgigof 01201 (4) The digital data "M is encrypted, and the
encrypted data "C' is obtained. As a cryptosystem a secret-key
crypt osyst4m Thel digitabBhtacMey enchyptat vad ehe eacrypted disedC" {sbidided. A
crypt key used in the secret-key cryptosystemis called a secret-Kkey.
| n recentAs geaymosyster, a hecrpt-be gatptenystein ahd apubli¢-kek epyptosystem can
cryptosystem nore and nore people refer a private-key used in the
publ i c- ke ¥s8dpt osystem as a secret-key. In this respect, it is also
call ed a common-key to avoid the confusion. [01221 According to
"Modern Cryptography” published by the Institute of Electronics,

| nf or mati@ﬁzzﬂd Communi cat i on Engi neers (Japan), the process to
obtain th Crypted data "C' by Encrypting the Message "M by using
a crypt Key. ekéz'ya.lasteg)hg;ﬁé $€detRefciyptosytenMs catid of LrdIRGSS$n tent

obt ai n decr
years, with the propagation of the public-key cryptosystem, more and more people

refer a private-key used in the public-key cryptosystem as a secret-key. In this

respect, it 1s also called a common-key to avoid the confusion.

[0122]

According to "Modern Cryptography” published by the Institute of Electronics,
Information and Communication Engineers (Japan), the process to obtain the
enCrypted data "C" by Encrypting the Message "M" by using a crypt Key "K" is
expressed as C = E (K, M), and the process to obtain decrypted data by
Decrypting the enCrypted data by using a crypt Key "K" is expressed as M = D
(K, ).

[0123]

Here, following after the above, the process to Encrypt the digital data "M" by a

Secret-key Ks of the secret-key cryptosystem to obtain the enCrypted data "Cs"
is expressed as Cs = E (Ks, M), and the process to Decrypt the encrypted data
"Cs" by the Secret-key Ks to obtain the digital data "M" is expressed as M = D
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Decrypting the enCrypted data by using a crypt Key "K' is expressed
as M=D (K ©. [01231 Here, following after the above, the
process t&sERsiypt the digital data "M by a Secret-key Ks of the
secret-key cryptosystemto obtain the enCrypted data "Cs" is
expressed as Cs = E (Ks, M, and the process to Decrypt the encrypted
dat a Ci QX the Secret-key Ks to obtain the digital data "M is
expresse 0384lv = D - 33 (Ks, Cs). [0124] The process to Encrypt the

oo S o G e S0, RS BHRAS S e iR
T < |1"' ! i b "
o obt a VPR Bkt o ?@%ﬁ%ﬁﬁ%ﬁ%%@%g%gp%s% Clly T 1R0 M
g1t ol PR o DRBYRERY el e gt € b RERTVRE A o bbEain
crypt OSYQﬁ%fﬁ‘l detaod el exphessed 5 Wpte® dEVACH)Y. iﬁ@éﬁ@@%@ﬁﬁm@e&ic@’oﬁ E
(Kv, M. e process to Decrypt the encrypted data "Cv" by the
private-lceypt'§y. to obtain the digital data "A" is expressed as A =
D (Kp, Cv). These are the digital signature. [0126] (5) The
encrypted data "Cs", "Cp" or "Cv" are stored in a certifying chip 44,

whi ch is non-separably nounted on the card body 60. For the storage
of the (1,259/ ted data, adequate neans such as the optical reading
in

oo o BN R et PSR Gl T PR
public-key cryptosystem to obtain the enCrypted data Cv is expressed as Cv = E
(Kv, M). The process to Decrypt the encrypted data "Cv" by the private-key "Kp"
to obtain the digital data "A" is expressed as A = D (Kp, Cv). These are the
digital signature.

[0126)

(5) The encrypted data "Cs", "Cp" or "Cv" are stored in a certifying chip 44,
which is non-separably mounted on the card body 60. For the storage of the
encrypted data, adequate means such as the optical reading and recording method,
the magnetic recording, etc. for barcode or two-dimensional barcode, etc. may be

adopted.

[0127]

In a case where the card 60 is an IC card with an IC chip mounted on 1t, it is also
possible to store the encrypted data in the IC chip. To be a non-separable
structure, they are integrated or a method such as welding may be adopted. Also,
the encrypted data may be recorded on the card itself instead of mounting the
certifying chip on the card.
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adopted. [0127] 1In a case where the card 60 is an IC card with an IC
chip nmounted on it, it is also possible to store the encrypted data
inthe IC chip. To be a non-separable structure, they are integrated
or a nmethod such as wel ding may be adopted. Al so, the encrypted data
may be reldd28kd on the card itself instead of mounting the

certifyin ch&g@on the card. -34 [01281 (6) Wen the card js used,

t he encryfYedWhgndhe cardisgrsed, the enceynted datayiCn stersd gn gbe certifyipg ghip 62
[0129] (.7) The encrypted data "C' is decrypted by using a
predet er fPA&#-crypt ography algorithmand the crypt key, and the
decrypted data "M is obtained. [0130] (8) At the sane tine,
information "A'" " of the verifying chip 61 is read. As the reading
nmeans, caﬁﬁég£is generally used, while a reading head or a scanner
other than canera may be used. [0131] (9) The information "A" " of

the verifyhngTREIeRciyBHI dRAIC! & dbcoVted B¢ R 4 PRedetirtind tokra !
i s obtai ng;'c)l. [01??2?%( 10) The decrd;%q ed gat gfkl\/i‘3 ig corlrpar(é V\(A%tr?’l tyhe

di gi ti zedalg@ithm' Mid the drfypt kegendahe dectypted date &l i9bbaimedi t i s j udged
that the conmbination of the verifying chip 61 and the certifying
chip 62 is legitimate. If these are different fromeach other, it is
j udged t hat t?e conbi nation of the verifying chip 61 and the
certifyi n@)léﬂ p 62 is
(8) At the same time, information "A’ " of the verifying chip 61 is read. As the
reading means, camera is generally used, while a reading head or a scanner other

than camera may be used.

[0131]
(9) The information "A’ " of the verifying chip thus read is digitized and the
digital data "M’ " is obtained.

[0132]

(10) The decrypted data "M" is compared with the digitized data "M’ ". If these
are equal to each other, it is judged that the combination of the verifying chip 61
and the certifying chip 62 1s legitimate. If these are different from each other, it is
judged that the combination of the verifying chip 61 and the certifying chip 62 is
not legitimate, and the card is judged as illegitimate. Thus, the authenticity of the
verifying chip 61 is certified by the certifying chip 62 which is togetherwith present

on the card.

[0133]
In this example, the data "M’ " read from the verifying chip 61 is compared to the
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not legitimate, and the card is judged as illegitimate. Thus, the
authenticity of the verifying chip 61 is certified by the certlfylng
chip 62 whitx M/ demgmdtfwmuthh cprtggmgtchip6i2.t Herrwrlmh piBitdsthatithe t hi s
exanple, the data " " read fromthe verlfylng chip 61 |s conpared
to the @Efﬁli{?‘édaﬂm"cde phtained wrwmlgc data /Mg 'crrag feam the vewfying
p055|ble that,_the encrypted data " JQpbtained b e
fata M ol Bhds FOBRTERLD o5 PFWHtjfd i p%@aﬂ B e FEy 5 ﬁ&’ &)
encrypted data "C' read fromthe certifying chip 62. [0134] The data
on the certifying chip 62 is encrypted. In this cryptosystem either
of the ﬁ%} key (or the conmon-key) cryptosystemusing a single
crypt key the public-key cryptosystenlusing two crypt keys can

be adopt efhe lfta Gl Bkiircoh ip FAOLASYBLAM 1 m&gﬁg&&%& 1 itHel B the

publ i c- key an e prlva e ke t he se et key lat 1 on o

the privajeerétaieyatiit thB@oRiatin-ke ewf ybﬁen@ﬂgﬂkeadsmg!ﬁ%ﬂypt 4l thehe

encryption and decryptlon [ 0135 en a user uses the card by neans
of a ter npublit-keg\crymtosyshem arsymy tdv:eyrybbkeysjmrr yeotdoped.s Us¢he pible-key
crypt key is stored within a server or within the ternminal device.

1f it is apptessitgmed compination of the puldiykeysand thecprivate-hey (the server
and when aut hen5| cation verifyi g]g of., th_&{ card js needed, the crdy

key needecrateicy)i e a eembme%ra of e pravatenkey 3afl the prblic-key: may jbeeadopted

can be a thod cur| on.on-line basis. If the crypt
key is st (ﬁﬁWEh @ﬁﬁgvPH%n aut hentication verifying
of the card can be executed onIy on the termnal device on off-line
basis. However, if the term nal device is stolen, the crypt key is

also stofgRsy!f it is so designed that the crypt key is stored in a
DRAM in the term nal

When a user uses the card by means of a terminal device, the crypt key for
decryption is used. The crypt key is stored within a server or within the terminal
device. If it is so designed that the crypt key is stored within the server and when
authentication verifying of the card is needed, the crypt key needed then, is
delivered to the terminal device each time, it can be a method with high security
on on-line basis. If the crypt key is stored within the terminal device,
authentication verifying of the card can be executed only on the terminal device on
off-line basis. However, if the terminal device 1s stolen, the crypt key is also
stolen. If it is so designed that the crypt key is stored in a DRAM in the terminal
device and the crypt key stored in DRAM will be lost when the power to the
terminal device is cut off because the terminal device is destroyed or stolen, the

stealing of the crypt key can be prevented.

[0136]
[Embodiment 2 of the certifying chip]
When the data stored for confirming the authenticity of the card is transmitted from
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device and the crypt key stored in DRAMw || be | ost when the power
to the termnal device is cut off because the term nal device is
dest r oyedtherhost sémer te e testaad] idegice fant Hhe authentikity isceerifieel @r theent ed.
[0136] [Enbodinent 2 of the certifying chip] Wen the data stored
for conf itemnmgl deece,uartiehen the dataof theecard ngi réad andofwansmitied to thenserves
the host server to the term.pal device and the authenticity.is

verified ¥ thgauthentgityas veliedan the seiven thasterage dat woiume ip the gerver
read and transmitted to the server and the authenticity is verifi

on the s iAdne EHSTUHRAAE YaEme,DIcaRE eres hsaues Yier it daf,udTume 6
transmtting dat.a vol . me | arge because the digital data vol une
of the thIP%FﬁﬁﬁgéﬁPﬁ?qg@%r arge. [0137] To cope with such the
situation, if MD5 (Message Digest 5), which is the typical hash

al gorithm or other hash algorithmsuch as SAH 1 (Secure Hash

Al gorithnigiz¥) or SAH 2 is used, the data can be converted to the
16- byte hash value regardless of how large the data may be, and

fal si fi calo eopoivithrmichithgisitadtichpifaMDS (Mevsuge Digédted)t echichist the thpishl
value. If utilizing these characteristics, the storage data vol unme
in the sehasbralgordhmher dthea hash algonslsn ouck ab Sid-da{Sacote Hasls Algaxithm. -
To alleviate the burden for encryption/decryption, hash algorithmis
used. [01B8pr SAH2 19 aseddheidgta cin benenpvartedtathe d6dyteshast valugi ng t he
hash al gorith Fi.g. 2 shows .the card.  Fi 4 shows the nct.i ons
of "the v eegleng ofion” Bres theeets o ey g e opoa 30F origiahdadiy 63,
there ar e Qovhefitdd i She MRYatl! P Qi RedRlbAMEASRY! B {i8Phge
data volume 1n the server and the data transmission volume may not be so large.

To alleviate the burden for encryption/decryption, hash algorithm is used.

[0138]
Fig. 23 and Fig. 24 show an example of a card using the hash algorithm. Fig. 23
shows the card. Fig. 24 shows the functions of the verifying chip and the

certifying chip.

[0139]

On a card 63, there are provided a verifying chip 61 where card Authentication
verifying information "A" such as artifact-metrics is stored; and a certifying chip 64
where the authentication verifying information "A" is digitized to the digitized data
Message "M", turned to the hash value "T", and "T" is encrypted to the encrypted
data "Ch" and is stored; and both are non-separably mounted on the card body. On
the upper portion of the surface of the card 63, a magnetic stripe 2 and an arrow
mark 3 are disposed. An IC chip may be used instead of the magnetic stripe 2 or
together with it. The verifying chip 61 and the certifying chip 64 may be arranged
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verifying information "A" such as artifact-netrics is stored; and a
certifying chip 64 where the authentication verifying i nformatl on
"A" Qs d|ag|sepen'ett p@lmang ngspeativelycasdsioarn weBigad or theset may bd amngené
hash value "1" "I" is encrypted to the encrypted data "Ch" and
is stored Jaﬁﬂﬂi Wa@hd)ﬁbefn@hmgébﬁr@ﬂﬂeg nmounted on the card body. On

t he upper portion of the surface of the card 63, a magnetic stripe 2
and an arrow mark 3 are disposed. An I C chip nay be used instead of
t he magn g tripe 2 or together with it. The verifying chip 61 and
the certi ;W; chip 64 may be arranged -37 at separate positions

o bach crdtaritl S B2 Nckbiprignd o DR ERE MRS HIIEE voRRide Efth
descri pt igAnsddle QKR EHp B2%n! ﬂh@cctahm s%wﬁ he Fig rzsf YIRgi 3g€. fmpth _

and the certifying chip 64 on the card 63 shown in Fig.
24, the s3¢mp6l)(1)6} dhow theoluw betHd &faubi?@f plice paddyi @ﬁarﬁflséd%e card
by a card issuer. The steps (7) - (11) show the flow when a user

uses t he Ber stehpy (Feanbl1of show the ﬂ@ma#hamea/usm* ¢es lthe saminbyAilieang 6114 1]
(1) The verifying chip 61 is prepared, in which card authentication
veri fyi ngermishbderies such 2 arp4 artifact-metrics or the embossed

hol ogramis stored. Because all of the artifact-netrics are
different fromeach other, all of the verifying chips 61 having the
artifact- @%U cs are different fromeach other. In particular, it is
i npossi bl duplicate the artifact-netrics having the

t hr ee-di Si { G | f
the verif n@:y ng’ﬂ%ﬁben@'ﬁﬂ@ﬁﬂﬁmﬁ%p ig. edstug E &@%ﬂ@%@?%%?l{egé‘%@n&s. i ng
the data ipforrgtio"'A 'sbéin§ 2rtithdtSmetrieQas the etatodfed Hbigkdat IsstoRel M8
nunber) or nore with
Because all of the artlfact-metncs are different from each other, all of the verifying
chips 61 having the artifact-metrics are different from each other. In particular, it
is impossible to duplicate the artifact-metrics having the three-dimensional

arrangement, and it cannot be forged.

[0142]

If the verifying chip as shown in Fig. 5 to Fig. 7 is prepared by using the data of 32
bits X 32 bits = 1024 bits (307 digits in decimal number) or more with the
number of bits according to the method shown in Fig. 11 to Fig. 20, the probability
of the existence of the same verifying chips can be very low and it is negligible.
Because the embossed hologram has a three-dimensional structure, it is impossible

to make optical duplication, and accordingly, it is very difficult to forge it.
[0143]

(2) The information on the verifying chip 61 is read by analog or digital means.

In order to accurately perform the reading when the card is used, it is desirable
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nunber of bits according to the nmethod shown in Fig. 11 to Fig. 20,
the probability of the existence of the sane verifying chips can be
very | ow thatdthet readingeg perfohhed aft@etheusrifying chipbék semotmiedgmatheasd 63.
t hree-di nensi onal structure, it is inpossible to nake optical
duplication, and accordingly, it is very difficult to forge it.

[ 0143] ([2&1 Tfe information on the verifying chip 61 is read by

anal og or i% tal means. |In order to accurately performthe reading

e o Bt o G AT 4
0144] (3),.,.Th&n I ' f BAY Lp.61.th d
i g1 11 2edi e st e B4R S il S deBhing Ui P Seend

stored i i,f yd i read is digital data,
deQQ%%%%%%@Q%%%ﬁ&%h)memmm|mm"Mis
turned to the hash value "H'. The hash val ue obtained when using the
MD5 al gorithmas wdely used, is of 16 bytes (= 128 bits). [0146]
(5) The hadhsyvalue "H' is encrypted, and the encrypted data "Ch" is
obtained. As the cryptosystem the secret-key cryptosystem and the
publ i c- kefd) cr¥he digytat date "BHns erneddd the bastvyalu¢ 6H". THEheehashyylerl dat a
"Ch" is stored in the certifying chip 64, which is non-sepayabl
nount ed dbtaiped when lﬁumythsa\dﬁﬁoﬂgwérrs%mw used, peob He bytss o= laét a,
adequat e .neans such as the optical reading and recordi ng nethod, the
magnet i cbr“r-,sior ding, etc. for barcode or two-di nensional barcode may
be adopt ed.

[0146]
(5) The hash value "H" is encrypted, and the encrypted data "Ch" is obtained.
As the cryptosystem, the secret-key cryptosystem and the public-key cryptosystem

can be used.

(0147]

(6) The encrypted data "Ch" is stored in the certifying chip 64, which is
non-separably mounted on the card body 63. For the storage of the encrypted
data, adequate means such as the optical reading and recording method, the

magnetic recording, etc. for barcode or two-dimensional barcode may be adopted.

[0148]

In a case where the card 63 is an IC card with an IC chip mounted on it, it is also
possible to store the encrypted data in the IC chip. It may be integrated as a
non-separable structure or a method such as welding may be adopted. The data

may be recorded on the card itself instead of mounting the chip.
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[0148] In a case where the card 63 is an IC card with an IC chip
nmounted on it, it is also possible to store the encrypted data in
the I C cHOp49lt may be integrated as a non-separable structure or a
met hod such as wel ding may be adopted. The data nmay be recorded on
the card (7 séWhen ithe eard isfusedtheiengrypted dath fCh” stor¢divthie certrfyinghehip
the card js used, the encrypted data "Ch" stored in the certifying
chip 6484ds7edH. [0150] (8) The encrypted data "Ch" is decrypted by
using a predeterm ned cryptography algorithmand the crypt key, and
a decrypted data "H' is obtained. [0151] (9) At the sane tine,
informatie@g QJA " of the authentication verifying chip 61 is read.
As the r ? g neans, canera is generally used, while a readi ng head

or a sca r ) : : ]&%Ef

i nf or mat .r@ﬁ ’IA}% Qﬁ%ﬁ%ﬂ@%ﬁ???ﬁg Sﬁu p %Bgﬁggéﬁ’%l@ésé |éllelg.ii z EE%RBV
the di gialghithitand'the Cryptskeyhhad Aeeryipiddlta " 13 offtamedi gi tal data
"M " is turned to hash value and the hash value "H " is obtained.
[0154] (12) The decrypted data "H' is conpared with the hash val ue
"H If these are equal to each other, it is judged that the

conbi nat i{@A5LF t he verifying

(9) At the same time, information "A’ " of the authentication verifying chip 61 is
read.
As the reading means, camera 1s generally used, while a reading head or a scanner

other than the camera may be used.

[0152]
(10} The information "A’ " of the verifying chip thus read is digitized, and the
digital data "M’ " is obtained.

[0153]
(11) The digital data "M’ " is turned to hash value and the hash value "H’ " is
obtained.

[0154]

(12) The decrypted data "H" is compared with the hash value "H’ "

If these are equal to each other, it is judged that the combination of the verifying
chip 61 and the certifying chip 64 is legitimate. If these are different from each
other, it is judged that the combination of the verifying chip 61 and the certifying
chip 64 is not legitimate, and the card is judged as illegitimate. In this way, the
authenticity of the venfying chip 61 is certified by the certifying chip 64, which is
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chip 61 and the certifying chip 64 is legitimate. If these are
different fromeach other, it is judged that the conbination of the
veri fyi ndogdthervgth prasenhen ¢leg cartlyi ng chip 64 is not legitimte, and
the card is judged as illegitimate. In this way, the authenticity of
the verifying chip 61 is certified by the certifying chip 64, which
is -40 %@g&ECermﬁth present on the card. [0155] In this exanple,

t he hash "H " obtained by the hashing of the data "M " read

fromtheveri fying,chip,6% is.C ar to.the h -yal CH e w
decr ypt edb il aRie dhE pifh kol 2h ™ ditalbea b g Bichi¥E hhe fhta M " read
certifyi ' : Lhl RE vial.ue
“a oo thévaving IR 61 IE PR E hithsh VRETHE ML Aot Rm e
data "M g R by | ' o 3 r ;

encr ypt e " IR HHRARETTIC 0 O Beufbyib CRRIBEE I mhE Hedssile,
crypt osysh&nthanshctyigedrhhdiochli® "Oke " @bﬂiﬁamgen@’zmm KryBashsetud THY hibg
enbodi nrent are not different fromthe case of the Enbodi nent 2 of the
certi fyi fgshiogithe datadMieW rdad frompthieorerifging whip6l encdmepared @ 7 ¢ncrypted
[ Enbodi nent 3 of the certifying chip] There nay be the cases where
the veri fdaFhghenepd fromythe: eeatibandehiBo4i ned and the aut hentication
verifying informati on cannot be read. In such the case, the card
cannot be used even when it is legitimate. The foll owi ng describes

t he arrgﬁgﬁnt to cope with such the situation. [0158] Fig. 25 and
Fig. 26 n exanple of a card using the ID of the card. Fig. 25

1St i, L 9Stim SPene e HhAYS w5 ksl

embodiment are not different from the case of the Embodiment 2 of the certifying

chip, and new description is not given here.

[0157]

[Embodiment 3 of the certifying chip]

There may be the cases where the verifying chip is destroyed or stained and the
authentication verifying information cannot be read. In such the case, the card
cannot be used even when it is legitimate. The following describes the

arrangement to cope with such the situation.

[0158]

Fig. 25 and Fig. 26 show an example of a card using the ID of the card. Fig. 25
illustrates the card. Fig. 26 shows the functions of the verifying chip and the
certifying chip shown in Fig, 25.

[0159]
On a card 65, there are provided a verifying chip 61 where card Authentication
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certifying chip shown in Fig 25. [0159] On a card 65, there are

ot or mat (AR HaEHeden Brsuel el Fubrt etics Satiet: athy oartenEicnis by
otz eﬁﬁéieﬁn% Aiipey ‘E%Efk‘ﬁ@vé@ééééw Oy B PRl i .
1" by aqg gé’gﬁ@ éﬁoﬁfl dddPadth "f"gbg I%%atﬁ‘@gch hs tﬁeSH%PHYeO%aI‘}H

to the encryp I's stor th are non-separa

mount ed %Eldt"b‘eis(é%&ﬂrp?&ﬂt/oﬂ@k te@Rigfa TP Jnid)i% Qbrddhend ¥bifhege of the
card 65, a magnetic stripe 2 and an arrow nark 3 are di sposed. An IC

chip  mamnocaesepactly mohsrd df thehardBoadet iGh gid ifrr Dostiod obgichatifase ob
it. The verifying chip 61 and the certifying chip 66 nay be arranged

at separ ahe cpak63,i somagnetrpeape Pedny asarsbwvnarkr3 Eegdis@isedr Ahd€echimy
be arranged adjacent to each other or may be united. [01601
Ref er r i ngnaybeuged msteadedf she magnatic sbine ox togathen wish fitundiheoresifvingt he

verifying, chi 1 and the cert y|n Chlp 66 on the card, 65 shown in
Fig. 25. qhwﬁfgngélee CedyIng € sét{ (36"53“81% it BERATACROSIABA t he card

is prepared b cargd i ssu st eps en a
uses ¢ he EshatisBy i dr e i Q?esaﬁw‘ B airahied adalihh by R oiEs
(1 A Verdrfﬁ{é?nge (ﬁﬂltgd 61 is prepared, in which card authentication
verifying formatron "A" being artifact-metrics or an embossed

hol ogramis stored. [01621 Because all artifact-netrics are
different fromeach other, all of the verifying chips 61 having
artifact-[mbo] cs are different fromeach other. In particular, it is

Referring to Fig. 26, descriptions below explain the functions of the verifying chip
61 and the certifying chip 66 on the card 65 shown in Fig. 25. In Fig. 26, the
steps (1) - (6) show the flow when the card is prepared by a card issuer. The
steps (7) - (11) show when a user uses the card by means of a terminal device

such as an ATM.

[0161]
(1) A verifying chip 61 is prepared, in which card authentication verifying

information "A" being artifact-metrics or an embossed hologram is stored.

[0162]

Because all artifact-metrics are different from each other, all of the verifying chips
61 having artifact-metrics are different from each other. In particular, if is
impossible to duplicate the artifact-metrics with three-dimensional arrangement,

and it cannot be forged.

[0163]
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i npossible to duplicate the artifact-nmetrics with three-dinensional
arrangenent, and it cannot be.forged. [01631 -42 If the veyifyin
chip as nﬁ%qur}fymgg:husas Moy in Pig's tBrIIélSa’? &IPISPALES iy UsIAg the fhtact 33
bits X 32.bits,5.1024 hits. (3 L.gits {n.decinmgl number) or re
with the PSufHE? bétﬁ %ilﬁga3?&%0%7(raégqtsdnt4?§‘rﬂétﬂ’ﬂﬁ°e§ﬂo%w ﬂ%%ﬁl to
Fig. 20, r HERAH ' - Ofa: rif vi -
chi ps caﬁ%#@??ﬁpg&#é{#&gﬁ{o @gﬁ%@éﬁm.ﬁ%ﬁég&@e h%(ﬁenéﬁ)g(gtgdglhty
hol ogr am ] i ' . bt S 1 i:bl sLon.nmake
o 00 amghite BxshiEE A UIPShONSLiNE UDYESn bE cbP TRREY PR

i t. [0164ecatisd) thENEmbeysed MeidgPdin ¢s aharacedinfetisidaacstritlde, itSisfifpasdivle
analog or digital neans. |In order to accurately performthe reading
when t he toangke eptitakbduplichtionrg agdsiccaidingly, ihiatvarp diffiedtltmérigs itper f or med
after the verifying chip 61 is nmounted on the card 65. [0165] (3)
The anal og i mage of the verifying chip 61 thus read is digitized to

the digital data "M'. In a case where the data to be stored in the
verifyindUd64b 61 to be read is digital data, the digitization is

onecesSany, RS A S R b e
(5) oo B 4 e il MR SPE A BTsHBLR p gt

publ i c- Kq¥atCih¥ReQding i€ Pt i afttSHE veriffiif hip 61 is mounted on the card 65.

[0165]

(3) The analog image of the verifying chip 61 thus read is digitized to the digital
data "M". In a case where the data to be stored in the verifying chip 61 to be read
1s digital data, the digitization is unnecessary.

[0166)
(4) The data such as the ID of the card is added to the digital data "M" and
ID-added data "I" is obtained.

(0167]
(5) The ID-added data "I" is encrypted and encrypted data "Ci" is obtained. For
the cryptosystem, a secret-key cryptosystem or a public-key cryptosystem can be

used.

(0168]
(6) The encrypted data "Ci" is stored in a certifying chip 66, which is
non-separably mounted on the card body 65. For the storage of the encrypted
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(6) The encrypted data "C" is stored in a certifying chip 66, which
is non-separably nounted on the card body 65. For the storage of the
encr ypt eddatd addquate mekngusaick asdhe optical reang hed optording methad,theand
recordi ng nethod, the npmagnetic recording for barcode or

t wo- di menspgietic tegexsirikfor darcodgwy twe-dimepsional barcodsoeta may heaadopigder e
the card 65 is an IC card with an IC chip mounted on it, it is also
possible to store the encrypted data in the IC chip. It may be

i nt egr at eg%@g a non-separable structure or a nethod such as wel di ng
may be ad gi Al so, the encrypted data may be recorded on the card

itself ingt i i G . .

the card saegtgsgg‘g’h%@ér?@%ﬁ?z%%&%@&gﬁq w&tgfagr da}lﬁ["??]{‘élq%:%%ﬁ >1/t|\/}§83r1150
chip 66 j dat v el by
using a pé%ég)?%&ms%g%z%dr %‘%@tregﬁf ﬂgh)gég[?“le ‘tgH% aI§(§l:Btyhbeé élrt g%‘tﬁfeiggc{féjand
a decr yp_tmsh-ge}taaaﬁlé striftue®bpanfetholl Ghdbs welding\may e SRpeed. | MBso, the

information "A'" " of the verifying chip 61 is read. As the reading

means, casmrgpted dgtimanbeyrecsrddd ontthe eanl itesflinegati @fthountiag thachgyr on

other than the canmera nmay be used. [0173] (10) The information "A
" of the therdafdi ng chip 61 thus read is digitized and the digital

data "M " is obtained. [0174] (11) The data such as the ID of the
card is added to the digital data "M ", and
[0170]
(7) When the card is used, the encrypted data "Ci" stored in the certifying chip
66 is read.
[0171]

(8) The encrypted data "Ci" is decrypted by using a predetermined cryptography
algorithm and the crypt key, and a decrypted data "I" is obtained.

[0172]
(9) At the same time, information "A’ " of the verifying chip 61 is read. As the
reading means, camera 1s generally used, while a reading head or a scanner other

than the camera may be used.

(0173]
(10) The information "A’ " of the verifying chip 61 thus read is digitized and the
digital data "M’ " is obtained.

[0174)
(11) The data such as the ID of the card is added to the digital data "M’ ", and



-44 | D-added data "I'" " is obtained. [0175] (12) The decrypted data
“I" is conpared with the | D-added data "I' ". If these are equal to
each ot hdP-addedidgts Udged obtamed-he conbi nation of the verifying chip
61 and the certifying chip 66 is legitinmate. If these are different
fromeach other, it is judged that the conbination of the verifying
chip 61 iﬁi éfe certifying chip 66 is not legitimate, and the card
i's judge g |legitimate. [0176] In this way, the authenticity of

the verifying .ghip. 61 . ridfie he..certif Vi P 66 i

i s toget h()ei?&n t’ﬁlep&eecgg%t@ﬁélﬁ&[ ﬂelsc%)??ﬁﬂf%ﬁt;’] ﬁe#ﬁ%@%ﬁa@%ém de&f/\@'ﬁg‘?he
certifyi j ' peh . ' . : i ng
cort 1Y e il %l o, RACTUREA AR BIAR S DERindUigad
encrypt edindlthe CEARYing ChGPHH iy ReithRataUt HeRddeCirkWidrehh froMeédchYdthér, ¢hisP
61, it is necessary to add the IDto the data obtained fromthe
certifyi jadgdi thabtheprontbindtivnt dfethe c@rifidng ship 8if addthedasrefyiigy clip@biing
this IDin secret, any one who does not know this |D cannot

cr ypt analngt degiomitepand ke caryps judged asoligBlimaten t hi s exanpl e, the

information "A" " read fromthe verifying chip 61 is digitized to

the digital data "M ", further added the card information, and thus
obt ai neddﬂih "I ' " is conpared to the data "I" which is obtained
by decrypti g]the encrypted data Ti" read fromthe certifying chip

S rou T R Pl 8oL s
decrypti %lﬁgﬁ“%z%@g}bﬁﬁﬁﬁﬁﬁgﬂ?g@gggggqﬁé bidyi ng chip 66 is conpared

to the digit y digitizing the information
"A" " read fromthe verifying chip

[0177]

The data recorded on the certifying chip 66 is the encrypted data which is obtained
by adding the ID to the data based on the data of the verifying chip 61 and is
encrypted. In order to confirm the authenticity of the verifying chip 61, it is
necessary to add the ID to the data obtained from the certifying chip 66 prior to the
comparison of the data. By keeping this ID in secret, any one who does not know

this ID cannot cryptanalyze to know the crypt key.

[0178]

In this example, the information "A’ " read from the verifying chip 61 is digitized to
the digital data "M’ ", further added the card information, and thus obtained data "I
" " is compared to the data "I" which is obtained by decrypting the encrypted data
"Ci" read from the certifying chip 66. It may be possible that the digital data "M"
which is obtained by removing the card information from the data "I" obtained by
decrypting the data "Ci" read from the certifying chip 66 is compared to the digital
data "M’ " obtained by digitizing the information "A’ " read from the verifying chip
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-45 61. [01791 The cryptosystem and the nmethod to use and nanage
crypt keys used in this enbodinent are not different fromthe case
of the Efdodi ment 1 of the certifying chip, and new description is
not given here. [Enbodinent 4 of the certifying chip] [0180] The
card where both the verifying chip and the certifying chip are

pr esent gzpygﬂer the control of the user. In the verifying chip, the
aut hent i f verifying information subject to the encryption is

Bt hont i cois BRPGBFFEN A it Bk i piedtg ek SRS Reddh i, o
![ f] grven énﬁlﬁo%ﬁlgﬁt ﬁ%%t%ﬁff%@ﬂti AB5 %083 TR EfihBHindn? e th@ e Pifylry
e user has nhaliclous Intention, thé encryptlion nay be

crypt analhfie Gnaw &cEpYBH is K&YgiIBY hBrcome known. Descriptions bel ow
expl ain arrangenents for preventing such the situation. [0181] Fig.

27 and Fig. 28 show an exanple of a card using the electronic
watermark. Fig. 27 illustrates the card. Fig. 28 shows the functions
of the vedEBEmbodmenthi pf trelcertifigng ehipl f yi ng chip shown in Fig. 27.
[0182] On a card 67, there are provided the verifying chip 61 where
card Aut Héd8Ptation verifying information "A" such as

O a5 B S L0 B s i e
"W by adbe A ERES BRIReF ol hEPERHE P e herihe ot 3B ca (o
encrypt eqnﬂ?ﬁﬁtiaﬂﬂbjg&dtoi the %tngfy%gibn 1s present not in secret. In the certifying
chip, encrypted data of the authentication verifying information is present. Then, if
the card 1s given into the hand of any one who has malicious intention or if the
user has malicious intention, the encryption may be cryptanalyzed and the crypt
key may become known. Descriptions below explain arrangements for preventing

such the situation.

[0181]

Fig. 27 and Fig. 28 show an example of a card using the electronic watermark.
Fig. 27 illustrates the card. Fig. 28 shows the functions of the verifying chip and
the certifying chip shown in Fig. 27.

[0182]

On a card 67, there are provided the venfying chip 61 where card Authentication
verifying information "A" such as artifact-metrics is stored; and the certifying chip
68 where the authentication verifying information "A" is digitized to the digitized

data Message "M", turned to data with electronic watermark "W" by adding the

electronic watermark to "M", and is encrypted to encrypted data "Cw" and is stored;
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-46 and both are non-separably nmounted on the card body. On the upper

portion of the surface of the card 67, a magnetic siripe 2 and a?
ar r ow marRd Hot arejnenssenagably mpounted o Hhe,pardodyis c@nithe URBEr BATLIOR O

magnetic stripe 2 to er wth.it.. T erifyin hip 61. and t he
Cortiryi bt eheeiol ey SBEb2s mighdbicitint Kand & pitmHlaics Br dishbied
respecti vgl . S [ A 7 t : -besarr, Lace to
cach ot higt 16, PhigiatRe' 3o redtrorthe s eHE g 35 1OHERE: PihiiEncine
bel ow ex ' - fanetd gns. of.« edaf Wi | e
cor 1 yi nerne O 6 e2e@lnbP QB ce'iaf e SHaBged ft SckPRgsiiops
steps ( l)reSpe(:ﬁ)Jdgfh@vghb% il qu. B tHRE hA B haRsQPAMRLnPYo Ba@Pbtller

I ssuer. The steps (7) - (11) show when & user uses the card by neans
of a termramitedevi ce such as an ATM [0184] (1) A verifying chip 61
is prepared, in which card authentication verifying information "A"
being artifact-nmetrics or an enbossed hologramis stored. [0185]

Because all artifact-nmetrics are different from each other, all of
t he verif[ﬁﬂ%@] chips 61 having artifact-nmetrics are different from

i act Hederineouign 2 eseeon i O aROAY BeREHRS o (06 MEritin P
be forge | f, the verifyi.n hipassg L0 Fi -!'éftoF'.g's
prepared fﬂﬂ@pﬁ&@%@gﬁ%‘gﬁ@pn&em{ 2@% R gﬁg._ 02 E%r.g (%5’7_
fo the maba Wnou ) 0 Aoy Bhen the SR fRHBREH bp's il BesiEg Ot
neai i g1 bl et n T MO Ebield YSp PEse LM e ot Ftehinal Iévice

st ruct ur guch bt ahATMpossi bl e to make optical duplication, and
accordingly, it is very difficult to

[0184]
(1) A verifying chip 61 is prepared, in which card authentication verifying

information "A" being artifact-metrics or an embossed hologram is stored.

[0185]

Because all artifact-metrics are different from each other, all of the verifying chips
61 having artifact-metrics are different from each other. In particular, it is
impossible to duplicate artifact-metrics with three-dimensional arrangement, and it
cannot be forged. If the verifying chip as shown in Fig. 5 to Fig. 7 is prepared by
using the data of 32 bits X 32 bits = 1024 bits (307 digits in decimal number) or
more with the number of bits according to the method shown in Fig. 11 to Fig. 20,
the probability of the existence of the same verifying chips can be very low and it
is negligible. Because the embossed hologram has a three-dimensional structure,
it 1s impossible to make optical duplication, and accordingly, it is very difficult to

forge it.
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forge it. -47 [0186] (2) The information on the verifying chip 61 is
read by analog or digital nmeans. In order to accurately performthe
reading when the card is used, it is desirable that the reading is
performa%(ﬁ%ﬁr the verifying chip 61 is nmounted on the card 67.
[0187] ( anal og i mage of the verifying chip 61 thus read is

digitizedto - (H Qi MR t
stored i n(2§ he’w/% Pﬁ ‘31‘5%8&%%’?@%‘13%‘ e&ﬁlggg%?%a%ﬁ%{ke(gg@gﬁﬂt gg&'
di gi ti zatyi i : r-Qf e i

11 2 oS AAERR S Yotk Wb Dbl Rt & Yl TR sl
vat er mar khathel 1a@ingds pedorrh& 8%dr th@50eri'ﬂ?iﬁ{g hRFET RinbnN@H I Mhekeasd ged
data "W is encrypted and the encrypted data "Cw' is obtained.
[0190] (6) The encrypted data "Cw' is stored in a certifying chip
68, which is non-separably nounted on the card body 55. For the

storage of01B8Ak encrypted data, adequate neans such as the optical
readi ng a{,‘? recordi ng,nmet hod, the, magnetic recording, etc. for _ .
bar code of3)t whhe|pRHAE iteags obthecwayingCchip %&hlﬁefea@éﬁ)g'@'ﬁlfﬁd [to tha fhgitah
a case where, the.card 67.is LC card with .an,1 C chi.p nounted .on it,
e al S D 1R et ek 2% ffadi Ry biad ifldhs efBife ORp o % read
Formng gg '&?g[}fa? amar ﬁ'fél (ﬁgftfﬁtion 1S unnecessary.

[0188]
(4) Electronic watermark is added to the digital data "M", and data added the

electronic watermark "W" is obtained.

[0189]
(5) The electronic-watermark-added data "W" is encrypted and the encrypted data

"Cw" is obtained.

[0190]

(6) The encrypted data "Cw" is stored in a certifying chip 68, which is
non-separably mounted on the card body 55. For the storage of the encrypted
data, adequate means such as the optical reading and recording method, the
magnetic recording, etc. for barcode or two-dimensional barcode, etc. may be

adopted.
[0191]

In a case where the card 67 is an IC card with an IC chip mounted on it, it 1s also

possible to store the encrypted data in the IC chip. Forming a non-separable
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structure or a nethod such as wel di ng may be adopt ed. Also, the

encrypted data may b eco ded nthe C its nst ead of
mumyf)ngsfqalwsror.afywﬁg 28 elihok Ty B 9epresy AlbyheaeSired datp g

read. [T PEPRES B G er3babaEy) fﬁ@@@%ﬁ%%%éﬁﬁ% Gltpy 42 '

pr edet er d cryptography algorithmand a crypt key, and the
decrypte ata "W is obtained. [01941 (9) At the sane tineg,
information "A" " of the verifying chip 61 is read. As the reading
nmeans, canera is generally used, while a reading head or a scanner

ot her tHam92he canera nmay be used. [01951 (10) The information "A
" of the verifying chip thus read is digitized, and the digital data
"M " is @bt aWhenitheE Odrdd4 uséd, ithe Enentpterhdata WEWE rstored in m@ddeﬂnngchipe

digital data "M ", and the data with the electronic watermark "W
i s obtai f8ds rf&197] The decrypted data "W is conpared with the
hashed value "W ". If these are equal to each other, it is judged

that the conbination of the verifying chip 61 and the certifying
chip 68 L@lgﬁgitimate. If these are different fromeach other, it is
-49 judg t the conbination of the verifying chip 61 and the

certifying)chie 8 ftedtRita G §s' (B pted by using a predetermined cryptography
algorithm and a crypt key, and the decrypted data "W" is obtained.

[0194]
(9) At the same time, information "A’ " of the verifying chip 61 is read. As the
reading means, camera is generally used, while a reading head or a scanner other

than the camera may be used.

[0195]
(10) The information "A’ " of the verifying chip thus read is digitized, and the
digital data "M’ " is obtained.

[0196)
(11)  Electronic watermark is added to the digital data "M’ ", and the data with the

electronic watermark "W’ " is obtained.

[0197]

The decrypted data "W" is compared with the hashed value "W’ ". If these are
equal to each other, it is judged that the combination of the verifying chip 61 and
the certifying chip 68 is legitimate. If these are different from each other, it is
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[0198] In this way, the authenticity of the verifying chip 61 is

certified by the certifying chip 68 which is togetherwith present on
the car d.Judgptgdpt thereomahinaiioneeldhg ¢ rEAng KRIPRL i thengFrafing empios Bhe

encrypt ed gﬁ.ob ai ned by encrypting the data which is added the
el ect roni®® 2 k to the data based on the information of the
verifying chip 61. In order to confirmthe authenticity of the
verifying chip 61, it is necessary to add the electronic watermark to
t he data[oqggai ned fromthe verifying chip 61 prior to the data
conparison. By keeping this electronic watermark in secret, any one

who does THGhisk &hthenaeity antie e PRIK6 T JEGHfiEd YP (tAE *EMAEFIngO
know t he crylgt %’V)Eh [ 0200] hl; n thi‘gwg?(a%pl eﬂ,(ﬁt he 1 nfor ngt I on btg\?mg

read frorohifhe8 weicH i togethbiwitlp brésentiogithé z@d.to the digital data "M
" and is added the electronic watermark, and thus obtained data "W
Is conpared to the data "W which is obtained by decrypting the
encrypted data "Cw' read fromthe certifying chip 68. It nmay be
possi bl e 10889] the digital data "M which is obtained by renoving

28%‘-1 : gaé’lff?%‘"b' A reorde) %ﬂﬁp?ﬁ%r%mvlvg cﬁﬁf _ :sﬁ . b_ det%%%%’%ﬁ%@ié?{ By ah
ver: fyi ngehipecEe it Bhih i3 AU Stk DL E Pl bk o (% pebOly "
caso of the EEAE S cyifg IENGE, TRRkad D Affinf'he S AFhcP B Lo
descri pt iQupifyifig RRip 68, VeR RRe&sary k&It BREtronie fwdtén iR thithy da@ chi p]
obtained from the verifying chip 61 prior to the data comparison. By keeping this
electronic watermark in secret, any one who does not know this electronic

watermark cannot cryptanalyze to know the crypt key.

[0200]

In this example, the information "A’ " read from the verifying chip 61 is digitized to
the digital data "M’ " and is added the electronic watermark, and thus obtained data
"W’ " is compared to the data "W" which is obtained by decrypting the encrypted
data "Cw" read from the certifying chip 68. It may be possible that the digital data
"M" which is obtained by removing card information from the data "W" obtained by
decrypting the data "Cw" read from the certifying chip 68 is compared to the digital
data "M’ " obtained by digitizing the information "A’ " read from the verifying chip
61.

[0201]

The cryptosystem, the method to use and manage crypt keys used in this
emboediment are not different from the case of the Embodiment 1 of the certifying
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In the exanples of the certifying chip as described above, the basic
arrangenment is_ shown in the Enbodi n%nt 1, hash algorithmis added
thereto iGHR REdMeNOAESFERHOD 1S NOHFVEDhEFe.t he card or the |ike is added
in the Enbodi nent 3, and the electronic waternmark is added in the
Enbodi nent 4. As a result, it becones difficult to forge. 1In the

giﬁgp;q:w@e%g U B IABLEER) oL ol 3 35 POSSLELe not oy 1o
T

card or GhdnF opamBlesdifle FARURE IR AaE-BATALART it hehic Ruphacient i
el ect 1 Oni s WAL TinbAdinght | sk SbrRit RO eheTeto Hthe EbbARG: 2,

with the electronic watermark’, or the hash al gorithmand I'D of the

card or thbdDl éfkfe wa Hettolty Bedded G tHEnboditii¢m ¥, andvahe elsetrionic

[ 0202] Descriptions bel ow explain the flow on the card

aut hent i omatermarkessiaflfjed g theoEmbsdimenErtb oAl meresult, v hecdmmep difitadisionfyprge.
flow] Referring to Fig. 29, the Enbodinent 1 of the flow of card

aut hent i datthe ﬁemquadd@d With theseifeafures, ids alsoragsible potzondy tel siisply

inserts a cash card_.into a car of a . term nal, deyice ch. as
ATV by Bl S of LRGP Seatiros e a5a 1 combian Sty iR GLFh&Ry obbat s Fe

A o e et T
oL O SepPEPREMIPL LA E R ERA | yaAIAe oy ARy
term nal Qetiféd Mtﬁ&ﬁég S whidmhfiS ¥t Qhﬁﬁ{é”!l bfitln 0%5?%%3”

whi ch can be processe the term nal eV| ce or not .
or the like may be combined with the electronic watermark.

[0202]

Descriptions below explain the flow on the card authentication verifying process.

[Embodiment 1 of the processing flow]

Referring to Fig. 29, the Embodiment 1 of the flow of card authentication verifying
processing is described.

(1) A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost

position, the sensor at the card slot senses it, and the card is taken into the device.

[0203]
(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0204]
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(4) If it is not confirmed that the card can be processed by the
device fromthe card jnformation thys read, or he informati.Q
the card Einndhe femiBakdayaeaudEes Wﬁiéﬁl@&t]&e rrgseﬁﬁe»@aﬁ t5ra vl caed Wy
t hough it }a val i rm.nal device judges that it is an

iIlegitindd ecgﬁoaewpég @Sﬁtﬁﬂﬁm% d?)‘?%ecggg‘étd and di scharges the card.

[0206] (5) The term nal device reads the authentication verifying
data fromthe verifying chip by nmechanical scanning using the
novemnment RTOS e card when the card is taken into the device or under
the stopped condition after the card is taken in. [0207] (6) The

termnal dgvi Bet jsudtdeeniRAbd Biat ithe col hinbe hioabdsed hyoe \Riick)idid tHat a
thus read is valid or not. [0208] (7) In a case where the term nal

devi ce | uchgé snfolpdtidnnthue aeald, artifiehet infoairiation of ehid tardrgnalet e reddrbeicause
valid, it is judged that the inserted card is not a valid card.

Then, t hetheaard issbroken loaistpaned evan thoegh drisianalidcand, dbe temminalhdevice
processing is termnated. [0209] (8) In a case where the term nal
devi ce | udgees thakit 15 qa illegiimate sardowhish cenmot berregassed and discharges the
it instructs the user to performfurther input operations, for

exanpl e, (faﬁ%ut of the anmpbunt to draw. 52 [0210] (9) The user follows
the instruction and perforns the input operation such as the
inputting of the anbunt to be paid. [0211]

(0206]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0207]
(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0208]

(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, it is judged that the inserted card is not a valid card.
Then, the card is discharged from the terminal device, and the processing is

terminated.

(0209]
(8) In a case where the terminal device judges that the card authentication
verifying data is valid, it instructs the user to perform further input operations, for

example, input of the amount to draw.
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(10) The host conputer judges whether the content of the input
operation such as the anount to be paid is adequate or not. [0212]
(11) If the host conputer judges that the content of the input
operation is _inadequate, for exanple, the bal ance short in the
deposit, [0R¥0kard is discharged fromthe device, and the processing

i 1 i 0213 1 \Wh t.he host t i ud .that .th
Lont ont” 0B £ FEnd RS olios B BIERHoh a8 DEHOTALBIS PG OBTalioh BustLas the

adequate,. t out put operati.on such as paying of the anount is
per f or rredr.lp#ﬁggn,&ﬁf?eargﬁlr“bt 'Osbeszg‘g‘har ged fromthe terninal device and

the processing is termnated. [0214] [Enbodi nent 2 of the processing
flow Referring to Fig. 30, Enbodinent 2 of the flow of the card

aut henti qapipp verifying process is described. In the flow of the
card aut hentication verifying process, if the card authentication

veri fyi ng10at eTlieshewdicorputet jullfes whétlel sheltGbay @faﬁefiﬂlﬁm dpeeatiogr sichal
device in the Enbodinent 1. In the Enbodinent 2, if the

aut hent i aattheamoent fo/begaidat adequabebr netal i d, the card is taken into
the termnal device, and an alarmis given. In so doing, it can be
easy to dig up the illegitimate card. -53 [0215] (1) Wen a card
user ins;z.lqr% ﬁ cash card into a card slot of a termnal device such
as an ATMO i2 etting the portion of the card marked with an arrow at

the o1 RS (PRSI R0t SEARRY A i EonfihrthetnsiE BpeRarlois 2™
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.

[0213]

(12) When the host computer judges that the content of the input operation such
as the amount to be paid is adequate, the output operation such as paying of the
amount is performed. Then, the card is discharged from the terminal device and

the processing is terminated.

(0214]

[Embodiment 2 of the processing flow]

Referring to Fig. 30, Embodiment 2 of the flow of the card authentication verifying
process is described.

In the flow of the card authentication verifying process, if the card authentication
verifying data is not valid, the card is discharged from the terminal device in the
Embodiment 1. In the Embodiment 2, if the authentication verifying data is not
valid, the card 1s taken into the terminal device, and an alarm is given. In so

doing, it can be easy to dig up the illegitimate card.
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[0216] (2) Wen the card is taken into the device, the term nal
device reads the card information fromthe magnetic recording
portion of the card. [0217] (3) The term nal device judges whet her
the inserted card is a valid card which can be processed by the
termnal [8&%ke or not. [0218] (4) If it is not confirmed that the

?Z”ag, or (i FRBE G pardRoers § Rtop Mg Goioh A A SHBEEvIct ho
term et rﬁ’ﬁ@ (SR B Dot biche el e B ol o
dovt oo r RGO BodtoR W 3Eeds R e T spbecites it Ahd W7 BTN nto

chip by mgchasteal scannl ng using the novenent of the card vvhen the
card is taken into the device or under the stopped condition after
the card is taken in. [0220] (6) The term nal device judges whether
the card authentication verifying data -54 thus read is valid or
not. [048216)7) In a case vvhere the term nal device judges that the
card authentication verifying data is_not valid, it is judged that

the inser@sd Whem thescargtis aakﬁal Intp ﬂwrféﬁvwerﬁlwtertm@al@@mew@atlﬁem Gapd t he
devi ce, qrl1fdtheaarm|s {; 22 ossi bl e that the
al arm i s IHCEMRLeLIEPIR the ée (gﬁg\g]ep ?3é'mnal

[0217]
(3) The terminal device judges whether the inserted card is a valid card which

can be processed by the terminal device or not.

(0218]

(4) If it is not confirmed that the card can be processed by the device from the
card information thus read, or if the information of the card cannot be read because
the card is broken or stained even though it is a valid card, the terminal device
judges that it is an illegitimate card which cannot be processed and discharges the

card.

[0219]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0220]
(6) The terminal device judges whether the card authentication verifying data
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device, and a nmessage of operation failure is displayed on the

term nal device. This makes it easy to have the user of the

illegiti ntheereadrid vabhdler nobntrol. [0223] (8) In a case where the
term nal device judges that the card authentication verifying data
is valid, it instructs the user to performfurther input operations,
for exanple, input of the anobunt to draw. [0224] (9) The user

fol | ows ﬂﬁnghstruction and perforns the input operation such as the

i nputting,_of the amount to be paid, [022 10). The .host conputer
j udges m(g h %??éect gt eéfﬂﬁﬁ@lziwﬁﬁmug%@ll lé}arbﬁf gﬁéﬁu%@%t hmount
o be paid is adequate or..nof, . ) e host  co er
 voges ﬁ’gpfmg%fa%r}? 36t Vit B ]ti%%f %b%%ﬁlﬁeﬁ s RapaSap s,
exanpl e, I . i s discharge
fromthe %\?lf ce, a&ﬁgsﬁﬁg l%rdggedgm ﬁgﬁﬁga{eearlm ng‘stglgé -55 [0227] (12)
When the host conputer judges that the content of the input operation
such as the anobunt to be paid is adequate, output operation such as
payi ng of{ggpz] anount is perforned. Then, the card is discharged from
e ey e AN ine processing s termnated. [0228) @ omin
odi P @ 1 efRel aplator e e termina
Enbodi nent 3 of the flow of the card authentication verifying .
process id¢viges#id parpssage of operation failure is displayed on the terminal device.

This makes it easy to have the user of the illegitimate card under control.

[0223]
(8) In a case where the terminal device judges that the card authentication
verifying data is valid, it instructs the user to perform further input operations, for

example, input of the amount to draw.

£0224]
(9) The user follows the instruction and performs the input operation such as the

inputting of the amount to be paid.

[0225]
(10) The host computer judges whether the content of the input operation such

as the amount to be paid is adequate or not.

(0226]
(11) If the host computer judges that the content of the input operation is
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.
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In the flow of the card authentication verifying process, while if
the card authentication verifying data is not valid, the card is
quickly taken into the termnal device and an alarmis given in the
Enbodi ment 2, if the authentication verifying data is not valid, the
process t[622&e the card continues in the Enbodinent 3. In so doing,
it can be easy to dig up the use of the illegitimate card. [0229]

(1) A car(dzhséf/hfl’?rhﬁtﬂ hest cogmytergudges thabthe eontentsofdhe dnpus aperationaguch

devi ce such as an ATM by, setting the portion,of the card rked with
an ar r owaatthe gmopst PaldﬁééFlW‘g‘Fﬁ! ovmﬁ,oneﬁ%lwgrasaaymg&ég?d sl ot

senses it, and.the.card isg,taken into t.h devj ce. 230] 2). \We
The. car d OB iREHDIE: nIhaly BEaN felisGapftioF e Brihmal ilis o, g
i nformati . L& recording portion of the card. [0231]
(3) The ttfe?‘?&wncggglhg\% E%&}ISJ&S%‘S whet her the inserted card is a valid
card which -56 can be processed by the term nal device or not.
[0232] (4) If it is not confirnmed that the card can be processed by
t he devi d@2#glomthe card information thus read, or if the
information of the card cannot be read because the card is broken or
st ai ned dEmbadinenth3 of thespmcessingiflowt d, the terminal device judges
that it is an illegitimte card which cannot be processed and _

di schar g&efening todfig. 31,dxsbedimest 3 phéhe Bpwiaidhe gand awhenswaton werifying
aut hentication verifying data fromthe verifying chip by nechani cal
scanni ng PHeGEsd 1§ fles @ment of the card when the card is

In the flow of the card authentication verifying process, while if the card

authentication verifying data is not valid, the card is quickly taken into the terminal
device and an alarm is given in the Embodiment 2, if the authentication verifying
data is not valid, the process to use the card continues in the Embodiment 3. In

so doing, it can be easy to dig up the use of the illegitimate card.

[0229]

(1) A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost
position. Then, the sensor at the card slot senses it, and the card is taken into the

device.

[0230]
(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0231]

(3) The terminal device judges whether the inserted card is a valid card which
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taken into the device or under the stopped condition after the card
is taken in. [0234] ﬁ)m) The term nal device judges whether the card
aut hent i ccanibsrproeessedibyghademminahdeviceeomingts val id or not. [0235] (7)
In a case where the term nal device judges that the card

aut hentication verifying data is not valid, it instructs the user to
performf r%ggr i nput operations, for exanple, input of the anount
to draw. #8 ] (8) The user follows the instruction and perforns

(0937 54? " TR T 058RS LR ot SR e Bontige S e Redfprd b
al arm i Gt Slormah 68238k, ot RV REALEABPRE LIATRS B Al Hebause

message %e%ﬁf‘cf ﬁtbrﬁﬁeﬁ o %té'ir?ed évéi'l' ﬁBh@/ fds %”vaﬁlh%afcﬁ It B mindlSIEvER:
This makes it easy to have the user the illegitimate card under

control . juf@s3dht {t59hnlillegitimatecariavitchi banoe baipradessey hid disthiggss theat

card authentication verifying data is valid, it instructs the user
to perforaard.urther input operations such as the input of the anount
to draw. [0240] (11) The user follows the instruction and perforns
t he i nput operation such as the input of the ampbunt to be paid.

0241
L2411 1033
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0234]
(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0235]
(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, 1t instructs the user to perform further input operations,

for example, input of the amount to draw.

[0236]
(8) The user follows the instruction and performs the input operation such as the

inputting of the amount to be paid.

[0237]

(9) Then, the card is held in the terminal device, and an alarm is given.
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(12) The host conputer judges whether the content of the input
operation such as the anount to be paid is adequate or not. [0242]
(14) 1If the host conputer judges that the content of the input
operation_is _inadequate, for exanple, the bal ance short in the
deposi t, {938dard is di scharged fromthe device, and the processing

is termnated. [0243 i t ar.r angenen S scri bed above, the
e dur Gy efranked thak fhe, Ao s SS9 Bly 5 PERE ot AR Bes (e
term nal devi.ce,, can be, ext d.. This. e not t hat give

| onger ¢ 1 o de R, ARG R or PRI e R isrPch o Beaapi
possi bl e :Qbt ah i r i ' i i

rom the Sodce" THiyMikbc'R caly 0 BAFE R L O AARER® CLINRIE ool
adopted, this nakes the taking of fingerprints nuch easier.

I ndustrial Applicability [0244] The card with the card

aut henti céoz3as verifying chip and the card authentication certifying
chip as described above can be adopted in the applications such as
bank caskl®ar sa caseewherecthedermpmatdevide puigds thatmatt asthepticatiod verifying
securities, I.D cards, adm ssion allowance and other types of

certifi cafidia is gahdzutampucts thaysep feperfomn fytharanpriceparatipns such as the
verification { r which aui hentication verification is needed,
wher ei n sHUf Pf e APOWB OSERYi cabl e i nformation for identifying said

object is added to the object in such manner that it is non-separable
fromsaid

£0240]
(11) The user follows the instruction and performs the input operation such as

the input of the amount to be paid.

[0241]
(12) The host computer judges whether the content of the input operation such

as the amount to be paid is adequate or not.

[0242]
(14) If the host computer judges that the content of the input operation is
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.

[0243]

With the arrangement as described above, the time, during which the user who
uses the illegitimate card uses the terminal device, can be extended. This means
not only that gives longer time for capturing the card user, but also that makes it

possible to obtain further evidence such as the user's fingerprints from the input
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object. 2. An object for authentication verification according to
claim1, wherein said specific and non-duplicable information for

i denti fyi mpesadiont. object is an artifact-netrics pattern. 3. An object
for authentication verificatjon according to claim1l, wherein said
speci fic dhd castacktipe toreh awiteh i adoptesh tglé mnakeshe tyking of Angerppnk:t
is an artificial . pattern. 4. An object for authentication

verificat i"™BH? $61€whi ch aut hentication verification is needed,
wherein specific and non-duplicable information for identifying said
object and information for certifying the authenticity of said object
are non- o0 said object. 5. An object for
authentic§@?%%ﬁ€2¥ @gggﬁpén according to claim4, wherein said

speci fic apgqppn-duplicable information for identifying said object
and said information for certifying the authenticity of said object
are added Tie eirlifwitiettie cqraSuthepmidatidh véfyiR chip ahd theatdrti enthepaicativh
verification according to claim4, wherein said specific and

non- dupl i cebtifyirighdhop ae desmribedrabode nan by ndoptediin thebappdicatiors swhds bank
information for certifying the authenticity of said object are added
at the sarfidsh gasls: ergdit caag prepayi etsls dpembership ¢asds, iseaunities, ID cards,
verificatiaogn.according to ﬁl im4, 5 or 6, wherein said specific and
non- dupl | G4BHESIPMHA £ fogi:eri yeat P?WH&C%tSi d object is an
artifact-metrics pattern. 8. An object for authentication
verification according to claim4, 5 or 6, wherein said specific and
non-duplicable information for identifying said object is an
artificial pattern.
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9. An object for authentication verification according to claimS8,
wherein said artificial pattern is digital data arranged in a matrix
form and ClbAlM3i gital data is based on binary random nunbers. 10. An
obj ect for authentication verification according to claim9, wherein
said artificial patternis a part of digital data arranged in a
larger matrix, form 11. An object for authentication verification.
accordi ng--t o @pg&mc%?’orﬂuﬁgqnt@agqn Y@Pﬁcaﬂﬁgr i @37 a“ti?‘ﬁf‘td?aﬁ’é’!’iv&ﬁ‘ﬁ%‘?on
certifying th ut.henticity of ;said, object.i.s encrypted .data .

bt a1 nad 1 ACSGedh ATED' SetHic Sap S0 BRHHC infGrriion B fdeotipfbd said

i nformati QF ' t o £V Ld.ohj . o ' f :

aut hent i coa?ff%?]sr 6%4‘3:&?"{3 cﬂztil%idgg& 5@?%&&1 %ﬁ]?éor t@?’é}tﬁéi&??g&ﬁ%ﬁ%%eﬁ%%%ld

encr ypt ec[)é}g&rt‘a is encrypted data obtained by encrypting said specific
and non-duplicable information for identifying said object. 13. An
object for authentication verification according to claim 11, wherein
said encrypted data is encrypted data obtained by encrypting hash
val ue of Zai dAspbmct far ausinshtivanem vetificasioh @accorfimgnmtalam 1,owherein said
identifying said object. -61 14. An object for authentication

veri fi catdpeeifia @sd menriyplieable mifenmation\foe rdentifiang saidebmcyad data is
encrypted data obtained by encrypting the information consisting of
sai d spe T-BIREOGOPAERIBI i cabl e i nformation for identifying said
object and identification information of said object. 15. An object
for authentication verification according to claim 11, wherein said

encr yoLec dat gl i EIRRIRAR R SEABLIEH A ANEREL foren i
ot ek SERLADHLRA: ROADATHE (@A sSUOHIASN) o MAREFTY

12, 13, Ifhttefn. 15, wherein said encrypted data is encrypted by using
a common-key of a

4.  An object for authentication verification, for which authentication verification
is needed, wherein specific and non-duplicable information for identifying said
object and information for certifying the authenticity of said object are

non-separably added to said object.

5. An object for authentication verification according to claim 4, wherein said
specific and non-duplicable information for identifying said object and said
information for certifying the authenticity of said object are added to different

positions.

6.  An object for authentication verification according to claim 4, wherein said
specific and non-duplicable information for identifying said object and said
information for certifying the authenticity of said object are added at the same

position.
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comon- key cryptosystem under the control of an issuer of said
object. 17. An object for authentication verification according to
claim1l, 12, 13, 14 or 15, wherein said encrypted data is encrypted
by using a public- ke¥ of a publ.ic-key cryptosystem under_the contr,ol
of an isster Op obichiongushentication Xﬁﬂé‘at’é’étacﬁ‘é}'tdl%ﬁqféﬁm #a? PB R/, Wherein

verification according t laim,11, 1 3,.,14.0or 15 wherein said
encr ypt ecFaHi;?%FCf %&%8‘%@1%8& Oﬁ@aéé% élfrlg‘?m@&?gcfﬁlda()tﬂ 1P @key
cryptosyst . the control of an issuer of said object. 19. An
aut henti cﬁﬁ%ﬁﬂ&gﬁf% R}?ecﬁed%Syst emfor verifying the authenticity of an
object, wherein specific and non-duplicable information for
identifying said object and information for identifying the

authenticgty gh obftict @ RREntRGRoR YBrifERBhARLOrdAEIR IAith 455 0f 60RihEdin
and the authenticity of said object is judged according to the

i nf or mat i il sperifid ARIMdd-Juplidableiiffophgont faridentif@ingaid shjedtds ahrtificial
identifying the authenticity of said object. -62 20. An

aut hent i gaatteom. verifying systemaccording to claim 19, wherein said
speci fic and non-duplicable information for identifying said object
is an artifact-netrics pattern. 21. An authentication verifying

di | ai m 19, wh i i d ifig. ..
o dupt | Sabl R AGH fRk P TsAPRRERP PR Gos ety G PswHersim S ¢ y
f tificial terns: -22.. A t henticati. i 1:NQ,: t .
accor di g EaCE) BtE 6" Saiaf trts hEhel i SRR o SR IR e
aut hent i gl.j;ats)édBB h?l?:jrg rggdoqﬁtnghl%e?&crypt ed data obtained in accordance
¢ and non-

wi th said specifl upli’cabl e information for identifying
said object. 23. An authentication verifying systemaccording to
claim 22, wherein said encrypted data is encrypted data obtai ned by

encrypti ng). saifl obfeRe ifdr sutBéxtication verification according to claim 9, wherein said
artificial pattern is a part of digital data arranged in a larger matrix form.

11. An object for authentication verification according to claim 6, 7, 8, 9 or 10,
wherein said information for certifying the authenticity of said object is encrypted
data obtained in accordance with said specific and non-duplicable information for

identifying said object.

12. An object for authentication verification according to claim 11, wherein said
encrypted data is encrypted data obtained by encrypting said specific and

non-duplicable information for identifying said object.
13. An object for authentication verification according to claim 11, wherein said

encrypted data is encrypted data obtained by encrypting hash value of said specific

and non-duplicable information for identifying said object.
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non-duplicable information for identifying said object. 24. An

aut hentication verifying systemaccaording to claim22, wherein_ said
encr ypt edl4iat Anjobjach éorehthemication yerfieason aceerding nelappd Lighensan spid
val ue of said peci fic and n- dupl.icapl e infarmation for, _

i denti fyi ‘ﬁ}jl‘%ﬁﬁa dat @@?@S‘?‘%@f%ﬁ?@\%@fﬁg& 59?%“9@?1?? Vi?‘i’@"’st%‘tfé’ﬂﬁlsung
according to.claim?22  wherei,n sai.d encrypte ata is-encrypted data
obt ai ned Hy>aishuteiic 414 onsadRlic AR Rtop ALY & d ‘i‘“q: ngsicColiedt and; o
and non- j: g At o0 - ldentifying said object and
identifi ggg#%ﬁéphﬁéfrl@g@%@ pf;é;hl&sgtlsjghgbj ect. 26. An authentication
verifying systemaccording to claim22, wherein said encrypted data
is encrypted data obtained by encrypting the information consisting
of said spgrci AnGbpid foronrtBertidatian verifiedthRtoing @ cihide 11, Wiéreth SAdd
object and an -63 electronic watermark. 27. An authentication

veri f yi ngemysgpteddatacie reicngptéd dath aibtai2®l b anci2gting theoinf@tnationtvensisting
said encrypted data is encrypted by using a comon-key of a

conmon- kedf saigt spacdyandamnadufdicablp anfoomatien fogfidentifyiagseid dfectaind an
object. 28. An authentication verifying systemaccording to claim 20,
21, 22, 2gectyonic ystepmarks  \wherein said encrypted data is encrypted
by using a public-key in a public-key cryptosystem under the control
of an issuer of said object. 29. An authentication verifying system

aceordi 00140 ARl Anetfofi vefarBh Rhorchl cABRFAD P2I9, 1 oo

encrypted data is encry using a pu I'c-key

crypt osysig %ﬂ&gﬁrsaﬁch@n&ggﬁregcﬂa\iﬂ?fs é{&r}ﬁéaagsr @fqgﬁk&nﬂ:%%y- of30. A

met hod for 'processing a erel n card” aut hlenti cation-verifying
informati &ﬂnhﬁnﬂc@?f&ﬂft_@s;}s?erﬁain‘deﬁ cdeordi] of ah dssiek BE B4 Gbfecn
verifying information is conpared with said card authentication
verifying information and the processing as desired by a card user
is perforned only when said authentication verifying

17. An object for authentication verification according to claim 11, 12, 13, 14 or

15, wherein said encrypted data is encrypted by using a public-key of a public-key

cryptosystem under the control of an issuer of said object.

18. An object for authentication verification according to claim 11, 12, 13, 14 or
15, wherein said encrypted data is encrypted by using a secret-key of a public-key

cryptosystem under the control of an issuer of said object.

19. An authentication verifying system for verifying the authenticity of an object,
wherein specific and non-duplicable information for identifying said object and
information for identifying the authenticity of said object are non-separably added to
said object, and the authenticity of said object is judged according to the information
for identifying said object and the information for identifying the authenticity of said

object.
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i nformati on and said card authentication verifying information are

equal .

31. A card processing nethod according to claim30, wherein

sai d car R0 s Aganthiesticaten vergpingaystesu ateonding 40 ictaimyis), iwhereig said
information is different fromsaid, card authentication_ verifying

i nf or mat i sPAcifig2nd Ropugligabie sermaiiondon glensibung gadpbiest & a1 m 30,

wher ei n
aut henti
aut hent i

an.alarmi,s given while continuing the processing when said
@é?‘i%ﬁ MEEICS DAHATNS nformation is different fromsaid card
cation verifying information. -64

21. An authentication verifying system according to claim 19, wherein said
specific and non-duplicable information for identifying said object is a plurality of

artificial patterns.

22. An authentication verifying system according to claim 19, wherein said
information for certifying the authenticity of said object is encrypted data obtained
in accordance with said specific and non-duplicable information for identifying said

object.

23.  An authentication verifying system according to claim 22, wherein said
encrypted data is encrypted data obtained by encrypting said specific and

non-duplicable information for identifying said object.

24. An authentication verifying system according to claim 22, wherein said
encrypted data is the encrypted data obtained by encrypting the hash value of said

spectfic and non-duplicable information for identifying said object.

25.  An authentication verifying system according to claim 22, wherein said
encrypted data is encrypted data obtained by encrypting the information consisting
of said specific and non-duplicable information for identifying said object and

identification information for said object.
26. An authentication verifying system according to claim 22, wherein said

encrypted data is encrypted data obtained by encrypting the information consisting

of said specific and non-duplicable information for identifying said object and an
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electronic watermark.

27. An authentication verifying system according to claim 22, 23, 24, 25 or 26,
wherein said encrypted data is encrypted by using a common-key of a common-key

cryptosystem under the control of an issuer of said object.

28. An authentication verifying system according to claim 20, 21, 22, 23, 24, 25 or
26, wherein said encrypted data is encrypted by using a public-key in a public-key

cryptosystem under the control of an issuer of said object.

29. An authentication verifying system according to claim 20, 21, 22, 23, 24, 25 or
26, wherein said encrypted data is encrypted by using a public-key of a public-key

cryptosystem under the control of an issuer of said object.

30. A method for processing a card, wherein card authentication verifying
information is recorded in said card, and said authentication verifying information is
compared with said card authentication verifying information and the processing as
desired by a card user is performed only when said authentication venfying

information and said card authentication verifying information are equal.

31. A card processing method according to claim 30, wherein said card is
confiscated when said authentication verifying information is different from said

card authentication verifying information.
32. A card processing method according to claim 30, wherein an alarm is given

while continuing the processing when said authentication verifying information is

different from said card authentication verifying information.
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