1 SECURELY USI NG A DI SPLAY TO EXCHANGE | NFORMATI ON BACKGROUND
[0001]In general, wireless communication is insecure and vulnerable to
attacks. Various techniques may be enployed to secure a wrel ess

communi cation link or to nmake it 5 Il ess vulnerable to attacks. For exanple,
cryptographi ¢ techni ques nmay be enployed to secure a wirel ess conmunication
link. I'n symmetric-key systens (al so known as "secret-key systens"), a
single, common cryptographic key is stored by two comruni cati on devices. In
publi c- key syste £ . i <) i S, €each
conmmuni cati on de%gé@s@%; @s%%s‘g?\}n%p%‘?‘?vg?g{)%%kg\}r%@mgwmrgi butes its
own public key. 10 [0002] Various security concerns exist wth the use of
crypt ogr aphiGK GrOmMIues. For exanpl e, secrets need to be shared between
the two conmmuni cati on devices in a secure and aut henti cated manner.
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key to sesudtif @wi@neadbdgaiundatidn fikk belh waametriiskdesistass. (also known as “secret-
[ 0003] US2003/ 0051139 di scl oses a projector systemincluding a projector and
a per sonakeYc8YIRIPED: PCIRGICaROTRIO8r FRPIOSHPhIET Kinds St [ L L ae
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required for esta net wor k connecti on and oj ects the
passwor d ommausicateenddSie sioruses owh ptikate ey soh fkelyangiubwes PO wnpulbls: kdye
password projected on the screen SC. The password is used for
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private data, said first device

only those two devices know the secret and not require the intervention/mnvolvement of an
Information Technology (IT) administrator. Also, it may be desirable to verify that the
15 devices share a secret without exposing that secret to others, and to use the secret to

generate a key to secure a communication link between the devices.

[0003] US2003/0051139 discloses a projector system including a projector and a
personal computer PC as an information terminal, which communicate with each other via
a network connection. The projector generates a password required for establishment of the
20 network connection and projects the password on a screen SC. A user of the personal
computer PC inputs the password projected on the screen SC. The password ts used for
authentication of the network connection between the projector and the personal computer

PC and cipher communication therebetween.



conprising: a display to show a confidential value; a first conmmuni cation
interface; and a 5 second device conprising: an input conponent to enable

i nput of said confidential value; and a second commrunication interface able
to transmt to said first device an indication that said confidential value
has been inputted successfully at said second device; wherein said second
device is arranged to use said confident4 al value to securely access said
private data via said first device, and wherein said first device is
arranged to clear said confidential 10 value fromsaid display follow ng
recei pt ofUdEVIARNdi cation via said first communication interface. [0005]In
anot her aspect, the present invention provides a nethod conprising:

coupl i ng EOD#Y st Dewiccapta, the pesentiinyentlon poevidravi syglest enedistitse p ot dgriceat e
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devi ce; clgatidg SRl IaPN bdanti@hrvakie vhiien siad GofinaRia¥ioh hbiddenand a
recei pt of an indication fromsaid second device that said confidential
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[ 0007] Embo e invention are | strate y way of exanple and
not |i pdtedli®froin sdiblelisplgufdewifyg tdveipa o aajdamylicagom veansand) $irsti qomwhirgéationk e
reference nuneral s indicate correspondi ng, anal ogous or simlar elenents,
and in whi$itacs [ 0008] Figure | is a schematic diagram of an exenpl ary
system [0009]Figure 2 is a flowhart of .an exenpl ar nethoq to be ..

i mpl errent@@oﬂl/ t i gaotherssperty e gyetesiniprenBogyprvides a method comprising:

coupling a first device to a security device having stored thereon private data; showing a
confidential value on a display of said first device in order to enable said confidential value
15 to be exchanged with a second device; clearing said confidential value from said display
following receipt of an indication from said second device that said confidential value has
been inputted successfully at said second device; and using said confidential value to

provide said second device with secure access to said private data via said first device.

[6006] Other aspects of the present invention relate to a first device comprising part of
20 the system of the first aspect of the invention and a computer program product comprising
code means executable by a processor of the first device as will be apparent from the

appended claims.



[0010] Figure 3 is a flowhart of an exenplary nethod for establishing a
secret between two devices; 10 [0011l]Figure 4 is a flowhart of an

exenpl ary nethod for generating a synmetric key froma secret; [0012] Figure
5is a flowhart of an exenplary nethod for generating a symetric key; and
[0013]Figure 6 is a block diagramof the exenplary systemof Figure I. 15
[0014]1t wll be appreciated that for sinplicity and clarity of
illustration, elenents shown in the figures have not necessarily been drawn

to scale. For ex |l e. the dinensi sone of the elenents may be
exagger at%@ﬁFepgt%&B‘éPT@}éﬁFe?ﬁgIMW%r clarity. 4 DETAILED DESCRI PTI ON
[0015]In the follow ng detail ed description, nunmerous specific detajls are
set fortHOP®7lor défvmwlgtmﬁ@&si dlethe tSROUYArUAkdsIstednBY o Pt &HBalendiMt $0bf
the invention; L. W t - I I in
the art CiapncRoRldleetds s ORRPESR, BRFBY, HLRREN U AR IRE L

t hese spdgiibite cdat@iohding) matidors of sigfiRnclementsehid knavich:net hods, procedures,
conponents and circuits have not been described in detail so as not to

obscur & tfpgogymbodiipmetiss afschdigatici b @7 an [ROBplaRedeteanice is made to Figure
1, which is a schematic diagramof an exenpl ary

[0009] Figure 2 is a flowchart of an exemplary method to be implemented by the
devices in the system of Figure 1;
[0010] Figure 3 is a flowchart of an exemplary method for establishing a secret
between two devices;

10 [0011} Figure 4 is a flowchart of an exemplary method for generating a symmetric key
from a secret;

[0012] Figure 5 is a flowchart of an exemplary method for generating a symmetric key;

and
[0013] Figure 6 is a block diagram of the exemplary system of Figure 1.

15 [0014] It will be appreciated that for simplicity and clarity of illustration, elements
shown in the figures have not necessarily been drawn to scale. For example, the

dimensions of some of the elements may be exaggerated relative to other elements for

clarity.



system according to sone enbodi nents of the invention. A system 100
includes a nobile 10 device 102 and a wireless smart card reader 104.

Mobi | e device 102 and smart card reader 104 are able to comuni cate over a
wi rel ess communication link 106. A non-exhaustive |ist of exanples of

wi rel ess | ocal area network standards fg,rr wi rel ess communi cation link 106
includes the Institute of Electrical and El ectronic Engineers (IEEE) for
Wrel ess LAN MAC and Physi cal |ayer (PHY) 802.11 a, b, g and n

speci ficat, l.ated 15 standards, the Bluetooth(r) standard,

the zi gb@#%?gﬁdﬁygﬁjlm | i ke. [0017]A smart card 108 i s shown

inserted into smart card reader 104. Smart cards are lized security
it dalt

devi ces, WfPhed Igythe ﬁ%“ol‘@ﬁ%if@‘@@ ARAPHO R R T QUIFIEL g sl i hed
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have a form or of a credit car may 1 nclude a sem conductor devi ce.
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with a ecret key and with uth ntication certificate, an ncl ude a
decr ypts orveigrtes B gracifed PaBauO e st il doeifirabigher one bt a
smart car l‘ﬂel’i‘i@bls ' %‘dela&il%s AoniRest Qhd t:ﬁ)&meqweé hthdeh AcSMbeg ANEUSH 96 adfMitse
and perform ng serl al communication with an external device. Alternatively,

smart carebstunedhd enbddimgnisey theingeiedded i n a device having a different 25
formfactor and different comuni cation protocol, for exanple a Universal
Seri al Bu01&]SB) Riefeicaec isTihedper Eignrwhashiohésnmlsd:heynaitinfcbagrmicrfrani axesipbmed on

smart card 108 use snart rd read 104 f.or identif] and
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message. [#einCluded ﬂhe MesRage faisaricdlcindddsciidhée Begistan (KBE) fSﬂWweﬂ)ése d.AISi ng
the public key of_ the recipient. on receipt of an encr pted e-nail

U
message, Md¥t l2ad ddvisical Jaysr BRI Yax$42akh 2 fe somed YpeR¢: S‘?éé‘%’ilsoﬁr Keyreapdatedng
it to W&néﬁ sdym th?&g&hgvlsg“ndé'r@ tEeEZ]}’dQéwasItdn%rd d ghéﬂﬁe. Smart card reader

104 may sen e encrypte essi on to smart card 108, and the

decrypti Joof gi ne, oA 1 %h%‘% Engé ¥R icgﬁd :%Q&éryl%‘éxe§nr§a?§§a'r(?é‘a1§ey

using th i pi ent”'s  private decr I'n smart card

108. Smargersoablizddessdarityl Qdvioay creﬁhedi e;\yethtchsoji@cﬁy@mﬁrcs aaﬁmndéfe/ymfresorm
smart card 108 and forward it  to npbile device 102, vi a. conmuni %‘%g i nk
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decryption key requiring t password or personal identification
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dedicated decryption logic. A smart card may include a connector for powering the
semiconductor device and performing serial communication with an external device.
Alternatively, smart card functionality may be embedded in a device having a different
25 form factor and different communication protocol, for example a Universal Serial Bus
(USB) device. The person whose security information is stored on smart card 108 may use

smart card reader 104 for identification and to digitally sign and/or decrypt messages sent

by device 102.

{0018] For example, mobile device 102 may be able to send and receive e-mail
30 messages via an e-mail server (not shown). If, for example, the Secure Multipurpose

Internet Mail Extensions (S/MIME) protocol is used, e-mail messages received at mobile



15 device 102, nobile device 102 may send a hash of the contents of the
e-mai|l nessage to smart card reader 104 over comunication |link 106. Snart
card reader 104 nay pass the hash to smart card 108, which may produce a
digital signature fromthe hash and the sender's private signing key, which
is stored in smart card 108. Smart card:108 may then pass the digital
signature to smart card reader 104, mhiéh may forward it to nobile device

20 102 via co nication Link 106 so that npbil e, devi 102 t ittt
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the fl owchas bRl Figure 2, to which reference is additionally nmade.
[ 0022] At 202, a link between nobile device 102 and smart card reader 104 is

[0019] Similarly, to add a digital signature to an e-mail message being sent by mobile
15 device 102, mobile device 102 may send a hash of the contents of the e-mail message to
smart card reader 104 over communication link 106. Smart card reader 104 may pass the
hash to smart card 108, which may produce a digital signature from the hash and the
sender’s private signing key, which is stored in smart card 108. Smart card 108 may then
pass the digital signature to smart card reader 104, which may forward it to mobile device
20 102 via communication link 106 so that mobile device 102 can transmit it along with the e-
mail message to the e-mail server. Again, smart card 108 may prevent unauthorized use of
the recipient’s private signing key by requiring that a password or PIN be supplied before

allowing the signing operation to proceed.

[0020] The unencrypted session key should be sent securely over communication link
25 106 from smart card reader 104 to mobile device 102 to prevent a third party from
retrieving the session key from communication link 106. Similarly, the hash to be signed
should be sent authentically over communication link 106 from smart card reader 104 to
mobile device 102 to prevent a third party from modifying the hash and thereby causing
smart card 108 to produce a signature using a hash different from the hash of the intended
30 message. Smart card reader 104 and mobile device 102 may each store a common,
symmetric key and use a symmetric algorithm to secure communications over

communication link 106. Alternatively, smart card reader 104 and mobile device 102 may



established. This link may be, for exanple, wreless conmunication |ink
106. 10 100231At 204, a short secret S is established |ocally at nobile
device 102 and snmart card reader 104. Any nethod to establish the short
secret S securely and authentically is suitable. By "locally", it is neant
that the establishnment of this secret dges not require any invol venent or
intervention by an Information Technol ogy (IT) adm ni strator. Moreover,

since the user of nobile devic a(5282 and s card reader 104 w I{g‘g tf or m
the net hoaowrtllqzsown@)&ﬁ/éfe%%a Wers GBS ¥, 2 uset ARTTEHHE ARC g he

secr et Ou&ﬂ{lblgg Q/ﬁha}l FE f‘?)‘fl@lq{{rt@sedﬁ% exaARhRLNoE RO dotntuaghadl lish t he
short secr usi ng is described hereinbelowwth respect to

Fi gure 3.10d024] Est abl i Shl ng the connecti on between nobil e device 102 and
smart card reader 104 may occur before, after or concurrently with

est abl i shjopgif he sheditr seesiadlish thoeanendn ke usabid eccley caembbizatmd smwar t
card reader 104. [0025] Once the connection between bi Ide 2@ ice 102 nd
smart careprrappietion ink gld)6p gaebiies fEBrg d Ae Angdnemet a8k JF4des dif @S ad f)een

establ i Sh%(ijl lv?xfga nlléfho(?in a@oglusﬁ“atgg 1C§16193W91%1t %W%u&za@d t8 GAUBE rdRfbnca is

"bootstrappl process to enerate a strong secré&t fromthe short secret S
is initi aﬁ&ﬁh@:tall?&ﬁa,deFor exarrpl e, the short secret S may originate at smart
card 25 reader 104, and once it has been shared with nobile device 102,

nobi | e dejgogg] 102amay2] ai Ghiattettde hoblistdeaipi he mndcmm teyirds exsden gO4nis
appropriate rressagr (or just a packet) to smart card real,lrﬁﬂ, 04 over
comuni ca¢staisheda kI ook F@M@S] fPﬁéx%BE)‘Ps‘f’F%llﬁfﬁ Q?QI“BP’HE%‘@ H%es at |east
one public key algorithm at |east one synmetric key gorith at | east
one hasti H§28Linct AbR04, anshoaingecet Heis @@@uﬁhqdyb@aﬂmhmob@c devies i .né%/ g PRpdd
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prime-or dﬁﬁtab% By “locally”, it is meant that the establishment of this secret does not require any
involvement or intervention by an Information Technology (IT) administrator. Moreover,
since the user of mobile device 102 and smart card reader 104 will perform the method of
15 Figure 2 on an as-needed basis, the establishment of the secret ought to be a simple
procedure. An exemplary method to establish the short secret § using a display 110 is

described hereinbelow with respect to Figure 3.

[0024] Establishing the connection between mobile device 102 and smart card reader
104 may occur before, after or concurrently with establishing the short secret S locally on

20 mobile device 102 and smart card reader 104.

[0025] Once the connection between mobile device 102 and smart card reader 104 has
been established and the short secret S has been established locally on mobile device 102
and smart card reader 104, a “bootstrapping” process to generate a strong secret from the
short secret S is initiated at 206. For example, the short secret S may originate at smart card
25 reader 104, and once it has been shared with mobile device 102, mobile device 102 may
initiate the bootstrapping process by sending an appropriate message (or just a packet) to

smart card reader 104 over communication link 106.

[0026] The bootstrapping process involves at least one public key algorithm, at least
one symmetric key algorithm, at least one hashing function, and any other security or non-
30 security related information such as a compression algorithm. A non-exhaustive list of

examples of public key algorithms includes Diffie-Hellman (DH) on a large prime-order



finite group and DH on an elliptical curve (EC) group. At 208, nobile
device 102 requests fromsmart card reader 104 a list of its supported

al gorithns. At 210, snmart card reader 104 sends a list of its supported
algorithns to nobile device 102. [0027] At 212, nobile device 102 selects
the algorithnms to be used in the subse(r:]rgent 5 steps of the nethod and sends
an indication of the selected al gorlth to smart card reader 104. The

sel ected aI‘?orlthms i_ncl ude: one _or two sel ected publi

al gor i t hnifcesgrgup ﬁ%Dﬁb?%ﬁ%FBW§C%}r°ufoe(Eﬁatﬁé°‘%Pf he % P1abyE d@"%#@% IGEEtH, or
the pri mﬁ@tﬂ%rr&%@i[cﬁ‘} Qﬁerolf()ﬁltﬂ o?itggu ol&g%a%'égg{\%sf | 318, S@MRrd reader 104 bg a

sel ected symetric al gori th ncryption Standard (AES
and 10 t h&nkey listiofets s@ppoﬁeﬂmll@rimmattﬂnoby@diem SPandard (DES), or the
i ke); and c) a selected hash function (e.g., Message Digest 5 (M?5),

Secure Hambmg Al 802i%, Mablie(d@divel)02 SHbts2hb al@tithihetd bkajed in0A2 AL,
nobi | e device 102 and smart card reader 104 each generate the sane

symet ri csiksyolithe metertang sshéyan wdigasen of thegelpelsdalgnsdhnmp 1 srtherddeadsy |
her ei nbel ﬁ@eﬂe?tﬁ%? ﬁmgﬂwﬁ#we 4. At 216, m)b! | e device 102 and
er

smart card rea generate the sarre syrmetrl c key K2, as described

in further detail herei.n ct ure5

symmetric kEyOUE P §HE T’ lSJWPfggF i(ey é‘fgtorg‘?h% %%nélurprale t‘f/r%;\(/aﬁr}t(:al hgtélgﬁlgroaftthe
symet ri ceikpiye Kive £RAB AL gﬂiﬁw aMaRch@adevf B 14Q2 pAnd-atar finicagroup)gader 104
each hash all the packets 20 sent and received during the generation of

symmetric kgys séflciadyiielR l@é}pﬂggﬁthhh& Dasdyvahes&tEhcrpbtifioBtagdaIAES) bhe
sel ected hash function nay be "applied to the packets as the packets are

sent ahd the&ey viael 0r§7®pﬂmﬁatatﬂnosypt@n§é@miard@ﬁ Wit thedikabeadi ng the symmetric
keys KI and K2. In another exanple, the packets may be stored in a buffer
and t hen t he seleaidddshdsivtibuiei, dessage Diestpp(NB4d), tSectiedIshuigetigoathnet t he

symetric a been 25 generated. [0030] Once symretric keys

Kl and KZ(SIE']%Z) g@b‘gggéﬂ%rrtg?ég )and nobil e device 102 and smart card reader

104 have roduced the hash resuylt_ H npbile deV| smart card

r eader 028lch g%h%?‘httﬁoh‘%g@é%l%ﬁ%ﬁmﬁ% cRigy &én’?ﬁ% ERFALHC B hash

result H rﬁﬂﬁetﬁé@(@?'[@ frgllﬂeth%%hgﬁts@&epﬁsﬂ (ic'é&%édoiﬂ ﬁ]ﬁﬁetb@etéiﬁ 8&elnBelo@MBitne
keys Ki K2 and” 30 the hash result into .
15 respect to Figure 4. At 216, mobile device 102 and smart card reader 104 each generate the
same symmetric key K2, as described in further detail hereinbelow with respect to Figure 5.
Generating symmetric key K/ may occur before, after or concurrently with generating

symmetric key K2Z.

[0029] At 216, mobile device 102 and smart card reader 104 each hash all the packets
20 sent and received during the generation of symmetric keys K/ and K2 to produce the hash
result K. For example, the selected hash function may be applied to the packets as the
packets are sent and received, so that this is concurrent with generating the symmetric keys
K1 and K2. In another example, the packets may be stored in a buffer and then the selected
hash function may be applied to the packets after the symmetric keys K/ and K2 have been

25 generated.

[0030] Once symmetric keys KI and K2 have been generated, and mobile device 102

and smart card reader 104 have produced the hash result A, mobile device 102 and smart

card reader 104 cach generate the same symmetric key K3 from K/, K2 and the hash result

H. For example, the selected hash function may be used to combine keys K/ and K2 and
30 the hash result /7 into X3.



8 [0031] Symmetric key K3 may then be used to secure conmunications over
communi cation link 106. [0032] Reference is now nade to Figure 3, which is a
fl omchart of an exenplary nethod for establishing a secret between two

devi ces, according to sone enbodi nents of 5 the invention. At 302, a user
may press a button 112 (Figure 1) or other suitable input conponent of

smart card reader 104, which will cause® he short secret S, for exanple,
"15379258", to be shown on display 110 of snmart card reader 104 at 304. At
306, a usE¥3hily ofﬁjémna&ﬁicalkwo{;éi sty Hppl beabidgn tonsasblsi cemgriRcaEcnp o ver
Causi ng the shorH.s cmﬁf to be shown on display 110 may occur before,
after or %OWH?IF%h(’(‘]Ielyl Y% opening the appropriate 10 application on mobile

device 102. [0033 ce the short secret S has, .been sho on displa 10 and
t he appr oép?’g]t e a%)%?’ie@%‘? iHAOHag2fedh Fg%}g'ﬁéd_%l?ic%%ial O%rlcﬁfﬁ%xe%ﬁéa%ser
may copy bBfiodHer Lstifehtl aSsefcpcé?b@ﬁv&B%bQ@mc@a RBoiRR foSsofRViiRdbBentabr 308

usi ng an 1 nput conponent "of nobile device 102, for exanple a keyboard 114.
As i || uStthatisdenition Fi gud@2, I usenenajspreshadubine i ddFigvee fl) s otigr paitalilginmit of

the 8-digit passphrase that is, t short secret Alth hj | e
Uses . ndHEPIERT ghraar g sript 0scraienaTTh e e St SEe i SRR
provi di ng-tsheoyssug BAshd¥h 5HAWPIEyN 16 STndt dakd redaidy 1 0put 8@H USB0E 4 her

i nput conponent of nobile devijce fOZ. Since the short secret Sis short, it
i s sinpl eMppppehan appeepiiale arPigatioponmebde deice HE. dppisingdbs siPToiscrrbBity &

devi ce 10Z2. . 0 t [ 1:0 : S U} - use
as = 20 O I ENS AL rESG BEEE, afrh LARRAR R R A Gpice
appl i cab i gppliomionmda hebifleddde: 12 may result in nobile device 102 initiating
t he boot strappi ng process (an exanple of block 206 of Figure 2) at 310, for

exanmpl e, fp3sEendi OgcihecaRRIHORICkALE hAE BERYsho @l oh Uidpléy PaEked )hd apmopriitecar d
reader 104 over communication link 106. [0034] To protect the short secret S
from pryi snpliegieas hagtbegn ppersent mebHedevdert 2. 1rusrs niycopy 4o shrstsesy 120
Once ST s SR R SSEL 19 0 TERRoRE Bl Eppig bt el
104 may al®p forngehepiond keybohrie bt , Aaiibisirited asFigheckdbe aser 3aglentered the first 3
15 digits of the 8-digit passphrase that is the short secret S.  Although this example uses a
numerical value for short secret S, any type of value may be used providing the value can
be shown in display 110 and inputted using the input component of mobile device 102.
Since the short secret S is short, it is simple for the user to copy the secret to the application
on mobile device 102. However, the short secret S is too short to be suitable for use as a
20 reliable symmetric key. Copying the short secret § to the application on mobile device 102
may result in mobile device 102 initiating the bootstrapping process (an example of block
206 of Figure 2) at 310, for example, by sending an appropriate message (or just a packet)

to smart card reader 104 over communication link 106.

[0034] To protect the short secret § from prying eyes, at 312, smart card reader 104
25 may clear display 110 once smart card reader 104 receives the message or packet sent by

mobile device 102 to initiate the boofstrapping process.

[0035] Smart card reader 104 may also implement a timeout, and if, as checked at 314,
the message or packet initiating the bootstrapping process has not been received by smart
card reader 104 within the predefined period of time, which may be calculated, for
30 example, from the time that the secret S is first shown on display 110, smart card reader 104

may clear display 110.



t he nessage or packet initiating the bootstrapping process has not been
received by smart card reader 104 within the predefined period of tineg,

whi ch nmay be cal cul ated, for 30 exanple, fromthe tine that the secret Sis
first shown on display 110, snmart card reader 104 may clear display 110. 9
[ 0036] Once smart card reader 104 has clgared di splay 110, smart card reader
104 may optionally show a non-confidential (possibly random val ue on

display 110 so that a snooper | 00kj at di spl wi |l not know whet her
he val usltBadk: sty SovD: BT FHECOL B Srobne ity FobSP FErE Bee | oty
made to Fi & shdB £hohSofnfid &i? racgverRLarch BRbROMI f00ko that
generati né ?@%ﬁ%ﬁ‘% i@yh%ﬁ??ﬁ%@f?ﬁ@é slr?g%tl sé)?pet S. The ?re?hoq o?‘ Fc} g?Jre 4
i s based awophrdosiinghi dismdy p&S siidndt besedhethpohe neiualonidesplaxidian e sSeSPEKE)
met hod described in U S. Patent No. 6,226,383 to Jablon. All variations of
t he SPE10E Mt hod are suitable for generating symetric key K1 fromthe

short secret S. 10[[0038],The nmet hod includes a pQrtign éoo tﬁp be

i mpl eneht W83By nobsirenerds sev1oede fe Fagserk ivoHCR 19 & Bopehahdl aiiennlany
smart car 4. At - aphi ke : bPBf Ploutde
secr et Slgﬁﬁﬁgggg%%Qﬁwgggg#%%¥%gggtkﬁfgﬁﬁgﬁz%Pé%%f%ﬁﬁseq%§§§gggnplg? if the
sel ect ed puldstd okete alimgplifitch prdsomordybased adxipngerdgipinikey raxchdogy (RPEKE) Dhetbed a

I L it Coul ; : . ;.
when appl St pibSeupuvash a0 s elel Eblonn A uRtioR of s BRUAE ) s

Pat ent Nogyi@pig48y %%%ra%ggyﬁlmié@@m $rol0thE QRS dR%etvdnen sel ecting function
f. Simlarly, at 412, smart card reader 104 has possession of the secret S

and t he, sghest ed i i f e ' i
@ggﬂ b’ﬂ‘fkgﬁgfe}l\(l)ih?)eﬂcl?g&oﬁ LR 210 ERERbIRRnRYBRLbbEe ¥eMcdlo2

[ 0039] nobi 2 generates a random nunber RA in the range
of 2 to andm dortidhdhO &t belDbplemebict dyderartomrd adgelEr ad 4023 nyihde devig 2

blic key Pi by raisi he .20 f h i thin, th
R AMCHEE RN SR RN R

DH on t herligs g@chbd gﬁbm 48y a %d?itlhﬂ_ fOF @uierhig BymbdRirk k& &alicWHtcda dsge
follows: 1)] = f(S nmodp [0040] Sim larly, at 414, smart card reader 104
gener at esprame-grisd nita e B aj parigydar prime p, the function £, when applied to the secret

15 &, results in a generator of the group. U.S. Patent No. 6,226,383 discusses factors to
consider when selecting function . Similarly, at 412, smart card reader 104 has possession

of the secret § and the selected public key algorithm for generating symmetric key K/.

[0039] At 404, mobile device 102 generates a random number R4 in the range of 2 to
p-1. Then at 406, mobile device 102 generates a short-term public key P; by raising the

20 generator f{S) to the power R4 within the group and sends public key Pj to smart card

reader 104. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:

R
Pr=f5) " modp

{0040] Similarly, at 414, smart card reader 104 generates a random number Rp in the
25 range of 2 to p-1. Then at 416, smart card reader 104 generates a short-term public key )

by raising the generator f{S) to the power Rz within the group and sends public key £ to
mobile device 102. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:



25 range of 2 to p-1 Then at 416, smart card reader 104 generates a
short-term public key P2 by raising the generator f(S) to the power RB

wi thin the group and sends public key P2 to nobile device 102. In the
exanple of DH on the large prinme-order finite group for p, this is
calculated as follows: 10 no,RB, P 2 ( nmod p [0041] Generating the random
nunber RB at smart card reader 104 and nerating public key P2 and
sending it to bil e device 102 may occur before, after or concurrently

W th genepgkymgﬁﬁh@xn@ndonlnunber RA at nobil e device 102 and generating
public key P1 5 and sending it to smart card reader 104. [0042] Once nobile
devi ce 102 has generating the random nunber RA and has received public key

P2, nobi | @odevi ceGaRRPatgnde atrdorn BiibeetRy at kayrt Kardtead®8104 and renesang| e
of DH on the large prime-order finite group for p, the symmetric key Kl is

cal cul at ey} 198 M seRARS LERANIBI Bt 16k iay by BRI arl B SN endyar !

card rea s generating the random nu as recelved public
key P1, snart card reader 104 generates the symmetric key Kl at, 418. *Jn t he
exanpl e oVitbgersiatingehe sngenppiRaerofaar mebig §&ieh Hiprdapengratipg gulciest £7 ¢
key K1 is calculated as follows: RAR 15 KIRB nod p f(S) - nod p

[ 0044] St ngd sending fdp sraBs8:bi¢adsd 081 enents of the group are commtative,

the two
[0042] Once mobile device 102 has generating the random number R4 and has

received public key P>, mobile device 102 generates a symmetric key K/ at 408. In the

example of DH on the large prime-order finite group for p, the symmetric key K/ is

calculated as follows:

10 KI =P2RA mod p =f(S)RBRA mod p

{0043] Once smart card reader 104 has generating the random number Rp and has

received public key P, smart card reader 104 generates the symmetric key K/ at 418, In

the example of DH on the large prime-order finite group for p, the symmetric key K7 is

calculated as follows:
R R.R
15 KI=P; ® modp=#S) * ® modp

[0044] Since the operations on the elements of the group are commutative, the two
calculations (at mobile device 102 and smart card reader 104) yield the same symmetric
key. Generating the symmetric key K/ at mobile device 102 may occur before, after or

concurrently with generating the symmetric key K/ at smart card reader 104.

20 {0045} Reference is now made to Figure 5, which is a flowchart of an exemplary
method for generating symmetric key K2. The method of Figure 5 is based on well-known

Diffie-Hellman exponential key exchange techniques.

[0046] The method includes a portion 500 to be implemented by mobile device 102
and a portion 510 to be implemented by smart card reader 104. At 502, mobile device 102
25 has possession of one of the selected public key algorithms, which may be the same as or

different from the selected public key algorithm used to generate symmetric key K/. For



cal cul ations (at nobile device 102 and smart card reader 104) yield the
sane symmetric key. Generating the symmetric key KI at nobile device 102
may occur before, after or concurrently with generating the symretric key
KI at smart card reader 104. 20 [0045] Reference is now nade to Figure 5,
which is a flowhart of an exenplary ne{hod for generating symetric key
K2. The nmethod of Figure 5 is based on |1 -known Diffie-Hellman

500 o becHHpT bribAtet B HOBF S OB 69 SaATBTTTISHD L5 bor on &
| mpl ement g, by 30%RE ergfﬁ{g@ Sgé(ﬁ.znd{%fa?a%icuﬂf pRRZ p, %@ii_le%edi%ailgfihésogosgésm%f

possessi on of one o cted public key al gorithnms, which nay be the
same as oa kdowhepubiishdd gmetdter Bef detgroupubinibarkyeyt al2gemiattlvmdisedert 194 has

generate symmetric. key Kl. For. .11 exanple, if the selecte ic key

O or -t P tBr i et s it KL o) R R gepmife S ERUE KTk or der
finite group for a particular prinme p, nobile device 102 has possessi on of
a knowns M98} shedt gohenabibr dékiaf 1 2hengratism rasilomlmambeyr RatinSiQangrmf € toar d
reader 104 has possession of the selected public key algorithmfor

gener at i ng-1syTimet ati 0k eyobidz desick 002 ZEneraBo4, shaobeine pdelid ke £ bygersazathes a
random nunber Rc in the range of 2 to p-1. Then at 506, nobile device 102
gener at esgenestion {1e BrernopisIRa ity tmsgtoyp rad seidy nublc fen&P 40 smart cpst Hepder
power Rc within the group_and sends public key P3 to smart card reader 104.
In the ex&fpl B e cwpnpls ot o8 threlapge H%HU‘E)‘PHE?%‘F‘itﬁigf‘élpgfggﬁ’pthfsdP Cﬁl,cu‘? S s
cal cul at egjps,sfol lows: 10 nmod p [0048] Simlarly, at 514, smart card
reader 104 generates a random nunmber RD in the

10 15’3=TRC mod p

[0048] Similarly, at 514, smart card reader 104 generates a random number Rp in the
range of 2 to p-1. Then at 516, smart card reader 104 generates a short-term public key P4
by raising the generator T to the power Rp within the group and sends public key P4 to

mobile device 102. In the example of DH on the large prime-order finite group for p, this is

15 calculated as follows:

Ps=1"" mod p

[0049] Generating the random number Rpy at smart card reader 104 and generating
public key P4 and sending it to mobile device 102 may occur before, after or concurrently
with generating the random number R¢ at mobile device 102 and generating public key P3

20 and sending it to smart card reader 104.

[0050] Once mobile device 102 has generating the random number R and has

received public key P4, mobile device 102 generates a symmetric key K2 at 508. In the
example of DH on the large prime-order finite group for p, the symmetric key K2 is

calculated as follows:

25 K27~"P4RC modpzTRDRC mod p



range of 2 to p-1. Then at 516, smart card reader 104 generates a
short-term public key P4 by raising the generator T to the power RD within
the group and sends public key P4 to nobi | e device 102. In the exanple
of DH on the large prime-order finite group for p, this is 15 cal cul ated as
follows: P4 = TR nod p [0049] Generating, t he random nunber RD at smart card
reader 104 and generating public key and sending it to nobile device
102 may occur before, after or concurrently with generating the random

nunber Repgakjmobi becdenhiG @atDeaa0d] @ERLS BEARNAIRURC Gnkey M3 2P mndnsendi ng

it to snart card reader 104. [0050] Once nobil e device 102 has generating

the randof&&%@nﬁ%blﬁck ﬂj’ mrtrﬁcf‘@'réé%gr Whé&rﬁgélthp%ynﬂm%& ﬁe)dg\?'aﬁglgoan

generates a synhetric e exanple’of DH on the |ar

pri me-or dére eﬁ{ampteeoigl‘)blurm ﬂrmr 1argc nrheeﬂydmé'nnnecgrkery fep.i the cahowttat ey & 1S

fol | ows: g% TRDRc nod p

12 [0051] %atg%sr ﬁ’rsd reader 104 has generating the random number RD and
has received p lic key smart card reader 104 generates the symetric
key K2 @t xbige3 ‘hn{darqgeyﬁﬁ%Pan@d DH on the large prime-order finite group
for p, the symmetric key K2 is calculated as follows: 5 K2= P3RD nod p =

TrtcRD no 0 S th t I t f th
cormutat 1 0852k he e Lt SRS (i CIBERF & 1g8G et DmURRre Harhe°
reader 104} wWitgdd (Emﬁloﬁﬁérﬁerﬁ}im hE kW cAneiRt i108) VRel ﬁl\érﬁiﬁieréyﬁnh@tylc K2

at nobil e device 102 may occur before, after or concurrently wth
gener at i nkpyt hGesyraties thecsyneyetm key Kair mobile deviead§? mamocap bebus 3l gir e 6

's a block, & agiAM.h g2YHER d09umABRRN Y18 LRI B.E 1A RNt S O
10 {0053) Figure 6 is a block diagram of system 100, according to some embodiments of
the invention. For clarity, some components of mobile device 102 and smart card reader

104 are not shown in Figure 6 and are not described explicitly below.

[6054] Mobile device 102 includes an antenna 602 and smart card reader 104 includes
an antenna 622. A non-exhaustive list of examples for antennae 602 and 622 includes
15 dipole antennae, monopole antennae, multilayer ceramic antennae, planar inverted-F
antennae, loop antennae, shot antennae, dual antennae, omnidirectionale antenna and any

other suitable antennae.

10055] Mobile device 102 also includes a communication interface 604 coupled to
antenna 602. Smart card reader 104 includes a communication interface 624 coupled to

20 antenna 604. A non-exhaustive list of examples for standards with which communication
interfaces 604 and 624 may be compatible includes 802.11 a, b, g and n and future related
standards, the Bluetooth® standard, the Zigbee™ standard and the like.

[0056] Mobile device 102 also includes a processor 606 coupled to communication
interface 604 and to keyboard 114. Mobile device 102 also includes a memory 608, which
25 may be fixed in or removable from mobile device 102. Memory 608 may be coupled to
processor 606 or partly embedded in processor 606. Communication interface 604 and
processor 606 may be part of the same integrated circuit or in separate integrated circuits.
Similarly, processor 606 and memory 608 may be part of the same integrated circuit or in

separate integrated circuits.



the invention. For clarity, sone conponents of nobile device 102 and smart
card reader 104 are not shown in Figure 6 and are not described explicitly
bel ow. [ 0054] Mobi |l e device 102 includes an antenna 602 and snmart card
reader 104 includes an antenna 622. A non-exhaustive |ist of exanples for
antennae 602 and 622 includes 15 dipole1§ntennae, nonopol e ant ennae,

mul til ayer ceram c antennae, planar inverted-F antennae, | oop antennae,

shot ante dual ant ennae, i di.rectional e ant a a any other ..
su tabl o MIBZhnae SndGad o B alsbiibdtapo Broce 3PS s EStminEarien,
i nt er f ace;@lthce Rl &ﬂdisﬁlagr!tl@nzﬂﬂ £03uttorBIL. Safath ELAGEIdel Q44 il HMERTA
comuni cation interface 624 coupled to 20 antenna 604. A non-exhaustive

list of etamoke§28,orhish ardaradBxed trhomeintvableniamisourt ond rvader 1 @b edi®oryand
624 may b onpatible inc]udes 802. 11 b nd n.apnd future rel at¢

ot anday dse2§ B bet GBING! Spantareiort a0 z0bnluitn sPaniara nareraef | B
10056 1Mpbhend@vdagien Ldertalesi24i dia | pislassa qUEaaes5OparbObthecupk ettel@ted circuit
conmmuni cation interface 604 and to keyboard 114. Mbile device 102 al sg

i ncl udes @f weNDRYLeaDBEral GIsuits Fayilaly, Procstror A2opN4 BHPAYPE3 Magbemslidle
devi ce 10§m5%§g§h&€§gﬁcﬁgmt?pkﬁgﬁﬁ%gﬂP&zr %gﬁggﬁgr 606 or partly enbedded

in processor mmini'cat i on ace processor 606 may be part

of the sa phtegrated circuit. or.in_s ate integrate Lrcuits,

S 1'ar 1y {05BDC 0B T BesaBalsfst i mB R Rs Pt s R8T A2 LT ncard oo
circuit Oprobébsm@RMite((PU)NE @%ﬁt@i Sonfipr6dbsicy. (DSPY 4 RAGEHSAAFICti6AKE doaades 104
al so includes a processor 626 coupled to _conmunicatjon interface 624, to

di spl ay® 1d8S&he teomplat trsirugtion sespamputaadFIFehat thedikeq | FEt PG IS CESHEnOr v

628, whic i i Vi - ry
028 may b bavb gy Wl Sl SBKARLE oA, AT RNl PESRD i HETT
Comuni capdromf dmndpptitatce p2dfiasdngadepesdat (A28P)ay be part of the sane

integrated circuit or in separate integrated circuits. Simlarly, processor

626 and npOBYly A6ASn ERaubEvPAst oIf etdigplsan®r i Mb@eHiat €06 CadC Wb Dicludes any

separate Integrated circuits.
combination of the following:

15 a) semiconductor devices such as registers, latches, read only memory (ROM), mask
ROM, electrically erasable programmable read only memory devices (EEPROM), flash
memory devices, non-volatile random access memory devices (NVRAM), synchronous
dynamic random access memory (SDRAM) devices, RAMBUS dynamic random access
memoty (RDRAM) devices, double data rate (DDR) memory devices, static random access

20 memory (SRAM), universal serial bus (USB) removable memory, and the like;
b) optical devices, such as compact disk read only memory (CID ROM), and the like; and
¢) magnetic devices, such as a hard disk, a floppy disk, a magnetic tape, and the like.

[0060] Memory 608 may store executable code 609 which, when executed by
processor 606, may cause mobile device 102 to implement relevant portions of any or a

25 combination of the methods of Figures 2, 3, 4 and 5.

(0061} Memory 628 may store executable code 629 which, when executed by
processor 626, may cause smait card reader 104 to implement relevant portions of any or a

combination of the methods of Figures 2, 3, 4 and 5.

[0062] The preceding explanation uses the example of mobile device 102, smart card
30 reader 104 and wireless communication link 106. However, embodiments of the invention

are equally applicable to any two devices (not necessary mobile devices) where the security



[ 0058] A non-exhaustive |ist of exanples for processors 606 and 626 incl udes
a central processing unit (CPU), a digital signal processor (DSP), a
reduced instruction set conputer 10 (RISC), a conplex instruction set
conputer (CISC) and the like. Furthernore, processors 606 and 626 may be
part of an application specific integr dcircuit (ASIC) or may be a part
of an application specific standard prodiuct (ASSP). [0059] A non-exhaustive
list of exanples faor. nmenmories 606 and 626 i ncl udes_any. %ong%nation of the

f ol | owi ngndisAntlaktien Al aavcainn Yife RotDeregiiely e selefsh PERES! RSEHP onl y
menory (R Fg@ﬂ l.ecterical | ¥. ek P kaxganzial _ JHENOry
devi ces ( égﬁ&%??§9 as lﬁ%ﬁ%&§h§2Vi%ggFﬂﬁggﬁﬁ%lgﬁgqe rag oﬁ?ggggggbﬁéﬁgry
devi ces (dvBRAWhpplRybichs anpusgo dyviard @of andesmifc oebge fenorsy whSBRAN)is devetes,
RAMBUS dynam c random access npenpr RDRA evi ces, double data rate (DDR)
menory defisEReclySrahange #Igﬂawog@éoﬂﬁ@geé@nrﬂéwyw(%mﬁﬁ }V*@ﬁli%@&%ﬁ%‘e@ri al bus
(USB) renpvable nenory, and the like; b) optical devices, such as conpact

di sk readf86tly neYYbiy ccemrRoruresapl “iiﬁhémlqﬂa@f? harel besn Algvetsdc b drxased such
as a har i I -di.s i ' i ry
05 my Sbrd up D hpgffNa Aty PR Ek ek R ARGl A6 oA R IEE
606, may ofast8@marpikili én devarc e [11i2theefoeptoche nhdarebel dnt tporpeods déinsmre or a
25 conbi natign, of the t hods, of Figures 2, 3, 4 and.5. [0061 nory 628
oy o or Onisage Pt e elbaish gt faton? S ehinas i AU YR B CaRs b T Em ey
cause smart card reader 104 to inplenent relevant portions of any or a
conbi nation of the nmethods of Figures 2, 3,4 and 5. [0062] The preceding
expl anati on uses the exanple of nobile device 102, smart card 30 reader 104
and wirel ess communi cation |ink 106. However, enbodinents of the invention

are equally applicable to any two devices (not necessary nobil e devices)
where the security 14




and/or authenticity of the communication link (not necessarily wreless)
between the two devices are possibly unsatisfactory. Simlarly, other
enbodi ments of the invention are equally applicable to any two devi ces (not
necessarily nobile devices) where this is a need to securely exchange
information di splayed on one of the devites with the other device. 5

[ 0063] Whil e certain features of the invention have been illustrated and
descri bedcheypigy, many nodifications, substitutions, changes, and
equi valents wll now occur to those of ordinary skill in the art. It is,

therefore, to be understood that the appended clains are intended to cover
all such di fi,catj.on nd changes as. fall wthin the. e cl ai ns.
T ANsT 1 AR B BR8 SR Hanun et £ BBV ErEERREHK (1B, Ton 1 nk
(106) bet peribah 4 ifstldedR¥ (A04] 4Ad)a Sdthnal ERENA 02 theenéthed)contbresing tdiod

conprising, at the first device, the steps of: establishing the
communi catfeofist fawice.1the)sters gken the first device (104) and the second

devi 102); i i i dent ) al : ;

arspl ay (110) §PepieFE IR Blafad A oot PR ed P Sl BRSO P
has been gngtié edecaid tddcseraayd device (102), is received fromthe second
device (102) via g first comunication interface (624

A ! ) over the X
communi cati on FRARNG aoenfidential valyg {9 B iciRpred Heg ?H’éSF;‘?Y Z“Q?é{}itﬁ%ﬁﬁsiM)

{ecei ve AN : o Coe . . . ; T a
brocess dienies PSR | Ricqten, Y arf R RLBo0AARGBIAITAE scbafd . 2,
first syndetice 162y id reorivieddrarorie denondkdeviak (£02 péaer fastcamsaovcation

symmetric, ke roguce a first. has |t by hashing all packets

; . h
sent to aWéP'}(%%f%aog% q%ﬂ%@éﬁ?&l@&zm%rﬁﬁoz) during generation by the

first device (}Mbiirgf ohbetHd first dévz@@gaoayré@ve@rtﬁeumcmm thEmmELri c key
and during generation by the second device (102) of the second symmetric

key and oforankaycattsndhtariaced @), aprocess aring mdtichs thentinst devicey104) ishe i nput
is identi ff?{if* t? éhoe confidential val ue; generate a third symetric
key from e alle tt symmetric key, the second symretric key, and the first

hash result; and genem@atﬁaﬁégﬂnhm@tr&ymgetrbmhléewnﬁaesww&@ommni cation
over the communication link (106). 2. The nethod of claim1l1, further

conprising: SBONFTHE 8 SFEANE SHMMAERICikaY; val ue on the display (110)
once the confidentigl,yabueslsnabh A&tk by RESAIRG Mgk §dritdd-and

received from the second device (102) during generation by the first device
(104) of the first symmetric key and the second symmetric key and during
generation by the second device {102) of the second symmetric key and of
a key which is identical to the first symmetric key if the input is identical fo
the confidential value,

generate a third symmetric key from the first symmetric key, the
second symmetric key, and the first hash result; and

use the third symmetric key to secure communication over the

communication {ink (106).

2. The method of claim 1, further comprising:
showing a non-confidential value on the dispiay (110) once the confidential

value is cleared from the display (110).



16 3. The nethod of claim11, further conprising: showi ng a random
val ue on the display (110) once the confidential value is cleared fromthe
display (110). 4. A conputer readable nmedium (628) conprising code neans
(629) executable by a processor (626) to carry out the nethod steps as
performed on the first device (104) of ®nhy one of clains 1 to 3. 5. A
first device (104) conprising: a display (110) to show a confidenti al

val ue; a first T?l%rmé’t'%e%tfic%niﬂtfﬁﬁﬁ@fcf'orﬁéﬁﬁ)‘ng: a first processor (626); and

a menory (628) storing first eXecutable code”neans (629) which, when
execut ed by t hehéwingta prralbes saiue(@2tle displaydaf O pomesdthecardideptiainvalutis

nmet hod steps of ,any, on f s 1 to 3. 6. The first device (104) of
cl ai m 5, Wﬁéf%(; ﬁof’ﬁ@efcﬁ?@?ya) nication interface (624) is a wirel ess
comuni cation interface. 7. A system (100) conprising: a first device
(104) as clained in claim5 or claim6; and a second device (102)

colrrpri si ng: anQi eyoputen rgrsiadin n’(eﬁiutp (628 peippdsing sedesneanme(@Shif | dent i ?I
| OTHIBIRETR * y . !
Hovice (10MC U RN Y B isBhuiZ® T sy R tthd bel BB i oG 1T

devi ce (1 firstdevies 560 of (HFRDrie anélaims 1 to 3.

5. A first device (104) comprising:

a display (110) to show a confidential value;

a first communication interface (624);

a first processor (626); and

a memory (628) storing first executable code means (629) which, when
executed by the first processor (626), is configured to carry out the method steps

of any one of claims 1 to 3.

6. The first device (104) of claim 5, wherein the first communication interface

(624) is a wireless communication interface.

7. A system (100) comprising:
a first device (104) as claimed in claim 5 or claim 6; and
a second device (102) comprising:
an input component (114) to enable input of the confidential value;
a second communication interface (604) able to transmit to the first
device (104) an indication that input has been inputted at the second
device (102);
a processor (606); and
a memory (608) storing executable code means (609) which when
executed by the processor (606) is configured to carry out the method
steps of:
generating the second symmetric key;
generating the key which is identical to the first symmetric key

if the input is identical to the confidential value;



a nenory (608) storing executable code neans (609) which when executed by
the processor (606) is configured to carry out the nethod steps of:

generating the second symetric key; generating the key which is
identical to the first symetric key if the input is identical to the
confidential value; 17 produci rf§ a second hash result by hashing

all packets sent to and received fromthe first device (104) during

generation by the first Hl‘g)\@uﬁﬁg(é-gééorﬁﬁ ha&8 rd Uiy BYSHIRS éil%abﬁé’ts%t§cﬁ‘gf

second symmetric key and during generating by the second device (102
t he second symmet ri andescaivet omtthe fikstydevice 1049 dudeptderaratian phehe finsét

ic key if the inpuf is identical to fidential value:.
gener ati ng a f our t HOSYHRGLHPONES Tt s harie By isepTd sYBYEe ey

which is identical k& hhe dﬁhh%tgeﬁé IhetHeeyeddndt disidePul) os thalesddrenl to
the confidential value, and the second hash result, wherein the fourth
symretric key is ideymmediic key ahé of ha ey winiah isiidentioal o therfigst sipumetec

identical to the copfii tial lLue;. . MSJ fourth symetric
key to secure commg%%g?rﬁ]%lp%&;éﬁdgﬁgc%gm%FS%@I(?J%{&%?Y%!ES( 106). 8. The system
(100) of claim7, whereigetdratingbSourhmyuitherici i@y frathené secoridagnnastect he
second communi cation interface (604) are wreless conmunication interfaces.

key, the key which is identical to the first symmetric key if the input is

identical to the confidential value, and the second hash result,

wherein the fourth symmetric key is identical to the third symmetric

key if the input is identical to the confidential value; and

using the fourth symmetric key to secure communication over

the communication link (106).

8. The system (100) of claim 7, wherein the first communication interface
(624) and the second communication interface (604) are wireless communication

interfaces.



