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[0006] Additionally, the user of the wireless device may desire to control access, such
as, limiting the amount of minutes for calls during a high rate period, such as during
weekdays, while allow unlimited minutes for calls at night or during the weekend.
Currently wireless communication devices may provide for tracking the amount of
minutes used, but do not offer the user the ability to control the amount of minutes for

calls during prescribed time periods.
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environmental and/or state characteristic. The methods, devices, systems and computer

program products for content access control may be executed on the wireless

communication device or they may be executed within the wireless network.
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control privileges may be stored at the network entity or they may be communicated to
the wireless communication device for local storage. Additionally, the access control
privileges may be received by pre-configuration at the device manufacturer and/or a

network service provider.
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communication device, and means for controlling access to the service if it is



associated wwth a wirel ess communi cati on devi ce,
wherei n each access control privilege controls access

W e008/1fH866 al ity of services avail abl e on the WeBUSX88/056308

comuni cation device, nmeans for storing the at | east

one access control attribute ién menory, neans for

receivi a request to access one of the plurality of

adrmived bal e dbfeaiona Horc sespSeconuohRn leseo 4RIy to the access
yige, and neans for controlling access to the

service if it isdetermned that the at |east one

H0d7EdAascesss commualicgiony déegesiclippl ¢ fwthehespast.esdhe device

reﬂ¥§5t' 0017] e¥mﬁrelf s connunicatign devi ce The device al

FEMIRRE R i, Iicuding, @ PIRRTPQL anfl ¢ pgRen, The device also

FRMRGE 8k adted dfdhﬁﬁl moghledior&d & thE mpan@ﬁﬁc@uﬁaﬁ@am with the
The device al so i ncludes an access control nodul e

progessel- | hha #rscyretpnityl madulecns eparaklnite saciyn afqapt quigeaccess control
.o sQr.. . T S nt r ol le.i rahl e t
PORESaRl: i 0860 0 Ra% SROM A TRMH Ry RPBE B eccess 0 &
pledlisg o8 sa@vickeagdilabReorthe 68iscl €Rdoh@hurdddtivh Rlev Re fidde the at least
controls access to a plurality of services available . . .
B REFESVPRTETOb S TiBBHIrNE A0STRRTY dald eentradtageesstpdhgpervice if it is
) 0 | i L. ’
EERHin A AR IERPOROAME ol LIt Frit gl I IR e @R roquest
Hi01BEa%he onelest deveck mag additiooalty miclude iavibtagesicsgpminatibo device,
t he ac s, request. .[0018] The. w.rel ess_ device nm
Sl 35 GraSFYICT RE fiscike a%e@muawaa%% S ﬁhﬁ;ﬁ%ﬁ?@é@%é @perable to
SHRMuAR (IS KB Y B B0 Inféifitioh ¥ thel allc &9 UMY GRIduRD Wishéh aspects,
the processor and operable to comunicate device
thecmtéss reontiblompdtlic anayt be furéheaopersblectordetasminepahgkss. cangrol to the

such aspects, .the,access control nodul e may be further
QLTS CRagsy RiSTE & BB  E5EY |P“tVﬁe%€‘h ée%%g gor € ocation
119610 28i8h VISTRHatdASRE waretRH Hevite ARG QIFitIBhAK InRARle ed1ddkedevice in
to the location information. Simlarly, the wirel ess
eRIpmEBICAERN Wt o RIAASHY anAd epergbledo epBEingelA tiac jormation to the
SR GRY 'r&'tﬁhu\fé.t M L8 R ]?e% © SRL ag&gs %Bﬁé&lbﬁﬁd@l@ ay be further
Comunl cat e tIme i Nformtion’to the access control

opsable to ldetesitid @8 cdoatrol ethacarssr o $edviceDbaske oty content
be further o ers%%g t.o determ ne access control to the
Hressor s e redatpd focthe iggdBi@rdaAtion. cont ent access

[lony] 206 ECIakCChihubiofid] Wevicl ATRAR. incBL A B interfuce
oseable drectavcieg opeatdbdse ohoacoescamohpriviheee dtonh ealsticomser or, in

access control privilege from.a,device user or, in

SPRERPaSodnt Soocby ionyabdedu STRPE SRFE T tooplyp tgdieccss control

PREIRBS ErohPa HECRY Betdtk BGEES SudPR MmOhe PiskahlcbLBOShith AV access
a wirel ess network device, such as in the instances in
oditeoh priidegss ersoridad bpla third piite gety atush ps e irbet! chypleyer or the
hird par entity,. . such as. a paren enpl oyer or the

[ & heBRk RS g Rl 5158 gl Rl O

[0020f agt néteork [10GRO]dcAnBetindInd Spuitce THefcReskad@idemcludes a

aspect. The network device includes a o
computer platform including a processor and a memory and an access control privilege

database stored in the memory and operable to receive one or more access control
privileges associated with a predetermined wireless communication device. The
network device further includes a communication module operable to communicate
access control privileges to at least one of the predetermined wireless communication
device or a network device. The access control privilege database may further be

operable to receive one or more access control privileges from the predetermined



conmputer platformincluding a processor and a nenory
and an access control privilege database stored in the

woreomengIsedd operable to receive one or nore acRERBES2008/056308

control privileges associated with a predeterm ned
Wi rel ess communi cati on devi ce.7 The network device

further includes a conmuni.cati on nodul e operable to .
VYRS ALRUSEE e d PRRY 1081 PYGH 1SR H o TBRIOY Fad 1ok service
Blovidie T @detiQr Th NRAVYIKES! @BfnGROIAR! &k AP HeVd&kedQfice. The
a network device. The access control privilege
tetivabadeviceayay be further beeralpe tabdremunicate dled aaesmentpl privileges to

re cess control privi.leges, fromt . :
PGB et ey PR el 2! Mrpagivplye iy meoworke device
Y ey fureE Bp@sbid tBadoRithuni€4rBItRY Qces@ cORENOprk/iREEV tL @ network
provider or the like, in networked comrunication with

tavessneenil Kilgevicriee. THe anethesragperbyihe enategrkhécvien mgrinclude a
ﬁgﬁ%r ﬂ<ba|1cece§s 1FQ RN S 6}3te?abt1 h{% WEAERR f:eger}%r géce?sr Ie\Il\Irilcee LGtiests from
otoepreeermnedpvvlre 8sS COMTUNT Cat | on dev] ce or
ahignaatcorm@linicatibe deeicwodnd @bl ecodBytobie fseividReir it is determined
operabl e to conmuni cate the access control, privileges .
thet 20TetARoMOraceesss CORtPbIPTilces: aeviceciated wiht My wireless
o Rels I i ncl ude a network
g%{glglgém?%(ﬁf%r m"&gg:ﬁg@%&?gﬁeﬁgé@gb W relessly receive
HO2 &k s Asestwode deacudsfisesf & Gurtler aspeet.e SBheciontworki daticcoimcludes a
devi ce, %P contro]. access to the, service if ]11t IS :
ERITRH A RatNYHEN D REPESHE UYL A SMRYY- priihfi peigesk device
AABLHEARIG BB W Adbwbike adMe i€ HRSS nfRNTUDHGRIE AN WRMEGSH receive
and the’service request. [0021] A network device  °
deskin egvige fraqudsesr frampe orirel 34 ecomsnwo e Kicdedévies, i detdrmdtesif access

ST e LSBT IR PRREROR! RS s i

AQEMEIRK] BREBRS of inhdrElacEmE UbraINghalkb&s 4@ MbdcRIt&BShith the service
recei ve access service requests froma wreless

taninile deteoningavf ghe, acges epnirpleprivilegescas gssositadgyith the wireless
bk : 1 h . )
B RS, FERGSPRLALEE LD AP ERIL AR gt bt v
COMRUAICER SWitle @Rt dcobss Ponitdb] sges @ etrissomyadssckintd hictdse control
e e e e g e eS8 SO atibute
i .1 V.‘ t o i .
SAPSRL IS oy, pistnek, siames W LotalS e
canmuppicatser d@icet andrtbt netswoek acngssafbaanadude nag deslser be operable to
control privileges. Aterpatively, the ne rk device
g R Bt HRopees s obBRl Ao e Bie O dalabiel tes contro
Gl dpde Sre@sdde i d NWitR theafiPQSS BRI atiBh d¥ik&ges and an
assocl ated wi rel ess communi cation device and the
H923br Kcheuvetber hireceds prvidad frayby wr sysam Her speirelbhg access to
to icom’rugi cat.e Wi t h tlpletlaccCgsls copt r ol %%tr{ilbcft% N ntrol
AV S8 0TS SO AR IO LS Bk PSITTHIIAU 2 §Bgogig contro
a58aCinalugihgWint fccbirecotitlot ldembase aRmLIRi dRtdbiNtodR¢EIGE access control
[ 0022] Yet another aspect is provided for by a system
poyilagsht hal |coREoladeess top a plurality of services “available on wircless

communication devices. The system also includes a plurality of wircless

communication devices including a computer platform including a processor and a
memory. The wireless communication devices further include an access control module
stored in the memory and in communication with the processor that is operable to
wirelessly receive one or more access control privileges from the access control server,

store the one or more access control privileges in the memory, determine if one or more



services on a wireless communi cati on device. The
system i ncludes an access control server including an

wa@ewedaIseont rol dat abase that is operable to rECEUS®08/056308
access control privileges that control access to a
plurality of services availabRe on wireless

C @Eunic tion devices.. The system al so incl udes a

B (e AfarEq aesesypandio BEVILRTRIAR ¥ dP 2B CERSY PHREPS HK) SpafrRpaccess to
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attephptde an access control nodule stored in the nenory

in,c nicati.on with _the processor that is. ..

sl o HspE 60y idhd o GeRoRET St &S pibisation system for
€Ol dckéith 8GR S 6P IWREsREGAMINAST Qdvi&e MR system includes
store the one or nore access control privileges in the
ety efewaelspneommupisatioy deveesodnd: hdirsit eptwerkadeveess The first

ntrol, privi e Ly n. access t
FORPHC e He L BB SorBR L b Bl AR BlcP B RIS oy and o
héigofit areds atlie@smodoldt r Athephétwiotle gesesaplket inodtilbeis operable to
access attenpt. [0023] A further aspect. is_provided o
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oircleby edremanicatmuddveat dndrrodavl esssao dhaschvics if instdetarkined that
device. The first etm&rk device.ingk%gﬁgwco uter .
PPt BIOFR RIFEPUTATEY! RIIBHCRCE S6DRSSAHAC yWIArSsgcommunication
ASLEMOI tREG89Re fddubgr nodul e. The network access
filter nmodule is operable to wirelessly receive access
H92¢] cEhe sxpteas mery finisimrtindugd uscabid petoforkvlevatemsluding a computer
C nicatiopn device, determ ne if access contr ol .
BTG afids sl & Bidbepal Al vh omerc #al dn Btsotyrg! attibute
WAtEIRISE Sor6@ Y SRR MEVdpeeabdN b eQRIVEObnABE BfoSe taBcess control
the service if it is deternined that one or npre
Biévitkogss apveriatnd withvi pedetsrmaingd 3eEdess oammyii¢dtioprdevice. In such

Lrel e i cat i devi . rvi r ty s
b a7 B BRTR A Re AR b1 BRCKSERY SRR qevice v
deyingige iMetdsdicogra peioitpgdsare psadifitod mithiiaé adcaed-tegessting, wireless
processor and .a nenory, and an access coptrol | i
SRPHBIGEE At AtFas S ISHIORRY- iThe ErCTETY iPclida dofhfiasteork device

. I . _

b3 EREEYS OB, 0L RG8 BRORER, SRl B AR, s s v
ewtiae .databasu storak pe chs , meeryf iand t opeetbhortk wewive edevice-location
communi cates wth the secand netwr.k devjce to

SRR o e PP AT R ER leGicss opciish agects, the

WildhhhEkaReRE SohRSHES dsBe dWiEE]REForCRARTHALSR ] ﬁl!@ first network

device. Additionally, e systemmay include a third

th
fietigoo Hkompe ot owre I@éttXﬁF detetdimsd sceesamontrel ptividdess melated to device
%pgh%ging a processor and a nenory, and an
&ViTel ocati on dat abase stored in the menory and
FRBRbITRud, Oprecgtel #peeteVhroemdb 0€dt indthddRf @cmed, OBorh@8d program
the plurality of wreless comunication_devices. In
g@gﬁctgsg@ctsggemﬁ gfor controlling access to services, including content and

applications, on a wireless communication device. The aspects may be configured such
that access control is provided through predefined access control privileges to any
and/or all of the services, content and/or applications accessible on the wireless
communication device. Additionally, aspects provide for limiting or prohibiting access
based on numerous access control factors, such as content type, service type, location of

the device, time or any other device environmental characteristic. The methods,



third network device communi cates the device-location

information to the first network device if one or nore
w@boosheseet er mi ned access control privil eges rECHUSH0$/056308

device |l ocation. [0025] Thus, present aspects provide

for met hods, devices, conputeP program products and

a%stens for co trolllng access aH rvices, includin

FAEENEYSATTES AP ICPRANICHREOSTYR RO WS OUBGFSE é’PPTé%l may be
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control 1s provided through predefined access control
prrcledd egeorkt 0 any and/or all of the services, content
and/ or applications accessible on the wirel ess
communi cation device. Additionally, aspects provide

for limting BRIRF WESTRIFOIGS €15 THIRPDRA WINGETEr OUS
access control factors, such as content type, service

tapgel Thedisclcdpspagts Wil ﬁl@r@maftplrrbe sleseaibpd onheoniwetipe avith the
%ip Ipcrieoc{] M &agc b[%é@l{d%& %% llu§ttratg an ogt tglzt‘ltnp? &il% dgs%y%sécﬁ ?Spects, wherein

or con

Hﬁ@@é‘sﬁgtﬁﬁ@ﬁsrdﬁnotmhe blememecaﬂdad v@ncht he w rel ess
omruni cati on device or they be executed Wi t hi
00271 Pt dsi8 bloslragriom Gt pssiss piey ErbexcdTastem for controlling

RRAW NG, LO0RConT e iRl R3RE. ASRERhmAIiIn heLpLaal ter

I'n conjunction Wt appended
f028j ngez, 2prsoblod1edilagaml biustweaverkadaicwbastd sybtait fdrhepntrolling

di scl osed. ects, where | i ke desi gnati.qns denote
i‘%&sse‘?ne%%(HF %npﬁcmng{%wcw@?ﬁorég © Wiith an aspgity ok

fio29[ amg°f3 @ abeo@fc RBpr AR \UICEWRRREH d8Vi8E &P dfkrolling access on the
control I ng access on a w rel ess communi cati on devi ce,

wircscomiancieatint devin, mwﬂanqe@@ﬂsqnomeg asyet;s bl ock

| a of an rk. devi ce-based ,syst.em.f or :
FURBT o1, LR 85,57 o BSOS HRURT o Frprting agees to @
vitcRESQIralAGSCatWn dbvaR, msResitand0PidPdn &Speet; 3 is a bl ock
d| a%r amof a wireless device for controlling access on

00811\ Fia 898 a bippldhagrami o e ridvypkedevias fae esseyirEcadwitening access

Qﬁlﬁ}oﬁﬁv@eﬁ?% 'a?.lo%’a%% Wi ﬁh%noée% Sipdet ol ock diagram of a

contro ess to a wirel ess

pseuNnFipabiion esk dagrannthac dhrsdaﬂege ni¢théd &or @spelting access in a
[0031] Fig. 5is a block diagram of_ a network device
PyFlche COMUIUFaHARY dtisPi PRPCHECHY PrelRtingl @ spmprynaggéien call from

‘g?og%%ﬁ%”&?se&"&d“a%gul%%r ba%é@%%ess[cﬁggﬂ aftliButc SadBrding to an

lagramthat illustrates a net
egatttol 1 i ng access in a wrel ess conmuni cat| on devi ce;

BBSSL oLl a2 Bt SRTURAS3SL8 S5l R, sres i
GARIES! cahhhRMGh AGLQL disp&itiQIRN RSPBRIng a web server from
communicating data to a wireless communication device based on a location based
access control attribute, according to an aspect;

[0034] Fig. 8 is a block diagram that illustrates a method for controlling access in a
wireless communication device; specifically prohibiting a communication call from
being placed based on a time based access control attribute, according to an aspect;
[0035] Fig. 9 is a block diagram that illustrates a method for controlling access in a
wireless communication device; specifically prohibiting a wireless device from
accessing a web server based on a location based access control attribute, according to

an aspect; and



[0033] Fig. 7 is a block diagramthat illustrates a

nmet hod for controlling access in a wireless
w@oovsnese@t i on devi ce; specifically prohibiti nBCHUSZD8/056308

server from conmmunicating data to a wirel ess

connunication devi ce based onlfé | ocation based access

troI rib accordjing to ap aspec [ 0034].

O3] aFist ohis aﬂ?@f diteRne! § i By aetboch isgatre Pg aléess on a
GABRSOLIhRh BERESRyI R, RcBidif] BShof@MmyBLCal on devi ce;
specifically prohibiting a comunication call from
bei ng pl aced based on a tine based access contro

attribute, accordin - 1.0035] Fig. 9is a
bl ock di agram t hat ﬁ#ﬁ@ﬁﬁ%‘?mém ) INfor
Ry OThé RPcREC EFcEN Ppivatud] S&ShdRMIbibGRE fﬂ@grgﬁfo@@uctS and

specifically proh|b|t|ng a W rel ess device
B@@@Q@Qﬁsn gow welh kerdeeritivdsewraorfubly | bxrainpier b\a@edeference to the

%ﬁ%g%i?g :(_i%)v!zm %tnrllv%l Elf lag%%% rfd %rhgginnvefntlon a?‘% Bﬁ am} The devices,

m@amas frﬁéth@dmtobﬁiplutdﬁ Cprog@ s frodictd \whd §lréSSsors rnay, however be
conmuni cati on devi ce, accordlng t o, anot her aspec

eryedieEn pEScHiioTnekoyeed)shay nﬁ%b%wtra@w&:@@lted to the aspects
aPREAt He?emm?ﬁtﬁgrdsc 5%05%%‘[? raurg éag&;laéﬁ @{) Stﬂ'ift;{lﬁs %ltfkqlosure will be

processors how W | escri nor e
theraighaht eomwldtdj andafwe]rl éunbecdnocy te saomn&thaj/ﬂwegtion to those skilled

dr g ich_.as ts of t vention are shown.
Eea%vi nﬁ%ﬁ&?ﬁFﬁEFﬁﬁﬁ¥ﬁ@ﬂ§ 1@6 ‘er program

U031 CTrRe %Qo&r DGHRER S B ibel MRV Marc BE BARRALL it a wireless

many different forns and shoul d not be construed as

tommnueidation deeicas péctvgré@s ¢ammhnikerai devicat qaer alse hasealled a

e pro d so, that S dIS osure w
B ateS sl e H el e Py P BLS FGe Shtibw dBpess point.
Rimdtd Qeﬂnﬁﬁzﬁntab&@s tt@niiRQ S @s&Kickth®dl, | wsef RBer@! b udel kRvice, or user
nunmbers refer to like el ements throughout [ 0038] The

CEHPBEY. oS pubscsibar staters mey hede Kelhuimiclopbonan aceowidlewt ictsphone, a
S48 5 SRS 90 R85t ol (ELEP gy  pevon
gigithli @ssistant SPDAGY b Bandhend tdﬁvﬂtm bhial/ @ g St éledncontdEtidnecapability, or

r@rmte stati on, access OI nt, renote term naI access
PIOFTRTRETSSINg Sl8YIcE EPRACRiRA o padiclesyBIECMy yser device, or

t{ﬁl?§ eﬁfé'smgéectf?r%vﬁ%% Q}%‘Eetﬁ‘st %étl%ﬂs”&é’vuﬁ% a‘?idcc%h{ Ldke‘? program
ephone or dl ess te ephoné, a Session Initiation
ﬁirodtwts dbr ctﬁlti%)llnpgw@mss ® wirviebs senicot allld/bloalppl(CVWLdn)S on a wireless
station, aerson |taI assi st

t A
FIARTHRICY e P HES 1 9\2 7 efesse GBﬁ‘ﬂ%‘H%ﬁfé ghc 5t iepgsg ypontrol is

ﬁlrovﬁfea Qﬁroﬁ%l??&ﬁ@ﬁﬁ& éé@é’ss CBnBAPIRSIL LS the HpWi tb %'n? 2Ad/or all of the
nodem Present aspects QEOVIde for systeirs,

srevilged @ont@@mnﬂé@ apntcationpacessi oglrfé%mVprQb@a cogInfupication device.
gop tsrrglgrlil : Oﬁg%gﬁe% Sm%f 8?0%5(15/ 67 3cccs® Qotn%rotl on c{ewce level, as opposed

to a service or application level. Additionally, aspects provide for limiting or prohibiting
access based on numerous access control factors, such as content type, service type, and
environmental attributes, such as location of the device, time and the like. As will be
discussed at length below, the methods, devices, systems and computer program
products for content access control may be executed on the wireless communication
device, within the wireless network or a combination of the wireless communication

device and the network.



conmuni cati on device. The aspects may be configured
such that access control is provided through
wpe@dabisned access control privileges that appP@I/US20881956308
and/or all of the services, content and/or
appl i cations accessible on thélw rel ess comuni cati on

device. |In.this regard, the aspects may praqvide for, .
H’&é@ksRe%Ffe%Fo 5ig al e black fliagram oha %@a&éﬁ R%es pgoviding access

S&Hl gtga fWire?e@p LofRfuhRBtbPYE)ice Addpicicanah ko ill@§hpag&{ &pect of Fig.

: ice
provi or limting or prohibiting access based on

hutire raocrss &ottes sdotamiragion fraedess s, cxsoahd as theomrelnss ¢opprynication

ervice t and environnmental attrjbutes, such,a
A 8 P B B O et B Rt R e i R dhe access
ol TS REM Aatib® PASRsPR) BVexddugd it hasksvorkl @4iie€Ssuch as an access
systens and conputer prg{g\;am products for content
e

edes dilighdevied onty e vyetamol) dereribgd i Bigs 1 includes wireless
goorn urq{c?t?otnl erll'cdee*\? é:n%,’ ne\{vI &ily d’]ev}cgemwwinecih.%%éc' innv%}r\e’\fggskco% %ﬁcation
(of0) I natl on Of1 the w re‘ivess cormuhi cati on device ancfn

theiangioesskocfy4aB. Referring to Fig. 1, a block
diq?ﬁr am of a system 10 faor providing access control in
B0} elresosnecisnptinitbanstynriadiiccel 4 Rrodides faray acesss epprol database

Qﬁ | st F@E&‘%sas&%&ts %Bnt%lg ri%ilféeQeZQCS ﬁluﬁﬁ%}fiok‘rom a wireless
d ed at t

eternminationh process is exec e wreless
caommunicetédn devickel2 ard/oAsomimuhichgorddscers 24 thait s opdrated dg a third

to Fig. 2, further aspect rovide for the access )
R F%Ftyﬁlé?r_e%ﬁ Atcerortpiak alkieess B2 8% bl depigredaio the wircless
A8LWOLK0HBYT £8essTY %%ﬁ%s,%nﬁ%ﬁpmorgéf)@ﬁﬁ&long kot 8Fe acces]s_ible to or

device or the like. The system 10 described in Fig.
fascle udidlsinvthe etiesdsss clomenni AetessocondieV iprieildges 222dingkidpemk or more

icri gutihalbles 287 phuae TS sl RLpb A st Aigronttol. Access

Ot beriB\a¥d ZRinkfuidel BltiadeBotlhit@iNof6@SShdA RbMm@lunication may be
dat abase 20 that receives, access control privileges

pepelyefmiti where d comppnigaieny anas sbec phaeadi canticnn thrsy i gesvice type,

éﬁ%ﬁ?{ggﬁoncg{;&gmnﬁ%%f gnﬂ?o%%fe%&iéttﬁ&ﬂgs is C}hgzi)seé’eggl%ghlpsm location

par tuser CESS ¢on
of the Wiegss cédmaniation és/ias shgrdday,airhdhef weakedndske like.
device to control access _to services, content. and/or .
E9AR1 A Brl Rasty cnibausee 26 Ja3vhhce f@roexamp?eeébedwe\kew?wce user, a
Y, .1 Aece ont.r Y .
PR MO Son i L8 dARRCRReG0 ! (hplBler b ool over device
wdressh adefwork sthecepapantet, ardevicormaudassec angmyobtherAot g shat may

ontrol. attributes 23 include, but are.not linted to,
b7 BihOried it Rt s SSeeoptiaialin Qeytchilan The fird party
SRITMNCEE IR WBMnRAIRAERD ac &R B Rkolt YRGS Qfﬁ‘al any known

type, communication length (in time), environnenta '
eammubigetean densh 34, gedyraspiresanall compiton 28 taptop 30, wireless

w reless.co ni cati on vice, tjime of da tine o .
BBRUER R HTHY 38k 80, B0 08 kb orfihy8¥on: 4 et may be in
RreB)OnBunit Qlone 3G Qiretdbe comntIngSSiolleM GathusefworR device 14.
Earent havi ng control over device access, an enployer

ﬁminﬂ)@li“é‘ﬁﬂlﬁ deyiceyYbmay agtpidece with network device 14 through a’conventional
network interface, such as an Internet based web site, a private network portal or the

like, which is implemented to receive access control privileges 22 from communication
device 24, store the privileges in database 20 and communicate the access control
privileges to wireless communication device 12.

[0043] The wireless communication device 12 includes a communications module 38

associated with a computer platform 36 having a memory 40 and a processor 42. In



access, a network service provider, a device
manuf acturer or any other entity that may be
w@iokoedsged to control access to wrel ess conmeai/Us1009056308
device 12. The third party entity/user 26 may
conmuni cate the access controﬂ2privileges 22 via any
known conmuni cation. devi such as personal
muiE) 38
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@otﬁfﬂl?[ (éfranmpé@qoaﬁml@é APEESs 9@1‘[@1 ﬁtéq;‘laft? 25 Higpesess control privileges
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erabl e“to receive access contr
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epattsolll 6ff the @ontlemgﬁ(bamiéortdpahcat@n@ P2 residieg Dm addpeagricsseble to the
i f % or re.aceess gontrol privileges 22 apply to
{1 8%%§§m%T¥%HﬁE(§§§3’rated with service 48, content
fid4apdhanitidpaly, Gatdhadpdets, [HCeRCORES BONIE M4 may include an access
privileges 22 may be conflgured to. rohlblt or
el Wha énterfpge maéld@§é operableder pioyidinggwirglgpt eappmgipication device
/ a 2
BRS8N BRARLE SR s 2] i TP log F ke, fhat allonys e 56 10
mﬁfc mi/orpccmﬂgu&g asceg comyol heivilepés Qr eCorfigahing hﬁé at:chses/ control
t rol access to nore than one service 48 and, in
25% pR ERY mfévq? byt is et Witgd i dnnugingy modifising. ispensing and/or

M\‘}tfvﬁja 239 @'csﬁdl%hﬁﬁﬁésce'lt Is%btlch Ibe rgoq&ia'ﬂﬁrt tﬁ@%ﬁcess control

access control privileges e configured suc
phategeh @ monbe plecanitgssd 1tco akmlvtfop hger aoodiBertiob0 suspemsson or the

d/ or nul.i le a Ilcatlons 2 o) ect
B 0Bt s oSy POTrol u Ches Bn 2 b BFeH fayred such
2t A0 R nACHRBSIARH ot &al%é"%hélﬂg"e@'t@stﬁe GRBIY NoGAbI Bfvileges. For
device 12. [0044] Additionally, in some aspects,

exerds iChatacedss nmtml@rwzlegﬁa;arq eroifigieeddry abodgerty entityosuch as a

175l DL AARTEN, B 0p S6RELE BB RRYAN T wer 56 i oo
atﬁh@ﬁiedct@,mﬂt&&haagesﬁl Aicspitayplyl, it ekf@belcgss bR bdck&onfigured by
that allows user 56 to_ view and/or conflgure_access

ewhdpothep thoprindlgaes may bespmfigiied fegrlioefosdeediBeationt suspension or

the like. Additionally, access control interface module 54 may provide for a user
interface, such as visual display, that notifies user 56 when an access control privilege
22 is being implemented to control access, such as when user 56 is attempting to access
a service 48, content 50 or an application 52, e.g. a service denied message. In addition

to providing notification that access is being prohibited or limited the user interface



privileges 22 may include, but is not limted to,

i nputting, nodifying, suspending and/or activating the
wa@ewedaIseont rol privileges. It shoul d be not edPCTrES20081€56308

access control privileges 22 may be preconfigured to

al l ow for user nodification, ddspension or the like

or, alternatively, certain access control privileges

g@dﬁlﬁ;45@ayppr8@61ﬁff? F BT Q0 diiy O tmaparanily spgpend thetaccess control
athnon i zed L. jyake changes to the access contro

privileges. For exanple, if the access contro

[H045] | Ehesompeter aidtifgur 86 bly warctdss redmpamigationt devyce 12 includes

such as par ent an _enmpl oyer,.the privileges may, .be
Bt EwRChaRerhl © Repiegtoresing eathilis e SARTEhIRE module
ghangercesd doRfBRIERIY 44.1 Tn tHHE réaky,i pro6&SoMAY GrHEEE processing
configured by user 56, then the privileges may be
eamabiliguitedlew agcesswwonapl Al fagkatd do detoumpendiong armore access
he like. Addi+ionally S ntrol jnterfage "
OB & EUeAR L BUT U4 REGS TN T plelb oL 32 Fnaygacdiionally
itichidal prat&pingysubbydmN @8I fhiae ard©PErable toh efbi tike E@SSionality of
control privilege 22 is beinq‘inglenented‘to‘control )
sRremyRicatQicfevaes Lha ths pensbility optheippmuycationaeyiss ongwireless
' 48; : (W ' 5 :
B 88 o SR QB R b SRR o Anac provide
eotitohineatal emd/bhsthteaofoemstiomstobthe pgeqss obnthnl tnectiude 44. For example,

l[imted the user interfacenodyl e 54 na rovi de f or )
HOMFSEPCED ATEH FOMEA T OB 19 QUL TDHISS 23 (Bl grovide for
fRMSRbast@br e HadGLRS Sss@bh 8PN s{lﬁpékégctg hEe ﬁl‘%g&éfn%rsubsystems

platform 36 of wireless communication device o
Phohydesclpteopesiar ddéRrmhang issbsypermabfe suah ps @viGiebal Positioning

SLRGEICRSRTRPI R stithe b SPRPPIR 67 G Tt Eeodu B pgecion of

e Qe IR Sanld/ R L SIBLIN Guiss3BBRI b2 bijerbBle bt A¥leARBAHSa ¢GiMY 4tOWhich an
filter logic 46 to determine If one or nore access

2oR%S HEenp agchis g ed dgiiond plupsistenzn (Nt cBasn e mbto, bayicluded as
' (VY d [, F .

BB S e M RS PSS RO TSR o determine o
predefinednidtdsk yomtol aaribmni2eat i on device 12 and the
operability of the caomunication device on wreless, .

Hﬁh"ﬁbr Kigg 8 Proviges ledsainagmsiipeiaion o asestermy/U; fRe priggiling access
EQTRP BN bdrel @ o RFnM ] HBorB BN ELR 'H%Bl{c%lg MO ustALLaspect of Fig.
Information to the access control nodul e 44. For

2xthoplesss contsd netcamprobds pracseds neoviirk sbrvprei accéssge sx@dted at a

include attributes 23 that pr.ovide faor . ..
POt GrBaaBai e diseshesd ot G08t et evirn 72, dyditonally.
ARPELIE nfaleHrovias a6 Wiy RoMEANRHSRHARY dcB8ds Udtrol of content
posi'ti on determ ni ng subsystem 60, such as a d oba

Pukotdpphtaipnsyt emideGPSyirdatsipstremnieationHa. | The system 70 includes

ble for. i ni hic. | ' f .
RS R0k S I 198 BR0H ALl SRR RYFlec i are

el RN anitatiod B vishiiedelmetr@R IS, alit 6pRhiti® aUkeBice access
Addi ti onal subsystens (not shown) may al so be included

dcridedety depentiiarg i twieclewy | qoaHmEReationanigrise d2aoe another
ESRALhic AR HEGUE T Eithet 02 RE&N B Rirdtess device, may attempt to initiate

communication with wireless communication device 12. The access attempt is

intercepted by network device 72, which acts as an access control filter to verify that
access control is enabled at wireless device 12 and checks with network device 14 to

determine if any access control privileges 22 apply to the access attempt. If it is



predefined access control attribute 22. [0046] Fig. 2

provides a block diagramillustration of a system 70
w0 2008p0e9896 di ng access control in a wireless  PCT/US2008/056308
comuni cation device is depicted. In the illustrated

aspect of Fig. 2, the access dédntrol determ nation
arocess for netmork ﬁerV|ce cess i s executed at

PRI AR CRTBhPHEEEs 22 ABRY aion SEReK fiFyige7? prohibits or
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asmigices krodey 'vxﬁ&lgsg cHhRiAatien U&vivd {Bh&FSr communication device
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eiﬁplos;zer hﬁmyg afohﬁﬁlpbvérodeb\ﬂd:d l&deSs, CO MBWUTE as‘ehfid&b \p/tdvlitier a device
W rel ess conmuni cati on devi ce 12 The access attenp

manyiaetare tasy eTRaffo et gy heeautboriagite Woﬁ'@?lsa%§55atﬁ wireless
@]ﬁﬁla‘&t?&lt &e,lecef ﬂ t @fé] e tird e&a—%’féﬁubb@% Qﬁ}ﬂﬁﬂl&ite 'thce access
ena evi C

at wrel ess h net wor kK
cdetiot eprivdlepes @2t an mnyekncﬁwmmpnamnesa&onodﬁwqml 24, such as personal

r|V|Ie s, 22 apply.tp the access atienp }

PR ’n@@totphg{‘) }é{(&régé% CRPHYHA IR | VF@g%?soééheaﬂfﬂ?Fy, As such,
tRBRuRRLNET Kade ofy 7rga§pr9@' B twired  tdoinbiSichilsh a5£ESS wireless
according to the preconfigured access contro

atmlmubluatw P8 withoawdrkTdwyiaseldno rGorIdeumlczélolmdqytcevZMmgy interface

C dat abase 2
2h BB BB B T i Rieb oL TS o pb e AETH S Risbas an Internet
B3R b atel biivhRSnetWorkMhored oRftige GRETMIILKE & BfpIEMmeMed to receive
Wi rel ess conmuni cation device 12 and/or conmmuni cation

teogssc eorpml tivileges dhdiom sampyunicatipn rdgvisaridy store the privileges in
?ﬁ%aSX/ZHSaﬁd C%ﬁhmlill—lh(%té Pwlera%cg rCB%;{té&Eé eJrﬂ% &S%rwi%gl &B%HHSUnlcatlon

€ss aren havi
dent¢o . over device access, an enployer haV| ng control
over device access, .a network service prOV|der

HWOIBL e Neivask devige d? ip ppaable Jondstermmipingyif aeeess ?{«W%@rwﬂeges 22

[ t nS [ [
S 55 SRR, SR AT G2 i

ccmnmumc@iane dehee d2ceAs sudntrremfoqkr dewidee iz snc®les i aa c@nsnunications

kn ni catl n d VI such as persqnal

Bl g 4 ?Oam ingJgath §f‘é@a§m@omﬁf Angj @ progessor 80.
é"gm‘ﬁ{un'idﬁﬁoh ‘nl&ﬁiuleA% %%ﬁ%rab@@’fﬂ"ﬂéﬂh@s@ﬁhd) Fbc@ﬁ%'a@@esg Lo privileges
be in wired communication 34 or wirel ess comruni cati on

123 cpinntunigatagoframdestivork glﬁvwecdxmreeam @ﬁceﬁe\mwsmfr(vmywmless
terface W rk devi

G G e s e SR AR a2 and o notify the

haskds vehmahicetiortdpritasal @cdtel WY Kedpoddn@ld @f lithhied bhded.on access
which is_inplenented to receive access cont r ol

pritipl psgdezc o Memeny I8 rintindesaan dscreipngel medulst B wotuding access
Bl If‘f‘tgtefbgﬁdqm. The access control filter logic 84 is operable to intercept access

attempts and determine if one or more access control privileges 22 apply to an access
attempt. The access control privileges 22 may be configured to prohibit or otherwise
limit access to a networked service in terms of any preconfigured access control
attribute. Control attributes 23 may include, but are not limited to, from whom

communication is received, to whom communication is placed, content type, service



dat abase 20 and conmuni cate the access control
privileges to wireless communi cation device 12. [0048]

wNeiosoedseclevi ce 72 i s operable for determnm ni ngp@T/US2008/056308

access control privileges 22 apply to access attenpts
made by wi rel ess communi cati odSdevi ces, such as

W rel ess Connun'ca ign device .12. As_ suc net wor k
BeGi %‘gm?[lEn’iCﬁté‘f% H]aé) 6Wﬁ\jnF%Vé’Eqn8’r?§t%HU %tesﬁ@uﬁlﬁ @s geographical

RRIRM dN@e Q\Jl?etlésg anzfﬂmﬂ%ﬁbﬁ‘ Qe@cmﬂﬁ’é ¥f 48, angd @f week and the like.

processor . Communi cat 1 on nodule 76 1S operable to
Theaesss ammtrcrlqnem@gesa%wsf I ponfgurgel such| thatethe Zontrol access to

co nicated fro wor k device 14, .to receiv

FRGLLeR T Rvidh it o CORRINCEY Alo" i FEEEe S ARAEER on the
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tz@rahﬂcﬁccﬁsl dodfrol @gdalB48.i b eperahk® 151@0&5@6198@ Qjﬁéwdes processing
access attenpts and deternmine if one nmore access

e%mbﬂlar tprllov asgess eptrabfiltyr tagicaid 42 @é&egmmetlér?@@ OITH@IC access
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pro |t 0 imt access to a networ
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gtatei infmmenemirelated td butadess dswich ldstoqéoglp@qahlcoaﬂrol module 82. For

Iocatlon of the wireless ¢ devi ¢

G20 RO Bl REEE Re PR RRE! 22 S ing e ptBu®l 23 thac
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access to nore than one service 24 and, in sone

athsedens 88 magfinelyde qwsifiog edetaminingi yubBysicrp 90, hach as a Global

%&&Cngﬁé u%%ng 0 d;ﬁ)ogﬁr%sgﬁgﬁlc or t %19 Oﬁ]'lge], d@se%‘glé 7@?' Jié{errmnmg the

pevgrapthécslopatiurestSeirel8 ctdmahumsatmmedeabjeelzt andporavilodek subsystem 92
proceSS|ng capability to conmmuni cation nodule 76 and
apgelle fobsictesniniRg (e tims. 2t Whiqhy an agepss Rtteppbosswsr Additional

Q{bﬁ%@t&ﬁ? Rl MERSD Y APBO cld¥ ats ge@deh%@?‘%ﬁﬁ?gsoc‘n FRU Rbnmental

g| c 84°to determne if one or re access
ation stdte pondriidrsgequid tadpieymine agncdrtioed sccatst @mpdl atfftbate 22.

BloR0 S ethe e PEaB ot TRt e o G SolE 0 EiMre gabese 20

fe‘df&l‘ﬁ{g PNk bk d%fvw@elu%'dl?hg ﬁé’de§§coﬁ1@ro@ﬁ‘ﬁelt f&)%lcoﬁﬁfe@féﬁﬂg fn¥network
of the network device on wrel ess network .

m‘@@e%u mgotberhsypseterts 18§ hrafeasinls] md@cwnm @cmess t:mttol attribute
Lron

men i nf or t|o |l ated.to
RS 20 TR B RN B g ST o T BRI P B
foos1pxanphyBicrh 70 SOFRs. Q%Wlh&lud@,c@@&’éle@@é&nﬁrﬁhmcation device 12 that
privileges 22 may include attributes 23 that
includes a communications module 38 and a computing platform 36 having a memory
40 and a processor 42. Communication module 36 is operable to initiate and receive
service access attempts, as well as, notifications from network device 72 informing that
service access has been denied or limited according to access control privileges.
Memory 40 may include an access control module 44 that includes an access control
user interface module 54 operable for providing wireless communication device user 56

with an interface, such as a display interface or the like, that allows user 56 to view



provide for |ocation-based or tine-based access
control. In such aspects, the processing subsystens 88

woreasiteasbaide position determ ni ng subsyst em 90PCHUSINO&EB56308

a G obal Positioning System (GPS) subsystem or the
l'i ke, operable for determ nind6the geographic |ocation
of Wi rel.ess communi cati on devi.ce 1%ﬁand/or a cl ock
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@&ﬁﬂ)‘l de%gs LACHECR RS ﬁééWSS e atEHrﬂlﬁH EQQ %@ces&vﬁ '@‘%Yce% @&Ment 50 or
i ncl ude an access contr ol that includes an

acepdisateoni?. oln addionity pm'vﬁcangnﬂtm‘émltlen Bt @mssalblbelngmrohlblted or

r Qv ng Wi reless conmuni on devi c
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bdrats @Jn{r@y\ﬁ)ruﬁggccéﬁs a&@m&ewand/or configure access

control privileges 22 nfiguring the access control

KOS | dyesrtpiayasperey, yaeh a-bmhen syviom 10 iy liraided t9, access control over
LARALLI G b SHRRP L0 BNGhRY FEFLARH, I pfGiaes o

m%@‘onﬁohfdrwbnﬁht wnd/@mh@a&wmayhabeesmke@oﬂfei@mlm de®ice, access
allow for user nodification, susgensn on_or _the like

entro filter logtq 4emay bedimitgdroieburrk dewice /31 Hpy v dpydhose aspects
Q{g‘dﬂ%ﬁang G\l;ldésh cek’sS @btk 5‘\%& content 50 and 52

#2 wiBoh,
aut hor i zedp}% tot access control
mplmaﬂlcaga@mdﬁgromﬂEmpirdﬂﬂ devidee ttwcms& @ohdt alodule may, in those

Bl SR HE R S A1t i 36 e BBl obtcpainine i

9&@§s‘ &iﬂfr%ﬁpﬁ%?é@& bﬁﬁpﬁli% a@&nﬁ‘@ td"Q@ceﬁulBE'ny' #61dd OnteRKR) and or

ch anges, however; if rivil €ges have been
@pnhfca@cnmeﬂl byThm rin 5Boset hmhqammp i willidydlc wegespeontrol module

ud‘s? Ectéceess é%ltaol ﬁtgr :l%glc 4 g f gl ngé'n ! rlslo%g%t Enfo a(geéermme if one or
ﬁi@@meﬁsﬂcoﬁﬁm miarpee2 X prlﬁtwﬁﬁiccbﬂtaﬂéﬁl € 8sso&btel wash, content 50
vi sual d| spl a that notifies user 56 en an access
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Servi ce cont ent
communication module 38 from network device 14. The access control privileges 22

may be configured to prohibit or otherwise limit access to content 50 and/or any
application 52 in terms of any preconfigured access control attribute. Control attributes
may include, but are not limited to, content type, service type, environmental attributes,

such as geographical location of the wireless communication device, time of day, time



an application 52. In addition to providing
notification that access is being prohibited or

wo povstieded he user interface may provide for theCT/ES2008/656308

nodi fy or tenporarily suspend the access control for
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BREEAR DL he U &GP Gt irﬁlﬂy ASMhfiRi Qs data across the wireless

network, such as remote sensors, diagnostic tools, data relays, and the like. The present
apparatus and methods can accordingly be performed on any form of wireless
communication device or wireless computer module, including a wireless
communication portal, including without limitation, wireless modems, PCMCIA cards,

access terminals, desktop computers or any combination or sub-combination thereof.



wirel ess network 18. The processing subsystens 58 nay

i ncl ude conponents that provide environnental and/or
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exanpl e, in some aspects, access control privileges 22
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Eh¥ieonnidhe fe ReRMss B PPREM Y Sofidrd @veRPEd ®3MQualcomm, Inc., of San
accordingly be perforned on any formof wrel ess
Pégrubiabifarnign dhar canbmeygnyvepegsnts grpl berutlad|tat, for example,
%5‘%‘%’?1% ‘?é 9«%&%1 wetegoﬁﬁ?ovr\lﬁ o‘r%gpﬁlgdgﬁﬁféé I{]Wﬂ‘glﬁ u@fﬁ? g@%@&
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haydrars SEnpars. sRfbvae and oRbIaeas Gstrptitest prile s pgigpnality of
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at can receive an te routines an
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I 0ab&]2, Rt BlethalnCdéﬁﬁﬁlt efmdik pidcedife Sundb& Opdwg Ini@gement, digital
Elrgr(l)aﬁegrsoggssgrz m\é\g]slaglgg,n%gll bnelanaager Bluctooth® system, Bluetooth® LPOS,
position engine, user interface, sleep, data services, security, authentication, USIM/SIM,
voice services, graphics, USB, multimedia such as MPEG, GPRS, etc (all of which are
not individually depicted in Fig. 2 for the sake of clarity). For the disclosed aspects,
processing subsystems 58 of processor 42 may include any subsystem components that
interact with the access control module 44, such as position determining subsystem 60

and/or clock subsystem 62.
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system Bluetooth(r) LPOS, position enal ne, user
Aeterspingdb ong| epore ¢SS ePYTeRrivibgen 22t 4pply to an access attempt
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anong the various conponents of the wireless
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SOUTRRY 28 el e e ied SN thal S SRR A i s o serviee

1% end anddine @é}idct@n al0bf el seBddds ABRABUIE 6n BRL WEREBSsS cornrnumcatlon
W rel ess communi cati on device 12, the network devic

doviein i mBEWESERTOd i 25605 Fon TR GhaganMeatiegioneH sugig hat they
Bhtrol BEIHER Ih!?l(ﬁpfee&ldl[eﬁ't 5@ itBak qm&emultlple applications 52 and, in some

aspects, all of the content 50 and/or applications 52 residing on and/or accessible to the
wireless communication device 12.  In some aspects, in which the access control
privileges are not stored locally in memory 22, the access control module 44 may be
required to initiate wireless communication to retrieve the applicable access control

privileges from a network database.
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wrhermstion el sispmptipn, by Hac wpsr if dhe C%WWF‘E% ﬁ%ﬂ%ewk@xample

r"ﬂ% ﬁﬁ@clﬁﬁmﬁl Wﬁﬁ?%r&l%&rbem&ﬁ‘a s@HCESSK e?rloo?}lrd a mouse, a

eges are no oca y In menory 22
w@cbssreaodtspkay arodubphohd, ey Iheertaquispets, tle mput mathanisms 106
wre S connunlfatlo etrie
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i ncl ude an access control user interface nodule 5
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i@z%ﬁ TSRO bl RO R AR PFC R Bispay acces

eprroabie ifterfagesovi di ng a user |nterface such as a
disg}aﬁglnterface or the like, that allows a user to

(084) aRefesing nFiggdr acEeiag 4o aBofhelopsDeet ¢idegled bock diagram is
HROE-5% bF DYtk device 72, which is operable for determining and implementing

access control. The network device 72 may comprise at least one of any type of
hardware, server, personal computer, mini computer, mainframe computer, or any
computing device either special purpose or general computing device. Further, the
modules and applications described herein as being operated on or executed by the

network device 72 may be executed entirely on the network device 72 or alternatively,
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limted to, inputting, nodifying, suspending and/or
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Vi C urther, the nodul es and
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firmware, software and/or combinations thercof for establishing a wireless
communication connection. The communication module 76 is operable to receive
access attempts from wireless devices, such as wireless device 12, query databases for
access control privileges related to the access attempt and notify the device attempting
access if control is necessary.

[0066] The memory 78 of network device 72 also includes an access control module

82 including access control filter logic 84. The access control filter logic 84 may



by network device 72. [0063] The network device 72
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O aCes Pkt Bt Ont Hab B2 A, Y S a PR L SRR vices 48
@nillaBlRIvhi thalvireRss ¢diehesitatidnilicenabl es communi cati ons
anDn? t he vari ous conmponents of network device 72

adhp aeareerentiod nisilo¥k otiaetiveEk devicaw? Sisglditionally includc
%’%&ﬁ%& %%ﬁroqnnoqg‘é%t"fﬁ r&l& "émﬁ4 Zl'é‘y\n%; Iegegt%lgg%s ﬁ(ﬁtﬁ@%gcﬁle wireless

conmmuni catl1 on nD

cantausichtornaf disedse, isf plromlm&é ors Giiiwdr e ’rdhetification 114 that is
conbi nations thereof for establishing a wreless

%ﬂ%ﬁ%%"ﬁ@ﬁ@nm@o}‘{ﬁél@ﬁﬁ dRVicTn? axmhni dsplayse woehﬂ yseygand may
biPRAY pRbEdd Rr rtﬁecﬁée\‘?o §’1%i5 arth/ &EB; g}lrJ {H'eoamcggs c%h@élsto override

evi ces, such as wWrel ess |ce 12, ery dat abases
amssacmmml; footitiy partlpuhaw alccege sttengptat Edshbmldt renated els® suspending

Eish1Bp o P et Kool B ey Whe abis ) Serg ool Dileees have
Q@e\ﬁl Si€coldigdt R0l aﬂﬁ)l\x}" ﬁﬁ"ssu@l‘i‘ sasciﬁﬁ%n %ﬁé%f HodimAUbL SRically at the

i ncl udlng access control filter logic 84. The access
diseretion off the te@tntyld@ﬁnmgshle meyisrrontrdlepradleges cont r ol

ﬁfo@?ic e%E%rrmg %I ﬁlgl%oagc%gdlac%oe Sauslotﬁgrngsrpglct ae({e?alfnd nb‘ilock diagram is
presented of network device 14, which is operable to receive and store access control
privileges 22. The network device 14 may comprise at least one of any type of
hardware, server, personal computer, mini computer, mainframe computer, or any
computing device either special purpose or general computing device. Further, the
modules and applications described herein as being operated on or executed by the
network device 14 may be executed entirely on the network device 14 or alternatively,
in other aspects, separate servers or computer devices may work in concert to provide

data in usable formats to parties, and/or to provide a separate layer of control in the data
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enabl ed. The access control determnation logic 112 is
operable for determining if o8 or nore access contro
rivileges 22 apply to an .access atte . In thjs
gyl cn ie sermpwaicaion Ao b heangss @Héapyil%@ns executed
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control attribute 23, which define the access contro
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[ t m ¢ ni cation
ROt} EbkOfy' BepkOT AISTGRITL S8 L RORPRY cifmop, fq, gomputer
bMfferms efihe s dapabese 20Mihy tishiEBloat ofinbrd Hasha@fecmEityallgSr may be

geographical location of the wireless comunication

pvscsandary pitegfary sirage dgwcesugbekmagnetic media, Raticatmedia, tape, or
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e Rk furBfeh o BRT pRero A R AR B oSG 122, which

amiag, bd an sapplcampeptsfic aihtegofted hacwen VASKS’)48r avlair | cipset, logic

on the w reless conmunj cation device. [0067] The

SlEQR's ST BT 4851 PIRSTRIING ‘%?1081‘ net work device 72 may

frddof | @H@'cbﬂﬁphﬂ%i; lUdR AN AF FRESr GRMNIR!a BOhiduh &8GR module 124

routine 114 that is operable for notifying the

winbedied dn dendnme ¢ Athwnard, fsofwerss sind scqmlphatlsing eiergef, that enables

limted. .The notification 114 thaf i cpnnyq%categ Lo el

PRI s2NE i Y3 iqHey CHRPYRC f:ﬂ %@88 WK 1p8ICs kb @8 well as

Bt cBRYh O SRad dvice PI40 Wi fke sk @6mifiRiddfied dédc&URPAnetwork filter

and/or nodi fy the access control to override access

gonea dB. f dhe tqomynyreatioaumaulgc bk snayt inshysie. thet regmisite dhardware,
ed S di / NS e .

BEPRST s Pher RREP S BRp RRHORY ( MEREY SiCCaPRERRRe o wircles

pirmmuhiegiten bevectiaen Thcewonhingodta mhodak | W fsodpesdbld to receive

suspensi on and/or nodification, typically at the,

#icsey eantioh PeYilease from thild Bty AItHY ubgTe 28 d0d SOMBHiFast the access

E’(gﬂ‘uié'tl1 {ﬁgge;ggs E&Ql@%ire?@s%gimi%agigﬁ gi_gvicé 12 3A80F HitdQ it Alter device

ano ect, a detail lagramis presente

®2 network device 14, which is operable to receive and

t cess, co 0 rivileges_ 22. The network devi.c
WTRE, FECARRPER 4 8 aBuiorHEnET 1ApcligRemGr nia L pHY Teges 22
SRhEHth oREHS AIOR 2 GORRKH SkecsYicBhtrdl QRPBLRS 23MRAM ]IBI?sﬂfége or set of
conmputer, or any conputing device either specia

puvifrgse iopssgeinted avitlc ompuelessgdaiesei wer ard/ot hewirelegsedevice. In the

TR 03 PPl 2R b Moo gy s 21,
bopkacit 2 Haptabdoelayedodrctieconabprikilebey 22 £ add! tHef nth user 26x has
a?slstoceiarltg?italcgeesls %’ontrol parameters 22, where n is a positive integer representing a
given total number of users. The access control privileges 22 may be configured to
prohibit or otherwise limit access to a service, content and/or application in terms of any
preconfigured access control attribute 23, which define access control privileges 22.
Control attributes 23 may include, but are not limited to, from whom communication

may be received, from whom communication may be placed, content type, service type,

communication length (in time), environmental attributes, such as geographical location



in other aspects, separate servers or conputer devices
may work in concert to provide data in usable formats

W@ 200passses, and/or to provide a separate | ayePCD1S2008/056308
control in the datafl ow between the conmuni cati on
devi ce 12 and t he nodul es and2dpplications execut ed by

twork device 14. [0069]. The nefwork. device
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R 1 SR f gD SR a2) PR Qe Sy sigred S fhe access
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[0074] At Event 204, the wircless communication device (121) periodically updates
the location base server (94) with location information; as such the network filter device
(72) can query the location base server (94) to determine the location of the wireless
communication device (121).

[0075] At Event 206, a wireless device (122) attempts to call the wireless
communication device (121) via the wireless communication network. At Event 208,
the access control filter (72) intercepts the call request. At this point, the access control

filter may check to verify that wireless device (121) has the access control functionality



preconfi gured access control attribute 23, which
defi ne access control privileges 22. Control

wa@eaositmsses 23 may i nclude, but are not |inm teRCT/US2008/056308
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e service conte and/,or a cati ons and

mul t I i
Bers B BEEY' oL, FOTHE T 0 QEmdBR i SR ANBioRT Secehd control
ﬁﬂﬂ'ldg‘é@(l%%?g@”ﬂi ih@bic@es@ rhtﬂeﬁh@t WL ﬁh@?ﬁr‘[féﬁm%ﬁﬁﬂél @Wrivilege is

devi ce provi de bl ock di agr ans that
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t h i ' devi 8, 30,.3 d the .
ELE Tl NSOG8 SR 6 e 3 B Mg o
hogifgdefd eecksaemesis control privileges (22) include a

Frl Vi Igge t hat zgrohl bits the wireless device (12i) ,
(}06’81 r AEeEveig 2481 | wirphegim %@Vyﬁedﬂia)e@ttwp@l des caléythee wireless

nfé@t? BMC C%a(t '\x)lr Il ﬁltu%gcaasn AerlFk. I fAtelgwnt 208,
oca npa de e%

1 ONn. or ex access control
ﬂfel adcksgeontmy it 7D) intaabﬂt§ the @am aeéludselaﬁid vehifiesiaedess control
| ocated a

wceéﬁ%Z vvhenthedwce 12|i 131 i .
ent[ Jenpblemgrtp voised, phEvet 2d@the aepeposonsist filigr device
gﬁz s' tfhb ecu%cefsp %oﬁ%l%%r 6142 t)gr e@é?l‘ﬁ'ufeelf %Ylg)or% atcE‘eess control

wi rel ess device as access control
pmmdftgem ﬁ&) epilplte the dcpess eftempis |da¢llus pattigelan eXanﬁplc,atu agness control

ni cated . to the i.Jte evice (72
Brvicees PR e RSB ang Bielis) USHE {125} CTndopten BVl 218, e
dabice toattumitfioad cal I‘éaﬁ‘esﬁcﬁeﬁ%v@&lntt& Obo StBRFO ﬁ {014916 wireless
or, alternatively, the network filter device

@Rmmymtcweom@ye@ 1Zontrol server (14) upon recel VI ng an

s,atte 0 bLnsure,.that the f s. enab
08P ORE T lo.t e 28 ofibi i b Gl 2 scrbis Hcesk temr i
Beed bdld, o he wcesl @ﬁﬁro‘;@mé\g&&iat PoldBvd e&elvindi hccess from a
periodically updates the |ocation base server (

wecHicd geigtlesrileviee af precifisd; ccasraphig Hoqatiens eM\EV‘F@tf?’iobt gthird party
gr?ﬁﬂl/‘&ger (26) logs on to a web service that includes access control server (14) and

defines the access control privileges (22) for a specified wireless device (12). The
defined access control privileges (22) include a privilege that prohibits access to a web
server (330) when the device (12A) is located at a specified location. For example, the
defined access control privilege (22) may prohibit access to web server/service (330),

when the device (12) is located at school.



(72) can query the | ocation base server (94) to

determ ne the location of the wirel ess communication
waleonsa@seal2i ). [ 0075] At Event 206, a wi rel essPCEURME8/056308

(122) attenpts to call the w rel ess conmmunication

device (12i) via the w rel ess26omuni cati on net wor k.

vent 208, the access control filter, (72) .
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denied and a notification is sent to the wireless

deiscel2) 1219catgd et g mcwﬁﬁé IQ@épnt Hit Eveié 843, thgsicpess gontrol filter
AL g QP 00 L LGV 0 a0y Y BROh caion o

Mxelalse&snc:ée(\m):l@séd 33 ) datetraitpt acdess caltilol pﬁeﬂage (22)a®atrolling web

co ni catjon device (12i) via.the wre
%ﬁn%ﬁ%% B3N assesrdred %tLE\lPéﬁTﬂOIE@fSW“?Iﬁ@ d§8¥9§§152)

o .
RNy 8, ERLESR) S0 g e SOUBT s o
warlehs é@zicea¢12Ewelntath@t a pf@ecrmddesationmﬂ ddfinkidl Ibtyeun access control

devi ce (7 ries the ss cantr ol ver_ (14
B pOBRES Sl ME Ry ey SED 61 pisgad1d e access
ifhiptapabyicd @nd RRAREARR QR he '!V'ﬁrefegﬁ §evﬁ’&r (‘1953 Hﬂeﬁ[ng the user
exanpl e, no access control privileges (22

ot aesicsst fnd been Henigd ande optiorallycallqwingyhe ﬂsqetoeqi‘@mde eit modify the
Event 2} the wirel ess communication call request is
%FF%V%@'?O go through to the wrel ess conmunication

fmsur e A€ ERent. 3160 D] seRekBem108g38D) dttethpty/to shEdadat fRYtHeOwireless

one aspect, a dat a servi ce access attenpt IS
communication device (12) via the wireless communication network. At Event 308, the

access control filter (72) intercepts the data transmission and verifies access control
enablement. Once enablement is verified, at Event 310, the access control filter device
(72) queries the access control server (14) to determine if one or more access control
privileges (22) apply to the access attempt. In this particular example, no access control

privileges (22) are associated with web server/service (332). Therefore, at Event 318,



deni ed based on an access control privilege that

prohi bits receiving access froma specified wreless
waelewsaased speci fied geographic |ocations. At BEUVENS2008/056308

300, athird party entity/user (26) logs on to a web

service that includes access @antrol server (14) and

nes .t he acce control vile ((22) for a
gﬁé&ﬂrb%@ g ekt ra@mbesem&mmggﬁ?éﬂ% ﬁ@w%@ee@sthmugh to the
Gz%fe&@éorﬂ&hﬂﬂcétﬁ&e&v(c%%iz nclude a privilege that
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B’EIEegQr SHm g g ﬁq@ a€eosy CoRiral ARtEBYE nayeTaRpY calls frorh a friend.
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enabl enent is verified, vent 31 t he access
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ﬁﬁg ){tlge%ge(p%szt)l@ %51? e@h?s% ﬁj[]thqg] 18{ tﬁ@{ %es%%?ﬁf?(? feﬁ}n%a?:' check to

cess a
pa[fyl b &nreﬁ%saiﬁékfﬁe @azpr hay theggeces Ctﬁftlfomefdndtfbahhty enabled. As
prohi bits receiving data ron1meb server/service (330)
WsERupleofid Brerigy gatlcerifying cnablpgenitias lacaladatabase or querying

%@%@&gggguhggé%%g§4)é¥Vé§%§@ﬁ¢§gH§ntthe access control

devi ce queri es t cati on base server
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[0088] Once the logic (84) within access control filter device (72) determines that the
wireless device (121) is attempting a call at the prescribed time, as defined by an access
control privilege, which prohibits placing a call to wireless device (122), at Event 412,

the access attempt is denied and a notification is sent to the wireless device (121)



that access has been denied and, optionally, allow ng
the user to override or nodify the access control.
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¢Ira8@iﬂm9élb aropenplelementde verfied, af Event Rd(ethe aescgocantiob filjer device
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trol tt hat
b Gh s PRatORER A0S GEY L er s JORHGR, of B 500t fird party
ERtMuBerSREY Idgk @h 101 4 @leBSerdavinaeidchiid) aaées§ cSRestiskhvee (14) and
time. For exanple, the defined access control

defincs pim accpmpoprolmbiliegeaP s for ponreified paigless ﬂ%@cq@é} The third
Bl SR O A B Bl SN0 K i AT o

aay/onox Keltdsl deercea[m)i, coelogba)anti hiafind the aspBe chitasd pwvﬂegee$32) The
device (12 ) has ac ess nt r ol functlons enable
feftisd) acagss mpapl nm r(%ﬁe@g ludesy it gaivilgs shah probibyissthe gvireless

galit Q“ZS @oﬁ?écc@% Eﬁéa”w&ﬁyér@& @ héﬂ fﬁetvltﬁﬁeeless device (12)

W re SS conmuni c netvvo At Event 406,
EdO%@i gardpealied ildCBm)n (F&)exampkey;, deptesinedeccesd dontrol privilege 22)

beLSEob Ol Bl L BSSESRaSSRR pkLTa P o

@%I%§§dé?v‘i’crbt(‘19jlsflé’d%€éd'a@‘ﬁﬁ”e ?lby%f@ﬁhlt@d As previously
noted this may entail veri enabl ement in a | ocal

HWOkbasde Eyentchiids wer@cmetoa‘mlewe@ dM)rlmtlf@e rtlweenetwmzk) ﬁtt@r device

nabl e ([{ | ement

LR el 0 TR il SR LY e SRR TRl il Botea.
BU&Tti 399, thewasiess Soi@hicetions 8sved (12)derib@icaliey apddteethief location
one or nore access control .

base server (94) with location information; as such the network filter device (72) can
query the location base server (94) to determine the location of the wireless
communication device (12).

[0092] At Event 506, wireless device (12) attempts to access web server (330) via the
wireless communication network. At Event 508, the access control filter (72) intercepts

the call request. At this point, the access control filter may check to verify that wireless

device (12) has the access control functionality enabled. As previously noted this may



privileges (22) apply to the access attenpt. In this
particul ar exanple, a privilege is defined that

wEe@kilisse wirel ess device (12i) from pl aci ng PEl/US2009056308

wireless device (12 ) at a specified tinme. At Event
410 the access control filteR9device (72) queries the

server (96) or an jntern cl ock conpognent to
6‘&? VRTTRANg RRALLeRGE AR & |0ﬁ%1 %@@ae Oh dHCTyES g q7aeps control server

aqgg§§ﬂg9@£ﬂg&ngﬁ|V|lege (22) controlling access by
W rel ess”device (12i) based on current time. [0088]

[0998] t Becd ogiblen(d4)s varified natdoees 1 ot acskssfdohtrel filter device (72)

HEYL T PD P T b BatimBhar iy g6 Bl como
ﬁﬁ‘fll’l@@@g (1) PPIRECAS Sace@RtatempPr Iy kli§ @asticwhk €Rample, a pr1v1lege is
prohibits placing a call to w reless device (12%

fefened thatprohihis agictess datiee ) from degsbuer el sarver (330) when the
%Vtéclse])tg] Zt I ?oca{e %eng f%]tegil q?ca\{“o{l.elftsﬁa Sn(te\gllﬁ thg decesy control filter

He U access beén

am@e onY IqQél&?és| tiie lcﬂiahﬁﬂ\/lba@dtd&ﬁveki$94) tblc@t@ind € c@frent location of
nodi fy the access control. [0089] At Event 414,
mer@r@% dgwige ¢B2)(bpsgd) oy @@ﬁ%ﬁ@e@ 8oGeat ponitel Py iicged2) controlling

| GRUQNARYI ) hoddly Uik Pyt of es

connu i cati on network the access
[1101914]’ oDnté thedogi€ 184) witliieraceyss sortti'cé fial Ide\neq@éstietarrdmes that the

ver s.access control enable Once ment i.s
VErl IRy afiemetins 1§ Heca bE SO SEET 607 R B prescrifed ime.
SeydrRd by 2h aBUKE b&Rrdl PEVAGR]SS), ORIk 18 8hY ScclslfitlerndpPis denied
determné if one or nore access control privileges

¢®Py napfikationoistshet wctbessirdessalepice (17) alhrtmgpﬂaﬁ tuiseruthatr access has
anpl e, no acce control. pr | ege

BRI B RN SFRLER g hiet 1 S55ad i hpd Rl pcqess control

[0mosp Ak &k DM, Siiftgesefdeaidy (I2)mttetndy esekd hied shweh (3B2) via the

the access control privile esh§22) Ther ef or e,

Fieless eorgmurigafion posyveiks A %ﬂhwcwlqontr@lqﬁﬂéegt(n)smtercepts

oIS 58 HEBU Rl YL EHERG, CATURMARAERD ypitiea o
Bnaiti5a0, s peaiss centivd lfilisedsnete QT qe&iaatthenqtsy ébndehf,eﬁ?ﬁbr (14) to

ased on an access control prjvilege_that hibits
RIBENET HPNCHY RIS 2§65SY SPNHHH I VilERSS ( %%)sam@ofq: c(@gess ptgempt. In

Jrh(i’scﬁefrﬁglléﬁe ?%262 ?15 E&? s LORA g)ﬁ(}ﬂeg%% (%ed@é as%gaate@ 1|fH Wb server

party entity l'ogs on to a service
(332) vdelse et &sbein® rpiacocﬂ ostsideeof {riydocanieh Hefits rpessctlhai within the

acces f i fi
e nbO i log® 5). TRRrote Al Bvah S8 BE G by gt foopgh server
Fﬁ&%ﬂﬁﬁO@@Mupgﬂﬁy&k&@tlOn devi ce, such as PC (28),

30) and/or W reless device (32), to |log on and

H@QﬁhethhéOal@ cefewcdagrol ofpaum@th@bécg ¢apllinghescesf omadwireless

access. contro rivil.ege ivilege
AR SR, P s P Bt Gnle AT Bl St Ry acces
eorffe Girfvilegeswab cﬁﬁhé’cﬁfby(&%@s)s W] tahebives, edresscdedd @Rt control
(12) is located at a specified |ocation. For exanple

AgeaSSHerd p{g@hg}t@%‘ggel@wert\@prkps‘empqseagéﬂz(tég))n the wireless device. The

access control privileges may be received at the wireless device that is having accessed
controlled, such as by user interaction with a user interface that provides for defining
and receiving access control privileges. Alternatively, the access control privileges may
be received at a network device, such as an access control database device that is
accessible through an Internet web site, a private network portal or the like. Receiving

access control privileges at a network device allows for an authorized third party entity,



may prohibit the wireless device (12) from accessing
web server (330) when the wirel ess device (12) is

wo cwatiede@t an enpl oyer's site. [0091] At EvenpCB02008/056308
the access control server (14) notifies the network
filter device (72) that the spécified wirel ess devi ce

(1%7 has access contro uncti enabl ed.

BIPA as; §, RN} SIYUQYEE likgs ‘ioo&e H)@che%ss(c%}ro pr1V1 eges and, thus,
E’ﬁftllo‘PQh@ abdts lé%?&eﬁsa tvﬁ?elésgcdaetvic%n ﬁ?%&dﬁ@ﬁ & rcoﬁ&él)hn access to
| ocation information; as such the network f ér
d@wpde SEVREs,ctan a@u@sycotntrel boeidtdes wab asetrgle naoess (c94<)ntmu and/or

%%ae P1ne t e | ocat |on]pf he MAF?M;SS conquqv -
FREE1BY mlgdﬁ’g'%‘f WP B0 84t B85S G Y (a:‘i}ﬂ jpr video

plal @ WpEcdtdnREEELHS liweb server (330) via the wireless

communi cati on network. At Event 508, the access

HWA7L ollhe peceey cqn?rz) piivieges m@wom@l f@@ﬂelthfﬂé@ﬂﬁe@ld inpgome aspects,

ELIIP 0P ]ﬂPOIe{I}\tfl{:e V%ll?lgl% %3 hecsgv?rte e?sl Q{)\Ifllﬁet gn(%/(%a e cogf:ent !r;lI?d applications

verl wre evi ce e acce

@\Qﬁlhbl@onftlm alifcdRakbinuanabibedevids Brawplosist a/cce@t @#trol attributes
this nayentall verlfylng enablenent in a loca

oatidpalit i BRfelipiteg tehscogeadis lacatien of t&% PWigglesp 1opmrpgnication
48T R ki RERE LN, FOPBREERY LACHTHL o whom

o &oire syhbhre canoesgatt@nbr dhtas@ny dre t@dn@)niﬂt@i tebefmwimend fthe like.

Chiraling dioma e ind TR B EdhaR ek A ited to or from

ﬁfa%‘fﬂldl@&e bliSis §0f liReEd th afcfiRmeh &inﬁ%ll&l URIeSRIrd8M SRort Message
from accessing web servér (330) when the device

66_12)ce| EMYcaddeehses, Mobipeblehtifcationchninbers (MINsyeiph1@ numbers

trol filt th
RE LR TER® BeSan bare)amest o s BoRRit oo BT TR b e Bggaccess based
bl@ﬂﬁtdeﬁﬁe@ﬁccéﬂ%oMrb%tﬁSQF&ﬁV| ce (12) based on a
det erm ned access control privilege (22) controllin

HWE8k sAbﬁvmt&éﬂe@g RO @@1U(01 pyivilegse dreovored i mgmory. It the access
1:0%"% (%Rfflle%% Ogr%] e GEd ¢ %1& gzglt‘reqes(sS@m%;&]lg%t(hnﬁﬁ&g&s storage will

device erm nes

Wp[cﬁU?S(Sccdﬁ\ld)@ﬁy(élthhel wiralebe BPinmM@idato alzeRs, thhezemb if storage
server (330) at t he prescrlb d tine, as defined by
GHRELS at Bife WHFIepY Aot gelisog or 4t beskew sigtage itgsited the access

I%?%I‘l@flé%gn% e;’\/ﬁe Qﬁ(z}'a%éi ang n@tvﬁ)?ﬁ i 4719@%1‘@01’&1% ﬁa bosdsQ  If the

evmre I ce alerting the user th cess
MSsb@atroUptmwte@eamﬂ rea@picdon alnetworkldeowe, rsgoragﬁewuh‘@'plcaby occur a

SO 9P eRe B o A FBTER: dprarsaciabel JtsgRpE wirless
ﬂé’%@g@-bé’sb@ thOBrividoBl 885 18PINDRMNIVOR @B Q@&Wl‘%lesﬂieﬁé’@ﬁ%l

8, the access control filter (72) intercepts th
H)&I99] r g bwent @Adaw eitérhptds mde ¢e scaspna seﬂwce ramﬂa@ftﬁem the wireless

ce en veri.fied t Event

COE BRI AT B ot PR hish JBe B ERRo1 s o
BRFURE td a&iteﬁtanai apSIoatioss dif the m@re@dss dBviee, A6 AGSHPCONIESE content
privileges (22) apply to the access atterrpt In
or an application available on the wireless device may also be made. An access attempt
may include attempting to place a communication call, attempting to accessing a
network device, such as a web server or database, attempting to receive a
communication call or attempting to receive network data communicated from a
network device, such as a web server or database.

[00100] Based on the access attempt, at Event 630, a determination is made as to

whether the access control privileges apply to the access attempt. The determination



this particul ar exanple, no access control privileges
(22) are associated with web server (332) or the cal

WO 2008209866 pl aced out si de of any | ocation |im tBCT/US2008/056308

prescribed within the access control privileges (22).
Therefore, at Event 518, the ddcess request to web

server (332) i.s allowed tq go through. [0096] Fig. 10 .
ey QOfYToRly i Ak BfViee %ﬁﬁdf?tﬁframa@eﬂw PicHp 2he dggwrk device,
QAlthas Wh hELRS SoOTRUR} &RldcQR tHENH L eFheAfb @i ai@n i CaBmplished by
aspect. At Event 600, one or nore access control
pempdringgasessastedpt iattabiutey t@ecess cogrtl rmulvilagsr | B escess attempt

S S A T A A
et af tihparfCeasifont 8N ORI wRbh \CohRefScaiBY ipseigg GRIMHEd and the
at the wireless device that is having accesse

Blont rlbIthedetersyjasticasis pgcemplishpdae thecvirgasswionpmanigaon device, the
nterf .t ha [ Qyi for, definin recei vi L
LG S Gl PR YT RPN HRRR T o i
gqRty odntfl ipHvilegssaeypplheatilec eif el daterinadbmas kccomplished at a
devi ce, such as an access control database devi ce that
nware dedre| Betdsvisagnila Hkelyt Giepeen iakeradlt ascesy ganrphdatabase to
. I eld el Nng access control

e HBRE L bo ol piCipdelare HERENE TS Tor an
OB Az dvehhb4@ jhar tigtemnmination suoctadashat @er entnore access control
enpl oyer qr the like, to define acces ontrql

%ﬁgﬁ% Y &R e 996, BRSO e copfale _aa?qrglrn&éa the predefined
W&l &trof8iviGRe. (BnRGHhE 1a0fkst thaGARdI0L bidhihiBGE 8&Rsd & limiting
network services, the access confrol privileges can o
sty o dedivce s tho caurmil etttibetasl/ ohddipphallyathicomselesssiogimgpication

n.the wreless vi.ce, such as. inmges xt, audio ..
Sgeooel PSR Rouf B iRt Bhiok FRATO AR Y ko Mifiod Asplayable
1OEREEL IS thODETOl THY hotifiRees n@y ifC Quithé1@4edMPFideN IR the user to
one and, in _sone aspects, all of the services
ssapnde reodify thaacegsy el devi ce and/or the content

p i - | i . .th i re . . .
OARERLL SAALRTBUEUL AL, PILLEBIUALSHERGG, and s descried
At dohhbdtioasyithibk wadodibtntsadisclonet] heidii inag bt dmplgeegicdphiperformed
| ocati on of the wirel ess comunication device, tine, o
tiPe? GENTRE PIPESC PYRFESHY. & SHEE S Sab ATRERS AL (5P @ngpplication
i r c f

S, PR b HOATVRSIC, ATieHT R GRATAD|c AL AP FPERS or other
Pogtanohible glogroomewleomdaseckt¢ ogavham densistor dagicordistagte bigardware
transmtted to or . from include, but is not.limte .
PG onPh T COBRUFGPT AIPHIRCa e 1 Bur g gt fppdiigseribed
Raeml C& g@%ﬁ-p%%@eﬁ@@eﬁsoﬂ\@g} b8 al FRPSPrbéSr B, NURE.IRrnative,
(M Ns)/tel ephone nunbers and the |ike. Access control
theyprpersbardeay boinpiconvagtianal ggcassor| pentrallay miseocaniseldss, or state
b% eIoll on,t he defri nead access. cant rq[l paria\l/i | e &Sk L0q98c] tin
REEnt A610CTHe MR cHEY WO IR GO vt & gITNIER Gy wgnPuting
Heviesd .y, d fedniténaoaess £O0DSPOLn@r i Vini@GRdca@k&, a plurality of
received at the wireless communi cati on devi ce, storage
KLGrpprocessors, one or more miCroprocessors 1n COIlJuIlCthIl with a DSP corc, or any

other such configuration.

[00103] Further, the steps and/or actions of a method or algorithm described in
connection with the aspects disclosed herein may be embodied directly in hardware, in a
software module executed by a processor, or in a combination of the two. A software
module may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, a hard disk, a removable disk, a CD-ROM, or any other



typically occur locally at the wirel ess comruni cation
devi ce, however, if storage capacity at the wirel ess

waleosaesss |imted or if back-up storage i s deRCT/ES200$1€56308

access control privileges may be upl oaded to a network
devi ce for storage purposes. B2 the access contro
r|V|%eges are received. at a network device, stora

Iy o% iRrags) MyAigRckpova bRk (o icEe MBS bRERge medtum may be

éd' Qnab EYOCGéSfOI‘ 38%91‘? tat GG shUG e QD Rfbl¥atiof from, and write
el ess vi ce-based, the privileges may additionally

béomtam)edo,athet fieagt neidess. devhe eltbmusie, t[l@@@@,ge,qmedlum may be

Event, 62 an atte made to access a serv

ﬁ%ﬁri‘la g‘ oPFOPWéO‘wW&IéIF%Sr 1B RN PSP o HCGRPC %Séor find the storage
ekl ¥Y&lide iniadd ASITS CAAGHBRLIR, tHe NBICCHhaRG6R$Sin a user terminal.
control 1s also provided to content and applications

bn thheltinpiéye sthe deroressor and ghe epeg @@@é@s@ajc gAtidntas discrete
gqnsl]go%g&ﬁ%ggl%te%%r%@lg?l %H%t{%n%lg}{ tlItP %ome a C[I)e%’%é the stééacseatnw actions

bOaphebed ar auBtitith aady esvideadd oneabt eﬂﬂatcbﬁlglﬂaﬁoﬁi(b@ 8885 b dodes or
a network device, such as a web server or database,

aﬁ%ﬁwﬁ 98 & Blaphipetadalie dagtivmiadior sAmpater repdable medium, which
% {E#bg&e&(?hg@&ﬁ 8y @%g %rogggta comuni cated from a
el Wor i81|¥1

evl ce server or database.
[0 090 W HBaskd fapgdihe dacloass shdweithistratate dspertd aGl3@), enabodiments,

gr% Qe}; {P@g thg‘lcegﬁlbqtfya{r}ggs[e q@%&%ocaélg gl?éf{] f %qpﬁpr ; hse ce?\ﬁé %‘2 %a%g Tlte{e?n without
g&k@t’h@ G IRNRY e BE Hldeddrited 8spicls@n8Rs egl%ﬁﬂl‘ﬁ?en%rastd%ﬁned by the
determ nation nay occur at a network device, such

apcadakelginzonkurdicrmpte; eithalehi demants phehel ddsembeﬁmnbodlments may

Qeﬁiﬁgb SEbt PR B°E e BEhe S For Brie R BGE G Espmitaton to

ecassulat isedplicilit Jtatbdit e8ddiBonallNchudg 4 BertioHrdfedy aspect and/or
| ocation of the wireless device, the current tine, the

eabedigsniomarh depiilisedt yithnath oF af periophefmany other aspect and/or
%ﬂﬁ&ﬂ ﬁ@%hggsgaeggﬂggmggtenpted and the like. If the

I'S acco i'shed at the wirel ess

OTOSINTE@, i peckcae vipeets prbeldd efol Geethdds| deviked, wystues yantih@)mputer
| ocally stored access control privil e%es to determn
progern Broguets ferrcontrpllingjapesge o ssdcesppienimnglications gad the like on

HeHRIdE @eﬁ&wldaﬁi)l‘?ﬁ&qg@l l&Q@a@Ectaw%fe@QE&nﬁﬁﬁfcﬁﬁo b8&ce-wide

devi ce y query an external access contro
adatssheserol 0s gatvedadi mh| thatagrofisd acans cohtrgdrinyy legigesn ghe device;
. f a determ nati

cable. [001 vent 640,
POVIGE Sockisn LT SH i G e &nt dhoop B TR afeal the services
ARPbYagpBichtits Ql@eﬁ @8SakbistIPbn tRCE8SS. | AdGiADALIR), laﬁfécts pr0V1de for
according to the predefined access control attrib

Dotineobt pr@lﬂann@@scm)bami\/on VRIS Qs mcmmgomml: @ﬁgb@ﬁes such as

access. as de the ontr attribute
o Bt 5% 67 AR M BRI At M Ber dovic
sRNroatheRtl ichigétetifiat aA6€ eﬁf&h(bdi aem@ ¢PEmolah@dolyputer program
provi di ng a di spl ayabl e notification to the user The
odpsts o PHeeapcessfeontiphaiay Asdexesutsdiodethe gyirglpss qpgypunication

§&ice or they may be executed within the wireless network.

[00106] Many modifications and other aspects will come to mind to one skilled in the
art to which this invention pertains having the benefit of the teachings presented in the
foregoing descriptions and the associated drawings. Therefore, it is to be understood
that the aspect is not to be limited to the specific aspects disclosed and that

modifications and other aspects are intended to be included within the scope of the



suspend or nodify the access control. [00102] The
various illustrative logics, |ogical blocks, nodules,

w@pasadIseai t s descri bed in connecti on with thePCT/US2008/056308

enbodi nents di scl osed herein may be inplenented or
perforned with a general purpdse processor, a di gital

si gn oces SP) ,..an applicati eci
ﬁ%@@%f%&%. /glglaﬁttge( RSPy, tegny jagy amsﬁaaa? %l Til%a?tr% used in a
gétfei"% ahlr '8%159% oiRe Bn@rﬁgr&mtﬂﬁpdsggbphﬁﬁyﬁ&? Accordmgly, the

Iscrete gate or transistor logic, discrete hardware
dowpbete mBIECtSO prea nyerrd@d"bﬂon ambowe tdblevedf adesiigmednodfications and

erfor ns _.descri bed rein. A .
Getaupar st bR B SubER b " B brafirotigo Furhermore, o
et extél thhethd! fefh NaddlyRs” i @s@ Af @RBAT thEBdetdRd ad¥¥cription or the
conventional processor, controller, mcrocontroller,
@lﬂlf%% atugh rr@tfhu ieintgndsd ooe b oinchsiyc ainse mennaipsiarikenttedthe term

|rlr§gnbloﬂ grl%lé%;cﬁngteéor%g% rwo\é{rl gegl ’é’o %dgds ‘a t%nsmorlal word in a

ahnm1croprocessors, one or nore n1croprocessors in
conjunction with a DSP core, or any other such
configuration. [00103] Further, the steps and/or

actions of a method or algorithmdescribed in

connection with the aspects disclosed herein may be
enbodied directly in hardware, in a software nodul e
executed by a processor, or in a conbination of the
two. A software nodule may reside in RAM nenory, flash
menory, ROM nenory, EPROM nenory, EEPROM nenory,

regi sters, a hard disk, a renovable disk, a CO-ROM or

any ot herform of storage nediumknown in the art. An

exenpl ary storage nedi um nmay be coupled to the

processor, such that the processor can read

information from and wite information to, the

storage nedium In the alternative, the storage nedi um

may be integral to the processor. Further, in sone

aspects, the processor and the storage nedi um nay

reside in an ASIC. Additionally, the ASIC nay reside

in a user termnal. In the alternative, the processor

and the storage nedium may reside as discrete

conponents in a user termnal. Additionally, in sone
aspects, the steps and/or actions of a method or
algorithm may reside as one or any conbination or set

of codes or instructions on a machine -readabl e nedi um
and/ or conputer readable nedium which may be enbodi ed

in a conputer program product. [00104] Wiile the
foregoi ng di sclosure shows illustrative aspects and/ or
enbodi nents, it should be noted that various changes

and nodifications could be nade herein w thout

departing fromthe scope of the described aspects

and/ or enbodi nents as defined by the appended cl ai ns.

Furt hernore, although elenents of the described

enbodi nents may



be described or clainmed in the singular, the plural is
contenplated unless limtation to the singular is
w@xpBiledssé y stated. Additionally, all or a pore¢DOSmH8/056308
any aspect and/or enbodi ment nay be utilized with al
or a portion of any other aspédt and/or enbodi nent,
unl ess stated ot herw se. [0010 Thus, present aspects
provi de for methods, deV|c§§J S$tens and conput er
WHRIARipLesuct s for controlling access to services,
content, applications and the |ike on a wreless
connunicatlon device. In one aspect, wireless
conmuni cat i,on e- MAd access control r ov
Soch Thar rieiigd GEcouiTuBRaroms Ry el sRhfiaffon device
gaMpegnag:provi ding access control to nore than one, and
in sonme instances all, of the services and/or
appl i teseivinesattlpast one acerst et dinsivilage Hat iwludss at least one access
con 1hot1 68 ne¥1hd ‘rflssgs%g%g’te&’ Hll a{j \?vurfepess conrﬂngnlnrc]gtlon de t1ce wherein each
g acce Eer ousS access
@dcfeﬁd b@ﬁtﬁﬁ priviiee &Sn@@l@ta&ﬁésst Mp@ pleQliyi of sbry(flil%s available on the
| ocation of the device, tinme or any other device
éﬁ@k?%ﬁﬁ%mP@PMEWékﬁéﬁerlstlc The net hods, devi ces,
syst e%nﬁ% &P ML dnle aBEé%SE@ﬂH LAY e%nfn‘i?e'in ”t ent
access contro nay e execute on tthe MAre
c omureicci@trigom r@temstcte acetshey ofathe pdurakgcolt mﬂvmest hvailable on the
the wirel ess net n%l 0106] Many nodi fications and
BRSPS CIpRpRiSatgn GVEG %o mind to one skilled in the
art t QOIWUII hdess fonHERENRR iPE L RSNl et thB &t least one stored
benefit of e teachings presented in the foregoing
ﬁsrqqntrobmwh:gd appless & swedcassadquisawi ngs. Theref ore,
it is to be understood that the aspect is not to be
limted to the specific aspects disclosed and that

nodi f pcat i PAS naflisbdobh elaird SIP 8 cEeia ecdivihg el aghst @nb&ccess control
i ncluded within the scope of theapgended cl ai s,
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nDdlflcatlons and varlatlons that fall within the

spiri ¢ and T8¢ &péhask ot ﬁ]élr%plpe’hl%i?é%}ndle‘éql}‘ﬂﬁg 3t |pash@RfrgFesss control
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t@Mmﬂa&nmntedequmﬁbé inclusive in a manner sim/l ar

to the term"conprising" as "conprising” is

interpreted when enployed as a transitional word in a
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be transmitted, from whom communication may be received, a type of service, type of
content received from a service, environmental conditions, state conditions and any

combination of the aforementioned attributes.

5. The method of claim 1, wherein each access control privilege further
controls access to a plurality of applications available on the wireless communication

device.



control attribute and is associated with a wreless
conmuni cati on devi ce, wherein each access contro

wEriosilhsee controls access to a plurality of SEPCWUSEE8/056308

avai l abl e on the wirel ess conmuni cati on devi ce;
storing the at | east one acces§ control privilege in

nMenory; receiving equest to access one of the . .
pl ur b y S susttndtel i 1 apiacia Fachactss apaial privilege further

EAMINULRLHOD pHBYIS B cBRECRRTIHL b AR VAFGES Solfhunit@tion device.

service if 1t'is déetermned that the at | east one

stored access control privilege applies to an access
request. 2., The nethod of claim.l, wherein.receivin

ot edst obe ARUBESOE SR o U TaHe PR PGt €Sy control

pBvisdge FNEh RCERPHsGABEdiAhg A tHc Wig18ssl dohdri@ticaiehidaeise ta east one
access control attribute as the geographic |ocation of

pasessgoneperrevilegpmuni cat i on devi ce. 3. The nethod of

claim1, wherein receiving at | east one access contro
privilege that includes at |east one access contro
attripute The nighioddef clags It Rehoasia assciviaptat dtasdbhé iabedse control
as a time period. 4. The nethod of claim1, wherein

pavidsegifRghacompaises 1SpEVIAE i Ssnetwpiky BicTigee. it [eagfeoncrigeess control

gggh des at |east one access control attribute further
efirmes the access control attribute as chosen from

the group consisting of to whom comuni cati on may be

transmtte fromwh co i cation be received,
a t y_pg'] of g%ﬁ_‘ giedipd Rh i 8351&%§t0%% IR G decess control
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and any conbi'nation of the aforenentioned attri butes.

BenmPheinrthe howless carhmumcationdheniasi n each access control
privilege further controls access to a plurality of
applications available on the w rel ess communi cati on

devi ce9.6. The nBeidaosk @hine ! aiviekin WO Salehkt ¥mEQSSess control
control privilege further controls access to a

gitrifruag in pegpryciyptheneonarrises sbriag die atheashpieedcssss control attribute in
&ﬂQ%Hga&%&hggng vice. 7. The method of claim 1,

erein' receiving at | east one access contro
privilege further conprises receiving, at the wreless

comruni cation device, at |east one access contro
privi Lbge. The mathodyet flain ds fethar romprigner @iahling aejageasy control

Al cliSRRE (RNGirBEGES R AN RN RV | ege further

conprises receiving, at a network interface, at |east
one access control privilege. 9. The method of claim

1, wherein_storing t at | east one access control .
?5 Tlsle rnetho% oth glalrn I'l,” wherein ena ‘l:mg tlsle access control function
further comprises notifying a network entity that the access control function is enabled

for the wireless communication device.

13. The method of claim 11, further comprising determining if the access
control function is enabled prior to determining if the at least one stored access control

attribute applies to the access attempt.

14.  The method of claim 1, wherein controlling access to the service if it is
determined that the at least one stored access control privilege applies to an access
request further comprises determining, at the wireless communication device, if the at

least one stored access control privilege applies to the access request.



attribute in nmenory further conprises storing the at

| east one access control attribute in nmenory in the
woweeliesss comruni cati on device. 10. The net hodP@f/Us1088/086308

1, wherein storing the at | east one access contro

attribute in menory further céfiprises storing the at

| east one access control attribute in network device

menory. 11. The nmethod of claim1l, further conprising
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further conprising determning if the access contro

function is enabled prior to deternining if the at
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that the at | east one stored access control privilege
appitings Wisclaw devies smpmgeuicr vt Fhpeivgk servied provider-
gﬁhﬁ{ ning, at the wrel ess comunication device, if

at’ | east one stored access control privilege
applies to the access request.15. The net hod of clalm

1, wherein_controlli access t.o the service if IS

det er W ned i DR o oSt heaFiE congpBaE AEcasts e app g further
BrhMideS RIANRAE B clQo e REGBSS request further

conprises determning, at a network device, if the at

| east one stored access control pr|V|Iege applles to

the a

Focel Vg 0 PRTRE ofiinc EaulRp bpGnife Ao e MO SR furher

EathprinRE 1ldﬁﬁmg1&%e§s&6ﬁievseﬁgc@s chosen fromthe group
consi sting of userinputting, wrel ess device

manuf acturer-inputting, and network service
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control’ling access service
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the service, Iimting a geographic |ocation for access
t6°YA% service, limiting the type of content accessed,
limting the type of network services accessed,

limting to whom a ,

20. At least one processor configured to control access on a wireless
communication device, comprising:

a first module for receiving at least one access control privilege that includes at
least one access control attribute and is associated with a wireless communication
device, wherein each access control privilege controls access to a plurality of services
available on the wireless communication device;

a second module for storing the at least one access control privilege in memory;

a third module for receiving a request to access one of the plurality of services

available on the wireless communication device; and



conmuni cation may be transmtted and |imting from

whom comuni cati on may be received. 20. At |east one
wpe@srewseos configured to control access on a WCEUSNE8/056308

comuni cation device, conprising: a first nodule for

recei ving at |east one access3contr ol privilege that

i ncludes at | east one access cont attr b [
assoch Suth HPEHS IpripREnbes a%ﬁ%ﬁ&)ﬁ?% SVIGR1 éﬁrmmed that the at
RAGIGRE RoPRCR BRCBToIGRRNIER! afficVid aﬁgaecces%%i&kts access
to a plurality of services available on the wrel ess
communi cati on device; a second nodule for storing the
at | east one access control privilege in nenory; a

t hi r d2hoduAecohgputar peeirammpgoduct, equessingo access one of
the plurality of services available on the wrel ess
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applies to an access reques t'ér “program

poroedll ptiyileenivtiisdades aalcaspyhecess emi@bhterﬂbmel hndmis associated with
sing: a first set of codes for causing

conp
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attribut’e and 1s associated wth a wrel ess
conmuni cat & serodévited coddsdpedausimgaltoaputs $o storstthoht least one
r|V|Ie& con{rols access to a plurality of services

SFEPY QB IWVICRE M FEPEss comuni cati on device; a

second set 5 @firdCREEBcIRS fF RUSiKTa BorRMIBUbEECAR Sicgli&t to access
the at |east one access control privilege in nenory; a

o ofdhe plurality ebsresicesorvatalls pn gheaviedapLroamynication dievige;zand
request to access one of the plurality of services
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for 0
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hieagkssaBgudst.ored access control privilege applies to
an access request. 22. A device, conprising: nmeans for
receiving at | east one access control privilege that
includes at | east one access control attribute and is
assoc?at edAvieviscacammMBISs conmuni cat i on devi ce,

wher el]ﬁ%afsafoli] r"él&egxﬁﬁé of PGS 81116 Qgce%/ %ﬂ%gr%l %90{1595 l f?lafaﬁ%ﬁﬁgs at least

to a ura ervi ces aval
CIITHRLREL edrit@ih adﬁbute@,ndnieamgocimd siithrd ngretdde catnnludation device,
one access control privilege in nenory;
wherein each access control privilege controls access td a plurality of services available
on the wireless communication device;

means for storing the at least one access control privilege in memory;

means for receiving a request to access one of the plurality of services available
on the wireless communication device; and

means for controlling access to the service if it is determined that the at least one

stored access control privilege applies to an access request.

23. A wireless communication device, comprising:
a computer platform including a processor and a memory; and
an access control module stored in the memory and in communication with the

processor that is operable to receive at least one access control privilege that includes at



means for receiving a request to access one of the
plurality of services available on the wrel ess
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biea@icsd easiol PrgilagcStHec ansthog| amt Ic(vmtircﬂgﬁcd:sﬁ tb Iae least one of the
menory, .and contral access to at |east one of th

Bhumhéy iof yroBfent gnit dhtdefermined; thatqait lepsti e dft gtstased jagegse control
gp@f% é@§¥§;g{§gagqg control privileges apply to
n a

equest e wirel ess conmuni cati on
devi ce of claim 23, mhereln t he access control nodul e
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27. The wireless communication device of claim 23, wherein the access
control module is further operable to receive the at least one access control privilege

from a wireless network device.

28. The wireless communication device of claim 23, wherein the access
control attribute is chosen from the group consisting of to whom communication may be

transmitted, from whom communication may be received, a type of service, type of



froma wireless network device. 28. The wirel ess
conmmuni cati on device of claim 23, wherein the access

weosnaise@t tri bute i s chosen fromthe group coPGI/BE51008/056308

of to whom comuni cati on nay be transmitted, from whom
connunication may be received3%a type of service, type
of cont ent, g‘lved froma serV|ce Vi ronment a
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of theé gro ﬁe %ﬁeé?sét‘ioﬁbm‘bl?lcaém&s VICS, ° Elesy YRUFPeC access
bR RESHIELTs, fudiRelr SpdrelIvaG c@BIVihe &t néa@v bﬂ@ heced contRf attribute
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mruni ca J&Vie location information to the access
control nodul e, wherein the access control nodule is

further operable to determ ne access contrgol to the at

| east 3bne &he trEclgsp &Pﬁlfliﬂtwca&f’nsdé’ﬂﬁie&fsdﬁ%%%b {mther, gorgprising a
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further operable to determ ne access control to the at

toeths locanien wiforndsgiopl ural ity of services based on the at

| east one access control attribute being related to

the time informati on. 32. The wi rel ess conmmuni cati on

devi cg].of Thaiwields cohrmbiidatibheleaics asfsclgign s Ofuriled Ub@prising a

that is operable to control access to the service is

tloels ﬁévlcwep@nn@nt%ﬂw vifhghe preceesos apg opprablgtto] cogypunicate time
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o thegth &aastais ageess contipl artlrlwe 8fing gelgted da thedime mfgrmation.
W rel ess conmmuni cati on devi ce of claim 33, wherein the
access control nodule that is operable to limt access
t o t hd2.ser Vhe evifa]mt$ heommieficaies dévigat bfl glaamnc2H swhaein the access

onS|st|n n1tin atinme
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control module that is operable to control access to the service is further operable to

limit access to the at least one of a plurality of services.

34, The wireless communication device of claim 33, wherein the access
control module that is operable to limit access to the service further defines limiting
access as chosen from the group consisting of limiting a time for access to the service,
limiting a geographic location for access to the service, limiting the type of content

accessed, limiting the type of network services accessed, limiting to whom a



received. 35. A network device, conprising: a conputer
pl atformincluding a processor and a nenory; an access
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operable to receive one or nore access contro
privileges associated with a pgPedeterni ned wirel ess
communj cati on devi ce; (ﬂ ommuni_cati on nodul e
BRRMABICRLL MY ReU RIS HEe ek St 081 Py FqragRRicgtipn may be
aleihe@st one of the predeterm ned wireless
comuni cation device or a network device for
controlling access by the wireless device to at |east
of services. 36. The network device

one og Iur
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conmup @a@qswomr@lhptlwéeg@edmaﬁe derEEan tBy marperynatdpepdrable to
geg 1V %ggg ! S % a%c%gsf contr%ti §Bvﬂé%eg ags glg1§e\sc;ie 1(%’12 a Qedeterrrnéned wireless

aﬁﬁ@@ﬁw@ﬁuﬂddﬁwepmuylIeges froma network service

provi der. 38, The network device of claim35, further
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ron1a wi rel eSs conmuni cation device, determne if one

fir comralling easss leyotht votelgss devibewes 1dast diveofdgtlabhtyeofaceices.
associated with the wirel ess communi cati on devi ce and

the request and control access to a service if it is

det er gg nedThOREWIRE dicdTBI Blafth 38S WhERM el acPisk \tbh®8ERtabase is
are associated with the wrel ess’ communi cation devi ce

furthet lopenablguiesteceid on@ onimek esses atonsok pdeldgee from a third party

SOV gy RPN Rl o bt EB2utabl o by the

processor and operable to access one or nobre access
control pr|V|Ieges and a network access filter nodul e

stored’i n Thenpwiedk devpriobrlebnBabracisin thecprss censelrdatabase is
%&fef beger%‘tng tdqreetcg\f% %ng&cl%%?e e{cc%sts% nt!rgl é)%%r g& f?OI}l% network service
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pro@idea mnreless connunlcatlon deV|ce, determne if the
one ornore access control privileges are apply to the
request, and control access to the service if it is
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are applicable to the request. e Wr
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wireless communication device, determine if one or more access control privileges in
the database are associated with the wireless communication device and the request and
control access to a service if it is determined that one or more access control privileges

are associated with the wireless communication device and the request.

39. A wireless network device, comprising:

a computer platform including a processor and a memory;

a communication module executable by the processor and operable to access one
or more access control privileges; and

a network access filter module stored in the memory and executable by the
processor, wherein the network access filter is operable to wirelessly receive a request

for access to a service from a wireless communication device, determine if the one or



nodul e executabl e by the processor and operable to
access one or nore access control privileges further

wWop@saises t 0 communi cate with an access contr oPCHES2008/056308

to retrieve any access control privileges that apply
to the request. 41. The wirel d¢s network device of

claim 39, further conprisin access contr
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ngf}n 1% fu\lt\ﬂthgg lsﬁer;bl ot %)nrlk gtlel%velt Of %Cﬁ:gsrs coo%{errga er%o retrieve any
M@Ef,sfc}()ntrbBprlxtlh:ges/\ﬂhﬁﬁip@gstoctbﬂfsqﬁbstat ion deVI ce i s
enabl ed for access control. 44. The wirel ess network
devi ce of claim 39, wherein the network access filter
nodul gt hatf é%vl REE %Q‘Jv?or%?ie%a@t&%l Iﬁcﬁ‘?ﬁ?ﬂﬁe@ cu%?risi an access
service is urt er operable to pro |b|f access to Pﬁe

sattrol agribtei data‘tﬁiset:ldtaemmlurhﬂ 4 hstingoof acresyrooerd quaslsges that are
cont.r ol r|V|Ieges pply to the request. .45. The
aPpeined b e v ?Ssepammngfgtwmg%? o ¢ W
net wor k access fllter nodul e that is operable to
control access to the service is further operable to
l'i mi t42ccedhe vareldse nstworkadevick dftclaisn dét wheriemethet dpamunication

ﬁlg’aﬁlo;%ecug%le %\Y&Ee? glfoggstggrog%%l l 3 e%ccg g(lpéﬁ%r?rgérlgeaccess control

pEldged | ﬁlﬁhétctgﬁi%lé B ERfiMigiese G)\Fithath&:\/laﬁ@ls@ 8éntrol attribute database
conmmuni cat 1 on devi ce, conprl Si ng: an access cont r ol

Ve PRC ResERTRPNEAL Eévkeess hahanphi toghe vidueske dat abase
operable to receive one or nore access contro

privileges associated with a predeterm ned w rel ess
comu#d.cat The vdeNdss aictvadtil (&V[ﬂGUdeaBS'D twh@tinwihe ele@s86rk access filter

conmuni ¢cati on devices c ng a conputer platform,
Meerlgds Ayther ppejaklsde ~eR iy ﬁb@ﬁﬁf%lessgﬁam&ﬁn%le@%wce is enabled

ﬁggk&ggagggyle stored in the menory and in
communi cation with the processor that is operable to

mnrelessly recei ve one or nore access contro
romthe access, control ore the

' h
e ot Firor B16 LGS ERTATD el LB Y mbEi Eigieprork access

Ane ABALIEAhaPRCERSAIO 1@ cBREN £Rcdsl tol thel Rrd&d &F MIrRH operable to
that the stored access control privileges apply to a
piobls agasguestthe service if it is determined that one or more access control

privileges apply to the request.

45. The wireless network device of claim 39, wherein the network access
filter module that is operable to control access to the service is further operable to limit
access to the service if it is determined that one or more access control privileges apply

to the request.

46. A wireless communication system for controlling access to services on a

wireless communication device, comprising:



47. The system of claim46, wherein the access contro

dat abase is further operable to receive the one or
worRee/1ee86ess control privileges froma w rel esBCHES100€056308

user in networked comuni cation with the network

device. 48. The system of cla#h 46, wherein the access

control database is furthﬁr operable to recejve onge

mor e AEBWSS OO SITVErnEiufBged acpehoantrel; Rty iisas é@tabase operable
ﬁ)n?écte%-e G2 of\ MLCIRES COTINISRIcLQN a@[)\%ltaf%ﬁl {Rh a predetermined
controll1ng access to services on-a wreless
anhﬂmmnmnumnmdmmkwem guhprising: a plurality of

wirel es ni t|on devi.ces first netwo latf
Gl ¢ PRBIRY T Pt SORSATTB 4P S pomiiing f goputer platform
RCREARS r prabdds@ ARITAI McABE), SandehiMabkes? oS TddtiRr stored in the
nmodul e o erable to MAreIesst recei ve an access

BlemprY: and wpesynuitieasionorich e Hrb@siﬂrlﬁhaéllvﬁ tbger@hle w paclesdy receive
§Igeg?}] %eaacc% 9011\{1'0? §%Vll%é§20@l nhe acce hCOt I‘Ol SGI’V I‘ %tto(f‘ee ﬁle onec or
mioee mmg ednt@d; c‘pﬁsﬂege@ ih ke SRMOIrE, eanldf cdnttrol swéeﬁ &f miseette if it is
t hat one or nore access control privi|eges are

deBRined Bt hastoredasests.coseol privdlessispaliv B asPe Fraost

further conprising a second network device conprising

a conputer platformincluding a processor and a

menor 9{7 an@hanysas edslamé, ovhatihrthb ut@sdadalvd siatabase is further
st or n the nmenory and operable to gg@ﬂ ve one or

%belgaq:@ggwg Hstans |or B iach@se(‘é)ngg],s%\p Napwvireless device user

RN RISLKETCHBH UM BB E R th SRMARb &I QR devi ce. 51. The
system of claimb50, wherein the first network device

conmmuni cates with the second network device to

w th Tho-r Chuagrer 23 U pRiostp B Eeef ST RGRERET S urber

EFuTR1E & Rgeide bhd 61dm61%ta\6©é's|§ @Yl peivi s fiosh A ehif party entity.
computer platformincluding a processor and a nenory,

and an devi cel ocation database stored in the menory

and OR§ r abl ewﬁ% { c%%#rﬁfnlga%\éh%gste&%} E&Rrolh ch@sts t8 Igervwes on a

fromt ura conmuni

&&ele@@brﬁmﬁﬁlem@fde@ioag corisingher ei n t he t h| rd net vvor k
device |s operable to communicate. the device-|ocation
i nf or FAMYTYHY CEMIBEST FHRNUNEIRH IEVHEYiAE i f one or nore

of thgg 1?5?1%&9 ﬁgwéé:gﬁﬁﬁrlw& E@&lplptéll Mhﬂf&%ﬁlcﬁﬁ I%t§pttogessor and

devi ce [ocat1on
a memory and a network access filter module operable to wirelessly receive an access

service request from one of the plurality of wireless communication devices, determine
if one or more access control privileges are associated with the request, and control
access to the service if it is determined that one or more access control privileges are

associated the request.

50. The system of claim 49, further comprising a second network device
comprising a computer platform including a processor and a memory, and an access
control attribute database stored in the memory and operable to receive one or more
access control privileges associated with a predetermined wireless communication

device.
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51.  The system of claim 50, wherein the first network device communicates
with the second network device to determine if access control privileges are associated

with the request.

52. The system of claim 49, further comprising a third network device
comprising a computer platform including a processor and a memory, and an device-
location database stored in the memory and operable to receive device-location

information from the plurality of wireless communication devices.

53. The system of claim 52, wherein the third network device is operable to
communicate the device-location information to the first network device if one or more

of the determined access control privileges relate to device location.



