-1- SYSTEM AND METHOD FOR ELECTRONI C STORAGE, AND RETRI EVAL OF

AUTHENTI CATED ORI G NAL DOCUMENTS BACKGROUND 5 These inventions relate to
systens and net hods for providing a verifiable chain of evidence and
security for the transfer and retrieval of docunents and other information
objects in digital formats. The continuing evolution of the nethods of
comerce is evident in the increasing rgplacement of paper-based

comuni cations with el ectronic comunications. Wien 10 conmunication is by
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that provides the needed security and protection of electronic mfonnatlon objects, or electronic

documents and other information objects, and that advantageously utilizes an asymmetric
cryptographic system to help ensure that a party originating an information object is
20 electronically identifiable as such. This system is one aspect of the methods and apparatus for
secure transmission, storage, and retrieval of information objects that are described in US
Patents No. 5,615,268 and No. 5,748,738, both to Bisbee et al., and in U.S. Patent Applications
| No. 09/072,079 filed on May 4, 1998, and No. 09/452,928 filed on December 2, 1999, both by
Bisbee at al. These patents and applications are expressly incorporated by reference in this
25 application.
As an initial matter, it will be helpful to understand the following terminology that is
common in the field of secure electronic commerce and communications.
"Public key cryptography (PKC)" uses pairs of cryptographic "keys", each pair having a
private (secret) key and a public key, that are associated with respective registered users. The
30  public keys are published for anyone to use for encrypting information intended for the
respective users. Only the holder of the paired private key can read information, i.e., an

electronic document or more generally an information object, that was encrypted using the



el ectroni c docunent or nore generally an information object, that was
encrypted using the -2- respective public key. Conversely, an electronic
docunent that is "digitally signed" using a wuser's private key can be
verified as that user's by anyone who knows the user's public key. The
encrypt and decrypt functions of both keys are truly "one-way", meaning
that no one can deternmne a private keysfromthe correspondi ng public key,
and vice versa, which in popular 5 PKC systens is due to the fact that, at
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20 A "holographic signature" means a handwritten signature. A "digitized holographic

signature” means a handwritten signature that has been captured electronically, e.g., by using a
stylus pad or scanner to create a bit image of the holographic signature.
A "digital signature" is an unforgeable data element, which asserts that the user(s)
corresponding to the digital signature wrote or otherwise agreed to the contents of an electronic
25 document or other information object to which the digital signature is appended. A digital
signature is typically created by "hashing" the clectronic document, encrypting the resulting
hash (integrity block) using the user’s private (secret) key, and appending the encrypted hash to
the electronic document.
An "authentication certificate” is an unforgeable digitally signed data element that binds
30 auser’s public key to the user's identity information and that advantageously, but not
necessarily, conforms to the international standard X.509 version 3, "The

Directory-Authentication Framework 1988", promulgated by the International
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30 a user's public key to the user's identity information and that
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20  the following form:

[Version, Serial No., Issuer Algorithm (Hash & Digital Signature), Issuer Distinguished Name
(DN), Validity Period, Subject DN, Subject Public Key Info, Issuer Unique Identifier {optional),
Subject Unique Identifier (optional), Issuer Public Key, Extensions (e.g., Subject Alt
Name)]Issver Digital Signature

25 A unique DN is formed by concatenating naming specific information (e.g., country, locality,
organization, organization unit, e-mail address, common name).

Certificate extensions can also be used as a way of associating additional attributes with
users or public keys, and for managing the public key infrastructure certificate hierarchy.
Guidance for using extensions is available in the recommendations of ITU X.509v3 (1993) |

30 ISOMEC 9594-8:1995, "The Directory: Authentication Framework" or in IETF Internet X.509
Public Key Infrastructure Certificate and CRL Profile <draft-ietf-pkix-ipki-part1-11=>.



users or public keys, and for managi ng the public key infrastructure
certificate hierarchy. Cuidance for using extensions is available in the
reconmendati ons of 1 TU X 509v3 (1993)1 30 I SO I EC 9594-8: 1995, "The
Directory: Authentication Framework” or in |IETF Internet X 509 Public Key
Infrastructure Certificate and CRI. Profile <draft-ietf-pkix-ipki-partl-1
1>. -4- A wuser's authentication certifigate is advantageously and
preferably appended to an el ectronic docunment with the user's digital
signature so tAater huthéntRSs dehFich@ Ve il |
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the respective |i C S an inits control,
‘ contractual aspect is an agreement between the TCU and the party submitting or relying on a

20  digitally signed object to be bound by their digital signatures and to accept reliance on the TCU

as custodian of the information objects.
The TCU implements defined business rules for the transactions handled by the TCU

(i.e., a complete set of authorized actions). The TCU also implements a defined security policy
(i.e., a set of protective measures that is necessary to prevent unauthorized actions). The TCU

25  uses its business rules and security policy to govern transaction requests and access to the
repository over the respective life cycles of all documents and objects within its control,
verifying the identities and authoritics of parties (local and remote) requesting repository
services. The TCU securely stores and securely retrieves digitally signed, authenticated, and
encrypted electronic documents or information objects. Upon request, the TCU prints and

30  issues certified documents. The TCU advantageously supports a multi-port token server for
proving document authenticity, for verifying the identities of signing parties, and for

authenticating document submissions. The TCU provides for backup and disaster recovery, and



verifying the identities and authorities of parties (local and renote)
requesting repository services. The TCU securely stores and securely
retrieves digitally signed, authenticated, and encrypted electronic
docunents or information objects. Upon request, the TCU prints and 30

i ssues certified docunents. The TCU advant ageously supports a multi-port
token server for proving docunent authgﬂticity, for verifying the
identities of signing parties, and for “authenticating docunent

subm ssi Oburel it Sioled BIABHA if Rt IRGITHR 23D 3R LBEE \edier AR -
ensures that stored information is not Tost wthin a speci’fied retention
peri od, wh&Ndds spepified bpapsesdawsorgpgdationed by a user, law, or regulation. A

"wrapper" is uge secur hol d .a ssociate diqgitized handwitten and
crypt ogr aphi c ‘éi ‘g’fﬂﬁ’ﬁf‘ gsl lbsﬁ(g_tcyusreﬁ'ére&dhpﬁé"ﬁgrafs°ﬂ?te5}5’“76‘8 handwigen3pd e el ectronic
i nf or mat i oyptobiapkit dighalsgtiatireodith ff &iall-of Wi eSS e IBBYork foriBigor (W dtsOf any
open sgandard nvel.oping or information object (docunent) formatling

schemas. SRIPREANPrEs YrRperyimayiie g ipmofiay omnynder gpyelopinghriniyemationPKCS)
7,200 [ v b pronb et Bdied UG Wi FHGRCRBAB L KU crlnBOURAC

(XM.) Signature Syntax and Processing econmen KCS #7
st andar d Eapiast PKCR#E andthe, World| Widd Wiep Conspatival (W3 CpPitteimsitlé Markiipgi t al

si gnat ur COSI unt ersign). .PCKS #7 supports aut henti cated and
unaut hentefl§ aé% E‘%% (ag { 3%%&?%%?’( ﬁ}dﬁg‘)ﬁ%’&éﬁ'ﬁﬂ@ ecwlﬁlﬁn‘iqtu'én" g‘“’glﬁg‘f‘@ RES6tock .
The si gnestasladisgpricats zeiogaray stidmuBipleSuAILNane RV Ha IR Bhut O] ABnef  the

i nforgation Obsi egﬁfgﬁg ﬁUt henti cated data. An unauthenticated attribute is
not prot OFREsiEn {f sprogs auhenticasd andrunppthentisalpd atibutesthas argrassogiated

syntax, DRiBEes SéipthnRB 10RO i 1HeQRinask &%ﬁa@ E%nan%ﬁ gg%ﬂ%eﬁw Masg 3?”0'

XFDL. Any of these w apper fornmats ¢ app ursive 'f/ mar kup
| anguagestheinferr@tien ehieqs prsd/autkenticaerhdate. cAmumhuthenticottiiaaribhia ysartot peptechd.

"“si gnat ur "= inel | east .t wo conponents: si.gner. i nformation and
cer ? i fi caqfﬁgpﬂ'| cﬁ% of?ﬁn%&itg%.%igi?gensélp p?’ﬁf"&?%ﬁ?rgp ﬁYT@%tPé?Wéﬂgwdwgélﬂowg {tags
i nf or mat i wnSAHME HENL XHTMI ahd WFDD. @by oRtHeltOWMab e irSimid dah BUbSpliedi 0i t al

Si gnatl#re and . un thgnt'cat ed attribute appended. A hash is ‘conputed over
both i forFWY%W“idﬁ]“%‘ tR eneyagenexdisndediprievids dgnabee and protsotion ayesings and

ted 20 USing ORI s B | : . sl
encrypte WS TsiGhatulEp166kY BEdludes BY leXef b ‘il‘%?%ﬁog&g{ es?%xe? {n?%ﬁeﬂraplgrh %}#eggit&glﬁ onal

signature. The authentjcated attribute ontal ns
i nf or mat iBRIRoRt Stegrer ipfommatierceontdfinssheimish gf the thforsation bhiettés) (doyitent) wéth an

signer's ditgi L.gnat yr.e. . naut henti cate tribute can .be used to
convey adag%htg ill%c‘%%l a%lgﬁ? ’o&r!%gatl Flgﬁﬁk'% > %e“”‘f@%@ﬁﬂ?‘g?%tet W@eﬂf‘j@% R&a%b’éu ment
when t he comgntad ave bathrinfoertatitin b i(d)dHash aridabinbhticaRl QttHibie HERL beerefpleai NS

t he s'klgner.' S .X 509,certifi caﬁe. It may al so contain sone form of
using the signer's private key thereby creating a digital signature. The authenticated attribute

field contains pertinent additional information relating to the act of signing and is protected by
the signer's digital signature. The unauthenticated atiribute can be used to convey additional
information to the TCU and/or by the TCU to document when the signature arrived at the TCU.
Certificate information contains the signer's X.509 certificate. It may also contain some form of
25 . attribute certificate signed by a TCU recognized issuing authority. This attribute certificate is
used to convey additional qualifying information about the signer that may aid the TCU in
making access contro] decisions.
With all of the advantages of electronic original information objects that are provided by
the U.S. patents and application incorporated by reference above, it is important to realize that a
30  digital signature is not valid indefinitely but only during the validity period of its authentication
certificate. The validity period of an authentication certificate is also not indefinite but typically

1s set 50 as to limit the chances for compromise of the digital signature, e.g., as a result of theft
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X ext_e[@, {aﬂﬁ idityperi od(s) of the received information object’'s di g| t al
signature(s), provided the TCU physically protects the received object's

. contents fronSmhentmionﬂﬁoﬁmmtddpﬂow&&fb%@&ﬁﬁﬂditf &%dbﬂ'r@tﬁsed
- however, because %Etel val i diity period of a TCUs si gnature Is itself

limted S #bbIkiRPeSSE ainseiemdor informsfion objetth that aredintentieiicisive o

- have | e ol rena I i.di peri od of
-a TCUs si gﬁgﬁgg%ép&ha&%ﬂﬁ% escribe é%%ﬁwda%ng%%&?hat
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~ can verdf n e state" enbodinent, an archive -facility is used
to s?%r e‘9 Rea% ?‘If"é@ SIERIRITG %39:bg ysAEeq. gy see S21e” eobediment eniardhiveat es
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e er ealigrlfion th addflbe e Wb LI Wik S IRENTE 0B vl e Spmaiee o e
o document, a server re-creates the PKI state at the time the document was originally submitted,
20 andthe 51g11ature verification process is performed using the re-creaied PKIstate. 1na "secure
storage embodiment, the PKT state i 18 stored, and the stored PXI state is protccted from intrusion
by mamtmnmg itina secure storaga faczlny and/or by employing a cryptographc protecnon
mechamsm. ' ‘ .
- - In addmon, the process of gencratmg c-ongmal objects canprowde the mdence |
- 25 - necessaryto establish the transfer of interests in a* u'ansferablerecord since it relizbly
| | estabhsh&s a document's msuerlowner as the person to which the ttansferable record was issued
or transfened. A ’transferable record" means an mformahan ob_]ecr, an interest in which the
- owner/issuer has expressly agreed is fransferable. In paxhwlar, a single authoritative copy of the
| tansfcrablc rccord exists WhJCh is miqus, identifiable, and unaltcrable, eXcept that copies or |
30 revisions that add or change an identified assignee of the authontanve copy can be made only
with the consent of the pe:son assernng control and that each copy of the authoritative copy and
any copy of a copy is read;ly identifiable as a copy that is not the authoritative copy. Also, the
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' 35‘3%5092§”¥Q§ﬁé?ﬂ?%ﬁ€%r.?3§§9{P8n process is perforned usi ng the re- créﬁ§993274
PKI stat¥e® icha "secure storage” enmbodinent, the PKI state is stored, and :
the stored PKI state is prot ect ed from intrusion by maintaining.it in a
secure storage facility and/or by enpl e$ang a cryptographic protection

mechani smIn addition, the process of generating e-original objects can

provi de autigoreadiviecury 1d2ﬁ1ﬁesethepama$emﬁgtcabdmm thdyeréoncto Wiich i tranisfexalié s

in a transferable record" since it reliably establishes a document's
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" authorit ‘@@Hﬂp made only wth the consent of t he person
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asserting contr each copy of the authoritative copy and any

~ copy of a copin gemeraddibwevet, 48 etorigind heaydtse, Butie ¥t ed 1 BeO4 trhfiferable record.
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.aauthorltatlve copy is conmmunicated to and maintai ned by the person
~asserting control or its 5 designated custodi an, and any revision of the
“authoritative copy is readily identifiable as authorized or unaut hori zed.
In general, however, an e-original may be, .but is not required to be, a
transferable record. |In other words, not all e-originals are transferable
records, but transferable-records are e-originals. This can be inportant
to |nfornat|on obj ects such as agreenents that nay be 10 executed in any
nunber of "counterparts", each of which should bean e- original with the
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VLLL ".. n~ 1 . I 1. JJ - navynvvna~~a i LL. nl n. 17.39 -7- effect as if
the signatures on the various counterparts were upon one docunent. A
"counterpart"” of an agreenment or information object is one of possibly
many e-originals that are replicas of an agreenent or object that may be
executed separately, with each counterpart being an original wth the sanme
effect as if.the.signatures on the counterparts were upaon, he sang
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si gnat ur es e appl i ed during execution of an el ectronic docunent and
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Ce validity of all digital signatures and associated authentication certificates (e.g., ITU X.509v3
certificates), and the authority of the document's submitter, A successful authenticity
verification attests to the legitimacy of the submitted electronic document, The TCU then
creates the e-original by appending a date-time stamp and its digital signature and cextificate
(signature block). This TCU action demonstrates the TCU’s assumption of control of the e-
original,

SUMMARY .
Applicants' inventions solve this and other problems suffered by prior approaches to

authentication of information objects.



stored e-original objects that have been created by signing information
obj ects by respective transfer agents, submtting signed informtion
objects to a trusted custodial utility (TCU), validating the submtted
signed information objects by at |east testing the integrity of the
contents of each signed information obj8ct and the validity of the

signature of the V. Lrans a and | yi.n ch validated
i nformati on obj ecl%lgﬁeoﬁg'%k prrPelc tsaﬁlf)’enéng’etﬂer ¢ Hlp&ivf(%ﬁg#&?g?tﬁaéﬁ%ﬁj
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that have been created by si gni ng |nfornat|on obj ects by respective
transfer agents, submtting signed information objects to a trusted
custodial utility (TCU), validating the submtted signed information
objects by at least testing the integrity of the contents of each signed
information object and the validity of the signature of the respective
transfer agent, and applylng to each



val idated informati on object a date-tinme stanp and a digital signature and
authentication certificate of the TCU, includes the steps by the TCU of
receiving a request submtted by a user for retrieval of an e-original
object identified in the request; determ ning whether the user has
authority to submt the request; and i#9the user is determ ned to have
authority, zﬁ%b {ﬂgen%‘%ﬁ'&%%t le stt S Sst(g'gd (';nectmraltl \“ nﬂlta IQ gtrgn rabg: r[c]c%lrd anlaJ ect
identified I'n T act ? tefrt avVel & original object
content inf mlrmutrcd)uo cam:dlucatthd dzak Eh@memwbunmﬂduiesm Kate-gixtersmeatpiangaf r om t he

si gnature E%*k signer information; extracting at |east one of a date-tine
of adigitiz signature included in the signer information and a
date-time of the TCU s receipt of the signature block; extracting fromthe
signature block certificate infermation that includes signer identifying
information; formng a data structure fromthe extracted informati on such
that upon rendering the content the information is properly placed with
respect to the content and includes at |east one forgery- resistant
indiciumthat clearly identifies the rendered information as a copy; and
communi cating the data structure to the user. I.n yet another aspect, there
is provided a nethod of handling stored e-original objects that have been
created by signing informati on objects by respective transfer agents,
submtting signed information objects to a trusted custodial utility
(TCU), validating the submtted signed information objects by at |east
testing the integrity of the contents ofeach signed information object and
the validity of the signature of the respective transfer agent, and '
applying to each validated information object a date-tine stanp and a
digital signature and authentication certificate of the TCU, which handl es
at | east one e-original object based on rul esestablished by an owner of at
~least one e-original object includes the steps of authenticating an
identity of the owner; establishing rules relating to a deal, wherein the
rules include a rule that establishes at |east one type of e-original
object, a rule that establishes at |east one type of e-original object as
potential transferable records, a rule that enables at |east one sel ected
user to access at |east one selected type of e-original object, a rule
that identifies at |east one type of e-original object required to
conclude a deal, a rule that controls transformation of a sel ected
e-original object -11- into a transferable record, a rule that identifies
at | east one user able to authorize transfer of an interest in a
transferable record; and validating the owner's right to act with respect
to the deal. WO 01/41360 PCT/ US00/ 32746 -12



BRI EF DESCRI PTI ON OF THE DRAW NGS The features, objects, and advantages of
Applicants' inventions can be understood by reading this description in
conjunction with the drawings in which: FIG 1 is a block diagram of
liability allocation in a docunent authentication systemthat 5 creates
el ectronic ori gi nal objects; FIG 1A idlpustrates the contents of an
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application of w appers; oWs " Use Avent ory
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- steps of: retrieving the e-original object identified in the request; extracting from the retrieved e-

original object content information and at least one signature block; extracting from the signature

- block signer information; extracting at least one of a date-time of a digitized signature included in
the signer information and a date-time of the TCU’s receipt of the signature block; extracting
from the signature block certificate information that includes signer identifying information;
forming a data structure from the extracted information such that upon rendering the content the
information is properly placed with respect to the content and includes at least one forgery-

* resistant indicium that clearly identifies the rendered information as a copy; and communicating
the data structure to the user.

In yet another-aspect, there is provided a method of handling stored e-original objects

-~ that have been created by signing information objects by respective transfer agents, submitting

- signed information objects to a trusted custodial utility (TCU), validating the submitted signed

* information objects by at least testing the integrity of the contents of each signed information

~ - object and the validity of the signature of the respective transfer agent, and applying to-each

validated information object a date-time stamp and a digital signature and authentication
certificate of the TCU, which handles at least one e-original object based on rules-established by

- anowner of at least one ¢-original object includes the steps of authenticating an identity of the
owner; establishing rules relating to a deal, wherein the rules include a rule that establishes at

- least one type of e-original object, a rule that establishes at least one type of-e-original object as
potential transferable records, a rule that enables at least one selected user to access at least one
‘selected type of e-original object, a rule that identifies at least one type of e-original object
-required to conclude a deal, a rule that controls transformation of a selected e-original object



a deal. WD 01/41360 PCT/ US00132746 -13 DETAI LED DESCRI PTI ON Applicants’

i nventions can be inplenented utilizing commercially available conputer
systens and technology to create an integrated cl osed system for

aut hentication of electronic docunents and other information objects. 5
FIG 1 is a block diagramof the |iabiitlity aIIocation for authentication in
Appl i cant s’ into t féﬂ@l@ co"ilé &handem Vgas#ong}iser leto QHcPAzéC ﬁel!‘(;{f‘aa'ltle keys-
used to encrypt/decryp ﬁy sign o%j e are ivered to a
obj ect's ormgmanmtralis@erahlnr@&ﬁ;aduﬂwéﬂdﬂuigtlamwerabgletmamﬂlrespérdnmtherﬁealastructure
and certificate definitions used in this application are based on the X 509
standard and the publication by CR Merrill cited and incorporated above.
10 As described below, the public/private key is advantageously delivered
in the formof a Token such as an electronic circuit card conformng to

t he standards of the PC Menory Card Interface Association (a PCMCIA card
or PC Card) for use in the originator's conputer. In general a Token is a
portabl e transfer device that is used for transporting keys, or parts of
keys. It will be understood that PC Cards are just one form of delivery
mechani sm for public/private 15 keys; other kinds of Tokens nmay al so be
used, such as floppy diskettes, Smart Cards, universal serial bus (USB) .
tokens, integrated circuits, etc. Advantageously, nmany comrercially
avai l abl e Tokens that enbody on-board cryptography generate the
public/private key pairs on the cards, and the private keys never |eave
the cards unencrypted. Using an integrated circuit, such as a nenory

devi ce or a programmabl e processor with nmenory, for a Token has the

advant age of 20 small size, enabling Tokens to be included in many

communi cation and conputing devices, like cellular telephones, personal
digital assistants, handheld conputers, identification badges, etc. The
public keys are generated and issued by or under the control of the
Certification Authority (block 102), with a certificate including the
identity of the intended recipient and appropriate user attributes, anong
other things. Principal conponents of the DAS assurance are 25 the correct.
operation of the Certification Authority framework, the tight binding of
user identity and attributes to the public key in the aut henti cati on
certificate, and the reliable delivery of the Token to the authorized
recipient. As illustrated in FIG 1, it can be convenient froma managenent
poi nt of view.to use a =




Regi stration Authority (block 104) as an internediary between the CA and a
Transfer Agent 30 (block 106). This permts the CA to concentrate on
controlling generation of cryptographic keys and issuing certificates. The
Registrati o fbg&rity (RA) can then concentrate on other _ managenent
aspects of the DAS, such as performing Transfer Agent enrSi¥mele27*¢ ecor di ng
and WO 01/41360 PCT/1JS00/ 32746 -14 asggciating attributes of the Transfer
Agent with the Agent's public key, setting a Token activation personal
identification nunber (FPBRIEFDRSCRIPTIONGE THE ORAWINGSd retrieval . For
exanpl e, the Tﬁg:}sfer ggjgnt may be authorized to conduct only certain types
of deals or tT¥%ENERCRIsCtE A 3 vantagrsofhprlicams inventins candhd yngerstood byhan” a
pr edet er Telfifls i deriplidn #iHhfcton Glth Bl Eaifld i Sk, the RA may use a
service such as the bonded courier services Tormonly used to ferry
securities betKiGeh igreblotkediagram d€liabikity aflbentibo keaddcomedtauthbiituation sysginntbior .
Posi ti gni h RA | aocal |l y.has several advantages, including for exanple
face-t%- f%gaetéspeﬁe(fgf)mézfonfgﬁ%‘%ﬁ%’ and direct delivery of the Token. In an
addi ti onal asgEGt 1AfillisteteMScortéits BN d-6rdhdl iPdcRotifbe wWitheA i bdye only when
it is 1Q used in conjunction with a certificate and personal

i denti f i dBYFOR™nf or mati on such as the recipient's bionmetric information
(e.g., retina-gigf1 Fre=prl . at is assigned to

t he recipient of %[i%eﬁllgolfen @d?ﬁiﬁ%ﬁmgm%%egﬁﬁfﬁg%eMy be delivered by the
RA separate fHon? isrefloychasit nba digitg-sigpiabme chinnguéBatinantordaneasiitht t er of an

el ect §oni . S required to digitally sign or encrypt the object
woul di(gi rﬁ&pgr '@%’é‘%&%ﬂﬁ ded with a respective Token and 15 personal

i denti ficati orFIGn3Aillmtratedthe bntokitd bf dac-cHpnA pioated bsxb%bli@st@h@ﬂ'apsig&éﬁﬁe
advant ag\%%%r{ﬁ _be permtted to change an assigned PIN to one of the
user's o \ ‘gd’and that the PIN nay be any suitable password or
passphrase. TIHIS, 4 (¥ R Bars 6Ehbth¥d SF Q& Vil by
that user. In FIG 1, an infornmation ogijﬁlggpﬁg Jgﬁ‘gfeﬁgﬁ@%ﬁ%*%@@u sequent
transmi t tAnpligamd's éyentéensa 20 Transfer Agent, and it will be appreciated
t hat Tr ansf 1S, 1 iLfied to the DAS by its possession and use
s %rIG%Alg}? H%plét? arh &j@c& IpveRtopy %r aﬁgal

of a valid certificate and val'i hot ed above, the authentication
~certificate alf¥@.$ iscifioatchart ofum dbfectiiventdiyl vekdivrimSmahod MQcddraiivt ShmAgent .

| ssuance ﬁﬁ%’ the CA of a digitally signed certificate ensures the

verifi abi‘tHRlGaNlY MVsRLOnSHent'i ty of each transmitter of a digitally signed or
encrypted obj 846, 54 BeiGuidtierifmtoRardifierdas Rl e ik Bp L RU BRI 24,
certificate and public/private key, "or to rerssue a Certiticate and

publ i c/ pri vat &IG. 6 illustrates owner definition of business rules relating to an agreement, deal, or

20  transaction;

FIG. 7 depicts creation of electronic records and execution of a deal prior to submission
toaTCU;
FIG. 8 depicts creation of e-originals at a TCU prior to execution of a deal;
FIG. 9 depicts execution of e-originals with a TCU's ensuring that exact copies of
25 partially executed e-origihals do not exist outside the TCU;
FIG. 10 describes creation of a copy of a transferable record;
FIG. 11 depicts a signature block;
FIG. 12 depicts multiple paralle! signatures applied to an inner wrapper and a TCU's
digital signature applied to an outer wrapper;
30 FIG. 13 depicts recursive application of wrappers; and

FIG. 14 shows use of the object-inventory method to implement counterpart execution of

a deal.



key, froma renote |ocation electronically. The CA can al so support
privilege managenent in accordance with the policy set for the system For
exanple, the CA and/or RA can set financial or other limts on the
authority o the Transfer Agent by conveying those authorizations
or restri c?‘?gﬁgﬁgg& certificate attributes. These attri but BST/E3H46
retrieved fromthe certificate and 30 ggforced by other elenents in the
system As depicted by blocks 108, 110, the Transfer Agent arranges for the

information object in digital ﬁmmmﬁsm%ﬁ%ﬂut put of a conventi onal
word processor, to be inported into a device 1/ 41360 PCT/ US00/ 32746
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(bl ock 1lgheraf) P§¥enVEY CRINEALN] in0g.dightally signed or encrypted
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memory device or a programmable processor with memory, for a Token has the advantage of
20  small size, enabling Tokens to be included in many communication and computing devices, like
cellular telephones, personal digital assistants, handheld computers, identification badges, efc.
The public keys are gencrated and issued by or under the control of the Certification
Authority (block 102), with a certificate including the identity of the intended recipient and
appropriate user attributes, among other things. Principal components of the DAS assurance are
25 the correct operation of the Certification Authority framework, the tight binding of user identity
and aftributes to the public key in the authentication certificate, and the reliable delivery of the
Token to the authorized recipient.
As illustrated in FIG. 1, it can be convenient from a management point of view to use a
Registration Authority (block 104) as an intermediary between the CA and a Transfer Agent
30 (block 106). This permits the CA to concentrate on controlling generation of cryptographic keys
and issuing certificates. The Registration Authority (RA) can then concentrate on other

management aspects of the DAS, such as performing Transfer Agent enrollment, recording and



hand-witten signature, a digitized signature and verifiable bionetric
information, a digital signature, or a conbination of these.

Al ternatively, the Transfer Agent can sign an information 25 object by
connecti ng usi ng the password and ot her procedures of a secure

pr ot ocol , vg(zg%ugés&ut he secure sockets |ayer (SSL) securitpgTﬂﬁsg‘{"%"E’cﬂ for the
TCP/IP (Internet) conmunication protocp).. As should be clear fromthis
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Agent i s asharidting adgeutés @ﬂﬁ@%ﬁﬁeﬁ%&ﬁﬂvﬁtﬂ fhe Qent SRy PeBiticderbien  the
course of signing an object, the Transfer Agent appends a ﬁash, a cyclic

r edundancdfti¥ ersgngl éﬂ%@ﬁiﬁ?ﬁﬁpﬁ PaEberdRIND| andartificale ordeting andyptaiewdl. Font ent
integrit | ' in I i.e.,
unchangespp e dpirdfer Aaf hay el 6 & S 0) BuiEdR S e a5 76 - 16

Bef or e summsastionnandéor dbals qiGtinsdchienstiaging desk rtan a peddeniod) exbie. Myengiref er abl y
be fognarteiaeqegeﬁ,h tﬁ%i{"i‘t I ncl udes suitabhe‘e I nstructions for parsing, and
processi NG H1s Contenf St RayY P ERIeETECh Fiths bandgd coypier sepvdeeg commoply ysedh
PKCS#7,  ab f&iMcdimitios bettREK pidtitsA0 QIR@L theTolen to thild¥iect &iinatd. PEiHbhing it De
used for é‘gl saﬁurpose. The contents can be one or ‘nore 5 information

obj ects ( Hh#serHgdwmntages. inpiirdingsoe examplg facaliociasramons of ideatiyand conput er
sour.ce CQfiRct dRURY LEfe DGt abl e code, databases, data conpilations, etc.),
date-time stanps,” digital signatures and matching certificates, and/or

i ndi cators, winehaddiddnatizspeds of thaiDAS) ¢ie publid/privhte ey is effsatiensnly Whesit i0bj ect

I dentjfi . . encodi. rulLes and tags,.|f .the TCU accepts, subm ssions
creat ieéj \;qv{sg%l_n%%ﬁ%%eo tmgﬁ% Egtbf("iaf?ﬁf’g ngg%}a}]&em&%cam]b‘ maiqTEk 83 ©€al gori t hns
or 10 alrgdpiettsnichitiemiorastioni.s)eciunempad nd voicolBfindyur alFIR Hx 3§ ficha keep
pace with changin techni ques, then the indicator(s) nmust identifythe

al gor i t hrif 8¢ TerRteRif the Token by thgiGA orRA apdthet mexbriddlivered by thefRed Fabarate cept s

submi ssi G HeRRERd0M nl \ kS
Uch 1 or e e O ey S len oafiBer SRS TR E ol DI T
each pereligitaldly sigmordanctypt thabbject wduldsimilartyee prbvidial it a anpdotive Aglesii and

si gnature,.j .t he Transfer .1 ent shoul d aythenticated i

anot hieér‘I %g{/s?n&sfz‘geﬁngéangg ‘“é%%ﬁ?-cﬁﬁﬁ%ﬁgg@gﬁl%?ﬁgﬁ&% U & V,anWﬁ?‘Eﬁf}c an be
achi eved nimy beggthitted ¢ chafg HdiaBagre@ PINko SnctsFPhe (stF O] @ooARERMA) that tHEPEN T 1 €r
and a passwqrd or by a client authenticated secure sockets |ayer (SSL)
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verifies khb@nbpitRPhdety of submitted information objects. Use of digital

signatures directly supports validation of both 20 Transfer Agent identity
and i nf or mat i HhFIEhjl et infosmatéon objaet'eoriginator 2Bd apy sithséqmentetansmitteeate tilhdd aan

20  Transfer Agent, and it will be appreciated that a Transfer Agent is identified to the DAS by its
-possession and use of a valid certificate and a valid PIN. As noted above, the authentication
certificate also indicates one or more attributes of the Transfer Agent.
Issuance by the CA of a digitally signed certificate ensures the verifiability of the
identity of each transmitter of a digitally signed or encrypted object. The CA also retains the
25  ability to revoke a certificate and public/private key, or to reissue a certificate and public/private
key, from a remote location electronically. The CA can also support privilege management in
accordance with the policy set for the system. For example, the CA and/or RA can set financial
or other limits on the authority granted to the Transfer Agent by conveying those authorizations
or restrictions as certificate attributes. These attributes can be retrieved from the certificate and
30 enforced by other elements in the system.
As depicted by blocks 108, 110, the Transfer Agent arranges for the information object

in digital form, such as the output of a conventional word processor, to be imported into a device



I nformati on object has not been altered prior to or during subm ssion and
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or otherwise, as the Transfer Agent's attesting to the integrity and validity of the information

object. For example, the Transfer Agent might append to an information object a digitized
hand-written signature, a digitized signature and verifiable biometric information, a digital
signature, or a combination of these. Alternatively, the Transfer Agent can sign an information
25 object by connecting to a TCU using the password and other procedures of a secure protocol,
such as the secure sockets layer (SSL) security protocol for the TCP/IP (Internet)
communication protocol. As should be clear from this description, it is important for the DAS
to assure itself that a Transfer Agent is who the Agent purports to be. If not already provided in
the course of signing an object, the Transfer Agent appends a hash, a cyclic redundancy check
30 (CRC) information element, or other type of content integrity block to the object, thereby

ensuring the integrity, i.., unchangeability, of the information object.



"signature" of the Transfer Agent. The TCU transforns an aut henti cated
received digitally signed electronic object into an 20 electronic original
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anal ogous to the sinple rubber stanp ayailable in many mail roons. The
digital signature applied by the TCU elimnates the possibility of
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submitted information objects. Use of digital signatures directly supports validation of both

20 Transfer Agent identity and information object content integrity. Once it is determined that an
infqrmation object has not been altered prior to or during submission and that the object's
Transfer Agent has the proper authorizations, the TCU assumes custody and control of the
object and responsibility for the object's preservation by appending a date-time stamp and
digitally signing the submission.

25 On receiving a digitally signed electronic object (block 114), the TCU tests the integrity
of the electronic object's contents, the validity period of the Transfer Agent's ce:tiﬁcafe, and the
status (valid or revoked) of the authentication certificate (e.g., ITU X.509v3 certificate(s)). The
test of the integrity of the object contents, which may also be called "digital signature
verification”, comprises extracting the public key from the authentication certificate, decrypting

30 the digital signature (thereby uncovering the object's hash), computing a new object hash, and
checking the uncovered hash against the new hash. The test of the validity period comprises

simply ensuring that the current date and time falls within the validity period noted in the
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authentication certificate to the authenticated received digitally signed electronic object. The

date-time stamp can take any convenient form and is analogous to the simple rubber stamp
available in many mail rooms. The digital signature applied by the TCU eliminates the
possibility of unauthorized alteration or tampering with an object by the signatories subsequent
25  toits original execution or sealing, In addition, the TCU's digital signature can advantageously
provide for non-repudiation, i.e., precluding the ori ginator from disavowing the object. This
action by the TCU marks the TCU's assumption of custody and control of the electronic original
object.
For the sake of brévity, the terms "e-original object” and just "e-original” will be used to
30  refer to an authenticated information object created by a process involving a TCU and a Transfer
Agent, and the term "deal" will be used to refer to a transaction or account that corresponds to or

is defined by a set of e-originals. It will be understood that an e-original is itself an information



stores and distributes certificates and CRLs and certificate status

I nformation. The DCR nmay in sone enbodi nents be included in the
Certification Authority CA. 15 Applicants' DAS relies on properly enrolled,
or authori zggeMs&y s (Transfer Agents), and an advant ageous process of
requesting certificates can be understood by considering BEIGSY32M9 ser pPK|
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20 TCU, the set of authorized parties who can access the TCU (e.g., through an electronic device

such as a modem) to obtain or further transmit an e-original may change.

To maintain a trail, or chain, of evidence, the TCU applies version controls to e-originals
in an account, thereby preventing direct modification of an e-ori ginal. An e-ori ginﬁl inan
account is replaced when an authorized party checks out and retrieves the e-original and submits

25  anupdated version; the replacement is elevated to the status of e-original, or authoritative copy.
This kind of check out feature can be used to prevent another party from attempting to check out
the same e-original. All prior versions of the e-original are advantageously maintained and all
activity is tracked to discourage fraud. The combination of actions by the TCU, in conjunction
with a protected audit trail, can be used at a future date to prove conclusively that a party

30 initiated a deal, precluding an originator from denying that the object originated with that

originator and providing irrevocable proof of authenticity.
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that face-to-face identification is possible. User enrollment information can then be entered

20  directly at the CA or remotely at the RA, and in either case, a Token is allocated to the user.
The allocated Token, such as a Smart Card, may be inserted into a local token reader and
initialized, assigned default PINs, and commanded to generate a cryptographic key pair. The
key pair may be assigned a reference handle, or name, so that the private key can later be
associated with the authentication certificate when it is available. The Token is then

25 commanded to export the public key. If these operations are conducted remotely, the user
enrollment information and the public key may be used as the basis for a certificate request,
which may canveniently have a form specified by the RSA PKCS #10 Certification Request

- Syntax Standard or by another suitable standard. Such a certificate request may be signed by the

RA as proof of origin and then be transmitted to the CA.

30 On occasion, a user may be permitted to request the user's own authentication certificate.
One such occasion is certificate renewal, but other instances may also be authorized (e.g.,

instances like those involving web browser secure sockets layer ("SSL") certificates).
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many purposes besides simply indicating the provenance or pedigree of a document or object.

20 For example, governmental entities might use a chain of custody to help compute and collect
taxes or other levies. The TCU provides such an evidence chain by receiving an original
executed or signed document and verifying the identity of the signer and the authenticity of
documents received. The TCU retrieves CRLs from a directory, checks the CRLs for Certificate
validity, and checks the expiration date of the Certificate. In one embodiment of the inventions,

- 25 the Online Certificate Status Protocol (OCSP) can be used to check certificate validity, The
TCU then gencrates a date-time stamp for the document received, and provides an integrity
block (hash) that ensures that the document cannot be altered without detection. The integrity
block is protected using a digital signature algorithm, and the evidence chain uses the integrity
block and date-time stamp to provide notice and evidence of any alteration, even by a

30 document's originator, if alteration is attempted after origination.

By first checking the authenticity of received digitally signed electronic objects, the TCU

can assert that an object was valid on receipt. This assertion can extend for the remaining



verification algorithm which will report success only if the docunent is
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PCL/ LﬁPO/ ir?v%?v%tss repézﬁg’d application of date-time stamps and TCU signatures and certificates. The first

step 302 of the digital-signature chaining method is selecting a deal to which the remainder of
the method is applied. The next step 304 is selecting an e-original from the selected deal. As
noted above, an e-original generally comprises (1) an information object, (2) at least a Transfer
Agent's signature appended to the information object, and preferably a digital signature and an

25 . authentication certificate for the digital signature, (3) a TCU's date-time stamp, (4) a TCU's
digital signature, and (5) the TCU's authentication certificate.

The sclected e-original is re-validated in step 306 by verifying the TCU's digital
signature on the e-original using the TCU's public key that is derived from the TCU's
authentication certificate. Validating a signature block that contains only a TCU's digital

30  signature is sufficient to verify the respective e-original, which is convenient for regular re-
| validations by the TCU of e-originals in the course of testing for correct memory retention (step

307). When used with high reliability storage (e.g., RAID), such regularly scheduled re-
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Step 204, |t he AreDcely Rl BebforcxBting e VIR REiodadr o pagads dra DAS .
: handling long-lived information objects is called "object-inventory versioning” and involves the
creation and maintenance for a deal of an e-original called an "object-inventory”. As an
e-original, an object-inventory generally has the characteristics depicted in FIG. 1A. At
appropriate stages in a deal's evolution (e.g., at deal closing), the deal's "object-inventory" may
25  be checked out of the TCU, be digitally signed, and be re-submitted to the TCU by the deal's
owner or authorized agent to signify the owner's/agent's own actions or accord with TCU
actions, such as acknowledgment, ratification, transfer, etc.
FIG. 4 is a flow chart of a method of creating an object-inventory for a respective deal
that is preferably carried out by the TCU. An object-inventory is a list of object identifiers and
30  associated signature blocks for e-originals corresponding to a deal, and FIG. 4A depicts an
exemplary object-inventory for a deal relating to a mortgage on property. It can be desirable to

include in the object-inventory an abstract of the respective deal, and such an abstract may



instructions it has received fromthe deal's owner. In the absence of

I nstructions to the contrary, WO 01/41360 PCTI US00/ 32746 -24 the
participants may be the only parties pernmtted access to the deal (e.g.,
the corres |.n e-originals), although it is expected that third parties
will also %gggié?lg‘f“[ted access and that the identities ofIAGSY3YHi rd
parties can change fromtine to tine. Tgf deal 's object-inventory is
created in steps 406, 408, 410, which btfld up the object- 5 inventory by

addi ng rej : | -originals one. b n see Fl 4A) .. SO
that ot antleaBaRBml bl Rl dp RO 0T rimRe ol ot e et abS
(e.qg. b ¢ hptiésnete o whichdiagitdnal df yhisingition g'laﬂ-ﬂé _tl_y&??)iﬂg nda'ﬁﬂgn gost‘—lﬂédl iattivifiése In and ]
re-submt t he ct-inventory to the T( y the deal's owner or the
owner' s aﬁ@%ﬁ’ B?di%%gfgﬂﬁmﬁ!‘f@wf'@@%é’éﬁ‘f infpeation abeveshe Borizonsl KReinp, digital
Si gnat ur efTN42, GM2lm mO_deQék@ﬂ%tPrB?:égt?L%Ssc}iBﬁ‘JnrgPXnJeﬁ hﬁ%ﬁfoﬁfeﬂl Bt

obj ect-inventory into an e-oridinal. exa e, the first pass through
step 496 Fmihe distgfiobiert idpntifines, tek ks T2 1200 TEG-N0E; DRF2t02 TG AR ste., ei t her

by addin rgl| -Lfd . ndex,l ocating t | .abstract in . the
TCU s mgr r?ge rr{/{%tqagl O?hég OE i [geéétp?({t?\d\%ﬁ “6&1;%} °8+e°%1§“’?“ﬁ‘%?5 anlgllggtﬁgh %t ﬁéeagé%l?“%gt ract
into ]E he a)inpﬁgageim\pmpb edy,such ﬁjemufgheinﬁmhé sﬁfomssglﬂo%e, ﬁ@gﬁﬁy a@cmidﬁpnehonl y
once for a given object-inventor Wth each, pass throu step 408, the
obj ect i alg?f??qpl 1680 et&nAtf-;?ﬁ? Py th?;ﬁ‘lf‘?rg’élﬂ%’é‘ifﬁ“g"btsﬁactt H’@“’%é&ﬂ"c?lg’ b8 nked to
15 the objre¢iled ﬁWE@TQU}byQHedeBW@H&%r{He'I‘i‘idsferﬁ?erﬁﬁ?reCi ated that it is
not necessary to link the e-original identifiers of a deal's information

obj ect® to an Abpiyest-mvepions riefprablyds ae e-grigingkthatdsinternal to 2T CUcalthopgh ftimked at
t he same 4 ; RS al. signat yre bl ocks

cont ai ni g‘f’ s£aIt§131 @gggtﬁ%?’ﬁtg a%@%‘%?ﬁéﬁ%%ﬁ@?ﬁe@ b%t?]ac{ ngugee‘glfl' “e-ori gi nal s
ar e | i nkedject-invientonbyjodbat-the abjeeninoentoryaihh kave Byanddethdagicitetiiczeantlresadi, ng t he
si gnat ur e_hl.oc in th CU.s nenory to t 0 object-inventory and/ or by

i ncor por a‘Y’it‘)‘ﬁlb“’ﬁBe %‘r%ﬁg@g?%sw%fctﬁzgegvlﬁm %“Hz"’éﬁj"‘@%‘[ taws febhaye rag oresy

t r ansf or neiksh asabétﬁﬁkpxhﬁvmt\ﬁWA%gl{c&t@ré-&igﬁ{ai[sgwﬁ{thékﬁcﬂ&mcﬁwﬂ rdddrft ep 412
by adding its date-tine stanp, digital signature, and certificate. (In
FIG 2 TFrEsyby el oficyidats thpt Fap standsindtsewvnand he veedtindspendently ofwsherdi ng t he

i nf or mat i PRceddres diRKe bR A & which represents a date-tinme stanp
(11/02/ 9‘}910: 20PM ang an%g@]!\%ct-l ﬁx\?éntory ver si on nunber 25 (0102, i.e.,

the version 2 Qe identifireat récondeidemifie) valSisnindexchiallics, adr lthe likeghatard aifffisiemt | on
o0y ects AT Gr e BRSSO W B
carry outcofifaitfasditile Sith@TCURRightl digi¥BTe SREMHnBEhGBY cerf MM o H8LJIKCL i ONS
OO O3B ol A PEE s 5t s B o et O
e.g.,
participants and Transfer Agent(s) and the TCU's date-time stamp, digital signature, and
authentication certificate. Validating a signature block that contains onty a TCU's digital
signature and certificate is sufficient to verify the respective e-original, which is convenient for
regular re-validations by the TCU of e-originals in the course of testing for correct memory
25 .retention. Thus, it will be understood that validating an object-inventory requires checking the
internal signature blocks against the corresponding e-originals using the identifiers and then
validating the object-inventory's TCU digital signature.
The first step 402 of the method is creating in the memory of the TCU a logical
association among the participants and Transfer Agents known to the TCU as comresponding to
30 the deal. Of course, the "creation" of step 402 may instead involve selecting a deal that has
already been created In the next step 404, the TCU sets access permissions for the deal based on

instructions it has received from the deal's owner. In the absence of instructions to the contrary,



signing out the object-inventory fromthe TCU, digitally signing it, and
re-submtting it tothe 30 TCU. It will be noted that the signature bl ock
of each e-original corresponding to a deal is preferably re-validated in
step 410, %%?ﬂgﬁvalldatlon is described in connection with FIG 3, WD
01/41360 P 032746 -25 before that e-original is i| RETIB8UZHS an
object-inventory for that deal. Neverthg|ess, in sone cases it can be
enough to rely on a re- validation that' 1y have been perforned for other
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or by in vent Il lustrated in FIG 5A
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t he ‘pur pose, of. e t e rre od is to refl ect subsequent deal activit
or tg P cofitaming at Toast tﬂlen'gc{}r; digita anature on the deal's e-originals arg linked to the object- Y

inventory, either by adding indices locating the signature blocks in the TCU's memory to the
20  object-inventory and/or by incorporating the signature blocks into the object-inventory.

The TCU transforms the object-inventory into an e-original as depicted in step 412 by
adding its date-time stamp, digital signature, and certificate. (In FIG. 4A, the object-inventory is
depicted as advantageously including the information: 11/02/97 10:20PM]OI02, which
represents a date-time stamp (11/02/97 10:20PM) and an object-inventory version number

25 (OI02, i.e., the version 2 of the object-inventory). Since digitally signed information objects
corresponding to a deal may be submitted to TCU and transformed into e-originals at various
times, it can be advantageous for the TCU to carry out step 412 at a time or times specified by
owner instructions corresponding to the respective deal or after an act by the owner/agent, e.g.,
signing out the object-inventory from the TCU, digitally signing it, and re-submitting it to the

30 TCU.

It will be noted that the signature block of each e-original corresponding to a deal is

_ preferably re-validated in step 410, as re-validation is described in connection with FIG. 3,



extend the validity periods of digital signatures, the TCU validates all of
the e-originals included in the copy of the selected object-inventory
(step 510). The TCU then authenticates the copy of the selected

obj ect -i nvent or?{ Sstep 512), by transform ng the copy into a new e-original
obj ect- i nV&HEH¥ by adding its date-time stanp, digital PETESYYIITE, and
preferably authentication 30 certifi catzes. This is depicted in FIG 5A by
the information: 11/06/97 11: OOPM O 03.“Tt may be noted that date-tine
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20  atleast the’TCU's digital signature on the deal's subsequently submitted e-originals are linked to

the copy of the selected object-inventory, either by adding indices locating the signature blocks
in the TCU's memory or by incorporation. A resulting object-inventory is illustrated in FIG. 5A
for the situation in which two objects, identified by TN#212-05 and TN#212-06, have been
added to the deal illustrated by FIG. 4A.

25 Whether the purpose of executing the method is to reflect subsequent deal activity or to
extend the validity periods of digital signatures, the TCU validates all of the e-originals included
in the copy of the selected object-inventory (step 510). The TCU then authenticates the copy of
the selected object-inventory (step 512), by transforming the copy into a new e-original object-
inventory by adding its date-time stamp, digital signature, and preferably authentication

30 certificate. This is depicted in FIG. 5A by the information: 11/06/97 11:00PM]OI03. It may be

noted that date-time stamps when applied are preferably always current time, and version 3 of



have their TCU signatures re-validated, which includes a verification of
the TCU s digital 25 signature on each added e-original. If a deal is noved
bet ween TCUs, then every e-original nust also be re-validated. In any

I nstance \Aﬂf@ﬁ@ new deal is created, adjustnents nay be nade to the
access per YHRY of the new and existing accounts. ThustCHESHpEY#6 phe
recogni zed that the object-inventory ve_ﬁé_i oning nethod relies on the TCU
to maintain the integrity of all previously entered e-originals, yielding
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envir i.nvo] vi ng mani pul atiaon of information objects. 10 1. As noted
above?BFﬁEé@F &1&‘&4 S}%}ﬁgﬁ%%%e*empﬂinﬁgt b vpligpiedorhen pyiag eishsy mathog), bferag
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an initi saffireg (updates) theauthbrticitlof thetsybjeq erdrigthab fwhether (h€shijed iegirigalal sagnat ur e

effectiv l.hes life.of ap e-ariginal, the TCU sends 15 a renewal
request tel %%5%%%@?1 rﬁfé@&mlgﬁgg?%gﬁ%ﬂmeﬁﬁf AL PP IEB R erti ficate fromthe
PICT before eveswk,toth aéthbdicnddbd sibataith@ptidaine 9Rps il o1y aptea sdiad 14 hat

the validity period of the replacenment certificate overlaps the validity
peri 03g ofth'i" ﬁ‘gﬁﬂfs&ﬂaﬂ’ﬁ%"%“iﬁ method, dheaHelU's gwgent date-gimestagem, digitabtiznae.iadl as

di ct at ed qtifchtsRiOppaRial fo SeBPL-bliliiithd RO Do & BEf24n @PAb¥SLifvent .
general, a state-of-the-art "signing al gor ﬁ%m S a%ways us to maxim ze
t he probatsrsiening methed, threTCW's cinfent date-tip® swinip andaligitahsighatieard dppendgh tudn t he
val i _di ty &S‘féu?a‘il (i.., the object-inventory) that comprises other e-original object references and TCU
signatures. After the object-inventory is date-time stamped and digitally signed by the TCU, the
20 procedures diverge in their handling of subsequent deal activity. No change in processing is
seer in the digital-signature chaining method, but in the object-inventory versioning method,
only new e-originals resulting from subsequent deal activity are added to a copy of the previous
object-inventory and only such new e-originals, including the previous object-inventory, must
have their TCU signatures re-validated, which includes a verification of the TCU's digital
25 signature on each added e-original. If a deal is moved between TCUs, then every e-original
must also be re-validated. In any instance where a new deal is created, adjustments may be
made to the access permissions of the new and existing accounts.
Thus, it will be recognized that the object-inventory versioning method relies on the
TCU to maintain the integrity of all previously entered e-originals, yielding considerable
30 operational savings in the TCU because only the new version of the object-inventory needs to be
date-time stamped and digitally signed by the TCU. Moreover, object-inventories that relate to

a given deal are each the product of a cascade of preceding object-inventories relating to that



(a) The digital-signature chaining nethod entails performng "e-original

re- validation" and appending a current date-tine stanp, the new TCU
digital signature, and preferably the current TCU aut henticati on
certificate to an e-original, e.g., every e-original corresponding to one
or nore de¥PMBBbyery e-original stored in the TCU. "e- BETYPWERT46e 25
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20  will remain viable throughout the validity period.

(2) The digital-signature chaining method entails performing "e-original re-
validation" and appending a current date-time stamp, the new TCU digital signature, and
preferably the current TCU authentication certificate to an e-original, e.g., every e-original
corresponding to one or more deals or every e-original stored in the TCU. "e-original re-

25 validation" refers to the process described above in connection with FIG. 3 in which an
e-original has its TCU digital signature verified in a cryptographic process that checks that the
contents of the e-originals have not changed from when they were submitted to the TCU. The
TCU preferably employs known recovery technology (e.g., RAID, backup tapes or disks, and
other known disaster recovery techniques) so that any detected change can be automatically

30 rectified. (See step 307 in FIG. 3.) This is particularly important when e-originals are
transferred from one storage rhedium to another or from one system (TCU) to another, and in

appropriate circumstances might be done without involving the object originator or deal



obj ect-inventory, validating the TCU signature on the previous version of
the object-inventory, adding a reference to the previous object-inventory
to the new version, and date-tinme stanping, 20 digitally signing, and
appendi ng t\{;‘?(}ﬁ ajentication certificate to the new version of the
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certificate to each re-validated e-origina rgitally sig
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and cust n ul.d.extend the Life of | .previ,ousl
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(b) 1 Saccgﬁ{i%?] e.Wth the opject-inventory versioning nethod, the

obj e'c? 2 i ivVent @‘gﬁ%{r 180atyFes gn %’I“?ﬂEfﬁﬂPéﬁwﬁeiﬂﬁfg ths ohicgkinveemy egrsirsing or
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(i.e., the list of record identifiers or exe e-origlina I'ng up
t he deal )S'SRaEre- By aydentigsiionesttificrerfl.¢.crating r somsh@ew akision) of thgi nal s were 15

transf er rg@gter-il9Ent V\g,'[%{i r ut the e-original .re-yaljdation
or ocess on R;t i]e ; rrglg? yall ﬁ%wé flcﬁ%fnger dn fhl previous Vétsion of he o ject-inventory,
: adding a reference to the previous object-inventory to the new version, and date-time stamping,

20 digitally signing, and appending the authentication certificate to the new version of the
object-inventory). Again, it will be understood that "verification” involves checking a digital
signature and "validation" involves checking a digital signature and certificate status. In this

example, verification is used to check content integrity and validation is used also fo insure that
the TCU certificate is valid.

25

2. The digital-signature chaining and object-inventory versioning methods can be used in
a transfer-of-custody process that would implement a suitable instruction or instructions
submitted by the deal's owner or authorized agent to a TCU and requiring transfer of one or
more deals to another TCU. The instruction(s) preferably would be transformed into an
30 e-original(s) and retained by both TCUs, and the new TCU would set up the required number of
accounts and deals. The new TCU's certificate must overlap the old TCU's certificate. In



e-originals one by one, make a copy of the inported (latest version) of the
obj ect-inventory, and add the copied object-inventory's identifier and
signature bl ock, which are the identifier and signature block fromthe old
TCU. The new TCU preferably woul d obtai n approval of the object-inventory
by the deaMOd1@iieer or aut horized agent by requesting thBETAURM/3BWher / agent
20 check out the object-inventory, apprgpriately update the deal abstract,
signify approval by digitally signing~and submitting the new

obj ect-i nvent ory. ubm ssi f th fgitally si new

obj ect - i r?é@ﬁ%fté}ayt%%@a%%‘ﬁﬁfgr 8P?‘H&ﬁlq%\%dmraéle‘\'yaﬁg'{?ﬁ%?ﬁeg%‘?“s&ﬁ?pend t he
current efeh@nk tH¥Rifé bitansferod e GriginaR! fbokhé maXinARhedbl aldwddie TCU s
authentication certificate to the new object-inventory. This action would
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docunent gt ' ' 5 g ment ,
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by the deal's ome&sg'?acﬁﬁrélﬁ?‘fevg § OBiPtHRyentgry Xersio ﬁg}ﬁﬁﬁ’gﬁei n the new 5

owner's abjotitverdds ahd adskiRals @bhrespotdin® thtaadckighatéd dedl dridesls wiiuldheexphtedge
(update) the deal and account designation. The TCU coul d al sq change

nomenc| at'tHe §¥EY nTherreptphigelitveaionel 6y thy listaf raoprd idertifieraprindeyes ©
nonencl atel &idiiEhathesh @Y a&%ﬁ@g@gﬁ@ 53&9 V\%(IJIPS @c‘eﬁaﬁg ARE A1 WoliBinkil @lere

digital -signature chaining uld pertorme-orrgina
r e- vals daransferred fihemdwiT{d) wonidentry dut the tHorigingltreivalidatingl pabicegstoritheimpioged al |

L L T
| at est v elditercopied bbjectdbventdry's leaffi@rald sip@dtire bIbck,vaitighrs e identifiet ardliat | on,
add signature block from the old TCU. The new TCU preferably would obtain approval of the
object-inventory by the deal's owner or authorized agent by requesting that the owner/agent
20 check out the object-inventory, appropriately update the deal abstract, signify approval by
digitally signing and submitting the new object-inventory. On submission of the digitally
signed new object-inventory, the TCU would perform signature validation, append the current
date-time stamp, and digitally sign and attach the TCU's authentication certificate to the new
object-inventory. This action would affirm transfer-of-control and custody to the new TCU and
25 extend the life of all previously affixed digital signatures to the life of the new TCU's digital
signature. This process would be repeated for each deal to be transferred.
In both methods, the old custodian (TCU) would be notified upon successful
transfer-of-custody, and the old TCU could then archive and/or remove the deal(s) from its
_ database.
30
3. The digital-signature chaining and object-inventory versioning methods can be used in

a transfer-of-ownership process that would implement a suitable instruction or instructions and



the new e-original (s) authorizing the transfer-of-ownership and a reference
to the copied object-inventory to the new object-inventory, request owner
approval (e.g., by having the owner 15 check out the object-inventory,
approprlateuz date the deal abstract, and signify approval by digitally
si gni ng and’ ﬂ%ﬁ? %ting the new object-inventory), and valACIEIeVEE owner' s
digital signature before appending th%%b‘ S current date-tine stanp,
digitally signing, and attaching t he s authentication certificate to

th t h th

trano or “Bpoplate BYERHafion | Co PR LMD A corl AEGHOBE! bR dolleiel ) "

rgm)vte t “mtw@mﬁmbtﬁmﬁga“ﬁ]mﬁ"'ﬁt% Cfﬂl@tﬁﬁjdﬁftglaﬁﬂajaﬁ déul vedeaBnNThoinstrpdtioge it
ects as roprirate e | al -signature chai nin

ob) ot -1 o ABGAAIPL i hop At il SN Ao (PG ASBHor ol

process, THa &, 60 idskBcibd B dtau@eartarot egen%uhﬂ eMfier BSE 4 A dchtinlthOyRer shi p

of 25 the assom ated e-original(s) d the financial assets represented by
t hem I n q¥@wes agcouns gad Grnsfesall dp¢tg‘rwat1ersnm)it os simgly ¢hangedppdata) thedisal and( e. g.

l,.d b I h f d.
it 1 andrarntesbdo i1 fod FR Pl eieafien IR RBIAATS 2 °

sui t abl e eroriginalg) fo@onformitm adhenclahpeisrefrdd 8 fHeQidini c&h&r docunent ati on
subnmitted by the d

cust ody of the dea?"(('}‘!g'é‘ %W@&'%&Hﬁggﬁr%g%%g@g% '&‘8& %C%JQ\Q %‘P"ge

t ransf or megoinh E-@nﬁmﬁfﬂe@'aﬁ@dtﬁ;n apPerAdRCeRt detimy l?.iaﬁﬁ)t arfdGR4ifa) sighhl  TCU, as
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or create a new deal” 1nan exis ccoun

appropri aake acopy of thalates{ edr*xomdsf the olﬂwt}ﬁﬁatcbltom perfbrite-oeyingl@validatipn, latid
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In both methods, these actions would affirm the transfer-of-ownership. The TCU could

. 20 then close the old account or remove the transferred deal from the account and archives and/or

purge ifs objects as appropriate.

4. The digital-signature chaining and object-inventory versioning methods can be used in
a transfer-of-rights process, in which the rights transferred would be less than full ownership of
25 the associated e-original(s) and the financial assets represented by them. In general, one or more
o rights established in a deal or deals (e.g., revenue stream, servicing, etc.) could be sold or
otherwise transferred. The transfer-of-rights process would be implemented in response to a
suitable instruction or instructions and appropriate documentation submitted by the deal's owner
or authorized agent to the TCU having custody of the deal(s). The instruction and
30 documentation would be transformed into e-originals and added to the subject deal(s). The
TCU, as instructed by the deal's owner, could either create a new account and transfer only the

appropriate e-originals (all or a subset) representing the transfer-of-rights into the new account



attaching the TCU s authentication certificate to the new object-inventory.
In both nethods, these actions would affirmthe transfer-of-rights. 5. The
di gi tal -si gnature chai ning and obj ect-inventory versioni ng nmethods can be
used in 15 a syndication process, in which the owner would retain parti al
ownership SYORHEM  but the remainder woul d be sol d to RS0 | es.
Such a sale or sales mght include pro-rata rights to a revenue stream
derived fromthe deal and a corresponding default risk. The syndication

process ' nted in response t.0 a suitable jnstruction or
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deal ' s owsmbsetintoatié hewidesdld agent to the TCU 20 having custody of the

deal (s). The inst rgct ' oné sq)i?é‘and_docur_re_nt ation would be transfornmed into
e-originals and ad racqrinmeg WK herdigiiadsigagture theining stethed: the ACYH) wewdd)| d
provide f ' | &fen he.dea) ttal qgrenbers
of the sy%gt;?ggt% gdggﬁérﬁgﬂgdﬁﬁdés m?gﬁggﬁghgﬁ%nﬁhew rpéhﬁde@gﬁagi&cfg% ,al or

addi ng3f u-eriginalgtyalved irthe Gansfes. t he deal (that woul d be transformed into

one or nore e-origi s)..identifying.the. new owners.and fheir cent.age of
owner shi p. 25 Owce%%@oﬁ%‘?%@% gj{\g\lheg)bée&‘ Vﬁlftgrlyfefsbqnﬁ’éd‘,‘etg%ﬁg’se wf’ﬂ]g deal
woul d be mskenmgy bOthedatbst persioh @5 the WBj2ciNRV IO pebdih eofiginlbre SYdliioalaRd ()
In accorgtﬁnce Wi t,h,qta&exﬁgi %i_t,al -signature_chal ning nethod, the TCU woul d
per f or m NBPTYFIRERINRUSAAIOHZING Hi¢ tansfeefdrighteand aeferpncefathe qopied st anp, and
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accordance with the object-inventory versioning
a copy? ofdigitab sigaaturetbedase sppsnding the A€ WBbrarent dateseme stayp, dgitflysipnmgoandgi nal
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obj ect - i nvent dn yothandthelsnhwseabli®s oV iin® the trahSaefSighywner approval , and
validate the owner's digital signature before appending the TCU s current
date-rime stanp, digitally signing, and attaching the TCU s authentication

certificate ta fhediRaw-Ghiafes cﬁammnaroxsjecd-ﬁvaﬁ&g vgsioﬁg%ndctﬁm 3 BELLR IS

would affirmthe time of syndication closure. I gl tal-signature
chai nilhg dadisgjoadrogess, ahwhbicl theawaienwowld retain paris]! avarership ofsieldali but the pr ocess

of securigi zakd . n_or lease portfolio, in.which a
"speci al -rplh%lgo%rybué%%%%%%eg P%‘Ingsg é“%ﬁaﬁé R TS Btd?‘fl TR “\é\@ﬁ%’a‘hy
r et ai ni ngevdnee stefamuddrived frimalie deakband a corresponding default risk. The syndication process

would be implemented in response to a suitable instruction or instructions and appropriate
documentation that would be submitted by the deal's owner or authorized agent to the TCU

20 having custody of the deal(s). The instruction(s) and documentation would be transformed into
e-originals and added to the subject deal(s). The instruction(s) could provide for granting
appropriate access to the deal to potential members of the syndicate, and as shares were sold and
new niembers added, for adding firther documentation to the deal (that would be transformed
into one or more e-originals) identifying the new awners and their percentage of ownership.

25  Once the syndicate was completely formed, access to the deal would be removed for all parties
who were not part of the syndicate.

(a) In accordance with the digital-signature chaining method, the TCU would
perform e-original re-validation, append the current date-time stamp, and digitally sign all
e-originals involved in the syndication.

30 (b) In accordance with the object-inventory versioning methed, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add

the new e-original(s) created during the syndication and a reference to the copied



portfolio and the rights to the revenue stream being sold off in exchange
for a one-tinme paynent. 10 The securitization process would inplenent a
suitable instruction or instructions and supporting docunentation that
woul d be su‘gm'tted to the TCU having custody of the deal (s). The

i nstruction 38448 unent ati on woul d be transformed into eRGHVHPRHENG and
added to the subject deal(s). The TCU wpul d create an account for the
speci al - purpose conpany and nmove the e-0Originals representing the
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Such _docunentation vvou‘{}g be transfornmed into an e-original upon subm ssion

to thd>TCEVarRed infp ofout ofjhe sacuritization pertfalin, forexpmple aprssnlbes defalts ande

descri bedieah@¥gonsi f @ Nnew account needed to be fornmed and e-originals
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e-originals involved in the securitization.

20 (b) In accordance with the object-inventory versioning method, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add
the new c-original(s) created during the securitization and a reference to the copied
object-inventory to the new object-inventory, request owner approval, and validate the owner’s
digital signature before appending the TCU's current date-time stamp, digitally signing, and

25  attaching the TCU's authentication certificate to the new object-inventory.

In both methods, these actions would affirm the time of securitization closure.

7. The digital-signature chaining and object-inventory versioning methods can be used in
a process of negotiability, in which an offer, counter-offer, acceptance, and/or rejection would
30 be documented in the TCU. The necessary actions associated with the offer and acceptance
would be performed. The object of negotiation could include delivery of electronic information

objects of intrinsic or extrinsic value, in which case the objects could be accompanied by a



performc-original re-validation, append the current date-tine stanp, and
digitally sign all e-originals involved in the negotiation. (b) In
accordance with the object-inventory versioning nmethod, the TCU would 10
make a copy of the |atest version of the object-inventory, perform
e-originaIXY%QW%PWdation, add the new e-original (s) crea@usdusisg t he
negoti ation and a reference to the copifd obj ect-inventory to the new
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20 8. The digital-signature chaining and object-inventory versioning methods can be used in
a process of agency authorization, whereby for example an individual or organization could
satisfy tax, regulatory, and company accounting requirements for an expense account by
submitting expense receipts and authorizations to a TCU, in which they would be held as
e-originals that could be conveniently organized, for example in folders by year and month. The

25 company would be enrolled in the DAS and would control access to such account folders,
providing access to one or more folders as required for audit or tax purposes. The above-
described process of eJuvination™ would be performed on such an account as required to insure
continued legal and regulatory compliance. ‘

For example, an employee might purchase an item by using a credit card, thereby
30 generating a transaction record in the card-issuer's authorization center. Such records would be
-extracted from the authorization center, and perhaps organized by expense category. The

organized transactions would be digitally signed and submitted to a TCU by a Transfer Agent.



5 enployer would digitally sign the report, append its authentication
certificate, and submt the information to the TCU. It will be appreciated
that the enpl oyer could al so conveniently provide information in the
report to its accounting systemfor paying the credit card charges and

rei mbur si NYOtME138Hpl oyee for other entries. It will al soPERUSWHRESI at ed
that in this kind of "deal", several entities can take responsibility for
submitting i nformati on objects that arg%ransformed 10 into e-origina

objects. .Both digital-signature.chaining and obj -invent ory versioning
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si ze vs. uaBgHhecamditlsned. Beermployee would then digitadly sign therexpase reporsf atgoimbis &hi p and
rights, ' . ] L t,1 ' | at | [ above
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t hi s i5s amployeceadddigitallpsign thh sepodeppdhlitnayhedntcation otrtifichie, and sibimitithes, al |

of which _can be see ave overl appi spegts. Accardingly, this
Gescr | pt PETEHBE R A DY b RRBrec R R epityoh g BmSsvritntvon of
Appl i canpfavideiRRhadnsin ki rbftRaS ity @Bulitg s38tem IKd d3&dif d¥e$eharges and
conbi nat1 ons of these, and all others that fall wthin the scopes_of the

appendedreimbynging the eraplayagdorcthon entrigsm It Wil alse be npracisteddhnd nthisiapd ebhydealcant s
I nventio | L: ety Qf: gm '

t ransact %%’ﬁ%ﬁ gEgrEggiﬂatﬁa%{'g?po%lgﬁ ffg?gdbo Mlsn%onrl% au'El %gﬁ%tls ?%? %rgtu%ggf?n %ir mat i on
obj edils mdzeodpingl dlpectuii t abl e i nstructions can occur "internally" (wthout

retrieving stor.ed.object). . ar. "exter.nally" (by retrieving an gbject and
ovi i ng i ¢ PEiE St ughine 86 P Rumey YroShine ekt Rud g o

chain, otheGhnk Pesfts, busthe digitaligrdmtcchaiithg inBBod isaiRbdY Rievedldp BE timpdrgni Ng
wi th anot her digital signature, apgendl ng another certificate, and_storing

the restheptheptitst-entgneveauening method fur das usen dihp tradeofi 45 daseribed shove it filsns
enabl e sgless cBﬁ?hQﬂ%ﬁ‘Bv’serheﬁQ and ot her ownership transfers of

aut henticated information objects, which may have intrinsic value, |ike
el ectlSonic artistic works, as well as extrinsic value, |ike notes and

securities. 01/64 360 F%CT/ S00/ 32746, . - %5 | t .ca'.l | be . inder st od, of
Course, that  ABpICE K@ OERY RGP BB IE SHIFh ASH G AR | on v t
any i nf onggetiaéh £bjdesttibed b0l disk ifGrmal $rocd¥Bdsi 07 A paitjcat BCU Bk itavill bexpl i citly
neither understood that this is not necessary. More than one TCU may be involved in such uses, all of
which can be seen to have overlapping aspects. Accordingly, this description should not be
20 understood as limiting the application of Applicants' inventions to these uses but as
encompassing these, combinations of these, and all others that fall within the scopes of the
appended claims.
It can be seen from the description above that Applicants' inventions are useful in a wide
variety of commercial and other transactions. For example, transfers of stored authenticated
25 mformation objects according to suitable instructions can occur "internally" (without retrieving
a stored object) or "externally” (by retrieving an object and providing it to another). Also,
establishment of a verifiable evidence chain, or chain of custody, by date and time stamping an
object, signing with another digital signature, appending another certificate, and storing the
resulting object are described. Accordingly, Applicants' inventions enable sales, assignments,

30 and other ownership transfers of authenticated information objects, which may have intrinsic

value, like electronic artistic works, as well as extrinsic value, like notes and securities.



intrinsically nor extrinsically valued. Although every information object
may be considered to have at least an inplicit value, whether intrinsic or
extrinsic, objects having only inplicit value 5 may be thought of as
"non-econom c" objects that include all kinds of personal, business, or

| egal recol@1¢4§®h as | aboratory notebooks, corporate r @EBUGE/2146t i gati on
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the trusted third party, respectively.” In accordance with Applicants’

i nverd®i offsmatign. dhmay be rotedthpt theorigingter of aniefonmation 'objeot thay be the enfigy tat nor e
pot ent i aly: . of.the.offer by a buyer(s) are

I dentifi g‘ ,Hgﬁ%éng a@ﬂrgpdjﬁ?gg a(aa&gtﬁ) %ﬁgiﬁ}\egm{(’h@a‘forné)ﬁ%e\“ér Is created. Fromthis
exanpl e, the Suchischmanied benéfitanbadrtially Aomt Apphicghtd' §ystdnis dndinataRMiaance and t he

transfer.of th rd. can al so pe seen, 30 To begin_ this exanp|e,  an
i nf or mat 1‘%‘?13‘8?5}? & Kéc fg‘b&‘e rReIsrafoR: s{ep el eEHIneT] S%é’?dr Ofipdl augenhicaied e
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a first party w.shes to transfer the aufhenticated obj ect ?o a second

par t 0 TH registey fugefiang fardha benpfitnfskeownsr piihe tleat@iorepat/ WSO Rm7s)Gtems

and methods make it possible to establish ownership of electronic records, and to provide

irrefutable proof when a transfer of ownership takes place. This supports stranger-to-stranger
transfers, which in the following example involves three steps (an offer, an acceptance, and a
record of transfer) that are independently performed by the offer's owner, the offer's recipient,

25 and the trusted third party, respectively. In accordance with Applicants' inventions, an object's
current owner, the owner's offer to one or more potential buyers, and the acceptance of the offer
by a buyer(s) are identified, and a chronicle evidencing the transfer is created. From this
example, the withdrawal of an offer anytime prior to its acceptance and the transfer of the record
can also be seen.

30 To begin this example, an information object, be it a document, negotiable instrument, or
other valuated or non-economic object, would be under the control of the TCU, and a first party

wishes to transfer the authenticated object to a second party. The first party would propose to



-36 transfer the authenticated object to the second party by signing out
(retrieving) the authenticated object fromthe trusted repository,
attaching instructions to the authenticated object, and transmtting the
object and instructions/terns of transfer to the second party by a secure
transm ssi oNORMEARE® Traditional paper transfers woul d usePGTEHYMT4SI on
nmeans such as a courier 5 or registered Since the information object
inthis exanple is electronic and is préggcted by the nethods and
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r eposi toré”sf PAYSHAPY g1, signagpreqio the gpihenticated objpet asdthsfasogigiedy. | n eit her
case, theingeididhs. transfer or assignment of ownership would occur at the

TCU, which vvoul d validate the digital signature of the new owner (the
secondOparty) Bhe sspgndmarty a’ppldye@lmh%ﬁmsmcdtaathmtlcaﬂadl objegfrand fnstrudtiong,hi s

wthits ?y(\ﬂ our s he rms_of transf rfromthe
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resci ssi OﬂffﬂlobjdnEaxﬂflﬁmucmnsltdﬂﬂxemG‘LS(thtaﬂ tepositordWhith %uld@ffe&ﬂmaqﬂﬁnt to a
could rescind the offer by

specified ti ch case the first part
het  uct | PEPSHED Y Dbiecko€ FTcih s R Ao ORGP LiE oo RUST BY Gt e 3
itself, i parffdretd TOUMAI¥mafivil), ¥ $36ordRErty Loutd cdihinicate 4 éc%E tﬁi@@%f ﬁﬁ.'o?feﬁ"" th

a neV\/ ownership by the first party. The precedi ng exanpl e can
expr ed8edtorthe Brskpastyowhe aopld thesy trankfer @I}Srﬂs@ﬂpta@aet inyhe f8m iof tisiradipnsy th@l | ows:

Ofer fro éﬁ ‘(S % o e Cto
TCU S. (Sa% gﬂg)a‘?& ‘(W@ % A %ﬂ’% &1 5 REGERANED e
accept anceanStf S {sSigh@bntet bivhersisp Hubaiséisat fﬁa(I@U Gﬂﬂidl)@oul&ieiﬁdate t@mgi)tal
Transfer b CU% B&CSTC (S%ﬁglﬁ S% cgb %930 where (Obj ect) (Ietg
docunent , SEYRITE gt HHRFE OWRER( thespeobd@aryiog pbise RRPIn® late-tigtecstampsand siggall
this with its own digital signature. Of course, the terms of transfer from the first party to the
20 second party (instructions) might provide for rescission of the offer by the first party at any time
or subsequent to a specified time, in which case the first party could rescind the offer by
instructing the TCU to assign ownership of the object to the first party itself, in effect simply
replacing the first party's prior ownership with a "new” ownership by the first party.
The preceding example can be expressed more economically for the symbolically

25 inclined as follows:

Offer fromBto C Si(S'tcr(S,(S.(Object))), Cert,, Qual)
Acceptance C to TCU S(S.(Object)), Sy(S'rey(Sp(S.(Object))), Cert,, Qual)
Alternative acceptance S.(Sc(S,(Object)), Sy(S'rou(Se(S.(Object))), Cert,, Qual))

Transfer by TCUto B&C  8';y (S.(8,(Object)))
30 where (Object) is, e.g., a document, fax, graphic, certificate, promissory note, etc.; Cert is
irrefutable proof of user identity when used with secret key (e.g., an X.509 certificate); S, is the
digital signature of party A, e.g., the originator of a secured object; S, is the digital signafure. of



i rrefutabl e proof of user identity when used with secret key (e.g., an
X.509 certificate); S. is the digital signature of party A e.g., the
originator of a secured object; Sb is the digital signature of W 01/41360
PCTI USCQO 32746 37 party B, e.g., the first party to obtain ownership of
the securedVOPyHe: S is the digital signature of part pCTuUSews746 a second
party, potential new owner of the secure7d object; STCU is the digital
signature and tinme stanp of the TCU; S,“?(ij ect) is the object digitally

si gned by_A. ( ' s the authepticated. (secured) object;
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The signediasbitered bpthediilEcny QGusl represensdhdbyuaBificativheoranstecibaspnahie vfféraimt by S.
i s denot j.ect)). Sb submts the signed object tq the TCU,

whi ¢h cr 2@%@%°Vﬁ%€?§?§§%f°@%}%%ﬁ°ﬁ# ?‘t“r@s* TSR PR O jhedpgheshe TCU
records, respghsi sicspt aatpomsetdak thadail Gdo i Bsohkd A6ding date, PRyfdht rdtefeaes t he
responsibility of the TCU,  Sb makes the offer to S' which is denote

Sh('S' TCUCH#Hk éé’( L iofess, Q@iml&‘}t tekg 4hg formyed fer expmplenaacenticontingentesy after

i ndi cat egatelbngded recipient(s) 15 of the offer and the inclusion of the
instructions Qual defines ternms that nust be enforced by the TCU. S,
accept® the oflhepizhed object$ fAbject) SafcatsildytS), the dvencedhyp afivelith g SSs denoted by

{ranse & e OPERE St R gt loily SEUFhbhhisneR B psts A me
val i dat eswtheaticatell@bjcetn A"hd FORK 1abd1as régistérhan@dsrtrolss' 3 AS| S 0Bsbet)))f whish h
actions 3peck and signs the offer and acceptance,

he TCU tine:-

effectin ef%éstﬂlt’ea‘%&o@?lb"b‘?} %ﬁ’éﬁéﬂg%ﬂa‘@ﬁw&@s& oBjidis dpnoteding for audi t
T ! C WIS DAY reci .

e ToD B o e PRl PRSP T g p i)

Cert.15 oftheoffepan the inclygisn 0 Bh¢ Asirucsions Pualidefinesitenmsi that mmpbetrddrceadbly the

SO 980 Sk L0 SR R PRl S8 BRI P Lo,
may wait Sk (2%S.40bjeq))y, Gerti, Quel)) iB ShiisatiitéDi thd TCUSS fnitsdtd @Rfkfer 3PBWEAMHIK.S) |
been T ooas a0 FHiOEF iRy ol 95 Hreauie i theyals celpch) Koo FHonBerbdti 511 on
of an of fRIU GAB-sPfpS 1Y EHRWE TR hécBbthiee At Bhd B¥Fransfer by creating
20 S'rcu(Sc(S.(Object))), and for audit purposes the TCU creates S'rou{Sy{S e Su(S:(Object))),
Cert,, Qual)). The TCU records, registers, and controls S'1eu(Se(S 1cul{Sy(S.(0bject))), Cert,,
Qual)) and $';¢,(S.(S.(Object))). Transfer is completed and acknowledged by transmitting
S'reu(S(8.,(Object))) toboth S, & S...
It will be appreciated that in determining if the Qual is satisfied, the TCU may wait for
25  an appropriate instruction or instructions, approval(s), or acknowledgment from S,, e.g., that the
necessary value has actually been received. This may be expressed as S,(S(S,(Object))).
The rescission of an offer can be expressed symbolically as follows:
S, rescinds offer B to TCU  §,(S,(Object)), Sy(S'rcu(Sy{S.(Object))), Cert,,
Qual)
30 and multiple offers B to C, D, etc. can be expressed symbolically as:
Sp(S.(Object)), Sy(S'rey(S(S.(Object))), Cert,, Cert,, Qual)
and counter offers C to B can be expressed as: |



Sb rescinds offer Bto TCU Sb(Sa(Ooject)), Sb(S TCUY Sb(Sa(Object))), Certb,
Qual) 30 and nultiple offers Bto C, D, etc. can be expressed synbolically
as: Sb(S,(bject)), Sb(S TCY(Sb(S, (Cbject))), Cert., Certa, Qual) and
counter offers Cto B can be expressed as: WO 01/41360 PCT/ US00/ 32746 -38
Sc(Sb(S nmuSt4i¥enj ect))), Cert,, Qual), Counter Offer) PERASHYBEEd ng
exanpl e that has been presented in wor and in synbols is just one of
many specific applications of Applicant i nventions that each have their
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i s del r REIs then revra thapifey to the offhron Ghalfirst bared.y i nsurer, to spread the cost
or risk assocj A | t1on. object appn sever her parti es,
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arty had_one.or nore N
P _ y specf}l%d portions of one or more objects in the set. Applicants' inventions thus can provide

asset- or risk-sharing or other forms of syndicated transactions; the instructions would permit
-20  other second parties to accept some or all of the remaining object or objects. This form of
transaction might be useful in contexts, such as re-insurance, where it is desirabie for one party,
such as a primary insurer, to spread the cost or risk associated with an information object among
several other parties, such as one or more re-insurers. Similarly, the instructions could permit a
second party to "over-subscribe” to a first party's offer when the first party had one or more
25  other "first parties” willing to provide the amount of the over-subscription. This form of
| transaction also might be useful in cost/risk management contexts like insurance, where a
second party seeks to accept an object "greater" than the object offered by the first party.
As noted above, certified documents advantageously can be printed or otherwise reduced
to "hard copy" and issued by the TCU in response to a suitable instruction. It is currently
30 believed to be preferable for the TCU to apply to the hard copy some form of indicium or legend

that is resistant to forgery or unauthorized imitation, such as a watermark, hologram, or similar,
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recordation or by regulation or legislation. It is believed that such
except? ortdumppitef gopy of a transferable record exist on a client workstation, unless specific provisions

for such renditions are defined in the business rules, e.g., where an unimpaired copy is required
for recordation or by regulation or legislation. It is believed that such exceptions to the
protection of unimpaired copies may not be needed if recordation agents (e.g., county recorders)
accept two-part renditions, 1.e., discernable differences between what was signed and what is

25 displayed, that are supported by these inventions.

The TCU controls a transferable record by enforcing business rules crafted by the
corresponding e-original's owner to govem the creation, distribution, storage, retrieval,
assignment, and deletion of transferable records. At no time should an authoritative copy that is
a transferable record leave the custody of a TCU. Further, a non-removable indicium should be

30 added, preferably to every page, of a rendition of an e-original that has achieved transferable

record status that is displayed in whole or in part at a client workstation, unless an exception is
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20 FIG. 6 illustrates a method of establishing business rules that govern deals, with

emphasis on e-originals that are also transferable records. FIG. 6 shows how an owner may
define business rules that implement business proc;esses required for conducting a deal, and thus
a TCU handles e-original objects based on the established rules. This set of actions
advantageously creates a reusable set of rules templates, from which the owner can select the

25  template that suitably matches the type of deal involved. The owner or authorized users can
then populate the template with the actual information-object types needed for the conduct of the
deal and thereafter. It is currently believed that the business rules having the most significance
here relate to identification of those information-object or electronic-record types that are
designated as transferable records.

30 In the method depicted in FIG. 6, the owner logs on to the system (block 602), i.c.,
accesses a TCU via an e-original client EC, and the TCU authenticates the owner's identity

(block 604) as an authorized user of the system based, for example, on the owner's user ID and
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including establishing business rules for a deal or deals. The log-on information may be

sufficient for a class of actions such as viewing or participating in and/or concluding low-value
deals. Nevertheless, where additional assurances are required to perform requested actions,
digital signature verification and authenticated user information conveyed in certificates can be
added when querying the rules database. This layered approach to anthenticating a user's
25 identity and validating the user's rights, i.e., the user's set of authorized actions, may entail
querying other databases based on the user or certificate attributes; such as role, value of
transaction, and identification as owner or owner's agent and therefore as a user able to authorize
the transfer of an interest, such as ownership, in a deal's e-originals.
FIG. 7 depicts a method involving creation of electronic records and execution of a deal
30 prior to submission of such information objects to a TCU. Such a transfer to a TCU of executed
electronic records may be called "papering in" to the TCU. As described above, care should be

taken to prevent exact copies of the executed electronic records from being printed or circulated.
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Rules selected or created by the owner are communicated to the TCU, which validates
the owner's roles and authorities, i.e., the owner’s right to act with respect to the subject deal
(block 712). The owner then selects electronic records (block 714} locally in the client EC,

25 which are communicated to and assigned to corresponding record types at the TCU, which
checks the owner's right to access selected record type (block 712). After selecting an electronic
record and reviewing its contents, the owner commits to apply the owner's digital signature
(block 716). In particular, the owner may be asked to affirm, by an overt act, the owner's
decision to be bound by the owner's digital signature, after which the client EC computes the

30  owner's digital signature and creates (block 718) a wrapper that includes at least the content of

the record and the owner's digital signature and certificate. The wrapped electronic record is

then submitted to the TCU (block 720).
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the equivalent of "papering in" to the TCU, and thus the method depicted in FIG. 8 includes
20 many of the same steps as the method depicted in FIG. 7. Accordingly, blocks shown in FIG. 8
that correspond to blocks shown in FIG. 7 are identified by the same reference numbers as the
blocks in FIG. 7,
A difference between the methods depicted in FIG. 7 and FIG. 8 is that in FIG. 8, one or
more electromic records created by the origination system are not executed by parties to the
25  respective deal. These unexecuted electronic records are uploaded to an e-original client EC.
Since the records are unexecuted and thus cannot be mistaken for executed records, it is not
necessary to destroy or mark them as copies. - These records may, however, contain deal
‘information and the names of participants.
FIG. 9 depicts a method involving execution of e-original objects that are held by a TCU
30 such that the TCU ensures that an exact copy of a partially executed e-original, especially a

transferable record, does not exist outside the TCU.
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the TCU retrieves the r ctive e-orrgin
information (names and dates) into a data structure that is described further below. The TCU

20 places the data structure in a wrapper that enables the user to verify its origination at the TCU

and communicates the wrapper to the client EC and user (block 922).

The data structure that includes the signer information and that is created by the TCU is
such that upon display or rendering by the client EC, the signer information cannot be mistaken
as a part of the displayed record content (block 924). In particular, printing the stored or

25  displayed record should result in only a rendition of an unexecuted record. Such data structures
- typically contain the parsed contents of one or more si gnature blocks, and not every data
element is usually incorporated from any signature block. What is displayed is advantageously
a subset that enables a user to "drill down" further if needed or if the user is allowed. Tags,
where available, may be included to match included signer info to signature fields in a data
30 object, which enables checks to appear where signatures were previously applied or pop-up
windows to be positioned. Application-specific business rules determine what is returned in a

data structure and how what is retured is used. Possible elements of a data structure are a
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After receiving the wrapper submitted by the client EC, the TCU validates the
authenticity of the wrapper, comparing the hash of the e-original content with the content hash
contained in the signature block(s), and the rights and participation of the signer(s) (block 930).

In general, the TCU extracts the signature block(s) from the submitted wrapper, retrieves the

25  e-original from which it previously extracted content (see block 916), and adds the signature
block(s) to the retrieved e-original, forming an updated record. Placement of the signature
block(s) is preferably determined by the business rules. The signature block(s) may be placed in
any of the recursive wrappers or in an object-inventory, This flexible placement capability
enables the initial e-original to be retained in unaltered form.

30 Since many users may need to digitally sign a document to conclude a deal and since
such signatures may occur at different times, the TCU may wait until it receives all of the

signature blocks of the users (e.g., co-signers, counter-signers, etc.) that are required to complete
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the TCU mestadatagBlock 1006). Once the deal is selected, the user may be shown a list of record types
20  that exist in the deal, from which the user selects a record typs to be displayed (block 1008).
The user requests retrieval of that record for read-only access (block 1010), which may be the
only access rights granted to some users. The TCU validates the user's rights to make such
selections and request (block 1012). If validated by the TCU, the TCU retrieves the respective
e-original from storage (block 1014) and extracts the contents of the retrieved e-original (block
25 1016).

The TCU also preferably extracts the signer information and the date/time that the digital
signature was applied (biock 1018). If available, e.g., from the retrieved e-original, record
formatting information associated with the retrieved e-original is used by the TCU to guide its
placement of the signer information within the electronic record. If such associated record

30 formatting information is not available, the TCU places the signer information according to the
applicable business rules or a general set of business rules. For example, a cursor displayed by

the client EC is positioned over the field indicating where a user’s digital signature or
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20 It will be appreciated that the methods and apparatus described above involve the use of
signature blocks and wrappers. FIG. 11 depicts an exemplary composition of a signature block,
which typically includes at least two elements, or data structures: signer information and
certificate information. These elements may be called signer info and cert info in shorthand.
Signer information is generated by first hashing the content(s) of the record(s) to which the

25 signer is applying its digital signature. Atiributes that will be protected by the digital signature,
L.e., atiributes that are used in computing the digital signature, are then appended to the hash,
and such attributes can therefore be called "authenticated attributes” that reside in an

- authenticated attribute field of the signer information.
In general, authenticated attributes are used for defining the signer or the signer's actions.

30 Authenticated atiributes may include, but are not limited to, the date and time of the digital
signing, the reason for signing, and the signer’s holographic signature, either freshly or
previously digitized. It is currently preferred that this nature of the holographic signature, where
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at 1g1t signature.” The content hash would stay the same, but the authenticated attributes

could vary from digital signature to digital signature, thereby enabling specific information
co_ncerning each act of signing to be conveyed.
The certificate information in a signature block typically includes at least an
authentication certificate (e.g., an X.509 certificate) and may include one or more other data
25 structures containing additional information about the signer. Such additional information
would typically be issued by an authority recognized by the TCU and document authentication
system and may be arranged in a data structure having the form of a certificate digitally signed
by the issuing authority.
FIG. 12 depicts exemplary wrappers, showing an inner wrapper 1202 and an outer
30  wrapper 1204. A wrapper is a data structure containing tags that permit locating and extracting
information fields contained in the wrapper, and thus any record format supporting inclusion of

digital signatures with content may be used, including, but not limited to, PKCS#7, S/MIME,
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is sufficient to detect any alteration, even one bit, of the protected contents. FIG. 13 depicts four

20 level of recursion, but it will be appreciated that there is no physical limit to the number of
wraj:pers that may be applied. There may, however, be a practical limit due to the computation
power available, the time it takes to unwrap and parse each data structure, and the business
responsiveness demanded by users. Wrapper recursion may also be dictated by business
processes such as those involving the signature-chaining method described above. It will be

25 understood that wrappers can include serial as well as parallel digital signatures, which can be
those of users or Transfer Agents, depending on the business process implemented.

FIG. 14 depicts an example of a wrapper that might arise from the above-described
object-inventory method using counterpart signatures. It will be appreciated that such a method
is the equivalent of traditional counterpart execution of a deal, such as an agreement. In the

30  course of the method, a master copy of an e-original record and a signature page are made
avaifable to each participant in the deal, and each participant adds its digitized signature to its

respective signature page and returns its signed signature page or both the master copy and its



FIG 12 depicts exenplary wappers, show ng an i nner wapper 1202 and an
outer 30 wapper 1204. A wapper is a data structure containing tags that
permt locating and extracting information fields contained in the

wr apper, arwl HZH% any record format supporting inclusion of digital

si gnat ures ' @ntent may be used, including, but not IBGHUSB3XMS, PKCSH#7,
S/'M ME, WD 01/41360 PCT/ US00/ 32746 -49.XM., XFDL, HTM., and XHTM..

I nfformation el enents that may be contained in all wappers are algorithm

identifieg i r orithm .conten user signat ure ks,
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means that w s can be contai neq within wappers and an exanpl e of
which is dep?@‘?@ ¢jappPiepigied that in jecopiance LW?B’&“@WaWC‘f‘H‘iféheexanpl eis
an i npl eresHgidlr@inidgts a dedl ARAhMERIRA 8palaRly. Bl WifecliRehbRtARoMe. Singl e

or multiple parallel signature blocks may be applied at any wapper |evel
n, n+i0 Reorignpl that isgladesapetpdatacthatygredntails chiraerizing the degdend seiestion eritesa
cont ai neq,sW &1 t lep WE may contain_ a.preserv
2ottt ot odthe aGPE MONRCR! DRt SBRBES ond Wind O Wodbdle RABLEREINERor ¢ o,
par al | el refrigring the dndivided s-originalspetthining tt the dad ind WMeaAlTI®s sigitdtae bick trdich

FIG 13) typical i ncl.udes t digital si t f TCU, | idati th
T s di or g, b an SRRt teeTiet yatid 1o e eRiE eLRGHE B FCOR ont s of

al'l wr appégnature blscks W fidve v&8ibn bOhe 6bjealinRRorflslchlafld £ the BHANsIONSE Dikine®f t he
protected contents. FIG 13 depicts four 20 |level of recursion, but it wll

be appt ecteRoEdeal plafus ehasige i s no physical limit to the nunber of w appers
t hat - b -4 . . ti | J.4m th
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conputati on power aval 0 unwap an ach
dat a st r JdiWnpicalinatids bee buseomdsticia ints pupits iof theanthotieinne dgs thyt ansgosidedbapper

recursion_| | so be,di ctated by bysiness .processes such_ as, those
ool vt naufRYziudes B bt BeRE oo 8 HRpR ot F SOua: repderig Y s plis
9 g ! . oe
under st oeslideitakat Eﬁeaanﬁ:g@l i§ 8Ropy GH theitiRitdtRE a5y, Whidh id fetRAEAYY b TEYI t al
si gnat ur es, ich can be .
d ﬁl'y eﬁms,\{\ﬁ]e protections required by recent and pending legislation relating to electronic signatures

are provided. Nevertheless, it will be appreciated that these protections are not available when a
TCU is not involved during execution of a deal, as in FIG. 7, and thus, it is not possible to guard
against a copy of a transferable record being rendered in a manner such that the copy could be
mistaken for the actual transferable record. Whether intentionally or unintentionally, such
25 rendering would create the possibility of fraud.
It will be noted that this description and the drawings are illustrative only and that one of
ordinary skill in the art would recognize that various modifications can be made without

departing from the essence of these inventions, which is defined by the following claims.



those of users or Transfer Agents, depending on the business process

i npl.emrented. FIG 14 depicts an exanple of a wapper that m ght arise from
t he above-described object-inventory method using counterpart signatures.
It will be appreciated that such a nethod is the equivalent of traditional
counterpart execution of a deal, such &d-an agreenment. In the 30 course of
the nmethod, a naster copy of an c-original record and a signhature page are
made available to each participant in the deal, and each participant adds
its digiti zZ®EAFBIHAIMERB:its respective signature page and returns its
signed signature page or both the master copy and its WO 01/41360
PCT{US00/ 32746 -50 signed signature page to the TCU. Each participant's

si gnat ure bl ocK- Arnghaded handlisg siorhdehriginaltobjects donipvahtancreaed by bignimast er  copy
and that | L& ' ' - Bglgdg - . of the ster record
must be p?g%%leogﬁﬁ%?%{) }err a Iy%%nan © Igr’i lgl}%(nﬁlgpl%c?ﬁg%lfl g)ngad{ontopﬂgag |E°ganat ure
page of  dasted sustedial it (TEYS validetingrtbs swbyetited signebinfanedtenabjeyts Ag atdeast | gi nal
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agreenent to all signature pages, acting mic I'K a paper cFip or staple
on a papersighgetralthe Tpspectiva tratisfer egeylp twsippalyhizdatdcly vididadd infdrinatirn dbfeet & ecor ds
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object-inventory nethod, The “e-originals pertaining to a deal are

mai nt ai ned28dpwit dastope ePriging ispiseitbased we meloy sptablished by dnsovaner of 1 & d@sti gi nal

that incl ugdes omBhaddil: thabidlendelal ks characterizing the deal and
selection criteria used to |ocate the deal in the systemand that includes
one or nore dat@Bdishing afde dalesisblishescht feast one type plaviripinal bigedt;ndi vi dual
e-originals pertaiRizA . Sl bl ock .in each
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It will be understood that after its di gltaf signature 1s app |e8t‘%o an
aut hor i t att¥Reeof€dpiginabobierEyu typical |y adds one or nore indicia into copies
of the authori i [OV]| t orized users such that
when -a copy i stes‘%ﬂé%?%%gg'?e %{{?életn fzﬁdﬁ% agl? %g%lﬁ%?% Ogg-ofig%georjee&m?utmﬁ?go clearly

evi dent t tfaeclydsa dealpafidt i on is a copy of the authoritative copy, which is
retained by heudifihingdnllWi colR BRALERLLPLR LEAM LoG:BY gfigGEnl and
pending legislation relating to el ectronic signatures =are-provi ded.

Never t hel @sgnsfprpblpfdcprdpe appreci ated that these protections are not

avai |l abl e when a TCU is not involved during execution of a deal, as in
FIG 7, and thus, it is not possible to guard



agai nst a copy of a transferable record being rendered in a manner such
that the copy could be mstaken for the actual transferable record.

Whet her intentionally or unintentionally, such 25 rendering would create
the possibility of fraud. It will be noted that this description and the
drawings are illustrative only and tha{SZone of ordinary skill in the art
~woul d recogni zg, fi.c e Wt hou departing
fromthe essencetﬂg ttﬁﬁ%ﬁ%ﬁ%@ﬁﬁe&% 1§ ch esesmg’if}inﬁgﬁmb?/w’feﬁg FST 1 owi ng
clai ms. - 5lorigitEiobidceQuMidMRBEUtiSn astpart Af cethdidg GF dedni TCIgnaifies fdeag- or i gi nal
obj ects thag L nf or ects by
respective tnre %1?13%%3%{1%?&1?&6@? ?n%%alglgiw cfecehvggi’jﬁﬁ?lg:gj objects to a
trusted custodial utility (TCU), validating the submtted signed

i nformation objgct ting the integrity. of the contents of
each signed infor rra%th?}oﬁﬁﬁ%%%’%%% h@ﬁﬁrm [fsiegite E%%ffrﬁ%mgg?&lﬁ%ff ure of the
respecti ve nvegtesy Gom adeast oneatockdzppiginhingjecahe mramﬁbmmamﬁlrd iaff 19 Eda@irddon

object a i Sj. a ut hen on
certificat ?gﬁﬁﬁ%%%ﬁ&gtﬁﬁgn‘gl%@g eas %ﬁ"épléw ﬁf“ha} b’%‘jllect based
on rul es estgigiurasand duthgntigation wertificatd ofitlesT GIf, ah@ﬁlsbbjetﬂmﬁfeﬁtﬂql‘dogipﬁﬁb aobj ect,
conpri sing es at ast one
type of e- o‘htag?e? hﬁﬁﬁ%&&es Oﬁ%% h%? %Lrgsgecgmglﬁp a‘ttﬂﬁl I@sifl‘gs@? Eeﬁ%rg a | east
one type ofatéﬁasiropgﬂgmlrur@up@mf aplsash obeparticigant it trentsdlethabd least @eor ds
est abl i shi st..one, sel ec ser to.access at
| east one se eéI{aecfeSIg{ﬂj% bg ﬁ%ﬁﬁ?sgégnalﬁgh ﬂagglflbm%téo a%fifl?'ﬁ Cﬁp%()ft e that
“identifies fsﬁrmﬂei@lalstrecmd@nd thoet lodst eneqaitigipaatls digitjzedtigmaangeli red to concl ude a
deal ; and establishing a rule that controls transformati on of a sel ected
e-origi nal object into a transferable record. -52- 2. The nmethod of claim
1, wherein based orfhe metbed efslau|3i wharen by objectdmreatorofurtbar irehees gétmata obj ect
requiring exacili-gRudsefart of concluding the deal, the TCU notifies at
| east one part |C|%ant In the deal when the e-original object is received
by the TCU. 3. The method of claim1, further conprising the step of
creating an .object r,O | east e stored e-original object
that |s a transS:‘aervaﬂB{e @%@%ﬁ%@%ﬁ%‘gﬂf e Bmsmggﬂe steps o

: recetving, by the TCU, a request from a user to retrieve content of an e-original object;

and

checking owner-established rules associated with the type of the e-original object
identified in the request to determine whether the user has been enabled to access the type of

e-original object identified in the request.

6. The method of claim 5, wherein the request indicates that the content is to be
retrieved to add at least one signatures, and if the user has been cnabled to access the type of
the e-original object identified in the request, the TCU carries out the steps of:

- stripping all signatures from the e-original object identified in the request,
. thereby leaving only the content of the ¢-original object;
- forming a wrapper that includes the content of the e-original object identified in
the request, a current date-time indication, and the TCU's digital signature and
authentication certificate, and

communicating the wrapper to the user.



to conclude the deal, wherein the object-inventory includes a date-tine
stanp and a digital signature and authentication certificate of the TCU,
and the object-inventory conprises a wapper that includes object
identifiers that respectively point to the transferable record and at

| east one signature block of at |east efile participant in the deal, the at

| east one partjc ur.e bl ock co ng a hash of conbi nati on
of a master copz/ g‘? Q%thﬁd(?rcga@%er T ab] & e&F’ gscef)lfegtp ‘éeﬁihet‘ﬁ%ppﬁlia“ﬁgggftsgﬁe

parti ci pant tantenf @ tondade by theatanr e. 4. The nmet hod of claim 3, wherein the
object-inventory further includes netadata summarizing the deal. 5. The
met hod of claim 1, further conprising the steps of: receiving, by the TCU,
a request from& useFhetmethogtof tlaive’, ebatimnlie wér paints the@oitgitnal obj ect; and
checki ng owner-established rules associated with the type of the e-original
object identified in the request to determ ne whether the user has been
enabl ed to accéks thBletrgqﬂ@d@fclaia}bmhgieinaﬁelmhjqaaiesﬂﬁdeﬁ)ﬂﬁﬂwisnrhbhﬁyrequest.

6. The nethpgd I est di cat hat th content is
to be retri eve%ﬂgﬂ%@dﬁg’ﬂ Y\{ll;bi&ﬁ%ogreg gndSI eLfPIétgla geﬁ?ﬁy REhE¥ Phas been
enabl ed to rweresedo thequery,pee BEU ubhepsthoe- mggmﬂbbjeda; acrﬁctsi zdl@l’s’lignérlnﬁ’dnlaﬂoﬂ he
request, rri e strl all signatures from
the e-origi ﬁuél @gﬁlj?glgte Ogglgn;bh&pFn% {i)%e%ugt(ﬁlﬁeé;g %8? %er“goévﬁthodl only the
content of dsemmppigitesdhe drty stottprefiothaiseg a wr apper that i ncl udes the
content of the e-original object identified in the request, a current
date-tinme indication, and the TCUs digital signature and authentication
certificate, ard dbemrethodeficlaing 7 vieerain afjrp endéringtivaonisty a useSBrms/a The met hod

of cl aim5, * e apper.and extrac: cont ent
for renderi n%ﬁgﬁ[‘% natnﬁ}gbf&& %orh%%i%m&? J(}Ee ‘flserﬁpéé)\%l%‘} SEnAie ?%?Iﬂﬁsﬁ?l user
prints the WMSdIQtaligr@tmmmmbmﬁsmbag]mtﬂeb}ﬁﬁeubeheﬁmlme user queries the
TCU for parties who may have signed the e-original object corresponding to
the content rendered by the user, and in response to the query, the TCU
unwr aps the e-ddi @‘hwabth@bjfebtml(eywﬂleramulsetaetys'ghgmelblobmmpﬂiaésistgﬂer i ncluded in
the e-origi Bﬁ)h‘nﬁgh%{ mcltu?erb Bref 4 tSl’?'Oﬁfler cl'(l)(r:l erliltra%d ﬁa%r{gerr!sgllglrt] 31gna per

i nfornati on,
certiﬁcate information.

12. The method of claim 11, whercin the signer information includes at least

one authenticated attribute.,

13. The method of claim 10, wherein a plurality of users submit respective
signature blocks in parallel to the TCU.

14. ‘The method of claim 13, wherein the signature blocks are stored by the TCU

as.recursively applied wrappers,

15. The method of claim 10, wherein the TCU extracts information from the
signature block submitted by the user and, based on the extracted information, verifies

an identity of the user and an integrity of the content used to form the signature block.



and communi cates the data structure to the user. 10. The nethod of claim?7,
wherein after rendering the content, a user forns a respective signature
bl ock fromthe content and the user's digital signature, commts to be
bound by its digital signature, and submts the signature block to the TCU.
11. The method of claim 10, V\,herei n thé4user S signature block conprises
signer i nfor metsd g 4 f .the content and the
user's digital si gnat%%gog% erefn eﬁlv?] L nﬁf"?@ﬂtyo PUHDY et hod of
claim 11, wemsiing athbsh Oéﬁhgmtenuand mnpamngalma aomp&tadm&taﬁ hdslemeltided @esigner

aut henti catﬁgnﬁ;%ﬁ D thod of claim10, wherein a plurality of
users subm t respeiétl vg’fth%gﬁmxfmﬁorlgﬁbl ocks in parallel to the TCU 14. The
nmet hod of claim 13, wherein the signature bI ocks are stored by the TCU as

recursively appli-fgd .__;{g%]@ net h the TCU
extracts infor ma?t Ion g?nﬁ{l lé%he%'élt%ﬂercgn Bl 6Kk %ﬁ%ﬁ?ﬁ%igub%\ﬁﬁﬁgjc@ser and,
based on t hstrieyes t@@@l@anqndlh@fp-m@nabmecugmwmpsel&: efcm@nalabbmtltdzyme@e thdventiger and

an integrit f. 1. e S at yre b -54- 16. The
met hod of c??g% m &E %tb%ﬁ%fcﬁ%%%gﬁ C|rh;e31§S tfj Wg{‘l‘ﬂ{# %ﬂrﬁnt 3165?}3“3%% ent by
conput i ng asignaite bisfek, talvwrrantdetegime indichtioroand e TAl stdixalcignpuit e dntsdicitiona hash

i ncl uded i Shg e signature block. 17. The
met hod of c egc} m 18%\/%“?%‘?‘%‘%? & n?e anwe'on%mi)%]etfed to the TCU, and the
TCU retrieves the correspondl ng e original object, unwr aps t he e-original
obj ect to retr 'lgv? Ql%%l%tﬂ \ﬂ{er serosrs{ggzlt nQ‘LIOCf(b and forms a

wr apper that inclu fe Fetrieved con it si gnature

bl ock, a cumméhﬁﬂt@md@ﬂmhuméiddnmddm’ﬁ@ha@mﬂhe cmnﬂaatdsmm@mamn tsilgnat ure and
aut h_entl cat,| o=t r ]Q.ng%rl ses,a _new e-ori ginal
object. 18. T eenrrete %&b%%tﬁgdg\ﬁr]n&éa‘;‘py%eﬁéelcﬁl ghuser e IFIRIFUIE bl ock

i ncl udes arblocknaut henticated attribute field, and the TCU adds the current
date-time indication to the wunauthenticated attribute field to indicate a
time of receipt by the TCU of the user's signature block 19. The nethod of
claim 17, wher dPnThke pétheddfictaym b7, wiseisa gulehtytof nespebrhit neep@ﬁgawgnaruee bl ocks
to the TCU bl@&gto tﬂeeféﬁ%ihte%gaﬁlt%?@'ﬂ&?e btfo ggr% p%{:f% 18 latqgaestd onle ofa plura?f’i st one

of a pluralil
of recurswely applicd wrappers.

20. The method of claim 17, wherein the TCU notifies the owner of the e-original object
cotresponding to the content, based on a rule established by the owner, that the signature block

has been included in the wrapper.

21. The method of claim 20, wherein the new e-original object is a transferable record
based on the established rules.

22 A method of handling stored e-original objects that have been created by signing
information objects by respective transfer agents, submiiting signed information objects to a
trusted custodial utility (TCU), validating the submitted signed information objects by at least
testing the integrity of the contents of each signed information object and the validity of the
signature of the respective transfer agent, and applying to each validated information object a



of recursively applied wappers. 20. The nethod of claim 17, wherein the
TCU notifies the owner of the e-original object corresponding to the
content, based on a rule established by the owner, that the signature bl ock
has been included in the wapper. 21. The nethod of claim 20, wherein the
new e-original object is a transferabl®5record based on the established

rules. 22 Aﬁmggarﬁi arllj? %%ﬁ%&&g raggl %m%h 1cag&1 %f cgtgj F &?1? iﬁ@? c%%npggg ¢ g,een

created by si y respec
submitting B¢ EllngﬁﬁemhmhttHﬁUobj ects to a trusted custodr al utility

(00, val| dat 188 0S eibrL 80515 o ILOLAPLLRR BDLGCkR. e B cast

testing the integrit e contents of each Si gne ddlbj ect and
t he val i di ttheghuashe sr ghature of the respective transfer agent, and

applying to ea%teﬁﬁ%glgautﬂeﬂtﬂé&re 'agtﬂor%bjt su% g’IEd‘Fqu?]e “time stanp and a

digital signature a entl ca Ion cer CU, conpri sing
the fol l-owi-ng Sttépssehip dﬁh@fﬂﬂ'@ﬂoha\@(aamvmtm,g:aaymgqud&tst®mbﬁ'n tted by a user for -

retrieval of an c-orjg t. e request; determ ning.

whet her the user has bﬁﬁéotprgp%g@wlog%a it ﬁ‘%nrl{eheﬁeqél?t and if the user is

determ ned to have @a@mgﬁgmﬂmcmyqug-ougmaltdbgcﬁmmpmﬁbmatibﬁﬁﬁdiaelehsng t he

e-original obj %‘ﬁEmg&L foLbblgd in the request; extracting fromthe retrieved
on

e-original object tent I'nfornmation and at |east one signature bl ock;
extracting from t he esiragting fiere thsl siepktusibpek sighan ixdormatioon; extracting at | east

one of a date-tine %}treﬁtuf%m'léa tzoﬁ%ofsa.lc%%qfn?e ota dlgﬁizg %elg}a %l'é‘ﬁ"g ‘gner

information and a date-t recel tU¥8 bl ock;
extracting f r omignérantaingtion anda detedinie of dretliaLy” md;ea)tpfmhemgmtueblodﬂdﬂat | ncl udes

signer identifying ektpﬂccﬁﬁ%@(;r%ﬁl@m z%rglnﬂgk ql%g.tgl trgnlﬂgcgn%[taeﬁt}c u[(aﬁs mgﬂﬁrf or mat i on

extracted i nformation suc pon renderi ng HELETn
is properly pl afé@@tifngtﬂhfom@slp&ct to the content and includes at |east one

forgery-resistant i @Mﬁa&a@ﬁﬁcﬂe%@ the éxtgr%&éd dm_to%%at{oge c{hﬁ&ager ed

information as a copy; conmuni ca Y the user.
rendering the content the information is properly placed with-respect to the content and

includes at least one forgery-resistant indicium that clearly identifies the rendered
information as a copy; and

communicating the data structure to the user.

23. The method of claim 22, wherein the data structure is included in a wrapper that
also includes a date-tune indication and the TCIFs digital signature and authentication

certificate.

24. The method of claim 22, wherein the data structure includes tags that guide

placement of the information.

© 25. A method of handling stored e-original objects that have been created by signing
information objects by respective transfer agents, submitting signed information objects to a
trusted custodial utility (TCU), validating the submitted signed information objects by at
least testing the integrity of the contents of each signed information object and the validity
of the signature of the respective transfer agent, and applying to each validated information

-object a date-time stamp and a digital signature and authentication certificate of the TCU,
which handles



23. The nethod of claim22, wherein the data structure is included in a
wrapper that also includes a date-tune indication and the TClIFs digital
signature and authentication certificate. 24. The nethod of claim 22,
wherein the data structure includes tags that guide placenent of the
information. 25. A nethod of handling stered e-original objects that have
been creat ed v ofl 8BiiSEa1 obid j 1ect s.by respective transfer agents,
submitting si gneod'ig.nf%%m_ao'gji é&ﬁg%@}’fé@@égg%b%ghétb?’é%?‘%“ 8{"}}51 destones | ty
(TCQU), val | geanahepiechesomprisrigttheters pgned i nf ormati on obj ects by at | east
testing the intggridMi@f antiies: of each signed information object and
the validity oaf 'Eehe_ éliggar?é{{%?@%g?]%{ahgerf espective transfer agent, and

‘appl yi ng to eachtablishingaulesselatifiage pdedl.ovherairbihe ofesancilait @ rlt et estabiizpesand a
digital sigiRat syt aihenty; [ ificate of the TCU . which handles
-56- at | east one e-qreiadél{gna{m%%?tgéltﬁ Qg%gesgb%gr?%srﬁﬁeeagtOélgpygﬁf’%%%%“%y an owner
of the at | @dest asootental tiopifeitiatecatl, e otls thetomphléssit fegst bixeschttedssentd access

aut henti cat j; fg e Ll £ok r, ishing rules relating to a
deal, wherein the rules %gFuaeggal?wP‘g’a{rﬁget%agg{e{é%ﬁﬁs%ﬁeeas?y%e%ﬂeg %t one type
of e-origi n%ﬂglfgﬁb?@% requirqd eonchidt 2 éwt, abllé Shesnadls rgabtmoioe of ypiced e-
e-original o 0bleOlieRitd sttt réc%ﬂlngiu?{tﬁﬁlifengiﬁ%%[ A8 o L %&ettcr)] at enabl es
at |l east one seleCted user to acces$ at least One se ecte ype of

e-ori gi nal ¥Hjories trangfer ofiaw intpragt in afeansiefablegeatd; kehst one type of e- original
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Digital signatures are not valid indefinitely but only during the validity
periods of their authentication certificates. This poses a problemfor

el ectronic information objects :




that are intended to have | egal weight for periods |onger than the
remaining validity period of a signature. There are thus provi ded nethods
of handling stored electronic original -oBjfeets that have been created by
signing informati on objects by respective transfer agents, submtting
signed information objects to a trusted custodial utility, and applying to
each wvali | mat | on _object a date-tinme stanp and a digital
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objects that have been created by signing information objects by respective transfer agents,

submitting signed information objects to a trusted custodial utility, and applying to each
- validated infqnnation object a date-time stamp and a digital signature and authentication
certificate of the trusted custodial utility. One method includes re-validating an electronic
original object by verifying the digital signature of the trusted custodial utility applied to
the object and applying to the re-validated object a current date-time stamp and a digital
signature and current authentication certificate of the trusted custodial wutility. Another
method includes creating an object-inventory from at least one stored original object,
including an object identifier and a signature ‘block for each object. A time stamp and a
signature and certificate of the trusted custodial utility is applied to the object-inventory,
Other methods involve handling information objects that are transferable records

according to specified business rules, which avoids that copies of the transferable records

can be mistaken for originals.
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