WD 2011/ 037536PCT/ S&2010/ 000330 1 NETWORK MONI TORI NG AND ANALYSI S TOOL
Field of the Invention 5 The present invention relates to systens and

met hods fwo 20n@3yskng t he perfornmance of a network. |n partsiceedoanossdt hough
not exclusively the present invention relates to the provision of a network
monitoring tool for nobile tel econmunication systens. 10 Di scussion of the
Background Art Mobile networks involve atvery | arge nunber of conponents
rangi ng from Radio Network Controllers to Gateway GPRS Support Nodes

(GGSNs) with numerous NETWWI’(MV%NPF@RWG?]}SNDOANWLY@S“FGQL Dat a services

t hrough nobil e networks, of 15 at ever underlying technology; remain a
rel atively recent developnent. Gven this, nobile carriers are still

devel opi ng. pro ures gnd tools to allowthemto nonitor, tune and upgrade
t hese dat g'eﬂ‘éﬁﬁgﬁy‘v%‘?'&al ly carriers are able to inplement a wide range
of nonitors and probes into the 20 infrastructure of the packet core to -
monitg | {Re p%i‘%}éérn"fra"lrﬁ%ntibﬁ""‘?élﬁfe§ hgr esg‘s?erﬁﬁ %E)Br FREHBBY F& PAMySicg OB Ng
nonitoring of the "user experience" where the data network is concerned. A
user's experoraranceodf datretwerk:i cbs pagticwlar yalthiodighy nat exclilisivglyt dhé opriseoh

Coul o bo. perRT REEsC fank mpPRcR, i (7 oeRRR) ool T 18T HibuiG”

i ncor r ect {efedoneiufRAlon ¥§stefnd.N @ particul ar area coul d experience poor
net wor k performance. Providing a consistent user experience in this

environment is problematic given the lack of visibility beyond the packet

core'.10Cl e?fé‘%lgsﬁo%‘l’!tﬂe%%é:?(%\‘%ﬂnﬁ@gﬁ'?us to provide a nonitoring tool that is

capable o roviding d he "performance of a network beyond the
packet core. It would al so be advantageous to provide a nonitoring tool

whi ch mayMobileleiapae Rvolvehaddsy |1a@) Rambe? of Eahpdsents UBRGingdfrombRagio
messaging client, so as to Eerm’t a large volune of tests to be perforned

across t h¥etyarkrGoniselass ko way 3PB358epeeTt Hpdes /(G623Ne) YinaARyersUSTHE

| NVENTI O\hrewalls,- routers and other devices. Data services through mobile nétworks, of
15 whatever underlying technology; remain a relatively recent development. Given this,
mobile carriers are still developing procedures and tools to allow them to monitor,

tune and upgrade these data networks.

Typically carriers are able to implement a wide rahge of monitors and probes into the
20 | infrastructure of the packet core to monitor its performance. However there is no :
current way to provide ongoing monitoring of the “user experience” where‘the daté
nétwork is cohcerned. A_-uéer’s experiénce of data services can vary widely
according to location and a various numbers of other factors. For example, a
network packet core could be performing extremely well, but if the cell towers are
25 -]‘align-‘ed incorrectly then mahy\us'ers in a particular area'/c()uld experience poo‘r:
network"berformance. Providing a consistent user elxperie'n'cefin this environment is

p_roblemétic given the lack of visibility beyond the-packet core.

Clearly it wduld be advantageous to provide a monitoring tool that is Capable of
30 prbviding data on the performance of a network beyo'nd. the packet core. It would
‘ ~ also be advantageousvto-provide a monitoring tool which may be deployéd as a
hidden payload to a carrier supplied mobile meésaging client, so as to permit a lérge
v\'/olume of tests to be performed across the entire network.



Di scl osure of the Invention 5 Accordingly in one aspect of the -present
invention there is provided a nethod for determ ning the performance of a
comuni cavoaosi/g3edzeor k sai d net hod conpri sing the stepspotisG2010/000330
transmtting a nessage froma nobile device to one or nore servers 10
configured to direct the nessage back to the nobile device;

receiving at the nobile device the nessages returned by the said one or

nore servers; calculating a time differential between transm ssion
of the message by said nobile device and recei pt of the nessages returned
by the one or nore servers by 15said nobil e device; and f orwar di ng

t he cal cUSHMMARYNOFATHE NVENTION a pri mary server selected from said one
or nore servers for storage. Suitably the nessage sent by the nobile device
to the one or nore servers includes 20 the nobile device's identification

nunber ( NbiNLIoMHEHT the IR@SHtRIered wth at | east one of the servers. The
messa%e is kept sufficiently - small to keep the process transparent fromthe

user and to prevent unnecessary overhead that could adversely affect user
exper i encAccagdinghbinyondaspest afjthe presand invertiessthiene i provided aometivod fgt es.

25 Pref I ch, of t I ti t to.fh _when
i oot | n TR L AL SRS pod FRBTTAGRATE, e vt i M APy
tool to cbGpderthe time for the outbound and inbound |egs of the round

trip for the nessage. 30 The step of transmtting the nessage may be :
performed at rteapanaiitingniee messagesiiionaba ymohie | dedes alo I98eWeE nMese hservers

transllai ss&oqmggpeotQedil:?&gﬁgﬁ]sésﬁgggibgggﬁgfeg@toi;ﬁg@%e lo: consunption required

in the process m ninal™ Ct’battery life of the

mobi | e devi ce. réapivieg atithe bbilé idediosathd eliewsagesaeturn¥® by the said one or
2011/ 037536PCT/ SG2010/ 000330 3 transm ssion may be set to a period of 55 to
61 m nut E8OTETPRIVBIS nary server may instruct the nobile test client to vary

the Iength of éé?@maimg arinAb gLNRRAI sgfwbér{ araﬁgﬂ'y%im 8Pfthé %éﬁgé%ﬁ sagsed

on network teamtest equl renent s -or ynam ca ased on current ‘net wor k
per f-or marmoebie davice @ndbrtegieipt rodtbe de¢stdged rebsned dyaheTine ot swrefservers by

calcyl.ating . the.tipe.differential may further include the steps of
calc Pati?%qm@'ltei({%&'cﬁeW\gen the initial send and the subsequent response
for each - forwarding the calculated time difference to a primary server selected from

said one or more servers for storage.

Suitably the message sent by the mobile device to the one or more serve‘rs‘includes_-
20 'the-mobile device's identification number (MIN) which is registered with at least one
of the servers. The message is kept sufficiently small to | keep th‘e process
transparent from the user and to prevent unnecessary overhead that could adversely
affect user experience. Suitably the message is more or less in the order of 100
. bytes. ' ' |
25 . : . .
Preferably each of the servers apply a time stamp to the message when directing
the message back to the mobile device to permit the monitoring tool to calculate the
time for—the outbound and inbound legs of the rQund trip for the 'messagé.. ‘

30 The step of transmitting the message may be perfdrme‘d at regular 'ihtewals. :
Suitably the interval between each transmission of the message is set to keep the
power consumption required in the process minimal so as not to adversely affect

battery life of the mobile device. For example the interval between. each.



test nmessage. Alternatively the step of calculating the tinme differenti al
may include 10 the step of cal culating a conbi ned/ average val ue for all
servers wohbny/dhaesone or nore servers. Utilizing nultipce/sseinsessonay
elimnate issues specific to a single server and allow a network service
provider to hone in on a network specific issue rather than a single
anonmaly within a given sector. 15 Suitaldy the step of forwarding the
calculated tinme difference to the primary server further includes

f or war di t4, Q0 N f d

o sond (HEoHSSaR hap et 1B HRRce o ey 10 SRS, The g Sy

t he commmstumtltbnes mtfmlnotés,t tlieat UsevatyDtied lemgthnobithe istarsalr bbtweent iwch

Identlfl atiron Nunbe f the nobil e device etc, cell identification, and
sector niFSMISHONHOF HNendNS3Rage: 1hased 0Bc A1EAHOTKT HEaM RSk RAYTSTIRDIR 0"

i ncl ude tcﬁﬁaﬁﬁ@é?lyoﬁaé&f BH! @lrididt r'iéﬁ%ﬂ% eH‘%ﬁﬁQné’é‘ sbgs ttd) %t&ﬁh%@F&%taﬁl‘eda”d
the type of nobil'e device, the applicalion used to send the nessage, the
mode - bf  destrdatai on bet ween the nobile device and the communications 25
network, the User 1D of the nobile subscriber, the Identification Number of
the nmobil e device etc. Preferably the reporting is in the formof an Excel

extract qfhet Reep 2 dalcaldtifg #fe Pne Sdifferentidfi iy PREther lﬁélddébkhb t§16p§ effort s
are provided in real-tine or near real-tine via web page. via dail

emai | or caitalatingethertira dreiyegn thﬁ@'?’@p’iﬁﬂdsa'ﬂ%éh@@ébﬁmldﬁnfdﬁﬁmﬂsqjéﬁtqad]l ng
perfor ma'?%& rbg%fefe | A S REVE] gfcth‘éeétlepjggec‘r%z@ﬁ%gﬁﬁmec%'e & EaF‘erﬁEF[r%@me@d@' | ow

carriers ScCarce resources rovi t to

consa@er she st wmm&%a@memw%mm amesémdrmhmi the bnelarde
the step of forvvardlﬂﬁaset tI{TE differenti to the primary server, the
set ti me MeCePGAPrHHRIFNG ANLIEPEy SeRYErs Mare Gﬁ“@?e‘ﬁﬁ“ SPECHic Qe Hbeen

message fsb%rt affdwW e Ae éé?\tncé‘iﬁ@waé{;?d 8Ae drhs bh@sﬁééfﬁ&%s%t hin
bl'y set to 10

a preset peri.o Prefera t he preset perlo Is tnitrally

m nut es, raﬂmhmaSimhan@&wwﬂb@ra givenwecher. vari ed to such period as may
be opti rral for its purpose. The prinary server may vary the preset period
in accordance with a variation of the predeterm ned period. Alternatively a

ti meost Sg@ablye Sep ofdiopRbeiind Yhevesdlcofatéd deimaréh@e t &N peibiary seevdrhe
prinmary server. 10 Swtably the met hod may. | emented with no end user

i nt er act iféihen inckiden ferxardinanaferpation %tha:&y mabie sleyicg: &ha application
appl i cat i Q44 éé*ﬁdctﬂﬁﬁﬁﬁséé;% rfRQ'nlnc?ded b&%é&oﬁ%&w@%ﬁ%ﬁ FRobifk {d%ﬁc%%ﬁ\ﬁer S
at regular Intervals plicati on

erng 1n comrumca ion w
primary dhe aemramica’mmsomhmmk tthel UMrrI[Dctbﬁ tdmasmbbwsubsd:rdxérf thenidehtificationer

to alter elnt a t which ts,. ness toth serv
At or nat NATYSEOG e nble dESice et Agh MRS A AR Spcter PaBeR Y e 108, of
t he ppbi In%wl%wgqgca/(é@_ one or nore user screens. \Wiere the nethod is -

inpl enented via a dedicated application installed .on the nobile device the
application may utilise one or nore auxiliary applications on the

The method may further include the step of formulating reports based on the time
differential and the type of mobile device, the application used to send the message,

the mode of connection between the mobile device and the communications

25 network, the User ID of the mobile subscriber, ‘the Identification Number of the -
' - mobile device etc. Preferably the reporting:is in'the form of an Excel éxtract of the
raw data.for 24 hours on a daily basis. Suitably the reports are prowded in real-time

or near real-time via web page via daily, SMS, emall or the like. Preferably, the.
1reports include information identifying performance issues in specific cell sites and

30 cell éite sectors to allow carriers to target scarce resources where they can provide

most benefit to consumers.



20 nobil e device to send nessages to the one or nore servers. The primary
server nmay deactivate the dedicated application when further nonitoring is
not requiweadniaz7sach i nstances the servers nay set thePCTSG20M0980330
intervals to a large tine frane, fO exanple 9999 mnutes. Alternatively
the primary server nmay send a specific instruction to the nobile client:
application to stop nonitoring. Wiere the test client 25 application is

hi dden wi thin another application such as a nobile messagi ng application,

t he nobi r. S Qe e

consurer TESTELRI nf 856 nfite (FRCHER SGIARGY Sarfmetatteloniep d fhe
for any ;}atrmmsegﬂarrmi;étltngeflmtemralrmamrg)mduwtivegoftammeolametvbetwhtaeesm the
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gr oupb of siich pgeset periodirepg beT\Jrarteddterf sudht pmrochbscmat;ppmtmilmaj fomits aurpose. on

the ter ri sing" such as y cor | ses. R E LS OF
ThE DRAWTRESTTAS:SHYer Hay \Bry 415 RTFsel ooy H0RES aLhp o aian s 135

and put brddetOmAREH Griod fREémah@él?ré?ﬂﬁﬂath ldveRPWdiEbaasEicatedt B\eway of a -
acconpanyi ng draw ngs, rate preferred enbodiments of the :

i nvent i oApdanitheHsarsastion ¢rthe primasy semehenat i ¢ di agram depi cting the
operation of a network nonitoring tool according to one enbodi ment of the
present invention; FIG 2 is a schematic diragram depicting the
oper#0 i oBuithbly thet wistkodronay dd ngpre@@nte@qmtrdimgehd asdruintéractiembbdisoeint  of
the present invention; FIG 3 is a schematic d|a gggxlrctln he .

t r ansact Fases thsviakiletdryiGreingidesis dasicated applic % hiegmebile

enbodi ”e%v@é tﬁ@%n@rrﬁé ebQ§?ﬁé s@Rser§ %f;re Iéﬁn?e@&l@eﬁﬁé'a‘bpﬂbé’tﬂfrﬂﬁémg in

depicting o e operatl a networ k toring tool according t
anot her eatnoalinieatiorovithhthepprmant semeerand)mesmml\lél @Jnﬁmcmonscbfansmlaed

series o rs scre for use in the ne rk agolat toring topl.,ac ng to
e ol s R B SE g iaBis BEWPERYR HarTRS ! REb o8 noSsH i
15 Alternatlvely a method of monitoring may be manually actlvated by a user of the

mobile device via one or more user screens. .

Where the method is implemented via a dediCated application ihstalled on the:
mobile device the épplication may utilise one or more auxiliary applications oh.the
20 mobile device to send messages to the one or more servers. The primary servelf‘
may deactivate the dedicated application when further monitoring is not required. In_
such instances the servers may set the transmission intervals to a large time frame,
for example 9999 minutes. Alternatively the primary server may send a specific
instruc’tion to the mobile client‘ application to stop monitoring. Where the test client’ '
25 application is hidden within another application such as a moblle messaging
~ application, the mobile network carrier must ensure no mconvenlence results to the-
" consumer. Swtably this wouId include ensuring the consumer is not charged for any
data usage resultlng from the monitoring tool. Further, test volljrhés must be kept to
a low level to minimise battery consumptlon or-any other |mpact on the consumer’s |

30  mobile experience.

Throughout the specificatibn the term “comprising” shall be understood to have a

broad meaning similar to the term “including"’ and will be understood to imply'th’e_



DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTION Wth reference to Fig 1 there
Is illustrated the operation of a network nonitoring tool according to one
enbodi mrenwoabi1vdsesspr esent invention. In this exanpl e thectscaonionesdng t ool
i s depl oyed as an application on a nobile device roam ng within a network.
As shown the network nonitoring tool causes the nobile device 101 to send a
nmessage 104 to a server 102 (known as the connect server) associated with
the network. The nessage 104 is at |east 100 bytes and contains the nobile

devi ce i Lficatio [ i [ d wi tWhdhg €
Server 105sigh 3, oalT RSegol ) st B drdus 3 LIS o, ey B 2OV TH
byt es, ewexadlus®nt dfagdny béherdnieger iongtemol geaup ohirtegemsner stegsed hi$ dativitioacy
establish a bas? | i pe for network, perfornmance which caB be factored into
| ater an&lSpsiapplie %O@IW@@?%B%@C?’%S@MO/C@W@”% &HCPea8i (RO eaNd

message mbhgegonnect server 102 imrediately forwards the nessage back:
105 to the nobile device 101. The network nonitoring.tool then cal cul ates

t he Roun@RIEFDETAILS @F THE DRAWINGSage by conparing the tinme stanps
applied by the nobile device to the sent and received nessages to determn ne

the total el d,tjme. T d trip tine.inf ti is t fc d.
P I L L T N I s SENR RN A
reporti ngfapf, RefRencd Wil AodeBE Ghadd he tﬁé’]j%\rct%%}er%nﬁngadwm@é,kwﬁieﬁ' in@stidte

tool according to-a further enbodinent o résent invention. In this
parti cul @referadsinebediments abihie ingention, @sdiwhierethol causes the nobil e device

2 selna cervEICobR BSialiorias AR Teddeund Bk b BelEr e B AR
nessage kedlfactbrling hens ertbodihentaf theresentiVerstidnyer 202 forward the
message directly back to the npbile device 105, 205. On receipt of the

return nmessagEiGr 2 dnAShRMAtes diagraet depislingihe operalienof snatwerk menitoRRg

nobi | e dgy Ikgﬁﬁ\q Al X-Y-Ye LN Yol » doTrin Time. Wile the
cal cul at g‘#'%%“&i n Efgql nst aénr@te)aglfah%“%g{f%éebger?ggm?ﬂsgflgﬁ’accur ate view of the
actual RTT, i Fl@i Blislosehvematipdagrdm depietingithe trAnsaetiaeflewdbr theahetwark t he

net \Ml)%k and .tonce'trlends cgre est abl ighqejd cgn ﬁ_e@ used %o identify periods of
good Br  DUVODEEL0? AGrRRTRG 1 poéismBedimentof fegpieRent verfPry uepicts the
transaction f i@ foris thesdiEmairl eidgramodepitting e8P thé NepdTaA6ESEF achefwbrkg to
one enbodinent of the present invention. As shown the nobile device firstly
opens vi MeNiepppIteclaqcending temampthes erkadimentobthecPrerenhiaveriian: 504, if one
'S FIGs.. 5A to 5C are a series of users screens for use in the network
monitoring-tool éccording to one embodiment of the present invention.
20 ' '

DESCRIPTION OF EMBODIMENTS OF THE INVENTION

~ With reference to Fig 1 ihere is illustrated the operaf_ion of a network monitoring’too|’
. according to one embodiment of the present invention. In this examplé' the
25 | rhonitoring tool is deployed as an applibatidn on a mobile device r'oanﬁng within a
- network. 'As' shown the network ménitoring tool; causes the mobile device 101 to .
'send a message 104 to a server 102 (known as the connect server) a_ss_o'ciated" with
the network.‘The message 104 is at least 100 bytes and contains the mobile device -
_ identification number (MIN) which is registered with the connect server 102.
30 Transmitting a message of a reasonable size, such as 100 bytes, ensures that the
monitoring tool can, with some degree of accuracy establish a base line for netwbrk

performance which-cén be factored into later analysis.



25 not already open. The network 501 creates the required Packet Data

Prot ocol (PDP) context for the new HTTP connection 502. Once the HTTP
connect i omoi2s11@8vs3bl i shed the nobile client sends 503 RPCTISE010884339 i N t he
form of nessages 104, 204, to the connect server 102 and RTT server 202
using the TCP protocol. The nobile client then waits 513 for the reply for
both the connect and Rh T servers 102, 3® 202. WO

2011/ 037536PCT/ SG2010/ 000330 7 data 506 the RTT server 202 sends an RTT

reply 5070k rfeg@igt ot Qﬁe§§’é§%a§3@i|1 Qﬁé-cogrf]ﬂef:?%@}v%} ﬁﬁ&g%eré@elV%ﬁﬁQ@% th@s.

205 t he nobil ient then Cal culates the RIT tines 509. Oncé the nohile .

cli ent havessdgeubatked0Shto HET mobiesdevicerteeddie oetrard monikiring dealrthep10
to the RIT,seryver, 202 . vi,a. nmessa 6..Jhe RTT server 202 5.then saves the
report 5 LPREASdRS RS TR LT AL T 8 BPeta0s Pboempadad fiF TRHEPS: nen
proceed tgpphedhyatHeeRlabilERASAGEIP#e bont ARd FBEEiIVE] Fhéitige¥ita datemmipe thes.
The nmessage 108 may contain RTT summary data which the nobile client can

t hen. éik spPty) ebapseghtimee nbite Ireuntbiiir dme gdeweation Gohenefaiwpréedb06re the )
n r i Lof ' i i Fig 4. i r
voni Cor | nreg] Set 162 dekiofbBe B Tl oG bl oo g o, "

handsets roam ng within a nobile communications network. For clarity of
descriptign the follow ng discussion will focus on the cal culation_of the

Round Trifi9 & HePi¢tsTHher gperationefi @ eeiwork MANHeRNG dedloARCYEING & 7y further

plurality, d]@'%' C wn (15,8 he. ' 0 v

three sece‘trﬁlfr)% flt qﬁ%gﬁg%gﬁhé@%ﬁpﬁbeilﬁgtr@%?ﬁg%ll?ﬁgggg I?ﬁ@n@?&% o
cor e1fo trhenitwingettol smuses thé Inabitt deeicBTI0E do \simula&rieously skhd & xzegsiaget he
first slo '432%04)f t he cell 300 iss&gi cid;%rtwo handset s 1)%1% 101b ile
the seconda HPr W& copRedy servep 3T ands & $reend, SENig @VraiBRWp d9ite
101d. 20 dslicOMRTIBENer dOH RRelit ot thd (ddssabRI50tAaRE HARECESSMES 102 ahB4a,
104b, 104¢ to the connect server 102 the connect server 102 ,then forwards

each nesdhgRTbserverod®? fanerd dheavessagmeirectty baek tedpeonphie senicee105,

dovi ces b, ofp Mo 00 ind Yot e{ﬁ@sgsé‘%fon?f@ttﬁ‘%é‘bc&%ﬂe@‘?E‘Q'ﬁ“"T%%%LQ a

t he nobi I'e "devi ceS Tunni n € no evapplication may Sinu neous

nessdge 2A0222020Heé maiiéaddvicd thendFos8ddser oslculdt2thetReul Tripdiimer 202
i medi ately forwards each nmessage back to the rel evant nobil e devices 205a,
205b, 205c. Alternatively the network nonitoring application may wait -for a

tiner to WA CalbEREYEFLRITEA NG iRstaAES Aty Aot BéT)aFu 'é?\tiF%Ue_ ﬁét&aﬁéﬁ V%%Of thge

timer is. set to a 30 ﬁredeterm ned tine interval, the

g
pr edet er réicheal RT e itiwitl dvowslver,s prvidgl acneasurerdfdhe general theadthqidhe astwork

he devi o BhEE VeRgsrfrocPRhichel, boh el 1o b 1BE iRy "LBUH ¥

dat a20r omperfoemanbe Irelatey tethd baselidect at es send tinmes of the

. Fig 3 depicts the transaction ﬂdvy for the RTT caiculation and reporting process
according to one embodiment of the present invention. As shown the mobile devicé .
firstly opens via a mobile client e; HTTP connection 500 to the network 501, if one is

25 not already open. The network 501 creates the required Packet Data Protocol

- (PDP) context for the new HTTP connection 502. Once the HTTP connection is
established the mobile client sends 503 RTT test data, in the form of messages 104,
204, td the connect server 102 and RTT server 202 using the TCP pro‘toco‘l. The

mobile client then waits 513 for the reply for both the connect and RTT séwers 102,
30 202

On receipt of the RTT test data 504 the connect server 102 sends én RTT reply 505
in the form of messég'e 105. Likewise the RTT server 202 on receipt of the RTT test



WD 2011/ 037536PCT/ SG2010/ 000330 nessage to facilitate the RTT cal cul ati on.
In either case the sanpling tine is kept |arge given the potential volune
of sanpl esotbatosmsy be taken and to reduce the inpact omrctrise20mbész0devi ce.
In the exanple illustrated in Fig 4 the predetermned tinme.interval is -
initially set to a period of 61 mnutes. It is proposed that the RTT 5
server may dynam cally increase the sanpting rate by reducing the
predetermned tine interval, particular in areas where it can be seen as

pot ent i al g gt thel KPHUA/ PRSP SbRILBATRTT Febi WoPReeNBrildinakaidepbs. on

these areas for furt anal ysis. "S5t nce jective the nonitor IS
i denti f y @noestipuS0Robititt Mdssadesd95, 205 ted Imdiflleadiend tmamcaloulatesthe BRI T

t Kk f , t ti ut f th : ; d f t
RTT ser vaimes BB ORke 4B neblechipns fascalsuatadgns & S k PLasaras 6 266
constrai ndrs Rt rdporl S19% thO R T BendrBLGRWRESsaGS106( | TiRe RIT 5@ReeR02han

predeterm ned period). To -ensure "Lag" situations are captured a suitable
ti meobt hensawesithe heparD5Si notedatabas® Gnerithistis cempletpdhe BRI T seiven@02

enough to 15 .capture a ical "lag event” re.data transm.ssion is
Tt erruptnay ¢8R B o Betf s et rie e, U2 S 108 sferulel P i Aesiegoe
timeout i4DgIOTIRe Mé@@bgetmsrrﬂag lcontdin RYeT Serdindrp @iita /hisH thefmbbie giffit@anso .
that the sanple is |ost. The tinmeout val ue should be configurable fromthe

RTT servdhenHdisnayp14 padhe matilgrdesee' e §ciegd. RTT server may be overridden by
the nobile device if it is longer than the current predeterm ned 20
interval tinme (sanpling interval). Should the tineout be reached then this
dat a19anpDre skampte btheapEwbadmanitblirg tooteoutetis sRowhRdn Figxdnipl this cdset the -

timeout is 10 m nutes and no response i s recejved in that ti interval
then t he NeIOHGFRRIOERGUISP|SRoaP A ARSURRIGN LASPIOVER o 8sPRERTY YRR
Trip Ti MandRefdrdaf g&{;tlhlﬁﬁe a?ﬁ@ﬁ[@b@r‘ﬁﬁﬂniéﬁb‘ﬁ’sﬂwéﬁéﬂé% cldriy'bt B8s&RIt6Rr S

&
102, 202 each of the To vices 10la, 101b, 10lc proceeds to calcul ate
the RTT. toadelleriog disthissondwill tosus@rathel cdlbulation ofthe ReunsuTedp ddmen@&TT)

rel evant R Trip,Ti. RTT). they pr.oceed to f.orward s 106a, 106b,
e aontl et iBn MuffEu dtepr SEnitifa BRSSO IERTAEE AT SBpwh
addi t6on the delle308l s tonPoEBY igTrthrde1eeciors8032302, 3082, THOHEBI bEs calipled
i ncludes the User I D of the npbile subscriber, the Mbile lIdentification

Nunber ( Nhiguabrthe iietwark care do ithg conregtserveri02 ansh i RT o sev@830% for t he
nobi | e. device (GSM UMIS/ etc and Application used), phone nodel etc. The
message nmay further include information concerning outbound tine from WO
2011/ 0379686RSEHxaGRd (I8 3t 301 of the cell 300 is servicing two handsets 101a, 101b

while-the second and third_ slots 302, 303 each service a single handset 101c, 101d.

20 As shown mobile device 101a, 101b, 101c ea'ch send a m'essage 104a, 104b, 104¢c
 to the connect server 102 the conhect server 102 then forwards each message
105a, 105b, 105¢ directly back to the respective mobile devices 101a, 101b, 1_01e.
~As with the case of fhe ebove examples each of the mobile devices running the
mobile application may' simultaneously send a message 204a, 204b, 204c to the'

25 RTT server 202, the RTT server 202 'immediately forwards each message back to

the relevant mobile devices 205a, 205b, 205¢c. | |

A’It'err'\ati,vely the network monitoring app!icetion’ may wait for a timer?te ‘complete.
before opening a connection to the RTT server 202. The timer is set to a
30 predetermined time interval, the length of the predetermined time interval is based
‘on a number of factors such as the number of devices being_sam'pled within the
netwofk, power consumption of the devices etc. ‘The timer in effect eontrels the

‘sampling rate for RTT data from the mobile device i.e. dictates send times of the



9 the server to the nobile device, inbound tinme fromthe nobile device to
the server and packet loss i.e. nunber of packets |ost that have to be
re-transmvpted/ossssshort |isting of the desirabl e infornecisebéiombesso f or the
RTT reporting nmessage is shown in Table 1 below. 5 Initial reporting wll
be an excel extract of the raw data for 24 hours on a daily basis from
12: 00 mdnight to mdnight. Server resulg_s shoul d be avail abl e as foll ows:
Via real time web page; via daily report's (see |ayout below); Via excel

format e : bel t
a Eiefi negﬁél St oﬁpﬁ%g!t%o%% ﬁgibéeldﬁésmg en Itﬁh?gqs : (}/dc% gh‘r%gé%&]gpﬁ%h% 'IFShbgé}ﬁ -O
reports ilagjecgiventthe myieetal \afiurRéToft sareplesythatinays bedaker tamd. toTrechetthles
i bl et t t th her than’
Pecopt abliBPRETD thednohlsedeice 08 1B Pt n dhonBiach b Ech o Prekriemiied | e
anal ysi s tjpye tn*nt%nfé@tl@"?ﬁlhaﬂye%t tcR%pBér‘iod: iofled P@tﬁﬁééph' |§’}5r8 HEE$ et the/ Ratre
P

Tinme/date report was sent” fromclient (this will be shortly after the ping
howev ér |servmrreaycmma$mueaﬂy maeaaasthegsamphmg rreteoby réducingithe predeteaninedser
| D User

nopl T cat 1101 Tef oSatiliBein fats Nokrd d0ta v " o kit XiBbRks @Eﬁb'sny
ot her cargpots i ARl te Ricré&tive the data available on these areas for further analyS|s

Since th'e objective of the monitor is to identify anomalous Round- Trip Times, as well .

10 as to moniter‘ regular network performance, the timeout for the message to be .
'returned from the RTT server should be set as long as possibte given network -

communication constraints but no Ienger than the time __betWeen te’ste (i.e. no longer

than predetermined peribd)’. To ensure “Lag” situations are captured a suitable

_ ‘timeout value would be 10 minutes. A 1'0 minute timeout period is long enough to

15 capture a typical "lag event" where data transmission is interrupted for a period_ (for |
| example due to cell congestion). A longer timeout is more likely to result in the user
logging out of the device so that the sample is lost. The timeout value should be

- configurable from the RTT server, however, the timeout set by the RTT server may

be overridden by the mobile device if it is Ionger- than the current pred'eterm'inedt

20 interval ttme (sampling interval). Should the'tirtteout be’ reached then “this det_a"
sample should be reported as the timeout time.' For example, if the timeout is 10
minutes and no response is received in that time interval then the RTT report should

show that sample as 10 rhinutes for the Round Trip Time.

25 On receipt of the relevant return messages from the servers. 102 202 each of the
mobile devices 101a, 101b 101c proceeds to calculate the RTT. Once each moblle
: devrc_e 101a, 101b, 101c has calculated the relevant Round Tnp Tlme_ (RTT). they
prbceed to' forward messages - 106a, '106b, tOGc containing the relevant .R‘T'_I-'.>
'informa'tion to the connect server 102. In addition to the RTT information, the .
. 30 ‘messages 106a, 106b, 106¢ also includes the User ID of the mobile subscriber, the_
Mobile Identification Number (MIN) of the device doing the test, the conneetion
details for the- mobile. device (GSM/UMTS/etc and ‘Application'used),‘ phone model

etc. The message may further include information concerning outbound time from -



Mode (2Gl3Gl3.5G Ensure systemcan cater for' future e.g. LTE, WFi,

QO her? RTT to Connect server In nms RTT to RTT server In nms Phone Mbdel

Onl ySynbiwio260/@133at present 15 Table 1: RTT Reporti ngPhESSAg®/0pdsd ds WO
2011/ 037536PCT/ SG2010/ 000330 10 specific users. This can be sinply achieved
by setting the RTT timer interval to 9999 minutes. In one iteration of the
tool, the nonitoring client software is gncorporated into a 5 rressagi ng
appl i cation whi ch, in a Synbian s60 phone:is designed to operate as "al ways

on” and Ctﬂ@%%?\t/&dtot@etrlﬂspﬁrégﬁgbﬁ:e Ul ttlmg dﬂﬁﬁéﬁﬂbﬂlﬂa aepil;éciétthg%ewerll

provi des a franewo ort §'Sen I ng recel ving nessages as we
as opti oraald pagketvoss he. mmbeepbpackgsbasthhabhahe tonble ﬂeetrammtﬂesﬂ vﬁyslmﬁ EM

type nes M st ands f t gi I d t f
O¥p| nt er f{@gng ofEhe desirable in ormatlgg(%le?dsl\/? agllillgl' ?enporltlr%g %é’srs%'?;%' iS shown in

Table 1 below.

Initial reporting will be an excel extract of the raw data for 24 hours on a daily basis
from 12:00 midnight to midnight. Server results should be available és follows: Via |
real time web page; via daily reports (see layout below); Via eXceI format extracts -
, (see Iayout.and options below); via real time alert SMS to a defined list of mobile
10  numbers when thresholds are breached. The reports indicate the spread of RTT .
‘ times by cell site/sector. Thus it is possible to identify sites or sectors that are:
experiencihg higher than acceptable RTT times. These sites should then be

targeted for more detailed analysis by the network team.

Report Field = : Descriptibanurpose

Time/date R Time/date report was sent from
| - client (this will be shortly after
‘the ping however is more
consistent than usmg the time
of the mobile device). -

UserID - _ User logged on to this chent |
MIN ‘ Mobile Identification Number.
APN - - Application used to send RTT

message (could be Smartd,
Smart Internet or any- other
carriers Application) | -

Mode (2G/3G/3.5G) ~ | Ensure system can cater for

_ ' future e.g. LTE, WiFi, Other’?

RTT to Connect server Inms

RTT to RTT server | Inms - )

‘Phone Model - ‘Only =~ Symbian s60/3° at
: present o

15 ,A .
" Table 1: RTT Reporting Message Fields

The server has the option to tum off the RTT testing from either for all or selected -

user ID’s. In particular it should be possible to only have the tool turned on for



10 based instant messaging. In the production version of the tool, no RTT
information is to be visible to the nobile client user. In test versions,
however, wousero3irset 0 be able to sel ect Round Trip tinepciseriheosSetti ngs
menu which will result in a transaction being sent to the server 15
requesting current RTT information. This information is provided in an EM
type response fromthe RTT Bot. Fig 5A {9 5C depict a series of user.
screens 400 of a test version of the network nonitoring tool according to
one enbo t e
oer has BEETGARer TIEBETFR A RNPR B0 BY sPRir WU EEer (el 58097,
commence ntiagtesng t he user highlights the option 'Round Trip Tine' fromthe
| isting 402 and the presses the select button 403. Once the Round Tri p Time
is selected, a nessage 405 is displayed on the user screen informng the
user thatlntd?fe RErhatioRIYe te 188, Qﬁ@%%ﬁﬁémﬂf & SoftRard % %orb@ra‘?édj%tot 8

di sm ss the 25 nessage, the uSer then selects the OK button 406. After the
nmoni t Br i messaginghapplicationl whieh, tima Symidan B phona fs desighedi tof operats os
obt ai ned.fromthe, return t he .. ant rmation .is

i spl ayecAaTeHAT, 81 HoHTTIEE %7 thes Aotk MiPMeL, r TRk aerSowiede B betop,

Fi g 5C t peoVidds I Rahidwistk 3Pat %Eé@ﬁs'éértdmgi ahtiSteR@find MaésisiRfest 8¢ wisil asand
time at which the sanple was ta t he one nodel, the date and_ time of
the prev p@ﬂgnalb'sprO\ﬂdiegRﬁiTTf gpariied cbﬁqkeﬁx the: gnobilen mset tbyRWRYa Al EM YRS T) |

t he appl i f t

2011/ 057 SisescR stBes Egﬁa&%@gg@ﬁg r?gdgx“/‘egr]gﬁoe"'é%'yffm m of intgmet
(aveﬂ&gebeee@@ﬁtaﬂﬂﬂiee@mgerage Reg RTT). As rrentloned above t he '
anal ysis tool may be utilised to identify lag events within the 5 network.
In such instances.each nessage transaction to another nobile is treated-

somewhat | theep H&%cggﬂ_v[e dn Bt Qb?gﬁﬁlﬁ?‘i* |%%§t N@ﬁf bé IBIBIE 'tﬁ‘EQmoblIe |

conditions the sen |ent recor en It sent. each
client user. In test verS|ons however, a user is to be able to select Round Tnp time,.

_ - from the,_Settlngs menu which will result in a transaction belng sent to the server
15 }rvequesting current RTT information. This information ié provided in an EM type
response from the RTT Bot. Fig 5A to 5C depict a series of user screens 400 of a
test vereion of the network monitoring tool according to one embodiment of the

present invention.

20 As illustrated |n Flg 5A the user has actlvated an optlons menu 401 wnthln the
' dlsplay screen 400. To commence testing the user highlights the OpthI"I Round Trip -
Time’ from the llstlng 402 and the presses the select button 403 Once the Round
Trip Tlme is selected, a message 405 is displayed on the user screen mformlng the
user th_at the RTT request has been sent as shown in Fig 5B. In order to dismiss the '
25 message, the user then selects the OK button 406. | |

After the moriitofing tool .has calculated the round tfip ‘tim'e-from the information '
obtained from the return messages, the relevant information is then displaye'd to the
user 407 (see Fig‘SC). As illustrated in the example of Fig 5C the RTT reporting
30 meésage in this instance includes the date and time at which the sample was taken,
the phone }nodel, the date and time of the_previous test, the RTT fdr the current test -

(connect RTT and Reg' RTT.), the application used, type of network access (in this



nmessage (ts) and then records the tinme when the acknow edgnent is received.
The 10 client is then able to calculate the duration (td) since original
nmessage \Wae 28837436 t he other client. This RTT tinme nmaypoe/scrpaobedo by any
ki nd of network issues including |ag. -The inpact could be either the

sendi ng device or the receiving device. To optim ze the anbunt of data
captured by such a testing approach theqg¢lient 15 conpares the duration td
with a reporting threshold value (for exanple 3 minutes). If td exceeds the

erver 1758 SOMDE R BPree BT Jor MG AT AePale ERFRAITRTY Akl Buoikbey

server to Sulta d, as with-all
sim | ar pteqRé@r data, should be easily nodifiable and may be set by the
RTT server. The report may include such information as, the userid of
sender and receiver, td 20(effectively RTT to the other client), cell site

of repor tAdgehtibREd a()b{/e m@ﬁﬁélys@h@&%@@@ utfhised %’?Hédtlﬂgl ?' é\l%'ﬂ\fts andin tae M N

of sender and recelver. be appréeciated by those o in the art
t hat bhe ne&gomleém isughringtaaces elwhpeeﬁaagﬂatraasacﬁm tmanettlersmlm@r is treated

Initiatin r .woul d | ow the 25 server to calcul ate
response i tg%eée‘éw-ﬁe%ﬁgﬁ& '83“%35((?\1%9 ®s to identi fy which device of
a pair is actually experiencing lag. 1t |s to be understood that the above
enbodi nent s have been provided only by way of exenplification of this

i nvent i oJndgidag Hestifa conditions dhne |S@afiin@n@hemdec<nq§hsoth§ntﬁn@ whgn ttrf&rsﬁ?chas
woul d be rﬁ‘@ r@roa fﬂ’eﬁ%ﬁoﬁ% ee(ﬂ'né Q\fﬁ(-:ﬁ]thr &) &¥dlie rﬁeniﬁ%% 688 Tha

fall within scope an resent vent1 on descri bed
her erl0. M&Q&ﬁhéﬁ%@ﬁ@@ﬁléﬁﬂﬂ@ﬁﬁé%ﬂéﬁ& 1t21)(§|mkldV6ng|ﬂJal metseag@dvafsosent to

determ ni t he r f.orman a co ni cati gnsg .networ
thg otﬁer %ﬁent. 'HF]?S ??el"lo time may be |mpa|cte by any kmg of network issues

[including lag. The impact could be either the sending device or the receiving device.

‘To optimize the amount of data captured by such a testing approach the client

- 15 compares the duration td with a reporting threshold: value (for example 3 minutes). If
- td eXceeds the threshold, then the sending client ‘transmité a notification to the’ RTT
server to be stored and collated. Swtably the Iag threshold, as with all S|m|Iar
parameter data, should be easily modlflable and may be set by the RTT server. The

report may include such information as, the userid of sender and recelver td _

20 (effectively RTT to the other client), cell site of reportlng chent (|f known) phone

model of reporting client and the MIN of sender and receiver.

It will be appreciated by those of skill in the art that the lag testing may also be
performed at the connect server. Initiating testing in this manner would allow the
25 server to calculate response times for every transaction as well as to identify which

device of a pair is actually.experiencing lag.

It is to be understood that the above embodiments have been provided only by way
of exemplification of this invention, and that"furit'h:er modifications and ir'n'pro'vements:
30 thereto, as would be apparent to persons skilled in the relevant art, are deemed to

fall within the broad scope and ambit of the present invention described herein.



met hod conprising the steps of: 5transmtting a nmessage froma nobile
device to at |east one server, each server within the at |east one server
bei ng comvoguriad7ise di rect the nmessage back to the nobi PeTdezio®D0330
receiving at the nobile device the nmessages returned by each server within
the at | east one server; 10calculating a tine.differential between '
transm ssion of the nessage by said nobii2e device and recei pt of the ,
nmessages returned by each server within the at | east one server, by said
mobi | e deyMigms and ‘forwarding the calculated tine differential to a
primary server selected fromthe at |east one server for storage. 15 2.
The nmethod of claim1l wherein the nessage sent by the nobile device to each
server wi,thin the at least one.server includes the mobile device' .
Cdenti f1dati o e f?rnﬁﬂffm@@%.hﬁm%e%m%ﬁe&f S PUTHURI GRS R SR | o
devi ce' s matRed icbhipisirthewtdss of:s regi stered with the primry server. B

4. The method of any one of clains 1 to 3 wherein each server within the at
| eastSone ser tf@nsmitting rd ingesseget Goappl yokile ideyics: gt leasthenenses@ie @RBN

4 wher i Ae{e AT P RaRTP e sbrbothd oS drett yiRbagRatlcaf; 0"

a transi thd mobilé devidee nmessage to reach each server within the at |east one
server. 30 6. The nethod of claim4 or 5 wherein the step of cal cul‘ggi.ng

( \ p gL
further includ€§eVHY 3t e BPbia dayica inegmepsrags: ratiined: By eprd SRR AEIR
reach’ t hgndppjehet Gy 56Relr om each server within the at |east one server.

10 calculating a time differential between transmission of the message by said
mobile device and receipt of the messages returned by each server Within the at
least one server, by said mobile device; and . | ' ' |

forwarding the calculatedb time- differential to a primary server sele'c,tgd from
the at least oné server for storage.

| 2. The. method of clairh 1 wherein the message sent by the mobile device to

each server within the at least one server includes the mobile device’s identification -

number (MIN). ' '

20 3. The method of claim 2 wherein the mobile device's identification number‘ is
regiStered with the primary server. | ‘ | o
4. The method of any one of claims 1 to 3 wherein each server within the at
least one server is configured to apply a time stamp to the message when directing

25 the message back to the mobile device.

5.  The method of claim 4 wherein the step of calculating further inéludés»the"
step of calculating a transit time for the message to reach each server within the at
least one server. - | | o |

: 30 | . .
6. The method of claim 4 or 5 _\‘N.herein the step of calculating further includes the
step of calculating transit time for the message to reach the mobile device from each

server within the at least one server.



WO 2011/ 037536PCT/ SG2010/ 000330 13 7. The nethod of any one of clains 1 to 6
wherein the tinme differential is indicative of the total round trip tinme
for the mnweapm37H568. The nmet hod of any one of clains 1 PoT/AGa®r0e0330t he
step of transmtting the nessage to the at | east one server is perforned at
regular intervals. 9. The nethod of claim8 wherein the interval between
each transm ssion is set to a predeterntiged tinme period. 10 10. The net hod
of claim9 wherein a secondary server selected fromthe at | east one server
is configured to dynamcally vary the Iength of the predetermned tine
period based on variations in the calculated time differential. 15 11. The
met hod of7.any e nméthodamfrran;t are b clhiersiinta e vwdiegpinothef (blmmrdttffetgntlalels

calcul ated, ti nt i al o t he .primary server further includes
f or var di gd Pﬂ%ﬂg gﬂ 3oy ft%/tBBe£$ é% S ce, the application used
to send the nmessage, the node of connection between the nobile device and

the communi cations network, the User 1D of the nobile subscriber, the
| dent bf i dht i onTheumshoddf eny arenebelrimeldviocé whasein Meﬁtepqudeansmttmdthe

Furt ner 1 Ertraentg PR S ol Senfenit merhEheas redupn RO ot o col 15
within the network based on the t| rre differential and the i nformati on on

the type of mpbile device, the application used to send the nmessage, 25 the
mode of cbnnecktheometadebalaimd srerl@ﬂaewee/aéheww 3R RNSANFSIOR is set

net wor k, régprléﬁ‘éferhml%i tu%%}émﬂ' | e subscriber, -the Identification Nunber of

t he m)blle evl ce nmet hod of any one of claims 1 to 12 further -
i ncl d@i ng the step of 30 forvvardl ng a set tine differential to the primary

SO e Lot ] o B3 ABEkA S PehSE SoRbr B B b dtase ©f
one server is configured to dynamtcally vary the length of the predetermlned time

perlod based on variations in the calculated time dlfferentlal

15  11. .The method of eny one of claims 1 'to 10 wherein the step of‘forwarding‘the
| calculated ‘time differential to the primary setver furthet “includes 'forwarding_
information on the type of mobile device, the applicétio_n used to send the message,

the mode of c.onnectionv between the mobile device and the cofnmuhicatio'ns
network, the User ID of the mobile subscriber, the ldentification Number of the_

20 mobile device, cell identification and sector number in which the mobile is located.

12.. The method of claim 11 further including the step of formulating reports for

one or more cells” within the network based on the tirh'e differential and the

. information on the type of mobile device, 'the application used to send the message,

25 the mode of cohnectioh between the mobile device and the communications
~network, the User ID of the mobile vsubscrib‘er, the Identification Number of the

~ mobile device.

13. The method of any one-of claims 1 to 12 further including - the -step of
30 forwarding a set time differential to the primary server on the expiry of a preset
period for receipt by the mobile device of the return messages from the at least one

server.



WD 2011/ 037536PCT/ SG2010/ 000330 14 14. The nethod of claim 12 or 13 wherein
the secondary server is further configured to vary the preset period in
accor danogownilnzassgari ati on of the predeterm ned peri odpchhe26100063830 €
device said device including a dedicated application for performng the
met hod of any one of clains 1 to 14. 16. The nobil e device of claim15
wherein the dedicated application utiliggs one or nore auxiliary
applications on the nobile device to send the nmessage to the 103ervers

17. The nppi | erdeviegodf of dgéﬁFﬂz’Sa?H GWH@rPerr?'tHﬁ é’t%ébrﬁz%ﬁi){ bhﬁ?ﬁ'on
|S|ncorporated As an enb I'Tcation in a hos catlonlnstal

on the nbctnriflgudailltoe vaiyp thé8.pré'm psebodjelrd&aaooajalfceclvathﬂatwamlwbel of t the
host appllc on . ncludes nmessaging capabilities and the dedicated

appl i catleﬁ cf@%ﬁ’%ﬁ to use the nessaging capabilities of the host
application to provide feedback to the user regarding calculated tine
differential. 20 19.. The nobile device of any one of claims 15 to 18, said
dedi cét edt &ppl A gaobitendevioe saididavice vatladingya eadivatet applisatiohi for pedoamningeast

one ser Vetbe thog of any one of claims 1 to 14.

16.  The mobile device of claim 15 wherein the dedicated abplication utilises one
or more auxiliary applications on the mobile device to send the message to the

10 servers.

17. The mobile device of claims 15 or 16 wherein said dedicated abplicatioh is
lncorporated as an. embedded application in a host appllcatlon installed on the

mobile device.

15 -
18. The mobile device of claim 17 wherein the host application' includes mesSaging '
capabilities and the dedlcated appllcatlon is conflgured to use the messaging
~ capabilities of the host application to provide feedback to the user regardlngv
calculated time differential.
20 '
19. The mobile dewce of any one of claims 15 to 18, said dedlcated appllcat|on can_
be deactivated by each server within the at Ieast one server. ' L
25
30

3



