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ENTERPRISE EGRESS ACCESS REQUESTS PROCESSING METHOD, APPARATUS, 

SYSTEM, DEVICE AND MEDIUM  

 

The present application claims the priority of Chinese Patent Application No. 

201811140645.X, filed to the CNIPA on September 28, 2018, titled "METHOD, DEVICE AND 

SYSTEM FOR PROCESSING EGRESS ACCESS REQUESTS OF ENTERPRISE", which is 

incorporated herein by reference in its entirety. 

 

TECHNICAL FIELD 

The present application relates to, but is not limited to, the field of Internet technologies, 

and in particular to enterprise egress access request processing method, apparatus, system, device 

and medium. 

 

BACKGROUND 

In a traditional enterprise, there are two types of network traffic generated in the enterprise: 

the traffic generated by work online of the enterprise and the traffic generated by personal online 

of employees. Most of the work online of the enterprise is realized by accessing sites or servers 

deployed in an enterprise Intranet, so there is usually no problem of poor access speed 

experience. Most of the sites accessed by the employees are cacheable services, which are 

basically accelerated by Content Delivery Networks (CDNs). 

With the advent of the Internet cloud era, more and more enterprises have begun to build 

their own information technology, so as to deploy their enterprise application systems in a cloud 

server, and transform and innovate their businesses under the cloud mode. In this process, the 

complex and harsh network environment has become a new challenge for enterprises to build 

their information technology in the cloud mode. In addition to the huge challenges of 

interconnection between large operators, there are also problems caused by the interconnection 

between numerous small operator networks. High latency and packet loss during accessing from 

different places, cross operator networks become the normality. 

To eliminate the need to build and maintain a range of infrastructure and applications, and 

to be able to adopt and enjoy advanced technologies, enterprises will purchase 

Software-as-a-Services (SaaS) in bulk, such as Salesforce, office365, slack, dropbox, and SAP, 

etc. The SaaS services are mostly dynamic content, and enterprise users nationwide need to 

access servers of SaaS provider sites in real time, but a large number of SaaS sites are distributed 

overseas, resulting in a significant impact on SaaS service experience. 

Currently, in order to achieve smooth access to cloud services, enterprises usually adopt 
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approaches of increasing investment in infrastructure and purchasing dedicated lines from 

operators to access to the cloud machine room. When an enterprise plans to deploy a dedicated 

line network, it needs to take a long time for network deployment and erection. Meanwhile, the 

purchase of services also means that the scalability and flexibility of enterprise network services 

will be limited to a certain extent, and the enterprise also needs to bear the high cost of the lines. 

Currently, in order to achieve smooth access to SaaS services, enterprises usually adopt an 

approach of purchasing a plurality of egresses of lines from several operators, including 

international routing lines. This approach is costly and cannot solve all problems of SaaS service 

experience, because the operators cannot guarantee the quality of links to the servers of the SaaS 

provider sites, but only guarantee that of the egresses of enterprises. 

To sum up, it is necessary to provide a new scheme that is low in cost and guarantees the 

effectiveness of on-premises office workers' experience in accessing cloud services and SaaS 

services. 

 

SUMMARY 

In order to overcome the problems in related technologies, the present application provides 

enterprise egress access request processing method, apparatus, system, device and medium. 

According to a first aspect of the present application, a method for processing a plurality of 

egress access requests of an enterprise is provided, comprising: 

providing a Customer Premise Equipment CPE in an enterprise Intranet, and importing the 

egress access requests of the enterprise to the CPE; 

the CPE forwarding the egress access requests to an acceleration network, or sending to the 

acceleration network the access requests complying with a preset rule in the egress access 

requests; and 

the CPE receiving response data from the acceleration network after performing 

back-to-origin server processing on the egress access requests, and sending the response data to a 

sender of the egress access requests.  

Wherein, importing the egress access requests of the enterprise to the CPE comprises:  

setting up a gateway for an egress router of the enterprise Intranet, so that all the egress 

access requests of the enterprise Intranet are imported to the CPE. 

Wherein, the preset rule comprises a target address field and/or a target port of the egress 

access request. 

Wherein, the egress access request is an Extranet domain name access request; and 

importing the egress access requests of the enterprise to the CPE comprises: a DNS query 

request being send to a DNS resolution module of the CPE after a client of the enterprise Intranet 
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initiating a domain name access request, the DNS resolution module identifying a resolution 

result as an IP address of an access module of the CPE when determining that the domain name 

is a target domain name requiring to be processed in an accelerated manner; and the client of the 

enterprise Intranet sending the Extranet domain name access request to the IP address. 

Wherein, the egress access request of the enterprise is an Extranet domain name access 

request; and 

importing the egress access requests of the enterprise to the CPE comprises: a DNS query 

request being send to a DNS resolution device of the enterprise Intranet after a client of the 

enterprise Intranet initiating a domain name access request, the DNS resolution device 

identifying a resolution result as an IP address of the CPE when determining that the domain 

name is a target domain name requiring to be processed in an accelerated manner; and the client 

of the enterprise Intranet sending the Extranet domain name access request to the IP address. 

Wherein, the CPE forwarding the egress access requests to an acceleration network 

comprises: the CPE encrypting the egress access requests and sending the encrypted access 

requests to a network access point closest to a home location of the enterprise Intranet in the 

acceleration network. 

According to a second aspect of the present application, a n apparatus for processing a 

plurality of egress access requests of an enterprise, which is applied to a Customer Premise 

Equipment CPE, is provided, comprising: 

an import module configured to import the egress access requests of the enterprise; 

an analysis module configured to extract the access requests complying with a preset rule 

from the access requests; 

an access module configured to send the access requests complying with the preset rule to 

the acceleration network; 

a receiving module configured to receive response data from the acceleration network after 

performing back-to-origin server processing on the access requests; and 

a response module configured to send the response data to a sender of the access requests.  

Wherein, the preset rule includes a target address field and/or a target port of the egress 

access request. 

According to a third aspect of the present application, another apparatus for processing a 

plurality of egress access requests of an enterprise, which is applied to a Customer Premise 

Equipment CPE, is provided, comprising: 

a DNS resolution module configured to receive a DNS query request from a client of the 

enterprise Intranet, and to identify a resolution result as an IP address of the CPE when 

determining that a domain name is a target domain name requiring to be processed in an 
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accelerated manner; 

an access module configured to receive the enterprise egress access request which is an 

Extranet domain name access request from the client, and to forward the access request to an 

acceleration network after the DNS resolution module identifies the resolution result as the IP 

address of the CPE; 

a receiving module configured to receive response data from the acceleration network after 

performing back-to-origin server processing on the Extranet domain name access request; and 

a response module configured to send the response data to a sender of the egress access 

requests of the enterprise. 

According to a fourth aspect of the present application, another apparatus for processing a 

plurality of egress access requests of an enterprise, which is applied to a Customer Premise 

Equipment CPE, is provided, comprising: 

an access module configured to receive an Extranet domain name access request from a 

client of the enterprise Intranet and forward the access request to an acceleration network; 

a receiving module configured to receive response data from the acceleration network after 

performing back-to-origin server processing on the Extranet domain name access request; and 

a response module configured to send the response data to a sender of the access requests. 

According to a fifth aspect of the present application, a system for processing a plurality of 

egress access requests of an enterprise is further provided, comprising: 

the apparatus for processing the access requests of the enterprise, an egress router of an 

enterprise Intranet, and an acceleration network. 

According to a sixth aspect of the present application, another system for processing a 

plurality of egress access requests of an enterprise is further provided, comprising: 

the apparatus for processing the access requests of the enterprise, and an acceleration 

network. 

According to a seventh aspect of the present application, another system for processing a 

plurality of egress access requests of an enterprise is further provided, comprising: 

the apparatus for processing the access requests of the enterprise, a DNS resolution device 

of an enterprise Intranet, and an acceleration network. 

According to an eighth aspect of the present application, a computer device is provided, 

including a memory, a processor, and a computer program which is stored in the memory and 

may be operated in the processor. The steps of the method for processing the access requests of 

the enterprise provided in the first aspect are implemented when the computer program is 

executed by the processor. 

According to a ninth aspect of the present application, a computer-readable storage medium 
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in which a computer program is stored is further provided. The steps of the method for 

processing the access requests of the enterprise provided in the first aspect are implemented 

when the program is executed by the processor. 

With the present application, the enterprise may simultaneously consider enterprise access 

cloud services and SaaS services experience, the deployment costs are significantly reduced 

compared to a dedicated line, and the complexity of operation is also significantly reduced. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which constitute a part of the present application, are included 

to provide a further understanding of the present application. The exemplary embodiments of the 

present application and description thereof herein are only for explaining the present application, 

but not for unduly limiting the present application. In Figures: 

FIG. 1 is an application scenario diagram of a method for processing a plurality of egress 

access requests of an enterprise as shown in an exemplary embodiment 1; 

FIG. 2 is a flowchart of the method for processing the egress access requests of the 

enterprise as shown in the exemplary embodiment 1; 

FIG. 3 is a structural diagram of an apparatus for processing a plurality of egress access 

requests of an enterprise as shown in an exemplary embodiment 2; 

FIG. 4 is an application scenario diagram of a method for processing a plurality of egress 

access requests of an enterprise as shown in an exemplary embodiment 3; 

FIG. 5 is a flowchart of a method for processing a plurality of egress access requests of an 

enterprise as shown in an exemplary embodiment 4; 

FIG. 6 is a structural diagram of an apparatus for processing a plurality of egress access 

requests of an enterprise as shown in an exemplary embodiment 5; 

FIG. 7 is a structural diagram of an apparatus for processing a plurality of egress access 

requests of an enterprise as shown in an exemplary embodiment 6; and 

FIG. 8 is a block diagram of a device applied to the method for processing the egress access 

requests of the enterprise as shown in the exemplary embodiment 1. 

 

 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

The technical schemes in the embodiments of the present application will be clearly and 

completely described as below with reference to the accompanying drawings in the embodiments 

of the present application. Obviously, the described embodiments are a part of, not all of, the 

embodiments of the present application. All other embodiments obtained by those of ordinary 
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skill in the art based on the embodiments of the present application without paying any creative 

effort shall fall into the protection scope of the present application. It should be noted that the 

embodiments of the present application and the features in the embodiments can be arbitrarily 

combined with each other in the case of no conflict. 

Since domain name sites accessed by enterprises are not under the control of customers 

themselves, a CNAME mode of traditional CDN will not be adopted in the present application. 

Embodiment 1 

As shown in FIG. 1, a typical application scenario to which the embodiment 1 applies is the 

application scenario of a gateway diversion mode. 

As shown in FIG. 2, a method for processing a plurality of egress access requests of an 

enterprise in the embodiment 1 includes following steps. 

In a step 201, a Customer Premise Equipment (CPE) is provided in an enterprise Intranet, 

and the egress access requests of an enterprise are imported to the CPE. 

In a step 202, the CPE forwards to an acceleration network the access requests complying 

with a preset rule in the egress access requests. 

In a step 203, the CPE receives response data from the acceleration network after 

performing back-to-origin server processing on the egress access requests. 

In a step 204, the response data are sent to a sender of the egress access requests.  

In the step 201, after being provided in the enterprise Intranet, the CPE has an IP address 

belonging to the enterprise Intranet. 

In the step 201, the egress access request may be an upload request, a download request, a 

TCP (such as http/https) request, an UDP request, etc. 

The step 201 of importing the egress access requests of the enterprise to the CPE includes: 

setting up a gateway for an egress router of the enterprise Intranet, so that all the egress access 

requests of the enterprise Intranet are imported to the CPE. In this way, the egress access 

requests of the enterprise Intranet are all diverted to the CPE, and the egress access requests 

initiated by clients or users of the enterprise Intranet are required to be diverted to the CPE first. 

In the step 202, the preset rule includes a target address field and/or a target port of the 

egress access request. In the step 202, the CPE forwards the access requests not complying with 

the preset rules in the egress access requests to the Extranet for access through a conventional 

access path. For example, the CPE is provided with a filter list which includes IP address fields 

and/or target ports. The access requests complying with the IP address fields and/or the ports in 

the filter list are diverted to the acceleration network, and the access requests not complying with 

the IP address fields and/or the ports in the filter list are forwarded to the Extranet for access 

through the conventional access path. Specifically, the filter list may be iptables, and the CPE 
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hijacks all accesses filtered by the iptables to an access service port monitored locally by 

configuring the iptables. 

For example, the CPE is provided with the iptables in which the IP address field is 

211.65.64.0/24, and the target ports are 80 and 443. The CEP forwards the access requests 

complying with the iptables to a designated port of an access module thereof for executing the 

access service, and the access module sends the egress access requests to the acceleration 

network. The egress access request includes information such as request object, origin server and 

port information. When the access module sends the content of the egress access request to the 

acceleration network, it encrypts the information and sends the encrypted information. 

In other implementations, in addition to using the above iptables, other methods that enable 

filtering may also be adopted, such as recording the information about access to be filtered in a 

self-defined format in a memory area. 

In the step 202, when the CPE sends the access requests to the acceleration network, the 

access requests are specifically sent to a network access point closest to a home location of the 

enterprise Intranet in the acceleration network, for example, to the network access point of the 

city which the enterprise Intranet belongs to in the acceleration network. 

The acceleration network is a Software-Defined Wide Area Network (SD-WAN), which 

includes a plurality of network access points, i.e., Point-of-Presence (PoP). The SD-WAN is a 

private network of massive resources across the globe, which is accessed through PoP and 

dynamically routed internally to select an optimal back-to-origin server path. In a typical 

application scenario, access nodes in the same city as the enterprise Intranet as well as 

back-to-origin server nodes in the same city as the origin server may be found through the 

SD-WAN, so that Extranet data required by users may be obtained very quickly. 

In order to make the access process more secure and avoid data leakage, it is necessary to 

encrypt and decrypt the transmitted data. 

When the access request is encrypted using a preset encryption rule, the CPE in the 

enterprise Intranet encrypts the access request using the preset encryption rule and send the 

encrypted request to the acceleration network. 

Decryption of the access request using the preset encryption rule is performed in the 

following manner: the network access point closest to the home location of the origin server of 

the access request in the acceleration network decrypts the access request using the preset 

encryption rule and sends the decrypted access request to the site server. 

Encryption of the response data using the present encryption rules is performed in the 

following manner: the network access point closest to the home location of the origin server of 

the access request in the acceleration network encrypts the response data using the present 
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encryption rules and sends the encrypted response data to other network access points in the 

acceleration network. 

When the response data are decrypted by using the preset encryption rule, the CPE in the 

enterprise Intranet receives the encrypted response data from the acceleration network and 

decrypts the response data using the preset encryption rule. 

To sum up, in the step 203, the back-to-origin server PoP in the acceleration network (i.e., 

the network access point closest to the home location of the site server) receives the encrypted 

request data, decrypts the request data to obtain the content of the egress access request, 

establishes a connection with the site server, and sends the request data to the site server. The 

response data from the origin server is received and encrypted, and dynamic route is obtained, 

and then the response data is sent to the PoP. The PoP is generally the PoP initially receiving the 

access request, but if the PoP fails, a PoP is selected to receive the response data from the origin 

server. 

Embodiment 2 

As shown in FIG. 3, an apparatus for processing a plurality of egress access requests of an 

enterprise applied to a Customer Premise Equipment (CPE) corresponding to the method in the 

embodiment 1 includes an import module 301, an analysis module 302, an access module 303, a 

receiving module 304, and a response module 305. 

The import module 301 is configured to receive the egress access requests of the enterprise. 

The analysis module 302 is configured to extract the access requests complying with a 

preset rule from access requests. 

The access module 303 is configured to send the access requests complying with the preset 

rule to an acceleration network. 

The receiving module 304 is configured to receive response data from the acceleration 

network after performing back-to-origin server processing on the access requests. 

The response module 305 is configured to send the response data to a sender of the access 

requests. 

The enterprise egress access request may be any request. For example, it may be an upload 

request, a download, etc., or may be a TCP (such as http/https) request, an UDP request, etc. 

The preset rule includes target address fields and/or target ports of the egress access request. 

For example, the analysis module is provided with a filter list which includes IP address fields 

and/or target ports. The access module diverts the access requests complying with the IP address 

fields and/or the ports in the filter list to the acceleration network, and forwards the access 

requests not complying with the IP address fields and/or the ports in the filter list to the Extranet 

for access through a conventional access path. Specifically, the filter list may be iptables, and the 
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CPE hijacks all accesses filtered by the iptables to an access service port monitored locally by 

configuring the iptables. 

A specific example is as follows: the CPE configures the iptables in which the IP address 

field is 211.65.64.0/24, and the target ports are 80 and 443. The CEP forwards the access 

requests complying with the iptables to a designated port of an access module thereof for 

executing the access service, and the access module sends the egress access requests to the 

acceleration network. The egress access request includes information such as request content, 

origin server and port information. When the access module sends the content of the egress 

access request to the acceleration network, it encrypts the information and sends the encrypted 

information. In other implementations, in addition to using the above iptables, other methods that 

enable filtering may also be adopted, such as recording the information about the access to be 

filtered in a self-defined format in a memory area. 

The access module specifically sends the access requests complying with the preset rule to 

the network access point closest to the home location of the enterprise Intranet in the acceleration 

network, for example, to the network access point of the city which the enterprise Intranet 

belongs to in the acceleration network. 

The apparatus for processing a plurality of egress access requests of an enterprise further 

includes an encryption module configured to encrypt the access requests and a decryption 

module configured to decrypt the response data. 

Embodiment 3 

As shown in FIG. 4, a typical application scenario to which the embodiment 3 applies is the 

application scenario of a DNS diversion mode. 

As shown in FIG. 5, a method for processing a plurality of egress access requests of an 

enterprise in embodiment 3 includes the following steps. 

In a step 501, a Customer Premise Equipment (CPE) is provided in an enterprise Intranet, 

and the egress access requests of an enterprise are imported to the CPE. 

In a step 502, the CPE sends the access requests to the acceleration network. 

In a step 503, the CPE receives response data from the acceleration network after 

performing back-to-origin server processing on the access requests. 

In a step 504, the response data are sent to a sender of the access requests.  

The access request in the step 501 is an Extranet domain name access request. 

The function of the CPE in the embodiment 3 may be flexibly set according to different 

situations of the enterprise Intranet. For example, in the first application scenario where the 

enterprise Intranet does not have the function of DNS resolution, the CPE may be a CPE with the 

function of DNS resolution, and in the second application scenario where the enterprise Intranet 
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has the function of DNS resolution, the CPE may be a CPE without the function of DNS 

resolution. 

In the first application scenario, the step 501 of importing the egress access requests of the 

enterprise to the CPE includes following steps. a DNS query request is sent to a DNS resolution 

module of the CPE after a client of the enterprise Intranet initiating a domain name access 

request, the DNS resolution module identifies a resolution result as an IP address of the CPE 

when determining that the domain name is a target domain name requiring to be processed in an 

accelerated manner, and the client of the enterprise Intranet sends the Extranet domain name 

access request to the IP address. When the DNS resolution module determines that the domain 

name is not the target domain name requiring to be processed in an accelerated manner, it will 

query the authoritative DNS of the Extranet to obtain regular resolution results. 

In the second application scenario, the step 501 of importing the egress access requests of 

the enterprise to the CPE includes following steps. a DNS query request is sent to a DNS 

resolution device of the enterprise Intranet after a client of the enterprise Intranet initiating a 

domain name access request, the DNS resolution device identifies a resolution result as an IP 

address of the CPE when determining that the domain name is a target domain name requiring to 

be processed in an accelerated manner, and the client of the enterprise Intranet sends the Extranet 

domain name access request to the IP address. When the DNS resolution module determines that 

the domain name is not the target domain name requiring to be processed in an accelerated 

manner, it will query the authoritative DNS of the Extranet to obtain regular resolution results. 

In the above method, it normally queries the authoritative DNS of the Extranet to obtain the 

regular resolution results when determining that the domain name is not the target domain name 

requiring to be processed in an accelerated manner. 

In this embodiment, the method for encrypting and decrypting the access requests and 

response data are the same as that in the embodiment 1, which will not be repeated here any 

further. 

Embodiment 4 

As shown in FIG. 6, an apparatus for processing a plurality of access requests of an 

enterprise applied to a Customer Premise Equipment (CPE) corresponding to the first application 

scenario in the embodiment 3 includes a DNS resolution module 601, an access module 602, a 

receiving module 603 and a response module 604. 

The DNS resolution module 601 is configured to receive a DNS query request from a client 

of enterprise Intranet, and to identify a resolution result as an IP address of the CPE when 

determining that the domain name is a target domain name requiring to be processed in an 

accelerated manner. 
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The access module 602 is configured to receive the enterprise egress access request which 

is an Extranet domain name access request from the client, and to forward the access request to 

an acceleration network after the DNS resolution module identifies the resolution result as the IP 

address of the CPE. 

The receiving module 603 is configured to receive response data from the acceleration 

network after performing back-to-origin server processing on the Extranet domain name access 

request. 

The response module 604 is configured to send the response data to a sender of the access 

requests. 

The apparatus for processing a plurality of access requests of an enterprise further includes 

an encryption module configured to encrypt the access requests and a decryption module 

configured to decrypt the response data. 

Embodiment 5 

As shown in FIG. 7, an apparatus for processing a plurality of access requests of an 

enterprise applied to a Customer Premise Equipment (CPE) corresponding to the second 

application scenario in the embodiment 3 includes an access module 701, a receiving module 

702, and response module 703. 

The access module 701 is configured to receive an Extranet domain name access request 

from a client of the enterprise Intranet and forward it to an acceleration network. 

The receiving module 702 is configured to receive response data from the acceleration 

network after performing back-to-origin server processing on the Extranet domain name access 

request. 

The response module 703 is configured to send the response data to a sender of the access 

requests. 

The apparatus for processing the access requests of the enterprise further includes an 

encryption module configured to encrypt the access requests and a decryption module configured 

to decrypt the response data. 

Embodiment 6 

A system for processing a plurality of access requests of an enterprise includes the 

apparatus for processing the access requests of the enterprise, an egress router of an enterprise 

Intranet and an acceleration network. The acceleration network may be a SD-WAN. 

The network access point in the acceleration network includes an encryption module and a 

decryption module. 

The encryption module is configured to encrypt response data received from a origin server 

using a preset encryption rule. 
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The decryption module is configured to decrypt the encrypted access request received using 

the preset encryption rule when the network access point is the network access point closest to 

the home location of the origin server of the access request. 

Embodiment 7 

A system for processing a plurality of access requests of an enterprise includes the 

apparatus for processing the access requests of the enterprise, and an acceleration network. The 

acceleration network may be a SD-WAN. 

Embodiment 8 

A system for processing a plurality of access requests of an enterprise includes the 

apparatus for processing the access requests of the enterprise, a DNS resolution device of an 

enterprise Intranet, and an acceleration network. The acceleration network may be a SD-WAN. 

The steps of the method according to the embodiment of the present application may 

be rearranged, merged and deleted according to actual needs. 

The modules in the method for processing the egress access requests of the enterprise 

according to the embodiment of the present application may be merged, divided and deleted 

according to actual needs. 

According to the embodiment of the present application, a computer-readable storage 

medium in which a computer program is stored is further provided. The steps of the above 

method are implemented when the program is executed by a processor. 

According to the embodiment of the present application, a computer device is further 

provided, including a memory, a processor, and a computer program which is stored in the 

memory and may be operated in the processor. The steps of the above method are implemented 

when the computer program is executed by the processor. 

FIG. 8 is a block diagram of a device 800 applied to the method for processing the egress 

access requests of the enterprise according to an exemplary embodiment. For example, the 

device 800 may be provided as a server. Referring to FIG. 8, the device 800 includes a processor 

801, and there may be one or more processors as required. The device 800 also includes a 

memory 802 configured to store instructions, such as application programs, executable by a 

processor 801. There may be one or more memories as required, and there may be one or more 

application programs stored therein. The processor 801 is configured to execute the instructions 

to perform the above method. 

The present application has the following advantages. 

1. It takes the lead to introduce into a CPE access method to achieve smooth access to the 

cloud and SaaS services by enterprises. 

2. It introduces into a SD-WAN architecture to achieve smooth access to the cloud and SaaS 
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services by enterprises. 

3. It takes the lead to introduce into two diversion methods to achieve accelerated Internet 

access for enterprise users. 

4. It solves the problems of high cost by using dedicated line, complex in operation and 

difficult in expansion and change in the existing technologies, and that the existing technologies 

cannot solve most problems in SaaS service access experience. The present application may 

provide a fast and effective service and greatly reduce the maintenance cost. 

It should be understood by those of skill in the art that embodiments of the present 

application may be provided as methods, apparatuses (device), or computer program products. 

Therefore, the present application may take the form of an entirely hardware embodiment, an 

entirely software embodiment, or an embodiment containing both hardware and software 

elements. Furthermore, the present application may take the form of a computer program product 

implemented on one or more computer usable storage media containing computer usable 

program codes therein. The computer storage medium includes volatile and nonvolatile, 

removable and non-removable media implemented in any method or technology for storing 

information (such as computer readable instructions, data structures, program modules or other 

data), including but not limited to RAM, ROM, EEPROM, flash memory or other memory 

technologies, CD-ROM, digital versatile disk (DVD) or other optical disk storage, magnetic 

cartridges, magnetic tapes, disk storage or other magnetic storage devices, or any other media 

that may be adopted to store desired information and may be accessed by a computer. 

Furthermore, it is well known to those of ordinary skilled in the art that communication media 

typically contain computer-readable instructions, data structures, program modules, or other data 

in modulated data signals such as carrier waves or other transmission mechanisms, and may 

include any information delivery media. 

The present application is described with reference to flowcharts and/or block diagrams of 

the method, apparatuses (device) and computer program product according to embodiments of 

the present application. It should be understood that each process and/or block in the flowchart 

and/or block diagram, and combinations of processes and/or blocks in the flowchart and/or block 

diagram may be implemented by computer program instructions. These computer program 

instructions may be provided to a processor of a general-purpose computer, a special-purpose 

computer, an embedded processor or other programmable data processing devices to produce a 

machine, such that the instructions executed by the processor of the computer or other 

programmable data processing devices produce a means for implementing the functions 

specified in one or more processes of the flowchart and/or one or more blocks of the block 

diagram. 
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These computer program instructions may also be stored in a computer-readable memory 

capable of directing a computer or other programmable data processing devices to operate in a 

specific manner, such that the instructions stored in the computer-readable memory produce an 

article of manufacture containing a instruction means that implements the functions specified in 

one or more processes of the flowchart and/or one or more blocks of the block diagram. 

These computer program instructions may also be loaded onto a computer or other 

programmable data processing devices, such that a series of operational steps are performed on 

the computer or other programmable devices to produce a computer-implemented process, and 

the instructions executed on the computer or other programmable devices provide steps for 

implementing the functions specified in one or more processes of the flowchart and/or one or 

more blocks of the block diagram. 

As used herein, the terms "including", "includes" or any other variation thereof are intended 

to cover non-exclusive inclusion, so that an article or device including a series of elements 

includes not only those elements, but also other elements not explicitly listed, or elements 

inherent to such an article or device. Without further limitation, the elements defined by the 

statement "including ..." or "includes ..." do not preclude the existence of additional identical 

elements in the article or device including the elements. 

Although preferred embodiments of the present application have been described, those of 

skilled in the art may make additional alterations and modifications to these embodiments once 

they know the basic inventive concepts. Therefore, the appended claims are intended to be 

interpreted as including the preferred embodiments and all alterations and modifications that fall 

within the scope of the present application. 

Obviously, those of skilled in the art may make various modifications and variations to the 

present application without departing from the spirit and scope of the present application. In this 

way, if these modifications and variations of the present application fall within the scope of the 

claims of the present application and their equivalent technologies, the intent of the present 

application encompasses these modifications and variations as well. 

 

Industrial Applicability 

With the present application, the enterprise may simultaneously consider enterprise access 

cloud services and SaaS services experience, the deployment costs are significantly reduced 

compared to a dedicated line, and the complexity of operation is also significantly reduced. 
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CLAIMS 

1. A method for processing a plurality of egress access requests of an enterprise, 

comprising: 

providing a Customer Premise Equipment CPE in an enterprise Intranet, and importing the 

egress access requests of the enterprise to the CPE; 

the CPE forwarding the egress access requests to an acceleration network, or sending to the 

acceleration network the access requests complying with a preset rule in the egress access 

requests; and 

the CPE receiving response data from the acceleration network after performing 

back-to-origin server processing on the egress access requests, and sending the response data to a 

sender of the egress access requests.  

2. The method for processing a plurality of egress access requests of an enterprise according 

to claim 1, wherein, 

importing the egress access requests of the enterprise to the CPE comprises: setting up a 

gateway for an egress router of the enterprise Intranet, so that all the egress access requests of the 

enterprise Intranet are imported to the CPE. 

3. The method for processing a plurality of egress access requests of an enterprise according 

to claim 2, wherein, 

the preset rule comprises a target address field and/or a target port of the egress access 

request. 

4. The method for processing a plurality of egress access requests of an enterprise according 

to claim 1, wherein, 

the egress access request is an Extranet domain name access request; and 

importing the egress access requests of the enterprise to the CPE comprises: a DNS query 

request being send to a DNS resolution module of the CPE after a client of the enterprise Intranet 

initiating a domain name access request, the DNS resolution module identifying a resolution 

result as an IP address of an access module of the CPE when determining that the domain name 

is a target domain name requiring to be processed in an accelerated manner; and the client of the 

enterprise Intranet sending the Extranet domain name access request to the IP address. 

5. The method for processing a plurality of egress access requests of an enterprise according 

to claim 1, wherein, 

the egress access request of the enterprise is an Extranet domain name access request; and 

importing the egress access requests of the enterprise to the CPE comprises: a DNS query 

request being send to a DNS resolution device of the enterprise Intranet after a client of the 
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enterprise Intranet initiating a domain name access request, the DNS resolution device 

identifying a resolution result as an IP address of the CPE when determining that the domain 

name is a target domain name requiring to be processed in an accelerated manner; and the client 

of the enterprise Intranet sending the Extranet domain name access request to the IP address. 

6. The method for processing a plurality of egress access requests of an enterprise according 

to claim 1, wherein, 

the CPE forwarding the egress access requests to an acceleration network comprises: the 

CPE encrypting the egress access requests and sending the encrypted access requests to a 

network access point closest to a home location of the enterprise Intranet in the acceleration 

network. 

7. An apparatus for processing a plurality of egress access requests of an enterprise, which 

is applied to a Customer Premise Equipment CPE provided in an enterprise Intranet, comprising: 

an import module configured to import the egress access requests of the enterprise; 

an analysis module configured to extract the access requests complying with a preset rule 

from the access requests; 

an access module configured to send the access requests complying with the preset rule to 

the acceleration network; 

a receiving module configured to receive response data from the acceleration network after 

performing back-to-origin server processing on the access requests; and 

a response module configured to send the response data to a sender of the access requests.  

8. The apparatus for processing a plurality of egress access requests of an enterprise 

according to claim 7, wherein 

the preset rule comprises a target address field and/or a target port of the egress access 

request. 

9. An apparatus for processing a plurality of egress access requests of an enterprise, which 

is applied to a Customer Premise Equipment CPE provided in an enterprise Intranet, comprising: 

a DNS resolution module configured to receive a DNS query request from a client of the 

enterprise Intranet, and to identify a resolution result as an IP address of the CPE when 

determining that a domain name is a target domain name requiring to be processed in an 

accelerated manner; 

an access module configured to receive the enterprise egress access request which is an 

Extranet domain name access request from the client, and to forward the access request to an 

acceleration network after the DNS resolution module identifies the resolution result as the IP 

address of the CPE; 

a receiving module configured to receive response data from the acceleration network after 
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performing back-to-origin server processing on the Extranet domain name access request; and 

a response module configured to send the response data to a sender of the egress access 

requests of the enterprise. 

10. An apparatus for processing a plurality of egress access requests of an enterprise, which 

is applied to a Customer Premise Equipment CPE provided in an enterprise Intranet, comprising: 

an access module configured to receive an Extranet domain name access request from a 

client of the enterprise Intranet and forward the access request to an acceleration network; 

a receiving module configured to receive response data from the acceleration network after 

performing back-to-origin server processing on the Extranet domain name access request; and 

a response module configured to send the response data to a sender of the access requests. 

11. A system for processing a plurality of egress access requests of an enterprise, 

comprising the apparatus for processing the access requests of the enterprise according to claims 

7 to 8, an egress router of an enterprise Intranet, and an acceleration network. 

12. A system for processing a plurality of egress access requests of an enterprise, 

comprising the apparatus for processing the access requests of the enterprise according to claim 

9, and an acceleration network. 

13. A system for processing a plurality of egress access requests of an enterprise, 

comprising the apparatus for processing the access requests of the enterprise according to claim 

10, a DNS resolution device of an enterprise Intranet, and an acceleration network. 

14. A computer-readable storage medium in which a computer program is stored, the steps 

of the method according to any one of claims 1 to 6 being implemented when the computer 

program is executed. 

15. A computer apparatus, comprising a processor, a memory and a computer program 

stored in the memory, the steps of the method according to any one of claims 1 to 6 being 

implemented when the computer program is executed by the processor. 


