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AND METHOD R 9{,%5 ADDRESS MAPPI NG FOR FAUL ACKC%%,IDB,;%“}'HE
- I NVENTI ON *~2% 7 1ELDCFTHEINVENTIC]\IThe ” ntlon relates to
the field of fault handling. Mre particul ar i nvention
relates to a systemand nmethod for ascertai ni ng aﬁﬁl@h gin of a fault
condi tion through mani pul ati on of segnent and offset used to cal culate an
ef fective addr I ELATED TO THE | NVENTI ON For many
years, interrd gﬁ%ﬁéﬁ E@’C&Eﬁi‘%g@ﬁ%‘é ARDREIRMABBENSCEQRo i shed
t hrough t he uysgubl BOLATEONIPt vector table (IVT) generated by system

Basi ¢ I nput/output System (BICS) firmvare. An IVT usually feat u mﬂ mulmmﬂﬁmﬂ m
of entries (e.g., 256 four-byte entries}, each capable of contai

address of a routine intend i art-up, sy sdogn+
sof tware usual ly | oads an |%¢@@%%W§%ﬁ&@ ry of the I VT.
This address is directed to a default interrupt handl er routine responsible
for handling 1.nt erfiE OFIAEINVERTEIN t 0 occur during initiali zati on (e.g., a
hard disk interrupt, timer interrupt, non-nmaskable interrupt "NM "

sof twar e i nvoked gﬂ{erru ts such as .t However, this

i nterrupt handlin RBVERRQn ﬁ?}?{eég?&?{%@lc fé‘é@bﬁ fjf‘f‘Sr l\'Qﬁ’lreunexpect ed

(spurious) i geticulRtly tef pfers@ﬁlt ih@eAtioR rélhRyltd aG9BRt hd methad$6€ by either
eriencing a fault condition, the

hardware or software. Currentl n

defaul t int eﬂsﬁifﬁa%%P%Pf%P?/ﬁéaqqéc%t%E%éjafo%li‘f‘@ﬁ‘m&’d%%qﬂyo fthe defaul t
interrupt hangdkgfent QHHIJIRel Bs@MoVcaABlI8telh SIELSHATAG M3t her or not the
interrupt is aSsociated with a predeterm ned set of external interrupts
(e.g., a hard disk interrupt, a tiner error, a NM, etc.) supported by one

or nore programahle interru t coEtroIIers (PICs such as | NTEL 8259
- 1SUBSTTTUTE SHEE 1 1591 ~c'r/us98n~~ 19

controllers. Such determ nation is acconpl i shed by checking the state of
various |ogic cir qgrithiny Qefks, inltéirGp Eﬁancﬁ bf&séméﬂraﬁﬁiy\ﬂe&mhwe PIC(s).

If the fault condltl on_is based on an predeterm hed set of

i nterrupt s %Urﬁ&&?mﬁﬁh%&f %htthﬁtus? ﬁf é‘i PUB%T% vegfan&ble fVoha st at us
regi ster. Hded B34 ®hsichpst f CRvESrel cause of
the ' fault gl%}:é gr%rrlwagehﬁg m%utgggéﬁg(modgggd I nto ?ﬁ‘e st at us

regi ster whi JNTotﬁstally featurasip samber affentrirs (egusB6dour-hpte entrieslceadh ti on. As
a result C ned since only
fifteen typegc g?b e@%ﬁap[r?%%él gglr%gtc%g?o%é%é ﬁ{tﬁﬁé’%oﬁrﬁvrlgﬁnr{i FVT O course,

it is possi blletetrmpllsvéltcspazamp, ﬁYﬁemqan@edisua@yrhmdm slentinalwhi ch each

entry of the Idv-geé mtc?%&'&g f/ ?ss ?Hq%gtedqg%rcie%gﬁlthandl i ng

routine. This pOSSi o ut| on Pe Size constraints
did not appl ymtdrlom\pwlmndler roeirk x@SpomdﬂyleHashandiimg trﬁdrmpmuﬁtlmpamdal | abl e

d d t.s NI, d aft 1i al t
per for mance. woachtba unscbslize iy W08, AeRi dich bt Eame ket RAY e code
|( g UE:EO;S; or fraf-ndsrablel ifgerogste’ NIIIC softsvara it okedsieterngpBSTER &S krapHEET

instructions, etc.). However, this interrupt handling technique does not
effectively account for an unexpected (spurious) interrupt (referred to as a

“fault condition”) caused by either hardware or software.

-

Currently, upon experiencing a fault condition, the default
interrupt handler routine is accessed. Unfortunately, the default interrupt
handler routine is only able to determine whether or not the interrupt is
associated with a predetermined set of external interrupts (e.g., a hard
disk interrupt, a timer error, a NM], etc.) supported by one or more

programmable interrupt controllers (PICs) such as INTEL® 8259
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embodi ment  Qf, bdgsénvention pertains to a method for produci mgTaussebisgtive

- address. The net odl conprise a nunber of steps. First, an address of a

software routine is provided. This address includes a segnent and an of f set

used to cal cul ate.an fective address _of the . softwgare routine. xt, an
uni que segner‘l:fmﬁrguﬁfsog}t:g‘a&eﬁﬁf%’g\a?@mf ﬁ%coéﬂ&éﬁhe?ltﬁ?é\ﬁefk%t&‘ﬁtsg%ﬁ%gn t he

segnent . Theneaidugrogianidchity @l itelidscetep assddiatad ivaitipelid PIQEX to produce a

uni que offset. Wiile both the segnent and of fset have been nodified, the

effecti ve address .remnj ns unchanged. -3SUBST1TUJE SHEET ( RULE 26 WO

99/ 31591 BRI EF DEé&&HJ?PENO ‘tﬁégl%ré&vgﬂés"“i ﬁg'P,f @tFL’gE‘e?éf’Ng 81 24419

The features iaf@rastpnhagher aésifhed Bf 8ReMtet iy loalediinto DRsARE , apparent

fromthe foll ow ng gﬁ{u;i | ed description of the present invention_ in which:
t

Figure 1 is dR8PI§Ty tihﬁéOBF%I@fghﬁgﬁa&H BBIster BodRtesHhecausaeltheuti | i zi ng

the present igyRRbhARIoM Ofetwisd, 8 il thé‘%l‘bﬁﬁé&%t@'tﬁ@Kta@hﬁﬁhr&@ﬁbpf an
interrupt vector table (IVT) produced by a system executive such as BI 0S

firmware. Fi girish®ffess gopndication af thasaise of the Grlesanditien. dparrasilon in

cal cul ating tfie o2fefie ok b YauREHESdn iEradlPadebairid dihddisiiy AteeR tpeychart of
the operational Ostgzlaps necesg(giy It%g 1pr%g£% 'E:he |VT10% Fi guré3 2.tHJFi gure 5
is an il ust reftintegriptowsnbe detsctechby thecemremtiaT.st eps to produce a uni que
segnent address of the default interrupt handler routine of the electronic

gg/s g?r5n92f PEiT /g lLJJrSSSI ﬁ%@yﬁg%%%bgqﬁge%E&éﬁkmrﬁﬁg%ﬁkkﬁ"?hg@pr esent

i nventi on relmedwmrismansyisitie rrcmentrgtol ok F\OF isdloeded aiithi amaddressiofjan of a

fault condition_hy.nodifyin se nt d. an offset used. to forman
effect | ve. addrug® Seaa ndrPog FORER 7RG PouBe sdter PSR Err 8 gt e

ef fective addtsstsmehtoryBezefcohbraimgditbact agplyoHoweva, siacerBIOS ogly i s used
to generally describe certain featlumes r characteristi Cﬁ].{)f t he present

i nvention. FdrSéxampied amorntafavailahiccods sparh angd SRRt HET §uEB%put er
(e.g., a portaf sftedieshdlR@tion S§sedm perfotane® whllé bk @inedddsafifyher har dware

equi pnent suppor,t+ i nterrupt "handling. "I é rmajion"” is.generally defined
as one or m)rséc’aﬁ-gg? sxqutltgtgtr&n-t(lme)cogadxagg gfahﬁﬂg&\amim @98t rol . An

"i nterconnectyhis ig@yreggquéajn used to transfer information froma source to
a destination such as one or nore wires, buses, trace lines or fiber optics
as well as wireless nedium A "system executive" is a software agent-t

provi des an internediary software control |ayer between hardware and a

sof tware application. Exanples of a system executive include, but are not
limted to an operating system or Basic |nput/output System (BIOS).
Referring nowto Figure 1, an illustrative enbodi nent of an el ectronic
system 100 enpl oying the present invention is shown. In this enbodi nent,

el ectroni c system 100 conprises a processor subsystem 110, a nenory
subsystem 120 and an input/output (1/0O subsystem 130. These subsystens are
connected together through a chipset 140 and a nunber of interconnects such
as a host interconnect 150, a nenory interconnect 160 and an I/O

i nterconnect 170.
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Processor subsystem 110 includes one or nore m Ccroprocessors 1151%I2$"‘"égz
i's a positivg¥ks number) connected to host interconnect 19@rnfsag/iuis
- m croprocessor, for exanple mcroprocessor (uP) 1151, includes a code
segnent (CS) storage elenent 116. Normally, CS storage elenent 116 is a
16-bit register which contains a segnent. A "segnent"” is a portion of the
starting address of a predeéﬁég$gﬁg g#Q%é@%é??gﬁﬁé%gﬁontaining i nformation
such as an interrupt vector V ) EEP ( RULE 26) Z Z
~~; ; e~~e WD 99/31591 PCTNS98r 14419 200 of Figure 2. It is contenpl ated,
however, that CS SDmeegﬁodhﬁannbf&kﬁnnamube eroaihs golh edethodlier a st or age
devi ce of any bit size. y em 1 0 i s connected to hi pset 140
via menory H'HQFIBSMe%%éWgﬁ’(?S#ﬁ?ﬁy EHhadeCIPPHSRA REMREY CbFtRENt 125.
Preferably, rmsanh edérenbs 4856ftivare rowinad is o vrizar W}ﬁélﬁcﬁlch%‘és thehaddsc random
access nenory (DRAM capabl g of adin Sy m executive such as an
operating syst¥ESRIER @?ﬁdﬁﬁgfo'cagag&a’bﬁéﬁﬁﬂeﬁj dresy eithsr oduced by
M crosoft Cor b@Bufh [ &;ﬁi owever,
t hat non- voI;??Pgﬁnegnrye?ﬁggp?gény tgsggggﬁrsggoaﬁc ﬁgﬂbﬁh%gbﬂh FLASH
nenory and t Heithmesic qpeyatien 08 éhea%grﬁemar’ghewémn@ncm 5rmthm@tzc of volatile
menory. O c 65%% r r 126 may be
i npl enent ed 3#%ﬁﬁﬁxhéd%§f su sys%§%§%53h3¥ﬂ§eﬁﬁggiﬁ?@?g%ﬁﬁﬁé} 170 provides
a communi cat isegmsat Andetfisethae bear miodifjech thpeffeqitveramldremvienesnd 351- 135n
("n" being a‘%?% hg&g whol e nunber) contained in I/O subsystem 130. The 1/0
i nt er connect be a Peripheral Conponent I|nterconnect (PCl) bus,
| ndustry Standard Archltecture (I'SA) bus or any other type of bus
architecture. It is contenplated that I/O interconnect 170 is shown as a
single bus, although it may include nultiple buses connected together
t hrough bridge circuitry in which each peripheral device 1351-135n is
connected to at | east one of the nmultiple buses. One peripheral devices
1351 is a nonvolatile storage el enent which contains another system
executive, nanely a Basic | nput/Qutput System (Bl OS) code. O her peripheral
devices may include, but are not limted or restricted to a nmass storage
device 1352 (e.g., a hard disk drive, a conpact disc-read only nenory
"CD- ROM' pl ayer, CD recordable player, digital tape drive, a floppy disk
drive, a digital video disk player, etc.), a transceiver device 135 (e.qg.,
a network interface circuit "NIC' card, a nodem etc.) and the |iKke.
Referring now to Figure 2, |IVT 200 produced by a system executive (e.g.,
BIOS) in accordance with the present invention is showmn. IVT 200 is a table
featuring a plurality of entries 2101-210r ("r" being a positive whole
nunber). Each entry corresponds to an interrupt supported by 6..
SUBST1TUTE SHEET (RULE 26) 2 2 ~~; ~ i~~~ WD 99131591 PCT/ US98124419
el ectronic system 100. As shown, each entry 2101-210r is responsible for
providing a trap address to a m croprocessor (e.g., mcroprocessor 1151 of
Figure 1). The trap address 220 includes a segnent 230 and an of fset 240
whi ch, when conbi ned, produce an effective, physical address of a default
interrupt handler routine to be fetched fromnenory el enment 125 of Figure
1. As shown in Figure 3, for conventional INTEL m croprocessor
architectures and ot her conpatible architectures, the effective address
associated with the default interrupt handler routine is cal cul ated by
m croprocessor 11St of Figure 1 retrieving segnent 230 of trap address
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220. The segnent 230 is multiplied by sixteen (16) and added tozo flg@ 4
obt ai ned fr@®dzap;address 220 The resultant sumis equal torChesesfertive
address’of the default interrupt handler routine as defined by the first
equation: (1). Effective Address = Segnent(routine) x 16 + Ofset(routine).
Since the effective address is dependent on the segnent and offset,
concurrent adjustnent o S9ORNG may be perfornmed
wi t hout nodifying the epﬁggr?)vég%r €ess. F?ﬁg%w&g\ﬁ?%ul ation of these
factors formng the effective address which can provide a nmechanismto
i ndi cat e the ori gilhe fedtugespindbadeariteges affthe puesent omdintioonsill bedomuat
requiring nultipl | r . . Lout | f ing to Figure
45 11 oncharPPRI AR e ik B et oIR8 praRhE oy of
Figure 2 is shewmch:Initially, an address of the default interrupt handler
routine is determ ned because this address is well-known to all procedures
within the systemg ti . l sub- rout | i o the
syst em executive. Fﬁéﬁ%grlltsi\égdﬁa?t&é‘?rl?]?cglﬁ%?gcrlgg\ &z)% %lggé?:%l&gl;'g%gged to set up
the |1VT) has witizésstHeqprebentadderstson.of the default interrupt handler routine
in order to formpernuted versions of that address (Step 300). For clarity,

this address assi gned to the,defaul t,intetrupt handl er routine |

ref erenced as tra?%&f’zelggn'n}ﬁﬁa A‘tﬁtﬂ.‘"ﬁﬁé%&f,g"h%faﬂrhﬂ‘g?{fwhﬁ%%b%&? eferred
to as "I DX") (IST) prioduaéd by setystemn axguugivetsaciias 8IOgdIrmevti®t ep 310) . This
predeterm ned val ue represents an SUBSTTTUT SHEET ( RULE 26) ZZ ~~; V

c~~~e WO 99131591 Pcrn~s9sn.,s .entr mber from whi ch i ndexi ng of the
entries of the | ‘@é‘&laﬁ‘éa%ﬁ{ggﬁ%ﬁé‘%&gﬁ? ﬁ‘é‘ﬂv‘?}'ﬁ}%‘é\{\gge’(ﬁiﬁfm&ﬂeckgd to

ensure that ichlcsldtidg theraifeativé Bddregsven range equi valent to the nunber of
entries of the IvT and (ii) nodified (i.e., incremented or decrenented)

after altering the, segnment apd off.seh?st red.in the %ggg'cul ar indexed

entry (Steps 320 AmBPREsY 2nALustrativg flpwchesy of the opera '®Btnter. Before
the predeter rﬂ'ea@ggafosa{ dafucém(eWrapgjgfdrgq, t he TRAP_ADDR contai ned in the
i ndexed entry of the I 200 of Figure 2 is altered by adding a first
dynam c, predeterug.ned value to a fipst portion of T DDR and

. RAP
subtracting a secorgHISred@ngiHsinative dpyehart ok the SREGHANBLHEPHIP of
TRAI" _ADDR ( $ir8B&cS3Unddlek 2ptentladdPéysidf b abfaulfiBtdrrhst ha@iéd on (e.g., the
segnent) is altered to produce a uni que val ue by adding a dynam c val ue
{IDX x 16) t dontigeofithagiectyenigsystam of kigutal. the contents of each entry of
the IVT differs fromthe contents of other entries because IDX is uni que
for each entry. As a result, the first calculation of the unique segnent
starting at the first byte of a four-byte entry may be represented by the
second equation: (2) MEMIDX x 4 + 0] = SEG TRAP_ADDR) + (IDX x 16). Next,
the second portion (e.g., the offset) is altered to counteract the effects
fromaltering the segnent. This ensures that the effective address remains
constant wi thout nodification of internal calculations (see first equation)
to produce the effective address of the default interrupt handling routine.
In accordance with the enbodi ment descri bed above, the uni que offset would
be reduced by IDX x 256 because a four-bit shift of the segment
(effectively a 20-bit value) would be tantanmount to a 8-bit shift in the
offset (effectively a 16-bit value). The cal cul ati on of the unique offset
starting at the third byte of the entry is shown in the third equation: (3)
MEM (IDX x 4 + 2 = OFFSET(TRAP_ADDR) - (IDX x 256). Referring now to
Figure 5, the processing steps for a fault condition is shown. Upon
detecting a fault condition (e.g., an unexpected interrupt), the content of
the CS storage elenment is noved into a general _g_ SUBSTt TUT SHEET ( RULE
28) t L ~"i~~ WD 9931591
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_ 228y 10
PCTNS98124419 purpose register (Steps 400 and 410). Thereafter, th
contents nowo%atlgagilned in the general purpose register are shchiugosiqid he
right by four bits (Step 415). This is necessary to produce an index which
has a 1:1 mapping with the IVT entry that caused the spurious interrupt.
More specifically, an illustrative range of input interrupts features 256

interrupts which ca I =hi t 5). By shifting
right by 4, we conv%ﬁggwgf%?@%mﬁtmégwﬁﬁt he | east
significant byte of the CS register. Thus, the shift right normalizes
TRAP_ADDRESS t o afih@-presertunbentiomtalétes o questent apd esehdd fer spuri ous

card during PESETAGIS ROEE) Got Fit SOrSLPR Ry RGO PErA BRIt CRFE arc
currently usedfsbyudd toBfouinaat effedtseaddirBés &l FSnvandpt ﬁaﬂdlixglﬁﬁkirw ogr essi on
of the power-on self test (P T?_ opgrations. Each task in POST is assigned
a code val ue WiBoR ajtesing theefiective adgdrestten to a particular | / O address
(e.g., I / Olocation 80h where "h" indicates a hexadeci mal nunber)

i nmedi ately prior heh@fiwingtacRPGon} ssike tdrhiAdibighii9UseEas ferle?BlY
interrupt may, be witten to the particular 1/0O addréss. to nonitor 1 nput
interrupts ddeseRiPe eFtaIndeanres Ry Glaseetesiics of\ihe pResemhinyengAnsyef em fai | ure
prior to an Q@RaRE, ant NedtAstiic SPHBmMrahie ihda8ed chbguier @YS! £pbaablebe

exam ned as \/\B?MS atnhe spur ilguggirr?ter%bt. Besicdegdgor(?)%Ohﬁ%ar dg,
spurious er r sleskippy server dpainfrdne fnte Lghampathesthasd wargrgnipmenépor t i ng
mechani sns s : :SL Ot o i istory | og
in non-vol ati Flgpﬁgbnu?)é g{tgﬁgﬁ gp Egiﬂeurﬁr%htgﬁg’f&? ﬁ%ﬁsgzge\é‘%}#r@n%%&ﬁﬂbg ructure
(e.g., BIOS Damoverkits fffi)Atatay(pi) eddress aangpfordii)adonsidlir Ass 0x400) as shown

oscr bed. i neve G RFE YRR BB Uiy IS rhittel IYBHbR 600 RBI atBiRieront < of

t he inventi aoaadeztinatoh gutlonesaeabntreiviizes)budep afake tiged vofibéhe spirit and
scope of the present i1 venti?n. I\/bcheove%,,, wel | known c,ircuité%/ and
oper at i onal StPA5E ag Welha Wirslesp Jediu, GetXSem SreGHHYS 153 SRfBrare
unnecessari | yageh&giut ippgvides afrifeefiedidtyetiveite cdhiol Ryenbétdreenhoul d,
therefore, b méasured in tferms of .t he fo£| ow ng (%I aims. - SUHSTTTUTE
SHEET ( RULE gt?)f wage pnd a software applifation.sExamplgsptiasystem ¢ V€l ectronic

system a metifeghdeOBRY dreinty 1Mﬁeéi&mogéfat&rg@gs€ﬂnﬂarsasia @FORbud
software routine used at |east during Start-up of the electronic system

t he address iSYéF%i(ﬁ@%)-segnent and an- of fset used to cal cul ate an
effective address of the software routine; perform ng an operation on the

segnent to producerdesi stst%mgafeﬁ%ﬁﬁhk&%&%&%%@ by a first
signal value; and perfor &%fan peration on the offset to produce a unique

of fset di ff erdledraniepystem Wlreraplayng thespresentsingeation gl shewhelridis f act or
of the first 'gg@i}m I L L ﬁ;@é’ ignchanged.
2. The nethod of c a%f?ﬁ %Smt\rméﬁﬁe)irc E?%Eﬁgﬁ)sé%ﬁo%éspiﬁ%%ﬁ%aéu? e ar?islt hnetic
oper ati on on & memayrsuhsystam ldfeand ar inpwgoutput (MO} sylisyster-1¥Get her a
dynam ¢ sign I ' ' ' val . late the first
ol gnal val ve: gk sHaimBald foindi@l M IRl A Bk S B0 § [ oduce
t he uni que sewgumeber oflintérhennedts edctoés & hastinfercodwssce il 50, alreenhypmani ¢ si gnal

val ue is an index val i ndi,catd ng. an entr h1an interrupt vector table
cont ai ni ng trfé‘g%{aa?’é%cﬁ@t?n%ﬁé‘ WH@EFCBWE%&? 3, wherein the first static
signal value is equal to a binary representati on of sixteen.

Processor subsystem 110 includes one or more microprocessors

1151-115m (“m” is a positive whole number) connected to host
interconnect 150. Each microprocessor, for example microprocessor (uP)
1151, includes a code segment (CS) storage element 116. Normally, CS
storageﬁel-ement 116 is a 16-bit register which contains a segment. A
“segment” is a portion of the starting address of a predetermined block of

memory containing information such as an interrupt vector table (IVT)
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5. The method of claim2, wherein the step of performng the operation on
the of fset Wwrdodes the steps of: nultiplying together the dygamsessiignal
- value and a second static signal value to calculate the second nunber; and
subtracting the second signal value fromthe offset to produce the unique
of fset. -10 ~ Vj~-2 6. The nethod of claimy5, wherein t dynam ¢
si gnal val ue 2|O§ Oirf ‘W&e'%( L5 ‘Efé‘t?rﬁﬂ}aé%‘ﬁ'i eWprethaf {-Storage e ‘Tt:ﬁé vect or
tabl e cont ai rhaybt kenfgddfeSe bela stb erwédi@éiopefnfﬂ:iaisﬁleﬁ, wherein the second
static signal value is equal to two-hundred and fifty-six. 8. The method of

claim1l1, wherein the software roytjne conprises a default interrupt handler
routine. 9. In an @Fgﬁr}’é\ﬁ%‘)’%@gﬂé 15 %P%Wéd%%ﬁ%t%#%a BERAHi ng an

address of a jagfrtavaiet 160ahdendis@sh AtledsR Ak rilbthbAgelshidnt 199 of an
el ectronic systf:m t he address including a segnent and an offset used to

cal cul ate an Tafteseblyy Bremaemelement 1ivais aoialaleanemary fech afelmagnis fir st
signal val ue rEHdeﬁa&@%@Pn&rgl(DRQQM?&ﬁ%bﬂ%dﬁﬁ@g@ﬁém@d@cutive ,

subtracting' a' second signal value fromthe offse oduce a uni que
of fset, the St€bad asiqpeartingibysterbsiugh aa afWindowet-basedfopesating gnal val ue so

that the eff | ?&‘HE ' . cj.aim?9,
wherein the %g%ﬂle}?gpoper%? ?D%Wﬁgg%fégs&ﬁugﬁﬁg‘l %fﬁg%dggﬁ?@%%ﬂg%nha* val ue
and a first 9%aoiterplgted, howlever, tlatprardvclatitdmetiargt(e.gi, gngltypabfie. 11. The

"ot cati ng_ anceheryy SRS R GRS rEr il LB THAT A P e s,
12. The met hadembry eknneritll25\ih éeeiofl volaeils iemerys i@haurselitie i s equal to a
cubt 1Bt hg SR TR e EPey Gl LR g Re s vt el val e
and a second rAémbrg sebgs@dmvabue to produce the second signal value. -11
The I/O interconnect 170 provides a communication path between

a plurality of peripheral devices 1351-135p (“n” being a positive whole

numl;:r-)hcontained in I/O subsystem 130. The I/O interconnect 170 may

be a Peripheral Component Interconnect (PCI) bus, Industry Standard

Architecture (ISA) bus or any other type of bus architecture. Itis

contemplated that I/O interconnect 170 is shown as a single bus,

although it may include multiple buses connected together through

bridge circuitry in which each peripheral device 1351-135y is connected to

at least one of the multiple buses. One peripheral devices 135 is a non-

volatile storage element which contains another system executive, namely

a Basic Input/Output System (BIOS) code. Other peripheral devices may

include, but are not limited or restricted to a mass storage device 1352

(e.g., a hard disk drive, a compact disc-read only memory “CD-ROM”

player, TD recordable player, digital tape drive, a floppy disk drive, a

digital video disk player, etc.), a transceiver device 135, (e.g., a network

interface circuit “NIC” card, a modem, etc.) and the like.

Referring now to Figure 2, IVT 200 produced by a system executive
(e.g., BIOS) in accordance with the present invention is shown. IVT 200 is
a table featuring a plurality of entries 2101-210 (“r” being a positive

whole number). Each entry corresponds to an interrupt supported by
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2 2 ~;;;" ¢c~1Z 14. The method of claim 13, wherein the dynam c signal
val ue is anwbrbgggs yal ue indicating an entry of an interrupt mepusysAabl e

_ containi'ng the a 3ress. 15. The method of claim 14, wherein the second

static signal value is equal to two-hundred and fifty-six. 16. A system
conprising: a storage ele t; and a m ¢roprogcessQr in communication with
the storage BICSHERIC SYsifEn E&gréﬁﬁg‘é\é@sﬁ?c ntey 5%‘21%f15 Eﬁsﬁ’@@@?il%é)ra system

executive co I,: i r.o j vect or
Cab o each BrgyiRat A Bl BdtmCe bpoesid BRSPS RPN DL 0L
segment and &igurkfl$eThe baphdefressi2Ohinalieles apaphenoR3bandgn st 214p cal cul ate

an effective gddress of a default interrypt handler routine, each segnent
i ncreasi ng fr"@‘f’rfdt?xn“f £1 GPREInede GrRAHCE AT ?fég%veaphy%al aﬁ‘ﬁ?%ﬁﬁé’f\?al ue while the

cor r espondi n@egfiflSigkerd@pt Rasd1BOrdutB® tdrbefetdieddromihe@bry alefer 28 second
uni que val Beval .ue bei ng->seing a factor of the first uni‘que val ue so that

the effecti vefE¥dreds of the default interrupt routine remai ns unchanged.
17. The system of claim 16, wherein the storage el enent conprises a

non-vol atil e nmenoy ﬁb@ﬁ?ﬂ\tFngfE {18t B&&éﬁi&&ﬁﬂ@ﬁﬁ@%ﬁ&&%ﬁ!ﬂ)cb%wd' ng one
of an operating system and a basic | nput/output Z%éstem,( é@ code. 18. A
system for maFPHITStUIERANG Qe CORP At atchitepren dhe sffentive asidlrass

conput er - ' eadable B AikMRMbENP UL Ao haRARRTBULAL is COMAGRIRE: @ iTst
modul e adapted to nodifyi nsg a first portion of an address o def aul t

i nterrupt hamicmprperssphildlafFigureccmitieving segmensg3@df trap addidsy a second

portion of t ress of e defaul.t .interru andl er, r,outipe

count er act tﬁgo-:?ggé?@nﬂ\t%@dffﬂﬁlﬁgil{’-ﬂg}’fﬁvffg?f%]d{;@p r?dtslﬁdttﬂé’fgﬁﬁé@ss. 19.
The system obbedinédfrbh trapedeliresst220. Mhesbsureditlsandisnaiated e nodi fied a
segnent of thg‘ addre of%; hedd&?falul_t integrut handl'er routine. -12 2 2
| ~c, ~~ tL~2 & ?Cﬁ*ff’e@@f@% the defapipnterrupp sardier rpetingandefingsiBY e nodi fi ed
an of fset of tﬁé‘ﬁrs’t‘@@lﬁﬁﬁ&:i n accordance with a value to counteract a

nodi fication of the 'segnent of the address. 21. In an electronic system a
met hod conpri si ng roviggé' ng an address of a software routjne used during
start-up of the elBctr &Hestivg dddgessiheegmeniéranting xddingisedwuting- and an
of fset, both of which are used to calculate an effective address of the
sof tware routine; Since the effective address is dependent on the segment and offset,

concurrent adjustment of both the segment and the offset may be
performed without modifying the éffective address. It is the
manipulation of these factors forming the effective address which can
provide a mechanism to indicate the origins of a wide variety of fault

conditions, without requiring multiple default interrupt handler routines.

Referring to Figure 4, a flowchart illustrating one technique.for
preparation of the IVT of Figure 2 is shown. Initially, an address of the
default interrupt handler routine is determined because this address is
well-known to all procedures within the system executive as well as any
sub-routines linked to the system executive. In particular, early -
initialization code (used to set up the IVT) has access to the address of the
default interrupt handler routine in order to form permuted versions of
that address (Step 300). For clarity, this address assigned to the default
interrupt handler routine is referenced as trap address “TRAP_ADDR.”

Next, an index parameter (referred to as “IDX") is initially set to a

predetermined value (Step 310). This predetermined value represents an
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perform ng an operation on the segment to produce a unique segment, the
uni que segng)@)t”gllggflerl ng fromthe segnent by a first signal yaruwssszanam
- perform'ng an operation on the offset to produce a unique offset, the
uni que offset differing fromthe of fset by a second signal value, being a

factor of the first si naI v so th t he ef i ddr es remai ns
unchanged. %ﬁy%nﬂ@' 55@70 HRd@xing ) g@e%meﬂ ﬁgﬁg@at $9 < KWg

I n~ytoje ZU] predetermined value is 1) checked to ensure that it st1ll remams m a ]gwen

]aggf;ﬂa]cg;]cggiaglﬁ%@a@a@gﬁ%ggalrggw FAEELF AL AL SRRk 2l cal ota
Y8 7RUdzupkf{id (hieaddnbld @ah@@deﬁadxﬁaapﬁ}&%h@ g&h@@]agﬁleﬁt A& akh&a] cal cal cal
ca] ca] ca] ca] ca\/] c' a; ca] ca] calU] ca]ca]ca] ca]ca]c

" #$YBIRRLO &<TRIAE IR NERATHICylar jrpdexed entry, twmqr&bﬁ%waa wespla] ca] ca] cal ¢
a] ca] ca] ca] Cﬁbﬁ@g@?ﬂt‘é@h%‘%ﬁﬁﬂe‘f

a
/%ggéﬂszf/{sgg]\ﬁ%}?u?x? 7777788 ca>>> @AN@ xsni d_Yl gal V\] U] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] cabBg ha presietern)inadl value0fdB)Tis| maglifiede heca] cal ca] ca] ca] caU

]I\I((:@aa\éc@a @oAn AMBBABDCB%)&?LEECI @ &W&%&Hﬁlﬁf}tg g rI1Y g ZQ? ]Of Bﬁ:u af C af ca] ca] caj
ca] ca] ca] ca] eltefeddjycad diapcefisbHyninad, patdetpunires] calje & 8 drstapartipoa] ca] cal ca

sy s95 S AP b Y ey ey einggog s o £a) ) cay ca
p

ca] ca] ca] ca] second portion of TRAP_ADDR (Steps 330 and 340). In particular, the

KK* L2L BLLL M MW PPP
%]dCQ%]QC?g]RCRg!] %%giil oﬁ?h %%?lﬁ%%ﬁ@é?@]‘sc%{? %gvv X "E%?] THMEEFCE 'GP a] ca] ca] ca]
ca] ca] ca] ca] adding a dynamic value (IDX x 16) to its currgnt value. Asoa result, the0 .
L o,
18%& (1 2) 10‘{«5%&?&5%8%/&8( lg)umq@e fzolr,eaéh KnM4,9 A&\gféglxﬂ%ﬁqe(ﬁrs@@l%nﬁh'&lo%& ()-1
H H ih u@i?cu ue({s{egm(e)nt s@artmg at the f1rgst byte of a four-byte entry may be

represented by the second equation:
(2) MEM[IDX x 4 + 0] = SEG(TRAP_ADDR) + (IDX x 16).

Next, the second portion (e.g., the offset) is altered to counteract
the effects from altering the segment. This ensures that the effective
address remains constant without modification of internal calculations
(see first equation) to produce the effective address of the default
interrupt handling routine. In accordance with the embodiment -
described above, the unique offset would be reduced by IDX x 256
because a four-bit shift of the segment (effectively a 20-bit value) would
be tantamount to a 8-bit shift in the offset (effectively a 16-bit value). The
calculation of the unique offset starting at the third byte of the entry is

shown in the third equation:
(3)  MEM (IDX x 4 + 2] = OFFSET(TRAP_ADDR) - (IDX x 256).

Referring now to Figure 5, the processing steps for a fault
condition is shown. Upon detecting a fault condition (e.g., an unexpected

interrupt), the content of the CS storage element is moved into a general
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contained in the general purpose register are shifted to the right by four
bits (Step 415). This is necessary to produce an index which has a 1:1
mapping with the IVT entry that caused the spurious interrupt.

More specifically, an illustrative range of input interrupts features
256 interrupts which can be encoded using a 8-bit value (0 to 255). By
shifting right by 4, we conveniently align the IVT offset entry into the
least significant byte of the CS register. Thus, the shift right normalizes
TRAP_ADDRESS to an 8-bit number which uniquely represents a
spurious interrupt. This 8-bit number may be utilized by a traditional

“Port 80h” card during testing of the electronic system.

The “Port 80h” cards are currently used by PC manufacturers and
PC BIOS vendors to check progression of the power-on self test (POST)
operations. Each task in POST is assigned a code value, namely a 8-bit
value, written to a particular I/O address (e.g., I/O location 80h where
“h” indicates a hexadecimal number) immediately prior to executing a
POST task. In addition, each input interrupt may be written to the
particular I/O address to monitor input interrupts during testing of the
electronic system. Thus, on system failure prior to an OS boot, the last
code value issued to the system can be examined as well as the spurious
interrupt. Besides Port 80h cards, spurious errors may be reported
through many other types of reporting mechanisms such as, for example,
storing the code value into a history log in non-volatile memory and/or
elements of the system memory data structure (e.g., BIOS Data Area

“BDA" typically at physical address 0x400) as shown in Step 420.

While various embodiments of the invention have been described,
those skilled in the art will realize that other embodiments of the -
invention are easily foreseeable without departing from the spirit and
scope of the present invention. Moreover, well known circuitry and
operational steps are not set forth in detail in order to avoid unnecessarily
obscurifig the present invention. The invention should, therefore, be

measured in terms of the following claims.
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1. In an electronic system, a method comprising the steps of:

providing an address of a software routine used at least during start-up of the electronic
system, the address including a segment and an offset used to calculate an effective address of
the software routine;

performing an operation on the segment to produce a unique segment differing from the
segment by a first signal value; and

performing an operation on the offset to produce a unique offset differing from the offset
by a second signal value, being a factor of the first signal value, so that the effective address

remains unchanged.

2. The method of claim 1, wherein the step of performing the arithmetic operation on the
segment includes the steps of:

multiplyingtogether a dynamic signal value and a first static signal value to calculate the
first signal value; and

adding the first signal value to the segment to produce the unique segment.
3. The method of claim 2, wherein the dynamic signal value is an index value indicating an

entry of an interrupt vector table containing the address.

4, The method of claim 3, wherein the first static signal value is equal to a binary

representation of sixteen.

5. The method of claim 2, wherein the step of performing the operation on the offset
includes the steps of:~ _
multiplying together the dynamic signal value and a second static signal value to
calculate the second number; and
subtracting the second signal value from the offset to produce the unique offset.

[P
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6. The method of claim 5, wherein the dynamic signal value is an index value indicating an

entry of an interrupt vector table containing the address.

7. The method of claim 6, wherein the second static signal value is equal to two-hundred
and fifty-six.
8. The method of claim 1, wherein the software routine comprises a default interrupt

handler routine.

9. In an electronic system, a method comprising:

providing an address of a software routine used at least during start-up of an electronic
system, the address including a segment and an offset used to calculate an effective address of
the software routine;

adding a first signal value to the segment to produce a unique segment; and

subtracting™@ Second signal value from the offset to produce a unique offset, the second
signal value being a factor of the first signal value so that the effective address remains
unchanged.
10.  The method of claim 9, wherein the adding operation includes multiplying a dynamic

signal value and a first static signal value to produce the first signal value.

11.  The method of claim 10, wherein the dynamic signal value is an index value indicating an

entry of an interrupt vector table containing the address.

12.  The method of claim 11, wherein the static signal value is equal to a binary representation

-

of sixteen. B
13.  The method of claim 10, wherein the subtracting step includes the step of multiplying the
dynamic signal value and a second static signal value to produce the second signal value.
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entry of an interrupt vector table containing the address.

15.  The method of claim 14, wherein the second static signal value is equal to two-hundred
and fifty-six.

16. A system comprising:

a storage element; and

a microprocessor in communication with the storage element, the microprocessor is
capable of processing a system executive contained in the storage element to produce an
interrupt vector table, each entry of the interrupt vector table including an address with a segment
and an offset, both of which are capable of being used to calculate an effective address of a
default interrupt handler routine, each segment increasing from an original segment value by a
first unique value while the corresponding offset decreasing from an original offset value by a
second unique valoe-being a factor of the first unique value so that the effective address of the

default interrupt routine remains unchanged.

17.  The system of claim 16, wherein the storage element comprises a non-volatile memory
element containing the system executive including one of an operating system and a basic

input/output system (BIOS) code.

18. A system for mapping trap addresses produced by code stored on a computer-readable
medium and executed by a computer, comprising: .

a first module adapted to modifying a first portion of an address of a default interrupt
handler routine; and

a second module adapted to modify a second portion of the address of the default

interrupt handler routine to counteract the effects in modifying the first portion of the address.

19.  The system of claim 18, wherein the first module dynamically modified a segment of the
address of the default interrupt handler routine.
-12-
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the effective address remains unchanged.
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