‘WO 03/'092205 PCT/ US03/ 12902 ESTABLI SH NG AN AD HOC NETWORK BACKGROUND 1.

Field 5
net wor k

poi nt (which may,

access
.access
Therefo
provi de
» points

Either option for increasing the area in V\/nich the network is functional

expensi ve. Pravi e ofte referre

"ant gnnas" "I‘ﬁ‘é ﬁélﬂgdaﬁ%jeu gﬁﬁjﬁr fenéé s?lg Bingv?rﬂé hog 15 ﬁ‘gﬁ& ‘f“(r?ile Yst  of
t he physi cces p0| h deV|c S, @nd 20 possi bly an additional cost for
renti ngp ¥| g ﬁé‘ag shane of an ad hog metvnrk adibizing hpodep phsality of

I ncreasin the comuni cation range of the access point is often expensive
due tonP&“éetFesearch cost in devel oping an access point with increased

range and the ongoing cost of providing additional power to the access

poi nt .

physi cal |y coupl ed devices. A need, therefore, exists for an 25 inproved
ar tephdtgvend Mifodsdidh! | shing an ad hoc network. | WO 03/092205

syst em

10

15

25

Twe ocheazoed subject matter relates to establishingay gﬁng%
and, nore particularly, to the establishnment of an a

poi nt has a substantially fixed conmmuni cation range, a single
poi nt may not provide wreless network access to a | arge area.
BACKOGRENIND to i ncrease the area in which network access is

d, one often 15 adds additional access points or provides access
W.th gigater comuni cation ranges than the original access points.
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In order for a mobile terminal to connect to a wireless network, the mobile terminal
is typically required to be within range of an access point (which may, in some cases, be
permanently located). Because each access point has a substantially fixed communication
range, a single access point‘ may not provide wireless network access to a large area.
Therefore, in order to increase the area in which network access is provided, one often
adds additional access points or provides access poinis with greater communication ranges
than the original access points.

Either option for increasing the area in which the network is functional is
expensive. Providing additional acces‘s points, often referred to as “antennas” or “towers,”
causes the network provider to incur the cost of the physical access point devices, and
possibly an additional cost for renting or leasing the physical space the access point
occupies. Increasing the communication range of the access point is often expensive due
to the research cost in developing an access point with increased range and the ongoing
cost of providing additional power to the access point. Similar issues may exist if the
network is established via physically coupled devices. A need, therefore, exists for an

improved system or technique for establishing an ad hoc network.
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of the spe\t’:'iy‘fofﬂé'daz'?{lsbon. The cl ai ned subject matter, homever,(i)gg?l#agézgt%a
organi zation 5 and the nmethod of operation, together with objects,
features and advant ages thereof, may be best understood by a reference to
the followi ng detail ed description when read with the acconpanying
drawings in which: FIG 1 is a block diagramillustrating an ad hoc network
est abl i s BRIEFDEXCRIPFAGNEOFWIHE DREWENGISed subject matter; 10 FIG 2 is a
bl ock diagramillustrating an ad hoc network established in accordance

with the cl ai rRBjestbh&stis PakticRiarlypdmted oufa@ dik@vEadliinfbidaartBecbhdlidingat i ng
establishing and utilizing an ad hoc network in accordance with the
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bl ock diagramillustrating an ad hoc network established in accordance

wi t h t hebebastvaderstobfl dyta efrense:to g follawing dedailedisieesiptionaghenmend witithat i ng
an ad hoc network established in accordance wth the cl ai ned subj ect
mat t er; BE@mBuyiagdrdwiagkindwhigham il |l ustrati ng an ad hoc network
established in accordance wth the clained subject matter; and FIG 9 is a

flowchart di agr@m is'd bIStE aldehin iBERATAL S LR hdthatk aRaRfnbBOt ARlbYRIke 25
established in accordance with the clainmed subject matter. 2

with the claimed subject matter;

10 FIG. 2 is a block diagram illustrating an ad hoc network established in accordance
with the claimed subject matter;
FIG. 3 1s a flowchart diagram illustrating establishing and utilizing an ad hoc
network in accordance with the claimed subject matter;
FIG. 4 is a flowchart diagram illustrating establishing an ad hoc network in
15 accordan;:e with the claimed subject mattér;
FIG. 5 is a block diagram illustrating an ad hoc network established in accordance
with the claimed subject matter;
FIG. 6 is a block diagram illustrating an ad hoc network established in accordance
with the claimed subject matter;
20 FIG. 7 is a block diagram illustrating an ad hoc network established in accordance
with the claimed subject matter;
FIG. 8 is a block diagram illustrating an ad hoc network established in accordance
with the claimed subject matter; and
FIG. 9 is a flowchart diagram illustrating technique to utilize an ad hoc network

25  established in accordance with the claimed subject matter.
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such 20 avkjestigterray i ncl ude devi ces, such as, for exanple, cellular
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networks, such as, for example, the Internet, the telephone system, or a cable television
network. While the illustrated embodiments of the clajmed subject matter deal mainly
with access to the Internet, one skilled in the art will understand that various embodiments
may be easily adapted to interface with a variety of networks and that the claimed subject
15 matter is not limited to any particular network. One skilled in the art will also understand
that a node may not be directly coupled to a network backbone; a node may merely serve
as a gateway to another network, which in turn provides access to a network backbone,
As used herein, a nodelet is a device that is often not permanently located in a
fixed place and utilizes a node to gain access to the network backbone. Examples of such
20 a device may include devices, such as, for example, cellular telephones, handheld
computers, personal digital assistants, media players and mobile computers. However,
one skilled in the art will understand that these are merely a few non-limiting examples of
such a device. Nodelets often, but not necessarily, serve as interactive user terminals to
the network. A nodelet may connect to a node via a wireless protocol. Such a wireless

25  protocol may involve technologies, such as, for example, radio frequency communication
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wirel ess technol ogies ut|I|2|ng comuni cation via other frequencies may be
utilized. FIG 1 is a block diagramillustrating an enbodi nent of the

cl ai med Sub)ieed frequeney conpoanicationy Hewewtrabhe skifldd im the fitxedl prakize thatd
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(WLAN) stuatadand. publip plleeeaichtas, 802xitpk)82offvé heses SnlthN dpkcific arample,
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famly") éﬁ%ﬁ%ﬁ%ﬁ%ﬁﬁgppa?de? ot et YA g&y -~ Tel ecommuni cati ons and
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Cont r ol (I\/AC% and Physical Layer (PH]') Specifications, ANSI/I|EEE Std.
802. 11- 1538mplehabavas ther coffeohaibe nodemmaoutikze, a preositj whénh isnsubstentially i | |

understand that these are nerely a few specific

compliance with, for example, the IEEE 802.11b wireless local area network (WLAN)
standard. Supplement to 802.11-1999, Wireless LAN MAC and PHY specifications: Higher
speed Physical Layer (PHY) extension in the 2.4 GHz band, TEEE Std. 802.11b-1999
15 (hereafter “802.11b”). In another embodiment of this specific example, the coffee house
node may utilize a protocol, which is substantially in compliance with, for example, any
standard derived or supplemental to the IEEE 802.11 wireless local area network (WLAN)
standard (hereafter, “the 802.11 s;[andard or specification family”). Standards for
Information Technology -- Telecommunications and Information Exchange between
20 Systems -- Local and Metropolitan Area Network -- Specific Requirements -- Part 11
Wireless LAN Medium Access Control (MA C) and Physical Layer (PHY) Specifications,

ANSI/IEEE Std. 802.11-1999 (hereafter “802.1 1"},
Of course, one skilled in the art will understand that these are merely a few specific

examples of wireless protocols and that a variety of protocols may be used, such as for

25  example, a protocol which utilizes frequencies in the infrared spectrum, a protocol which
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cel lul ar ﬁl‘ hones that are capabl e of accessing the Internet. FIG 2 is
a bl ock ]dﬁ“&a SoRMumisetipn ranegs ahnededd didreodeles 1therecdqaidisants \negillemid er .

the art will realize that is merely a simplification made for illustrative purposes and the
claimed subject matter is in no way limited to embodiments where all nodelets and/or
nodes have equidistant communication ranges.

15 In the specific example above, nodelets 1-8 may be mobile devices, lsuch as, for
example, notebook computers, cellular telephones, personal digital assistants, or media
players, which might utilize a network connection to provide access to media. However,
one skilled in the art will understand that these are merely a few non-limiting examples
that is not limiting on the claimed subject. For the specific example above, which the

20 claimed subject matter is not limited by, nodelets 1-8 will be considered smart cellular
telephones that are capable of accessing the Internet,

FIG. 2 is a block diagram illustrating an embodiment of the claimed subject matter.
FIG. 2 builds upon the embodiment illustrated in FIG. 1. Nodelets 1 and 2 are in the
communication range of node 0, and, therefore, may be in communication with node 0.

25  Nodelets 3-8 are not within the communication range of node 0, and, therefore, may not be
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conmmruni cation with node 0. 25 Nodelets 3-8 are not within ? e ‘conmunt cati on
range of node 0, and, therefore, may not be 5 WO 03/092205 PCT/ US03/ 12902
in direct comunication with node 0. As previous stated, for illustrative
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comuni cati on ranges; however, the clained, subject matter is not limted
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patron's cellul ar phone may be in direct comunication with node 0. A
second pﬁ?‘%éﬂ,‘*- sitting in the south-west coner of the coffee house may
have a smart cel lul ar phone, represented by nodel et 5. Because the second
patron's cel Il tae spivdfie e snpie tbowe nbdel ngHEURNGSEIaRo baRiRein MedRrH- it
may not access the network backbone. However, the 15 second patron's
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represent ed %/ action 210, nodelet 1, or respectively nodelet 2, may detect
a tri ggel?oRat el iphonre mayebe inadisent somoninigation dvitoeds 9. bk semmegtatroA,
di scovery . |

sitting 1 the south-west corner of ‘the coffee house may have a smart cellular phone,

represented by nodelet 5. Because the second patron’s cellular phoné is outside the
communication range of node 0, it may not access the network backbone. However, the
15 second patron’s cellular phone, node 5, may be in range of the first patron’s celtular
phone, node 1. One skilled in the art will realize that this is merely a specific illustrative
example, and other embodiments of the claimed subject matter are possible.
FIG. 3 illustrates an embodiment of a technique that nodelets 1 and 2 may utilize in
order to establish an ad hoc network allowing communication between node { and
20 nodelets 3-5. As represented by action 210, nodelet 1, or respectively nodelet 2, may
detect a trigger that initiates the transmission of a discovery broadcast. A discovery
broadeast, in this context, is a transmission, which allows other nodelets to establish
themselves within an ad hoc network. One skilled in the art will realize that a variety of
triggers may be utilized for this purpose. Such triggers may involve, for example, a timer,

25 a user configured parameter, a request signal from another device, a request from the
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broadcast, in this context, is a transm ssion, which allows other nodelets
t o est abl wadwsdobessel ves within an ad hoc network. One skihbgghshddohe @il
will realize that a variety of triggers nmay be utilized for tﬁls pur pose.
Such triggers may involve, for exanple, a timer, 25 a user configured
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communi cat i on Awtion 220nitiderat@ntbatsthe hbdelei may het andsmit b ldisceatiyaroideast gtiher
gating 5 factors may limt the transm ssion of a discovery broadcast, and
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conmuni c%&i o%with t he node. Such a discovery broadcast may contain many
forms of THFBFMati on, such as, for exanpl e, the nunber of nodel ets between
(in a network topol ogy sense) the node and the broadcasting nodelet, the

t hr oughput of AcHen %@ﬁﬁrﬂhﬂﬁt@éﬁﬁi the Benswission hef Mo alissovenyd brdedcasbde In athear ker
that is related to the quality of service of the conmmunication between

br oadcasembgdinwdtliBustmtal ith&lGodea discavermibavmicds el il emmialirbgendio t he
nodelet. One skilled in the art wll understand that such a discovery

br oadcas trafisiyisdi 6k §haTBilYowOh &tk 188 Ay hidft ark Nt &Y Wﬁgﬁméﬁw “ﬁ{hethﬁ%({ey 68; few

non-limting instances. For exanple, a discovery broadcast nee
omi @i r | [ ' hecail _wll further understand that a
qual i?y gé‘\{sﬂslgir}\?:o g]én%‘?ﬂg)r% %@%éng?c&desgcrpaﬁyﬁ%?‘é%r?f%?dcgﬁgﬁa%§?n B &Ryl e,

t he node 'sqteljiability.in properly forwardi ng data;
}'0%13 of uﬁ']onnat]on, such as, Por egamp e, the number o? nodelets between (in a network

topology sense) the node and the broadcasting nodelet, the throughput of the
communication between the nodelet and the node, a marker that is related to the quality of
service of the communication between broadcasting nodelet and the node, or a unique
15 identifier related to the nodelet. One skilled in the art will undersiand that such a
discovery broadcast may take many forms and that the examples above are merely a few
non-lmiting instances. For example, a discovery broadcast need not be omni-directional,
One skilled in the art will further understand that a quality of service marker may include
many elements, such as, for example, the nodelet’s reliability in properly forwarding data;
20 however, this is merely one example of many elements that may be included in a
particular form of a quality of service marker. In another embodiment of the claimed
subject matter, the discovery broadcast may be a series of transmissions between the
nodelet in communication with the node and an unconnected nodelet. One skilled in the

art will understand that the discovery broadcast may take a variety of forms.
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broadca b CAs %?ove on ski_l lorrg in the art will understand that a

di scovery B JHHEsT mt“ﬁﬁlet 150veBY thagadgasts jwhish reonggin t #nys ene sehoft he

di scover]%ogaol%gcast may be initiated by

FIG. 4 illustrates a technique or series of actions that a nodelet, which is not
currently in communication with a node, i.e., an unconnected nodelet, may take in order to
15 establish an ad hoc network in accordance with the claimed subject matter., Action 110
ustrates that a nodelet will often start in a position where it is not in communication with
a node. Action 120 illustrates that this nodelet may wait until it receives a discovery
broadcast. As above, one skilled in the art will understand that a discovery broadcast may
take many forms and in some of those forms the discovery broadcast may be initiated by
20 an unconnected nodelet. However, in the embodiment illustrated by FIG. 4, and the
specific non-limiting example above, the discovery broadcast is initiated by a nodelet that
is already in communication with a node.
Action 150 illustrates that an unconnected nodelet may establish communication
with a node via the nodelet that originated the discovery broadcast. Because the nodelet

25  that originated the discovery broadcast is between (in a network topology sense) the
8



‘20 an ‘unconnect ed nodel et. However, in the enbodinent illustrated by FIG

4, and thwo®pesigki ¢ non-l1imting exanpl e above, the disc r cast is
initiated by a nodelet that 1is already in comrunication W‘f‘f{ﬁ%&(ﬁg@

Action 150 illustrates that an unconnected nodel et may establish

communi cati on jth a node via the nodelet that originated the discovery
br oadcasPl.mO@BE%{%}gs aodelet Aerhdhcenodepst snepferend tp pmeBd inisegingcaedalst. br@aeicast
is between (in a network topol ogy sense) the 8 WO 03/092205 PCT/ US03/ 12902
‘unconnec#kdlehbdbe att veildrentize thetdestablishing comfiemicaton ovithsa andd inay eakeembng
.nodelet." One skilled in the art will realize that establishing

communi ciiringn Po tXengpl8 0ekeabiliEling k@niimitdtioh RlFEnvdIoE taXamMiSy a Bf8Bisk 301 N9
comuni cation nmay involve transmtting a broadcast to the node that

,regi sterget r , ew

Connect eqeaas SRIARAES e B hARIICRARE ol i PHTSEI. e PSVEEMlsseheq on
t he t nd post e transm.ssion of dat.g to the node until the
nodel ot e e RTGBANY poteiBRE s Birienycetsblidhec e dresRethouE hch PoFEORS 1
will realize that these are nerely two alternative techniques for

est abl i sSHIMgUEHMeHatate b nade Iﬂntl%@e medeetadrsireshadcest tocthe metyrmk dacisbomey be
used. Action 160 illustrates that upon establishing comunication with a

node, vi@ne tykilled Gn ribelelrietvithineatiae dhitgheset 8¢ hérelydtes otienyutibs catiarebs fhhe
nodel et may in tuns transmt a new discovery broadcast. This may all ow

addi ti onestabliskiag esanfieiRsbaRlithife AodcOMATEH IoBRr tQ@hhlRies PRAYBe (ka1 t he newly
connected nodelet. O course one skilled in the art” wl | “understand that

ot her ' echni aafT Bl Gk RELHRL D5 A RGN SICT kogndd hat thi s

is nerely one exanple. n the speci xanp

pat rgn’ | 1 ul.ar on nodel et . 5 f Fl 2, is not in direct
Lo ?&ﬁ%ﬁ”ﬁ‘?’ﬁ’%ﬂ@eg .%“5 SOOVED: 8%4‘3?%@%‘36?‘1‘159158 mEYHB i Gnsnghe ngw s
cel | ul ar .$)hone, nodelet 1, is in conunication with node 0 and is

t r ansmi tTRygerydreadsast yTiis saycalloms addrienal sedalets paesteblish & nenmecten tather

phone is within direct
node via the newly connected nodelet. Of course one skilled in the art will understand that

other techniques may be used to perpetuate the ad hoc network and that this is merely one
example,

15 In the specific example above, the second patron’s smart cellular phone, nodelet 5
of FIG. 2, is not in direct communication with node 0. As previously ldescribed, the first
patron’s cellular phone, nodelet 1, is in communication with node 0 and is transmitting
discovery broadcasts. The second patron’s smart cellular phone is within direct
communication range of the first patron’s cellular phone and receives the discovery

20 broadcast. Upon receiving the discovery broadcast, nodelet 5 establishes communication
between itself and node 0, via nodelet 1. The first patron’s cellular phone is now
considered an intervening nodelet in regards to the second patron’s cellular phone. In this
example, establishing communication between nodelet 5 and node 0 is done by registering
nodelet 1 as an intervening nodelet with nodelet 5 and withholding the transmission of

25  data to node O until access to the Internet is desired. The second patron is now able to
9



comuni cation range of the first patron's cellul ar phone andreceives the
di scover yWRu3merzasicast . Upon receiving the di scovery broadg,%z]; 805'/?%%59'[ 5
est abl i shes communication between itself and node 0, via no el{ et 1.7 The
first patron's cellular phone is now considered an intervening nodelet in
regards to t cond patron's cellular phone. In this exanple,

establ | sﬁﬁcﬁsjqﬁ% FlUsinEgHs 5@%@11“%5 ngs WhichHg 1p serenpmicatigy yathyyode 0
registering nodelet |I as an intervening nodelet with nodelet 5 and

wi t hhol di'agodalet 1 remélat setionn, asfillagratet mgordingmoeleletu hand Sanegds perfotrhed
Internet is desired. The second patron is now able to 9 WD 03/092205

PCT/ USO 3ot 80dk2ets 2ané 3 srekfretilelye O skilfddrig the srt SHBRhd&6lah@ kigdt R @ereMii Ch
is in communication with node 0 via nodelet 1. Simlar actions, as

illustr adrﬁdddteﬁﬂzﬁrl iaﬂ@lé"@fi%ﬁ%ﬁ'rfo iAaH ’thQBchigml%[jlps%ELeg{e ?fgat et %8{1 ﬁﬁ‘tﬂ‘q’f BEp. 2

and 3, respectively. "One skilled 1n the art isis
mer elsy ]l ed ex | e of an enbodi nent of the clainmed subject matter
and rmany ot dg‘?&ﬁ 1]lre‘:’r]ﬁffﬁiﬁli%nts are possible. FIG 2 also illustrates an

enbodi ment V\/riﬁre nodel et 4 is within both nodelet 1's conmunication range
101 and nodelldf- 2 dsa - Blpstines a8 icorbodipe vdere npdedet 4 i within bethewdelgt dions,
whi ch may be taken when a particular nodel et receives discovery broadcasts
from nocEkaeation aanged &) letnd Acddlein?’s 40nininisttiont :lmsgd pal., FiGed iHusiaded et
recei ves substantially 10 sinultaneous discovery broadcasts or a discovery
br oadcasttiodse which thay Bt tRa6yvhich a @RIl HoaklePfolived dishéyerP Beoadbies AOGE! et
must sel ect which broadcasting nodelet to wutilize for conmunication with
t he nodeguorAt i ght f : C i | et.. Qv aother
2 L R 10 A 3 M T ey B AR e
br oggdcast.| el,ets, the nunber of intervenjng nodel ets assogiated with
thqur oggiélggatnlgﬁ% f?cﬁ%ﬁgl °§$Catsﬁeoﬁoam‘i]ﬂﬁ‘f%%i lBW%fi‘éﬂ'?beW 1 (i ds r?gﬂ*é@ét’@, t he
net wor k t hr ou heut of t{;ue broadcasti ng nodelets, a quality of service

mar ker SERgYNIGaEan \Witly, t q]@ogqa,otgeclggi@]qﬁgnust select which broadcasting nodelet to

utilize for communication with the node. A nodelet might prefer one broadcasting nodelet

over another utilizing many factors, such as, for example, the signal strength of the

broadcasting nodelets, the number of intervening nodelets associated with the broadcasting

15  nodelets, the communication range of the nodelets, the network throughput of the

broadcasting nodelets, a quality of service marker associated with the broadcasting

nodelets, or the status of prior communications with one or more of the broadcasting

nodelets. One skilled in the art will understand that these are merely a few non-limiting

examples of factors, which may be considered when choosing which nodelet to

20 communicate with. One skilled in the art will understand that the factors to be considered

may be statically, semi-dynamically, or dynamically configured. In the embodiment
illustrated by FIGT 2, nodelet 4 preferred to communicate with node 0 via nodelet 1.

In the specific example above, the second patron, whose smart cellular phone is

represented by nodelet 5 of FIG. 2, may wish to access the Internet, To do so nodelet 5

25 may request that nodelet 1 forward a packet to node 0. In this context, a packet is a
10




‘nodel €ts, or the status of prior comrunications with one or nbre of the

br oadcast iwqgys,e9Rel ets. One skilled in the art will understand that these
are nerely a few non-liniting exanples of factors, which Hel/UBB/12¥si der ed
when choosi ng which nodelet to 20 conmunicate with. One skilled in the art
wi || understand _ that the factors to be considered may be statically,

sem - dy nSH{THR of date thekis renemitied astoss ihpurcsdorki O skiied odtheet will tdatise r at ed
by FIG 2, nodelet 4 preferred to conmunicate with node 0 via nodelet 1. In
the specilfdt @ reskshplay taboweny tivmssdspendng apowthe shasanisaidt preddol hakd phone
is represented by nodelet 5 of FIG 2, may wish to access the Internet. To

"do so notiE mtwérk. For BRmpledme protbfRA AL €8 2 loubRLNAS de 0.
In this context, a packeﬁti IS 33010 V\Od(}%/ 09228§UPCT/ US%%%%%EE%%%%HE% of

data th ' I gk, - . Skil | in th t o will
St b ke S 5 S R N U P RS o

realize that a packet may t orns depe

pr ot ogol . the net.work. For,.exanpl e, e protocol may refer to a
quant?jljm %ljf{ﬁggrfl %)ﬁggm%n LAY daysivep ceptinuo %Bgﬁfé&a; IRWsYen epeskilledastheqatant a
may be braten intqg discrete units or, conversely, an 5 entire transm ssion
may i nvol'einderstandithtfoinsthys contest, aputransmissien of date e whkiel drad pant it teforpadt

w Il understand that, in this context, any transm ssion of data in whole or
in part Pasp@pgited to as a packet. FIG 3 illustrates an embodi nent that
i ncludes a techni que for forwardi ng packets froma source nodelet, in this

exanpl e, nodefl&t 35ltofirafdsGn AnbddimantBeEincatd e u@ffoffo%vardfll%(éack ts
illustrates the detection, by an intervening nodelet, in this one,

del et fiomh sbhrce 1 Agt J: 0 FIG 3
ot ot S bt o echsgie SASRLIBT A0 200 e SHAT Al S,
destonaty isgied e REHL Y AL LA 20,0108 ELuOrk, ) SpegLl) calby, Lhi s

may i nvolve determning i e pac

nodel et . .
of a request to forward a packet. Action 280 of FIG. 3 illustrates that the intervening

nodelet may check to determine the final destination of the packet within the ad hoc
network. Specifically, this may involve determining if the packet is being forwarded to a
node or a nodelet.

15 At this time, the intervening nodelet may check that at least a partial route exists
between the intervening nodelet and the packet’s destination within the ad hoc network.

One skilled in the art will under.stand that this action may take many forms, such as, for
example, the routing information may be stored within the intervening nodelet, the routing
information may be stored within the packet, the intervening nodelet may query a cenfral

20 source for routing information, or the intervening nodelet may assume that the node or
next intervening nodelet it is in communication with is the proper recipient of the packet.

One skilled in the art will realize that this routing information is highly influenced by the

communication protocol used by the nodelets and is not limited to any particular

embodiment of the claimed subject matter.

11



15 At this tine, the intervening nodelet may check that at |east a partial

rout e exiwionzobebyveen the i ntervening nodel et and the packgt.. jnation
within the ad hoc network. One skilled in the art wll un?&@?%@%ﬂat

this action may take many forns, such as, for exanple, the routing

i nformation ﬂ;gy be stored wiithin the intervening nodelet, the routing

i nf or mat i on®Fy 2hhis tispes dheviniarveningenqsiedat anay take thet pPENNHY tadweded  may
query a central 20 source for routing information, or the intervening
nodel etouting tabds e wonht alldve fitutepaskets Mot themagiete the gumerdedoetceirtodelst i n
comuni cation with is the proper recipient of the packet. One skilled in
the arto be lfbreaeRli grepedat Ay skileditin Mg anf wilhahdonahd thitdhisyetdnigieenced by
the comunication protocol used by the nodelets and is not Iimted to any

par ti by oRsTeRABLMEIN OF thdElafhad Eﬁgﬂe&%h%?.t & biShed (11[% tP(éOmQ%ﬂ‘g%@W

PCT/ US03/ 12902 Al so, at this tine, e interveni ng nodel et may take the

oppor t uny t ui.l.d_a _.routi.ng tahle t | d_al |l ow futur ckets from
he’ nostRelridtaR e afov b B bRl P p et R Beep s B Brf B o
skilled 'kn the art will_ understand that this exanple is nerely one
enbodi PRSKE! 1§ eRtEOR) Sanodsiet dadhe apdeyers @lrthe ofher sril jafdhe ﬁ}?PqﬁF#Elségft tahlg | al so
5 understand that such a routing table could be established, for exanple,
onl y tmay b¢ ppdated eusratimpagiecketiis sei fionf 2 oadedetno thel retdet dlavwmyendakse any , at
the other end of the spectrum the table nmay be updated every tine a

packetmeslseot lifhitg &anpitslofpativulah embodgnentdyyae tlairhObGbjak thatte®r el y
non-limting exanples of particular enbodi nents of the clainmed subject

tt 0 f i b : : ted i
mat t er 1£88s fanthé @ﬁecsﬁ(ge%%hee,eggame@ is @elﬂglgéﬁﬁ frdd abs%'uﬁ%alj?c@@%e‘t ftc% g{é@rg e

source nodelet to the . , tion 276 Tllustrates t

mulef i [ P scbe n_({n.a:_.network t l.oqy _sepse) the
soi?tr cgﬂ Oﬁgﬁgkft@% Vz?ﬁdl Iﬁ'?l ﬁtgﬁgsgglg?’ IF ﬂleeg%ﬁlreerl@%ltml]%fnet?@érﬁflﬁémﬁglggsl %@v\ée GT" orward
t he packet .t.0 t.he next, i.nterveni odel.et. Thj.s is il]ustrated action
265, IR BpoIEEy PR ecspbreR ot das UEkinde lbbcDRP I G P anRGEIEh oceqs
may bmeﬁeat ed for . each intervening nodelet. Alternatel \1/) if there are no
i nt er i 19gv g dhe packet {hepxk axteryayng nodelet. This is illustrated by action 265.

One skilled in the art will understand that this forwarding process may be repeated for
each .intervening nodelet. Alternately, if there are no intervenipg nodelets, the packet may
l5  beforwarded directly to the node. This is illustrated by action 269.

In the specific coffee house example, the second patron’s access of the Internet
may create a request, by nodelet 5 of FIG. 2, to forward a packet to node 0. . This
forwarding request may be received by nodelet 1. Nodelet 1 will then forward this packet,
directly to node 0. In this specific example, nodelet 1 may create a routing table, which

20 informs it that nodelet 5 is in direct conmmunication with nodelet 1. One skilled in the art
will understand that this coffee house example is merely a particular embodiment of the
claimed subject matter and many other embodiments are possible.

FIG. 3 also illustrates the actions, which may be performed by an intervening
nodelet when a packet is forwarded from a node to a destination nodelet. The set of

25  actions is very similar to actions 290, 280, 276, 265, and 269 described above. In this
12




15 be forwarded directly to the node. This is illustrated by action 269. In

t he speci {igosapbfpge house exanple, the second patron's acc t.h
Internet may create a request, by nodelet 5 of FIG 2, toﬁé'@/}]&%/]&s@z packet

to node 0. This forwarding request may be received by nodel et 1. Nodel et |
w Il then forward this packet directly to node 0. In this specific

exanpl e, ‘AYFMCH the gy engmedelet inindineg! somnunicajiguemitie the destination nodekeis
nodelet 5 is in direct communication with nodelet 1. One skilled in the art
wi | | undebepaskst meast be Hrassfeotf de thedsstiekianyiodele aseilkistrated (o hitiv 260,
enbodi mrent of the clained subject matter and many ot her enbodi nents are

‘possi bl e. AfHo@s Z75almd b5 uhksaites tHaeifchd ORfrveMtiC hodBlt bR REf fiar AR LY an
intervening nodelet when a packet is forwarded froma node to a

dest i nat icomnnaseish wi bt ' ' i g actions 290,
D80, Dy Daneaaueh wilh T Btsfariort Rofdlts M phckel FipY, B RuvBliadfuc it S8R

PCT/ US03/; s €, f it interveni odel IS in direct.

com‘ruﬁi celll'éhl‘% %%%$P%H? %g engtslkﬁlget i Bt ﬁ&’d‘e\"%f,g“&fﬁ%"dgﬁﬂé@%e TRENe BaatoRs amdr r ed
to the destinatjon nqodelet, as illustrated by action 260. Actions 275 and
265 i || udtFER % Qirapsediin theseurssmodelehtomydn samst mieviogslystesenibed; anpdy.

comuni cation with the destination nodelet, the packet may be forwarded to
the next 5 i ntlérepatimegythesaedific coffrehmist ekaupleniftahectapagevis ibeingridtivatednd t hat
the sane variations and issues as discussed in the source nodel et to node

case, pr & wosidpatemcy sibad celaipl phondmsaepickdaal bgodNad bf FIGH, hegalbpyse
exanple, if a web page is being delivered to the second patron's snart

cel | Ul ar nppaneadoas 4 RAAS LAY aRY 2 Pl Rt pfudl 1 Th@eid s MAMRLEL Ml

broadcast a request to forward a partic packet to n

be- 1 et 1oy ORI AT ROy RERARS Sy Rufth) FEPS frorRE hymoly aqdeles™ °
o mor oty 308" Qe bl RBorCr PR T ok Ak e rsheenay r out
Fout g B8 i) nli S S mefery She Srample. Noacle:2 ey ind tht it knows of n6 proper
route to nodelet 5 and refuse to forward the packet. Nodelet 1 may examine the routing
table that was built when nodelet 5 transmitted to node 0, and because nodelet 1 has a
15 route, accept the forwarding request. One skilled in the art will realize that other
comimuitication protocols may be used and that this is only one specific illustrative
example of an embodiment of the claimed subject matter. Nodelet 1 may then forward the
packet to nodelet 5. The second ;;atron may then be able to view the web page he
previously requested. One skilled in the art will understand that other forms of data may
20 bereceived and placed on the network and that this is purely an illustrative exampie.
FIG. 5 illustrates an embodiment of thé claimed subject matter where the actions
and system illustrated in FIG. 2 may be repeated and extended. Nodelet 3 has a
communication range 301. Nodelet 4 has a communication range 401. Nodelet 5 has a

communication range 501. Nodelets 3-5 may make discovery broadcasts as illustrated by

25  actions 210-230 of FIG. 3. No additional unconnected nodelets are found within the
13



‘table that was built when nodelet 5 transnmitted to node 0, and because

nodel et 1 5 route, accept the forwardi ng request. illed in the
art will ?Ea P%g&%hat ot her communi cation protocols nmay g@§U§g ”ﬁ%& t hat
this is only one specific illustrative exanple of an enbodi nent of the
claimed subject. matter. Nodelet 1 may then forward the packet to nodel et

5. The sée@ CHPB Aangss of Redrlgie 3a514 Therefossynoreletschanshd endycbe tefamadotes| y

requested. One skilled in the art will understand that other forns of data
may 20 6 thewephdsantmbdpletsoeidhein pottennet the nktvankd, Nuaelet 16i i ah Smpetirekiedan
illustrative exanple. FIG 5 illustrates an enbodi nent of the clained

subj ect metitler andhie rdthtih ﬁw%bﬁﬁ:ﬁﬁkﬁcatﬂﬁﬂraﬁﬁ@ bEMAIStUS  ahe %ﬁ%égﬁgg‘gﬁbﬁz\%‘ggﬁée? © 4

repeat ed and extended. Nodel et 3 has a “conmunication ra

has 2 conuabRati M 6 HANL: NS B BabBs o i€ SN SALRR T B0, SOL

Nodel ets 3-5 nay nmeke di"scovery broadcasts as Tl tions

210- 230 of FI addi ti qgnal Co cted nodelets are found wthin the
13 V\D§03/ ogzzg\ge’%&”f}%&%é? jons hitratrh R TIG: %’&?d:}‘&ﬁ‘d%débomalwé%@egfowed.
Therefore, nodelets 3 and 4 may be referred to as the nost distant

nodel et s ThPTIeh R Fstadisk icgmmsmiqatian hetvasriodristi6laad 1©de 9, afm wotstainsendd.
nodelet and is within the communi cation range of nodelet 5. In the specific
cof f ee hdledeletshandpl @e cnndédred infervening nodelsts dereadrdatotrvidelbt PA0ONME RKIHRE ih S
sitting at an outside table. 5 Therefore, the actions illustrated in FIG

4, and déscart béliluabestend BRY (0 iPRkiDY BBE embBdMSE bf R QakAk éugfbct matter
communi cati on between nodel et 6 and node 0, via nodelets 5 and 1. del et s

5 and | ai@theQRsb IR ATbnk RLELYRRANY Qﬂfeld ' L0, Rodel St §raone
skilled in the art w Inl under s?{agnggt at %PEY%}B%%{%}Z% %%rgpgeﬁglgtdp%gﬁt of
tilejgl asmed subject matter and the sanme variations and concerns descri bed

above regarding FIG 2 are present in FIG 10 5. In addition, nodelet 6 of
Same manner ol ARG GERCIEDOA TG b gRPHEnapisbael b 1ang Kopsive packets from
node 0 in much the same manner as described above in regards to nodelet 5. In the
embodiment illustrated by FIG. 5, nodelet 1 would forward packets from node 0 and
destined to nodelet 6, to the intervening nodelet 5. This is illustrated by actions 290, 280,
15 275, and 265 of FIG. 3. In turn, nodelet 5 of FIG. 5 would forward these packets to
destination nodelet 6. This is illustrated by actions 290, 280, 275, and 260 of FIG. 3.
Likewise, as illustrated by actions 290, 280, 276, and 265 of FIG. 3, nodelet 5 of FIG. 5
would forward packets, from nodelet 6 and destined for node 0, to the intervening nodelet
1. Nodelet 1 would then forward the packets to node 0. One skilled in the art will
20 understand that this is merely one embodiment of the claimed subject matter and the same
variations and concerns described above are present in this embodiment.
FIG. 6 illustrates and embodiment that shows the further extendibility of the
system and techmiques previously discussed. In this particular embodiment, nodelet 6 is
an intervening nodelet in regards to nodelet 7. One skilled in the art will understand that

25 this network may be further extended. One skilled in the art will also understand that, as
14



enbodi ent illustrated by FIG 5, nodelet | would forward packets from node

0 and de%;' Eﬁg to nodelet 6, to the intervening nodelet 5. This is

i1 lustrated by &ctions 290, 280, 15 275, and 265 of FIG 3pcifyshiifo
nodelet 5 of FIG 5 would forward these packets to destination nodel et
This is il]Justrated by actions 290, 280, 275, and 260 of FIG 3. Likew se,

as il ust HasEHedYy 4t conedram @&QG.%Z%T g{]gé@ggﬁgpguecg ﬁyg - ?Eq%égﬁo tgngO

FIG 5 would forward packets, from node

t he i nt er YEmietgcal od ke tany phriichiaf uld then forward the packets to
node 0. One skilled int g arct \Aﬂle;are%‘c"dssﬁlﬁ%?‘stand that this is nmerely one

‘enbodi ment of wie7Gh@d ubj.ec tt and the sanme variations and
concerns descri bed a@gﬁ&a%e%f%%@% ‘?fﬁEF RlagmedrBatectamatier FlGre 6 nodblesty at es
and enboc{'bg%}toﬁ Bt shows the further extendibility of the system and

"t echni ques previ ?))us §FrueAeadaney to esirldishacnimuilieationnwiiAe Bbde NAAGLAEL 6

is an i %&gl{rlélﬁgﬁ({b%ggggl etgiidi nﬁreg&;ds to nodelet 7. One skilled in the art

wi |l Ondef oytpidg ofivodwdet’’ sraymmanicatish n e, skilled
e I " M 1 Rl

in the arf, wll also understand that, as 14 WD 03/0
i |1 ust raféld Bymevebeyimddactiont 1 10f GG, , ilb%f&'??ﬁglcooglé?cﬁftgz%h a gfk}:\?p% k7

need not be symmetrical or take any particular pre n

i |1 ust r atseblish cembngticieioh vith EH%%&ﬂeait}{EeésipgegHfﬁ%%&%hﬁhﬁ%%&ﬁﬁ#%&? s

too far out of communication range to e

de. | nthelg ] gﬁ‘q;g [ 8 is. side of nodelet 7's comrunication
?Snge 701, %ﬁglrl%:‘%ﬁe, |ngei°28%§?fe 25518Fétla@&%%vled%@ty@htinieomnblsﬁﬂma iEklICé 4
e.network and establish communication with the

I n orderart ot 0,.t .
node, the O\Ang@agﬁar?gdt ak 147 extzhlished mpdetety momkt loun of traBee” OFTBHBI SAYLON
rangg) ofec0RR4Qf tafg establ i shed nodel ets or the node.  One skilled in the
art wi | I-GRaere raridet pathe nadegthe sotielb inspke aedfhlioMIMESthE Wbl rgj]él%e of
one of jtsgﬁ]e&ﬁ establ i shed nodel ets or the node, the nodel et may }(‘o a
connect i B fhe 47 willtundetstan@ribat the techniques for gracefully disconnecting from a

network are well known.
In one embodiment, FIG. 8 may illustrate a sysfem, which includes a node, node 0,
and a number of nodelets, nodelets 1-7, that are in communication with the node.
15 Specifically, nodelets 3-7 are in communication with node 0 via at least intervening
nodelets 1 or 2. Each nodelet i the embodiment, illustrated by FIG. 8, may be capable of,
during operation, performing the actions shown in FIGs, 3 and 4. Of course, one skilled in
the art will understand that other embodiments may be created that produce a system in
compliance with the claimed subject matter, One skilled in that art will also understand

20  that an icati
Y commumication conducted amongst the nodelets and nodes illustrated in FIGs 1

» one skilled in the art wi]l understand that while a

25 . . . .
substantially wireless network is illustrated in F1Gs. 1,2, and 5-8, a particular embod; t
. , imen
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skilled in the art wll understand that the techniques for gracefully

di sconnecting froma network are well known. In one enbodinent, FIG 8 may
Wd ezt e a system which includes a node, node Berpapsh@epunber of 2902
nodel ets, nodelets 1-7, that are in comunication wth the node. 15
Specifically, nodelets 3-7 are in conmunication with node 0 via at | east

i-nt erveni,ng, nodel ets 1 or 2. Each delet in.the odinent, illustraf by
qe s HERRALiRGE By Gon i PP PO R S BT Ph bact | ons. Shelin

in FIG. 3 and 4, O course, one skilled in the art will understand that

s emalive b BRiTRBNYECHaYIMOEK . cr eat ed that produce a systemin conpliance with

the clai ned subject matter. One skilled in that art will also understand 20
t hat Fi@y9 ¢iwstmatascatdachmque od sei@dfartings that neynedetad © aoditatedes i | | ustirigtad
in FIG 1, 2, and 5-8 may be conducted in the secure fashion. Al so, one

bakintdsdfcdrporhtie 8id clwinkdd sublute hftianNdAtctiah 9O Ak Cat thaa Bedavean nodel eds for
with or wthout the utilization of node 0, is contenplated. One ski‘lled in

: X . ) tiol
oOHRift b St kAT O BERIBH AN d Mbhodan S SAEIR, (T LOMON HEye 1L P)E OB
s ill.ustra in Fl 1, 2, and 5-8, _a

S tantially wreless network i e n .

PR Bk ot e RS Db £ B PR Job ot (e | ar rod® 0P
%Tlg&em matter may contain a mx of wired and wirel ess technol ogies, or,

s ith e 4k will pmgrstand | that hesserp sacielyie few eondimiting sxamples aadt echni qui B
series of actions that may be used to facilitate a business incorporating
thaye windiemed psivbieeplacasameye plsoAwt isod. A@ian $20silluatretss thwtthia nodde for i node
accessing a first network may be established in a particular |ocation. This

nlayclat i@d wavulkepadkeUidtiveerd tiRCirst aBtibrRandf A1 a@habllcbwork. r ©gkaur ant, c&im,
or a bookstore. O course, one skilled in the art will understand that

skiles & @Rk ariBilBNE st dRWHAOT é;ajaﬂ?i#ié ey ﬁﬁ%mw%%k,%% H{éﬂ?&e Rclidnher of prieyaie

places may al so be used. Action 920 illustrates at this node nay be used
a R %ch&%ﬁg,eéu%hbagf %%Qaﬁgﬁ, e Rlerdle! WREK 2R it naegwgr Cmarll)? ¥or K. melay be
established utilizing a number of nodelets. The establishment of one embodiment of such f such
a network has been detailed above. Of course, one skilled in the art will understand that d that

other ad hoc network schemes may be used.

Action 930 illustrates that a the owner of the node or location where the node is ode is
physical located, such as, a business, may communicate, via, for example, advertising, that 3, that
better network access may be achieved by bringing a nodelet with in a certain range, or ge, or
ranges, of the node. One skilled in the art will understand that, used herein, the term - lerm
“business” refers to both the full spectrum of commercial enterprises (from sole sole
proprietorship to partnership to corporation), and a number of non-commercial or non- non-
profit associations. In a specific example, the coffee house, as described above, may place place
a node within the coffee house and advertise that better network access may be achieved if  vedif
patrons come with the coffee house. )

One skilled in the art will realize that a business may do this for mnany reasons, ':80ns,

- such as, for example, a belief that. if the patrons are lured into the store by network access, *Cess,

16



‘skilled in the art will understand that an exanple of a first network, may

i ncl ude agE@sM9hex a network backbone, such as, for exanplgs Js}ﬁfﬁﬂ%ernet.
Such an ad hoc network may be established uti i zi ng a nunber el ets.
The establishnment of one enbodi nent of such a network has been detail ed
above. O course, one skilled in the art will understand that other ad hoc
net wor k the ipetrerss willypubehass ethre Aoiduots @30rviddsu i aness, oiaskitled ethewrewilbf t he
node or |ocation where the node is physical |ocated, such as, a business,

My CcomMmggrcsiat &f addifiond]Ofca®h8 P bEsindkd B Eﬁdvﬁlﬂs« nétWatk abeist @6 thebusindssaccess
may be achi eved by bringing a nodelet with in a certain range, or ranges,

of the Blﬁﬂ& r i t he
term Si ness rég{‘]é%&saﬁf ltmebot h ?%Llswuke}llzggg%t?tgﬁgg Sh&rﬁ%e%i@?g(:ﬂ%%t@ei?{)ri ses

from sol roprietorshj artnership to corporation and a nunber of
ﬁlon comwlée&%[f)ﬁﬁac erss%ﬂrovbcl,%tp ngssscfnf %’F? oP\s I'n apspem fi 2: exanpl e, the

cof fee house, as descri bed above, may place _a node within the coffee_house
and advert i seAeta Y40cidngratecthaba vauae@%s@amglleﬁbstamcé@@& nedeled’susags of ore
with the coffee house. One skilled in the art will realize that a business

may do tthesdfhoc nemwykr €echkiled inuhd aasyillioderseadpha, a variety o€ ftatistics mdy t he
patrons are lured into the store by network access, 16 WO 03/092205

PCT/ USO 3el@fifRetell sac Ak, fon Sx sdiple, m@raﬁhﬁﬁﬁoﬂﬁﬁﬁ spémd;qpat SoddletS@iivineesertal
course, one skilled in the art wll
range of the node, the marketing demographics of the user of the nodelet, the content
accessed by the nodelet, the support provided by the nodelet for the ad hoc network, and

10 the location of the nodelet. Of course, one skilled in the art will further understand that
these are merely a few non-limiting examples of statistics that may be collected from the
ad hoc network. In this context, support of the ad hoc network may include actions or
services that promote the growth, development and maintenance of the ad hoc network,
and are further described in relation to Action 970.

15 Action 960 illustrates that a business may adjust or sell marketing and advertising
based, at least in part, upon the collected statistics. For example, the coffee house may
change the advertisements for coffee and the types of coffee or other products sold based,
at least in part upon the collected statistics. In another example, the coffee house may use
the collected statistics to sell advertising space within the coffee house to other businesses.

20 In yet a third example, the coffee house may turn the collected statistics into an additional
product that is sold to marketing research firms. One skilled in the art will understand that
these are merely a few examples of how the collected statistics may be used and that other
possibilities exist.

Action 950 illustrates that the collected statistics may utilized in a way, such as, for

25  example, to increase sales of existing products, or the sale of new products, to offset the
17



‘concei've of additional reasons a business may provide networ k' access to the
busi ness'’ . One skilled inthe art wll also reali

busi ness \ryad;&tg{gﬁqgr charge for network access or provide %ﬁ%’@g@légoszs for
free. 5 Action 940 illustrates that a business may collect statistics on a
nodel et' s usage of the ad hoc network. One skilled in the art w |

under st antbst hatheanodarandt the abstsafaprosidings acreys tdbthedidst retveds. Slhete asllectalr
exanpl e, the anount of tine spent by a nodelet within a certain range of
t he node, stitisticsTaak elsorige dssm0@!japtivCs @fiohdiReUse toftfofithe nbesed ale bisifess’
content accessed by the nodelet, the support provided by the nodelet for

‘the ad hogaki tKor dL8shhsnhReati on of the nodelet. O course, one
skilled in t% art V%ﬂfk? %urstﬁer understand that these are nerely a few

non-limting e I tatistics that may. be collected,fromthe ad hoc
networ k1 ne QR Bustis ot Eeoee i e erfSesd i S P merataedt i ons
or services that pronote the eg&owt h, devel opnment and mai nt enance of the ad
hoc n tmd}‘?'%?]et OyPReT the Ad brerneduetk: i [pdisicaniest, sennert efdhaad hepnerork mey
Action 960 illustrates that a business may adjust or sell marketing and
advert i silpgfudpagtiods onservizgs that pramestt theigowihdevelbphent adl sratidrehcest theor
exanpl e, the coffee house may change the advertisenents for coffee and the

types of addidcertvaurkotShek spppoeiiat irfdide, bsdmpledforh@adihg bAckRe BetiBaNtHehe
collected statistics. In another exanple, the coffee house may use the

Il ect HSdit I i ; Wt t
col I ec e@@é%&%&%a&xigtﬂm@a}f@# O RS Edﬂ;ngete)@ﬁercef genbuSE to

ot her businesses. 20 In a third exanp e co ouse may tarn the

col | ect eq:st.at il i i ddi ti.gnal. .product, that is sl d_t. rketing
Fesear ch e &I BUBD T b PR B A Ehnee ot 20n¢ il LRLEE
merel.y a _few.exanples.of how the coll ected statistics may be used and that
ot herm p Wb‘ﬁ“f]{i‘lr)laten%if’%& t.?l%?ﬁeoﬁ §%0097- 115%?‘%%?’&%“@%@“% HBatcy mugbes ef
statistics npy utilized in a way, such as, for 25 exanple, to increase
sal es of ERPEERHYY 9sfigmsiwhich sgprarhthesd|hoc srtwislmpydwonssived of fset the 17

WO 031092205 PCT/ US03/ 12902
Action 990 illustrate an example of an incentive that may be used to encourage

actions which support the ad hoc network. The business may provide a number of
incentives to nodelets with a positive history of supporting the ad hoc network, such as, for
15 example, giving priority network access the nodelets, giving users of the nodelets coupons
for products or services, or transmitting marketing promotions regarding products or
services to the nodelet, or giving the user of the nodelet cash, or a substantially equivalent
form of credit, that may be used for the purchase of products or services. A specific
example of such an incentive niay include giving frequent flyer miles to a user that
20 supports the creation of an ad hoc network at an airline’s airport terminal. One skilled in
the art will realize that other forms of substantially cash equivalent credits may be utilized.
Of course, one skilled in the art will understand that other incentives may be used.
Action 980 illustrates that the ad hoc network may provide increased security to
packets transmitted via the network. One skilled in the art will realize that many

25 techniques for providing security are known. One skilled in the art will also understand
18



‘cost of the node and the cost of providing access to the first network.
These col WeoBmeg220st ati stics may al so be used to justify OrPé?ﬁJEWﬁE&zze' t he
cost of the node to the business' rmanagenent or other deci sion nakers.
Action 970 illustrates that incentives nay be provided in order to
encourageg, a . Cgwneodetl et tﬁ suppor t tJ&e ad hoc network. In this context,
suppor t Spatsph seqtty AL begs eRFOVIdR PIriyale CoRIIEREAtion hebyesn s nodeand gonot e
the grow h, devel opnent and nai nt enance of the ad hoc network. Such
support M8 el ude, for exanple, forwardi ng packets between the node and
ot her nodel ets, providing personal information to the owner of the node, or
utilizing theThedethsiques destrivedohtrein mededtelinittd th Giny pireicaldr hogiwies Wer K.

One skilled in the 10 art will understand that these are a few non-limting
exanpl es safdlart hainfigurtiohe th@f mdye Ghai Saififity2d 1289 ScoMinfitheS UPRREdeslillg ad
hoc network may be concei ved. ngi on 0 il Ilta?t ratg %drﬁ:ﬁ%xar%;s)l elcbge’r3 egénlﬂg

TS | Ve NSOy BOSAGLLR0P, LB SR a0,

- network. The business nay I nCentive

a positi i St or f suppprting the ad hoc network,. such as, for 15
il o RISt G BP b dsPihiatGudly PR emmbeiasin P GTSF Gisevntom  he
nodel et s coudglons for products or services, or transmtting marketing

pr onot | oRLSFEYRRRIF rigagiipesu cheh gis ma@dilei epsslationane asouwitess, persopalv digjtal he
user of the nodel et cash, or a substantially equivalent formof credit,

that nay2$stateand smikhdeyisdhasechingudedynbsessdr, 5 etovigatedidmapaizbld By
exanpl e of such an incentive may include giving frequent flyer mles to a

user t hathe3@osuapQqiicuding volAad aed foh-dhtas nﬁh@ﬁorp%mrkst&taoéféléﬁénkéf)!‘ﬁ% S

airport terminal. One skilled in the art will realize thaf other forms of

substoant jeadt lovic G LV i tid . CQUE.S ne
o e A0 SRRl B S B et AR I RRE O o

skilled in the art wil rincentl f :
02 e S i WA R kT PO SRS L
hat o T SRR e i PO et B apea™s Snb B are tput devicen
Each program may be implemented in a high level procedural or object oriented
programming language to comwmunicate with a processing systém. However, programs
15 ﬁlay be implemented in assembly or machine language, if desired. In any case, the
language may be compiled or interpreted.
Each such program may be stdred on a storage medium or device, e.g. compact
read only memory (CD-ROM), digital versatile disk (DVD), hard disk, magnetic disk or
similar medium or device, that is readable by a general or special purpose programmable
20 machine for configuring and operating the machine when the storage medium or device is
read by the computer to perform the procedures described herein. The system may also be
considered to be implemented as a machine-readable storage medium, configured with a

program, where the storage medium so configured causes a machine to operate in a

specific manner. Other embodiments are within the scope of the following claims.
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'"WO 03/:092205 PCT/ US03/ 12902 that such security nmay be used to provide
private cwoniinpresi on between the node and a nodel et. ThepdPaiRHgHRS
described herein are not limted to any particular hardware or software
configuration; they may find applicability in any conputing or processing

5 environnent. nj be i emented jn hardware, software or a
conbi nati on ofwﬁllg C:e%%ﬁ %%@?fsegﬁﬁ}qulggn%)?&ﬁgcti %t%rng?'l‘fee eq, 1Bisggtednend
executinqﬁgaiﬁéﬁg r.anmabl e @ffhines such as nobile or stationary conputers,
personal di gll% | TSR PRy ApQdicigng; sbstfutieres, ichargeshand equivalents| wilk naw
.processor, a storage nediumreadable by the processor (including volatile
and non- VPRt PIteossekidleq imfhe/ast 16 isohemeford, enbotusderstasd AAt treagphendid dlaps

devi ce, and one or nore output devices. Programcode is applied to the
.data ent éfetitaedity toneriatiputh ddifativas RET SRRBES et TANGHhANG . deSC ]'\IJPce and
to generate output information. The output information may %e ap% to
one ob nuheclsimiedbbdemns®s. Each program may be inplenented in a high |eve
procedural or object oriented programm ng |anguage to conmunicate with a
processi ng system However, progranms 15 rmay be inplenented in assenbly or
machi ne | anguage, if desired. In any case, the |anguage nmaybe conpiled or
interpreted. Each such program nay be stored on a storage nedi um or device,
e.g. conpact read only nenory (CD-ROV), digital versatile disk (DVD), hard
di sk, magnetic disk or simlar nediumor device, that is readable by a
general or special purpose programuable 20 nmachine for configuring and
operating the machi ne when the storage nmediumor device is read by the
conputer to performthe procedures described herein. The system may al so be
considered to be inplenmented as a nachi ne-readabl e storage nmedi um
configured with a program where the storage nedium so configured causes a
machine to operate in a specific manner. Qther enbodinents are within the
scope of the follow ng clains.

20



“19 WD 03/ 092205 PCT/ US03/ 12902 Wile certain features of the'clained

subj ect HOW0&PZREve been illustrated and described herei npcyragis/12902

nodi fications, substitutions, changes, and equivalents will now occur to
those skilled in the art. It is, therefore, to be understood that the

appendemgﬁsqﬁlmgges . ntended to cover all such nodifications and changes
that f

rue spirit of the claimed subject matter. 20 WO

03/ 0922Q5 ‘gmﬁ’k 03/ 12902 What is -clainmed is: 1 A nmethod conprising:
receiving B’rgoadcast froma first nodelet, which is in
comruni cation Wt h a node 5 determning i f comuni cati on with the node,
via the firsteoibiRg eiscoery drqadast fmmia gfst sodelets walbithi is i pgmommivatioat i on
with the node, via the first nodelet, which includes: wutilizing a

subst antWigh 4190ereI ess commruni cation protocol. 2: The nmethod of claim1,
wherein utilizing a substantially w reless communi cation 10 protocol

i ncl fides uti ldezinigig iflcomsturdtiowhria] @8 $08Q AN RS OHOGRH: -] gt ed
fromthe followi ng: a wreless protocol involving at Ieast one tadio

frequengy, and a wireless protocol involving at |east one infrared
frequency 3 ~ The nethod of claim2, wherein utilizing a substantially

W rel ess pr ot invol vin 15 | east., one ra uency .i ncl udes

utilizing at Elgeas%'11 %CQIW%@S%&I] %gli’ g@t‘@é‘%‘f‘%ﬁﬁ’ﬂ@ n‘?‘{?(fq%o‘éd‘ﬁé incudgsot ocol

substantially in cqonpliance with any of the | EEE 802. 11 fam |y of
utilizing a substantially wireless communication protocol.

2: The method of claim 1, wherein utilizing a substantially wireless communication
10 protocol includes utilizing at Jeast one wireless communications protocol selected from the
following:
a wireless protocol involving at least one radio frequency, and

a wireless protocol involving at least one infrared frequency.

3! The method of claim 2, wherein utilizing a substantially wircless protocol involving at
15 least one radio frequency includes utilizing at least one protocol selected from the
following:
a protocol substantially in compliance with any of the IEEE 802.11 family of
specifications,
a protocol substantially in compliance with an ultra wide band protocol;
20 a protocol substantially in compliance with those used substantiaily for cellular

telephone communication, and

a protocol substantially in compliance with the Bluetooth specification.

21



speci ftcations, a protocol substantially in conpliance with an ultra wde

band pr ot @gpbiezfasa protocol substantially in conpliance V\&,&Jiaml‘s&g&?oysed
substantially for cellular telephone conmunication, and a protoco

substantially in conpliance with the Bluetooth specification. 21 WO

03/ 09220 /[ US03/ 12902 4: The nmethod. of claim 1, wherein establi shing
comuni cgii ﬁmﬁﬁﬂﬁ{quﬁgl%é”}wﬁanﬁﬂ%bms I@tcoﬁﬁﬂ‘ém%atuopﬁ@%hggéwgeé’mﬁir%‘ati on
protocol that incorporates security features. 5: The nmethod of claiml,
wher ei n pededdinadidesg coommunationi poetood] tthat heorprydies secarithieairest nodel et

i ncludes establishing communication with the node via the first nodel et and
‘at 5 | east one additional intervening nodelet. 6: The nethod of claiml,
further 6ofMheisiing ofteddimgl, iwheeaimestablishirigoonwhtnlicdtiva witldthe noida via the diostd

nodel et; and wherein determning if comrunication with the node, via the

first nogededtindlfdes@8pbh8End AGhMORSatstat @R e via e FFutiodalet O34 atvi @ t he
first nodelet, is preferred over 10 comrunication, via the second nodel et.

71 The rqé,_:t‘1 %‘i‘xe%di?iloﬁ‘zidqht%rve%h%\r/n%d@le{mterm ning if comunication via the
first” nodelet is preférre er communi cation via the second nodel et
i ncludes preferring one nodel et over the other based upon at |east one of

the foll ow criteria:. t i gnal strength of the discovery broadcast, 15
t he conngmgmegwdfoafﬁ}émoﬁﬁﬁégfg@BEElPEVe nodel ets, the remaining battery
life of the respective nodelets; the nunber of interveni Bg nodel et s
associ at ed wi PHDE HecoewpBiceliqewHb i rads, vig dggecqaddiodelehid’ ¢ hr oughput

associated with the respective nodel ets. . )
wherein determining if communication with the node, via the first nodelet, is

desired includes determining if communication, via the first nodelet, is preferred over

10  communication, via the second nodelet.

7: The method of claim 6, wherein determining if communication via the first nodelet is
preferred over commmunication via the second nodelet includes preferring one nodelet over
the other based upon at least one of the following criteria:
the signal strength of the discovery broadcast,
15 the communication range of the respective nodelets,
the remaining battery life of the respective nodelets;
the number of intervening nodelets associated with the respective nodelets, and

the network throughput associated with the respective nodelets.

8: The method of claim 1, further comprising:

20 transmitting a discovery broadcast upon establishing communication with the node

via the first nodelet.
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'8: The nmethod of claim11, further conprising: 20 transmtting a discovery
br oadcastwomenxret abl i shi ng communi cation with the node VvperihefibgsSt
nodel et. 22 WO 031092205 PCT/ US03/12902 5 9: A nethod of establishing
comuni cation with a node, via a first nodelet, conprising: a first

nodel et gs} abl4 shi nication with.a node; .a _fd e et ecting a
trigger ;ﬁa%gqeéﬁ?‘{]?fgqgtaﬁg%%fowgﬁ%ﬁ#ﬂ% ?"’htg | S\élg\?e%agord;eg ’c%‘fgépéﬁ “h is
capabl e of beigﬁg recei ved by.a second, nodelet, and includes wutilizing a
subst anti al | y* 5t eedsid eé‘é%%ﬁ%%%qmﬁmﬁ?t&%‘ﬁﬁh?n? : The nethod of claim9
wherein a first nodel et establishing conmunication with a node includes
the first nodefist nekldideicstingy tuggemenidcati on with the node via at |east one
i ntervening nodelet. 10 11: The nmethod of claim9 wherein the discovery
broadcast i nal figesodelctt@ashitinga discéRey bicatitawivbich t he nunber of

i ntervening nodelets in the chain of communication to the node, the
throughput "of the i G 660d:RNrattiBa b <0088 mofelBt b tuciidesser vi ce marker

related to the conmmuni cation th the node, and 15 a unique identifier
related to the nodelet. 12: Th thod of claim.99 whereim detecting a
trigger includes a‘ﬁllﬁ‘r"‘g&? S%’ﬁteanﬁ?ﬁrfwge%%ﬂn%\?muw&@%l E’ri%rr%proﬁl'r eaching a certain
val ue, input data froma user, 20 receipt of a rediscovery request,

10: The method of ¢laim 9 wherein a first nodelet establishing communication with a
node includes the first nodelet establishing communication with the node via at least one

intervening nodelet.

10 11: The method of claim 9 wherein the discovery broadcast includes at least one of the
following:
the number of intervening nodelets in the chain of communication to the node,
the throughput of the communication with the node, _
a quality of service marker related to the communication with the node, and

15 a unique identifier related to the nodelet.

12: The method of claim 9 wherein detecting a trigger includes at least one of the
following:
a timer reaching a certain value,
input data from a user,
20 receipt of a rediscovery request,
the throughput of the comumunication with the node, and

the number of intervening nodelets in the chain of communication o the node.
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‘the throughput of the convnunication with the node, and the nunmber of

i nterveni we @esLyets in the chain of communication to the pogd
03/ 092205 PCT/ US03112902 13: A nethod of cormmunicating bet R Esosrriot)

destination nodel et and a node conprising detecting a request to forward a

packet, ergin.t he request i.ncludes utjlizing a substantially wreless
comuni c\z,i\ﬂt%i' dﬁ hl%‘ghggc%‘ 8?’?“@“6‘@’{183 hFIPNeﬁﬁ a\dﬁétﬂn?éwntnﬁéelsfa@wea nede comEitgor war ded

to either to node or a destination nodelet; and forwardi ng the packet
towar ds ei t herSteREn,»FeIveTt to frvaede parkiet,on nodel et, respectively, wherein
the forwarding includes utilizing a substantially wireless 10

comuni cati on pr ot odwkein thk reqhest mefudes utfiziak aisabslatfally tWigglegzonpr i si ng
determining if there is at | east one intervening nodelet, and, if so,
_Wher ei n, chotmmigitiogpidiecopacket to either the node or the destination

nodel et, respectively, includes forwarding the packet to an intervening

nodel 8t. 15 1%etcAnsvss S .Sl ng; nede ich.is capab] e of, during
operation, pr ovieg}lnglﬁaccegggw%bgéyr%gisv@rb ﬁ?oré%(\{\éyatf) eptb%rstp Chbdel et ;

wher ei n . e the at | east one nodel et are capable of, during
operati otg?gln%g?rhﬁg@gﬁt nication with one another via an intervening
nodel et. 20 13{1:1 The system of claim 15 wherein the at | east one nodelet is
capabl e of, d Wﬁb‘ﬁng) Pack@ owards gither s nefdecurthaddstinstiommadeldy, t he node

after receiving a discovery
respectively,

wherein the forwarding includes utilizing a substantially wireless

10 communication protocol.

14: The method of claim 13 further comprising
determining if there is at least one intervening nodelet, and, if so,

wherein, forwarding the packet to either the node or the destination nodelet,

respectively, includes forwarding the packet to an intervening nodelet.

15 15: A system comprising:
a node, which is capable of, during operation, providing access to a network; and

at least one nodelet;

wherein the node and the at least one nodelet are capable of, during operation,

being in communication with one another via an intervening nodelet.

20 16: The system of claim 15 wherein the at least one nodelet is capable of, during

operation, establishing communication with the node after receiving a discovery

broadcast,
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‘br oadcast. 24 WD 031092205 PCT/ US03/ 12902 17: The system of claim 16

wher ei n ty@ oslpevery broadcast is transmtted by either tperusR@dgepr at
| east one intervening nodelet. 18: The system of claim1l5 wherein the node

and the at |east one nodel et are capable of, during operation, being in
comuni cat) ith o angQt.her at Jeast in par{ due to a 5 substantially
wirel essqzb%n’ﬁ%ﬁsi%’? Pgﬁlaﬁ?%d’g%“?m ge Ry eEX WoadRAst 1S drappimities! barither thet he
node and the at | east .one nodel et are capable of, during operation, being
in commuAPEabieas ans iptsevenina prdelett | east in part due to a substantially
wi rel ess protocol involving at |east one radio frequency spectrumincluding
at | east one protocol selected fromthe follow ng: 10 a protocol

subst ant 1 &1 The systewaptieamd s wherdin dinmete anl¢hd EEEsBORe Adddlarirt yapable of,
specifications, a protocol substantially in conpliance with an ultra w de

band pr othaty gpegatiphpbeingin sethstnaivatiah kythiche GRGMALT ANEAt Yﬂdﬁé}t hRoRS used
substantially for cellular telephone communication, and 15 a protocol

substsant halslaytially GRERL ARESuMickiiod Borioyet 0ot h speci fi cation. 20: The
system of claim™5 further conprising at least a first intervening

nodel et; and wherein the at least a first intervening nodelet is capable

of , duri I ; LR ackets.fromthe at | east one nodelet to
Che node S SREEMenPEr clainPl KRR (RYSE it ecH ieaphi ool are prfipof

i nter Ve”&d}-ﬁ; nodelt.et 1i)s ca}]gabl e of, ., during operation, forwarding packets
from t he node PFEPRe"ERE iecripmymisationyw|th one gupther at least in part due to a

substantially wireless protocol involving at least one radio frequency spectrum including
at least one protocol selected from the following:
10 a protocol substantially in compliance with any of the IEEE 802.11 family of
specifications,
a protocol substantially in compliance with an ultra wide band protocol;

a protocol substantially in compliance with those used substantially for cellular

telephone communication, and

15 a protocol substantially in compliance with the Bluetooth specification.

20: The system of claim 15 further comprising
at least a first intervening nodelet; and

wherein the at Jeast a first intervening nodelet is capable of, during operation,

forwarding packets from the at least one nodelet to the node.

20 21: The system of claim 20 wherein the at least a first intervening nodelet is capable of,

during operation, forwarding packets from the node to the at least one nodelet.
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‘WO 03/:092205 PCT/ US03/ 12902 22: The system of claim 21 further conprising

at | east woOssoenes i nt erveni ng nodel et; and wherein the at jJ©agtosa ;dzrst
intervening node is capable of, during operation, forwarding pacl%et s fro
the node to the at Ieast one nodel et, or vice versa, via the at least 5 a
second i BLe An apparatus conprising: a nodelet,

i ncl udi ng5 1h ? E%Wf‘f éPW@Flsmgnd 10 a communi cati ons processing
system vvherel n the transmtter t he receiver, and the communi cations
processi ng sy&tlspst aé?@l@duﬁmﬂwﬁg et;snfe capabl e of, during operation,
receiving a discovery broadcast, and establishing comunication with a node
via an i ntervwﬂaﬁwgl thecielcast;a st mn@vmmgﬁ@dmiumapﬁtﬂe of) dbghpvepsratibie nodel et
and the node is at least in part due to a substantially wreless

. conmuni c&drivarlify picke fron? flic nbde @R at ?éab'tso&fno‘?:ilaﬁ't r@r%ﬁ:e ? e'vﬁ thd'& 1ghgcovery
e an

broadcast is transmtted by at |east one of the 'no | east one

'nteryenh@&:oﬁ@ﬁﬁéﬁ%mng%odéigﬁ apparatus of claim 23 wherein the node and the
at | east one nodel et are capable 20 of, during operation, being in

conmuni cation with one another at least in part due to a subst ant i ally

wi rel esspqr .ng at |l east one radio frequency spectrumincl uding
at | east onghgl E{r%tlg%g% ged fromthe follow ng: a protocol substantially

in conpli ancea:%&e'i‘et 1nclu(<)i];ngt he | EEE 802.11 fam |y of 26 WD 03/092205

a transmitter,
areceiver, and
10 a communications processing system;
wherein the transmitter, the receiver, and the communications proceesing system
are coupled so as to be capable of, during operation,
receiving a discovery broadcast, and
establishing communication with a node via an intervening nodelet;
15 wherein communication between the nodelet and the node is at least in part due to

a substantially wireless communication protocol.

24: The apparatus of clajim 23 wherein the discovery broadcast is transmitted by at least

one of the node and at least one intervening nodelet.

25: The apparatus of claim 23 wherein the node and the at least one nodelet are capable
20 of, during operation, being in communication with one another at Jeast in part due to a

substantially wireless protocol involving at least one radio frequency spectrum including

at least one protocol selected from the following:

a protocol substantially in compliance with any of the IEEE 802.11 family of
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'PCT/ US03/ 12902 specifications, a protocol substantially in cérrpl [ ancé wth

an ul tra wglesoggag protocol; a protocol substantially in CPE’P)U%@&‘)&%O? th
t hose used substantially for cellular telephone communication, an a

protocol substantially in conpliance with the Bluetooth specification. 26:
The appar@%bﬁ? %f claim 23 wherein the nodel et conprises a device sel ected
fromthe orf Wnﬁ’g: a not ebook conputer, cellular tel ephone, handhel d
computer, personal digital @ assistant, nedia player, and a nobile conputer.
27: An appar atU&OoRsAbRISAGllyLID campbigeeavith amultradiidg band praosilj tter, a
receiver, and a conmuni cations processing system wherein the transmtter,

the receiver, @prdtocblesubstamtiailycatdonmmdianteosits folgusisubstantldlydoe can ed so
as to be capable of, during operation, being in comrunication with a node

and at | delsph@reostheicanedeigt . and forwarding a packet fromthe at |east
one other nodelet to the node; wherein comunicati on between the nodel et

and tge node isSyabhch&dBhial aasubstantial |y wrel ess
communi cati on ag)rrot ocol ﬁgt%ﬁ%@%%ﬁl&gg%%gr“g%hu eﬁlu%?%ﬁﬁpécf%\ﬁ@]ei n the
nodel et is capable of, during operation, forwarding a packet fromthe node

to the atyl t her. ngdel.et . 29: The apparatus, of claim27 wherein .

the nodelot %?‘EEEQ%#SP @Pﬁmggﬂl}?&%ﬁ&%@?}&h‘f mpgesen g dewice selstisi Emm de with a

node vi afanfi.r st i ntgrveni ng nodel et and, 27 WD 03/09220-5 PCT/ US03/ 12902
ollowing: a notebook computer, cellular telephone, handheld computer, personal digital

assistant, media player, and a mobile computer.

27: An apparatus comprising
10 a nodelet, including:
a fransmitter,
areceiver, and
a communications processing system;
wherein the transmitter, the receiver, and the communications processing system
15 are coupled so as to be capable of, during operation,
being in communication with a node and at least one other nodelet, and
forwarding a packet from the at least one other nodelet to the node;

wherein communication between the nodelet and the node 1s at least in part due to

a substantjally wireless communication protocol.

20 28: The apparatus of claim 27 wherein the nodelet is capable of, during operation,

forwarding a packet from the node to the at least one other nodelet.

29: The apparatus of claim 27 wherein the nodelet 1s capable of, during operation,

being in communjcation with a node via a first intervening nodelet and
]
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upon receiving a discovery broadcast froma second intervening nodelet, is

capabl e aofg oslaebgzg operation, establishing conmunicati on yj de via
the second intervening nodelet. 30: The apparatus of cl ai mwzjgnlv%h&e)?zgpg t he
nodel et is capable of, during operation, 5 determ ning whether to establish
comruni cation with the. nogcﬁ via the dsec nd intervyening, nodel et .at | east
partial |y basedPUYSHERE 3EHEOVENPTRRICRT Iy £ SERTAdLiFRIENEIZg0delehds Sinpbls
strength of the discovery broadcast, the conmunication range of the second
i nt erveni Héd%’é%?@r?“qﬂme quality of service associated with the second
intervening nodelet, 10 the remaining battery |ife associated with the
second i nt er vefdtahjishiad ebemuridation withehe nbdd vih eie/eobmbintadelias soddsoci at ed
with the second intervening nodel et, and the network throughput associ ated
with the second intervening nodelet. 31: The apparatus of claim 27 wherein

t he nodel 3%: The gapeddiscofaflaimBy WhGeRARE Abded is cabable!AN@UHrld dftgatfondi SCOVEry

broadcast. 32: The apparatus of claim 31 wherein the discovery broadcast

includes at | egadérmfiffg Whelifio gﬂglﬁ%@%gm%gﬁ%g}t?ﬁrthé);l%&pﬁigg%gm%bﬁﬁnodel ets

in the chain of conmunication to t roug ation

bet ween t ﬂ[ﬁg hg, nodel e 20 ,a qual jty of rvice pmarker related to
comuni ca@?%vnrb%g@t weelﬁ3tt f ﬁgaﬁigaﬁlagxBﬂﬁeﬂélpgﬂglji{;ﬁéto’negﬁg'xeatloﬁﬂ aCPERL i fi er
related to the,nodel et. Zﬁ V\%Oiﬂ/ 092205 PCT/ US03/ 12902 33: The apparatus of
clai m 27 wher éhSiERY SHEREM & thedisconap trogsicastgur i ng oper at i on,

the communication range of the second intervening nodelet,
the quality of service associated with the second intervening nodelet,
10 the remaining battery life associated with the second intervening nodelet,
the number of intervening nodelets associated with the second intervening nodelet,

and

the network throughput associated with the second intervening nodelet.

31: The apparatus of claim 27 wherein the nodelet is capable of, during operation,

15 transmitting a discovery broadcast.

32: The apparatus of claim 31 wherein the discovery broadcast includes at Jeast one of the
following:

the number of intervening nodelets in the chain of communication to the node,

the throughput communication between the node and the nodelet,

20 a quality of service marker related to communication between the node and the

nodelet, and

a unique identifier related to the nodelet.
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‘requesting that an intervening nodelet forward a packet to t he node. 34:
The appar ¥Qe3/@2208] ai m 27 wherein the nodel et conprises a ggsﬁ}lﬁ%f;ﬁgggct ed
of the follow ng: a notebook conputer, cellul ar tel ephone, handhe
conputer, personal digital 5 assistant, media player and a nobile conputer.
35: An arii:.chig [SIeeLs medi .havi lurality, of machine
accessi bl e inst@ggtﬁimos?sf?%l ?r?ﬁlﬁérg%ﬁg%n?%iéﬂl‘ﬁgﬁﬂaﬁgtq%o g Pesitvdyut ed by a
processor ' ructions proyide for receivi-ng a discovery broadcast
fi-oma fﬁe?‘g‘{gﬁrﬁ%@?%ﬁn&%\}ﬁ?’&ﬂg?g slit feovard airegkstamthenodei t h a node;
~determining if communication with the node, via.the first nodelet, is
desired, ﬂ]g{h if so, establishing comunication with the node, via the
first noder et™ RRTERsiohelaimed  whatein the novgles comps searat devideyscidcred| oF Hise
comuni catjon protocol. 15 36: The article of claim 35, wherein
i nst r uct i1HVingy ageiebbok nomputen st iekiphynaphBedIRREconGANER BLcak! %P%%Ot ocol
includes instructions for utilizing at [east one wireless’ communi€ations
prot oéol asesteufmdlil playvet el 4 alobQ¥ichdpliept : @ wirel ess protocol involving at
| east one frequency within the radi o spectrum and a wreless protocol
involving at | east one frequency within the infrared spectrum 20 37: The
article 6b: eharmideompAghe! N i nstructions for utilizing a substantially
wi rel ess protocol involving signals at a frequency within the radio

spectrum i ncl y4des, uetions for utilizing at |east one protocol

sel ected from the glfgﬁ ‘%c%ﬁvt%r%lga?mg ﬂﬁlBIEaggb‘I’tl dIscessible struetons wherstn wi t h
any of t eljl‘%léE 02.11 famly of 29 WO 03/092205 PCT/ US03/ 72902

speci fi catyons ms ctions are executed by a processor, the instructions provide for

recelving a discovery broadcast from a first nodelet, which is in communication

10 with a node;

determining if communication with the node, via the first nodelet, is desired; and,

if so,

establishing communication with the node, via the first nodelet, which includes:

utilizing a substantially wireless communication protocol.

15 36: The article of claim 35, wherein instructions for utilizing a substantially wireless
communication protocol includes instructions for utilizing at least one wireless
communications protocol selected from the following list:

a wireless protocol involving at least one frequency within the radio spectrum, and
a wireless protocol involving at least one frequency within the infrared spectrum.
20

37: The article of claim 35, wherein instructions for utilizing a substantially wireless
protocol involving signals at a frequency within the radio spectrum includes instructions

for utilizing at least one protocol selected from the following:

a protocol substantially in compliance with any of the IEEE 802.11 family of
29



a protocol substantially in conpliance with an ultra w de band protocol; a
protocol wohstenially in conpliance with those used substgn}izadsipodLr
cellular tel ephone communication, and 5 a protocol substantially in
conpliance with the Bluetooth specification. 38: The article of claim 35,
wher ei n ggﬁﬁﬁaﬁ$hgns for establishing communication with the node, via the
first nodelet, 1nc¢ludes instructions for using a comruni cation protocol
that incorporates slec rity features. 39: The article of claim35, wherein
i nstructions FEFIRSRISEPTaHiaNyY I8 semphrrcarvigranulit witle baridprotabel; vi a t he
first nodelet, includes instructions for establishing commnication with
the node, vi &Proiecalispbstaniiadlylie tomplaae withethbseoured adbbitdritamg!forl stlalayeni ng
nodel et. 40: The article of claim35, further conprising instructions for
.bei ng i ntdephonacoatiuaitatibi,kinihe node, via a second nodel et; and wherein
determning if comrunication with the node, via the first nodelet, is 15
desir&d i ncl udesotd&l ehkdi s B Nl tion: yig, the.first nodelet, is
preferred over?’ com‘rﬁnl?gct:{aﬁn?gf‘;l,]ﬁgl at ebs@@ghgg%%e&?q‘gtg?ecﬁ?m?ﬁe article of
claim 40, wherein instructions for determning if comrunication via the

first nodel efe LS : .CO ication yi.a .the second nodel et
i ncl udes instruct %(r)(ﬁfs‘:%@?r%’g%geél} Wnﬁu&bor?é f?foedfﬂ\(’iif PG SPEREHGEPD Bathdhe upon
at | east e Qf. the follow ng criteria: 20 the signal strength of the
di scovery c[)ér ‘613’&] %E]ESF ll?ﬁetc@ﬁﬂ@ﬁ? Lsihgions dergisingra edramppicptéen protocnbibet et s,
t he quali t%@of servi ce associated with the respective nodelets, the
remai nin e respective nodel ets,-

i ni NYCYRPTAsSSeryrity fetunep i del 30 WD 03/ 092205
PCT/ US03/ 12902 t he nunber of intervening nodelets associated with the
respectiye nodelets, and '

39: The article of claim 35, wherein instructions for establishing communication with the
10 node, via the first nodelet, includes instructions for establishing communication with the

node, via the first nodelet and at least one additional intervening nodelet.

40: The article of claim 35, further comprising instructions for
being in communication with the node, via a second nodelet; and
wherein determining if communication with the node, via the first nodelet, is

15 desired includes determining if communication, via the first nodelet, is preferred over

communication, via the second nodelet.

41: The article of claim 40, wherein instructions for determining if communication via the
first nodelet is preferred over communication via the second nodelet includes instructions
for preferring one nodelet over another based upon at least o.ne of the following criteria:
20 the signal strength of the discovery broadcast,
the communication range of the respective nodelets,
the quality of service associated with the respective nodelets,

the remaining battery life of the respective nodelets,
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‘t he network throughput associated with the respective nodelets. 42: The
article ovOoB@I229B5, further conprising instructions for tpenefidbbfg a

di scovery broadcast upon establishing communication with the 5 node, via
the first nodelet. 43: An article conprising: a storage nedium having a
plurality of {BREILNG FAGERRLR:SARRE MU Q0P o ith L RPoclUAFRILER. and
instructions are executed by & processor, & ASY IRt ons provi T for a
first nodel et, establishing conmuni cati.on with d node; 10 a first nodel et
detecting a ttp?ﬁﬁgf’?k‘iﬁ?i“ PP ‘i‘%sf’mﬁtﬁaé‘l‘ th??éﬁ%“rﬂ"t‘*ﬂ‘“ﬁ@”%ﬁdi scovery broadcast
whi ch is capabl e of being received by a second nodel et, and includes
utilizing a substantially wireless comunicatjion protocol.. 44: The article
of cl ai rf%dﬁhﬂ?éﬁ“é? ﬁﬂh@ﬂ%ﬁc@ﬁbﬁ@@@fl%lamcélﬁ’iﬂﬁ@rcommni cation with a 15
node includes instructions for establishing conmunication with a node via
at | east one transmdtiug pidigovagdretdcast Bpod betatdishing] conofinrdtaion with thirer ei n t he
di scovery broadcast includes at | east one piece of information selected

f r omst henolde) i@ Mef st dddeiepunber of intervening nodelets in the chain of
comuni cation to the node, 20 the throughput of the comunication with the
node, a quality of service marker related to the comrunication with the
node, ang. g, WRtQUSHIARH LTI er related to the nodelet. 31 WO 03/092205

PCT/ US03/ 12902 46: An article conprising: a storage medi um having a

plurality of Jm ((J:I’Q!genl%egﬁl%ﬂe asx}nll)}lr & piu?z?ﬁtgl%ﬂnlac Te agc@e%gigier}nsn'uctions, wherein

when the instructions are executed by a processor, the instructions provide for
a first nodelet establishing communication with a node;
10 a first nodelet detecting a trigger; and
a first nodelet transmitting a discovery broadcast which
1s capable of being received by a second nodelet, and includes

utilizing a substantially wireless communication protocol..

44: The article of claim 43 wherein instructions for establishing communication with a
15 node includes instructions for establishing communication with a node via at least one

intervening nodelet.

45: The article of claim 43 wherein the discovery broadcast includes at least one piece of
information selected from the following:
the number of intervening nodelets in the chain of communication to the node,
20 the throughput of the communication with the node,
a quality of service marker related to the communication with the node, and

a unique identifier related to the nodelet.

31



when the instructions are executed by a processor, the instructions provide

for detect, request to forward a packet, 5 wherein the request includes
utilizi ngwéﬂgj(?gaognti ally wirel ess comrunication prot ocolgéﬂﬂgtg?]ﬁ?% ng

whet her the packet is to be forwarded to either to a node or a destination
nodel et; and forwardi ng the packet towards either the node or the

desti nat i ‘¥h %G’é!c@tqommingespecti vely, wherein the forwarding includes
utilizing a substantially wireless comunication protocol. 47: The article

of claim46 fursthrege sedjum Bivigg 2 phiralitg b arachihe heceskible idthictigng, wHehgfie i s at
| east one intervening nodelet, and, if so, 15 wherein conprising forwarding

‘t he packebhdmh€idshestidnl ard'@deutell by Q%r&%%édr,nﬁé &Igﬁuctm;ﬂr&fdde ggspectivel y,

i ncl udes forwardi ng the packet to”an 1 ntervening nodel'et. 48: A nethod

conpri si ng: es&eﬁﬁﬁ;}?F%%gﬁttﬁ?%@gﬁgékggof’ during operation, accessing a

‘first network; € no ute packets between the first

networsk and an ad holgex .20 net\/\ork,Eﬁgi ch.i.s established, at least in part,
by uti’lizing nodel é¥Rereidihe regpsst mckudes Rplisng 2 sstantialif #ieesk access may be
achieved by bringing a nodelet wthin at |east a certain range of the
node. 32 WW@%QQ@@@@U US03/ 12902 49: The nethod of claim 48, further
conprising collecting statistics on usage of the ad hoc network, by a

nodel et. 50: Teemeinpdhethercthaipaoksedis tobefairardedtb eithérte adiodkiofhi CS on usage
of the ad hoc network, by a nodelet, includes collecting at |east one of

the fol | deithgtidph@elet; and
forwarding the packet towards either the node or the destination nodelet,

10 respectively,

wherein the forwarding includes utilizing a substantially wireless

communication protocol.

47: The article of claim 46 further comprising instructions for
determining if there is at least one intervening nodelet, and, if so,
15 wherein comprising forwarding the packet to either the node or the destination

nodelet, respectively, includes forwarding the packet to an intervening nodelet.

48: A method comprising;

establishing a node capable of, during operation, accessing a first network;
utilizing the node to route packets between the first network and an ad hoc
20  network, which is established, at least in part, by utilizing nodelets; and

communicating that better network access may be achieved by bringing a nodelet

within at least a certain range of the node.
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.5 the anmpbunt of time spent by a nodelet within a certain range, the

mar ket i ngwadeanmgiaphi cs of the user of the nodelet, the conp ed by
t he nodel et, the actions taken by the nodelet for the pronoté?@ﬁ&gﬁgﬁe

growt h, devel opnment and naintenance of the ad hoc network, and 10 the

| ocati on g@f. t... 51, The nmethod, of c¢laim50, further caonprising
utilizi ng®I' hlteﬂég%‘??%g{’*:%m& é?’ifgltqﬁ%rscof@”éf lectingstatistics gh upage A daradind t he
cost of accessing.the fjrst network. 52: The nethod of claim49, further
conpri si ﬂ’é"‘é‘ﬁm iR BRAPMHL i si ng based, at least in part, upon the
~collected statistics. 15 53: The nethod of claim49, further conprising
selling advertising utilizing, at least in part, the collected statistics.
54: The m& Hde netthed of alaing49,whrertia colentingistitisticsrronsagt b ttrmdi e ertvwork, f or a
nodel et to take actions which pronote the growth, devel opnent, and

mai nt enamye mideleh énchatids@olledtizigu 1dast &e T3he foMwWHRE 8ad: of claim 54, wherein
providing an incentive for a node]-et to take actions which pronote the

growt b, devel eRy@Adunt dRE IR &Stﬁt@gé&?&d i work includes at
| east one of: 33 WD 03/092205 P |u35g/tfé®§bgg?‘€¥ﬁé fority network access

to nodelets w I: of .t.aki actiaqgns which pronote the grow h,
devel oprent , \Mzgljél %%P?\I?%g%rxn%%ra%lfmﬁ ?(Qt%gﬂfsﬂd)?%ﬁ?‘?/dc‘}f%, gi ving the user of the
nodel ets cash ,or bstantial|y equivalent form of credit that my be

as
used for the gﬁrcgﬂggga?f@ssﬁg@éfdh?@%ﬁ:servi ces, 5 giving the users of the
nodel ets coupons for products and services, and transmtting marketing

pronot i ons r edkragtiong igkenbicthe reddles frvheamemotion étheqrtetvet, development and

maintenance of the ad hoc network, and

10 the location of the nodelet.

51: The method of claim 50, further comprising utilizing the collected statistics to offset

the cost of the node and the cost of accessing the first network.

52: The method of claim 49, further comprising adjusting advertising based, at least in

part, upon the collected statistics.

15 53: The method of claim 49, further comprising selling advertising utilizing, at least in

part, the collected statistics.

54: The method of claim 48, further comprising providing an incentive for a nodelet to

take actions which promote the growth, development, and maintenance of the ad hoc

network.

20 55: The method of claim 54, wherein providing an incentive for a nodelet to take actions

which promote the growth, development, and maintenance of the ad hoc network includes

at least one of:

33



:56: The nmethod of claim 54, wherein taking actions which pronote the

gr ow h, \/, nt, and mai nt enance of the ad hoc network | s at
| east onea@ftﬁé‘ogir)z\é\'grdi ng packets between the node and ot her&%ﬂ@z‘é‘?g& 10

provi di ng personal information to the owner of the node, and utilizing the
nodel et to allow other nodelets to join the ad hoc network. 57: The nethod
of claim48, EHMHPRPRORYASHVEKAgeass imaedelats with sdekaynf takting aeltonadviiel
network, in a secure manner. 34

promote the growth, development, and maintenance of the ad hoc network,

giving the user of the nodelets cash or a substantially equivalent form of credit that
may be used for the purchase of products and services,
5 giving the users of the nodelets coupons for products and services, and

transmitting marketing promotions regarding products and services to the nodelet.

56: The method of claim 54, wherein taking actions which promote the growth,
development, and maintenance of the ad hoc network includes at least one of:
forwarding packets between the node and other nodelets,
10 providing personal information to the owner of the node, and

utilizing the nodelet to allow other nodelets to join the ad hoc network.

57: The method of claim 48, further comprising transmitting packets, via the ad hoc

network, in a secure manner.
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